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Open DNS Resolver Issue

B Open DNS resolver issue has been a persistent issue for
guite a long period of time.

—It was a big topic around 2006

B The number of open resolver hosts (since 2006) is shown
at The Measurement Factory website.
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DNS Amplification Attack

Target (Victim)

Very High
Amplification
192.0.2.123

Source Address Spoofing
(192.0.2.123)
Open DNS Servers
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Open Resolver Issue in 2013

SPANVMHAUS THE SPAMHAUS PROJECT
. S p a m h a u S Home SBL XBL PBL DBL DROP ROKSO WHITELIST

|| Subscribe to RSS News Feed About Spamhaus | Press Offica | FAQs

—From 19/Mar/2013
—Over 300Gbps during 1 week | .-

Recent News Articles

Answers about recent DDoS attack on Spamhaus

At this time The Spamhaus Project is getting more press enquiries than we can personally respond to. Below is  list

I > with the most frequently asked questions, along with our answers. If you are in need of any additional information
. ! Celebrating The First Birthday Of The

please do not hesitate to contact us but we cannot guarantee a quick response. Our staff are almost all investigators
Spamhaus BGPF
and engineers wha focus on dealing with spam and malware issues.

An arrest in response to March DDoS  Is this the biggest attack ever?

sttacks on Spamhaus
It certainly is the biggest attack ever directed at Spamhaus. Many organizations are not open about the fact that they
are attacked at all, let alone about technigues or traffic volumes used in the attack. Spamhaus understands their

Fake ‘Spamhaus’ MoneyPak b d it H feel it the best int: t of the Int: t hale t ly d
Rancamware ‘Blocked PC Virus usiness and security concerns. However, we feel it is in the best interest of the Internet as a whole to openly discuss

the DDoS cyberthreat and ways to resolve it. For that reason, when our DDoS mitigation service provider CloudFlare

B JPCERT/CC continues to The DDoS That Knocked <7+

— Spamhaus Offline (And

receive many incident reports. How We Mitigated I

Published on March 20, 2013 06:26PM by Matthew Prince.
g share | 172 [ share | 71 | BLke| (917 W Tweot 465

- At CloudFlare, we deal with large DDoS attacks every day. Usually,
these attacks are directed at large companies or organizations
that are reluctant to talk about their details. It's fun, therefore,
whenever we have a customer that is willing to let us tell the

. story of an attack they saw and how we mitigated it. This is one
opserved regulariv In Japan
L] CloudFlare features

Overview >
Spamhaus
Yesterday, Tuesday, March 19,2013, CloudFlare was contacted by o 4
the non-profit anti-spam organizatiol amhaus. They were
suffering a large DDoS attack against their website and asked if Optimizer »
we could help mitigate the attack.

Security >

R

SPAMHAUS Nerwsrkrnap ,
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Motivation for the check site

B Responsibility to protect our constituents!

B JPCERT/CC Initial Actions

—Notification

M Sent notifications to the appropriate contacts of Open
Resolver hosts

—Types of organizations / service providers contacted
M User hosts on the hosting service
M User hosts on the home
B DNS servers on the enterprise environment
M ISP DNS cache servers
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Motivation for the check site

B Open Resolver hosts on the hosting service
—Hosts often do NOT NEED to run a DNS server.

B Many host administrators are not aware of running DNS
service on their own hosts.

—Default Packages
B OS image templates include DNS service as a server.

M Software packages are delivered with Management Software
that include DNS server components.

B Contacted individuals may be inappropriate for handling
such an issue

M [t is hard to get a good contact that can properly address
the issue
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Motivation for the check site

B openresolver.jp

—Contacted Organizations
M User hosts on the hosting service
M User hosts on the home, ISP
—It can be extremely difficult for administrators/users to

recognize if their host server/device is an open resolver or
not.

—There are many similar open resolver check sites, but our
site offers:
B An easy and simple method

M Increased awareness towards the open resolver issue to
users that visit the site.

Copyright © 2014 JPCERT/CC All rights reserved. JPCERT CC 2



Open Resolver check site has been released
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http://www.openresolver.|p/

JPCERT/CC T3, A=/ E75-T0v% DNS T — i BFEEN C 5 Rl T B JEF AL T Ed . FeBOiE+{T- TV % Open
Resolver Project |&%&, HHF-2{FTH] 28007 (2013/10FIR7E) DA —Z A0 ILHAMTEE T 245N T ET,

A—=FALA R, SEFDTIED P FF L ASOBIRSTIR O S HEEFIIL TV DNS U — D ZE T, A=) L AIZERSH SR T
L. FHEY DDoS HBROHAGLL TERTN T 2EDWESEVET,

Fiz. DNS T — AL TBRAL TOSR AR TTI3H FO—F AP I —32 ¥ D w2 — s S EE 3 — 2 1 L s T A SR E SIS
FHESELTILET,

FWIT T3, HFEAD PCIEZFEINTLVE DNS U —id, FEERE T -~ DR e T a0 —F 1 A I — 23 2O D — OfEsh o —
AL R s TN RS E T A SO RE T,

U AREGAL. @Bl a— BRI SR ISR T ET L8 L ET

RAT (S A TERL TR — A L OBEL A FEA =T L T T AFROSERESN T ET, ThaD kAL BIEED
FHY wget 7 EEERAL T O7 S R T AT FERHEL T ET.

v KT il EERRE

# oA AR OAREEYS2013E 108318 1485585 CRELT. =70 L O MRS F 218 S| CR TN A Y ESNTLVEDNS T — 1] H1E
FomIPFF L 2 IOIPFF L AR SRS EY 7o, B CBL R F L E ALY BER VoEE T LS8R ET .

* A OEEICOL T CES BB,

The number of Open Resolvers in the world
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Also available in English

Open DNS Resolver Check Site

http://www.openresolver.jp/en/

JPCERT/CC has been observing situations where open DNS resolvers are spread widely across Japan. Moreover, according to the

survey conducted by the Open Resolver Project, there exist about 28 million open DNS resolvers throughout the world (as of Oct
2013).

An open DNS resolver is a publicly accessible name server that provides a recursive name resolution for unspecified IP addresses. It

has been reported that a number of open DNS resolvers are being exploited to participate in massive distributed denial of service
(DDoS) attacks.

JPCERT/CC has also been observing situations where not only host computers that operate as DNS servers but also network
devices (e.g. broadband routers) unintentionally running open DNS resolvers.

This site allows you to check on the following 2 points:

- Whether the DNS server configured on your PC is running an open DNS resolver or not
- Whether your network device (e.g. broadband router) connecting to this site is running an open DNS resolver or not

JPCERT/CC appreciates your contribution towards a robust cyber space by utilizing this check site.

JPCERT/CC has also received a number of reports where servers of hosting services are operating as open DNS resolvers,

despite users' intentions. We have also set up another site for such host administrators to check their computers using
command lines (e.g. "wget” command).

Try check site using command lines at the following URL:
http://www.openresolver.jp/cli/check.html

The number of Open Resolvers in the world
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Japan
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Command line tool i1s also available

For those that cannot check using a web browser, we have
prepared a command based tool:

wget:

s wget -qO - http://www.openresolver.jp/cli/check.html
Configured DNS server: [OPEN] 192.0.2.2(ns.example.com)
Source IP address: [NOT open] 192.0.2.1(gw.example.com)

curl :

$ curl --location-trusted http://www.openresolver. jp/cli/check.html
Configured DNS server: [OPEN] 192.0.2.2(ns.example.com)
Source IP address: [NOT open] 192.0.2.1(gw.example.com)
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The Measurement Factory Statistics

The number of Open Resolvers in the world
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These graphs
are also
available at
openresolver.jp
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Data source: The Measurement Factory
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How openresolver.jp Works

B example

73D
Resolver AR 1sp
m DNS server

DNS Cache/

DNS Server

Authorit
Home Router y

Zzone:
}_IgzzloR/NerS Cache openresolver.jp
—l Il
B IR
— source IP address m _
(home router) www.openresolver.jp

JPCERT CC°®
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How openresolver.jp Works

B Click “Submit”

on the Agreement page Iz

ZZBR 1sp
m DNS server

Generate

One time
uniqgue URL

“(random).chk.openres
olver.jp”

Web access
(click submit button)

AR
Il
——> [l
I source IP address m

(home router) www.openresolver.jp
“01 2 3x0000XXXXXXXXXXXXXXXX e EF. 01 2 3XXXXXXKXXKXXXXXXXXXK

xxxxxcdef.chk.openresolver.jp"
JPCERT CC°®
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How openresolver.jp Works

B Obtain IP address of ISP
DNS server

D
ZZER 1sp
m DNS server

7\

resolve host name
(random).chk.openresolver.jp

Home Router \

Send a query
“(random).chk.openresol
ver.jp”

DNS Server

Send a query
“(random).chk.openresol
ver.jp”

source IP address _
(home router) www.openresolver.jp
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How openresolver.jp Works

B Send a DNS query
(check.openresolver.jp) to e
each IP address T (<o
—this step checks if it is an ZZEK) DNS server
open resolver or not

cache aresult for 1 hour

resolve host name
check.openresolver.jp

> o o

— m

— u source IP address e
(home router) www.openresolver.jp
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How openresolver.jp Works

B Obtain source IP address

ISP
DNS server

Configured DNS server : Not an open DNS resolver.
Source IP address : Not an open DNS resolver.

Web access (result page)

#
AR
- s
— source IP address e _
(home router) www.openresolver.jp
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Sample result page

Configured DNS server : Not an open DNS resolver.
Source IP address : Not an open DNS resolver.

Vol

Internet EZEE
__ 2B convigured
mDNS server

I Not an open DNS resolver

I——J

LF .(S:Zm;r:;:::r: Configured DNS server : Possibly an open DNS
: resolver.

u
> Source IP address : Not an open DNS resolver.

27

Internet 77
7 ot igured
I ONS server

I Possibly an open DNS resolver

|

H Source IP address
(e g. Broadband router)

USEI' DNS resolver

JPCERT CC°®
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Instruction for openresolver users

B Visitors can also follow
the Iinstructions to
address the issue

B Countermeasure process
— Configure DNS
appropriately
— Send the check results
to JPCERT/CC

B Home Router brand
name, version and etc.

—Useful links on
additional technical
Information
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Openresolver.jp Statistics

B Statistics =L
—Site Access to www.openresolver.jp A
M Source device ( Home Router)

-
source lIPaddress ~ XN G [Ios www.,mun,p
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Openresolver.jp Statistics

B Statistics

—Site Access to www.openresolver.jp
M ISP DNS Server

ISP DNS Server
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Conclusion — Results obtained from the site

B According to MF
—The number of Open Resolver hosts continues to decrease

—If this pace holds up, we have hope that this issue may be
cleared up in 4 years

M Of course, we would like it to be addressed sooner!

Estimated number of open DN5 resolvers

12,000 B Japan
APRICOT2013
9,000
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'
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0
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Data source: The Measurement Factory month
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In the future...

B Wishful thinking says that as use of our site increases
(along with other available sites) the number of open
resolvers will decrease

—But in reality, just “using” the site will not decrease the
number of open resolvers

—Countermeasures need to be put in place to eliminate the
open resolvers

—In some cases coordination Is necessary
B JPCERT/CC will continue its efforts to address this issue

domestically and will collaborate with any global partners
that need assistance with this issue
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Recent DDoS Trends

B Other UDP protocols other than DNS
—123/ucp (ntp), 161/udp (snmp), 19/udp (chargen),

7/udp(echo)
4,000 W7
B 19
B 161
3.000

pakects per month

— W 123
2,000 I I
1,000 I I I I I = _ I
- N LN
AR
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Contact Information

-

'T_General Contact
—Email : office@jpcert.or.jp
—Tel : +81.3.3518.4600

—https:/lwww.jpcert.or.jp

Incident Reporting
—Email : info@jpcert.or.jp
—PGP Public Key :
https:/www.jpcert.or.jp/english/ir/pgp.html

—Incident Reporting Form :
https://www.jpcert.or.jp/english/ir/form.html
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