DEFENDING THE EXPOSED FLANK

DIGITAL SUPPLY CHAIN SECURITY
FIRST 2017




Hi



I'm Martin McKeay



| have been In security for almost two decades



| have the scars to prove it



ACME AMERICAN WROUGHT ANVILS

THEY nl"e L'KE A BELL No anvil made, ©nglish or American,
4 surpasses our Acme in shape, mate-
rial or finish. It 1= solid forged of 1wo pieirs of b 10 0 . ;
Al Waist: face 15 made of one piece of {00! stee], e|¢ i O .
body and warranted not 1o come loose Base |2

stability and prevent vupping. has long 1

IS Lrued a:.d \H:-.pw.l by a .~|ww:{l ma

uneven places; edg Are pertectiyv 1empere , !

are st IH nt and | 1#, $0 you will have no trouble on acco

811 Or not se

WE HAVE THE EXCLUSIVE SALE OF THE ACME. entise " o , *

put of the factory that makes them, and gnol
enabled to sell themn at a lovwer prics thas tlhers 1
We sell more anvils than anv coemn
sell S0 manv unless they were

ONLY

10 s e g A | You Save More Money
2 _ | 3 | The low prices on hard-
s o ware in our Jlast catalogue

POUID' w2l ' are lower still in this book.
‘ Over 3,000 hardware items

: _ educed.
Per‘c:.lis |50 Al g sharns




| am the Sr. Editor of the
State of the Internet/Security report



Now, | work for @kamai



This isn’t a vendor pitch






I’'m here to talk about the exposed flank



Digital Supply Chain Security



ACT 1

MEANING




PHYSICAL SUPPLY CHAIN
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WHAT DO | MEAN?

Supply chain in this perspective is the managing of the internal
components of an organization.

The security to ensure the integrity of the information technology
systems.

Addressing security at all points in the workflow so that attackers
may not openly compromise systems.

Attackers might have been focused on stealing trucks historically,
now they're after your code.



WHO ELSE IS TALKING ABOUT
THIS?




R USB DRIVE
EXAMPLE OF A DIGITAL PICTURE FRAME O

HOW DID MY WIDGET GET
HERE?

Ry

All processors have done init_idle

ACPL: Subsysten revision 20040326

ACPIL: Interpreter disabled.

PCl: PO !?I[is‘ revision 2.10 entry at Oxfd9f3, last bus=1
PCI: Using configuration type 1

PCL: Probing PCI harduare

FCIZ Probing PCl hardware (bus 00)

PCI: Discovered primary peer bus ff [IRQ)

FCI: Using IR) router PLIX/ICH [8086-7110] at 00:07.0
PCI- Found IRQ 11 for device 00:04.0

PCI: Sharing IRQ 11 with 00:04 %

Liniting direct FCI/PCI transfers.

isapmp Scamning for Pnp cands. .,

isapnp: No Flug & Play device found

Linux NET4.0 for Linux 2.4
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IIEEE GEAR SCIENCE ENTERTAINMENT BUSINESS

MALWARE IN
THE PIPELINE... r
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gital Photo Frames and Other Gadgets
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OR WORSE...

POOR SECURITY IN CODE

add _auth _entry( " \x58waD'edDV 56", "YWxSAaAxd1h w11\l Tl 3\ 213", 18);
uth entry " E5@EAD DY 56", T xS AXAB VRSBV NSANKSAT , 9);
add _auth_entry( " \x58wxAD \oedDy k56", "\xd 3\ x4B6\xwdF \wdB\d ", 8);

uth entry] " x4 vxat dF edB vl ", T AER I EAE AR Y a8\ Al -

L ] ]

=
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"WxSBWRADAD Y 56T, "\ELAAIA\RIAWIA\IANEIAT, 6);

dd_auth_entry( "\ 50440\ a0\ x56%, "\xSA\XAF\x4A A6 4B \x52 41", 5);

I
add_auth_sntry( " \x58\x4D\xaD\ X567, “\x46\x4T\n44\ x4\ K57\ E\ K567, 5);

pdd auth entry( " \wSE Al wdD w56, "\adB\xSFiad O o sh ed Mixd 1244, 5);
"AxSE\NAD\XADANEE", "\xIIXIBIT\K1E\ K17 \x14", 5);

add _auth entry( " xS8yxaD'vwdaD 86", "\x1Nx16\x11\ w18\ 13", 5);

=
=

-

gd_auth_entry " 51T 00252 dD 58 5567, T WRS1 WS\ 52 v x5 \xdD  x5B\x567 , 5);
add_auth_entry( " W50\ xaD\ waDy\ b6, "%, 4

uth_entry] " a3 x40 el oedB@hdl ™, " ARSIARETWRS1 VEST A S 5\ EAD KSR\ KA6T , 4) ]

e

-

add entry( " x5S\ k4D edDY 567, x5\ xdD\ k4D \x56%, 4);
add_auth_entry( ™ \x50\x4D\ x40\ x56%, "\x13\x184\x11\x16\x17", 4);
d i [ TSRS\l T 58", "B xS\ x4aT\ 58", 3);

dd auth entry( " \x43 '\ a6\ wdF\ a8 2", "%, 3);
dd awth_entry " \x500dADVaedDy 56", "iWx52N\x43\ k51 w517, 3);

pid auth entry "4 3\ xab ' el F a8 eaC ™, "h\xd3\xA6 '\ dF g8 a1 3 1811\ X165, 3);



THE GROUND FLOOR

The focus In supply chain security has historically been towards
enhancing the physical security of the supply chain logistics.

Lack of concentration on the information technology/security

Greater move to decentralized information technology solutions
with global scale

Information technology and the supply chain



WHO CARES?

Who is taking the time to work on the problem?
Organization that on supply chain include:

(WCO),
(C-TPAT), (CSI)
from the US Customs and Border Protection and the Global
Security Initiative from DHS.

ISO/PAS 28000 “Specification for security management systems
for the supply chain”


http://en.wikipedia.org/wiki/World_Customs_Organization
http://en.wikipedia.org/wiki/Customs_Trade_Partnership_against_Terrorism
http://en.wikipedia.org/wiki/Container_Security_Initiative

MAGINOT LINE

There is a concerted effort to secure physical side of logistics.

IT solutions as they relate to supply chain have typically lacked
the same focus.

So why should this be of concern?

Well...



CASE IN POINT...

| NEWS

An Iranian Oil Tanker Hacked Its Own Tracking
System To Avoid Detection




WHAT COULD GO WRONG?




Pirates hacked shipping company to
steal info for etficient hijackings




WAR STORIES AND SUCH

ACT |1




GLOBAL, LEGAL, COMPLEXITY, HUMAN...

CHALLENGES & COMPLICATIONS
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CHALLENGES

As we have more an more products delivered to us faster and
cheaper the scale of operations has gone to go global scale.

What are some impacts of this move?
Outsourced help desk
Offshore development centres

Partner networks



GEOPOLITICAL




LEGAL ISSUES

Legal issues are now global ones as supply chain expands across
the globe.

How do laws affect the production supply chain?
Is there a lack of enforcement of said laws?
Are you even legally able to be operating in the country?

Ignorance of the law Is no defense.



ATM, FAVORITE OF NE'TER DO
WELLS




ANOTHER LEGAL ISSUE EXAMPLE,
ATM FRAUD

In Hours, Thieves Took $45 Million in A.T.M. Scheme

MARC SANTORA

It was a brazen bank heist, but a 21st-century version in which the FACEBOOK

criminals never wore ski masks, threatened a teller or set foot in a TWITTER

vault. o

GOOCLE+
. Enlarge This Image 111 two precision operations that SAVE

= involved people in more than two
dozen countries acting in close
coordination and with surgical

precision, thieves stole $45 million

SHARE
PRINT

from thousands of A T.M.'sina REPRINTS

matter of hours.
BELLE

In New York City alone, the thieves
responsible for A.T.M. withdrawals

struck 2,004 machines over 10 hours

starting on Feb. 19, withdrawing $2.4 million.

The operation included sophisticated computer experts
operating in the shadowy world of Internet hacking,
manipulating financial information with the stroke of a few
keys, as well as common street criminals, who used that
information to loot the automated teller machines,

laundering.




THE FLOW
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WHAT WENT WRONG?

Vulnerable financial institutions
Credit card processor was breached on two occasions
Withdrawal limits removed on prepaid debit cards

Cashing teams: 36,000 transactions and withdrew about $40
million from machines in the various countries in about 10 hours



INTELLECTUAL PROPERTY

We have all read about the APT problems.

Concerted efforts to purloin Intellectual Property. (Source Code,
Process, Secret Sauce)

Using tools like Perforce and Git (as examples) partners often
want access to source code.

Too often they get this access as a “business decision” which is
your organization’s secret sauce.



SOURCE CODE ISSUES

Security Advisories Relating to Symantec Products - Symantec Reporting Server

Improper URL Handling Exposure
SYM09-008

April 28, 2009 Blog

Revision History Stay on top uflntnil_"hg_t

None security trends “ 7

Learn More » ¥ e
Risk Impact - {458
Low

The Symantec
Remote Access Intelligence Report
Local Access Monthly report P

Authentication Required concerning

- - malware, ..r.
Exploit available spam and N,
other threats,
U‘I.I'EWiEW Maora inf'o e

The login web page in some versions of Symantec Reporting Server contains a URL handling error which could potentially allow an
attacker to launch a phishing attack.

-
pw™

Affected Products

Product AERCING Solution
Version
10.1 MREYT and |Update to 10.1 MRE
Symantec AntiVirus earlier or later

Corporate Edition 10.2 MR1 and |Update to 10.2 MR2
earlier or later

3.1 MRT7and |Update to 3.1 MR&
earlier or later

Symantec Endpoint 11.0 MR1 and |Update to 11.0 MR2
Protection earlier or later

Symantec Client Security

Unaffected Products
Product Version




...AND SO ON

TRENDING: CS0 Daily Dashboard - Social Engineering - InfoSec Careers - Maobile Security - CS0Events -

— ( !’SO Most read: v ¥ Fl 3 in 2

By and protect your organization

@ SA LT ED HAS H "TD P SED u H I TY N Ew s ;::;Eental secunty insight to help you minimize s

Bitly discloses account compromise, urges
users to change passwaords
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PARTNER NETWORKS

Many manufacturing companies build and maintain interconnected
networks

The “l have a firewall so I'm OK" mentality should be shelved.
Do you check your third party connections?

Trust But (Test and) Verify



HARDWARE TROJANS

White Papers  Webcasts Mewsletters

COMPUTERWORLD

Topics ™

Hardware Computer Peripherals
s.n.l.J,IH"III SUHUET Emd What's yvour earning power? Tak

Home = Hardware = Processors

Mews

Security researchers create undetectable
hardware trojans

Method can be used to weaken hardware random number generators
used for encryption

By Jaikumar Vijayan

= - - - - [ B -
September 17, 2013 0415 PM E U Lrommeants

Eﬁhﬂﬂ:‘ 17 (W | a+1 u r-t | [JLike | 110 | More |

A team of security researchers from the U.S. and Europe
has released a paper showing how integrated circuits used in computers,
military equipment and other critical systems can be maliciously
compromised during the manufacturing process through virtually
undetectable changes at the transistor level.

As proof of the effectiveness of the approach, the paper describes how the



MORE RECENTLY...




BATTLEFIELD ROBOTS

White Papers  Webcasts MNewsletters Resea

COMPUTERWORLD

Applications App Development BigData Business IntelligencefAnalytics Content/DocL
Enterprise Archite

Unified Communications
s,ﬂ,uﬂ'f SUH‘.I'ET 2["4 ur IT Salary Survey today and enter a drawing for 1 of 3 Amerncan Express gift cards

Home > Applications = Emerging Technologies

Mews

U.S. military may have 10 robots per soldier
by 2023

Military expects to soon be using autonomous robots to carnry soldiers’
gear and scan for enemy combatants

By Sharon Gaudin

- - - [ I, I .
Movember 14, 2013 05:32 PM E U 4 Comments

Eﬁharu} 12 b4 84 B & Fuke 150 | More |

American soldiers patrolling dangerous streets will soon
be accompanied by autonomous robots programmed to scan the area with
thermal imaging and send live images back to the command center.

Likewise, squads of infantrymen hiking through mountains will be helped by



YIPES!




OH...RIGHT




WAIT WHAT?

THIS IS REAL

DOD officials say autonomous killing
machlnes deserve a look
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THE TECHNOLOGY

ISN'T THERE YET

A Google self-driving car has finally caused an
accident

Updated by Timothy B. Lee on February 29, 2016, 6:20 p.m. ET & tim@uvox.com
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WHERE TO FROM HERE?

ACT Il




GO BEYOND
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OFF SHORE DEVELOPMENT

Greater diligence is required when signing a contract
The lowest bid Is not always the best choice

Ensure that you're development partner adheres to your security
requirements

Make sure that they do not have offices In restricted countries

Software liability?



HAMSTER
WHEEL OF PAIN

- How do we get off this
wheel of security issues?

- We need to be able to
reproduce good results




19 September 2014 07:47

DEFINED
REPEATABLE MADE® ‘
PROCESSES

MADE.COM HAS LAUNCHED
There needs to be a IN ANEW COUNTRY
CO n Ce ntratl O n O n d efl n e d Hot on the heels of our launch in the Netherlands just ten days ago, we're

r e p e at ab I e p r O C e S S e S pleased to announce that we're now delivering to yet another new terntory.

Welcome to MADE.COM Scotland.

To celebrate here's £10 off orders over £100 with code AUCHAYE for any

TOO Ofte n CO m p an I eS tre at purchase before midnight on Sunday 21st September.
third party connections as e e o e e
one offs. (not for all of

course)

Not having a defined on-
boarding process for
partners can result in
unintended consequences.

£499

Garston Love Seat Ryker Rug




THE BUDGET
BATTLE

- The hardest battle | have ever
fought has been for budget

- You need to make a strong
case that articulates the risks to
the business in terms that the
business can understand.

- Avoid the fear, uncertainty and
doubt if at all possible.

SUCCESS

It can lead to fail

OMHEEZBURGER.COM BY & £ &>



INTERNAL
APPLICATIONS

Conduct code reviews. Go
beyond unit tests.

Hire third party companies
to review code.

Keep documentation
current




INFRASTRUCTURE
, DNS & WEB
APPLICATIONS

- You have limited
resources

- Concentrate on the items
that are important in your
supply chain

- Have a trusted partner




BUILD TO
FAIL

- As with any IT

Implementation failure will
come

- Make your

applications/infrastructure
resilient

- Don’t build for five nines

- Build to fall




BAMBOO
ANALOGY

- Supply chain has many
points that can be
exploited along the way

- ItIs important to have a
supply chain that can
adapt




Thank you for taking the time to listen to me!
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FASTER FORWARD

: Martin McKeay
QueSthnS? @mckeay

Thanks

mmckeay@akamal.com




