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showing of a frandulent statement by a certifying officer, procedural
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2 ‘ﬂ;h resp o what shﬁuld be

dered afters finding of 1
jdge is directed: tcsu'ppreSS thi

o1 .ant f;he matmn
2 ease- Taw re-

G sernment, m the :ease

: npmwge of the bill.my
ed uﬁiawfullj oY derx_ved

ald ‘e -stp
.. tained: ,&wfu 1y should not be-sup-
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“mption in & civil trial. Here, ags bil 5. i ify what the
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‘Where the conrt determmes pursuant to subsections (f) or (g) that
the surveillance was lawfully authorized and conducted, it would, of
‘course, deny any motion to suppress. In addition, onee a judicial 'de-
termination. is made that the surveiliance was la;wful, any motion or
request to discover or obtain materials relating to a sur veillance must

H. Rept. 1283, pt. 1 95-2 T
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be denied unless disclosure or discovery is required by due proc
_Subsection (i) states -for purposes of appesl that erders:

sions of the special courts granting or denying motions, deci

lawiilness of a surveillance or orderitig-or dénying disclosu

fina) orders, and shall be binding wpon-all-conrts ot the U

and. the States except the special court of appesls and th

Court. -As final orders they will -be immediately appea

. . - . ek L N 2
private party or the govérnment. The committee recognizes:thy

usual praetice is to consider such-ordeis inferlocutory Andnot Ims
ately appealable. ' : S e e
In the particular circumstances of cases handled pursuant to:si
sections (¢)~(i), however, the cormittee believes that substantiad:o
siderstions militate in favor of immediate appeal. Requirementste
sertain informations; whsthier before or after a filiding of i
st force- the Goverraitent to dismiss the case {or coriced
case, if it were a civil suif-againstit) to aveid disclosure it thoug
regizired. This is not the’ situation in normal cases; and therefo
appropriate here to allow immediate -appeal of such an order. 35:

ilarly, given-the in camera sind to.a grester or-lesser extent ex pa

procesdingsamder subséetions- (1) and (g), it is appropriate to-afv;
a more expetditious-form-of appeslfor the private litigant, Becaus
ot these subsections are not-expected to occur often, there
£iil added burden placed on the courts by allowing such
erfosutory orders. . .
New s ¢tion (j) has-been added to the bill for the purpose of re--

stricting t1e nse of uniitentionally scquired private domestic radio
commtmications. The new subsection js necded because “electronic-st
veillanes” as defined. in 101(£)(3) coversorly the intentional acquisy
tion -of ‘Hhie contents of privite -doméstie radio communications, Stel
comumunications may inclhude telephone calls and other wire commauni
cations transmitted by radio microwaves. Coneern has been express
that unless the use of such unintentionally acquired commmunieatior
regtricted, there would be a potential for abuse if the Govermment
atiired those kinds of domwestic communications, even without .
tionally targeting any particular communication. The amendinent:
forecloses this possibility by restricting the use of any information:ac-
quired in this manner. . ' : ‘

" TIn civeumstances invelving the unintentional acquisition, by an elee~

- tronic, mechanical, or other suryeillance device of the contents of a
radio communication, where 3 persons has a reasonable expectation:¢
privacy and a warrant would be required: for law enforcement p!
poses, and where both the sender and-all intended recipients ave located .

- within the United States, the contents must be destroyed upon rec

nition. The only exception is with the appreval of the Attorney Ga
eral where the contents indicate a threat of death or seriofis bodi
harm to any person. This vestriction is not intended to prevent the
Governnient from maintaining a record of the radio frequency of the
commimication for later collection avoidance purposes. '

0 The eommittee recognizes that this provision alters exlsting law and is a limitation
on exigting discovery pidetice. It Is feit that where the speeinl court has defermined thigt
the sirvsillance is Jawful, seeurity considerations should preclude any dizclosure unless
fue proees: renuires diselesure, : .
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trol Act of 1968, it is contemplated that few electronic surveillanees. .
conducted pursuant to this title will result in criminal ‘prosecution. -
“For these reasons, the committes has added a new section to the bill
denling with the information o be furnished to the appropriate con-
gressional committees. Section 108 requires the’ Attorney Gienerai to
inform fully the House Permanent Select Committee on Intelligene

and the Seénate Select Committee on Intelligence concerning all
tronic surveillance under this title. He must dosoat least semiannually.

" As interpreted by the committee, the word “filly” means that the
committee must be given enough information to understand the ac-
tivities of, but does not mean that the Attorney Geneval must set forth.
each and-every detailed item of information relating to, all electronic
surveillances. For exiimple, the committee would not ordinarily: wish
to-know the identities of particular individuals. The comnittee and
the' Department of Justice linve had lengthy discussions ‘conberning
this provision, and are in general agreemeit ag to what information
will he pravided: Fo preserve the Tiitelligence Comiitittees’ right to
seek further iwformation, when necessary, section 108 makes clear
that. nothing in this tifle shall be deemed. to limit the authdrity of
these committees to obtain such additional mformation hs'they may
need to caity out their respeetive functions and duties. In the case

of the House Permanent Select Committee on Intelligeice, that au-
thority is set forth in House Resolution 658, 95th Congress, 1st session.
Section 109 S

Section 109(a) (1) carries forward the criminal provisions.of chap-
ter 119 and makes it a criminal offense for officers or employees of the
United States to intentionally engage in electromic surveillance under
color of kaw except as specifically authorized in chapter 119 of title
11T and tlis title. Since certain tevhnieal activities—such as the use of
a pen register—fall within the definition. of eleetronic sarverllance
unider this title, but not withinthe definition of wire or-oral commniuni-
cations wpder chapter 119, th provides an-affitmative defénse to
a law enforcement or investipative cfficer who engages in such an
activity for law enforcement purposes in the course of his official
duties, pursuant to o search warrant of court order.” Section 109(n)
(2), is a new provision (not found in chapfer 119 or H.R. 7808
ag Intyoduced) which makes it a eriminal effense for any officer or em-

~ ployes of the United States to intentionally viclate any order issmed
" ‘pursuamt, to this title or to Tutentionally violate the sections specified, .
“knowing that his conduct violates such order or title. ‘The sections
- covered are generally those pertaining to the use and diselosure of
information obtained from elsetronic, ‘ ,

Bection 109(a) (2) generated considerable d bate within the com-
mittee and was adopted only after full consideration was given to its
suggested deleterious effect on the morale:of intelligence persornnel.

One of thre important purpeses of thebill is to sfferd security to in-
telligence personnel so that if they act in accordance with the statute
and the court order, they will be insulated from liability; if is ot to
afford them immunity when they intentienally viclate the law.

B §ee U.5. v. New York Telephone Company, U.8 —— (1977), 46 LW 4033.
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Absent this crimimal provision, intelligence agency persennel:
agentg and supervisors alike—could intention

the mrinimization procedures afid e dmipr

ability, Moreover, they eould i

by the bill to be retained for ow

bility. While chapter 119, dealing

does contain a penalty for viol

on information lawfully obtainet

probable cause standard. for o

‘importance of minimization and ¥

guard agdinst abuse. On the otherhind,

for a foreign intelligence surveillanee Svai

tion and  ofher procedures dealing with di
tremely imjjortant, and thus spnctiens should
violations of such provisions. _ , 3 _ _

"Phie word “intentionally” was carefully chosen. Bt is intended to
reflect .the most strict standard for criminal culpibility. What is
proscribed is an intentional violation of an order or-one‘of the speci-
fied provisions, not just intentional condtict, The Gi¢vernmment would
have to provide beyond a reascible doubt bt
gaged in was in fact a violation, snd that it-was: ;
conscious objeetive or desire” © to commit a vio 1, The. plirase
“knowing his conduct violates such an order-ori 1e¥ is-intended

“to emphasize this point. To further insire that mtelligeénce persontel
are protected in the proper performance of legitimate dities, the bill
provides a “good faith” defense. ' .
- Theoretically, becauss the definition of electronie surveillance in this
title includes most activities cncompassed v7ithin the term “‘intercep-

- tion of ‘wire or oral communication” in chapter 119, a single offense
could violate both 109(a) (1) and the criminal provision of chapter
119. The committee intends that in such cases the Government pro-
ceed under only one of the provisions, not Both.. : ‘

In addition to making an intentional violation.of the disclosure:
and minimization provisions a crimingl offénse the reported bill differs
from ILR. 7308 (as introduced) by including the criminal (ahd civil)
Iiability provisions in the body of this title rather than amending
chapter 119. The purpose of this change is to.minimize the multiplie-

- ity of cross references to chapter 119 and te alleviate the confusion

- caused by having chapter 119’s criminal provisions apply to this title

" and to minimize the effects of this title on.chapter 119 law enforce-
ment surveillances. For example, underH.R. 7308, as introduced, it
would have been a federal crime for a State Jaw enforcement officer to
use a pen register without a warrant. While such action may be un-
constitutional, it is not made a criminal offense by chapter 119 and
should not be by this title.

(For the same reasons, section 110 makes the civil liability provi-
sions a part of this title.) : '

The methodology of the criminal provision of section 109 reflects
the committes’s etforts to conform to the methodology of the pend-
ing criminal code reform legislation (H.R. 6869/5. 1437).

& The phrase “couscious ebjeetive or desire” is‘ teken from the definitlon of “intentional”
contained in section 302 of 8. 1437 (the Criminsl Code Reform Act of 1978) as passed by
‘the Senate on January 30, 1098. .
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Section 110 -

‘This.section mposes civil liability for violations of 8
{1)- and section 109(a) (2), and authorizes an “agy
defined in-seetion 101(k), to recover actual-dsatnage
ages;.and reasonable attorney’s fe

provisien, the statutory gaod faith de

petsons. whoact
States as officers or employees of torsign powers would 1
from bringing actions under section110. L
- The agent-of 2 foreign power exclusion of section 110 is narrewer -
than the corresponding provision. of H.R. 7808, as ntroduesd. The
exclusion only applies to those who come 3 ] - :

person”, foreign powers and non:

. agen}_of a. foreign powey becauss.they act

anr officer, member or employec—of a
110(b) (1) (A). The foreign visitois cov
the defintion, see section 1106(b)-
under the provision. The original’

exclusion is more appropriate:
barred from the civil remedy wil

are themselves immune from criming

their diplomatic status. In regard fo the :

to see what would be gained by denying the civil remedy 1 practicd
terms. In proving that-the exclusion applied he Government would

more than likely be forced to malke the sume showing that it would
make in proving that the surveillance waslawful.

TITLE X

'Title I contains the conforming amendiments necessary to integrate
the Foreign Intelligence Surveillrnce Actinto the existing provisions
of chapter 119 of title 18. In adopting its other amendudents, one of
the committee’s purposes has been to produce legislation that can
be read and understood {znd thus complied with) easily, without
excessive cross reference to otheér statutes. Thus, for example. the
conunittee has expanded the definition section and provided the bill

-with its own criminal and civil Hability and testing and counter- ..

measures provisions. As a result. most of the conforming amend-
ments contained in H.R. 7308, as Introduced, have been eliminatad.
Section 201(a) o _ ‘

This provision rewrites existing section 2511(2) (a) (ii) of title 18,

Uinited States Code, which states that “it ghall not be unlawfnl under

this chapter” for a communications comimon earrier to assist law en-
forcement and investigative officers in performing surveillance activi-
ties pursnant fo title 18. Section 201(a) would restate this provision
in terms of an authorization, rather than an exemption from criminal-
itv. and would include “landlords, eustodians, or other versons” in
the anthorization, extend its scope to cover foreign intelligence elec-
tronic surveillance, require the Government to provide a copy of the




