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CLASSIFIED DECLARATION OF FRANCES J. FLEISCH
NATIONAL SECURITY AGENCY

(LI} L Frances J. Fleisch, do hereby state and declare as follows:

L {U) Introduction

. (U) 1 am the Executive Director for the National Security Apency (NSA). an
intelligenice agency within the Department ol Defense. 1 have held this position since June 2010.
As the Execwive Director. | serve as an adjunct 1o the Deputy Director jor all NSA martiers.
Under aur internal reaukuions. and in the absence of the Directar and Deputy Director. | am
responsible for directing the NS:AL overseemy the operations undenaken 1o carmy oul 118 mission
and. by specific charge ol the President and the Director of National Intelligence. protecting NS
activities and intellipence sources and methods. | have been designated an original TOP SECRET
classification authority under Executive Order No. 13526. 75 Fed. Reg. 707 (2009} and

Depariment of Defense Directive No. 3200 1-R. Information and Security Program Regulation.

32 C.F.R.§ 159a.12 (2006).

2, (U} The purpose of this declaration is to support an assertion of the military and
state secrets privilege (hereatier. “state secrets privilege™) by the Director of National Intell gcncé
("DNI) as the head of the Intelligence Community, as well as the DN1's assertion of a statutory
privitege under the National Security Act. 10 protect information related to NSA activitics
described hoerein below. General Keith B. Alexander. the Director of the National Sccurity
Ageney. has been sued in his official and individual capacity in the above captioned litization ang
has reqused himself from the decision on whether 1o assert privilege in his official capacity. As
the Executive Director. and by specific delepation of the Director, [ am authorized 10 review the
malerials associated with this litigation. prepare whatever declarations | delermine are
appropriate. and determine whether 10 assert 1he NSA s statwory privilege, Fhrough this
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declaration, | hereby invoke and assert the NSA's statutory privitege set forth in Section 6 of the
National Security Agenecy Act of 1959, Public Law No. §6-36 (cedified as a note to 50 U.S.C. §
402) ("NSA Act™), to protect the information related 1o NSA activitics described herein below.
The statements made herein are based on my personal knowledge of NSA activities and

operations. and on information made available fo me as the Executive Director of the NSA'

11 (U) Summary

3. (U} In the course of my ofticial duties, { have been advised of the above-captioned|
Jewel, Shubers, and i re NS4 Telecommunications Records Litigation, and | have reviewed the
allegations raised in this litigation, including the Comiplaint filed 1n the Jewe/ action on Septembe
18, 2008, and the Second Amended Complaint {"SAC™) filed in the above-referenced Shubert
action on May 8.2012.% In sum. plaintiffs allege that, after the 9/11 attacks. the NSA received
presidential authorization to engage in “"dragnet” communications surveillance in concert with
major telecommunications companies. See. e.g.. Jewe/ Compl. 1% 2-3: Shubers SAC ] 1-7.
Plaintiffs allege ihat the presidentially-authorized activities at issue in this liigation went beyond

the “Terrorist Surveillance Program™ (“TSP™), which was publicly acknowledged by the Presiden

' (U) This declaration addresses and asserts privilege with respect 10 allegations raised in
the above-captioned Jewe! action as well as a separaie action---Shuberi v. Obama (07-cv-00693).
In addition. the harm to national security that would result from the disclosure of NSA sources
and methods described herein is applicable {o similar allegations concerning NSA activities
raised in other lawsuits in /i re NS4 Telecommunications Records Litigaiion (M:06-cv-1791)

Lgsusieeaum Starting in 2006. the Director of National Intefligence, supported by
declarations from the NSA like this one, has asserted the state secrets privilege and reiated
statutory privileges conceming NSA intelligence sources and methods in several other cases that
have been before this court. including in a 2006 fawsuit brought by the plaintiffs in Jewef against
ATET {Hepting v. AT&T) (06-cv-00672). as well as in 2007 with respect to tawsuits brought
against Verizon Communicuations, and again in 2007 and 2009 in the Shubert action. and also in
2009 in the Jewel action. This declaralion concerns the same sources and methods that were at
issue in those prior declarations. and sets forth substantially the same facts and hanns to nauonal
security previously described to the court. In light of the passage of time, this submission
updates. expands upon. and supplants prior privilege assertions in this litigation.

Classifiod dn Camorer 23 Porte Nectaration ol Fraaces ). Fleiseh. Nutionad Security Agenes
Carofon Jowed, o ol v Nabumd Securine Agency, o o (Ng 08-cv-4873-I8W) 3
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in Deeeniber 20035 and \x-a.s Hmi'u;.:d 10 1h-<: mierception of speeific irﬂema't‘im;mh COMMURICALinmN
involving persons reasonably believed 1o be associaled with al Qasda and affilialed terrorist
organizations., Rather, plaintiffs allege that other intelligence activities were also authorized by
the President after 9/11, and that. with the assistanee of telecommunication companies, including
AT&T and Verizon. the NSA has indiscriminaielv intercepted the conient and ohtained the
communications records of millions of erdinary Amuricans as parl of an alleged presidentially-
authorized ~Program™ after 9/11. See Jewel Compl. O 2-13; 39-97; Shuberr SAC ¥ 1-7; 57-58:
60-91.

4. {U) 1 cannot disvlose on the public record the specific nature of NSA information
or aclivities implicated by the plaintiffs” allegations. As described further below. the disclosure
of information related to the NSA s activities. sources. and methods implicated by the plaintiffs’
allegations reasonably could be expected 1o cause exceptionally grave damage 10 the national
security of the United States. In addition. i1 13 my judgment that sensitive staie secrels are so
central to the suhject manter of the litigation 1t any attemnpl to proceed in the case risks
disclosure of the classilied privileged national security information described herein and
exceptionally grave damage 10 the national security of the Umited States.

5. TSSO TG The allegations in this Jawsuit put at issue the
disclosure of infonmation conceming several highly ¢lassified and critically tmportant NSA
inteltigence aetivities. sources and methods that commenced under presidential authorization
afier the 971! terrorist attacks. but which were later transitioned 10 the authority of the Forcign

Intelligence Surveillance Act (*TFISA™). including ongoing activities conducted under orders

approved by the Foreign Imtelifigence Surveillance Court {"FISC™).} As described in more detail

TN 2365 A5 described furtiher below. purstant to the FISA and
specitic orders of the FISC. the intelligence activities that NSA carries ouwl under the authority of
the FISA and authorization of the FISC are classified. NSA's FISC-approyved activities that are
al tssue here are classified at the TOP SECRETA/COMINT level as their wnauthorized disclosure

LU Basilled fr Cromera, O Pavee Declaratior of Prisaces 1 Eloseh. Natlonal Security A peney
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below. starting in Octaber 2001 . then-President
directed the NSA to undertake three discrete activities after the 9/11 atlacks thal were designed
to enhance NSA's capability to detect and prevent further attacks. (Collectively these activities
were designated by the NSA code-name “STELLARWIND™.}

A. TESHPSPHSTHOSNE Basker 1 - Content Colleclion: The first presidentially-
authorized activity after the 9/11 artacks was the collection of the conient” of
certain inlernational communications (telephone and Internet) reasonably believed
o involve a member of a terrorist organization. From the owtset this activity was
limited by the NSA 10 “one-end international” communications — that is. to or
from the United States. This content collection activity was direcled at groups
engaged in international tervorism and. starting March 2004, was timited to
intemational communications reasonably believed 10 involve an individuat
associated specifically with al Qaeda or its affiliated organizations. When
publicly acknowledged in Decernber 2005, this content collection activity was
referred to as the “Terrorist Surveillance Program.” The TSP authorization ended
in February 2007 and was initially replaced by orders of the FISC, which were
later supplanted by Congressional amendments 0 the FISA that authorized the
NSA to collect certain communtcations of non-U.S. persons localed overseas.

.:.mmnm__u_ar_\mm -
B. Buske: 2 — Telephony Meta Data: The second

aciivity undertaken by the NSA after the 9/11 attacks. pursuant 1o the same
presidential anthorization, entailed the bulk collection of telephony “meta data™ --
which is information derived from call detail records that reflects, but is not
limited to, the date, time. and doration of telephone calls, as well as the phone
numbers used to place and receive the calls. As described betow, this activity was
iransitioned to an order of the FISC starting in May 2006 and. while subject to
subsequent modification by the FISC. remains in place today.

C. W Baskes 3 — Internesr Meta Data: The third
activity undertaken by the NSA after the 9/11 attacks. again pursuant 1o the same
presidential authorization, was the bulk collection of Internet meta data, which is
header/routerfaddressing information. such as the “to.” “from,” “cc,” and “bee”
lings on an email. as opposed to the content or subject lines of a standard ematl.
As described below, this activity was transitioned to an ocder of the FISC starting
in July 2004 uatil December 2011, when NSA decided not to seek reauthorization
of this activity.”

could reasonably be expected 1o cause exceplionally grave damage to the national security of the
United States.

¢ EESHSIHOEA The term “content™ is used herein to refer to the substance, meaning,
or purport of 2 communication. as defined in 18 U.8.C. § 2510(8). as opposed {o the type of
addressing or routing information referred throughout this declaration as “meta data.”

Fickseh. Nattonal Secury Agengy
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6. ESHFRSPASIAOEAEE Plaintiffs’ allegations put at issue all three NSA activities

originally authorized by the President after the 9/11 attacks and later transitioned to FISA
authority. For example. plainti{fs in both the Jewel and Shutherr actions allege that the NSA was
authorized by the President (o engage in a communications ~dragnet™ aler 9/11 that included the
indiscriminate collection of the content of millions of telephony and Internet communications.
See Jewel Compl. ¥ 7. 9, 73, 74. 81 Shubert SAC § 7. 70. 84. This allegation of a confen
“dragnet” is false, however. The NSA’s collecticn of the content of communications {i.¢., the
substance, meaning or purport of the communication) under the post 9/11 presidential
authorization was directed at ore-end international comgnunications in which a participant was
reasonably believed to be associated with a group engaged 1n intermational terrorism (later
limited to al Qaeda and its atfiliates), and was focused on specific “selectors”™ {such as phone
nuimbers and Tnternet addresses) believed 1o be associated with such individuals. The content
surveillance authorized therefore did not constitute the kind of “dragnet” collection of the

content of millions of Americans™ tclephone or Internet communications that the plaintiffs allege.

— However. the operational details of the TSP and other

NSA content collection activities could not be disclosed 10 address, disprove, or otherwise
litigate the plaintiffs” allegation of a content “dragnet” without causing excepiional harm to
NSA’s sources and methods of gathering intelligence---including methods currently used to
detect and prevent further terrorist altacks under the authority of the FISA.

7. ERSAESRstiaay Similarly, plaintiffs® allegations that the NSA has

collected certain non-content information (/... meta data) about telephone and hitermet

Classificd &t Comera, Lx Parte Declaration of Frances L Fleisch, Nationat Sceurily Agency
Curodvn Jewel, of al, v. Nodional Necwrity Sgency. ¢t el (No_U8-cv-d873.J5W ) 8
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communications cannot be addressed without risking or requiring disclosure of highly sensitive
sources and methods thal continue {o be utilized today and causing exceptionally grave damage

to national security. As explained below. the bulk collection of meta data enables highly

sophisticated analytical 100ls that can uncever the contact—of
6
8. ﬁw In addition, plaintiffs” allegation that

telecommunications carriers, incjuding AT&T (at issue in Jewel!) and Verizon (at issue in
Shubert). and other carriers at issue in other lawsuits in fn re NSA Felecommunications Record
Litigation, assisted the NSA in alleged intelligence activities cannol be confirmed or denied
without risking exceplionally grave damage to naticnal security. Because the NSA has not

underlaker the alleged “dragnet”™ collection of communications content, no carrier has assisted in

s oo~

Classified Ja Comerg, Ex Parre Declavation of Frances ), Fleseh. Nadonal Security Agencs
Cearplin Jewel. et al. v Solonul Securin Agencr. et ol ANo U
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betow. the DNI's stule Saec-rets.and sfalulory privilege assertions. and my own skatutory privilege
assertion on behalt of the NSA. seek to protect against the disclosure of the highty classified
intellivence sources and imethods put at issue in this case. including: {1} anv information thai
would tend 1o confirm or deny whether particular individuals, including the named plaintiffs.
have been subject to the alleged NSA mielligence activities: (2) information concerning NSA
intelligence sowrces and methods. including Facts demonstrating that the content collection under
the TSP was limited 10 terrorist-related international communieations. and that NSA did not and
does not othenwise engage 1n plaintiffs” alfeged content surveillance 'ﬁ'r‘agnct": {(3) fzcts that
would tend 1o confirm or deny the other intelligence aciivities suthorized by the President afier
911 and later (ransitioned to the authority of the FISA - that is. existence of the NSA's bulk
meta data collectiog, and any information about those activities: ard (4) the fact 1hat_
I
particular, the fact that there has been public speculation about alleeced NSA activities. including
in media reports. books, or plaintiffs” declarations. does not diminish the need to protect
intelligence sources and methods from further exposure. The process of sorting out what is true,
parlly frue. or wholly false in public reports or in plaintiffs’ allegations and declarations, would
necessarily risk or require disclosure of what in {act the NSA has undertaken, when. how. and
under what aulhority. As set forth herein, such oflicial confirmation and disclosure of classified
privileged nationad security information by the Government would remove any doubt as to
NSA's actual sources and methods. confirm 1o our adversaries what channels of commuatication
i v oid. and cause exceptionalty grave damage 1o the national sgcurity. For these reasons. as set
forth [urther below. | request that the Court uphold the DNI's state secrets and statulory privilege
assertions. d4s well as sthe NSA starutory privilepe assertion that | now raise. and protect the

intermation described in this declaration frem disclasure.

Classified fr e 4o Mot Dieclaration of Frances 3 Flaiseh, Nanonal Secanty voones
Carabindend ol v Nedvens Seqering igenar, of ol e R AT RIS L
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Iil.  {U) Classification of Declaration

fa

12, =552 This declaration is classified TOP SECRET!‘/’TSP//S-
-f/ORCONfNOFOR.N pursuant to the standards 1n Executive Order No. 13526, See 75 Fed.
Reg. 707 (Dec. 29, 2009). Under Executive Order No. 13526, information is classified “TOP
SECRET" if unauthorized disclosure of the information reasonably could be expected 10 cause
exceptionatly grave darmage to the national security of the United Sates; “SECRET™ if
unauthorized disciosure of the information reasonably could be expected to cause serious
damage to national security: and "“CONFIDENT]AL" if unauthorized disclosure of the
information reasonably could be expected lo cause identifiable damage to national security. At
the beginning of each paragraph of this declaration. the lefter or letters in parentheses
designate(s) the degree of classification of the information the paragraph contains. When used
for this purpose, the letters ~U." ~C.” 8,” and “TS" indicate rgspectively that the information is
either UNCLASSIFIED. or is classified CONFIDENTIAL. SECRET. or TOP SECRET.’

13. (UFFSo9) Additionally. this declaration also contains Sensitive Compartmenied
[nformation (SCI). which is ~“information that not only is classified for national security reasons
as Top Secret, Secret, or Confidential, bul also is subject to special access and handling
requirements because it invoives or derives from particularly sensitive intelligence sources and
methods.” 28 C.F.R. § 17.18(a). Because of the exceptional sensitivity and vulnerability of such

information. these safeguards and access requiremenis exceed the access standards that are

normally required for information of the same classification Jevel. Specifically, this declaration

Classiled in Camera. £x Pavie Declaration ot Frances 1 Fleisch. Nutioual Seeurily Ageogy
Carohot fewel, et al v Nattueed Seciriny dgency. oi al (No Q8-cvJ373-J5W)
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references communications mtelllgence (COMINT), also referred to as spec:al intelligence (81,
which is a subcategory of SCI. COMINT er S) identifies SC1 that was derived from exploiting
eryplographic sysiems or other protected sources by applying methods or techniques, or from

foreign communications.

Mm_mm ™ 1 | . 1
14, SO TS R -ty | his declaration also contains intermation

related to or derived from the STELLARWIND program. a controlled access signals inielligence
program under Presidential authorization created in response to the attacks 0 9/11. In this
declaration, information pertaining to the STELLARWIND program is denoted with the special

marking TSP and requires more restrictive handling.® Despite the December 2005 public

acknowledgment of the TSP, details about the TSP program as well as the STELLARWIND

program in its eotirety, remain highly ¢lassified and strictly compartmented. —

w
§ oo o o e 7 Information pertammg to the STELLARWIND

program cau also be denoted with the special marking "STLW.” [n prior declarations and
briefing materials. NSA has used the “TSP” designation to refer to the portion ol the program
that was publicly disclosed by then-President Bush in December 2005.

Classified I Cameia, v Porte Dectaration of Frances I Fieisch. National Security Agency
Caradyir Jewel, o ol v Mationged Secnriny Sgeacy. el ¢f (No, D8-cv-1873-15W)
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15, {U)In addition to the fact that classihied mfom'lcmon contained herein may not be
revealed to any person withoul authorization pursuant to Executive Order 13526. this declaration
contains information that may not be released to foreipn governments, foreign nationals. ar non-
U.S. cilizens without permission of the originator and in accordance with DNT policy. This
information is labeled "NOFOGRN.” The "ORCON" designator means that the originator of the
information controls to whom it is released.

IV, (U} Background Information

A. (U) The National Security Agency

16. (U} The NSA was established by Presidential Directive in 1952 as a separately
organized agency within the Department of Defense. The NSA’s foreign intelligence mission
includes the responsibility to collect, process, analyze. pjoduce. and disseminate signals
intelligence {SIGINT) information, of which communications intelligence ("COMINT ) is a
significant subset. for (a) national foreign intelligence purposes, (b} counterintelligence purposes,
and (c) the support of military operations. See¢ Executive Order 12333, § 1.7(c), as amended.'®

17. 595 5 Signals intelligence (SIGINT) consists of three subcategories:

(1) communications intelligence (COMINT): (2) ciectronic intelligence (ELINT): and (3) foreign
instrurnentation signals intelligence (FISINT). Communrications intellipence (COMINT) is

defined as “all procedures and methods used in the interception of communications and the

' (U) Executive Order 12333, reprinted as amended in 50 U.S.C § 401 note. generally
describes the NSA's authority to collect foreign intelligence that is not subject to the FISA
definition of electronic surveillance, including activities undertaken abroad. Section 1.7(c) of
E.Q. 12333, as amended, specifically authorizes the NSA 1o “Collect {including through
clandestine means), process, analyvze. produce, and disseminate signais intelligence information
for foreign intelligence and counterintelligence purposes to support national and departmental

missions.”
Clusaiticd Jn Crmmery Foe Parre Declaration of | rances ), Fleisel. T\A[mn:ll Seculin Agency
Curetvn Jewel, et el v. Narfonal "L:’n mm J‘frerm ef ol AN 1S5, )
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obtaiming of information from such communications by other than the intended recipients.”™ 18
U.S.C. § 798. COMINT includes information derived from the interception of foreign and
international communications, such as voice. facsimile. and computer-to-computer informalion

- Elecironic intelligence {ELINT) 1s technical intelligence information desived from

foreign non-communications electramagnetic radiations except atomic detonation or radiocactive
sources---in essence, radar systems affiliated with military weapons plaiforms (e.g., anti-ship}
and civilian systems {e.g., shipboard and air wraffic control radars). Foreign instrumentation
signals intelligence (FISINT) is derived from the intercept of foreign electromagnelic emissions
associated with the testing and operational deployment of non-U.S. aerospace, surface. and
subsurface sysiems.

18. (U) The NSA’s SIGINT responsibilities include establishing and operating an
effective unified organization to conduct SIGINT activities set forth in Executive Order No.
12333, § 1.7(c)(2), as amended. [n performing its SIGINT mission, NSA has developed a
sophisticated worldwide SIGINT collection network that acquires, among other things. foreign
and internationz! electronic communications and related information. The technological
infrastructure that supports the NSA's foreign intelligence information coilection network has
taken vears to develop at a cost of billions of dollars and untold human effort. [t relies on
sophisticated collection and processing technology.

19.  (U) There are two primary reasons for gathering and analyzing foreign
intelligence information. The first, and most imporiant. is to gain information required to direct
U.S. resources as necessary 10 counter external threats and in support of military operations. The
second reason is 1o obtain information necessary to the formulation of U.S. foreign policy.

Foreign intelligence information pravided by the NSA is thus relevant 1o a wide range of

Classibed I Connera, 1 Puete Declaration of Frapees ) Fleisch, National Sccurity Agency
Curvhu Jewel eral v Awiional Securiny Ageacs. ef uf, (No. 08-cv-4873-J5Wh
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| COMINT is provided special statutory protection under 18 U).8.C. § 798. which makes il a crime

carefully selected 10 be {ully loaded with fuel for a transcomtinental 1light. were hijacked by al
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important issues. tncluding military order ol battle: threal wamings and readiness; arms

profileration: imemational terrovisim: counier-intelligence: and foreiun aspects of international
narcotics trafficking.

20.  (U) The NSA's ability to produce toreign intelfigence information depends on its
aceess to foreign and nternational elecironic communications. Forgign intelligence produced by
COMINT aciivities is an extremely important part ¢f the overall {oreign inteliigence information
available to the [United States and is often unobtainable by other meuns, Public disclosure of
either the capabilily to collect specific communications or the substance of the information
derived from such coliection iiself can easily alert argets to the vuherability ol their
communications. Disclosure of even a stngle communication holds the potential of revealing
inteltigence collection techniques that are applied against 1argets around the world. Once alerted.
targets can frusirate COMINT coltection by using different or new encryption techniques, by
disseminating disinformation. or by wiilizing a different communications link. Such evasion
techniques may inhibit aceess (o the 1arget’s comumunications and therefore deny the United

Stales access 1o information crucial 10 the defense of the 1 nited Stales both at home and abroad.

to knowingly disclose to an unauthorized person classified information “concerning the
communication intelligence activities of the Untied States or anv toreign government.”

B. (U} September 11, 2001 and the al Jacda Threal

21, (U) On Sepiember 11, 2001. the al Qaeda 1errorist network Jaunched a set of

coordinated atlacks alang the East Coast of the United States. Four commercial jetliners, cach

Qaeda operatives, Those operatives targeted the Nation's financial center in New York with two

af the jetliners. which they deliberately flew into the Twin Towers of ithe World irade Center.

Classilicd i Camore fo Parte Declarition of Trances ). Vleisch. Mational Seeurin Agene)
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Al Qacda largeted the headquarters of the Nation's Armed Forces. the Pentagon. with the third

jethiner. Al Qaeda oporatives were apparently headed tewurd Washington, D.C. witl: the fourth
jeuiner when passengers struggled with the hijackers and the planc crashed in Shanksville,

Pennsylvania. The intended target of this fourth jethiner was most evidently the White House or

blow 1o the Government of the United States—to kill the President. the Vice President, or
Members of Congress. The ateweks of September 11 resulled in approxhmately 3.000 deaths—
the highest singte-day death toll from hostile 1oreign attacks in the Naton's historv. [n addition.
these attacks shut down air travel in the United States, disrupied the Nation™s Dinuncial markets
and government operations. and caused billions of dollars of damage to the economy.

22, (1) On September 14, 2001. a nalional emergency was declared by reason ol the
terrorist atiacks at the World rude Center, New York. New York, and the Pentagon. and the
continuing and immediate threat of further attacks on the Linited States.” Presidential
Proclamation No. 7463, 66 Fed. Reg. 48199 (Sept. 14. 2001). The United Stutes also
immediately began plans for a2 military response directed ai al Qaeda's training grounds and
havens in Afghanistan. On September 14, 2001, both Houses of Congress passed a Joint
Resolution authorizing the President of the Linited States “to use all necessary and appropriale
force against those nalions. organizations. or persons he determines planned. authorized.
commiticd. vr aided the terrarist attacks™ of September 11. Authorization for Use of Militan
Farce. Pub. L. No. 107-40 § 21{a). 115 Stat. 224. 224 (Sept. 18. 2001 (“Cong. Auth.” L
Congress ulso expressiv acknowledged that (he altucks rendered it “necessary and appropriate”
for the United States 10 exercise its right “to protect United States citizens both at home and
abroad,” and acknowledged in particular that “the Presiden1 has authority under the Constitution

1o take action o deter und prevent acts of intematicnal terrorism against the United States.” /.

lassafied be ¢ ganera Fa Paene Declaranion of Fraaees 3T lebscdt, National Secunty Sgana
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23, (Y) As a resuli of the unprecedented attacks of September 11, 2001, the United
States tound itself immediately propelled into a conflict with at Qaeda and its associated forces. a
set of groups that possesses the evolving capability and intention of inflicting further attacks on
the United States. That conflict is continuing today. at home as well as abroad. Moreover. the
conflict against al Qaeda and its allies is a very different kind of conflict. against a very different
cnemy. than any other conflict or enemy the Nation has previously faced. Al Qaeda and its
affiliates operate not as a (raditional nation-state but as a diffuse, decentralized network ol
individuals, cells, and loosely associaied, otiern disparate groups, that act sometimes in concert.
sometimes independently. and sometimes in the United States, but always in secret—and their
mission is 1o destroy lives and to disrupt a way of life through terrorist acts. Al Qaeda works in
the shadows: secrecy is essential to al Qaeda’s success in plotting and executing its tervorist

attacks.

24, SFSHEEAES The 9/11 attacks posed significant challenges for the NSA's signals

Global telecommunications networks, especialty the Internet, have

H Uy Following the 9/1[ attacks. the United Stales also immediately began plans fora
military response directed al zl Qaeda’s training grounds and havens in Afghanistan. A Military
Order was issued stating that the attacks of September 11 “crealed a state of armed conflict.” see
Military Order by the President § 1{a). 66 Fed. Reg. 57833, 57833 (Nov. 13, 2001). and thai al
Qaeda terrorisis “possess both the capability and the intention to undertake further terrorist
atiacks against the United States thal. if not detected and prevented, will cause mass deaths. mass
injuries, and massive destruction of property. and may place al risk the continuity of the
operations of the United States Govemment " and concluding that “an extraordinary emergency
exists for national defense purposes.” Military Order. § [{c). (g), 66 Fed. Reg, at 57833-34.
Indeed, shortly after the attacks, NATO took the unprecedented step of invoking article 5 of the
North Atlantic Treaty. which provides that an “armed attack against one or more of [the parties]
shall be considered an atlack againsi them all.” North Atlantic Treaty, Apr. 4. 1949, art, 5. 63
Stal. 2241, 2244, 34 UN.T.S. 243, 246.

Clagsilicd fir ¢ amera. Fx Parte Decluration of Frawes ). Icm.h Naltional Secusily Agene
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developed in recent years mto a Eoosel\ interconnected system—a network of networks—that is

ideally suited for the secret communications needs ol loosely affiliated terrorist cells. Hundreds

of Internet service providers, or “ISPs.” and other providers of communications services offer a

wide variety of global communications optiens, often free of chargc.—

Clussificd 7o Camery, Ex Parie Neclaration of Frances 1. Fleisch, Najiong "*1 reurity Agency
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26,  ExsHSEARED Our eftorts against al Qaeda and its afliliates therefore present

critical challenges tor the Naiion's communications intelligence capabilities. First, in this type
of conflict, more so than in any other we have ever faced, communications intelligence is
essential to our abilily to identify the enemy and (o delect and disrupt its plans for further attacks
on the United States. Communications intelligence often is the only means we have to leam the
identities of particular individuals who are involved in terrorist activities and the existence of
particular 1errorist threats. Second. at the same 1ime that communications intelligence ts more
important than ever. the decentralized. non-hierarchical nature of the enemy and their
sophistication in exploiting the agitity of mnodern telecommunications make successful
communications intelligence more difficult than ever. It is against this backdrop that the risks
presented by this litigation should be assessed. in particular the risks of disclosing NSA sources

and methods implicated by the claims being raised.

C. TESHEFEHSrareawy Presideniiallv-Authorized NSA Activities After 9/11

27, =SESESEERUELUCESIN  As indicated above, in December 2005 then-President

Bush acknowledged the existence of a presidentially-authorized NSA activity called the

“Terrorist Surveillance Program™ under which NSA was authorized 10 intercept the content of
specific international cormmunications involving persons reasonably believed to be associated
with aj Qaeda and affiliated terrorist organizations. As also noted. other intelligence activities
were authorized by the President afier the 9/11 attacks in a single autherization and were
subsequently authorized under orders issued by the Foreign intelligence Surveillance Court
{(“FISC™). As described below. disclosure of the intelligence sources and methods involved in

the TSP and other classitied activities reasonably can be expected to cause excepiionally grave

Classified Ju Camere, Lix Pare Dechaztion of Frances ), Fleisch, Nagional Securily Ageacy
Cerresdvn Jesved, ot ol v Narional Secwrity Lgency. et ai, (No, U8-cy 4873151 X
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damage 10 national security.

28, ES5FFSRASTHEEAYS In the extraordinary circumsiances after the 9/11 attacks
~--when the Intelligence Community believed further catastrophic attacks may be imminent---
the President directed the NSA to address important gaps in its intelligence collection activities.
and to undertake turther measures o detect and prevent future attacks. Starting in Getober 2001
and continuing with medifications, lhe President authorized NSA to undertake three activities. '
While these activities were distinct in nature, they were designed to work in tandem to meet the
threat of another mass casualty ferrorist attack by enabling NSA 10 not only intercept the content
of particular terrorist comrnunications. but to identity other phone numbers and email addresses
with which a terrorist had been in contact — and thus. potentially. to identity other individuais

who may be involved in plotting 1errorist attacks.

L. o orraeraer Basket | — Telephony and Email Content Collection
29, SFSHESRHEEFSEAND First, the NSA was authorized by the President to

jntercept the content' of certain telephone and Internet communications for which there were

reasonable grounds to believe that such communications eriginated or tierminated outside the

e e |

12 EFESHSAHSEATS [n other lawsuils in /i re NSA Telecommunications Records
Litigation, some plaintiffs allege thal NSA commenced the particular presidentially-authorized
intelligence activities put at issue in the allegations prior 10 the 9/11 aftacks. The activities
described herein were authorized by the President affer the 9/11 attacks.

13 ¢5aum Each Presidential authorization (with the exception of the first such
authorizalion) was supperted by a threat assessment memorandum signed by the Director of
Central [atelligence until 2005 and thereafter by the Director of National Intelligence, which
documenied the current threat {o the U.S. homeland and to U.S. interests abroad from al Qaeda
and affiliated terrorist organizations. The DNI has separately asserted privilege in order 10
prevent the disclosure of classified al Qaeda threat information.

' SESSEERTT) Again. the term “conteni” is used herein to refer to the substance,
meaning, or purport of a communication, as defined in 18 U.S.C. § 2510(8). as distinguished
from the 1ype of addressing or routing information referred throughout this declaration as "meta
data.”

Classitied fn Camern, Kx Forte Declaruion of Frances |, leisch, National Securily Ageney
Carolyn Jewel, eraf. v Nationad Seciite dgency. o1 al. | No. 08-ev-4873-15W) 2i
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_ Thus. the initial scope of the authorization permitted NSA to intercepl

communications where a communicant was not only reasonably believed to be a member or
agent of al Qaeda and affiliaied organizations, but of other inlemational terrorist organizations as
well_ Starting in March 2004. the presidential authorization for
content collection was limited to the collection of international communications where a party 1o
such communicalion was reasonably believed to be a member or agent of al Qaeda or an
affiliated terrorist organization. The existence of this activity was disclosed by then-President
Bush 1n December 2005 and subsequently referred 10 as the “Terrorist Surveillance Program™
("TSP”). The first presidential authorization of the TSP was on October 4, 2001, and the TSP

was reauthorized approximately every 30-60 days throughout the existence of the program. 3

30. M Under the TSP, NSA collected the content of
international telephone communicmions,—

© ersimpgasniacsy The specific wording of the presidential authorizations
evolved over time and during certain periods authorized other activities (this declaration i3 not
intended to and does not fully describe the authorizations and the differences in those
authorizations over time). For example, as already noted. the documents authorizine t

also contained the authorizations for the meta daia activities described herein

Clusified fn Comere, Ex Porte Declaration ol Frances ) Flasch, National Sccurits Agency
Carulvn Jewed, eral. v Newlonaf Secaritc Ageioy, o o (N9, 08-0v-d873-15W)
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31, TSRS EATY Authorization of the TSP was intended 10 address an
important gap in NSA's intelligence colicclion activities---namely, that significant changes in
communications technology since the enactment of the Foreign Inteliigence Surveillance Act in
1978 meant that NSA faced great difficulties in identifying foreign terrorist operatives who were
communicating with individuals within the United Srates. FISA established the framework for
court approval of the U.S. Government's efforis to conduct foreign intelligence surveillance of
individuals in the United States. When FISA was enacted in 1978, most international
communicalions to or from the Uniled States were transmitted via satellite or radio technology.
Caongress intentionally excluded the vast majority of satellite or radic communications from the
definition of ~electronic surveillance™ in the FISA, See 50 U.S.C. §1801(f). The interception of

domestic communications within the United States, which were carried nearly exclusively on a

wire. for foreign intelligence purposes. generally required a court order. Asa rcsult.-

the FISA did limit NSAs ability to collect “one-end” telephone or Intermet

international communications fo or firom the United States on a wire inside the United Siates.

Classified 81 Comere, b Peee Devlaration of Frances ). Fleiseh. Natfonas] Securily Agency
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32, %mSigce the lime FiISA wa-s e;'l.acled. sxlveeping advances in
medemn telecommunications technology epset the balance struck by Congress in 1978, By 2001,
most international comnmunications o or from the United Siales were on a wire and many
domestic communications had increasingly become wireless. As a result of this change in
communications echnology. the NSA's collection from nside the United States of infernational
communications (previously carried primarily via radio transmission} had shrunk censiderably
and the Government was forced 1o prepare FISA applications if it wished to collect the
communications of non-U.S. persons located overseas. These circumslances presented a
significant concern in the exceptional circumstances afier 9/11. The NSA confronted the urgent
need to identify further plots to attack U.S. interests both domestically and abroad. To do so. it
needed to intercept the communications of terrarist operatives who, as described a[b()ve-

Further. as the

_the Unized States was faced with the prospect of

losing vital intelligence---and failing to detect another feared imminent attack---while the

Geovernment prepared [l dividual applications for FISA Court authorization on a
large number of rapidly changing selectors.'”

33. EFSHTSRASEHSESRYS Accordingly, after the 9/11 attacks, the President directed
the NSA immediately to correct the gap in collecting the content of international
communications from known or suspected foreign terrorists to or from the United States. As
described below, Congress subsequently agreed 10 cerlain amendments to the FISA to address

this collection gap and grant NSA flexibility to collect quickly on overseas, non-U.S, person

Classifed fn Camera, Ex Parie Declarution of Irances 1. Fleisch, Nationgl Scoyrily Agency
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P A et
targets without individual FISC orders.  Thus. sources and methods by which the NSA

intercepled the content of information under the TSP are siill utilized toduy ender similar FISA
authority and remain highly sensitive and classified information concerning the means by which
the NSA may obtain significant foreign intelligence information. including. but not limiled. to
terrarist threwts.

2. ST T orrarroera Basket 2 - Bulk Telephony Meta Data Collection

34. w The second discrote NSA aclivity authorized

by 1he President, again pursuant (o the same presidential authorization, was the bulk collection of]

meta daia related Lo fefephom communications. As noted, telephiony meta dara is information
derived from call detail records that reflect nen-content information such as. but noi hmited 10.
the date, time, and duration ol 1elephone calls. as well as the phone numbers used to place and
receive the calls.' The purpose of collecting tefephony meta data in bulk is to query this
information with paritcular “selectors™ {i.e. phone numbers) reasonably believed 1o be assoctated
with a member or agent of al Qaeda or affiliated terrorist organizalion in order (o ascertain other

contacts and panemns of communications for that selector. Thus, while the amount of telephony

meta data obiained through the buik collection under presidential authorization was significant,

CChusadtied do CCumorg i Parre Declaration ol Yranees L Fleisch, Nutional Secusits Agenes
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only a tiny fraction of te]eph:ony melﬁa dat'al-records col!eléted by th'e NSA has actualty been
presented to a trained professional for analysis.'” However, the collection of meta data in bulk is
necessary {e utilize sophisticated and vital analytical 1ools for tracking the conracls-
—ofal Qaeda and its affiliates. Again. the particular sources and methods
by which the NSA collects and analyzes telephony meta data remain in use today pursuant 1o
authority of the FISA and Execulive Order 12333, and constitute highly significant wools for

detecting and preventing terrorist attacks and thus for prolecting national security,

3. oSt rsrociery Basket 3 — Bulk Iniernet Meta Data Collection
35, AR . AR The third discrete NSA activity authorized

by the President, again pursuant to the same presidential authorization, was the NSA collected

bulk meta data related to Internet communications--- header/router addressing information, such

as the “to.” “from.” “ec,” and “bee” lines, as opposed to the content or subject lines, of a

standard email.*® In addition to collecting the content ot particular communications_

. NSA also obtained in bulk Internet meta datajj

2 As with telephony meta

' CRGHESPHSIHOEANE) NSA estimates that by the end of 2006, onty[JJfof the

lelephony meta data collecied had actually been retrieved for analysis.

Clagsiliod M Comere, Ex Parie Declaration of Frances ) | iviseit, Manonal Scourily Ageney
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ernet meta data with particular “selectors™ (¢.g. email

data. NSA would then query the bulk Int
address) reasonably believed 10 be associated with a2 member or agent of al Qaeda or affiliated
{errorist organization in order {0 ascertain other comact-oflnlernet cormmunicalions

for that selector (and thus. again. only a tiny fraction of Internet meta data collected was viewed
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D. FTSTSTFOETT Current NSA Activities Transifioned from Presidential
Authorify

37. EREFHESPHETFSENTS The three sources and methods of intelligence collection
initially authorized by the President immediately following 9/11 have evolved over the last
cleven vears and continue to be utilized today. Thus, disclosure of the particuiar sources and
methods described herein as they were utilized under presidential authorization would
compromise the use of those sources and methods under other authority and thereby risk
exceptionalty grave damage 10 natianal security.

1. FESHFSTEERET Collection of Communication Content

38, (ESAERSRASIHSEREE First. in January of 2007, the content interception

activities that had been occurring unrder the TSP were transitioned to authority of the FISA.?

Specifically, on January 10. 2007, the FISC issued orders authorizing the Government to conduct

certain electronic surveillance that had been occurtring under the TSP. Those orders included:.

the “Foreign Telephone and

Email Order,” which authorized electronic surveillance of telephone and Intemel

communications — where the Government determined that there

was probable cause 1o believe that (i) one of ihe communicants is a member or agent of-

2 SESMeESERER This declaraiion generally describes the transition of all three
Presidentially-authorized activities to FISA authority, but does not describe in detail the FISC
Orders themselves, the details of their periodic renewal. specific legal issues that arose, the
process involved in obtaining FISC approval, continual briefings to the various congressional
oversight committees, or any subsequent compliance 1ssues and corrective action 1akep as a
result of those incidents. The FISC undertakes close oversight of NSA activities that are subject
10 the FISA. and NSA has worked extensively 10 ensure compliance with FISC orders. including

those descrived herein.

Classified fn Camera, Ex Parte Declaration of Franees J. Fleisch, National Security Agency
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—; and (1i) the communication is to or {rom a foreign country

{i.e., a one-end foreign communication to or from the Uniled States). Thereafter, any electronic

surveillance. as that term is detfined in the FISA {see 50 U.S.C. § 1801(D). that was occumng as
part of the TSP became subject to the approval of the FISA Court and the TSP was not

reanthorized.”?

ssevocs [

 (U) On January 17. 2007. the Attorney General made public the general facts that new
orders of the Foreign Intelligence Surveillance Court had been issued that authorized the
Govemment o target for collection international communications into or out of the United States
where there is probable cause 1o believe that one of the communicanls is a member or agent of al
Qaeda or an associated terrorist organization; that, as a result of these orders. any electronic
surveillance that had been occurring as part of the TSP was then being conducted subject to the
approval of the FISA Court: and that. under these circumstances. the TSP was not reauthorized.

M e Janiary 2007
FISC FOTE]UH Telephone and Email Order authorized NSA io iniercept the contert of

Classilivd fi ¢ warera. Ex Parte Doclaration of Franees ), Fleisel, National Security Agency
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40. {FSYSHHSEE) The provess ol seeking renewal of the January 2007 FISC
Foreign Telephone and Email Order after its original 90 day authorization ullimaiely led the
Executive Branch to press for and Congress to enact amendments {o the FISA that granted NSA

greater fiextbility to collect the content of intemalionat communications without the need for

individual FISC orders for each selector mrgeted._

[ Classitied fie Camere. Fx Parie Declazalion of Frances J. Fleiseh. National Security Agenes
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As discussed next, this prompted NSA to

seek additignal statutory authorily under the FISA 10 intercept the content of international
comm unicalion_inside the United States.

41,  FSHRSRESHeCHOE In August 2007, Congress enacted the Protect America
Act ("PAA™), which granted NSA additional flexibility under the FISA 1o target international
communications without an individual court order for each selector. Under the PAA. the FISA’s

&

definition of “electronic surveillance™ was clarified to exc/ude “surveillance directed at a person
reasonably believed to be tocated outside the United States™ 50 U.S.C. § 1805A. This change in
the definition of electronic surveillance under the FISA permitied the NSA to intercept
comumunications off of a wire inside the United States without an individuat court order so long
as the larget was located outside the United States. This restored some of the operational
flexibility needed to swiftly target rapidly changing seleciors on multiple terrorist targets that
existed under the TSP. The PAA etiminated the need for the Foreign Telephone and Email
Order, and that Order expired after the PAA was enacted.

42, TPSHISSAER The PAA authorized the DNI and the Attorney General 1o

jointly “authorize the acquisition of foreign intelligence information concerning persons

reasonably believed to be cutside the United States™ for up to one year. i § 1805B{a). and to

issue directives 1o communications service providers requiring them to “immediately provide the

Classiliod b Carera, G Pevee Declaration ol Frances J. Fleisch, National Securily Agency
cv-d873-18W)
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Governunent with all mformatlon Tacllmes and assistance necessar y 10 accomp]:sh the
acquisition” of necessary intelligence inlormation. id. § 1805B{e). Such directives were issued
to a number of telecommunication and internet service providers.—
and the NSA conducted content surveillance of overseas targets under the PAA with the
assistance of those telecommunication carriers. More specifically, in August 2007, the Attorney
General and DNI issued the requisite certifications. and, among other things. contenl collection

under the PAA continued as to persens reasenably believed to be outside the United States

selectors that had been authorized under the Foreign Telephone and Email Order were
transitiongd to collection by NSA under authority of the PAA,
43. TFI7STeEAY® The PAA was enacted as a temporary mefsure sei 1o expire in

180 days, and it ultimately did expire on February 16. 2008 (although diredtives issued under the

PAA continued in effect until their siated expiration dates). OnJuly 11, 2008, the Foreign
Intelligence Surveillance Act Amendments Act of 2008 (FAA)Y was signed into taw. Section 702
of the FAA created new statutory authority and procedures that permitted the targeting of pon-
United States persons reasanably believe to be outside of the United States wathout individual
FISC orders but subject to directives issued to telecommunications carriers by the Director of
National Intelligence and the Attorney General under Section 702(h} of the FISA for the
continuation of overseas surveillance under this new authority. See 50 U.S.C. § 1881a(h) (as
added by the FISA Act of 2008, P.L. 110-261). Directives that had been issued undey the PAA
for content surveillance of overseas targets (including surveillance of Speciﬁc- largets
overseas) were thus replaced by new directives for such surveillance issued pursuani Lo the FAA.

While the existence of prior PAA authority and current FAA awthority are set forth in public

Classified fa Comeru, Ex Parte Declanstion of t ranees J. Fleiseh, Mational Sceurlly Agency
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statutory provisions. the operational details ot the sources and methods used by NSA to carry out

that authority rematn highly classifed.

4, SFESFRSPASOGII As wilh the TSP. the pumose of the new authority in
Section 702 of the FAA was 10 account {or changes in communications technology since 1978
whereby inlernational communications were increasingly transmitted to the United States via
fiber optic vable and. consequently, increasingly subject to FISA's definivon ot electronic
survelllance and requirements. By sraniing NSA the authoriiy 1o conduct acquisitions inside the
L'nited States by targeting non-United States persons located outside the Unitcd States in order 1o
acquire lorcizn intelligence information without the need for individualized FISC orders
approving surveillance for each individual targel, Section 702 permitied the NSA to contimue to
undertake conteni surveillance for overseas targets in a manner similar to that permitted under
the TSP. Ax of August 2012, NSA presently has a tolal of approximately -‘ind.ividual
forgign selectors under coverage pursuant to Section 702 of the FAA. Section 702 has proven 1o
be a critical teol in the Gavernment’s efforts 1o acquire significant foreign intelhgence necessary
to protect the Nation's security and has quickly become one of 1he most imporant legal
authorities available to the Intelligence Community.

45, LRSS BUCLESENES In sum. the post 9/1 1 coment surveillance activities
underlakcn by the NSA evolved from the presidentially authorized TSP 1o the FISC Foreign
Telephone and Email Order. 1o the directives issued under the PAA and. ultimately. to the
directives thal are now being issued puiseant 1o the FISA Amendments Act ol 2008. Each
authorization sought to enable the NSA to undertake content surveillance on numerous multiple
targels overseas without the need to oblain advance court approval tor each target. But, as
expiained further below. none of these content surveillance activiues has entailed the kind of

indiscrimine “dragnet” content surveillanve of domestic or international telephony or Internet
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communications thal the plaintiffs allege. Rasher. from the outset. coment collection by the NSA

has focused on international communications reusvnably believed 1o involve terrorist

2. FEHSHSERH Collection of Bulk Telephony Meta data (Business Records)

36, ESurspus) I o, . As set forth above. the second activity

authorized by 1then-President Bush alier the 9/11 altacks was the bulk collection of me1a data

related 10 telephony communicaiions --- again, information derived from call detail records that
reflect non-content information such as, bui not limited 1o, the date, time and duration of
elephone calls. as well as the phone numbers used to piacé and received the catls. That activity,
which began pursuant to Presidential authorization in Qctober 2001, continues taday under the
authority of the FISA.

47, 4TSUTSPHSLYQCNES Beginning in Vay 2006. the bulk collection of non-

content telephony meta data. previously subjeci 10 Presidential authorization. was authorized by

the FISC pursuant 1o what ts known as the Telephone Business Records Order. The FISC found

that. in order to prolect against international terrerisnt. reasonable grounds existed to order
certain telecommunication cartiers to produce to the NSA in bulk “call detail records™ or
“telephony meta data,” pursuant to 30 U.8.C. § 186/(c) (authorizing the production of business
records lor. inter alia, an invesligalion to protect against international errorism). While this bulk
collection is again very broad in scope. the NSA has been authorized by the FISC 10 query the
archived telephony data solely with identified telephone numbers for which there are facts giving
fise Lo a reasonable. articulable suspicion that that the number is associated with (among other
determinaton). Bulk welephony meta data collection. as continued to be authorized under FISA

authority. remains a vita! seurce and method needed 1o utilize sophisiicated analytical wols for

Clissitied B Coumeras, Fx Paete Declaration of Frances L Fheseh, National Seourin Agunes
Carolen Jowel. oraf v Setéonal Seereriny Tgener, ot al (No, BB-cv-=1873-5W)
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3. FoHSHSERNE Collection of Bulk Internet Meta data

48, EFITSRAEHeEMS As also described above, the third activity authorized by

then-President Bush after the 9/1 | artacks was the bulk collection of meta data related to [nternet
communications. NSA carried out this bulk collection activity under presidential authorization
— During the period from_ 2004. an
application was prepared and submitied 1o the FISC to continue the bulk collection of Internet
meta data. [n July 2004. the FISC authorized the bulk collection of [nternet meta data through
the use of a pen register and trap and trace device ("FISC Pen Register Order™ or “"PRTT
Order™). See 50 U.S.C. § 1841, ef seqg. (defining “pen register” and “trap and trace device™).

49, EFSHSHOSAHR Initially, under the PRTT Order, NSA was authorized to

collect, in bulk. meta data associated with electronic conununication_
_ in a manner similar to that which NSA had utilized under presidential

authorization. Specifically, the collection of Internet meta data_ had been

_ In addition. while NSA was authorized to collect
Intemel meta data in bulk_ it was permiited to query the archived meta data

only using [nternet selectors for which there were facts giving rise to a reasonable, articulabie

suspicion that the email address was associated with_
_ As with bulk collection of telephony meta data

collection, the bulk collection of Internel meta data allowed the NSA to use critical and unique

anatyiical capabilities to track the contacts {even retros;aective[y_oi‘

Clagsified fa Camerg, Ex Parte Declaration of Frances 4. Fleisch. Nutional Securily Agency
Carof Jewet. er ol v Nutlvwad Security dgeney, ef of (No, 08-cv-4873-J5W
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known terrorists.
30, <FSFSHFEEThe FISC Pen Register Order was reauthorized approximately
every 90 days from July 2004 until December 2011 2" In December 201 |, NSA did not seck

reauthorization of the PRTT Order afier concluding that this activily was too limited in scope to

Thus, the disclosure of this source and method would

compromise NSA's current collection activities and analytical capabilifies and cause

T ERHSAHSERER In accord with FISC oversight of NSA activities subject to the
FISA, starting in authorization for the PRTT Order was discontinued while
NSA resolved certain compliance issues with the FISC. The PRTT Order was reauthorized in
until its last authorization expired in Decernber 201 1.

* ERSHSHGERN)

Classified £ Comtera, B Parte Decliration of | rances [ Fleisch, Natiogal Security Agency
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e

exceptionally grave damaée to the n’a\tional- security of t};e Unite;:l étates.
51.  FSHFTSPHS0rOSANTD The Jewel and Shuberr plaintiffs allege that, in March
2004, the Acting Attorney General of the Department of Justice refused to reauthorize certain
aspects ol the aclivities authorized by the President afier the 9/11 attacks, See Jewe/ Compl. 19
43-49:; Shubert SAC 1 97-99. [ was not the Executive Director of NSA in March 2004, nor was |

personally involved in the matter at issue, and this declaration does not describe the tull detaiis

Classihed o Camera £x Parie Declaration of I'rapees 1. Fleisch, National Security Agencs
Curadva Jewek, of g, v Koriona! Secrrny Sgeney, er al, {No 18-cv-4873-J3W)
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V. {U) Information Subject to DNI and NSA Privilege Assertions

52, LREFESRSIHHOESTEE As the foregoing discussion indicates, a wide range of
intelligence sources and methods, used over the past decade and stil! in use today, are at risk of
disclosure in this lawsuil. While the plaintiffs” allegations are focused on 1he period immediately,
following 9/11. and seek to challenge alleged activities undertaken pursuant to presidential
authorization, {he sources and methods used by NSA at that time continue fo be nsed under
subsequent authorizations, To expose a source and method, based on its use during one period of
time, under one authority. would compromise, if not destroy, NSA's ability to use that method
today. All of the presidentially authorized activities being challenged in this lawsuit (starting in
July 2004) were placed under other FISA authorily and have been subject to Congressional
oversight. The need (o protect these sources and methods continues to exist notwithslanding
plaintiffs” challenge to the lawfulness of their use under presidential authorization.

53. SESHTSRHSIHOEATS Accordingly, the NSA seeks 10 protect from disclosure in
this case the sources and methods its has utilized to undertake (i) content surveillance under the
TSP, including information needed to demonstrate that the TSP was not the content “dragnet”
plaintiffs allege; (i) bulk collection of telephony meta data: (iii) bulk collection of Inlernet meta
data, including the analytical tools for gquerying such data to detect terrorist contacts; (iv) facts

concerning whether any NSA surveillance activities have becn directed at or collected any

Classified f5 Camero. Fx Parte Declaralion of Frances J. Fleisch. Natignal Sceurily Agency
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information concerning the plaintiffs (which would risk disclosure of the existence and scope of

54, () In general and unclassified terms. the following categories of information are
subject to the DNI's assertion of the state secrets privilege and statutory privilege under the
National Security Act. as well as my assertion of the NSA stalutary privilege:

A (U} [nformation that may tend to confirm or deny whether
the plaintiffs have been subject to any alleged NSA
intelligence activity that may be at issue in this matter; and

B. (U} Any infonnation concerning NSA intelligence
activities, sources, or methods that may relate to or be
necessary to adjudicate plaintiffs’ allegations, including
atlegations that the NSA, with the assistance of
telecommunications carriers such as AT&T and Verizon,
indiscriminately intercepts the content of communications
and also collects the communication records of millions of
Americans as part of an alleged ~Program™ authorized by
the President after 9/11. See. e.g., Jewe! Comp. 1 2-13,
39-97. Shubers SAC 7 1-9: 57-58: 62-91.

The scope of this assertion includes but is not limited {o:

{1} (1) Information concerning the scope and
operation of the now inoperative “Terrorist Surveillance
Program™ (" TSP") regarding the interception of the content
of certain one-end international communications
reasonably believed to involve a member or agent of al-
(Qaeda or an affiliated terronst organizalion, and any other
information related 10 demonstrating that the NSA does not
otherwise engage in the content surveillance “dragnet™ that
the plaintifts allege; and

(i) (1) Information conceming whether or not the
NSA obtained fromn telecommunications companies such as
AT&T and Verizon communication transactional records as
atleged in the Comptlaint: see. e.g.. Jewe! Complaint 7§ 10;
82-97; Shubert SAC 1102 and

(i11) {U) Information thal may iend to confirm or
deny whether AT&T. Verizon {and to the extent relevant or

Classilied fii Cemera. Ex Parie Declaration ot Trances J, Fleisch. National Secariy Agency
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neeessary, any other telecommunicalions carrier). have
provided assistance to the NSA in connection with any
alleged activity: see. e.g.. Jenel Complaint 1y 2, 7-8, 10; 13
50-97. Shupert SAC ™ 5. 10-13: 66-68.

VI,  (U)Harm of Disclosure of Privileged Information

A. (U} Information Concerning Whether the Plaintiffs Have
Been Subject 1o the Alleged NSA Activifies

A
e

{U) The first major category of information as to which | am supperting the DNI's
assertion of privilege, and asseniing the NS.A's own stalutary privilege. concerns information as
to whethey particular individuals. including the nared plaintiffs in this lawsuit. have been
subject 10 alleged NSA intellipence activities. Ax set forth below. disclosure of such information
would cause excepltionallv grave damage to the national security.

56, —(FSHRSPHSHASCATE The named plaintitis in the Jewel X and Shiberr’” cases

altepe that content of their own telephone and Internet communications have been and continue
(o be subject to uniawful search and seizure by the NSA. along with the content of

. . ~ P n . 1 - -
communications of millions of ordinary Americans.™ As sei forth herein, the NSA does not

1 (U) According 1o the Complaint. named plaintifis in the Jewef case are Tash Hepting,
Gregory Hicks, Carolyn Jewel, Erik Knutzen. and loice Walton.

() According 1o the Second Amended Complaint. the named piaintiffs in the Shihers
case are Virginia Shubert. Noha Arafa, Sarah Draneft. and Hilary Belein.

3 (U Speciticalty. the Jewe! Plaintiffs allege that pursuant (o a presidentially authorized
program after the 9711 attacks, the NSA. with the assistance of AT&T. acquired and continues to
acquire the content of phone calls, erpails. instant messages. text messages, web and other
commiunications, both international and domestic, of millions of erdinary Americans
---praciically every American who uses the phone system or the lntermet -~ including the
Phaintif¥s. See Jewe! Complaim 7€ 7. 9. 100 sov abse id. at 9 39-97. The Shuberi Plaintiffs
allege that the contents of “virrually every telephane. lniernet and enail communication sent
[Fom or received within the United States since shortly afier September 11, 2001.7 including
Plaintif1s’ communications. are being “searched. seized, intercepted. and subject to surveiliance
without a warrant. courl order or any other lawful authorization in violation of the Foreign
Intelligencs Surveillance Act of 1978. 30 US.C. § 1810.7 See Shuhert SAC © 1 see ulvo id. 55 3,
7.

Clysstlied e € e 0 Doty Dieckaration of Pranees 1o Dictseh, Nabionad Security ooy
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2.

57, EESHEERHSHSEANT Funther, the named plaintitfs in Jewe! and Shubert allege
that the NSA has been and is continuing to collect the private telephone and Internet transaction
records ol millions of Americans. with the assistance of telecommunication carriers. apain

including information concerning the plaintiffs” telephone and Internet communications.*®

% (U) Specifically, the Jewe! plaintiffs allege that NSA has “unlawfully solicited and
obtained from telecommunications companies the complete and ongoing disclosure of the private
telephone and internet transactional records”™ of millions of ordinary Americans, inciuding
plaintifts. Se¢ Jewe! Complaint 4§ 7, 10, 11,13, 82-97. The Shubers plaintiffs allege that "NSA
now monitors huge volumes of records of demestic emails and Intemnet searches. . . [and]
receives this so-called ‘transactional” data from . . . private companies . . .” See Shubert SAC

%102.

8 During the time period covered by the Presidential
Aunthorizations, NSA estimate j[C . ' |

Classilied fn Camera, £x Pare Declaration of Frances ). Fleisch. National Security Ageney
Caridva dewel, el o, v, Netwone! Securiiv dgancy e of. (No, 08-cv-d873-18W) 43
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{U) Harm of Disclosing Whether Plaintiffs were Subject to NSA Activities.

wsaseswocns I

59. (U) As a matter of course. the NSA cannet publicly confirm or deny whether any
individual is subject to surveillance activities because t0 do so would tend to reveal actual
targets. For example. if the NSA were to confirm in these two cases and others that specific
individuals are not targets of surveillance, but later refuse 10 comment (as it would have to) ina
case involving an actual target, an actual or potential adversary of the United States could casily
deduce by comparing such responses that the person in the latter case is a target. The harm of
revealing targets of foreign intelligence surveillance should be obvious. If an individual knows
or suspects he 1s a target of U.S. intelligence activiiies, he would naturally tend to alter his
behavior 1o take new precautions agains! surveillance. In additien. revealing who is not a target
would indicate who has avoided surveillance and what may be a secure channel for

communjcation. Such infonnation could lead an aclual or potential adversary. secure in the

At the fime
the bulk collection of internet meta data pursuant to orders of ihe FISC {the PRTT Order)

expired in December 2011, NSA estimates that the percentage of Internet meta data that it
coliected had been reduced to approximately* With respect to telephony meta
data. NSA has previously estimated that, prior to the 2006 FISC Order, about
telephony meta data records was presented to an analyst for review.

Classiiied 4 Canterg, X Porre Declaration of Frances ). Fleiseh. National Scouriny Agency
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information; alternatively, such a person may be unwittingly utilized or even forced to convey
information through a secure channel to a hostile foreign adversary. Revealing which channels
are free from surveillance and which are not would also revesl sensitive intelligence methods and

thereby could help any adversary evade detection and capitalize on limitations in NSA’s

capabilities.

Classilicd fir Cennera, Ex Porte Declanation of Frances ). Fleisch, Natienal Secorite Ageney
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B. () Information Related to NSA Activities, Sources, or Methods

Implicated by Plaintiffs’ Allegations of 2 Communications “Dragnet”

&1, {U) I am also supponing the DNI's assertion of privilege and asserting the NSA's
statutory privilege over any other facts concerning NSA intelligence activities, sources, or
methods that may relate to or be necessary 1o litigate the plaintiffs” claims and allegations.
including that: {1) the NSA is indiscriminately mtercepting the content of communications of
millions of ordinary Americans, see e.g.. Jewe! Complaint 97,9, 10; Shubert SAC 1.5, 7;
and (2) that the NSA is collecting the private telephone and Internet ransactional records of
Americans with the assistance of telecommunications carriers, again including information
concemning the plaintiffs™ telephone and Internet communications. See Jewe/ Complaint 9 7. 10,
11. 13. 82-97; see Shuberi SAC §102. As described above, the scope of the governmen(’s
privilege assertion includes but is not limited to: (1) information concemning the now mmoperative
“Terrorist Surveillance Program™ and any other NSA activities that would be at risk of disclosure
or required in demonstrating that the NSA has not engaged in content “dragnet” surveillance
activities that the plaintiffs allege; and (2) information conceming whether or not the NSA
obtains transactional communications records from teleconununications companies. As set forth

below. the disclosure of such information would cause exceptionally grave damage to national

security.
1. (U) Information Concerning Plaintiffs’ Content Surveillance Allegations
&2. (U) Afier the existence of the TSP was officially acknowledged in December

2003, the Government stated that this activity was limited to the interception of the content of
cerlain communications for which there were reasonable grounds to believe that: (1) such

communication eriginated or terminated outside the United States; and (2) a party fo such

Classilied i Covnera, Ex Porte Declaration ol Frances J. Pleisch. National Secunly Agencs
Curolyn Jewel of ad, v Natfoial Secarind Ageniey, et of. (No, 08-¢v4873-J5W)
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communication 1s a member or agent of al Qaeda or an afliliated werrorist organization.

Nonetheless. plaintifts” allege that the NSA indiscriminately intercepts the coment of
communications of millions of ordinary Americans. See ez Jewe! Complaint ** 7. 9. 10: sev
Shubert SAC ¥4 1,5, 7. As the Government has also previously stated. ' plaintilts’ allegation
that the NSA has undertaken indiscriminate surveillance of the content™ of millions of
communications sent or received by people inside the United States after 9711 under the TSP is
fulze. But 1o the extent the NSA must demonsicue that content surt eillance under the TSP was
50 limited. and was not plaintifty” alleged content “dragoel.” or demonstrate that the NSA has not
otherwise engaged 10 the aileged content “dragne1.” highly classiiied NSA intelligence sources
and methods about the operation of the TSP and current NSA intelligence activities would be
subject to disclosure or the risk of disclosure. The disclosure of whether and 1o what extent the
NSA utilices certain intelligence sources and methods would reveal to foretgn adversarics the
NSA’s capabilities, or lack thercof. enabling them to either ¢vude particular channels of
communications that are being monitored. or exploii channels of communications that are not

subject to NSA activities — 1n either case risking exceprionally grave damage to national security.

" {U) See Public Declaration of Dennis Blair. Director of National [ntelligence.
T 15 (April 3, 2009} (Dkt. t8-3 in.Jewel action (08-cv-4373)%: Public Declaration of Deborah A.
Bonanni. National Security Agency Y 14 {Dkt. 18-4 in Jewe! action (08-cv-4373): Public
Declaration of Dennis Blair. Director of National Intelligence. 4 15 (October 30. 2009) (Dk1.
A80-1 in Shubers action (MDL 06-cv-1791Y% Public Declaration ot Lt. Gen. Keith B. Alexander.
National Security Agencs © 19 (Dku. 680-1 in Shuthert action (MDL 06-¢v-1791).

2 - .- . ~ .
1 (U) The term ~vontent” is used herein 1o refer 1o the substance. meaning. ar purport of]
a cornmunication as delined in 18 U.S.C. § 25 1R
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{(a} {U) Information Related to the Terrorist Surveillance Program

63. (L) First, a range of operational details concerning the Terrorist Surveillance
Program remains properly classified and privileged from disclosure, and could not be disclosed
to address plaintiffs’ content “dragnet™ allegations including the following TSP-related
information.

64, TrESFrSTrSTRoodd First interception of the content of communications
under the TSP was triggered by a range of information. mcluding sensitive foreign intelligence.
obtained or derived from various sources, indicating that a particular phone number or email
address was reasonably believed by the U.S. Intelligence Comntunity to be associated with a
member or agent of al Qaeda or an affiliated terrorist organization. Professional intelligence
officers at the NSA undertook a careful but expeditious analysis ot that information, and
considered a number of possible factors, in determining whether it would be appropriate to target
a telephone number or Internet selectors under the TSP. Those factors inctuded whether the
target phone nunber or email address was: (1) reasonably believed by the U.S. Intelligence
Community, based on other authorized collection activities ot other law enforcement or

intelligence sources, 1o be used by a member or agent of al Qaeda or an affiliaied terrorist

Classtlied fn € omera. £x Pavie Declaration o) Frances 2. Fleisch. National Security Ageney
Carohur Jowel, er ol v, Nationa! Secaritve dgener, ei al, {No, 08-cv=1873-J5W) +
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03, T oTHoRFSEES Once the NSA determined that there were reasonable

grounds to believe that the target was a member or agent of al Qaeda or an aftfiliated terrotist

organization, the NSA took steps (o focus ihe interception on the specific al Qaeda-relaled target

and on comununications of that target that were to or from a foreign country. In this respect, the

NSA™s collection efforts wer—lhat the NSA had

reasonable grounds to believe carry the “one-end foreign’ communications of members or agents

of al Qaeda or affiliated terrorist organizations.

Clﬂwlu.d fn Cruncre. a‘;\ Pa'w l)u,lclralmn nl Frdnu.\.i rlu.s\.h Malional Securiny Agency
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68. <FSHFSRHSTHEERT The NSA took specific steps in the actual TSP
interception process to minimize the risk that the communications of non-targets were

intercepted. With respect fo telephone communications, specific telephone numbers identified

eoughthe avalysis utlined above e

intercepted were those (o or fram the targeted number of an individual who was reasenably

believed to be a member or agent of al Qaeda or an affiliated terrorist organization.

Classified /0 Camera, Bx Parte Declaralion of Frances 1. Fiéisch. National Sceurity Agency
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69. CEFARSRHSTHSEANTT For the interception of the content of Internet

T, T

cormmunicatiens under the TSP, the NSA used identifying information obtained through its

analysis of the 1arget, such as email addresa,es—m target for collection the

communications of individuals reasonably beiieved 10 be members or agents of al Qaeda or an

The NSA did not search the content of the
communications_ with "key words” (such as “wedding™ or “jihad”™) other
than the targeted selectors themselves, See Jewe! Complaint §11; Shuberr SAC 7Y 70, 72
{alleging key word searches on communications cenient). Rather, the NSA targeted for

collection only Internet addreSSes_ associated with suspected

members or agents of al Qaeda or affiliated terrorist organizations, or communications in which
such _were mentioned. In additien. due to technical limitations of the
hardware and software. incidental collection of non-largel communications oceurred, and in such
circumnstances the NSA applied its mimmization procedures to gnsure that communications of
non-targets were not disseminated. To the extent such facts would be necessary to dispel
plaintiffs” erronecus content "dragnet™ aliegations. they could not be disclosed without revealing
highly sensitive intelligence methods.™

70. TESFESRHSIHFSSRE In addition io procedures designed to ensure that the TSP

was limited o the international communications of al Qacda members and affiliates. the NSA

Classified &1 Comera, Ex Parte Deelaration of Franees 1. Fletsch. National Secority Agency
Carolyn Jewel eral v Natlonal Secarin gener, of ol (No 08-cv-4873-I5W)
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also tcok additional steps 10 ensu

0 gpsuepye OO ALY [ addition. in implementing the TSP, the NSA was directed
by the President to minimize the information collected concerning American citizens, to the
extent consistent with the effective accomplishiment ¢f the mission of detection and prevention of
acts of terrorism within the United States. The President further directed that any failure 1o
adhere 1o the provisions of the authorizations should be reported to the President. Accordingly,
NSA applied its existing Legal Compiiance and Minimization Procedures applicable to U.S.
persons 1o the extent not inconsisient with the presidential authorization. See United States
Signals fntelligence Directive (USSID) 18. These procedures require that the NSA refrain from
intentionally acquiring the communications of U.S. persons who are not the targets of'its
surveillance activities, that it desiroy upon recognition any communications solely between or
among persons in the U.S. (hat it inadvertently acquires. and that it minimize all U.S. person
identities in intelligence reporting unless a senior NSA official determines upon individual
request that the recipient of the repori requires such intormation in order to perform a lawful
funciion assigned to it and the identity of the U.S. person is necessary to understand the foreign
intelligence or to assess ils significance.

Classitied /v Camers. Ex Pacte Deelaration of Frances ). Fleisch, National Security Agency
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The foregoing information
about the targeted scope of content collection under the TSP could not be disclosed, in order to
address and rebui plaintiffs” allegation that the NSA, with the gssistance of AT&T and Verizon,
engaged in the alleged content “dragnet,” without revealing spcific NSA sources and methods

and thereby causing exceptionally grave damage to the nationgl security

(b) —ESSFEERS Information Related to Content Surveillance
Under Other Autbority

72 ESH SR /S SN In addition 1o the foregoing facts aboul the

TSP, infonnation concerning other NSA intelligence activities, sources, and inethods would be at

risk of disclosure or required to address allegations or prove that there has been no “dragnet”

program authorized by the President after 9/11 under which the NSA intercepts the content of

virtuaily atl domestic and international communications as the plaintiffs allege._

Classitied fa Camera, £x Pare Declaration of Frapees © Fletsch, Nationul Seeurity Agengy
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73, XTSHFSASSANT) In addition, as outlined above. the content surveillance
activities authorized under the TSP were transitiongd in Januvary 2007 to FISC-authorized
electronic surveillance under Title | of the FISA and then, subsequently. to the Protect Amgrica
Act of 2007, and then ultimately under Section 702 of the FISA Amendments Act of 2008,
Again, while the statufory authority is publicly known, the operational details ol the surveilance
activities remain highly classified. NSA continues to ntilize sources and methods for content

surveillance similar to that utilized under the TSP whereby the content of international telephone

V7 fpeyren s | /O, (M)
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by targetling selectors reasonably

believed 1o be associated with terrorist targets, incl udin—.

Disclosure of particular sources and methods utilized under the TSP, in order to litigate
plaintiffs” “dragnet™ allegations under presidential authorization. would compromise the use of
similar sources and methods today. And disclosure of these sources and methods as currently
utilized. in order to demeonstrate there is no ongoing surveillance “dragnet,” as alleged, would
likewise compromise vital intelligence collection operations under FISA and other authority and.
again, cause exceptionally grave damage to current efforts o detect and prevent terrorist

attacks,*®

2. {U) Plaintiffs’ Allegations Concerning the Collection of Communication
Records

74, (U) Plainutts also allege that the NSA is ¢ollecting the private telephone and
Internet transaction records of millions of Americans, again including information concerning
the plaintitfs® telephone and Internel communications. See, e.g.. Jewe/ Complaint
710011 13, 82-97; see Shubert SAC 102, To address these allegations would risk or
require disclosure of NSA sources and methods and seasonably could be expected to cause
exceptionally grave damage to national security.

75, FSASTSSAEr [n addition to implicating the NSA’'s content collection

activilies authorized afier the 9/11 attacks. the plamuifs” allegations put directly at issue the

48

TFSHSTrOCYTT Lo the extent relevant to this case, additional facts about the
operalional details of the TSP and subsegueni FISA authorized content surveillance activities
could nol be disclosed without causing exceptionally grave danage to national security,
including for example information that would demonstrate the operalional swifiness and
effectiveness of utilizine content surveillance in conjunction with the bulk meta data colleclion

activilies.

.M cotyunclion with meata data collection and analysis describe
the NSA 10 obtain rapidly not only the content of a particular communication, bul connections
between that target and others who may form a web of al Qaeda conspirators.

Classilied In { amera. £x Parve Ducloration of Frances ). Fleisch, Nattonal Security Agency
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NSA's bulk ¢ollection of non-content communication meta data. As explained above. the NSA
has not engaged in the alleged “dragnet™ of communication comrent, and to address plaintiffs’

atlegations concerning the bulk collection of non-conient information would require disclosure

of NSA scurces and methods that would cause exceptionaily grave damage to national security.

76. .ﬁw The bulk meta data collection activities that have been
undertaken by the NSA since 9/11 are vital tools for protecting the United States from another
catastrophic terrorist attack. Disclosure of these meta data activities, sources. or metheds vfould
cause exceptionally grave damage to national security. [t is not possible to target collectiol

solely on known terrorist telephone identifiers and effectively discover the existence, locatjon,

Meta data collection and analysis provides a vital and effective

capability to keep track of such operatives.
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77.  CRSHSHGSANE In particular. the bulk collection of

Internet and telephony meta

data allows the NSA to use critical and unique analytical capabilities to track the contacts|l

through the use of two highly sephisticated tools known as “comact-chaining” and-

-Contact—chaining allows the NSA to identify telephane numbers and email addresses

that have been in contact with known—numbers and addresses; in turn, those
coniacts can be targeled for immediate query and analysis as new_numbers

and addresses are identified. When the NSA performs a contact-chaining query on a terrorist-

78.
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80. M Because it 15 impossible to determine in advarce

which particular piece of meta data will turm out 1o identily a terrorist, collecting meta data in
butk is vital for the success ofcontacl-chainin-. NSA analysts know that the
terrorists’ telephone calls are located somewhere in the billions of data bits; what they cannot
know ahead of time is exactly where, The ability to accurmulate meta data substantially increases
INSAs ability to detect and identify these targets. One particular advantage of bulk meta data
collection is that it provides a historical perspective on past contact activity that cannot be
captured in the present or prospectively. Such hisiorical links may be vital to identifying new

targets, because the meta data may conain links that are abselutely unigue, pointing to potentiaj

Classitied fn Cantera, Ex Parie Declarmion of Frances ). Fleiseh. Nahiona! Securiy Agency
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targets that otherwise would be missed.

These sources and methods enable the NSA to segregare some of that very
small amount of otherwise undetectable but highly valuable wnformation from the overwhelming
amount of other information thal has no intelligence value whatsoever—in colloguial terms, to
tind at least some of the needles hidden in the haystack. [f employed on a sufficient volume of

raw data, contact chaining_ can expose_and

contacts that were previously unknown.

82, {TSATST/STUIOCHSTT As explained above. the bulk meta data collection

activities that began under presidential authorization were transitioned 1o the authority of the
FISA in July 2004 (PRTT Order for Internet meia daia collection) and May 2006 {Business
Records Order for telephony reta data collection). The PRTT Order was in effect until
December 2011 and the Business Records Order remains in effect. Thus, long after the

presidential authorization expired, NSA continued bulk meta data collection activities under

Classitied i Camere. Ex Parte Decltration of Frances J. Fleisch. Mational Security Agency )
Carvvn Jovel, et of. v Aaironal Seewritv 1gency, e af, {No, 08-cv-4873-J8W) 59
. L POy LY e » « Sl




Case3:08-cv-04373-JSW Documentl72-8 Filed12/20/13 Page59 of 80

83. IFSFSTSEMNTS Accordingly. adjudication of plaintiffs™ allegations concerning

the collection of non-content meia data and records aboul communication transactions would risk

or require disclosure of critical NSA sources and methods for tracking— contacts of

terrorist communications as well as the existence of current NSA activities under FISA-
- Despite media speculation about these activities. official confirmation and disclosure
of the NSA’s bulk collection and targeted analysis of telephony meta data would confirm to all
of our foreign adversaries_ the exislence of these critical
intelligence capabilities and thereby severely undermine NSA's ability to gather information

concerning terrorist connections and cause exceptional harm ¢ national security.

Classified #n Cameea, Fx Parte Declaration of Franees ). Fleisel. Nutional Seeurily Agency
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3 TiSrsirocrner Information Concerning Current FISA Authorized
Activities and Specific FISC Orders

84, FEAFSPHASHHEGERED | am also supporting the DNI's state secreis privilege

assertion. and asserting NSA s statutory privilege. over information concerning the various
orders of the Foreign Intelligence Surveiliance Court mentioned throughout this declaration that
authorize NSA intelligence collection activities, as well as NSA surveillance activities conducted
pursuant to the now lapsed Protect America Act ("PAA”) and currenl activities authonzed by the
FISA Amendments Act of 2008. As explained herein, the three NSA intelligence activities
initiated after the September 11 attacks to detect and prevent a further al Qaeda attack—(1)
content collection of targeted al Qaeda and associated terrorist-related communications under
what later was called the TSP; (ii) internet meta data bulk collection: and (iif) telephory meta
data bulk collection—have, beginning in January 2007, July 2004. and May 2006 respectively,
been conducted pursuant to FISA and are no longer being conducted under presidential
authorization. FISC Orders authorizing the bulk collection of non-content transactional data for
internet communications commenced in the July 2004 FISC Pen Register Order and expired in
December 201 1, and FISC Orders authorizing the bulk collection of non-content telephony meta
data commenced in May 2006 and remain ongoing. The exisience and operational details of
these orders remain highly classified, and disclosure of information concerning the orders would
cause exceptignal harm (o national security by revealing the existence and nature of still sensitive]

intelligence sources and methods. [n addition, while the Government has acknowledged the

N EESHSEEAE- For this reason, the FISC Telephone Business Records Order
prohibits any person from disclosing to any other person that the NSA has sought or obtained the
telephony meta data., other than to {a) those persons to whom disclosure is necessary (0 comply
with the Ordet: (b) an altorney 10 obtain legal advice or assistance with respect 10 the production
of meta data in response to the Order; or (¢) other persons as permitted by the Director of the FBI
or the Director's designee. They further provide that any person to whom disclosure is made
pursuant to {a). (b). or (¢} shall be subject 10 the nondisclosure requirements applicable to a
person to whom the Order is directed in the same manner as such person. The bulk Pen Register

orders say that the telecommunications companies who are served with them shall not “disclose
Chassified fo Cumera, v Perte Declaration of Frances J. Fleiseh, Natwonal Securily Aganey
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general existénce of the January 10‘-200? FISC Orders aulhorizi‘n‘g electronic surveillance
similar to thal undertaken in the TSP, the content of those orders, and facls concerning the NSA
sources and methods they authorize, cannot be disciosed without likewise causing exceptional
harm to national security. Likewise, the particular content surveillance sources and methods
utifized by the NSA pursuant to the PAA and, currently, under the FISA Amendments Act of
2008, hikewise cannol be disclosed. For these reasons, the privilege assertion by the DNI, and
my assertion of NSA's statutory privilege. encompass the FISC Orders and the sources and
methods they concern.

4. (U) Information Conceraing Plaintiffs’ Allegations that Telecommunicatigns
Carriers Provided Assistance to the NSA

85.  (U) The final major category of NSA intelligence sources and methods as to
which I am supporting the DNI’s assertion of privilege, and asserting the NSAs statutory
privilege. concerns information that may tend to confirm or deny whether or not AT&T and
Verizon {or to the extent necessary whether or not any other telecommunications provider) has
assisted the NSA with alleged inte}ligence activities.” The Jewe! plaintiffs and three of the
Shubert plaintiffs allege that they are customers of AT&T. and that AT&T participated in the
alleged surveillance activities that the plainiffs seek to challenge. Additionally. at least one

Shuberi plaimitf also claims to be a customer of Verizon. and that Verizon similarly participated

the existence of the NSA s investigation. or the pen registers and/or trap and trace devices unless
and unti] ordered by the Court.”

SOW On September 19, 2008, then-Atiomey General

Mukasey submitted a classified declaration and certitication to this Court authorized by Section
$02 of the Foreign Intellizence Surveillance Act Amendments Act of 2008, see 50 U.S.C.
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in the alleged Survﬁ:iIla‘nce.;}f;liviti-eg ti n'e plaintifts seek to cl-l;allenge. (.'u!ﬁrmation or denial
of a relationship between the NSA and AT&T. Verizon. or any other welecommunication carrier
on alleged intelligence aclivities would cause exceptionally grave damage to national sceurity.
Contirming or denying such allegations ot assistunce would reveal to foreign ady ersuries
whether or not NaA atilizes particular mtelhigence sources and metheds aind. thus. either
compromise aclual sources and meihods or reveal that NSA does not utilize a particular source
and method. Such facts would allow individuals. to include America’s adversaries. 1o
aceumnulate information and draw conclusions aboul how the U.S. Government collecis
coimmunications, its technical capabilities. and its sources and methods. Apy U.5. Govermment
confinnation or demal would replace speculation with certainty for hostile toreign adversaries
who are balancing the risk that a particular channel of communication may nol be secure against
the nead (o communicate ¢fficiently, Such conftrmation or denial would ullow ady crsanes 1o
focus with certainty an a particular channel that is secure.™

86. (U} Indeed. Congress recognized the need 10 protect the identities of
1eleconwmunications carriers alleged to have assisted the NSA when it enacted provisions of the
FISA Amendments Act of 2008 that barred lawsuils against ielecommunicaiion carriers alleged
to have assisted the NSA aller the 9/1] attacks. In enacting this legislation. the Senate Select
Committee on Jntelligence, after extensive oversight of the Terrorist Surveillance Program.

found that “etectronic surveillance for law enlorcement and ingelligence purpuses depends m

MLy For exampe. i NSA were 10 admit publicly in response 10 an information reguest
that no relationship with telecomumunications companies A, B. and C exists. but in response 1o &

wouh! give rise to the inference that NSA has a relationship with company D. Over time. the
accumulation of these inlerences would disclose the capabilities (sources and methods) of NSA's
intelligence activities and intorm our adversaries of the degree 10 which NS.A can successfully
exploit particular communications. Our adversaries can then develop counlermeasures to thwart
NSA’s abilities to collect their communications.
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great part on the cooperatilon of privale conipanies that operate the nalion’s telecommunications
system.” S. Rep. 110-209 (2007} at 9 (accompanying S. 2248, Foreign Intelligence Surveillance
Act of 1978 Amendments Act of 2008). Notably, the SSCI expressly stated that. in connection
with alleged post-9/11 assistance. it would be inappropriate to disclose the names of the
electronic communication service providers from which assistance was soughl. the activities in
which the Government was engaged or in which the providers assisted, or the details regarding
any such assistance.” fd. The Commiitee added that the “identitics of persons or entities who

provide assistance 1o the intelligence community are properly protected as sources and methods

of intelligence.” /d.
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V11. (U} Risks of Allowing Litigation to Proceed

L

112 SHORSRLE CAELpon examination of the aliegations, claims.
facts. and issues raised by these cases, it is my judgment that sensitive state secrets are so central

to the subject matier of the litigation that any attempt 1o proceed will substaniially risk the
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disclosure ol the privileged state secrets described abave. Although plaintiffs” alleged content

surveillance “dragner” did not and does not occur. proving why that is so, _

highly classified intelligence information and activities. Similarly. attempting 1o address
plaintiffs” allegations with respect 10 the bulk collection of non-content information and records

containing transactional meta data about commaunications would also compromise currently

operative NSA sources and methods that are essential to protecting national security. including

for detecting and preventing a terrorist attack. —

In my judgment, any effort to probe the
outer bounds of such classified information would pose inherent and significant risks of the
disctosure of that information, including critically sensitive information about NSA sources.
methods, operations. targets, and relationships. [ndeed, any effort merely to allude to those facts
in a non-classified fashion could be revealing of classified details that should not be disclosed.
Even seemingly minor or innocuous facts. in the context of these cases or other non-classified
information. can tend to reveal, particularly 1o sophisticated foreign adversaries. a much bigger
picture of .S, intelligence gathering sources and methods.

113, =RSHSHAUE: The United States has an overwhelming interest in detecting and
thwarting further mass casualty attacks by al Qaeda and other terrorist organizations. The United)
States has already suffered one massive allack that killed thousands, disrupted the Nation's
financial center for days. and successfully struck at the command and control center lor the
Nation's military. Al Qaeda and other terrorist groups continue to pursue the ability and have

clearly stated an intent to carry out a massive attack in the United States that could result in a
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with respect 1o the information described herein which concems the functions and activities of
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significant loss of lifx, ﬁs \;wli a.\ -have-a dc.\ asiating nnact on the L i ecohom}.

114, CESHFSHHENE Ax ot torth above. terrorist organizations around the world seeks 10
use our own communicalions infrastructire against us as they secretly anempt 1o infilirale agents
into the United States. waiting to attack at a 1ime of their choosing. One of the greatest
challenges the United Staies confronts in the ongoing efforl 10 prevent another calastrophie
lerrorist attack agains! the Homeland is the ¢ritical need to wather intelligence quickly and
effectively. Time is of the essence 10 preventing termerist atlachs, and the government faces
significant obstacles in finding and tracking werrorist operatives as they manipulate modemn
technology in an arteinp! to communicate while remaining undetecied. The NS & sources.
metheds, and activines described herein are vital tools in this effort.

VIIl, (U} Conclusion
[15.  {U) Insum. I support the DNT's assertion of the state secrels privilege and

statutory privilege to prevent the disclosure of the information described herein and desailed

herein. [ also assert a statutory privilege under Section 6 of the National Security Agency Act

the NSA. Moreover. because praceedings in this case risk disclosure of privileged and classified
intelligence-related intormation. [ respectfully request that the Courd not only protect that
information from disclosure bui also dismiss this case to prevent exceplional harm to the national
security of the United States.

t declare under penalty of perjury that the foregoing is true and correct.

DATE. 2.4 .12 Ak e < S rS
Frances J. Fleisch
Executive Director

National Securily Agency
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