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Environments | & 22| S Hot
4 Secret 2 EYO|ME EEt 30 5
Challenges HESRZ =8 274, 7 & ga0l=
Al 100 100
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20243 M=7|547|tH2| & H

HAE DN K- 7= 2= (O Al

=
1o
pSE=4
S

N5 < ITUHERAIAIAE LAY | Network Environments | HHS M3 oA
A Al 4AI2} H¥S gw%?l (o)
1. HiIE 2=
L HH &
o A% o g b
1 VLAN 1.00
1 L1/L2 HEQZ =
2 802.1X Q1= 1.50
2 DHCP A{H|A 3 S2I0|ME C|HIO|A P XI5 & 1.00
3 NTP AMH|A 4 HH| AZE 57|12t 1.50
5 OSPF 2|2 HEZ3 2t%E 1.50
4 13 HEYZA 6 EIGRP LHE Y ER3 28 1.50
7 HUB/SPOKE 2tE NAT overload 1.50
8 L3 O|&%t ++d 1.50
" 9 HUB1 L3 O|&3t &%t 1.50
5 L3 O|& 3t p—
10 HUB2 L3 0|53 St 1.50
1 L3 0|52t 5+ 1.50
12 IKEv2 FlexVPN Dual Hub T+ 1.50
13 HUB1 VPN 3{& T &t 1.50
6 VPN AH|A "
14 HUB2 VPN 3|E St 1.50
15 FlexVPN Dual Hub 23 1.50
16 ASA NAT overload 1.50
17 ASA NAPT 1.50
7 HESHE A H|A
18 ASA Hairpin NAT 1.50
19 ASA EOb =i 1.50
20 VoIP AMH|A 7o 1.50
O M EA
8 S us 21 | o4 o =2 4y 1.50
22 24 E4l HAE 1.50
23 Netflow E2f& ZL|EZ 1.50
9 DLHZ MHA
24 AH 23 ZL|EE 1.50
HA 35.00
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I

lo

=

0o

ES]
ME W=
BS
MEXO BEAE HH0E 2stD = HUE &0I510 MHEELICH
HE HAIDI AH2™ root, Administrator £= J|2 AIZ2A HE S22 210216t0

<
MHESLICH

Zdliol Thet AEIHOIAS] HOIAH & HFAS &4l & gtol OE = AsuUb
H= 27 ALE0l Tt JHAI etS HES| &AM = MBS OA J#HE = USLICH

MWe B =8 = |CMP, ONS S 22 HIAEONA timeoutO] &M == JYSLICH.
Otefiet 201 Ed= +=&ot0 VLANOI REEU=X =0l
* 2t LEO| HEAME=E UE = AUA2H 2 ZEQ| vian0l B&4E2Z 2 U=R =0l

SW

SWitshow vlan brief

VLAN Name Status Ports

1 default active Gi0/21, Gi0/22, Gi0/23, Gi0/24
100 VLANO100 active Gio/5, Gio/6, Gi0/7, Gio/8

200  VLANO200 active Gi0/9, Gi0/10, Gio/11, Gio/12
300 VLANO300 active Gi0/15, Gio/16, Gi0/17, Gi0/18
400 VLANO400 active Gi0/19, Gi0/20

991 VLAN0991 active Gio/1, Gio/2, Gi0/3, Gi0/4

992 VLAN0992 active Gi0/13, Gi0/14

SW

SW#show dot1x interface gigabitEthernet 0/17
Dot1x Info for GigabitEthernet0/17

PAE = AUTHENT I CATOR
QuietPeriod =60
ServerTimeout =0

SuppT imeout =30

ReAuthMax =2

MaxReq =2

TxPer iod =30

FWWIN

oy S40M A 2K 5" HH
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LE(F S&a =7 CEEH)

. E

g o= woi =y MEYD B O A AEA  OjRE 2 66
v oy APEAY ALS 22

= ¥ NEES

. Bb

o od oy A

TR T [ A

[

oy g3

L

boe

HUBWIN
ipconfig /all

AHY DNS

=L i

H

o=

SPOKE 1WIN
ipconfig /all

TAEE BT UE CORPORATEWUSEr!
2t Zet0IHEN 1P =42 SAE (DI “100 ~ 200" HHR0 Z&t= FAS
ANsez gg 2He=X =0l

OlH9 HEHE Ethernet:
HO|AE, .

CHE DD

R i I L=l I N P

[ e g el
071—i"11 —i"1"1—i"11 _TE:_I::‘q_F.":"._
92166 .0, 1

HA-00-0C-28-4F-C3-43
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SPOKE2WIN
ipconfig /all
0 R4E{ Ethernetl

= L'”._; .::U ||-

Ethernetl

A DNS TOIAL

T4 _I'-| gabit Network Connection

FEE
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FO|

—

2+ 219 Al2t AL ISPLNX ClHIOIA S =D
2b U9 timezoneOl KST 2 AL U=K =

b S

N

rr
Jto

tol

=

ol
—

| SPLNX

timedatect |

Foot@ISPLNK: "# timedatectl

Local time: Tue 2023-04-18 2

ISP

show clock detail
show ntp associations
ISPtis IIIII.J C gtail
Twe Apr 18 2823
ce is H'TF'

[SPuzshon ntp assoclations
address ref clock st Hhen pol l reac J| delay offset disp

HEG 128 14.638 3,857
- outlyer, x lfalse 1 ic J- r, ~ configured

HUB 1

show clock detail
show nto a3300|at|ons

HUBlttzshow ntp associations

address I u] [ I|-| k =1 when poll reach delay offset
i : 7.1. 1 79 7 14.9E 6.819
selected, » © 1u|'11'|‘|.'|1|":. out lyer, icker, T configured

HUB 1

show clock detail
show ntp associations
clock detail
! KST Tue |"|]'|'|' 18 2823
5 NTP

HUBZ#zhow ntp associations

address ref clock 5 when po 11 reach dela Y of fset
P2 1.1 1 758 25b 14.8911 1.788
# zelected, + candidate, outlyer, x fa ticker, ™ configured

SPOKE1

show clock detail

show ntp associations

SPOKE 1#show clock detail
23:48:03.241 KST Tue Apr 18 2023
Time source is NTP

SPOKE 1#show ntp associations

address ref clock st when poll reach delay offset disp
*~6.6.6. 1 127.127.1 .1 1 136 256 377 1.930 -15.481 2.837
* sys.peer, # selected, + candidate, — outlyer, x falseticker, ~ configured
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SPOKEZ

show clock detail
show ntp associations
SPOKE2#zhow clock detail

2 - iy 1"'1"||H |Ip: 18

how ntp associations

when poll res
F

i

v candidate, out lue

show clock detail
23:48:04.788 KST Tue Apr 18 2023
Time source is NTP

show ntp associations

address ref clock st when poll reach delay offset disp
*~6.6.6. 1 . 1 158 1024 377 20.8 -18.51 23.1
*= master (synced), # master (unsynced), + selected, — candidate, ~ configured

P
S8 FE JZIF EMot=Xe &0I6HH Ot H2 20 OHE 20t

show ip route | exclude directly

1.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
0 E2 1.1.1.10/32 [110/20] via 1.1.1.1, 01:19:00, GigabitEthernet1
2.0.0. 0/8 is variably subnetted, 2 subnets, 2 masks
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
4.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
5.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
show ip ospf neighbor
Neighbor |D Pri  State Dead Time Address Inter face
5.5.5.1 1 FULL/DR 00:00:30 5.5.5.1 GigabitEthernetb
4.4.4.1 1 FULL/BDR 00:00:36 4.4.4 1 GigabitEthernet4
3.3.3.1 1 FULL/DR 00:00:39 3.3.3.1 GigabitEthernet3d
2.2.2.1 1 FULL/BODR 00:00:30 2.2.2.1 GigabitEthernet2
1.1.1.1 1 FULL/BDR 00:00:39 1.1.1.1 GigabitEthernet1
HUB1
show ip route ospf | in 0
0%xE2 0.0.0.0/0 [110/1] vi .1.2, 01:42:59, GigabitEthernet1
0 2.2.2.0 [110/2] V|a 1.1 1. 2, 01:42: 59, GigabitEthernet1
0 3.3.3.0 [110/2] via 1.1.1.2, 01:42:59, GigabitEthernet1
0 4.4.4.0 [110/2] via 1.1.1.2, 01:42:59, GigabitEthernet1
0 5.5.5.0 [110/2] via 1.1.1.2, 01:42:59, GigabitEthernet1
0 6.6.6.0 [110/2] via 1.1.1.2, 01:42:59, GigabitEthernet1
HUB2
show ip route ospf | in 0
0xE2 0.0.0.0/0 [110/1] via 2.2.2.2, 01:43:40, GigabitEthernet1
0 1.1.1.0/30 [110/2] via 2.2.2.2, 01:43:40, GigabitEthernet1
0 E2 1.1.1.10/32 [110/20] via 2.2.2.2, 01:42: 17 GigabitEthernet1
0 3.3.3.0 [110/2] via 2.2.2.2, 01: 43 40, GlgabltEthernet1
0 4.4.4.0 [110/2] via 2.2.2.2, 01:43:40, GigabitEthernet1
0 5.5.5.0 [110/2] via 2.2.2.2, 01:43:40, GigabitEthernet1
0 6.6.6.0 [110/2] via 2.2.2.2, 01:43:40, GigabitEthernet1
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SPOKE1

show ip route ospf | in 0

0%xE2 0.0.0.0/0 [110/1] via 3.3.3.2, 01:42:40, GigabitEthernet0/0/0

0 1.1.1.0/30 [110/2] via 3.3.3.2, 01: 42: 40, GigabitEthernet0/0/0

0 E2 1.1.1.10/32 [110/20] via 3.3.3.2, 01:40: 37 GigabitEthernet0/0/0
0 2220 [110/2] via 3.3.3.2, 01:42:40, GlgabltEthernetO/O/O

0 4.4.4.0 [110/2] via 3.3.3.2, 01:42:40, GigabitEthernet0/0/0

0 5.5.5.0 [110/2] via 3.3.3.2, 01:42:40, GigabitEthernet0/0/0

0 6.6.6.0 [110/2] via 3.3.3.2, 01:42:40, GigabitEthernet0/0/0
SPOKE2

show ip route ospf | in 0

0*xE2 0.0.0.0/0 [110/1] via 4.4.4.2, 01:44:26, GigabitEthernet1

0 1.1.1.0/30 [110/2] via 4.4.4.2, 01: 44 26, GigabitEthernet1

0 E2 1.1.1.10/32 [110/20] via 4.4.4.2, 01:43:04, GigabitEthernet1

0 2.2.2.0 [110/2] via 4.4.4.2, 01: 44 26, GigabitEthernet1

0 3.3.3.0 [110/2] via 4.4.4.2, 01:44:26, GigabitEthernet1

0 5.5.5.0 [110/2] via 4.4.4.2, 01:44:26, GigabitEthernet1

0 6.6.6.0 [110/2] via 4.4.4.2, 01:44:26, GigabitEthernet1

FW

show route ospf | in outside

0*E2 0.0.0.0 0.0.0.0 [110/1] via 5.5.5.2, 13:46:49, outside

0 1.1.1.0 255.255.255.252 [110/11] via 5.5.5.2, 13:46:49, outside
0 E2 1.1.1.10 255.255.255.255 [110/20] via 5.5.5.2, 09:58:18, outside
0 2.2.2.0 255.255.255.252 [110/11] via 5.5.5.2, 13:46:49, outside
0 3.3.3.0 255.255.255.252 [110/11] VIa 5.5.5.2, 13:46:49, outside
0 4.4.4.0 255.255.255.252 [110/11] via 5.5.5.2, 13:46:49, outside
0 6.6.6.0 255.255.255.0 [110/11] via 5.5.5.2, 13:46:49, outside
HUB1

show ip route eigrp | in D

D 172.16.0.0 [90/26880256] via 10.255.255.3, 01:45:05, Virtual-Access
D 172.16.1.0 [90/26880256] via 10.255.255.4, 01:45:00, Virtual-Access?
SPOKE1

show ip route eigrp | in D

D 10.255.255.4 [90/28160000] via 10.255.255.1, 01:46:23

D 172.16.1.0/24 [90/28160256] via 10.255.255.1, 01:46:18

0 192.168.0.0/24 [90/26880256] via 10.255.255.1, 01:46:23

show ip eigrp neighbors | in TuQ

0 10.255.255.1 Tu0 11 00:13:39 11 1470 0 16
SPOKE2

show ip route eigrp | in D

D 10.255.255.3 [90/28160000] via 10.255.255.1, 01:46:44

D 172.16.0.0/24 [90/28160256] via 10.255.255.1, 01:46:44

0 192.168.0.0/24 [90/26880256] via 10.255.255.1, 01:46:44

show ip eigrp neighbors | in TuQ
0 10.255.255.1 Tu0 13 00:14:12 27 1470 0 15

HUBWIN

net | fl StatusCode

ping ns.root-servers.net
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ervers, net

G2HIOE dlo] 5 AFE:
s TTL=52

s TTL=52
TTL=52
5 TTL=E2

SPOKETWIN
curl_htt-~//www root_servers net | fI StatusCode Content

SPOKE2WIN
curl http://www.root—servers.net fI StatusCode Content

Content

HUB1

show ip nat translations tcp | in :80

tecp 1.1.1.1:5062 192.168.0.102:59818 6.6.6.1:80 6.6.6.1:80
SPOKE1

show ip nat translations tcp | in :80

tcp 3.3.3.1:5062 172.16.0.107:52801 6.6.6.1:80 6.6.6.1:80
SPOKE2

show ip nat translations tcp | in :80

tecp 4.4.4.1:5062 172.16.1.106:52630 6.6.6.1:80 6.6.6.1:80
HUB1

show redundancy application group 1

Group 1D:1

Group Name:RG

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

show redundancy rii
No. of Rlls in database: 2

Inter face RIl Id decrement

GigabitEthernet2 : 100 0

GigabitEthernet1 : 200 0
show track 100 brief
Track Type Instance Parameter State Last Change
100 ip route 192.168.0.254/32 reachability Up 02:06:19
HUB2
show redundancy application group 1
Group ID:1

Group Name:RG

Administrative State: No Shutdown
Aggregate operational state : Up
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My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

show redundancy rii
No. of RIls in database: 2

Inter face RIl Id decrement

GigabitEthernet2 : 100 0

GigabitEthernet1 . 200 0
show track 100 brief
Track Type Instance Parameter State Last Change
100 ip route 192.168.0.254/32 reachability Down 02:10:33
|SP

show ip route | in O E2
0 E2 1.1.1.10/32 [110/20] via 1.1.1.1, 02:10:04, GigabitEthernet1

FWCNT

curl http://www.hub.com | fl StatusCode, Content

= curl htte /Awew hub ocom | fl StatusCoc de

|_| i
200

HIE web serwvi

9 |||_|_':'r H
R s l|ul
el
el
el
i
HUB1
show ip nat translations redundancy 1
— 1.1.1.1 192.168.0.1 -— —-—
tep 1.1.1.10:80 192.168.0.1:80 5.5.5.1:53886 5.5.5.1:53886
icmp 1.1.1.10:1 192.168.0.1:1 5.5.5.1:1 5.5.5.1:1
HUB1 CIE{HIOIA HIZAS = HUB2 Ol=3t 435 &0l
HUB1
inter face range gigabitEthernet 1-3
shutdown
ISP
show ip route | in O E2
0 E2 1.1.1.10/32 [110/20] via 2.2.2.1, 00:04:14, GigabitEthernet2
10

Je bub com | Content

C 200
IJJHtﬂHt s HIE web =e

ping ns.hub.com
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FI: I:.:: R T 2 DN ] b |"|IJ|::| el

ing ne. huluuum| [ e J2HIOIE C AFE

Pir
T
A
A
fiEie

HUB2
show redundancy application group 1
Group 1D:1

Group Name:RG

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: UNKNOWN

Peer Presence: No

Peer Comm: No

Peer Progression Started: No

RF Domain: btob-one
RF state: ACTIVE
Peer RF state: DISABLED

show track 100 brief

Track Type Instance Parameter State Last Change

100 ip route 192.168.0.254/32 reachability Up 00:03:14

show ip nat translations redundancy 1

— 1.1.1.10 192.168.0.1 — —

tep 1.1.1.10:80 192.168.0.1:80 5.5.5.1:56234 5.5.5.1:56234
icmp 1.1.1.10:1 192.168.0.1:1 5.5.5.1:1 5.5.5.1:1
HUB1 @IEHHIOIA EHS = HUB1 0l=3 =+ &0l

HUB1

inter face range gigabitEthernet 1-3
no shutdown

|SP
show ip route | in O E2
0 E? 1.1.1.10/32 [110/20] via 1.1.1.1, 00:00:22, GigabitEthernet1

FWCNT

curl http://www.hub.com | fl StatusCode, Content

= ocurl htte AAwew hob, com Fl StatusCode Content

2100
HIE web service

s hub . com

HUB1
show redundancy application group 1
Group 1D:1
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Group Name:RG

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: ACTIVE
Peer RF state: STANDBY HOT

show track 100 brief

Track Type Instance Parameter State Last Change

100  ip route 192.168.0.254/32 reachability Up 00:04:15

show ip nat translations redundancy 1

Pro Inside global Inside local Outside local Outside global
— 1.1.1.10 192.168.0.1 —

tep 1.1.1.10:80 192.168.0.1:80 5 5 5.1:56235 5.5.5.1: 56235
udp 1.1.1.10:54568 192.168.0.1:54568 6.6.6.1:53 6.6.6.1:5

icmp 1.1.1.10:1 192.168.0.1:1 5.5.5.1:1 5.5.5.1:

VPN 248 = E0Iote 3 Y Jls 0|8 2H 80|

ot 2elEd ¥ JIs0l A28 =X &0l

HUB1

show crypto ikev2 proposal
IKEv2 proposal: |KEv2_proposal
Encryption : AES-CBC-256
Integrity : SHA256
PRF : SHA256
DH Group  : DH_GROUP_521_ECP/Group 21

show crypto ipsec transform—set
Transform set default: { esp—aes esp-sha-hmac }
will negotiate = { Transport,

Transform set |IPsec-TS: { esp-256-aes esp-shal?56-hmac }
will negotiate = { Tunnel,

show crypto ikev2 authorization policy
|[KEv2 Authorization Policy : default
route set interface
route accept any tag : 1 distance : 1
IKEv2 Authorization Policy : IKEvZ2_author_policy
IPV4 Address Pool : IKEv2_pool
route set interface
route accept any tag : 1 distance : 1

show interfaces virtual-template 1 | in protection
Tunnel protection via IPSec (profile "IPsec—profile")

HUB2
show crypto ikev2 proposal
IKEv2 proposal: |KEv2_proposal
Encryption : AES-CBC-256
Integrity : SHA256
PRF : SHA256
DH Group  : DH_GROUP_521_ECP/Group 21

show crypto ipsec transform—set
Transform set default: { esp—aes esp-sha-hmac }
will negotiate = { Transport,

Transform set |IPsec-TS: { esp—-256-aes esp-shal?56-hmac }
will negotiate = { Tunnel,
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show crypto ikev2 authorization policy
|[KEv2 Authorization Policy : default
route set interface
route accept any tag : 1 distance : 1
IKEv2 Authorization Policy : IKEv2_author_policy
IPV4 Address Pool : IKEv2_pool
route set interface
route accept any tag : 1 distance : 1

show interfaces virtual-template 1 | in protection
Tunnel protection via IPSec (profile "IPsec—profile")

13

HUB1
show crypto ikev2 sa
[Pv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
4 1.1.1.1/500 4.4.4.1/500 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:21, Auth sign:

Auth verify: PSK
Life/Active Time: 86400/532 sec

Tunnel-id Local Remote fvrf/ivrf Status
1.1.1.1/500 3.3.3.1/500 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:21, Auth sign:

Auth verify: PSK
Life/Active Time: 86400/533 sec

show crypto ipsec sa | in ident

local ident (addr/mask/prot/port): (1.1.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (3.3.3.1/255.255.255.255/47/0)
local ident (addr/mask/prot/port): (1.1.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (4.4.4.1/255.255.255.255/47/0)

show crypto ipsec sa | in esp

inbound esp sas:

transform: esp—-256-aes esp—sha2b6-hmac |,
outbound esp sas:

transform: esp—-256-aes esp—shaz2b6—hmac |,
inbound esp sas:

transform: esp—-256-aes esp—shaz2b6—hmac |,
outbound esp sas:

transform: esp—-256-aes esp—sha2b6-hmac |,

show ip local pool
Pool Begin End Free In use
IKEV2_pool 10.255.255.3 10.255.255.10 6 2

SPOKE1 & SPOKE2 LCIHHOIAONA VP
“10.255.255.3 ~ 10" CHHEQl [P

SPOKE1

show crypto ikev2 client flexvpn
Profile : IKEv2_client
Current state:ACTIVE
Peer © 1.1.1.1
Source : GigabitEthernet0/0/0
ivrf © IP DEFAULT
fvrf : IP DEFAULT
Backup group: Default
Tunnel interface : TunnelO
Assigned IP address: 10.255.255.5

show track 100 brief
Track Type Instance Parameter State Last Change

PSK,

PSK,

_28_




THEY 24.05.20] ITHIEQIAIAH EF
202449 M27|S5A7|CH3EH ML

100 ip sla 100 reachability Up 00:38:00

show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, ” inactive, ~ pending

All Stats are in milliseconds. Stats with u are in microseconds

D Type Destination Stats Return Last

Code Run
*100 icmp—echo 1.1.1.1 RTT=22 OK 4 seconds ago
SPOKE2

show crypto ikev2 client flexvpn
Profile : IKEv2_client
Current state:ACTIVE
Peer : 1.1.1.1
Source : GigabitEthernet1
ivrf o IP DEFAULT
fvrf :© IP DEFAULT
Backup group: Default
Tunnel interface : TunnelO
Assigned IP address: 10.255.255.6

show track 100 brief
Track Type Instance Parameter State Last Change
100  ip sla 100 reachability Up 00:43:06

show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, ” inactive, ~ pending

All Stats are in milliseconds. Stats with u are in microseconds

] Type Destination Stats Return Last
Code Run
x100 icmp—echo 1.1.1.1 RTT=9 OK 17 seconds ag
0
HUBWIN

g 172.16.0.254

ing 172.16.0.254 3240 B(= :

2 16.0.2042] = 0 - =754
2545 0 =254

. i =254

0 2R =Ct 0 32 AlLr= =54

F:

=] =] =] =l
r-Jr-2r-ara
[mp

—
1

rararari= @

|
F
1
1
1

—n e
Ly T o O o o N
R |

-] =] =] =] —-

j—
J—

SPOKETWIN
curl http://192.168.0.1 | fl StatusCode, Content

curl htte: A4192 168 .0, Content

StatuzCode 0 200
nt CHIE web zerwvice

ping 172.16.1.254
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THERIAILE HF
&7|t=|FH H&

—_— el —1 _|:|
—] =] =] =] —-
r-ar-ar-ara

‘Iu
16,
16,
16
15

SPOKE2WIN
curl http:

curl htte: /4192

J1BE . C

1.1 | fl StatusCode

Content

14

ol
L

HUB1 @IEHHIOIA HIEZAH3 = VPN Ol=3 =& &0l
HUB1
inter face range gigabitEthernet 1-3
shutdown
HUB2
show crypto ikev2 sa
IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote
1 2.2.2.1/500 4.4.4.1/500
Encr: AES-CBC, keysize: 256, PRF: SHA256,

Auth verify: PSK
Life/Active Time: 86400/69 sec

Tunnel-id Local Remote
2 2.2.2.1/500 3.3.3.1/500
Encr: AES-CBC, keysize: 256, PRF: SHA256,
Auth verify: PSK
Life/Active Time: 86400/68 sec

show crypto ipsec sa | in ident

local ident (addr/mask/prot/port): (2.2.2.1/
remote ident (addr/mask/prot/port): (4.4.4.1/
local ident (addr/mask/prot/port): (2.2.2.1/
remote ident (addr/mask/prot/port): (3.3.3.1/

show ip local pool

fvrf/ivrf
none/none
Hash:

fvrf/ivrf
none/none
Hash:

255.255.255.255/47/0
255.255.255.255/47/0
255.255.255.255/47/0
255.255.255.255/47/0

—_————

Pool Begin End Free In use
IKEvZ2_pool 10.255.255.3 10.255.255.10 6 2
SPOKE1 & SPOKE2 CIHIOIAMAM VPN HZ&Z = HYE 9 E{HOI A
“10.255.255.3 ~ 107 OHEQ |IP =AE &E 8Q=X &0

SPOKE1
show crypto ikev2 client flexvpn

Profile : IKEvZ2_client
Current state:ACTIVE

SHA256, DH Grp:21,

SHA256, DH Grp:21,

Status
READY

Auth sign: PSK,

Status
READY

Auth sign: PSK,
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Peer : 2.2.2.1

Source : GigabitEthernet0/0/0
ivrf © IP DEFAULT

fvrf : IP DEFAULT

Backup group: Default

Tunnel interface : TunnelO
Assigned |IP address: 10.255.255.8

show track brief

Track Type Instance Parameter State Last Change
100 ip sla 100 reachability Down 00:06:45
show ip sla summary
D Type Destination Stats Return Last

Code Run
*100 icmp—echo 1.1.1.1 - Timeout 16 seconds ag

0

SPOKE2

show crypto ikev2 client flexvpn
Profile : IKEv2_client
Current state:ACTIVE
Peer : 2.2.2.1
Source : GigabitEthernet1
ivrf : [P DEFAULT
fvrf : IP DEFAULT
Backup group: Default
Tunnel interface : TunnelO
Assigned |IP address: 10.255.255.7

show track brief

Track Type Instance Parameter State Last Change
100 ip sla 100 reachability Down 00:08:02
show ip sla summary
] Type Destination Stats Return Last

Code Run
*x100 icmp—echo 1.1.1.1 - Timeout 9 seconds ago
SPOKE1WIN

curl http://192.168.0.1 | fl StatusCode, Content
L= curl htte /4192 16801

Content

00 o o — N

|
Fi
17
17
17
17

Ly}
“
I
[
L]
[
L]
[

_ 1 1

SPOKE2WIN
curl http://192.168.0.1 | fl StatusCode, Content
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-
200

HUE web ==

B C
B C
B C
M=

15

HUB1
interface range gigabitEthernet 1-3
no shutdown

SPOKE1

show crypto ikev2 client flexvpn
Profile : IKEvZ2_client
Current state:ACTIVE
Peer © 1.1.1.1
Source : GigabitEthernet0/0/0
ivrf @ IP DEFAULT
fvrf : IP DEFAULT
Backup group: Default
Tunnel interface : TunnelO
Assigned IP address: 10.255.255.8

show track brief

Track Type Instance Parameter State Last Change
100 ip sla 100 reachability 00:08:18
show ip sla summary
| Type Destination Stats Return Last
Code Run

*100 icmp—echo 1.1.1.1 RTT=16 OK 21 seconds ag
SPOKE2
show crypto ikev2 client flexvpn

Profile : IKEvZ2_client

Current state:ACTIVE

Peer : 1.1.1.1

Source : GigabitEthernet1

ivrf © IP DEFAULT

fvrf : IP DEFAULT

Backup group: Default

Tunnel interface : TunnelO

Assigned |IP address: 10.255.255.7
show track brief
Track Type Instance Parameter State Last Change
100 ip sla 100 reachability 00:07:01
show ip sla summary
D Type Destination Stats Return Last

Code Run

*100 icmp—echo 1.1.1.1 RTT=31 OK 3 seconds ago
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SPOKE1WIN
curl http:/

200
HIE web service

ping 172.16.1.254
FS Cifillzsers

SPOKE2WIN

/192.168.0.1 | fl StatusCode, Content

Content

curl http://192.168.0.1 | fl StatusCode, Content

= ocur | htte:AA192 1B .01 F Content

'llu
:
B,
F
E.

= =] =] =] —-

rararara

1
1
1
]

16

A

_ [ T
ace

translate_hits

FWWIN

ELFOOt

1=

T Het S0 5T 0ld dsRle
show nat interface inside translate
translate_hits = 409, untranslat

d
e

inside translated interface outside 5.5.5.1 | include hits
= 404, untranslate_hits =0

cur | http://www. root—servers.net | f| StatusCode. Content

curl htte: //www. root—servers .net

ClolE AtE:

=

(@]
erface outside 5.5.5.1 | include hits
S

| =
int
_hit
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17

Fw
NAT Z 2 OISt 2HAH 0] MHIAO0 CHEF NAPTOF EIHot=Xl &0l
ONS(UDP/53), HTTP(TCP/80), FTP(TCP/21,9990~9999)

show nat interface dmz translated interface outside 5.5.5.1 detail | in Service
Service — Origin: tcp source range 9991 9999 , Translated: tcp source range 9991 9999
Service — Protocol: udp Real: domain Mapped: domain

Service — Protocol: tcp Real: ftp Mapped: ftp

Service — Protocol: tcp Real: www Mapped: www

SPOKETWIN i
filezilla ZE 1B 0IA ftp.corporate.com L& HZ 3

E sysop@ftp.corperste.com - Filedilla
DR BEE 270 Eel iz =|H3AE ESEH
=, = s ™ o =5 = —— .
et E - Elo a o o | F bl *u
B {H)x ftpcorporate.com MELRUL  sysop HEHEW Seeedeedl =250 | R EBEI | -
= =) = ~ = - =
BEEISIT0 SAE ZH Hd = ftp NHE HE = 8483 S0l
B2 MOE: [ CWlseridsytopiDeskiopd E|DE AOE: | /home/sysop
Links | =2
Local Settings T home
L Music SYS0p
S My Documents
MetHood
& OneDrive
+ N Pictures
HEE 37| WY 8% HE 27 TR 37| 0% fE
220 BASH_LOG
3.526 BASHRC

24 i
=i IN33-04-19
= 2023-04-19

Grimg | dean [BsaE0]

SPOKE2WIN
curl http://www.corporate.com | fl StatusCode, Content

Content

CORPORATE web s

HUBWIN
"ns.corporate.com", "www.corporate.com", "ftp.corporate.com" | Resolve—DnsName —Type A
-DnsOnly —QuickTimeout | ft Name, |PAddress
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FWWIN
"www.corporate.local", "www.corporate.com" | Resolve-DnsName —Type A —DnsOnly
—Qu[ka[meout | ft Name, IPAddress

F"._' H|| = R = wils | |-|‘|"|'F| I.-'I'II,'..II,'..II,'..I [nta] gl aln |[ -|'|'|—- |||| -|_| | Tl I::l:'rlterlt

18
Inzide web service
curl| http: rate.com [ fl StatusCode Content _
Fo Citllze cocur| htte: A v c ~tatusCode Content
=i 200

Luntcnt . CORPORATE web service

HUBLNX

OfeHel AHIAE HMQS T2 MUIADN HEAIE 32 2 Xel &LICt.

nmap —sT —p0-1023 5.5.5.1 —Pn —fmin—rate 10000
19

Sl QA=A Sl §LICh.
——m|n rate 10000

1 Ecanned

X-ID.oI— J\ %1: A—Iljl/\j}

US BL 2= Xl &LICt.
nmap —sT —00—1023 10.0. 0 1 —Pp

—min-rate 10000
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OtchHel AMBIAE HMQIst Ct
nmap —-sT 700—102§ 10.0.0

—P

g MBIAJ EAE B2 Y X2l &L
2 —Pn —min-rate 10000

SPOKE1
show sip—ua service
SIP Service is up

show sip—ua status
SIP User Agent Status

20 SIP User Agent for UDP : ENABLED
SIP User Agent for TCP : ENABLED
SIP User Agent for TLS over TCP : ENABLED
SIP User Agent bind status(signaling): ENABLED 172.16.0.254
SIP User Agent bind status(media): ENABLED 172.16.0.254
SPOKE1
show voice register global
CONFIG [Version=12.1]
Version 12.1
21 Mode is cme
Auto-registration is enabled
Max-pool is 5
Max-dn is 5
show voice register statistics global | in Active
Active registrations
- PHONE1(1001) CIHIOIAOfl A SPOKETWIN(1002), SPOKE2WIN(2002), HUBWIN(3000) Z Al HIAE

2+ CIHHOI A0 A PHONE1(1001)2] 24l QES &0l
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SPOKETWIN SPOKE2WIN HUBWIN
8 Toipers = | b4 L8 Zoipers o O b &% Zoipers = O x
B | v 2002@172.160.2 o 8172.16.0.254 o
Q ERE i) Q] Ik
Calls Calls Calis
Gl - ... o~ | el .

PHONE1(2001) CIHFOIAOIA SPOKETWIN(1002), SPOKE2WIN(2002), HUBWIN(3000) Z&l HIAE
2t CIHFOIAOIA PHONE2(2001)2 24l RES &0l

23

i
“ (]

wt HetFlo Anabyer

Fg =

"

QU

13

SPOKE1WIN SPOKEZ2WIN HUBWIN
40 Zoipers a » 48 Zoipers 7, o = &z
z O & 4 £
a Q Q wan
Call Calls Call=
) = = Fom 5
HUBWIN
2 BetRMUA HTTP://192.168.0.1:8060 =42 & & £ 70l
OlHIEL| EHO| CIBIOIA U2 &06H0 4002 ClBtoIADN 2UIHE &0 JqesesXl =ol

Assauieti SULE Wart tafahh e rens

........

otLIE o

EH
=

ot0] Eci®y & OI=clAH0lE XHEI

g

15
o
ro

o=

sZot= Al
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CHAIS Z0I 4002 CIH0IADE 224 & QY

e

11

B [ Mnsgesngne Bentiog dnale: a
T B L BE | 19201680, B0 Ee) e Ermbsrant R

B EventLog Analyzer )

Events Ovaivmw. o= e # Lo0gSourtes

el deish o = |

Log Recobwr

Mm'r:'mm =

) Merchuam rew

AApoeTE Campllanon SRATTH Camtatian

View All Devices HHE
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=

o
010
]
x
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=}

OlcHet 20l =& &
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o
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rir
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EventLog Analyzer )

Dashboard Reports
+ Log Sources E3 Dashba
Device(s) Applications Cloud Sources File Integrity Monitoring
=} All Disvices w

Last Message Time =

172.16.0.254 w3 2023-04-19 04:56:24
17216.1.254 & 1 2023-04-19 04:53:14
192 168 0.251 w2 20230419 04:53:34
192 168.0.252 CL TS 2023-04-19 04:53:49

Reports B4°| Cisco CIHIOIA &S5 MEGHH 21 XMEJF HAIH=XA &0l
[ | ] Merecefrgow ertog dras W | ) WFiow desiyen % + =

a
i o A ST 1| TEEERA. B e el besrapp it PO - T |

iy Lk estesser |

i Eventlog Analyzer J worrs R

Hoaier Logon Heson v
e Top Prosocoin Gage
Ihnner Comfparahon Report
Rineer Accegost Conocton v
luprer Deveel Connechions [ o oot
e Tralf Rezuet v Protoccd
Eyuiem Lty [ ..\H\\._‘_\_
Himmer Trathe By ¥ ‘-H""'H-.,
Fistwial B0 TPS Beposis ¥ "'\\_\_“___
Farswall Thrasis ¥ - ———
Frowall Alvwed Traffn
Frewal Denied Trafa 3
Lngnn Beporty
+ imwgency = Alurl Ceiticll == Evfar & Warning =
Cisco Casmmees Reoaits ] + bnigrmation Debug
hra | nl %5 o
- L8
ef. atd| S7Hof et Aret
L o] a0 H"'l_ L o o o) |.
O 37|18 1A= tig] Ao 3715t ASs A2 SiC

Fot

O Wl S7hA17], 39l 28 s2 =87 |s=8 8| eh=2=~2oA T=
X
o

sict,

A S7HE dMlE F7192 AT dARE H dARIESl gtofsto|
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e N N e

7l A8 ME
RN
= == T 4 SRE H|2
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2 | O|ESXMZAZEK| | read/write 240M/sO|4&} 256 GBbyte O|& M S/WHHZ &
3 | OIS XMEEXKI| read/write 240M/sO|4 256 GBbyte O]4f |MAIYEY | A|AH 218

0 ®=2y
=t =5 o+ 4 = H|ZD
1 UTP Cable | CAT.6 CIO[ZIE 2M (FLAT Type) 207H M 5
2 | O|SXMEHXK| | read/write 240M/sO|& 256 GBbyte Of4f Mg 5 S/WHIZ&
3 | O|SXMEEXK | read/write 240M/sO|% 256 GBbyte Of4 3574 AARIETLE
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4 Software  |MS Office Pro 2019 O 1 HALE
5 Software |82 2018 0|4t 1 HALE
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Stn 2HXIE EE £ e F7
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