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7.1.7 8 AUSA A g0 thgt 20| X2
22 AS HEYUC,
ASM fEY = BE A
2.1 Hi™

LY QAUSMEHXISF(CRL) Z2MAUL X.509 HH 28 FHFTUC

7.2.2 CRL ¥ CRL &% HE
7.2.2.1 7|2EE

# | ™=y ASN.1 type 2%
1 | Version INTEGER V2
2 | Signature OID sha256ECDSA
Issuer CN = 71Xt ol

type OID OU = Personal

’ value printableString &+ utf8String | O = KB Kookmin Bank
C=KR

4 | This Update UTCTime s AIE
. Next Update UTCTime s ga Al

Revoked Certificates

userCertificate INTEGER HX|E QIFAC

6 YYD
revocationDate UTCTime HX|E Rt
crlEntryExtensions Extensions CRL YIEZ| &AYEHE

7 | CRL Extension Extensions CRL HHEE

o TAHX| Y HXIE QIF5MIt S FL2E= Revoked Certificates ZEE *YJ6HX| Y2
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* CRL QIER| HHEE, CRL HYLEE ofll # &X
7.2.2.2 gAE
# | EcYy ASN.1 type 29
Authority Key ldentifier
1| Keyldentifier OCTET STRING | 215 A57[2 Q1542 Subject
Key Identifier
2 | CRL Number INTEGER CRL Edy
7.2.2.3 AET| YPEC
# | ZEY ASN.1 type 2%
1 | Reason Code ENUMERATED | HIX| AtR

7.3.2 OCSP &% EE

AZM Sel Z2EZ(0CSP)
OCSP 3&*h= RFC696

A g4

7.3.2.1 OCSP Response ?|2HE

SEXk= RFC 696001 F2lE BiX 12

£ Z20H ¢ UIAIX|ofl thgt EE HRY

# | 2EQ ASN.1 type 2%
1 | responseStatus ENUMERATED OCSP 3% Zut
,5 responseType oD id-pkix-ocsp-basic OID:
1.3.6.1.5.5.7.48.1.1
tbsResponseData
version INTEGER V1
responderID OCTET STRING OCSP AH| subject DN
producedAt UTC Time OCSP3Eoll MEeTH AlZH
3
responses
certlD
hashAlgorithm oD hashAlgorithmldentifier- shal
OID: 1.3.14.3.2.26
issuerNameHash | OCTET STRING ZaXt DNO| SHAIZ}
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issuerKeyHash | OCTET STRING EC e R NI
serialNumber INTEGER QASA LEHw
certStatus AZM SEH
thisUpdate UTC Time OCSP LAt
responseExtensions OCSP Response &H¥EE
4 signatureAlgorithm oD ecdsaWithSHA256
OID: 1.2.840.10045.4.3.2
5 | signature BIT STRING OCSP 3H AT &
6 | certs OCSP MY AZAM &

7.3.2.2 OCSP Response HHEHE

# | Ty ASN.1 type 2%
responseExtensions ENUMERATED | HIX| At
1 extnld oD id-pkix-ocsp-nonce OID:
1.3.6.1.5.5.7.48.1.2
extnValue OCTET STRING
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= A EZ20Y

Al A49] Q15713 QIS TR0
A.l.1 7|2ZEE
# | Ty ASN.1 type 2%
1 | Version INTEGER V3
2 | Serial Number INTEGER AJUTHY
3 | Signature OID sha384ECDSA
Issuer CN =KBRoot CA 1
2 type OID O = KB Kookmin
value printableString £+ utf8String | Bank
C=KR
5 | Validity BRI
Subject CN =KB Root CA 1
6 type OID O = KB Kookmin
value printableString ®+= utf8String | Bank
C=KR
Subject Public Key Info
; algorithm OID ecPublicKey(384
Bits)
subjectPublicKey BIT STRING
8 | Extensions Extensions SyEe #n
A.l.2 3HEE
gcy ASN.1 type 2%
1 | Subject Key Identifier | OCTET STRING | subjectPublicKey®| hash 2}
5 Key Usage BIT STRING Certificate Signing, Off-line CRL
Signing, CRL Signing
3 | Basic Constraints Subject Type=CA
cA TRUE
A2 U372 ISAM Z20fd
A.2.1 7|2EE
# | "Ucy ASN.1 type a9
1 | Version INTEGER V3
2 | Serial Number INTEGER ARLUTEHY
3 | Signature OID sha384ECDSA
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Issuer CN=KBRootCA 1
4 type OoID O = KB Kookmin
value printableString E+& utf8String | Bank
C=KR
5 | Validity 2R
Subject CN=KBCA2
6 type OoID O = KB Kookmin
value printableString ®+& utf8String | Bank
C=KR
Subject Public Key Info
7 | algorithm OID ecPublicKey(256Bits)
subjectPublicKey BIT STRING
8 | Extensions Extensions SyEe Hn
A2.2 #BEE
#|Zcy ASN.1 type 2%
Authority Key INTEGER V3
Identifier
Keyldentifier OCTET STRING g US7I12 AUSM Subject Key
1 Identifier
authorityCertlssuer | GeneralNames S AS712 AF5 A2 Subject
INTEGER S AS712 AF M2 Serial
authorityCertSerialN Number
umber
2 | Subject Key Identifier | OCTET STRING subjectPublicKey®l hash gt
Key Usage BIT STRING Certificate
3 Signing, Off-line CRL Signing, CRL
Signing
Basic Constraints Subject Type=CA
4| cA TRUE Path Length Constraint=
pathLenConstraint INTEGER

CrlDistributionPoint

distributionPoint

DistributionPoint

Name
reasons ReasongFlags
cRLIssuer GeneralNames

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://mbank.kbstar.com/ca/
crl/kb_ca
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A3 7tYAE ASM 2oy

A3.1 7|2EE
H#|Zcy ASN.1 type 2%
1 | Version INTEGER V3
2 | Serial Number INTEGER NoAUHAYT
3 | Signature OoID sha256ECDSA
Issuer CN=KBCA?2
type OID OU = Personal
4 | value printableString ®£& utf8String | O = KB Kookmin
Bank
C=KR
5 | Validity 21
Subject CN = 7YXt ol
type OID UID = user ID
value printableString &&= utf8String | SerialNumber = &%
ZFURtofA LY
6 UM R AEA
OU = Personal
O = KB Kookmin
Bank
C=KR
Subject Public Key Info
7 | algorithm OID ecPublicKey(256Bits)
subjectPublicKey BIT STRING
8 | Extensions Extensions ebtac Atn
A.3.2 2HEE
#| 2% ASN.1 type 29
Authority Key
Identifier
Keyldentifier OCTET STRING | 25712 AFA2| Subject Key Identifier
1| authorityCertlssuer | GeneralNames | 215712 Q15 A9| Subject
INTEGER Q571 ASM Serial Number
authorityCertSerial
Number
5 Subject Key OCTET STRING subjectPublicKey®| hash 2}
Identifier
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Key Usage

BIT STRING

Digital Signature, Non-Repudiation

Certificate Policy

policyldentifier OoID
policyQualifiers
PolicyQualifierld OID
Qualifier
CPSuri IA5String
UserNotice
SEQUENCE
ExplicitText BMPString

[1]Certificate Policy:
Policy Identifier=1.2.410.200101.5.1.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
https://obank.kbstar.com/quics?
page=C100993

CriDistributionPoint

distributionPoint

DistributionPoin

[1]CRL Distribution Point
Distribution Point Name:

tName Full Name:
reasons ReasongFlags URL=http://mbank.kbstar.com/ca/crl/
cRLIssuer GeneralNames kb_ca
Authority [1]Authority Info Access
Information Access Access Method=22tQl QIZA 2JEl
accessMethod oID Z2ES
accessLocation GeneralName (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://mbank.kbstar.com/ocsp
Basic Constraints Subject Type=Not CA
cA False
Subject Alternative CN=4Y
Name
directoryName Name
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