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1 Introduction and State-of-the-Art

1.1 Post-Quantum Surge and Multiparty Protocols

The field of post-quantum cryptography has experienced significant growth, un-
derscored by numerous standardization efforts over the past decade. Lattice-
based cryptosystems have demonstrated their versatility and efficiency. A key
area of development is threshold cryptography, which enables secure collabora-
tive generation of information (e.g., secrets, signatures, encryptions). For exam-
ple, a T-out-of-N threshold signature scheme [Des90,DF90] allows any group of
T < N participants to jointly sign a message, ensuring that groups with strictly
fewer than T" members cannot produce a valid signature. The security of these
protocols is nuanced, requiring mechanisms to address potential misbehavior of
parties—including those acting dishonestly or those who are honest but curi-
ous [PMB], merely observing the protocol’s execution. These aspects are often
referred to as robustness properties. While extensively studied in the classical
context, the exploration of post-quantum solutions for these issues is relatively
recent. Notably, NIST is set to announce a call for proposals on multiparty
threshold schemes [BP23], with submissions expected by the first half of 2025.

1.2 Distributed Key Generation and Verifiable Secret Sharing

Classical DKGs... A core concept in threshold cryptography is distributed key
generation (DKG). This protocol allows n participants to collaboratively gen-
erate a public key while distributing its corresponding secret key among them.
Once completed, this setup enables a subset of 1" or more members to perform
operations requiring the secret key, such as decryption or signing, without a
central trusted authority.

. from VSS. The subproblem of secret sharing extends beyond mere se-
cret distribution to include robustness through verification, allowing any party
to verify the secret. This led to the development of publicly verifiable secret
sharing schemes (pVSS), introduced by Stadler [Sta96], although the initial
VSS concept by Chor et al.[CGMASS5] already incorporated verifiability. Sev-
eral VSS have been proposed over the years [BGW88,Ped92,ABCP23,KGS23],
see [ABCP23,KGS23] for excellent comparative introductions. These VSS are
easily instantiated in the discrete logarithm setting.

Threshold Signatures, Old and New. Robust threshold protocols based on
RSA [GRJKO00] and DSS [GJKR96] have been proposed, with most robustness-
oriented works employing a reliable broadcast model. More recently, ROAST
[RRJ*22] build over the the FROST [KG20] proposal and offers a generic frame-
work for enhancing semi-interactive threshold signatures with robustness?.

3 Tt requires only a semi-trusted coordinator instead of broadcast channels but neces-
sitating 2(|S| — T') + 3 asynchronous rounds.



Once again with lattices, achieving practical, let alone robust, post-quantum
threshold signatures has been challenging. [BKP13] laid a theoretical foundation
for robust threshold signatures within the GPV framework [GPV08]. In a higher-
level view, by relying on the universal thresholdizer of [BGG™ 18], Agrawal et
al. [ASY22] introduced a two-round threshold signature based on threshold fully
homomorphic encryption (FHE), achieving robustness through homomorphic
signatures. This incurs a high cost. Following this initial attempt, Gur et al.
[GKS23] optimized this approach and removed homomorphic signatures, but
also lost robustness in the process. They obtain a signature size of 11.5kB and a
communication cost per party of 1.5MB for signing. [JTZ23] proposed a robust
threshold signature scheme based on Fiat-Shamir with aborts, however requiring
the participation of all non-corrupted users.

Analogously to the classical setting, it is expected that a VSS with shortness
proof such as [GHL22] could be used for concretizing a post-quantum DKG and
robust threshold signature scheme. However, adding to the complexity of using
zero-knowledge proofs, their current instantiation relies on discrete-log assump-
tions, and moving it to post-quantum secure assumptions is deemed impractical.

When it comes to constructing post-quantum threshold signature schemes
without robustness, several works [TPCZ23,PKM*24] managed to have quite ef-
ficient instantiations. But, achieving robustness via their mechanisms is deemed
highly nontrivial. In short, it seems that we can get efficient threshold from
lattices at the cost of loosing robustness, or we can get robust threshold at the
cost of relying on highly inefficient primitives. As such, remains the following
interrogation:

Can we reconcile efficiency and robustness in the post-quantum era, using
lattices?

1.3 Our Proposal: Full-Fledged (publicly) V3S, synchronous DKG
and Threshold Signatures from MLWE and MSIS in the ROM

We study and propose a solution for robust (short) secret sharing, turn it into a
robust distributed key generation (DKG), and as a byproduct get a lattice-based
threshold signature using noise flooding. Before further presentation, we shed
light on that all our primitives are underpinned by standard lattice assumptions
and do not require advanced additional primitives such as (threshold) FHE.

Lattice-Based Verifiable (Short) Secret Sharing Scheme: We propose a
“random submersion” technique for secret sharing, enabling the secure gen-
eration and distribution of Learning With Errors (LWE) samples. This ap-
proach provides a form of zero-knowledge proof to affirm the shortness of
these samples, a critical aspect in maintaining both the integrity and confi-
dentiality of secrets in a distributed environment. Our proposal is inspired
by [ABCP23] for its syntax and challenge sampling, and [GHL22] for its
compactness proof, employing Johnson-Lindenstrauss-type projections. We



adopt a pragmatic approach for our VSS and prove approximate shortness
only, with a small loss factor in the norm proven of about 10. This small loss
allows us to improve over the practicality of [GHL22] by removing complex
zero-knowledge proofs — which are computationally intensive, and large in
size — and the use of classical hardness assumptions in their instantiation.

Robust Distributed Key Generation: Building upon our V3S, we build a
robust DKG. The protocol is three-round, synchronous, and uses a general
complaint round to reach a consensus on the trustable parties.

More precisely, we propose a broadcast protocol where each party performs
its own verifiable secret sharing via the V3S protocol highlighted above.
Next, each party broadcasts its list of trustees, and the (public) intersection
of these lists is computed, effectively forming a public clique of mutually
trusted parties. Finally, each party aggregates the shares they received from
trusted parties, which yields a secret sharing of a jointly generated short
secret key, thanks to the linearity of Shamir’s secret sharing.

While this solution has a nonnegligible communication cost (as the proofs
are sent to every party by every party, it ensures maximal robustness for a
minimal number of rounds.

Robust Threshold Signatures: We can adapt this methodology, almost ver-
batim, to construct threshold signatures. This follows from the fact that in
the underlying signature scheme?, the signing algorithm is essentially the
key generation procedure with extra steps and slightly different parame-
ters. As a consequence, the robustness of such signatures follows from sim-
ilar arguments to the ones used for the DKG protocol. Our approach re-
lies on the noise-flooding technique to create signatures; here the flooding
involves linearly concealing secret values with sufficiently large noise and
ensuring security by quantifying the residual statistical leakage. Due to its
linearity, this method has proven to be very effective in masking-friendly
[dEK*23,EENT24] and threshold-friendly signatures [PKM*24,ASY22]. In
our case, it is also very amenable to Shamir’s secret sharing.

We instantiate our framework in Pelican — a threshold signature scheme system
featuring a 3-round distributed key generation and a 4-round signing protocol.”
Pelican boasts a signature size of 12.3kB and a communication overhead of 59.8+
19NkB per participant for a threshold T' = 16 among N parties. It is noteworthy
that, while our framework solely depends on LWE in the ROM, it is sufficiently
versatile to accommodate thresholding for both the Fiat-Shamir and Hash-And-
Sign paradigms.

While Pelican builds upon the digital signature scheme Plover, we emphasize
that our robust threshold signature and distributed key generation constructions

4 In our case this scheme is the hash-then-sign scheme Plover, but the same comment
would apply to the Fiat-Shamir signature Raccoon.

® We continue the “tradition” of naming lattice-based hash-then-sign schemes after
birds: Falcon, Eagle, Robin, Plover, etc. Since our scheme relies on random submer-
sions and noise flooding, we named it after the aquatic, diving species Pelican.



are generic and could for instance be applied to the NIST submission Raccoon
[dEKT23]. We leave this as future work.

Before training to the details and security proofs of all these protocols, we
propose a high-level overview of the main technicalities, caveats, and ideas used
further.

2 Technical Overview

We now turn to a high-level introduction of our techniques and protocols. Our
first contribution is a proposal for a lattice-based verifiable short secret sharing
scheme, for which we can control its leakage very precisely, but which is not
technically zero-knowledge. From this essential building framework, we show how
to extend it to devise a protocol for robust distributed key generation and robust
threshold signatures. All of these are secure under standard lattice assumptions
and does not require more advanced primitives such as FHE.

2.1 A lattice verifiable short secret sharing proposal

Many lattice-based cryptographic schemes hinge on variants of the Learning
With Errors (LWE) assumption, which is crucially based on the shortness of some
secret elements. In particular, in the context of devising a threshold scheme, the
verification of this shortness is critical. Addressing this challenge, we introduce
a new technique coined random submersion. This method enables the secure
generation and distribution of an LWE sample, concurrently providing a zero-
knowledge proof to confirm the shortness of the sample. It ensures both the in-
tegrity and the confidentiality of the secret and we will leverage the technique to
ensure the robustness of our threshold scheme in Section 5.2. Our technique aims
for practicality, and only provides approximate shortness bounds in exchange for
a lower communication and computational cost than prior work [GHL22]. Ran-
dom submersion relies on a Johnson-Lindenstrauss type lemma, blinded by a
Gaussian noise for confidentiality. This type of lemma was already successfully
applied for verifiable secret sharing with approximate shortness — relying on re-
jection sampling — in [GHL22, Section 3.4], but differs in the distribution of its
blindings, which removes the need for rejection sampling and provides tighter
shortness proofs.

We present a tweakable framework for securely distributing a small secret
vector among N parties, with the provision that a maximum of ' < N/2 among
these parties may be untrustworthy. Our approach revolves on the sharing of
secrets that are derived from a Gaussian distribution and also accommodates
secret vectors chosen by adversaries, provided these vectors have a norm capped
at B. We name our secret sharing technique V3S (Verifiable Short Secret Shar-

ing).

Methodology. The cornerstone of our method is to construct a scheme as
linear as feasible, to ensure compatibility with lattice-based operations. Our



initial step involves defining the most fundamental requirements for our scheme,
starting with the secret itself.

1. The secret is represented as a compact vector, which is then distributed
linearly into a series of random vectors.

2. The verification of the secret’s smallness is achieved through a random linear
transformation applied to itself.

3. To prevent excessive leakage of the secret by the output of this transforma-
tion, we blind it by incorporating an additive mask within its image space.

4. The choice of the randomness used to construct the transformation shall be
verifiable by the parties.

Writing what precedes as an algorithm would yield a blueprint of the following
shape, using a Merkle tree to handle the randomness verifiability:

1. The dealer samples an ephemeral Gaussian blinding value y, that will be used
within their individual proof to prove the shortness of x without leaking its
value.

2. Then they generate a linear random secret sharing for x and y of order T,
noted [x], and [y].

3. To generate verifiable randomness, the dealer hashes the shares [X[ie(1,... .5}
and [[y]]ie{l,..., ~y into a Merkle tree of hash h. It also produces individual
proofs proof, allowing each party to verify that [x];, [y]; belongs to the tree.

4. Tt derives a challenge matrix R = H(h) from a suitable distribution, and
computes the value [v] = R - [x] + [y].

5. The broadcast proof 7 is (h, [v]). Individual proofs are m; = ([y], proof,).

Any party i, given its share [x]; and proofs m = (h, [v]) and m; = ([y]:, proof;)
performs the following verifications:

1. proof; correctly proves that [x]; and [y]; are included in Merkle tree h.
2. Derive R = H(h) and verify that [v]; = R - [x]; + [y]:-
3. Verify that |v|| is smaller than some fixed bound B’.

The reconstruction hinges here on the fact that we can see Shamir’s secret shar-
ing as from a Reed-Solomon code, which allows to recover b even if a set of users
behaved dishonestly by the robustness of error correction.

Guaranteeing soundness and correctness. While the verification of the
randomness is classical thanks to the Merkle tree, the crux of the shortness
proof will lie in the following requirements:

small secret implies small proof — The proof R - x + y must be small—
with overwhelming probability—if both x and y are small, for instance when
Gaussian is drawn.

big secret implies big proof — It must become large if |x| is compromised,
that is when it is larger than the desired acceptance bound B.



few collisions — Obviously, for correctness, we can not tolerate too many col-
lisions in the values, so we should not have too many pairs (x,y) being sent
to the same value Rx 4+ y mod q.

This means that from a geometric perspective, we are asking the matrix R to act
as a random pseudo-isometry in the modq hypercube. This is very reminiscent
of the Johnson-Lindenstrauss type lemma [JLS86], which has been successfully
applied to the modular setting in cryptography in [GHL22]. In the following,
we say that such distributions satisfy property G (see Definition 8 for a formal
definition).

Adding zero-knowledge. Revealing the pair (R,R-x +y) leaks some statis-
tical information on x. However, when the dealer is honest, y is sampled from
a Gaussian distribution of sufficiently large variance with regards to |R - x|,
so that this information leakage is very mitigated. More precisely, we can even
estimate it when generating an MLWE sample from x: after the secret sharing,
parties can additionally sample a matrix A € R¥*¢, and a MLWE sample A - x.
From there we get an instance of the recent “MLWE problem with hint” R-x+y,
which in turn reduces to an MLWE with a smaller standard deviation.

2.2 A Proposal for Robust Secret Sharing and Robust DKG

From V3S to Distributed Secret Sharing. Consider a scenario where N
users aim to collectively generate a secret and each obtains a share of a short
vector s as a secret share. Each useri € {1,..., N} will possess [s]; = P(i), where
P is an interpolation polynomial such that P(0) = s. To achieve this, we require
each participant to generate their own share of the global secret and transmit
it to all other participants. However, for reasons of robustness and security,
direct broadcast of their share is inadvisable, as it would allow any eavesdropper
to learn all the shares and, by extension, the secret. Instead, each participant
divides their share into smaller shares (termed local shares) and distributes these
local shares to others. To ensure each local share between parties ¢ and j remains
confidential to them, we assume the existence of symmetric encryption between
each pair of parties.

This method alone does not guarantee robustness, nor does it prevent poten-
tial dishonesty in the generation of local shares. To address this, our approach
involves using a V3S scheme to allow parties to verify the local shares they re-
ceive. If a proof of a local share fails — say, if party ¢ detects an incorrect proof
from party j — then ¢ broadcasts a complaint against j along with a proof of
the error, enabling all parties to verify the incorrectness of j’s proof to 7 and
exclude j from their list of trusted parties. After addressing these complaints,
every honest party knows the other parties that shared a secret honestly, and
the correct local shares, allowing them to aggregate the local shares they have
received to form their share of the secret. The protocol proceeds as follows:

(V1) Round 1 (Secret-Share Individual Secret). Each party i:



a. Generates a short vector s;.
b. Utilizes the V3S as dealer to secret-share s; and generate a distributed
proof of shortness, denoting [s;] as the secret-sharing and m;_,; as the
partial proof for j.
c. For each j, encrypts [s;];, mi—; under a symmetric key known only to
7 and j.
d. Broadcasts the encrypted proofs and shares.
(V2) Round 2 (Verify and Complain). Each party i:
a. Decrypts all secret shares [s;]; and partial proofs m;_,; sent by others.
b. Only keep secret shares with valid partial V3S proofs. We note valid;
the set of participants j with valid proofs, and complaints; as those
without.
c. Broadcasts complaints; along with proof of incorrectness for the partial
V3S proofs.
(V3) Round 3 (Review Complaints). Each party i:
a. Receives complaints; from user j, including "proof of incorrectness”.
b. Removes any user from valid; if proven invalid by j’s complaint.
(V4) Round 4 (Aggregate Valid Secrets). Each party i, now with a con-
firmed list valid; of valid users:
a. Aggregates the valid secret shares received: [s]i = >4, [85]s, thus

forming a secret sharing of s = >, 4. S;-

When the protocol ends, when a sufficient number of honest users participate,
each honest user 7 holds a share [s]; of the aggregated secret s = 3. .14, S;-

h
.
»i |le lo X
1 .
(a) Secret-Share (b) Verify and (c¢) Review (d) Aggregate
Complain Complaints Secrets

Fig.1: Our blueprint for secret-sharing a jointly generated short secret x =
D ichonest Xi- This structured underlies the distributed signing (Figs. 6 and 7)
and key generation (Fig. 5) protocols of Pelican.

Turning a V3S into a Robust DKG. Leveraging our robust secret shar-
ing protocol, we can readily derive a robust distributed key generation (DKG)
protocol. After all, a secret is essentially comprised of the secret itself and a
bit of salt. Our protocol is robust and secure as long as T' < N/3 for the final
reconstruction.



(K1) Round 1. Each participant ¢ undertakes the following:

a. Generate, secret-share, prove, and encrypt the shares and partial proofs
of a short secret vector s;, following the procedure outlined in (V1).

b. Concurrently, generate an individual salt salt; and broadcast it.

(K2) Round 2. Participant i continues by:

a. Decrypting and verifying the shares+proofs received, and broadcasting
complaints against users who submitted invalid shares/proofs, mirror-
ing the steps in (V2).

(K3) Round 3. Participant ¢ proceeds to:

a. Review the complaints issued by all users, update valid; accordingly,
and compute an aggregate secret share [s]; = > [s;]:, akin to
the method described in (V3).

b. Produce a public salt salt by hashing the salts of all users in valid;.

c. Utilize salt to generate a public matrix A = [A I], which is identical
for all honest users. Calculate a partial public key [b]; = A - [s];.

d. Broadcast the salt salt and the partial public key [b];.

(K4) Round 4. Participant i:

a. Retrieves the salt from the previous round, and in case of conflicting
contributions, employ majority voting.

b. Reconstructs the secrets using the V3S for a robust reconstruction.

jevalidi

Upon completion, provided a sufficient number of honest users participate, the
public key A,;b = A -s can be recovered using the error-correcting features of
Reed-Solomon codes/Shamir’s secret sharing. Each honest participant 7 retains
a share [s]; of s. Our DKG is formally described and proven in Section 5.1.

2.3 Robust Threshold Lattice-Based Signature

Another application of our robust distributed secret-sharing protocol is threshold
signing, wherein the secrets being shared and combined are the shares of the
signature itself. Utilizing our technique, we can robustly adapt both signatures
in the Hash-and-Sign paradigm and the Fiat-Shamir paradigm. For example,
we can develop robust variants of both recent proposals Raccoon and Plover. In
this section, we focus on presenting a threshold Hash-and-Sign method based on
Plover, marking the first instance of a robust hash and sign threshold signature
grounded in standard lattice assumptions. We emphasize again the adaptability
of our techniques.

Noise-Flooded Hash-and-Sign in a Nutshell. Before delving further into
our design, we briefly revisit the concept behind the masking-friendly hash and
sign signature Plover. The scheme’s core idea is straightforward: within the GPV-
like framework, it obviates the need to produce a signature that is zero-knowledge
concerning the secret key by employing sufficiently large noise to independently
conceal the secret. This approach involves replacing the traditional choice of
Gaussian distribution, which relies solely on the (public) lattice and not on
the short secret key, with a substantial sum of uniform noise. The leak is miti-
gated through the Hint-RLWE problem, which encapsulates this scenario: a public
RLWE sample accompanied by a leak.

10



Key Generation. The process initiates by sampling a public polynomial a, de-
rived from a seed. The second component of the public key is essentially an
RLWE sample b offset by 3, an integer power of two.

Signing Procedure. The procedure begins by hashing the provided message msg
to a target polynomial w. It then employs its trapdoor to locate a short pre-
image z = (z1,292,¢1) such that A -z = 21 +a-204+b-¢1 = u— ¢y modg
for a short co and A = [1 a b]. To prevent the trapdoor’s disclosure, a noise
vector p is sampled and added to the pre-image z. The actual signature is 29,
as z1 + ¢ =u —a- 2y —b-cy is recoverable in the verification process.

Verification. The verification commences with the recovery of 2| := u—a-zo—b-¢;
(equivalent to z1 +c¢3), followed by verifying the shortness of (21, z2). This concise
description lays the algorithmic groundwork for our methodology.

Towards Pelican: A Robust Threshold Hash-and-Sign. Now presenting
our third application of the technique, we opt for a more condensed exposi-
tion. The principal idea remains unchanged from the distributed key generation:
signers are tasked with generating and locally sharing their portion of what will
become the perturbation vector p — akin to the noise from Plover, employing
the V3S. Upon reaching a consensus on the perturbation share (via a four-round
protocol that identifies dishonest participants through a complaint round), each
portion of the final signature is derived from the perturbation share, given the
linear nature of the Plover signing operations. We propose the following protocol:

(S1) Round 1. Each user ¢ performs the following:

a. Generate, secret-share, prove, and encrypt the shares and partial proofs
of a short perturbation vector p;, akin to (V1).

(S2) Round 2. Each user i performs the following:

a. Decrypt and verify the shares and partial proofs received, broadcasting
complaints against users who sent invalid shares/proofs, as in (V2).
Complaints are also raised if user i fails to receive another user’s share.

(S3) Round 3. Each user i performs the following:

a. Review complaints from all users, adjust valid; accordingly, and com-
pute an aggregate secret share [p]i = > a4, [Pj]i; as in (V3).

b. Compute a partial commitment [w]; = A - [p];-

c. Broadcast valid; and [w];.

(S4) Round 4. Each user ¢ reconstructs w = A - p from the shares [w];, derives
a salt from w which acts as a source of randomness, and concludes the
signature as in the non-threshold scenario. The sole distinction lies in the
necessity to calculate shares of z using the shares [s]; and [p];.

At the protocol’s conclusion, if a sufficient number of honest users are present,
a valid vector z = p+c-s can be assembled using the error-correcting properties of
Reed-Solomon codes. Consequently, sig = (salt, ¢, z) constitutes a valid signature
for the message msg under a Plover public key.

11



2.4 Some open problems and directions

The protocol we constructed is synchronous as we must wait for each round to
be completed, in particular for the complaint round. It is in particular quite easy
to perform a forking-like attack web we do not have all complaints.

3 Preliminaries

3.1 Notations

Sets, functions, and distributions. For an integer N > 0, we note [N] = {0,..., N—
1}. To denote the assign operation, we use y := f(z) when f is deterministic and
y < f(z) when randomized. When S is a finite set, we note U(S) the uniform

distribution over S, and shorthand x & Storz— U(s).

Linear algebra. Throughout the work, for a fixed power-of-two n, we note K =
Q[z]/(z™ + 1) and R = Z[x]/(z™ + 1) the associated cyclotomic field and cyclo-
tomic ring. We also note R, = R/(¢R). Given x € K, we abusively note |x||
the Euclidean norm of the (n {)-dimensional vector of the coefficients of x. By
default, vectors are treated as column vectors (unless specified otherwise).

Rounding. Let f € N, 8 = 2 be a power-of-two. Any integer x € Z can be
decomposed uniquely as z = 8- x1 + o, where xo € {—3/2,...,3/2 —1}. In this

%], where [-] denote rounding up to the nearest integer. For odd
g, we note Decomposeg : Z; — 7Z x Z the function which takes as input x € Z,,
takes its unique representative in & € {—(¢—1)/2,...,(¢—1)/2}, and decomposes
T = -z + x2 as described above and outputs (z1,z2). We extend Decomposeg

to polynomials in Z,[z], by applying the function to each of its coefficients. For

case, |z1| <

c& Zg and (c1,c2) = Decomposeg(c), we have |c1| < [qual]’ E[ci] = 0 and

E[c2] < =1 for M =2 [%1 Y

1

Polynomials. Given a finite commutative ring R, we note R[z] the set of uni-
variate polynomials over R. We also note R_r[x] the subset of polynomials of
degree < T'.

3.2 Distributions

Definition 1 (Discrete Gaussians). Given a positive definite X € R™*™ we

note p, /5 the Gaussian function defined over R™ as p /5(x) = exp (—’827271")

The above definition may be extended to (X,x) € K™*™ x K™ by treating X
as a block-circulant matriz in R™*™" and x as a vector in R™™.

We may note p /5 .(x) = p5(x —c). When X is of the form o - 1,,,, where
o€ Ktt and I, is the identity matriz, we note py o as shorthand for PyS e

12



For any countable set S = K™, we note p /5 .(5) = Yiexm Pys o(X) when-
ever this sum converges. Finally, when p_ /5 .(S) converges, the discrete Gaussian
distribution Dg . /5 is defined over S by its probability distribution function:

Dy y.o(x) = Z“;EXS)) (1)

3.3 Shamir Secret Sharing over Modules

Let F be a finite field. Given a € F, 1 < T and § € F*, a (T, S)-sharing of a is
obtained by doing the following;:

1. Generate P € F_r[z] uniformly at random, conditioned to P(0) = a.
2. For s € S, compute [a]f = P(s).
3. The output is the indexed tuple [a]5 = ([a]})ses-

Given (a, P,S), [a]% is uniquely defined. We say that an indexed tuple [a] is a
valid T-sharing of a if there exists a polynomial P € F_r[x] and an evaluation set
S  F* such that [a] = [a]%. If |S| = T, then for any indexed tuple b = (bs)ses
there exists at most a single pair (a, P) such that b = [a]5.

When P and/or S are clear from context, we may omit them and note [a]”,
[a]s or [a]. The set of valid (T, S)-sharings is a F-linear space of dimension T'.
Indeed, given A, u € F:

)\[[aﬂg+ﬂﬂb]]§:H/\aﬂgp+ﬂlub]]gQ:[[)\a+ﬂbﬂgP+uQ 2)

Given a T-sharing [a]s where |S| = T, we can recover a using Lagrange inter-
polation. Note that this recovery process is independent of P.

8/

a= 2 ds,s [a]ls, where A5 = 1_[ . (3)
seS s’eS\s

Generalizations. We can generalize secret-sharing as follows:

— Composite rings. We can generalize secret-sharing to any finite commu-
tative ring R. Instead of S < F\{0}, this requires the stronger condition
{Vs,s' € S, (s—s") € R*}, where R* is the multiplicative group of invertible
elements of R.

This allows us to secret-share over Z,, where ¢ = ¢1 - g2 and g1 < ¢o are
two prime numbers. Over this ring, we can perform secret-sharing for any
set Sc{l,...,q1 — 1}.

— Vectors. We can perform secret-sharing for vector secrets a = (a;)ie[x] € RE.
This is done by secret-sharing each coefficient independently: Vi € [k] we
secret-share a; with a distinct polynomial P;(z) = >, 1 pi,; 2’ € R[x].

If we note [a]s = ([a]s)ses the tuple obtained, and p; = (pi,j)ep) € R,

we can see that Vs € S, [a]s = X;_r s’ - p;. Abusing notation, we note
P(z) = Zj<T 27 - p; and will refer to P(x) as the interpolation polynomial
of [a]s, which we may also note [a]E. This notation is abusive since RF is

not a ring but a module when k > 1, however, it is helpful for our purposes.
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The set of polynomials over the module R¥, which we note R*[x], is a R-module.
In particular, operations such as addition and multiplication by a scalar a € R
are well-defined over R¥[z]. Given a matrix M € R**  one can check that:

M- [a]§ = [M-a]§"" (4)

3.4 Hardness Assumptions
We recall the Ring-SIS (RSIS) assumption.

Definition 2 (RSIS). Let ¢,q be integers and By > 0 be a real number. The
advantage AdviS|S(ﬁ) of an adversary A against the Ring Short Integer Solutions

problem RSIS, B, is defined as:
AdviSIS(ﬁ') =Pr [a & ’Rg, z—A(a) : 0<|z| <B; a[la’|z=0mod q] .

The RSIS, ¢ B, assumption states that any efficient adversary A has a negligible
advantage Adv"™ (k).

Another assumption of interest is the Hint-MLWE problem which was in-
troduced recently in [KLSS23a] and enjoys a dimension-preserving reduction to
RLWE.

Recall however from the technical overview that our DKG and threshold
signatures reveal matricial hints R-s+y; and R’ - p +y5 through the use of our
V3S, and then computes combined hints of the form c¢-s + p. The Hint-MLWE
problem doesn’t capture the use of matrices in hints, nor leakage on noises.

The following section thus introduces a generalized variant of Hint-MLWE.

3.5 Generalization of Hint-MLWE

We introduce a generalized version of Hint-MLWE, allowing matrix hints and vari-
able perturbation standard deviations. We call it MatrixHint-MLWE. Although
we do not make full use of them in this paper, we believe they are of independent
interest. Like Hint-MLWE, MatrixHint-MLWE reduces efficiently to MLWE.

Definition 3 (MatrixHint-MLWE). Let k, £, q,Q be integers, Do, (DY )icio) be
probability distributions over ZF+*, and M be a distribution of challenge matri-

ces over (Z"(k““e)m(k“))Q. The advantage Adv2THMWE (o) of an adversary
A against I\/IatrixHint—MLWEk7é7q7Q7D5k7(DS))i,M — Matriz Hint Module Learning

with Errors problem — is defined as:

Pr [1 <« .A (1&7 [Ik A] .S, (Mi, Zi)iE[Q])] — Pr [1 <« .A (1&7 u, (Mi, Zi)ie[Q])]

9

where (A, u) & R’;XZ X ’R’;, s « Dg and forie [Q]: M; «— M, y; < Dg), and

z; = M;-s+y;. The MatrixHint—MLWEk £,0.0.Du. (D)1 M assumption states that
24,4, sk y p Jis

any efficient adversary A has a negligible advantage.
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Note that in the product M, - s, we consider s as a vector of n(k + £) scalars
in Z. We can recover the polynomial version of Hint-MLWE by taking M, to be
a matriz in blocs with negacyclic matrices of size n X n corresponding to the
desired polynomial on the diagonal. We also recover the classical RLWE problem

by taking Q = 0: RLIWE, p, = MatrixHint-MLWEmQ:O’Dsk’(DgZA)i’M.

The spectral norm s1 (M) of a matrix M is defined as the value maxy .o M| e
recall that if M is symmetric, then its spectral norm is also its largest eigenvalue.

Theorem 1 (Hardness of MatrixHint-MLWE). Let k, ¢, q,Q, be positive inte-

gers, and M be a distribution over Z"F+Oxnk+OxQ - For o (aéz))ie[Q] > 0,
let ¢ > 0 be a real number defined as 5 = 2(Zx + 2ie[0] %) If o >
sk Ty

V20 (ZMFHO) for some e € (0,1/2], then there exists an efficient reduction from
MLWE ¢.q,0 to MatrixHint-MLWE that reduces the advantage by
at most 2¢.

Note that we recover the Hardness of MatrixHint-MLWE again by taking M;
equal to a matriz in blocs with the negacyclic matriz of some polynomial v on
the diagonal.

5yl,0,Q,090, (0§75, M

When the distributions Dy, and (D}(,Z ))1- are discrete Gaussians, the proof relies
as in [K1.SS23a] on the fact that the distribution of s conditioned on the values
(M; - s +y;); still follows a discrete Gaussian distribution. We provide a proof
of Lemma 1 in Appendix D, and refer to the proof of Theorem 2 for Theorem 1.

Lemma 1. Let Q > 0 be an integer, and O'sk,(ag(/i))ie[Q] be reals > 0. Take
My, ..., M1 € ZMFH>n+0 We define B = (F5 -1+ X, 10 72— M M)
sk Y,

Then the following two distributions over R x Z"*+0-Q qre statistically identical.

1. {(S7Z07 ey 2Q-1) | 8 < Dgntero) gy, Yi < DZn(kJr[)’UE/iMZi =M;-s+ yi}

) S < Dyntki) 5y Yi < Dzn(ku)ﬁy) 2z = M; s+,
2. (sz()v"wszl) 1

S 1 M7z 8
€ = X0 Zieiq) o7y Mi %o < Dantrn ovs

Lemma 1 actually suffices to prove results in this paper. Intuitively, when s
follows a Gaussian distribution parameterized with 3y, we can reexpress it as
the sum of an isotropic Gaussian of variance equal to the minimal radius of
39, plus some smaller Gaussian. When y has sufficiently large deviation, the
minimal radius of X is close to o2 . This lemma allows us to extract some “good
randomness” from the s; and perturbations p; in Pelican even after revealing
hints on them.

Elliptic MatrixHint-MLWE. Interestingly, it is possible to obtain a more general
reduction of MatrixHint-MLWE covering the case of leakage on the perturbations.
We give a quick introduction to it here, although we decided to not make use of
it in our proofs and rather rely on Lemma 1 as it doesn’t lead to a substancial
gain in parameters in our case.
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Theorem 2 (Hardness of Elliptic MatrixHint-MLWE). Let k, ¢, Q, q, be pos-
itive integers, and M be a distribution over ZMF+Oxn(k+OxQ - por 3y B,

symmetric positive definite matrices, vectors cs, (cg,i))i e 2"F0 Let 0 > 0
be a real number defined as % = 2- (s1(25") + 2ie[Q] sl(MIMz)sl(E;b) If
o = /2-0(Z"F0) for some e € (0,1/2], then there exists an efficient reduction

from MLWEy, ¢ 4.0 to MatrixHint-MLWE ).

ka£7q7Q7D5k::DcsY\/Eilv(’Dpert'ZDci,m)ie[@]7M
that reduces the advantage by at most 2¢.

We include a proof overview in Appendix D.

In our case, secrets and perturbations are of the form r = ), r;, and the
reveal of hints R; - r; +y; modifies their distribution. We can see with Lemma 1
that the resulting distribution has covariance matrix:

1 1 -1
. T
%, =) (0_21 + 2 R, Ri)

I3 r

If B is an overwhelming bound on s;(R; R;), then the minimum eigenvalue
of 3, is at least 3},(Z; +Z)~!. When taking such a sum with k elements for both
r y

the secret and perturbations, we obtain a reduction to MLWE with o verifying:

1 1{1 B « (1 B
il gt Saled ()

sk y,sk ie[Q] GP Y,p

4 Verifiable Short Secret Sharing

We start with our new proposal for verifiable (short) secret sharing. As presented
in Section 2.1, we introduce a new random submersion technique allowing one
to distribute and prove the shortness of a secret among N parties. This short-
ness is crucial in the context of lattice-based cryptographic schemes based on
variants of the Learning With Errors (LWE) assumption, which is based on the
shortness of secret elements. Importantly, our technique controls the leakage on
the secret and can be leveraged to sample short secrets in threshold schemes,
as will be formalized for a threshold robust signature scheme, and a distributed
key generation protocol in Section 5.

4.1 Security notions

We first define in Definition 4 the syntax of a verifiable short secret sharing, as
well as standard security properties in Definitions 5 and 6.

Definition 4 (Verifiable Short Secret Sharing). Let Dx be a distribution
(corresponding to honestly generated secrets), and V' be a subset of its support
Sec (the acceptable secrets). Let N > T be two nonnegative integers. Assume

that we have N parties communicating and yet another distinguished party called
dealer. A Verifiable Short Secret Sharing (V3S) is defined as a tuple of functions:
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— V3S.Share(N, T, x) — ([x]1, ... [x]n. 7 715 oy ) € Sec¥ x ({0,114)N, run
by the dealer.

— V3S.Verify;([x]:, m,m;) — (true | false): run by the party i if sufficiently
enough parties accept the proof from the dealer, they are guaranteed to have
shares from an acceptable secret, i.e. belonging to V.

— V3S.Reconstruct([x], ; ..., [x]i,,) — (x| L): reconstruct the secret fromk = T
shares. Returns L in case of failure.

— V3S.RobustReconstruct([x];,, ..., [X]:,) — X: reconstruct the secret from k >
T shares in the presence of up to (k —T)/2 invalid shares.

Definition 5 (V3S Correctness). A V3S scheme is said to be correct if when
V3S.Share() is honestly executed with a secret x sampled from the honest dis-
tribution Dy, then verification correctly passes for all parties with overwhelming
probability, and V3S.Reconstruct() correctly recovers the secret.

Definition 6 (V3S Soundness). A V3S scheme is said sound if for any S <
{1,...,N} of cardinal at least T, and any sharing [x], with corresponding proofs
™, T, verification will fail with overwhelming probability if either:

— shares are inconsistent among S, i.e. reconstructions over shares of S returns
L. Then, at least one party in S will fail verification.

— or the secret is invalid, i.e. the secret reconstructed by parties in S does not
belong to V. Then verification will fail for at least one party in S.

This is formalized as requiring any efficient adversary A to win Game V3S-sound
defined in Figure 2 with negligible probability.

We say that a V3S has the fragmentary knowledge property if knowledge of
at most T'— 1 shares and proofs leaks only partial information on the secret key,
and keeps sufficient entropy. This is formalized with two simulators as follows:

Definition 7 (Computational/Statistical V3S Fragmentary Knowledge).
A V3S has the fragmentary knowledge property if there exists two simulators
SimProof (S) — (([x]:)ies, ™, (7i)ies), defined for subsets S < {1,...,N} of car-
dinality at most T —1, and SimSecret(m, (7;)ies) such that the output distribution
(x, ([x]:)ies, 7, (7:)ics) of the two processes

— (([x]4)ies, 7, (73)ies) < SimProof(S), and x < SimSecret(r, (7;)ics)
— orx < Dy, (([x]i)ieq,....n}> T (Ti)ieqa,...,ny) < V3S.Share(N, T, x)

are (computationally/statistically) indistinguishable. This is formalized as re-
quiring the winning advantage of any efficient adversary A to win Game V3S-fk
defined in Figure 3 to be at a negligible distance from 1/2.

4.2 Formal definition of our VSSS

The protocol drafted in the technical overview translates to pseudo-code quite
straightforwardly and is given in Figure 4. The syntax and formalization are
inspired by the recent work of [ABCP23], as well as the use of hash functions
to commit on secret shares and derive a challenge for verification. We formalize
the requirements on the submersion matrices which were hinted in Section 2.1.
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Ga Mev3s-sound

- Ly = @

20 N, T,S — A() > The adversary A chooses a subset S of parties to target

3: assert{ Sc {l,..,.N} A |S| =T} > S must be large enough to allow
reconstruction

1 (8d)ief1,.. N} T (Ti)iefa,.. . N} < AH(‘)(N, T,S) > A produces a T-sharing

among N parties

5: if Vi € S, V3S.Verify(s;, 7, ;) = false then

6: return 0 > If a party in S fails verification, A loses
7. x = V3S.Reconstruct((s;)ies)

8. if x = | then > Verification passes but shares are inconsistent in S
9:  return 1

10: if x ¢ V then >> Verification passes but the secret is invalid
11:  return 1

12: return 0 > The sharing chosen by the adversary is valid

H (str, digest)

1. assert{ str € pp.HashParams } > Check domain string
2: if Jr.(str,digest,r) € Ly then

3:  returnr

1. else

5 Sample r uniformly

;. Lp := Ly v {(str, digest,r)}

7 return r

Fig. 2: Soundness game for a V3S. A wins if the game V3S-sound returns 1.

Definition 8 (Property G). A distribution of matrices R is said to satisfy
the property Gp, p,.ps if there exists two bounds B, B’ such that we have:

separation if (x,y) # (x',¥'), Prrepg [Rx+y mod ¢ = Rx' + y’ mod ¢q] =
p1 with p1 = negl(k): the matrices R send different secrets to different points.

large norm detection if |x| > B, for anyy, Prr—pg [|[Rx + y mod ¢| > B'] =
1 — pa with py = negl(k): intuitively, if x is large, we want the challenge to
also be large with overwhelming probability.

honest execution Prxcpn yep,, ReDr [IRx +y mod ¢| < B'] = 1—p3 with
p3 = negl(k): in case of honest generation of the secret, the challenge is small.

Assuming this crucial property in the construction, we show that our V3S con-
struction is secure for the notions introduced in Section 4.1. We classically work
in the ROM and assume that hash functions are modeled as random oracles with
output size 2k.

Theorem 3 (Security of V3S in the ROM). Let Qg be the mazimum num-
ber of queries allowed to the random oracle. For the V3S in Fig. 4, taking as set
of valid secrets V.= {x | |x| < B}, if the distribution of matrices R satisfies
property Gp, p,.ps, then we have:
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Gameys5 g0, with b € {0, 1}

1: Ly = @

20 N,T,S — A() > The adversary chooses a subset S of parties to target
3. assert{ Sc {l,..,.N}A|S|=T-1}

4: if b =0 then

5: X «— Dx

6:  ([xlo)ier,....ny> T (Ti)ieqa,...,ny < V3S.Share(x) > Honest sharing of x
7: else

st ([z]i)ieqr,....np, T (Te)ieqa,...,ny < SimProof(S) > Simulation of the sharing
transcript

9:  x < SimSecret(m, (7;)ies)

10: b «— A (x, ([z]:)ies, T, (7:)ies)

11: return b’

H (str, digest)

1. assert{ str € pp.HashParams } > Check domain string
2: if 3r.(str,digest,r) € Ly then

3 return r

1. else

5. Sample 7 uniformly

6: Ly = Ly v {(str,digest, )}

7: return r

Fig. 3: Fragmentary Knowledge game for a VSSS. We consider the distinguishing
advantage of an adversary A between the games with b = 0, and b = 1.

— Correctness with probability 1 — p3.

2
— Soundness with an advantage of at most: 2;%7’11 + Qu - (p1 + p2)

— Fragmentary knowledge with an advantage of at most N - SZ‘Z, where for

a set |S| =T — 1 the simulators are defined in Algorithms 5 and 6.

Algorithm 5 SimProof(.5)

1 Vie S [x]i [y]i < Zg, 1 < {0,132
2: Generate Merkle tree h containing ([x]:, [y]:,7:)ies and complete the hashes of
missing shares j ¢ S by uniform i.i.d values in {0, 1}%*.
Produce proof; for shares in S.
x,y « Dy, ,Da,
Compute [v] such that:
—forie S, [v]i =R [x]: + [y]:
— HV]]O =R x + Yy
6: return ([x]i)ies, ™ = (h, [V]), (mi)ies = ([y]:, rs, proof,)ies

Tt W
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Algorithm 1 V3S.Share(N, T, x)

3$ 2k
Ly < Dgy§ (ri)ie{l,.“,N} < {0, 1}N 2
2: Generate T-out-of-N sharings [x] = [x],....~}, [¥] = [¥]1,...,~y > Section 3.3
3: h = root of Merkle tree Tree with leaves leaf; = ([x]s, [y]:,r:) for i € {1,..., N}
|

cforie{l,..,N} do

. proof, := co-path of leaf; in the tree Tree > Proves ([x]:, [y]:,7i) is in h
6: T = ([[y]],, proofi)

7. R = HR(h) > Hash A to obtain a random matrix from Dgr
g [v] =R-[x] + [y] > Johnson-Lindenstrauss
9: 7= (h, [v]) > Challenge polynomial and Merkle tree root

10: return ([x], 7, (m)ieq1,...,N})

Algorithm 2 V3S.Verify([x];, 7w, m;)

1: Parse 7 := (h, [v]) and m; := ([y]s, rs, proof,)

2: Recover v from [v] > See Section 3.3
3: if (proof; is not a valid proof that ([x];, [y]:, ) is in Tree) then
4

. return false
5 R = HR(h)
6: if ([v]: # R [x]i + [y]:) v (Jv| > B’) then
7:  return false > Check the consistency of shares, and shortness of secret vector

8: return true

Algorithm 3 V3S.Reconstruct([x];), with [I| > T

1: J = {the first T indices in I} > Reconstruct over a set of size T’
2: Compute the unique P € (Zq)<7r[X] such that Vj € J, P(5) = [x];

3: if 3i e I\J s.t. P(i) # [x]; then

i return L

5: return x = P(0)

Algorithm 4 V3S.RobustReconstruct(([x];)ier), with |I| = T

block length T

message length |I|

2: Run error correction on ([x];)ier > Fixes up to (|I| —T')/2 errors
3: return V3S.Reconstruct(([x]:)ier)

1: Interpret ([z]:):er as a Reed-Solomon codeword of {

Fig. 4: Algorithms for our Verifiable Short Secret Sharing (V3S). Shamir’s sharing
modulo g is done using standard Lagrange interpolation. Secrets space is Z™, and
matrices R are sampled in Z**™ following distribution Dg. The support for the
honest secrets x is Dx = Dy, and the support for the blinding y is foy.
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Algorithm 6 SimSecret(r = (h, [v]), (m; = ([y]:, 74, proof;))ics)

1: Compute R = Hgr(h).

2: CEEo-%'RT'Z
Ty

-1
5. Eoz(a%~1+a%~RTR)
z y

1. Z = [[Vﬂo.
5: return x < Dyn . /57

We demonstrate in Section 6 how to efficiently construct such a desirable
distribution.

The proof of this theorem is quite lengthy and relies on a certain number of
hybrids, we defer it to the appendix: we let the reader refer to Appendix A. For
completeness purposes, we still give here the main sketch and ideas upon which
the proofs are built.

Correctness. V3S.Share() correctly constructs a Shamir’s sharing and a corre-
sponding Merkle tree for secure sharing and verification. The V3S.Reconstruct
function can accurately reconstruct the original value for any subset of shares
of size at least T', and the V3S.Verify() function consistently passes its checks
by the honest execution property of the distribution of R.

Soundness. The proof employs a hybrid argument approach, consisting of three
main steps:

— The first game is the actual soundness game.

— Hybrid, is a tweak of the soundness game ensuring that the matrix R
is sampled after the shares are chosen, which is the crux for applying
separation and large norm detection properties of Dr. This hybrid aims
to maintain the integrity of the Merkle tree hashes and the random
oracle’s programming, penalizing the adversary for any inconsistency or
attempts to exploit the hash function’s collision or pre-image resistance.

— Hybrid;: modifies the conditions under which an adversary can win,
specifically targeting inconsistencies and too large norms in the recon-
structed secret during the verification process.

— Probability of Winning: Rely on the separation and large norm detection
to limit the probability of an adversary’s success.

Fragmentary Knowledge. The proof also goes by three hybrids.

— Hybrid; : Adversary observes the real distribution of transcripts, corre-
sponding to b = 0 in the V3S-fk game.

— Hybrid, : Introduces uniform random strings in place of the hashes of
shares not in set S, arguing the adversary’s view changes negligibly
if they had not queried these shares (basically, the view of the adver-
sary differs only if it did query the random oracle on one of the shares
([ [ys], i) with i ¢ S in Hybrid, )

— Hybrid; : Further modifies by replacing shares in S with uniformly ran-
dom vectors and simulating the adversary’s view under b = 1. It uses the
correctness of the secret sharing and the indistinguishability proved in
Lemma 1 to argue the adversary’s advantage remains unchanged from
Hybrid 2.
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4.3 Towards Applications

Our definition of V3S is agnostic to the communication means used. We describe
at a high level in this section two generic ways for using our V3S in protocols to
obtain different guarantees and cost tradeoffs. Further, we demonstrate concrete
usage and security proofs in Section 5.

VSSS protocol with detection of malicious behavior. The first protocol
we introduce allows us to detect misbehavior during the protocol execution and
abort in that case. It requires lightweight communication assumptions, i.e. confi-
dential and authenticated pairwise channels, additionally reliable for correctness
when all the parties are honest. However, the counterpart is that as soon as at
least one of the parties is dishonest, the protocol may abort with no possibility
of recovery. We assume from now on that there are at least T honest parties.
The protocol proceeds in several rounds:

L. In the first round, the dealer samples x < Dy and runs ([x];)ief1,...,n}5 T,
(7i)ief1,....ny < V3S.Share(x). It then sends ([x];, 7, m;) to each other party
i over the pairwise channel between them.

2. In the second round, everyone checks the data provided by the dealer. They
run b = V3S.Verify([x];, 7, 7;). After that, they send b to each other party,
along with a hash of 7 to prove they had the same common proof.

3. Finally, each party accepts the sharing only if it receives a positive response
from all other parties, along with the same hash as theirs.

From the good properties of our V3S proposal, we can easily show that this
protocol has also:

— correctness: in case all parties behave honestly, then the protocol terminates
and all honest parties accept the sharing.

— soundness: in case the dealer sends inconsistent shares to any honest party,
or reconstructing to an invalid secret, it will be detected with overwhelming
probability and the protocol will abort.

— fragmentary knowledge: in case the dealer is honest, and the protocol ter-
minates, the transcript is indistinguishable from the one simulated by the
fragmentary knowledge property of our VSSS.

Robust V3S protocol. We propose a second protocol providing guaranteed
delivery in case the dealer is honest, and, in case the dealer is dishonest and
misbehaves, all honest parties simultaneously abort. This protocol assumes the
existence of an authenticated reliable (even for corrupted parties) non-ordered
broadcast channel, and that a majority of the parties are honest.

It works with an IND-CPA symmetric encryption scheme SKE to implement
non-repudiable pairwise communication. We assume that pairwise keys skaE are
shared prior to the protocol execution to communicate with the dealer, along
with a signature sig; = Sign(sk, (7, sk; ;)) signed by the dealer for a verified reveal
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of the key. Note, that requirements on these prior steps could be reduced by
using non-repudiable and publicly verifiable signcryption. We could then simply
assume that their public keys are pre-shared, and the verified reveal can be
replaced by proofs that a given ciphertext is invalid, or corresponds to a given
message using the non-repudiability property.

Our robust protocol also works in three rounds:

1. The dealer samples x, and runs V3S.Share(x). It broadcasts the proof 7 along
with individual encryptions produced with the SKE for each other party of
[[X]]i, e

2. In the second round, each party decrypts the message from the dealer and
runs V3S.Verify() on its share. If decryption or verification fails, the party
broadcasts a complaint containing the secret key of its communication chan-
nel with the dealer skaE, along with sig;.

3. The third round consists of opening and verifying all the complaints. If any
of the complaints is valid, it means that the dealer behaved dishonestly, if
no complaint is valid, the sharing is valid, and the party can accept it.

In this protocol, we achieve:

— unframeability: if the dealer is honest, no corrupted party will be able to
make honest parties reject. Indeed, as the signature scheme is unforgeable,
only a complaint with the correct SKE key can be produced, and then the
message sent by the dealer will be correctly decrypted.

— accountability: if the dealer is corrupted, the use of a broadcast channel
ensures that all honest parties will receive the same set of complaints and
will conclude identically. If they accept the shares, the shares of all honest
parties pass verification, which means that the shares are consistent, and the
secret is valid.

We could reduce the communication of our protocol by exchanging ciphertexts
on pairwise channels instead of broadcasting them. We would then add an extra
round after the round of complaints to allow dealers to answer complaints by
broadcasting the share of the plaintiff in case there was a complaint.

5 Pelican: A Robust Threshold Signature Scheme

We make the following assumptions in our communication model:

— Authenticated broadcast. All contributions by user ¢ are broadcast on a

reliable public channel. In addition, they are signed by 4 and therefore au-
thenticated. Concretely, 7 has a signing key sk; and signs all their contribu-
tions: SIG.Sign(sk;, contrib;[¢]), where SIG is an UF-CMA standard signature
scheme SIG = {Keygen, Sign, Verify}.
These signatures are checked by other parties upon reception, and the con-
tribution is declared invalid if the signature is invalid. For conciseness, this
is omitted from the descriptions of the distributed key generation and dis-
tributed signing protocols.
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— Signed pairwise keys. For any ordered pair of users (i,7), ¢ and j share
a pairwise symmetric key K;_,; that has been signed by ¢. This secret key
is used by 7 to send encrypted data to ¢ using an IND-CPA symmetric key
encryption scheme SKE = {Encrypt, Decrypt}.

Encrypted messages are sent over the broadcast channel in order to authen-
ticate the sender. When j files a complaint against i, they reveal the K;_,;
along with the signature. This binds ¢ to the data they have sent to j, and
in case of misbehavior, revealing K;_,; allows other parties to acknowledge
the misbehavior.

Concretely, signed pairwise keys can be easily established in a setup phase. It
suffices that ¢ generates a KEM ciphertext ¢ encapsulating a KEM symmetric
key, and uses this KEM symmetric key to encrypt K;_,; and a signature
Sigi—»j <« SIGSlgn(sk“ {i,j, KZ*,]})

Our protocols are round-based, with one algorithm per round. Rounds are run
sequentially and synchronously, with the returned value being posted to the
broadcast channel.

5.1 Robust Distributed Key Generation (DKG)

We present a first application of our framework, allowing one to verifiably sample
and share a short secret among parties, assuming that 2 out of 3 participants are
honest. We apply it to the key generation of Pelican and prove that the resulting
scheme remains robust and unforgeable.

In environments where the key generation cannot be entitled to a single
trusted entity, it is important to provide the possibility to distribute the key
generation process among several actors.

Distributed key generation description Our Distributed Key Generation
was informally presented in Section 2.2. We now provide a formal description of
its algorithms in Figure 5. Note that usual rounding techniques on the public
key apply. We omit them in our description for simplicity. Introducing rounding
only incurs a small loss in the SIS bound Bs, and requires introducing an infinite
norm bound on ¢ in the verification procedure.

As our DKG allows the adversary to partly bias the distribution of the secret
key, it makes it very complex to define a secrecy notion for our DKG that is
independent of the underlying primitive.

While the literature introduced zero-knowledge notions [KGS23] to abstract
the unbiased behavior of a DKG, and leverage it in any threshold scheme, this
does not easily generalize to our setting where the key generation allows some
bias. It would be possible to define a generic notion with several simulators sim-
ilar to V3S-fk, but we concluded that the added complexity in the proofs was
not worth the small gain in generality. Instead, we introduce in Theorem 4 new
robustness and unforgeability notions for a signature scheme used in conjunc-
tion with a DKG. The unforgeability and robustness of our scheme is stated in
Theorem 5 (resp. Theorem 4), which are proven in Appendix C.
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Algorithm 7 Pelican.ShareKeygen, (state;)
1. assert{ state.rnd = @ }; state.rnd =1
Csalt; & {0,1}"

2

31 8 «— Dg’t

42 ([se], mas (i ,5) jequ,...,ny) < V3S.Share(N, T, s;) > Share [s;] and make proofs
5: if {37 s.t. V3S.Verify([s:];, i, mi—;) = false} then {restart} > Invalid proof

5: for je{l,..,N} do

7opty = (I8l i)
8 Ctyy SKE.EnCrypt(Kiﬂﬁptj) > Encrypt (share, proof) to each party

9: return contrib:[i] := salts, m;, (cti,;) jeq1,..., N}

Algorithm 8 Pelican.ShareKeygen, (state;, contrib)

. assert{ state.rnd = 1 }; state.rnd = 2;

1

2: complaints; := {}

3: for (j € contrib1) do > Set of round 1 contributors
1: salty, 75, (Ctjor)keqr,..., vy = contriby [4]

5. [sj]is mj—i == SKE.Decrypt(K,_, ctj—;)

6:  if (SKE.Decrypt failed) or (V3S.Verify([s;]:, 7j, mj—i) = false) then

7: complaints; [j] = {K;-:,sig; ,;} > ¢ complains against j
8: valid; = {j € contrib; }\complaints,

9: state;.session.valid := valid;

10: state;.session.contriby := contrib;

11: state;.session.shares := ([s;]:);jevalid;

12: return contribz[i] := complaints;

Algorithm 9 Pelican.ShareKeygen, (state;, contribs)

1. assert{ state.rnd = 2 }; state.rnd = 3

2: valid; := state;.session.valid N {j € contribs}

3: for je {1,...,N} do

1. for k € complaints; do > Lines 5 to 9 study j’s complaint against k
5: {Kk—j,sig_,;} == complaints; [k]

6: if {SIG.Verify(pk,,sig;_,;, {k,j, Krx—;}) = false} then {continue}

7: [sk]ls, mk—j == SKE.Decrypt(Kk—;, Cti—;)

8: if (SKE.Decrypt failed) or V3S.Verify([sk];, 7k, Tk—;) = false then

9: valid; = valid;\{k} > If j’s complaint against k is valid, invalidate j
10: state;.session.salt ;== Hgi((salt;)jevaid; )
11: a = Hg(state;.session.salt)e R, > Derive the public key a € R4 from a seed
120 [8]i = 2jevania, [831i > 8 = 2jcvalia Si

13: [b]i = B—[1a] - [s]:
14: Store [s]; in state;
15: return contribs[i] := (state;.session.salt, [b];)

Algorithm 10 Pelican.CombineKey(contribgz)

1: Retrieve salt from contribs > If contradictory contributions use majority vote
2: b := V3S.RobustReconstruct([b], ..., [b] ~)

3. assert{ b# L }

1: return vk = (salt, b)

Fig.5: Algorithms for the distributed Keygen. For conciseness, we omit the pars-
ing of (contrib;);e(1,2,3; in Algorithms 8 to 10.
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Definition 9 (Unforgeability and robustness with DKG). A threshold

signature scheme with DKG (ShareKeygen, )ic(1,... rdye,gen}s (SNareSign;)ieq1,. . mdgg} »
CombineKey, Combine is unforgeable (resp. robust) if all probabilistic polynomial-

time adversaries A win the game Gamepke.TH-UF (Tesp. Gamepkg.-TH-rB) from

Figure 30 with negligible probability.

Theorem 4. Consider IC a distribution of keys of the form Zj s; such that:
1. at most (T — 1) wvectors s; have norm bounded by B;
2. the other vectors s; are sampled from D3 .

Assume that we have |(z1, 22, ¢1)| < By with overwhelming probability p for
any set valid, p = . .iaPj with (i) at most T — 1 arbitrary perturbations of
norm bounded by B, /;z) the others sampled from Gaussians of standard deviation
Op, and over any dzstmbution of keys K.

The advantage of any polynomial-time adversary A in the game DKG-TH-RB
from Figure 29 reduces to the robustness of Pelican with a small advantage loss.
Formally, there exist adversaries By against the UF-CMA security of SIG, By
against the V3S-sound security of V3S, B3 against the Leak-TH-RB security of
Pelican, with running time Tp, ~ Tp, ~ Tp, ~ Ta.

AdVaKG—TH—RB(H) <N - AdVgT_CMA(H) + Adv\ézs—sound (/i) + AdV%Zak_TH_RB(KZ)
+ N - (1 —=Pr[V3S correctness])

Theorem 5. Define o)y as = = 2 (U% + %), with B such that Pr [s1(R"R) < B
sk sk Yy

with overwhelming probability and ol = /2n.(Z*").

The advantage of any polynomial-time adversary A in the game DKG-TH-UF
from Figure 30 reduces to the unforgeability of Pelican with a small advantage
loss. Formally, there exist adversaries By against the UF-CMA security of SIG,
By against the IND-CPA security of SKE, B3 against the V3S-sound security of
V3S, By against the V3S-fk security of V3S, By against the Leak-TH-UF security
of Pelican with oy = ol,, with running time Tg, ~ Ta forie {1,...,5}.

Ad DKG-TH- UF( )<N AdVUF CMA( )+N2 Ad IND CPA(H:) +Adv\l§§5'5°”"d(n)

+ N AdVV3S fk( )+ AdVLBiak TH UF(K})
+4N e+ N -Pr[V3S correctness|

5.2 Robust Distributed Signing Procedure

We present as a second application of our result an efficient lattice-based robust
threshold signature based on standard assumptions . It provides additional guar-
antees over the existing threshold schemes such as threshold Raccoon [PKM™24]
which provides unforgeability, but no guarantee of termination.

Assuming the existence of an authenticated reliable broadcast channel, and
that at least 2/3 of the parties are honest, it ensures that the signature protocol
will produce a valid signature.
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5.2.1 Description of Pelican Pelican was drafted in the Technical Overview,
in Section 2.3. It relies on a symmetric encryption scheme SKE, a signature
scheme SIG, and a Verifiable Short Secret Sharing V3S.

Our informal description of Pelican easily translates to formal algorithms,
described in Figures 6 and 7.

Robustness of Pelican. The robustness property of Pelican lies in its ability to
generate signatures even in the presence of malicious signers. We prove it when
Pelican is used over a broadcast channel by following the methodology of [KGS23]
with successive rounds. The robustness of Pelican is stated in Theorem 6, which
is proven in Appendix B.1.

Theorem 6. Assume that selected parameters are such that we have ||(z1, 22, ¢1)|
By with overwhelming probability p for any set valid, p = Zjevalid p; with (i) at
most T — 1 arbitrary perturbations of norm bounded by B, (i) the others sam-
pled from Gaussians of standard deviation oy, and over the distribution of keys.

C2
Recall that (21, 22,¢1) = [Cl s+ p] +10
C1 0
The advantage of any polynomial-time adversary A making at most Qs sign-
ing queries in the game TH-RB from Figure 16 is bounded by

N - Advgf'CMA(m) + Adv\ézs'sc’“"d(fi) + NQs - (1 —Pr[V3S correctness]) + (1 — p)

where By is an adversary against the UF-CMA security of SIG, Bs is an adversary
against the V3S-sound security of V3S, with running time Tp, ~ Tp, ~ Ta.

Unforgeability of Pelican. Importantly, we also want our scheme to remain un-
forgeable in the presence of dishonest signers. The unforgeability of our scheme
is stated in Theorem 7, which is proven in Appendix B.2.

Theorem 7. Define oy, as U,ipg =2 (é + g%), with B such that s1(R"R) < B
with overwhelming probability and oy, > ﬁﬁg(ZQ”).

Pelican s TH-UF secure in the random oracle model.

Formally, let A be an adversary against the TH-UF security game from Figure
21 starting at most Qs signing sessions, and making at most Qg random oracles
queries.

Then there exists adversaries By against the UF-CMA security of SIG, Bs
against the IND-CPA security of SKE, B3 against the V3S-sound security of V3S,
By against the V3S-fk security of V3S, Bs against Hint-RLWE, g, ., Dy 1 Bs
against RLWEq,Z/l([fBg/\/%,Bz/\/%]")Q7 B7 against RSIS; 2.0p,, and running time
T, ~ Ta forie{l,..,7}, such that
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Algorithm 11 Pelican.ShareSign, (state;, sid, msg)

1:
2:
3

1
5

o [psll, mi, (misj) jeqa,...,ny < V3S.Share(N, T, p;)
. if 35 s.t. V3S.Verify([p;]i, 7j, 7j—:) = false then

. for je{1,..,N} do

. state;.session[sid] := {rnd = 1, msg, [p:], &, &}
. return contribs [¢] == (7, (ctimj) jeq1,....N})

assert{ state;.session[sid] does not exist }
2
Pi < Dp

restart > Restart if the V3S produced an invalid proof

ctimj < SKE.Encrypt(Ki—;, ([pi];, mi—j))

Algorithm 12 Pelican.ShareSign, (state;, sid, contrib;)

1:
2
3:
1
5

- assert{ rnd =1} >
. complaints; := {}
. for (j € contrib;) do

- valid; = {j € contrib; }\complaints,
. state;.session[sid] := {rnd = 2, msg, ([p;]:);evalia, , valid;, contrib; }
. return contribz[7] := complaints;

Fetch (rnd, msg) from state;.session|[sid]

5, (Ctj—»k’)ke{l,m,N} = contribl[j]

[[pj]]i,ﬂ'j*)i = SKE.Decrypt(Kjﬂi,ctjﬂi)

if (SKE.Decrypt failed) or (V3S.Verify([p;]i, 7;, 7j—i) = false) then
complaints; [] = {K;ji,sig;_,;} >> j’s ciphertext or proof is invalid

Algorithm 13 Pelican.ShareSign;(state;, sid, contribs)

Fetch (rnd, msg, ([p;]:)jevaiid; , valid;, contriby) from state;.session[sid]

1:

2: assert{ rnd =2}

3: valid; := valid; n {j € contribz}

1. for je{l,...,N} do

5. for k € complaints; do > Lines 6 to 11 study j’s complaint against k
6: {Kk—j,sigy_,;} == complaints; [k]

7 if SIG.Verify(pky, sig;,_,;, {k, J, Kk—;}) = false then > See Section 5
8: continue

9: [s];, Tk—; = SKE.Decrypt(Kk—;, cte—;)

10: if (SKE.Decrypt failed) or V3S.Verify([p«];, Tk, Tk—;) = false then
11 valid; = valid;\{k}
12 [pli = Xcvaia,; [P > p = (p1,p2)
13: state;.session[sid] := {3, msg, ([p;]:);evalia; , valid;, contriby }
14: return contribs[] := ([w]: := A - [p]s) > A= ll a /)‘

Fig. 6: Algorithms for robust threshold signature, part 1/2. For conciseness, we

omit the parsing of (contrib;);e¢1 2y in Algorithms 12 and 13.
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Algorithm 14 Pelican.ShareSign,(state;, sid, contribs)

- Fetch (rnd, msg, ([p;]:)jevaiid; , valid;, contriby) from state;.session[sid]

- assert{ rmd =3}

Parse contribs = ([w];);

: w = V3S.RobustReconstruct(([w];) evalia;) > w = A -p, where p =3 _ .. p;
- salt :== Hgpe(w)

6: u = Hy(vk,salt,msg)e R, > Hash the message msg to a random u € Ry
T ei=u—w

8: (c1,c¢2) := Decomposeg(c) > Recall c = - ¢1 + c2
9: [2]s = c1 - [s]i + [p2]s > Recall s = (e,s) and p = (p1,p2)
10: state;.session[sid] := &

11: return contribs[i] = (salt, [2]s, c1)

Tt o= W N

Algorithm 15 Pelican.Combine(vk, msg, contriby)

. Parse contribs = (salt;, [2];,c1);

. Retrieve salt, ¢; from contribs > If contradictory contributions: majority vote
u = H,(vk,salt, msg)e R,

. z := V3S.RobustReconstruct(([z];) jecontrib, )

. return sig := (salt, z,c1)

U SR R

Algorithm 16 Pelican.Verify(vk = (seed, b), msg, sig = (salt, 2, ¢1))

a = H,(seed) € Rq

u = H,(vk,salt,msg) € Rq
Z2 =z
Z1i=u—a-23—b-cy

. return ||(z1,22,¢1)|| < B2

(S NG S

Fig. 7: Algorithms for robust threshold signature, part 2/2. For conciseness, we
omit the parsing of (contrib;);c¢1 3.4}, vk and sig in Algorithms 14 to 16.

AdvIUF (k) <V - AdvigTMA (k) + N2 - AdVED A (k) + AdviE> U (k)
+Qs-N- Adv\B/zs'fk(ﬁ) + N - Qs - (1 —Pr[V3S correctness|)
+ AdVETRWVE (k) + Qpr - AdVEEVE (k) + AdVES® (k)

Qs

22/@

+ +4Q.N e+ Qs - 27" 2 4 p,

for some p, < 27 ™(21082(2B2/v2n)—logy())

6 Parameter Selection and Instantiation

We now move on to instantiation of our constructions. The main component
required is a proper distribution of matrices R verifying property G from Defini-
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tion 8. We chose to leverage matrices R € {0, £1}256*2" where each coefficient of
R is 0 with probability 1/2, and +1 with probability 1/4. They have strong distri-
bution properties, and have been already successfully applied in [GHL22,Ngu22].
We note this distribution Dgr. We will rely on Lemmas 2 to 4. Proofs are included
in Appendix E.

Lemma 2 (Large Norm Detection, Lemma 3.2.5 from [Ngu22]). Fiz
n,q € N, and a bound b < q/(82n), and let s € [£q/2]*", with |s|2 > b. Let
y € [+q/2]*5. Then Prrpyg [|[R s +y mod ¢z < $bv/26] < 27125,

Lemma 3 (separation). Fir n,q € N, and (s,y) # (s',y’) € [+q/2]*>"*256.
Then Prrpg [R-s+y =R s +y mod q] < 272°¢,

Lemma 4 (small spectral norm). Fiz n,q € N and R € {0, £1}?%6%2n,
s1(R"R) < 512 - n. For fived values of n, we can obtain better average bounds.
For n = 2048,

Pr [s1(RTR) <20096] >1— 271"
R<Dgr

6.1 Reminder: Parameter Selection in Plover

In the (standard) signature scheme Plover, a signature is essentially a pair
(salt,z = (21, 22,c1)?), where z is of the form:

€ P C2
z=|s|-c1+ [p2|+ |0
1 0 0
One can see that[1 a b]-z = H(vk, salt msg). Following the analysis of [EENT24,
Section 3.5, and assuming og = qr

]E[||ZH2] (20 +62+6,82 2>%2n<0 +f;>

Following the security reduction of [EENT24], Plover is unforgeable under the

RSIS, ¢,5, and Hint-RLWE, .. D..,D,.c; assumptions. In our case, all distribu-

tions are Gaussians, so that Hint-RLWE, ¢, ou.0p.c; = RLIWE, 5, where aﬁ =

red

. 2
2 (0% + BHRLWE) ~ 2Bunwe where Buruwe ~ %‘;"zq , see Lemma 2 in [EENT24].
k

If op = 0(B+/Qsign): then Ok = w(m) and therefore oeq ~ \/ﬁ.
6.2 Parameter Selection for the Signing Procedure of Pelican

Parameter selection for Pelican is much more involved than for Plover. Note
that a parameter set defined for a threshold T' also supports any 1 < T < T
with the same security and verification procedure. We thus limit our analysis
to an upper bound T on supported thresholds, while ensuring that Pelican is
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{RLWE}{Hint-RLWE > RLWE (Thm. 1)}

[ o [Vn/6-@/B)] Qs | alB ]
o RIS

Fig.8: Constraints on the modulus ¢ in Plover [EENT24]. We represent ¢ in
logarithmic scale. Each constraint adds an overhead to the mimimum size of q.
As a rule of thumb, dimensions must scale in O(log q) for security, and as a result
the cryptosystem’s bitsizes scale in O((log ¢)?).

interchangeable®. It is achieved by increasing o and o by a factor 4/T/T".
Parameter selection for Pelican can be fairly delicate since we need to balance
several (sometimes conflicting) conditions. Therefore we present in Table 1 the

relationship between parameters (modulus, dimensions, etc.) and security met-
rics (RLWE, RSIS, etc.).

{Hint-RLWE Public key| Signature
Parameter| RLWE > RLWE} RSIS V3S Slack bitsize bitsize
q N ~ / ~ N ~
n / N\ / ~ N\ N\
o / ~ ~ ~ / ~
Op / / N ~ ~ N\
q/B ~ N\ / ~ ~ N\
T ~ / / / ~ N
QSign ~ \4 ~ ~ x \

Table 1: Relationship between the parameters of Pelican and the associated se-
curity and efficiency metrics. For the cell in the X-th row and Y-th column, we
use the symbol /' (resp. \|, resp. &) to indicate that increasing the parameter
X has a positive (resp. negative, resp. limited) influence on the metric Y. Note
that the signature size increases logarithmically in the maximum values of T
and Qsign, but the public key size can be made essentially independent of them
using appropriate bit-dropping, see Section 6.4.

Let us fix an upper bound T on supported thresholds. For simplicity, we
assume here that the set of signers S satisfies |S| = 3T;", our analysis is easily

5 Interchangeability guarantees that a threshold scheme has static public parameters
for any supported threshold and number of parties.

TIf |S| < 2T, then we still have unforgeability but the V3S can no longer detect
dishonest users. Taking |S| > 37 is also of limited interest since it cannot detect
more than 7" — 1 dishonest users.
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extended to other values of |S|. For our choice of S, at least 2/3 of the users
are honest, so that the vector p = ], ¢ p; contains at least 27" vectors that are
unknown to the set of corrupted users; as a benefit, the Hint-RLWE reduction
can support /27T more queries.

The signing procedure of Pelican (Figs. 6 and 7) provides, for each (p:)ic[qQgy. ]
a V3S proof which contains v; = R - p; + y;. This has two consequences:

1. The V3S proves a slightly looser bound on the norm of p;.
2. The pair (R;,v; = R p; +y,1) biases the conditional distribution of p;.

Slack of the V3S. Lemma 2 tells us that @szu < ||v4| with overwhelming
probability. On the other hand, [Ngu22, Lemma 3.2.4] tells us:

[vil < [Ri-p+yl <337 [p| + [y, ()

where 7 is a value such that Py, pese [[x]| = 70p1/256] < 27128, here 7 < 1.4. If
p
we set oy = /337 - 0p and note SLACKy3s = 74/337 \/% ~ 10, our V3S proves:

[pi]| < SLaCKyss - (opv2n) (6)

There is a gap SLACKy3s between the expected norm of p;, which is ap\/ﬁ, and
the norm that is actually proven, which is the one in Eq. (6). While SLACKy3s
is constant due to the lemmas we use, increasing the security parameter x will
also increase SLACKy3s. In order to have robustness, we need to use the latter
norm in our verification procedure. In addition, S perturbations p; are added
in the signature and this needs to be taken into account. Therefore we pick this
bound on the norm in the verification procedure:

By =S| - SLACKyss - (0pV2n) (7)

Leakage from the V3S. The pair (R;,v; = R; - p; +y;) is a hint on the value
of p;. More precisely, Lemma 1 tells us that the conditional distribution of p;
conditioned on (R;, v;) follows a (non-spherical) Gaussian Dyo . /555, Where:

Y, = Op

- T
> I+0,°-R/R; (8)
Theorem 7 tells us that we can safely use an isotropic Gaussian from each p;
Sl(R;rRl)
7y

/
P

which could be removed in the proof using Theorem 2).

Recall that according to Lemma 4, for n = 2048, we have s;(R; R;) < 20096
with overwhelming probability. Combining this with Eq. (8) and the fact that
Oy = V337 0p, the usable part of perturbations p; for n = 2048 has a standard

L ;2 oo
deviation o}, = @(0p) since:

of standard deviation o, verifying ﬁ = U% + (we ignore the factor 2
P P

. _92 _92 —1/2 N 337 ].
O';:) = (O'p + O'y . 20096) ~ m . ~
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Reduction from Hint-RLWE to RLWE. Hints on the secrets are masked with
the sum of the honest perturbations. The resulting perturbation has standard
deviation /|honest| - oy,, where |honest| > 2|S| = 2T. The analysis of Plover

. T ’
thus adapts with oyeq ~ \/%‘

RLWE {Hint-RLWE = RLWE} {V3S leakage} RSIS
‘ Ored | (g/B) - /n/(2T) | v/ @sign | V60 |3T - SLACKvys3s | q/B ‘
Op {Slack in Eq. (7)}

Fig.9: Constraints on the modulus ¢ in Pelican. We represent ¢ in logarithmic
scale. Each constraint adds an overhead to the mimimum size of q.

6.3 Distributed Key Generation

Parameter selection for our DKG is analogous to the signing procedure of Pelican.
Similarly, the resulting og usable in the Hint-MLWE reduction after revealing
R, s;+yiisol = %Usk.

However, since o, was selected so that s1(R) - o is negligible compared to
0p, the norm of R-s remains negligible compared to the norm of p even with the
slack of the V3S on the bound on |[|s|, and the norm of the signatures produced
by our scheme is not affected by our V3S. Hence, we simply need to ensure that
Hint-MLWE remains hard with of,.

6.4 Selected parameter sets

We rely on the lattice estimator [APS15] — an open-source tool available at
https://github.com/malb/lattice-estimator — for estimating the concrete
hardness of RLWE. We provide three possible parameter sets in Table 2, providing
different tradeoffs between security, size, and the maximum supported threshold.

Note that in order to use Lemma 2, we need to fulfill the condition b <
q/(82n). It would be inefficient to increase ¢ in the entire scheme for this, and
we instead introduce qyszs a multiple of ¢, for use during V3S secret sharing.
Local shares are later reduced mod ¢ before use in round 3 and 4.

We express the communication cost per party in round 1 as a function of 7.
It increases linearly with 7" as our V3S broadcasts an entire sharing. The total
communication cost of our protocol hence evolves quadratically 7. We recall
that the bytesizes of vk and sig are computed as:

8- |vk| =2 k + n[log, q| (10)
S Isigl ~ 21+ n [logy(T - 0)] + 1 [logy(a/B)] (11)
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https://github.com/malb/lattice-estimator

This omits the optimization that consists of performing bit-dropping in vk. The
formula for |sig| is approximate since it depends on the exact encoding used for
the vector z.

K n

logfB |gvss] T op Qsign |VK| |sig]|Hint-RLWE RSIS [comm. per party

C/Q C/Q |rnd; rnds rndy

128]2048 43 25 16 232 2% 12.8123| 113/99 113/99 | 56T 12.8 14
192(4096 43  2°% 1024 23! 2%® 25.626.4| 227/199 222/195(115T 25.6 28.2
2564096 45 270 64 23% 2% 256 25.1| 251/220 249/219|119T 25.6 27.4

Table 2: Parameter sets for Pelican. We showcase parameter sets for different
security levels , and value of T. We take N = 3T, ¢ ~ 2° and oy ~ 220. All
sizes are in kilobytes (kB). We indicate the core-SVP hardness of Hint-RLWE
and RSIS, a metric which ignores several polynomial factors. We also give ap-
proximate communication cost per participant in each round of key generation
and threshold signature, excluding authentication of broadcast communication.
Note that round 4 happens only for signature generation.
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A Proof of security of the V3S

Proof (of Correctness). By construction, the function V3S.Share() constructs a
valid Shamir’s sharing based on Lagrange interpolations for [x] and [y], in
addition to a (valid) corresponding Merkle tree. Thus, V3S.Reconstruct recon-
structs the expected value x for any subset of size T' by definition. Now re-
mark that in V3S.Verify(), the Merkle tree proof verification, and equality check
[vli = R - [x]; + [y]: always pass. Additionally, when the execution is hon-
est, we have v = R - x + y, where R,x,y are independently sampled from
Dr;Ds,; Dy, By the honest execution property of the distribution Dgr, we have
[v] = R -x +y| < B’ with a loss of at most p3 = negl(x). o

Proof (of Soundness). We follow a hybrid proof approach where we define:

Hybrid,. First hybrid corresponds to the real V3S-sound game of Figure 2.
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Hybrid,,

I: Ly. Programmed[-] = &

20 N, T,S — A() > The adversary chooses a subset S of parties to target
3: assert{ Sc {l,...,N} A |S|=T} > S must be large enough to allow

reconstruction

4: (8i)ief1,...,N}> T (Ti)ief1,....N} < AH(‘)(N, T,S) > The adversary produces a
T-sharing among N parties

5: Parse m = (h, [v]), (m:)ies = ([y]i, rs, proof, )ies

6: if Programmed[h] # (si, [y]:)ies then

7. return 0

8. if Vi € S,V3S.Verify(s;, m, ;) = false then

9:  return 0

10: x = V3S.Reconstruct((s;)ies)

11: if x = 1 then > Verification passes but shares are inconsistent in S
12:  return 1

13: if x ¢ V then > Verification passes but the secret is invalid
14:  return 1

15: return 0 > The sharing chosen by the adversary is valid

Hg(h)

> In case a party in S fails verification, the adversary loses

1:
2:
3:

. else

if 3r.(h,”R”,7) € Ly then

return r
else if 3([x];, [y];,7s)jes s.t. they are in the Merkle tree described by h
then

R — Dr

Programmed([h] = (([x];, [y];)ses)

Ly =Luvu{(h,”R”,R)}

return R

R «— Dgr
Ly :=Lgvu{(h,”R”,R)}
return R

Fig. 10: The second hybrid of the security proof of the soundness of our VSSS
construction. Difference with the previous hybrid are highlighted .

Hybrid,. This hybrid ensures that the matrix R is sampled after the shares
([x];,[¥];)jes are chosen by checking the RO calls. It is given in Figure 10.
This will allow us to apply separation and large morm detection properties of
Dg in the next hybrids as then R will be independent of the tested value. The
added check makes the adversary lose in several cases:
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— ([x];,[¥];,7j)jes do not correctly hash in the Merkle tree h. But then, at
least one of the proofs proof; fails, and one of the calls to V3S.Verify would
have failed. Hence, this case does not introduce an advantage loss.

— The shares correctly hash to h but Programming[h] = L at the time of
programming of the random oracle, one of the intermediary hash of the
Merkle tree hadn’t been queried yet. This may only happen if the adversary
is able to break the pre-image resistance of the hash function. This happens
with probability at most Q% /22".

— The shares given by the adversary correctly hash to h but Programming[h] is
equal to a different set of shares. This can only happen if the adversary breaks
the collision resistance of the hash function. This happens with probability
at most Q% /(22%).

Overall,

2
Hybrid Hybrid Q
|Adv "2 (k) — Adv " (k)| < 22,£1

Hybrid;. This hybrid ensures that in case the random oracle is programmed
on shares [x], [y], then if they are inconsistent or if the reconstructed secret is
large, then R - x + y will be inconsistent or large. In case one of these checks,
we consider that the adversary wins, and remove the previous winning checks.
This is formalized in Figure 11.

These modifications allow the adversary to win in more cases. Indeed, in
Hybrid,, the adversary could win in two ways:

— If reconstruction over S fails, but V3S.Verify() returns true over S. But then,
it means in particular that shares of R - [x] + [y] were all consistent over
S, and that it correctly reconstructs. In Hybrid,, this case is covered by the
first assertion added in Hgr(h) that makes the adversary in that case.

— If the reconstructed secret x has a norm larger than B, but R - x + y has
a norm smaller than B’. Similarly, the second assertion added in Hg would
fail when called on h, and allow the adversary to win.

As such: _ _
AdV:ybndQ (KZ) < AdV:yb”dS (H)

Probability of winning Hybrid;. First, consider the event where some call to Hg
works on inconsistent shares for [x], [y] over S but R-[x]+[y] are all consistent.
Noting (x,y) # (x/,y’) the secrets reconstructed from I, I’ two subsets of S of
cardinal T, as R is independent of these vectors, we can apply the separation
property of R to bound its probability:

Pr[Rx +y mod ¢ = Rx' + y' mod ¢| = p

By the union-bound the probability that the first assertion succeeds for all the
calls to the random oracles is at most @ g - p1. Similarly, for the second assertion,
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Hybrid,

1: Lp,Programmed|] :=

2: N,T,S — A() > The adversary chooses a subset S of parties to target

3: assert{ Sc {1,..,N} A |S|=>T} > S must be large enough to allow
reconstruction

4 (8i)ief1,...,N}> T (Ti)ieq1,...,N} < AH<')(N, T,S) > The adversary produces a
T-sharing among N parties

5: Parse m = (h, [v]), (mi)ies = ([y]i, rs, proof, )ies

6: if Programmed[h] # (si, [y]:)ies then

7. return 0

8. if Vi € S,V3S.Verify(s;, m, ;) = false then

> In case a party in S fails verification, the adversary loses

9:  return 0
10: return 0 > The sharing chosen by the adversary is valid

Hg(h)

1. if 3r.(h,”R”,r) € Ly then
2:  returnr
else if 3([x];, [y];)jes s-t. they are in the Merkle tree described by h then
R <« Dgr
Programmed[A] = (([x]; [¥],)e5)
5. if V3S.Reconstruct(([x];, [¥];)jes) = L then
> If shares of x,y are inconsistent over S
assert{ V3S.Reconstruct((R - [x]; + [y];)jes) = L }

> Then the shares of R - x + y are also inconsistent

ot

o

~

8. else

9: Reconstruct x,y from the shares in S
10: if x| > B then

11: assert{ [R-x+y|>B" }

12: L =Ly vy {(h7’7R”7R)}
13:  return R

14: else

15: R <« Dgr

16: Ly :=Lg v{(h,”R”,R)}
17 return R

Fig. 11: The third hybrid of the security proof of the soundness of our VSSS
construction. Difference with the previous hybrid are highlighted . In case one
of the assertions in Hg fails, consider that the adversary wins.

the matrix R is independent of the reconstructed value and the large mnorm
detection property of Dg allows us to bound the probability of failure by Qg - po.
We can conclude:

Ad":ybridg("é) < Qu - (p1 +p2)-
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Summing all the intermediary advantage losses gives the final result. ]

Proof (of fragmentary knowledge). We proceed once again with a series of hy-
brids.

Hybrid,. The first hybrid corresponds to the case b = 0 of the V3S-fk game, i.e.
where the adversary observes the real distribution of transcripts.

Hybrid,
I: Ly = @
20 N, T,5 — A() > The adversary chooses a subset S of parties to target
3: assert{ Sc {l,..,.N} A |S|=T—-1}
10 X «— Dy

> Content of V3S.Share() <<«

50y« DI (r) & {0, 1)V

6: Sample random sharings [x], [y] of order T'

7. h = hash of Merkle tree containing ([x]:,[y]:,r:) for ¢« € S, and
replacing hashes of other shares by random values.

s: for ie S do

9:  proof; := proof that ([x]:, [y]:,7:) is in Merkle tree h

10: ;== ([y]s, 73, proof,)

11: R:= Hr(h) > Hash h to obtain a random matrix from Dgr
12: [v] =R -[x] + [y]

13: 7= (h, [v]) > Publish challenge polynomial and Merkle tree hash
11: b — AR (x, ([x]:)ies, T, (i) ies)

15: return b’

Fig. 12: The second hybrid of the security proof of the fragmentary knowledge
of our VSSS construction. Difference with the previous hybrid are highlighted .

Hybrid,. The second hybrid replaces the hashes of shares not in S in the Merkle
tree by uniform strings. This change is depicted in Figure 12.

The view of the adversary differs only if it did query the random oracle on
one of the shares ([x];, [y:],r:) with ¢ ¢ S in Hybrid; and the Merkle tree hash
does not correspond in Hybrid,. However, since each share ([x];, [y:],7i):cs has
min-entropy at least H(r;) = 2k, this happens for each share with probability
at most Qg /2%%. By union bound for all shares we have:

Qu

Hybrid Hybrid
|Adv "2 (k) — Adv " (k)| < N - 92
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Hybrid,

1. Ly = @
20 N, T,S — A() > The adversary chooses a subset S of parties to target
3. assert{ Sc {l,..,.N} A |S|=T—-1}
l: X «— Dx
> Content of V3S.Share() <<«
5 Y — Df,ly
6: [x]ses, [¥]ies 2 Zg+d > Sample observed shares randomly

7. h := hash of Merkle tree containing ([x]:, [y]:) for ¢ € S, and replacing hashes
of other shares by random values.

s: for ie S do

9:  proof; := proof that ([x], [y]:) is in Merkle tree h

10: T = ([[Y]]u pI’OOfZ-)

11: R:= Hr(h) > Hash h to obtain a random matrix from Dgr
12: Compute [v] s.t. [vlo =R:-x+y,and forie S, [v]; = R - [x]; + [y]:
13: 7= (h,[v]) > Publish challenge polynomial and Merkle tree hash

14: X < DZ",C,\/TO

15: 0 — AT (%, ([x])ies, T, (7i)ies)
16: return b’

Fig. 13: The third hybrid of the security proof of the fragmentary knowledge of
our VSSS construction. Difference with the previous hybrid are highlighted .

Hybrid;. This hybrid replaces the shares of x in § by uniformly drawn vectors of
Zy, and the x send to the adversary by a Gaussian variable following Dy . \/55-
This is formalized in 13. We observe that this corresponds to the case b = 1 of
the V3S-fk game, and implements perfectly the simulators SimProof, SimSecret
we previously described. The computation of [v] as a function of R -2 + y and
(R [x]i, [¥]i)ies is equivalent to the one done in Hybrid, due to the correctness
of the sharing of x, and as we only need T points of [v] to recover its full
value. Hence, this change does not induce an advantage loss. We also note that
the adversary observes outputs computed from exactly 7' — 1 shares of [x] in
Hybrid; and they are thus randomly distributed independently from x. We can
sample them directly with no advantage loss. Finally, applying Lemma 1, we
have that (x,R -x + y) follows the same distribution as (x,R - x + y). We

conclude that: Adv:ybri%(ﬁ) = Adv:ybrid2 (k). =

B Security proof of Pelican
We define in Figure 15 variants of the key generation from Figure 14 coined

LeakyKeygengg and LeakyKeygen,r. LeakyKeygen allows an adversary to bias
the distribution of the key. In this section, we prove stronger unforgeability and
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robustness results using LeakyKeygen. It will be used to prove the security of our
distributed key generation.

Pelican.Setup(pp, V)

1. forie{l,..,N} do

2. sk¥'C, pk3'® — SIG.Keygen(pp)

3. for je{l,..,N} do

4: Ki—; < SKE.Keygen(pp)

5: sig;,_,; = SIG.Sign(ski, {4, k, Ki—;})

6: return (pk;™ == pk3'®) ;e

N} (skzSemp = (Kjok,sig;k)j=ivk=i)ic(1,... .N}

.....

Pelican.Keygen(pp, T, N)

(PRSP SKEP) ey

2: 8 < D?,.t

3. Sample P € R2[X] of degree < T such that P(0) = s

4: salt « {0, 1}"

5: a = Hg(salt)

5 b:zﬁf[l a]-smodq

7. return vk = (a,b), (ski = (P(i), (Pk3P) je1,... v}, SKS™P))icqa,.... v}

N} < Pelican.Setup(pp, V)

.....

Fig. 14: Algorithms for the key generation of Pelican.

B.1 Robustness

Proof (of Theorem 6). We start by proving a slightly more general variant of
Theorem 6, with keys generated with LeakyKeygengg and allowing the adversary
to bias generated keys. This result will be leveraged for the robustness proof of
Pelican used with our DKG in Appendix C.1.

Lemma 5. Take a polynomial-time adversary A in the game Leak-TH-RB from
Figure 17. Consider IC the distribution of the keys generated by LeakyKeygengg
with the adversarial input from A. Assume that over the distribution of keys IC,
we have |(z1,22,c¢1)| < B2 with overwhelming probability p for any set valid,
p= Zjeva“d p; with (i) at most T — 1 arbitrary perturbations of norm bounded
by B, (ii) the others sampled from Gaussians of standard deviation op.

The advantage of A in the game Leak-TH-RB is then bounded by

N~Advgf'CMA(m) + Adv\ézs's"“"d(ﬁ) + N Qs (1 —Pr[V3S correctness])
+ Qs : (1 - p)

where By is an adversary against the UF-CMA security of SIG, Bs is an adversary
against the V3S-sound security of V3S, with running time Tg, ~ T, ~ T4.
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Pelican.LeakyKeygengg (pp, T, N, aux = (([s'], salt), (pkfet“p, skfet“p)ie{ly,w;\;})

1: 8" :== V3S.Reconstruct(([s']:):)

2: assert{ s’ # | } > Corrupted contribution is a valid sharing

30 a = Hg(salt)

i b:=p—[la]-s" modgq

- . / SKE SKE

5: return vk = (07 b), (Ski = ([[S ]]iy (ij )jE{l ..... N}75k7; ))ie{l ..... N}
Pelican.LeakyKeygen(pp, T, N, aux = (([s'], salt), (pkfet”p,skfet”p)ie{l ,,,,, N})

. 8’ := V3S.Reconstruct(([s']:):)

1

2: assert{ s'# L } > Corrupted contribution is a valid sharing
3. 8 «— Dgt

i: Sample P € R?*[X] of degree < T such that P(0) = s

5: a = Hg(salt)

6:b:=pB—[la]-(s+s') modgq
7. return vk = (a,b), (sk; :== (P(i) + [s'];, (pk?KE)je{l,‘_‘,N),sk?KE))ie{l,m,N}

Fig. 15: Algorithms for the leaky key generation of Pelican, used respectively for
robustness proofs, and for unforgeability proofs. These algorithms are used to
model bias that can be introduced by the adversary in generated keys when
using our distributed key generation. Note that we can recover Keygen from
Fig. 14 by calling LeakyKeygen, g (resp. LeakyKeygengg)with aux = [0]° (resp.
aux «— [D2 ]), salt & {0,1}* and (pkfet”p,sk?et“p)ie{lw,N} « Pelican.Setup(pp).
LeakyKeygen is useful for proofs but not used in any actual implementation.

Theorem 6 is directly implied by Lemma 5. We construct an efficient adver-
sary B for the game Leak-TH-RB from the adversary A for the game TH-RB:

— B samples and return a random salt & {0,1}"~.
— It samples aux = [D,,].
— It runs A normally after obtaining the output of LeakyKeygengg.

With the above bias aux, and a uniform salt, B recovers the behavior of the
trusted Keygen, and the view of A is the same as in the game TH-RB. The
assumption in Theorem 6 also ensures that for the distribution of keys from
Keygen, we have ||(z1, 22, ¢1)| < Bz with overwhelming probability.

The advantage of B in Leak-TH-RB, is the same as the advantage of A in
TH-RB.

Proof (of Lemma 5).
We proceed with a series of hybrids starting with the robustness game from
Figure 17.

Hybrid,. The second hybrid asserts that all honest parties agree on the same
valid set at the end of round 3. This is formalized in Figure 18.
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GameTH-rB
1: LH7Lsid = @
2: Vko,Sko =g
3: (N, T, corrupt) < A(pp, 17)
|

- assert{ corrupt < {1,.... N} AT < N/3 }

5: assert{ |corrupt| < T }

6: honest := {1, ..., N}\corrupt

7: (vk, (ski)ieq1,...,N}) < Sign.Keygen(pp, T, N)
8. for i € honest do

9:  state;.sk := sk;

10:  state;.vk := vk
11: Sid7 (Outi)iecorrupt — A
12: Fetch Lgqg[sid] = {rnd, (out;)ichonest, msg}

13: if rnd # rndsign then
14:  return 0 > The adversary did not finish the protocol

H,(OPerformRound; (-)) ;e [rndsign] (Vk, (Skz ) iecorrupt)

15: status, sig := Sign.Combine(vk, msg, (out;)ie(1,...,n})
16: if status = ok A Sign.Verify(vk, sig) then
17:  return 0 > The protocol produced a valid signature

18: return 1

OPerformRound; (sid, msg)
1. assert{ sid ¢ Lsq }
2: for i € honest do
3:  out; := Sign.ShareSign, (state;, sid, msg)
Lsid [S|d] = {1, (OUti)iehonesh mSg}
OPerformRoundy, ((in;)iccorrupt ), for k € {2, ..., rndsign }

1: Fetch Lgg[sid] = {rnd, (in;):chonest, msg}
2: assert{ md =%k —1}
4

~

. for i € honest do
out; := Sign.ShareSign, (state;, sid, (in);e(1,...,n})
5: Lsid[sid] = {k‘, (OUti)iehonesn mSg}
H (str, digest)

1. assert{ str € pp.HashParams } > Check domain string
2: if Jr.(str,digest,r) € Ly then

3 return r

4: else

5. Sample 7 uniformly

6:  Lpg = Lg v {(str,digest, )}

7. returnr

Fig. 16: Robustness game. The adversary .4 wins if the game TH-RB returns 1,
i.e. if it is able to prevent the protocol from producing a valid signature.
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As we rely on a broadcast channel, all the honest parties will observe the
same messages in round 2 and round 3. In particular, they will observe empty
contributions for the same parties in round 2 and will read the same complaints
in round 3. As the algorithms Decrypt() and V3S.Verify() are deterministic, all
honest parties will simultaneously accept or reject the complaints.

So,

AdV'Y2 (k) = AdvYP ()

Hybrid;. In this hybrid, we ensure that honest parties do not raise or accept
complaints against other honest parties. We additionally assert that shares from
honest parties correctly reconstruct. This is formalized in Figure 19.

First, since honest contributions failing verification are rejected in round 1,
honest shares received in round 2 will always pass verification and honest parties
won’t complain about other honest parties.

As for complaints coming from corrupted parties, recall that the contributions
sent by honest parties always pass verification by construction of the protocol.
So the only way a corrupted complaint may be accepted is if they provide an
incorrect key in their complaint. But then it means that they forged a signature
of {1, j, Ki—;} for some i € honest. This reduces the advantage by at most [honest|-
AdVUF—CMA (ﬁ) )

The check honest  Ly,jiq4[sid] finally automatically passes as honest parties
correctly send contributions in round 1 and round 2, and as we ensured no
complaints against them are accepted.

Hence, there exists and adversary B; against the UF-CMA security of SIG
such that

AV (1) — AdVY ™2 (k) < IV - AdvigMA (k)

Hybrid,. This hybrid removes the restart in round 1 in case verification fails,
and asserts that honest shares are consistent. It also asserts that accepted shares
coming from corrupted parties reconstruct to valid secrets. This is formalized in
Figure 20.

By the correctness of the V3S, during each signing session, restart in round
1 will happen with probability bounded by |honest| - (1 — Pr [V3S correctness]).
The VSSS correctness also ensures that honest shares correctly reconstruct.

As for the shares coming from corrupted parties, this directly reduces to the
soundness of the V3S. If the new assertion fails, it gives us an invalid sharing
that passes verification over the set of honest parties honest which has a cardinal
larger than T'.

Thus, for an adversary By against the V3S-sound security of V3S, we have

|Advi|\ybrid4 (k)— Advij\ybrid3 (k)] < NQs-(1—Pr[V3S correctness]) + Adv\lgs's"“"d (k)
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Conclusion. We are then able to conclude on the robustness of all opened signing
sessions.

At the end of round 3, honest parties agree on the same set valid, and only
use contributions that correctly reconstruct to perturbations (p;); € valid. In
particular, the shares ([p])ichonest correctly reconstruct to p = 3| jevalid Pj-

In round 4, parties will thus receive at least |honest| correct shares of w =
A - p, and as we assumed N > 3T, V3S.RobustReconstruct will recover its value
correctly.

Honest parties will also correctly compute shares of z = ¢1-s+py. Same as pre-
viously, as N = 3T, the value of z will be correctly recovered in Pelican.Combine.

Since we assumed that over the distribution of keys, and honest perturba-
tions, we have |(z1, 22, ¢1)|| < Bg with overwhelming probability p when there
are at most 7' — 1 corrupted perturbations all in the set V', we conclude that
a valid signature will be produced with probability at least p in each signing
session.

Finally, we conclude with the probability that all signing sessions succeed,

AdVJH4Ybrid4 (Ii) < Qs . (1 _p>

B.2 Unforgeability

Proof (of Theorem 7). As in our proof of robustness, we wish to prove a more
general variant of unforgeability for our scheme. Namely, we allow the adversary
to bias keys by generating them with LeakyKeygen ¢ from Fig. 15. This result
will be leveraged for the unforgeability proof of Pelican used with our DKG in
Appendix C.2.

Lemma 6. Define o), as 2 = 2( L+ 0—32), with B such that s;(RTR) < B
P

p 012) Y
with overwhelming probability and oy, > V2n.(Z27).

Pelican instanciated with (Setup, LeakyKeygeng) as defined in Figures 14 and
15 is Leak-TH-UF secure in the random oracle model.

Formally, let A be an adversary against the Leak-TH-UF security game from
Figure 22 starting at most Qs signing sessions, making at most Qg random
oracles queries, and Q. queries to the random oracle H,.

Then there ezists adversaries By against the UF-CMA security of SIG, Bs
against the IND-CPA security of SKE, B3 against the V3S-sound security of V3S,
By against the V3S-fk security of V3S, Bs against Hint-RLWE, g, ., Doy 1 Bs
against RLWEq,Z/l([fBg/\/%,Bz/\/%]")Q7 B7 against RSIS; 2.0p,, and running time
T, ~ Ta forie{l,..,7}, such that
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AdvEE TRV () <V - Advig MA(k) + N2 - AdviiP A (k) + Adv)25 =" ()

+Qs-N- AdV\B/iS_fk(l*i) + N Qs - (1 —Pr[V3S correctness])

+ Qo - AdVETRWE () 4 Qpy - AdVERVE (k) + AdVESS (k)

Qs

pon +AQsN -2+ Qs - 272 4 p,

+

for some p, < 27 ™(21082(2B2/v2n)—logy(9))

The proof of Theorem 7 directly derives from Lemma 6. Indeed, we can
recover the behavior of Keygen by taking the leaks in LeakyKeygen equal to O,
i.e. aux = ([0]"), and sample the salt from {0,1}*. Only one query to H, is
performed and we can thus take @), = 1. O

Proof (of Lemma 6). Let A be an adversary against the unforgeability of the
threshold Pelican signature scheme with leaky keygen. We use a series of hybrid
games where Hybrid; corresponds to the original unforgeability game defined in
Figure 22. The final hybrid is designed such that a reduction B’ can simulate it
given a RSIS instance, and extract a solution to this problem from a successful
adversary.

Hybrid,. This is the unforgeability security game.

Hybrid,, Hybrids, and Hybrid,. The hybrid 2, 3, and 4 perform the same changes
as for the robustness game. They ensure respectively that (i) all parties agree
on the same valid set, (ii) no complaint is raised or accepted against honest
parties, and (iii) that accepted contributions are consistent, and that no restart
is performed in round 1. They are formalized in Figures 18, 19, 20.

The advantage loss is for some adversaries B1, B3

|Adviybrid4 (K,) o Adviybridl (K’)l <N - AdV%T_CMA(Ii) + Adv\ézS—sound(K)
+ Qs - N - Pr[V3S correctness|

Hybrid;. In this hybrid, we replace the plaintexts in round 1 destined to other
honest parties using the SKE with @. This is formalized in Figure 23.

Previous hybrids made sure no decryption of ciphertexts between honest par-
ties is performed, and keys K;_,; are never sent to the adversary for 4, j € honest.
Hence, this reduces to the IND-CPA security of the underlying SKE scheme.

We can define an adversary Bs against the IND-CPA security of SKE verifying

Advillybrids (k) — Adv:ybrid“(ﬁ) < N?. Adv'l'g\LD'CPA(H)

47



Hybridg. In this hybrid, we remove the dependency on honest shares of the secret
s and of honest perturbations p;. This is formalized in Figure 24.

Recall that Lagrange interpolation allows us to recover the value in 0 of any
polynomial of degree less than T' given T of its images. Specifically, for given
images over the set S'u {i} for i € honest, there exist coefficients (A} )reso ) such
that for any polynomial P of degree less than T', we have P(0) = >cs ;) e P(k).

Due to the correctness of the Fiat Shamir sharing of honest parties, we have
s = ZkESu{i} AJ[s]x and for any ¢, j € honest, p; = ZkeSu{i} AL[pjlk, or equiva-
lently [s]; = (s — X5 ALlslk) - (M) ™" and [p;]i = (P — Xpes MelPsIr) - (A~

This is exactly the expression used to replace [s]; and [p;]; in ShareSigns
and ShareSign,, so there is no advantage loss.

AV (1) = AdvYP (1)

Hybrid,. In this hybrid, we replace V3S proofs and shares observed by the at-
tacker using V3S fragmentary knowledge simulators. This is formalized in Fig-
ure 25.

In the previous hybrid, the adversary’s view does no longer depend on [p;];, 7i—;
for 4, j € honest, which implies that it only depends on at most T"— 1 shares. So
we can simulate proofs and shares observed by the adversary and directly reduce
the indistinguishability of doing so to the advantage of an attacker against the
fragmentary knowledge property of the underlying V3S. Since we want to simu-
late Qs -|honest| < N transcripts, we lose at most an advantage Q5 - N -AdvV3SH,

So, for an adversary B, efficiently derived from A,

Adv:ybrid7(/@) — Adv:ybrida(ﬁ) <Q, N- Advgjs_fk(/{,)

Hybridg. In this hybrid, we extract a Gaussian of standard deviation /|honest|oy,
from the simulated secrets. This is formalized in Figure 26.
Recall that O‘;) is defined such that:

1 2(1+BQ>
— =2+ =
P Op Oy

o
with B s.t. Pr [s;(RTR) < B] with overwhelming probability. We additionally
assume oy, > 21 (Z*").

We perform this extraction by applying a similar strategy as in the proof of
Theorem 1. We proceed in two steps:

— We first extract Gaussians of standard deviation o, from each Gaussian
Dyan ¢, /55 produced by SimSecret. This incurs a statistical difference 2e for
each replacement: 2Q);|honest|e in total.

— The second step consists in joining all the DZM’O’% together. Again this

incurs an advantage loss of at most 2¢ for each replacement.

Hence,
Adv:yb”ds(/s) - Adv:yb”d7(/s) <4QsN - €
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Hybridg. In this hybrid, we program the honest responses z; in ShareSigns. This
is formalized in Figure 27.

Our changes start by computing the shares [w]; for ¢ € honest, and recon-
struct w the corresponding value. This will always succeed as Hybrid, ensured
that all shares for perturbations from the valid set are consistent.

The second step consists in programming the random oracle Hgy on w. We
note that w is of the form A - HonestP[sid] + Z, where Z is independent of the
honest perturbation. For considered parameters, A - Pronest has min-entropy at
least n—1 with overwhelming probability 1—27"*! and under that condition pro-
gramming fails with probability at most 27", We refer to [PKM T 24][Lemma
B.4] for a detailed proof of this min-entropy bound. As we do at most Qs signing
session, we can bound the probability of programming failure by Q, - 27 "*2.

Programming of H,, on salt fails with probability at most 2%

Finally, this hybrid reexpresses equivalently the [w]; and [z]; as functions of
hponest := ¢1 - s + HonestP[sid] and whenest := A - HonestP[sid].

Summing up everything,

Qs

Hybrid Hybrid —n
Adv " (k) — Adv "B (k)| < Qs - 272 + 52

Hybrid;,. In this hybrid, we start with the computation of hhonest, and derive
other variables from it to preserve the same distribution of the adversary’s view.
This is formalized in Figure 28.

C2
In Hybridg, we had u == A - [:] +10 with z = ¢; - s + p and p re-
1
0

constructed from the shares ([3];c 214 PJi)ichonest- And (c1,¢2) = Decomposes(c)
where ¢ = u — w.

We observe that ¢ is uniformly sampled in R when u is uniform. We can thus
exchange computations:

1. We first sample ¢ ER.
2. We compute hponest = ¢1 -8+ HonestP[sid], and whonest as a function of hpenest
and b.
. z can also be computed equivalently as it is a function of ¢; and hponest-
4. Finally, to preserve the adversary’s view distribution, we simply need to
compute u with the expression given above, as a function of ¢, co, z.

w

Finally,

Adv:ybrid“J (k) = Adviybrid" (k)

Conclude. The rest of the proof is analogous to the proof of unmasked Plover
[EENT24, section 3.2] and we just briefly describe it here.
Specifically, our proof concludes in a few more steps:
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1. We replace b by a random value, which reduces to Hint-MLWE. There is
however a difference here as we allow the adversary to adversarially choose
a seed for generating a. We need an instance of Hint-MLWE for each call to
H, which makes us a lose a factor in the advantage.
The total advantage loss of this step is:

Qu - AdyHint-MLWE oy

where @), is the number of queries allowed to H,.

2. Next step, we replace the random oracle H, by a sample A -z with z &
{0} x ([—Bz/v/2n, By/v/2n]™)2. This loses an advantage Qg - AdvR-VE (k).

3. After that, we reduce to RSIS with bound 2B up to an advantage p, <
9—n(2logy (2B2/+v/2n)~log,(q))

This concludes our proof.

C Security proof of Pelican with DKG

In this section, we prove that Pelican remains robust and unforgeable when used
in combination with our DKG.

C.1 Robustness

Proof (of Theorem /). As the robustness proof of Pelican with DKG uses hybrids
very similar to the ones introduced to prove the robustness of Pelican, we only
give a quick overview of the proof here and refer to other sections for detailed
hybrids.

We proceed with a series of hybrids starting from the game Gamepke.TH-rRB
from Figure 29.

Hybrid,. The second hybrid asserts that all parties agree on the same valid set
at the end of round 3 of key generation. We refer to 18 for how it is formalized
for the robustness of Pelican.

Due to the use of a broadcast channel, all honest parties observe the same
messages in round 2 and round 3, and will simultaneously accept or reject com-
plaints.

Hence, _

AdVE\KG_TH_RB(H) _ Ad\l:ybrld2 (/4,)

Hybrid;. In this hybrid, we assert that honest parties do not raise or accept
complaints against other honest parties in the key generation.

Since honest contributions failing verification are rejected in both key gener-
ation and signature rounds, no honest party will complain about another.

As for complaints coming from corrupted parties, recall that the contributions
sent by honest parties always pass verification by construction of the protocol.
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So the only way a corrupted complaint may be accepted is if they provide an
incorrect key in their complaint in order to alter decryption. But then it means
that they forged a signature of {7, j, K,_,;} for some ¢ € honest. This reduces the
advantage by at most |honest| - Adv"FMA(k):

AdVY ™ (k) — AdVYP2 (k)| < N - AdvETMA (k)

Hybrid,. This hybrid removes the restart in round 1 of key generation in case
verification fails, and asserts that honest shares are consistent. It also asserts
that accepted shares coming from corrupted parties reconstruct to valid secrets.
We refer to Figure 20 for an analogous formalization for the robustness of the
threshold signature.

By the correctness of the V3S, restart in round 1 will happen with probabil-
ity bounded by |honest| - (1 — Pr [V3S correctness]). The VSSS correctness also
ensures that honest shares correctly reconstruct.

As for the shares coming from corrupted parties, this directly reduces to the
soundness of the V3S. If the new assertion fails, it gives us an invalid sharing
that passes verification over the set of honest parties honest which has a cardinal
larger than T.

Thus,

|Adv:ybrid4(n) - Adv:ybrids (k)] < N - (1 — Pr[V3S correctness]) + Adv\ézs‘sc’“"d(ﬁ)

Conclusion. We observe at this stage that the key generation necessarily com-
pletes with the assertion added, and provides all honest parties with consistent
shares of some secret p = . .4 Pi, where (i) at most 7' — 1 p; are adversari-
ally chosen and of norm bounded by B, and (ii) the others are sampled from a
Gaussian of standard deviation og.

The view of the adversary is then the same as in the game Leak-TH-RB, and
we can derive an adversary Bs playing the Leak-TH-RB game from A. Bs first
runs Auntil key generation completes, and calls LeakyKeygengg with the secret
produced. Then it normally executes the adversary A.

Note that the distribution of keys K produced by LeakyKeygengg with input
generated by Bs is such that [(z1, z2,¢1)| < B2 with overwhelming probability
p by assumption of 4, and we can correctly apply 5. ]

C.2 Unforgeability

Proof (of Theorem 5). We start with the Gamepkg.Th.ur from Figure 30, and
go through a series of hybrids to reduce the advantage of an adversary A to its
advantage against the unforgeability of Pelican with leaky keygen.

For readability, in each hybrid, we omit unmodified functions and directly
rewrite the algorithms Keygen.ShareKeygen, instead of their associated oracles.
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Hybrid,. In this hybrid, we ensure that no complaint against an honest party is
accepted by another honest party. This is formalized in Figure 31.

The only case an honest party will complain against another honest party
is if the VSSS verification wrongly fails. However, this happens with negligible
probability due to the VSSS correctness. This introduces a loss of advantage
|honest| - Pr [VSSS correctness].

As for the possibility that a complaint against an honest party is accepted,
there are two possibilities:

— VSSS verification actually fails on some corrupted share. But this is also

bounded by the correctness of the VSSS.
— The adversary is able to forge a signature allowing it to complain against an
honest party with an invalid pairwise key. This introduces an advantage loss

of at most |honest]| -Advgf‘CMA(ﬁ).
Overall,
GamePKG-TH-UF Hybrid UF-CMA
Adv (k) = Adv /" (k)| < N-(Pr[VSSS correctness|+Advg; (k)

Hybrid;. In this hybrid, we replace the plaintexts in round 1 destined to other
honest parties using the SKE with @. This is formalized in Figure 32.

As the previous hybrid made sure sk; ; is not used in any other place for
1, j € honest, this reduces to the IND-CPA security of the underlying SKE scheme.

Adv:}’brid2 (H) - AdeybridS(li) < N2 . Advlé\lzD—CPA(K:)
for some efficient adversary By against the IND-CPA security of SKE.

Hybrid,. In this hybrid, we remove the dependency on honest shares over honest
secrets. This is formalized in Figure 33.

Recall that Lagrange interpolation allows us to recover the value in 0 of any
polynomial of degree less than T given T of its images. Specifically, for given
images over the S u {i} for i € honest, there exists coefficients ()\Z)kesu{i} such
that for any polynomial P, we have P(0) = >} cq iy AP (k).

Due to the correctness of the Fiat Shamir sharing of honest parties, we
have for any i,j € honest s; = 3, ¢ ;) AL[s;]r, or equivalently [s;]; = (s; —
Dkes Aklsile) - (M)

This is exactly the expression used to replace [s;]; in ShareKeygens, so there
is no advantage loss.

Adv:ybrid3 (k) = Adviybrid“(fi)
Hybrids. In this hybrid, we assert that accepted shares from corrupted parties
correctly reconstruct among honest parties. This is formalized in Figure 34.

This is enforced by the soundness of the V3S:

AdV:}’brid5 (,{) _ AdV:ybrid4 (li) < Adv\éiS—sound (H)
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Hybridg. In this hybrid, we replace V3S proofs and shares observed by the at-
tacker using V3S fragmentary knowledge simulators. This is formalized in Fig-
ure 35.

This directly relates to the advantage of an attacker against the fragmentary
knowledge property of the underlying V3S. Since we want to simulate |honest| <
N transcripts, we lose at most an advantage:

AdvYP (k) — AdVIYP 5 (k)| < IV - AdvES (k)

Hybrid,. In this hybrid, we extract a Gaussian of standard deviation 4/|honest|o’,
from the simulated secrets. This is formalized in Figure 36.
Recall that o/, is defined such that:

1 1  B?
7/2:2 72_’_7
Osk Osk Oy

with B s.t. s;(RTR) < B with overwhelming probability. We additionally as-
sume o7, > 2n.(Z*").

We perform this extraction by applying a similar strategy as in the proof of
Theorem 1. We proceed in two steps:

— We first extract Gaussians of standard deviation o, from each Gaussian
Dyan ¢, 5 This incurs a statistical difference 2e for each replacement:
2|honest|e in total.

— The second step consists in joining all the Dzzn o together. Again this
incurs an advantage loss of at most 2¢ for each replacement.

Hence,

AdVY (k) — AdVYP| < AN e

Reduction to the unforgeability of leaky Pelican. We can then reduce the advan-
tage of an adversary against Hybrid, to the unforgeability of leaky Pelican. In-
deed, we can simulate the view of an adversary in Hybridg by calling LeakyKeygen g
in round 3 as a replacement for the sampling of Shonest-

In Hybrid;, we can equivalently express secret shares as:

[[S]]¢=X~(/\§)+< > Isliv = ) AZ[[th)'O?))

jevalidncorrupt j€honestAkeS

~ -

~~

=[s'T:
for X' = IDZ2",\/|honest\os’k'

Thus each honest share is shifted by [s'];. We call LeakyKeygenyr with
aux = ([8'];)ichonest- Note that thanks to the assertion on the reconstructability
of accepted corrupted shares, ([s];)ichonest also correctly reconstructs, and the
assertion in LeakyKeygen is fulfilled. ]
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C.3 A note on the distributed generation of the salt

Although there are several similarities between the distributed key generation
(Fig. 5) and distributed signing (Figs. 6 and 7) protocols, they use different
methods for generating the salt (signing salt in ShareSign, , 3,4, and salt for
generating a in ShareKeygen; ;). A natural question is why distinct methods
are used in both cases.

The method used in ShareKeygen, , ;4 for generating the salt consists of
having each party generate a salt, and of computing the final salt by hashing
the individual salts of valid signers. In this setting, this adds a factor Qg to the
Hint-RLWE advantage, which we deem acceptable as allowing the adversary to
bias a does not reduce security in practice, and distributed key generation would
typically be short-lived and only permit a limited number of hash generations.
However, using the same method in ShareSign, , 5 4 would require programming
the random oracle on salts corresponding to signatures, which would result in a
Hint-RLWE with Qg hints. This would result in an unacceptable degradation of
the parameters.

Conversely, in ShareSign, , 5 the salt is generated by using the randomness
inside the commitment w. Transposing this method to the key generation would
entail an additional round, which is undesirable.

D Proof of MatrixHint-MLWE

Proof (of Lemma 1).

The proof is analogous to the proof of [KLSS23a, Lemma 7], the main differ-
ences being that: (i) we directly consider the full vector r instead of one of its
coordinates, and (ii) we replace polynomials with matrices.

We compute the probability of sampling a value s = v with the first distri-
bution conditioned on the values of the z;:

Pr [S =VAM; s+yi=w;|s < Dgust) g, ¥i < DZn(H“,oy,i]

:DZ"(]VJrZ)A,G'l (V) ' n DZ"(kJrz),a'y,i (W’L - M’L : V)

ie[Q]
1 1 4 1 T
ocexp | —5 - 7VV+ZT(Wi—Mi'V) (wi =M, -v)
2 o1 i
| ie[Q] " Y*
1 1
—exp | —=- (v_c)ngl(v—c)—cTEglc-l- Z TWIWi
2 ; Oy
i ie[Q] Y
where ¢ = X - Zie[Q] %MIWZ‘.

We deduce that the conditional probability Prs =v | M; s+ y; = w;] is
proportional to exp [—% (v—o)TZ (v — c)] xp, /5, (v—c) for any wo, ..., Wy, 1 €
R. So the two distributions are identical. O
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Proof (of Theorem 2).
The proof of this theorem is analogous to the proof of [KLSS23b, Theorem
1].
Let us take A, b an MLWE sample for parameters k,/, q, o.
We start by sampling 8 < Dyni+o) y557.co0Y < Dyniern S

We then compute for i € [Q], z; = M; - s + y;, as well as:

= o= (7" + Doy MJ B, M)
— C; = 20 . ZzG[Q] MZ—E;;Zz

The smallest eigenvalue A of X is equal to the inverse of the largest eigen-
value of 71 + 2ic[0] M;'—E;MZ And we can bound it with the spectral norm:

Az s (ST ) MBS IM)
i€[Q]
-1

;1) = 252

= 81(21_1) + Z Sl(M;er) . 51(2
i€[Q]

In particular, ¥y — oI is positive semi-definite, and the matrix +/Xg — 021 is
well defined.

After that, we sample t < Dyniro) o, /55571

We use those polynomials to transform the MLWE sample into an MatrixHint-MLWE
sample as (A, b + [I A] “t,¢0,..,€Q—1,20, ..., ZQ—1)-

Let us show that is has correct distribution.

— First, if b is uniformly sampled, then so is b + [I A] t as t is independent of
b. The distribution of the ¢;, z; is correct by construction.

— Now consider that b = [I A] s’, with 8’ « Dyniwro) -
Then, conditioned on the values of the M;, z;, we have that s’ + t follows
the distribution Dgnk+o) o + Dynrro) o vsg=o?T-
Same as in [KLSS23b], this distribution is at statistical distance at most 2¢
of 8 <~ Dyniro) ¢ /555- We can thus replace s’ + t with s.
We can finally apply Lemma 1 — sligthly generalized, in order to replace
(8,¢0, .., €Q-1, 20, ..., 2g—1) With (s, co,...,cQ—1, 20, ..., Z2g—1)-

m]

E Distribution of submersion matrices R

Proof (of Lemma 3).
—Casel:s=s"andy #y’'.

Then, (Rs'+y') —(Rs+y’) = (y —y') # 0 mod q.
Equality never happens in that case.
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— Case 2: s # 8. Note ¢ such that s; # s/.
Then, for each line r; of R, we have

<rja S> = <rja S/> mod q

> rji(si =) = D (s — s¢) mod g
i #1

The term on the left is independent of the term on the right, and since
s; — s; # 0, the above equality happens for at most one of r;; € {0, £1}.
Hence, it happens with probability at most 1/2.
Thus the probability that all the coefficients (rj,s) are equal to (r;,s’) is at
most 27256,

o

Proof (of Lemma 4). We want to evaluate s;(RTR) = s;(RR"). For j € [256],
let us note r; the i-th row of R,;.

We have RRT = ((rj, 1)) ke[256]- Since RR is symmetric, its largest eigen-
value is also its spectral norm. For any j, k € [256], we have |(rj,r;)| < 2n.
Therefore via Gershgorin’s disc theorem, s;(RR") < 512 - n.

As noted in the theorem’s statement this analysis is very coarse, and when
fixing n we can perform a more refined average analysis.

One method is to bound >} cio5614 24, [(Tios ¥5)| With overwhelming prob-
ability for any ig. We observe that when r;, is fixed, the worse case is for
r;, having no zero coordinate. We can actually prove that the distribution of
2je[256] nj2io |(Tio» Tj)| conditioned on the number of zeros k in r;, only disperses
towards higher value when k increases. It is thus sufficient to overwhelmingly
bound ;. [K1,r;)|.

The latter is easier to perform as it is a sum of independent variables. For
n = 2048, a software evaluation of the distribution };; ., [(1,r;)| using the
security scripts for Kyber® tells us that it is lower than 16000 with probability
at least 1 — 27142, Tt follows with Gershgorin’s disc theorem that s;(R;R;) <
16000 + 2n = 20096 with overwhelming probability. ]

8 https://github.com/pg-crystals/security-estimates
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GameLeak-TH-RB
: Ly,Léq = I
: Vko,Sko =g
- (N, T, corrupt) — A(pp, 17)
- assert{ corrupt < {1,.... N} AT < N/3 }
. assert{ |corrupt| < T }
6: honest := {1, ..., N}\corrupt
7 (PRSP, sk>*™) (1, Ny < Sign.Setup(pp, N)
8 aux «— AH((pkfetup)ie{l ..... N} (Sklsetup)iecorrupt)
> aux allows the adversary to bias key generationy
9. (vk, (ski)ie(,...,n}) < Sign.LeakyKeygen(pp, T, N, aux, (pk;*, sk¥**P)ic1, n})
10: for i € honest do
11:  state;.sk := sk;
12:  state;.vk := vk
13: sid, (out;)secorrupt < A
14: Fetch Lgqg[sid] = {rnd, (out;)ichonest, msg}
15: if rnd # rndsign then
16:  return 0 > The adversary did not finish the protocol

TR W N =

H,(OPerformRoundi(‘))ie[rndsign] (vk, (ski)iewmpt)

17: status, sig := Sign.Combine(vk, msg, (out;)ie(1,...,n})
18: if status = ok A Sign.Verify(vk, sig) then
19:  return 0 > The protocol produced a valid signature

20: return 1

OPerformRound; (sid, msg)

1. assert{ sid ¢ Lsq }

2: for i € honest do

3:  out; := Sign.ShareSign, (state;, sid, msg)

Lgq [S|d] = {17 (OUti)iehonesh mSg}
OPerformRoundy, ((in;)iccorrupt ), for k € {2, ..., rndsign}

1. Fetch Lgq[sid] = {rnd, (in;);chonest, msg}
2: assert{ md =k —1}
3:
1:

>

for i € honest do
out; := Sign.ShareSign, (state;, sid, (in);e(1,...,n})
5: Lsid[Sid] = {k7 (OUti)iehonesta mSg}
H (str, digest)

1. assert{ str € pp.HashParams } > Check domain string
2: if Jr.(str,digest,r) € Ly then
return r
else
Sample r uniformly
Ly == Lg v {(str, digest, )}
7. returnr

oW

Y Ot

Fig. 17: Robustness game for a leaky threshold signature. The adversary A wins
if the game Leak-TH-RB returns 1, i.e. if it is able to prevent the protocol from
producing a valid signature.
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Hybrid,

1: Lsig,LH‘ Lvalid = g

>>> Other lines are identical <<«

ShareSign, (state;, sid, contribz)

1. Fetch (rnd, msg, ([p;]:);evaliq; , valids, contriby ) from state;.session|sid|
2: assert{ rnd =2}

3: valid; == valid; n {j € contribs}

4. for j € valid; do

5.  for k € complaints; do

6: {Kk—j,sig_;} = complaints,[k]

7: if SIG.Verify(pky,sigy_,;, {k, j, Kk—;}) = false then

8: continue

9: [sk]lj, Tk—j := SKE.Decrypt(Ky—j, cti—;)

10: if (SKE.Decrypt failed) or V3S.Verify([px];, 7k, 7k—;) = false then
11: vaIidi = Valldz\{k}

12: if sid ¢ Lyaiid then
13:  Lyaid[sid] = valid;
14: assert{ valid; = Lyaiq[sid] }

15: [[p]]z i Zjevalidi Hpj]]l > p= ([)p[)j)
16: state;.session[sid] := {3, msg, ([p;]i);evalid, , valid;, contrib; }
17: return contribs[i] := ([w]: := A - [p]:)

Fig.18: The second hybrid of the security proof of the robustness of Pelican.
Difference with the previous hybrid are highlighted .
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Hybrid,

1o Lsigy L, Lyaiid :== &
>>> Other lines are identical <<«

ShareSign, (state;, sid, contrib; )

1:
2:

3
4:

10:
11:

Fetch (rnd, msg) from state;.session[sid]
assert{ rnd =1}

. complaints; = {}

for (j € contrib; ncorrupt ) do
Ty, (Ctjﬂk)ke{lw',N} = contrib; [j]
[[pj]]i,ﬂj_,i = SKE.DeCprt(Kj_,i, Ctj_>i)
if (SKE.Decrypt failed) or (V3S.Verify([p;]i, 7;, mj—:) = false) then
complaints; [j] = {Kj-i,sig; ,;}

- valid; = {j € contrib; }\complaints;

state;.session[sid] := {rnd = 2, msg, ([P;]:)jevaiid, , valid;, contrib; }
return contribz[i] := complaints;

ShareSign, (state;, sid, contribs)

1:
5.
3:
1
5

6:

-

Fetch (rnd, msg, ([p;]:)jevalid; , valid;, contrib1) from state;.session[sid]

. assert{ rnd =2}

valid; := valid; n {j € contribs}

. for je{1,..,N} do

for k € complaints; do

if k € honest then
continue

{Ky—;,sigy_,;} = complaints;[k]

if SIG.Verify(pky, sig;._,;, {k, J, Kk—;}) = false then
continue

[[Sk]]j7 Th—j = SKE.Decrypt(Kkﬂj, Ctkﬂj)

if (SKE.Decrypt failed) or V3S.Verify([p«];, 7k, Tk—;) = false then
valid; = valid;\{k}

. if sid ¢ L\,and then

Lyaiid [Sid] = validi

;. assert{ valid; = Lyaid[sid] A honest € Lyaiiq[sid] }

7 [[p]]l = Zjévalidi Hpj]]i > p = (p1,p2)
. state;.session[sid] := {3, msg, ([p;]:),evalid; , valid;, contriby }

9: return contribs[i] := (Jw]; :== A - [p]:)

Fig. 19: The third hybrid of the security proof of the robustness of Pelican. Dif-
ference with the previous hybrid are highlighted .
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Hybrid,
1: Lsig, Ler, Luatid :== &

>>> Other lines are identical <<«

ShareSign, (state;, sid, contribs)

>>> Remove restart in case verification fails <<«
ShareSign, (state;, sid, contribs)

1. Fetch (rnd, msg, ([p;]:);evalia; , valid;, contriby ) from state;.session[sid]
2: assert{ rmd =2}

3: valid; := valid; n {j € contriba}

.. for je{1,..,N} do

5:  for k € complaints; do

6: if k € honest then

7: continue

8: {Kk—;,sigy_,;} == complaints, [k]

9: if SIG.Verify(pky, sigy,_;, {k, J, Ks—;}) = false then

10: continue

11: [sk];, Tk—; = SKE.Decrypt(Ki—j, Cty—;)

12: if (SKE.Decrypt failed) or V3S.Verify([p«];, 7k, Tk—;) = false then
13: valid; = valid;\{k}

14: if sid ¢ Lvalid then

15: L\,and [Sld] = validi

16: assert{ valid; = Lyaiia[sid] A honest € Lyaid[sid] }
17: for j € valid; do

18:  if j € corrupt then

19: assert{ V3S.Reconstruct(([p;]x)xchonest) €V }
20: else
21: assert{ V3S.Reconstruct(([p;]«)rechonest) # L }

22: [[p]]l = Zjevalidi Hpj]]i > p = (p1,p2)
23: state;.session[sid] := {3, msg, ([p;]:),evalid; , valid;, contriby }
24: return contribs[i] := (Jw]: == A - [p]:)

Fig.20: The fourth hybrid of the security proof of the robustness of Pelican.
Difference with the previous hybrid are highlighted .
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Gamerh.ur
1: LH,Lsid,Lsig = @
2: (N, T, corrupt) — A(pp, 17)
3: assert{ corrupt € {1,..., N} AT < N/3 }
4

. assert{ |corrupt| < T }
5: honest := {1, ..., N}\corrupt
6. (vk, (ski)ieqt.....v})  Sign.Keygen(pp, T, )
7. for i € honest do
8:  state;.sk := sk;
9: state;.vk := vk
10: (msg,sig) « A (OPerformRound: () ie masig (vk, (ski)iecorrupt)
11: if (msg € Lsg) or —Sign.Verify(vk, msg, sig) then
12: return 0
13: return 1

OPerformRound; (sid, msg)

1 assert{ sid ¢ Lsq }
2: for ¢ € honest do
3:  out; := Sign.ShareSign, (state;, sid, msg)

i: Lgg = Lgg U {msg}
5: Lsid[Sid] = {17 (OUti)iehonesta mSg}
OPerformRoundy, ((in;)iccorrupt ), for k € {2, ..., rndsign }

1. Fetch Lsgqy [Sid] = {rnd, (ini)iehonest7 mSg}
2: assert{ md=k—1}
3: for ¢ € honest do
i: out; := Sign.ShareSign, (state;, sid, (in);e(1,...,n})
5: Lsid[Sid] = {k, (OUti)iehonest, msg}
H (str, digest)

1. assert{ str € pp.HashParams } - Check domain string
2: if Jr.(str,digest,r) € Ly then

3.  returnr

1 else

Sample r uniformly

6: Ly = Ly u {(str, digest, )}

7. returnr

ot

Fig. 21: Unforgeability game for a threshold signature. The adversary A wins if
the game TH-UF returns 1, i.e. if it forged a new signature.
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Game| cak-TH-UF

1: LH,LSidyLsig = Q

2: (N, T, corrupt) < A(pp, 17)

3: assert{ corrupt € {1,..., N} AT < N/3 }

4: assert{ |corrupt| < T }

5: honest := {1, ..., N}\corrupt

6 (P3P, sk>*™P)seq1,... Ny < Sign.Setup(pp, N)
7 aux — AT ((PkS™P)icq1,.. v} (5K ) iccorrupt)

> aux allows the adversary to bias key generation

8: (Vk7 (Ski)ie{l ..... N}) — Sign'LeakyKeygen(pp7 T7 Na aux, (pkfetup7 Skfetup)ie{l ..... N})

9: for i € honest do

10:  state;.sk := sk;

11:  state;.vk := vk

12: (msg,sig) < AH’(OPerformRoundi<‘))'ie[’"d5ign] (vk, (sks)
13: if (msg € Lsg) or —Sign.Verify(vk, msg, sig) then
14:  return 0

15: return 1

1€corrupt )

OPerformRound; (sid, msg)

1. assertq{ sid ¢ Lqq }

2: for ¢ € honest do

3:  out; := Sign.ShareSign, (state;, sid, , msg)

I: Lgg = Lgg U {msg}

5: Lg[sid] = {1, (out;)ichonest, Msg}
OPerformRoundy ((in;)iccorrupt ), for k € {2, ..., rndsign }

Fetch Lsq[sid] = {rnd, (in;):chonest, msg}
assert{ md=k—1}
for i € honest do
out; := Sign.ShareSign, (state;, sid, (in);e(1,...,v})
5: Lsid[Sid] = {k’, (OUti)iEhonesta mSg}
H (str, digest)

=W N =

1. assert{ str € pp.HashParams }
2: if Jr.(str,digest,r) € Ly then
3 return r

1: else

5 Sample r uniformly

6: Ly = Ly u {(str,digest, )}
7: return r

- Check domain string

Fig. 22: Unforgeability game for a threshold signature with leaky keygen. The
adversary A wins if the game Leak-TH-UF returns 1, i.e. if it forged a new

signature.
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Hybrid,
1: Lsig; LH, Lvalid = @

>>> Other lines are identical <<«

ShareSign; (state;, sid, act, msg)

l: Pi < D}Q,

2: [[pi]], T, (ﬂ'iaj)je{l,n.,l\l} «— V3S.Share(N7 T, pi)

3: if 35 s.t. V3S.Verify([p;]s, 75, mj—i) = false then
4:  restart

5: for je{1,..,N} do

6:  if j € honest then

7 p‘t‘7 =g
8. else
9: pt; := ([Pils, mimy)

10: ¢ty < SKE.Encrypt(K;-;, pt;)

11: state;.session[sid] := {rnd = 1, msg, [p:]:, &, &}
2: return contriby [¢] := (74, (Ctimsj)jeq1,...,N})

ShareSign, (state;, sid, contribs)

>>> Store honest shares in round 1 and recover them in round 3 <<«

Fig.23: The fifth hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted .
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Hybridg
1: Lsig, Ler, Luatid :== &

>>> Other lines are identical <<«

ShareSign, (state;, sid, act, msg)

1: Fix a set S of cardinal T"— 1 s.t. corrupt < S for the session

2: Pi < DE)
3: [[pi]],m‘, (Wi—»j)je{l ..... N} < V3S.Share(N, T, Pz‘)
4: if 35 s.t. V3S.Verify([p;]s, 7j, mj—i) = false then

o

restart
6: for j€{l,...,N} do
7. if j € honest then

8: pt; ==
9: else
10: pt; := ([Pils, mimy)

11: cti; < SKE.Encrypt(Ki-;, pt;)

12: state;.session[sid] := {rnd = 1, msg, [p:]:, &, T}
13: return contribs [¢] := (7, (ctimj)jeq1,...,N})
ShareSign, (state;, sid, contribz)

>>> Other lines are identical <<«
1. if sid ¢ L\,and then
2: Lyaiid [Sid] = validi
3: assert{ valid; = Lyajida[sid] A honest © Lyaiia[sid] }
4. for j € valid; do
5. if j € corrupt then

6: assert{ V3S.Reconstruct(([p;]«)rchonest) € V }

7. else

8: assert{ V3S.Reconstruct(([p;]x)xehonest) # L }

o: [pli = Zjevalidi [p;]: > p = (p1,p2)

10: state;.session[sid] := {3, msg, ([p;]:);evaliq; , valid;, contrib; }
11 Hw]]l =A- Zjevalid(\corrupt[[pj]]i

12: ﬂw]]l = [wl]i AR A Zjehonest(pj - Zkes A}CHPJ]]’C) . ()‘2)_1
13: return contribs[i] := (Jw]:)
ShareSign, (state;, sid, contribs)

1. Fetch (rnd, msg, ([p;]:);evaliq; , valid;, contriby ) from state;.session[sid]

2: assert{ rnd =3 }

3: Parse contribg = (valid;, [w];) jeact

i: w := V3S.RobustReconstruct(([w];) jevalid; ) > w = A - p, where
P = 2jcvld, Pi

5: salt := Hgpi(w)

6: u = Hy(vk,salt, msg)

e=u—w

8: (c1,c2) := Decomposeg(c)

9: [[Z]]z = ZjevalidimcorruPt[[pij]]i

10: [ei = [2]i + e1 - (5 — Dpeg Melsle - (A7)

1 [2]i = [20i + Xjchonest 05,2 = Zes Melpi2le) - (W)™
64 > Recall s = (s,e) and p; = (pj1,pj.2)
12: state;.session[sid] := &
= (

13: return contriby[i] = (salt, 2], c1)

Fig. 24: The sitxh hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted .



Hybrid.,

1: HonestP[-] .= &
2. Lsg, Ly, Lyaiid = &

>>> Other lines are identical <<«

ShareSign, (state;, sid, act, msg)

1: Fix a set S of cardinal 7" — 1 s.t. corrupt < S for the session
2: ([piljes), mi, (misj)jes < SimProof(S)

3. for j€{1,...,N} do

4:  if j € honest then

5: ptj =

6. else

T: pt; = ([pil;, mi-5)

8 ctimj < SKE.Encrypt(K;—, pt;)

9: state;.session[sid] := {rnd = 1, msg, [p:]:, 9, T}
10: return contribs [¢] := (i, (Ctimj) jeq1,...,N})
ShareSign, (state;, sid, contribz)

>>> Other lines are identical <<«
1. if sid ¢ L\,and then
2: Lvalid [Sid] = validi
3: assert{ valid; = Lyajida[sid] A honest © Lyaig[sid] }
4. for j € valid; do
5. if j € corrupt then

6: assert{ V3S.Reconstruct(([p;]«)rchonest) € V }
7. else
8: assert{ V3S.Reconstruct(([p;]x)xehonest) # L }

9: if HonestP[sid] = L then

HonestP[sid] < >, SimSecret(7;, (Tj—k)kes)

j€honest
: [[’LU]]Z =A- Zjevalidr\corrupt[[pj]]i

12 [wli = [wli + A (HonestPlsid] = 3, cpanen Sees MIPalk) - (M)
13: return contribs[i] := ([w];)

ShareSign, (state;, sid, contribs)

>>> Replace occurence of Z].Ehonest p; with HonestP[sid] <<<

Fig. 25: The seventh hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted .
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Hybrid,

I: HonestP[-] := &
2: Lsig, LH, Lvalid = @
>>> Other lines are identical <<«

ShareSign, (state;, sid, contribs)

1. Fetch (rnd, msg, ([p;]:);evalia; , valid;, contriby ) from state;.session[sid]
2: assert{ rnd =2 }

3: valid; := valid; n {j € contriba}

1: for j € valid; do

5 for k € complaints; do

6: if k € honest then

7: continue

8: {Kk—j,sig,_;} = complaints;[k]

9: if SIG.Verify(pky, sigy,_;, {k, J, Ks—;}) = false then

10: continue

11: [sk];, Tk—j := SKE.Decrypt(Ki—j, Ctp—;)

12: if (SKE.Decrypt failed) or V3S.Verify([sk];, Tk, Tk—;) = false then
13: valid; = valid;\{k}

14: if sid ¢ Lvalid then

15: L\,and [Sld] = vaIidi

16: assert{ valid; = Lyaiia[sid] A honest © Lyaid[sid] }
17: for j € valid; do

18: if j € corrupt then

19: assert{ V3S.Reconstruct(([p;]«)rchonest) € V }
20:  else
21: assert{ V3S.Reconstruct(([p;]x)xehonest) # L }

22: if HonestP[sid] = L then
23: HonestP[sid] — ,DZQ”A/MU;, +Y
> Where Y is a random variable independent of the Gaussian
24: [[’LU]]Z =A- Zjevalidr\corrupt[[pjﬂi
250 [wl = [w]i + A - (HonestPlsid] — 3y Sics MIPsTe) - () 7!
26: return contribs[7] := ([w]:)

Fig.26: The eigth hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted .
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Hybridg

1: HonestP[-] Programmed|[-] = &
2. Lsig, L, Lyaiid == &

>>> Other lines are identical <<«

ShareSign, (state;, sid, contribs)

> Other lines are identical <<«
1: if sid ¢ Lyaiq then
Lvalid [Sld] = validi
3. assertq{ valid; = Lyaia[sid] A honest © Lyajia[sid] }
1. for j € valid; do
5 if j € corrupt then

(V]

6: assert{ V3S.Reconstruct(([p;]x)rehonest) € V }
7. else
8: assert{ V3S.Reconstruct(([p;]x)xehonest) # L }

9: if HonestP[sid] = L then
10:  HonestP([sid] « DZ%,\/W% +Y
11:  Whonest = A - HonestP[sid]
12:  for j € honest do
13: [w]; = A- Zjevalidncorruptﬂpﬂ'ﬂi _
14: [w]; = [wl; + (Whonest = A+ Yiconest 2ives MelPslk) - ()‘i')_l
15:  w = V3S.Reconstruct(([w]:)ichonest)
160 salt & {0,132~
1 udER
18 c=u—w
19:  (c1,c2) == Decomposeg(c)
20:  Dhonest = €1 - s + HonestP[sid]

21: Hzﬂl = Zjevalidmcorrupt[[pjjzﬂi . .
22: Hzﬂz = [[Z]]’L + hhonest,l : (>‘;)71 +Zjehonest (Zkes A;IC (cl : [[S]]k + [p],Q]]k)) : ()\;)71
23:  Programmed[sid] := ([w]s, [2]:)ichonest

24:  Hgr(w) := salt; Hy(vk,salt,msg) = u > Program random oracle

25: return contribg[¢] := (valid;, Programmed|[sid][0];)
ShareSign, (state;, sid, contribs)

>>> Return [[2]; as programmed in Programmed[sid] <<<

Fig.27: The nineth hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted . In case the random ora-
cle has previously been queried on programmed values, we consider that the
adversary wins.
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Hybrid,

1: HonestP[ ], Programmed][-] := ¢J
2: Lsg, Ly, Lyaid == &

>>> Other lines are identical <<«

ShareSign, (state;, sid, contribs)

1:
2:
3:
4:

23:

26:

>>> Other lines are identical <<«
if sid ¢ Lvalid then
Lvalid [Sid] = validi
assert{ valid; = Lyajia[sid] A honest € Ly,jiq[sid] }
for j € valid; do
if j € corrupt then
assert{ V3S.Reconstruct(([p;]x)rchonest) € V }
else
assert{ V3S.Reconstruct(([p;]x)xehonest) # L }

. if HonestP[sid] = L then

cER
(c1,c2) == Decomposegs(c)
HonestP[sid] « DZ2W,»\/MO';) +Y
hponest = ¢1 - s + HonestP[sid]
Whonest = [1 a] “hhonest —c1-b—c1- B > Recallb=a-s+e
for j € honest do
[wl; == A - Xjevatiancomupt [Pi]i
[wlj = [w]; + (whonest = A - Xcponest Ses AklPslk) - ()™
w = V3S.Reconstruct(([w]:)iehonest)
salt & {0,1}2~
[z]: = Zjevalidmcorrupt [p;l:

[[zﬂi = [[Zﬂz + Dponest - ()\2)_1 + Zjehonest(zkes A;c (Cl : [[S]]k + Hpj]]k)) . ()‘2)_1
Programmed|sid] := ([w];, [Z]:)ichonest

C2
2 = V3S.Reconstruct(([z]:)ichonest ) L
C1 0
ui=A-z
Haa(w) := salt; Hy(vk, salt, msg) = u > Program random oracle

return contribs[i] := (valid, Programmed|[sid][0];)

Fig. 28: The tenth hybrid of the security proof of the unforgeability of Pelican.
Difference with the previous hybrid are highlighted .
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GamepkG-TH-RB

1: Lsigy LH, Lsid = @
LKeygen =9

3: vko,sko = @&

1. (N, T,corrupt) < A(pp, 1)

5: assert{ corrupt € {1,..., N} A |corrupt| < T }
6: honest := {1, ..., N}\corrupt

7. for i € honest do

8. pk", ski" := Setup()

9. state;.sk := ski"
10: (pkiin)iecorrupt, statea « AH((pk;n)iehonest)
11: for i € honest do

12:  state;.pk := (pky')ic(1,..., N}

[\

>>> Run first round <<«
13: for i € honest do
14:  out; := Keygen.ShareKeygen, (state;)

15: Lkeygen-rnd = 1; Lkeygen-out = out

. Keygen Sign . acles
16: (OUti ve )iecorrupt, (OUti € )iecorruph (m5g7 Slg) — Aoree (stateA, LKeygen.out)
17: if Lkeygen.rnd # rndkeygen then
18:  return 0 > The adversary must finish key generation

19: status, vk := Keygen.CombineKey(contribs)

20: if status = abort then

21:  return 1 > The adversary made the DKG fail
22: Fetch Leqg[sid] = {rnd, (outfig")iehonest, msg}

23: if rnd # rndsign then

24 return 0 > The adversary did not finish the protocol
25: status, sig := Sign.Combine(vk, msg, (outf‘ig")ig{l ,,,,, N})

26: if status = ok A Sign.Verify(vk, sig) then

27:  return 0 > The protocol produced a valid signature

28: return 1

OPEI'fOI'mRoundk((ini)iecorrupt)> for k € {27 [ rndKeyge"}

assert{ Lkeygen.-rnd =k —1}
for i € honest do
out; := Keygen.ShareKeygen, (state;, Lkeygen-oUt)

W N =

4: LKeygen~rnd = k; LKeygen~0Ut = (OUti)iehonest
5: return (out;)ichonest
OPerformSignRound, (sid, msg)

assert{ Lkeygen.rNd = rndkeygen A sid ¢ Lsa }
for i € honest do
out; := Sign.ShareSign, (state;, sid, msg)

w N =

>

Leg = Lsig U {msg}
L [Sid] = {17 (OUti)iehonesh mSg}
6: return (out;)ichonest
OPerformSignRound,, ((in;)iccorrupt ), for k € {2, ..., rndsign}

ot

1: Fetch Lgq[sid] = {rnd, (in;)ichonest, msg}
2: assert{ md=k—1}
3. for i € honest do
i: out; := Sign.ShareSign, (state;, sid, (in);e(1,...,n})
5: Lsid[Sid] = {k, (OUti)iehonest, mSg}
6: return (out;)ichonest
H (str, digest)

1. assert{ str € pp.HashParams } > Check domain string
2: if Jr.(str,digest,r) € Ly then

3 return r

4: else

5. Sample 7 uniformly

6:  Lp = Lg v {(str,digest, )}
7. returnr
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Fig. 29: Robustness game of threshold signature with DKG. The adversary wins
A if GameZKeTHRE returns 1.



Gamepke-TH-UF

: Lsig, L, Lsig :== J
LKeygen =9
: Vko,Sko =g

- (N, T, corrupt) — A(pp, 17)
. assert{ corrupt < {1,...,N} }

6: assert{ |corrupt| < T }

7: honest := {1, ..., N}\corrupt

s: for i € honest do

9. pki", ski® := Setup()
10:  state;.sk := skii"
11: (pkil‘n)iecorruph statea < AH((pkil‘n)iehonest)
12: for i € honest do

13:  state;.pk == (pk})ie(1,...,N}

ot W I

>>> Run first round <<«
14: for ¢ € honest do
15:  out; := Keygen.ShareKeygen, (state;)

16: Lieygen-rd = 1; Lkeygen-out = out

_ ; aclos
17: (out;)iecorrupt, (Msg, sig) «— A" (statea, Lkeygen-0OUt)

18: if Likeygen.rnd # rndkeygen then

19:  return 0 > The adversary must finish key generation

20: status, vk := Keygen.CombineKey(contribs)

21: if status = abort then > The adversary must return a valid DKG output
22:  return 0

23: if (msg € Lsg) or Sign.Verify(vk, msg, sig) = 0 then

24:  return 0

25: return 1

> Same oracles (OPerformRound;), (OPerformSignRound,), H as Fig. 29. <<«

Fig. 30: Unforgeability game of threshold signature with DKG. The adversary

wins A if GameQ*¢THYF returns 1.
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Hybrid,,

> > >

Sh

Identical to Hybrid, <<«

areKeygen, (state;, contrib; )

Sh

1:
. complaints; = {}
3: for (j € contriby N corrupt) do

9. state;.session.valid = valid;

assert{ state.rnd = 1 }; state.rnd = 2; valid = {}

salty, 75, (Ctjmk)kef1,...,N} = contriby (7]

[si]is mj—i == SKE.Decrypt(K;, ctj—;)

if (SKE.Decrypt failed) or (V3S.Verify([s;]:, 7;, mj—i) = false) then
complaints[j] = {K;i,sig; .}

- valid; = {j € contrib; }\complaints;

. state;.session.contrib; := contrib;
. state;.session.shares := ([p;]:)jevaiid

> Implicitly retrieve honest shares from round 1
. return contribz[i] ;== complaints;

areKeygen, (state;, contribs)

1

2:

3
1

B [[b]]Z = [a 1:| . [[Sﬂl

. Store [s]; in state;

. assert{ state.rnd = 2 }; state.rnd = 3
valid; := state;.session.valid n {j € contribz}
. for j € valid; do
for k € complaints; do
if k € honest then
continue > Ignore complaints against honest parties
{Kk—j,sigy_ ;} = complaints;[k]
if SIG.Verify(pky,sig,_,;, {k, j, Kk—;}) = false then
continue
[sk]j, Tk—j = SKE.Decrypt(Kp—;, Ctas;)
if (SKE.Decrypt failed) or V3S.Verify([sx];, 7k, Tk—;) = false then
valid; = valid;\{k}
. state;.session.salt := Hae((salt;)jevalid; )
. a = Hg(state;.session.salt)

o [s]i = Zj'SvaIidi [s;]: > s = \_':,,;\/a\id Sj

. return contribs[i] := (state;.session.salt, [b];)

Fig. 31: The second hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .
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Hybrid,
>>> Identical to Hybrid, <<«

ShareKeygen, (state;)

1. assert{ state.rnd = @ }; state.rnd =1

o salt; & {0,1}~

30 8 «— Dgt

4: (IISZ‘]],TFZ', (ﬂiyj)jE{LuwN}) <« V3S.Share(N, T, SZ‘)
5: for je{1,..,N} do

6:  if j € honest then

7 pt; =
g else
o: pt; = ([sils, mij)

10: ct;; < SKE.Encrypt(K; j, pt;)

11: return contriby [i] = salt;, 7;, (cti ;) jeq1,...,N}

Fig.32: The third hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .
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Hybrid,

>>> Identical to Hybrid, <<«

ShareKeygen, (state;)

1. assert{ state.rnd = @ }; state.rnd =1
2: Fix a set S 2 corrupt of cardinal 7" — 1
3: salt; i {O, 1}"’i

4. 8; «— Dg’t

5: ([[Si]],ﬂ'i,(ﬂ'i,j)jg{l """" N}) «— V3S.Share(N, T, SZ‘)
6: for je€{l,...,N} do

7. if j € honest then

8: pt; =

9: else

pt; == ([sil;, mis)

11: cty; < SKE.Encrypt(K;,j, pt;)

12: return contriby [¢] := salts, s, (cti ;) jeq1,..., N}
ShareKeygen;, (state;, contribz)

1. assert{ state.rnd = 2 }; state.rnd = 3

2: valid; := state;.session.valid n {j € contribs}
3. for j € valid; do

4: for k € complaints; do

if k € honest then

Ut

6: continue

7: {Kk—j,sig_,;} == complaints, [k]

8: if SIG.Verify(pky,sigy_,;, {k, J, Kk—;}) = false then

9: continue

10: [sk]lj, Tk—j := SKE.Decrypt(Kg—j, cti—;)

11: if (SKE.Decrypt failed) or V3S.Verify([sk];, 7k, 7k—;) = false then
12: vaIidi = Valldl\{k}

13: state;.session.salt := Hge((salt;) jevalid; )
14: a = H,(state;.session.salt)

L5: [[b]]z = ﬂ - [1 a] ’ Zjevalidimcorrupt[[sjﬂi

16 [l = [B]: — [1 @] - Xchonest (85 — Zikes Aklsls) - (X))~
17: Store [s]; in state;

18: return contribs[i] := (state;.session.salt, [b];)

Fig. 33: The fourth hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .
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Hybrid,

>> > Identical to Hybrid; <<«

ShareKeygen; (state;, contribz)

1. assert{ state.rnd = 2 }; state.rnd = 3

2: valid; := state;.session.valid n {j € contribs}
3. for j € valid; do

A for k € complaints; do

5 if k£ € honest then

6: continue

7 {Kk—j,sigy_,;} = complaints;[k]

8: if SIG.Verify(pky,sig,_,;, {k, j, Kk—;}) = false then

9: continue

10: [sk]j, Th—j := SKE.Decrypt(Kp—;, Ctas;)

11: if (SKE.Decrypt failed) or V3S.Verify([sx];, 7k, Tk—;) = false then
12: valid; = valid;\{k}

13: assert{ V3S.Reconstruct <(Zje"a”di”“"”"‘[[sj]]i)iehonest) #1 }

14: state;.session.salt := Ha((salt;) jevalid; )

15: a = H,(state;.session.salt)

16: [[b]]Z = /8 - [1 a] : Zjevalidjncorrupt[[sjﬂi ) .

7 [0 = [~ [1 0] - 2 chomen(55 — Sies Ablsli) - (A~
18: Store [s]; in state;

19: return contribs[i] := (state;.session.salt, [b]:)

Fig.34: The fifth hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .
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Hybridg

1: Shonest ‘= &
>> > Identical to Hybrid; <<«

ShareKeygen, (state;)

1. assert{ state.rnd = @ }; state.rnd = 1

2: Fix a set S 2 corrupt of cardinal 7' — 1

5 salt; & {0,1}"

1: (([[Si]]j)ng,ﬂ'i, (Wi,j)jes) = V3SS|mProof(S’)
5: for je{l,....,N} do

6:  if j € honest then

7: pt; ==
3. else
0: pt; = ([si]s, mi.5)

10:  cty; < SKE.Encrypt(K;,j, pt;)
11: return contriby [¢] := salts, 7, (cti,j) jeq1,.... N}
ShareKeygen; (state;, contribz)

1. assert{ state.rnd = 2 }; state.rnd = 3

2: valid; := state;.session.valid n {j € contribs}
3. for j € valid; do

A for k € complaints; do

5 if k£ € honest then

6: continue

7 {Kk—j,sigy_ ;} = complaints;[k]

8: if SIG.Verify(pky,sig,_,;, {k, j, Kk—;}) = false then

9: continue

10: [sk]lj, Tk—j == SKE.Decrypt(Kg—j, Cti—;)

11: if (SKE.Decrypt failed) or V3S.Verify([sx];, 7k, Tk—;) = false then
12: valid; = valid;\{k}

13: assert{ V3S.Reconstruct ((Zje"a“di“°°"”"‘[[Sj]]i)iehonest) #1}

14: state;.session.salt := Hgi((salt;) jevalid; )

15: a := Hg(state;.session.salt)

16: [[b]]Z = B - [1 (1] ’ Zjevalidimcorrupt[[sjﬂi

17: if Shonest = & then

I8 Shonest = D ichonest V3S-SimSecret(m;, (mj—k)kes)

10 I3 = D~ [1 0] (St S nanes Shes Mlsali ) - )
20: Store [s]; in state;
21: return contribs[i] := (state;.session.salt, [b];)

Fig.35: The sixth hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .

75



Hybrid,,

>>> Identical to Hybridg <<«

ShareKeygen; (state;, contribz)

1. assert{ state.rnd = 2 }; state.rnd = 3

2: valid; := state;.session.valid n {j € contribs}
3. for j € valid; do

| for k € complaints; do

5 if k£ € honest then

6: continue

7: {Kk—j,sig,_,;} = complaints;[k]

8: if SIG.Verify(pky,sig,_,;, {k, j, Kk—;}) = false then

9: continue

10: [sk]j, mk—j == SKE.Decrypt(Kx_;, cti—;)

11: if (SKE.Decrypt failed) or V3S.Verify([sk];, 7k, Tk—;) = false then
12: valid; = valid;\{k}

13: assert{ V3S.Reconstruct ((Zie"a“di“""u"‘ﬂsjﬂi)iehonest) #1}

14: state;.session.salt := Hs,ie((salt;) jevaiid; )
15: a = H,(state;.session.salt)

16: [[b]]l = ﬁ - [1 a] : Zjevalidimcorruptﬂsjﬂi
17: if Shonest = & then
15 Shonest <= Dyan e +Y
> Where Y is a random variable independent of the Gaussian
19: [b]s = [b]i — [1 a] : (Shonest - Zjehonest Dkes N Hsj]]k) (!
20: Store [s]; in state;
21: return contribs[i] := (state;.session.salt, [b];)

Fig. 36: The seventh hybrid of the security proof of the unforgeability of Pelican
with DKG. Difference with the previous hybrid are highlighted .
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