Ascon-Keccak AEAD Algorithm

Stephan Miiller
May 31, 2024

Stephan.Mueller at atsec dot com
atsec information security

Abstract

AscoN was selected as finalist in the NIST Lightweight Cryptography
competition in 2023. In addition, AscoN was selected as primary choice
in the final portfolio of the CAESAR competition. The AScoN specifi-
cation defines among others an encryption scheme offering authenticated
encryption with associated data (AEAD) which is based on a duplex mode
of a sponge. With that it is the first of such algorithm selected and about
to be standardized by NIST.

The sponge size is comparatively small, 320 bits, as expected for
lightweight cryptography. With that, the strength of the defined AEAD
algorithm is limited to 128 bits. Albeit, the definition of the Ascon AEAD
algorithm integrates with the associated sponge, it is mathematically not
bound to exactly this sponge function. Thus, the Ascon AEAD specifi-
cation can be used with a different sponge and still operate as defined by
the Ascon authors.

This specification defines the AscoN-KEccak AEAD algorithm which
replaces the Ascon sponge with the KECCAK sponge, leaving the As-
con AEAD algorithm unchanged. The selected parameters for ASCON-
KEeEccak AEAD offer two algorithm strengths: AscoN-KEccaK 256 with
a classic security strength of 256 bits and a quantum security strength of
128 bits. In addition, AscoNn-KECCAK 512 provides an algorithm with 512
bit classic security strength and 256 bit quantum security strength. The
selected parameters for AscoN-KEccAK 256 offer a significant higher per-
formance on 64-bit architectures than Ascon-128 and Ascon-128a. The
performance of AscoN-KEccaK 512 is in league with Ascon-128. Yet,
with the KEccAK sponge size of 1600 bits, AscoNn-KECCAK cannot be
considered a lightweight cryptographic algorithm any more. A reference
implementation of the algorithm is given with [leancryptol
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1 INTRODUCTION

1 Introduction

With the selection as finalist in the NIST Lightweight Cryptography competi-
tion in 2023 and being the primary choice of the final portfolio of the CAESAR
competition, ASCON is a well-recognized algorithm suite. It contains an encryp-
tion schema offering authenticated encryption with associated data (AEAD)
based on a duplex mode of a sponge . It is the first of such algorithm selected
and about to be standardized by NIST.

The size of the sponge comparatively small, 320 bits, which is appropriate
and expected for lightweight cryptography. However, that size only allows a
security strength of 128 bits for the AEAD algorithm. Even though, the ASCON
AEAD algorithm definition integrates the the associated sponge , it is mathe-
matically not bound to exactly this sponge function. Following that thought,
the AscoN AEAD specification can be used with a different sponge and still
operate as defined by the ASCON authors.

This specification uses the KECCAK sponge as defined [I] and integrates
it into the AscoN AEAD algorithm. The selected parameters result in the
following two algorithms:

e AscoN-KECCAK 256 with a classic security strength of 256 bits and a
quantum security strength of 128 bits,

e ASCON-KECCAK 512 providing an algorithm with 512 bit classic security
strength and 256 bit quantum security strength.

A reference implementation of the algorithm is given with leancryptol

2 AscON-KEccAK AEAD Algorithm Specification

The ASCON specification provided with [3] contains in section 2.4 the algorithm
definition for the AEAD encryption and decryption operation. This algorithm
specification outlines how the sponge state is initialized with key, IV and a nonce,
how the associated data is authenticated, how plaintext data is transformed into
ciphertext and vice versa, and how the authentication tag is obtained.

The ASCON permutation operation forming the basis for the sponge is de-
fined in [3] section 2.6.

Finally, the parameter sets for ASCON-128 and ASCON-128a are defined in
[3] section 2.2 which defines the sizes of the key, nonce and authentication tag
along with the ASCON sponge round counts.

The following sections define the ASCON-KECCAK AEAD algorithm based
on the same structure as the original ASCON specification [3].

2.1 Recommended Parameter Sets

The authenticated encryption uses the parameter sets defined in Table It
specifies the same parameters as the original ASCON definition in [3] section
2.2.
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2 ASCON-KECCAK AEAD ALGORITHM SPECIFICATION

Name Key | Nonce Tag Data Block | Rounds | Rounds
(Bits) | (Bits) | (Bits) (Bits) e P’
ASCON- 256 | 128 to | 128 to 1,088 24 24
KEccAK 256 256 256
ASCON- 512 128 to | 128 to 576 24 24
KEccak 512 512 512

Table 1: Parameters for recommended authentication encryption schemes

The basic considerations for the selected parameter sets are the following:

e The KECCAK permutation state size and the round counts are equal to the
definition of KECCAK-p[1600,24] specified in [I], i.e. the definition used
for SHA-3 and SHAKE.

e ASCON-KECCAK 256 segments the KECCAK sponge state size into the rate
/ capacity equal to the parameters used for SHA3-256 defined in [I], i.e.
capacity of 512 bits and rate 1,088 bits.

e AscoN-KECCAK 512 segments the KECCAK sponge state size into the rate
/ capacity equal to the parameters used for SHA3-512 defined in [I], i.e.
capacity of 1,024 bits and rate 576 bits.

From the basic considerations for the parameter sets, the following ASCON-
KECCAK parameter set rationale applies:

e The key size is defined to be equal to half of the selected capacity of the
sponge.

e The tag size is at least 128 bits as required by the ASCON specification,
but is allowed to be larger up to the key size. This is based on the fact
that the tag is obtained from the data block of the sponge state which
is modified by the key as the last AscoN AEAD encryption / decryption
step. Thus, the tag shall not be larger than the key size.

e The data block size is equal to the rate of the selected sponge.

2.2 Authenticated Encryption

The authenticated encryption is defined to be basically equal to the ASCON
encryption specification given in [3] section 2.4 with adjustments only due to
KEcCAK specifics of the state size and the increased size of the tag.

2.2.1 Initialization

The initialization vector is defined based on the specification given in [3] section
2.4.1. Considering that KECCAK also operates on 64-bit words, the IV size is
equally defined as 64 bit value using the parameter set defined in Table
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2 ASCON-KECCAK AEAD ALGORITHM SPECIFICATION

e AsSCcON-KECCAK 256: 0x0100044000180018
e AscoN-KEcCCAK 512: 0x0200024000180018

Considering that the KECCAK sponge size is 1,600 bits compared to the ASCON
sponge size of 320 bits, and the requirement that the key is inserted at the end
of the sponge state, the initialization is performed with the following steps:

S IVk,r,a,b”KHN

This is followed by a second insertion of the key after a sponge operation:
S« p(S) @ (019 7F[| K)

Thus, the initialization is identical to the specification of [3] section 2.4.1
after applying the KECCAK sponge size.
2.2.2 Processing of Associated Data
The processing of the associated data is fully identical to the specification of [3]
section 2.4.
2.2.3 Processing Plaintext / Ciphertext
The processing of the plaintext / ciphertext is fully identical to the specification
of [3] section 2.4.
2.2.4 Finalization

The finalization is fully identical to the specification of [3] section 2.4 with the
exception that the tag is defined as follows depending on the chosen tag size t:

T+ [S]'® [K]
with

128<t<k

2.3 Permutation

As already indicated in the preceding sections, the KECCAK permutation as
specified in [I] section 5.2 is applied to replace the ASCON permutation oper-
ation. Specifically, the permutation of KECCAK-p[1600,24] is applied, which is
also the basis for SHA-3 and SHAKE.
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3 SECURITY CLAIMS

Requirement ASCON-KECCAK 256 | ASCON-KECCAK 512
(Bits) (Bits)
Confidentiality of plaintext 256 512

Integrity of plaintext 128 to 256 128 to 512

Integrity of 128 to 256 128 to 512
associated data

Integrity of public 128 to 256 128 to 512
message number

Table 2: Security claims for recommended parameter configurations of ASCON-
KEccak

3 Security Claims

The ASCON-KECCAK 256 algorithm provides 256-bit security strength, and
AscoN-KEcCCAK 512 provides 512-bit security strength for the protection of
the confidentiality of the data. The security strength of the integrity depends
on the selected tag length and can reach 256-bit security strength for ASCON-
KECCAK 256 and 512-bit security strength for ASCON-KECCAK 512 if the largest
tag size is selected.

The number of processed plaintext and associated data blocks protected by
the encryption algorithm is limited to the same number as specified in [3] section
3.1: 264 blocks. This translates into 27! 4-2%7 bytes for ASCON-KECCAK 256 and
270 4 257 bytes for ASCON-KECCAK 512. As stated in [3] section 3.1: “In order
to fulfill the security claims stated in Table 2, implementations must ensure that
the nonce (public message number) is never repeated for two encryptions under
the same key, and that decrypted plaintexts are only released after successful
verification of the final tag. The difference between the family members is in
their robustness against other adversaries beyond the classical security claim
and is discussed in the following.”

The security strength of the confidentiality depends on the capacity of the
KECCAK sponge where the attack complexity is 2¢/2 which implies that the ro-
bustness of ASCON-KECCAK 256 is 256 bits (¢ = 512), and ASCON-KECCAK 512
is 512 bits (¢ = 1024) based on the assessment given in [3] section 3.1. The secu-
rity strength claims are supported by the numbers specified in [1] Appendix A.1
for SHA3-256 and SHA3-512 considering that the KECCAK sponge is operated
identically to SHA3-256 and SHA3-512, respectively.

According to [3] section 3.1, the same holds true for key recovery attacks.

The security strength of the integrity of the plaintext and associated data
depends on the size of the tag which is allowed to be between 128 bits and 256
or 512 bits, respectively.

Considering Grover’s algorithm, the security strength against a quantum
adversary depends on the key size and the capacity of the KECCAK sponge. It
is therefore defined as min(key size,2°/*). Therefore, ASCON-KECCAK 256 has
a security strength of 128 bits and ASCON-KECCAK 512 has a security strength
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4 SECURITY ANALYSIS

of 256 bits against quantum adversaries.

As outlined in [3] section 3.1, except for the single-use requirement, there are
no constraints on the choice of the nonce (public message number); in particular,
it is possible to use a simple counter.

4 Security Analysis

The entire specification of ASCON-KECCAK is based on the identical reuse of
AscoN AEAD with the difference that the sponge is replaced. The following
subsections provide the security analysis of the relevant components following
[3] chapter 6.

4.1 Analysis of Authenticated Encryption

The security analysis given in [3] section 6.2.2 applies in full considering that the
AscON authenticated encryption is applied. The deviations from the AsCoON
specification have the following effect:

e Initialization: The algorithm difference places the key into the last bits of
the sponge state. As the ASCON sponge size is different than the KECCAK
sponge size, the mathematical representation of the operation differs. Yet,
this mathematical difference has no bearing on the security posture of the
algorithm.

e Finalization: The tag size differs to allow larger tag sizes at most equal to
the key size. As the key size is also strictly smaller than the capacity of
the KECCAK sponge , and the largest allowed tag size are equal to the key
size, the specification is identical to the ASCON concepts. Thus, security
analysis results from ASCON applies in full.

e Endianess: The difference in endianess between the ASCON sponge and the
KEccAK sponge mentioned in chapter [5|is considered to have no impact
on the security posture as still all data is processed in the same manner.

4.2 Analysis of the Permutation

As the KECCAK permutation is operated identical to the SHA3-256 and SHA3-
512 hashing operation, the security analysis provided by [2] chapter 4 is appli-
cable based on the claims in [I] Appendix A. Thus, this security analysis applies
to the specified ASCON-KECCAK algorithms in full.

5 Reference Implementation
A reference implementation of ASCON-KECCAK is provided with leancrypto. To

demonstrate also that its implementation matches the aforementioned specifi-
cation, the following considerations are applied:
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5 REFERENCE IMPLEMENTATION

e The library implements ASCON-128 and ASCON-128a which are both demon-
strated to match the implementation given in [3] by using the test vectors
obtained from the Ascon reference implementation.

e The ASCON-128 and ASCON-128a implementation is such that the ASCON
AEAD operation is separated from the sponge implementation.

e The AscoN-KECCAK 256 and 512 implementations are provided by simply
replacing the ASCON permutation and applying the KECCAK sponge size
for the initialization operation. Thus, the AsCON AEAD code is shared
for both AscoN-128/128a and ASCON-KECCAK.

e The KECCAK sponge implementation is also used for the SHA-3 algorithm
family which is demonstrated to correctly generate the respective message
digests using the NIST reference implementation provided with the ACVP
service including obtaining official certificates, such as A4850.

e Considering that the ASCON sponge is operated in big-endian mode whereas
the KECCAK sponge is operated in little-endian mode, an appropriate bit-
swap logic is applied when inserting data into or retrieving data from the
sponge.

5.1 Performance of ASCON-KECCAK

Based on the reference implementation, the following performance data is ob-
tained. The following tables show the performance data with the C imple-
mentation of both sponges, KECCAK and ASCON. Albeit accelerated sponge
implementations are also present in leancrypto for both, they cannot be used
for comparison, naturally.
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5 REFERENCE IMPLEMENTATION

Hardware Word | ASCON- | ASCON- ASCON- ASCON-
size 128 128a Keccak 256 | KECCAK 512
AMD Ryzen 9 64-bit | 11.33s 9.86s 7.91s 12.99s
5950X
ARM 64-bit | 32.93s 23.08s 19.54s 31.96s
Cortex-AT72
ARM 64-bit | 18.23s 13.03s 10.12s 16.81s
Cortex-A76
Apple M2 64-bit 9.56s 7.01s 5.32s 9.20s
Intel 11th Gen | 64-bit | 11.72s 8.18s 7.02s 11.85s
Core i7 - 1165G7
Intel 12th Gen 64-bit 10.32s 6.94s 6.24s 10.46s
Core i7 - 1280P
Intel Atom 32-bit | 335.92s | 205.51s 298.28s 441.94s
7530
Intel Core 64-bit | 11.90s 8.37s 7.57s 13.48s
Ultra 7 155H
RISC-V 64-bit | 160.31s | 110.43s 106.90s 175.45s
SiFive U74
Table 3: Encryption/Decryption of 1 GB Data with AscoN and ASCON-
KEccak
Hardware Word ASCON- | ASCON- ASCON- ASCON-
size 128 128a Keccak 256 | KECCAK 512
ARM 32-bit 11.18s 15.31s 16.62s 29.73s
Cortex-A8 | (with 32
r2pd vT7l 64-bit
registers)
ARM 32-bit 27.38s 39.99s 42.18s 76.38s
Cortex-A7 | (with 16
rOp5 v7l 64-bit
registers)

Table 4: Encryption/Decryption of 100 MB Data with AscoN and ASCON-

KEccAK

The performance may look a bit surprising at first considering that ASCON-

KECCAK 256 is always faster on 64-bit architectured[f] than the fastest Ascon

IThe 32-bit ARM Cortex-A7 shows that Ascon-KECCAK is generally slower than Ascon
AEAD. It is assumed that this is due to the fact that this CPU only offers 16 64-bit registers
compared to ARM Cortex-A8 which offers 32 64-bit registers. Thus, the Keccak state of
25 64-bit integers will not fit completely into the existing numbers of registers, requiring the
compiler to either reload existing registers or to split the processing of some 64-bit integers
into sets of two 32-bit operations.

2The 32-bit Intel Atom Z530 has no 64-bit registers and thus the larger number of 64-bit
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5 REFERENCE IMPLEMENTATION

AEAD algorithm and knowing that the KECCAK sponge (a) is more complex
and (b) performed with a significant larger round count. But the factor of
the processed data block size plays the leading role. For ASCON-KECCAK it
is defined to be equal to the rate which is significantly larger than for AsconN
AEAD. Thus the data is processed by ASCON-KECCAK in much larger data
blocks than for AscoNn AEAD.

operations with KeEccak imply a significant more set of 32-bit operations compared to Ascon
AEAD.
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