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Abstract. Introduced by Kohlweiss, Lysyanskaya, and Nguyen (Euro-
crypt’23), an f-privacy-preserving blueprint (PPB) system allows an au-
ditor with secret input x to create a public encoding of the function
f(z,-) that verifiably corresponds to a commitment C, to x. The audi-
tor will then be able to derive f(z,y) from an escrow Z computed by a
user on input the user’s private data y corresponding to a commitment
Cy. Z verifiably corresponds to the commitment C and reveals no other
information about y.

PPBs provide an abuse-resistant escrow mechanism: for example, if f
is the watchlist function where f(z,y) outputs y only in the event that
y is on the list x, then an f-PPB allows the auditor to trace watchlisted
users in an otherwise anonymous system. Yet, the auditor’s  must cor-
respond to a publicly available C (authorized by a transparent, lawful
process), and the auditor will learn nothing except f(z,y).

In this paper, we build on the original PPB results in three ways:
(1) We define and satisfy a stronger notion of security where a malicious
auditor cannot frame a user in a transaction to which this user was not
a party. (2) We provide efficient schemes for a bigger class of functions
f; for example, for the first time, we show how to realize f that would
allow the auditor to trace e-cash transactions of a criminal suspect. (3)
For the watchlist and related functions, we reduce the size of the escrow
Z from linear in the size of the auditor’s input x, to logarithmic.

Of independent interest, we develop a new framework for succinctly
verifiable computation over additively-homomorphically encrypted data.
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1 Introduction

Cryptography gives us powerful tools for balancing our fundamental need to
protect our personal privacy with the legitimate needs of systems and govern-
ments to enforce rules and laws and to regulate finance. Anonymous creden-
tials |[Cha90,LRSW99|CLO1l CL02ICV02CL04/BCLO4 and related
technologies such as e-cash [CEN90| are prominent examples: such systems al-
low a user with a cryptographic commitment C,, to his data y to prove that y is
somehow certified by some authority or authorities; in the case of e-cash, they
further allow to prove that an e-coin was computed correctly as a function of
the user’s data y.

In a recent paper, Kohlweiss, Lysyanskaya and Nguyen (KLN) added
privacy-preserving blueprints (PPBs) to the repertoire of cryptographic algo-
rithms for balancing privacy and accountability. In a f-PPB system, the goal is
to allow an authorized auditor to learn f(z,y) where z is the auditor’s secret
input that’s fixed once and for all, and y is a user’s secret input to a transaction;
if a PPB system is used in tandem with an anonymous credential system, y can
include meaningful information about the user’s identity. Via an appropriate
choice of f, an f-PPB system makes it possible to perform audits of the system
while leaking no information other than what’s leaked by f. For example, for x
representing a watchlist of suspected criminals, let foqtchiist be defined as fol-
lows: fuwatchiist(z,y) = y if y is on the list, and L otherwise. An fyqatchiist-PPB
would allow the auditor to trace all of the suspects’ transactions, but none of
the transactions of other people. A PPB further requires that the secret = cor-
respond to a publicly known commitment C, that can be further certified by an
external party, so that a malicious auditor cannot make up = at will.

A PPB system works as follows: first, the auditor sets up his public key pk
and secret key sk on input his secret  and a commitment C, to x for which the
auditor knows the opening (and which may be signed by an external validator
who certifies that z is a correct input). A PPB includes a public verification pro-
cedure VerPK(pk, C,) for ensuring that pk corresponds to the commitment C,.
Now the system is ready for blueprinting transactions; there is no limit on the
number of such transactions. In a transaction, a user with secret input y and a
commitment Cy, to y to which the user knows the opening r (and which meaning-
fully corresponds to some information about this user, for example validated via
an anonymous credential system), computes the escrow Z = Escrow(pk,y,r) of
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y under pk. A PPB includes a public verification procedure VerEscrow(pk, Cy, Z)
for ensuring that Z corresponds to pk and C,. Finally, using sk, the auditor runs
the decryption algorithm to recover z = f(x,y) from Z. The reason that it is
called a privacy-preserving blueprint is that we can think of pk as a “blueprint”
of the function f(z,-) of the user’s y.

Kohlweiss, Lysyanskaya and Nguyen (KLN) showed that PPB were realiz-
able for any efficiently computable f from either fully homomorphic encryption
(FHE) or non-interactive secure computation (NISC); however, this general con-
struction was not suitable for practical use. They additionally showed a much
more practical construction of fqichiist-PPB from the ElGamal cryptosystem
and proof systems about discrete logarithm relations in the random-oracle model.

Motivating application. Since the KLN paper first appeared, privacy-preserving
blueprints received some attention in the civil liberties discourse [Sta23| because
(among other things) of the following motivating application to central bank
digital currencies (CBDCs): suppose that the auditor’s input z is a list of sus-
pected financial criminals’ unique identifiers. Suppose a user’s input y contains
this user’s unique identifier y;; as well as seed yseeq from which all of this user’s e-
coins’ serial numbers are generated. This is consistent with, for example, compact
e-cash [CHLO5] and related schemes [CHLOGIJCHK ™ 06/KKS22ITBA 22|, includ-
ing those proposed specifically for the CBDC application [KKS22/TBA™22|. The
function f is as follows: f(x,y) = y if yia € x, and L otherwise. A PPB with
these properties will allow the auditor to not only identify that a transaction was
carried out by a suspect, but also to recover the seed yseeq and trace all of the
user’s e-coins, even as the rest of the users of the systems’ privacy is protected.

This application to cryptographic e-cash is attractive to those who advocate
that a CBDC can be privacy-preserving even while enabling lawful investigations.
Unfortunately, the alternative to yielding ground on this to law enforcement is
that central banks throughout the world would adopt a CBDC that provides
no privacy — even from third-party observers — to individuals, in the name
of compliance with law enforcement. For example, the analysis of CBDC design
choices provided by the White House [Gov22] is lukewarm on using ecash-like
systems for that reasorﬂ The existence of a practical cryptographic system that
can provide a watchlist capability in a way that is transparent to citizens who,
even if they shouldn’t know who is on the watchlist, can nevertheless see the
size of the watchlist and the fact that there was a lawfully obtained warrant
for placing a person on it, would strike a reasonable balance, and, as a result,
may sway the policy conversation (in which law enforcement voices are often
louder than those of privacy advocates) in favor of using an ecash-like system
for CBDCs.

Our contributions. Unfortunately, as we explain below, the original PPB system
and its realization [KLN23| are not suitable for the above motivating application
for several fundamental reasons. Our main contribution is to bridge the gap

* See page 17 of [Gov22].
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between the needs of this motivating application and the security, functionality
and efficiency properties of PPBs.

Let us begin with security. Let us see why the KLN definition of security for
PPBs is not strong enough to allow an auditor to soundly prove that a given
value z indeed corresponds to the correctly computed f(z,y). In other words,
the definition of security does not rule out that a malicious auditor would be
able to produce pk, sk, Cy, and Z such that the decryption algorithm will output
z # f(z,y). Even worse, we show (in Section that the KLN construction
of fuatcniist-PPB also allows for this “framing” attack: a malicious auditor can
cause an escrow to decrypt to the identity of an honest user y who is not a party
to the transaction. Addressing these security issues is our first contribution.

OUR CONTRIBUTION 1: STRONGER SECURITY. We improve the definition
of security of PPB to that of non-frameable PPB: we add the requirement
that the decryption algorithm’s output be publicly verifiable. We also show
how to modify the KLN constructions [KLN23| to achieve non-frameability.

Next, we turn our attention to improved functionality and efficiency. Our
first step towards these goals is conceptual: we provide a new framework for
verifiable computation on encrypted data. Specifically:

OUR CONTRIBUTION 2: NEW FRAMEWORK FOR SUCCINCT VERIFIABLE
COMPUTATION ON ADDITIVELY-HOMOMORPHICALLY ENCRYPTED DATA. We
introduce the notion of an additively homomorphic (g-semi-)encryption scheme
(Definition with a commitment scheme that allows for (1) committing
to ciphertexts; and (2) proving that a committed ciphertext is the result
of a homomorphic computation on other committed values or ciphertexts.
Further, we give two different practical instantiations of this framework: one
under the DDH assumption (using the ElGamal cryptosystem) and the other
under the Paillier assumption (using the Camenisch-Shoup cryptosystem).

This framework helps us both efficiently instantiate non-frameable PPB and
realize the needs of our motivating application efficiently and succinctly. As
defined above (and by KLN), fuatcniist does not work for the CBDC application.
Instead, we need feppe(z,y) = y if y = (Yid, Yseed), and y;q € x. KLN give
a practical construction that works for faicniise but not for foppe, because
instead of recovering y, their construction can only recover ¢g¥ where ¢ is a
generator of a group in which the discrete logarithm problem is hard. From g¥
it is possible to recover y by brute-force search if only a small number of bits of
y are still unknown; but it wouldn’t be possible to recover ygeeq, since the size
of a pseudorandom seed must be too large to allow brute-force search. Here, we
give a construction for the correct f:

OUR CONTRIBUTION 3: APPROPRIATE FUNCTIONALITY. Let f(z,y) =y if
y = (y1,y2), and y; € x, and L otherwise. We give a practical instantiation
of a non-frameable f-PPB construction. By “practical”’, we mean that it can
be instantiated efficiently using proof systems for discrete logarithm relations
in the random-oracle model.
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Finally, the KLN construction [KLN23| is not suitable for our motivating
application because, in CBDCs, we expect the watchlist  to be quite large. In
the KLB construction, the size of the escrow Z was linear in the size of the
watchlist . We give a substantial efficiency improvement:

OUR CONTRIBUTION 4: EXPONENTIAL IMPROVEMENT IN THE SIZE OF ES-
CROW Z. Let f(z,y) =y if y = (y1,¥2), and y1 € z, and L otherwise. In
our practical instantiation of a non-frameable f-PPB construction, the size
of Z is logarithmic in the size of x.

We conclude by discussing other flavors of PPB in Section [§] that elaborate
on the idea of granting the auditor access to a seed (or key) via a blueprint
match. In particular, we discuss options that restrict the impact of such a match
on the privacy of matching users.

1.1 Non-Frameability and Why It Matters

Let us begin by explaining why the watchlist PPB scheme of Kohlweiss, Lysyan-
skaya, Nguyen [KLN23] is frameable, i.e., a malicious auditor can collude with a
malicious user to produce Z that will decrypt to the identity of an honest user
who was not a party to the transaction (and who may or may not be on the
watchlist). The gist of their scheme is that pk includes encrypted coefficients of
a polynomial P (modulo some integer 7) such that P(y) = 0 if and only if y is
on the watchlist z. The escrow Z = (Z ,m) produced by the user whose identity
is y consists of the encryption Z of rP(y) + y for a random r chosen by the
user, as well as a proof 7 that indeed 7 was computed correctly from pk and the
opening y to the commitment C,. To decrypt Z, decrypt Z as long as the proof
7 verifies. Since r is random, the decryption of Z that’s formed by the honest
user with identity y will be random whenever y ¢ x, but will equal y otherwise.

In order to frame the user with identity y*, a malicious user whose identity is
y and to whom the coeflicients of the polynomial P are known (as would be the
case if the auditor is malicious) needs to solve for r in the linear (in r) equation
rP(y) +y = y*, and will produce an escrow Z = (Z, ) by following the original
algorithm, but just using this value for r instead of a truly random one.

Note that, of course, this attack is outside the KLN security model, and
therefore does not contradict their security analysis (which is correct). One could
also argue that frameability, also known as deniability, can be a feature and not
a bug. We discuss this at greater length in Section

In Section 3| we improve the KLN definition of privacy-preserving blueprints
by incorporating non-frameability. The gist of the new definition is that, even
if the auditor is adversarial, if VerPK(A, pky,C,) and VerEscrow(A, pka, Cy, Z)
accept, then Z decrypts to f(z,y). Moreover, we require that the decryption
algorithm produce a proof 7, of correct decryption, and add a new algorithm,
Judge that verifies this proof. The proof 7, is important when information gar-
nered from blueprints is meant to be used as evidence in legal proceedingaﬂ or

5 Interestingly, this is currently rarely the case for existing investigations employing
mass or targeted surveillance. Instead, law enforcement follow a complicated process
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as input in a smart contract, e.g., to execute a slashing operation or restitute
victims of crime.

In order to satisfy our new definition, we need to modify the KLN con-
struction. The general approach taken by KLN is to construct f-PPBs from
“ f~-homomorphic-enough encryption” (f-HEC) and appropriate non-interactive
zero-knowledge proof systems. An f-HEC scheme includes algorithms HECENC,
HECEVAL, and HECDEC (and a few additional ones, see Section . HECENC
produces a public key X (and a secret decryption key d) that hides z but
nevertheless allows the algorithm HECEVAL(X,y) to output Z E| This Z will
decrypt to f(x,y) using algorithm HECDEC(d, Z). KLN showed that an f-
HEC can be transformed into an f-PPB using proof systems for ensuring that
X and Z are computed correctly. In Section [4] we define consistent f-HEC
where an adversary cannot produce the values x and y and randomness r
and rz such that (X,d) = HECENC(z;7) and Z = HECEVAL(X,y;rz) but
HECDEC(d, Z) # f(z,y).

We then show that, in combination with appropriate non-interactive zero-
knowledge proof systems, a consistent f-HEC yields a non-frameable f-PPB.
We also show that the KLN construction of f-HEC from fully homomorphic
encryption (FHE) already satisfy the definition of a consistent f-HEC; therefore,
using our general construction of non-frameable f-PPBs from consistent f-HEC,
we obtain non-frameable f-PPBs for all f. However, this general construction is
not efficient because tools such as FHE are not (yet) practical, and the general
NIZK proof systems invoked are not optimized for efficiency, either.

Thus, in order to obtain a practical non-frameable f-PPB for the watch-
list function, we need a more efficient approach. We use the KLN construction
described above as a starting point, except that our Escrow algorithm will out-
put (Z, A ), where Z is an encryption of rP(y) + y (just as before), and the
additional value Z’ is an encryption of 7/ P(y), while, as before, the proof 7 is
to ensure that Z and Z’ were computed correctly. If 7 verifies, the decryption
algorithm will decrypt Z iff 7' decrypts to 0; it will output L otherwise.

Let us see why this fix works. Suppose y is present in the watchlist. Then
for any r and »/, we have that " P(y) = 0 and rP(y) + y = y, and therefore
even a maliciously formed Z will correctly decrypt to y. Suppose y ¢ x. Then
r’ P(y) cannot equal zero (since we require that ' # 0) and thus the decryption
algorithm will correctly output L.

1.2 Our Framework for Verifiable Computation over Additively
Homomorphic Encrypted Data

Above, we already hinted at how our consistent f.pq.-HEC scheme will work:
HECENC(z) will pick a polynomial P(x) = ag + a1x + ... + apx™ of degree

of parallel construction where not always lawfully attained evidence is used to inform
a lawful investigation [Boy].

5 Formally, a HEC scheme as defined by KLN supports a class of functions F and
HECEvAL takes an additional input f € F'; we are being somewhat informal here.
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n whose roots are values on the list x, and it will output a public key pk of
an encryption scheme, as well as the encryptions of the coefficients of P; i.e.
X = (pk, o] s - - - pk), where for any m in the message space of the encryption
scheme, iy denotes an encryption of m under the public key pk (and we
drop the subscript when clear from the context). The underlying encryption
scheme will need to be additively homomorphic in order to make sure that
HECEVAL(X, y) can output Z = and 7' = 7' P(yiq) . Specifically,
let the symbol ‘®’ denote the homomorphic operation on ciphertexts. The user
will first compute = ®.", @i, and then compute Z = [P(y;4)]" ®
and Z' = [P(yq)".

In addition to Z and Z’ , the user’s escrow will need to include a proof
7 that Z and Z' were computed correctly. Of course, general-purpose zero-
knowledge proof systems can be used here; however, a proof system designed
hand-in-hand with the underlying encryption scheme can take advantage of ef-
ficient X-protocols and impose only a minimal overhead over encryption; the
classical results on efficient multi-party computation of Cramer, Damgard and
Nielsen [CDNOI] serve as the inspiration for this approach.

We suggest a modular approach for constructing a proof that a given ci-
phertext is the result of computing on additively-homomorphically encrypted
data. For example, here the output ciphertext Z is the result of applying a series
of homomorphic operations, starting with the input ciphertexts {[a;]} and the
user’s input y. In order to prove correctness of Z in our framework, one forms
commitments to the intermediate steps of this computation (for example, the
intermediate ciphertexts yﬁd) and proves that each of these intermediate steps
was carried out correctly.

Thus, our main new building block is an additively homomorphic encryption
scheme equipped with (1) a cryptographic commitment scheme for committing
to ciphertexts; and (2) proof systems for proving properties of committed ci-
phertexts, such as the property that a committed ciphertext ¢ was obtained
from committed ciphertexts ¢; and co, along with a committed scalar a, as fol-
lows: ¢ = ¢1 ® (c2 ® a), where ® is the homomorphic operation on ciphertexts,
and ¢y ® a denotes that the homomorphic operation was applied to ¢o with itself
a times. (See Section for the more formal treatment.)

Next, let us explain how to instantiate this framework with the ElGamal
cryptosystem. Recall that an ElGamal cryptosystem uses a group G of prime
order ¢ and generator g; a public key here is a group element h; to encrypt
a message M € G, a user picks a random r € Z, and outputs the cipher-
text (¢",h"M). First, note that ElGamal is not, strictly speaking, an addi-
tively homomorphic encryption scheme, but a multiplicatively homomorphic one:
(g" k" M) @ g""  h"' M’ = (¢" ", k"t M M’). However, we can define a “lifted"
ElGamal cryptosystem: to encrypt the message m, use the ElGamal cryptosys-
tem to encrypt ¢™; i.e. = (¢",h"¢g™). The only problem is that, instead
of outputting m, the decryption algorithm will output ¢™; converting it to m
requires that m come from a small space known to the decryption algorithm,
so that it can be found via brute-force search; we call this flavor of encryption
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“semi"-encryption. Still, for some applications (such as realizing fyqtchiise-PPBS),
this is good enough. In Section [6] we give a commitment scheme for committing
to ElGamal ciphertexts, and the necessary proof systems.

As we show in Section [f] our framework can also be instantiated, under the
Paillier assumption, with a semantically secure variant of the Camenisch-Shoup
cryptosystem [CS03|. The advantage of this approach is that the decryption
algorithm here will indeed output the original message m. As we explain below,
this way of instantiating our framework is key to realizing foppc-PPBs.

Our Techniques for Achieving Appropriate Functionality KLN’s limitation was
that it used lifted ElGamal, and thus the decryption algorithm was only able
to recover ¢"FWity from Z. As we just explained, this is not sufficient for
recovering y in the event that y;5 € x.

The Camenisch-Shoup based instantiation of the framework we just discussed
allows us to directly achieve f.pq.-blueprints. It turns out that the ElGamal-
based instantiation can work as well (with some efficiency limitations), if we
split the ecash seed into sufficiently small chunks, see Section [5.5]

1.3 Ouwur Techniques for Achieving Succinct Escrows

As explained above, an escrow will consist of Z, Z’ and NIZK proofs m, and
74, that they are encryptions of rP(y;q) +y and r'P(y;q) respectively, where P

is a polynomial whose encrypted coeflicients are available to both the prover
n

and the verifier. In other words, 7, is a proof that Z = (R, [@¥4) ©r) @
(and 74, is analogous).

The naive way for computing 7, is to form a commitment to each intermedi-
ate ciphertext yfd computed on the way to obtaining Z , and to prove that this
commitment was formed correctly; this would be linear in n. To reduce the size of
this proof to O(logn), we use a degree reduction technique similar to the variable
reduction technique in Shamir’s proof that IP=PSPACE [Sha90]. More recently,
it was used in cryptography by Goldwasser, Kalai and Rothblum [GKRO0S8| and
later by Pietrzak [Piel9], who was the first to use it to halve the degree of the
polynomial rather than to eliminate a variable, and follow-up work [HHKP23|.
As far as we know, our paper is the first time that this technique is used in order
to prove correctness of computation on encrypted dataE]

The overall idea, described in Section [5.3] is to use recursion such that each
recursive step halves the degree of the polynomial. In other words, suppose
that we need to prove that a committed ciphertext F = |P(y) , where the
coefficients of P are not known to the prover and verifier, but instead, their
encryptions A; = are known; further, the prover knows y (and thus can
compute £ = @/, [@;]¥") and r, while the verifier knows C,, = Com(y;r). The

7 Previous work [BG13] used a completely different technique to give a succinct proof
that a committed value corresponds to the evaluation of a polynomial, but with the
important distinction that the polynomial was known to both Prover and Verifier.
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recursive step is to reduce the proof of this statement to the proof that an-
other committed ciphertext E’ is an encryption of P’(y), which is a polynomial
of degree n/2 whose encrypted coeflicients are known to both prover and ver-
ifier. This can be accomplished using the Schwartz-Zippel lemma, by setting
P(y) = Zgzgl)/%l(ai + a4 (n+1)/2)X" for a random « chosen by the verifier
(or output by the random oracle).

2 Preliminaries

2.1 BB-PSL Non-Interactive Zero Knowledge (NIZK)

Non-interactive zero-knowledge (NIZK) proofs are an important building block
in this paper. We follow the KLN notation and definitions (Section 2.1 of [KLN23])
of the completeness and ZK properties of NIZK proof system, provided in ab-
breviated form in Definition [ below.

Definition 1 (Completeness and ZK of NIZK |[KLN23|). Let R be a
relation. Let S be a setup model (e.g., the CRS model or the random oracle
model). Let PS> and V° be (non-interactive) algorithms for the prover and the
verifier in the S-setup model. (PS,V®) constitute a complete proof system if for
all (x,w) € R, Pr[m+ PS(x,w) : V3(x,m) = 0] = 0.

They satisfy the zero-knowledge property if for any PPT adversary Adv in the
experiment of Fig. the advantage function v(\) defined below is negligible:

AV () = [Pr [ NIZKAM0(1%) = 0] — Pr [NIZKA 1 (1%) = 0| = »()
NIZKAN-0 (1) Os(m) Op(x, w)

return Advs(')’Ps("')(l/\) st, h, Texe < SimS(st,m) if (x,w) ¢ R : return L
NIZKANL (1) return h st, < Sim(st, x)

return Advos(')voP('w)(lk) return m

Fig. 2.1: NIZK game

Let us review black-box partial straight line simulation extractable proof sys-
tems [KLN23| (Definition . In such a proof system, the straight-line extractor
does not in fact extract the entire witness, but just some function of it; at the
same time, a black-box extractor (that’s allowed to rewind the adversary) can in
fact extract the entire witness. In Section[2.2] we motivate this definition further.

Definition 2 (Black-box partial straight-line simulation extractabil-
ity).  Adv\SimBBPSLExract \y _ py [ f-NISimBBPSLExtract®®(1}) =1 | = v()\)

for some negligible function v.
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f-NISimBBPSLExtract"® (1*)

10 Q,Qs <« []

20 (x,7) ¢ AdvOs0)Osim() (12

3w EXtBB(Adv)(QS’X7 )

4: w ¢+ ExtSL(Qs,x, )

5: returnvos(x,ﬂ)/\(x,ﬂ)gQ/\((X,W)ﬁR\/W/#f(‘W))

Os(m) Os(m) Osim(x)

1: st h, Tex < SimS(st,m) 1: st,7 < Sim(st,x)
2:  Qs.add((m, h, Text)) 2: Q.add((x,))

3: return h, Tex 3: returnw

Fig.2.2: f-NISimBBPSLExtract game

2.2 Motivation for BB-PSL

For concreteness, let us imagine that 7 is the NIZK we get by running a X-
protocol for a proof of knowledge, and making it non-interactive by replacing
the message from the verifier with the output of the random oracle. The prover’s
side of the X-protocol consist’s two algorithms, P, and P». P;(pk,m,7; R) gen-
erates the first message, a, of the proof of knowledge of how ¢ = Enc(pk,m, )
was computed using random coins R; Pa(pk,m,r, e; R) generates the prover’s
response, z, to the challenge e using the same randomness. The verifier’s part
of the X protocol is just the algorithm V(pk, ¢, a, e, z). It is well-knownthat, in
the random-oracle model, the following proof system is black-box simulation-
extractable: the prover computes a = Pj(pk,m,r;R), e = H(pk,c,a), and
z = Py(pk,m,r,e; R) and outputs the proof m = (a, z). To verify 7, the veri-
fier computes e = H(pk, ¢, a) and runs V(pk,c,a, e, z).

However, when we plug this proof system into the attempted construction
above of a CCA-secure cryptosystem from a semantically secure one, we don’t
(easily) get a proof of CCA security. This is because the adversary can interleave
his decryption queries and his random-oracle queries in such a way that he will
force the security reduction to run in exponential time in the number g of queries.
In order to respond to the i decryption query (c;, ;) where m; = (a4, 2;),
the reduction needs to rewind the adversary to the point in time where the
adversary queried the random oracle to get e; = H(pk,¢;,a;). By first issuing
all the random-oracle queried in reverse order, i.e. obtaining e, = H(pk, ¢y, aq),
and then e;_1,...,e; before issuing any decryption queries at all, and then
querying for the decryptions of (¢1,m1),..., (¢q,my), the adversary will ensure
that the reduction will need to rewind O(29) times ﬂ This is because each time

8 The adversary must also base the first message of each X-protocol on the output of
the random oracle from the last query to ensure rewinding is impossible.
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the reduction rewinds the adversary, they also need to rewind for each previous
query to ensure the adversary receives the correct decryptions to run normally.
Thus, each decryption query doubles the number of required rewinds.

There are two ways of fixing this problem. One is to use a straight-line ex-
tractable proof system that does not need to rewind at all; but that can be
inefficient. The other way to fix it (implicitly in the spirit of Shoup and Gen-
naro) is to not require the straight-line extraction of the entire witness: the
reduction does not need both m and r to proceed, just the message m alone is
sufficient. The fact that, with rewinding, it is possible to extract the entire wit-
ness is still crucial since it guarantees that the adversary’s interaction with the
security reduction results in exactly the same view as in its interaction with the
decryption oracle: if not, then a separate reduction would break the soundness
of the proof system.

2.3 Proofs of Equivalent Representations of Discrete Logarithms

Using known techniques, we can construct a X-protocol that proves the following
relation in Def. [3]in prime order cyclic groups where the DDH and CDH problems
are hard. We describe a X-protocol that satisfies Def. [§] in Section [2.4]

Definition 3 (Relation for proof of equality of discrete logarithm rep-
resentations in cyclic groups of prime order). Let Reqrep—p e the following
relation: Reqrep—p(X, W) accepts ifx = (G, {zs, {gi1, -, Gim}}X_1) where G is the
description of a group of order q, and all the x;s and g; ;5 are elements of G,

and witness w = {w;}7, such that x; = [}, g;7.

We can enhance this protocol to multiply witnesses with the relation in the
following definition (Def. . We give examples of how to construct and use these
protocols in Appendix [Bl While using this protocol, we use Camenisch-Stadler
notation to denote witnesses and relations.

Definition 4 (Relation for proof of multiplication of witnesses over
bases in cyclic groups of prime order). Let Regep—p be the following
relation: Regrep—p+ (X, W) accepts if the following two conditions hold:

(1) x = (G, pu,{xi,{gi1, -, Gim} }o_1) where G is the description of a group of
order q, and all the x;s and g; js are elements of G, and witness w = {wj};»”:l
such that x; = [T}, 9: 7

(2) If Vi € [m],wi =[],y w; where pis a map p: [m] = P([m]) and P([m])
is the set of all subsets of [m)].

The multiplication protocol holds for Z,,» as well with a caveats: we can only
prove the relations for the absolute values of elements (e.g., for the example
above, we could only prove that C' = +¢’h"). This is a limitation of extraction
of X-protocols in Z,2. We explain this limitation and other details in Appendix
This proof can be constructed from known techniques [BCMO5IDE(02].
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Definition 5 (Relation for proof of multiplication of witnesses over
bases in composite order groups). Let Reqep—n+ be the following relation:
Reqrep—n= (x, W) accepts if the following two conditions hold:

(1) x = (n, g, {xi,{gi1, -, gim} }izy) where n = pq and p,q are safe primes,
and all the x;s and g; ;5 are elements of Zy>, and witness w = ({b;}1_o, {w; }7-,)
such that x; = b; [[}-, gz); where b; € {—1,1}.

(2) If Vi € [m],w; = [1;¢ ;) w; where p is a map p : [m] — P([m]) and P([m])
is the set of all subsets of [m].

2.4 Construction of Equality of (Linear) DL Representations Proof
in Prime Order Groups

Using known techniques, e.g. KLM from which we took the following description,
we can construct the protocol in Def. [3] in prime order cyclic groups where the
DDH and CDH assumptions are hard. We do so in Def. [f]

Definition 6 (X-protocol for proof of equality of discrete logarithm

representations cyclic groups of prime order). Let Regrep—p be the follow-

ing relation: Reqrep—p(x, W) accepts if x = (G, {i,{gi1,- -+ gim}}5_1) where G

is the description of a group of order q, and all the x;s and g; ;5 are elements of

G, and witness w = {w;}7; such that x; = [[_, g;ﬂ;

P—V On input the (x, W) € Reqrep—p, the Prover chooses e;j <— Zq for 1 < j <
m and computes d; = H;nzl ngJ for 1 < i < k. Finally, the Prover sends to
the Verifier the values com = (dy,...,dy).

P+V On input x and com, the Verifier responds with a challenge chal = ¢ for

¢4 ZLyg.

P—V The Prover receives chal = ¢ and computes s; = e; + cw; mod q for
1 <i<m, and sends res = (s1,...,8m) to the Verifier.

Verification The Verifier accepts if for all1 <1i <mn, d;zf{ = H;n:l gf;, rejects
otherwise.

Simulation On input x and chal = ¢, the simulator chooses s; < Zg for 1 <
j < m, and sets d; = ([}, ng])/sczc for 1 < i < k. He then sets com =
(di,...,dy) and res = (81,...,8m)-

Extraction On input two accepting transcripts for the same com = (dy, ..., d,),
namely chal = ¢, res = (s1,...,5,), and chal’ = ¢, res’ = (s},...,s),)

output w; = (s; — s5)/(c — ') mod q for 1 < j <m.

m/>

3 Non-Frameable Privacy-Preserving Blueprints

In this section we first provide the formal definition of a blueprint scheme as
introduced in [KLN23|. We then define the property of non-frameability for
privacy preserving blueprints, and then focus our attention on proving it.

A blueprint scheme has three parties - an auditor, a set of users and a set of
recipients. It is defined as follows:
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Definition 7. For a non-interactive commitment scheme (CSetup, Com),
an f-blueprint scheme consists of the following probabilistic polynomial time
algorithms:

Setup(1*, cpar) — A: Outputs the public parameters A which includes 1* and
cpar.

KeyGen(A,z,7r;) — (pka,ska): The key generation algorithm for auditor A.

VerPK(A, pka, C) — 1 or 0: Takes the auditor’s public key pk, and a com-
mitment C, as input, verifies that the auditor’s public key was computed
correctly for the commitment C,.

Escrow(A, pka,y,7y) — Z: Takes A, pka, and commitment value and opening
(y,7y) as input and outputs an escrow Z for commitment C' = Com(y;r,).

VerEscrow (A, pka, Cy, Z) — 1 or 0: Takes the auditor’s public key pka, a com-
mitment C,, and an escrow Z as input and verifies that the escrow was
computed correctly for the commitment C,.

Dec(A,ska,Cy, Z) = f(x,y) or L: Takes the auditor’s secret key ska, a commit-
ment Cy and an escrow Z as input. It decrypts the escrow and returns the
output f(z,y) if Cy is a commitment to y and VerEscrow(A, pky, Cy, Z) = 1.

IKLLN23]| also defines a secure f-blueprint scheme as one that possesses the fol-
lowing properties -

Correctness of VerPK and VerEscrow: The algorithms VerEscrow and VerPK
accept with probability 1 for honestly generated values (cpar, pka, Cy, Cy, Z).

Correctness of Dec: Dec(4,ska,Cy, Z) = f(z,y) holds with overwhelming
probability for honestly generated values (cpar, pka,ska, Cy, Z).

Soundness ensures that if, for a commitment C,;, escrow Z is accepted, then
it correctly decrypts to f(x,y) where x is opening of C, and y is opening of C,,.

Blueprint Hiding: The blueprint pk, does not reveal anything about x
other than what the adversary can learn by forming valid escrows and submitting
them for decryption.

Privacy against Dishonest Auditor ensures that even if the auditor is
malicious, an honest user’s escrow contains does not have access to any informa-
tion apart from f(x,y), where x is opening of C, and y is opening of C,,.

Privacy with Honest Auditor ensures that an adversary that does not
control the auditor learns no information from the escrow Z.

We provide more complete and formal definitions of the existing blueprint
scheme and its security properties in the Appendix [C]

3.1 Definition of Non-Frameability

In order to systematically prevent framing attacks and formally define the notion
of non-frameability, we change the Decrypt algorithm of the blueprint scheme and
introduce an additional Judge algorithm to be included in a (non-frameable)
blueprint scheme. This non-framing Dec algorithm additionally outputs a proof
for the Judge algorithm to verify.
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Definition 8. For a non-interactive commitment scheme (CSetup, Com),

a non-frameable f-blueprint scheme consists of all the algorithms of a basic f-
blueprint scheme with an adapted Decrypt algorithm and an additional Judge
algorithm, both probabilistic polynomial time algorithms:

Dec(A,ska,Cy, Z) = (f(x,y), m.) or L: The algorithm takes the auditor’s secret
key ska, commitment C, and escrow Z such that VerEscrow (A, pka, Cy, Z) =
1 as input. It decrypts the escrow and returns the output f(z,y) if Cy is
a commitment to y. Additionally it returns a proof, 7, that the Judge
algorithm that f(x,y) was decrypted correctly from Z. If VerEscrow() does
not accept, Dec() returns L.

Judge(A, pkp, Cy, Cy, Z, z,m.) — 0 or 1: This is the algorithm which, on input
all the inputs of VerPK, VerEscrow, and z and m, verifies that z was obtained
correctly from escrow Z.

Correctness of Judge: Assume values (A,pka,Cy, Cy, Z, 2, m) are generated
honestly that is: (1) cpar is generated by CSetup(1*); (2) A is generated by
Setup(1?*, cpar); (3) (pka, ska) is the output of KeyGen(A, z,7,); (4) Cy, = Com cpar(
x;73); (5) Cy = Comepar(y;7y); (6) Z is generated by Escrow(A, pka,y,7y); (7)
(z,m) is generated by Dec(A,ska,Cy, Z) — (z,m). We require that algorithm
Judge accept with probability 1.

Definition 9 (Non-Frameability). We want to make sure that even if the
auditor colludes with dishonest users, it is not possible for a dishonest auditor
to frame an honest user.

Let C,, and C, be commitments computed from from (x,rs) and (y,r,) respec-
tively. Non-frameability guarantees that any pk 4, Z, z, w7 that passes Judge(A, pk 4,
Cy,Cy, Z, z,mz) will imply that f(x,y) = z with overwhelming probability. More
formally, for all PPT adversaries A, there exists a negligible function v such
that: Pr[NonFramingéf‘u"()\) =1] <v())

NonFramingg® (\)

1: cpar + CSetup(1™)

2: A+ Setup(1*, cpar)

3: (Pkn,2,72,Y, 7y, Z,2,Tz) A(lA,A)

4: Cy = Comepar(z,72); Cy = Comepar (Y, ry)

5: return [(Judge(A, pka,Cz, Cy, Z, 2z, 7z) = 1) A (f(z,y) # 2)]

Fig. 3.1: Experiments NonFraminggt ()

The existing HEC schemes that are only correct and sound as defined in
IKLN23| will not be sufficient to construct Non-Frameable Blueprint schemes.
We define a stronger HEC scheme in the following subsection.
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4 Consistent Homomorphic-Enough Encryption

In Kohlweiss et al. [KLN23|, they use a “homomorphic-enough” encryption scheme.
This encryption scheme is parameterized by a function family and is correct if it
is possible to compute any function from that family using only the ciphertexts.
When creating the homomorphic ciphertexts, an encryptor specifies a specific
function (f) from the function family as well as some secret information (z) to
produce the ciphertext (X) and decryption key (d). The ciphertext does not
necessarily hide f but does hide x. Another party can then use X to compute
an encryption of f(x,y). The original encryptor can then use d to retrieve this
value. We provide a more formal definition in We include the game for our
contributed definition (HECCONSISTENT) to Fig. to save space though the
original scheme [KLN23| does not consider this. In Kohlweiss et al. [KLN23| the
HEC scheme is used to implement their generic blueprints construction.

Definition 10 (Homomorphic-enough cryptosystem (HEC) for a func-
tion family). Let F' = {f | f : domains, x domainy, +— range;} be a
set of polynomial-time computable functions. We say that the set HEC of al-
gorithms (HECseTup, HECENC, HECEVAL, HECDEC, HECDIRECT) constitute
a homomorphic-enough cryptosystem (HEC) for F if they satisfy the following
iput-output, correctness, and security requirements:

HECSETUP(1*) — hecpar takes the security parameter as input, outputs the
parameters hecpar.

HECENC(hecpar, f,z) — (X, d) takes parameters hecpar, a function f € F', and
a value x € domainy , as input, outputs an encrypted representation X of
the function f(z,-), and a decryption key d.

HECEVAL(hecpar, f, X,y) — Z takes as input the parameters hecpar, a function
[ € F, an encrypted representation of f(z,-), and a value y € domaing,
and outputs a ciphertext Z, an encryption of f(z,y).

HECDEC(hecpar,d, Z) — =z takes as input the parameters hecpar, the decryption
key d, and a ciphertext Z, decrypts Z to obtain a value z.

HECDIRECT (hecpar, X, z) — Z on input hecpar, an encrypted representation
X of some function, and a value z, outputs a ciphertext Z.

HEC correctness. For a given adversary Adv and HEC, let Advygc agy(A) be
the probability that the experiment HECCORRECT in Fig. [{:1] accepts. HEC is
correct if Advygc agy(A) is negligible for all PPT algorithms Adv.

Definition 11 (Security of z, security of z and y from third parties,
and security of DIRECTZ.). Consider Fig. , HEC provides security for x
if for any PPT Adv, |p§fj\%(()\) —pig\fff()\ﬂ is negligible. HEC' provides security
for x and y from third parties if or any PPT Adyv, |p§§f§y()\) — pfﬁfffy(/\)\ is
negligible. HEC provides security of DIRECTZ if or any PPT Adyv, |pEJ§%CTZ(A) —

DIRECTZ

Paay T4 (N)] is negligible.
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HECCORRECT A ())

SECXpM(\)

1:

© 00 N O Ot s W N

=
o

hecpar < HECSETUP())
(f,z,st) < Adv(1*, hecpar)
if f e F,x € domaing .
(X,d) < HECENC(hecpar, f, x)
(y,rz) < Adv(st, X)
if y € domaing,,
7 < HECEVAL(hecpar, f, X,y;rz)
if HECpEc(hecpar,d, Z) # f(z,y)
return 1

return 0

HECCONSISTENTA? ())

1:

© 0 N o O e W N

hecpar <+ HECSETUP(A)

(f,z,st,r,y,rz) Adv(lA7 hecpar)

if f ¢ FVa¢ domaing, Vy ¢ domaing,,
return 0

(X,d) + HECENC(hecpar, f,z;T)

7 <+ HECEvAL(hecpar, f, X, y;72)

if HECpEc(hecpar,d, Z) # f(z,y)
return 1

return 0

1:

hecpar +— HECseTUP(1%)

21 (f, w0, x1,5t) < Adv(1*, hecpar)

3: if f € F,xo,x1 € domaing

4: X, <« HECENc(hecpar, f,zp)

5: return Adv(hecpar, X, st)

6: return Adv(L,st)
SECX Y% (N)

1: hecpar « HECSETUP(I)‘)

2: (f,mo,x1,5t) < Adv(1*, hecpar)

3: if f € F,x0,21 € domaing »

4: X, < HECENc(hecpar, f,zs)

5: (o, y1,st) + Adv(X,st)

6: if yo,y1 € domaing,,

7 Z <+ HECEvAL(hecpar, f, X, yp)
8: return Adv(Z,st)

9: return Adv(L,st)
DIRECTZ)® (\)

1: hecpar + HECsETUP(1Y)

2: (f,z,y,rx,st) < Adv(l)‘, hecpar)

3: if f e F,x € domaing .,y € domaing
4 X, = HECENC(hecpar, f,z;7x)
5: Zy < HECEvAL(hecpar, f, X, y)

6 Z, + HECbDIRECT (hecpar, X, f(z,y))
7 return Adv(hecpar, Zy, st)

8: return Adv(L,st)

Fig.4.1: HEC correctness, consistency and security games

Explanation for DirectZ. This is an algorithm we need in order to use a HEC
in our construction of PPBs. Intuitively, recall that the security of PPBs re-
quires that there be a simulator that can simulate the output of Escrow just
given z = f(z,y), without knowledge of = or y. DirectZ allows the simulator to
compute the encryption of z directly. For example, if z = f(x,y) where f is a
one-way function of y for any fixed z, then access to just the Eval function is not
sufficient to compute the encryption of z, since Eval requires y as input, and no
such pre-image y cannot be computed from z because f is a One-Way Function.

Our main insight for adapting the generic construction of blueprints from ho-
momorphic enough encryption, HEC, and NIZK is as follows: A HEC scheme
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must be such that even when an adversary fully controls x, y, and the random-
ness for the HEC scheme, the encryption and evaluation algorithms must not
produce a ciphertext that decrypts to a plaintext other than f(x,y). We refer
to this strengthened correctness property with respect to adversarial inputs as
HEC consistency. We formalize this in the HECCONSISTENT game in Fig.
After giving a definition of HEC consistency, we give an adapted generic
construction for blueprints from HEC and NIZK and prove it secure.

4.1 Definition of Consistent HEC

We show our new game for Consistent HEC as HECCONSISTENT in Fig.
The new definition of HEC consistency is stronger than the previous correctness
definition since the adversary outputs the randomness r to the HEC encryption
algorithm, in addition to the randomness 7z, and can thus exercise additional
control over the output of HECENC.

4.2 Modifying the Generic Blueprint Scheme from HEC to Obtain
Non-Frameability

We extend the existing generic construction of blueprint schemes to include the
property of non-frameability. In order to do so, we modify the Dec algorithm
and introduce a new algorithm Judge which we define as given below in Figure
The new Dec algorithm returns a proof of knowledge of correct decryption.
Incorporating the property of non-frameability in the definition of blueprint
schemes gives us the following theorem which is virtually identical to the result
obtained in [KLN23| (Theorem 2) apart from also including the condition on the
additional NIZK PoK required, ¥3 and the property of non-frameability.

Theorem 1. If HEC is a secure homomorphic-enough cryptosystem, the com-
mitment scheme is binding, and the NIZK PoKs Wy, Wy and W3 are zero-knowledge
and BB-PSL simulation extractable then our generic blueprint scheme is a se-
cure, non-frameable f-blueprint scheme.

Since the property of HEC consistency implies HEC correctness, the proofs
of correctness of VerEscrow, VerPK and Dec from the original PPB proof of
IKLN23]|, goes through unchanged. Similarly, the soundness of the generic f-
blueprint scheme is also proven using the BB-Extractability of the NIZK %5 in
the same reduction as in [KLN23|.

Using these properties and the correctness of the Judge which we prove in
Lemma [T} we prove the non-frameability of the HEC scheme in [£.2]

Lemma 1. If the NIZK PoKs W1, Wy and W3 are complete, then the generic
blueprint scheme satisfies correctness of Judge.

Proof. Consider Judge as defined in Fig. Suppose this algorithm Judge re-
turns 0 in the above mentioned experiment. This can happen if either VerEscrow
returns a reject or if Vg3 (Z, fuy, hecpar, cpar) = 0. From correctness of VerEscrow,
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Setup(A, epar, S1,S2,S3)

Escrow(A, pka, vy, y)

1: hecpar + HECsETUP(1Y)
2: return A = (), cpar, hecpar, S1,S2,S3)

KeyGen(A, x,ry)
1: parse A= () cpar, hecpar,S1,S2,S3)
2: (X,d) & HECeNc(hecpar, f, x)

3: Cyp = Comepar(x;7s)

4: A PoKa}l{(m7 d,r,re)

5: (X,d) = HECENC(hecpar, f,z;T)
6: NCy = Comcpa,-(x;rz))}

7: pky < (X,Cq,ma);ska < (pka,d)
8: return (pky,ska)

VerPK(A, pka, Cy)

1: parse A = (), cpar, hecpar,S1,S2,Ss)
2: parse pky = (X, C,, ma)

3: return V;!((X, hecpar, f, Cu, cpar), wa)
4: A (Ch = Cy)

JUdge(Aa pkA: va Cyv Z = (Zv 7TU)7 Z, 7TZ)
1: parse A= (), cpar, hecpar,S1,S2,S3)

2: return V3?((z, hecpar, Z), 72)
3: A VerPK(A, pky, Cz)
4: A VerEscrow (4, pka, Cy, Z)

parse A = (A, cpar, hecpar, S1, Sz, S3)
parse pky = (X,Cz, _)
if VerPK(A, pky, Cz) =0
return 0
7 < HECEvAL(hecpar, f, X, y)
Cy = Comepar(y; 1y)
Ty POKg,i{(y:TwTZ") :
Z = HECEVAL(hecpar, f, X, y;75)
A Cy = Compar (5 Ty)}

return (Z,my)

VerEscrow (A, pka, Cy, Z = (Z, my))
parse A = (), cpar, hecpar,S1,S2,S3)
parse pky = (_,Cq, )
return VerPK(A, pky, Cy)

AV32((Z, hecpar, f, X, Cy, cpar), )

Dec(A, ska, Cy, Z = (Z, 1))

1: parse A = (), cpar, hecpar,S1,S2,S3)

parse ska = (pka, d)

if VerEscrow(A, pky,Cy,Z) =0
return L

z < HECpEC(hecpar, d, Z)

- W N

wt

6: Tz PoKi};{d : z = HECDEC(hecpar, d, Z)}

7: return (z,7z)

Fig. 4.2: Construction of generic f-blueprint scheme from HEC and NIZK PoKs
¥y, ¥y and W3 with setup S1,Ss, and S3 respectively.

we know that VerEscrow returns 1, so Judge only returns 0 if V§3 (Z, fuy, hecpar, cpar) =
0. However, this contradicts completeness of the NIZK scheme because the proof
7wz in Z is generated by Dec on a valid statement and witness pair.

Therefore, if the NIZK PoKs ¥y, ¥, and W3 are complete, then the generic
blueprint scheme satisfies correctness of Judge.

Lemma 2. Let W5 be a BB extractable NIZK scheme, let (CSetup,Com) be
a computationally binding commitment scheme, and HEC be consistent with
adversarial evaluation randommess, then our proposed scheme achieves Non-

frameability.




20 Scott Griffy, Markulf Kohlweiss, Anna Lysyanskaya, and Meghna Sengupta

Proof. Consider Fig. Suppose, for the sake of contradiction, that there exists
a PPT adversary A such that Advﬁ?gﬁam'"g()\) = v(A) is non negligible. Let Z,

one of the adversary’s output in the experiment, be divided into Z and a proof
7y to validate Z. The events where A outputs 1 can be divided into four cases: (i)
when C' = Com(y;r), C = Com(y’;r') and 7 = HECEVAL(hecpar, f, X, y';7 ;)
for y # ¢, (ii) when C' = Com(y;r) and 7 = HECEVAL(hecpar, f, X, y;75)
for some 7, where in both (i) and (ii) X is a part of pky, (iii) the case where
neither of these equalities holds and (iv) when C' = Com(y;r) and (X,d) =
HECENC(hecpar, f,xz;r).

We express the probabilities of these events with the functions vg(\), v1(N),
v2(A), and v5(A) respectively. Since v()) is non negligible and these three events
covers all cases where Adv would output 1, at least one of vg(\), v1(A), v2(A) or
v3(\) must be non negligible.

Suppose v5(A) is non negligible. The adversary produced a proof of a false
statement and we can construct a reduction B to the BB extractable NIZK sys-
tem. B runs A the same way as Sound, see Fig. but outputs (2, hecpar, f, X, Cy,
cpar),my) instead. By BB extractability of the NIZK, Pr [ B wins] of extraction
failure is negligible, which contradicts our assumption v2(A) is non negligible.

Similarly, consider v3(\) to be non-negligible. As proved above, we can reduce
this case to a contradiction of the BB-extractability of the NIZK ¥3.

We now assume that the BB extractor extracts a witness (y’ ,r;,rz), such
that Z = HECEVAL(hecpar, f, X, y/; r;) and C, = Comp(y';7;). Suppose
vo(\) is non negligible. In this event, we break the computational binding prop-
erty using a reduction that outputs (y,r,y’,7’). Suppose v () is non negligible.
In this event, we get a situation where both pk, and Z were generated correctly
with adversarial randomness 7, but the output of decrypt is incorrect. We can
construct a reduction B using A to HEC consistency with adversarial evaluation
randomness. B runs A, in the same way as Sound, see Fig. but instead of
returning a bit at the end, it outputs the tuple (y,7,).

The f-blueprint scheme having the properties of Blueprint Hiding, Privacy
against dishonest auditor and Privacy against honest auditor can be shown using
the same proofs as in [KLN23|.

4.3 Consistent HEC from FHE

We provide an efficient construction for a secure, consistent HEC scheme for the
watchlist function in Section We show that the existing construction of a
HEC scheme for any function f from FHE, as provided in [KLN23], is also secure
and consistent. The full details of the construction is provided in Appendix

Theorem 2. If (FHEKeyGen, FHEEnc, FHEDec, FHEEval) is a fully-homomorphic
public-key encryption scheme that is circuit-private for circuit family {ij : fe

F} (as defined in [KLN23]), then our construction above constitutes a consistent

homomorphic-enough encryption for the family F.
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Proof. Let us assume the existence of an adversary A that is able to produce a
(f,x,st,r,y,rz) such that Z + HECEVAL(hecpar, f, z,y;rz) but HECDEC(hecpar,
d,7Z) # f(x,y). We can then construct an adversary A’ from adversary A which
outputs z, y and @5 where the output of the circuit @5 (z) = f(z,y).

This gives us a tuple (x,y,@{j) for which, given FHEKeyGen(A) — (FHESK,
FHEPK), ¢ <~ FHEEnc(FHEPK, z) and ¢y = FHEEval(FHEPK, &, ¢), but FHEDec
(FHESK, cg) # @(x).Since the correctness of FHE (as provided in Appendix
is defined over all possible inputs z and y and for all circuits @, the tuple
(x,y,@;ﬁ ) is clearly a violation of this FHE Correctness condition. This proves
that the HEC construction is indeed consistent. ad

As shown by [KLN23| both Security of x, SECX and the security of = and
y from third parties, SECXY is obtained by the semantic security of the FHE.
The security of DIRECTZ follows from the circuit privacy.

5 Efficient PPBs for fcgpc and Related Functions

In this section, we show how to efficiently instantiate privacy-preserving non-
framing blueprints for watchlists. This includes a new HEC scheme as well as
new proof systems for the ¥, W5, and W3 proofs used in Fig. Notably, our ¥,
proof produces a NIZK of size O(log(n)) as opposed to O(n) as was previously
constructed [KLN23|, where n is the length of the watchlist.

These constructions are generically obtained from the high-level ingredients
listed in Section In Section we show how to instantiate our high-level
ingredients under the decisional Diffie-Hellman assumption from the ElGamal
cryptosystem; the limitation here is that, conditioned on x the value y can only
come from a polynomial-size domain: the ElGamal cryptosystem only allows the
auditor to directly decrypt g¥, so recovering y requires an auditor to do a brute-
force search (using the list of identities  as a starting point). The scheme we
give in Section based on the Camenisch-Shoup cryptosystem, does not have
this limitation, and is secure under same assumption as the Paillier cryptosystem
[Pai99], the decisional composite residuosity (DCR) assumption.

¥, and Y3 run in time independent of the watchlist and so are not as impor-
tant to optimize. These can be implemented for ElGamal and Camenisch-Shoup
with many known techniques [CLOIICS03].

5.1 Building Blocks for Verifiable Computation over
Additively-Homomorphically Encrypted Data

Commitment to user data and other scalars. Recall that a blueprint
scheme is defined relative to a commitment scheme (CSetup,Com); the pub-
lic parameters of the blueprint scheme, cpar, contain the public parameters for
this commitment. Our construction for watchlists works if, in this commitment
scheme, the input domain for the values to be committed is a ring Z, (in our
instantiations, 7 is either a prime ¢, or an RSA modulus N), and the opening
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can be parsed in a specific way. More precisely, Com takes as input an element
x from Z., a random value r sampled uniformly at random from [R] for some
integer R. For simplicity and efficiency, we’ll use Z, as the space for user data,
message space for encryption, and some randomization scalars (such as r1 and
r9 in 1) used in our construction.

Proofs of correct modular addition and multiplication of committed
values. In order to prove that an escrow was correctly computed, we’ll need to
add and multiply the values in our scalar commitments together (modulo 7).
Let us define the following relations:

— R4 ((Cy,Cy,C3), (x1,71, 29,72, 23,73)) = 1 iff Vi € [3] : C; = Com(zy;7;),

cpar
and x3 = 21 +x5 mod 7. Let (Prove®® Verify®™) be a BB NIZK proof system
for Rgggr.

- RZ’;ZZTI&((Cl, Co, Cg), (5(11,7‘17372,7“2, 3?3,7“3)) =1iff Vi € [3} Oy = Com(sci; 7“7;),

and 25 = z125 mod 7. Let (Prove™"PY  Verify™!"¥) he a BB NIZK proof

mult
system for R{00.

We also need this commitment scheme to have a zero-knowledge proof of

knowledge (Prove®" Verify®®*") of opening, i.e. a BB NIZK for the relation
Repar = ((C), (m, 1)) iff Comper(m;r) = C.
Additively homomorphic g-semi-encryption scheme. We need an appro-
priate additively homomorphic (AH) semantically secure public-key encryption
scheme. Our application can tolerate a relaxed version of encryption, in which
the decryption algorithm need not recover the original plaintext m, but just
some function g(m), where g is a (not necessarily efficiently) invertible func-
tion. This relaxation allows us to view the ElGamal cryptosystem as additively
homomorphic. Let us define it formally.

Definition 12 (Semantically secure additively homomorphic g-semi-
encryption scheme). A set of three polynomial-time algorithms AH = (KeyGen 4,
Encapg,Decay) constitutes a semantically secure homomorphic g-semi-encryption
scheme if it satisfies the following input-output specification as well as correct-
ness, security, and homomorphic properties:

Input-output specification KeyGen 4 and Encap have the same input-output
specifications as those for key generation and encryption algorithms, respec-
tively, for a public-key encryption scheme. The message space, My, , may
be parameterized by the public key pk 4 of the cryptosystem. Decay (skam, ¢)
takes as input a secret key skapy and a ciphertext, and outputs a value
m' = gok,, (M) for some m € My, .

Correctness For all (pk,sk) € KeyGen,y, for all m € My, for all c €
Encan (pk,m), Decay (sk, ¢) = gpk,, (m). Le., the decryption algorithm cor-
rectly recovers gpk ,, (m) from an encryption of m.

Security A semantically secure g-semi-encryption scheme must satisfy the same
definition of semantic security as a regular semantically secure encryption
scheme [GM82].
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Additively homomorphic properties (1) My, is an algebraic ring (we
will use Z, as the ring) and (2) there is an efficient deterministic algo-
rithm Op 4y that takes as input the public key pk, g and two ciphertexts,
c1 and ¢y and outputs a ciphertext ¢’ such that for all pk,y € KeyGen 4 x4,
for all my,ma € My, ., for all ciphertexts ¢y € Enc(pk g, m1) and ¢y €
Enc(pk 4, m2), if ¢ = Opap(Pkag,c1,c2), then ¢ € Enc(pk 4z, m1 + ma).

For our constructions in Section we define My, as Z, for a prime p for
ElGamal or Zy for an RSA modulus N for Camenisch-Shoup.

Further (inspired by Cramer, Damgard and Nielsen’s [CDNO1] formalization
of an additively homomorphic cryptosystem), (1) we also need a way to sample
new encryptions of messages, i.e., compute ¢’ + Enc(pk 4, m) given any ¢ €
Enc(pk 4z, m); we require that this be achieved by forming a fresh encryption of
0, c¢o + Enc(pk,z,0) and then adding to ¢, resulting in ¢/ = ¢ @ ¢p; and (2) we
need AH to include efficient algorithms for obtaining ¢’ € Enc(pk 45, am) from
¢ € Enc(pkypy,m) and a € Zﬂ Our application to privacy-preserving blueprints
requires that the user’s input y is in the message space My, = Z,. When
generating the key pair for this cryptosystem, KeyGen 4 should take as input
public parameters params generated by Setup that are also relevant for other
algorithms we describe below.

Note that the function gpk,, that determines the output of the decryption
algorithm is parameterized by pk 4 ;; when clear from the context, we omit the
parameterization. Also note that, when g is the identity function, a semanti-
cally secure additively homomorphic g-semi-encryption scheme is just a regular
additively homomorphic semantically secure encryption scheme.

Notation. If ¢; and co are ciphertexts, will use ¢; ® ¢y to denote the output
of Op(pk, c1,c2). We use [alpk to represent an encryption of a under the public
key pk using the scheme AH; we will drop the subscript and denote it [al when
pk is clear from the context. By @ = @ ® [dl we denote that the ciphertext [@
was generated by running the algorithm Op(pk, @, |d]); thus @=c+d. y ® @
denotes applying this operation y times; in our instantiations this will yield
and is efficient for large y with repeated squaring; @@, [@; denotes applying Op
n times on the set {[a;] : ¢ € [0...n]}.

Commitment to ciphertexts. In order to prove correctness of an intermediate
step in a longer computation over (semi-)encrypted data without revealing the
ciphertext obtained in that step itself (which would leak data), we need to be able
to commit to ciphertexts and prove properties of committed ciphertexts. Thus,
we need a non-interactive statistically hiding, computationally binding commit-
ment scheme Com 45 (parameterized by public parameters params generated by
Setup) for committing to ciphertexts ¢ € Enca g (pk, ) and we need protocols for

9 In (1), we require randomization by adding an encryption of 0. This is needed for
technical reasons that lead to a simpler construction; it may be possible to relax this
requirement at the expense of a more complicated construction and proof. (2) fol-
lows generically from homomorphic properties, so explicitly requiring it is somewhat
redundant, but we choose to do so for ease of presentation.
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proving statements about committed ciphertexts, as described below. We'll use
Comay([y];7) to denote a commitment to a ciphertext.

Proofs of properties of committed ciphertexts. We need BB NIZK proof
systems for (1) proving knowledge of a committed ciphertext; (2) proving that a
committed ciphertext is the result of applying Op 45 to other committed cipher-
texts; (3) proving that a committed ciphertext is the result of applying Op 44 to
another committed ciphertext « times, where « is the opening of a commitment
(under the commitment scheme Com) to an element of Z,; and (4) proving that
a committed ciphertext is an encryption of a committed scalar. (4) is often called
“verifiable encryption” (VE).

We’ll use the Camenisch-Stadler notation to describe an instance of these
protocols. For example, if we have A = Com 4y (1al;7,), B = Com ag ([bl;73), and
C = Com(c¢;r.) and want to prove that a = be, we’ll denote the output of the
prover’s computation as m = NIZK[a,b,¢,74,7p,7c : A = Comapg(al,r,) AN B =
Comapy ([bl,) A C = Com(c;rc,ac) A @ = [bl ® ¢]. If 7 is accepted by the
verification algorithm, then the prover can open commitments A, B and C to
ciphertexts (@), [b and scalar ¢ respectively, such that @ = bl ® c.

More precisely, let us define the following relations:

= Rparams ,, (C, (¢,r)) = 1iff C = Comap(c;7);

- RgggamsAH((ClchvO?))v (61,7’1,62,7’2,03,7’3)) =1iff Vi € [3] 0y = ComAH(ci;ri)
and ¢z = Op 4 y(c1,c2);

- R;}lﬁffmsAH((Cl,Cg,Cg), (c1,7m1,¢2,72,x,73)) = 1iff Vi € [2] : C; = Comapg (ci574),
C3 = Com(z;rs) and ¢3 = ¢1 O .

- RZ‘)/‘;EmmSA"«Cl,CQ),(0177“1,7“6171/,7“2)) = 1iff Cl = ComAH(cl;rl), CQ =
Com(y;r2) and ¢1 = Encan(pkag, ¥, 7e,)-

Our construction will use as building blocks BB NIZK proof systems (Prove 4 7,

add

Verify 4 ;;) for the relation Rparams,,» (Prove4ss, Verify44}) for the relation Rggfamw,

(Prove’y 4 Verify%/") for the relation Rg}ﬁffmSAH, and (Prove 5, Verify 4 ) for

the relation R, . we usually refer to these proof systems indirectly via
AH

the Camenisch-Stadler notation. These proof systems exist generically for any

cryptosystem and any set of commitment schemes; however, for the specific in-

stantiations of semi-encryption and commitment schemes, we also show how to

construct them efficiently in Section [6]

Proof of ciphertezt equality. Our construction further requires a proof system
for proving that two commitments open to the same ciphertext; i.e. a proof
system for the relation Ryl ..., (C1,Ca,(c,m1,72)) = 1iff C1 = Comapy(c;m1)
and Cy = Com gy (c;r2). This can be generically constructed by using = = 1 as

the scalar in the proof for the relation Rg};ﬁfmsAH.

5.2 Instantiation of Consistent HEC Scheme

In this section, we provide a HEC scheme that satisfies Def. [0] In Section [5.3
we’ll show a succinct proof system W, which ensures escrows are created honestly.
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To obtain a non-frameable watchlist scheme, we construct the algorithms
HECEvVAL and HECDEC in Fig. for the function family {f, i }n kez, where
n is the length of the auditor’s list * = {z1,...,z,} and k is the bit length of
the user’s attribute 444, where the user’s input consists of the user’s identifier
yiq and an attribute: y = (Yid, Yatr)- fnk is defined as fp, p(z,y) =y if yig €
and f, ; = 0 otherwise. We discuss why this watchlist function is useful for the
watchlist/CBDC application in Section y;q uniquely identifies a user and Y44
could be any useful data about the user such as a seed for the user’s e-cash. We
construct a HECEVAL algorithm for multiple attributes in Section [5.5]

Overview of the construction. The HECENC algorithm (Fig. m) takes as input
the list @ of n watchlisted identities, and computes a polynomial P(y) = a;x*
such that P(y;q) = 0 if and only if y;4 € z. Then, it samples a key pair
(pk 4 p7,Skap) for a semantically secure g-semi-encryption scheme (Def. , and
outputs the public key X = (pk 4z, {Ai = Enc(pk g, a:)}icjo...n]) Where the a;’s
are coefficients of P, and the decryption key d = (skag, x).

On input the public key X and the value y = (¥4, Yattr), HECEVAL will
output the escrow Z = (Z,q, Zautr, Zyns) which consists of three ciphertexts under
the key pk 4 z; these will decrypt to the values (yid, Yattr, 0) if and only if y;4 € x;
otherwise they will decrypt to uniformly random elements of the message space,
independent of y. As we show in more detail in Fig. additively homomorphic
properties of the underlying (semi-)encryption scheme allow the evaluator to
form the ciphertext E so that it will be an encryption of P(y;q). The evaluator
also encrypts the identity y;4 and attribute yu4.-, yielding ciphertexts Y;4; and
Yater. The escrow of ;4 is then formed as Z;g = (M OE)® Yy = ((7’1@)69
= , which is an encryption of y;4 if F is an encryption of 0
(i.e. whenever y;4 € x), and an encryption of a random value otherwise, thanks
to the randomizer r;. Similarly, the escrow of yuur 18 Zattr = (r2 © E) ® Your =
r9P(Yid) + Yattr|- To make the HEC consistent, we include Znp =130 E =
r3P(yiq)|, which will decrypt to 0 if and only if y;4 € x.

HECDEC will take as input the HEC decryption key d = (ska g, «) and the es-
crow Z, and recovers y,,, Y, and y’ by decrypting the escrows, (Z;q, Zaitr, Zns)
using the secret key, skap. Note that, by the correctness property the decryp-
tion algorithm for g-semi-encryption, we know that for Z € HECENC(X,y),
y' = g(rsP(yia)) = ¢(0) if and only if y;y € x; so if ¥ # ¢g(0), HECDEC out-
puts L. Else, we know that y;4 € x, so HECDEC must somehow determine (1)
Yiq from v, = g(yia), and (2) yeur from v, = g(Yaur). Let us explain how
HECDEC can do so.

If g is the identity function (or an efficiently invertible one), then this step is
trivial; we will show in Section [6] that we can achieve an additively homomorphic
g-semi-encryption scheme where g is the identity function under the decisional
composite residuosity assumption using the Camenisch-Shoup cryptosystem.

If, however, g is a one-way injective function, then (1) can be done by looking
for g(yiq) on the list g(z1),...,g(x,) where z; € x and (2) can only be done
by exhaustive search, which is only possible if 44, comes from a small space.
This is the approach that was (implicitly) taken by the original PPB paper of
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Kohlweiss et al.: since the ElGamal cryptosystem is only additively homomorphic
when viewed as a g¥-semi-encryption scheme, and gV is a one-way function, they
could only achieve attributes from a small space. In Section [6.2] we also give the
ElGamal-based formalization.

HECDEC(hecpar, d, Z) HECEVAL(hecpar, fn ke, X, y575)
1: parse d= (skg, fnke ), 1: parse X = (pkyy, A1, ..., Ant1),
Z = (Zia, Zattr, Zng) Yy = (Yid, Yattr),
21 Yy — Dec(skg, Ziq) r5 = (Tid; Tattr, 71,72, 73)
3: y:zttr < Dec(skge, Zar) 2: if r3 =0,return L
4: y « Dec(skg, Zuy) n+tl .
5. if i # g(0) 3: B+ gBl(Az © Yia)
6: return () 4:  Yiqg < Enc(pkypy, Yid; Tid)
7o foryacw 5: Yastr EnC(PkAH,yattr;Tattr)
8: if g(yia) = Yia 6: Zi+ (rn©E)@® Yig
9 return (yia, Yaur) 70 Zatr — (r2 O E) @ Yaur
where yaur € domaing y, qtir 8: Zy=r:0E
A 9(Yattr) = Youur 9: return Z = (Z,q, Zayr, Zny)

10: return

HECENC(hecpar, fux, z) HECDIRECT (hecpar, X, z)

1: (pkay,ske) < KeyGen(l/\)
2: 848 Mp,,

1: parse X = (pkyg,A1,...,An+1)

2: z = (21, 22,23)

3: PesH()(f:vi) 3: if2=0

im1 4 B1 8 Mok,

4: foriin{l,...,n+1} 5: B2 8 Mok,

5 A; < Enc(pkyy, B) 6 B3 8 Mok,

6: return (X = (pkyy, A1, ..., Ant1), 7 return (Enc(pk 4, 51),

7: d = (skg, fx,1))) 8 Enc(pk g, B2), Enc(pk 45, 83))
9: return (Enc(pk,z,g(z1)),

10 Enc(pkar, 9(22)), Enc(pkan, 9(23)))

Fig.5.1: HEC algorithms

Theorem 3 (HEC consistency of Fig. [5.1)). Our construction in Fig.
achieves HEC consistency in Def. [[1]

Theorem 4 (Security of the construction in Fig. [5.1). Our construction
in Fig. achieves security of DIRECTZ , Security of y, and security of x
and y from third parties, defined in Definition|11]
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We provide the full proofs of Theorems [3] and [4] in Appendix [D-2}

5.3 Efficient Instantiation of HEC Evaluation Proof ¥,

In this section we show how to efficiently instantiate a NIZK proof used in the
Escrow algorithm in Fig. to compute my. This proof is for the following rela-
tion: Ry, ((y,7y,75), (Z, X, fok: Cy)) =1 iff Z = HECEVAL(hecpar, Jrg, X, y575)
NCy = Com(y;ry,) where f, 1, is the watchlist blueprinting function described at
the start of this section.

Overview. In Alg. |1} we give the construction of ¥, for HECEVAL. The proof
function for this system, PoKy,, calls ProveRecursive (described in Alg. to
prove the correctness of commitment C' to E. The input values, (C,, ), on the
first call from Alg. [[] to Alg. [2] are initialized to “default” values. For this first
call, z takes the value (yid)(”“)/%1 as it is left unspecified in the input. This
allows the proof to recursively interact with itself while keeping the interface to
PoKy, simpler.

The most involved part of this process is to prove that ciphertext £ =
D, (@] ®y.,) was computed correctly. The verifier will verify this proof while
only knowing a commitment to E, C' = Com 4y (F). Naively, this proof would re-
quire a correctness proof over the ciphertexts containing each coefficient, {}ie[o.
where n is the length of the watchlist. The correctness of the final ciphertexts
Zidy, Zattr, and Zyp will follow from the correctness of E' and the additional
proofs about committed ciphertexts specified in Section [5.1} To make the proof
of correctness of C = Comypy(E) efficient (taking O(log(n)) instead of O(n)
communication) we use a protocol similar to Shamir’s [Sha90], recently used in
cryptography by Pietrzak [Piel9] and follow-up work [HHKP23|. The idea is to
use recursion, where each step halves the degree of the polynomial by computing
the random linear combination of the lower and upper half of coefficients.

We will now explain how our ProveRecursive algorithm in Fig. [2| ensures that
C is a correct commitment to E. The prover and verifier can both evaluate
the polynomial P(x) using the encrypted coefficients {A;};c[,). We assume the
watchlist is padded such that the number of coefficients (n 4 1) is a power of
2. They can further break P into two parts such that P(x) = Pi(x) + Pa(x)
where P; contains the terms of P up to degree (n+ 1)/2 — 1 and P, contains
the rest of the terms from degree (n -+ 1)/2 to n. They both also represent P as
P(x) = Pi(x) + x"tY/2P5(x) such that P3(x) = Py/x™T1/2. The prover then

commits to ciphertexts = \P1(yid)|, = \P2(yid)|, = | P3(yiq)| and to the

value z = yggﬂ)/z, and then proves that [e] = [e1] @ [ez] and = z2© [e3]. Thus,

the prover has reduced the task of proving correctness of committed (€ = |P(y;q4)
for a degree-n encrypted polynomial P to the task of proving correctness of (1)

committed = |P1(yia) and committed = |P3(y:q)|, where P; and P are

both polynomials of degree (n+1)/2—1, and (2) the committed value z is indeed

yl(.gﬂ) /2. (2) is straightforward with O(log n) commitments and proofs of correct

multiplication of committed values: the prover commits to y;; exponentiated by
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powers of 2 from 2° to 2”1, and uses a proof of multiplication of committed
values to prove correctness of each subsequent commitment from the previous
one.
For (1), we see that if the prover proved P; and P individually, it would
fork the proof which would be inefficient. Instead, the prover procures a X-
protocol-style challenge, «, from the random oracle. The prover and verifier
can then represent a fourth polynomial, P’'(x) = Pi(x) + aPs(x) using o and
the encrypted coefficients. The prover then computes = @ (a®es]). The
prover then computes a commitment (C’) to le’]. By the Schwartz-Zippel Lemma
(Lemma , if committed # or committed # |P3(yia)|, then
with overwhelming probability over the choice of a random «, committed =
Ga®les] # . Thus, we have reduced proving correctness of committed
ciphertext [e] to proving that committed ciphertext = 7 where P’ is

a polynomial of degree (n + 1)/2 — 1. This completes the recursive step: it has
halved the degree of the encrypted polynomial. After the recursive step is applied
O(logn) times, we will be left with a constant-degree encrypted polynomial P,
and correctness of committed ciphertext can be proved directly using the
protocols for ciphertext commitments.

Our proof system must have the zero-knowledge and extractability properties
needed for the proofs of both blueprint hiding (Definition and user privacy
(Definitions and for our construction in Fig. 4.2 The zero-knowledge
property is standard; for extractability recall that we require both the usual
black-box proof of knowledge property, as well as partial straight-line extrac-
tion of g(y); g is some function such that g(y), jointly with z is sufficient to
compute f(z,y) because there is some efficiently computable function f* such
that f*(z,9(y)) = f(z,y). In order to achieve straight-line extractability of
g(y), our proof system requires that the prover g-semi-encrypt y under a pub-
lic key “in the sky”, i.e. a public key that’s part of the parameters generated
during setup; the knowledge extractor’s trapdoor will be the decryption key. To
that end, we need a semantically secure public-key g-semi-encryption scheme
(Isky = {KeyGeny, , Encgpy, Decgry }). (Using our notation from Deﬁnition the
prover retrieves the public key in the sky by querying the setup Ss.)

We explain how we instantiate the NIZK proofs in Algs.[TJand[2]in Section[5.4]

We present the corresponding verification functions for PoKy, and ProveRecursive
(VWSZ2 and VerifyRecursive) in Algs. [3| and

Theorem 5. Our scheme in Algs. @ (md are complete and ZK (Def. .

Theorem 6. The ProveRecursive function in Alg. @ is black-box (BB) simulation
extractable with respect to Def. @for the relation R((C,Cy,,, X, n), (0,0y,,,Yid)) =
1 Zﬁ C= ComAH(EnCAH(pkAH7 @;L:O( © yzz'd); O)) A Cyid = Com(y, Oyzd)'
Theorem 7 (¢*-BB-PSL for ¥;). If ProveRecursive is a BB NIZK for the
relation Rp (where Rp is defined as Rp((C,Cy,,, X,n),(0,0y.,,v:a)) = 1 iff
€ = Comas (Encan (pk sy @)o(([@i @ yiy): O)) A Cy, = Com(y, 0,.,)) and if
Iy = {KeyGenSky, Encey, Decgiy } is a semantically secure g-semi-encryption
scheme, our Wy proof is a g*-BB-PSL protocol, where g*(y,75) = g(y).
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Algorithm 1 PoKiz (hecpar, f, X, y,ry,15) = T

parse X = (pkAH7 {}ie[o...n])ﬂ“z = (7“1,7‘2,7’3,7‘id,7’attr)
(Yid, Yater) <= Y5 (Cia, Oia) = Com(yia)

E « el = @ o ([ai] © yia)

Zia = Encan(pk g, yid;rid) @ (r1 © [€))

Zaptr = Encan (pK g, Yattr; Tater) © (12 © [€])

Z'nf =r3©®

Z = (Zid, Zuttr, an)

Cy < Com(y;1y)

pksky <~ 52(1>\); Cé'k'?/ = EncSky(pksky’y; Tb'k'y)

Tsky = NIZK[y, 7y, sy : Cory = Enc(pksky7y;TSky)]

: (C,0) + Coman(FE)

: Trree < ProveRecursive(C, O, Ciq, Oid,Yid, X, 1)
2 Yia < Encan(pkpy, Yid; Tid)

1 Yawr ¢ EnCAH(PkAH7 Yattr; Tattr)

: (CYid7 OYid) — ComAH( Y.d)

: (CYamv OYattr) — ComAH( Yattr)

: w5 < NIZK[O, Oy, Oy, 75, E, Y, Oia,y

ACom(yia, Oia) = Cia A Com(y,ry) = Cy Ay = (Yattr, Yid)
AComay (E,0) = C

AComasi (Yid; Oviy) = Cyig A Coman (Yattr; Ova) = Cor
AYiq = Encan (pk g, Yid; Tid)

AYater = Encan (pkAH7 Yattrs rattr)

NZiq = Encan(pk 4z, Yid; rid) @ (r1 © [€)

AZar = Encam (PR 4z, Yattr; Tater) @ (12 © [€])

NZnf :T3®/\7‘3#0]

: return C, Cid, Trecy TGy Tsky Oslcy7 CYidv CYattr
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Algorithm 2 ProveRecursive(C, O, Cy,ry,y, X,n,(C;,r.)) = 7

10:

11:

12:
13:

14:
15:
16:
17:
18:
19:
20:

21:
22:
23:

barse X = (pkAH7 {}ZE[On])a
(C) = Comap ([el; O) where el = @ [a;] Oy = ’
1=0 =0
and if recursing, C, = Com(z;r,), where z = y("T1)/2
If the degree of the polynomial is low enough, prove its computation directly
if n=1,
g < NIZK[y, 72, y,0,ry : Com(y,ry) = Cy
n .
AComap(€,0)=CAel=@P a0y
i=0
A Com(y;r.) = C;]
return o

If not, we will need to reduce the degree needed to prove C and recurse.
To do so, first, commit to the lower half of the polynomial.

(n+1)/2—1 oy 2-1
: (C1,01) < Comup([e]) where = &b Yt = > Ylas
i=0 i=0
Next, commit to the upper half of the polynomial
(n+1)/2—1 ]
: (C2,02) < Comap(jez]) where [e2) = @ yitnt/2
i=0
(n+1)/2-1
= > yl+(n+l>/2ai+(n+1)/2
1=0
Lastly, commit to the upper half of the polynomial with the degree lowered by half

(n+1)/2-1

: (C3,03) < Comap([es]) where [e3 = € oy
=0

(n+1)/2—-1

= X Yairmee
i=0

Put the current transcript (7) of the proof (including all inputs) into the random oracle

to get a value, a.
a <+ H(T)
Compute the encryptions of the new coefficients for a reduced degree polynomial
X" (Pk g {ai]Yicitnr1)/21) where (i = [ai] @ (@it (ni1)/2-1] © @)
Compute a new evaluation over this reduced degree polynomial
(n+1)/2

(C',0") + Comap(le']) where ¢l = @ oy
If we’re not recursing, compute the co;reoct value to scale ex with..
if C.,=0, =1,
(C.,0.) + Com(y*+1D/2)
Prove that this new commitment (C) is consistent with C,C1,C5, and Cs.
o < NIZK[O,01,02,03,0",1y,y,0., 2,72, €, [€1], [€2], :
Comax (e, 0) = C A Comag(le/],0") =’
AV1 <i<3:Coman(e,0;) =C;
A Comap(le'],0") = C'; Com(z,0,) = C.;
Nlel = S
A =2z0
Ale/l = fen @ (a © fe3))]
Setup the recursion and call it.
2 =yt (CL L) = Com(2)
. < NIZK[z, 2,72, 7, : Com(z,7.) = C. A Com(2',7.) = CL ANz = 2’ * 2/]
return (C,C1,C2,Cs,C., 7., Ta, ProveRecursive(C', 0, Cy, ry,y, X', (n + 1)/2 —
1,(CLr))
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Algorithm 3 Vusv,; (hecpar, f, X, Cy, Z,m) — {0,1}

parse X = (pkyy, {(@il}ic(o...n]);
parse m = (C, Cia, Trec; Tz, Tsky, Coky, Cigs CYarer)
by, - S(1);
: Verify mpy
Verify 7. using VerifyRecursive
: Verify 7,
: If any proof failed to verify, return 0, otherwise return 1

U W

Algorithm 4 VerifyRecursive(C, Cy, X, n, (C;)) = {0,1}
parse X = (pky,y, {}iE[O.”n])v

1: parse 7 = (C,C1,C2,Cs,C., w2, wo, ')
2:ifn=1,
3: Verify o
4: return 0 if w2 didn’t verify, otherwise, return 1
Random oracle hash current transcript (7) of the proof (including all inputs)
5. a <+ H(T)
6: Verify ¢
7: Verify m,
8: Verify 7’ by recursing into VerifyRecursive.
9: If any proof failed to verify, return 0, otherwise return 1

We prove Thms. [f] [6] and [7]next. We can also use our homomorphic additive
encryption along with our ciphertext commitment schemes to construct proofs
for ¥; and Y3 using similar techniques to that of Ws.

Proof of Thm. @ (Correctness and ZK). Correctness is clear by inspection. The
zero knowledge property of Alg. [2]relies on the hiding and zero knowledge prop-
erty of our underlying ciphertext and scalar commitment scheme and associated
protocols described in Section [5.1] and constructed in Section [6] Since we have
committed to all values and do all proofs with a NIZK scheme with a trapdoor
that allows our simulator to produce proofs for relations not in the language,
we can simply choose random elements as our commitments and simulate all
proofs. We show the simulator for PoKy, and ProveRecursive in Algs. |§| and|§| for
completeness in Section [5.3] We can see that if we replace the real commitments
and proofs one-by-one with hybrids, an adversary that can distinguish these hy-
brids can defeat either the hiding of the commitment or the zero knowledge of
the proof systems.

We quickly review the Schwartz-Zippel lemma [Sch80JSho97] in Lemma
We will use this in our proof of black-box simulation extractability proof for
Alg. 2]in Thm. [6]

Lemma 3 (Schwartz-Zippel [Sch80/Sho97]). For two distinct polynomials,
r(x), ' (x), over a field, F of size p, the probability that r(a) = r'(a) when «
is sampled randomly from F is d/p where d is the larger degree out of either
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polynomial, d = max{degr,degr'}. Where “distinct polynomials” means there
exists some power where the coefficients for r and v’ differ.

We need one more form of the Schwartz-Zippel lemma in order to prove our
construction sound for Camenisch-Shoup encryptions which we show in Lemma

2

Lemma 4 (Schwartz-Zippel for Z,). For two distinct polynomials, r(x),
' (x), over a ring, Z, where n = pq for p,q prime, the probability that r(a) =
r’'(a) when « is sampled randomly from Z,, is (dp + dq)/n where d is the larger
degree out of either polynomial, d = max{degr,degr’}. Where “distinct polyno-
mials” means there exists some power where the coefficients for r and r' differ.

Proof of Lemma [} Using the Chinese remainder theorem, we know that Z,
decomposes into Z, x Z,. For r(x) to be equal to r'(x) it must be that P(x) =
r(x)—7'(x) = 0. We can decompose P(x) into Z, and Z, by defining Pz, and Pz,
such that Pz, (x) is in Z,[x] and Pz_(x) is in Zg[x] and P(x) = Pz, (x) * Pz, (X)-
We know that if P(x) equals 0 in Z,,, then it there must be unique (z, y) in Z,xZ,
such that the product of 2 and y is 0 mod n and = = Pz, (x) and y = Py, (x)
Py,. Thus, zy = kn for some k. Because Z, and Z, x Z, are isomorphic, and
pln, gln, we know that drawing randomly from Z,, gives us random points in Z,
and Z,. Let us assume that either « or y must be zero for P(x) to be zero. There
are only d*p-+d*q evaluations of P(x) in Z, that make either Pz (x) or Pz, (x)
equal to zero. Thus, with our assumption that one of these polynomials (Pz,(x)
or Pz, (x)) must be zero, the probability of choosing one of these randomly is
(dp+dq)/n = d/q+ d/p which is negligible. We know that P(x) cannot be zero
without either Pz (x) or Py, (x) being zero because if 2¢ > p > ¢, we know that
for P(x) to be zero, then = xy = kn. Because p|kn and ¢|kn, we know that p|zy
and ¢|xzy. But we know that p { y since y € Z, and p > ¢, and we know that
pq { x since n = pq > 2q. Thus, either Pz, (x) or Pz, (x) must be zero and from
our earlier result, only d * p 4 d * ¢ evaluations of P(x) are zero and thus we get
the probability from Lemma [4]

Proof of Thm. @ (Simulation extractability of ProveRecursive). This property of
Alg. 2| relies on the BB-extraction and binding of our underlying ciphertext and
scalar commitment scheme and associated protocols described in Section [5.1|and
constructed in Section [} We can use the simulator in Alg. [f] in Section [5.3] for
this reduction. Because our simulator are zero knowledge, the BB-simulation-
extractability adversary gets no advantage when given these proofs.

First, we’ll start by proving why each C, commitment is correctly committed
to y(™*+1)/2 We can prove this by induction. We can see that in the final recursion
(when n = 1), C is proven to open to y (from C) with 7. (on line[2). This forms
a base-case for our induction. If we can prove that a C, is correctly computed at
any given step based on the assumption that C?, is correctly computed in the next
step, we’ll have proven that each C, is correctly computed. At each step before
the last, we see that C, is proven to open to (2)? where C, is committed to z’.
If we assume that C (the commitment for the next step) is correctly computed
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i.e. a commitment to y("*1/4 then we know that the C, in the current step
is a commitment to y™*t1/2 Thus, by induction, at each step, C, must be a
commitment to z = y("t1/2 at each step.

Next, we’ll prove that C' is correctly computed and that we can extract the
witnesses for the relation. We can prove that we can extract recursively. As a
base case, we see that when ProveRecursive is called with n = 3, we know that in

the next recursive step, n’ = (n +1)/2 — 1 = 1, which means we will prove that
(n+1)/2-1
C’ is correctly computed in line |3|of Alg. |2 (i.e: ¢/ = P'(y) = Y.  aly").
i=0
Thus, if we can prove that C' is correctly computed, assuming that C’ is correctly
computed, we can use induction to conclude that the original commitment given

to the recursion from ¥,.P (on line [11| of Alg. [1)) was correctly computed.

From the proof, ., we know that P'(y) = e; + aes. We see that a is
computed from a hash of the transcript, including C; and C5. Thus, the ad-
versary cannot make e; or ez depend on «, since this would reduce to either
distinguishing a random oracle or double opening Cy or Cs. We now rewrite

these polynomials and fix y to reform these as: ¢(x) = e1 + xes and ¢'(x) =
(n+1)/2-1  (nf1)/2-1
>, yai+ Y. XY'Git(nt1)/2- For the proof to succeed, ¢(x) must equal
i=0 i=0
¢’ (x) when evaluated at the random value, a. We know from the Schwartz-Zippel
lemma (Lemma [3) that the probability of this occurring when ¢() is distinct
from ¢'(x) is 1/q. Thus, with overwhelming probability, these must be equiv-
alent polynomials. Because « is multiplied by the right term and not the left,

and (with overwhelming probability) the polynomials are equivalent, this further

(n+1)/2-1 (n+1)/2-1
proves that e; = >  y'a;andes = ). y'@ii(ny1)/2- This is because
i=0 i=0
(n+1)/2-1
e1 is the O-degree coefficient in ¢(x) and > y'a; is the 0-degree coefi-
i=0
(n+1)/2-1
cient in ¢'(x) (with similar reasoning for e3 and ~ >>  4'@;4(n41)/2 for being
i=0
the 1-st degree coefficient of ¢(x) and ¢'(x)). We then see that m¢ proves that
(nt1)/2
ez = €. Thus, es = €} and since we proved e3 correctly with ¢, we now
(n+1)/2-1
know that ey = > Xy”("“)/QaH(nH)/g. We then see that m,.. proves
i=0

n .
that e = e; + e, which proves that e = > xy'a;, thus, proving C to be cor-
i=0
rectly formed. Thus, after extracting all witnesses from the underlying NIZKs,
we know that these are correct witnesses for the relation.

Proof of Thm. [] (BB-PSL). We assume in this theorem that we can extract
a witness for the relation Rp in a black-box way (Thm. @ Thus, we know
that the ciphertext (Cgiy) containing g(y) is correct, and thus, we can extract
9(y) = g*(y,74) by decrypting this ciphertext.
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Theorem 8 (¢*-BB-PSL for ¥,). Our ¥ proof is a g*-BB-PSL protocol,
where g*(y,7) = 9(y).

Proof of Thm.[§ (BB-PSL). Because we know that ProveRecursive is a BB NIZK
for the relation Rp (where Rp is defined as Rp((C, Cy,,, X,n), (O, Oy, yia)) = 1
iff C = Comap(Encan(pkypy, D@l © yiy);0)) ACy,, = Com(y,0,,,)) and
if Dopy = {KeyGensky, Encsiy, Decsiy b is a semantically secure g-semi-encryption

scheme from Thm. [0} this is clear from Thm.

Algorithm 5 SimPoK3? (hecpar, f,X,Cy, Z) —

parse X = (pk,y, {[@il}ic..n)); 75 = (11,72, 73)
Y 8 Mo,y

Yid <8 Mok, 5 (Cig, Oia) = Com(yia)

pksky — SQ(lk); Cé'kil/ = Encé‘ky(pkskyﬂy; Tsky)

Tsky = Sim[Cipy = Enc(pkskyvy;TSky)]

E + Encap(e1) where e; s M
(C, O) < ComAH(E)

Trec < SimProveRecursive(C, Ciq, X, n)

Y < Encag(e2) where ez <5 My,

(Cy,0y) < Comapu(Y)

N Sim[Com(ym, Ozd) =Cig N\ Com(y, Ty) = Cy Ny = yam||y1;d
/\ComAH(E,O) =CA ComAH(Y,Oy) =Cy

AY =Encan(pkyy,y;Ts) R

/\((E@T1) ®Y,E @1"2) = 7]
: return C, Cia, Tree, Ty, Toky, Cshy

Pkan

— = = =
Wy o®
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Algorithm 6 SimProveRecursive(C,Cy, X, n, (C,)) = 7

1:
2:

parse X = (pkyy, {(@il}ic(o...n}),
ifn=1,
g < Sim[Com(y,r,) = Cy
A Comap([e,0) =C Afel = @ [ai ©y']
i=0
A Com(y;r.) = C.
return o
(C1,01) < Comap (fe1]) where er <= My, ,
(C2,02) + Comap(e2]) where ez <5 My, ,
(03,03) < ComAH() where e3 <3 MpkA”

ca<+ H(r)

¢ X' 4= (pkap, {{ai]}icpo...cos1)/2)) where [af] = @) @ Oa
: (C',0') + Comapn(le']) where ¢ +s M,

if O, =0, =1,

z2 48 Mpk,, (C2,0;) < Com(z)

: mo 4 Sim|

Comay (e, 0) = C A Comag(le],0") =’
AV1I<i<3: ComAH(,Oi) =C;

A Comag(le/],0") = C’; Com(z,0.) = C.
N lel = D

Nles] = zy ©

Al = e @ (a © e])]

0 2"+ (CL,r.) = Com(2')
DT, 8 M
: return  (C,C1,Cy,Cs,C., 7., 7, SimProveRecursive(C’, Cy, X', (n + 1)/2 —

ok SiM[Com(z,7.) = Com(2', 1) = C. Az = 2" % 2]

1,(CL)))
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5.4 Construction of NIZKs in 12 proof scheme

In Algs. [T] and [2] we perform the following four proofs:
7, < NIZK[O,Oy,r1,72,73, E, Y, 0,04, Yid, ¥y :
A Com(yia; Oia) = Cia A Com(y,ry) = Cy Ay = (Yattr, Yid)
AComap(E,0)=CAComyp(Y,0y)=Cy
ANY =Encan(pkap,y;73)
AN((E@mr)® Y, EGOr) =2

7o < NIZK[O,01,02,03,0",1y,y,0,, 2,15, €, [€1], [€2], :
Comap(e,0) = C A Comay(le,0") =’
AV1<i<3:Comugl(lel,0;) =C;

A Comag(le/],0") = C';Com(z,0,) = C.;
Nlel = Y
A =20

Ael =[e1] @ (a @ ea])]
mo < NIZK[y,7,,y,0,r, : Com(y,r,) = Cy

A Comapy(le,0) =C A e Z@Gyi
i=0
A Com(y;r,) = C,]

7, < NIZK[z, 2/, r,, 7} : Com(z,7,) = Com(2',7.) = C, Az = 2/ x 2]

For m,, we see that we need to construct a proof for 7 = ((E Or)aeY,
Eo® ’I“z). We can prove each element in Z separately. Proving Zi =1 OFis
straightforward. The prover creates a commitment to ro and then invokes our
multiplication protocol Proveﬂﬂt'ply for our ciphertext commitments and scalar
commitments.

For proving Zo=r1OE® Y, the prover needs to create intermediate com-
mitments to 71 ® F and Y, Cg and Cy. The proof for r; ® E will be formed
similar to our proof for r; ® E, i.e. by committing to 7 and then invoking our
Provezl}}t'ply protocol. The prover then proves that C is committed to the product
of Cr and Cy. This can be done using our Prove®® function for commitments
to ciphertexts.

For 7., we have a number of addition and multiplication proofs. The prover
is trying to show that [e] = @ and = [zeg]. This is straightforward
as the prover can apply Prove®? and Prove™ 'Y directly to Cy,Cs, Cs, and C..
For the last proof ¢/ = @ |aez], the prover will need to create an interme-
diate commitment to and use Prove™ Y to prove that it was computed
with Cs,C7 and « (We can create a canonical commitment to « to reuse our
multiplication protocol as-is). We then compute Prove®® on this intermediate
commitment and C; to prove the final product contained in C’.
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For 7o, the prover performs a number of intermediate commitments for each
i € [n]. The prover computes and proves intermediate commitments to each
H =4'0 and then computes and proves intermediate commitments to

1 3
larger products of the elements, D; = €@ for i € [n], using the previous
j=1

commitment to prove the next, i.e. D; = D;_1 ® H;.

Note that this could be done much more efficiently by having the verifier
compute the homomorphic operation on the commitment themselves, but using
intermediate commitments and proofs assumes less about our underlying com-
mitments. While this is easy to do with Pedersen commitments, the size of value
committed to by Damgard-Fujisaki commitments grows as homomorphic oper-
ations are performed on them. Having the prover use Prove®®® and Prove™tPY
ensures that our values stay low as discussed in Section [6.3] in Remark [T}

For 7, the prover creates commitment C”, to y"+1)/4 and proves via Prove
that the value in this commitment multiplied by itself is equivalent to C..

multiply

5.5 Multi-attribute HEC scheme

In this section, we provide a HEC scheme that satisfies Def. [9] and supports
multiple attributes. Including multiple attributes increases the size of values that
can be escrowed. In the case of ElGamal, this becomes poly()\)? and in the case of
Camenisch-Shoup, this becomes (Z, )*. Notice in the case of ElIGamal, this allows
us to efficiently encrypt and decrypt public keys. This is still not as efficient as in
the case of Camenisch-Shoup as the key has to be broken up into logarithmically
sized chunks in the case of ElGamal. This makes proving properties of keys
escrowed with the ElGamal scheme inefficient while with Camenisch-Shoup, the
key can be encrypted while retaining more algebraic structure. This allows for
our Camenisch-Shoup scheme to potentially achieve more efficient proofs for
extended properties such as retrospective blueprints (discussed in Section .
Our function family for multi-attributes is {fy k.¢}n kecz, where n is the
length of the auditor’s list x = {x1,...,z,} and k is the bit length of each user

attribute y2*" where the user’s input consists of the user’s identifier y;4 and ¢

?

attributes: y = (yiq, y*", ..., yf""). fo ke is defined as follows:
Y Yid €X
X,Yy) = 1
Jue(%y) {(/) otherwise 1)

We construct a HEC scheme for this function in Fig. In our previous
construction in Alg. [I] we have a commitment to F which is the commitment C'.
Remember, C' is a commitment to the auditor’s polynomial p(y) evaluated at
the users identity ;4. Thus, E will be an encryption of zero if the user is on the
watchlist (y;q4 € ). In Fig. we then scale C' with the different randomization
factors ({rg,i}icje) yielding the new commitments: {C;};c[q to these scaled en-
cryptions. If the user is not on the watchlist, these £ commitments now encrypt
random values. We then homomorphically add each scaled encryption C; with
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the encryptions of attributes { Y;};c[q to ensure that they are only decryptable
if the user is on the watchlist. We need to use separate randomization scalars for
each attribute because we will reveal each encryption. If the encryptions used
the same random scalar, the adversary could homomorphically remove them by
dividing one encryption by the other. Using independent randomness ensures
that each of these commitments are scaled by a random factor and are indepen-
dent of one another. We still need to include an encryption of E scaled by a
random factor Z,s = rpy © E to ensure non-framing. Because we only compute
one commitment to F, when modifying the 19 proof from Section [5 to work for
multiple attributes, we only need to perform the proof of correct encryption of F
once. Then, we simply use our auxiliary proofs of commitments to ciphertexts to
prove that the rest of the encryptions of attributes are correct, without needing
to reprove the commitment to E. This makes our 1 scheme’s communication
size equal to O(log(z) + £) for multiple attributes.

Fig.5.2: Multi-attribute HEC functions

HECEVAL(hecpar, fn ke, X, y575) HECDEC(hecpar,d, Z)

1: parse X = (pkyy, A1, ...y Ant1), 1: parse d = (skg, fnke ),
y = ia, yi"" sy, Z={Z1,.cs Ze}, Zny)
ry={re1, o reed, {r1, e} Tap) 2 Vie [l : yﬁffr <+ Dec(skg, Z;)

ntl ; 3 yg < Dec(skg, Zny)

2 B e Do) i if gy #g(0)

5. Vi€ ll]: Vi Enc(pkyy, yi i) 5:  return

4: Yiel:Zi+ (re;OE)®Y; 6: foryu €

5: Zpyy=tofOF 7 if 9(yia) = yg

6: return Z = ({Z1,...,Zs}, Zns) 8: return (yia, yi" .,y )

A g(ylattr) — yg,tzv

9: return

where Vi € [{] : yi"" € domaing

6 Constructions of Commitments to Ciphertexts

We first define variants of ElGamal and Camenisch-Shoup encryption, see
We then construct commitments to ciphertexts and associated proof systems for
adding and multiplying ElGamal ciphertexts and Camenisch-Shoup ciphertexts.
Note that (Lifted) ElGamal is a g-semi-encryption as defined in Section [5| with
message space Mpx = Z, and g(x) = h"™ mod p. Camenisch-Shoup encryp-
tion has the advantage that it allows for the efficient computation of discrete
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logarithms in a subgroup of size n where n is an RSA modulus. Thus, with
Camenisch-Shoup encryption, we can efficiently decrypt ciphertexts when the
message space has exponential size. Thus, our Camenisch-Shoup construction is
a g-semi-encryption where g is the identity function (i.e. a standard encryption
scheme). In our Camenisch-Shoup construction, the message space is My = Z,,.
In Section we construct commitments to ElGamal ciphertexts. In Section [6.3]
we construct commitments to Camenisch-Shoup ciphertexts.

6.1 Encryption Schemes

We review (Lifted) ElGamal encryption in Fig. We include an extra gen-
erator (h) for the lifting to exponents in ElGamal so that we can draw parallels
between ElGamal and Camenisch-Shoup (Lifted ElGamal encryption generally
uses the default generator, g). The scheme is still correct and secure if g = h. We
also slightly modify Camenisch-Shoup encryption in Fig. [6.1b} replacing some
values (parameter g € Z,, and ciphertext ¢) with their absolute values.

Modifying Camenisch-Shoup allows us to ensure the elements of our Camenisch-
Shoup ciphertexts exist in a “commitment-friendly” group Gog. We also define a
similar group (Ggi) for ElGamal ciphertexts. The two commitment schemes are
very similar at a high-level and only differ due to limitations with the egrep-n*
protocol which is the protocol we use to prove relations between the ciphertexts
in Camenisch-Shoup commitments. Namely this limitation is that the egrep-n*
protocol only holds for the absolute values of group elements. The egrep-p* proto-
col which we use for the relations between ciphertexts in ElGamal commitments
does not have this limitation and thus is much simpler.

Another modification we’ve made to the Camenisch-Shoup cryptosystem is
that we remove the third element from ciphertexts. Camenisch and Shoup [CS03]
construct their scheme with a third element to prove CCA security. We've re-
moved the third element from these ciphertexts as we do not need CCA security
for our scheme. Since we don’t need the third element to correctly decrypt honest
ciphertexts, we can simply drop the element and attain CPA security.

Description of Gg¢ We can see that g and h in ElGamal are both elements
of Ggig where Ggi is a cyclic group of prime order p in which the decisional
and computational Diffie-Hellman assumptions are hard. This can be realized
by taking the group of quadratic residues of Z; where ¢ is a safe prime, or
using elliptic curves. Note that this is an important advantage of the ElGamal
approach in practice, as g and h can be created by hashing into the group. As
commonly the case secure setup ceremonies for RSA-like groups are a lot more
involved. See for instance [KMV23].

Description of Gos To understand Gog we have to define the absolute value
function, shown in Equation

| = {n2 —x x> |n?/2] @)

T otherwise
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Subgroup Generators g and h are both in the group Ges = {|z|: x € QRp2 Ax <
n?/2} We see that g is in Gog because it is equal to |(¢')?"]. Squaring ¢’ € Z,,2
ensures that the result is in QR,,> and taking the absolute value of an element
in QR,,2 ensures the result is in Gog. We prove that h is € QR,,2 using Lemma
[6| and h € Geg follows from the fact that |1+ n| = 1+ n. We also see that
Ges comprises 1/4 of Z7, with an equal number of elements (disregarding 1) in
QR,2 and QNR:;;. From Lemma@in Appendixand the fact that g is in QR,,2,
we can see that both elements of our modified Camenisch-Shoup ciphertexts are
in Gog. Thus, if we can create commitments to elements of Gog, we can use
them to commit to our modified Camenisch-Shoup ciphertexts and construct
the associated protocols for multiplication and exponentiation.

In Section [6.3] we’ll see that ensuring that Camenisch-Shoup ciphertexts are
in Gog is useful because Gog is cyclic (which helps with our hiding and ZK
proofs) and also (—1)z = x for elements in Gog. This is important because it
means that using egrep-n* (as defined in to prove relations between Gog el-
ements works perfectly, where-as for Z,,2 it only holds for the absolute values of
these elements. As an example, if we wanted to prove that we know a such that
c = g*in Z},, we could only prove that ¢ = bg® where b € {—1,1}. Intuitively,
what we really want is to ensure that after performing exponentiation and multi-
plication proofs over commitments to ciphertexts, the ciphertext decrypts to the
correct value. We can see in Fig. that the encryption scheme decrypts the
absolute value of a ciphertext exactly the same as the original ciphertext. This is
clear from rewriting the decryption process as m = (((¢?/(c2)*)! mod n?)—1)/n
where the first operation the decryptor does it square both elements of the ci-
phertext and the fact that |z|? = 22 € Z,,2.

Drawing more parallels, we see that both ElGamal and Camenisch-Shoup
have similar homomorphic properties. Specifically for two encryptions, (¢”, k"h™)
and (gT/ kT hm,)7 (g" A S hm,) is a valid encryption of m+m’ in both
encryption schemes (after taking the absolute value in Camenisch-Shoup). Also,
exponentiation is similar, i.e. ((¢g")¥, (k"h™)¥) is a valid encryption of ym in both
encryption schemes. Thus, if we can commit to elements of Gg;¢ and Gog and
provide generic protocols for proving the multiplication and exponentiation of
committed group elements, we can easily construct commitments to ciphertexts
for ElGamal and Camenisch-Shoup along with associated protocols. We use this
insight to construct commitments to ElGamal ciphertexts in Section [6.2] and
commitments to ciphertexts in Camenisch-Shoup ciphertexts in Section [6.3

We quickly prove useful properties about our modified Camenisch-Shoup
encryption scheme below:

Correctness of simplified Camenisch-Shoup in Fig.[6.1d. Since the third element
is only used in [CS03] for CCA security, our decryption algorithm works for
honest encryptions. This is because h™ = (1 +n)™ = Y7 (T)1™ in' = 1+
mn + (m — 1)n? + ... = 1+ mn mod n? and y" can be cancelled out with
u”. We can see that taking the absolute value of ciphertexts does not affect this
correctness because part of the decryption squares the ciphertexts. Because ¢ =

(|c|)?, after squaring the ciphertexts our decryption algorithm works correctly.
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Fig. 6.1: Encryption schemes

Setup(1*) — params Setup(1*) — params
1: g,h<+sgG 1: Sample p’, ¢’ be two O(\)-bit SG primes.
2: return g,h,G 2: p=2"+1,q=2¢ +1,n=pq,g +$7Z,2,
31 g=1(¢)",h=(1+n),
4: return params = (n,g,h)
KeyGen(params) — (pk, sk) KeyGen(params) — (pk, sk)
1: @45 Zy; 1: sk=x+s[n?/4],pk=k=g" mod n’
2: return pk + g, sk + x; 2: return pk,sk
Enc(pk = k,m) — ¢ Enc(pk,m € [n]) = ¢
12 7 <$Zp; 1: 7<$[n/4],
2: returnc= (¢",k"h"™) 2: return ¢ = (|¢"|,|k"h™|) mod n’
Dec(sk,c = (cp,c1)) = M Dec(sk,c = (cg,c1)) = m
11 z=cf=k" 1: t=2"' modn
2: returnc¢/z =M =h" 2: return m = (((c1/cf)** mod n®)—1)/n
(a) Lifted ElGamal (b) Simplified Camenisch-Shoup

CPA security of simplified Camenisch-Shoup in Fig. [6.1d. Assume we have an
adversary that can defeat the CPA security of this scheme. We can then con-
struct a reduction to CCA security of [CS03| by having the reduction simply
pass through encryption queries to the CCA challenger and strip the third ele-
ment from encryptions when returning them to the adversary. Our reduction also
takes the absolute value of ciphertexts when passing them to the assumed adver-
sary. These modified encryptions look exactly like encryptions for our modified
scheme. Since the CPA adversary never issues decryption requests, our reduc-
tion does not need to decrypt any ciphertexts for the original scheme. Thus, our
reduction’s probability of success is the same as this adversary’s.

6.2 Commitments to G elements and ElGamal ciphertexts

In this section, we introduce commitments to group elements (in Ggi¢) and then
construct a commitment scheme to ElGamal ciphertext in Fig. [6.3] which relies
on those commitments to group elements. Note that the generators g and h
used in this section are distinct from those used in the encryption schemes in
Section In this section, g and h refer to commitment bases for a Pedersen
commitment.

Commitments to Ggie group elements. In Alg. we present a commitment
scheme for committing to group elements. Our parameters for the scheme are
the same as a Pedersen commitment, yielding g and h. We then commit to a
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group element by computing C7; = Mg® and Cs = ¢g°h”. We can see that Cs is
a Pedersen commitment and that s is hidden by Cs. Thus, for any M, C1,C5 €
GEic, there exists an s, r that forms a valid opening. We can see that using the
opening information, the group element can be retrieved by computing M =

Cl/gs.

Proof of opening of an committed group element. We can create a ZK proof of
knowledge of an opening of the commitment C = (Cy,C3) = Comg,,.(M) by
proving knowledge of an opening for Cy as a Pedersen commitment, i.e. it is the
proof of knowledge of representation of C in bases g and h.

Proof of equality of committed group elements. Proving that two group commit-
ments C' = (Cy,Cy) = (Mg®, g*h") and C' = (C},C4) = (M'g*’, ¢* h"") are com-
mitted to the same value (M = M’) reduces to a proof of knowledge of equality of
representations: NIZK[M, M, s, r,s' .7/ : C1/C} = ¢°=% A Cy/Ch = g5~ h™=""].
We can see that this proof works because Cy/C} = M'g*/(M'g*) = ¢*=* and
Cy/Ch = g°h" /(g* h"") = ¢g*=* h"="". If the second commitment were committed
to a distinct value, then C; /C} would equal Mg®/(Mg®) = (M/M")g*~* which
the adversary could not prove was equivalent to gs’s,.

Proof of multiplication of committed group elements. We can also prove that a
commitment C. = (C.1,Cc2) = (cg®, g°<h") opens to the product ¢ of two
group elements a,b committed to by two other group element commitments,

Co = (Cu1,Cq2) = (ag®,g°h™) and Cy = (Cp1,Ch2) = (bg®,g**h"™) us-

ing egrep-p*. This can be done by having the verifier and prover compute D, =
Ce1/(CanChi) = cg®/(bg**ag®) and Dy = C2/(Ca2Ch2) = g% h"¢/(g**h"*g*> h™).
We can see that if the relation is true, ¢ will be cancelled out by ab in Dy, leading

to D; being simply the result of an exponentiation of g (we’ll label this exponent

B1 = Sc—8qa—8p). Further, we see that if the relation is true, Ds is a Pedersen com-
mitment to 8. The prover then proves the relation: PoKegrep-p*[Sa, Sb, Scs Ta, b, Tes 51, B2
Dy = g% ADy = g% hP2] where B = s, — 5, — s and fg = 1. — 14 — 1. We

can see that if D; can be represented as ¢ and D, can be represented as a
Pedersen commitment to 81, we know that C. is a commitment to ab.

Proof of exponentiation of committed group elements. We can also prove the
exponentiation of a Ggyg commitment using a scalar in a Pedersen commit-
ment. This can be done by using the egrep-p* relation described in Section
[2:3] An exponentiation proof takes group element commitments C, to Ggi el-
ement, a, and Cj to element b. It also takes in a Pedersen commitment C,
to y. The goal of this proof is to prove that a = bY. To do this, we prove that
PoK cgrep-p [Us Tys B15 B2 = Cy = g¥h™ ACoy = Cf 197 NCy 2 = CY 9P hP?] where
B1 = sq—ysp and Py = r, —yry and where Cy = g¥h™, Cy 1 = ag®, Cp1 = bg*?,
Cha=g°*h"™, and C, 2 = g**h".

Another notable feature of this commitment scheme is that the commitments
are homomorphic, i.e. if C'= Comg,,. (M;(s,7)) and C' = Comg,,.(M'; (s',17)),
then C' - €' = Comg,,,(MM'; (s + s',r +17)).
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Fig. 6.2: Commitments to Ggc elements

SetunglG(lk) — params

1: Generate a group of prime order p, Grig = (g).

(or using an existing group e.g. from a bilinear pairing)
2: Generate a random element h € Ggic as the base for opening.
3: return params = (Gmq, g, h)

Commitg,,, (params, M € Gric) — C, O

4: s <8 ZLp;7T <5 ZLp
5 C «+ (01502) = (Mgs7gShT)
6: return C,0 = (s,r)

Theorem 9. Our construction in Fig. is binding.

Proof of Thm. @ If a PPT adversary can produce (C, M, M’ s, s’ ,r,r') such
that C; = Mg® = M'g® and Cy = ¢g°h" = ¢ h" where M # M’, we can
double open Cs as a Pedersen commitment. We see that if M # M’, then s # s
because otherwise M = C;/¢g* = Cl/gsl = M'. Thus, s # s’ and s,7,s',r" is a
valid double opening for Cs as a Pedersen commitment. The binding property of
Pedersen commitments relies on the computational Diffie-Hellman assumption
and so our G commitments are computationally binding.

Theorem 10. Our construction in Fig.[6.9 is hiding.

Proof of Thm. For any M,C1,C5 € Ggi, we see that Js,r such that Cy =
Mg®,Cy = g°h”. This is because g is a generator for Gz and thus 3 s such that
g° = C1/M. Because C5 is a Pedersen commitment which is perfectly hiding,
there exists an r such that Cy = g°h” for our picked s. Finally, because s is
chosen randomly from Z,, we see that any M is equally likely given C' and thus
this commitment scheme is perfectly hiding.

So far, we’ve constructed commitments to elements of Gg;¢ and discussed
their associated proof protocols for opening and multiplication. Next we’ll use
these commitments and the intuition about their protocols to build commitments
to ElGamal ciphertexts. We build these commitments to ElGamal ciphertexts in
Fig.[6.3] Verifying these proofs is a direct application of the egrep-p* verification
protocol. We put square brackets [-] around secret values for proof functions. We
can see in this ElGamal commitment scheme that we set it up by generating
Pedersen commitment bases, g, h, while labeling the parameters for the ElGa-
mal encryption scheme as ¢’ and h’. To commit, we form a Gg ;¢ commitment to
each the two elements of an ElGamal ciphertext, ¢ = (¢1, ¢2), yielding C1, Cs as
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a commitment to ¢; and C3, C as a commitment to cs. Because our G com-
mitments are perfect hiding and computationally binding to elements of Ggq,
our ElGamal commitments are perfectly hiding and computationally binding as
well.

Proofs over commitments to ciphertexts. Inspecting our construction, we see that
many of our proofs (ProveZ, 7, Provess,, ProveE;’g'p'y) consists of simply perform-
ing the proof on both group elements. For example, to prove knowledge of an
opening of an ElGamal commitment, we open the Pedersen commitments of each
Ggic commitment, Cy and C4. This allows an extractor to recover sy, so, 71,72
allowing the extractor to compute ¢; = C1/¢°* and co = C5/g®2. This is how
we described opening those Ggj¢ commitments earlier in this section. As an-
other example, we see in Provels, that we want to prove that C. is committed
to ciphertext ¢ where ¢ = ab and C} is committed to ciphertext b and C, is
committed to ciphertext a. We label this add “addition” because multiplying
two ciphertexts results in the addition of their encrypted messages. Intuitively,
Provegfg'ply requires the verifier to use the homomorphic properties of the com-
mitment scheme to multiply two group elements and then requires the prover
to prove that the resulting commitment is equivalent to C;. We can see in this
algorithm that D1 = C.1/(Cy1Cp,1) will be a power of g if (and only if) ¢ = ab
because D1 = cg®/(ag®*bg®*) = cg®~5+~*% /(ab). The same is true for D3 and
Dy.

Proving a ciphertext is an encryption of a Pedersen committed message. Proving
that a committed ciphertext is an encryption of a Pedersen committed message
somewhat breaks our ciphertext commitment scheme’s paradigm of simply per-
forming proofs on either element in the ciphertext. In this proof, Prove%s, the
prover must prove that the commitment is correctly formed for the message y
(whereas in the other proofs, we assume the ciphertexts are correctly formed
and proofs can be created without knowledge of the randomness of ciphertexts).
Thus, we prove that ¢; = (¢')? and ¢y = k”*(h’)¥ where ¢’ and h’ are the gener-
ators for the encryption scheme (in the case of ElGamal, ¢’ = b’ but in Section
we’ll see that these may differ). We can see that verifying 7 ensures that the
prover knows ¢ (along with its randomness and message) such that is correct
ElGamal encryption of y with randomness p. and C, is a scalar commitment
to y.

Theorem 11 (Hiding of the commitments in Fig.|6.3)). Our commitments
to ElGamal ciphertexts in Fig. are statistically hiding.

Proof (Proof of Thm. . We can see that (Cq,C2) is identical to a Gma
commitment to ¢; and (Cs, Cy) is identical to a Ggj¢ commitment to co, we can
see that they statistically hide ¢; and cs.

Theorem 12 (Binding of the commitments in Fig. [6.3)). Our commit-
ments to ElGamal ciphertexts in Fig.[6.3 are computationally binding.
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Fig. 6.3: Commitments to ElGamal ciphertexts

Setup g (1%, params ;) — params

parse params g = (Gma, g, h')
1: (g,h) <8 Gmc
2: params = (g, h, params g;)
3: return params

Commitgic(params,c = (c1,¢2)) —

C,0

1: 81,82 8 Zp;T1,72 <$ Zp
2: C + (C1,C4,C5,C4)

= (c19™, 9" A" c2g"?, g"2h"?)
3: return (C,0 = (s1,82,71,72))

open

ProveR i (params, C, M,0) — 7

parse C = (C1,C2,C3,Cy),
O = (817 82,7’1,7”2)
1: m = NIZKgrep[s1, 2,71, 72
Co=g"th™,Cy = g°2h"?]
2: return 7

Prove%j; (params, pk = k, Ce, Cy,
[C7 pC7 y7 OC’ Oy]) — T

parse params = (g, h, params g, )

params g = (Gmc, g, )
Oc - (Sc,h S¢,2yTe,1, TC,Q)
c=((g")e, k" (h)Y),
Oy = (ry)

1: m = NIZK]|

Sc,158¢,25 Sy PesTe,15T¢,2, Ty, Y -

Cy=gh™

ACe1 = (g')7e g

/\0672 — gsc,l th,l

/\0673 — kpc(h/)ygsc,z

/\Cc,4 — gsc,’zh?‘c,z]

7: return

Itipl
Prove, " (params, Cq, Cy, Cy,

[C7aab7 Y, Oa,ob,oy]) -

parse Oq = (54,1, Sa,2,Ta,1,Ta,2)
Ob = (Sb,1, 56,2, Tb,1,Tb,2)

Oy = (ry)

1: 51 = Sa,1 — YSb,1

2: B2 =Ta,1 — Yru,1

3: B3 = Sa2 — YSb2

4: fa =Ta2 — Yry,2

5: m = NIZK[y, Ty, B1, B2, 3, Ba :
6:  Cy=gYg™v

7: /\Ca,1 = (Cb,l)ygﬁl

8  ACayz = (Cb2)?g" h">

9: NCqy3 = (Cb,g)ygﬁ3
10: /\Ca,4 = (Cb74)ygﬁshﬁ4}

11: return «

ProveX (params, Cq, Cy, C,
[a7 b7 c, Oa’ Ob’ OC]) - T

parse O, = (Sa,1, Sa,2,Ta,1,"a,2)
O = (Sb,1, 56,2, Tb,1,Tb,2)
O. = (Sc,h Sc,2, Tc,l:""c,2)

Dy «+ Ce1/(Cayn % Ch1)

Dy < Ce2/(Cay2 % Ch2)

D3 + Ce3/(Caz % Ch3)

Dy« Ceu/(Cas*Cha)

B1 = Sc,1 — Sa,1 — Sb,1

B2 =Te1 —Ta, 1 —Th1

B3 = 5c,2 — Sa,2 — Sb,2

Ba="Tc2—Ta2— T2

= N|ZKL,31”32”33”34 :

e e = I ey

Wy 2o 9
> > >ty
vlvRwliy
[T (s
Q QK o
L @
w oW =
= =
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: return w

Proof (Proof of Thm. . We can see that (Cy, Cs2) is identical to a Ggg com-
mitment to ¢; and (C3,Cy) is identical to a Ggig commitment to ¢z, thus, if a
PPT adversary can produce a double opening such that one of these commit-
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ments opens to some ¢} or ¢, in Ggg, we obtain a double opening for our Ggi¢
commitments.

Theorem 13 (Zero-knowledge of Fig.|6.3)). Our protocols in Fig. (Proveh .

Proveq, Prove%}’g'ply, and ProvelsS, ) are zero-knowledge against any PPT ad-

versary.

Proof (Proof of Thm. . We can see that in each of these NIZKs, we simply
return a proof computed from the egqrep—p* protocol. Thus, we can use the
simulator for this protocol to produce proofs in the zero knowledge games. Thus,
if a PPT adversary can distinguish these simulated proofs from real proofs, we
can break the zero knowledge of the egrep—p* protocol.

Theorem 14 (Black box knowledge extraction of Fig. [6.3). Given a
PPT adversary that can produce a proof that verifies for our protocols in Fig.
6.5 (Prove™® Proved., Provepi® . and Proveys,) there ewists an extractor
with black-box access to the adversary that can extract a witness that proves the
relations true.

Proof (Proof of Thm. . Similar to our proof of zero-knowledge for these
protocols, because these protocols simply return eqrep-p* proofs, we can use the
black-box extractor for these proofs to extract the witnesses. This extractor is
described in Section

6.3 Commitments to Gos Elements and Camenisch-Shoup
Ciphertexts

We will now explain our commitments to Camenisch-Shoup ciphertext. To con-
struct commitments to Camenisch-Shoup ciphertexts, we need to construct com-
mitments to the group in which elements of Camenisch-Shoup ciphertexts lie.
To construct efficient commitments, we need to use a group that retains similar
algebraic structure to Camenisch-Shoup ciphertexts. We accomplish this by us-
ing Damgard-Fujisaki commitments [DF02]. Similar to Pedersen commitments
for ElGamal, we adapt them to commit to elements of Gog.

Modifications to Damgdrd-Fujisaki Damgard and Fujisaki [DF02| construct a
commitment scheme to integers which works over a generic group G as long as
G is efficiently recognizable and sampleable and has certain properties. Mainly,
G must have hidden order. They then prove that the group Z, satisfies these
properties. We prove that QQR,2 also has these properties and then use the
Damgard-Fujisaki commitment scheme over QR,2 as a building block to com-
mit to group elements of Gog to construct commitments to Camenisch-Shoup
ciphertexts. We also need to prove that Z,» satisfies the properties outlined in
IDF02| in order for the proofs to be extractable. This is because QR,2 is not
efficiently recognizable and thus a malicious prover may submit a commitment
in this group. We do this in Section [6.3]
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Fig. 6.4: Simplified Damgard-Fujisaki commitments in QR,,>

Setup(1*) — params :

: Sample O(\)-bit SG primes p’, ¢’ and compute p = 2p’ +1,q = 2¢' +1,n = pq.
: Sample a random A’ € Z,2 and compute h = (h')%.

: Compute g = h® where a < [2517].

return params = (g, h)

N N

Commit(params,m) — (C,0) :

1: To commit to integer, m, compute: C = g™ h"b
where r < [251*] and b = 1.

2: Compute the opening as O = (r,b).

3: return (C,0)

Proving that Damgard-Fujisaki commitments are secure for G = 7Z,,2
Damgard and Fujisaki [DF02| list four properties sufficient for an abelian group
to create an integer commitment scheme. They then prove that the group Z,
satisfies these properties. We will prove these properties for the group QR,2 to
ensure our commitment scheme is secure.

Proof that Construction in Figure is secure. We can see that the only differ-
ence between [DF02] and our scheme is that g and h are always in QR,,2. In our
modified setup, we simply square g and h, ensuring that they are in QR. In the
original scheme, h is sampled randomly from Z,2 and |QR,.2|/|Z,2| = 1/4, thus,
there is a 1/4 chance in the original scheme that h is in QR,,2. In this case, our
modified scheme is identical to the original scheme. Thus, if an adversary can
defeat any security property of this hybrid scheme, they can defeat the original
scheme with non-negligible probability.

The assumptions required in [DE02] to prove their integer commitment scheme
secure are shown below. In [DF02| they provide a construction and prove that if
a group meets all four requirements, their construction is secure. We will modify
these requirements slightly and prove that Z,,» satisfies them. In these assump-
tions, C' is some number which is super polynomial in the security parameter,
but smaller than the primes, p,q,p’, ¢ .

Damgard-Fujisaki commitment properties:

1. Strong root property - Let Adv be any PPT algorithm. After generating
the group with security parameter, A, then, with a description of the group,
G, (without the trapdoor) and a random h € G, Adv is tasked with outputting
y € G and a number, t > 1, such that y* = h. The probability of this
occurring is negligible.
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2. Small order property - Let Adv be an PPT algorithm. With a description
of the group, G, Adv is tasked with outputting b € G, o € Z such that b # 1,
b2 #£1,0 < 0 < C, and b° = 1. The probability of this occurring is negligible.

3. No large even powers in orders - Any element in G of the form a?* has
odd order.

4. Many elements with only large prime factors in orders - If  is chosen
randomly in G, then theres is an overwhelming (1 —O(27%)) probability that
the order of h has no prime factors less than C.

In [DF02], they prove that Z, satisfies these properties where n = pg and
p = q = 3(mod 4) and p, q are safe primes. p, ¢ are not given to the adversary in
these assumptions.

There is an additional property that Damgéard and Fujisaki do not explicitly
mention: the group needs to be efficiently decidable, i.e., given any encoding, a,
there must exist an algorithm such that f(a) =1 if and only if a is an encoding
of an element of QR,2. We see that QR,2 does not have this property, and
thus, we must also prove that these commitments are secure for Z,z, which
does have this property. Because all proofs include an extraction of g°h"b, then,
because the properties hold for Z,z, and g, h € QR,2, no adversary can produce
a commitment and open or complete a proof such that ¢°,h" € QR,2. Thus
ensuring that ¢° is in QR,,2.

We now prove that these properties hold for Z,> with n formed the same
way as in Damgérd-Fujisaki [DF02]. If these properties hold in Z,2, they will
also hold for QR,2 (except for DF Property . This is because QR,2 is a
subgroup of Z,> and so any elements of QR,,> output by an adversary would
still work for Z,2. In DF Property [4 since the element is chosen randomly, we
don’t immediately get that property holding in Z,,2 means it holds in QR,,2. But,
because #QR,2/#Z,> = 1/4, there is a non-negligible change that a random
element chosen from Z,2 will also be in QR,,2, thus if DF Property [4 holds for
Zy,z2, it also holds for QR,,2.

We review the strong RSA assumption as shown in [DF02| in Assumption
And prove a useful lemma (Lemma [5)).

One more useful property of this modified scheme is that we see that an
adversary cannot double open a commitment for distinct (r,b) and (r,0’). This
is notable since binding only requires that the adversary cannot open a com-
mitment to distinct s, s’. We can see that we can modify the scheme such that
h = g* and the two schemes are indistinguishable. This is because both h and ¢
are random elements in QR,,2 and thus they generate QR,> with high probabil-
ity. Since « is much larger than the order of QR,,2, g and h are indistinguishable
from random elements in QR,,2 and thus we can simply swap them in setup to
make the scheme binding on 7. Since s and r are now binding, b is uniquely
determined.

Assumption 1 (Strong RSA assumption|DF02|) Givenn = pq (where |n| =
O(2Y)), and a number, t € Z,,, no PPT algorithm can find a pair, v,e such that
v® =t and e > 1 with non-negligible probability in X.
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Lemma 5. If a =b mod n?, then a =b mod n.

Proof of Lemma @ Take values a,b # 0 € Z,> such that ¢« = b mod n?. This
implies that a = mn? + d,b = on? + d for some m,o € Z where 0 < d < n>.
This implies that a = m'n + d, 0o'n + d where m’ = mn, o’ = on. If we take the
remainder of d mod n, as d = In + p for some [ € Z where 0 < p < n, we find
that the following equation holds: a = (m’ +1)n+ p, (o' +1)n + p. Since division
with remainder is unique for 0 < p < n, we’ve shown that a and b are equal mod
n.

Proof of DF Propertyl1] for Z,2. Assume we have a PPT algorithm that given
t € Z,2 can produce a g € Z,2,y such that g¥ =t mod Z,2. We are then tasked
with creating a reduction to strong RSA in Z,. Let our reduction take t in Z,,
and give t + bn mod n? to this adversary where b is a random number drawn
from 0 to n—1. The adversary then provides g,y such that g¥ = (t+bn) mod n?.
Since this equality holds in Z,,2, it holds in Z,, as well due to Lemma [5] We can
see that t + bn =t mod n. Thus g =t mod n. Lastly, we have to prove that
(t + bn) is distributed indistinguishably from a uniform drawing from Z,>. We
can see that t+ bn can “reach” almost every element of Z,» since if t = n—1 and
b=n—1,thent+bn =n—1+(n—1)n =n—1+n?-n=n?-1landift = 1,b =0,
we get 1. Then, we see that there are no duplicates of ¢t + bn across this range
since no t,b,t', b € {0,...,m — 1} exist such that ¢t + bn = ¢’ + ¥'n. There are
(n — 1)n possible possible combinations of ¢ and b from our ranges. Thus, each
value mapped to by ¢ + bn uniformly maps to a random element of Z,,> except
for values of Z,> where n is a factor. There are only n samples of Z,2> that are
divisible by n out of a total of n? instances and thus the probability of drawing
one of these samples is negligible and our assumed strong RSA adversary in Z,,»
must be able to solve problems when the challenge is not a multiple of n with
non-negligible probability.

Proof of DF Property[d for Z,. The only possible orders of elements in Z,> are
2,4,p,q,p",q or some product of these. If the adversary outputs a b with o = 2,
we see that is must be that b> = 1 and thus this is not a valid solution. If & is
a multiple of p,q,p’, or ¢/, then ¢ > C and thus this solution doesn’t work for
this property. Thus, the only possible values for ¢ is 4. We can see that, in this
case, if b? is a non-trivial root of 1 (i.e. b # —1) we can factor by rewriting
(b—1)(b+1) = 0 mod n? thus ensuring that taking the gcd of b —1 or b+ 1
with p, q,p’, or ¢ yields a factorization. We see that if b* = 1 and b = —1, this
must be true in Z, and Z, due to the Chinese remainder theorem. We can see
that because p =3 mod 4, it must be that p = 4k + 3 and thus (p —1)/2 is odd
and so (—1)»=1/2 = —1 implying that (—1) is not a quadratic residue mod p.
Thus, if b* = 1 but b = —1, this would be a contradiction and thus 5% must be
a non-trivial square root allowing us to factor.

Proof of DF Property @ for Z,>. We see that the order of ¢(n?) is 2pgp’q’ and
thus, if a®* has even order, then a has order 4k but 4 { 2pgp’q’ and thus does not
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Fig. 6.5: Gos-DF-Commitments

Setupg(1*) — (params, T)

: Sample O(\)-bit SG primes p’, ¢" and compute p = 2p’ +1,q = 2¢' +1,n = pq.
: Sample a random ' € Z,> and compute h = (h')%.

: Compute g = h* where a s [287].

return params = (n,g,h), 7 = (p,q,p’,q")

i i

Comg (params, M) — C, O

1: s s 281 r s 28 ;0 <5 {—1,1};b s {—1,1}
2: C=(C1,C2) = (Mg®a,bg’h")
3: return C,0 = (s,r,a,b)

divide the order of the group and thus we have a contradiction and a2 cannot
have even order.

Proof of DF Property |4| for Z,2. If we find a non-trivial square root of 1, we
factor and we showed in the proof of DF Property [2] that if we find a 4-th root
of 1, it must be that when we square the value, we can factor. Thus, these must
be hard to sample, otherwise, it would be trivial to factor. Thus, the only orders
of sampleable elements (by a PPT algorithm) must be some product of p,q,p’
and ¢'. We can simply set C' < p,q,p’,¢ and p,q,p’,q¢ ~ O(2*) to satisfy this.

Next, by employing Damgard-Fujisaki commitments, we can construct a
scheme for committing to elements of Gog. We show this scheme in Fig. [6.5]
We refer to such commitments as Gog-DF-Commitments since they commit to
elements of Gog using Damgard-Fujisaki commitments as a building block. We
can see that these Gog commitments are multiplicatively homomorphic, i.e. if
you take two Gog commitments, ¢ = (¢1,c¢2) committed to element, M and
d = (d1,d2) committed to element, N then if you compute their pair-wise mul-
tiplication: e = (¢1 * dy, ca * dz), the resulting commitment will be committed to
M * N with opening information s, + $q, 7 + 7q, Q¢ * a¢, b * be.

Proofs of hiding and binding for Gos-DF-commitments in Fig. We
provide number theory background in Appendix [A]

Hiding proof for Fig. [6.5. We can see that since n = pq where p,q are safe
primes, then g with overwhelming probability generates QR,,> due to Lemmal[7]
Let’s create a hybrid scheme where instead of choosing s, we choose u +$ QR,,2.
The hybrid scheme keeps Setup identical.

If s is large, ¢g° is indistinguishable from a random element of QR,2 since

s is much larger than ord(g) (Lemma . In Comgyb”d, a challenger needs to
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Fig.6.6: Gos-DF-Commitments - hybrid scheme

Comgyb”d (params, M) — C, O

1: u s QRu2;1m 8 [25 ;0 s {—1,1}
2: C = (C1,C2) = (Mua,uh")
3: return C,0 = (u,r)

know the factorization of n to sample randomly from QR,: but because the
indistinguishiability holds statistically, it doesn’t matter that our hybrid must
know the factorization of n. Thus our hybrid commitment algorithm, Comg‘zb:d
is indistinguishable from our original algorithm, Comg, in Fig.[6.9

To prove that our commitments are hiding, we need to prove that for any
My, M> € Ges, the chance that this commitment, C'is created from an honest in-
vocation of Comg, 4 is equal, i.e. |Pr[C|ComggébS”d(M1) = C]—Pr[C|Comgyb”d(M2) =
C|| < negl(N).

First, we’ll prove that for an honestly created C1, either C; € QR,,2 or C; €
QNRY. If C1 € QR,2, then we know that if M & QR,,2, then M € QNR; due
to Lemma [§ and our number theory background. We also know that a € QR,,>
or a € QN R:zl due to Lemma@ (and because 1 € QR,2). Thus, due to Lemma
Mua is either in QR,2 or QNR:Q1 and thus if C; is honestly created and
C1 € QR,2, then C; € QNR,.

Next, we’ll prove that a (u,a) pair exists for any M such that C; = Mua.
To do this, we’ll examine possible subgroups of Z,z in which C;/M lies and
find a (u,a) for any possible group. If C1, M € QR,2 then C1/M € QR,,> due
to the fact that QR,2 is a group and thus 1/M € QR,2 and Lemma If
C, € QNR:L'Z1 and M € QR,2, we see that C;/M is in QN R:; due to Lemma
If C; € QR,2 and M € QN R;L"zl, then —M € QR,,2 due to Lemmas |8 and |§| and
thus (—=1)C1/M € QR,,2 and due to Lemma Ci/M € QNR:;.

Now we'll look at two cases: (1): C1/M € QR,2 and (2): C1/M € QNR';'. In
case (1), we set u = C1/M and a = 1 and find that this ensures that C; = Mua.
In case (2), weset u = (—1)C1 /M and a = —1. We know that (—1)C1/M € QR,,2
due to Lemmas and@ Thus, we find that Cy, = Mua. Thus, a (u, a) pair exists
such that C; = Mwua for any M.

Thus far, we’ve proven that a (u,a) exists to make any C, M a valid com-
mitment/message pair. Next, we’ll prove that the probability of any C; being

output by an honest invocation of Comgyb”d is equally probable for a given M.

We can see that the possible values of C; are QR,,2 UQN R:zl. We can see that if
Mua = Mu'a’ and (u, a) # (v',a’) then we have that aM /u = o’ M/u'. Tf a = d/,
then v = v’ and thus for (u,a) # (u’,a’) to be true it must be that a # a’. Thus
—M/u = M/u'. This implies that v’ = —u, but we know that —u is not in
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QNR:Q1 (since it is sampled randomly from QR,2) and thus, by contradiction,
no u,u’ € QR,> can be chosen such that u,u’, a,a’ exists and Mua = Mu'a’ but
(u,a) # (v, a’). There are 2%+ #QR,,2> choices for (u, a) and we see that #QR,,2 =
#QNRZQ1 due to Lemma Thus, Comgybrid(M; -) must be bijective over the
space of possible values of C and since (u,a) are chosen uniformly, we see that
Pr[Cy|Com"™ (M) = C] = Pr[Cy|Com’""** (M) = C]. Finally, because the
element Cy in our scheme is a Damgard-Fujisaki commitment, we know that it
hides any s and thus our hybrid commitment (in Construction hides any u
value. Thus | Pr[C|Comg?"™ (M;) = C] — Pr[C|Com"™ (M>) = C]| < negl()).

Binding proof for Gos-DF-commitments in Fig. [6.5 If a PPT adversary can
open a commitment C = (C1,Cs) to two values M, M’ € {|z| : © € Ges}
(providing openings, s, s’,a,a’,r, 7', b,b") such that M # M’ we see that it must
be that Cy /g% # C1/g% . If s # s, we see that Cy, (s,7,b), (s',r/,V) is a double
opening Damgard-Fujisaki commitment scheme. Thus, s = s’, we see that it
must be that a # a'. Because a € {—1,1} we see that M = —M’'. But, we
see that both M, M" € {|z| : * € Gcs} where Gog is {|z] : ¥ € QR,2}. We
see that that either M ¢ Gog or M’ € Ges thus contradicting the assumption
that both M, M’ are both in Gog. Thus, no a # a’ exists when s = s’ such
that C; = Mua = Mu'a’ and thus it is impossible for a PPT adversary to
double open our Gog commitments without double opening a Damgard-Fujisaki
commitment.

Auxiliary proofs for commitments to Geos In this section, we describe pro-
tocols that we can use to create proofs of opening, multiplication, and exponen-
tiation of elements in Gog which can be verified using only their commitments.

Proof of knowledge of opening for Gos-DF-commitments We can see that the
second element of a Gog commitment is simply an integer commitment from
Damgard-Fujisaki [DF02]. If we use their opening protocol to create a proof
of opening of the second part of the commitment, this suffices as a proof of
opening for a Gog commitment as we can extract s,r,b from Cs and compute:

M = C1/(g°)-

Proof of multiplication of Gos-DF-commitments. We can perform a proof of
knowledge for multiplication of Gog elements over their commitments by uti-
lizing homomorphic property of the commitments. This proof operates over
Cuy,Cn,Cp committed to Gog elements M, N, P, and proves that M = N x
P € Ges. Examining these commitments, we see that Cpy = (Car1,Cr2) =
(MaMgsM,ngsMhrM), Cy = (CNJ, CN72) = (NaNgSN,bNgSNhTN), and Cp =
(Cp1,Cp2) = (Papg®®,bpg°F h"F). To begin this proof, both the prover and the
verifier compute Dy = Cipr,1/(Cn,1Cp1) and Do = Cpr2/(Cn 2Cp,2). The prover
then uses eqrep—n* (from Section to prove the relation R((y1, 72, 81, B82), (D1,
Dz)) =1iff Dy = ﬂ]_g’y1 AN Dy = ng%hw NPy € {—1,1} A By € {—1,1} The
Prover uses 71 = sy — sy — sp and 9 = rpp — ry — rp to satisfy this relation.
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We see that this implies that D; is a commitment to 1 € Gog. This is because
B1,P2 € {—1,1} which does not flip the sign of the element that Gog is com-
mitted to (because —1 € Gog). Thus, this proves that dividing Cys by Cn % Cp
cancels out the elements they are committed to and thus proves they are equal.

Proof of exponentiation of Gog-DF-commitments with Damgard-Fujisaki com-
mitments. We can again prove this with egrep—n* from Section [2:3] This proof
operates over two Gog commitments Cyr, Cn to Gog elements M, N and one
scalar commitment C, to scalar y and proves that N = MY. Examining these
commitments, we see that Cj; and Cy are formed just like in our multipli-
cation proof above and C, = gYh"v. This can be proven with the relation
R((71,72, 81, B2), (Cm, Cn, Cp)) = 1iff Cary = B1CR 19" AC 2 = BaCRr pg" W2 A
B1 € {—1,1} AB2 € {—1,1}. The Prover uses 71 = spr —ysy and yo = rp — yry
to satisfy this relation. Because Ca1 = 10X 197 and Caro = B2C% 597 h2,
we know that M = +NY. Thus, M = NY € g};s since only either NY or —NV
exists in Gos.

Remark 1 (Reducing the size of scalars.). Our protocols for commitments must
have a have a maximum size of the witnesses (the committed values). We label
this as T'. This bound ensures that our ptocotols remain zero knowledge. For our
Camenisch-Shoup scheme, this will need to be T' = Z,, since Z,, is our message
space for these ciphertexts. We run into a problem with Gog commitments that
we didn’t have with Gg;¢ commitments here because the scalar commitments
we use (Damgard-Fujisaki commitments) do not directly commit to the message
space of Camenisch-Shoup commitments. Thus, in order to keep exponents small
after an exponentiation proof, we’ll also include a proof of modular arithmetic
over n in our exponentiation proof. This ensures that the values needed in the
proofs never grow large enough to violate our zero knowledge property. This proof
of moduluar arithmetic works by computing a commitment to n and then proving
that a remainder of n in a commitment is equal to the original commitment
summed with a multiple of n. This ensures that honest provers can reduce the
size of the commitments while still proving equivalency mod n. As an example,
let a prover have two Gog commitments and one scalar commitment, Cy; =
(Mg*™an,g°™h™), Cy = (Ng°~Nan,g°Vh'™V), Cy = gYh". To prove that N =
MY medn the prover will construct Gog commitment Cp = (Pg*Fap, g** h"?)
where P = MY and Cg = (Qg¢°?ag, g°?h"?) where () = M™. They will then
prove that N = MY ™47 x (M™)* where k = y — (y mod n). This can be
done generically using egrep—n* described in Section [2:3] Notice that a prover
could select an incorrect k£ value in this proof. This is not a problem because
larger scalars only affects zero knowledge and not soundness. Thus any honestly
created commitments and proofs will remain zero knowledge and any malicious
proofs will remain sound.

Commitments to Camenisch-Shoup encryptions Since we constructed
commitments to elements of G along with their associated proof protocols, we
can use these commitments to build the construction in Fig. [6.7] This figure uses
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egrep-n* from Section [2.3] to prove relations. We also leave b and a values out of
our Camenisch-Stadler witnesses when is it clear from context (the b values in
relations are combinations of the a and b values from witnesses). While we don’t
explicitly invoke Comg,,, we see that in the Comgg scheme, Cy,Csy is exactly
a Gog commitment to the first element of the ciphertext, ¢;, and C3,Cy is a
Gcs commitment to the second element, c. Realizing this, we can then see that
our proof protocols (Proveds, Prove'gg't'ply, Prove?%, and Proveis") are similar
to the proofs over Gog commitments that we discussed earlier in this section.

We prove Theorems [T5] [I6] and [I7)in Section [6.3]

Theorem 15 (Hiding and binding of the commitments in Fig. .
Our commitments to Camenisch-Shoup ciphertexts in Fig. [6.7 are statistically
hiding and computationally binding.

Theorem 16 (Zero-knowledge_of proofs in Fig.|6.7)). Our protocols in Fig.
(Prove®s", Prove®s, Provels ™ and Prove¥s ) are zero-knowledge against
any PPT adversary.

Theorem 17 (Black box knowledge extraction of proofs in Fig. .
Given_a PPT adversary that can produce a proof that verifies for our protocols in
Fig. (Proves", Prove®s, ProveTa ™™ | and ProveSs ) there exists an extractor
with black-box access to the adversary that can extract a witness that proves the
relations true.

Proofs for commitments to Camenisch-Shoup ciphertexts We split Thm.
into two theorems, Thm. [I8 and Thm.

Theorem 18 (Hiding of the commitments in Fig.|6.7). Our commitments
to Camenisch-Shoup ciphertexts in Fig. [6.7 are statistically hiding.

Proof (Proof of Thm.[1§). We can see that (Cy,C5) is identical to a Gog com-
mitment to ¢; and (C3,Cy) is identical to a Gog commitment to ¢, we can see
that they statistically hide ¢; and cs.

Theorem 19 (Binding of the commitments in Fig. [6.7). Our commit-
ments to Camenisch-Shoup ciphertexts in Fig.[6.7 are computationally binding.

Proof (Proof of Thm. IE) We can see that (Cy,C5) is identical to a Gog com-
mitment to ¢; and (C3,Cy) is identical to a Gos commitment to ¢y, thus, if a
PPT adversary can produce a double opening such that one of these commit-
ments opens to some ¢} or ¢, in Gog, we obtain a double opening for our Geg
commitments.

Proof (Proof of Thm. @) We can see that in each of these NIZKs, we simply
return a proof computed from the egqrep—p* protocol. Thus, we can use the
simulator for this protocol to produce proofs in the zero knowledge games. Thus,
if a PPT adversary can distinguish these simulated proofs from real proofs, we
can break the zero knowledge of the egrep—p* protocol.
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Fig.6.7: Commitments to Camenisch-Shoup ciphertexts

55

Setupcs(l)‘,pammscs) — params

parse params g = (Cp,g', 1)
g,h +sGcs

params = (G, g, h, params »g)
return params

Commitcs (params, c) — C, O

5: parse ¢ = (c1, ¢2)

6: 81,82 <% [2B+>\}

7: r1,T2 <% [2B+>\}

8: a1,a2,b1,b2 3 {—1,1}

9: C1 + a1c1g°"

10: CQ < blgsl h"t

11: 03 — llnggs2

12: Cy  bag™2h™

13: C « (C1,CQ,C3,C4)

14: O(—(a1,a2,81,82,7”1,7‘2,[)1,[)2)

15: return (C,O)

Proverg‘gtiply(pamms, Ca, Cy, Ce,
[a,b,¢,0aq,0p,0.]) = 7

16: parse Co = (Cai)ica

170 Cp = (Ch,i)icla

18: Ce = (Cei)ie

19: Oa = (@a,is Sayi,Ta,isbai)ief2)
20: Op = (v, Sb,i, b1, bb i )ic|2)
21: Oc = (be,is Scyis Teyir De,i)ic[2]
22: Vi € [4],D; < Cei/(Cayi % Cb )
23: Y1 € S¢,1 — Sa,1 — Sb,1

24: 2 4= 1Te1 — Ta,l — Tb,1

25: v3 < S¢,2 — Sa,2 — Sb,2

26: Y4 < Te,2 —Ta,2 — T2

27: ,61 < ac,l/(aa,l *ab,l)

28: B2 < be,1/(ba,1 % by,1)

29: B3 < ac,2/(Ga,2 * ap2)

30: /64 — bc,Z/(ba,Q * bb,2)

31: m = NIZK[{vs, Bi }icpq :

32: Dy =fig"

33: N D2 = ,Bzg'“ h72

34: AN Ds = 83973

35: AN Dy = Bsg"3h74

36: AN Bitien € {—1,1}]
37: return 7

Proved’s" (params, C,[M,0]) — =

1: parse C = (C1,C>,Cs5,Cl4),
2: O = (al,ag,sl,sz,rl,rg,b1,b2)
3: 7 = NIZK[O :
Cy = blgslhrl ANCy = bzgSQhT2
Aby € {—1,1} ANby € {—1,1}]
4: return 7w

ProveZg (params, Ca, Cy, Cy,
[a7 b7 y7 OG«7 Ob7 Oy7 by> {bb}z€[4]]) -

5: parse Co = (Ca,i)ic[s)
6: Cp = (Chi)icpa
7. Oq = (aa,iysa,hTa,i7ba,i)ie[2]
8: Op = (bb,is Sb,i5Tb,i, Db.i)ic[2]
9: Y1 < Sa,1 — YSp,1

10: v2 < Ta,1 — YTo,1

11: 73 < Sa,2 — YSp,2

12: v4 < Ta2 — Yo 2

13: ﬂl — aa,l/ab,l

14: ﬂz < ba71/bb,1

15: B3 < Gq,2/ap2

16: ﬂ4 < ba,g/bb,z

17 7= N|ZK[{’7¢,B¢}Z~€[4] :

18: Cy =byg’g"v

19: N Ca,1 = b (Cb’l)yg’Yl

20: N sz = by (Cb72)yg’\/1 h7?

21: AN Ca,:; = bg(Cmg,)yg’YS

22: A Cqa = bs(Chra)g®h*

23: /\/By7517527/337/34 6{7171}]

24: return 7

Proveds (params, pk 4y = k, Ca, Cy,

[a7 TayY; Oa, Oy, by, {bi}i€[4]]) -7

25: parse Co = (Ca,i)ic[4]
26: Ou = (Qa,i, Sa,isTai,bai)ic[2)
27: m = NIZK[Ou, Sy, Ta, Ty, Y

Cy = byg”h"™

ACax = bi(g") g™

N Ca’2 = bzgs"”lhra'l

A Cq,3 = b3k g¥ g2

A Cg,4 = bag®»2h"e:2

AN by, b1, bz, b3, by € {—1, 1}]
28: return 7w
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Proof (Proof of Thm. . Similar to our proof of zero-knowledge for these
protocols, because these protocols simply return eqrep-p* proofs, we can use the
black-box extractor for these proofs to extract the witnesses. This extractor is
described in Section 2.3

7 Discussion on Non-frameability vs. Deniability

Non-frameability is a desirable feature, but it is fundamentally at odds with
deniability. In a deniable system, data may be authenticated at the moment
when it is received, but this authentication information quickly becomes useless.
This way, Alice cannot use her authenticated transcript from a conversation with
Bob to prove to a third party what Bob did or did not say. Typically, to define
deniability, one would explicitly give Alice an algorithm to “frame” Bob, i.e., to
authenticate any transcript on his behalf. That way, a real transcript will not
be any more believable than a bogus one, and Bob may convincingly deny ever
talking to Alice. Deniability of a ciphertext’s origin, for example, is valuable for
encrypted messaging systems, especially when users might face coercion, and
in other contexts [PEB2IIGKL21]. Kohlweiss and Miers [KMI5] attempted to
address the question whether the properties of non-frameability and deniability
can both be achieved together and reached disappointing conclusions, as did
Bartusek et al. [BGIP23].

In a system like PPBs, deniability would allow for an efficient algorithm
for creating a convincing-looking escrow that would decrypt to any value the
algorithm takes as input. A deniable PPB would give an auditor a meaningful
ability to monitor the system only so long as it trusts the escrow recipients
that they did not make up the escrows but in fact collected them as part of
a legitimate transaction. It may be an interesting direction to pursue in future
work if well-motivated in practice.

In this work, however, similarly to Bartusek et al. [BGJP23|, we prioritized
non-frameability and thus abandoned deniability, because, in our view, systems
like ours that are designed to detect illegal activity require not only the ability to
identify a watchlisted user’s actions but also the means to only convince a judge
of these actions if they have in fact taken place. It is more important to us that
innocent users cannot be credibly accused of wrongdoing than that perpetrators
be able to deny theirs activities.

8 Retrospective Blueprints and Future work

The blueprint scheme of [KLN23| requires that the auditor fixes the value z and
posts the resulting pky to the user before any targeted transactions occur.

In this section we discuss a (weak) version of the retrospective case. In this
new scheme, let x; be the auditor’s information at time ¢. As before, users have
long-term identity information y;4, but users now also have transaction infor-
mation y; at time ¢. In the watchlist use-case of retrospective blueprints, the
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watchlist x; can evolve, and future matches with it at time ¢ can reveal infor-
mation yy about transactions that have occurred earlier, say, at time ¢, for
t < t.

In a (P, f)-retrospective blueprint scheme the identity information y;4 and
transaction information y; of a user are evaluated on both a predicate P(x¢, yid, yt)
and a function f(y;q4,yt).

Let n be the considered lifetime of the system. The guarantees for the user
are that, if none of the predicates P(x1,¥id, ¥1), - - - P(Zn, Yid, Yn) are true, no in-
formation about y;4 or any of the transactions y1, . .., y, is revealed (except that
these predicate evaluations are false). However, if any P(x¢, yiq, ), 1 <t < n'is
true, then only f(yid,y1),-- -, f(Yids Yn) is revealedm The additional secondary
filtering process offered by f is in contrast to leaking the seed of a CBDC scheme,
which would immediately deanonymize all of a users transactions/T]

Another downside of using blueprints in the context of CBDCs is that even
if suspected users turn out to be innocent after investigation, and their iden-
tity subsequently removed from the suspect list, their long-term key k& would
nevertheless remain under the control of the auditor, meaning that they remain
traceable indefinitely. When a scheme protects former suspects’ privacy after
they have been removed from the watchlist, we say it has post-investigation pri-
vacy. Formally, if the last time the predicate is true is ¢, then a post-investigation
private retrospective blueprint scheme only reveals f(yiq, y1), ..., f (Yid, y) about
the user and their transaction.

While the retrospective property of blueprints is a tool for auditors to scru-
tinize past transactions of individuals flagged on the watchlist, conversely, post-
investigation privacy ensures the protection of future messages or transactions
if the suspect recovers from a compromise or is removed from the watchlist after
investigation. Although seemingly contradictory, we believe that achieving both
retrospective access and post-investigation privacy is feasible building on our
proposed blueprint scheme. To realize this, users would need to update keys in
a manner that only allows for the derivation of old keys.

Another important avenue of future work is to incorporate blueprint schemes
into larger cryptographic systems like anonymous credential systems and group
signature schemes. Users should be made cognizant of the trade-offs in security
and privacy that blueprint schemes entail, especially when being used in the

10 Tn order to achieve strong privacy via a simulation-based notion, escrows of non-
suspicious users must be independent of the user’s transaction information. To avoid
the need for expensive non-committing encryption, we provide the simulator either
with no information and a promise that P is always 0, or always provide f(yid, y¢)-
We refer to this notion as non-adaptive privacy against dishonest auditors.

The function f(y:4,y:) is a relatively more specific function that only reveals infor-
mation based on the user identity and transactions. A more general way to express
the information revealed to the auditor once the key is revealed is f(z¢, yid,yt) - the
information revealed would be dependent on both the auditor input x; as well as the
user information y;q4 and y:. We instead use f(yiq, y¢) here for ease of understanding
and presentation.

11
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context of larger systems. Careful analysis is required of these systems as a
whole to be able to provide concrete security guarantees to the end user.

Our work also introduced a completely new framework for verifiable com-
putation on additively-homomorphically encrypted data. We used it to improve
the realisation of the blueprint scheme and make it more efficient. Nonetheless,
this novel framework can be applied independently of the blueprint functionality
and in various other research settings. It will be particularly useful in improv-
ing the efficiency of schemes where there is a need to compute over committed
ciphertexts without opening them and proving and verifying correctness of com-
putation on encrypted data.
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A  Number theory background
Lemma 6. (n+1) € QR,2

Proof of Lemma . In Ireland and Rosen’s textbook [IR90] Proposition 5.1.1

gives us that an element, a, in Z,,2 if a quadratic residue iff a(?=1/2 = 1( mod p)
—1)/2

and a(~1/2 = 1( mod ¢). We can see that (n +1)®~1/2 = (pz)/ 1(p=1)/2—i.
i=0

nP=1/2=% = 1 4 kn for some k. Since n is divisible by both p and ¢, this value

is simply 1 mod p and ¢. Thus, (n + 1) is in QR,2.

We label the Jacobi value of an element in Z,, as J,(z). The Jacobi symbols
is always J,,(x) € {—1,1} for all m, 2. The Jacobi symbol behaves differently if
m is a prime or not. If m is a prime, we can compute this as J,,(z) = z(m=1)/2
mod m. Further, z is in QR,, if and only if J,,(z) = 1. If m is composite, then
Jm () is efficiently computable without knowledge of its prime factors. Though,
computing J,(x) for an RSA modulus n = pq is hard. Further, J,,(z) = [] Jp, (z)
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where {pj"}ic[x is the prime factorization of m. Lastly, z € QR,, if and only
if Vi € [k] : Jp,(x) = 1. We label the set of elements such that J,,(z) = 1 but
x &€ QR,, as QNR:;.

Lemma 7 (Any element to the 2-nd power likely generates QR,2).
Formally, no PPT algorithm can produce an element a such that {a?) # QR,z.
As a corollary, we know that sampling a random element in QR,2 or squaring
a random element in Z,2 results in a generator of QR,2.

Proof of Lemma [ QR,> is cyclic and thus every element in QR,> can be
represented as g° for some g. We see that any g° doesn’t generate QR,> when
i|#QR,2. The order of QR,2 is pgp'q’ and thus, this only occurs when i is a
multiple of p, q,p’, ¢’. Thus, there are at most pgp’ + pqq’ +pp’'q’ + qp’q’ elements
that don’t generate QR,2. When we compare this to the total elements, we see:
(pap’ +pad’ +pp'd’ +ap'd’)/pap'd’ = 1/q' + 1/p’ + 1/p+1/q which is negligible
if p,q,p’,q are large.

Lemma 8. If z # |z| (mod m) then Jy(z) = —J,(|z]) for any prime p such
that plm and p =3 mod 4.

Proof of Lemma [§ For any =, if |z| # x, then |z| = m — x. We see that
(p—1)/2
Jp(lz]) = (m — z)=1/2 = ”Z (P=D/2) i (—g)(0=D/2=0 = (—g)=D/2 4
i=0

(P=D/2) (—2)®=1/2=1yp 4 ... In this binomial expansion, we can see that all
terms for ¢ > 0 are a multiple of m and thus vanish mod p since p|m. Thus, the
Jacobi symbol for m — z is (—x)P=1/2 = (=1)P=1/2(g)(P=1)/2 = (_1)(r=1)/2p
where b = 2(P~1)/2, Since p = 3 mod 4, we see that this equals (—1)*4+2)/2p =
(=1)*2+1p = —b. Thus Jp(x) = —J,(|z]).

As a corollary of Lemma we see that J,2(z) for RSA modulus n = pgq is the
same for x and |z| since if |z| # z, J,(z) = Jp(x)J4(z) = (—1)Jp(|z])(=1)J4(J2]) =
In(|2])-

Lemma 9. (—1) € QNF\’:;1 for RSA modulus, n.
Proof ofLemmalg. Since p = 3 mod 4, we can see that (—1)(P=1/2 = (—1)(#4+2)/2 —

é)_Nléiﬂ = —1 for some k. Thus, J,(—1) = Jy,(—1) = —1 and thus (-1) €
n? "

Lemma 10. If28 > ord(g) then no PPT adversary running in time polynomial
to A can distinguish distribution {g° : s +$ 287} from {u :u < (g)} for any g
such that g € Z,2 and ord(g) > 2.

We refer to [DF02| for a proof of Lemma
Lemma 11. If z,2" € QR, and y,y’ € QNR, then zy € QNR,,, zz’,yy’ € QR,,.

Lemma 12. For n = pq where p,q are safe primes, if v,x' € QR,2 and y,y’ €
QNR,,2 then xy € QNRT} zz',yy’ € QR,2

n2
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Lemma 13. #QR,> = Z,2/4 and #QNR} =7, /4.

Proofs of Lemmas and [13| are present in [KL20] (deriving Lemma
from [KL20] is a trivial exercise).

Lemma 14. The map: f : QR,> — QNR;1 defined by f : x — (=1)x is bijec-
tive.

Proof of Lemma . We can see that (—1)z is n? — x since n? —z + 2z = 0.
Thus, this maps an element to it’s additive inverse. Because Z,2 is a group over
addition, inverses must exist and be unique for any non-zero element in Z,2.
Thus, this map must be bijective since QR,2, QN R:;zl CZs.

B Examples of using eqrep

B.1 Constructing egrep-p*

In Alg. [7]we show how to implement a egrep-p* protocol from an underlying egrep
protocol by construction intermediate Pedersen commitments. In this example,
we are proving that a Pedersen commitment C, is committed to the product of
the values in three other Pedersen commitments, Cj, C.., and Cy. Formally, Alg.[7]
proves the following relation: R((Cy, Cy,C., Cq), (a,b,c,d,rq,rp,7¢,7q)) = 1 iff
C, = g*h"™ A Cy = g°h™ A C. = g°h™ A Cq = g?h"@ A a = bed. Because E
is a commitment to bc with fresh randomness, revealing it to the verifier does
not affect the zero knowledge of the scheme. The only other communication in
this proof for egrep-p* is the proof for an egrep relation. Thus this scheme is
zero knowledge. We can see that the relation proves that E = ¢g*“h°®? which is
a valid Pedersen commitment to bc. Thus, because the prover also proves that
C, = E%hP2, the verifiers knows that C, = g**®h?2 which is a valid Pedersen
commitment to bed and thus, a = bed. This means we’ve proven soundness with
extraction for this protocol. Using the notation from Def. ] the map p would be
p(a) = {b,c,d} (and p(x) = {z} otherwise). This would ensure that the witness
a = bed with no constraints on the other witnesses. To build an egrep-p* protocol
for more multiplications of witnesses, more commitments for intermediate values
would be used. It should be clear from the example how to do this for any map
p from Def. [4]

B.2 Constructing eqrep-n*

Construction [I] shows an example construction of a proof os a relation for
egrep-n* defined in Section[2.3] We note that to reduce a construction of egrep-n*
to the soundness of Damgard-Fujisaki commitments, we need to create Damgéard-
Fujisaki commitments to each witness in the relation and use a proof of opening
in the protocol to ensure we can extract the witnesses. This step is not necessarily
required, but is sufficient to realize eqrep-n* and allows us to reduce to the aux-
iliary proofs for Damgard-Fujisaki commitments rather than number theoretic
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Algorithm 7 Example eqrep-p* proof

p <5 Zp; B = g*h?

Br=p—croy;f2=re—dp

Send FE to the verifier

Prove the following relation via eqrep

PoKegrepla, b, ¢, 7a, 76, Tc, B1, B2 :
Co=g®h"a A Cy = g°h™ A C. = g°h™ A Cyq = g?h™e
AN E=ChPr A Cp = ECRP2]

lemmas. In this example, we’ll use Damgard-Fujisaki commitments in Z,2 which
we prove are secure in Section [6.3] In this example, we prove the exponentiation
of an element in a Gog commitment (which we define in Section by a scalar
committed to by a Damgard-Fujisaki commitment. This proof can be seen as
proving the relation R((cy,ca,t,d1,ds), (x1,71, 22,72, 3,73, M, N, 21, T2, 23)) =
1iff cog = g"th™ At = g"2h™ A dy = ¢g™h™ AN c1 = Mg™ Ndi = Ng*™ A
N = M?=2.

For this proof, both the prover P and the verifier V' have a scalar commit-
ment ¢ to value x5 along with two Gog commitments ¢ = (¢1,¢2) and d = (dy, d2)
to two Z,2 elements, M, and N. The prover wants to show that N = M%2.
Damgard and Fujisaki [DF02] give a multiplication protocol which yields a com-
mitment scheme for integers in any group that satisfies certain properties. We
prove in Section [6.3] that QR,,> and Z,> both satisfy these properties. We can
see that the second elements of both of our Gog commitments (ca and dg) are
exactly Damgard-Fujisaki commitments. We also note that our commitments to
scalars (the commitment ¢ in this example) are simply Damgard-Fujisaki com-
mitments. The Damgard-Fujisaki exponentiation proof is a X-protocol and thus
has transcripts a,e, z. If the prover uses the z value from a proof of opening
of the scalar commitment (¢) and reuses this z value in a relation to the Gog
commitments, the prover can prove this exponentiation property for the ¢, and
d commitments. We construct this exponentiation protocol in Construction
This example should give the reader enough intuition to build a proof for any
eqrep-n*relation by adding more Damgard-Fujisaki commitments to witnesses
similar to the extension of egrep.

The prover must also prove knowledge of the opening of each commitment
in addition to running this protocol.

Construction 1 (Gos-DF-commitments - proof of exponentiation) Goal:
Prove that the Gog-DF-commitment d is committed to N = M?® where ¢ is a
Gos-DF-commitment to M and t is a Damgadrd-Fugjisaki commitment to the in-
teger xg.

Public values: ¢ = (¢1,¢2),t,d = (d1,d2) where cg = g**h™, t = ¢g*2h",
do = g**h"™, c1 = Mg™, di = M*g*.

Secret values: x1,x,T3,71,72,73, M.
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First, the prover uses the proof of knowledge of commitment opening from
Damgard and Fujisaki [DF02] to prove that t = g*2h"™. The prover then shows
that the prover can open ¢ and d such that M = +c¢1/g™ and N = +dy/g*®.

The prover and verifier then engage in the following sigma protocol:
P - Vv

p1 will hide exo
p1 s [CT2)]
p2 will hide ersy
pa 8 [C2B+2]
p3 will hide e(—xox1 + 23)
p3 s [CT?2)]
pa will hide e(—ryx1 + 13)
pa <8 [CT28+2)
ar = gPr hP?
as = it g”?
4z = g™
ai,as, az —
e +s [C)]
+—e
zZ1 = p1+ €exy
Zg = p2 +er2
z3 = p3 + e(—z122 + 3)
24 = pa +e(—rize +13)
21,722,723 —
G = ayt®
;1™ = aqd§
et gPh* = asd;
Lemma 15 (Strong special soundness property of [DF02]). If we find
a,e €', 21,21, 29,25 such that a,e, 21,22 and a, €', 21, 24 are both valid transcripts
for a Damgdrd-Fujisaki opening protocol. If g°*h*? = ac® and g**h*2 = ac®,
where ¢ is a Damgédrd-Fujisaki commitment, then we know that (e —e')|(z1 — 21)

and (e—e')|(za—2}) and we can extract a b such that bg(=1=#1)/(e=€) plza=22)/(e=¢") —
c

Proof of Lemma [15] can be found in [DF02]. This is stronger than simple extrac-
tion as it ensures that e — ¢’ divides both z; — 2z and 2o — 25.

Theorem 20. Our exponentiation protocol in Construction[d] has special sound-
ness i.e. given two accepting transcripts, there exists an efficient extractor that
extracts an opening of d to M™2, ¢ to M and t to xs.
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Special soundness proof overview. Over the course of the proof, we’ll extract
A, =e—¢ aswell as Vi € 4], A,, = z; — 2},0,, = A, /AN € [4] along with
B1, Ba, and B3 such that: by g1 ho=2 = t, bgcilsz1 ¢%s = d, and bgcgzl %23 R0 = ds.

Our proof will proceed as follows: First, we’ll extract the opening of ¢, then
we'll extract the values from the third equation, ¢3'g**h* = azd$§, and use our
knowledge of the opening of ¢ to help us. Lastly, we’ll extract values from the
second equation (¢j'¢g® = aqdf) using our knowledge of the last two extrac-
tions (from the first and third equations). Using these extracted values, we’ll
be able to prove that the commitments are sound. We need to proceed in this
order to ensure we’ve extracted enough values to compute (z3 — 25)/(e —€¢’) and
(24 — 24) /(e — €'). Without knowing previously extracted values, we cannot triv-
ially reduce to the soundness of the proof of knowledge of opening protocol in
[IDF02] because ¢; and co are used as the bases for verification in the second two
equations. We will see that we can carefully craft final messages s1, 2 to give
to the [DF02] challenger which will allow us to compute (z3 — 25)/(e — €’) and
(24 — 2})/(e — €') in the final two equations to prove them secure. In the proof,
we’ll use A and 6 to refer to values used in the extraction. For example, A, will
refer to z; — 2| after rewinding a prover and §,, will refer to (z1 — 21)/(e —€’).

Proof of special soundness. Since we have the prover prove they know the open-
ings of ¢, ¢, and d individually, our extractor can compute ¢ = (Mg*taq, g**h™),
d= (Ng*aq,g**h"™), and t = g*2h"2b,.

Using rewinding, we can extract A,, = 21 — 2}, A,, = 20— 25, A,, = 29— 25,
Ay, = 23— 25, A, = 24 — 2, and A, = e — ¢’. We can see that the first
equality, g**h*?2 = a;1t° appears exactly like a proof of opening for Damgard-
Fujisaki commitments, and thus, we can extract §,, = A,, /A.,d,, = A,,/A.,
by, from this due to Lemma To show why we can extract, we can create a
reduction to the soundness of proof of opening of [DF02].

Our reduction will take ¢ from our adversary, then claim to the [DF02] open-
ing soundness challenger that we can open this. We can discard all other values
from the adversary when doing this. Then, we also pass a; to the challenger
and we receive the challenge, e from the challenger and pass this to the adver-
sary. The adversary will then produce z1, 29, and we can discard the other z
values and simply pass the first two to the challenger. We see that this satisfies
g**h*2 = a1t and thus is a valid proof and thus we can rewind and use the
same algorithm as the challenger in the knowledge proof of [DF02] to extract
02,504,,b1 such that ¢ = ¢%1h%2b; and b? = 1.

The rest of our proof will create more reductions to the soundness game in
[DF02], but the details will be omitted.

Next, we observe that we can continue rewinding until we obtain an even
e — €'. See that any subset of [C] must be at least half even or odd and the
adversary must be able to answer a super polynomial subset of [C]. Thus, with
probability at least 1/4 it will be the case that e and e’ will both be even or
both be odd, thus ensuring that e — €’ is even. Let us focus on the case where
e — ¢’ is even, knowing that we’ll only reduce our chance of breaking soundness
in this case by 1/4 which is still efficient.
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Next, we’ll prove that because our extractor can open co, if we can’t extract
0. = AL /A, b, = A,,/Ae, and B3 such that cgzlg‘S% ho= 33 = dy, we can
reduce to the proof of opening protocol. We can see that this is true with another
reduction similar to our reduction for t. We pass ds, a3 to the challenger to
receive e to pass back to the adversary. After our adversary proves they can
open co, we receive x1,r1,bs such that g**h™ b3 = co and bg = 1. We see that
the verifier accepts, so, ¢3'g*h* = agde and thus, CQA” Az hAZ4 = a3d2 We
can replace this with (63) 21 gT1 Az 1Az gz hAM = a3d . Since e — €’ is
even and we know that e — ¢’ divides A,,, we know that A,, is even. Because
b?> =1 and A,, is even, we see that g%14=1 h"1 41 gl hA2 = angAe. We then
give: 81 = 214z + Azz, 80 = r1Az; + Azy to the challenger, which satisfies
g° h*? = azd§. Thus, because of the knowledge extractor for proof of opening,
we know we can rewind the adversary and compute 05, = (51 — s})/(e — €’) as
well as d5, = (s2 — s5)/(e — €’) and f3. Because the adversary proved opening
of da, we have x3,73,b4, such that s, = x3,0s, = 73,b4, = P3. We can then
extract d,, with the following equation: §,, = x3 — x10,, = (23 — 25)/(e — €)
This is because d;, = z1 implies that:
x3(e—e) =981 — 8] =x121 + 235 —x12] — 2}
xz(e—e€) —x121 +x12] = 23 — 24
xz(e—e€) —x1(z1 — 2]) = 23 — 2%
zgle—€') —x10, *x (e —€') =23 — 24
w3 — 110z, = (23 — 23)/(e — €')
We then know that:
Os, = (52 = s5)/(e —€') = (mz1 + za =z — 2)) /(e — €')
And that r3 = 05, and thus:
r3(e —e') = (r1z1 + 24 — 112 — 2})
rsle—e') —riz1 + 2 = (24 — 2})
rale — ) —ri(z1 + 24) = (24 — 2))
And we know that 0,, = (21 + 27)/(e —€'), s
rgle—e') =0, x(e—€') = (24— 2))
0z =73 =0z = (2 — 23)/(e =€)
This gives us that dy = ¢%1%21 1923 p719:1+924 35 Which must agree with 3, r3, bg,.
Because we know that §,, = xo from the opening of ¢, we know that do =
g$1752+6zS hriw2+0zy, bdz-

We will now rewind the second equation, c?zlgz"3 = ayd?® to extract values
and prove them sound. We know that g®* = ¢;/M from the opening of c.

Since we know that A, and A,, are divisible by A., we can proceed to
extract the structure of d;.

g = aqd§
legrlzl gz;; — a2dff
le—zigxl(zl—zi)gzs,—zg — dti*e’
M(Zl—Z{)grl(zl—zi)g(%—zé) — dgefe )
Mz1==21)/(e=€") gr(z1=21)/(e=e') g(za—23) /(e—€) = g,
bM =1 gaflézl g623 =d;
erggI1$29623 =d;
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bgz1z2+5zS =dy/M™

We can see that b € {—1, 1} since b= =1 and thus, d is a correct commit-
ment to |M™2|.

Honest verifier zero knowledge. If the ranges are adjusted correctly, our con-
struction achieves this, similar to [DF02].

C Definition of an f-Blueprint Scheme

A blueprint scheme has three parties - an auditor, a set of users and a set of
recipients. It is defined as follows:

Definition 13. For a non-interactive commitment scheme (CSetup, Com),
an f-blueprint scheme consists of the following probabilistic polynomial time
algorithms:

Setup(1*, cpar) — A: This algorithm takes as input the security parameter 1*
and the commitment parameters cpar output by CSetup(1*). It outputs
the public parameters A which includes 1* and c¢par. For the remainder of
the paper, Com is used synonymously with Com,p,, to reduce notational
overhead.

KeyGen(A,z, ;) — (pka,ska): The key generation algorithm for auditor A takes
1%, A, and commitment value and opening (z,7,) as input, and outputs the
key pair (pka,ska). The values (z,r,) define a commitment C,.

VerPK(A, pka, C) — 1 or 0: This is the algorithm that, on input the auditor’s
public key pk, and a commitment C,, verifies that the auditor’s public key
was computed correctly for the commitment C,,.

Escrow(A, pka,y,ry) — Z: This algorithm takes A, pk,, and commitment value
and opening (y,r,) as input and outputs an escrow Z for commitment
C = Com(y;1y).

VerEscrow(A, pka, C, Z) — 1 or 0: This algorithm takes the auditor’s public key
pka, a commitment C', and an escrow Z as input and verifies that the escrow
was computed correctly for the commitment C'.

Dec(A,ska,C,Z) — f(x,y) or L: This algorithm takes the auditor’s secret key
ska, a commitment C' and an escrow Z as input. It decrypts the escrow and
returns the output f(z,y) if C is a commitment to y and VerEscrow(A, pka,
C,7Z)=1.

IKLN23]| also defines a secure f-blueprint scheme as one that possesses the fol-
lowing properties:

Correctness of VerPK and VerEscrow: For honestly generated values (cpar,
pka, Cy, C, Z), the algorithms VerEscrow and VerPK should accept with proba-
bility 1.

Correctness of Dec: For honestly generated values (cpar,pka,ska,C, Z),
Dec(A, ska,C, Z) = f(x,y) should hold with overwhelming probability .
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Soundness: For all PPT adversaries A involved in the experiment in Fig.
there exists a negligible function v such that:

Advaod,(A) = Pr | Sounda(\) = 1| = v())

Soundg® ()

1: cpar + CSetup(1™)

2: A<« Setup(lA, cpar)

3: @7, — Adv(1?, A)

4: (pka,ska) < KeyGen(A, z,7;)

5: (C,y,ry,Z) < Adv(pk,)

6: return [C = Com(y;ry)A

7 VerEscrow (A, pky, C, Z) A Dec(A,ska, C, Z) # f(z,y)]

Fig. C.1: Experiments Soundgf(\)

Definition 14 (Blueprint Hiding). The blueprint-hiding property makes sure
that pkp just reveals that x is a valid first argument to f. Otherwise, x is hidden
even from an adversary who (1) may already know a lot of information about x
a-priori; and (2) has oracle access to Dec(A,ska, -, ).

This is formalized by requiring that there exist a simulator Sim = (SimSetup,
SimKeygen, SimDecrypt) such that for any PPT adversary the following two games
are indistinguishable:

1. Real Game: /A is chosen honestly, the public key pk, is computed correctly
for adversarially chosen z,7,, and the adversary’s decryption queries (C, Z)
are answered with Dec(A, ska, C, Z).

2. Ideal Game: A is computed using SimSetup, the public key pk, is computed
using SimKeygen independently of z (although with access to the commit-
ment Cp), and the adversary’s decryption query Z; is answered by first
running SimDecrypt to obtain enough information about the user’s data y;
to be able to compute f(z,y;). "Enough information" means that for an
efficiently computable f* and a function g such that f(z,y) = f*(z, g(y))
for all possible inputs (x,y), SimDecrypt obtains y = g(y;).

Formally, for all probabilistic poly-time adversaries Adv involved in the game
described in Fig. [C.2] the advantage function satisfies:

AdVEY, sim(V) = ‘Pr | BHrealf(3) = 0| — Pr | BHidealgil's;,, () = 0| ‘ = ()

for some negligible v.
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BHrealg™ ()) BHidealg g;m (M)

1: cpar + CSetup(1™) 1: cpar + CSetup(1™)

2: A< Setup(1*, cpar) 2: (A, st) < SimSetup(1*, cpar)

3: (x,7z,Stadv) < Adv(lA, A) 3: (x,7z,Stad) Adv(1>‘, A)

4: 4: dsim < (|z|, Com(x;7z))

5: (pka,ska) < KeyGen(A,z, 1) 5: (pka,ska) < SimKeygen(1*, st, dsim)

6: return AdvOoPkaska)(

PkasStawv)  6: return AdvOrPASHT) (k) stag,)

Oo(pkA,SkA7C,Z) Ol(pkA,St,$7C7Z)
1: if =VerEscrow(A, pky, C,Z) 1: if —VerEscrow(A, pka, C, Z)
2 return | return L

2
3: return Dec(4,ska,C,7Z) 3: y* « SimDecrypt(st, C, Z)
40 return f(z,y) = f*(z,y")

Fig. C.2: Experiments BHrealgf (\) and BHidealgf g, (A)

Definition 15 (Privacy against Dishonest Auditor). There exists a sim-
ulator such that the adversary’s views in the following two games are indistin-
guishable:

1. Real Game: The adversary generates the public key and the data x cor-
responding to this public key, honest users follow the Escrow protocol using
adversarial inputs and openings.

2. Privacy-Preserving Game: The adversary generates the public key and
the data x corresponding to this public key. Next, for adversarially chosen in-
puts and openings, the users run a simulator algorithm that depends only on
the commitment and f(x,y) but is independent of the commitment openings.

More formally, there exists algorithms Sim = (SimSetup, SimEscrow) such that,
for any PPT adversary Adv involved in the game described in Fig. [C.3, the
following equation holds for some negligible function v:

AdVRAD B 5im(N) = |Pr [ PADABS (A) = 1] = Pr | PADARYL, (1) = 1] | = v()

Definition 16 (Privacy with Honest Auditor). There exists a simulator
Sim such that the adversary’s views in the following two games are indistinguish-
able:

1. Real Game: The honest auditor generates the public key on input x pro-
vided by the adversary, and honest users follow the Escrow protocol on input
adversarially chosen openings.
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Adv.b
PADABlu,Sim(/\)
1: cpar + CSetup(1™)

2: Ao < Setup(1*, epar); (A1, st) « SimSetup(1*, cpar)
3: (z,7a, pky, Staa) < Adv(1*, 4,)
4: if VerPK(Ay, pky, Com(z;74)) = 0 : return L

5: return Advob("‘)(stAdv)
Oo(y,’l"y) Ol(y7ry)
1: return Escrow(Ao,pka,y,7y) 1: return SimEscrow(st, A1, pky, Com(y;ry),

2: f(z,y))

Fig. C.3: Game PADAGM?())

2. Privacy-Preserving Game: The honest auditor generates the public key
on input x provided by the adversary. On input adversary-generated com-
mitments and openings, the users run a simulator that is independent of y
(although with access to the commitment Cy) to form their escrows.

In both of these games, the adversary has oracle access to the decryption algo-
rithm.

We formalize these two games in Fig. [CJ} We require that there exists a
simulator Sim = (SimSetup, SimEscrow) such that, for any PPT adversary Adv
inwvolved in the game described in the figure, the following equation holds:

AdVER S (V) = [Pr [ PWHAZS, (0) = 0] = Pr [ PWHARS, (0) = 0] | = v(y)

for some negligible function v.

D Constructions of HEC Schemes

D.1 KLN construction of HEC from Fully Homomorphic
Encryption (FHE)

Definition 17 (Circuit-private fully homomorphic encryption). Algo-
rithms (FHEKeyGen, FHEEnc, FHEDec, FHEEval) form a secure fully homomor-
phic public-key encryption scheme [Gen09IBVIIIBGVI2IGSW13] if:

Input-output specification: FHEKeyGen(1*, A) takes as input the security
parameter and possibly system parameters A and outputs a secret key FHESK
and a public key FHEPK . FHEEnc(FHEPK ,b) takes as input the public key
and a bit b € {0,1} and outputs a ciphertext c. FHEDec(FHESK, ¢) takes as
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Adv.b
PV\/HABluﬁim (A)
1: cpar + CSetup(1™)

2: Ao < Setup(1*, cpar); Ay + SimSetup(1*, cpar)
3: M+ ]

4: Ty Adv(l)‘,/lb)

5: (pka,ska) « KeyGen(Ay, z,75)

Escrow Dec
6: return Adv®r ()0 (Ab’SkA"")(pkA)

OF="(y.1,) OBy, r,)
1: return Escrow(Ao, pka,y,7y) 1: C = Com(y;ry)

2:  Z < SimEscrow(st, A1, pka, C)
3: M[C,Z] + f(z,y)
4

return 7

OP<(Ay,ska, C, Z)
1: if MI[C, Z] is defined return M[C, Z]
2: return Dec(A1,ska,C, Z)

Fig. C.4: Game PWHAGIS (V)

input a ciphertext ¢ and outputs the decrypted bitb € {0,1}. FHEEval(FHEPK,
C,c1,...,¢,) takes as input a public key, a Boolean circuit C : {0,1}" —
{0,1}, and n ciphertexts and outputs a ciphertext cc; correctness (below) en-
sures that cc is an encryption of C(by,...,b,) where ¢; is an encryption of

b;.

Correctness of evaluation: For any integer n (polynomial in \) for any cir-

cuit C with n inputs of size that is polynomial in A, for all x € {0,1}", the
event that FHEDec(FHESK , C') # C(z) where (FHESK , FHEPK) are output
by FHEKeyGen, c1, ..., ¢, are ciphertexts where ¢; + FHEEnc(FHEPK , x;),
and c¢c = FHEEval(FHEPK ,C,c1,...,¢y), has probability 0.

Security: FHE must satisfy the standard definition of semantic security.
Compactness: What makes fully homomorphic encryption non-trivial is the

property that the ciphertext cc should be of a fixed length that is indepen-
dent of the size of the circuit C and of n. More formally, there exists a
polynomial s(\) such that for all circuits C, for all (FHESK , FHEPK) out-
put by FHEKeyGen(\) and for all input ciphertexts c1,...,c, generated by
FHEEnc(FHEPK,:), cc generated by FHEEval(FHEPK,C,c1,...,c,) is at
most s(\) bits long.

Circuit-privacy: As defined by [Gen09|OPP1JIBAMW16IDD22] an FHE scheme

is circuit private for a circuit family C if for any PPT algorithm Adv |padv,0 —



PPBs via Verifiable Computation 73

padv.1| = (1Y) for a negligible v, where for b € {0,1}, pagv.p is the probability
that the following experiment outputs 0:

FHECircHideExpt(1*)

(R,Co,C1, (z1,71), -+ -, (zn,mn)) < Adv(1")
if Co ¢ CVCiL ¢CVCo(x,...,zn)#Ci(z1,...,2n) : reject
(FHEPK , FHESK)) = FHEKeyGen(1*; R)
forie{l,...,n}:
¢i = FHEEnc(FHEPK , x;;7;)
Zo + FHEEval(FHEPK, Co, c1, . .., ¢n)
Z1 <+ FHEEval(FHEPK ,C1,c1,...,Cn)
return Adv(Z)

Construction of HEC for any f from CP-FHE. For a Boolean function
g : {0,1}% x {0,1}* ~ {0,1}, an £,-bit string y and a value z € {0,1}2, let
Cg .(z) be the Boolean circuit that outputs g(x,y) if 21 = 0, and 23 otherwise.
Recall that our goal is to construct a secure f-HEC scheme with a direct
encryption algorithm; suppose that the length of the output of f is ¢; for 1 <

j < £, let f;(z,y) be the Boolean function that outputs the j™ bit of f(z,y).

Suppose we are given an FHE scheme that is circuit-private for the families of

circuits {C;} defined as follows: C; = {CJ]Z(I) cy 0,1}, 2 € {0,1}?}.

HECSETUP(1*) — A : Generate the FHE parameters A, if needed.

HECENC(1M, A, f,2) — (X, d) : Generate (FHESK , FHEPK ) <+ FHEKeyGen(1?,
A). Let |x| = n; set ¢; < FHEEnc(FHEPK , z;). Output X = (FHEPK ¢y,

.y Cn), and decryption key d = FHESK.

HECEvVAL(hecpar, f, X,y) — Z : Parse X = (FHEPK, ci,...,c,). For j =
1 to ¢, compute Z; <« FHEEvaI(FHEPK,Cgfoo,cl,...,cn). Output Z =
(Z1y..., Zp).

HECDEC(hecpar,d, Z) — z : Output (FHEDec(d, Z1), ..., FHEDec(d, Z;)).

HECDIRECT (hecpar, X,z) — Z : Parse X = (FHEPK,cy,...,c,). For j =
1 to ¢, compute Z; « FHEEvaI(FHEPK,CgZ,lzﬁcl,...7cn). Output Z =
(Z1,..., Zy).

Theorem 21. If (FHEKeyGen, FHEEnc, FHEDec, FHEEval) is a fully-homomorphic
public-key encryption scheme that is circuit-private for circuit family {ij : f€
F'} defined above, then our construction above constitutes a homomorphic-enough
encryption for the family F.

The proof of Theorem [21]is provided in [KLN23|.

D.2 Additional proofs for consistent HEC scheme

Proof of Thm. @ Because we include Z,; = E © r3 in the escrow, an auditor
can prove that this is an encryption of 0. This ensures that the y;q is actually
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on the watchlist as the polynomial has roots at each entry of the watchlist.
Formally, if an adversary were to be able to produce a (f, x, st, r,y,rz) such that
Z < HECEvAL(hecpar, f, X ,y;rz) but HECDEC(hecpar,d, Z) # f(z,y), we see
that E ® rs = 0 in this case, which implies that r3P(y) = 0. This is only true
if y € x since r3 > 0. In this case, because HECEVAL is proven to be correctly
computed, F ® ry decrypts to 0. Thus, ¢y’ = Dec(Y). Thus, this decrypts to the
correct value.

We split Theorem [4 into Theorems and

Theorem 22 (Security of DIRECTZ for Fig. [5.1)). Our construction in
Fig. achieves security of DIRECTZ defined in Definition [I]]

Proof of Thm. We prove the theorem for the two separate cases of when the
user is in the watchlist and when they are not.

For the former, since the user is on the watchlist, f(z,y) # 0. In HECEVAL,
(Zid, Zastr) is an encryption of f(x,y) and in HECDIRECT, Z, is an encryp-
tion of 0. Considering the experiments DIRECTZédV and DIRECTZ?dV, since the
ciphertext of f(z,y) is output in both cases, the indistinguishability of the ex-
periments can be reduced to the IND-CPA security of the underlying encryption
scheme.

In the case where the escrower is not on the watchlist, f(z,y) = 0. Since
separate randomness is used for each of r1,r, and r3 in HECEVAL, therefore
each ciphertext is the encryption of a random value, Z;; = 1 P(yia)+Yid, Zattr =
roP(yia) + attr and Z,; = r3P(yiq) because P(y;q) # 0. This makes the three
ciphertext values indistiguishable from random in DIRECTZédV. In experiment
DIRECTZ?dV7 the HECDIRECT function simply encrypts random values when
f(z,y) = 0. Therefore, the two experiments are indistinguishable and we achieve
security of DIRECTZ.

Theorem 23 (Security of = and y for Fig. [5.1)). Our construction in Fig.
achieves security of x and y from third parties.

Proof of Thm. . Let us assume there exists an adversary for whom [R5 (A)—

piﬁ\f?fy()\ﬂ is non-negligible. This implies that either (i) the adversary can dis-
tinguish an encryption of xy from z; or (ii) the adversary can distinguish an
encryption of yy from y;. From Thm. 24] the adversary distinguishing an en-
cryption of xg from an encryption of x; can be reduced to the IND-CPA game

of the underlying scheme. This holds similarly for yo and y;.

Theorem 24 (Security of z for Fig. [5.1). Our construction in Fig.
achieves Security of y

Proof of Thm. [244 Let us assume there exists an adversary Adv for whom
|p§§§?§()\) —piaiet (A)] is non-negligible. Let zo and 21 be the input for which Adv
wins the SECX game by correctly distinguishing the ciphertext of x¢ from the
ciphertext of z;. In that case, we can construct an IND-CPA adversary Adv’ that
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wins the IND-CPA game by using the same input g and x;. This is possible
since Adv does not possess the secret key for the HEC scheme. Thus, IND-CPA
security of the underlying encryption scheme implies the SECX security of the
HEC scheme.
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