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Abstract. This paper endeavors to securely implement a Physical Un-
clonable Function (PUF) for private data generation within Field-Programmable
Gate Arrays (FPGAs). SRAM PUFs are commonly utilized due to their
use of memory devices for generating secret data, particularly in resource-
constrained devices. However, their reliance on memory access poses
side-channel threats such as data remanence decay and memory-based
attacks, and the time required to generate secret data is significant. To
address these issues, we propose implementing n cross-coupled invert-
ers in Verilog to generate n secret bits, followed by syndrome for error
correction hardcoded in the hardware itself. This approach improves side-
channel security and reduces time consumption, albeit at the expense of
additional area utilization.
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1 Background

SRAM PUF is the more favored choice, primarily due to the widespread avail-
ability of SRAM resources in embedded devices. Typically, SRAM PUFs involve
the extraction of raw random data from the SRAM Memory. This data is then
processed through a fuzzy extractor to produce a key and helper data, followed
by hashing to ensure high entropy. However, research indicates potential vul-
nerabilities within SRAM PUFs, such as susceptibility to data remanence decay
attacks [4], stemming from their extraction from SRAM memory. Furthermore,
the fuzzy extractor[1] [2] itself is prone to side-channel attacks.

Another prevalent option, the Arbiter PUF, presents advantages in terms
of CRPs space compared to SRAM PUFs. Nevertheless, it’s essential to note
that Arbiter PUFs also face risks, including vulnerabilities to side-channel and
modeling attacks [3]. While Arbiter PUFs excel in CRPs space, SRAM PUFs
surpass them in terms of speed.

Given the focus of this paper on enhancing the speed and side-channel secu-
rity of private key generation, it would be advantageous to explore improvements
in SRAM PUF. Fig. 1 illustrates the existing approaches to SRAM PUF.

1.1 PROPOSED SCHEME USING SRAM PUF

In this setup, I’ve implemented a series of cross-coupled inverters to generate
raw random data from SRAM PUF, followed by LDPC error correction that
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Fig. 1. Existing Private Key generation using PUF

Fig. 2. Proposed Private Key generation using PUF

specifically targets errors in this raw random data. The key’s robustness stems
from variations in the manufacturing process rather than relying solely on the
strength of the error correction block. Subsequently, a hashing process is em-
ployed to further enhance the entropy. Additionally, an extra input (challenge)
is introduced into the hash function to produce multiple private keys, as depicted
in Fig.2 and a comparision of this approach with the existing design is discussed
in Table.1. This approach helps limit the accessibility of SRAM PUF, thereby
bolstering the security factor. The validation of uniqueness and randomness has
been conducted across three VC707 boards.Figures 3 and 4 depict the archi-
tecture and area implementation of the PUF, respectively. The time required
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Table 1. Comparision of Proposed and Existing design of PUF

Existing Design of SRAM PUF Proposed Design of SRAM PUF

Raw random data is extracted Specific design is implement
from in-built SRAM memory to extract the raw random data

Random data is given to LDPC is used to
error correction generate correct the error
the key and helper data with helper data

Side channel threat Side-channel attack is complex,
is available since it is limited to accessible

Private Key generation Private Key generation
is low is high

for the error correction module ranges from 80ns to 800ns, contingent upon the
error rate, which spans from 0 to 10 percent. Table 2 showcases the throughput
of the PUF architecture concerning various error ranges.

Fig. 3. Implementation of PUF Architecture

2 Conclusion

In summary, this paper introduces a secure implementation of a Physical Unclon-
able Function (PUF) for private key generation in Field-Programmable Gate Ar-
rays (FPGAs). Addressing vulnerabilities in SRAM PUFs, the proposed scheme
enhances both speed and security through cross-coupled inverters, LDPC error
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Fig. 4. Area of PUF Architecture

Table 2. Throughput of PUF design with respect to error percentage

Error rate Throughput of PUF Architecture

0% 85.33 Mbps

10% 25.64Mbps

correction, and hashing. Validation through implementation and testing shows
promising improvements in security and efficiency. This work marks a significant
advancement towards secure private key generation in resource-constrained de-
vices, emphasizing the importance of FPGA-based solutions in enhancing overall
security.
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