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Abstract. We present a construction for secure computation of differentially private sparse his-
tograms that aggregates the inputs from a large number of clients. Each client contributes a value
to the aggregate at a specific index. We focus on the case where the set of possible indices is
superpolynomially large. Hence, the resulting histogram will be sparse, i.e., most entries will have
the value zero.

Our construction relies on two non-colluding servers and provides security against malicious
adversaries that may control one of the servers and any numbers of clients. It achieves communication
and computation complexities linear in the input size, and achieves the optimal error O(M)
independent of the size of the domain of indices. We compute the communication cost of our
protocol, showing its scalability. For a billion clients, the communication cost for each server is
under 26 KiB per client.

Our paper solves an open problem of the work of Bell et al. (CCS’22) which presented a solution
for the semi-honest setting while incurring sublinear overhead in its efficiency. We formalize a
proof approach for proving malicious security in settings where the output and possible additional
information revealed during the execution need to provide differential privacy.
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1 Introduction

Designing solutions that allow to learn the aggregate of inputs coming from many clients without learning
individual data has been the objective of many works [Bon+17; CB17; Bon+21; Add+22; Bel+23; Li+23].
In order to protect individual data even in the setting of aggregation, there is a requirement that the output
also provides differential privacy (DP) [Dwo+06]. Thus, it is important to obtain optimal parameters
that allow to maximize the utility of the output while meeting the privacy bar for it.

Another challenge in many of the settings is that the domain of the possible input contributions is
very large and the actual clients’ inputs are very sparse within that domain. Thus solutions which require
communication that is proportional to the domain size [Bon+17; CB17; Add+22; Bel+23; Li+23] are not
applicable in these settings. While there have been constructions [BS15; ZXX16; Bas+20] that show how
to use sketching techniques to manage the sparsity with logarithmic communication in the domain size
D, they pay a price in terms of incurring log D factor in their privacy loss.

The work of Bell et al. [Bel+22] tackles the question of computing private distributed histogram
over large sparse domains with communication proportional to the number of contributions and optimal
differential privacy guarantees for the output. They present a construction which leverages two non-
colluding servers to process the clients’ contributions and provides security in the setting of semi-honest
servers and clients. Their construction is a secure computation protocol that reveals to the servers some
additional leakage about the inputs beyond the output private histogram, but this additional leakage is
proven to be differentially private with respect to the clients’ contributions.

The semi-honest requirement is needed for the security of that construction and, as the authors point
out, relaxing it leads immediately to an attack where misbehaving clients colluding with one of the
semi-honest servers can violate the privacy guarantees for the output. Their paper leaves as an open
question how to achieve stronger security while preserving the optimal efficiency of their protocol and the
optimal DP privacy parameters for the output.

In this work we resolve the open question of Bell et al. [Bel+22] and present a protocol for distributed
sparse histograms that provides differential privacy for the clients’ inputs. The computation is executed
between two non-colluding servers. We prove security for our construction against malicious adversaries
that control one of the servers and a subset of the clients. Similarly to Bell et al. [Bel+22] our protocol
reveals additional information beyond the output to the servers which we prove is differentially private.
The constructions achieve optimal error, independent of the domain size of the indices. It incurs only
sublinear overhead compared with the semi-honest version of the protocol which means communication
and computation linear in the inputs size.

Setting. There are N clients each of which has an input pair that consists of an index u; € D, where D is
a large domain such that |D| > N, i.e., the contributions are sparse within the domain, and a value v;.
The desired output of the computation is an aggregate histogram of the clients’ contributed values that
is of the form (i;, V;); where V; =3, _, v;. However, this histogram should also provide differential
privacy for the individual contributions.

The computation model allows two non-colluding servers to process the clients’ contributions. The
privacy guarantees require that the servers should learn only information that is differentially private with
respect to the inputs. The ideal amount of information learnt by the servers will be just the differentially
private histogram. However, the goal is to obtain a protocol that realizes the following efficiency, utility
and security properties while minimizing the additional differentially private leakage about the inputs
beyond the output. The protocol should require communication and cryptographic computation that
scales linearly with the number of inputs and may depend only additively logarithmically on the domain
size D. The error of the output O(M) should match the optimal central DP accuracy. The privacy
guarantees for the protocol should hold against a malicious adversary corrupting one of the servers and
all but one of the clients.

Semi-honest construction. The construction of Bell et al. [Bel+22] achieves all of the above efficiency
and accuracy goals, but only in the semi-honest setting where both servers and clients honestly follow
their prescribed steps. In fact, relaxation of the semi-honest requirement allowing malicious clients leads
directly to an attack on the privacy guarantees.

This work introduced several clever ideas of how to simulate optimal central DP mechanisms for sparse
histogram in two party computation, which we also leverage in our construction. The DP mechanisms



that achieve optimal error in the trusted curator model [Kor+09; BNS19] computes the non-private
histogram (i;, V;); from the inputs, then add DP noise to each of the non-zero values V; 4+ n; in this
histogram and releases the indices and the noisy values when these values are above a threshold 7:
(055 Vi 105015 | vyeny>r)-

The challenge for emulating the above central DP mechanism in two-party computation is to do
this without running time linear in the domain size and without revealing the indices where the noisy
aggregates are below the threshold. Bell et al. [Bel+22] suggests a mechanism which leverages the
multiplicity histogram of the input, which we can think of the histogram obtained by replacing the real
indices with random values. It reveals the number j of indices that occur k times in the input for all
values of k. They show an efficient protocol that allows the servers to compute a differentially private
version of the multiplicity histogram using an oblivious PRF evaluation on the input indices, where one
server holds the PRF key, and the other learns the OPRF output.

Working with the DP multiplicity histogram, which we also refer to as the anonymous histogram
for the input since the indices are transformed to pseudorandom values, enables the servers to identify
the contributions with the same index and whose values need to be added without revealing anything
about distribution of the indices over the domain and while doing work only linear in the number of
contributions. The remaining steps for adding noise and thresholding can also be executed efficiently.

Malicious security. Our new construction follows the idea of leveraging the multiplicity histogram to
enable the input aggregation. However, this requires new techniques to enable the servers to compute the
anonymous histogram from the clients’ inputs.

The first challenge to resolve is the one that is also the reason for the attack possible in the presence
of malicious clients. It stems from the fact that in the construction of Bell et al. [Bel+22] the clients are
trusted to honestly perform the first step of the oblivious PRF evaluation, i.e., applying a hash function
H which is modeled as random oracle, that transforms the indices into pseudorandom values. We replace
the H(u)X PRF construction in that paper with the Dodis-Yampolskiy PRF [DY05] that allows oblivious
evaluation between the two servers, where the client provides just an encryption of its index and is not
trusted with any other steps. While there are previous works [Mia+20] that have shown maliciously
secure oblivious PRF evaluation for the Dodis-Yampolskiy construction, our protocol achieves better
efficiency by leveraging the HSM-CL encryption scheme [CLT18] which can be instantiated with plaintext
size that matches the prime-order of the group used by the PRF. This modification on its own achieves a
construction that provides security against semi-honest servers colluding with malicious clients.

In the semi-honest protocol [Bel+22] it suffices that only one of the servers generates the noise
needed to achieve differential privacy for the multiplicity histogram. To achieve full malicious security
against adversaries that control one server and any number of clients, we can no longer use this approach
efficiently since it will require that the party adding the noise proves that it has correctly sampled from
the appropriate DP distribution. We introduce completely different distributed noise generation protocols
for the computation of the anonymous histogram which enables both servers to see the anonymous
histogram and to perform the aggregation (without needing to provide a proof of correctness). Similarly,
both servers can add noise to the aggregated values and do the thresholding in the clear.

As a result our malicious construction requires asymptotically the same amount of communication
and computation as the semi-honest protocol.

Formal proof. The two-party computation construction here computes a functionality which outputs a
differentially private sparse histogram. However, the protocol itself has additional leakage which is also
differentially private. This opens up the question how to compose MPC and DP proofs to obtain a formal
argument for the security guarantees of the construction. In the case of the semi-honest protocol [Bel+22],
the security argument that the authors present has two steps: First, it computes the leakage from an
honest execution and shows that it is differentially private. Second, it provides an MPC proof that the
execution does not reveal anything more than the desired output plus the honest leakage.

The above argument is sufficient in the semi-honest case since we can think of the leakage and
the output as something that can be generated by the ideal functionality as a single DP query on the
underlying data even though these are revealed at different steps of the protocol. The important point is
that semi-honest adversary cannot change the queries adaptively depending on what it may learn about
the DP noise used in previous queries. In the malicious case this is no longer true since the adversary
participated in the generation of the DP noise applied to queries.



We introduce a general methodology to argue security for MPC protocols with DP leakage in the
malicious setting. In this case the interaction between the simulator and the ideal functionality can be
viewed as a setting of interactive differential privacy queries [VZ23]. Thus, as a first step we need to prove
that the view of the simulator in the interaction with the ideal functionality is indeed differentially private.
To do this we show that the view of the simulator can be simulated using a non-interactive DP release
from the database that is independent of the adversary’s input. Once we can claim that the leakage
in the ideal world is DP, we proceed with the simulation proof of our MPC protocol in the universal
composability (UC) model using this simulator.

In our particular construction we first identify the maximum leakage that a malicious server can obtain
from the database, which essentially is the private histogram from the semi-honest protocol [Bel+22] plus
the additional leakage of the total number of frequency dummies generated by the servers and the total
number of duplication. We show that this maintains DP properties for the input (see Theorem 3). We
then construct a simulator for the MPC protocol who is interacting with the ideal functionality and we
show: 1) that we can simulate the outputs that the simulator receives from the ideal functionality using
the maximal leakage from above that we have proven DP (see Theorem 4), and 2) that the view of the
adversary in the real world is indistinguishable from the view in the ideal world where it interacts with
the simulator (see Theorem 5).

1.1 Technical Overview

Semi-honest Construction. We start with an overview of the technical details for the semi-honest
construction of Bell et al. [Bel+22] which is the starting point for our construction. Understanding the
approach of that work is essential in order to understand the challenges for the malicious protocol and
the techniques we leverage to resolve them.

DP Multiplicity Histogram. As we discussed above a central contribution in the work of Bell et al. [Bel+22]
is a protocol for two parties to efficiently learn a differentially private multiplicity histogram of the clients’
indices 7 = (u;)je[n]-

The starting observation one can use an oblivious PRF construction for the parties to learn a
multiplicity histogram of Z. More concretely, the parties compute the multi-set Hz := {{Fy(k,7) | i € Z}}
for a secret-shared key k, which reveals exactly the multiplicity histogram to a computationally bounded
adversary. Therefore, we denote by Hz the multiplicity histogram of Z. Concretely, Hz is the mapping
[n] = [n] such that Hz[k] = j if and only if there are j distinct indices in Z occurring exactly k times
in Z. To see better why the PRF evaluation on the indices provides a multiplicity histogram is the fact
that the information that the pseudorandom indices provide is just the cardinality of the contributions
to different buckets (with no further information about the buckets) and thus we can count how many
buckets have received k contributions.

However, the challenging task is to construct a differentially private approximation of Hz. For this
purpose, Bell et al. [Bel+22] rely on two noising mechanisms that can be applied homomorphically on
appropriately encrypted Z.

Consider an index i € Z with multiplicity k, i.e., appearing k times in Z. Bell et al. [Bel+22] describe
two mechanisms that consist on generating fake client contributions. The first mechanism Mreq only
works under the assumption that & < T, for a fixed threshold 7" > 0, while the second one, denoted Mayp,
works for £ > T'. The solution then consists on composing these mechanisms sequentially on the input Z,

i.e. Mdup(Mfreq(I))'

— Frequency dummies (Mereq): This mechanism consists on noising #Hz[j], for each j < T', by introducing
X - j copies of a fresh index f; disjoint with the domain of 7. Here, X is a positive random variable
appropriately chosen to provide DP, e.g., a shifted discrete Laplace. One can think of the “frequency
dummies” as simulating additional fake clients. Note that the communication overhead of this
mechanism is significant, as it inflates |Z| by O(T?) additional inputs.

— Duplication dummies (Mgyp): This mechanism noises directly the counts in the buckets of Hz
that have more than T contributions by creating a number of copies each encrypted following an
appropriately parameterized Negative Binomial distribution. Note that the duplication can be applied
on encrypted entries without any knowledge of their destination bucket in the histogram, by copying
and rerandomizing the ciphertexts. Duplication is applied on both the real clients’ contributions as
well as the frequency dummies.



In the construction by Bell et al. [Bel+22] one of the servers receives all encrypted inputs from the clients,
generates the dummy items as above, shuffles real inputs and dummies and forwards them to the second
server. All dummy items have contribution values of 0 so that they will not affect the actual aggregates
that will be revealed. In this step the first server also applies its partial PRF evaluation as we discuss in
more detail next. The second server who receives all shuffled real and dummy items can learn the total
number of dummies that are added by virtue of knowing the input size.

Oblivious PRF constructions and Malicious Attack Bell et al. [Bel+22] compute an anonymous multiplicity
histogram on the clients’ input by transforming the indices in the input into pseudorandom indices
by having the two servers jointly apply a PRF function. Specifically the construction uses the PRF
H(z)X: {0,1}* — G [JL09] where the key K is held by the first server. The distributed evaluation protocol
is as follows. The client encrypts the hash of its index H(u) under the public key of the second server
and sends the ciphertext to the first server who holds the PRF key. The encryption is multiplicatively
homomorphic which enables the fist server to apply the exponentiation by K on top of the encryption.
The result can then be decrypted by the second server.

The security of the above construction fails in the presence of malicious clients. An adversary who
controls malicious clients and the second server and wants to identify contributions for index u can
instruct the clients to encrypt the values H(u) and H(u)? instead of hashes of their indices. The oblivious
PRF evaluation results in H(u)® and H(u)?%X. Now it is easy to see that these can be easily identified by
a server who sees the pseudorandom indices just by looking for values such that one is the square of the
other.

DP Sparse Histogram from DP Multiplicity Histogram. The transformation of the input to an anonymous
multiplicity histogram in the protocol of Bell et al. [Bel+22] enables one of the servers who obtain
the pseudorandom indices needed to group the client contributions whose values need to be added
together. Those values are provided encrypted under additive homomorphic encryption, which allows
adding encrypted values and rerandomizing them during the shuffling step needed to hide the dummy
contributions added by the first server. The second server holds pairs (H (u;)*, Enc(v;)) and computes
Enc(V;) = Enc(3_,—,, vi + 1) where 7, is appropriately sampled DP noise.

The remaining steps are to compute a threshold for the value V; which can be done by the first server
who does not learn the PRF indices. For this purpose all v; values are encrypted under a public key where
the secret key is shared between the two servers. The second server that aggregates the values removes its
part of the key and then passed the encrypted aggregates to the first server to complete the decryption.

Once the first server identifies the value V; > 7 bigger than the threshold 7 for the DP protocol, the
two servers jointly decrypt the value Enc(u) included in the input.

Malicious servers. In the following, we overview the main new insights and techniques that we introduce
to obtain a construction with malicious security.

Different PRF with Efficient Oblivious Evaluation. As we discussed above, malicious client behavior leads
to direct attack in the semi-honest protocol. To solve this issue we use a PRF that is more friendly to
a malicious oblivious evaluation protocol. We use the Dodis-Yampolskiy PRF [DY05], which is of the
form FPY(k,x) = gk}r*r where G = (g) is a group of prime-order ¢. The idea of the oblivious evaluation
is to have one server homomorphically compute Enc(k + x), and then blind it as Enc(r - (k + x)). The
second server can decrypt the blinded value and then compute QW. Now the first server removes the
blinding factor to obtain the correct PRF evaluation gﬁ. This masking idea works well only when the
plaintext space F, for the encryption scheme and the group order ¢ = |G| for the PRF match. We achieve
this by using the HSM-CL encryption scheme [CLT18] and improving on previous work [Mia+20] that
has constructed malicious oblivious evaluation for the Dodis-Yampolskiy PRF using Camenisch-Shoup
(CL) encryption [CS03] which has a different plaintext domain.

Malicious DP Multiplicity Histogram Generation. In the semi-honest protocol of [Bel422], one of the
servers generates both the frequency and the duplication dummies. To preserve the same approach for
the malicious setting, we would require the server to generate zero-knowledge proofs for correct sampling
for DP noise distributions while hiding the sample. Moreover, the second server would need to prove in



zero-knowledge that it performed the aggregation step correctly. We are not aware of any specialized ZK
proof approaches for these functionalities. At the same time the functionality is quite complex even if we
assume that the parties have generated jointly uniform randomness, so the use of generic approaches will
result in high costs.

We adopt a different approach where both parties will add dummies in a distributed way such that
they can both obtain the view of the anonymous histogram. We will use frequency and duplication
dummies as in the semi-honest protocol to generate Mfag, (MFig,(Z)) but the two mechanisms will be
implemented differently.

— Frequency dummies (M’}‘iiq): each server will run independently the semi-honest protocol for frequency
dummy generation Msyeq(Z) and the results of both executions will be used as frequency dummies.
Since we are using a large domain for the indices of both the frequency dummies and the real input,
the probability that the dummies of the malicious server collide with those of the honest server is
negligible. Then, we can consider the malicious frequency dummies as additional clients’ inputs and
the security follows from the semi-honest protocol. This will result in a factor of two greater noise for
the differential privacy property since the dummies from the honest server will have to be enough to
guarantee differential privacy for the view of the malicious server.

— Duplication dummies (M%a;,): Having each server generate its own set of duplication dummies does

not work directly as in the case of frequency dummies. A misbehaving server could replicate a single
input value in all of its duplication dummies instead of duplicating each real input and each frequency
dummy with the appropriate probability. Generating a proof for correct duplication will require
proving sampling correctly noise for each item, which, as we discussed above, is challenging to do
efficiently.
We adopt a different approach instead where the two servers shuffle the real contributions and
frequency dummies and then jointly agree on a seed which determines how many times each item in
the shuffled encrypted ciphertext will be duplicated. This reveals to each party the number of times
each ciphertext (which is shuffled and cannot be linked to any real or dummy index) is duplicated. In
order to make this leakage equivalent to revealing the total number of duplications, which is the case
in the semi-honest protocol, we use the Bernoulli distribution to determine whether we duplicate each
ciphertext. Thus, each ciphertexts is duplicated at most once and knowing which shuffled ciphertexts
are duplicated will reveal only the total number of duplications. This results in DP noise per index
sampled from a Binomial distribution Bin(n, p), in contrast to the semi-honest protocol which used
negative binomial noise distribution. We show in Lemma 2 that this noise also provides differential
privacy.

DP Sparse Histogram from DP Multiplicity Histogram. Our dummy generation mechanism allows both
servers to see the differentially private multiplicity histogram. This enables them both to locally compute
the encrypted aggregates of values per index Zu:ui Enc(v;) without learning the indices — avoiding costly
zero-knowledge proofs of correct aggregation. Then, both servers can add independent noise samples n}
and 7, to the aggregate Enc(},_, vi + 7, + 1) before decrypting it jointly. For all values above the
threshold 7, the two servers jointly decrypt Enc(u).

1.2 Related Work

Starting with the seminal Prio protocol [CB17], several works have explored two-server aggregation
protocols for various aggregate functionalities. Prio+ [Add+22] extends the functionality to support inputs
that are shared via boolean/XOR sharing, and Boneh et al. [Bon+19] and Davis et al. [Dav+23] improve
the distributed zero-knowledge proofs that Prio needs to provide security agains malicious clients. Boneh
et al. [Bon+21] introduce Poplar, a two-server aggregation protocol for a heavy hitters functionality,
which can be viewed as a private histogram with a fixed threshold. More recently, both Davis et al.
[Dav+23] and Mouris, Sarkar, and Tsoutsos [MST23] presented improved constructions for heavy hitters
that build on Poplar. The main difference between all of the above works and ours is that they do not
provide differential privacy for the output. And while they can be extended to provide DP, doing so while
achieving a good privacy—utility trade-off has proven challenging for large, sparse domains. Bell et al.
[Bel4-22] provide the first two-server protocol with asymptotically optimal accuracy in this setting, and
we follow their approach while strengthening the security guarantees.



Several large-scale deployments of two-server aggregation protocols have led to an increased industry
interest in these technologies. Examples include Mozilla’s Origin Telemetry [Moz22], Apple’s and Google’s
Exposure Notification Privacy-preserving Analytics [AG21], and ISRG’s Divvi Up service [Int22]. Driven
by this industry interest, the IETF is working towards standardizing two-server aggregation protocols
and their underlying cryptographic primitives [Bar+23; Geo+23].

An alternative threat model is followed by Secure Aggregation (SecAgg) [Bon+17]. Here, instead of
two non-colluding servers, a single server is used, and privacy is guaranteed as long as a predefined fraction
of clients remains honest. Several works [Rot+19; Bel+20; Bel+23; Li+23; Ma+23] have built on this
paradigm, providing more efficient constructions, input validation, or better security and privacy guarantees.
When considering sparse domains, works in the single-server setting are either using sketching [BS15;
7ZXX16; Bas+20], or use trie-based approaches [Zhu+20], requiring a privacy budget that scales with the
domain size. To our knowledge, no work has considered private histograms with asymptotically optimal
accuracy in the single-server setting. While our protocol can be trivially transferred to the single-server
setting by replacing one of the two servers by an MPC committee of clients, doing so with satisfactory
efficiency remains an open question.

2 Preliminaries

2.1 Notation

We use [n] for the set {1,...,n}, [a,b] for {a,...,b}, and [a,b) for [a,b — 1]. An ordered list is written as
[a,b,c] and we write Shuffle(L) to denote that a list L is randomly permuted.

Let A and o denote the computational and a statistical security parameter, respectively. Let ¢ > 2*
be a prime, and F, the finite field of size g. For negative numbers, we use a centered representation
F,={-1¢/2],...,-1,0,1,...,|¢/2]}.

We use prime-order groups as well as unknown order groups in our protocols: Let G = (g) a cyclic
group of order ¢ where DDH is assumed to be hard (e.g., an elliptic curve group). We use the CL
framework [CL15] for groups of unknown order with parameters generated as pp. < CLGen(1?, ¢) with
the same prime g. They define a class group Go>G= (gay =~ F x G = (f) x (gq), where F is of order ¢
with the discrete logarithm to base f efficiently computable, and G? of unknown order. Let D, induce an
almost uniformly distribution in G9.

2.2 Differential Privacy for Histograms

We are interested in histograms that aggregate datasats of up to N datapoints which are index-value pairs
x; = (ui,v;) € T x V. In practice the index set will be a finite field Z = F, and the values are integers up
to a sensitivity bound A also represented as field elements, i.e., V = [0, A] C F,. We write a dataset M
as an ordered list/tuple M = [z1,..., 28] € U,cn(Z x V)". We define neighboring datasets Mo, M; to
have the same size and differ in a single position xn. We define a (non-interactive) mechanism M to be a
randomized algorithm that takes a dataset M as input and releases some output.

Definition 1 (Differential Privacy [DR14]). A mechanism M is (g,0 )-differentially private if for
all neighboring datasets My, My in M’s domain and for all S C Range(M): Pr[M(My) € S| < e° -
PriM(M;) € S|+ 6.

An interactive mechanism M is a randomized algorithm that takes a dataset as input and releases
some output to the adversary (or analyst) A. In contrast to before, we then can have several rounds of
interaction, where A can adaptively send messages to M, which releases more outputs depending on all
the messages received so far. We denote the interaction between an interactive M and A as (M(M), A)
and use View((M(M), A)) for the view of A in this interaction. This is a random variable depending on
the dataset M as well as the random coins used by M and 4. We can also define differential privacy for
such interactive mechanisms:

Definition 2 (Interactive Differential Privacy [VZ23]). An interactive mechanism M is (¢,0)-
differentially private if for all neighboring datasets My, M1 in M’s domain, for all adversaries A, and

for all S C Range(View({M(-), A))):
Pr[View((M(My), A)) € S] < €° - Pr[View({(M(M;), A)) € S] + 6.



In some of the proofs we rely on the the tighter definition of DP by means of hockey-stick di-
vergences. The e-hockey stick divergence between two distributions U,U’ is defined as d.(U|U') :=
> suppors(u) [Pu (@) — €“pur ()] 4, where py(z) (resp. py(x)) denotes the probability mass of ¢ (resp. U’)
at x, and [y] = max(y,0). Distributions U, U’ are (e, d)-close if d.(U||U") < § and d.(U'||U) < §. Relating
back to Definition 1, if distributions M(My) and M (M) are (g,0)-close for all neighboring datasets
My, My, then M is differentially private.

Distributions We use the following probability distributions to sample noise for differential privacy
throughout our paper. The truncated, discrete Laplace distribution with scale A, denoted TDLap(), ), is
the discrete distribution with support [—¢,¢] and mass function « exp(—|z|/A). As shown by Bell et al.
[Bel+22], adding a noise sample from TDLap((, A),t), with A = A/e, to the result of a sensitivity A query
provides (e, 2e~(t=A)e/ 4)-DP. When noise values are required to be non-negative, we use the truncated,
shifted, discrete Laplace distribution, denoted TSDLap(\, t), with scale A, support [0, 2t], and mass function
x exp(—|z —t|/A). Analogous to before, adding a noise sample from TSDLap((, A),t = [A+ A/elog(2/5)])
provides (¢, 0)-DP. For our duplication mechanism, we use the Bernoulli distribution Ber(p) with support
{0,1} and mass function p*(1 — p)'~* to determine if a given (encrypted) index should be duplicated.
Therefore, the number of duplicates after considering an set of n indices is binomially distributed. We
denote the Binomial distribution as Bin(n,p), with support [0, 7] and mass function ((})p(1 —p)'~*.

2.3 Pedersen Commitments

We use standard Pedersen commitments in the prime order group G with message space F,. The are
information-theoretically hiding and computationally binding based on the discrete logarithm assumption.
We use the notation PedSetup() to denote generation of the commitment public key hp €r G, and we
write PedCommity,, (m;r): F, x F, — G to commit to a message m € F, by sampling » €r F, and

outputting cm := hp™ - g".

2.4 Encryption Schemes

In our histogram protocol, we use two different encryption schemes, ElGamal and HSM-CL, to encrypt
values and indices, respectively. We use lifted ElGamal encryption [EIG84] over the group G where the
message is encrypted in the exponent of g. The message space is F;, but only small messages can be
decrypted efficiently. Instantiating G with elliptic curves yields relatively small ciphertexts. The second
encryption scheme is HSM-CL [CLT18] with the same message space F,. The ciphertexts are larger
compared to ElGamal, but HSM-CL has the advantage that arbitrary messages m € I, can be decrypted
without size restriction.

The security proof of our histogram protocol uses that both encryption schemes admit so-called lossy
public keys: A lossy public key is indistinguishable from a normal public keys, but all encryptions under
this public key will statistically indistinguishable from encryptions of 0, i.e., they are independent of
the encrypted message. These special keys are of the form pk = (pk, Enc(pk,b)) with b € {0,1}, and
encryption uses the homomorphic properties of the scheme to multiply the ciphertext from the public
key (containing b) with a message m. In case of a normal key, we have b = 1, and for a lossy key b =0
ensures that the resulting ciphertext does not contain any information about m.

We write the schemes as ITysm.cL = (KeyGenlc,l7 Enc, Decd) and ITgigamal = (KeyGen}®, Enc”®, Dec?®),
respectively. To distinguish between data used by the two schemes, we use notation with a po-prefix for
ElGamal in a prime-order group (e.g., posk, popk, poct-m for secret keys, public keys, and ciphertexts
containing some message m), and for HSM-CL, we analogously use a cl-prefix (e.g., clsk, clpk, clct-m). We
formally describe both encryption schemes in Figures 5 and 6 in Appendix A. Following the notation in
[BDO23], we overload the operators -, + to describe homomorphic operations. Moreover, we use, e.g., +%
to denote homomorphic addition followed by rerandomization with randomness s.

2.5 Oblivious Pseudorandom Functions

In our histogram protocol, we use a two-party oblivious PRF protocol to evaluate a PRF F on encrypted
inputs 1, ..., z, such that neither of the parties learns anything about the PRF key k or the inputs, but
both parties obtain the outputs F(k,z1), ..., F(k, z,). We make use of a PRF construction by Dodis and
Yampolskiy [DY05], which especially friendly to oblivious evaluation (see e.g. [Mia+20]).



Definition 3 (Dodis-Yampolskiy PRF). Let {FPY: F, x F, — G}, prime be the family of functions
where G, = (g) is a group of prime order ¢ = 2(2*), and FPY (k,z) = gﬁ.

Originally, Dodis and Yampolskiy proved standard PRF security for FPY, but only for polynomially
sized input spaces (i.e. |X| = poly(A)) under the computational ¢-DHI assumption (Definition 5 in
Appendix B). In our case, the input space is large — it is the set of possible indices of the sparse histogram.
Miao et al. [Mia+20] proved that with an exponentially large input space the Dodis-Yampolskiy PRF
satisfies their weaker notion of a selectively secure PRF (Definition 7 in Appendix B) under the decisional
¢-DHI assumption (Definition 5). In this work, we define the following notion of an ¢-non-adaptive
pseudorandom function, which is more convenient in our use case. The adversary A is allowed to make a
fixed number ¢ of non-adaptive queries for some ¢ € N. This is similar to the notion of [Mia+20], but now
all outputs are either real or random, instead of only the last output.

Definition 4 (¢-Non-Adaptive PRF). For an ensemble of PPT functions {Fx: Kx X Xx = Vx}ren
define the following game Gameﬁ?lfPRF()\) for a two-stage adversary A = (A1, A2) and b € {real,rand}:

1. Run (st, (z:)iejq) < A1(1*). 2. Sample k € Kx and H € Funs[Xy — V5. 3. Compute ygrand) = H(z;)
and yireal) = Fa(k,z;) fori € [f]. 4. Output Ay(1*,st, (ygb))iem).

We say {Fx}x is a family of ¢-non-adaptive pseudorandom functions, if for all PPT adversaries A
and all large enough \ € N, we have

Adv"PRE()) = ’Pr [Gameﬁi‘rﬂ:rF(A)] —Pr [Gameﬁ?iﬁF(/\)]‘ < negl(A). (1)

Definition 5 (Decisional ¢-DHI Assumption (following [Mia+20])). Let G = (g) be a group of
prime order q. We say that the £-DHI assumption holds for G if for every PPT algorithm A we have

’Pr [A(lA,g,g"”, e ,gzﬁ',g%) =1|zéep FZ] -
Pr[A(N 9,67, " ) = 1|2 €Ty her (G” < negl()),
where the probability is taken over the random choice of x and the randomness used by A.

We prove that £-non-adaptive security is implied by the notion of [Mia+20] (see Lemma 3 in Appendix B)
and obtain the following theorem as corollary:

Theorem 1. The Dodis- Yampolskiy PRF FPY is (-non-adaptively secure (Definition 4)) under the
decisional ¢-DHI assumption (Definition 5).

2.6 Zero-Knowledge

To ensure security against a malicious adversary, our protocols make use of zero-knowledge proofs for
various relations. To simplify notation, we use non-interactive proof systems in an abstract way. For a
witness relation Rgej, we write the corresponding proof system as IT3X. To simplify the notation, we assume
that the relations are implicitly parameterized by the public parameters and public keys clpk, popk. Proving
is written as 7 < II5K.Prove(z, w) for (v;w) € Rrel and proofs are verified as {T, L} « IT?K Verify(m, z).
Moreover, we use m HZK.SimProve(x) to simulate a proof. Note that this notation can hide, e.g.,
programming a random oracle when the Fiat-Shamir [FS87] transformation is used.

For most of the relations, the proofs can be instantiated using the canonical X' protocols [Cra97] in
prime-order groups and in class groups (cf. [BDO23]). In the following, we discuss the most important
relations and the instantiations of the corresponding proofs. Further relations that are not used in the
main body of this paper are deferred to Appendix D.

Proofs of Plaintext Knowledge To extract the corrupted parties’ contributions in our security proofs, we
need proof of plaintext knowledge for both encryption schemes. This also ensures that corrupted servers
cannot create ciphertexts containing values that are related to the plaintext of honest users. Note that we
only need to extract the message, but not the randomness. Hence, for HSM-CL, we can use the proof
of plaintext knowledge from [BDO23], written as ITZ¥p pk, and the standard X protocol for ElGamal
U%S_POPK, Note that due to our use of working/lossy public keys of the form clpk = (clpk, clpkct) (and
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analogous for ElGamal), the encryption relations are actually the relations for homomorphic multiplication
with a constant followed by rerandomization.

ReL-poPK := {clct; (m,7) ’ clety = clpkety” - g; A cleta = clpkety” - (clpk)r} (2)
Rpo-popk = {poct; (m,r) | poct; = popket}" - g" A pocty = popkets” - (popk)” } (3)

Range Proofs For the lifted El1Gamal encryption, we additionally need to make sure that the encrypted
values lie in a certain range [a,b] C F,. This is i.a. needed to ensure that decryption always succeeds. We

can instantiate HRange (a,b] for example with Bulletproofs [Biin+18].

R,[-fag]ge = {poct; (m,r) ‘ (poct; (m, 1)) € Rpo.-popk A M € [a,b]} (4)

Client Inputs The clients need to prove with HChent that their contribution is well-formed, i.e., they send
valid ciphertexts containing index and value in the appropriate ranges:

Rclient := {(clct, poct); (u, r, v, s) ‘ )
5

(clet; (u,7)) € Rer-popk A (poct; (v, 5)) € Rl[ganAg]e}

Shuffle Proofs We repeatedly need to randomly shuffle lists of ciphertext pairs consisting of one ElGamal
and one HSM-CL ciphertext. It is essential that after the shuffle each pair of input ciphertexts corresponds
exactly to one pair of output ciphertexts while ensuring that the random permutation stays hidden.
Hence, we rerandomize the permuted ciphertexts and then prove correctness of the whole operation in
zero-knowledge. Moreover, for the security proof of our protocol, we will need to extract the permutation,
but not necessarily the randomness used for rerandomization. We can use the protocols by Bayer and
Groth [BG12] or by Hoffmann et al. [HKR19] to instantiate a shuffle proof ITZK. for the following
relation:

Rshuffle := {((C|Ct-uz‘7 POCt-v;)ie[n], (clet-ug, clct-v;)ien)); (0, (74)icn) (8i)ien))
‘ ((clet-uy, clet-il ;)); 7:) € Relandomize or i € [1] (6)
A ((poct-v;, poct—v;(i)) s;) € RRY Lo forie€ [n}}

OPRF Subprotocol In our OPRF protocol Ilpprg, we use zero-knowledge proofs for the following two
relations:

RAddBlindCom { clcty, clct, clet’ cm) (T,S,p)
; (7)
‘ cle (clet + cletg) -% 7 A cm = PedCommit(r; p)}
RExpCom = { h t, Cm )

t =h" A cm = PedCommit(r; p)}

2.7 Auxiliary Functionalities

We make use of some auxiliary functionalities, which are formally described in Appendix C. First, we
assume a way for the servers to reliable broadcast messages to all clients and model this as functionality
Fsgcast (Figure 7). Then, we use a commitment functionality Fcom (Figure 8), which has a simple
instantiation in the random oracle model, and a functionality Frand (Figure 9) that outputs random
bit-strings with each bit Bernoulli-distributed.

Finally, we use Fgnc (Figure 10), which models a two-party threshold encryption scheme for ElGamal
and HSM-CL encryption (see Section 2.4). It has the methods KeyGen, CL-Decrypt, and PO-Decrypt to
generate key pairs, and decrypt ITysm.cL and Ilgigamal ciphertexts, respectively. Moreover, Fg,. contains
the methods CL-Random and CL-Constant to generate ITysm-cL ciphertexts with a random or publicly

11



known value. PO-Zero is used to create an ITgigamal encryption of zero. Finally, DecExplnv decrypts given
ITysm-cL ciphertexts clct-a; and outputs g € G while leaking a; to one of the servers. We formally define
Fenc in Appendix E which also contains an instantiation with the protocol I1g,. and the corresponding
security proof.

3 Differentially Private Sparse Histograms

In this section, we introduce the DP mechanism implemented by our protocol. It follows a similar structure
as Bell et al. [Bel+22], but uses a different dummy distribution for duplication dummies. To simplify
the description, we analyze our algorithms under add/remove DP. However, our final privacy theorem
(Theorem 3) is stated in terms of standard substitution DP.

3.1 Mechanism

The starting point of our DP mechanism is the work of Bell et al. [Bel+22]. We define our variant M s
in Figure 1. The formal definition of the noise generation algorithms is deferred to Appendix F.

The main difference with the work of Bell et al. is that we sample duplicate dummies in step 1(b)
using the Bernoulli distribution, i.e., the mechanism tosses a coin with bias p to determine if a given
index must be duplicate or not. In contrast, Bell et al. samples a Negative Binomial, which dictates how
many times a given index must be duplicated. The latter is more efficient in terms of communication
overhead for small e, as the number of required dummies scales with 1/e, as opposed to the Bernoulli
case, which scales with 1/¢2. However, the advantage of the approach based on Bernoulli in our setting is
that the servers can jointly toss coins as long as we can guarantee that they will have the right bias. This
leads to an efficient protocol where servers can simply sample a seed to derive unbiased coins from which
coins with the right bias can be securely obtained.

The mechanism consists on three noise addition stages. In the first one, so-called frequency dummies
are added (step 1(a)). These are indices sampled from a set sampled from a set of indices disjoint with
the input. The purpose of this mechanism is to provide DP for indices occurring less that a threshold
T number of times. Next, the duplication dummies discussed above are generated. These are obtained
by duplicating according to a Bernoulli distribution with parameter p the set of indices obtained so far
(including the previously generated frequency dummies). Next, the multiplicity histogram H* of the
resulting set of indices is computed (step 3). H* is outputted by the mechanism, along with both (a)
the total number of frequency dummies added in Step 1(a), and (b) the total number of duplicating
dummies added in Step 1(b). Showing that this triple (|D;r|, |Drp|, H?) is differentially private is the
main challenge in the proof. Finally, the third noise addition mechanism samples dummy buckets as
a way to randomize an anonymous histogram with differentially private counts. Note that removing a
user’s input might alter the output of the corresponding anonymous histogram computation by either
(i) reducing a count in a bucket by the sensitivity A or (ii) introducing a new bucket with value in [A].
The sampling of dummy buckets accounts for (ii) by adding appropriately distributed buckets with all
possible values 1,..., A.

,_[ DP Mechanism My for Sparse Histogram }

Parameters: sensitivity A, size of the dataset N, noise parameters (t3, A3),p, (t2, A2), (t1, A1),
threshold 7 = A +¢1 + 1, threshold T' > 0 for frequency and duplicate dummy generation, dummy
domain D that is disjoint from the input domain.

Input: A dataset written as an ordered list M = [(u;,v;)] of length N, with (u;,v;) € Z x [0, 4]
for i € [N]. Let My :=[u | (u, ) € M] be the list of the indices in M.

1. Add dummy contributions that include an index, but have no value:
(a) Dyrp,__ + SampleFrequencyDummies(D, T, A3, t3, plain, L), and
(b) Dyp < SampleDuplicateDummies(My || Drp,p).
Set M’ := M H [[(’LL,O) | u € (D[F H DID)]-
2. Define the following:
(a) Let U :={u| (u,_) € M’} be the set of occurring bucket indices, and let B := |U| be the
number of buckets.
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(b) Foru e U, let V,, := {v | (u,v) € M'} be the multiset of values for the bucket with index
u, and let V' := 4, oy Vi be the multiset of overall occurring values.
3. Compute the anonymous histogram of M’, i.e., the (sorted) list

HA = [n:={(z,y) e M' |z =u}| | ueU]. (9)

4. Compute the (normal) histogram of M’® as sorted list:

H = H(u, v) ‘ ueUANv:i=) oy vi]l. (10)

5. Add dummy buckets:
(a) Dp < SampleDummyBuckets(A, Az, t2, plain, L)
(b) Set H :=H || [(L,v) | v € Dg] with B := |H/|.
6. Compute the private histogram:
(a) Write [(u1,v1),..., (up,vp)] :=H.
(b) Sample noise as ¢; < TDLap(A1,t1) for i € [B'].
(c) Compute the private histogram® as list:

HY = [(wis i + ) | vi + G > 7] (11)
(d) Compute the threshold leakage as a shuffled list:
V4 = Shuffle([v; + ¢ | vi + G < 7]). (12)
Output: Release the following: (|Drr|, |Drp|, HA, |Dg|, V*+, HT).

“ Except for potentially additional zero-values buckets, this coincides with the histogram of the original
dataset M, since the dummy elements all have an associated value of zero.
® HP will not contain any entries of the form (L,v), since they never make it above the threshold .

Fig.1: Description of the DP Mechanism implemented by our protocol.

Before we prove the fact that the mechanism is DP we introduce auxiliary lemmas regarding the
frequency and duplication dummies. The following lemma states that adding dummies according to
SampleFrequencyDummies provides DP for inputs with multiplicity below T'. It is not hard to see by
inspecting the definition of SampleFrequencyDummies that the expected number of dummies added by
this mechanism is O, 5(7?).

Lemma 1 (Frequency Dummies via Laplace [Bel+22]). Let D be a multi-set of indices in Z, and let
T > 0 be an integer threshold value. Let i € D be an index such that |D|; = k < T, and let D’ be the multi-
set obtained by removing one copy of i from D. Let M(X) be SampleFrequencyDummies(D, T, A, t, plain, L).
Then, M(D) and M(D') are (e, §)-indistinguishable for A =log(1/d)/e and t =1+ log(1/d)/e.

The following theorem states that adding appropriately calibrated binomial noise provides differential
privacy for sensitivity k queries. We use this result in the proof of the subsequent lemma, which shows
that our duplication-based mechanism achieves differential privacy.

Theorem 2 ([Gha+21]). For any ,0 € (0,1), and k > 0, let n > W and p be such that
90k? In(2/5) < p <0.5. Then, we have

ne2

de(Bin(n, p) + k[|Bin(n, p)) <,
d.(Bin(n,p)||Bin(n,p) + k) < 4.

Lemma 2 (Duplicate Dummies via Binomial). Let D be a multi-set of indices in Z, and let T > 0
be an integer threshold value. Let i € D be an index such that |D|; = k > T, and let D" be the multi-set
obtained by removing one copy of i from D. Let M(X) be a mechanism that replicates every value
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in a multi-set X with probability p. Then, M(D) and M(D') are (g,d)-indistinguishable, so long as
T > 30mE/6) 360¥1(2/5) <p<05.
> — <p<

52
Proof. We first show that (i) d. (Bin(T+1, p)+1||Bin(T, p)) < ¢ and that (ii) d.(Bin(T, p)||Bin(T+1,p)+1) < 6,
i.e., that adding up enough Bernoulli random variables with small enough bias hides the presence of a
value in the sum, in the sense of (g, §)-closeness. That our duplication mechanism is DP follows quite
directly from this result.

First, note that that Bin(T + 1,p) + 1 can be written as a mixture of distributions Bin(T, p) + 2
and Bin(T,p) + 1, where the former is chosen with probability p. Therefore, we have d.(Bin(T + 1,p) +
1||Bin(T, p)) < max{d.(Bin(T,p)+2||Bin(T,p)),d:(Bin(T,p) +1||Bin(T,p))} < §, where the first inequality
follows from the definition of hockey stick divergence, and the last one follows from Theorem 2, with k = 2,
and the choice of T and p in the statement of the lemma. The proof that d.(Bin(T, p)||Bin(T+1,p)+1) < §
is analogous.

Having concluded (i) and (ii), the statement of the Lemma follows from a standard DP analysis. Note
that the multiplicity histograms Hp and Hp: corresponding to M(D) and M(D’), respectively, differ
only in bucket k. Moreover Hp and Hp. are (e, d)-close if Bin(k + 1,p) + 1 and Bin(k, p) are (e, §)-close,
which follows from (i, ii) and the fact that k > T. O

It is worth remarking that the expect number of dummies added by duplication is O s(n/T), in
expectation. Therefore choosing 7" = O(nl/ 3) yields a total number of dummies, including frequency
dummies, that is sublinear in n.

Theorem 3. Let ¢,§ be privacy parameters. Let ¢; = €/3 and §; = §/3, for i € [3]. The mechanism
Muist 18 (g, 0 )-differentially private for T(e3/2) as required by Lemma 2, p(e3/2,d3/(1 + €%2)) as required
by Lemma 2, t3 = 1 + 210g((1 +683)/63)/€3, A3 = lOg((l +6€3)/53)/83, ta =1 +10g(1/52)/82, Ay =
2log(2/02)/e2, t1 = A+1log(1/01), and Ay = Alog(2/61)/e1.

Proof. To prove that the output distributions (|Drr|,|Drp|, HA, |Dgl|, V-, HT) under two neighboring
datasets Dy, D are (e, §)-close we first consider the tuple (|Drx|, |Drp|, H*). Assume that D; is obtained
from Dy by removing an index-value pair whose index has multiplicity k& in Dy. We distinguish to cases:
k < T, and k > T. In the former case the fact that (|D;p|,|Drp|, H*) is DP follows from Lemma 1,
as the quantity |Dyp| can be seen as post-processing of a differentially private value (recall that the
mechanism also duplicates frequency dummies). Note that while Lemma 1, is stated in terms of removal
DP, we set privacy budget according to the equivalence that if a function is removal-DP with parameters
(g,9), then it is substitution-DP with parameters 2e, ((1 4+ €°)d). The case where k > T follows from
Lemma 2, under substitution DP, given the parameter choices for T, p in the statement of the theorem.
Note that similarly as above the claim holds for substitution DP, and therefore the %4 is DP even when
revealed along with |Drp|. That the second part of the view, namely |Dp|, V+, H' is DP follows from a
standard application of the Laplace mechanism and a stability argument for non-thresholded values given
the choice of 7, just like in [Bel+22]. O

3.2 UC Ideal Functionality

Since we are about to construct an MPC protocol for computing sparse histograms and prove its security
we need to specify exactly what security properties it should satisfy. We use the universal composibility
model, so we do this by defining the UC ideal functionality Fh;s; in Figure 2.

The functionality Fuis: is defined for N clients C; that provide inputs (u;,v;) and two servers S; and
S, who obtain a private histogram as output. The adversary (or environment) Z is able to statically and
actively corrupt up to N — 1 clients and one of the servers. To obtain a more efficient protocol, we allow a
corrupted server to learn additional information and influence the computation of Fys. This is specified
in Fuist by receiving influence from and sending leakage to the simulator (a.k.a. ideal adversary) Spist.

Since the simulator Sy interacts with the functionality Fhiss we can interpret the latter as an
interactive mechanism in the context of differential privacy (see Section 2.2). While it has essentially the
same goal as the non-interactive mechanism My;g; from Section 3.1, it is defined with the UC formalities
in mind to enable a security proof of the corresponding MPC protocol. For example, the simulator Sy;st
is allowed to contribute its own noise to the noisy histograms, which corresponds to the noise of the
corrupted party in our MPC protocol. In the following Section 3.3, we prove that the view of Sy is
differentially private despite the additional influence and leakage.
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,-[ UC Ideal Functionality Fy;s: for Sparse Histograms |

J

Parameters: sensitivity A, number of clients N, noise parameters, (ts, A3),p, (t2, A2), (t1, A1),
threshold 77 = A+2-t; + 1

Init On input (Init) from S;, j € {1,2}, send (InitReceived,S;) to Shist and ignore futher (Init)
messages from S;. Once both servers have sent (Init), initialize an empty list M = [] and send
(Initialized) to all C;.
Client Input This method must be called after initialization is completed. On input (Input, u;, v;)
from C;, where (u;,v;) € Z x V if C; is honest, and (u;,v;) € (Z x V) U{(L, L)} if C; is corrupted:
1. Store M := M || [(¢,u;,v;)], and send (InputReceived, C;) to Shist.
2. All further input from C; is ignored.
Evaluation This method must be called after initialization is completed. On input (Eval) from S;,
je{l,2}:
1. Ignore all future client inputs.
2. Send (EvalReceived,S;) to Shist.
Once both servers have sent (Eval):
1. If one of S; and So is corrupted:
(a) Compute the set of client indices I := {i | (i,_, )€ M}.
(b) Receive a subset of client indices (Influence-1,J C I) from Shist and filter the contributions:
M = [(u,v) | ({,u,v) € M Ni € J].
If both S; and Sy are honest, define M’ := [(u,v) | (_,u,v) € M]. Let N' := |M’| be the
number of remaining client contributions.
2. Add dummy contributions
(a) Frequency dummies
i. Do Dy},_ + SampleFrequencyDummies(D, T', A3, t3, plain, L) for j € {1,2}.
ii. If S, is corrupted, receive (Influence-2, Dy}) from Shist, where Dy} contains I, elements.
Send (Leakage-1, \Dg{])\) t0 Shist-
(b) Let M{; := [u| (u, ) € M'] be the list of the indices in M’; and let M{; be a random
permutation of M, || Dg | Dg?
(¢) Duplication dummies
i. Drp < SampleDuplicateDummies(M{;, r, p, plain, L).
ii. If S; or Sy is corrupted, send (Leakage-2,|Drpl) to Siist-
(d) Set M" := M' || [(u,0) | w e (DS || DX || Dip)].-
3. Define the following:
(a) Let U :={u| (u,_) € M} be the set of occurring bucket indices, and let B := |U| be
the number of buckets.
(b) Foru e U, let V,, :={v | (u,v) € M} be the multiset of values for the bucket with index
u, and let V' := ¢, .y Vi, be the multiset of overall occurring values.
4. Compute the anonymous histogram of M"’ i.e., the (sorted) list

HA = [nu == |{(z,y) € M" |z =u}| | u € U]. (13)

If one of S; and Sy is corrupted, send (Leakage-3, HA) to SHist-
5. Compute the (normal) histogram of M"’ as list, sorted by the first component (which is

unique):

H = [[(u, v) ‘ ueUNvV:=) v vi]l. (14)

6. Add dummy buckets:

(a) For j € {1,2}, Dg) + SampleDummyBuckets(A, As, o, plain, L).

(b) If S; is corrupted, send (Leakage-4, \Dg_])\) t0 Shist, and receive (Influence-3, Dg)) from

Shist, where Dg) is a list containing at most 2¢2 A elements from [0, A].®

(c) Define ' :=H || [(L,v) |ve DY || DY) and B’ := [3{/|.
7. Compute the private histogram
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(a) Write [(u1,v1),..., (up,vp )] := Shuffle(H').
(b) Sample noise.
i. For j € {1,2} and i € [B’], sample Cz-(j) < TDLap(A1,t1).
ii. If S; is corrupted, receive (Influence-4, (C,‘(j))ie[B’] € [~t1,t1)7) from Shist.
iii. Set ¢ := ¢ +¢® for i € [B].
(c) Compute the private histogram as sorted list:*¢

’Hf = [[(Z, Ui, Vi + Cz) | vi + ¢ > 7']:]]. (15)
(d) Compute the threshold leakage as sorted list:
VJ' = H(l, v; + CZ) ‘ v; + Cl < T}‘H. (16)

8. If one of S and Ss is corrupted:
(a) Send (Leakage-5, VL, HE) to Sist-
(b) If Sist responds with (abort), stop the execution.

9. Let HP = [(u,v) | (_,u,v) € HF] be a sorted list. Send (Output, HF) to the uncorrupted
server(s).

“ This could be optimized that arbitrary values from F, are accepted. If these values make it over the
threshold after the noise is added, it will be noticed as dummy bucket since there is no index associated.
This is ok because it will only happen for maliciously chosen dummy buckets.

b We need to leak the i since we do not shuffle again after adding the noise, and Spist knows the malicious
noise corresponding to each 1.

¢ Note that by the choice of 77, we never have the case that u; = 1.

Fig.2: Ideal functionality realized by our protocol 1.

3.3 Privacy Proof

Theorem 4. The view of Spise when interacting with Fuist s (g,0 )-differentially private for the same
parameters as in Theorem 3 and threshold T = A+2-t; + 1.

Proof. We assume that all clients except for C;+ are corrupted, so that the adversary knows (or can even
select) the inputs z; = (u;, v;) for each client C;, ¢ # i*. Hence, we consider differential privacy for two
neighboring datasets My, M7 that agree on all x; for ¢ # ¢*, and differ in arbitrary xES), xﬁi) eF, x [0, A].
Moreover, the ideal functionality Fuis: takes the role of the interactive mechanism and the simulator Spjst
is the adversary.

In the following, we show how to translate the first two influence queries of Syist into a transformation
of the input dataset that is independent of the concrete value of z;«. 1. In Step 1b of the interaction,
the adversary is allowed to filter the dataset by specifying an index set J. 2. Then in Step 2(a)ii, the
adversary submits a set of frequency dummies. This has the effect of extending the dataset with points
(d,0) €T xV foreach d € D?F)

Since both actions are independent of the value x;«, they will be the same for any two neighboring
datasets Mo, M; that differ in position ¢*. If we apply these actions to both datasets, we obtain two new
datasets Mo and M. If i* ¢ J, then My = M; and the adversary’s view in the following interaction is
identical in both cases. Hence, from now on, we assume that i* € J. In this case, My and M; will be
neighboring datasets of size |J| + \ngﬂ

In the following, we show how to obtain the remainder of the transcript of (Fuist(M), Shist) by post-
processing the output of MHist(]\//f), which is (e, §)-differentially private by Theorem 3. Let (|Drr|, |Dipl,

HA, [Dp|,VE HP) = My (M).
As the first leakage, we can directly forward the number of frequency dummies |Dyg| (Step 2(a)ii),
the number of duplications |Drp| (Step 2(c)ii), and the anonymous histogram H“ (Step 4) to Sist- These
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values are already distributed correctly, because Fhist samples the frequency dummies in the same way
as Mpyist- Also when sampling the duplication dummies, each element of the original dataset and each
frequency dummy is duplicated independently with the same distribution. Hence, it does not make a
difference, if we treat the frequency dummies chosen by Syist as zero-valued elements of M as described
above, and D;p (and thus also |D;p|) will be distributed correctly. Moreover, the anonymous histogram
is also computed in the same way based on the dataset and the dummies.

In the next step, the private (non-anonymous) histogram is computed. First, we leak the number
of dummy buckets |Dg| to Shist (Step 6b). Then, we receive the dummy buckets D$ (Step 6b), where
c € {1,2} is the index of the corrupted server, and the noise values ¢ ©) (Step 7(b)ii) that Spist has chosen
for the corrupted server.

We now use these to post-process the threshold leakage V+ and the histogram H* that we obtained
from My;st. Note that Fis; shuffles the histogram with the dummy buckets in Step 7a. So we also create
a shuffled list, but while the values from H* and V* already include honestly generated noise, we need
to add the same noise to the dummies buckets that were provided by Spist:

A = Shuffle (K" || [(L,v) |v € V] || [(L,vj + ¢;) | vj € D%, ¢ + TDLap(A1,t1)]).

Now we need to add the noise values Ci(c) provided by Shist and then simulate the thresholding step. Note
that the threshold 77 used by Fyist is higher than 74 used in Mpy;is;. The difference is ¢1, which is also
the maximum value of the CZ.(C) noise values chosen by Syist- Hence, by adding the noise from Sy;gt, it
can never be the case that any values from V- make it over the threshold 77. Moreover, all the dummy
buckets in Dg) are constraint to be in [0, A], so they do not make it over the threshold either. Write
A =:[(u1,v1),...,(up,up)]. We compute

HP = [, w0+ C9) i € [B]Avi +¢9 > 7]  and
VL= (G0 + ) i € [B) A v+ (9 < 7],
and send these as final output to Snist (Step 8a).

Because the noise is independently added to each bucket, and the buckets have been shuffled, the
distribution matches what Snist seeds in its interaction with Fpis. Hence, we have shown that the view of
Shist 18 (g, 0)-differentially private, because we can generate the same distribution by post-processing the
output of an (g, §)-differentially private mechanism M ;. O

4 Our Protocol

4.1 Subprotocols

In our histogram protocol, we use two major subprotocols, IIshue and Ilopre. These do not realize
UC functionalities, but should be seen as subroutines to make the presentation more modular. In
Hshysre (formally stated in Figure 14, Appendix G) the servers take turns in randomly permuting and
rerandomizing a list of HSM-CL/ElGamal ciphertext pairs while proving correctness in zero-knowledge
with Hsz,ﬁme. Common output is a new list of ciphertext pairs such that neither party knows how they
correspond to the input list. The second protocol Ilopre (Figure 3) is used to obliviously evaluate the
Dodis-Yampolskiy PRF on a list of encrypted inputs u; under a randomly sampled key k such that
both parties learn the output ¢t; = F(k,u;) = gﬁl% A similar protocol appeared in [Mia+20] who used
Camenisch-Shoup [CS03] encryption instead of HSM-CL.

,-{ Protocol IIopgre } \

Common input: Sequence of ciphertexts (clct-u;);ep-

1. Sample the OPRF key: S; and S, send (CL-Random) to Fgne and receive a ciphertext clct-k.
2. Prepare the OPRF evaluation: For i € [n], Sy does:

(a) Sample r; €g F;; and s;, p; €r Fy.

(b) Compute clct-a; := (clct-u; + clet-k) -7 r; and cm; <— PedCommit(r;; p;).
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(¢) Compute a proof of correctness according to RaddBlindCom:

oprfl ZK
TP = I guBiindcom- Prove((clet-k, clet-u;, clet-a;, cm;), (ri, 54, p;)).-

(d) Send (clct-a;,cm;, 7P™) to Sy.

S aborts if T2 giinacom- Verify (157, (clct-, clct-u;, clct-a;,cm;)) = L for any i € [n].
3. Perform the exponentiations: S; and Sz send (DecExplnv, (clct-ay, . . ., clct-a,)) to Fene such

1

that both obtain h; = g= € G for i € [n].
4. Complete the OPRF evaluation:

For i € [n], So does:

T4 T 1
(a) Compute g = h:’ ( = gai = gri(with) — g“iJrk),
(b) Compute a proof of correctness according t0 Rexpcom:
W?prfz — HEXKpCom.Prove((hi,ti, cm;), (m,pi)).
(c) Send (t;, 7™) to S;.
S; aborts if HEQCom.Verify(w?prfz, (hi,ti,em;)) = L for any i € [n].

K2

Common output: Sequence of PRF outputs (t;);c[n]-

Fig.3: OPRF protocol in the Fgnc-hybrid model.

4.2 Computing Histograms

Our starting point is the protocol by Bell et al. [Bel+22] which is secure against semi-honest adversaries.
We follow their blueprint and modify the protocol as needed to achieve malicious security. On a high
level, the protocol Iy, which we formally specify in Figure 4, proceeds as follows: In an initialization
phase, the servers jointly generate public keys for homomorphic encryption schemes such that the public
keys gets published and each server obtains a share of the secret keys. Then, every client sends a single
message with their encrypted index-value pair to both servers. Once the servers decide to compute a
histogram of all collected client contributions, they start a two-party computation protocol: First, each
server generates encrypted dummy contributions that have value zero such that they do not affect the
final histogram. This is followed by a shuffle to mix the set real and dummy contributions. Then the
servers run the OPRF protocol ITopre to map each encrypted index to a random-looking tag. These tags
are used to aggregate the values that are associated with the same index (without revealing either) into
buckets, i.e., pairs of encrypted index and corresponding sums. Both servers add dummy buckets followed
by another shuffle phase to mix real and dummy buckets. Finally the servers decrypt each sum and, if
they are above a certain threshold, the corresponding index to obtain the histogram.

Why Proving Knowledge of Dummy Contributions Intuitively, if a malicious server produces invalid
dummy contributions and buckets, that should not matter, because they only affect the other (honest)
server’s view, but not the output of the computation, and the simulator does not need to simulate the
view of honest parties. We do not care that the malicious server’s dummies were sampled according to
the correct distribution, but we need to make sure that the server knows them. Otherwise, the server
could just duplicate ciphertexts provided by an honest client. and obtain leakage that is biased depending
on the client’s data in a way that it is no longer differentially private. Moreover, for the security proof
we need to extract the corrupted server’s dummy indices and bucket values to pass them to the ideal
functionality Fenc.
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,-[ Protocol Il realizing Fiist }

Init Each server S; sends (KeyGen) to Fgnc. All parties receive (clpk, popk).
Client Input Every client C;, i € N, with input (u;,v;) € T x V C F2:
1. Encrypt inputs: clet-u; < Enc® (clpk, u;; r;), poct-v; <— EncP®(popk, v;; s;).
2. Prove correctness: m¢o,; < Héﬁnt.Prove((clct—ui, poct-v;), (wi, i, Vs, sz))
3. Send (clct-u;, poct-v;, m¢,;) to Sy and Ss.
The servers ignore any additional messages from C;.
Eval 1. Agree on client inputs — Each S; does the following:
(a) If C; did not send a message, set (clct-u;, poct-v;, 7o) = (L, L, L).
(b) Send [(clct-u;, poct-v;)[;cn) to the other server.

(c) Let [(clct-u;, poct-v;)];e;n) denote the ciphertexts received from Sz ;. Define

J = {z € [N] ‘ clct-u; = clet-u; A poct-v; = poct-v; A
(17)
Hé}fent.Verify(rcyi, (clet-u;, poct—vi)) = T}.

(d) Filter the valid contributions: Set M’ := [(clct-u;, poct-¢;)]ics and N’ :=|J|.
2. Add dummy contributions:
(a) Both S; send (PO-Zero) to Fgne and receive a ciphertext poct-0.
(b) Frequency dummies: Each S; does
i. Compute

D}?, W «+ SampleFrequencyDummies(D, T\, A3, t3, enc, clpk)
ii. Write DY) = [clet-d),... clet-d) ] and W = [(d@),r$)), ..., (d),, r¥)] with

n = |D§j}|, and prove knowledge of the plaintexts:

27

PR i= [#) — 0& popx Prove(clet-d), (a),r)) | € [n]].

iii. Let idy,ids be fresh IDs. Send (Commit, idj,DﬁZ,P;?) to Fcom- Upon receipt
of (Committed,ids_;) from Fcom, send (Open,id;) to Fcom. Receive (Opened,
ids_;, D\ PE7)Y from Feom.

iv. Verify the received Dgi}_j ) and proofs: Abort if for any i € [|D§z}_j ) ]
ITE popic-Verify (1577, clet-d$; 7)) = L.
(c) Shuffle client and frequency dummies inputs: Let N := N’ + |Dg.3| + |D§32,| and
M" + Ispyfne (M’ || [(clet-d, poct-0) | clct-d € DSY]
|| [(clet-d, poct-0) | clct-d € Dﬁz )
(d) Duplication dummies:
i. Send (Rand, N”,p) to Frand and receive rnd;p € {0, 1}N”.

ii. Locally compute D;p < SampleDuplicateDummies(M” | p; rnd;p).
(e) Shuffle the duplications into the ciphertexts: Let N := N + |Dp| and

[(clet-uz, poct-v;) ;[N

— Hshuffie (M" || [(clct-d, poct-0) | clct-d € DID]]>.

3. Evaluate the PRF on the encrypted indices: Run (t1,...,t;c(n) <= Hoprr((clet-u);cinim)-
4. Aggregate — Both parties locally compute the following;:
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(=]

9.

(a) Define the set T := {t; | i € [N"']} C G, and for each t € T set I := {i € [N"'] | t; =t}
and ¢; := min(ly).

(b) Compute clct-u; := clet-u;, and poct-vy := 3, poct-v; for t € T.

(c) Set H := [(clct-uy, poct- vt)]]teT and B := |H| (number of buckets).

. Add dummy buckets

(a) Let up € D be a public constant. Both S; send (CL-Constant,up) to Fenc and receive a
ciphertext clct-up.

(b) Each S; computes

Dg), W < SampleDummyBuckets(A, Az, o, enc, popk)

(c) Write Dg) = [poct- dg)l, ..,poct—dg?n]] and W = [[(dg)l,rg)l) (dg)n,rg)n)]] with
i = |D§3J) |, and prove knowledge of the plaintexts:

Pg) = [[ (j) = H,%fnge o0, A}.Prove(poct—dg?i, (dg)l,rg)l)) | i€ [n]]]

and sends Dg), P](Bj) to S;.
(d) Verify the received Dg’ﬂ) and proofs: Abort if for any i € [\Dgﬂ)ﬂ
13K Verify (w557, poct-dy ;7)) = L
Range-[0,A]" Y\Tgi poct- ) -
e) det = clct-up, poct- poct-a € clct-up, poct- poct-a € wit
Se H’| I|H | d de DY) ! d d € DY] with
B’ :=|H'|.
. Shuffle the buckets: Run [(clct-t;, poct-v;)]ie(p/] < Hshuffie(H').
. Add noise to the output — Every S; does:
(a) Sample ¢V < TDLap(Ay,t,) for i € [B’]
(b) Encrypt poct- C(J) + Enc”°(popk, C(j ;7 )) prove

2

¢ HRange—[ tta]" Prove(po(;t C(J (C( J) (J)))7

and send poct—(i(j), m¢; to the other server for ¢ € [B'].
(c) Verify the received ciphertexts and proofs: Abort if for any i € [B’]

. 3—
HF%aKnge—[—tl,tl]'Vean(Wé 7p0Ct C( j))

(d) Locally compute poct-v; := poct-v; + poct—(i(l) + poct—(i(Q).
. Threshold — Both servers:
(a) Send (PO-Decrypt, poct-0;) to Fenc and receive 9; € F, for ¢ € [B'].*
(b) Set I:={i€ [B']| 0 >7r} where Tr = A+2-t; + 1.
(¢) Send (CL-Decrypt, clct-ui;) to Fene and receive w; for i € I.
Compute the histogram: Both S; compute and output the histogram (as sorted list):

HE = (s, ;) | i € I. (18)

¢ Decryption failures do not happen due to the proofs that the encrypted values are small enough.

4.3

Fig.4: Histogram Protocol in the Fg,c-hybrid model.

Proof of Security

Theorem 5. Given that we have zero-knowledge proofs for all relations etc.
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The protocol sy (Figure 4) securely UC-realizes the functionality Fuist (Figure 2) in the (Fenc, - - -)-
hybrid model with computational security, tolerating active and static corruptions of any number of clients
and at most one server.

Our proof strategy is similar to the security proof of SPDZ [Dam+12] and the MPC protocol in
[BDO23].

Since we are in the Fgnc-hybrid model, the simulator Sy;s; simulates an instance of this functionality
and can generate the encryption keys such that it knows the secret keys. Hence, it can extract the
corrupted parties’ inputs by decrypting them. For all ciphertexts generated by honest parties, Syist
uses encryptions of zero. Once it obtains the necessary information from Fyis: (e.g., the final output or
intermediate leakage) it can simulate the decryption operation by letting Fg, return the appropriate
values.

To argue that this simulation is indeed indistinguishable from the real protocol, we need to use the
security of the encryption scheme and the non-adaptive security of the Dodis-Yampolskiy PRF.

For the former, we use that the encryption scheme admits so-called “lossy” public keys. These are
indistinguishable from real public keys, but encrypting and value results in an encryption of 0, i.e., the
ciphertexts do not contain any information about the encrypted value. In the reduction, we use an
environment Z that can distinguish the simulation from the real protocol to build a distinguisher between
lossy and normal public keys.

Proof. Due to space reasons, the formal description of the simulator Sy is given in Figures 15, 16,
and 17 in Appendix H, and only provide a summary here: we need to prove that the simulation is indeed
indistinguishable from the real execution, i.e., no computationally bounded environment Z can tell them

apart. Let Gamegif,tea|(>\) denote Z’s interaction with the real protocol ITjys and its output is whatever Z

outputs. Likewise, define Gamegjzea|(A) as Z’s interaction with the simulator Shist. We need to show that

AdvFt(N) = ‘Pr [Gamegfrtea|(A) = 1} —Pr [Gamegijfjeal()\) = 1” < negl()).

We want to prove indistinguishability of the simulation in two steps, where we use the security of the
encryption schemes and of the PRF, respectively. These are intertwined however, since the protocol uses an
encryption of the PRF key. Hence, we define two hybrid execution, Gamegzijfyb,id_l()\) and Gamegzifﬁybrid_Q()\),
and prove indistinguishability in three steps using the security of the encryption schemes twice.

Simulation Overview Syt simulates ciphertexts sent by honest parties by encryptions of zero. Since
Shist simulates an instance of Fg,c, it also generates the key pairs and, therefore, can use the secret keys
clsk, posk to extract the inputs of corrupted clients as well as dummies generated by the corrupted server.
For most of the simulation, Sy;s; lets the simulated honest parties follow the instructions in ITyis;. When it
comes to the OPRF evaluations in ITopgrr it needs to produce outputs that match the input submitted by
the clients. Here it used the anonymous histogram H4 leaked by Fist, to simulate random PRF outputs
accordingly, i.e., if there are [ indices in the input that appear k times each, then Spis; will simulate
that [ random group elements appear k times each in the output of Ily. Finally, when decrypting the
aggregated values and indices (if the values make it over the threshold), Syist uses the leaked V- and HE
obtained from Fgnc to simulate Fgn returning the corresponding values.

Hybrid-1 The first hybrid Gamegfﬁyb,id_l (M), identical to Gamegf‘:ea,()\) except for the following modification:
In the real protocol, the parties use an encryption of the PRF key clct-k in the OPRF subprotocol. Now
we patch the execution such that the FPY is evaluated using an unrelated key: We use clsk generated by
Fenc to decrypt the inputs u; < Decd(clsk, clet-u;) for i € [n] of the OPRF subprotocol ITopge and sample
a fresh PRF key k' € F,. If Sy is corrupted, we let Sy in Step 4c of Hoprr) send ¢, := FPY (K, u;) instead
of t; = h;" and simulate the corresponding proof. This is indistinguishable, since the r; are uniformly
random in F;. If Sy is corrupted, we extract r; = a; - (u; + k)~! and then let Fgnc in Step 3 output
R% := (FPY(K' u;))Y/™ such that again t; = FPY(k’,u;). In both cases, the output of the modified IToprr
is now the output of FPY under a fresh random key k' €p F,.

This is indistinguishable due to the security of the encryption scheme and because the parties only
ever see an encryption of the PRF key k; it is never revealed in plain. Moreover, while S; sees values
related to the key, they are randomized with the masks r; that are only known to Ss.
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Claim 1. The environment’s view in the real execution is computationally indistinguishable from the
view in the first hybrid execution:

Adv;iff(/\) = ’Pr [Gamegf,tea|(/\) = 1] —Pr [Gamegjfyb,id_l(/\) = 1] ’ < negl(A).

Hybrid-2 The second hybrid Gamegjfybrid_z()\) is identical to the first, except that we replace the Dodis-
Yampolskiy PRF with a random function. We first (lazily) sample a random function H: F, — G. Then
we modify the execution in the same way as above, but injecting outputs of the random function H(u;)
instead of FPY (k/, u;) such that the output of the modified IToprr is now the output of H.

We argue indistinguishability by using the non-adaptive security of the Dodis-Yampolskiy PRF.
Non-adaptive security is sufficient, since the inputs (u;);c[,) are fixed before the key k' is sampled.

Claim 2. Given that the Dodis- Yampolskiy PRF is an N"'-non-adaptively secure PRF, the environment’s
views in the two hybrid executions are computationally indistinguishable:

Adv?f’é()\) =

Pr [Gamegjﬁybrid_l()\) = 1} —Pr [Gamegfﬁybrid_z()\) = 1} ‘ < negl(\).

UC Simulation Finally, we show that the second hybrid is indistinguishable to our simulation with the
simulator Spist given in Figure 15. We show indistinguishability based on the security of the encryption
schemes:

Claim 3. The environment’s view in the second hybrid execution is computationally indistinguishable
from the view in the simulation:

Advg%()\) = ‘Pr {Gamegfﬁybrid_z()\) = 1} —Pr [Gamegjgea|()\) = 1] ‘ < negl(A).

Due to space reasons, the formal proofs of the three claims are given in Appendix I. Combining the
three claims, we use the triangle inequality to bound

AdvET (N) < AV () + AdvES () + AdvES (M) < negl()),

which concludes the proof of Theorem 5. O

5 Evaluation

In this section, we compute the concrete communication overhead of our protocol for various values
of ¢ and numbers of client inputs IN. For the sizes of CL ciphertexts and group elements, we used
BICYCL [Bou+23, Tables 2 and 3]. We use the Bulletproofs-based construction from Acorn [Bel+23,
Section 5.3.2] for range proofs, and Bayer-Groth [BG12, Table 1] for shuffle proofs, plugging in the
appropriate group and scalar sizes for our protocol.

Our results are shown in Table 1. As expected, communication grows quadratically with 1/e for
small N. However, as the total number of dummies remains sub-linear in N, this impact becomes less
severe as N grows.

Table 1: Communication cost per client (in bytes) for each server of our ITy;s for different values of N, e,
and § = 1072, \ = 128, and o = 40.

€ 10° 108 107 108 10°
4 403476 45205 9106 5114 4554
2 8744547 878653 92063 13404 5538
1 217639887 21768184 2181013 222296 26424
0.5 5956609178 595665111 59570705 5961264 600320
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A Encryption Schemes

The encryption schemes are defined in Figures 5 and 6. The following theorems state the security properties
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Theorem 6 (Security of modified HSM-CL [BDO23]). Under the HSM assumption, the Ipysm.cL
encryption scheme

1. provides indistinguishability under chosen plaintext attacks (IND-CPA), and
2. has lossy public keys which are indistinguishable from real public keys.

Theorem 7 (Security of modified ElGamal). Under the DDH assumption, the Igigamal encryption
scheme

1. provides indistinguishability under chosen plaintext attacks (IND-CPA), and
2. has lossy public keys which are indistinguishable from real public keys.

KeyGen$ (pp,,) for b € {0, 1}:
1. Sample clsk, 8 < Dj.

2. Set clpk := g5

3. Set clpket := (g5, f° cIT)kﬂ) and clpk := (clpk, clpkct).
4. Output (clsk, clpk).
Enc(clpk, m € Fy):
1. Parse clpk = (clpk, clpkct).
2. Sample r < Dy.
3. Output clct = (clpket?" - gg, clpkcty® ﬂ”
Dec®(clsk, clct):
1. Compute M := clcts - (cletq
2. If M € F, then output m := log;(M), and otherwise output m := L.
— PDec(clsk;, clct):
1. Compute clety’ := clets - (clety)
2. Output clet’ := (clety, cleta”).
— Randomize® (clpk, clct; 7):
1. Sample r < Dy.
2. Output clet’ := (clcty - gg, cleta - clpk™).

)7clsk

—clsk;

Fig. 5: The HSM-CL encryption scheme [CLT18] modified to have normal/lossy public keys as in [BDO23].
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KeyGen}°(pp,,) for b € {0,1}:
1. Sample posk, 8 < F,.
2. Set popk := gP*

3. Set popkct := (¢°, g° »mﬁ) and popk := (popk, popkct).
4. Output (posk, popk).
— Enc”(popk, m € Fy):
1. Parse popk = (popk, popkct).
2. Sample r < F,.
3. Output poct = (popket]” - g", popkcts® - popk ).
— DecP°(posk, poct):
1. compute M := pocty - (poct; ) P
2. run m := log, (M) (for limited time)
3. output m € {z € Fq |  small} U {L}
PDec?°(posk;, poct):
1. compute pocts’ := pocts - (poct;)
2. output poct’ := (pocti, pocts’)
Randomize®® (popk, poct; r):
1. sample r € F,
2. set poct} := poct; - g”
3. set pocth := poctz - popk”
4. output poct’ := (poct}, pocth)

—posk;

Fig.6: The ElGamal encryption scheme [EIG84] modified to have normal/lossy public keys analogous to
HSM-CL in Figure 5.
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B Non-Adaptive Pseudorandom Functions

Recall that in the standard definition of a pseudorandom function (PRF) ([GGMS86], see Definition 6) the
adversary A is a PPT oracle machine. It must distinguish whether the oracle is the PRF F(k,-) with a
randomly sampled key k € Ky or a randomly chosen function H: X\ — ). Here, A is in particular able
to perform adaptive queries, i.e., it can query the oracle on inputs that depend on previously obtained
outputs.

Definition 6 (Pseudorandom Function). An ensemble of PPT functions {Fyx: IKCx x Xy — Vx}aen i
a family of pseudorandom functions, if for all oracle PPT adversaries A and all large enough A € N, we
have

AdVER (V) 1= | [Pr[APEI (1) =1 | b ep K]
—Pr [A7O (1Y) =1 | H €g Funs[X) — y,\]]H < negl(\).

A weaker notion is the non-adaptive PRF, where A must decide on all oracle queries before learning
any of the corresponding outputs (see e.g. [MP04; Mye04; BH12; ST20]). Miao et al. [Mia+20] similarly
defined /¢-selective security, where A specifies £ + 1 inputs z1,...,2s41 € X. Then it receives PRF
outputs Fy(k, z;) for the first £ inputs under a randomly chosen key k € Iy, and either Fy(k,z¢41) or a
uniformly random h € V).

Definition 7 (¢-Selectively Secure PRF [Mia+20]3). For an ensemble of PPT functions {Fy: Ky x
Xy = Wbren define the following game Gameﬁ?ﬁPRF()\) for a two-stage adversary A = (A1, As) and
b € {real,rand}:

. Run (st, (x;);epe+1)) < A1(1Y) such that all z; are pairwise distinct.

Sample k €r K».

Compute y; := Fx(k,x;) for i € [{].

rand (real) .

Set yi™Y € Yy and (' = Fak, wepr).

b
Output Aa(1*,st, (yi)ie[é]vyéfl)-
We say {Fx}x is a family of f-selectively secure pseudorandom functions, if for all PPT adversaries
A and all large enough A\ € N, we have

A e

Adv"PRE()) = ‘Pr [GameSRF(N)] — Pr [GameﬁfffnﬁF(A)]‘ < negl()). (19)

Note that this definition differs from the definition of a selectively secure PRF by Hemenway et
al. [Hem+16]. Here, the adversary A first choses a challenge point z* € X, and obtains either y* = Fy(k, *)
or y* €r Y. Then is can (adaptively) query Fx(k,-) on any point x # z*.

In Lemma 3, we will prove that ¢-non-adaptive security is implied by the notion of [Mia+20]:

Lemma 3. An (¢ — 1)-selectively secure family of pseudorandom functions {Fx}x (Definition 7) is also

¢-non-adaptively secure (Definition 7). Every adversary A with advantage /—\dvﬁ"aPRF()\) for the latter, can

be transformed into an adversary B for the former with advantage Advgfl)'SSPRF()\) =1 -Advﬁ"aPRF()\).

Proof. We prove the statement using a standard hybrid argument. Assume towards contradiction that
there exists an adversary A with non-negligible advantage Advf[l"aPRF()\). Using A as a black box, we
construct a new adversary B.

Define hybrid games Gameﬁt’fPRF(x\) for i € [0, ¢] as follows:

1. Run (st,zy,...,2¢) < A1 (17).
2. Sample k €g K\ and H € Funs[X — ).
3. Output Ag(l)\, st, (F(]{)7 .%‘j))jgi, (H(xj))j>i).

3 Actually the definition of selective security in [Mia+20] is broken: For any candidate selectively secure PRF
F, an adversary can win the security game with good probability by choosing 1 = --- = z¢4+1 and checking
whether the last output ye+1 equals the first £ outputs. This is always the case if ye+1 = F(k, x¢+1), but happens
only with probability at most 1/|Y| if y¢+1 €r V. The definition is easily fixed by requiring that all the x; are
different. This is already implicitly assumed by the security proof for their construction.
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¢-naPRF — Gam ¢-naPRF

Note that we have Game ;' CnaPRE — Game’ "aPRF.

eA ¢ and GameA rand

(é 1) ssPRF |

Now we define the adversary B = (Bi,B2) for Game), : In the first stage (Bp), we run

(st,z1,...,m0) < A1 (1?) (for simplicity, assume that all the ml are distinct), and sample i* € [¢(]. Now
the goal is to provide Az with a view that matches its view in either Gameﬁ:‘f*Ple()\) or Gameﬁ?f*PRF()\).
So we need to pass Fy(k,z;) for j € [i* — 1], either F(k,z;+) or random h;- €g Yy at index i*, and
random h; €g Yy for j € [i* + 1, (]. Therefore, we output ((st,i*),z1,..., & —1, Ti=41,..., L, Tix). Note
that we moved the element x;+ to the end of the tuple. In the second stage (B2), we get as input from the
challenger ((st,*),y1,...,Yi=—1,Yi+41,---,Ye, Yi=) where y; = Fx(k,z;) for all j € [¢] \ {t*} and either
yi = Fa(k, =) (if b = real) or y;» €r Vi (if b = rand). We sample random h; € Yy for j € [i* + 1, 4],
and run Ay (1%, st, y1, ..., Yix, hix11, - - -, he). The output of By is whatever Aj outputb Hence, we have

Pr [Gameg;;?'sspRF ] Z Pr[i -Pr [Gameﬁ?f*PRF()\) =1 = j}
JE (4]

= Z Pr [Gamee "aPRF( )= 1] , and

Pr {Gameg,;ln)djsspRF ] Z Pr[i - Pr [Gameﬁ”{’fff()\) =1|i"= j}
JE]
1
=7 Z Pr {Gameﬁ?;PRF()\) = 1] .
j€[0,6-1]

When plugging the above into Equation (19) all but the terms for j = 0 and j = ¢ cancel out, and we
obtain the advantage of B in the (£ — 1)-ssPRF game, which concludes the proof:

Adv (z 1)- ssPRF()\ ’Pr [Gamee naPRF()\) ] _ {GameinSPRF()\) _ 1} ‘
1
L 7 AV, O

Definition 8 (Computational ¢-DHI Assumption (following [DY05]) ). Let G = (g) be a group of
prime order q. We say that the £-DHI assumption holds for G if for every PPT algorithm A we have

Pr[A(Y,g,9%..g") = g% | @ €n F}] < negl(V),

where the probability is taken over the random choice of x and the randomness used by A.
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Helper Functionalities

Server Broadcast Functionality Fsgcast }

Broadcast On input (Broadcast,m) from S;, j € {1,2}, Fspcast sends (BroadcastMsg,S;, m) to
the other server and all clients.

Fig.7: The server broadcast functionality Fspcast

(Sj,id,m) and sends (Committed, S;,id) to the other server.
Open On input (Open,id) from S;, j € {1,2}, if Fcom has stored a tuple (S;,id,m), it sends
(Opened, S;,id, m) to the other server.

Fig.8: The commitment functionality Fcom

Coin Tossing Functionality Frand }

Rand On input (Rand,n,p € [0,1]) from S; and Sa, Frand samples a string r € {0,1}" such that
r; < Ber(p) for i € [n], and returns r to both servers.

C
Commitment Functionality Fcom }
Commit On input (Commit,id, m) from S;, j € {1,2}, where id is a fresh identifier, Fcom stores

Fig.9: The coin tossing functionality Frand
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D Further Zero-Knowledge Proofs

We keep the public parameters and public keys implicit except for the proofs involving shares of the
public and secret keys, e.g., for partial decryptions.

At two places in ITgnc, we need straight-line extractable proofs, and denote them with IT2%-5E. They
can be instantiated by applying the Fischlin transformation [Fis05] to the canonical X protocol. For
example, ITZKSE, is the straight-line extractable version of ITEX b pk-

Discrete Logarithm The standard proofs for the discrete logarithm in the CL group (II&fp, ;) and in the
prime order groups (I7, %S_DLOg) are building blocks for several of the following proofs.

REiog~=:{h,$ | h=g"} (21)
Key Generation When generating the public key shares in Ilg,c, the servers need to prove that they are

well-formed. We use a straight-line extractable PoK I1ZX:5E, here to allow the simulator to extract the
secret key (share) of the corrupted server.

RServerPK = {(Clpkjv popkj); (CISkja pOSk]‘) (Clpkj7 ClSkj) € RchLog A (popkj; pOSk]‘) € RpD(?_og} (22)

Partial Decryptions To realize the threshold decryption functionality, we need to use proofs of partial
decryption for HSM-CL encryption (II&fp.pp) and ElGamal (1155 p.pp) for the following relations:

RS.pp i= {(clpk,clct,clct'); (clsk)

‘ (clpk; clsk) € RDLog Aclety’ = clety A clety’ = clcty - (clctl)_c's"}
Rpopp : { popk, poct, poct’); (posk)
‘ (24)

(popk; posk) € RDLog A poct;” = poct; A pocty’ = pocts - (poctl)*C'Sk}

Moreover, we also need a proof HDecExplnv
inverse of whatever we just decrypted.

that we obtained a G element by raising the generator g to the

RbecExplny 1= {(clpk, clet, h); (clsk,m)

(25)
‘ (clpk;clsk) € DLog A f™ = clcty - (clety) "k A ™ = g}

Rerandomization of Ciphertexts The following two relations formalize the rerandomization of HSM-CL
and ElGamal ciphertexts.

Randomlze = { clet, ClCt )
(26)
’ clet] = clet; - Gy N clet), = clets - prkT}
RFF){c;ndomlze . { poct, POCt ( )
‘ (27)

poct) = poct; - g" A pocty, = pocts - popkr}
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E Two-Party Threshold Encryption

E.1 1Ideal Functionality Fg,c

,_{ Ideal Encryption Functionality Fg,. }

KeyGen On input (KeyGen) from S;, j € {1,2}, Fenc runs:
1. (clsk, clpk) < KeyGen§', and (posk, popk) « KeyGenP®
2. If one of Sy and S, is corrupted, send (Leakage, clpk, popk) to S. Receive continue or abort
from S. In the latter case, abort.
3. Send (clpk, popk) to all honest S; and C;
CL-Random On input (Random) from S;, j € {1,2}, Fgnc runs:
1. Sample m € F,; and compute clct-m Encd(clpk, m).
2. If one of Sy and S, is corrupted, send (Leakage, clct-m) to S. Receive continue or abort from
S. In the latter case, abort.
3. Send (Output, clct-m) to the honest S;.
CL-Constant On input (CL-Constant, c) from S;, j € {1,2}, Fenc returns clct-c := Encd(clpk,c; 0).
PO-Zero On input (PO-Zero) from S;, j € {1,2}, Fenc returns poct-0 := Enc®(popk, 0; 0).
CL-Decrypt On input (CL-Decrypt, [clct-my, ..., clct-m,]) from S;, j € {1,2}, Fenc runs:
1. Compute M; := clct-mys - clct-m;; < for i € [n].
2. If S, is corrupted, send (Leakage, [My,...,M,]) to S. Receive continue or abort from S. In
the latter case, abort.
3. Let m; < log;(M;) for i € [n]. If any m; = L, abort. Send [my, ..., m,] to the honest S;.
PO-Decrypt On input (PO-Decrypt, [poct-my, ..., poct-my,]) from S;, j € {1, 2}, Fenc runs:
1. Compute M; := poct-m,, - poct-m;; " for i € [n].
2. If S; is corrupted, send (Leakage, [M, ..., M,]) to S. Receive continue or abort from S. In
the latter case, abort.
3. Let m; < log;(M;) (with time limit) for i € [n]. If any m; = L, abort. Send [my, ..., m,] to
the honest S;.
DecExplnv On input (DecExplnv, [clct-my, ..., clct-m,]) from S;, j € {1,2}, Fene runs:
1. If Sg is corrupted, then receive either continue or abort from S. In the latter case, abort.
2. Compute M; < clct-mys - clet-m; ;@ for i € [n].
3. If S; is corrupted, then send (Leakage, [Mi,..., M,]) to S. Receive either continue or abort
from S. In the latter case, abort.
4. Let m; := log;(M;) for i € [n]. If any m; = L, abort. Set h; := g”%i, and send [hq,. .., h,] to
the honest S;.

Fig.10: Helper functionality for 2-out-of-2 threshold encryption for CL and ElGamal encryption.

E.2 Protocol ITg,

,_{ Protocol Ilg,. realizing Fg,c }

KeyGen 1. Each S;

(a) runs (clskj, clpk;) + KeyGen§ (pp), (posk;,popk;) « KeyGen?°(pp,,), and computes
s, < &K - Prove((clpk;, popk;), (clsk;, posk;)).

(b) send (Commit, (clpk;, popk;, s ;)) to Fcom

(c) once received (Committed, S3—;) from Fcom, send send (Open) to Fcom

(d) receive (Open,S3_j, (clpks_;, popks_;,ms3—;)) from Fcom

(e) abort if ITZX5E, Verify (75,35, (clpks_;, popk3_j)) = 1.

(f) set clpk := clpk; - clpk, and popk := popk; - popk, (implicitly clsk := clsk; + clsks and
posk := posk; + posks).

(g) and sends (Broadcast, (clpk, popk)) to Fsgcast
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(h) abort if the public keys broadcasted by Ss_; do not equal the computed ones
2. Each C; aborts if the broadcasted public keys are not equal, otherwise it stores the public keys
(clpk, popk)
CL-Random On input (Random), each S; does
1. sample m; €p F, and compute clct-m; <« Enc®(clpk,m;;r;) and wg; <
ITES5« Prove(clet-my, (mj, 1;)).
send (Commit, (clet-m;, 7R ;)) t0 Fcom
once received (Committed, Sz_;) from Fcom, send (Open) to Feom
receive (Open, S3_j, (clct-mg_;, TR 3—;)) from Feom
abort if Hé'_‘_‘PSOEPK.Verify(ng_j, cIct-m3_j) ="
set clct-m := clct-my + clct-mo
and sends (Broadcast, clct-m) to Fspcast
8. abort if the ciphertext broadcasted by S3_; do not equal the computed clct-m
Clients abort the servers broadcast different ciphertexts.
CL-Constant On input (CL-Constant, c) each S; outputs clct-c := Encd(clpk,c; 0).
PO-Zero On input (PO-Zero) each S; outputs poct-0 := Enc”®(popk, 0;0).
CL-Decrypt On input (CL-Decrypt, [clct-my, ..., clct-m,]), each S; does
1. Compute clet-m; 9 o= PDecd(clskj7 clet-m;) and TD.ij —

S8 S 899

H%EPOPD.Prove((clpkj,cIct—mZ-,clct—mi(j)),clskj) for i € [n].
2. Send (C|Ct—migj),ﬂp,i7j)ie[n] to Sg_j.
3. Abort if ITE  popp-Verify (7p,is—j, (clpk3_j,clct—mi,clct-mi(gfj))) for any i € [n].

4. Compute m; = Decd(clskj,cIct—mi(?’_j)). If any m; = 1, abort. Otherwise, output
[[ml, 000 ,mn]].

PO-Decrypt Analogous to CL-Decrypt.

DecExplnv On input (DecExplnv, [clct-my, ..., clct-my,])

1. Sy computes clct-m;’ PDecd(clskg,clct—mi) for ¢ € [n] and 7wpEri2 <+
ITEE popp-Prove((clpky, clct-m;, clet-m;"), clsks ) and sends (clet-m;5, TpEr,i2) (NB: clet-m;) =
clet-m;y) for i € [n] to Sy

2. Sy aborts if ITE popp-Verify(TpEr,i,2, (clpky, clet-m;, clet-m;")) = L for any i € [n]. Otherwise

1
it computes m; <+ Decd(clskl, clet-m;") for i € [n]. If m; = L for any i, abort. Send h; := g™

and TDEI:1 $ HéeKcEXpmV.PI’OVG((C'ka,C|Ct—mil, hi), C|Sk1) for ¢ € [n] to Sy
3. Sy aborts if 155 g, 1n,-Verify(Tper,i1, (clpky, clct-m;’, hy)) for any i € [n].

4. Both parties output [hq, ..., h,].

Fig.11: Encryption helper protocol in the (Fsgcast, Fcom)-hybrid model

E.3 Proof of Security

Theorem 8. The protocol I, (Figure 11) securely realizes the functionality Fene (Figurel0) in the
(Fcom, Fspcast)-hybrid model with computational security, tolerating active and static corruptions of any

number of clients C; and alt most one server S;.

Proof. We give the simulator Sg,. in Figure 12. In the following, we argue that the simulation is
indistinguishable to the real execution, because for each method Shis; can send what the adversary would

expect to see given their state and the output generated by Fgpc-

KeyGen Sgnc extracts the public key shares (clpk., popk.) chosen by the corrupted server from the
commitment, and also extracts the corresponding secret keys from the straight-line extractable proof.
It then computes shares (clpk;, popk;,) such that the products match the pair of public keys (clpk, popk)
received from Fgne. Since Spist does not know the corresponding secret keys (clsky, posky), it simulates

the proofs.
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CL-Random This method is simulated analogously to the key generation. Sg,. extracts the ciphertext
prepared by the server, and then computes a ciphertext on behalf of the honest party such that their
product matches the output of Fguc.

CL-Decrypt, PO-Decrypt, and DecExpInv Here, Sgnc obtains the decrypted values M; from Fg,.. From
these values, the input ciphertexts, and the corrupted server’s share of the secret key, it can exactly
compute what the honest server would have to send without having to know their share of the secret
key. O

,_{ Simulator for Ilg,. realizing Fg,c }

KeyGen Case of Sy being honest and S¢ being corrupted:

1. After receiving (KeyGenReceived, Sp) from Fgne, send (Committed, Sy) from Feom to Sc.

2. Receive a message (Commit, (clpk, popke, s c)) for Feom from Sc.

3. Verify I1ZK:3E, Verify (m c, (clpk,, popk.)) € {1, T}. If successful, extract clskc and poskc from
7s,c and store them for later. Otherwise, set clpk. = 1 and popk. =1 (in the corresponding

groups).
4. Send (KeyGen) on behalf of Sc to Fenc.
Receive (Leakage, clpk, popk) from Fepc.
Set clpk,, := clpk - prk;1 and popk;, := popk - popk;l. Simulate a corresponding proof mgh
IT2K5E5, « .SimProve((clpky, popky)).
Send (Open, Sy, (clpky,, popky, mgn)) from Feom to Sc.
Receive (Open) from Fcom from Sc.
Simulate abort of Sy, if mg . was invalid.
Simulate Steps 1g to 2 for Sy, and honest C;. If any of them aborts, send (abort) to Fgne and
stop. Otherwise, send (continue).
Case of both S; and S, honest: Perform the simulation where S; follows the protocol and the
actions of S, are simulated in the same way as Sy, in the case above.
CL-Random Case of Sy, being honest and S. being corrupted:
1. Simulate in the same way as the KeyGen operation
Case of both Sy and S, honest: Nothing to simulate since the clients do not receive any output.
CL-Constant Nothing to simulate since the parties have only local computation.
PO-Zero Nothing to simulate since the parties have only local computation.
CL-Decrypt Case of Sy, being honest and S, being corrupted: — On input [clet-my, ..., clct-m,]
1. Receive (Leakage, [My,..., M,]) from Fgpc.
2. Compute W; := clct-m;, - clct—m,’i'SkC . Mi_1 and simulate proofs of correctness mp;n <
ITEE o pp-Prove((clpky,, clct-my, (clet-m;1, W;))) for i € [n].
3. Send [(W;, mp,in)]icin) on behalf of Sy to Se.
4. If S¢ sends no or an invalid response, send abort to Fgn.. Otherwise, send continue.
Case of both S; and S honest: Nothing to simulate since the clients do not receive any output.
PO-Decrypt Analogous to CL-Decrypt.
DecExplnv Case of S; being honest and Sy being corrupted:
1. Receive clct-m;4 for i € [n] and proofs of correctness from So. If proof verifies, send continue
to -FEnc~
2. If Fgne aborts, simulate abort. Otherwise, receive hq, ..., h, from Fgnc.
3. Simulate proofs of correctness w.r.t. clct-m;” and h;, and send both to S,.
Case of Sy being honest and Sy being corrupted:
1. Receive (Leakage, [My,. .., M,]) from Fgnc.
2. Compute clct-m;5 := M, - clct—mi‘ilSk1 for @ € [n], simulate the corresponding proofs, and send
all to Sy.
3. Receive hy,...,h, and proofs from S; (alternatively, if it aborts, send abort to Fgnc). If they
verify, send continue to Fg,c, otherwise send abort.
Case of both Sy and S, honest: Nothing to simulate since the clients do not receive any output.

& &

© L o

Fig. 12: Simulator Sgnc for the security proof ITg,. for Theorem 8.
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F Noise Generation Algorithms

,_[ Noise Generation Algorithms ]

The algorithms work either on plaintext or on encrypted tuples depending on the mode parameter.
Moreover, when mode = enc, then clpk is expected to be a valid CL public key, and S consists of
ciphertexts under this key. In this case, we also output the necessary witnesses W to create proofs
of plaintext knowledge.

SampleFrequencyDummies(D, T, A3, t3, mode € {plain, enc}, clpk)
1. Let R := [] and W := [] be empty lists.
2. For every i € [T]:
(a) sample N; < TSDLap(\s, t3)
(b) for j € [IV;]:
i. choose fresh z € D
ii. — If mode = plain, then append i copies of x to R.
— If mode = enc, then append Encd(clpk,x; r) for k € [i] to R where 7 denotes the
randomness used in the kth encryption.
Also append (z,71),..., (z,7;) to W.
3. Output R, W
SampleDuplicateDummies(S = (u;);c[n), p;rnd € {0,1}")
1. Let R := [] be an empty list.
2. For every i € [n]:
(a) If rnd is explicitly passed, set N; := rnd;. Otherwise, sample N; < Ber(p).
(b) If N; =1, append u; to R.
3. Output R
SampleDummyBuckets(A, A2, t5, mode € {plain, enc}, popk)
1. Let R :=[] and W := [] be empty lists.
2. For every i € [A]:
(a) sample N; < TSDLap(Xq,t2)
(b) for j € [IV;]:
— If mode = plain, then append i to R.
— If mode = enc, then append Enc®(popk, i;7;) to R where r; € Fy denotes the random-
ness used in the encryption. Also append (7,r;) to W.
3. Output R

Fig.13: Algorithms to generate the different kinds of dummy indices and dummy buckets to make the
anonymous and the normal histogram differentially private.
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G Shuflle Protocol

,-[ Protocol sy ie }

Common input: Sequence of ciphertext pairs (clct-u;, poct-v;);ciy-

1. Shuffle 1, S; does:
(a) Sample a permutation o1 € Perms([n]).
(b) Sample randomness r; «— D, and s; € F, for i € [n].
(c) Set cIct—u((Tll)(i) := Randomize® (clct-u;; r;) and poct—v((rll)(i) := RandomizeP®(poct-v;; s;) for
i €[n].
(d) Compute a proof

7 Hszfufﬂe . Prove(((clct—ui, poct-v;) ;e s
(clet-ty, (5), POCt-Vo, (1) icn))» (05 (Ts)icin]> (Si)icin))-

(e) Send (clct—uz(.l), poct—vi(l))ie[n] with 7)) to S,.
(f) So verifies the proof and aborts on failure:

Hsziﬁme.Verify (7‘('(1), ((clet-u;, poct-v;)icin],
2

(clet-tg, (3), POCt-Vy, (i) )ic[n])) = T-

2. Shuffle 2: So and S; perform the same steps in reverse to obtain (clct-u?)7 poct—v§2))ie[n].

() (2)

Common output: Sequence of ciphertext pairs (clct-u;~, poct-v;™)ig[n]-

Fig. 14: Shuffle and rerandomization protocol for CL/ElGamal ciphertext pairs

37



H Simulator Sy for the Proof of ITy;

Initially, the simulator Syt receives corruption messages from the environment Z: at most one of (Corrupt,
S1) and (Corrupt, Sz), and at most N — 1 of (Corrupt, C;) for ¢ € [N]. In every case, Spist forwards these
messages to Fhist. Moreover, Syist creates virtual instances of Fg,. and all parties in its head, and gives
Z control over those parties that correspond to the corrupted parties. Depending on which of the servers

is corrupted, we distinguish the following three simulation strategies.

,_[ Simulator Sy for Ty (Case: One malicious server) }

3.

4.

Let c and h be the indices of the corrupted and honest server, respectively.

Init Simulate the key generation with Fgnc, store the key pairs (clsk, clpk), (posk, popk).
Client Input — Simulating honest parties’ inputs:

After receiving (InputReceived, C;) for some uncorrupted C; from Fyist, run the Client Input
protocol for the simulated C; with inputs u; = 0 and v; = 0.

— Extracting corrupt parties’ inputs:

On receiving message (clct-u;, poct-v;, m¢,;) from a corrupted C; to Sy, verify the proof. If the
input is valid, decrypt u; < Dec® (clsk, clct-u;) and v; < DecP®(posk, poct-v;), and send (Input,
u;,v;) on behalf of C; to Fiyst. Otherwise, send (Input, L, 1).

— Keep track of the set I C [N] of indices of clients that provided input.
Eval 1. Agree on client contributions:

(a) Set (clct-u;, poct-v;) := (L, L) for all i € [N]\ I (Step la of ITyst).

(b) Send the ciphertexts [[(clct u, poct-v;)]ie[n] to Sc (Step 1b of IMyist).

(c) Receive ciphertexts [(clct-u;, poct-v;)]ie(n from S¢, and compute index set J C I as in
Equation (17) corresponding to the proofs m; received by Sy (Step lc of IMyist).

(d) Send (Influence-1, J) to Fhist-

(e) Filter the valid contributions to obtain a list M’ of length |J| (Step 1d of ITiyst).

. Add dummy contributions by simulating Step 2 as in 1.

(a) Simulate the call to PO-Zero of Fgn and generate poct-0.
(b) Simulate frequency dummies:
i. Let idq,ids be two fresh IDs. Simulate Fcom to send (Committed, idp) to Sc. Receive

(Commit, |dc,D§§;,P(C ) from S..
ii. Verify the ciphertexts in D(; with the proofs in P() (as in Step 2(b)iv of ITys). If
successful, extract S¢’s dummy indices by decrypting: DIF( ) [[Decd(clsk, clet-d) |

clet-d € Dﬁlﬂ Otherwise, set D[F(C) :=[]J. Send (Influence-2, DIF(C)) t0 Fhist-

iii. Receive (Leakage—l,n%‘}F) from Fhise. Create a list of ciphertexts D?}g —

[[Encd(clpk,O)]]ie[n(h) |
DIF
of matching cardinality.
iv. Send (Opened, idh7Dg2,P(h ) to Se.
v. Receive (Open,id.) from Sc. If the proofs did not verify in Step 2(b)ii above, simulate
an abort.
(¢) Simulate the shuffling of M’, Dﬁz, and D (Step 2¢ of ITyist) according to Ispuffe to
obtain M". Let N” := |M"|.
(d) Simulate duplication dummies:
i. Receive (Leakage-2,nprp) from Fist.
ii. Simulate the (Rand, N” p) call to Frand to output a string rnd € {O,I}NN with
Hamming weight npsp.
iii. Compute Dyp as in Step 2(d)ii of ITyst.
(e) Simulate the shuffling of M" and Drp (Step 2e of ITy;s) according to ITspuffe to obtain
M///. Let N/// = |M///|.
Receive (Leakage-2, H*) from Fiist, and set B := |H4|. Simulate the OPRF evaluation protocol
Ioprr as described in Figure 16.
Aggregation: Simulate Step 4 as in Iys-

with a corresponding list PI(?,) of proofs according to Rei_popk
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5. Add dummy buckets
(a) Simulate the call to (CL-Constant,up) of Fgne and generate poct-up.
(b) Receive (Leakage—?:,n(Dh)B) from Fyist-

(c¢) Create a list of ciphertexts Dg) — [[Encp°(popk,0)]]ie[n(h) ] with a corresponding list P](Bh)
DB

of proofs according to Rpo.popk of matching cardinality, and send Dg‘), P](Bh) to Sec.
(d) Receive DS), Pg) from Sc. Verify the ciphertexts in D§C) with the proofs in Pg) (as in
Step 5d of ITyist), and simulate abort not successful.

(e) Extract S¢’s dummy buckets by decrypting: ﬁB(c) < [Dec®®(posk, poct-d) | poct-d € DJ(BC)]],

and send (Influence—3,D73(c)) to Fenc.
(f) Define H' and B’ as in Step 5e of ITyst.
6. Simulate the shuffle in Step 6 as in IThist to obtain (clct-u;, poct-v;);e[p1]-
7. Add noise to outputs
(a) Simulate Step 7 for Sy, and simulate the encrypted noise by creating ciphertexts poct—Cl-(h) —
EncP®(popk, 0) for i € [B’].
(b) Receive (poct—(i(c), ﬂéfz)ie[B,] from S.. Verify the ciphertexts poct—(i(c) with the proofs Fécl)
for i € [B'] (as in Step 7c of Iyiet) , and simulate abort not successful.
(¢) Decrypt Ci(c) + DecP®(posk, poct—Ci(c)) for i € [B].
(d) Send (Influence-4, (¢\V);c(p/]) to Frist-
(e) Compute the ciphertexts poct-0; < poct-v; + poct—(i(c) + poct—@(h) for i € [B].
8. Thresholding
(a) Receive (Leakage-4, VL HP) from Fyist, which are of the form HY = [(, @, 93)]icr VL =
[(i, )] icrp\1 for some I C [B'].
(b) Simulate the calls to (PO-Decrypt, poct-;) of Fenc by returning @; (and leaking g% to Z)
for i € [B].
(¢) Simulate the calls to (CL-Decrypt, poct-u;) of Fgne by returning w; for ¢ € I.
9. Send (continue) to Fiist.

Fig. 15: Simulator Syis; for the security proof ITy;st for Theorem 5 in the case of one corrupted server.

,_[ Simulation subprocedure for the IIopprr subprotocol ]

J

This procedure is part of the simulation of Eval in ITy¢ and is executed in Step 3 of Figure 15.
Recall that we want to simulate the execution of the IIoprr subprotocol on a list of CL ciphertexts
[clct-u;];env. Moreover, we also know the corresponding secret key clsk® and the anonymous
histogram H4.

Common steps
1. Key generation: simulate the call to CL-Random of Fg,. by sampling a key k €r F; and
outputting clet-k < Enc(clpk, k).
Case of corrupted S,
2. Preparation:
(a) Simulate according to the protocol (Step 2 of ITopge).
(b) Additionally decrypt a; < Dec (clsk, clct-a;) for each i € [N""]. (If a; = 0 we abort, but
this happens with negligible probability.)
3. Exponentiation:
(a) Set h; := ga%' for i € [N""].
(b) Simulate the call to DecExplnv of Fgn. by outputting [hq,...,hn»] and leaking
[[al, L. ,CLN///H to Z.
4. Completion:
(a) Let T := []. For each n € H*, sample t(™) €p G and add n copies of it to 7.
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(b) Let [t1,...,tnw] := Shuffle(T). of the elements of T.
(¢) Simulate the proofs Wfprfz — HEQCom.SimProve((hi,ti,cmi)). This works, because the
commitment scheme is perfectly hiding, so there exists a valid witness.
Case of corrupted S,
2. Preparation:
(a) Receive (clct-a;, cm;, 72P™) for each i € [N"”] from S,.
(b) Simulate abort if the proofs are not valid.
3. Exponentiation
(a) Decrypt a; + Dec®(clsk, clct-a;) and u} < Dec (clsk, clct-u), and compute 7; := a; - (u} +
k)=! for all i € [N""].
(b) Sample t1,...,tn» € G as in Step 4 in the case of corrupted S;.
1
(c) Set h; :=1t;".
(d) Simulate the call to DecExplnv of Fgpc, by outputting (hq,...,Ax).
4. Completion:
(a) Receive ¢ € G and 7™ from S, (it should be t; = t}).
(b) Simulate abort if the proofs do not verify.

% NB: While we can use clsk to decrypt in the UC simulation, we will use rewinding and extractions from
proofs of knowledge when proving indistinguishability of the simulation based on the security of the
encryption scheme.

Fig. 16: Subprocedure that is called in Step 3 of the simulator Syt (Figure 15) for the security proof
ITyis; for Theorem 5.

,_[ Simulator Syt for ITy: (Case: Honest servers) }

Init Simulate the key generation with Fgnc, store the key pairs (clsk, clpk), (posk, popk).

Client Input On receiving message (clct-u;, poct-v;, ;) and (clct-u;’, poct-v;’, 7}) from a corrupted
C; to Sy and Sy, respectively, verify the proofs. If they verify and additionally clct-u; = clct-u;’
and poct-v; = poct-v;’, then decrypt u; < Dec® (clsk, clct-u;) and v; < DecP®(posk, poct-v;). Send
(Input, u;, v;) on behalf of C; to Fist. Otherwise, send (Input, L).

Eval Nothing to be done, since the clients to not participate in the evaluation.

Fig. 17: Simulator Sp;s; for the security proof ITyis for Theorem 5 in the case no corrupted server.
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I Missing Proofs of Claims in the Proof of Theorem 5

I.1 Proof of Claim 1 in Theorem 5

Proof of Claim 1. We prove the indistinguishability based on the IND-CPA security of the modified
HSM-CL encryption scheme (Theorem 6).
Suppose towards contradiction that there exists an environment Z that can distinguish between

Game2™, (\) and GameZ'S, g1 (A) with non-negligible advantage Adv3™ (\). We now use Z to construct

a distinguisher D for the HSM-CL IND-CPA game Gameg'Db'CPA’CI with b € {0,1}.

In the IND-CPA game, D receives an HSM-CL public kéy clpk. We setup an execution with Z that is
identical to Gamegfﬁybrid_l()\) until we let Fgne, return the given clpk when (KeyGen) is called instead of
generating a fresh HSM-CL key pair.

Note that in the reduction, we do not know the secret key clsk. Hence, we cannot use it to decrypt
the inputs u; to Iloprr. Instead we make use that each party provides proofs of plaintext knowledge
(ITEX popi) for their inputs. So we use rewinding of the execution to extract all plaintexts (this is not the
UC simulation, so it does not need to be straight-line), and we keep track of which plaintext is encrypted
in which ciphertext. For this to succeed, we also use that we can extract the used permutations from the
shuffle proofs ITZK ..

We continue the execution normally, until (CL-Random) of Fg,. is called in Step 1. Now we sample
ko, k1 €r Fy and submit them to the IND-CPA challenger. We obtain a ciphertext clct-k; Encd(clpk, k)
which we let Fgnc return as clct-k := clet-ky, for (CL-Random). We continue as in Game;ijfyb,id_l()\), except
that we use k' := ko when computing the FPY outputs. The output of D is whatever Z outputs.

If b = 1, then the view of Z is identical to its view in Game;'jfyb,id_l(A) because the ciphertext clct-k
contains a random field element, and the FPY evaluation uses an independent random key k. Otherwise,
if b= 10, Z’s view is identical to its view in Gameg'f‘rteal(/\), since then the FPY evaluation uses the same
key k that is contained in clct-k.

Hence, D would win the game Gameg%CPA’d(A) with non-negligible advantage AdeZ‘D'CPA’Cl(/\) =

Adv;'_sf (M), and we reached a contradiction. Therefore such an environment Z cannot exist. ]

I.2 Proof of Claim 2 in Theorem 5

Proof of Claim 2. We prove the indistinguishability based on the f-non-adaptive PRF security of the
Dodis-Yampolskiy PRF (Theorem 1), where we set £ := N

Suppose towards contradiction that there exists an environment Z that can distinguish between
Gamet'g')sﬁybrid_l()\) and Game;'fﬁybrid_z()\) with non-negligible advantage Advt'g',sﬁ (A). We now use Z to con-
struct a distinguisher D for the ¢-non-adaptive PRF security game GameeD",‘IfPRF()\) with b € {real, rand}
(Definition 4).

In the security game Ga me%:‘gPRF()\), D first specifies £ inputs x1,...,x¢ € Fy, and then obtains either
outputs y; € G of a random oracle (y; = H(x;) if b = rand) or outputs of the DY-PRF (y; = FPY (K, ;)
if b = real) for a random k" € F,.

We setup an execution with Z that is identical to Gameg'jfyb,id_l()\) and Game;'jfybrid_Q()\) until the

beginning of ITopre. At this point we decrypt the inputs u; < Dec®(clsk, clct-u;) for i € [¢]. We submit
them to the Game%?lfPRF challenger and obtain y1,...,ys € g. The remainder of the execution is identical
to the hybrid games, except that we inject the values y; instead of FPY (k'  u;) and H(u;), respectively.
We let the output of D be whatever Z outputs.

Consequently, if b = real, then the view of Z is identical to its view in Gamegifﬁybrid_l(/\), and if

b = rand, it is identical to its view in Gamegjfyb,id_Q()\). Hence, D would win the game Game%:’lfPRF(/\)
with non-negligible advantage Adv/{""RF(\) = Advgg()\), and we reached a contradiction. Therefore such
an environment Z cannot exist. ]

1.3 Proof of Claim 3 in Theorem 5

Proof of Claim 3. For this indistinguishability proof, we again us the security of the encryption schemes.
However, we do not use IND-CPA security directly, but the property that both encryption schemes admit
lossy public keys (Theorems 6 and 7).

41



By a hybrid argument, we can show that indistinguishability also holds for pairs of public keys that
are both lossy or both working:

{(KeyGenB'(), KeyGenf®())} ~c {(KeyGeni'(), KeyGen{’())}

28
~o {(KeyGeni'()7 KeyGen?°())}. (28)

Let Game%"Db‘LK with b €r {0, 1} denote the security game that gives a distinguisher D a sample of the

distribution (clpk, popk) + (KeyGen§'(), KeyGen2°()).
We follow the strategy of the proof of IT7 g, of [BDO23]: Suppose towards contradiction that there exists

an environment Z that can distinguish between Game;ifﬁybrid_z(A) and Gamegzi’sifjem()\) with non-negligible

advantage Advgif?t,(/\). We now use 2 to construct a distinguisher D for Gamelg)%'LK.

First, we sample a bit b}, €g {0,1}. Depending on this we execute either Gamegiﬁfjea|(/\) (if b3, = 0) or
Game":iyiifybrid_2 (A) (if b = 1), with two differences:

1. First, we now simulate all the zero-knowledge proofs, even if we knew the corresponding witnesses.
IND-LK

2. Second, since we construct a distinguisher for the Gamep ;" game, we do not know the secret
keys (clsk, posk) corresponding to the given public keys (clpk, popk). Therefore, we employ the same
strategy as in the proof of Claim 1 and extract all plaintexts from the corresponding proofs of plaintext

knowledge.

Let b% € {0,1} denote the environment’s output. If b% = b5, then D outputs V' := 1, and if b% # b}, D
outputs b’ := 0. We distinguish two cases:

— Case b = 0: All encryptions are made with lossy public keys so that all ciphertexts that the environment
Z sees are statistically indistinguishable from encryptions of zero. Since additionally all the proofs are
simulated, the view of Z in the hybrid-2 execution is statistically independent of the honest parties’
inputs and statistically coincides with its view in the ideal execution. So we have

Pr [D outputs 1| b= 0] = 1/2 — negl(0).
— Case b = 1: Since the public keys are working, the execution is statistically indistinguishable (the

only difference is the simulation of the zero-knowledge proofs) to the ideal execution (if b, = 0) or
the hybrid-2 execution (if b5, = 1). Hence, we have

Pr[Doutputs 1| b=1] =1/2+ /—\dvgi’sgt,()\) — negl(o).
Combining both case, we obtain that
AdvIND-LK () = ‘Pr [GamelBY () = 1] — Pr [Game§5 () = 1] ‘
= AdvF%(\)/2 — negl(o).

If o is chosen such that negl(c) is also negligible in A, then we have constructed a distinguisher D that
has non-negligible advantage in the Game%')%’LK(/\) game. We reached a contradiction, and therefore such

an environment Z cannot exist. |
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