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Abstract. At Asiacrypt 2022, Ducas, Postlethwaite, Pulles, and van
Woerden introduced the Lattice Isomorphism Problem for module lat-
tices in a number field K (module-LIP). In this article, we describe an
algorithm solving module-LIP for modules of rank 2 in K?, when K is a
totally real number field. Our algorithm exploits the connection between
this problem, relative norm equations and the decomposition of algebraic
integers as sums of two squares. For a large class of modules (including
0%), and a large class of totally real number fields (including the maxi-
mal real subfield of cyclotomic fields) it runs in classical polynomial time
in the degree of the field and the residue at 1 of the Dedekind zeta func-
tion of the field (under reasonable number theoretic assumptions). We
provide a proof-of-concept code running over the maximal real subfield
of some cyclotomic fields. As a side contribution, we also provide some
algorithmic and theoretical tools for the future study of the module-LIP
problem.

Keywords: Module Lattices - Lattice Isomorphism Problem - Crypt-
analysis.

1 Introduction

The Lattice Isomorphism Problem (LIP) is an algorithmic problem recently in-
troduced in cryptography [I5l2]. In its search version, LIP asks to find a linear
isometry, that is, a distance-preserving linear transformation, mapping a lat-
tice L; onto an isomorphic lattice Lgﬂ The decisional variant asks, given two
lattices Ly and Lo, to determine whether they are isomorphic. Algorithms for
solving either variant of the problems have been studied independently of cryp-
tography first [31U21]. In cryptography, the LIP problem was initially studied

4 Lattices are geometric objects, so an isomorphism between lattices should respect
the group structure and the geometry.
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as a way to cryptanalyse the GGH and NTRU signatures [34], but the new
cryptographic constructions based on LIP have motivated a lot of recent crypt-
analytic works [7I27/T3/T2/14]. A classical approach for solving the search variant
is to enumerate (possibly many) short vectors in both lattices and then to re-
construct linear isometries matching these short vectors by using a backtracking
algorithm [31/16]. An alternative approach, which gives the best asymptotic com-
plexity, is due to Haviv and Regev [21]: it finds all linear isometries between two
isomorphic lattices in time n°(™) where n is the dimension of the lattice. To
our current understanding, it seems that LIP is at least as hard as the Shortest
Vector Problem (SVP), since all known algorithms solving LIP require to solve
SVP first.

An algebraic variant of LIP (named module-LIP) was introduced in 2023
in [14], and used to construct the scheme Hawk, currently in evaluation in NIST’s
additional call for digital post-quantum signaturesEI The security of the scheme
is related to the hardness to find a given isomorphism to 0%, where O is the
ring of integers of a power-of-two cyclotomic field. More precisely, recovering
such an isomorphism would provide a key-recovery attack on Hawk (up to an
automorphism). Note that the converse is not known: there is for the moment no
security proof reducing the module-LIP problem to the security of Hawk. The
authors of [14] provided some analysis on the security of this new variant of LIP,
based on the algorithms solving LIP in the unstructured case. In other words, so
far, the only algorithms we know for solving the module-LIP variant from [14]
consist in forgetting about the algebraic structure, treating the instance as a
non-structured one. Generally, the cryptographic novelty of the problem means
that there are few tools for cryptanalysts to understand it. The main goal of this
work is to initiate the development of these tools, motivated by the following
question:

Is it possible to exploit the algebraic structure of module-LIP to solve it more
efficiently than LIP?

Contributions. Our main contribution is an algorithm solving module-LIP
when the module M C K? has rank-2 and when the number field K is a totally
real number ﬁeldﬁ An important family of totally real fields is K = Q(¢ +¢ 1),
with ¢ a primitive root of unity, which is a degree 2 subfield of the cyclotomic
field Q((), called its maximal totally real subfield. The precise complexity of our
algorithm is related to arithmetic properties of the module. Informally, when the
“gap” between the ideal generated by the coordinates of vectors in the module
and the ideal generated by the norms of these vector is small, our algorithm runs
in polynomial time (in the size of the input and in some field related quantities,
including the residue pg of the zeta function). This is the case for the important
module M = O% for which the result is stated in Corollary

% https://csrc.nist.gov/Projects/pqc-dig-sig/round- 1-additional-signatures
5 Our algorithm relies on arithmetic properties of the module, and does not extend to
modules M C K2, where Kg := K ®g R.
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The general complexity statement of the algorithm (for any totally real field
K and any module M C K?) is provided in Corollary We want to stress
that this result does not break the Hawk signature scheme. Indeed, our algorithm
only works for totally real number fields, whereas the Hawk scheme is defined
over a power-of-two cyclotomic field. However, our algorithm rules out a large
class of possibly interesting fields, showing that using them for instantiations
could result in an insecure scheme.

We provide a proof-of-concept implementation of our algorithm using a mix
of Sagemath [36] and PARI/GP [35]. The code is available at https://gitlab.inria.
fr /capsule/code-for-module-lip. We were able to run our algorithm successfully
on module lattices isomorphic to O%, when K is the maximal totally real subfield
of a cyclotomic field up to conductor 256 (which means that the lattices involved
have dimension 128) — see also Table

As a side contribution, we also develop some new tools and security founda-
tions for the future study of the module-LIP problem. We extend the definition of
module-LIP from [14] to cover all modules, using the notion of pseudo-bases [10]
(the definition from [14] was restricted to free modules, represented by a basis).
While our formulation is slightly different from the one in [14], we still have
the property that solving module-LIP for our definition leads to a key recovery
attack on Hawk (up to an isomorphism). We also extend standard tools for the
unstructured case to the module setting, such as a worst-case to average-case
reductionﬂ and algorithms such as the Cholesky decomposition.

Technical details. A central tool for our definition of module-LIP is the notion
of pseudo-Gram matrices. Modules usually do not admit bases but only pseudo-
bases, as defined by Cohen in [I0]. A pseudo-basis B of a module M consists
of a matrix B € K¢ and a list of ¢ fractional ideals Ii,...,I,;, such that
M = {3, z;b;|x; € I;}, where b; are the columns of B. In a natural way, we
define the pseudo-Gram matrix associated to the pseudo-basis B to be G =
(B*B, (Ii)1<i<e)-

In the same way that a Gram matrix-based formulation is the better fit in
the unstructured case, this basic ingredient leads us to a well-defined version of
the module-LIP problem. Let B, C be two pseudo-bases of a module M, and
let G be the pseudo-Gram matrix of C' (the pseudo-basis B is fixed, and will
be a parameter of the problem). The module-LIP problem with parameter B
(wc—smodLIPE) is, given as input G, to recover a pseudo-basis C’ of M such
that its Gram matrix is G (C' is a solution to this problem, but it may not be
unique)ﬂ Let us explain briefly why this definition of the module-LIP problem
includes the problem underlying the security of Hawk. In Hawk, the secret key is
a basis C of O%, and the public key contains the Gram matrix G = C*C. Since
02 is free, no ideals are involved. The secret key C is then a solution of the

T A structured variant of this reduction was already present in |14, Lemma 5] for
cyclotomic number fields and free modules. We extend it to all number fields and
modules.

8 This definition is not formulated exactly in the same way as Definition below,
but both are equivalent.
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module-LIP problem with parameter I (the trivial basis of O%), on input G. It
can be checked that any other solution C’ to this problem can be used to forge
valid signatures.

The tools that we provide in Section [3] for manipulating module-LIP are
generalization of the results known for non-structured lattices. This extension
is easy once the formal framework is set up. For example, the worst-case to
average-case reduction (Appendix is the adaptation to the module context of
the reduction provided in [I5]. The latter used a standard algorithm in lattice
theory, which computes a short basis of a lattice L given as input short linearly
independent vectors and a (potentially large) basis of L. A module variant of
this algorithm was provided in 18], and we used it to complete our reduction.

Algorithm for module-LIP. We now explain how our algorithm for module-LIP
works, when K is totally real. To simplify the description in this introduction,
we will restrict ourselves to the case where the problem is parameterized by the
module O% (with basis B = I), and where the input of the problem is a Gram
matrix G (instead of a pseudo-Gram matrix G). In other words, we are given as
input G € M3(Of) are we are asked to compute C' € GLa(Of) a basis of 0%
such that C*C = CTC = G. We are thus looking for u,v,r,t € O% such that

wv) fury _ u? +v? ur+ ot e
rt vit)  \wr+ot r2+4+02)

The diagonal coefficients of G must hence be the sum of two squares in Og.
Sums of two squares x? + y? = a over Z are the topic of Fermat’s two-squares
theorem. Algorithms such as Cornacchias’s allow to find all solutions of this
equation efficiently, and the equation usually does not have too many solutions
(this depends on the number of prime factors of a). A similar situation happens
when Z is changed to the ring of integers O of a totally real field K.

Let us explain the principles behind the algorithm solving equations of the
form 2% +y? = a (with unknowns z,y € Ok). As K is totally real, it contains no
square roots of —1. Thus there is a quadratic extension L = K (i) where 7 is such
that i2 = —1. To any solution (x,y) of our equation corresponds the element
z:=x +iy € Or. By definition of L, the relative norm Ny, (2) of this element
is precisely 2z = 22 + y2 = a. Hence, two-squares decompositions reduces to the
computation of all solutions z € Op, of 2z = a]

To solve this norm equation Ny (z) = a, we use the Gentry-Szydlo algo-
rithm, as described by Lenstra and Silverberg in [24]. Given a = 2z € Ok and
I = 20y, the Gentry-Szydlo algorithms recovers z in polynomial time. To apply
it in our setting, we then need to compute the ideal I = 2Oy, for all possible
solutions z. To do so, we observe that I - I = 2207, = aOp, is known. Hence,
the ideals I we are looking for are principal divisors of the ideal aOp. It then
only remains to factor the ideal aQp and test all possible divisors I of it. The

9 The set of z € O, with 2zZ = a might be strictly larger than the set of solutions,
since we may have Ok + iOx C Or, but we can easily check, given a z = x + iy if
(z,v) is a solution to our equation.



number of such divisors is exponential in the number of prime factors of aOyp, so
our algorithm is, also, exponential in the number of prime factors of aQy,. These
two steps are handled by our provided code.

Combining everything, we obtain an algorithm which finds all the matrices
C € M(Og) such that CTC = G (so it solves module-LIP), but whose com-
plexity is, for the moment, exponential in the number of prime factors of the
diagonal coeflicients ¢; and g2 of the Gram matrix G. To make this algorithm
polynomial time, we re-randomize the matrix G (by computing G’ = U~'GU
with U € GL2(Of), which transforms C into C’ = CU), until its two diagonal
coefficients ¢; and ¢y are prime. Under some heuristic (formalised in Assump-
tion , we expect to find a good re-randomized matrix G’ in polynomial time
polynomial in the input size and in pg, the residue of the Dedekind zeta function
of K at 1.

2 Preliminaries

Notations. Vectors are by default column vectors, and are denoted by bold lower
case letters (e.g., v). Matrices are denoted by non-bold upper case letters (e.g.,
B), and pseudo-matrices by bold upper case letters (e.g., B). For a ring R, we
write GL,, (R) the set of nxn matrices whose determinant is an invertible element
of R. We let O, (R) be the set of orthogonal real matrices, U, (C) be the set of
unitary complex matrices, S;”°(R) be the set of real symmetric positive definite
matrices, and H °(C) be the set of complex Hermitian positive definite matrices.
For vectors v in R™ or in C", we let ||v|| (resp. ||v||oc, ||v]|1) denote their £ (resp.
loo, 1) norm. For a matrix B € C"*™ with column vectors by, ..., b,,, we use
the notation ||B|| := max; ||b;||. For a field K and a subset S of a K-vector space
H, we write Span g (.S) for the K-vector subspace of H spanned by S. We use
log to refer to the natural logarithm (in base e).

2.1 Lattices

We call lattice any set of the form L = ), _,_, b; - Z, where by,...,b, € R™
are R-linearly independent vectors. It is a discrete additive subgroup of R™. The
integer n is called the rank of L, when n = m we say that the lattice has full
rank. The matrix B = (b1 |...|b,,) is called a basis of L and all bases of L are
obtained by multiplication on the right by a unimodular matrix U € GL,,(Z).
For a given matrix B € GL,(R), we write L(B) the lattice spanned by B. The
determinant (or volume) of a lattice L is det(L) := /det(BT - B) for any basis
B of L. For 1 < i < n, the i-th successive minimum \;(L) of the lattice L is
the smallest real number > 0 such that the set {v € L|||v]] < r} spans a
real vector space of dimension at least i. We define analogously the successive
minima of L in the {o-norm. Minkowski’s first theorem states that )\(loo)(L) <
det(L)Y/™ and A\ (L) < y/n - det(L)Y/". The dual of a lattice L is the lattice
L* = {x € Spang (L) | (x,v) € Z,V v € L}.



The lattice isomorphism problem. Two lattices L, L' (with respective bases B, B')
are said isomorphic if there exists an orthogonal transformation O such that
L' = O - L. In terms of matrices, L(B) and L(B’) are isomorphic if and only if
there exists a unimodular transformation U € GL,(Z) such that B’ = OBU.
The search version of the problem is precisely to find either such O or U.

Definition 2.1 (wc-sLIP?). For a matriz B € GL,(R), the worst-case search
Lattice Isomorphism Problem with parameter B (WC—SLIPB) is, given a basis
B’ € GL,(R) of a lattice L' C R™ isomorphic to L(B), to find O € O,(R) or
U € GL,,(Z) such that B = OBU.

For convenience, we restate LIP in terms of quadratic forms. The Gram
matrix associated to a basis B € GL,(R) is the definite positive quadratic form
G = BTB € §.°(R). Two quadratic forms Q, Q" € S;”°(R) are said congruent if
there exists U € GL,,(Z) such that Q' = UTQU.

Definition 2.2 (wc-sLIP®). For a quadratic form Q € S>°(R), the worst-case
search LIP problem with parameter ) (WC—SLIPQ) is, given any quadratic form
Q' € §7°(R) congruent to Q, to find a unimodular transformation U € GL,,(Z)
such that Q' = UTQU.

The two problems are polynomial-time equivalent, thanks to the Cholesky
decomposition for quadratic forms.

Discrete Gaussian distributions. The Gaussian function over R™ with parameter
s € Rugis ps(v) = exp(—m-||v[|?/s?) for all v € R™. For a rank-n lattice L C R™,
the discrete Gaussian distribution Dy, ; over L with parameter s (and center 0)
is the probability distribution defined over L by

Pr XNDL,s(X = 'U) =

for all v € L, where p,(L) = > . ps(v).

For ¢ > 0 and L a rank-n lattice, the smoothing parameter n.(L) is the
smallest real number s > 0 such that p;,(L* \ {0}) < e. Instantiating [28]
Lemma 3.3] with ¢ = 1/2, we obtain the following upper bound, for any rank-n
lattice L

log(6n)

s

my2(L) < “An(L). (1)
Lemma 2.3 (Proof of [28, Lemma 4.4]). Let L be a rank-n lattice, ¢ > 0
and s > n.(L), then

Sn

det(L)’

ps(L) €[l —¢g,14¢]-

One can efficiently sample discrete Gaussian distributions over lattices, pro-
vided the parameter s is large enough.



Lemma 2.4 (Weakening of [6, Lemma 2.3]). There is a probabilistic poly-
nomial time algorithm DiscreteGaussian (B,s) that takes as input a basis B

of an n-dimensional lattice and a parameter s > +/log(2n + 4)/m - max; ||b;||
(where b; are the columns of B) and returns a sample from Dy, .

Note that the lower bound on s, in our statement above, is slightly larger than
the one provided in [6, Lemma 2.3] (it involves the euclidean norm of the column
vectors of B, instead of the Gram-Schmidt orthogonalization of B), but this will
be sufficient for our purposes in this article.

Lemma 2.5 ([17, Lemma A.5]). For any rank-n lattice L with basis B =
(bi)1<i<n, if s > v/n-max; ||b;||, then for any ¢ € (0,1] it holds that

[v|| > s\/4n +log(1/¢)) < e.

PI‘ v~Dy s (

2.2 Number fields

A number field K is a finite extension of the field of rational numbers Q. Any such
K is isomorphic to Q[X]/(P) for an irreducible monic polynomial P € Q[X]. The
degree of P is exactly the degree of the extension. Furthermore, any extension K
of degree d comes naturally with d embeddings K — C, sending the class of X to
a complex root of P. An embedding ¢ : K — C such that o(K) C R is called a
real embedding. An embedding ¢ which is not real is called complex. In this case,
it can be composed with complex conjugation and gives another distinct complex
embedding o. We denote by d; the number of real embeddings and ds the number
of complex embeddings up to complex conjugation, so that d = d; + 2d,. We
order the embeddings o1, - - , 04 such that o; is a real embedding for 1 < i < d;
and 0,44, = 0; for dy < i < dj + dy. When d; = d (resp. 2ds = d), we say that
the extension K |Q is totally real (resp. totally imaginary).

The space Kr. The R-algebra Kr := K ®g R is a real vector space of dimen-
sion d. If K ~ Q[X]/(P), then we have an identification Kg ~ R[X]/(P). The
embeddings of K can be uniquely extended to Kg, which leads to the so-called
canonical embedding o(z) = (01(2),...,04(x)) € C% This map defines a ring
homomorphism from K to o(Kg), which is the d-dimensional real vector space

CT(KR) = {Z = (21)1 c (Cd ‘ 21y y”dy S R, Zdi+i = Rdy+da+is 1 S 7 S dg}

To any z € Kg we associate its complex conjugate z := o~ '(o(z)) € Kg,
where o(z) consists in taking the complex conjugation of o(z) € C? coordinate-
wise. We let K (resp. K4 ') be the subset of Kp corresponding to elements
with all non-negative (resp. positive) embeddings (in particular, the complex
embeddings are all real numbers). The norm map defined over Kg is Nk (2) =
1, oi(2), and extends the well-known notion of algebraic norm for elements of
K. Similarly, the trace map is Trx(2) = . 0;(z). When there is no ambiguity,
we drop the subscript. If z € K (resp. Ok), then N(z),Tr(z) € Q (resp. Z).



Another important notion of size for Kp is the corresponding “Ts-norm” ||z||? :=
lo(2)||? = Tr(27z) € RT.

We extend the canonical embedding to vectors of KE and matrices in Kng/
by applying it coordinate-wise. We say that r vectors bi,---,b, in KfRf are
(Kgr-)linearly independent if there exists no non-zero r-tuple © = (zy,--- ,z,) €
K \ {0} such that >, x;b; = 0. Note that, since K is not a field, this notion
can be interesting even for 7 = 1 vector: a vector b € K§ is linearly indepen-
dent if and only if o;(b) # 0 for all embeddings ;. For a matrix B € Kﬂngl,
we let B* = BT; this covers vectors (k or k' is 1). We let Uy (Kg) denote the
group of unitary matrices of Kg, that is the matrices B € GLy(Kg) such that
B* - B = I. Thanks to the injectivity of the canonical embedding, it holds that
B is in Uy (KR) if and only if 0;(B) € Uy (C) for all embeddings ;. For v = (v;);
and w = (w;); € K§ (for some k > 1), we define

(v, W)k, = VW = Zvﬁwwi € Kg.
i

This extends the To-norm to K£ as [|v[|? := Tr (v, v) k. = >, Tr(v;1;) = ||o(v)]?.

Ring of integers. We denote by Op the ring of integers of a number field K.
The ring Ok is a free Z-module of rank d. The discriminant of K is defined by
(det(o;(e;))i,;)* € Z, where (e;)1<i<q is any Z-basis of O (this does not depend
on the choice of the basis). Its absolute value is denoted Ag. There exists some
absolute constant ¢ such that Ax > ¢ for all number fields K. In particular,
we always have d = poly(log Ak).

A special case that will be of interest for us in Section is when K is
totally real and L = K[X]/(X? + 1). In this case, we have Ay, |4?AZ% . This can
be obtained using the formula Ay = Ng (A k) - A[I?:K] and the fact that Ap g
divides disc(X2+1)-Ox = 4-O (see |33, 111, §4, Proposition 8] and [33} IIL, §2,
Corollary to Proposition 5] with lattices X = O, and X’ = Ok|i]). In particular
for these extensions we always have log A, = poly(log Ak ). Moreover, we also
know how to compute Oy, efficiently from O, as stated in the following lemma.

Lemma 2.6 (Specialization of [9, Theorem 1.2]). Let K be a totally real
number field and L := K[X]/(X?+1). There exists a polynomial time algorithm
A that, given as input a Z-basis Bx of O, computes a Z-basis By, of Of.

Proof. We apply Buchmann-Lenstra algorithm to the order O = Ok [X]/(X?+1)
of L, with basis B = By U X - By. One can prove that in our situation, the index
[Or : O] is a power of two so it is enough to make it 2-maximal, i.e., we can take
m = 2 in input of the algorithm. O

Residue. We write px the residue of the zeta function of K at s = 1. This
is a positive number, which is always < O(log Ax)? [25, Theorem 1]. In some
number fields, such as when K is a cyclotomic fields, we have better bounds,
and we know that px = poly(d) [B, Theorem A.5]. Unfortunately, we are not



aware of a proven polynomial bound for the maximal totally real subfield of a
cyclotomic field (for these fields, the best bound we found was px = O(1.319)
[37, Lemma 11.5]). However, in practice, in all our experiments with maximal
totally real subfield of a cyclotomic field, we observed that the residue px was
quite small.

Ideals. An integral ideal a is an additive subgroup of O such that z-a C a
for all x € Ok. Equivalently, it is an Og-module contained in OKE An ideal
generated by a single element «a is called principal, and is denoted by aOg. A
fractional ideal I of K is any additive subgroup of K of the form z - a where
z € K\ {0} and a C Ok is an integral ideal. We use fraktur lower-case letters
for integral ideals (e.g., a, b) and upper-case letters for fractional ideals (e.g., I,
J). The product of two fractional ideals I and J is the smallest ideal containing
all products zy for x € I and y € J, denoted by IJ. This operation turns the
set of non-zero fractional ideals into a multiplicative group. Given two fractional
ideals I and J, we have that I C J if and only if there exists an integral ideal
a such that I = J - a. When this is the case, we say that J divides I, and we
may write J|I. An integral ideal p is prime when p # {0} and ab € p implies
a € porbep— such ideals are maximal in Og. We have unique factorization
of integral ideals into prime ideals (up to permutation of the factors).

The algebraic norm of an integral ideal is NV'(a) = |Ok /a|. It is multiplicative,
extends to fractional ideals as N'(I) = N(dI)/N(d) for any d such that dI is
integral. If I = aOf is principal, then N'(I) = [N (a)|.

Modules. In this article, an (Ox-)module M will refer to a subset of K} of the
form byI; + -+ + b,.I., where the I; are non-zero fractional ideals of K and
(by,...,b,.) are Kg-linearly independent vectors of K§, for some ¢ > 0. The
integer r is called the rank of the module. When r = £, we say that the module
has full rank. When M C (Og)* (resp. M C K*), we say M is an integer module
(resp. a rational module). We say that B = (B, {I;}1<i<r) is a pseudo-basis for
M, where B € Kﬂéxr is the matrix whose columns are the b.s. Two pseudo-
bases B = (B, {I;}1<i<r) and B’ = (B’,{J;}1<i<r) represent the same module
if and only if there exists U = (u; j)1<i,j<r € GLy(K) such that B’ = BU and
U5 € IiJj-il, Vi € Jiljil, where V = (W,j)lgujgl =U-! Given a module
M and a non-zero fractional ideal .J, we define .J - M to be the smallest module
containing all a-v for o € Jand v € M. If B = (B, {I;}1<i<r) is a pseudo-basis
of M, then B’ = (B,{J - I;}1<i<r) is a pseudo-basis of J - M.

If M C K§ is a module of rank r, then the set o(M) := {o(v)|v € M} is
a module lattice, that is, a lattice of rank dr in the real space o(Kg)* equipped
with the (extended) Ty-norm. Since we always use the canonical embedding to
view modules as lattices in this work, we will simplify notations and write A;(M)
and det(M) instead of A\;(c(M)) and det(c(M)).

10 Note that Ok is a Dedekind ring. In particular, it is Noetherian, so all ideals are
finitely generated as Ox-module.

1 When M C K'is a rational module, these are the conditions for U to be a pseudo-
base change matrix, see [10].



A special case of module lattices is when M = I is a non-zero fractional ideal
of K. In this case, we know that det(I) = /Ax - N(I) (see e.g., [30, Chapter I.
Proposition 5.2]). We also know that the successive minima of o(I) cannot be
very unbalanced. More precisely, we have

Aa(1) < AYY N (T) < Vd- AYCD N (1Y, (2)

The second inequality follows from Minkowski’s first theorem, and the equality
det(I) = A%Z - N(I). This first inequality can be obtained by choosing x € I
reaching A1 (I) (i.e., such that ||o(x)|| = A\ ()) and {aq,...,aq} linearly inde-
pendent elements of Ok reaching the successive minima in infinity norm (i.e.,
such that ||o(a)]]eo = )\goo)((’)K)). Then {oqz,...,aqz} are Z-linearly indepen-
dent elements of I thus A\;(I) < max; |[|o(a;x)|| < ||o(@)]]- A (OK). The desired
upper bound is then obtained by the fact that AS’O)(C’)K) < A}(/d (see [3] for the
asymptotic result and [5, Theorem A.4] for the upper bound with an explicit
constant).

In the general case, the volume of a module M of rank r with pseudo-basis
(B, (I;);) is det(M)? = A%, - det(B*B) - [Ti—; N ().

CM extensions. A CM (complex multiplication) extension is any quadratic ex-
tension L|K of number fields such that K is totally real and L is totally imagi-
nary. In the rest of this article, we will always use the convention that the degree
of K is d, and the degree of L is 2d. A typical example to keep in mind is when
L is a cyclotomic field and K is its maximal totally real subfield.

Any CM extension L|K is Galois, and so L has two field automorphisms
fixing K point-wise, namely the identity and another automorphism which we
will call 7. The automorphism 7 somehow plays the role of a complex conjugation
on L, as can be seen in the following lemma.

Lemma 2.7. Let L|K be a CM extension of number fields and o; be an embed-
ding of L in C. Then o;(7(x)) = o;(x) for all x € L.

Proof. First, observe that the composition map o; o 7 is an embedding of L.
Moreover, since 7 is the identity on K, then it must be that o; o 7 = g; on K,
which restricts it to be either o; or 7;. Finally, 7 is not the identity on L, and o;
is injective, hence we cannot have o; o 7 = ¢; and we conclude that o; o 7 = 5;
as desired. d

For an element x € L, the relative norm of z is defined as Ny (z) := z-7(z),
which is an element of K (since it is fixed by 7). We also define similarly the
relative norm of a fractional ideal I of L: Ny k(1) := I-7(I)N K, where 7(I) :=
{r(z) |z € I} is also a fractional ideal of L. Finally, if I = 2Oy, is a principal
ideal, then it holds that Ny x(I) = Npk(z) - Ok.

Splitting of prime ideals in CM extensions. Let p be a prime ideal in O . Then,
pOp is an integral ideal of Oy and one of the three situations holds for its

10



factorization into prime ideals (see e.g., [30, Chap 2. Proposition 8.2])

q  with g prime and N7k (q) = p* (inert case),
pOL = qi1q2 with q; # g prime and N7k (q;) = p (split case), (3)
q*> with q prime and N7,k (q) = p (ramified case).

This implies in particular the following result.

Lemma 2.8. Let q be a prime ideal of O and p be a prime ideal of Ok . If p
divides N1,k (q), then q divides pOp.

Proof. Since q is prime, then a = qN Ok is a prime ideal of Ok. Moreover,
a0y, C q, i.e., q divides aOp. Equation gives us all the possibilities for the
factorization of aOr, into prime ideals, from which we conclude that Nz x(q) = a
or N7k (q) = a. This implies that p = a, and concludes the proof. O

2.3 Algorithmic considerations

This section collects various computational results. In this article, we assume
a model of computation where computers have access to infinite precision real
numbers. Most of the time, we will work with elements of K which we can
represent with rational numbers, and for which we define a notion of size. When
we need to work with complex numbers, we assume that we have enough precision
so that all computations are correct.

Representation of ideals and modules. We assume in this article that we are
always given an LLL reduced basis a1, ...,aq of O, i.e., such that (o(a;));
is an LLL-reduced basis of O . Elements in K (resp. Kg) are represented by
their coordinates in the basis (a1, ..., aq), which is a vector in Q¢ (resp R?).
For z € K represented by the vector (x1,...,24) € Q% we define size(x) :=
>_;size(x;), where the size of a rational number a/b with a and b coprime is
[log, |a|]+ [logs |b]]. Since («;); is LLL-reduced for the canonical embedding, [18]
Lemma 2| states that if z = Y, 7;a; € K, then max; |z;| < 232 . ||o(z)|. This
implies in particular that for any integral x € Ok, size(z) = poly(d, |lo(z)]]).
Inversely, we have [|o(z)|| < 32, @] - [|o()|| < d®/2- 24 A% max; |2;| (where
we used the fact that A\g(Ox) < Vd - A}K/d). This implies that for any rational
x € K, we have ||o(z)|| < poly(log Ak, size(z)).

A fractional ideal [ is represented by a Z-basis (y1, . ..,yq) of the ideal, such
that (o(y;)); is an LLL-reduced basis of o(I). In particular, we have

ool < 2% Xa(D) < V-2t AYLEY N (D), (4)
where we used Inequality (2). We define size(I) := >, size(y;). If a is an integral
ideal, then (4) shows that size(a) = poly(log Ak ,log A (a)). By default, in the

rest of this article, whenever an algorithm takes as input, manipulates, or returns
an ideal, we implicitly assume that the ideal is represented as described above.
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For vectors and matrices with coefficients in K, we define their size as the
sum of the size of their coordinates. Modules in K* are represented by a pseudo-
basis B = (B, (I;)), where B is a matrix with coefficients in K and the I;’s
are fractional ideals, represented by LLL-reduced bases as discussed above. We
define size(B) := size(B) + >, size(;).

Basic algorithms for number fields. If x,y € K, then size(z - y) < poly(size(x),
size(y),log(Ak)), where we used the relations between size(x) and ||o(x)| men-
tioned above, and the fact that |o(z-y)|| < |lo(z)]] - |lo(y)|]- Such a product can
be computed in time poly(size(x), size(y), log(Axk)).

With the representation of ideals as described above, one can multiply two
ideals I and J in time poly(size(I), size(J),log Ak). Indeed, if (z;); is an LLL
reduced basis of I and (y;); is an LLL reduced basis of J, then (z; - y;):; is a
generating set of I - J, and one can run the LLL algorithm on this generating
set to extract an LLL-reduced basis from it.

Lemma 2.9. Let B = (B, {I;};) be a pseudo-basis of a rank r module M in K*.
Then one can compute in polynomial time a basis C € C¥*" of (M) such that
the column vectors c; of C satisfy

. cod . A3/(4) 3| - N1/d
el < V-2 A0 max (o)) - N (T)).
where b; is the j-th column of B.

Proof. Let (agj ))i be the LLL reduced basis representing the ideal I; for all 1 <
J < r and b; be the columns of the matrix B. The basis C' of o(M) is composed
of the vectors ¢4(j_1)4; := o(ca] - bj), for 1 < j <rand 1 < i < d. These vectors

can be computed in polynomial time from B and the agj )s. The upper bound

on their size follows from the upper bound [|o(a?)|| < v/d-27- A¥ D A (1;)1/4
(see Equation (). O

The computation of roots of unity is handled by the following lemma.

Lemma 2.10 (Factoring polynomials over a number field [I]). There
is a polynomial time algorithm that given a number field K and a polynomial
P € K[X], factorizes P in K.

Corollary 2.11 (Computing roots of unity in a number field). Let K be
a degree d number field. Then, K has at most 2d? roots of unity and there is a
polynomial time algorithm that given a basis of O, computes the roots of unity
mn K.

Proof. Let K be a number field of degree K. By Dirichlet’s unit theorem, we
know that the group Uk of roots of unity in K is finite and cyclic. Let  be a
generator of this group, and m be its order. Since K contains Q(¢), and Q(¢) has
degree ¢(m), it should be that p(m) < d. Also, we remark that for all n > 2,
it holds that ¢(n) > y/n/2 (this is obtained by observing that p — 1 > /p
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for all prime p > 3 and p —1 > \/f)/\/i for p = 2, and using the fact that
o(IL;p¢") = TL(pi — 1)py~"). Hence, the number m of roots of unity in K
satisfies m < 2¢(m)? < 2d?. Then to compute Ug, it is enough to factor the
polynomials X* — 1 over K, for 1 < k < 2d?. This can be done in polynomial
time using the algorithm from Lemma [2.10

We note that the knowledge of a basis of Ok is used here because we said
that elements of K are represented as rational linear combination of a given basis
of Ok. If one chooses a different representation for elements of K (for example,
polynomials in Q[X]/P(X) with P a defining polynomial of K), the knowledge
of this basis of Ok might not be needed. O

Factoring ideals. Given a prime integer p € Z, we can compute all prime ideals
of Ok above p. This can be done using Buchmann-Lenstra’s algorithm [§], whose
detailed analysis can be found in Cohen’s book [11], Section 6.2.5].

Lemma 2.12 ([11l, Section 6.2.5]). There exists a polynomial time algorithm
that takes as input any prime integer p € Z and a basis of the ring of integers Ok
of a number field K, and computes all the prime ideals of Ok dividing p - Ok .

As a corollary of this lemma, we have the following two algorithms, to test
primality of ideals, and factor them.

Corollary 2.13. There is a polynomial time algorithm PrimalityTest(a) that
takes as input any integral ideal a and decides whether a is a prime ideal or not.

There is a polynomial time algorithm FactorIdeal(a) that takes as input an
integral ideal a and the factorization of N'(a) € Z, and returns the factorisation
of a into prime ideals.

Proof. To verify whether a is a prime ideal or not, we first compute its algebraic
norm A (a) and check if it a prime power. This can be done by computing roots
N(a)/e (for 1 < e < log |N(a)|) with good enough precision and see if the result
is a prime integer. If we do have A (a) = p° for some prime p and e > 1, then
using the previous lemma we compute the prime ideals p- Og. For each of them,
we test for equality with a.

To factorize an integral ideal a, the first step is to factor its algebraic norm
N(a) =TI <<, pi*, which is done in time Tgactor (N (a)). For each prime factor p;
we compute the splitting of p; - Ok with the preceding lemma. There are at most
d = [K : Q] prime ideals above each p; and for each of them, say p; ; (a prime
ideal of Ok above p;) we test if p; ; divides a. If it does, we check if powers pi ; of
this prime factor still divide a (see that the largest e such p§ ;|a is smaller than e;).
All together, the number of divisions is at most r-d-max;{e;} = poly(log |N(a)]).

O

Let us write Tractor(IV) is the time needed to factor an integer N € Zy.
Then Algorithm FactorIdeal can be used to factor an integral ideal a in time
poly(size(a)) + Tractor (N (a)).

13



Norm equations in CM fields. Let us first consider a simple case of norm equa-
tion, which will be useful later on.

Lemma 2.14. Let L|K be a CM extension of number fields with K of degree d.
The units u € OF that satisfy Niik(u) =1 are exactly the roots of unity in L.

Proof. Let uw € OF be a unit such that Ny x(u) = ur(u) = 1. Because u is
an algebraic integer, its minimal polynomial p, over Q has coefficients in Z. By
Lemma we have |o;(u)|? = o;(u-7(u)) = 1 for all 2d complex embeddings o;
of L. Since the o;(u)’s are exactly the complex roots of p, (appearing possibly
multiply times), this implies that all the roots of u, over C have modulus 1. A
theorem of KroneckeIiE implies © and its conjugates are roots of unity. O

The Gentry-Szydlo algorithm [20] was originally presented in a cyclotomic
field K and allows one to recover in polynomial-time an element x € K, given
as input a basis of the ideal Ok and the element a:i:E A generalization of
this algorithm to CM-fields (and more generally CM-orders) was proposed by
Lenstra and Silverberg in [24].

Theorem 2.15 (Specialization of [24), Theorem 1.3]). There ezists a deter-
ministic polynomial time algorithm GentrySzydlo such that the following holds.
Let LK be a CM extension of number fields, w € L and I be a fractional
ideal of L. Given as input a basis of O, the ideal I and the element w, algo-
rithm GentrySzydlo decides whether there exists v € Op such that I = v - Of
and vU = w, and if so computes such an element v.

We note that Theorem 1.3 from [24] is stated for an arbitrary CM order A.
We specialized the statement to A = Oy, which is a CM order (see Example 3.7
(i) from [24]). With this specialization, the Q-algebra Ag (using the notations
from [24]) is the field L, and the set (A6)>>0 is the set L N L ™. In the original
statement from [24], the element w is taken in this set (A6)>>0. We note that
in our case, if w € L does not have all its embeddings real and positive, then
we know that there is no solution to the equation vo = w, and so this case is
easily discarded. For this reason, we did not restrict the statement to specific
elements w. Similarly, we did not impose in the statement that the ideal I satisfies
II = wOy, because this condition can be tested in polynomial time, and the two
equations I = v - O, and vo = w can be satisfied only if IT = (v0)O = wOy,.

With this theorem, one obtains the following algorithm (Algorithm ,
which solves norm equations in CM extensions. This is a generalization to any
CM field extensions of an algorithm by Howgrave-Graham and Szydlo [22] which
solves relative norm equations in some cyclotomic number fields (over their to-
tally real subfields). Note that the algorithm by Howgrave-Graham and Szydlo

12 Let P € Z[X] be a monic polynomial such that P(0) # 0. If all the complex roots of

P have modulus less or equal to 1, then these are roots of unity.
3 The element x is recovered up to a root of unity.

14



was published in 2004, before the generalization of the Gentry-Szydlo algo-
rithm to all CM orders by Lenstra and Silverberg. This explains why Howgrave-
Graham and Szydlo only mention cyclotomic fields in [22], but the generalization
to all CM fields is immediate once we have the generalization of the Gentry-
Szydlo algorithm for such fields. A result similar to Theorem below and its
proof are provided in [23, Theorem 14]. Since the latter article does not seem to
be published, we provide a proof for completeness.

Algorithm 2.1 Solve relative norm equations (NormEquation)

Input: A basis of Ox and Oy, an element g € Ok, the prime factorization of | Nk (q)|.
Output: All elements z € Or, such that N7k (2z) = q.
1: Compute the roots of unity Ur in L, using Corollary

2: Factor ¢- Ok =[[,_, p;*, using Corollarym

3: Jo + {q C O prime ideal |Fi € {1,...,r}, q|p:OL}
4: T+ {a=q1...9s|s>0,q; 6307NL\K(CL) =gq- Ok}
5: S« {}

6: for a € J do

7:  z, < GentrySzydlo(Oy,a,q) (see Theorem [2.15)
8: if GentrySzydlo did not fail then

9: S+ SU{¢-2|¢eUr}

10:  end if

11: end for

12: return S

Theorem 2.16. Let LIK be a CM extension of number fields and q € Ok.
Given as input a basis of Ok, a basis of O, the element ¢ € Ok, and the
factorization of Nk (q)| over Z, Algorithm (NormEquation) computes the
list of all elements z € O, such that Nk (z) = q. Moreover, the algorithm runs
in time poly(log Ar,log [Nk (q)]) - (1 + log | Nk (q)|)", where r is the number of
distinct prime factors of the ideal q- Ok .

Note that the size of the output of the algorithm, and so in particular the
number of solutions to the equation Ny x(z) = ¢, is bounded by the running
time of the algorithm.

Proof. Correctness. Let us first show that the set J from Step [4] contains all
integral ideals of O, with relative norm ¢-Op . To do so, consider an integral ideal
b C O, with relative norm ¢- Ok and write down its factorization b = szl qu
in Opr. Since the relative norm is multiplicative, we have H;Zl Nk (a;)% =
q- Ok = [[i_; p{" (using the notations from Step 1). By uniqueness of the
factorization into prime ideals, we deduce that for any j € {1,...,s}, there
exists i; € {1,...,r} such that p;; divides N7 x(q;). By Lemma this implies
that q; | p;;. This means that b has all its prime factors in Jo, and so b is in J
(by definition of J), as desired. In particular, for any z € Oy, such that zz = ¢,
the corresponding principal ideal 2Oy, is in 7.
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In Step [7] the Gentry-Szydlo algorithm outputs, when it exists, a generator
of a with relative norm ¢ for an ideal a € J (it always succeeds when a solution
exists). Let us fix a principal ideal a that has a generator z, of relative norm g.
Let z, be another generator with the same relative norm, so there is a unit u
such that z, = uz}. But then we have N x(u) = ¢/¢ = 1. By Lemma
we conclude that v € Uy, is a root of unity. Conversely, for any root of unity
¢ € Ug, one can check that z, - ¢ is a generator of a with relative norm ¢. We
then conclude that the generators of a whose relative norm is ¢ are exactly the
elements {C - z | ¢ € Up}. This concludes the correctness of the algorithm.

Complexity. The roots of unity Uy, can be computed in polynomial time thanks
to Corollary Recall that the factorization of N (q) is known. For Step
of the Algorithm, one can use FactorIdeal from Corollary to factor the
ideal qOk in polynomial time, thanks to the knowledge of the factorization
of Nk (q). In Step [3] computing all the prime ideals dividing p;Oy, for a fixed
prime ideal p; can be done in time polynomial in log A (p;) and log Ay, thanks
to Lemma 2:12] Note that each prime factor p; of ¢Ok has its algebraic norm
bounded by [Nk (q)|. Moreover, there are at most log, [Nk (q)| distinct prime
ideals p; dividing qOk. Hence, in Step [3| the set Jg can be computed in time
poly(log Az, log [Nk (q)]).

Recall that, above each prime ideal p of O are at most two prime ideals
of Or. More precisely, for each p; appearing in the prime decomposition of
q - Ok, either p;Oy, is inert (and thus stays prime), splits into q; and 7(q;) or
ramifies as q7. The respective relative norm ideals are then NL|K(pi(’)L) = p;2,
Niik(a4:) = Nk (7(q:)) = pi or Nk (q:) = pi. To build the set J from the set
of prime ideals g; j, we proceed as follows. Let p; be a prime factor of ¢ - Ok.
Any ideal a € T is divisible by a prime ideal above p; (recall the correctness part
of the proof). From the condition on the norm of a and the computation of the
N1k (4i;), we can enumerate all the possibilities for the prime factors of a.

Keeping the notation of the algorithm, if p,Op is inert, then «; is an even
number and a must be divisible by q%/z. If p; Oy, ramifies as q7, then a must be
divisible by q;**. Lastly, if p; Oy, splits as q, and 7(q;), then there exists 0 < a < o
such that q¢7(q;)*~* divides a. This number is bounded by (log, [Nk (q)| + 1)
so we get at most (logs [Nk (¢)| + 1)" different ways to choose the prime factors
of a. This is a bound for the cardinal of J, and one can construct the set J (by
following the procedure described above) in time poly(log Ap,log | Nk (q)]) - |7

The last part of the algorithm consists in repeating |J| times Steps [7| to
These steps can be performed in time poly(log Ay, log | Nk (q)|) (using Theo-
rem . The upper bound on the size of J gives us the desired upper bound
on the running time, which concludes the proof. ad

3 Module-LIP for all modules

In this section, we extend the definition of the module-LIP problem from [14]
to any (not necessarily free) module. We also provide some tools which are the
analogue in the module settings of standard results in the unstructured case (such
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as Cholesky decomposition). We believe that these basic tools may be useful for
further study of the module-LIP problem. Finally, at the end of the section,
we compare our new definition of module-LIP with the one from [14], and we
explain why breaking the module-LIP problem that we define in Definition [3.11]
allows to break the Hawk scheme.

3.1 Pseudo-Gram matrices

By applying the canonical embedding coordinate-wise to vectors and matrices,
many well-known matrix decompositions and operations also extends mutatis
mutandis to matrices over K — another expression of the algebraic structure.
This happens since field embeddings preserves linear (and even polynomial) com-
binations, and we will follow this intuition in this section.

Definition 3.1. A matrizc G € My(KR) is said to be Hermitian definite pos-
itz’v if it satisfies G* = G and x*Gx € KH‘{"’ for any linearly independent
vector ¢ € Kg (i.e., such that o;(x) # O for all embeddings o;, see prelimi-
naries). The set of Hermitian definite positive forms is denoted H;O(KR), and
H; (K) when restricted to matrices with entry in K.

Basic properties. Below we give some standard results on Hermitian definite
positive matrices in Kg. The key ingredient is to observe that a matrix G is in
H7%(Kr) if and only if for all embeddings o;, the complex matrix o;(G) is in
H;7%(C) = {A € My(C)|A* = A, 2*Az > 0, Vo € C*\ {0}}. One can then
apply the known results over complex Hermitian definite positive matrices and
lift them to H;°(Kg).

Lemma 3.2. A matrit G € M,(Kg) is in H;°(Kgr) if and only if 0;(G) €
H;%(C) for all embeddings o; of K.

Proof. Let G € M;(Kg). First of all, observe that from the definition of the
complex conjugation over Kg, we have that G* = G if and only if 0;(G)* = 0;(G)
for all embeddings, i.e., 0;(G) is Hermitian (or symmetric if o; is real).

Recall also that o induces a bijection from Kg to the set {z = (z;); €
Cl21,...,24, €R, Zg, 17 = 2dy+dyti, 1 <i < dy}. Hence, it holds that z*Gz €
K for all linearly independent vector & € K§ if and only if y}o;(G)y; > 0
for all y; € R\ {0} (1 < i < dy) and y; € C°\ {0} (dy < i < dy + dy).
In other words, G € H;°(Kg) if and only if 0,(G) € S7°(R) for 1 < i < d;
and 0;(G) € ’Hfo((C) for all d; < i < dy + da. We conclude using the fact that
S7OR) = H7(C) N My(R). 0

Proposition 3.3. Let B € GL/(Kg), then B*B € H;°(Kg).

Proof. Note that since B € GL;(KR), then 0;(B) € GL,(C) for all complex
embedding o;. Then, o;(B* - B) = 04(B)* - 04(B) € H;°(C) and we conclude
using Lemma [3.2] O

" In prior literature, this is sometimes called Humbert forms.
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Proposition 3.4 (Cholesky factorization). Let G € H;°(Kg), then there
exists a unique lower triangular matriz L € GLy(Kg) with diagonal coefficients
mn KD;H' such that G = LL*. Moreover, this matriz L can be computed from G
in polynomial time.

Proof. By Cholesky factorization over H;%(C), we know that for every i €
{1,...,d1 + d2} there exists a unique lower triangular matrices L; in M,(C)
with real positive diagonal coefficients such that o;(G) = L; - LT (we even
have L; € My(R) for 1 < i < dy). By bijectivity of the canonical embedding,
there exists then a unique matrix L € M,(Kg) such that o;(L) = L; for all
1 <4 < dj + da, and this matrix has its diagonal coefficients in KH‘{+ since all
the L; have real positive diagonal coefficients. This proves the existence of L.
Unicity is obtained by observing that if L is as in the theorem statement, then
o;(L)-o;(L)* is a Cholesky decomposition of ¢;(G), and so o;(L) = L; by unicity
of Cholesky decomposition over H;°(C).

To compute the matrix L, a possibility is to compute o;(G) for all 1 < i <
d1 +dz, then compute the Cholesky decomposition of o;(G) € H;°(C) to obtain
L;, and finally reconstruct L € M;y(Kg) such that o;(L) = L;. Computing o
can be done by evaluating polynomials, and computing o' (to recover L from
the L;’s) can be done by polynomial interpolation. Both steps can be done in
polynomial time. Cholesky decomposition over #;°(C) can also be performed
in polynomial time, hence the full procedure is polynomial. a

Proposition 3.5. Let B and C € GLy(Kg) be such that B*B = C*C. Then
there exists O € Uy(Kr) such that B=0 - C.

Proof. The equality B*B = C*C' can be rearranged as (BC~1)* - (BC~!) = I,
(note that C' is invertible), which exactly means that BC~! € Uy (KR). O

Pseudo-Gram matrices. We define an analog of quadratic forms and Gram ma-
trices for module lattices, namely the pseudo-Gram matrices.

Definition 3.6. Let B = (B, (I;);) be a pseudo-basis of a rank-¢ module M in
KE. The pseudo-Gram matriz associated to B is G := (G, (I;);), where G =
B*B € H;°(Kg).

Using the Cholesky decomposition that we reviewed above, one can see that
for any Hermitian positive definite matrix G € H;°(Kg) and any non-zero
fractional ideals I,...,I;, there always exists a pseudo-basis B = (B, (I;);)
whose pseudo-Gram matrix is G = (G, (I;);). Note however that Cholesky only
guarantees the existence of such pseudo-basis in K (the matrix B is in M,(KRg)).
Even when G € M,(K), there may not exist a pseudo-basis in K (with B €
M,(K)) whose pseudo-Gram matrix is G.

Definition 3.7. Let G = (G, (I;)1<i<¢) and G’ = (G, (J;)1<i<¢) be two pseudo-
Gram matrices (with G and G’ in H;°(Kg)). They are said congruent if there
exists U = (u; 5)1<i,j<¢ € GLg(K) such that G’ = U*GU andu; j € IiJj*l, Vi €
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Jilfl, where V = (v j)1<ij<e == U™, Such U is called a congruence matriz
between G and G'. This defines an equivalence relation ~ on the set of pseudo-
Gram matricesﬁ The class of G is denoted by [G].

Sampling (implicit) Gaussian vectors. Asin the case of standard (non-structured)
lattices, it is possible to sample vectors from a discrete Gaussian distribution in
an implicit module M given as input a pseudo-Gram matrix G of this module.

Lemma 3.8. There is a probabilistic polynomial time algorithm GaussianGram
such that the following holds. Let B = (B, (I;)1<i<¢) be a pseudo-basis of a rank-
¢ module M in K, and G = (G, (I;)1<i<¢) be the pseudo-Gram matriz of B.
Let s > 0 be a real number satisfying

d-log(2d¢ + 4
2 TREREED o A0 e (g2 N ).
™ 1<j<r

where G = (g; j)1<i,j<¢ and the square-root is applied coordinate-wise to o(g; ;) €
Ce. On input G and s, GaussianGram(G,s) outputs z € I x --- x I; such that
v := B z follows a discrete Gaussian distribution of parameter s in M (i.e.,

o(v) ~ Do(ar,s)-

Proof. The algorithm GaussianGram first computes a pseudo-basis C' = (C, (I;);)
such that C*C = @G, using Cholesky decomposition. According to Proposi-
tion this can be done in polynomial time. The pseudo-basis C' generates
a rank-¢ module M’ C K§, and from Proposition [3.5] since C and B have the
same pseudo-Gram matrix G, we know that there exists O € Uy(Kg) such that
C=0-B.

From C, the algorithm then computes a basis D € C%*4 of the lattice
o(M'). This can be done in polynomial time from Lemma and the same
lemma also tells us that the column vectors d; of D have Euclidean norm upper
bounded by

. c9d . A3/(2d) N 1/d
il < V-2t 2350 max (llo(e))|- N (1)),

where ¢; are the column vectors of C. Observe that, since G = C*C, then
9i,j = (¢i, ¢j) ky (Where G = (g;,j)1<i,j<¢). Hence, the quantity max; ||o(b;)]| in
the bound above can be replaced by max; ||o(g; ;)*/?||, where the square-root is
applied coordinate-wise to o(g; ;) € C%.

Finally, the algorithm uses the basis D to sample € (M), following the
discrete Gaussian distribution D5y 5. This is doable in polynomial time, using

Lemma and the fact that s > /log(2d¢ + 4) /7 - max; ||d;||.

15 For the transitivity H let G = (C:7 (Ii)lgigg), G, = (G/7 (Ji)1§i§[)7 G” =
(G”,(Li)1<i<e) and U (resp. U’) a congruence matrix between G' and G’ (resp.
between G’ and G”'), then U” := U - U’ satisfies G” = U"" - G - U" and has coeffi-
cients U//; = S Uik - uj, ;. All terms of the sum are in IiJj_1 by definition. The
same observation for (U”)™! finally gives G ~ G”.
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The algorithm then reconstructs w € M’ such that o(w) = «. This can again
be done in polynomial time. The vector w € M’ is distributed according to a
discrete Gaussian distribution over M’ of parameter s. Let z be the coordinates
of w in the pseudo-basis C. Since w is in M’, then z must be in I; x --- x I,.
This vector z is then output by the algorithm.

We have seen so far that the algorithm runs in polynomial time, and outputs
a vector z € I} x --- x I; such that w = C - z follows a discrete Gaussian
distribution in M’ of parameter s. To conclude, remember that B = O - C and
that O € Uy(Kg) preserves the euclidean norm (i.e., for any y € Kf, we have
le)|l = |le(O - y)|). Hence the vector v = B -z = O - w follows a Gaussian
distribution of parameter s in M. a

3.2 Module-LIP

We are now ready to define the module-LIP problem for any number field K and
any module M. Using the formalism of pseudo-bases and pseudo-Gram matrices,
the situations for module lattices and non-structured lattices become quite sim-
ilar. Consequently, the definitions in this subsection will be very reminiscent of
the ones from preliminaries. We start by introducing the notion of isomorphism
for module lattices.

Definition 3.9. Let M, M’ C K be two modules of rank £. We say that M, M’
are isomorphic as module lattices if there exists a unitary transformation O €
Ue(KR) such that M' = O - M.

Note that if M and M’ are isomorphic as module lattices, then the lattices o (M)
and o(M’) are isomorphic for the standard (non-structured) definition of lattice
isomorphism. In the case of module lattice isomorphism, we restrict ourselves
to specific lattices (the ones of the form o(M) for M a module) and specific
orthogonal transformations (they should be K-linear on the modules).

Isomorphism of module lattices can be restated in terms of pseudo-bases or
pseudo-Gram matrices.

Lemma 3.10. Let M, M’ C Kﬂg be two modules of rank ¢ with respective pseudo-
bases B = (B, (I;)1<i<e) and B’ = (B, (J;)1<i<¢)- Let G (resp. G') be the
pseudo-Gram matriz associated to B (resp B'). Then, the three following asser-
tions are equivalent

(1) M and M’ are isomorphic as module lattices;

(2) there exists O € Uy(Kr) and U € GLy(K) with u; ; € IiJj*l and v; j € Jiljfl
(where U= (ui’j)lgi’jgg and []_1 = (Ui,j)lgi,jgf) such that B/ = OBU,

(8) G and G' are congruent (see Definition [3.7).

Proof. We prove that (1) = (2) = (3) = (1). Assume that M and M’ are
isomorphic as module lattices. By definition, there exists O € U;(Kg) such that
M’ = O - M. A pseudo-basis of OM is given by (OB, (I;);). Since B’ is also
a pseudo-basis of O - M, there must exist a matrix U € GL¢(K) such that
i ; € I;J; " and v, ; € JiI; " and B’ = (OB)U, as desired.
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Let us now assume that B’ = OBU. Then G’ = U*GU and this means that
G and G’ are congruent.

Finally, let us assume that G and G’ are congruent. By definition, there
exists U € GLy(K) (with u, ; € Lij_l and v; ; € Jilj_l) such that G’ = U*GU.
Let us consider C = (BU, (J;);). Thanks to the condition on U, we know that
C and B are both pseudo-bases of the same module M. Moreover, the pseudo-
Gram matrix of C' is exactly G’. Using Proposition we conclude that there
exists O € Uy(KR) such that B' = OBU,ie., M' =0 - M. O

Let us now define the module Lattice Isomorphism Problem (module-LIP), in
its worst-case variant. As in the unstructured case, we could define two variants,
one using the formalism of pseudo-bases and another one using the formalism of
pseudo-Gram matrices. Instead, we decided to introduce only one variant, which
uses both pseudo-bases and pseudo-Gram matrices. More precisely, we define a
collection of problems parametrized by the field K and a pseudo-basis B of a
module M, and whose input is a pseudo-Gram matrix G’ (of a different pseudo-
basis B’ of M). This variant is tailored to fit our attack in the next section, but
we also believe that it makes sense for itself. Indeed, so far, the instantiations of
LIP and module-LIP in cryptography have been parameterized by very specific
(module) lattices, for which a good (pseudo-)basis was known (e.g., in Hawk, the
module lattice is O%)E On the other hand, the algorithm then usually manip-
ulates only (pseudo-)Gram matrices, and so an attacker would get as input such
a (pseudo-)Gram matrix and not a (pseudo-)basis of an isomorphic (module)
lattice.

Definition 3.11 (we-smodLIP2). For B a pseudo-basis of a module-lattice
M C Kﬂg with associated pseudo-Gram matriz G, the worst-case search module-
Lattice Isomorphism Problem with parameter K and B denoted by Wc-smodLIPg
is, given as input any pseudo-Gram matriz G’ ~ G (see Definition , to find
a congruence matriz between G and G'.

When we say that the problem is parameterized by K and B, we mean that
this is a collection of algorithmic problems, one for each choice of (K, B)E In
particular, the number field K and pseudo-basis B are known to an adversary.

A definition of module-LIP was also provided in [14] Definition 7], which
differs slightly from ours. There are three main differences between the two
definitions: [I4, Definition 7] defines module-LIP for free modules M (with B =
(B, (Ok)1<i<2) a basis of the module), over a CM number field, and restricts G’
to be the Gram-matrix of a basis B’ = (B', (Ok )1<i<2) of M, and such that the

6 By good, we mean here a (pseudo)-basis with rational coefficients. This will be
needed for our attack, and we do not know how to recover it efficiently from the
(pseudo-)Gram matrix since Cholesky decomposition only provides a basis with co-
efficients in R (or Kg).

7 The same terminology is used for, e.g., the LWE problem. We usually say that n,m, g
are parameters of the problem, which means that for each choice of (n,m, ¢), we have
a different algorithmic problem.
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determinant of B’ is the same as the one of B. On the other hand, Definition [3.11]
above holds for any module M (and any pseudo-basis B), any number field, and
the input G’ of the problem is the Gram-matrix of any pseudo-basis B’ of M.
Note that even if one takes K a CM field, and B a basis of a free module M,
then our problem Wc—smodLIPE from Definition is still not exactly the same
as the problem defined in [14] Definition 7]. Indeed, in our definition, the input
of the problem can be any Gram-matrix G’ congruent to G, whereas in [14]
Definition 7] the input is restricted to specific congruent Gram-matrices G’.

Hawk and module-LIP. In the case of Hawk [14], the authors consider a power-of-
two cyclotomic field K and the free rank-2 module-lattice M = O%. The secret
key consists in a short basis U of M and the public key is the Gram matrix
G =UU € ’H;O(K)E With the formalism we introduced in the previous
paragraph, U is a congruence matrix between Iy = (I3 1, (Ok)1<i<2) and G’ =
(G',(Ok)i<i<2). We now recall how (uncompressed) Hawk proceeds (Section
3.1, [14]).

Given a message m to sign, first hash m together with a salt r to a point
h € {0,1}?¢ which is interpreted as an element of O% thanks to the following bi-
jective map, called coefficient embedding K — Q%; (3", a; X?) +— (ao, . .., a4-1)".
Then, a vector € O% + %U -h close to 0 is sampled using Gaussian samples in
Z and 1Z (the identification between 0% and Z>¢ being possible via coefficient
embedding). Finally, the signer computes s := %thfl -x. The (uncompressed)
signature consists of the pair sig = (7, s).

A verifier receiving sig computes the hash h and checks if ||1h — s||¢ is

smaller than a fixed security parameter (here, ||z|¢: := ||2*G'z|| for any z €
K?). It also checks that s € O%. If both tests succeed, it accepts the signature.
Using the fact that ||1h — s||cr = ||U - (3h — s)|| = |||, one can check that the

first verification test must be satisfied when the signature is honestly generated.
For the second one, writing * = y + %U - h with y € O%, one can see that
s = U~'y. The fact that s € O% follows from the fact that U € GL2(O)
(since U is a basis of O%).

Lemma 3.12. With the notations of the previous paragraph, finding any con-
gruence matriz V between Iy and the public key G’ allows to forge signatures
in Hawk. In other words, if one can solve the vvc—smodLIPf(2 problem, then one
can forge signatures in Hawk, given only the public key.

Proof. By definition, a congruence matrix V between G and G’ satisfies V' €
GL2(Ok) and G' = V*V. We show that any such matrix can be used to produce
valid signatures : let (r,s) be a signature produced by Hawk with input basis
V. Then ¢ = y + 3V - h is small, with y € O%, and s = 1h — V-lz = V-1y.
Since V € GL3(Ok), the vector s is in O% as desired. Moreover, ||3h — s| ¢ =
|V - (3h — s)|| = |||, since G’ = V*V, which means that the latter norm is
small the pair (r, s) is then accepted by the verifier. ad

8 Here M is a free module so it has a basis (equivalently, the coefficient ideals are equal
to Ok ) so the authors use bases (resp. Gram-matrices) instead of pseudo-bases (resp.
pseudo-Gram matrices).
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The previous lemma underlines that, to forge signatures in Hawk it is enough
to recover any congruence matrix V' and not specifically the secret key U. There-
fore, the problem of signature forgery in Hawk reduces to solving Wc—smodLIP?,
as defined in Definition 3111

4 An algorithm for module-LIP in rank 2 over totally
real fields

We now present our main algorithm, which solves wc—smodLIPE for totally real
fields K and when the module generated by the pseudo-basis B lives in K2
(see Algorithm when the module is in O% and Algorithm for the general
case). At a high level, it is based on the observation that, when the module is
in 0%, a diagonal element ¢ in the pseudo-Gram matrix G = B*B = BTB
can be written as ¢ = 22 + y? with =,y € Ok, that is, a sum of two squares.
Already when K = Q, a common way to find such sums is to go through a
quadratic imaginary extension L := K (i), where i is a root of X2 + 1 over K.
Indeed, all solutions to a 2-square decompositions are also solutions of a relative
norm equation q = NL|K(a) = a*a, which we can solve algorithmically thanks
to Lenstra-Silverberg’s algorithm. Our algorithm will thus use the procedure
NormEquation (from preliminaries) to solve the latter, then restrict to solutions
of the former in another algorithm named TwoSquares. From these solutions, we
will be able to build the set of all congruence matrices to solve wc—smodLIPE,
when the module generated by B is in O%. For rational modules in K?, we then
simply multiply by a common denominator, to reduce to the situation where the
module is in O%.

An apparently unavoidable component of NormEquation is the factorization
of the ideal ¢ - Ok, so there is no hope to obtain a classical polynomial-time
algorithm this way. Therefore, we use a re-randomization procedure to generate
random vectors z = (21, 22) until 2*Gz generates a prime ideal (for the rest
of this paragraph, we say that z is a “good vector” when this is the case). Pri-
mality testing can be done in polynomial time for ideals as well, and if we let
B (21,22)T = (x,9)T, then 2*Gz = 2% + y? is again a sum of two squares. This
allows us to avoid the potentially costly factorization. With two linearly inde-
pendent good vectors, we can then use a two-square decomposition algorithm
together with some linear algebra to solve the module-LIP instance. Estimating
the probability of finding a good vector relies on a heuristic assumption, sup-
ported by standard (but non-trivial) number-theoretic arguments: the discussion
and justifications are the topic of Section

4.1 Gram ideal

In order to describe our results in this section for all modules of rank 2 in K2, we
introduce the Gram ideal and the relative Gram ideal of a module M C K* of
rank /. From now on, we will consider the arithmetic properties of the coefficients
of vectors in M, and hence restrict ourselves to modules in K* (as opposed to
K¥ which we considered so far).
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Definition 4.1. Let K be a totally real number field and M C K* be a module of
rank (. Let B = ((Bi ;)i.j, (Ji)i) be a pseudo-basis of M and G = ((G; )i, (Ji)i)
be the associated pseudo-Gram matriz. We define the following fractional ideals

g(M)Z: ZGZJJZZ-F Z Q'Gi,j'Ji'Jj

1<i<l 1<i<j<l
C(M):= > Bij-J; : RG(M):=G(M)/C(M).
1<i,j<l

We call G(M) the Gram ideal and RG(M) the relative Gram ideal of M.

The first two ideals correspond respectively to the ideal generated by the
(squared) norm of vectors of M, and the ideal generated by the coordinates of
the vectors of M. We show below that these ideals indeed depend only on the
module lattice M and not on the pseudo-basis B.

Lemma 4.2. Let K be totally real and M C K* be a module of rank (. Let
B be a pseudo-basis of M with associated pseudo-Gram matriz G. Then G(M)
is the smallest ideal (for inclusion) containing the set {(v,v)k, |v € M}, and
C(M) is the smallest ideal containing the set {vj|v = (v;); € M, 1 <35 </(}. In
particular, they do not depend on the choice of the pseudo-basis B of M.

Proof. Any module vector can be uniquely written as v = 22:1 x; - b;, where
b; is the i-th vector column of B, and x; € J; (with B = (B, (J;);)). Then,
<’U,’U>KR = Zlgig[ .’L‘?Gi,i + 221§7L<j§£ xiijm S Q(M), where G = (Gi,j)i}j-
Note that here, we used the fact that K is totally real, and so v; = v; for all i’s.
Conversely, any (fractional) ideal I containing the square euclidean norm of the
vectors of M must contain (zb;, xb;)r, = 22 G, ; forallz € J;and all 1 <i < /.
Since the ideal generated by {z?|z € J;} is precisely J?, we conclude that
G ;- J? is included in I E Using the polarization formula and since [ is stable by
addition, we see that it contains |\xibi—i-ijjH2—||xibi\|2—||ijj||2 = 2Gi7j'l‘i'l‘j,
forall 1 <i< j<landallz; €J; and x € Jy. Hence, I contains 2G; ;J; - J;
for all ¢ and j’s. The assertion on C(M) follows from its definition. O

Corollary 4.3. The relative Gram ideal RG(M) is integral, and do not depend
on the choice of the pseudo-basis B of M.

Proof. The fact that RG(M) does not depend on the choice of B follows from
its definition, and the fact that neither G(M) nor C(M) depend on B. To see
that the ideal is integral, we show that G(M) C C(M)? (which implies that
G(M)/C(M)? C Ok). Let v = (v;); € M. From Lemma we know that
(v, V), = Y_;v? € C(M)?2. Since G(M) is generated by the (v,v)f, for v € M
(see again Lemma , we conclude that G(M) C C(M)? as desired. O

!9 To prove that the ideal generated by {z? |z € J;} is equal to JZ, let a,b € J; be such
that J; = aOk + bOk. Then aOx = J; - a and bOg = J; - b with a and b integral
coprime ideals. The ideal containing all squares z? for z € J; must in particular
contain (a® +b?) - Og = JZ - (a> + b?) = J?. The other inclusion is immediate.
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The Gram ideal and relative Gram ideal of a module M can be computed in
polynomial time from any pseudo-basis B of M (directly from Definition [4.1)).
A simple but important case is when M = Of(, e.g, in Hawk. In this case, we
have G(M) = C(M) = RG(M) = Ok. In the following we prove that the relative
Gram ideal is invariant when scaling the module (by a scalar, or even a fractional
ideal).

Lemma 4.4. Let K be totally real, M C K' be a module of rank ¢, and J be a
fractional ideal. Then,

(1) G(J - M) = > G(M).

(2) C(J-M)=J-C(M).

(8) RG(J-M)=RG(M).

(4) C(M)~1 - M C O% is an integer module lattice not contained in p* for any
prime ideal p.

We will later use Lemma [4:4] to scale our input module M, in order to make
it integer, but as small as possible (with respect to its determinant) among all
the scaled variants of M included in O%.

Proof. (1) — (3) Let B = (B, (I;)1<i<¢) be a pseudo-basis of M with pseudo-
Gram matrix G. Recall from preliminaries that J - M has pseudo-basis (B, (J -
I;)1<i<¢) so the Gram ideal associated is by definition

Q(JM): Z Gi’i~(J~Ii)2+2 Z Gz,J(JIZ)(JI])

1<i<e 1<i<j<e

=J%. G(M).

Similarly, C(J - M) = J - C(M) thus RG(J - M) = RG(M) holds.

(4) M" =C(M)~!- M is such that C(M') = Ok (using (2)) so any lattice vector
v € M’ has its coordinates in Ok thus M’ C (Og)*. If M’ were contained in
some p’ then the ideal spanned by the coordinates of M’ would be contained in p,
i.e, we would have O = C(M') C p (using Lemma, which is impossible. O

4.2 The assumption

In this section, we formalize the assumption that will be used by our algorithm
in Section [4.3] This assumption essentially states that, when sampling a random
vector u in an integer rank-2 module M C 0%, the probability that the ideal
(u, u) g, - Ok is prime is not too small. Of course, we need to exclude the cases
where this assumption is obviously false, for instance if M = 20%, then (u, u) g,
will always be divisible by 4. More generally, we need to exclude the cases where
the Gram ideal G(M) is not Q. We provide in Appendix [Bf both theoretical
and experimental justifications in favor of our assumption.

Assumption 1. There exists some absolute polynomial P (with non-negative
coefficients) such that the following holds. Let K be a totally real number field
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of degree d, M C O% be a module of rank 2, and s > 0 be a real number
such that s > ny/5(M). Let I = G(M) be the Gram ideal of the module M. Let
(21,22)T < Dprs and g = 23 + 22. Then

1
pr -log(s/N(1)!/4) - P(d)’

Pr(q-I7' is prime ) >

where pk is the residue of the Dedekind zeta function of K at 1.

Note that the ideal ¢ - I~! in our assumption is always an integral ideal.
Indeed, thanks to Lemma 4.2 we know that the ideal I contains all square
norms of vectors of M, hence it contains in particular (z,z)x, = ¢ (where
z = (21, 22)7), which implies ¢/ ' C II~! = O.

4.3 The algorithm

Before describing the algorithm for module-LIP, let us start with an algorithm,
called TwoSquares, which solves sum of two squares equations in O for a totally
real number field K (i.e., equations of the form x?+y? = q where q € O is given
and x,y € Ok are the unknown). Algorithm TwoSquares works by reformulating
this as a relative norm equation in some well chosen CM extension L of K, and
then applying Algorithm NormEquation from preliminaries (Algorithm .

Algorithm 4.1 Finding sums of two squares in totally real fields (TwoSquares)

Input: A basis Bx of Ok, an element q € Ok, the factorization of [Nk (q)]|.
Output: All elements (z,y) € O% such that ¢ = 2 + 3.

1: Define L + K[X]/(X? +1).
Compute By, < a basis of O, using Lemma [2.6
S < NormEquation(Bk, Br,q, the factorization of [Nk (q)|).
Cast elements of S from L into K? (via the map a +bX € L > (a,b) € K?)
return SN O%

Lemma 4.5. Let K be a totally real number field and q € Ok . Given as input a
basis of Ok, the element ¢ € Ok and the factorization of [Nk (q)], Algorithm
(TwoSquares) computes all (z,y) € O% such that ¢ = x> + y*. Moreover, the
algorithm runs in time poly (log Ag, (log [Nk (q)|)"), where r is the number of
distinct prime factors of the ideal q - Ok .

Proof. Correctness. The field L = K[X]/(X?+1) is a totally imaginary quadratic
extension of K, and so L|K is a CM extension as desired. Moreover, the non-
trivial automorphism 7 of L fixing K is the map sending X to —X. Hence, for
any element z = a + bX € L, we have that Ny k(z) = 2z - 7(2) = a® + b%
To any solution (z,y) of the sum of two squares equation 2% + y? = ¢, we
can then associate a solution z = x +y - X € Oy, to the relative norm equation

26



N1k (2) = q. By correctness of the NormEquation algorithm (see Theorem,
the set .S contains all solutions to this relative norm equation. Note that not all
of them provide a solution to the sum of two squares equations, since some z =
x+y-X € S may have x or y not belonging to O (the set {a+bX |a,b € Ok}
is included in Oy, but the inclusion may be strict). This is why we intersect the
set S with the set {a +bX |a,b € Ok}.

Complezity. A basis of Of, can be computed in polynomial time from a basis of
Ok, using Lemma [2.6] which proves that Step 2 can be run in polynomial time.
For Step 3, we know from Theorem that it can be run in time poly(log Ay,
(log [Nk (q)])) - (1 + log [Nk (q)])" = poly (log Az, (log [Nk (q)|)")- Recall from
the preliminaries that log Ay = poly(log Ak), hence the previous quantity is
also poly (log Ag, (log [Nk (q)|)"). Finally, testing whether an element = +y- X
in S satisfies (x,y) € O% can be done in polynomial time using the basis Byz. O

We now describe our main algorithm, which solves we-smodLIPE when K is
a totally real number field and B is a pseudo-basis of a rank-2 module in O%. The
general case follows as a by-product in Algorithm [£.3] thanks to the coordinate
ideal C(M). Once a preliminary factorization of G(M) is done, the algorithm
tries to find two “nice” vectors for the input instance G’ = (G, (11, 15)). By nice,
we mean that we sample random vectors until we obtain somewhat short and
linearly independent v, v’, such that both ¢ = v*G’v and ¢’ = v"*G’v generate
a prime multiple of G(M) (recall that ¢q,¢ € G(M), so the ideals they generate
have to be a multiple of G(M)). As mentioned in the beginning of this section,
we will call the TwoSquares algorithm for q,q’, which requires to know the
factorization of Nk (q) and Nk (q'). Computing these factorizations can be done
efficiently once we know the factorization of N (G(M)), since we ensured that
q/G(M) and ¢’ /G(M) are prime ideals. Pairing these two-square decompositions
gives as many linear equations as there are entries in B: some of them must lead
to congruence matrices (others may be non-integral). We actually prove that we
find them all this way.

Theorem 4.6 (Assumption . Let K be a totally real number field and
M C O% an integer module lattice of rank 2 with pseudo-basis B = (B, I, I5)
and associated pseudo-Gram matriz G. Algorithm [[.2 takes as input a basis of
Ok, the pseudo-matriz B and G’ = (G',I],1}) an instance of wc-smodLIPE
and finds all congruence matrices between G and G'. Under Assumption the
algorithm runs in expected polynomial time in the size of its input and in

(poly(pK7 log A, size(G')))T + Tractor (N (G(M))),

where pg is the residue of the Dedekind zeta function of K at 1, and r is the
number of distinct prime ideals dividing the Gram ideal G(M).

At Step 13, we actually do not need to factorize again, since standard primal-
ity tests will give us both the prime and its valuation. Note that Algorithm
solves Wc—smodLIPg on input G’, but it does even more than this, since it finds
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Algorithm 4.2 Finding all congruence matrices for integer rank-2 modules.

Input: A basis Bx of Ok, a pseudo-basis B = (B, (I1,2)) of M C O% with pseudo-

Gram matrix G, and G’ = (G’, (I{,I})) ~ G an instance of we-smodLIPE.

Output: All congruence matrices between G and G’.

1:
2:

11:
12:

13:
14:

15:
16:

17:

18:
19:
20:
21:
22:
23:

I+ G(M); a=pr-P(d) (with P(d) from Assumption

Factor N(I) =[], q;j.

Generating two “nice” instances of TwoSquares

g 0; (u,0) = (0,0); s = 4% AY Y maxi 5 <a(||o(g) ) /2 - N (1))
(where G" = (g; ;)1<i,j<2)

while /|| (q)[|1 > s - /8d + log(4alog(s)) or ¢ - I~" is not a prime ideal do
I{ x It 5 (u,v)” < GaussianGram(G’, s).
q+ (u,v) -G (u,v)T.
end while
q +0; (v,v) + (0,0); s’ =144 -d - A}K/d -max(a?,1) - s
while (u/,v") € Spang ((u,v)) or \/[[a(q)[[1 > s" - \/8d + log(4alog(s’)) or ¢'T~*

is not a prime ideal do
I x I 5 (u,v")T  GaussianGram(G’,s’).
q — (W) -G ()T

end while

Solving the two instances of TwoSquares
Factor N(gI™1) = p° and N (¢'I71) = (p')f
S1 < TwoSquares(Bx,q,p° - Hj q;j); Sy < TwoSquares(Bk, ¢, (p/)f . Hj q;j)

Recovering the congruence matrices from the solutions to TwoSquares
S« 0.
for ((t1,t2), (t1,t5)) € S1 x S do

t1 t] wu\
D« (tz tlg) ' (v 1/)
V«B''D
if V is a congruence matrix between G and G’ then
S+ SU{V}
end if
end for
return S.
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all congruence matrices between G and G, when we-smodLIPE only asks to
find one such congruence matrix.

Proof. Correctness. First, note that thanks to the if condition in Steps 19 of the
algorithm, all matrices V' that are output by our algorithm are indeed congruence
matrices between G and G'.

Conversely, let us fix U € GLy(KR) a congruence matrix between G and G’
and show that U € S at the end of the algorithm. Let C = B - U. By definition
of congruence matrices, we know that C = (C, I, I}) is another pseudo-basis of
the module M. Moreover, we also know that U*GU = G’ = C*C. This means
that G’ is the pseudo-Gram matrix of the pseudo-basis C of M.

Let us define z = (z1,22)7 := C - (u,v)” (where u and v are as in the
algorithm, after exiting the while loop in Step . Since s satisfies the constraints
from Lemma (see the discussion below for the choice of s), the algorithm
GaussianGram is correct, and so we have u € I{ and v € I}. This implies that
z € M. Moreover, we have that ¢ := (u,v) - G’ - (u,v)T = 2*2 = 2% + 22. Since
M C 0%, the pair (21, 22) thus gives a sum of two squares for ¢. By Lemma
TwoSquares finds them all so the pair (21, z2) must belong to the set S; computed
in Step 14. A similar argument works for 2’ = (2}, 25)7 = C - (v/,v")T and Ss.

From this, we know that during the for loop of Step 16, there must be one
iteration where (t1,t2) = (21,22) and (¢],t5) = (21, 25). When this is the case,
then the matrix D computed in Step 17 must be equal to C. Note that this
computation makes sense since (u,v) and (u’,v’) are linearly independent. This
finally implies that the corresponding matrix V' from Step 18 is equal to U, and
so U € S at the end of the algorithm. Overall, this proves that, if the algorithm
terminates, then S contains all the congruence matrices between G and G’.

Complexity. We have seen that the Gram ideal G(M) can be computed in poly-
nomial time from the knowledge of G’. At Step 2, the norm of the Gram ideal
is factored, which takes time Tfqctor (N (G(M))) (note that since M C 0%, its
Gram ideal G(M) is integral, and so N(G(M)) € Z).

We discuss the choice of the parameters s and s’ for the sampling algorithm.
To work under our Assumption [I] they must be chosen above the smoothing
parameter 7, /2(o(M)) of the module lattice o(M). Equation ([I) tells us that it
is enough to take s larger than +/log(12d)/m - Aaq(o(M)). Now, we know from
Lemma that there exists a basis of o(M) whose vectors are all smaller than

Vd-2¢. A?I’(/(Qd) - Maxi<; <2 <||a(g3’j)1/2|| .N(Ié)l/d), so this must be an upper

bound on Agg(a(M)). Since 2¢ > \/dlog(12d) /7 for all d > 1, we conclude that
s > 5 >11/2(0(M)) as needed to apply Assumption [I|and Lemma

As a consequence, Lemma [3.8| ensures that steps 5 and 10 run in polynomial
time. Moreover, by correctness of the GaussianGram algorithm, we know that
0(2) ~ Dyary,s and 0(2') ~ Dy(ar),s, where z = C- (u,v)" and 2/ = C- (v/,0/),
as before.

Now we estimate the number of trials before satisfying the conditions on

Step 4. By Lemma applied to ¢ = (4alogs)™!, we have ||o(z)|| > s -
8d + log(4alog(s)) with probability at most e. Recall that ¢ = 2% + 232, so
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we have that ||o(q)|l1 = ||o(2)|?. This implies that the first condition in the
while loop is satisfied with probability > 1 — €. For the second condition in the
while loop, we have seen that Assumption [1|applies, so ¢I ! is prime with prob-
ability at least (alog(s/N(I)*/#))~! > (alogs)™' (recall that a = pg - P(d)
and that M C 0% so that N(I) := N (G(M)) > 1).

Overall, the probability to exit the first while loop in Step 4 is larger than
(alogs)™! —e > (2alogs)~?, using the definition of ¢?] The expected number
of iterations of the while loop is then < 2alogs = poly(log Ak, pk, size(G’)).

To conclude on this first while loop, note that all the operations performed
during one iteration of the while loop (including the two tests in Step 4) can be
performed in time poly(log Ak, px,size(G’)) (for the test that ¢/ ! is prime,
we use Corollary and we apply it only when the first test passes, which
ensures that A (qgI 1) < Nk (q) < ||o(q)||{ is not too big).

The reasoning for the second while loop is similar, except that we now also
want that (u/,v") be non-colinear with (u, v). This is equivalent to asking that 2’
is not colinear to z. In other words, we want z’ to avoid the rank-1 submodule
N := M NSpang(z). Again, Lemma 3. tells us that 2z’ ~ Dy, hence we want
to upper bound

Ps’ (N)

Ps’ (M) .

To estimate p, (N) and py (M) we would like to apply Lemma[2.3|(with e = 1/2).
We have already seen that s > 1 ,5(M) and by definition s’ > s, so this handles
the denominator. Since N has rank 1, observe that A\g(N) < )\fioo) (Ok)-M(N) <
A%d -||z||. Using the upper bound on ||z|| = \/[l¢g[[; and Equation (T), one can

check that s’ > 1;/2(N) as desired. We can then apply Lemma [2.3] and use the
fact that det(IN) > 1 since N C O% to obtain

Pry~p,, . (yeN)=

det(M) (s)?  _ 3det(M)
Pry.p, ., (y € N)<3/2- (s')2d e det(N) = (s)?
(S/)d/Q 1 1

< < <
T da- ()4 T da- (Vs)d T dalog(s')’

where the last inequality follows from the fact that s' > 1 (so that (v/s')? >
log(s")) and on the second line we used the fact that v/s' > (12« det(M))*/4 by
choice of s’. Indeed, replacing s’ by its value, the latter inequality is equivalent
to having 12 - vd - A}/** - max(a, 1) - s2 > (12acdet(M))"/¢ which is implied by
52 > (det(M))"/?. We know that det(M) < Aog(M)?? (this holds in any lattice),
so it is sufficient to prove that s > Ayq(M), which we have already proved
since this was required for the Gaussian sampling algorithm GaussianGram (see
Lemma (3.8)).

Similarly to the first while loop, we have that, under Assumption [1} the
probability that ¢! is prime is > (alog(s’))~!. The probability that /||q|l; =

20 Here we also use the general fact that for two events A and B, we can upper bound
Pr(An B) = Pr(A) - Pr(AN—-B) > Pr(A)—Pr(-B).
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|2’|| is larger than the bound in the condition is < (4alog(s’)) ™! (the argument
is again similar to the first loop). Combining everything, the probability to exit
the second while loop is at least

1 1 1 1
alog(s’)  4dalog(s)  4dalog(s)  2alog(s))

We conclude that the expected number of iterations of the second while loop
is poly(log Ak, pk,size(G")). Similarly to the first while loop, all the opera-
tions performed during one execution of the while loop can be done in time
poly(log Ak, pk, size(G”)).

Step 13 can be done in polynomial time since N (gl ') and N(¢'I~!) are
prime powers. The two calls to the TwoSquares algorithm in Step 14 can be per-
formed in time poly (log Ag, (log [Nk (q))"™) = poly(log A, px,size(G'))".
Here we used the fact that qOk and ¢'Ok have at most r + 1 distinct prime
factors since I = G(M) has r distinct prime factors and ¢/~ and ¢’I~! are
prime ideals. We also used the the fact that log| Nk (q)| and log| Nk (q')| are
poly(log Ak, pk,size(G")), thanks to the conditions on ||o(g)||1 and ||o(¢')|1 in
the while loops.

Finally, let us consider the final for loop from Step 16. Each step in this
loop can be done in polynomial time. For the number of iterations of the loop,
the proof of Theorem [2.16 gives [Si| < d?(log(|Nx(q)]) + 1)"*! and the same
holds for |S;|. Hence, the number of iterations of the loop is upper bounded by
poly(log Ak, px,size(G'))". This concludes the analysis of the running time of
the algorithm. ad

Before extending the previous result to modules in K2, we focus a little bit
on the particular case when M = 0% and K is the maximal totally real subfield
of a cyclotomic field L = Q({,). In this case, the Gram ideal is simply O,
leading to a polynomial complexity in d (the degree of K), the residue px and
the size of the input.

Corollary 4.7 (Assumption . Let K be the mazimal totally real subfield of
a cyclotomic field, and define I = (I2, (Ok)1<i<2) (this is a pseudo-basis of the
rank-2 module O% ). Under Assumption there exists a probabilistic algorithm
solving Wc—smodLIP% in expected polynomial time in the degree d of K, the
residue pg, and in the size of the input.

Proof. Since M = 0%, the Gram ideal is trivial thus with the notation of Theo-
rem r =1, and Algorithm solves Wc—smodLIPé2 in expected polynomial
time in pg, log Ak and the size of the inputs. Also, notice that the discriminant
of K can be computed ([38, Proposition 3.1]) and verifies log A = poly(d). O

Corollary 4.8 (Assumption. Let K be a totally real number field and M C
K? a module lattice of rank 2 with pseudo-basis B = (B, I, 1) and associated
pseudo-Gram matriz G. There exists a probabilistic algorithm (Algorithm
that takes as input a basis of O, the pseudo-basis B, and G’ = (G',I,1}) an
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Algorithm 4.3 Finding all congruence matrices for rank-2 modules.

Input: A basis of O%, a pseudo-basis B = (B, (I1, I2)) of M C K?, with pseudo-Gram
matrix G, and G’ = (G, (I1,I})) ~ G an instance of wc-smodLIPE.
Output: All congruence matrices between G and G’.
1. J«Cc(M)™!
2. By (B,{J Li}i=12) ; Gy < (G {J - Li}i=1,2) 5 GG < (G',{J - [[}i=1.2)
3: S+ Run Algorithmwith B;,Gy and G

4: return S.

instance of we-smodLIPE and finds all congruence matrices between G and G'.
Under Assumption[1] the algorithm runs in expected time polynomial in its input
size and in

(poly(pK7 log Ak, size(G'))) ' + Tractor (N (RG(M))),

where 1 s the number of distinct prime ideals dividing the relative Gram ideal

RG(M).

Proof. Correctness. By Lemma (4), M’ = C(M)~!- M is an integer mod-
ule lattice not contained in p? for any prime ideal p C Ok. Using (3) we get
RG(M) = RG(M') = G(M') (since C(M') = Ok). The last thing to observe
is that scaling the module doesn’t change the set of solutions to modLIP. This
is because a congruence matrix U between Gy := (G,J - I,J - I3) and GfI =
(G',J - I, J - Iy) satisfies G' = U*GU and w;j € (J - I;) - (J - I})~" = L(I})~",
80 it is also a congruence matrix between G and G’.

Complezity. The relative Gram ideal can be computed in polynomial time in
the size of B and G’; has size poly(size(G’), size(J)) = poly(size(G’)), thus the
complexity follows from Theorem O

5 Implementation of the algorithm

We have implemented a proof-of-concept of our algorithm mixing Sagemath and
PARI/GP, for the totally real (maximal) subfield K of cyclotomic fields L =
Q(Gm)- The current version of the code only works for fields with conductor
m = 4k: this ensures that L contains a primitive 4-th root of unity (equivalently
L = K[X]/(X? + 1)), which simplifies the code and covers the cryptographic
relevant case where m = 2¢. This also allows us to use our implementation of
the Gentry-Szydlo algorithm as in this case, K[X]/(X? +1) = L is a cyclotomic
field. For other conductors or more general CM-extensions, a previous version
of the code worked on toy-sized examples as a proof-of-concept, but we did not
push more in this direction.

Our approach follows the structure of Algorithm .2 We give more details
in Appendix [C] and refer to our code in jour public repository. Nonetheless, we
briefly report some experimental results and observations. In our experiments,
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we selected instances (Q, B), with B a basis of O% and Q = B” - B, where B
had a quite short column (to emulate the situation in Hawk) but usually the
second column would be much bigger. Our values of choice for m included the
power-of-two case but also various other of the form 4k (see Table (1) below).
In the table, we also display the quantity 2d, which is the dimension over Z of
the module lattices involved in the problem (recall that they are rank-2 modules
over K, and that d = deg(K)). For a larger experiment, using PARI/GP 2.16
and its LLL relying on the “Flatter” algorithm [32], we could also solve the
congruence problem for m = 512 (lattices of dimension 2d = 256) in about 29
hours, essentially all spent in the two call to Gentry-Szydlo algorithm.

(m, 2d)|(64,32) (128,64) (256,128)
Time ‘ 2 25 850

(m, 2d) |(124,60) (204, 64) (228,72) (276, 88) (260,96) (232,112) (340,128) (296, 144)

Time ( ‘ 33 53 74 195 434 652 2980 4205

Table 1. Times in seconds for attacks over various maximal totally real subfields K of
cyclotomic fields with conductors m = 4k, averaged over 5 instances. The degree d of K
is ¢(m)/2, and the lattices involved have dimension 2d. The upper table are powers-
of-two. Experiments performed on a MacBook Pro (Apple M2), with Sagemath 10.2
and Pari/GP 2.15.5.
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A Worst-case to average-case reduction for module-LIP

In [I4] is given an average-case version of a module-LIP problem in which the
instances of the problem are sampled following a certain distribution. This is
used to generate secret keys (i.e. congruence matrices) and the security of the
signature scheme Hawk thus lies on the average-case version of this problem
(see [14, Algorithm 1 and Algorithm 6]). To ensure security, a worst-case to
average-case reduction is proved ([I4, Lemma 5]).

This appendix contains somehow a generalization of the result mentioned
aboveE To do so, we provide a polynomial time algorithm (Algorithm
which, given as inputs a pseudo-matrix B (with associated pseudo-Gram matrix
G) and a parameter s > 0, samples congruent forms G’ ~ G, together with a
congruence matrix between them. An average-case version of module-LIP follows
naturally and we prove a worst-case to average-case reduction. That means that
solving module-LIP with an instance generated from this distribution is as hard
as solving module-LIP for any instance, up to some polynomial-time operations.

Sampling module vectors. From G we can define a distribution D¢g s (with pa-
rameter s > 0) on I; X -+ x I; as usual (Definition . Fixing Z-bases of the
coefficient ideals, we can use Minkowski embedding to associate a positive defi-
nite quadratic form ¢(G) € S7,°(R) (Deﬁnition. In this paragraph we prove
that D¢ s and the distribution on I; x - - - x I, obtained by sampling the coordi-
nates (in Z%) with DiscreteGaussian(¢)(G), s) coincide (Lemma . This is
a more detailed proof of the fact that the outputs to GaussianGram introduced
in Lemma [3.8 follow a Gaussian distribution.

Definition A.1. The distribution Dg s on Iy X --- X I, with parameter s > 0 is
defined by

PX=x) = oPCrllie/s)

XDryoxtp S exp(—rllyllz/s?)
ye]lx-“XIg

where x € I x -+ x Iy and ||y||% = Tr(y*Gy) >0, foranyy € Iy x --- X Iy.

Definition A.2. For any g € K and ordered set o« = {a1,...,aq} C K we put

balg) = (Tr(aig-a;)) e Mu(R).

1<i,j<d

! Module-LIP as defined in [14] asks for a congruence matrix with determinant one,
this is not a condition we kept in our definition of module-LIP. Also, the distribution
used in [14] for key generation is different from the one we will present so the average-
case problems are not the same.
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Now writing G = (g j)1<i j<¢ and given Z-bases o) = {ozgj), cees a((ij)} of I; for
every j € {1,...,L}, we define

‘%m(gl,l) ‘ e ‘%(@) (91,0) ‘
¢(G) = R S Sdg(R).
‘1/@(1)(9@,1) ‘ e ‘wau) (9e,e) ‘

Note that this depends on the choice of a Z-basis for each coefficient ideals. When
the notation ¥(G) is used, we mean that LLL-reduced Z-bases of the coefficient
ideals are fixed. Now we prove that this is indeed the matrix of a positive definite
quadratic form. For a matrix B = (by]...|bs) € M,(Kg) and ideals I3, ..., I,
with respective Z-bases o), ..., a®), we define B € My(R) whose columns are

given by I;j(d,l)ﬂ« = O'(Oél(-j) bj)eR¥ for1<j</fand1<i<d.

Lemma A.3. Given B = (by]...|by) € GLy(KR) such that G = B*- B, we have
¥(G)=B""B,

In particular ¢(QG) is symmetric, positive and definite.

Proof. Let us write G = (g;;)1<i,j<¢ and let 1 < s,¢t < df. There are unique
1 <ig, i <dand 1 < js,j: < £such that s = j(d—1)+is and t = je(d—1) +s.
Then the coefficient (s,t) on the right hand side is

(b, by)cae = (a(a) - by.),0(al?) - b),))cas

=Tr(al) b5 b, o)

=Tr(al - g;. ;. 'agft)),

ls

which is by definition the coefficient (s,t) of ¥(G).

Lemma A.4. Letal) = {agj), . .,aglj)} be a Z-basis of I; and x = (z1,...,2;) €
Iy x---x1I;. For every 1 < j < { we put (zlw)i the coefficients of x; in the Z-basis
of I ie., xj = 3¢ Z(J)O(Z(»]) and z = (Z(J))i,j € ZU. Then for any s > 0,

=11 i

P(X=2) = P(Z=2).
X~Dryx.xIy,s Z~Dy(a),s

Proof. Let s > 0. It is enough to prove that
exp(—7[z][&/5%) = pua),s(2) = exp(=m(zT¥(G)2)/s”).
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Let B = (by|...|b) € GL¢(KR) such that G = B*B, then by the previous
lemma 279 (G)z = (Bz)T - (Bz) and by definition of B,

2

M=
Pﬂl“

B-z= i(d—1)44
j=1i=1
¢ d
— (Z Z (7) ,Z(j))
j i=1
= O’(Z bj l‘j)
j=1
=0(B-x)

Therefore we obtain as expected,

2T(G)z = (Bz, Bz)car
=Tr((Bx)*(Bx))
=Tr(z*Gz)

=zl

Sampling congruent forms. Let us fix a pseudo-Gram matrix G associated to
the pseudo-basis B of a module lattice M. Using the algorithm GaussianGram
of Lemma [3.8 with input G and parameter s > 0 we can sample in the product
I; x -+ x I (recall that the coefficient ideals are represented by fixed Z-bases).
Following the idea developed in [I8] Fig. 2] we sample enough vectors (enough to
get a rank ¢ matrix) and apply the CHNF algorithm to extract another pseudo-
basis of M together with the pseudo-bases change U. Then from G and U we
can build a congruent pseudo-Gram matrix G’ ~ G.

Lemma A.5. For any pseudo-matriz B = (B, (I;)1<j<¢) with B € GLo(K) and
associated pseudo-Gram matrizc G = ((9i,j)1<i,j<e» (Ij)1<j<e)), and parameter

d -log(2d¢ + 4
> [ LHBCELED o A - s (g0 (1)),
Algorithm returns a pseudo-Gram matriz G’ = (G', (J;)1<j<¢) congruent to
G = (B*B, (I )i<j<i) together with a congruence matriz U between G and G'.
Is it a probabzlzsttc algorithm which runs in expected time poly(d, ¥, logs).

Moreover, the result depends only on the equivalence class of the input, in the
sense that for any congruent pseudo-Gram matric H = (W*GW, (H;)1<i<e),
running steps 9-11 with H and W~'Y instead of G and Y gives the same
output. This defines a Gaussian distribution on |G| with parameter s, denoted

Ds([G))-
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Algorithm A.1 Sample congruent pseudo-Gram matrix.

Input: A pseudo-Gram matrix G = (G, (I;)1<i<¢) coming from a known pseudo-basis

of M, and a parameter s > 4/ w -2 A%(Qd) - maxi<j<e (Hg(gj’j)l/QH .
N (1)),
Output: A pseudo-Gram matrix G’ = (G', (J;)1<i<¢) equivalent to G together with
a congruence matrix U between G and G'.
C+1—(1+e ™) " and m+ [%]
for 1 <i<mdo
I x -+ x I; 3 y; + GaussianGram(G, s)
end for
Y+ (y1].--]ym) € Mexm(K)
if Y has rank < ¢ then
Restart
end if
(H,(J; ") 1<i<e,Uo) + CHNF(YT, (I, ") 1<i<e), [10, Algorithm 1.4.7].
U« UT
: return G’ = (U*GU, (J;)1<i<e),U)

o= R A A > o

— =

Proof. Correctness. At step 9, properties of the CHNF give Y7Uy = H and
U?J» c Iiile (where Uy = (U?,j)lgi,j§6>a v?,j < J;llj (where Ual = (U?’j)lgi’jgg).
Thus at step 10, the matrix U = U(;T has coefficient (i,j) in IZ-J;1 and it is
a congruence matrix between G and G’ (with notations of step 11). Thus the
algorithm ensures a pseudo-Gram matrix G’ ~ G together with the congruence
matrix.

Complexity. Sampling from GaussianGram (thanks to Lemma and the
CHNF Algorithm [10, Algorithm 1.4.7] run in polynomial time in d, ¢ and
log s. We need to estimate the probability of failure at step 6. Let T be the
random variable counting the number of iteration before founding a set of full
rank vectors. By Lemma 5.1 of [2I] (and because s > max;<;<¢||o(g;;)"?| >
Aae(o(M))), for any ¢ € {1,...,dl — 1} and set of vectors {y1,...,y;} sampled
from GaussianGram(G, s), the probability that y < GaussianGram(G,s) does
not belong to the span of y1,...,¥; is greater than C' := 1 — (1 + e ™)"L. Let
m = f%ﬁ and X1q,...,X,, be Bernoulli variables with success parameter C, and
Sm = X1 + -+ 4+ X, Then, the probability pe.; of not finding ¢ linearly inde-
pendent vectors within m sampled vectors is upper bounded by the probability
P(S, < £—1), where Sy, follows a binomial distribution with parameters m and
Ci.e.,

Pfait < P(Sm < €—1).
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Using Hoeffding’s inequality,

praa <P(22 -0 <1 )

m

Therefore,
1

< 2.
1 — pann

E[T] <

Independance from G. Finally we prove that the result depends only on the
equivalence class of G. Let (W*GW, (I])1<i<¢) be equivalent to G, where W =
(wij)1<i,j<¢ € GL¢(K). Denote by (H’, (J'; " Y1<i<e, U}) the CHNF Algorithm
of [10] applied to the pseudo-matrix (YZW =T, (I} ™")1<i<¢) and U’ = U}~ ". By
unicity of the CHNF (there is a unique pseudo-matrix in CHNF in the orbit of
G for the multiplication equivalence relation), we obtain

W)Wy =u) ' wly = (YW U = H' = H = (YTUy)T = Uy,
so (U)"'W=t =U~! and U’ = W~1U. Then,
(U'VW*GWU' = U*W *W*GWW U = U*GU.

Also, the unicity of the CHNF implies J! = J; for all 1 < i < ¢ so the pseudo-
Gram matrix returned is the same and this concludes the proof. a

Average-case problem. Now that we have an efficient algorithm to generate in-
stances of module-LIP, it leads us to an average-case version of the problem.

Definition A.6 (ac-smodLIPL®). For B a pseudo-basis of a module lat-
tice M C K* with associated pseudo-Gram matriz G, the average-case search
module-Lattice Isomorphism Problem with parameter K, B and s denoted by
ac—smodLIPg’S is, given as input any pseudo-Gram matriz G' ~ G sampled
from Algorithm [A 1] with parameters G and s > 0, to find a congruence matriz
between G and G’.

The following results states that an oracle solving ac—smodLIP?’S also solves
we-smodLIPE, up to a call to Algorithm

Proposition A.7 (ac-smodLIPg’S > we-smodLIPE). Given an oracle that

solves ac—smodLIPg’s in time T with probability p > 0, one can solve wc—smodLIPE
in time T + poly(d, £,log s) and probability p, where

d-log(2dl + 4
52| THBREED ot ACO . mas (o902 - ML),

™ 1<j<e
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Proof. Let G’ = (G', (J;);) be any pseudo-Gram matrix equivalent to G. First,
we sample G = (G, (H;);) equivalent to G together with U” = (u;;) such
that G” = U"*GU" and uj; € I,»Hj_l. This is done in time poly(d, ¢,log s).
Now we can apply our oracle to solve an average-case LIP instance ; we find
U’ = (u; ;) with inverse V' = (v; ;) such that G = U”G'U’ and u; ; € JiHj_l,

(S HZ-JJ»fl. Let U =U"U""' =: (u;;) € GL,(K), then G’ = U*GU and

¢
V(’L,j) S {1,...,[}2, Uj, j :Z ug’k-v;€7j EIiJJ»_l,
B o
€ (L V) (Hy T3 )
so U is a solution to the worst-case problem i.e. a congruence matrix between
G and G'. ad

B Justifications for Assumption

In this appendix, we provide theoretical and experimental evidences in favor of
Assumption [T}

Theoretical justification. First, recall that by Lemma[d.2] the ideal I is generated
by the elements of the form 27 + 22 for (21,22)7 € M. Hence, there exists no
prime ideal p such that p divides (22 +22)I1~! for all (21, 22)” in M. This does not
mean that all integral ideals a are realisable as (2 4+ 23)I~!, but at least, these
ideals should be co-prime when (21,22)7 ranges over M. In terms of support,
there is then some hope that some prime ideals can be realisable as (27 +23)1 1.
Note also that we chose s > 7, /2(M) to ensure that the Gaussian distribution
does not always fall in a sublattice of o(M) of smaller dimension.

With these precautions taken, we assume that the ideal g/ ! behaves like a
“random” ideal of Ok, with the condition that its class in the class-group should
be the same as the one of I~!. We now argue that if one picks a random integral
ideal a in a fixed class of the class group, then the probability that a is prime
is roughly (px -log AN (a))~!. While founded on non-trivial results in number
theory, the next arguments are somewhat standard.

Let C be a fixed class of the class group. We will write ic(X) the number
of integral ideals in the class C' of norm bounded by X and pc(X) the number
of prime ideals in the class C' of norm bounded by X. The next results give
asymptotic bounds (when K is fixed and X tends to infinity) on the quantities
ic(X) and pe(X), from which we will derive the (asymptotic) density of prime
ideals in a given class C.

First, it is known that po(X) ~ X/(hk - log X) when X tends to infinity
(and K is fixed). A reference for this claim can be found in [29, Se. 7.2, Cor. 4],
when instantiated with I = Ox P

2 In this case, the quantities Hj(K) and hj(K) from the statement are simply the
class group CI(K) and the class number hx of K (the notations Hj (K) and h7(K)
are defined in Section 3.2 of [29]).
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For the quantity ic(X), Theorems 39 and 40 from [26] and the class number
formula provide the estimates ic(X) ~ px - X/hk. Combining these two esti-
mates, we obtain that the probability that a uniform ideal of norm < X in a
given class C is a prime ideal is asymptotically equivalent to (px - log X)~!.

All these computations give us an expected behaviour, when the bound X
tends to infinity and K is fixed. In our case, we would like to consider ideals of
potentially small algebraic norms, and we are not even sure that our distribution
produces ideals uniformly distributed in a given class below a bound X. Hence,
our main assumption is to suppose that even though we do not satisfy all the
requirements needed, the previous asymptotic bound still holds somehow in our
case (up to a potential polynomial loss). In other words, we assume that the
probability that ¢I~! is prime is roughly (px - log N'(¢gI 1) - poly(d)) 1.

Finally, we upper bound the quantity N'(¢) by ||o(q)||¢ < (sv/d)?, which holds
except with negligible probability using Gaussian tails bounds (see Lemma.
Note also that the quantity appearing in the assumption is log(s/N (I)'/%) and
not log(s?/N(I)), because we moved the factor d in the polynomial P(d).

Experimental justification. We verified experimentally our assumption on num-
ber fields K that are the maximal real subfields of cyclotomic fields. The code for
the experiments is available in our public repository (in the folder experiments_
for_assumption). With these experiments, we tried to assess two claims:

— that the ideal ¢/ ! is prime with probability roughly (pg - log N'(gI~1))~t,

— and that the quantity (px - log(s/N(I)"/¢) - Pr(g- I~ is prime ))_1 grows
at most polynomially with d (it is supposed to be upper bounded by the
polynomial P(d) if our assumption holds).

In order to test these two claims, we performed multiple tests with different
number fields, different modules for a given number field, and many random ¢ for
each module. More formally, we tested all K that are the maximal real subfield
of a cyclotomic field of conductor < 160 (those have degree d at most 78). We
then tested some more maximal real subfields of cyclotomic fields (but not all
of them), up to degrees d = 125.

In each of these number fields K, if the degree d of K was < 45, we generated
10 random free modules M of rank 2 (even 20 modules if d < 21). We did not
impose any restriction on the Gram ideal G(M) of the module. Most of them
were equal to O, but some of them were non-trivial. When d was larger than
45, we did not consider 10 random modules, but only 1 module per field, namely
the module O%. We also added this specific module to the 10 and 20 modules
already generated for the small dimensional number fields.

For each number field and each module M generated, we then sampled be-
tween 1000 and 5000 Gaussian vectors (z1,22)T € M and computed the empirical
probability Pempirical that ¢l ~1 be a prime ideal (K and M are fixed here, and
the empirical probability is computed only over the random choice of ¢). We
also computed the expected probability Pexpected to find a prime ideal. To do so,
for each random ¢ generated, we computed 1/(px log N'(q/I)), and we took the
average of this quantity over all ¢’s (for a fixed module).
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In Figure |1} we plotted the ratios Pempirical/Pexpected for all number fields,
and all modules, as a function of the degree d of K. The red crosses represent
the modules O% and the blue dots are the random modules (only for small
degrees). One can check that this ratio is always between [0.4,2.2], hence, the
quantity Pexpected seems to approximate relatively well the empirical probability
Pempirical- One can also check on the small dimensional fields that the module
02 does not seem to have a behaviour significantly different from the random
modules. The slightly larger deviation observed in the blue dots for number fields
of degree between 21 and 45 might be explained by the fact that those empirical
probabilities were obtained using only 1000 random ¢, whereas the blue dots for
d < 21 and the red crosses use at least 2000 random ¢’s.
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Fig. 1. Ratios Pempirical/Pexpected as a function of d for various fields K and various
modules M. The red crosses correspond to M = O% and the blue dots correspond to
a random free module M

In Figure [2| we plotted the quantity @ := (Pempirical -+ px - log(3))™! as a
function of d. Here, § = max(e,s/N(I)'/?), where the max is here to ensure
that log § > 1 is not too small (this can happen in small dimensional examples
and caused some weird results, which disappear when the dimension increases).
Recall that this quantity is supposed to be upper bounded by P(d) for some
polynomial P (if our assumption holds). The result on the figure seem consistent
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with this assumption (the polynomial P(d) even seems linear in d). Once again,
there is one blue point per random module and one red cross per O% module.
Overall, our experimental results seem consistent with Assumption [I]
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Fig. 2. The quantity @ as a function of d for various fields K and various modules M.
The red crosses correspond to M = ©@% and the blue dots correspond to a random free
module M

C Details about the implementation

This section contains more technical details about our implementation of the
attack, and some explanation for the choices we made there. Our code is available
in jour public repository (in the folder attack), and a high-level description of
the implementation (with timings) is provided in Section

On the Gentry-Szydlo’s algorithm. The Gentry-Szydlo algorithm (in its
initial form, over cyclotomic fields [20]) is a relatively complicated to implement
algorithm. The main idea of the algorithm is to notice that if P is a prime
number that splits completely in the cyclotomic field L, then O /(POp) =
(Fp)des(X)  and so, by Fermat’s theorem, any x € O, coprime to P satisfies

44


https://gitlab.inria.fr/capsule/code-for-module-lip

zP~1 = 1 mod P. Assume now that J is a principal ideal generated by some

element g € Oy, then JP~1 is still principal, generated by g©~!. If one is able
to recover a small multiple a - g ' of this generator, then reducing it modulo P
reveals ¢ mod P. Now, if P is large enough compared to a, this allows to recover
a exactly, and then recover g’ ! from a-g"~!. Finally, computing a root of g1
in L enables to recover g (up to roots of unity). This high-level description of the
algorithm does not actually work, since it would require P to be exponentially
large, causing the size of the elements to explode. A nice explanation of how to
handle this issue can be found in [I9], Section 7.3].

The Gentry-Szydlo algorithm is not natively implemented in Sagemath. We
found a previous implementation of the algorithm in Pari/GP, done by de Vil-
marest and Kirchneﬂ and used in the article [4]. Unfortunately, we failed to
use this implementation of the Gentry-Szydlo algorithm for our attack. More
precisely, we managed to use the implementation of de Vilmarest and Kirchner
on some instances, but the algorithm failed on some other instances without us
understanding why (we guess that this was due to a bad choice of parameters
at the beginning of the algorithm).

We decided to re-implement the Gentry-Szydlo algorithm in Sagemath for
our attack. We did not target efficiency, but mainly stability of the algorithm.
We followed the description of the algorithm provided in [19], Section 7.3], and
used built-in Sage functions for manipulating ideals and number fields. The main
bottleneck of the algorithm in large dimension are the (multiple) calls to an LLL
algorithm in ideal lattices. We run the LLL algorithm on the Gram matrix of
the ideals, and do so by calling Sage’s function LLL_Gram, which itself calls the
qflllgram function of Pari/GP. This function has recently been improved in
Pari/GP, using the “Flatter” framework [32], but this optimization is not yet
available when Pari/GP is called through Sage. In order to improve the running
time of the Gentry-Szydlo algorithm, we enabled the user to specify a path to
a recent installation of Pari/GP (with a fast qf1llgram implementation), and
use it instead of Sage’s default LLL_Gram function. With this optimization, the
cost of LLL is still dominating the running time of the algorithm, but it can be
decreased by a factor 2 is large dimensions (2 200).

On the NormEquation algorithm. We now explain NormEquation for our
relevant fields, that is, L = Q((,,) is a cyclotomic field with m = 4k, and K is
its maximal totally real subfield. If 7 is the non-trivial automorphism of L|K,
we write 7(a) = a*. Note that if a is a solution of ¢ = a*a, then p - a is also
a solution for all roots of unity p € L. On input an arbitrary principal ideal
qO¥, we factor it as a product of prime ideals in O, which are then separated
in inerts, ramified and splits parts in Op. The separation can be done e.g. by
checking how the polynomial X2 4 1 factors in finite fields. For simplicity, we

3 available at https://alexgelin.fr/doc/GenRec.tar.gz.
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will consider unramified primes in this section, so that

quZHPG'qu-

inert split

If ¢ = a*a, we observe that primes above the inerts dividing Ok must have an
even valuation since they must appear both as divisors of aOy, and a*Op. We
can early-abort if this is not the case since there would be no solution. Now let
us write

OL,=1r- [ ©a,

ONOk split

where I = H‘BOOK inert B¢ is the product of all primes above the inerts of
pOgk. We then need to find principal ideals among all possible products I -
[Tanos spiic Q% - (Q)7~ as their generators are candidates for solutions of the
equation ¢ = a*a. Having computed all the products, we have in fact Z-bases for
all the ideals to be tested, as well as the relative norm g of its potential generators:
this is where using Gentry-Szydlo algorithm makes this step polynomial time.
As mentioned above, we provide an implementation of this algorithm on our
repository that works well for small dimensions (¢(m) < 100) and reasonably
well up to m < 300.

On the TwoSquares algorithm. We now assume that NormEquation finds all
solutions for the equation ¢ = a*a. The TwoSquares algorithm takes in input
the set of all solutions to a relative norm equation ¢ = a*a from L = K(i) to
K, and find those corresponding to a = u + iv with u,v € Og. The next lemma
characterizes these particular solutions. Recall that Try x(x) = @ + 2* is the
relative trace map, and that it sends Oy, into Ok.

Lemma C.1. We have Ok +iOg = {x € O : Trpg(z) € 20xk}.

Proof. On the one hand, if 2 = a+ib with a,b € K, then Trp|x(2) = 2a. On the
other hand, we have the identity 2z = Trp|x (z) +i Trp g (—iz). Then if z € O
is such that Trz g (z) € 20k, then Trp g (—ix) € 20 NiOk, which gives the
result. a

Then, let b be any solution of the relative norm equation. Using the above lemma,
when the relative trace is in 20k we directly compute u = (1/2) - Try | (b), v =
(1/2)-Trp x(—ib) € Ok such that (u+iv)(u—iv) = u® 40> = ¢. We implement
this with a simple parity check of the coefficients for a given basis of Ok, and
this allows to filter out sums-of-two-squares. In e.g. sagemath where the ring Ox
can be instantiated, this can also be done in a black-box by testing membership.

On the CongruenceSolver algorithm. To test our complete attack, we provide
an algorithm to generate bases of O% and their associated quadratic form Q of
determinant 1. The idea behind the algorithm is a basis completion algorithm:
take any vector u € O%, find a v € O% such that det(u,v) = 1. One can also
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check [10, Alg. 1.3.16] for the basis completion step, which we have borrowed in
our implementation. We also do not aim for efficiency, and thus do not try to
exploit any tower structure of the totally real subfield. However, if we stop at
finding a v as described in the given reference, it will likely have large coefficients
and so we also do a step of algebraic “size-reduction” using a basis of Ox to
express our elements. For the NTRU enthousiasts out there, this is a similar
procedure as in Hawk [I4] and other NTRU key-generation algorithms, except
that the ambient field is different so the operations are less efficient. In particular,
there are less standard choices for the basis that is used to represent Og. Let
K =Q(#),so that 1,0, ...,09" 1 is a Z-basis of O . Experimentally, we observed
that although easy to use, this tended to not be the best basis from a geometric
point of view; in other words, the coefficients tended to be much larger with this
basis than the other one we describe below.

Lemma C.2. Let 1o = 1,71 =0 and for2 <i <d—1, 7, =, +¢,°. Then
(Ti)o<i<d—1 18 a Z-basis of O.

Proof. This is observed by expanding each #?, and noting that 7; € K. Let us
write ( = (;,, to lighten the notation For an even exponent, we readily compute

2i—1

922' _ CQi + 4722' + Z (2Z> CQi*jcfj
=1 N

_ S (20 (2tims) o 20imd) 2
=Tty ; (¢ +¢ )+ (5

Jj=1

(2
= T +Z <j>7'2(ij)7

j=1

and a similar expression is derived analogously for the odd case. This shows that
the matrix to express the 6*’s from the 7;’s is triangular with 1 on the diagonal,
and has integer entries. In other words, it is unimodular and thus (7;); is a basis
of OK. (]

To see that the geometry is better, one can look at the matrix G = [Trg o (7:75)]s 5,
and notice that it is indeed quite sparser and has much smaller entries as when
the degree of K grows. This comes from the vanishing of many sums of roots
of unity. For the best case where m is a power of two, we can even show that
G is diagonal with small entries. For completeness we gather this in the lemma
below.

Lemma C.3. If m = 2°, we have G = Diag(d, 2d, ...2d) € Z4*4.
As a direct application, we find that 2Ax = /Ay, for these conductors.

Proof. The upper left coefficient is seen as Trg|g(1) = d. Let ¢;; = 7i7; for
0 <i,j <d—1. We have that ¢;; = ("™ + ¢~0+9) 4 ¢ 4 ¢==9), The chain
rule for relative traces is Trz, g = Trg|g o Trz |k, from which we see Tryg(€i;) =

47



Trrip(¢"7) + Try(¢*~7). By symmetry of G we can restrict to j < ¢. When
i = j we have (*"7 = 1 and then Try (1) = 2d. Recall that the Galois group
acts on ¢ by exponentiation to an integer in (Z/mZ)*, which in this case means
exponentiation to an odd power. For the other term, for all £ not multiple of d,
we thus have

d—1 4 -1 m_1
Trpo(¢%) = ;c’“@”” = ;cm = =0,

first by definition of the absolute trace, then using the geometric sum and the
fact that ¢ is a primitive m-th root of 1. This gives the result. O

For these conductors, the Gram matrix of the power basis is much worse. To
compare, the bottom right coefficient in the Gram matrix of the power basis,
for example, can be calculated from the lemma and properties of the trace to be
(Q(dd:ll)) -d. The general case is more tedious as one needs to take into account the
possible values of the trace at exponents that are not coprime to the conductor.

On the FindPrimeNorm algorithm. Moving onto the attack, we need to find
sums-of-two squares that are also prime in K from the knowledge of Q. We
implemented an implicit Gaussian sampler to do so, outputting vectors z =
(u,v) € O% while keeping the coefficients of the found ¢ = 2% + y? = 2'Qz as
small as possible. Indeed, in previous versions our more naive approach resulted
in substantially larger ¢’s, which incurred a non-negligible cost on computations.
To check for primality of the ideal ¢Ok, our first approach was a to rely on a
(probabilistic) prime-power testing implemented in sage, giving us (p,e) such
that N(q) = p°. Then we would factor the defining polynomial of K over F, to
find the possible two-element representation of ¢Ox among the factors. Experi-
mentally, it was almost always the case that e = 1, or equivalently, that p totally
splits in K. Therefore in our current version we directly aim at finding a element
q of prime norm, which also makes the next step cheaper. This is of course a
trade-off on the amount of repetitions, but experimentally, the benefit on the
following computations was significant and we therefore kept this alternative
strategy in our published code.

Finalizing the attack. Once a prime ¢ is found in K, we need to find its
factors in L, and we want to avoid to re-factor (or deduce the primality of)
the absolute norm by using black-box functions. As L|K is quadratic we know
that either ¢Ogk splits totally, is inert, or ramifies. By construction, we have
q =122+ y? = (z +iy)(z —iy) so in fact, ¢ must always split.

This is similar to the situation over Z, where primes that are sums of two
squares must satisfy p = 1 [4], which equivalently means that they split in the
ring Z[i]. Moreover, the two factors must be conjugate by the involution, so if we
know the generator g for one, we have the other. This means that we only need
to do one call to the Gentry-Szydlo algorithm by prime that we find at this step,
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making it a total of two to get to the last phase. We still need to feed input to
Gentry-Szydlo. We can use the polynomial X2 — #X + 1 defining the extension
L|K; as we know it will have two factors modulo p, we just need to compute a
square root of Ay g = 6% — 4 modulo p to then deduce the linear factors. Note
that p could be large if we did not control its size previously.

In the end we obtain two linearly independent vectors z; = (uy,v1) and
29 = (ug,v2) which are also sums of two squares in O%, and for which we
have all the possible sums. Following Step 17 to 20 in our algorithm, we then
build all possible matrices corresponding to pairs of solutions, then check if they
indeed give a congruence matrix (this amounts to check if the entries have a
denominator). As we know already the determinant of the potential congruence
matrices, we can filter out the matrices that would not fit and only do linear
algebra with the ones we need. Additionally, we know that the group of Ok-
isometries acts on the set of solutions. This group has 4 elements (identity,
negation, permutation of the two basis vectors and the composition of these
two), which is also what we expect as a number of final solutions. Once one is
found, we could obtain the other by using this action. In our published code, we
did not implement this idea, and merely enumerated all (filtered) matrices until
exhaustion. Overall, we could successfully recover the congruence class of Hawk-
type Gram matriceﬂ for different conductors in about 1100s for conductors as
large as 256 (or a bit larger, when not a power of 2). Up to conductors about
50, the algorithm performs well and the attack takes mere seconds. For m from
50 to about 200, the attack is slower, with the two Gentry-Szydlo steps clearly
dominating the running time. Notably, the attack never fails in the sense that
we always find back the basis B such that BB = Q.

24 Hermitian forms corresponding to a (secret) basis of the free module O%.
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