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Abstract—Introducing Small Cell Networks (SCN) has sig-
nificantly improved wireless link quality, spectrum efficiency
and network capacity, which has been viewed as one of the
key technologies in the fifth-generation (5G) mobile network.
However, this technology increases the frequency of handover
(HO) procedures caused by the dense deployment of cells in
the network with reduced cell coverage, bringing new security
and privacy issues. The current SG-AKA and HO protocols are
vulnerable to security weaknesses, such as the lack of forward
secrecy and identity confusion attacks. The high HO frequency of
HOs might magnify these security and privacy concerns in the 5G
mobile network. This work addresses these issues by proposing
a secure privacy-preserving universal HO scheme (UniHand) for
SCNs in 5G mobile communication. UniHand can achieve mutual
authentication, strong anonymity, perfect forward secrecy, key-
escrow-free and key compromise impersonation (KCI) resilience.
To the best of our knowledge, this is the first scheme to achieve
secure, privacy-preserving universal HO with KCI resilience for
roaming users in 5G environment. We demonstrate that our pro-
posed scheme is resilient against all the essential security threats
by performing a comprehensive formal security analysis and
conducting relevant experiments to show the cost-effectiveness
of the proposed scheme.

Index Terms—Universal Handover, 5G, SCN, Authentication,
Privacy, KCI Resilience.

I. INTRODUCTION

The generations of cellular network standards have evolved
continuously, and each generation offers new improvements
over its successor to cope with the market needs. The newly
deployed cellular network (the fifth generation) provides
its users with a better realisation of continuous access to
networks worldwide. Increased network capacity guarantees
faster speed, higher broadband, and lower latency. One promis-
ing way to achieve these network improvements is through
increasing network density, i.e. increasing the number of
base stations (cells) in the network, known as a Small-Cell
Network (SCN). However, SCNs reduce the serving spectrum
of each cell, causing the handover process to be triggered
more frequently than in the previous mobile cellular gen-
erations (like GSM and 3G), aggravating handover privacy
and security issues in 5G. For example, [4], [8], [9, [17]
have analysed the 5G-AKA and HO protocols and identified

security, privacy and efficiency weaknesses, such as identity
confusion attacks, confidentiality attacks on sequence numbers
(breaking untraceability) and confusion attacks. It follows
that current solutions for 5G-AKA and HO security are
insufficient. To overcome most of these weaknesses in 5G-
AKA and HO, the following security and privacy requirements
must be adequately addressed: mutual authentication (MA),
Strong anonymity (SA) (user anonymity and unlinkability) and
perfect forward secrecy (PFS). As important as these security
features, key-escrow freeness (KEF) and Key Compromise
Impersonation (KCI) resilience should also be supported in
5G networks. Both security features are essential to improve
the security of the 5G network and avoid catastrophic security
degradation in case of compromising a single private key
in the network. KEF ensures that secret keys are jointly
computed between users and communicating partners and are
not fully controlled by any third party. KCI vulnerabilities
allow impersonation attacks that trigger if the private key of
a network participant/entity (such as UE, gNB or AuC) is
revealed, which enables the adversary to impersonate others
to the compromised participant [16]. The consequence of this
attack will be catastrophic, especially if the adversary compro-
mises a base station/gNB in a 5G network, which enables the
adversary to impersonate other users to the compromised gNB,
or perform a MITM attack with all connected users in that
cell. This consequence may be aggravated by the significant
increase of small cells in the 5G environment, as it linearly
increases the probability of compromising gNB. Therefore,
providing resilience against KCI attacks in 5G networks is
essential. This attack represents a subtle, often underestimated
threat and is difficult to counter. Unfortunately, existing and
conventional 5G AKA and HO protocols cannot deal with
this type of attack. Therefore, in this article, we introduce
UniHand scheme, an Authentication and Key Agreement
(AKA) protocol and handover protocol that achieves all the
desirable security requirements (such as PFS, SA, MA); it also
supports KEF and provides resistance against KCI attacks. To
realise these feature UniHand utilises sanitisable signatures
[1] and universal accumulators [26]. Sanitisable signatures



provide UniHand with a modifiable signature, where two
parties (i.e. signer and sanitiser) can generate a valid signature
of a certificate. Hence, the certificate initiator issues certificates
with their signatures for network users. Users can modify a
part of their certificate and generate a valid signature of the
modified certificate. By utilising SanSig, UniHand preserves
the following signature properties: immutability, privacy, ac-
countability, transparency and unforgeability [1], [10]. On the
other hand, allowing device revocation within UniHand is re-
quired to manage the legitimate users in the network. UniHand
uses dynamic accumulators to provide efficient membership
revocation while maintaining user privacy. However, the ac-
cumulator’s efficiency depends on the frequency of updating
the accumulator, which is itself correlated to the number of
joining users. Usually, in a typical setting of mobile networks,
the number of joining users exceeds the number of revoked
users. Therefore, non-membership witnesses are significantly
more efficient, as updating the revoked membership occurs less
frequently than updating the membership accumulator. Thus,
we utilise an accumulator that supports dynamic and non-
membership witnesses, proposed by [26]], to achieve privacy
and increase the efficiency of UniHand.

To the best of our knowledge, this is the first work that
provides KCI resilience in the authenticated key agreement
and handover protocols in 5G settings.

A. Related Works

Substantial research has been done on 5G authentication
and handover protocols to analyse and identify security and
privacy weaknesses in the conventional 5G protocols, i.e. 5G-
AKA and 5G-HO. Peltonen, Sasse and Basin [29] provide
a comprehensive formal security analysis for the conven-
tional 5G handover scheme. Basin et al. [4], and Cremers
and Dehnel-Wild [17] also provide a comprehensive formal
security analysis for the standard 5G AKA protocol. These
studies highlighted under-specified security requirements and
identified security and privacy weaknesses in the current ver-
sion of 5G-AKA and HO protocols [21], such as traceability
attacks from active adversaries, identity confusion attacks,
lack of perfect forward secrecy and confidentiality attacks
on sequence numbers. Therefore, several related authenti-
cation schemes such as ReHand [20], RUSH [32], LSHA
[31] CPPHA [15] and Braeken [9] have been proposed in
the literature to improve the security and privacy of AKA
and HO protocols. These schemes can be divided into two
categories based on the underlying cryptography: symmetric-
based and asymmetric-based schemes. Braeken [9] proposed
an efficient symmetric-based AKA protocol that improves the
5G-AKA and overcomes identity replay attacks discovered in
5G-AKA. Nevertheless, the proposed protocol suffers from
an unlinkability attack, which only supports in-session un-
linkability in case of successful authentication. However, if
authentication fails, user identities can be linked due to the
reused Globally Unique Temporary User Equipment Identity
(GUTY) [21]. Additionally, Fan et al. [20], proposed ReHand, a
symmetric-based protocol that supports a secure region-based

handover scheme and fast revocation management for SCNs.
This protocol provides a seamless handover for roaming inside
a region only, where users roaming to a different region cannot
perform the fast HO; instead, they must execute another initial
authentication. Yan and Ma [31]] propose LSHA, a symmetric-
based handover and authentication protocol exploiting neigh-
bouring base stations in the 5G network. This protocol depends
on two keys to secure HOs: a gNB secret key and a session
key between gNBs. However, LSHA relies on 5G-AKA, which
is susceptible to several attacks, undermining the security of
LSHA.

Some proposed schemes rely on asymmetric cryptography,
such as RUSH [32] and CPPHA [15]]. Zhang et al. [32]
propose RUSH, a universal handover authentication protocol
that preserves user anonymity, achieving perfect forward se-
crecy and key-escrow freeness. The RUSH protocol provides
universal handover in 5G HetNets through blockchains and
leverages chameleon hashes (CH) to achieve user anonymity.
However, their analysis omits the use of blockchain, and
thus security and performance issues due to blockchain use
may have been overlooked. Additionally, RUSH does not
address CH’s linkability issue. Cao et al. [[15]] propose CPPHA,
an asymmetric-based scheme which utilises software-defined
networks (SDN) in 5G. CPPHA relies on an authentication
handover module (AHM) that resides in the SDN controller,
which is responsible for monitoring and predicting users’
future paths. The AHM pre-distributes (before the actual HO)
user-related information to the predicted gNBs, including the
user’s ID and first session key. Thus, it only supports weak
anonymity against eavesdroppers, where all prospective gNBs
maintain user IDs. Finally, CPPHA is susceptible to sequence
number desynchronisation attacks.

B. Motivation and Contributions

Authenticated key agreement is the initial and most crucial
step for validating joining users before providing any services
to them. Similarly, the handover procedure re-authenticates
roaming users and ensures the continuity of network services.
So guaranteeing a high level of security and privacy of AKA
and HO is vital for a 5G network. Nevertheless, the existing
5G-AKA and HO protocols are susceptible to security and
privacy issues, yet several existing works have attempted to
address some of these issues. However, to the best of our
knowledge, the existing works fail to address all security and
privacy issues in the 5G AKA and HO protocols, such as
traceability attacks, identity confusion attacks, lack of PFS and
confidentiality attacks on sequence numbers. Most previous
solutions use the existing SG-AKA to build their HO protocol,
inheriting all 5G-AKA weaknesses. In addition, no existing
protocols have provably achieved KCI resilience and KEF.
This creates a critical security vulnerability in the 5SG network,
especially when considering an active attacker who can imper-
sonate an honest party to the compromised party. Both proper-
ties are essential to achieve higher security and fairness in key
generation and reduce the probability of protocol failure due to
a single key compromise. Therefore, we propose UniHand, a



Universal Handover scheme achieving seamless user mobility
and all required security and privacy properties (explained in
Section [[II-C), including KCI resilience and KEF. UniHand
is the first to achieve secure, privacy-preserving universal HO
with KCI resilience for roaming users in 5G without relying
on additional infrastructural support (such as blockchain). Our
contributions are as follows:

« The first standalone solution to achieve KCI resilience for
roaming users in 5G SCNs, providing privacy-preserving
and secure authentication and universal HO protocols;

o An effective user membership revocation scheme for
efficiently managing a large number of users in 5G using
dynamic universal accumulators [26]];

o A rigorous formal security analysis of our proposed
scheme;

o A comparative analysis of UniHand with previously
existing literature, demonstrating UniHand achieves all
required security properties.

The rest of this paper is organised as follows: Section
introduces sanitisable signatures and accumulators. Section
introduces the system architecture, adversary model and
targeted security properties. Next, we present the secure Uni-
versal Handover scheme UniHand, with a detailed description
of all phases, including registration, initial authentication and
universal HO. Section [VI| conducts a formal security analysis
of UniHand. Section [VII] compares the achieved security
properties of UniHand with previous literature and evaluates
UniHand’s computational and communication cost, conclud-
ing with Section

II. PRELIMINARIES

Here we introduce sanitisable signatures and accumulators,
two cryptographic primitives underlying UniHand. While both
primitives (sanitisable signatures and accumulators) have more
complex functionality and properties compared to conventional
cryptographic primitives, they can be constructed using con-
ventional cryptographic primitives.

A. Sanitisable signatures

Sanitisable signature schemes (SanSig), introduced by Ate-
niese et al. [[1] provide similar features to standard digital
signatures while allowing the signing authority to delegate
signing to another party, the so-called sanitiser. The sani-
tiser can modify specific blocks of the signed message and
generate another valid signature over the modified (sanitised)
message. The sanitiser can sanitise a signature without the
original signer’s participation, providing signature flexibility
between the signer and sanitiser. In particular, let a message
m consisting of n blocks m = (my, ..... ,my), where n € Z and
m; € 0,1%. The signer allows the sanitiser to modify specific
J blocks of the message, i.e., (mj,...m ;) that the signer
defined as admissible blocks of the message. These admissible
blocks are the only blocks that a sanitiser can modify in the
message. In order to achieve that, the signer has to specify
sections of a signed message that the sanitiser can modify
using deterministic functions MOD and ADM. The signer uses

ADM to specify the modifiable blocks of a message, and the
sanitiser uses MOD to specify the modified blocks of the
messages, i.e., m* = MOD(m) and ADM(m*,m) — {0, 1}.
We require SanSig to provide existential unforgeability under
chosen message attack (EUFCMA) security. SanSig can be
constructed using chameleon hashes associated with a standard
digital signature as in [1]], a digital signature and a group
signature [12], or even from two standard digital signatures
[11], [13], [14]. In general, SanSig consists of a tuple of algo-
rithms SanSig = {KGen, Sign, Sanit, Verify, Proof, Judge}.
We omit Proof and Judge since they are not required in
UniHand.

« KGen(1") — (pk,sk) is a pair of key generation al-
gorithms for the signer and the sanitiser respectively:
(Pks,'g7 Sksig) —$ KGensig(ln)7 (pksan’Sksan) s
KGeng,, (1M).

o Sign(m,sksig,pkse,, ADM) —¢ (0): Sign algorithm
takes as input four parameters: a message m € {0, 1},
a signer private key sk;,, sanitiser public key pk,,, and
the admissible modifiable message blocks (ADM).

« Sanit(m,MOD, o, pk;,,5ksan) —¢ (m*,0*): Sanit al-
gorithm takes as input five parameters: original message
m, a modification of the original message MOD, a signa-
ture o, signer public key pk,;, and sanitiser private key
sksan-

« Verity(m, o, pk;q,pkya,) — b: Verify algorithm takes
as input five parameters: a message m, a signature o~ and
the public keys of the signer pkg;, and sanitiser pkg,,,.
Next it outputs a bit b € {0, 1}, where b = 1 if o verifies
message m under pk,,, and pkg;,, and b = 0 otherwise.

sSig

Sig’
B. Accumulators

Cryptographic accumulators was first introduced by Be-
naloh and de Mare [7] in 1994. The proposed one-way
accumulator was constructed using a hash function with quasi-
commutativeness and one-way property. The generic concept
of accumulators is to accumulate a number of elements from
a finite set X = xi,....x, into one accumulated value acc
of constant size. Since the accumulator depends on a quasi-
commutativeness property, the order of the accumulated el-
ements is not important. Cryptographic accumulators can be
categorised based on the construction (symmetric and asym-
metric), characteristics (i.e. static and dynamic) and security
assumptions (i.e. RSA, Strong Diffie-Hellman and Bilinear
Diffie-Hellman). Hence, accumulators can be constructed dis-
tinctly depending on the application and the required security
features. In UniHand, a universal accumulator that supports
negative and positive membership witnesses can be built from
RSA and relying on the strong RSA assumption [3[], [26]. In
general, accumulator acc consists of a tuple of algorithms
acc = {KGeng,Geng, Updates, NonWitCreate, Verify +,
NonWitUpdate}.

« KGeng(1") —¢ (skg): KGeng generates a secret key

skc"‘.

o Geng (skg, X) -4 (€): Geng: algorithm takes as input

an accumulator secret key skg, and all values to be



accumulated X = {x;,..x,} (where X « ¢ when
initialised), returning an accumulator C.

« Update (sk@,é,x*) > (C*): Update takes as input
an accumulator secret key sk, an accumulator C and all
new values to be accumulated x*, returning the updated
accumulator C*.

. NonWitCreate sk, C, X, x*) —¢ (wy):
NonWitCreate takes as input an accumulator secret key
sk¢, an accumulator C, previously accumulated values X
and value x* (where x* ¢ X) returning a non-membership
witness w, for x*.

« Verify (C';,“a)x,x) —g¢ b: Verifys takes as input an ac-
cumulator C, a non-membership witness w, and queried
value x, returning a bit b € {0, 1}, where b =1 if x ¢ X,
and b = 0 otherwise.

« NonWitUpdate (C, C*,x*,x,w,) —¢ (c%):
NonWitUpdate takes as input an accumulator C,
an updated accumulator C*, a (new) accumulated value
x*, an non-accumulated value x and the non-membership
witness w,, returning a new non-membership witness
w.

III. SYSTEM ARCHITECTURE, DESIGN GOALS AND

ADVERSARY MODEL

In this section, we first describe the UniHand system
architecture, then describe the adversary model and design
security and privacy goals.

A. System Architecture

This section introduces the System Architecture of our
proposed UniHand scheme. There are three major components
of the system architecture: Authentication Center (AuC), 5G
radio base station (Next Generation NodeB gNB) and User
Equipment (UE), as shown in Figure [I] AuC encapsulates the
5G core network entities, i.e. access and mobility management
function, user plane function, session management function,
and the authentication server function. AuC is responsible
for configuring all parties in the network, including the gNB
and UE and generating certificates for authentication purposes.
Meanwhile, gNB connects UE to the AuC. UniHand consists
of two main protocols: An initial authentication and a universal
handover. During the initial authentication, the AuC authenti-
cates UEs, generates certificates for UEs for future handovers,
and generates session keys for future communication. In
the universal handover, the gNB authenticates the UEs by
validating their certificates and generating session keys.

B. Adversary Model

Our security model is intended to capture security notions
recommended by the 3GPP group [21]] and [4], [17], [29]
for 5G authentication and handover protocols, described in
Section During the execution of UniHand, all commu-
nication channels are public, i.e. the adversary can control
the public channels fully. Our analysis combines three types
of adversaries: Type 1 adversary A; controls the network
and can intercept, insert, modify and delete any message.

—+Handover

Small cells

Fig. 1: System Architecture

Type 2 adversary A, tries to break the linkability and key-
indistinguishability proprieties of communicating parties. Type
3 adversary Az captures KCI attacks and is capable of
compromising at most one of the following secret keys:

1) Long-term keys (LTK) shared between UE and AuC.

2) Asymmetric secret keys (ASK), signing and sanitising
keys of the protocol participants, i.e. UE, gNB and AuC

3) Session keys established between protocol participants.

An adversary may also try to launch several other attacks on
UniHand, including impersonation, replay, man-in-the-middle
attacks, etc. However, the proposed UniHand scheme will be
able to resist these attacks through mutual authentication, user
anonymity, unlinkability, PFS, and KCI resilience.

C. Design Goals

The newly deployed 5G mobile network supports increas-
ingly dense connections while providing optimised network
efficiency. However, several requirements must be fulfilled to
ensure security and privacy in 5G mobile communication. In
this regard, [4] and [29] have reviewed the 5G-AKA and han-
dover protocols and identified the following security: privacy
requirements for authentication and handover protocols that
need to be adequately addressed. Our security analysis (in
Section and the discussion (in Section ensure that
UniHand can successfully achieve all security goals.

1) Mutual authentication: Ensuring the authenticity of ev-
ery party in the network is essential to reduce the risk of
many security threats, such as MITM and impersonation
attacks. More details about the MA experiment can be
found in [V=C]|.

2) Strong anonymity: Maintaining users’ privacy is one of
the main goals to be achieved in the 5G network. Most
authentication and handover protocols address privacy
by anonymising user identities (using pseudo-identities).
However, providing user anonymity alone is insufficient,



as the adversary may break privacy by linking users’
protocol executions. In this regard, we introduce strong
anonymity properties, capturing user anonymity and un-
linkability. Additional details about this security feature
can be found in

3) Perfect forward secrecy: PFS is essential in 5G to ensure
the security of the previously-computed session keys
after long-term secrets are compromised. This security
feature is especially essential in 5G networks due to the
high frequency of handovers caused by the increased
deployment of cells, which generates many session keys
with each handover. Thus, 5G protocols should ensure
that any compromise does not affect the security of past
session keys.

4) Key-escrow free: There has been a lot of debate among
researchers about the key escrow problem of using a
trustworthy escrow to maintain a copy of all users’ secret
keys. Even though providing escrow is essential in some
domains, it brings issues regarding the trustworthiness of
a specific third party controlling the escrow. In today’s
information security, it isn’t easy to fully trust one entity,
as it might take advantage of this trust and reveal some
of the encrypted information in the network. Another
case is if this entity is compromised, it will cause a
single point of failure to the entire network. Moreover, the
idea of key escrow contradicts the end-to-end encryption
and the strong security requirement of the 5G network.
Therefore it is not recommended to give the authority
to a single party to generate all secret keys or maintain
any users’ keys in the network. Nevertheless, providing
a key escrow-free property provide higher security, and
it is essential to protect users in case of a compromised
third party.

5) Key compromise impersonation resilience: Although
providing a PES protects previous sessions’ information,
it doesn’t prevent an attacker from leaking new informa-
tion by masquerading as a legitimate party to the com-
promised one, forming a KCI attack. Therefore providing
a KCI resilience scheme is essential in 5G, primarily to
ensure the security and authenticity of communicating
partners after a long-term secret is compromised.

6) Effective revocation management: It is essential to pro-
vide effective revocation management to accommodate
the extended capacity of connections in the 5G network.
Therefore, our proposed protocols use a revocation list
(RL) to manage the revoked users from the network.
In general, the number of joined users supersedes the
revoked ones. For this reason, our RL utilises a dynamic
accumulator that supports non-membership witnesses for
better efficiency.

IV. THE PROPOSED UNI-HAND SCHEME

In this section, we introduce UniHand, which consists of a
System Initialisation phase, an initial authentication protocol
and universal HO protocol. The first phase in UniHand is
System Initialisation, responsible for registering gNBs and new

users into the network, generating the initialisation parameters
for UE and gNB. During this phase, the AuC generates
certificates for all gNBs in the network. Additionally, AuC
generates a long-term secret key and shares it with the user
along with pseudo-identities (pid and Tjp) to preserve users’
anonymity. Next, AuC creates an accumulator to manage user
revocation. In the [Initial Authentication protocol, the AuC
generates certificates for joining users, which are created using
SanSig algorithm using their pid and users’ sanitising public
keys. Finally, the Universal HO protocol provides roaming
users with network access while maintaining network and
users’ security and privacy via assuring security features
mentioned in Section [I-=C|

A. System Initialisation

In this phase, we assume that all communication channels
are secure. During this phase, all required parameters for
UniHand are produced, such as the registration of UEs and
gNBs in the network and initiating the accumulator. Hence
this phase can be divided into three main parts:

1) gNB Registration: Every gNB in the network has to
do registration and authentication with the AuC. For
that, first, gNB has to generate asymmetric sanitis-
ing key pair (pkB | skENB) «—g SanSig.KGeng,, (17).
Next, the gNB will send a registration message to
AuC, which includes his/her sanitising public key
(pkfgf ). Upon receiving the registration message, the
AuC will authenticate the gNB and generate a cer-
tificate (Cg,0g) via SanSig algorithm, og g
SanSig.Sign(Cg. sk, pkian . ADM(CS ). To expe-
dite this process, AuC may execute this step offline.

2) UE Registration: Similarly, every user in the network
needs to register into the network to utilise the provided
network services. A UE begins this phase by generat-
ing asymmetric sanitising key pair (pkgfn,skyan) —g
SanSig.KGeng,,, (1"). Next, the UE sends a registration
request to the AuC, which includes all UE credentials,
including their sanitising public key pkUE via a secure

channel. Upon receiving the registration message, the

AuC generates two independent pseudo identities pid

and Tjp (i.e. there is no direct relationship between the

aliases), in addition to a symmetric long-term key (k;)

for the intended user and shares them with the UE, where

pidi, TIDi 3 {O, l}n.

Accumulator Initialisation: To initiate the revocation

list (RL) using an accumulator (C), first the AuC

has to generate a secret key for the accumulator via

KGeng(1") —g (ske), then generate the accumulator

using Geng (sk¢, X) —¢ RL, where X is initially empty.

3

~

B. Initial authentication

Each registered user needs to execute this protocol to join
the network securely. During this protocol, each communi-
cating party mutually authenticates their partner, and then
the AuC generates a new certificate for the intended UE, as
illustrated in Figure
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Fig. 2: The Initial Authentication protocol of UniHand

Scheme.

Step 1: gNB — UE. My:[C[,, 0., g"].

The first step is establishing a secure session key between
UE and gNB via exchanging signed Diffie-Hellman (DH)
values. In this step, the gNB randomly samples an ephemeral
key (h) and computes (gh). Then the gNB utilises the
SanSig.Sanit(.) algorithm to sanitise their certificate to
include the generated DH ephemeral (MOD(g")) for key
integrity and to prevent the known MITM attack on DH.
The updated/sanitised certificate with (g") are sent to the
UE via M,.

Step 2: UE — gNB. My:[AE.Enc{ks, Ma,||Tip}, o, g%]
Upon receiving M;, UE first verifies the signature using
(SanSig.Verify()) and checks the message integrity (i.e.

¢" 2 M. If both verification hold then UE samples
randomly (7;4&u) and computes session keys (sk;, k). Next

UE encrypts r;q,pid and Tjp using k;, where pid&Tjp is

user pseudo identities and k; is the symmetric long-term
key shared between the UE and AuC to construct message
M4, (to preserve message confidentiality/privacy in case of
honest but curious gNB).Then the UE signs M4, along
with Tjp and g" using user’s secret sanitising key (skYE).
Finally, the UE composes a message M, which consists of
the signature, ephemeral DH (g*) along with the encryption
of M4, ||Tip (using the session key (ky)), then sends it to
gNB.
Step 3: gNB — AuC. M3 : [Cy;, o5, 8]
After receiving the message M,, gNB first computes session
keys (sk;, k) and decrypt M,. Subsequently, the UE verifies
the signature o~ and checks the message integrity (i.e. g% =
g"). If both verification hold, then gNB randomly samples a
temporary key (a) and compute (g¢). Then the gNB utilises
the SanSig.Sanit(.) algorithm to sanitise his/her certificate
to include the generated DH ephemeral (MOD(g%)) for key
integrity and to prevent the known MITM attack on DH.
The updated/sanitised certificate with (g¢) are sent to the
AuC via Mj3.
Step 4: AuC — gNB. My : [C},, 0., g”]
Upon receiving M3, AuC first verifies the signature usmg
(SanSig.Verify) and checks the message integrity (i.e. g¢
g%). If both verification hold, then AuC samples randomly
(b) and computes the session key (k7). Next the AuC re-sign
Cg, using SanSig.Sign, which includes the generated DH
ephemeral (MOD(g?)). Then the AuC constructs a message
M, and sends it to gNB.
Step 5: gNB — AuC. Ms : AE.Enc{k}, Ma,||Tip}
After receiving the message My, gNB first verifies the cer-
tificate C; and checks the message integrity (i.e. g’ 2 ).
If both verification hold then gNB computes session key
(k%) to encrypt UEs information (M4, ||T;p) and send the
ciphertext to the AuC.
Step 6: AuC — gNB. Mg : AE.Enc{k}, M4, }
Upon receiving Ms, the AuC decrypts message Ms using the
session key (k) and recovers the long term key k; via Tjp to
decrypts M 4,, and obtain (pid, r;4). The AuC then computes
a new temporary user identifier Tjp*, and generates a univer-
sal user ID (UID;), which will be the user’s identifier during
HOs and in RL. Next, AuC generates a non-membership
witness (wy < NonWitCreate(.), and specifies the version
number (v) of RL. AuC creates and signs the (Cy/) by gener-
ating “fixed” part (C ,) and “modifiable” part Cm 4> Where
C;’lx = UID;||Ty (TU is a user subscription validity period)
and C% »a = RUID||T;p"|lwyllv (RUID a random-user ID).
Then AuC signs the entire certificate using SanSig.Sign(.)
algorithm. AuC then stores UID;, Tjp; and Tjp} (to prevent
de-synchronisation) and encrypts user certificate Cyy and
oy using (k;), to compose message M4, . Finally, the AuC
encrypts Mg using the session key and sends it to the gNB.
Step 7: gNB — UE. M7 : AE.Enc{ks, M4, }
Upon the receipt of the message from AuC, the gNB decrypt
Mp and re-encrypt it using (ks), then forwards it to the UE
via M7.



Step 8: UE ACK gNB ACK AuC.

Upon the reception of M5, first, the UE decrypts the
message using the session key (k;), then using the long-
term key (k;). Next, the UE verifies his/her certificate
using SanSig.Verify(.) and checks the integrity of Tjp (i.e.
Tip* z Tip®r;q). If both verification hold, then UE sends an
acknowledgement message to the AuC to confirm the new
temporary identity and delete the old one.

h g Z,
c¢ ,=EID|g"

(Cs.05) « SanSig.Sanit(CY, [|CS . 0. pkiiC, sk

mod’

abort if 1 # SanSig.Verify(C},, o7, pkiC, pkS,)
u < Zg, RUID g R

ski, ks = KDF((g")")
CZOI,:RUIanyuvng“ .

(Cy» 07) « SanSig.Sanit(CY, ICY . ou, pkii, sk

M, : [AE.Enc{k,,C}, 07}, 8"]

UE
san)

ski, ks = KDF((g")")

abort if 1 # SanSig.Verify(C}), 7)., pkiiC, pki)

abort if 1 # Verify-(RL,, wy, UID;)

Update [(w];) s NonWitUpdate(RL, RL*,x*, UID;, wy)]

‘ M3 — AE.Enc{k,, w}[lv+}

u)’b“v* «— AE.Dec(ky, M3)
Store (wy[|v+)

Fig. 3: UniHand’s Universal Handover phase.

C. Universal HO

Each roaming user must execute this protocol to secure
transit between small cells in 5G. During this protocol, each
communicating party mutually authenticates their partner. The
Universal HO protocol is described below and illustrated in
Figure [3]

Step 1: gNB — UE. M;: [C} ,o-c*;,gh].

This step is similar to the initial authentication protocol’s

first step (stepl).

Step 2: UE — gNB. My:[AE.Enc{ks, Cyllovllwuliv}, g4]

Upon receiving the message M, UE verifies gNB cer-

tificate (Cg) using the SanSig verification algorithm

SanSig.Verify(Cy;, o). Then the UE checks the mes-

sage integrity (ie. g” 2 g"). If both verification hold,
UE samples # and RUID, then computes session keys
(ski, ks). Next, UE updates their certificate (the modifiable
part), i.e. MOD(RUID||w||v||g*) (preventing replay attacks),
where the modifiable part consists of random-user id, non-
membership witness, the accumulator version number and
Ephemeral DH, respectively. Then UE sanitises the updated
certificate using the sanitising algorithm SanSig.Sanit(.),
and encrypt it using ks to compose a message M. Finally,
UE sends M, along with g* (Ephemeral DH) to the gNB.

Step 3: gNB — UE Mj:< AE.Enc{k, wj,||v+}

Upon receiving the response message M,, gNB generates

the session keys (sk;, ks), to decrypt M,. Subsequently,
gNB verifies UE’s certificate using the verification algorithm
SanSig.Verify(Cy, o). If SanSig verification holds, gNB
retrieves the accumulator version v and checks if v; = vgy,
to see if RL has been updated. If RL has not been updated,
gNB checks whether the UE (Verifys(UID;, ..)) is in the
revocation list. Otherwise, if the revocation list has been
updated, where v; # vrr, gNB checks whether UID is added
in the later version of the RL or not. If not, gNB updates
the non-membership witness (wj,) (where x* is the new
revoked UE). Finally, gNB encrypts and sends M3 to UE,
which he will maintain for future communications. Details
of this protocol are depicted in Figure 3.

V. SECURITY FRAMEWORK

Here we formalise the security properties of our UniHand
scheme, which follows Bellare-Rogaway [6] key exchange
models. These models essentially capture the security of a key
exchange protocol as a game played between a probabilistic
polynomial-time (PPT) adversary A and a challenger C. The
adversary wins the game if it either causes a winning event
(i.e. breaking authentication or anonymity) or terminates and
guesses a challenge bit b (i.e. breaking key indistinguishabil-
ity). We utilise the Khan et al. framework [23]] to capture
notions of user unlinkability, and eCK framework [25] to
capture key indistinguishability (KIND).

A. Execution Environment

Here we describe the shared execution environment of all
security games. Our analysis uses three distinct games that
assess different properties of a key exchange protocol: mutual
authentication, key indistinguishability and unlinkability. In
our games, the challenger C maintains a single AuC, running
a number of instances of the key exchange protocol I, and
a set of (up to) np users UE,...,UE,, (representing users
communicating with the authentication centre AuC), and sys-
tems gNBy,...,gNB, , (representing gNBs communicating
with the authentication centre), each potentially running up
to ng executions of protocol II. We abuse notation and use
m} to refer to the s-th session owned by party i, and also as
the state maintained by that session. We introduce the state
maintained by each session:

e id € {1,...,np}: Index of the session owner.

» p € {UE, gNB, AuC}: Role of the session.

e s €{l,...,ns}: Index of the session.

e sid € {{0,1}*, L}: Session identifier, initialised as L.

e pid € {1,...,np, L}: Partner UE identifier (L if p = UE).

e gid € {1,...,np, L}: Partner gNB’s identifier.

o msgs € {{0,1}%, L}: Messages sent by the session.

o msg, € {{0, 1}*, L}: Messages received by the session.

e k; € {{0,1}*, 1}: Long-term AuC/UE symmetric key.

e k € {{0,1}*, 1}: Established session key.

e« @ € {in-progress,accepted, L}: Session status.

o it € {{0,1}*, L}: Secret internal state of the session.
After initialisation, A can interact with C via adversary
queries. We capture a network adversary capable of injecting,



modifying, dropping, delaying or deleting messages at will
via Send queries. Our models allow A to initialise UE and
gNB sessions owned by particular parties. Finally, A can
leak the long-term secrets of sessions via Corrupt queries,
session keys via Reveal and the internal state of sessions via
StateReveal queries, as described below.

Adversary Queries. Here, we define queries that represent
the behaviours of the adversary A during the execution of
the experiments. Note that not all queries are available to the
adversary in the same game:

o Create(i, s, p): allows A to initialize new UE and gNB
sessions &} such that 7.id = i, m}.p = p.

e Send(m,i,s,p) <« m’: allows A to send message m to
a session 77 where ni.p = p. m} processes the message
and potentially outputs a message m’.

e CorruptLTK(i) — k;: allows A to leak the shared long-
term key k; of UE;.

o CorruptASK(i,p) — (sk): allows A to leak the
long-term asymmetric keys of a party, where p €
{AuC, gNB, UE} (for instance, CorruptASK(AuC, 0) or
CorruptASK(gNB,7)). C checks if A previously cor-
rupted these secrets, returning L if so, otherwise the C
returns sk .

« StateReveal(i, s, p) — n}: allows A to reveal the inter-
nal state of 77 where ni.p = p.

« Reveal(i, s, p) — k: allows A to reveal the secret session
key k computed during session 77 where 77.p = p.

o Test(i,s,p) — kp (Only used in the KIND security
experiment): allows A to play the KIND security game.
When C receives a Test(i, s, p) query, if Test has already
been issued, nf.oz = accepted, or nf is not clean, then
C returns L. Otherwise, C sets kg « ﬂf .k, and k| g
{0, 1}*, and returns kp to A (where b was sampled by
C at the beginning of the experiment).

o Test(s,i,s’,i") — m (Only used in the Unlink security
experiment): allows A to play the Unlink security game.
When C receives a Test(s,i,s’,i") query, initialises a
new session 7, where (79 = n}) or (m = nf,'), b
was sampled by C, and both 77 and 7}, are clean. Test
query is only allowed to be issued by A if no session
m.a # in-progress such that m.id = i. C will respond
to any Send(m,i,s, UE) or Send(m,i’,s’, UE) queries
with L until 75.a # in-progress.

o SendTest(m) — (m’) (Only used in the Unlink security
experiment): allows A to send a message m to mp, after
issuing Test. C returns a L if 7.0 # in-progress.

B. Matching Conversations

To capture what secrets the adversary is allowed to compro-
mise without trivially breaking the security of our scheme, we
need to define how sessions are partnered, and whether those
sessions are clean. On a high level, partnering ensure that we
can trace important sessions to other corruptions A has made,
and cleanness predicates determine which secrets A were not
allowed to compromise. Matching conversations are typically
used in the BR model [5], and the eCK-PFS model relaxes this

notion to origin sessions. However, these partnering methods
inadequately address our setting, where the gNB essentially
acts as a proxy, re-encrypting messages between the UE and
the AuC. Thus, two problems occur: we need to capture the
messages that UE authenticates to the AuC, and we also need
to capture the fact that the gNB sends messages to two parties,
neither of which exactly match gNB’s transcript. Our solution
is two-fold: we use matching sessions (identifiers) to capture
the messages authenticated between the UE and the AuC,
and we introduce matching subsets to capture the subset of
messages authenticated between the gNB and the AuC and
UE respectively.

Definition 1 (Matching Subset): Let S C T denote that all
strings s in the set § are substrings of 7. A session ] has
a matching subset with another session ﬂ;., if ﬂj..msgr # 1,
nlp # 7T§..p, and if ﬂj..p = gNB nf.msg, C n;.msgs and
nl.msgs ﬂ;..msgr, and if 7¥.p = gNB, n}.msgr C mi.msgs
and ﬂ;.msgs C ni.msg,.

Next, we introduce the notion of matching sessions, where
the session identifier sid of both sessions are either equal (or
where one is a prefix string of the other).

Definition 2 (Matching Sessions): Let S C T denote that a
string S is a (potentially equal) prefix of a string 7. A session
! is a matching session of JTS., if n%..sid # L # nf.sid, w}.p #
71';.,0 and ﬂ;.sid C n}.sid or m}.sid C n’.sid.

We now turn to define each security game for MA, KIND
and Unlink.

C. Mutual Authentication

In this section, we describe the overall goal of A in the
MA security game and the queries that A has access to. The
experiment Expgﬁf’e::, #(A) is played between a challenger
C and an adversary A. At the beginning of the experiment,
C generates long-term asymmetric keys for the AuC and each
user UE; and each gNB gNB,; (where i € [np]) and long-term
symmetric keys for each user UE;, and then interacts with A
via Create, Send, CorruptLTK, CorruptASK, StateReveal
and Reveal queries. A wins (and Exp{‘{'ﬁ s, 4(4) outputs
1), if the adversary has caused a clean session to accept (and
set m}.a < accepted) and there either exists no matching
subset session ﬂ;, or no matching session 7.

We now turn to describe our cleanness predicates. In the
initial authentication protocol, if a session (owned by AuC or
UE) accepts without either a matching subset or a matching
session, then A only wins if they have not compromised: (a)
the state of any (at the point of compromise) matches, or (b)
both the long-term shared key of the UE partner and the long-
term asymmetric key of the intended partner, or (c) the long-
term asymmetric secrets of the gNB.

Definition 3 (Initial authentication cleanness): A session
n? in the MA experiment described above is clean;, if the
following conditions hold:

1) StateReveal(i, s, 7].p) has not been issued and for all
sessions 7’ such that n. is a matching subset of x}
StateReveal(, 7, n;..p) has not been issued and for all



sessions 71'5. such that 775. is a matching session of 7}
StateReveal(}, ¢, n;.p) has not been issued.

2) If nf.p # gNB, and there exists no (j,f) € np X ng
such that 7', is a matching session of 77, CorruptLTK(i)
or CorruptASK(n;}.pid, (AuC, UE)\x}.p) have not both
been issued before n}.a@ = accepted.

3) If there exists no (j,7) € np X ng such that 715.
is a matching subset for ﬂf, and nf.p # gNB,
CorruptASK(r}.pid, gNB) has not been issued be-
fore nf.« = accepted. Else, if there exists no
(j,t) € np X ng such that x/, is a matching subset
for n}, and nf.p = gNB, CorruptASK(n;. pid, UE)
and CorruptASK(, AuC) have not been issued before
mi.a@ = accepted.

Definition 4 (Universal Handover cleanness): A session
n} in the MA experiment described above is cleanyy if the
following conditions hold:

1) StateReveal(i, s, 7].p) has not been issued and for all
sessions 7’ such that 7, is a matching subset of ]
StateReveal(/, ¢, ﬂ;.p) has not been issued.

2) If there exists no (j,f) € np X ng
that n; is a matching subset for &
CorruptASK(r; .pid, (gNB, UE)\ (7} .p)) has
been issued before 7}.a = accepted.

such

S
i’
not

In the mutual authentication game, A’s goal is to cause a
session 7] to accept without a matching session (i.e. no AuC
session that outputs the messages received by 77) or matching
subset (i.e. no gNB session has output those messages).

We say that a protocol IT is MA-secure, if there exist no
PPT algorithms A that can win the MA security game against
a clean session with a non-negligible advantage. We formalise
this notion below.

Definition 5 (Mutual Authentication Security): Let I be
a key exchange protocol, and np,ns € N. For a given
cleanness predicate clean, and a PPT algorithm A, we define
the advantage of A in the mutual authentication MA game to
be: Advy /" (1) = | Pr[Expyy @ (1) = 1] - . We
say that IT is MA-secure if, for all PPT A, Advgﬁff;:’ o))
is negligible in security parameter A.

D. Key Indistinguishability

Here we describe the overall goal of A in the key indistin-
guishability KIND security game and the queries that A has
access to. The experiment Expllfl":izf::a;‘ (1) is played between
a challenger C and an adversary A. At the beginning of the
experiment, C generates long-term symmetric keys for the
AuC and each user UE; and each gNB gNB, (where i € [np]),
samples a random bit b «—¢ {0,1} and then interacts with
A via queries mentioned below. At some point, A issues
a Test(i,s,p) query and either receives x}.k or a random
key from the same distribution (based on b). A eventually
terminates, outputs a guess b’ and wins (and Expﬁ"le’fllea;l ()
outputs 1), if &' = b. We say that a protocol IT is KI’NPD—sécure,
if there exist no PPT algorithms A that can win the KIND

security game with non-negligible advantage, formalising this
notion below.

Definition 6 (Key Indistinguishability): Let I1 be a key
exchange protocol, and np,ns € N. For a given cleanness
predicate clean, and a PPT algorithm A, we define the
advantage of A in the key indistinguishability KIND game
to be: AdVKIND,clean (/l) — |Pr[EXpKIND,clean (/1) =1]- %l We

M,np,ns, A M,np,ns, A
say that TT is KIND-secure if, for all PPT A, Advj" >3 (1)
is negligible in the parameter A.
Definition 7 (cleanness predicate): A session n} in the
KIND experiment described above is clean;s& cleanyy if
the following conditions hold:

1) Reveal(i, s, p) has not been issued, and if a matching
session 7', exists, Reveal(J, 1, ﬂ;..p) has not been issued.

2) The query StateReveal(i, s, o) has not been issued and
for all j,r such that 7', has a matching subset with nf,
StateReveal(/, ¢, ﬂ;.p) has not been issued.

3) If there is no (j, 1) € np X ng such that n’, is a matching
subset for 7}, CorruptLTK(i) and CorruptASK(r} .pid)
have not been both issued before 7}.@ = accepted.

E. Unlinkability

In this section, we describe the overall goal of A in the
Unlink security game and the queries that A has access to. The
experiment Expn?rll'glf;gfa;{'(/l) is played between a challenger
C and an adversary (A. At the beginning of the experiment,
C generates long-term symmetric keys for the AuC and each
user UE; and each gNB gNB; (where i € [np]), samples a
random bit b < {0, 1} and then interacts with A via queries
mentioned below. A wins (and Expg?rll'zlf;fsle;'(/l) outputs 1),
if A terminates and outputs a guess bit b’ such that b’ = b.

Adversary Queries In the KIND game, A has ac-
cess Create, Send, CorruptLTK, CorruptASK, Reveal,
StateReveal, Test and SendTest queries described above.
Unlike in the KIND game, Test in Unlink allows the adversary
to initialise one of two sessions (depending on a bit b sampled
by the challenger), and SendTest, which allows the adversary
to interact with that session without revealing which party
owns it. We now turn to define our cleanness predicate for
the unlinkability game.

Definition 8 (Cleanness predicate): A session n} in the
Unlink experiment is clean if the following conditions hold:

1) The query StateReveal(i, s, o) has not been issued and
for all j,t such that 7’ is a matching session (or has a
matching subset) with 7}, StateReveal(j, 7, n;.. ©) has not
been issued.

2) If there is no (j,t) € np X ng such that 71';. is a matching
subset for 7, CorruptASK(r}.pid, (gNB, UE)\x}.p)
has not been issued before n}.a = accepted.

We say that a protocol IT is Unlink-secure, if there exist no
PPT algorithms A that can win the Unlink security game with
non-negligible advantage, which we formalise below.

Definition 9 (Unlinkability): Let I1 be a key exchange
protocol, and np,ns € N. For a given cleanness predicate
clean, and a PPT algorithm A, we define the advantage of A



in the unlinkability Unlink game to be: Advﬁ”jzk;lcleg'(/l) =

| Pr[ExpUnink-clean 3y — 1] — 1l. We say that IT is Unlink-

II,np,ns, A !
secure if, for all PPT A, Advﬁnﬂgk;ge;'(/l) is negligible in the
parameter A.

VI. SECURITY ANALYSIS

In this section, we formally prove the security of our pro-
tocols. We begin by demonstrating that our protocols achieve
mutual authentication, then show that the session keys output
from the secure handover scheme are indistinguishable from
random, and finally show that external attackers cannot link
sessions owned by the same party.

A. Mutual Authentication security

Here we formally analyse the MA-security of the UniHand
scheme.

1) MA-security of Initial Authentication: We begin by
showing that the Initial Authentication protocol achieves mu-
tual authentication.

Theorem 1: MA-security of Initial Authentication. Initial
Authentication depicted in Figure [2| is MA-secure under the
cleanness predicate clean;, in Definition [3] For any PPT
algorithm A, Advgiﬁle::’ () is negligible assuming that the
SanSig, Enc and KDF schemes achieve EUFCMA, AE and
KDF security and under the DDH assumption.

Proof: Our proof is divided into three cases, denoted by
AV et (0 Adv T (1) and Advip T3 (1)

We then bound the advantage of A winning the

. . MA ,clean; 4
game under certain assumptions to AdVH,nP,ns, a() <

(Advpheemo (1) + Advl“]"ﬁf}f;;;;g (1) + Adyp 9o (1)),
Due to space constraints, we give only a proof sketch and
point readers to [2 for the full proof details.

Case 1: We assume the first clean session 7} to accept
without a matching session or subset sets n7.p0 = UE. Now
we begin by bounding the advantage of A in Case 1.1.

Case 1.1: According to the definition of this case, UE either
accepts messages My and M7 without a matching subset (i.e.
without honest gNB partner), or My, without a matching
session identifier (i.e. without honest AuC). In this subcase
A cannot corrupt the long-term UE symmetric secret or the
;) .pidyNg asymmetric key.

On a high level, we show that A cannot inject DH public
keys between the gNB and the UE due to the gNB signatures
over these values, based on the EUFCMA security of the
SanSig scheme. As the secret DH output is used to derive
keys for the authenticated encryption scheme securely, and
all other messages exchanged between the gNB and the UE
are encrypted, A cannot modify messages sent between the
¢NB and the UE due to the AE security of the Enc scheme.
Similarly, since all messages sent between the AuC and the UE
are encrypted under the UE long-term symmetric key (and the
UE long-term key cannot be compromised by A, A cannot

IThe full version of the security analysis and the security framework is
available in the Supplementary Material.

modify messages sent between the gNB and the UE due to
the AE security of the Enc scheme.

We turn to bound the advantage of A in Case 1.2.

Case 1.2: According to the definition of this case, UE either
accepts messages My and M7 without a matching subset (i.e.
without honest gNB partner), or My, without a matching
session identifier (i.e. without honest AuC). In this subcase,
A cannot corrupt the long-term AuC asymmetric key or the
7} .pidyNg asymmetric key.

On a high-level, we show that A cannot inject DH public
keys between the gNB and the UE due to the gNB signatures
over these values, based on the EUFCMA security of the
SanSig scheme. As the secret DH output is used to derive
keys for the authenticated encryption scheme securely, and
all other messages exchanged between the gNB and the UE
are encrypted, A cannot modify messages sent between the
gNB and the UE due to the AE security of the Enc scheme.
Similarly, we show that A cannot inject DH public keys
between the gNB and the AuC due to the gNB signatures and
the AuC signatures over these values, based on the EUFCMA
security of the SanSig scheme. As the secret DH output is
used to derive keys for the authenticated encryption scheme
securely, and all other messages exchanged between the gNB
and the AuC are encrypted, A cannot modify messages sent
between the gNB and the AuC due to the AE security of the
Enc scheme. As the gNB proxies ciphertexts between the UE
and the AuC, this means that A cannot modify any messages
between UE and AuC.

We turn to bound the advantage of A in Case 2, where We
assume the first clean session 77 to accept without a matching
session or subset sets 7.0 = AuC.

Case 2.1: According to the definition of this case, AuC
either accepts messages M3, Ms or ACK” without a matching
subset (i.e. without honest gNB partner), or My,, ACK
without a matching session identifier (i.e. without honest UE).
In this subcase A cannot corrupt the long-term UE symmetric
key or the 7} .pid,ng asymmetric key.

On a high level, we show that A cannot inject DH public
keys between the gNB and the UE due to the gNB signatures
over these values, based on the EUFCMA security of the
SanSig scheme. As the secret DH output is used to derive
keys for the authenticated encryption scheme securely, and
all other messages exchanged between the gNB and the UE
are encrypted, A cannot modify messages sent between the
gNB and the UE due to the AE security of the Enc scheme.
Similarly, we show that A cannot inject DH public keys
between the gNB and the AuC due to the gNB signatures and
the AuC signatures over these values, based on the EUFCMA
security of the SanSig scheme. As the secret DH output is
used to derive keys for the authenticated encryption scheme
securely, and all other messages exchanged between the gNB
and the AuC are encrypted, ‘A cannot modify messages sent
between the gNB and the AuC due to the AE security of the
Enc scheme. As the gNB proxies ciphertexts between the UE
and the AuC, this means that ‘A cannot modify any messages
between UE and AuC.



We turn to bound the advantage of A in Case 2.2.

Case 2.2: According to the definition of this case, AuC
either accepts messages M3, Ms or ACK” without a matching
subset (i.e. without honest gNB partner), or My,, ACK
without a matching session identifier (i.e. without honest UE).
In this subcase, A cannot corrupt the long-term asymmetric
keys of UE or the 7} pidgng asymmetric key.

On a high level, we show that A cannot inject DH public
keys between the gNB and the UE due to the gNB and UE
signatures over these values, based on the EUFCMA security
of the SanSig scheme. As the secret DH output is used to
derive keys for the authenticated encryption scheme securely,
and all other messages exchanged between the gNB and the
UE are encrypted, A cannot modify messages sent between
the gNB and the UE due to the AE security of the Enc
scheme. Similarly, we show that A cannot inject DH public
keys between the gNB and the AuC due to the gNB signatures
over these values, based on the EUFCMA security of the
SanSig scheme. As the secret DH output is used to derive
keys for the authenticated encryption scheme securely, and all
other messages exchanged between the gNB and the AuC are
encrypted, A cannot modify messages sent between the gNB
and the AuC due to the AE security of the Enc scheme. As
the gNB proxies ciphertexts between the UE and the AuC, this
means that A cannot modify any messages between UE and
AuC.

We turn to bound the advantage of A in Case 3, where
assume that the first clean session 7] to accept without
a matching session or a matching subset is a gNB (i.e.
nl.p = gNB).

Case 3: According to the definition of this case, gNB either
accepts messages My, My, Mg, or ACK”, without a matching
subset (i.e. without honest UE or AuC partners). Note that in
this case, A cannot corrupt the asymmetric long-term keys of
either the AuC or the x} .pid.

On a high level, we show that A cannot inject DH public
keys from the UE to the gNB due to the UE signatures over
these values, based on the EUFCMA security of the SanSig
scheme. As the secret DH output is used to derive keys for
the authenticated encryption scheme securely, and all other
messages exchanged from the UE to the gNB are encrypted,
A cannot modify these messages due to the AE security of
the Enc scheme. Similarly, we show that A cannot inject
DH public keys from the AuC to the gNB due to the AuC
signatures over these values, based on the EUFCMA security
of the SanSig scheme. As the secret DH output is used to
derive keys for the authenticated encryption scheme securely,
and all other messages exchanged from the UE to the gNB
are encrypted, A cannot modify these messages due to the
AE security of the Enc scheme. this means that A cannot
modify any messages between UE and AuC.

2) MA- security of Universal Handover: This section for-
mally analyses the MA-security of the Universal Handover
protocol.

Theorem 2: MA-security of the Universal Handover.
Universal Handover depicted in Figure (3| is MA-secure under

the cleanness predicate in Deﬁnition’\[ﬂ For any PPT algorithm
A against the MA experiment, Advy; clean ﬂ(/l) is negligible
assuming the EUFCMA security of SanS|g, Auth security of
AE, the KDF security of KDF and the DDH assumption.

Proof: Our proof is divided into two cases AdVHA clean,c, o)

MA, clean,c;
and Advy - ().

1) Case 1: The test session ﬂf , where ﬂf .p = UE accepts
messages Mj and M3 without an honest matching gNB
partner (no matching subset). The analysis of Case 1
proceeds similarly to Case 1.1 of the initial authentication
protocol and thus, for brevity, we omit the proof of this
case, which can be found in [2

2) Case 2: The test session 7}, where n7.p = gNB accepts
message Mj without an honest matching UE partner
(no matching subset). The analysis of Case 2 proceeds
similarly to Case 3 of the initial authentication protocol,
and thus, for brevity, here we omit the proof of this case,
which can be found in [2].

We then bound the advantage of A winning the
game under certain assumptions to Advl'\.[/IA cean () <
np,ns, A

MA,clean,C, (/l) + AdVMA,clean,Cz (/1))

(Ad H np,ns, A I,np,ns, A

B. Key Indistinguishability

Here we prove the key indistinguishability of our protocols.
Due to space constraints, we encapsulate both protocols into
Theorem

Theorem 3: KIND-security of UniHand. UniHand scheme
depicted in Figure 2| and Figure 3] are KIND-secure under the
cleanness predicate (Definition [7). For any PPT algorithm A
against the KIND experiment, Advnltlllg -clean "2 (A) is negligible
assuming the EUFCMA security of San§|g, Auth security of
AE, the KDF security of KDF and the DDH assumption.

Our proof is divided into two cases Advgl":‘lsﬁj';;” (1) and

Adv KIND, clean,c; (/l):

H np,ns, A

1. Case 1: The test session n7 accepts messages without an
honest matching session (or matching subset).

2. Case 2: The test session &} accepts messages with a
matching session (and subset).

We then bound the advantage of A winning the
game under certain assumptions to AdvKND-cean 3y <

Lnp,ns, A =

(Ad KIND, clean,C, (/l) +Ad KIND,clean,Cz(/l) s
VH,np,.nS,ﬂ . VH,np,ns,ﬂ -

On a high-level, in Case 1 we show that A’s advantage

in causing a session to accept without a matching session
(or subset) to be equal to A breaking the MA-security of
UniHand. In Case 2 we show that since the Diffie-Hellman
values are exchanged honestly, the DH outputs can be replaced
with uniformly random values in ﬂf, which are in turn used to
derive the session key. Hence, the session key is indistinguish-
able from a uniformly random value from the same distribution
(i.e. indistinguishable from the output of a Test query), and
A has no advantage in guessing b.

IThe full version of the security analysis and the security framework is
available in the Supplementary Material.



C. Unlinkability

Here we discuss the unlinkability of UniHand. We consider
a strong notion of anonymity where A wins simply by linking
a so-called “test” session to another protocol execution - since
it knows the identities of all other protocol executions, this
allows de-anonymisation. Thus, our framework captures user
anonymity, user confidentiality and untraceability.

Due to space constraints, we include the proof sketch of
Unlink-security for the initial authentication protocol since
the universal handover analysis follows similarly (and more
simply). For full details of each proof, refer to [2]'.

Theorem 4: Unlink-security of UniHand. UniHand de-
picted in Figure [2] and Figure3| is unlinkable under the clean-
ness predicate in Definition [§] For any PPT algorithm A
against the Unlink experiment, AdVIL.J[?r'L'Z'f;f;ff‘;[' (1) is negligible
assuming the EUFCMA security of SanSig, Conf security of
AE, the KDF security of KDF and the DDH assumption.

On a high level, we show that A cannot inject DH public
keys from the UE to the gNB due to the UE signatures over
these values, based on the EUFCMA security of the SanSig
scheme. As the secret DH output is used to derive keys for
the authenticated encryption scheme securely, and all other
messages exchanged from the UE to the gNB are encrypted,
A cannot break the confidentiality of the messages and hence
cannot guess the identity of the intended user. Similarly, we
show that A cannot inject DH public keys from the AuC to
the gNB due to the AuC signatures over these values, based
on the EUFCMA security of the SanSig scheme. As the
secret DH output is used to derive keys for the authenticated
encryption scheme securely, and all other messages exchanged
from the UE to the gNB are encrypted, A cannot learn
plaintext messages and hence cannot guess the identity of the
intended user.

VII. DISCUSSION

In this section, we first compare our proposed scheme
UniHand with existing state-of-the-art AKA protocols pro-
posed for 5G [21]], [[15], [20] and [24]] in terms of security
features and then describe the computational and communica-
tion cost of the proposed UniHand scheme. Table [I| show that
the existing schemes cannot simultaneously ensure all essential
security features (described in Section [II-C). In particular,
no previous scheme is KCl-resilient, which is important in
preventing impersonation attacks due to the leakage of long-
term keys. Similarly, managing the significant number of sub-
scribers in the 5G network is always essential. However, apart
from UniHand, only [20] manages subscription revocation.
The revocation mechanism used in [20] is based on Nyberg’s
one-way accumulator [27] that is a static base accumulator
(i.e. regeneration of the accumulator is required for every
addition/deletion to the revocation list), hence introducing
computation overhead and negatively affecting the network’s
efficiency. From Table [l we can also see that none of the
previous schemes has considered fully protecting previous
communication in the presence of an adversary with a com-
promised long-term key (PFS) or supported KEF for fair

TABLE I: Features comparison.

cauures | Ma [ SA | PFS | KEF | KCI | SRM | UHO

Scheme

5G [21] YES| NO NO NO | NO NO | NO

CPPHA YES| NO NO NO NO NO YES

[15]

| ReHand YES| YES | NO |[NO |[NO | YES | NO
[20]
| RUSH [32] || YES| Partial| Partial| YES | NO | NO | YES

Protocol of || YES| YES | NO NO | NO NO NO

[24]

UniHand YES| YES | YES | YES | YES | YES | YES
MA:Mutual Authentication, SA:Strong Anonymity, PFS: Perfect
Forward Secrecy, KEF: Key-escrow Free, KCI: Key Compromise

Impersonation, SRM: Secure Revocation Management,
UHO: Universal HO

secret key generation other than RUSH protocol [32]. Both
properties are essential to maintain the security of the 5G
mobile network in case of long-term key corruption or trusted
third-party corruption. For example, the protocol presented in
[32] utilises the authentication protocol of the conventional 5G
AKA and extends it to propose a new handover protocol with
the assistance of Blockchain. The proposed handover protocol
in [32] supports PFS but their initial authentication, which is
based on the conventional 5G AKA, can not support PES; thus,
we can say that the protocol presented in [32] can partially
address the PFS in the overall scheme. Similarly, the protocol
of [32]] partially supports strong anonymity, as it achieves
anonymity but does not support unlinkability. On the contrary,
UniHand supports all the crucial security properties such as
mutual authentication, strong anonymity, perfect forward se-
crecy, key-escrow-free, KCI resilience, and secure revocation
management while achieving secure handover.

Now, to show the effectiveness of our scheme, we present
and compare the computation cost of UniHand with the state-
of-art handover protocols. To ensure fairness of comparison,
we compare UniHand with [15], [20]], [21]], [32], since like
UniHand these schemes can also support handover. Here
we conduct simulations of the cryptographic operations used
in UniHand. In this context, we implemented the required
cryptographic operations at the server level (as the aggregated
network entities, i.e. AuC, gNB) on a Dell Inspiron machine
with an i7 core, 2.30GHz CPU, and 16.0 GB RAM. As for
measuring the computational cost at UE, we use Samsung
Galaxy Note9, which runs the Android-10 mobile operating
system and is equipped with octa-core 1.8GHz Quad-Core
ARM Cortex-ASS5, 2.7GHz Quad-Core Mongoose M3 pro-
cessors, and 6GB RAM. For implementation specifications,
we use Java pairing-based cryptography (JPBC) [19] and Java
Cryptography Extension (JCE) [30].

Table |lI] compares the performance based on the compu-
tations cost. It shows the used primitives in each protocol
to measure the total required time to perform the protocol
at the UE level (Tyg) and system level (Tsys). UniHand’s



TABLE II: Performance comparison based on computational cost

Protocol Entity | Initial Authentication Total Entity | Universal HO Total
(ms) (ms)
Conventional TUE 4TPRG + ZTMAC + TAES ~ 2.817 TUE 4TAES + TPRG ~ 2.703
5G [21] Tsys 3TprG + 1Tyrac + 2Ty + TeLG ~ 1.278 || Tsys 4T sgs + TrpGr ~ 1.559
CPPHA [15] Tue 5TprG +2Tpac + Taes + T ~ 3.687 || Tue 2Tsgs + Tpr +4TH ~ 3.19
= TSys 4TprG + 1Tmac + 3Ty + 2T + TaEs ~ 2.536 TSy.s Taes +TpGr + 6Ty + 3TELG ~ 3.04
ReHand [20] Tue 2Taps + 4Ty + TprG ~3.193 || Tye TpGr + 3Ty + TaAEs ~ 2.232
Tsys 3Tags + 5Ty + Tprc ~ 1.727 Tsys TprG + 5TH + 2T AEs ~ 1.342
RUSH [32] Tue TTprG +2Tmac + Tags + 3Ty + T + 5SThvoa + 3Tsm | = 9.737 || Tue 3TprG + Tsm + 5Tu +Tg + Thvioa ~ 542
J TS}'Y 4TPRG + ITMAC + 3TH + TELG + ZTSM + 3TMnd ~ 1.967 rgys 2TPRG + TSM + 6TH +TE + TMUd ~ 1.365
UniHand TUE 3TPRG + GTAFJS + Ty +5Tg + STM()d ~ 9.48 TUE 3TPRG + 2TAES + Ty + 3TF; + 3TMod ~ 5.516
TS)-( STPRG + llTAES + 4TH + 9TE + 9TM()d ~ 8.759 Tgys ZTPGR + 2TAES + Ty + 3TE + 3TM,,,1 ~ 2.153
Tprc: Random number generators[Tyg = 0.47],[Tsys = 0.13], Tgogs:Symmetric encryption/decryption[Tyg = 0.56],[Tsys = 0.39], Tmac: Message authentication
(Hmac-SHA256) [Tyg = 0.195],[Tsys = 0.071] Ty: Hash operations(SHA-256)[Tug = 0.40],[Tsys = 0.09], Tg: exponentiation operation[Tyg = 0.86],[Tsys = 0.34]
Tmoa: Modular operations[Tug = 0.002],[Tsys = 0.001], TeLg: Elgamal Asymmetric encryption/decryption operations[Tyg = 1.176],[Tsys = 0.648]
, Tsp: scalar multiplication [Tyg = 1.148],[Tsy = 0.235]

TABLE III: Performance comparison based on communication cost.

. Total message size | Transmission | Propagation || Total
Protocol Link 1 pits) time (u5) time (us) || time (us)
Conventional | UP 640 25.6 2.01 27.64
5G [21] Down | 256 512 133 6.46
UP 1728 69.12 2.68 71.8
CPPHA (3] 1 ST 1056 21.12 1.33 22.45
UP | 832 33.28 1.34 34.62
ReHand [20] 500763 15.36 0.67 39.8
UP | 896 35.84 1.33 37.17
RUSH [32] Down | 896 17.92 0.67 18.59
. UP | 2109 84.36 0.67 85.03
UniHand Down | 3901 78 133 79.33

initial authentication protocol requires approximately 9.48ms
and 8.759 ms on UE and system level, respectively. On the
other hand, the universal HO protocol requires approximately
5.561 ms and 2.153 ms on UE and system level, respectively.

The AuC (Authentication Center) plays a crucial role in
various important functions within the mobile network, in-
cluding connectivity and mobility management, authentication
and authorization, subscriber data management, and policy
management. As the number of connected and roaming users
increases in 5G handovers, the communication to the AuC
and its computation also grows. Due to the higher number of
small cells, handovers will occur more frequently compared
to 4G. If the AuC is incorporated in each handover, it could
potentially be overwhelmed [20]], [28]]. Our proposed UniHand
scheme can resolve this issue by eliminating the need for
the AuC’s involvement during the execution of the handover
protocol. This reduction in AuC’s responsibilities effectively
decreases or stabilizes the overall computation overhead on
the AuC compared to the conventional 5G AKA and han-
dover protocols (as shown in Figure [). Figure [] presents a
comparative analysis between UniHand and the conventional
5G HO scheme [21]] concerning the required computational
cost at the AuC for authenticating a single user, including one
execution of 5G-AKA and one execution of UniHand-AKA,
while the user roams between several small cells (involving
35 HO protocol executions). In the conventional 5G scheme,

where AuC assistance is obligatory for each handover, the
computational cost at the AuC escalates proportionally with
the number of handovers. Conversely, our proposed scheme
(UniHand) maintains a consistent computational cost at the
AuC, independent of the number of handovers, as it doesn’t
necessitate AuC intervention. As a result, our proposed scheme
does not impose any additional computation cost on the
AuC during the HO process. Additionally, when the AuC is
not accessible or offline, our proposed HO protocol remains
unaffected, representing a significant improvement from the
current solution.

Next, we analyse and compare the communication cost of
the proposed UniHand universal HO protocol with respect
to the existing handover protocols, including the conventional
5G [21]], ReHand [20], RUSH [32] and CPPHA [15]. In this
context, we measure the transmitted message’s propagation
and transmission time. We consider the size and the network’s
data rate for accurate computation of transmission delay. Based
on the 3GPP specification [21]], in a wide-area scenario, the
data rate of uplink data rate is 25 Mbps, and the downlink is
50 Mbps. Accordingly, here we use the above-specified mea-
surements to compute the transmission delay of transmitted
messages in all protocols. For the message size, we use the
recommended message size in each state-of-the-art protocol
for a head-to-head comparison. In UniHand the certificate C
is of size 192 bits, the signature is 1533 bits, ECDH key size
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Fig. 4: Computation overhead at AuC during HO for
conventional 5G and UniHand

is 256 bits, and finally, the non-membership witness is 2048
bits. On the other hand, we consider the spectrum wave speed
and the distance between the user and the nearest connected
gNB to measure the propagation delay. In this context, we
follow the specified propagation speed and distance in 3GPP
specification [21], which is 3 x 108m/s and 200 m for the
propagation speed and the approximate maximum cell size
in 5G, respectively. Hence the propagation delay in sending
one message in 5G is approximately 0.67 us. Table [[LIf shows
the communication cost of UniHand and the related schemes.
From the Table [IIIl we can see that UniHand has a little more
communication overhead compared to the existing state-of-
the-art protocols [21], [20], [32], [15].

Remark 1: The rise in the communication cost is directly
associated with the size of the used certificate alongside its
signature and the non-membership witness for user revocation.
Nevertheless, the combination of signatures and certificates
enables our scheme to achieve a secure universal handover
without the assistance of the AuC. While the addition of
a non-membership witness enables UniHand to manage re-
voked users in the network. It is also worth noting that our
comparison is not quite fair, as only UniHand counts the
communication cost of the revocation scheme, which adds
more cost on UniHand.

Although both the proposed protocols (Initial Authentica-
tion and Handover) ensure all the specified security properties,
there is a notable distinction between them. Unlike the Initial
Authentication protocol, the execution of our proposed Han-
dover protocol does not involve the AuC. Figure [5] provides
an overview of the overall latency cost for each protocol in a
handover-based scenario, including both communication and
computation costs. To simulate this scenario, where a user
moves between cells (0-20 cells), we execute both UniHand
protocols (Initial Authentication and Handover) and measure
the overall latency required for 0-20 executions of each pro-

Overall Latency
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Fig. 5: Overall latency at AuC during the executions of
UniHand protocols

tocol. From the observations in Figure [3] it is evident that the
execution time of our proposed Handover protocol (which does
not require the AuC) is considerably less than our Initial Au-
thentication protocol (which does). This reduction in execution
time demonstrates the efficiency and benefits of our Handover
protocol, which eliminates the need for AuC involvement.
Despite this advantage, our proposed scheme ensures several
key security properties (such as PFS, KEF, and KCI) that
the conventional 5G scheme fails to achieve. By striking this
balance between efficient performance and enhanced security
features, UniHand represents a promising approach to address
the limitations of state-of-the-art protocols.

Remark 2: In general, the 5G networks have an acceptable
latency range defined by ETSI [I8] of 1 ms to 100 ms,
with further discussion of the ETSI standards in [22], [28]].
This latency is particularly relevant for scenarios that re-
quire low latency, such as VR-assisted tele-surgery, Intelligent
Transportation Systems, and factory automation. The latency
rates are influenced by both computational and communication
costs. In the case of the proposed UniHand handover, the total
computational cost including UE and Sys is 7.66 ms, while the
total communication cost for upload and download is 164.36
us. Consequently, the overall latency cost incurred by the
proposed scheme is only 7.83 ms, which perfectly falls within
the acceptable range of latency requirement for 5G networks
and remarkably close to the absolute minimum range of 1
ms. Therefore, our handover achieves accepted latency rates
as defined by the ETSI standards.

VIII. CONCLUSION

This article proposed a new AKA handover scheme
(UniHand) to achieve secure, privacy-preserving universal
authentication for small cell networks in 5G mobile net-
works. Our proposal UniHand can guarantee all the essential
security properties (as mentioned in Section [II-C). It can
tackle all the security vulnerabilities of the existing schemes



and weaknesses in the conventional 5G-AKA. Our proposed
scheme has been designed based on sanitisable signatures,
ephemeral Diffie-Hellman key exchange, key derivation func-
tions, authenticated encryption, and dynamic accumulator.
We conducted a formal security and privacy analysis of the
proposed scheme and compared the security features of the
proposed UniHand scheme with the existing state-of-the-art
5G-AKA protocols. Finally, We evaluated the performance of
the UniHand scheme, which shows a reasonable computation
and communication cost while achieving all required security
and privacy properties.
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