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Abstract. SCALES (Small Clients And Larger Ephemeral Servers)
model is a recently proposed model for MPC (Acharya et al., TCC 2022).
While the SCALES model offers several attractive features for practical
large-scale MPC, the result of Acharya et al. only offered semi-honest
secure protocols in this model.

We present a new efficient SCALES protocol secure against malicious ad-
versaries, for general Boolean circuits. We start with the base construction
of Acharya et al. and design and use a suite of carefully defined building
blocks that may be of independent interest. The resulting protocol is
UC-secure without honest majority, with a CRS and bulletin-board as
setups, and allows publicly identifying deviations from correct execution.
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1 Introduction

Secure Multi-Party Computation (MPC) has been steadily transitioning from
theory to practice, especially in settings involving two or a small number of parties.
However, making MPC practical for large scale tasks, possibly involving a large
number of input providers, remains an outstanding challenge. Over the last few
years, the question of practical large scale MPC has led to several approaches and
ideas [BGGT20, GHKT21, GHM ™21, GMPS21, CGG ™21, RS22, AHKP22, KRY22,
BDO23J.

This work is motivated by one of the more recent proposals, called SCALES
[AHKP22], which offers several attractive features for practical large scale MPC.
Unfortunately, the results of [AHKP22] were primarily confined to the semi-
honest setting, which is not sufficient in many real-life scenarios. In this work,
we propose a new protocol in the SCALES model with security against active
corruption. In fact, our protocol also allows publicly identifying corrupt behavior,
offering the best possible level of security when a majority of the participants
can be corrupt.
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Before proceeding further, we discuss some of the key features of SCALES that
makes it potentially the model of choice in many practical situations. SCALES is
an acronym for “Small Clients And Larger Ephemeral Servers,” which captures
two of the main features of the model.

— Small Clients refers to the fact that the complexity of each party with an
input is proportional only to its own input, and does not depend on the
computational complexity of the function being securely evaluated, or even
the number of other input clients. This is important in applications where
a large number of clients supply their inputs to a task (e.g., computing
statistics, or data models).

— Ephemeral Servers refers to the fact that (apart from the small clients) the
protocol relies only on servers which are stateless, and which can join the
protocol at any point; at that point they send out a single message and exit.
The complexity of each server can be linear in the complexity of the function
being securely evaluated. °

— No Private Communication, No Secret Committees. In SCALES all commu-
nication is over a public bulletin board. Also, there are no secret committees
available at the start of the protocol (which could have enabled primitives
like target-anonymous channels).

— No Honest Majority. In practice, honest majority assumption presents several
difficulties. For one, sophisticated (rational) players may not carry out expen-
sive computations unless they are likely to be caught (as evidenced by the
concerns that have emerged in the context of blockchain miners). Secondly,
for an honest majority in the universe of players to be reflected (allowing for
a margin) in a committee with all but negligible probability, the committee
will have to be quite large. As such, SCALES model requires only one honest
server participating in (each phase of) the computation.

— Constant Number of Rounds. Another attractive feature of a SCALES protocol
is that the number of rounds in the protocol is constant — i.e., independent
of the complexity of the function being evaluated. It is solely determined by
the number of servers who participate, which is in turn determined by the
need to have at least one honest server participating in the computation.

Ephemeral Servers and Non-Ephemeral Clients. The motivation for ephemeral
servers — originally expounded in the development of the YOSO (You Only
Speak Once) model [GHK'21] — is security in the face of adaptive corruption.
Specifically, if all the (relatively small number of) servers in an MPC protocol
execution become known to the adversary, it could adaptively target and corrupt
all of them, making any form of security impossible. An innovative solution
proposed in the YOSO model is to use ephemeral parties [GHK21]. The idea is
that these parties will remain publicly unknown — and protected from targeted
corruption — until they have “spoken;” however, by the time they have spoken,

5 An alternate expansion of SCALES could be “Small Clients and Linear-complezity
Ephemeral Servers,” to emphasize the fact that the servers are not arbitrarily complex.
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they would have erased their state, and are no longer attractive targets for
adaptive corruption.

Unfortunately, requiring that all parties be ephemeral leads to major efficiency
bottlenecks. In particular, protocols in the YOSO model rely on several instances
of expensive target anonymous channels for every round of communication.
SCALES model introduced a practically meaningful relaxation of the YOSO
requirement, to allow all the communication in the protocol to be directly over
a simple bulletin board. For this, SCALES distinguishes MPC servers from
MPC clients (input providers). Typically, from an application’s point of view,
the clients are not anonymous, and are already exposed to targeted corruption
attempts. Hence the SCALES model does not require the clients to speak only
once. However, it will be required that corrupting a client affects only its own
input, and does not compromise the security of the other clients.

With this relaxation, protocols that are fundamentally different from (and
much faster than) YOSO protocols can be used to achieve SCALES. In particular,
[AHKP22] constructs concretely efficient semi-honest secure protocols based on
rerandomizable circuit garbling.

SCALES against malicious adversaries. While [AHKP22| points out that in
principle, generic NIZK can be used to convert their garbled circuits based
SCALES protocol to be secure against active corruption, this is not concretely
efficient and is far from practical due to the complexity of the statements to be
proven. On the other hand, it is not evident how to adapt techniques available
for using garbled circuits against active corruption (without using generic NIZK)
can be exploited, as they require more interaction than is allowed in the SCALES
model.

To overcome this challenge, our starting point is the observation that the
garbled circuits used in [AHKP22] are “rerandomizable” and we can exploit this
to obtain a fairly efficient 3-round ZK proof (in the CRS model) for correctness
of garbling (and rerandomizing). We go on to develop techniques for efficiently
incorporating this protocol into a SCALES protocol. In the resulting protocol,
not only do we not require an honest majority, but also we ensure that any
corruption by a server is publicly detectable. Since this allows a larger application
to impose penalties to those who deviate from the protocol, it is arguably a
pragmatic approach to guaranteeing output delivery, instead of assuming an
honest majority.

1.1 Summary of Our Contributions and Protocol Highlights

Our main contribution is the following:

We present the first maliciously secure protocol with ephemeral servers
and SCALES-like efficiency, that is resilient to adaptive corruptions of a
magority of the computing parties. Further, in this protocol, any deviation
from correct execution can be publicly identified.
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Here by SCALES-like efficiency, we mean that the total communication and
computation in the protocol scales linearly with size of the computation, while
that of each input provider scales only proportional to its own input.

We obtain our result in the SCALES model, which was originally introduced
in [AHKP22|, and is extended to the setting of active corruption here. The
protocol is UC-secure with only a CRS and a bulletin-board as setups, under a
fairly general adaptive corruption model. (See later for more details.) As part
of achieving this result, we build several components which are potentially of
independent interest:

1. A new ZK proof of knowledge for proving the correctness of garbling schemes
based on rerandomizable garbling schemes.

2. New primitives — updatable OT, verifiable updatable OT, and distributed
committed-inder OT — and efficient instantiations for them.

Zero-Knowledge Proof for Correctness of Garbling. As mentioned above, as a
contribution of independent interest, we construct an efficient zero-knowledge
proof of knowledge for proving correctness of garbling a circuit and the use
of the corresponding input wire labels as sender inputs to OT. This can be
used in a 2PC setting to get a general garbling-based protocol with a poly-
logarithmic multiplicative overhead in the security parameter over the semi-
honest communication and computation complexity. It prevents selective abort
attacks and implicitly removes the need for the garbler and evaluator input
consistency checks required in existing cut-and-choose techniques for maliciously
secure garbling. We construct this ZK proof from a X-protocol that uses the
(rerandomizable) garbling scheme in a black-box manner. If desired, this protocol
can be converted into an NIZK protocol in the random oracle model. (We remind
the reader that our SCALES protocol does not rely on random oracles.)

Protocol Structure. Our malicious SCALES protocol is in the CRS model and
operates over a bulletin board, in three phases: function computation phase,
verification phase, and decoding phase. In each phase, each client posts an initial
message and then, one by one, each ephemeral server participating in that phase
posts a single message. While all the involved servers are ephemeral, each client
speaks thrice. Our protocol computes arbitrary functions with security with abort
in the presence of an adversary that can adaptively corrupt all-but-one of the
clients and all-but-one of the servers in each phase. Further, as all communication
in SCALES is over the bulletin-board, the correctness of the complete transcript
is publicly verifiable, and any deviation publicly identified. While technically
guaranteed output delivery is not achievable in our all-but-one corruption setting,
this identification guarantee is practically almost as good, since penalties can be
levied on parties found deviating.

The overall cost this protocol incurs, over the semi-honest SCALES protocol of
[AHKP22|, is a polylogarithmic multiplicative overhead in the security parameter
in both computation and communication. Further, the soundness parameter is
tunable, so that with a constant soundness error, it can yield a covertly secure
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SCALES protocol with a constant multiplicative communication overhead over
the semi-honest protocol.

1.2 Related Work

Related to our work are both YOSO and SCALES models, as well as other MPC
schemes with specialized communication patterns.

SCALES MPC. The most relevant prior work is SCALES [AHKP22]. We build
on their foundations and lift their semi-honest protocol into the malicious setting.
Doing so efficiently is technically challenging. Clearly, simply applying a generic
NIZK proof to every message works and preserves the SCALES communication
pattern. However, it is also concretely extremely inefficient.

On the other hand, standard efficient malicious-GC techniques, such as cut-
and-choose and authenticated garbling, seem to fail to work in our constrained
setting for several reasons. Firstly, standard GC protocols are designed for
2PC. Known multi-party extensions, such as BMR [BMR90], require multiple
rounds between parties, violating SCALES requirements. Similarly, cut-and-
choose too does not naturally fit with the SCALES-like communication pattern:
communication-efficient cut-and-choose [Lin13, HKE13] requires several rounds
of interaction to achieve 27% soundness error by communicating s GCs. We show
that SCALES malicious security could be achieved in the style of cut-and-choose,
using the distributed committed OT primitive we introduce (see Section 1.4),
albeit with a lower efficiency (achieving only 27931¢ soundness error using s
GCs).

Our main protocol avoids this penalty by using an altogether different ap-
proach that exploits the rerandomizability of the underlying GCs (achieving 27°
soundness error with s GCs).

YOSO. Recall that one of our goals is to outsource MPC to a relatively small
number of servers, while remaining secure against an active and adaptive adversary
who can potentially corrupt every server that it finds out to be part of the protocol.
This can be achieved by the recently introduced YOSO framework [GHK 21|,
where the parties only speak once, and the computation is evolved using a
sequence of elected committees.

However, |GHK'21] and related works incur impractically large costs on
various fronts. For one, these protocols use several large (hidden) committees,
with expensive “encryption to the future” channels, where each committee needs
to have an honest majority. Supporting encryption to the future turns out to
be quite expensive. Secondly, for security against active corruption, these works
use generic NIZK protocols in proportion to the size of the original computation.
Thirdly, these protocols have a round complexity proportional to the depth of the
computation, inherited from the underlying protocols and this is a major overhead
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as each round (involving a committee selection) is highly expensive. ¢ Finally,
these protocols suffer inherent inefficiencies when Boolean logic is involved, say,
in the form of conditionals (as opposed to purely arithmetic computation). The
SCALES protocol in this work avoids each of these issues. This is discussed in
more detail in Section 1.3.

Alternate MPC Models. Goyal et al. [GMPS21] explore feasibility of blockchain-
assisted MPC: input parties put the input and garblings of an MPC protocol’s
next-message function in conditional storage and retrieval systems (CSaRs).
These are posted on the blockchain that executes this MPC protocol by pro-
cessing the garbled next-message functions. It ensures no interaction between
the parties, at the cost of having them perform protocol-size-dependent compu-
tation and engaging a powerful (and expensive) blockchain setup. Two-round
MPC [GGHR14, GS18, BJKL21, BGSZ22] involves input parties posting two
rounds of messages to a bulletin board, based on which the output can be pub-
licly computed. However, the input parties incur communication and computation
costs proportional to the circuit size of an underlying MPC protocol. The Fluid
MPC model [CGG™21] allows parties to dynamically join and leave the protocol
computation; however, the identities of future parties joining the protocol need
to be known in advance. It also relies on the assumption that the adversary can
corrupt only a minority of the servers in each committee. A recent work [RS22]
extends Fluid MPC to the dishonest majority setting, though it still does not
meet the YOSO requirement.

Other Techniques for Malicious Security. Our custom zero-knowledge proof,
exploiting the explainability of RGS and UOT, avoids several disadvantages of
alternate generic approaches. There are a few significant approaches to ensuring
correctness of garbling that we need to compare with: using zero-knowledge
proofs [HIMV19, ASH" 20|, cut-and-choose techniques [LP09], and authenticated
garbling [YWZ20,IKO"11].

Firstly, using a generic NIZK proof system comes with the disadvantage that
it is non-black-box in the underlying primitives and incurs a high computation
overhead. A circuit for verifying the statement that a GC is a correct garbling of
a function (or a correct rerandomization of another GC) and that the inputs to
UOT are consistent with the GC, is much larger than the GC itself. In particular,
this circuit incorporates the underlying cryptographic primitives. For example,
the only known instantiation of RGS from [AHKP22| uses [BHHOOS8] as the
underlying encryption scheme, and involves O(x?) group exponentiations per gate.
Further, this circuit needs to be encoded as low-level algebraic circuits, R1CS
programs, etc., before the proofs are created, resulting in a prover complexity that
is super-linear in the GC size and concretely very high. Even in the Random Oracle

5 While [KRY?22] offers YOSO protocols which are constant round, these are meant
to be theoretical feasibility results (no concrete cost analysis is available) that build
on expensive base protocols, and further use their next message functions in a
non-black-box manner.
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(RO) model (which we do not resort to), wherein ZK-SNARKS can virtually
eliminate the communication and verifier complexity, the high prover complexity
remains. In contrast, our proof operates in the standard model (without RO) and
is black-box in the RGS, and the computational (and communication) overhead
in the final SCALES protocol compared to the semi-honest version in [AHKP22]
is simply a multiplicative factor of s, for 27° security error.

Another alternative, which is black-box in the underlying garbling scheme is
to use cut-and-choose techniques. Although cut-and-choose is black-box in the
underlying cryptographic primitive, they are not directly compatible with the
SCALES model. This could be addressed using the DCOT primitive we develop,
in the same way we convert our X protocols into the SCALES model. Even so,
they incur a multiplicative 3.2s factor for achieving 27° soundness error while
our techniques are simpler and incur only a factor of s for the same soundness.

Finally, authenticated garbling techniques cannot be used in SCALES proto-
cols due to the need for multiple rounds of communication.

1.3 Comparison with YOSO Protocols

While YOSO and SCALES models share the key feature of ephemeral servers,
they remain incomparable to each other on certain other aspects. While YOSO
protocols allow even input clients to speak only once, in many practical settings,
SCALES protocols can offer much better efficiency and practicality. We elaborate
on this below.

Target Anonymous Channels. Typical protocols in the YOSO model involve secret
committees, and require expensive point-to-point target anonymous channels
for every round of communication, between every pair of “current” committee
member and a “future” committee member. This is exacerbated by the fact that
the most efficient YOSO protocols have round complexity proportional to the
depth of the circuits. Further, this affects the flexibility of these protocols by
requiring that the target anonymous channels are setup sufficiently in advance.

SCALES protocols are fundamentally different in that they do not involve
private communication to the servers to be selected in the future, and there is
no need to setup expensive target anonymous channels. Indeed, the SCALES
model allows servers to join the protocol truly on the fly, without any parties
being aware of a server’s existence prior to it speaking.

Rounds as a resource. A significant advantage of our work compared to the results
in the YOSO model is the round complexity and the corresponding concrete
costs. While one can instantiate YOSO with constant-round protocols (like the
BMR protocol), that incurs heavy computational costs due to generic ZK proofs;
indeed, [KRY22| proposes several such protocols as a proof of concept, focusing on
providing end-to-end proofs. But these protocols build on expensive base protocols,
and further use their next message functions in a non-black-box manner. On
the other hand, the more practical instantiations of YOSO which use underlying
protocols whose round complexity scales with the function’s multiplicative depth
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(GMW, CDN, etc.) do allow for (relatively) efficient arithmetic computations,
but incurs round costs.

In the setting of YOSO and SCALES, where players self-select and communi-
cate over a bulletin board (blockchain), the round latency is daunting, ranging
from several seconds to minutes. To highlight the relative cost of latency even in
high-speed networks, we point out that recent experiments reported in [YPHK23|
show &~ 1600x improvement by switching from a GMW-based multi-round solu-
tion to a constant-round GC-based protocol, with the primary factor behind the
speed up being network latency. Instantiating YOSO with multi-round protocols
will incur similar penalties.

Computational costs. In terms of total computational costs, for a Boolean circuit
of size s and a security parameter x executed by n servers, our total computational
cost is O(nsk3). In YOSOcpn, with a YOSO committee size N (a function of
the security parameter), each role requires O(N?) computation, plus a generic
non-black-box NIZK for proving correctness of various operations (decryption,
encryption, threshold key reconstruction, resharing, and partial decryption) in a
Paillier encryption scheme.

Boolean vs. Arithmetic Computation. Our protocol is geared towards secure eval-
uation of boolean circuits, rather than arithmetic computation. While arithmetic
circuits can offer better efficiency in some applications, this is not generically the
case. This is because control flow, such as branching, is conditioned on Boolean
values, conversion to which is expensive when an arithmetic circuit is used. Pro-
grams where arithmetic operations are interspersed with conditionals (e.g., GCD
computation and, more generally, programs best executed as CPU-emulation) are
more efficiently represented as boolean circuits rather than arithmetic circuits,
as has also been observed in the context of recent high-performing interactive
ZK systems [YHKD22]|.

Guaranteed Output Delivery vs. Identifiability. Many of the YOSO protocols
support guaranteed output delivery, whereas our SCALES protocol settles for
identifiability of corrupt parties. However, a closer look reveals that the SCALES
approach is arguably more practical. Firstly, guaranteed output delivery requires
an honest majority assumption, which not only limits its applicability, but
also, even when it applies, severely affects efficiency compared to the SCALES
requirement that only one server needs to be honest in each phase. 7 Secondly,
when MPC is deployed in a larger setting, often identifiability can already be
used to incentivize honest behavior (e.g., via smart contracts that penalize parties
identified as corrupt) and thereby guarantee output delivery.

" E.g., when 1/4 of the pool is corrupted, selecting 20 parties at random from the pool
drives down the probability of not having an honest party to 27%°; even with over a
100 parties, the probability of not having an honest majority stays above 273°.
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1.4 Technical Overview

We outline the ideas and building blocks used for our maliciously secure SCALES
protocol. Similarly to the semi-honest protocol of [AHKP22], our construction
is based on rerandomizable garbling. To efficiently lift semi-honest to malicious
security, we design zero-knowledge (ZK)-friendly protocols while preserving
the SCALES communication pattern. We structure the overview as follows
(cf Figure 1): we review our starting point, semi-honest construction [AHKP22].
We then highlight several lower-level obstacles to be resolved for getting malicious
security. For each, we introduce a corresponding functionality, discuss technical
issues, and sketch our approach to efficient instantiation. Finally, we discuss how
to put it all together.

SCALES (Functionality FRGS
Definition 2 L Figure 9
Theorem 3 |—> Theorem 1 <—|

{Functionality fVUoTJ 1 Projective RGS :

Figure 10 Definition 3

Theorem 2 ]
Ephemeral Prover ZK
Definition 13

’—> Lemma 8 <—‘

[Updatable OT} [Distributed Committed-Tndex OT} LE—Protocols for RGS}

(See Figure 2) (See Figure 2) (See Figure 2)

Fig.1 Overview of our main construction. Dotted box indicates a primitive from
prior work. We introduce and build the three lower boxes: Updatable OT, Distributed
Committed-Index OT, and X-protocols for correct function encoding. This Figure 1 is
the roadmap for obtaining our maliciously-secure SCALES protocol.

The Frgs Abstraction. Our starting point is the semi-honest SCALES protocol
of [AHKP22] which uses Rerandomizable Garbling Schemes (RGS). We introduce
a functionality Fres (Figure 9) that captures the core of this protocol, and then
UC-securely implement it (as opposed to only with semi-honest security).

We briefly recall the structure of the protocol in [AHKP22]: A server creates
a garbled circuit (GC), which is then rerandomized by a sequence of servers, one
at a time. The final evaluation is carried out on the last GC. The input labels of
this last GC are published by the input clients: before the GCs are constructed,
they commit to their inputs via the first message of a 2-round OT protocol, and
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using the second-round messages in the OT protocol posted along with each
rerandomized GC, each client can keep track of the input labels of the latest GC.

FRres carries out the generation and rerandomization of the garbled circuits,
and publishes the correct labels of the final GC. It is a reactive functionality,
which first receives the function inputs from the clients. Then it accepts the
randomness used to create a GC of f from the first server, constructs this GC,
and makes it available to all parties. Frgs also gives each client the active label
for its own input. Next, it accepts randomness from each successive server to
rerandomize the prior GC, makes the new GC available to all parties, and each
client receives the active labels for its input. After the final rerandomization, all
active labels corresponding to the final garbling are given to all parties.

To realize the Frgs functionality with malicious security, we will need to
enhance the RGS-based construction of [AHKP22| with a zero-knowledge proof
facility compatible with the SCALES communication pattern.

Figure 16 [Z—Protocols for RGS}

[Distributed Committed-Index OT}

—— Lemma 4,5 «——

Lemma 6
Committed-Index OT Explainable UOT Explainable RGS
Figure 18 Definition 10 Definition 9

Lemma 7 Lemma 3 Lemma 2

“Rerandomizable . Updatable OT HProjective RGS
: 2-round OT : Lemma 1 Figure 12 ] Definition 3 i

' Implicit in
[GHV10]

Lemma 9
Implicit in [PVWO08]

Fig. 2 Overview of constructing the building blocks. Dotted boxes indicate primitives
from prior work. This shows the roadmap for obtaining our 3 main building-blocks
shown in Figure 1 from Projective RGS and a 2-round OT protocol.

Updatable Oblivious Transfer (UOT). A key ingredient in implementing the
Fras functionality is a variant of the OT functionality called FyoT, which involves
one receiver, one sender and multiple updaters. This functionality implements
a sequence of OTs with the same receiver and the same choice bit. While the
sender gets to input a set of strings (sf), s{) to the functionality (just like in OT),
and the j*" updater’s input to OT is defined as (s}, s7) = (0j(s) "), 05(s]™ ),
where o is an update function that the updater can pick from a suitably defined
function class (which for us will be related to the rerandomization admitted
by the RGS). The receiver learns s} for all j, where b is its input. Further, to
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facilitate public evaluation in the overall protocol, Fyot publishes the last of
these strings, s{, where d is the total number of updates.

A UOT protocol is a UC-secure realization of FyoT with additional structural
restrictions to fit into the SCALES model. In Section 5.1, we present such a
protocol in the Fcrs-hybrid based on the 2-round OT protocol of [PVWOS].
This resembles the construction of ‘rerandomizable OT’ in [GHV10]. Further,
to implement the final step of publishing the last received string (denoted as s¢
above), we rely on a NIZK protocol. As the statement proven using this NIZK
protocol is small (depends only on one instance of the OT protocol per string

received), we rely on a generic NIZK PoK protocol in the Fers-hybrid [GHV10].

Verifiable Updatable OT (VUOT). To ensure correct garbling /rerandomizing
and that the sender’s and updaters’ inputs to the UOT protocol are derived
during the garbling and rerandomizing process, we abstract verifiable updatable
oblivious transfer as a functionality Fyyot. This forms a convenient abstraction
from which the Fgrgs functionality can be readily realized.

The Fyyot functionality is parameterized by two relations and it internally
incorporates a UOT functionality. The relations tie the inputs of the sender
or the updater with a public piece of information that is maintained across
multiple rounds of updates. In our case, this will be a rerandomizable garbled
circuit (GC). The first relation will be used to check if the function is garbled
correctly and if the sender’s inputs in UOT are the input labels formed in this
process; the second relation will be used to check if the GC instance is a correct
rerandomization of an existing garbling and if the updater’s UOT inputs are
indeed those transformations created in this process. Fyyot executes as follows:
For a function f with m input bits, first each client (receiver in Fyyot) sends its
input bits to the functionality. Then the first encoder (sender in Fyyot) garbles
f, and sends this garbling, the randomness used to garble, and the complete set
of labels for all input wires to the functionality. The functionality also uses this
information to verify the first relation; then each client receives its active label
and the garbling is publicly posted. For each successive rerandomization of the
GC, Fyuor is used in a similar fashion, but with the second relation verifying
that updated OT secrets are consistent with the rerandomization of the GC.

In addition to the UOT protocol, realizing FyyoT would require a mechanism
to verify the validity of the two internal relations. This needs to be done in
a way that preserves the SCALES communication pattern: having a stateless
prover “speak once.” We abstract this mechanism as an Ephemeral Prover Zero-
Knowledge (EPZK) proof protocol and discuss its building blocks below.

Sigma Protocols for RGS. As a starting point, we construct efficient X-
protocols for proving that garbling and rerandomizing in RGS were performed
correctly. Our basic idea for proving garbling correctness is as follows (proving
rerandomization is similar): the Prover (RGS garbler) generates and publishes the
garbling F'. Simultaneously, it rerandomizes F' and publishes this regarbling Fproof-
Based on a Boolean challenge from the verifier, it opens randomness showing
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either correct regarbling F' +— Fjoof, Or an explanation of Fyoof as a correct
garbling of f directly from some randomness. Crucially, the original garbling
F remains unopened and suitable for secure evaluation. Soundness is based on
the fact that if F' is not correctly constructed, the prover cannot succeed in
both the cases and will be caught with probability 1/2 (this can be amplified
by repetition). The actual proof additionally needs to assure correctness of the
UOT execution with inputs that are consistent with the (re)garbling. Details can
be found in Section 5.2.

We introduce explainability as a property of rerandomizable objects and define
a special class of RGS (including the construction in [AHKP22|) that satisfies
this. Informally, explainability is a property by which a rerandomized garbling of
a function f can be explained as a fresh garbling of f. This is done by defining
an algorithm that takes both the garbling and rerandomizing randomnesses
and composes them to form randomness that is indistinguishable from fresh
garbling randomness. An explainable UOT protocol is described similarly: for an
updater’s message in a UOT protocol, the sender’s and updater’s randomness
can be composed to form randomness that explains this as a fresh message by a
sender using the receiver’s first message and the rerandomized labels as inputs.
Details of both these definitions can be found in Section 5.2. These facilitate the
construction of the X-protocols as outlined above.

Why not a generic proof? Our proof, exploiting the explainability of RGS and
UQOT, avoids several disadvantages of alternate generic approaches — like using
generic zero-knowledge proofs [HIMV19, ASH'20], cut-and-choose techniques
[LP09], and authenticated garbling [YWZ20,IKOT11]. See Section 1.2 for a
detailed discussion.

Ephemeral Prover Zero-Knowledge Protocols. The X protocols above
cannot be directly used in a SCALES protocol: they involve the prover (in our
case, a server) speaking twice, retaining state in between. What we require instead
is a proof system in which the prover speaks only once. This does not need to be
a NIZK, as the verifier is allowed to send a message prior to the prover’s message.
We call such a proof system an Ephemeral Prover ZK (EPZK) proof system.
Following a similar outline as that in [JKKR17], we observe that we can
eliminate the first round message in a X' protocol, using a 2-round UC-secure OT
protocol, as follows: Recall that in a X’ protocol, the prover sends a message a, the
verifier responds with a random challenge b € {0,1}, and then the prover replies
with a message c. After computing a, the prover can compute two responses, cg
and c1, so that ¢, is the response on challenge b. In the new protocol, the verifier
starts by sending the first OT message playing the role of a receiver with choice
bit b. The prover computes (a, ¢g, ¢1) and responds with (a, m) where m is the
second message in the OT protocol corresponding to sender’s inputs (cg, ¢1). The
verifier can recover ¢, from OT, and complete the verification of the X' protocol.
Using a 2-round UC-secure OT protocol (in the CRS model) above, and
running several (poly-logarithmic in the security parameter many) parallel execu-
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tions of this protocol, we obtain a UC-secure protocol for the ZK functionality, as
can be modularly analyzed by considering the protocol in the OT-hybrid model.

While the above yields an EPZK proof system, we will in fact be interested
in ZK proofs given by an a priori unknown number of provers, and involving
multiple verifying clients (namely the input clients) so that unless all the clients
are corrupt, the functionality guarantees the correctness of all the claims being
proved. Also, we will avoid the need for separate proofs given by each server to
each client, using a version of OT that we discuss next.

Distributed Committed-Index OT (DCOT). As mentioned, a X protocol
can be turned into a UC-secure ZK proof in the OT-hybrid model, and further by
composing with a 2-round OT protocol, we obtain a 2-round ZK proof protocol.
However, since the SCALES model does not insist that the number of servers
(who will need to give proofs to the clients) is a priori fixed, we need an OT
functionality in which many senders can take part for the same choice bit sent by
a receiver. Unlike in OT, this functionality makes the choice bit and the chosen
string publicly available at the end. This is captured as “Committed Index OT,”
and can be readily implemented by having all the senders use the same first
message from the receiver, in a 2-round OT protocol (see Section 5.3).

Another significant efficiency issue stems from the need to give the proof to
multiple verifiers. While repeating the proof separately works, it results in one
of the most expensive parts of the overall protocol being replicated by a factor
equal to the number of input parties. To avoid this, we define and implement
a new functionality called DCOT which allows for a single proof that remains
sound as long as at least one of the verifying clients is honest.

The DCOT functionality is similar to COT, except that there are multiple
receivers and the choice bit is uniformly random even if an adversary corrupts
all-but-one of the receivers. We give a protocol for DCOT in the COT-hybrid
model, which, when composed with a 2-round COT protocol, yields a 2-round
protocol. In this protocol, each chooser C; samples a bit b; as its input to a
session of the COT protocol (with all the senders). Then each sender samples
two random masks kg and k; and publishes (so @ ko, s1 @ k1) where (sq, s1) is
its input. Let A = kg @ k;. Corresponding to each of the m choosers C;, it
samples a random string L) under the constraint that the XOR of these strings
is ko. It sets each string L] = Lj ® A. Note that for b = B¢, bs, it holds
that kp = @;c(,n,) Li,- Then the sender uses (L, L) as its inputs for the COT
instance with the chooser C;, for each of the m choosers C;. The chosen strings
in are made publicly available, from which k; can be publicly computed.

Maliciously Secure SCALES Protocol. Tracing back the above discussion,
the X protocols for RGS can be turned into EPZK protocols for the same
relations. This can then be used to obtain a UC-secure protocol for Fyyor, and
then for Frgs for evaluating any function, and this can then be used to obtain a
UC-secure SCALES protocol. In Figure 3, we summarize this protocol, omitting
the abstractions of Fyyot and Frgs (which are helpful for a modular proof). The
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Maliciously Secure SCALES Protocol

1. Encoding Phase:

— Each client creates the first message of the UOT protocol as a receiver,
using its input bit as the choice bit. It also creates the first message
of the EPZK protocol. These are posted on the bulletin-board.

— The first encoder garbles an RGS for the function f. For each input
wire, it uses the two labels to create the senders’ message of the UOT
protocol. It creates the EPZK server message for proof of
correct garbling. The garbled circuit, the EPZK message, and
the set of UOT second messages are posted onto the bulletin-board.

— Every successive encoder reads the previous GC and UOT message set.
It rerandomizes the GC and updates the UOT messages so the labels
match the new garbling. It creates the EPZK server message for
proof of correct rerandomizing. The new garbled circuit, EPZK
message, and set of UOT messages are posted on the bulletin-board.

2. Verification Phase:

— Each client posts the second EPZK message.

— For multiple rounds, a server verifies the EPZK transcript
correctness and posts a bit indicating correct verification.

3. Decoding Phase:

— If all verifiers accept, each client decodes the last UOT message
and posts the final label on the bulletin-board. This is accompanied
by a CRS-based NIZK indicating honest decoding.

— For multiple rounds, a decoder reads and verifies each client’s last
message, uses the labels to evaluate the last GC, and posts the result.

— If all decoders post the same output, this is accepted by all parties.

Fig. 3 An Informal Description of a Maliciously Secure SCALES Protocol with three
phases — an encoding phase, a verification phase, and a decoding phase. Each phase
requires at least one honest participating server. The elements of the protocol that are
relevant to security against active corruption are shown bold and in color.

protocol has three phases with each requiring at least one honest participating
server. This protocol can also be relaxed to provide covert security by reducing
the number of parallel instances of the X-protocol executed in EPZK to one. We
refer the reader to Appendix C for details on the covertly secure protocol.

Maliciously Secure SCALES Protocol in the Random Oracle Model. A simpler
and more efficient SCALES protocol can be achieved in the Random Oracle Model
(ROM). This protocol requires only two client messages: one at the beginning
of the encoding phase and the decoding phase respectively. In the protocol in
Figure 3, when all the participants have access to a public random oracle RO,
all encoder ZK-proofs in the EPZK protocol can be made NIZK proofs. This is
done by taking all the parallely invoked X-protocols for correct garbling (resp.
rerandomizing) for an encoder and applying the Fiat-Shamir transform on them
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Maliciously Secure SCALES Protocol in the ROM

1. Encoding Phase:

— Each client creates the UOT protocol first message as a receiver, using
its input bit as the choice bit and posts it on the bulletin-board.

— The first encoder garbles an RGS for the function f. For each input
wire, it uses the two labels to create the UOT protocol senders’ message.
It uses the RO to create the EPZK message (the NIZK proof)
for correct garbling. The GC, NIZK proof, and set of UOT second
messages are posted onto the bulletin-board.

— Every successive encoder reads the previous garbling and UOT message
set posted. It rerandomizes the GC and updates the UOT messages so
that the labels match the new garbling. It uses the RO to create
the NIZK proof for correct rerandomizing. The new GC, NIZK
proof, and set of UOT messages are posted on the bulletin-board.

2. Verification Phase:

— For multiple rounds, a server uses the RO to verify the NIZK

proof for all encoders and posts a bit.
3. Decoding Phase:

— If all verifiers accept, each client decodes the last UOT message and
posts the final label on the bulletin-board, along with an RO-based
NIZK for honest decoding.

— For multiple rounds, a decoder reads and verifies each client’s last
message, uses the labels to evaluate the last GC and posts the result.

— If all decoders post the same output, this is accepted by all parties.

Fig.4 An Informal Description of a Maliciously Secure SCALES Protocol in the
Random Oracle Model with three phases — an encoding phase, a verification phase,
and a decoding phase. Each phase requires at least one honest participating server.
The elements of the protocol that are relevant to security against active corruption are
shown bold and in color.

collectively. This eliminates the need for the DCOT protocol completely and
hence the clients’ involvement in EPZK. The protocol is summarized in Figure 4.

Computational and Communication Overhead over the Semi-Honest Protocol.
The source of the overhead of the maliciously secure protocol over the semi-
honestly secure protocol is the EPZK protocol. Let s be the statistical security
parameter used (e.g., s = 50) for which the protocol gives a soundness error of 27%.
Then, each ephemeral encoder’s total computational and communication overhead
is multiplicative in s. Each client’s communication incurs only an additive O(sk)
overhead compared to the semi-honest protocol. The new ephemeral verification
servers are similar in computation complexity to all the encoders combined, but
they each contribute only one bit (indicating whether all the encoders acted
semi-honestly) to the communication.
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2 The SCALES Model

We describe the SCALES model and define a SCALES protocol family for a
function family F where the size of each function representation is parameterized
by k. The model involves servers, clients and a public append-only bulletin-board.
All the communication between the participating parties take place over this
bulletin-board.

Definition 1. Let F = {fix|k € N} be a function family with members fi :
{0,13m®) — {0,1}®) that have circuit representation Cy. Let x = {2;}icpm)
be the function input. For ¢ € N, a protocol family {IIx|k € N} is said to be a
c-phase SCALES protocol family for F if, for each k, the protocol I} has the
following structure.

— Participants:
e Clients C = {Ci}icm) where C; has input bit ;.
e Ephemeral server pool S with constant fraction o of honest servers.
e Bulletin-board B to which any party can write. Anything written onto B
is visible to all parties.

— Communication Pattern: For each phase p € [c], let s, be the number of
servers participating in computation in that phase. Each phase p has s, + 1
rounds where,

e In round 0, all clients C; € C simultaneously post a message mt onto B
e YV round j € [sp]|, a randomly selected server Sf € S reads B, silently
performs computation, erases its state, and posts a message mé-) onto B

— Complexity:

e Fach client C; € C can perform computation proportional to a security
parameter £ and max,c(q(sp), but independent of |Cy|

e Bach server S} participating in Il can perform O(|Cg|) = poly(k)
computation

In Definition 1 note that all participating servers are stateless and the number
of times a (stateful) client posts a message is a small constant c¢. The definition
remains silent about an additional privacy property of a SCALES protocol since
this would differ depending on the type of adversary being considered. Note that
the above definition is a compiler for the circuit representation of any function
into a SCALES protocol.

The SCALES protocol constructed in [AHKP22] is secure against semi-honest
adversaries and consisted of 2 phases. In the first phase, after each client has
posted a message, a set of s; = d ephemeral servers {E;},c(q) operated as
encoders to compute a garbled circuit. In the next phase, the clients’ message
provided the input labels corresponding to the final garbled circuit. Then, so =1
server is tasked with evaluating the garbled circuit. In this protocol, security
holds when the semi-honest adversary corrupts all-but-one participating server
in the encoding phase and the decoding server. It can also corrupt, statically or
adaptively, up to all the input clients.
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Maliciously Secure SCALES. In this work we present a SCALES protocol that
is secure in the presence of malicious adversaries. The protocol consists of 3
phases: the first phase consists of a client message followed by a set of ephemeral
server messages acting as encoders; the second phase consists of a client message
followed by a set of servers that take the role of wverifiers; and the third phase
consists of the last client message followed by a set of decoders.

Definition 2. Let Fp be the Bulletin-Board functionality (Figure 6) and Fcrs
be a Common Reference String functionality (Figure 7). A SCALES protocol
family (Definition 1) {IIx|k € N} for a function family {fi|k € N} is said to be
a maliciously secure SCALES protocol family if, for each k € N, I}, is
a UC-secure protocol for the functionality fgéALES (Figure 5) in the (Fp, Fcrs)-
hybrid against a malicious PPT adversary that is allowed all-but-one adaptive
corruption of clients, and, for each phase, all-but-one adaptive corruption with
erasures of participating servers.

3 Preliminaries

We begin by recapping relevant definitions of objects from prior works. We
refer the reader to Appendix A for additional preliminaries. We denote by & a
computational security parameter and s a statistical security parameter.

3.1 Rerandomizable Garbling Schemes
We re-state the definition of projective Rerandomizable Garbling Schemes [AHKP22].

Definition 3. A Projective Rerandomizable Garbling Scheme for function
family F with input domain {0,1}™, and a leakage function ¢ : F — {0,1}*, is
a tuple GS = (Gb, Rerand, En, Ev) of PPT algorithms satisfying:

— Correctness: For every f € F and input z € {0,1}"™,

Prly = f(x) : (F,e) < Gb(f), X = En(e,z), y = Ev(F, X) ]=1
Prly = f(z) : (F,e) «+ Gb(f), (F', Tgn) < Rerand(F),
X' = En(men(e), ), y = Ev(F', X") J=1

Privacy: Vfo, f1 € F s.t. ¢(fo) = &(f1), and Vxo,z1 € {0,1}™ s.t. fo(zo) = f1(z1),

{F07XO}(FO,eo)eGb(fo)yxoiE"(eo@o) ~ {F17Xl}(F1qel)FGb(fl)vxliEn(Elvzl)
— Rerand-Privacy: For the space of random tapes R in Gb, Vf € F,x € {0,1}™,
{r, Fo, Xo} R, (F,e)«<Gb(fir), ~ {1, 1, X1 b Ro(Fyer)Gh(p),
(Fo,mgn )4 Rerand(F), Xo=En(mg,(e),z) X1=En(eq,x)
— Projective Encoding: The function En : € x {0,1}™ — Z™ is projective:
o V& = {i}icim, 2" = {@i}tiepm) € {0,1}™, Ve € &, {L;}icpm) = En(e,z) and
{L;}ie[m] = En(e, ') such that Vi € [m], if z; = x} then L; = L.

o Ten = {0;}ieim) produced by Rerand is such that Yz € {0,1}™, Ve € €,
{L;}icim) = En(e,z) and {L;}ie[m] = En(men(e), ) where o;(L;) = L;.
[AHKP22] contains a construction for projective RGS based on garbled circuits
for which we refer the reader to Appendix A (Construction 1). We also instantiate

a variant of projective RGS with this in our final SCALES protocol.
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Functionality ]:SfCALES

Let f:{0,1}™ — {0,1}" be a function. Let A be a PPT ideal-world adversary.
Let C = {Ci}icpm) be the clients. The functionality fstALES works as follows:

— ‘FSfCALES accepts an input bit x; from each C; € C
- ]:SfCALES computes f(z) and gives f(z) to A
— if A sends OK to Flc, s, it sends f(z) to C

Fig. 5 SCALES Functionality

Bulletin-Board F3

Let P be the set of all parties. Let publish denote the action of the functionality
sending a message to all parties. The bulletin-board F; works as follows:

— Fp initializes its transcript to 7 = {} and ¢ =0
— Each time Fp receives message m from party P;,
o Fpsets c=c+ 1 and 7[c] = (m, P)
e F5 publish ¢
— If a party P; sends read to Fg, the functionality sends 7 to P;
For ¢’ € [¢], if a party P; sends (read,c’) to Fg, the functionality sends
T[] to P;

Fig. 6 Bulletin-Board

Common Reference String Fixs

Let P be the set of all parties. Let D denote a distribution over strings {0,1}"
(implicitly parameterized by a security parameter x). The functionality Frs
works as follows:

— Initialization:
e Sample s + D
— If a party P; sends read to Fks, the functionality sends s to P

Fig.7 Common Reference String

3.2 Oblivious Transfer

Oblivious Transfer (OT) is a 2-party functionality Fot between a sender S and
a receiver R. The sender S has inputs ag,a; € {0, 1}, and the receiver R has
b € {0,1}. For takes these inputs and gives a; to R. We require an OT protocol
with additional features as described in Definition 4.
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Multi-OT FruioT

Let R be a receiver with input b € {0,1} and {S;}ic(g be ¢ senders where each
S; has inputs (ah,a}) € {0,1}2. The functionality Fnusior operates as follows:

— FmuiioT accepts b from R
— Vi € [{], on receiving (ag, a1) from Si, FmurioT gives aj, to R

Fig. 8 Multi-OT Functionality

Definition 4. Let Fcrs (Figure 7) be a Common Reference String functionality.
A tuple of PPT functions OT = (CRSgen,0T1,0T2,0Tg,, OT3) is a 2-round
maliciously secure bit-OT scheme with reusable first message and rerandomizable
second message if the following holds,

1. Reusable first message: for a recewver R with input b € {0,1} and the
receiver’s message my < OT1(CRS;b) can be used by multiple senders S;
with input bits (al,at) € {0,1}2 operating as,

Feposen . CRS «+ CRSgen(1")
R: (Aux,mj) < OT(CRS;b)
Vi e[, S : mb « OT2(CRS; my, (ah,al))
Viell,R: aj < OT4n(CRS; mb, Aux)

The above protocol UC-securely realizes Furior (Figure 8) in the fgssf:gen_

hybrid when a malicious PPT adversary corrupts any subset of {S;}iciq

statically and R adaptively.

2. Rerandomizable second message: Let R be the space of randomness
used in OTqy. There exists a composition operation ¢ such that Vr,r' € R,
r* =71 or € R and Vmy it holds that,

OT2(CRS; my, (ao,a1);7") = OT3(CRS; OT2(CRS; my, (ao, a1);r’);r)

*

if r < R or 1’ < R is sampled uniformly, r* is uniformly distributed in R.

In the malicious setting, in the CRS model, we create such an OT protocol
from the OT protocol in [PVWO08]. This instantiation can be found in Appendix B
along with a proof that it satisfies Definition 4.

3.3 Zero-Knowledge Proofs

Zero-Knowledge Proofs are an interaction between a prover P and a verifier V'
such that the interaction convinces V' that a secret input = of P belongs to a
public language L but the interaction reveals nothing beyond that fact.

Definition 5. A pair of machines (P, V) is a computational zero-knowledge
proof for a language L if for every PPT V', the following holds:
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— Perfect Completeness: For every x € L,
Pr[(P,V)(z)=1] =1
— e-Soundness: For every x & L, and every P*,
Pr[(P*,V)(z)=1] <e
— Zero-Knowledge: For every PPT V* there exists a PPT S* such that,

{(PV*)(@)}oer = {S”(2)}aer

In this work, we construct zero-knowledge proofs for correct garbling and correct
rerandomizing for Construction 1 and use these in the SCALES protocols. We
do so by first constructing X-protocols [CDS94] and then converting them into
zero-knowledge protocols where the prover sends only one message.

Definition 6. A Y-protocol Sigma = (P, Vi, Py, V) for a statement x € L
with witness w is an interaction between a prover P and verifier V' of the form:

1. P computes Aux,a + Pj(z,w) and sends the message a to V
2. V computes b+ Vi(-), a uniformly random b to send to P

3. P sends the last message ¢ = Pa(a,b,z,w) to V

4.V outputs Va(a,b,c,x) € {0,1}

Such a protocol must satisfy the following properties:
— Completeness: For every x € L, a + Py(z,w), and ¢ = Ps(a,b, x,w),
Pr[Va(a,b,c,z) =1 =1

— Special Soundness: Let w be a witness proving x € L, a < Pi(x,w). Then
for any set of transcripts (a,b,c) and (a,V',c') s.t. b £V, Va(a,b,c,z) =1
and Va(a, V', ,x) =1, there exists a PPT algorithm,

w <+ Extract(a, b, c,b', ¢, x)

— Special Honest- Verifier Zero Knowledge (SHVZK): There exists a
PPT algorithm,

T =(a,b,¢c) < Sim(1%,z,b)

such that 1 = Va(a, b, ¢, ). For allb € {0,1}, the distribution T < Sim(1%, z,b)
is computationally indistinguishable from the distribution of " = (a’,b,c)
obtained from an honest execution of Sigma = (Py, Vi, P2, Va) for a statement
x € L with witness w.
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Rerandomizable Garbling Functionality Frecs

Let f : {0,1}™ — {0,1} be a function. Let S be a set of servers and
{E;},cta+1] C S be the set of d + 1 total encoding servers. Let C = {C'i};cm]
be the clients where each C; has input bit ;. Let publish denote the action of
Fres making a message visible to all parties. Let RGS = (Gb, Rerand, En, Ev)
be a projective RGS (Definition 3). Fres is a reactive functionality as follows:

1. Commit Phase:

— receive input bit x; from each client C; € C
2. Initial Encoding:

— receive input randomness o and function f from Ej

— compute (Fo,eq9) = RGS.Gb(f;70) and publish Fy

— parse {L{, L} 1 }ic(m) = €o and give each LY . to client C;
3. Successive Encoding j € [d]:

— receive input randomness r; from Ej

— compute (F};, ;) = RGS.Rerand(F;_1;7;) and publish Fj;

— parse {Lg,ongJ}z‘e[m] =mj(ej—1) = e; and give each LZL to C
4. publish X = {L¢{, }iem

At the end of the execution, any party can compute f(z) = RGS.Ev(Fq4, X)

Fig. 9 Rerandomizable Garbling Functionality

4 Rerandomizable Garbling Functionality

Previous work in [AHKP22] designs a semi-honest secure SCALES protocol based
on RGS (Definition 3). Following their premise, in this work we design an RGS-
based malicious secure SCALES protocol. In order to realize this, we first formalize
a functionality Fres in the multiparty setting (Figure 9). For modularity, we
replace the bulletin-board functionality B with the command publish that makes
a message available to all parties in the system. The final protocol implements
this functionality in the presence of a malicious adversary as in the definition of
SCALES (Definition 2). We realize Fres using a projective RGS (Definition 3)
and a verifiable updatable oblivious transfer (VUOT) functionality.

4.1 Verifiable Updatable Oblivious Transfer

We formally define a functionality Fyyot for Verifiable Updatable Oblivious
Transfer (VUOT) in Figure 10. Fyyot operates in phases and involves multiple
receivers, one sender, and multiple updaters. It is parameterized by two public
relations Rg and R;. Each receiver C; has a bit x; that is input to FyyoT in
the ‘Commit Phase’. The sender S’s input is a set of strings: a pair (s?,s})
corresponding to each receiver C;; a statement g and witness wg. This is input
to Fyyort in the ‘Initial OT’ phase. Then FyyoT checks the relation Ry over all

of the sender’s inputs, gives each C; the string s;*, and reveals o to all parties.



22 Anasuya Acharya, Carmit Hazay, Vladimir Kolesnikov, Manoj Prabhakaran

Verifiable Updatable Oblivious Transfer Fyvyor

Let C = {Ci}icpm) be the set of receivers where C; has input z; € {0,1}.
Let S be a sender with inputs {s?, s }iem) where each string st € {0,1}".
Let Ro be a relation with statement ap and witness wq s.t.,

{O, 1} — RO(OCO, wo, {8?7 53}1€[m])

Let U = {U;};e(q be updaters s.t. U; has {07 }icm) and o7 : {0,1}° — {0, 1}".
Let R1 be a relation s.t. for each j € [d] with statement «; and witness wj,

{0,1} < Ra(aj-1, a5, wy, {Ug}ie[m])

Let publish denote the action of Fyyor making a message visible to all parties.
f"Roﬂh

vuor | is a reactive functionality that operates as follows:
1. Commit Phase:
— receive input x; from each receiver C; € C
2. Initial OT:
— receive inputs {s?, s }ic(m] and ao, wo from S
— compute by < Ro(ao, wo, {7, s Ficm))
— for all i € [m], give s;,0 = s;° to receiver C;
— publish ag
3. Successive Update j € [d]:
— receive inputs {Uf}ie[m] and o, w; from Uj
— compute b;  Ri(aj—1,q;,w;, {U—g}ig[m])
— for all i € [m)], give si,; = o) (s:,;-1) to receiver C;
— publish a;
4. publish b = /\?=0 b; and, if b = 1, then publish {s; a}icm

Fig. 10 Verifiable Updatable Oblivious Transfer

Each updater U; has as input a set of functions: one ozj corresponding to each
receiver Cj; a statement «; and witness w;. This is input to FyyoT in the jth
‘Successive Update’ phase. Fyyot checks the relation R over all of U;’s inputs
and oy from the previous phase. The functionality gives each C; the string
s;,5 that is Jf applied to the output to C; in the previous phase. It also reveals
a; to all parties. After the final update phase, Fyyot reveals to all parties a bit
indicating whether all updaters and sender satisfied their respective relations. If
this is true, it also makes the set of final receiver outputs visible to all parties.

4.2 Realizing Frgs

We use a projective RGS (Definition 3) and the functionality Fyyot (Figure 10)
to instantiate Frgs (Figure 9). The functionality Fyyot needs to be closely tied
to the RGS. In particular, in RGS = (Gb, Rerand, En, Ev) let RGS.Gb produce a
projective input encoding e = {L?, L; };c[m]- Then in Fyyor, the input of the
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sender S is {s¥, s} }icpm) = {LY, L} }iepm) and relation Ry becomes:
Rab (a0, wo, {57, 81 Yicm))

{1 if (F,e) = RGS.Gb(f;r) where F' = ap,r = wo, e = {87, 5{ bicm) (1)

0 otherwise

Let RGS.Rerand produce input transformations of the form 7, = {A;}ic[m)-
Then for Fyyot, the input of each updater U; is {07} }icm] = {Ai}icm)- Further,
the relation R; is of the following form:

RRerand(ajfl , O, Wy, {o-g}ie[m])
F' = Otj71,F = Qg

= r=w;,mT= {Ug}ie[m]

1if (F,7) = RGS.Rerand(F’; r) where {

0 otherwise

—[ Protocol Realizing }'RGS}

Let f be the function and = = {xi};c[m] be its input. Let S be a set of servers and
{E;}jerq) C S be the encoding servers. C = {Ci};cm] be the clients where each C;
has input bit z;. Let RGS = (Gb, Rerand, En, Ev) be a projective RGS (Definition 3)
and f\%‘g’erRe'a“d be a VUOT functionality (Figure 10).

1. Commit Phase:
— Each client C; € C gives z; to Fyuot
2. Initial Encoding:
— Ey samples o and computes (Fo, eq) = RGS.Gb(f;70)
— Ey sends (Fy, 0, €0) to Fvuyot as in relation Rgp (Equation 1)
— parse eg = {LY, L%}ie[m] and for all i € [m], Fvuor gives L?LL to C;
— Fvuot publishes Fy = ap
3. Successive Encoding:
— E; samples r; and computes (Fj,7;) = RGS.Rerand(F;_1;7;)
— Ej sends (Fj,r;,m;) to Fyuor as in relation Rrerand (Equation 2)
— parse m; = {\i}ie[m) and for all i € [m], Fvyot gives szl = /\Z(Lf;l) to Cy
- ]:VUOT publishes Fj = Oy
4. -FVUOT publishes b= ﬂ(]-l:o bj
— if b = 0, then honest parties ABORT
— if b= 1, then Fyuor publishes X = {L{, }ic(m)
5. Decoding Phase:
— Any S € S can compute f(z) = RGS.Ev(Fy, X)

Fig. 11 Construction for Fres in the F%%%RRe’a"d—hybrid

Theorem 1. Let RGS = (Gb, Rerand, En, Ev) be a projective RGS (Definition 3).

Then the protocol in Figure 11 UC-securely realizes Frgs (Figure 9) in the
]—'\%G(")’;Z“”"d—hybﬂd, where Fyyot (Figure 10) is parameterized by relations Rap

(Equation 1) and RRerand (Equation 2).

Proof. We need to show that the functionality Frgs (Figure 9) is realized by the
protocol in Figure 11. Let B be the bulletin-board. Let A be a PPT malicious
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adversary. Among the parties that A corrupts, let Cs C C be the set of statically
corrupted clients. Let C'4 C C — Cg denote the set of clients that A adaptively
corrupts after the ‘commit phase’ in Frgs. Let S C {Ejp,..., Eq} be the set of
statically corrupted encoding servers such that at least one server is honest. Note
that A may also corrupt other servers than the encoding server and it has access
to everything on B.

Let RGS = (Gb, Rerand, En, Ev) be a projective RGS as in Definition 3. Let
FvuoT be the functionality realizing VUOT (Figure 10). Then in the Fyyor-
hybrid let Sim be a PPT simulator for the protocol in Figure 11 that operates as
follows:

1. In the ‘commit phase’,
— Sim emulates the ‘commit phase’ of Fyyot and for each statically cor-
rupted client C; € Cg, it accepts x; for A.
— Sim passes {z;}¢c,ecs to Fras-
2. For every client C; € C4 that A adaptively corrupts,
— Sim sends ¢ to Frgs and receives ;.
— Sim gives z; to A.
3. In the ‘initial encoding’ phase, if Ej is corrupted,
— Sim emulates ‘initial OT’ of Fyyot and accepts (Fy, ro, e9) from A.
— Sim emulates FyyoT and computes bg = 1 if (Fp, eq) == RGS.Gb(f; 7o),
and by = 0 otherwise.
— If by = 0, it gives L to Fres and the execution aborts.
— Otherwise, it gives g and f, that is publicly known, to Frgs that computes
(Fo,e0) = RGS.Gb(f;70) and posts Fy onto 5.
— JFRas gives {L?,l.i € eo}c,ecsuc, to Sim, and Sim gives this to A.
If Ey is honest, Frgs posts Fy onto B and Sim gets for each corrupted C; the
label LY, € eq, which it passes to A.
4. In the ‘successive encoding’ phase, if F; is corrupted,
— Sim emulates ‘successive update’ of Fyyot and gets (Fj,r;,m;) from A.
— Sim, emulating Fyyor, sets b; = 1 if (Fj, ;) == RGS.Rerand(F;_1;7;),
and b; = 0 otherwise.
If b; =0, it gives L to Fres and the execution aborts.
— Otherwise, Sim gives r; to Fres.
— Fras computes (Fj, m;) = RGS.Rerand(F;_1;r;) and posts F}; onto B.
— JFRaGs gives {L‘;xi}ciecsucA to Sim, where each Lzz €e; =m;(ej-1),
and Sim gives this to A.
If E; is honest, Frgs posts F; onto B and Sim gets for each corrupted C; the
label Lj . € ej = mj(e;j—1). Sim gives this to A.
5. Sim emulates Fyyor and posts b=1 onto B and then X = {L{ }icim) is
posted by Fregs.-

Let k be a computational security parameter. Let R denote the space of random-
ness of all parties participating in the protocol and 7 denote the contents of the
random tape of all the parties in the real execution. The view of A produced by
Sim is distributed as,

{{zi}ciecsuca: {ri} e ey {F5, AL, Yorecsuca e bs X} enrer
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This is exactly identical to the distribution of the view in the real execution.
Hence, Figure 11 securely computes Frgs in the Fyyot-hybrid.

It now remains to show how .7-"\%6(")’?%“"‘* (Figure 10) is UC-securely realized.

However, before diving into the construction itself, we first define and construct
its key building-blocks.

5 Constructing Verifiable Updatable OT

In this section we construct a protocol that realizes Fyyot (Figure 10) in the
presence of malicious adversaries. This requires three major building blocks. We
define them in their full generality and present protocols for these that when put

: RGb; RRerand : .
together realize F\,(jor in particular:

— Updatable Oblivious Transfer Functionality (UOT): In Section 5.1 we
define the functionality FyoT and present a protocol realizing Fyot for a
message and function domain compatible with the RGS in Construction 1.

— Y-Protocols: In Section 5.2 we present X-Protocols for the relations Rgp
and RRerand- The X-Protocol for Rgp proves correctness of garbling and that
the correct garbling labels are used in the OT phase. The X-Protocol for
RRerand Proves the correctness of rerandomizing and that the correct input
label transformation functions are used in the successive update.

— Distributed Committed-Index Oblivious Transfer Functionality
(DCOT): In Section 5.3 we define a functionality FpcomoT and construct a
protocol that realizes it. The functionality allows multiple receivers to input a
random bit each. Then, for multiple rounds, a sender sends two input strings.
In the end one string of each sender is publicly revealed and the choice of
this string corresponds to the XOR of all the receivers’ input choice bits.

In Section 5.4, we combine the last two objects to get Ephemeral Prover Zero-
Knowledge Fepzk. This is a functionality parameterized by two relations Ry and
R1. It involves multiple provers P; each with a statement a; and witness w; as
inputs where, in the end, Fgpzk outputs a bit indicating whether all the provers’
inputs satisfy R or R as required. In Section 5.5 we present a protocol that
realizes FyyoT in the Fegpzk-hybrid using the UOT protocol as a building block.

5.1 Updatable Oblivious Transfer

In this section, we define and construct a protocol for Updatable Oblivious
Transfer (UOT). The UOT functionality FyoTt is described in Figure 12. It
involves a chooser C' with a bit b, a sender S with input strings sg,s; € M and
multiple updaters {U;};e[q Where each U; has a function ¢; € X. In the ‘OT
phase’ FyoT accepts the chooser’s and sender’s inputs and returns the string
sp to the chooser. In every ‘Update Phase’, each updater U; sends o; to Fyot
which gives to C' the output of o; applied to the output received in the previous
phase. Finally, in the ‘Reveal Phase’ Fyot makes the final output to C available
to all parties.
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Updatable Oblivious Transfer J-"lj\g’TE

For a message domain M, let S be a sender with input strings so,s1 € M. Let
C be a chooser with input bit b € {0, 1}. For function domain X, let {U;};c(q
be updaters with o; € X' s.t. 0; : M — M. Let publish be the action of making
a message visible to all parties. The functionality .FSS-’FE works as follows:

1. OT Phase:

— receive input b from C and (so, s1) from S

— send sp,0 = sp to C
2. Update Phase, for each j € [d]:

— receive input o; from U; and send sy ; = 0;(sp,j—1) to C
3. Reveal Phase:

— publish Sb,d

Fig. 12 Updatable Oblivious Transfer

We realize FyoT in a way that requires the sender and each updater to send
only one message each. The chooser sends one message at the beginning and one
at the end of the protocol and the resulting protocol is secure in the presence of
a PPT malicious adversary adaptively corrupting the chooser, and all-but-one of
the sender and updaters. We abstract such a protocol as in Definition 7.

Definition 7. Let M be the message space for the sender S and X be the
Junction space for each updater in {U;};cia) such that each o € X is of the form
o: M — M. The tuple UOT = (CRSgen, OT1,0T2, OTupdt; OTsin, OTursy) is a
SCALES Protocol for UOT if the following protocol UC-securely realizes
fd\g’TE (Figure 12) in the (fgggge",fg)-hybrid in the presence of any PPT
adversary A that can adaptively corrupt C maliciously and statically corrupt

all-but-one of {S}U{U;} ciq) semi-honestly:

Inputs: b € {0,1} for receiver C; (so,51) € M? for S; o; for each updater U;.

FERE" . CRS « CRSgen(1%)
C: Aux,m; + OT:(CRS;b) m; — Fp
S mg <—OT2(CRS;m1,(50,sl)) mg — FB
C: M < OT4n(CRS; Aux, m3)
{sp, L} < OTu (CRS; M) output sy

VjeldU;: m), « OTupat(CRS;md, * 0y)  md, — Fis
C: M; + OTn(CRS; Aux, md) My — Fs

{sb,5, L} < OTusw (CRS; M;) output sp,;

public : {sp,a, L} < OTusy (CRS; My) output sp,q

where ]-'chgge" (Figure 7) is the Common Reference String functionality and
Fg(Figure 6) is the Bulletin-Board functionality.
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[GHV10] constructs a protocol for ‘rerandomizable OT” in the semi-honest set-
ting that achieves a similar functionality as UOT for a restricted class of messages
and function space. Our protocol for Fyot closely follows their construction.

Definition 8. Let RGS = (Gb, Rerand, En, Ev) be a projective rerandomizable
garbling scheme (Definition 3) with encoding set £ = Z*™ and domain of off-
set functions I = {mg, : 22 — Z2}™. Then UOT is a UOT protocol (Def-
inition 7) with sender’s message space M and updater’s function space X is
RGS-Compatible if it holds that Z C M and wg, C X.

Constructing UOT. We construct UOT for the sender’s message domain
M being the set of balanced binary strings: sg,s; € {0,1}* with % 0s and the
rest 1s. The function family for each updater U; is the family of permutations
Y = {o: [f] = [¢]}. This suffices since we only require a UOT protocol that
is compatible with the projective RGS in Construction 1. That is, the UOT
inputs of the sender are labels of an input wire of the RGS. The inputs of each
updater is a function o € X in the space of transformations applied to the labels.
Following [GHV10], we realize FyoT from 2-round bit-OT protocol (Definition 4).

—[ Protocol Realizing fUOT}

Let OT = (CRSgen, 0T, 0T2, OTn, OT3) be a 2-round maliciously secure OT protocol
(Definition 4). Let NIZK = (CRSgen, Prove, Verify) be an NIZK proof CRSyizk - CRSgen(17),
IT + Prove(CRSnizk; Aux, b; m1, m2, ap) and {0, 1} < Verify(CRSnizk; m1, m2, ap, IT) for ROT,

Ir, Aux, b s.t.  Aux,m; < OT.OT;(CRSot,7;b) ap = OT.OT,(CRSoT; M2, Aux)

Let M be the set of ¢-bit balanced binary strings and X' be the family of permutations on ¢
positions. Then UOT = (CRSgen, 0T, OT2, OTypge; OTsin, OTry) is defined as follows:

— CRS + UOT.CRSgen(1%)

CRSoT + OT.CRSgen(1")
CRSNizk < NIZK.CRSgen(lN) CRS = (CRSor, CRSN|ZK)

— Aux,my < UOT.OT;(CRS;bd)
Aux, my < OT.OT;(CRSor;b)
— m3 + UOT.OT2(CRS; m1, (s0,51))
50,51 = {apYici, {al Yicy
Vi € [£], m’ « OT.OT2(CRSor; my, (al, a’)) mS = {mi}icin

— mJ, « UOT.OT et (CRS; md, %, 05)

my = {miticg ol —[deX
.7 . . .7
Vi € [€],m; <+ OT.OT3(CRSot;my) my}, = o ({my }icpy)
— M; + UOT.OTg,(CRS; Aux, mi) m}, = {mi},cpy

Vi € [€], ap < OT.OT4n(CRSoT; mb, Aux)
Vi € [€], IT; + NIZK.Prove(CRSnizx; Aux, b; m1,mb, al)

sy ={ap}ier II = {M;}icg M; = (sp, IT)
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— sp < UOT.OTyy (CRS; M)

M; = (sp = {a} Yicie {i Yicie)

Sp if nie[(] bi =1

Vi € [€],b; € {0,1} + NIZK.Verify(CRSniz; m1, mb, af, I1;) return :
1 otherwise

Fig. 13 Construction for Fyot using OT

Lemma 1. Let M C {0,1}¢ be the set of balanced binary strings and X =
{o : [{] — [£]} be the family of permutations on bit-positions. Let OT =
(CRSgen,OT,0Ty, 0T, OT3) be a 2-round maliciously secure OT protocol (Def-
inition 4) in the ]—'gRq;Cnge"-hybrid and NIZK = (CRSgen, Prove, Verify) be an
NIZK proof system for ROT in the .FCNIIQZSK'CRSge" -hybrid. Figure 13 is a UC-secure
protocol that realizes }‘ij\glrz (Figure 12 — Definition 7).

Proof. Figure 13 contains a UOT protocol constructed using a 2-round malicious-
secure bit-OT protocol and an NIZK proof system. Let OT be the OT protocol
as in (Definition 4). Since the protocol is a 2-round secure protocol in the presence
of reuse of the first OT message, there exists a PPT simulator SimyioT that
can simulate the view of a malicious PPT adversary that statically corrupts an
arbitrary subset of the senders and adaptively corrupts the receiver, in a way
that is computationally indistinguishable from the real view.
Let NIZK = (Prove, Verify) be an NIZK proof system for the relation,

JAux, b s.t. Aux,mq <—OT.OT4(b)
ayp :OT.OTﬁn(TTLQ, AUX)

where w = (Aux, b) is the witness and « = (OT,my, m2, ap) is the statement.
There exists a PPT simulator Simyizk («) that can produce a view whose distri-
bution is computationally indistinguishable from the real NIZK proof.

Let M C {0,1}* be the set of balanced binary strings and X = {o : [{] — [{]}
be the family of permutations on ¢-bit-positions. We need to show that the protocol
in Figure 13 is a protocol that realizes Fyot (Figure 12) as in Definition 7 with
respect to sender’s input space M and updaters’ function space Y. Let SimyoTt
be a PPT simulator in the ideal world that operates as follows:

1. In the ‘OT Phase’, if C is statically corrupted:

— SimyoT receives my from the PPT adversary A.

— SimyoT invokes SimpyuioT to extract b from a corrupt receiver.

— SimyoT passes b into FyoT.

otherwise, if C is initially honest:

— Simyort invokes Simmyiior to simulate mj for an honest receiver.

— Simyot posts mj to B.
2. Continuing the ‘OT Phase’, if S is statically corrupted:

— SimyoT receives m9 from the adversary A and parses m9 = {m%}iem.

— Simyot has so = {ag}icjg and s1 = {aj }ie and passes it into Fyor.
3. If C is adaptively corrupted:
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— SimyoT gets the input b from Fyot.
— SimyoT invokes SimpnuiioT to derive r for an adaptively corrupted receiver
— SimyoT passes (r,b) to A.
4. At the end of the ‘OT phase’, if C is corrupted and S is honest,
— Simyot gets sy = s, from Fyot and parses s = {a};}iem.
— SimyoT continues Simmuior With {aj}icjq to generate {m4*};ciq for £
honest senders.
— SimyoT posts mg* = {mé*}ie[g] to B.
5. For each j € [d], in the ‘Update Phase’, if U; is statically corrupted:
— Simyot receives m), from A and parses mj, = {mg}ie[g].
— SimyoTt has ¢ and passes it to Fyor-
6. At the end of the ‘Update Phase’, if C is corrupted and U is honest,
— Simyor gets s; from Fyor and parses s, = {ai}icln-
— SimyoTt completes Simmu|t_iOT with {a}}iecj corresponding to ¢ honest
senders and simulates {m5" }ic(q-
— SimyoT posts mjz* = {m¥ }icjq to B.
7. If C is honest in the ‘Reveal Phase’,
— Simyor receives si from Fyot and parses s§ = {aj }icqq-
— Vi € [{], Simyot invokes I «+ SimN|ZK(OT,m1,mg,aé).
— SimyoT posts s¢, {117 }igpq to B.

The complete view of the protocol produced by SimyoT consists of,

{mi if C is honest
my, b, {s}}cguioy if C is statically corrupted
{mg* if S is honest
m3, 5o, 51 if S is corrupted
v e ld] {mjz* %f U; %s honest
my,0; if U; is corrupted
{b, T, {Sg}je[d]u{o} if C is adaptively corrupted
sd {II7 Yielg if C is honest

Without loss of generality, consider the view when S and all updaters U; are
honest, and C is adaptively corrupted at the end of the execution. Let « be a
computational security parameter. Let R denote the space of randomness of all
parties participating in the protocol and 7 denote the contents of the random
tape of all parties and simulator. The view for this execution is distributed as,

{(s0,51), {05} jefa b7, {5]} jelaufoy, mi, m*, {md’ jeld T3 Vel } e rer

Out of all corruption strategies, the distribution of this view differs the most
from the distribution of the real view in the protocol,

{(s0.51), {03 }iera b7, {83 Yietaugoy m1, m3, {mb } ey, { i Yiepy | J——
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This distribution can be shown to be indistinguishable from that of the real
view using UOT by reducing to the indistinguishability of the real and simulated
views of the bit-OT protocol OT, and the NIZK proof NIZK. Consider the
following set of hybrids:

— Hybrid Hg. This is the distribution of the output of SimyoT. It differs from
the view of the real execution in that all the messages in the transcript are
simulated messages.

Ho = {(s0,51), {0} ea: 0.7 {83 }ieaugo}»
my, my", {m3 e, {11 Ve } e rer
— Hybrid H;. This is the distribution output by an intermediate hybrid ex-
periment in which the sender S’s message m9 is generated as in the real
execution but everything else is generated as in SimyoT.
Hi = {(s0,51), {0 }jea 0,7, {53} jetaiuoy
m;, mg, {m} } ;i {1} }iciy }KeNfeR

— Hybrid Hs. This is the distribution output by an intermediate hybrid ex-
periment in which both the chooser C’s first message m; and the sender
S’s message m3 is generated as in the real execution but everything else is
generated as in Simyor.

Ha = {(s0,51), {0} jea) b7 {50} jeldjufoy
my, mga {mJZ* JE[d]> {H;}ie[fl }meNfeR

— Hybrid H,4s. For each j € [d], this is the distribution output by an inter-
mediate hybrid experiment in which C’s first message, S’s message and the
messages of the first j updaters are created as in the real execution but
everything else is generated as in SimyoT.

Hjv2 = {(s0.51), {0y} jreqas b7 {53} jelaugoy s
0 o . %
my, ma, {my }y<j, {my s jeia), {10 Yeln } ey ren
The last of these hybrids has all the messages in the bit-OT protocol as
messages from the real protocol.

— Hybrid Hgia4i. For each i € [¢], this is the distribution output by an inter-
mediate hybrid experiment in which all the messages up to the last updater’s
message is generated as in the real execution of the protocol. In the chooser’s
final message, the first 7 instances of the NIZK proof is generated as in the
real execution and the rest is generated as in the simulation.

Hitori = {(307 s1), {‘73’}j€[d]7b7 &) {Si}je[d]U{O}’

my, mga {m.lz}je[d% {Hi/}i’ﬁiv {H;}i’>i6[f] }meNfeR

The last hybrid is the distribution as in the real protocol.
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Claim 1 Assuming that the bit-OT protocol OT is secure upon reusing the first
OT message in the presence of a PPT malicious adversary adaptively corrupting
the receiver, the views in hybrid distributions Hg and Hy are computationally
indistinguishable.

Proof. The hybrids Hy and H; differ only in the way that the honest sender’s
message is generated. In H; it is m9, generated as in the real execution of
the protocol. In Hg it is the simulated message m9*. This can be parsed as,
md* = {mé*}ie[g] where this is the output of the bit-OT simulator SimpnusioT
when the receiver’s message is mj and the OT output is {aj};e[y. Since the
bit-OT scheme OT is secure upon the reuse of the first OT message in the
presence of a PPT malicious adversary adaptively corrupting the receiver, it
follows that the distribution of the view produced by SimpnuiioT is computationally
indistinguishable from that of the real view. However, if there existed a PPT
adversary A that can distinguish between hybrids Hy and H; with non-negligible
advantage ¢, then A can be used in a black-box way as a subroutine by a PPT
distinguisher D to distinguish between the output of Simyuior and the real OT
view upon reuse of the first message.

D works by sending the challenger C the sender’s OT input bits {af, a} };cq
and the OT first message mj. C replies with a message m that D uses to create
the rest of the view as in the simulation Simyot. If m = m39* as output by
SimmuitioT, the view created is from Hg. Otherwise, if m = m3, the view created
is from Hy. D gives this to A and outputs whatever it outputs. In this execution
D has the same advantage as A, which is non-negligible. However, since the OT
protocol is secure against a corrupt receiver R when the first OT message is
reused, no such D can exist and so no such A can exist.

Claim 2 Assuming that the bit-OT protocol OT is secure against a PPT mali-
cious adversary statically corrupting the sender, the views in hybrid distributions
Hi and Hy are computationally indistinguishable.

Proof. If there exists a PPT adversary A that can distinguish between hybrids
H; and Hs with non-negligible advantage, then it can be used in a black-box way
by a PPT distinguisher D that needs to distinguish between a real and simulated
view of a corrupted sender S in the bit-OT protocol OT. D works by sending
the challenger C the receiver’s OT input bit b. C replies with a message m that
D uses to create the rest of the view as in the simulation SimyoTt. If m = mj,
the view created is from H;. Otherwise, if m = my, the view created is from Hs.
D gives this to A and outputs whatever it outputs. In this execution D has the
same advantage as A, which is non-negligible. However, since the OT protocol is
secure against a corrupted sender S, no such D can exist and so no such A4 can
exist.

Claim 3 Assuming that the bit-OT protocol OT is secure against a PPT mali-
cious adversary statically corrupting the receiver, the views in hybrid distributions
Hjio and Hjy1 are computationally indistinguishable.
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Proof. For each j € [d], the hybrids H;;; and Hj o differ only in one honest
updater’s message. In H; o it is mjz, generated as in the real execution of
the protocol. In H;; it is the simulated message sz* This can be parsed as,
mj; = {mg*}ie[g] that is the output of the bit-OT protocol simulator SimmyurioT
when the receiver’s message is m; and the OT output is {aé}ie[e]. Like in the
proof of Claim 1, since the bit-OT scheme OT is secure upon the reuse of the first
OT message in the presence of a PPT malicious adversary statically corrupting
the receiver, it follows that the distribution of the view produced by SimpyyioT is
computationally indistinguishable from that of the real view. This is distributed
identically to a view in which the message my is generated as in the real execution
of the UOT protocol owing to the fact that the second OT message in OT is
rerandomizable. That is, the outputs of OT.OT3 used in the execution of UOT
is identically distributed to that of OT.OT; in the above distribution. Therefore,
if there exists a PPT adversary A that can distinguish between H;; and Hjo
with non-negligible advantage, it can be used in a black-box way by a PPT
distinguisher D to distinguish between the output of Simyuior and the real OT
view upon reuse of the first message.

D works by sending the challenger C the sender’s OT input bits {af, a} };cq
(that are the output after permuting using o;) and the OT first message myj.

D also creates the messages m3, {mjzl }j<; as in the real execution of UOT. C
replies with a message m that D uses to create the rest of the view as in the
simulation SimyoT. If m = m%" as output by SimmurioT, the view created is from
H;11. Otherwise, if m = mj2, the view created is from H;1s. D gives this to A
and outputs whatever it outputs. In this execution D has the same advantage as
A, which is non-negligible. However, since the OT protocol is secure against such

a corrupt receiver R, no such D can exist and so no such A can exist.

Claim 4 Assuming that the NIZK proof scheme NIZK is a computational zero-
knowledge proof, the views in hybrid distributions Hgyo4; and Hyy144 are compu-
tationally indistinguishable.

Proof. If there exists a PPT adversary A that can distinguish between hybrids
Hgyo4i and Hgy144, then A can be used in a black-box way by a PPT distin-
guisher D that distinguishes between a real NIZK proof II; and a simulated
proof IT} output by Simyizk. D works by generating the view up to I1;_; as in
the real protocol execution of UOT. It sends the challenger C the NIZK inputs
a}), Aux, b, myq, m"2 C replies with a message m that D uses to create the rest of
the view as in the simulation. If m = II as output by Simyizk, the view created
is from Hgq14,. Otherwise, if m = II;, the view created is from Hgyo4;. D gives
this to A and outputs whatever it outputs. In this execution D has the same
advantage as A, which is non-negligible. However, since the NIZK proof system is
secure against a corrupt verifier, no such D can exist and so no such A can exist.

Since none of the listed set of hybrids is distinguishable, it follows that the
distributions of the real view of the protocol UOT and the simulated view are
computationally indistinguishable. Hence, the protocol UOT securely realizes
FuoT in the presence of malicious adversaries in the SCALES model.
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5.2 XY-Protocols for Correct Function Encoding

Given a projective RGS (Definition 3) and a compatible UOT protocol UOT
(Definition 8), it remains to check the relations Rgp, RRerand as follows:

Rab (o, wo, {s?, sg}ie[m]) : f, {mil}ie[m], are known
wo =710, {"i}tiem] @0 = Fo,OTo, CRS {S?,S%}z‘e[m] = {Lg,mL(l),i}ie[m] =eo 3)
o {Fo,eo = RGS.Gb(f; 70) _
OTo = {my" = UOT.OT2(CRS; mk; L ;, Lo ;3 7:) bicm)
Rierand (-1, aj, w; {07 icm)) :
RGS, UOT are known
wj =1, {riticpm) {07 bietm = Pitiepm =™ @
a; = F;,0T;  aj_1 = Fj_1,{m} "'},cpn), CRS
ot {Fj,wj — RGS.Rerand(F)1; ;) '
o OT; = {m}' = UOT.OTpae(CRS; m% Y Xis 7) bic i)

Explainability. We define ‘explainability’ as a property of rerandomizable
objects. Informally, an explainable RGS has a function Explain that creates
randomness 7 explaining the rerandomized GC as a correct garbling of the function
f, hiding the randomnesses used in garbling and rerandomizing individually.

Definition 9. Let RGS = (Gb, Rerand, En, Ev) be a projective RGS (Definition 3).
Let R be the space of randomness for garbling and rerandomizing. RGS is Ex-
plainable if there exists a function Explain(-) s.t. for all f € F and x € {0,1}™,

— Explainable Garbling Privacy:

{F, X, F, F 1™} Ri(e, FY=Gb( f1r): X =En(e,): ' =Rerand(Fsr” )sr* —Explain(ror’)
RAL, X, F, G, 8} o Ry, F)=Gb(f1): X =En(e,2):G=Gb(f55)
— FEzplainable Rerandomizing Privacy:
{F, X, F, F/7T*}v*,r'<—R;(F*,e)4—Gb(f);(F,7r):Rerand(F*;r);X:En(w(e),a:);
F’=Rerand(F;r’);r* =Explain(r,r’)
é{F*,X, F, Gas}T,s(—R;(F*,c)(—Gb(f);(F,Tr):Rerand(F*;r);X:En(ﬂ(e),z);G:Rerand(F*;s)

Lemma 2. The RGC in Construction 1 is an Explainable RGS (Definition 9).

A detailed proof for this can be found in Appendix A.3. Similarly to the above,
we also define ‘explainability’ for a UOT protocol. Here, we require that the
function Explain composes the sender and updater’s randomnesses.

Definition 10. A UOT protocol (Definition 7) UOT = (CRSgen,O0T;,0To,
OTupdt, OTtin, OTursy) is Explainable if there exists a PPT function Explain(-)
s.t. Vsg,81 € M,o € X, and the space of randomness Rot used in OTsy and
OTupdt;
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— Update Ezxplainability:
1 *
{mla m2, my, 7" } 7,7’ RoT1;CRS<CRSgen(17);m1 < OT1 (CRS;b);

mo=0T3(CRS;m1,(sp ,sﬁ;r);m%:OTupdt (CRS;m2 ,a';'r’);r* :Explain('r,'r’ ;o)

< /
~{m1, ma, mz, s} 84 RoT1;CRS«—CRSgen(1%);my <~ 0Ty (CRS;b);
m2=0T2(CRS;m1,(s0,51);7);my=0T2(CRS;m1,(0(s0),0(s1));8)

— Sequential Update Explainability:

/ " *
{mz ; Mg, My, T }r,r’ <« RoT1;CRS<+CRSgen(17);m1 «+-OT1 (CRS;b);mo«+O0T5(CRS;m1,(s0,51));
mé:OTupdt(CRS;mz,o‘;'r‘);mg:OTupdt(CRS;mé,a’;'r’);r*:Explain(r,'r’;0/)

c / *
N{mz , Mo, My, S}r,seROT;CRSeCRSgen(l’“);ml «—OT1(CRS;b);mq«0T2(CRS;m1,(50,51));
mf5=0Tpqt (CRS;m2,037);m35 =0T,p4 (CRS;mz, (000" );5)

Lemma 3. The UOT protocol in Figure 13 is Explainable (Definition 10).

Proof. We already know from the proof of Lemma 1 that Figure 13 is an updatable
OT protocol for sender’s message space M C {0,1}*, the set of balanced binary
strings, and the family of permutations on bit-positions F = {o : [(] — [{]} as the
updaters’ function family. Let OT = (OT1,0T2,0T§,, OTs) be the underlying
2-round malicious secure bit-OT protocol (Definition 4). Consider the following
function Explain:

— parse the inputs o : [(] — [(], 7 = {ri}iciq and v’ = {r;}icig
— for each i € [{], compute r} = o[ o 7]
— output 7* = {77},
Due to the functions in OT, for any honestly created UOT first message my,

OTa(my, (6(sg),o(s1)); Explain(r,7’; o))
=0T ypdt(OT2(my, (s0,51);7),0;7")

Furthermore, for any subsequent honestly created UOT message ms,

OTypdt(ma, (0 0 0’); Explain(r,r’; o))
=0T ypat(OTypae(mz, 05 7),0"5 1)

We now need to show that update explainability (Definition 10) holds:

1 %
{mla msa, My, }r,r’eROT;mleOTl(b);m2:OT2(m1~,(So,S1)§T)
m3=0T pq:(mz,0;7);7* =Explain(r,r’;0)

c

< ’

N{mL msz, m,, S}T,seROT;mleOTl(b);m2:0T2(m1,(80781);7’)
m5,=0T2(m1,(c(s0),0(51));s)

That is, for all inputs (b, so, 1), given the first two messages my and my of the
updatable OT protocol in Figure 13, a message mi created by updating the
second message, along with the composed randomness r*, is indistinguishable
from a fresh message mj using OT, and fresh randomness s. Both cases use
the same sg, s; and o, but in the latter case, mj is independent of my. These
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distributions are indistinguishable due to the fact that both m3 = {mg}iem and
m; = {mb}ici encode (0(sg),0(s1)) and it holds that for all ¢ € [¢], mb and
ms come from the same distributions owing to the rerandomizing property of
OT.OTj3 in the bit-OT construction. Their joint distributions with the respective
randomnesses 7* and s are also indistinguishable. The randomness r’ is sampled
uniformly at random and so r* = Explain(r, ;o) is also uniformly random in
RoT, regardless of how r is sampled. The freshly picked s is uniformly random
as well. So both distributions given above are identically distributed.

It remains to show that sequential update explainability (Definition 10) also
holds:

/ " *
{m2; moy, My, T }r,r'(—ROT;m1<—OT1(b);m2<—OT2(m1 ,(50,51));
m5 =0T pqt (mz,0;7);my =0T et (M5, 07 57");
r*=Explain(r,r";0")

é{mZ; mlza m,;, S}T,SHROT;m1HOT1(b);m2HOT2(m1a(50’51));

my =0T pae (m2,0;7);
m;:OTupdt(m2,(doa’);s)
That is, for all inputs (b, sg, $1, o), given the message my and m} updated from it
using the updatable OT protocol in Figure 13, a message m4 created by updating
m),, along with the composed randomness r*, is indistinguishable from a message
mj using OTpgt on mo and fresh randomness s. Both cases use the same o
and o', but in the latter case, m} is independent of mj. These distributions are
indistinguishable due to the fact that both m4j = {mg}ie[g] and mj = {mf};cpq
apply (o 0 0’) to my and it holds that for all i € [¢], m} and m} come from
the same distributions owing to the rerandomizing property of OT.OTj3 in the
bit-OT construction. Their joint distributions with the respective randomnesses
r* and s are also indistinguishable. The randomness r’ is sampled uniformly at
random and so r* = Explain(r,7’; ) is also uniformly random, regardless of how
r is sampled. The freshly picked s is uniformly random as well. This completes
the proof.

Y-Protocol for Rgp. We present a X-Protocol for relation Rg, (Equation 3).
Let GS = (Gb, Rerand, En, Ev) be an explainable RGS (Definition 9). Let UOT =
(CRSgen,0T1,0T2,0Typdt, OTin, OTyrry) be a compatible explainable UOT pro-
tocol (Definition 10). Consider Sigma = (P1, V1, P, V2) as in Figure 14.

—[ Protocol Y-protocol for RGb}

The prover P has witness w = (70, €0, {7 }ic[m])- Both the prover P and verifier V' have
a = (f,{m}}ie(m], Fo, OTo, CRS).

1. Pi(a,w):
— sample 7* and {r:},;e[m] and compute (Fproof s Tproof) = RGS.Rerand(Fo;r™)
— Parse TMproof = {Ui}iE['nL] and compute {m'mof = UOT.OTpat (CRS; mg’i; o Tf)}ie[m]

— output @ = (Fproof, {m?roof}ie[m])
2. Vi(-): output b+ {0,1}
3. Py(a,b,a,w):
— if b= 0, output ¢ = (r*, {7} }ic[m])
— if b= 1, compute r’ = RGS.Explain(ro, r*) and {r] = UOT.Explain(r;,7}; 0:)}ic[m]
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o output c = (', {1 }icim)
4. Va(a,b,c,a):
Zifb=o0,
o output 1 if (Fproof, Tproof) == RGS.Rerand(Fo; ™), and Tprof = {0i }icm] s-t- Vi € [m],
m?md == UOT.OTat(CRS; mg"i; oirl); and 0 otherwise
—ifb=1,
e output 1 if (Fprooh Wproof(e[))) == RGSGb(fa r/)v and 7"'proof(e()) = {Ui (L?)v o-i(L;‘l)}iE[m]
s.t. Vi € [m], mipmOf == UOT.OT2(CRS; m} ;04 (LY), oy (L1}); 7); and 0 otherwise

Fig. 14 Y-protocol for Correct Garbling

Lemma 4. IfRGS is an explainable RGS (Definition 9) and UOT is a compatible
explainable UOT protocol (Definition 10) then Figure 14 is a X-protocol for the
relation Rep (Equation 3) with soundness error %.

Proof. In Figure 14, Let UOT = (OT1,0Tg2, OTypdt, OT+in, OTurry) be an explain-
able UOT protocol (Definition 10). Let RGS = (Gb, Rerand, En, Ev) be an ex-
plainable RGS (Definition 9). Completeness (Definition 6) holds since for a
correct statement, both when b = 0 and b = 1, the verification will output 1 by
construction of an Explainable RGS and Explainable UOT.

To show that special soundness (Definition 6) also holds, consider:

Fhroof; {m?mOf}ie[m] =a <+ Pi(a,w)
7,47} Yiepm) = co < Pa(a,0,a,w)
r {Tg}ie[m] =c <« P(a, 1, a,w)
where, 7’ = RGS.Explain(rg, ")
Vi € [m],r; = UOT.Explain(r;, r, 0;)
and let the PPT function Extract(a, 0, cq, 1, ¢1, ) works as follows:

— given r* and r’, compute the garbling randomness rg

— for each i € [m], given r¥ and r., compute the updatable OT randomness r;
— compute (Fp,eq) = RGS.Gb(f; 7o)

— return w = (7o, €o, {74 fie[m])

It remains to show that Figure 14 satisfies Special Honest-Verifier Zero
Knowledge (SHVZK - Definition 6). For this, let Sim(1%, o, b) be a PPT algorithm
that operates as follows:

— Parse a = ({mil,mg’i}ie[m],f, ).
— If b= 0, sample 7* and compute (Fproof; Tproof) +— RGS.Rerand(Fy;r*). Parse

Tproof = 103 }ie[m) and for all i € [m], sample r; and compute mPof —
UOT.OTupdt(mg’l; o;; 7). Output,
proof

a = (Fprooh {mi }ie[m])a b= 0, c= (T*7 {r:}ze[m])

— Otherwise if b = 1, sample s and compute (I} ¢ €n006) < RGS.Gb(f;5).
Parse €/ ,or = {L{’, Li' }iem) and for all i € [m], sample s; and compute

m{P°" = UOT.OTy(mi; L%, L% s;). Output,

a= (F;;roof’ {m;mef}iG[m])v b=1, c= (57 {Si}ie[m])



Malicious Security for SCALES 37

When b = 0, the output of the simulation is exactly identical to the real execution
of the X-protocol. When b = 1, the views are computationally indistinguishable. In
the latter case, in both the real and simulated views o = ({m}, mg’l}ie[m], 1 Fo).
In the real execution, the first message a contains a rerandomized circuit Fproof

and updated OT messages {m?mc’f}ie[m} and the last message ¢ contains the
composed randomnesses for both (r*, {7} }ic[m]). In the simulated view, a contains

a fresh garbling Féroof and OT messages {m;mef},»e[m] created directly from the
first OT message, while ¢ contains fresh randomness used for both the garbling

and OT messages (s, {S;}ic[n). It remains to show that,

i 0,i proof % .
{{mlv my , mi T } r,r'eRoT;m'ﬁ—OTl (x3);
m(z)J:OT2(m‘1’(L?"L3)§"')§
m?rOOf:OTupdt(mg"7U'i§T/)§
r;‘:Eprain(r,'r';ai)

*
{f7 Iy, Fprooﬁ r } rr’ < R;Fo=Gb(f;r); }
Fproof=Rerand (Fo;r’);r* =Explain(r,r")

< i 0,i /proof
~ {{ml,mz’ ,m;"% s}

i€[m],

1 T,Si(—ROT;mll(—oTl (17), ?

i€[ml], my =0Tz (mj, (LY, L})ir)
m{ =0T, (m}, (0 (L)), 04 (L}))ss:)

{fv Fy, Féroof’ S}T,SHR;FO—Gb(f;T);}
Fp’roof:Gb(f;S)

Consider the following sequence of hybrids:

— Hybrid Hg. This is the same distribution as the LHS of the above equation.
It is distributed as the output of the real execution when b = 1.

_ i 0,i proof  x .
Ho = {{m17m2 ,my i} ' Rorim! < OTy (z:);
m3' =0T (mi,(LY,L})ir);
m{ =0T pqe (M3 ,0557);

vy =Explain(r,r’;0;)

{f, F07Fproofv7“*} 7,17’ < R; Fo=Gb(f;r); }

Fproot=Rerand (Fo;r’);r* =Explain(r,r")

i€[m],

— Hybrid H;. For each i € [m], this is an intermediate hybrid which is distributed
as the output of the real execution when b = 1, up to the m — i*" updated
OT message m?rOOf. All the UOT messages beyond this are generated as in
the simulation.

'
i r,r’«<Rot;m} <OTy(z,;/); ’
s/ s/
m =0Ty (mi (LY ,L},)ir);

N
proof __ 0,i AW
m}*" =0T ypae(my" ,0757);

i’ 0,i’ proof %
H; = {{ml,mz’ ,mi o rh )
i <m—i,

* . .
r7, =Explain(r,r’;0,/)
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{mi’ mO,i' m/proof 8'/} ,
12 oy )’ r,s,i/eRo-r;m;eOTl(ri/); ’

. . s/ s/
i >m—i€[m], mJ" =0T, (m} (LY, L))

s/
m;/Pmof:OTZ(mi (o (L?/ )00 (L;/ ))isir)

{f’ FO’ FPTOOf’ T*} r,r' < R;Fo=Gb(f;r); }

Fproof=Rerand(Fo;r’);r* =Explain(r,r")

Note that the last of these hybrids has all UOT messages in the 3"¢ message
of the proof as messages generated in the simulation.

o i 0,i proof .
Hm - {{m17 m2 7mi 782} r,si<—Ro-|—;m'1<—OT1(x1,); ?
i€[m],  my?'=0Ts(m},(L7,L})r)
Mmoo =0T, (mh (04 (L9),05 (L1));8:)
*
{fa FO? FpI‘OOfa T } r,r’ < R;Fo=Gb(f;r); }

Fproof=Rerand(Fo;r’);r* =Explain(r,r")

— Hybrid H,;,+1. This is the last hybrid that is distributed as the RHS of the
distribution above and is the output of the simulator Sim when b = 1. This
differs from the previous hybrid in that the garbling in the 3"% message of
the proof is a fresh garbling of f using independent randomness s.

H _ {mi m07i m/proof S} .
m+1 = 122 M » 2 r,si4—Rorim; 0Ty (x;); ’
i€[m], m =0T, (mi (L9, L});r)

m P =0T, (ml, (03 (L) 04 (L}))ss:)

{fa FOv Fpﬁroof’ S}T,SFR;Fo—Gb(fW")%}
Froo=Gb(f3s)

proof
Claim 5 Assuming that UOT is an explainable UOT protocol (Definition 10)
satisfying update explainability, then for all i € [m], the hybrid distributions H;
and H;_1 are computationally indistinguishable.

Proof. Note that the hybrid distributions H; and H;_; differ only in that in H;_1,

Vi f . . —i .
proof message m." ;' is computed directly from m{* ™ using fresh randomness

m—i
pro

. . . £ .
Sm—i, as in the simulation. In H;, proof message m"°° is computed as an update

from mg’mfi using randomness 7, _;, as in the real execution. If there existed a
PPT adversary A that can distinguish between these hybrids with non-negligible
advantage, then this can be used in a black-box way by a PPT distinguisher D
to violate update explainability of UOT.

D knows RGS, UOT, the function f, input = and the index 7. It com-
putes Fy, Fproof and r* as in the real execution of the X-protocol for when
b = 1. Then for all #/ < m — i, it computes (mill,mg’i’7m?,r°°f,r;‘,) using
eo and Tpof as in the real execution as well. For all i > m — i € [m], it

computes (m}, m9" mP° s,) as in the simulation. It then gives the tuple

(mtlniia mg’m_l, Tm—i €T, (Lgn_p L}n_i) € €0,0m—i € 7T'proof) to the challenger C,
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along with the randomness 7 used to create m9™ " from m$~!, The challenger
then returns a message m. If m = (m™ L, m3™ " mP°° r* ) then this tuple,
along with the view already generated, would belong to the hybrid distribution
H,. Otherwise, if m = (m™~1 m3™*, mif:foif, Sm—i), then this would belong to
the hybrid distribution H;_;. D gives this to A and outputs whatever it outputs.
In this execution, D would have the same advantage as A, which is non-negligible.
However, since UOT is an explainable UOT protocol and update explainability

holds, it follows that no such D can exist and so no such A can exist.

Claim 6 Assuming that RGS is an explainable RGS (Definition 9) satisfying
explainable garbling privacy, then the hybrid distributions H,, and H,,+1 are
computationally indistinguishable.

Proof. Note that the hybrid distributions H,, and H,,;; differ only in that
in Hy,4+1, the proof garbling Fgmof is computed directly from f using fresh
randomness s, as in the simulation. In H,,, the proof garbling Fyroof is computed
by rerandomizing Fy and r* is the composed randomness as in the real execution.
If there existed a PPT adversary A that can distinguish between these hybrids
with non-negligible advantage, then this can be used in a black-box way by a
PPT distinguisher D to violate explainable garbling privacy of RGS.

D knows RGS, UOT and the function f and input x. It computes the garbling
Fy and sends the tuple (f, Fy, eo, z) to the challenger C along with the garbling
randomness r. The challenger then returns a message m containing f, Fy, X
another garbling F’ and randomness ' such that (F’,e’) < Gb(f;r"). D uses ¢’
to generate the UOT messages for the proof as fresh OT sender’s messages derived
from {mil}ie[m]' All these, except X, complete view is sent to A and D outputs
whatever A outputs. Note that if (F”,7") == (F] ., s) is a fresh garbling of f,
then the above distribution is as in H,,41. Otherwise, if (F',r") == (Fproof, 7*) is
a rerandomized garbling from Fj and the composed randomness, the distribution
is as in hybrid H,,. In this execution, D would have the same advantage as A,
which is non-negligible. However, since RGS is an explainable RGS and explainable
garbling privacy holds, it follows that no such D or A can exist.

Since none of the adjacent pairs of hybrids listed above are distinguishable
and there are polynomial number of hybrids in the security parameter &, it follows
that the distributions of the real and simulated executions are computationally
indistinguishable.

X -Protocol for RRerand- For an explainable RGS (Definition 9) and compatible
explainable UOT protocol (Definition 10), consider the X-protocol in Figure 15.

Protocol X-protocol for RRe,and}

The prover P has witness w = (r;, 7, {Ti}ic[m])- Both the prover P and verifier V have
o= (Ei—lv {m‘]2_1’l}i6[7n] ) F_]7 OTj7 CRS)

1. Pi(a,w):
— sample r* and {r:},;e[m] and compute (Fproof, Tproof) = RGS.Rerand(F;;r™)
— parse Tpof = {Ui}ie[m] and compute {mprOOf = UOT.OTpqat (CRS; mjz‘i; Uz%T:)}ie[m]

i
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— output a = (Fproofv {m?rOOF}ie[m])
2. Vi(-): output b« {0,1}
3. Py(a,b, o, w):
— if b =0, output ¢ = (r*, {7} }ic[m])
— if b =1, compute r’ = RGS.Explain(r;,r*) and {r; = UOT.Explain(r;,r};0:)}ic[m)
e output ¢ = (', {r;}ic[m))
4. Va(a,b,c,a):
Zifb=o0,
o output 1 if (Fproof, Tproof) == RGS.Rerand(Fj; ™), and mpoof = {0i}ic[m] s-t- Vi € [m],
mf“mf == UOT.OT et (CRS; m% 5 055 r)
e otherwise, output 0
—ifb=1,
e output 1 if (Fproof, Tproof (7)) == RGS.Rerand(F;_1;7’), and mprof(m;) = {0} 0 Titie[m]
s.t. Vi € [m], m?md == UOT.OT 4t (CRS; sz_l"; oloosTh)
e otherwise, output 0

Fig. 15 Y-protocol for Correct Rerandomizing

Lemma 5. IfRGS is an explainable RGS (Definition 9) and UOT is a compatible
explainable UOT protocol (Definition 10) then Figure 15 is a X-protocol for the

relation RRerand (Equation 4) with soundness error %

Proof. In Figure 15, Let UOT = (OT1,O0T2, OTypgt, OTfin, OTursy) be an explan-
able UOT protocol (Definition 10). Let RGS = (Gb, Rerand, En, Ev) be an explan-
able RGS (Definition 9). Completeness (Definition 6) holds since for a correct
statement, both when b = 0 and b = 1, the verification will output 1 by construc-
tion of Explanable RGS and Explanable UOT.

To show that special soundness (Definition 6) also holds, consider:

r°°f}i€[m] =a+ Pi(a,w)

Froof, {m{
r, {r;k}ie[m] =¢p + P2(a,0,a,w)

' {Tg}ie[m] =c «~ P(a, 1, a,w)

where, ' = RGS.Explain(r, r*)

Vi € [m],r; = UOT.Explain(r;, v}, 0;)
and let the PPT function Extract(a,0, o, 1, c1, @) works as follows:

— given r* and 1/, compute r;

— for each i € [m], given r} and r;, compute the updatable OT randomness r;
— compute (Fj,m;) = RGS.Rerand(F;_q;7;)

— return w = (1, 7, {Ti}ie[m])

It remains to show that Figure 15 satisfies Special Honest-Verifier Zero
Knowledge (SHVZK - Definition 6). For this, let Sim(1%, o, b) be a PPT algorithm
that operates as follows:

— Parse a = ({mj{:l’i7 mjz’i}ie[m], Fi_1,F;)
— If b =0, sample r* and compute (Fproof, Tproof) <— RGS.Rerand(F;r*). Parse

proof
: =

Toroof = 10i}icim) and for each ¢ € [m], sample r} and compute m
UOT.OT ypat (m%'; 055 7). Output,

a = (Fproofa {mfrOOf}iG[m])a b= 0, c= (’I“*, {r:}ze[m])
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— Otherwise if b = 1, sample s and compute (Fproof; Tproof ) <— RGS.Rerand(F;j_1;s).
Parse mproof = {0i}icim) and for each i € [m], sample s; and compute

mfroof _ UoT,OTupdt(mj{l’i; 0i;5i). Output,

a = (Fproof7 {m;’mOf}ie[m])a b=1, c= (37 {Sz}ze[m])

When b = 0, the simulation is exactly identical to the real execution of the
Y-protocol. When b = 1, the views are computationally indistinguishable.
In the latter case, in both the real and simulated views the statement is
o= ({ms my' }icim), Fj—1, Fj). In the real execution, the first message a con-
tains a garbling Fpoof rerandomized from F; and OT messages {mfrmf}ie[m] up-

dated from {mjz’i}ie[m]. The last message ¢ contains the composed randomnesses

for both (r*, {r}}ic(m))- In the simulated view, a contains F} ¢ rerandomized

from F;_; and OT messages {m{"**},c(,, created directly from {md "'};cpm,

while ¢ contains fresh randomness used for both the garbling and OT messages
(s,{si}iem])- It remains to show that,

j—1,i j,i proof _ x
{{m2 , My, 1/ni Ty } r,r' < Rot;m1 0T (z;); ’
szil’l“OT2(m11(L?,_7‘—17L},,j_1))§
i€[m], m} =0T pae (mb 07 57);
. .
m?roo :OTupdt(m;lvai§r/)§

r¥=Explain(r,r’;0;)

*
{ijla Fj» Foroof, 7 }7',r/<—R;Fj1<—Gb(f);Fj=Rerand(Fj1;r);}
Fyoof=Rerand(Fj;r’);r* =Explain(r,r")

< j—1,i j,i /proof
~ {m2 , My, mi 5 57,} ) r]sﬂ—ROT;ml(—OTl (x4); )
mJ27171<_OT2(m1’(L('],jfl’L':il,j—l));

) i
ic[m L. SodT
[m], my =0T o4 (m; 1"70_{#);

mP =0T yper (mly ¥ (07 004)354)

!
{ijh Fj7 Fproof> s}r,s<—R;Fj_1<—Gb(f);Fj_Rerand(Fj_l;r);}

Fyoor=Rerand(Fj _1;s)

Consider the following sequence of hybrids:

— Hybrid Hg. This is the same distribution as the LHS of the above equation.
It is distributed as the output of the real execution when b = 1.

HO = {{1’1’1']2_1717 m.]2717 m?fOOf, 7”;} 7,0’ < Rot;m1 0T (z;); )
my M OTy(ma (L), L ;1))
ie[m], m'LTi:OTupdt(mjzilyivgz;"’);
m?r00f=OTupdt(m‘;i77i;7)/)§
r=Explain(r,r’;0;)

*
{ijlv Fj» Fproof» r }r,r/(—R;Fj1<—Gb(f);Fj—Rerand(Fj1;r);}
Fyoof=Rerand(Fj;r’);r*=Explain(r,r")
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— Hybrid H,. For each i € [m], this is an intermediate hybrid which is distributed
as the output of the real execution when b =1, up to the m — i** updated
OT message mfroc’f. All the UOT messages beyond this are generated as in
the simulation.

o j—1,i j,i’ proof
= {{m2 Ty, my T} 7,74 Rot;m1 =0T (z;/); ?

j—1,i 0 1
my, HOT2(m1’(Li/,j—17Li’,j—1));
i/ <m—i, m%i/:OTupdt(mﬁfl’i/,UZ/;T);

m?/rOOfZOTupdt(mszi/ 3041 ?’r/)§
r=Explain(r,r’;0,/)

j—1,i’ j,i’ /proof
{1’1’12 , My, 1My, 5 i’} 7,814 Ro1;m1<0T1(x;/); )

i1 4/
m} =0T (ma, (L) ;4 LY 1));

i’ >m—i€[m s T
[ ]a m_|2.1 :OTupdt(sz 1,i 705/;T)§

. s/ 3
m;groof:o-l—updt(m;fl,l _’(UZ, 00,7);8;1)

*
{Fj—h Fja Fprooﬁ r }r,r'(—R;Fj1<—Gb(f);Fj_Rerand(Fj1;r);}
FProof:Rerand(Fj ;r/);r*:Explain(r,r/)

Note that the last of these hybrids has all UOT messages in the 3"¢ message
of the proof as messages generated in the simulation.

o j—1,i j,i proof
Hp = {{mz ) Mg, My ,Si} r,8i+RoT;m1 0T (z:); )

—11 . 2 .
i€[m] my l,{_.OT2(m17(14%4717['%,3'71))7
? m"Z”:OTude(szil“aog57');

f -1
m{P =0T e (md 1, (07007 )55:)

{ijl’ Fj’ FPr00f7 T*}T,T"<—R;FJ_1<—Gb(f);Fj:Rerand(Fj_1;r); }
Fproof=Rerand(Fj;r’);r* =Explain(r,r")

— Hybrid H,,,+1. This is the last hybrid that is distributed as the RHS of the
distribution above and is the output of the simulator Sim when b = 1. This
differs from the previous hybrid in that the garbling in the 3"% message of the
proof is a rerandomized garbling from F;_; using independent randomness s.

o j—1,i j,i proof
Hm+1 = {{mz , My, 1M, asi} ~ 7msisRorima 0Ty (z4); )
m‘lgil'u—o—rz(ml7(13?,3'717;‘},3'71))?
m} =0T pqt (md 07 37);

m{P° =0T par (4, (07 004);5:)

i€[m],

/
{ijla Fj’ Fproof7 S}T,SHR;F]»_leGb(f);Fj_Rerand(Fj_l;r);}
F! =Rerand(F;_1;s)

proof

Claim 7 Assuming that UOT is an explainable UOT protocol (Definition 10)
satisfying explainable update privacy, then for all i € [m], the hybrid distributions
H; and H;_1 are computationally indistinguishable.

Proof. Note that the hybrid distributions H; and H;_; differ only in that in

Tproof j—1,m—i
H,_1, proof message m.> S g mm

is computed directly from my, using fresh
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proof .
o is computed
*

as an update from mjz"ﬂFi using randomness 7, _,, as in the real execution. If
there existed a PPT adversary A that can distinguish between these hybrids
with non-negligible advantage, then this can be used in a black-box way by a
PPT distinguisher D to violate sequential update explainability of UOT.

D knows RGS, UOT, the prior garbling F;_1, {mj{l’i/}i/e[m], the input = and
the index 7. It computes F};, Fyroof and 7* as in the real execution of the X-protocol

) L. i1 iy £
for when b = 1. Then for all i' < m — 4, it computes (m} ', m%" , mf°> %)

using 7; and Tpeof as in the real execution as well. For all ' > m — i € [m], it

randomness S,,_;, as in the simulation. In H;, proof message m

071 s/ s o/ /) f
computes (m ", m}" m/°
( j—1m—i jm—i _j

o
m? , m3 O i € Tj,Om—i € Tproof, Tm—i € :U,me_ijj_l) to the chal-

,8i) as in the simulation. It then gives the tuple

. S 1 s

lenger C, along with the randomness 7 used to create m%™ " from m} ~™ . The
Ao S ;

challenger then returns a message m. If m = (m} ™ ' my™ " mP>°% r¥ ),

then this, along with the view already generated would belong to the hybrid

j—1,m—i jm—i /proof

distribution H;. Otherwise, if m = (m} ,my ™ m P s, ), then this,
along with the view already generated would belong to the hybrid distribution
H;_1. D gives this to A and outputs whatever it outputs. In this execution, D
would have the same advantage as A, which is non-negligible. However, since
UOT is an explainable UOT protocol and sequential update explainability holds,
it follows that no such D can exist and so no such A can exist.

Claim 8 Assuming that RGS is an explainable RGS (Definition 9) satisfying
sequential update explainability, then the hybrid distributions H,, and H,,+1 are
computationally indistinguishable.

Proof. Note that the hybrid distributions H,, and H,,;; differ only in that
in H,,41, the proof garbling Fémof is computed directly from F};_; using fresh
randomness s, as in the simulation. In H,,, the proof garbling Fyroof is computed
by rerandomizing F; and r* is the composed randomness as in the real execution.
If there existed a PPT adversary A that can distinguish between these hybrids
with non-negligible advantage, then this can be used in a black-box way by a
PPT distinguisher D to violate explainable rerandomizing privacy of RGS.

D knows RGS, UOT and the prior garbling F;_;, input  and input en-
coding information e;j_;. It computes the garbling F; and sends the tuple
(Fj—1,%,ej_1,F;,m;) to the challenger C along with the rerandomizing ran-
domness r. The challenger then returns a message m containing Fj_1, F}, X;
another garbling F’ and randomness ' such that (F',n’) < Rerand(F;_q1;7’).
D uses 7’ to generate the UOT messages for the proof as fresh OT updater’s
messages derived from {m{l"}ie[m]. This complete view, except X, is sent
to A and D outputs whatever A outputs. Note that if (F”,7") == (F} ., 5) is
rerandomized from Fj_;, then the above distribution is as in H,,;. Otherwise,
if (F',r") == (Fproof; 7*) is a rerandomized garbling from F; and the composed
randomness, the distribution is as in hybrid H,,. In this execution, D would
have the same advantage as A, which is non-negligible. However, since RGS is an
explainable RGS and ezxplainable rerandomizing privacy holds, it follows that no
such D can exist and so no such A can exist.

m—i’
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Distributed Committed-Index OT FpcomoT

Let {Sj}je[qufoy be the senders where each S; has strings (s),s)). Let {Ci}icim
be choosers where each C; has bit b;. Let publish denote the action of FpcomoT
making a message visible to all parties. Fpcomot Works as follows:

1. Choosers’ Commit Phase:
— Vi € [m], receive input b; from C;
2. Vj € [d] U {0}, Senders’ Commit Phase:
— receive input (s}, s]) from S;
3. Reveal Phase:
— publish ({s7};e[a), {bi}icim)), where b= P b

Fig. 16 Distributed Committed-Index OT

Since none of the adjacent pairs of hybrids listed above are distinguishable
and there are polynomial number of hybrids in the security parameter &, it follows
that the distributions of the real and simulated executions are computationally
indistinguishable.

5.3 Distributed Committed-Index Oblivious Transfer

In this section we define and build the last key building-block for Fyyot: a
‘Distributed Committed-Index OT’ (DCOT) FpcomoT. This is a functionality
between d + 1 senders and m choosers. First, each chooser C; samples a random
bit b; and inputs to the functionality. Each sender S; gives 2 strings si, s] as
its input and the goal is for the functionality to make publicly visible: Si, for a
choice bit b that combines the bits of all the choosers: b = @)~ b;. Figure 16
describes this functionality FpcomoT. We need a protocol for this where each
server, acting as a sender, speaks once and the clients, acting as choosers, post at
most one message before and after, followed by public verification and decoding.

Definition 11. The tuple DComOT = (CRSgen,OT1,0T2,0T§n, OTgec) is a
Maliciously Secure SCALES Protocol for DCOT if the following protocol
UC-securely realizes FpcomoT (Figure 16) in the (]:chssge",fg)—hybrid in the
presence of any PPT malicious adversary A that can corrupt all-but-one client

{Ci}icpm) adaptively and all-but-one of {S;} ciaufoy statically.

Inputs: b; € {0,1} for each chooser C;, (sg, Sjl) € M? for each S;

FeReE" CRS « CRSgen(1")
Vi € [m)],C; : Aux;, mj < OT1(CRS;b;) mi — Fs
Vj € [d]u{0},S; : my < OT2(CRS; {mi }icimy, (s3,51)) my — Fg

Vi e [m], C; - mi3 — OTﬁn(CRS; {mjz}je[d]u{o}, AUXZ') mi3 — Fi
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public : output {{S‘Z}je[d]u{o}, ¢ OT4ec(CRS; {mil}ie[m],
{bi}icim) } {my}sciauor, {ms}icim))

where ngRsSge" (Figure 7) is the Common Reference String functionality and
Fg(Figure 6) is the Bulletin-Board functionality.

We build DComOT (Definition 11) using multiple instances of ‘Committed-
Index OT’ protocols. The ‘Committed-Index OT’ (COT) FcomoT (Figure 18 —
Definition 12) is a simplification of the above functionality to the single-chooser
case. Such a protocol ComOT as in Definition 12 can be realized using a 2-round
OT with a reusable first message (Definition 4). This is done by simply letting the
first and second messages in ComOT be the first and second messages in the OT
protocol. In the third message ComOT.OTg,, the chooser outputs its choice bit
and the randomness used to compute the first message. Finally, in ComOT.OT g,
any party can use the COT transcript so far to derive the receiver’s OT output.

A Distributed Committed-Index OT Protocol. Given a COT protocol
ComOT = (CRSgen, 0Ty, OT3, OTgn, OTgec) as above, it can be extended to
a DCOT protocol (Definition 11). Consider the protocol below in the FcomoT-
hybrid.

Lemma 6. Figure 17 UC-securely realizes Fpcomot (Definition 11 — Figure 16)
in the (FcomoT, FB)-hybrid.

—[ Protocol Realizing ]:DComOT}

For each i € [m], let Féomor (Figure 18) realize COT. Let F5 be the bulletin-board
functionality. Let {S;};ciquio; be the senders where each S; has strings (s), s1). Let
{Ci}iem) be choosers where each C; has bit b;.

— Choosers’ Commit Phase:
e Vi € [m], C; sends b; to Féomor
— Vj € [d] U {0}, Sender’s commit phase:
e S; has inputs 2, s7 € {0,1}* and samples A « {0,1}
e Vi € [m], S; samples L7 « {0,1}¢ and computes L’/ = Ly @ A
e Vi€ [m], Sjsends L7, LY to Féomor
e S; computes, ¢} = sy (@, Ly?) and ¢ = s (D", L) & A
S; sends (¢, c]) to Fg
— Reveal Phase: -
e Vi € [m], Féomor publishes ({L;”};crautoy, bi)
e compute b= @, b; and Vj € [d] U {0},s] = c{)(@:’;l LZ’ij)
e output ({s3}je(guqo}, {bi}ieim))

Fig. 17 Protocol Realizing FpcomoT in the Fcomor-hybrid

We prove that DComOT (Figure 17) is a secure protocol for FpcomoT in the
FcomoT-hybrid. Before getting into the details of the proof, it becomes necessary
to first formally define the Committed-Index OT functionality FcomoT-
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Committed-Index OT FcomoT

Let {Sj} ciquio} be the senders where each S; has input strings (sg, sjl) Let
C be the chooser with input bit b. Let publish denote the action of FcomoT
making a message visible to all parties. FcomoT works as follows:

1. Chooser’s Commit Phase:
— receive input b from C'

2. Vj € [d]U {0} Senders’ Commit Phase:
— receive input (s}, s) from S;

3. Reveal Phase:
- publish ({Si}je[d]u{o}»b)

Fig. 18 Committed-Index OT

Definition 12. The tuple ComOT = (CRSgen, OT1,0T2, OTfin, OTgec) is « Ma-
liciously Secure SCALES Protocol for COT if the following protocol UC-
securely realizes FcomoT (Figure 18) in the (ngggen,fg)—hbeid in the presence

of any PPT malicious adversary A that can corrupt C adaptively and all-but-one
of {S;}jerquioy statically.

Inputs: b € {0,1} for chooser C, (s},5]) € M? for each S,

Feposen . CRS < CRSgen(1")
C: Aux, m; + OT1(CRS;b) mi — F5
Vj e [du{0},S;: m), <~ OTo(CRS; my, (s}, s7)) m, — Fg
C: m3 < OTin(CRS; {m}};crajugoy, Aux)ms — Fi
public : {{s}};craui01, + OTagec(CRS; my,
{bi}icim } {mb}jctauioy, ms)

output {{s}}jerautoy, {bitierm }

where fccssgen (Figure 7) is the Common Reference String functionality and
Fi(Figure 6) is the Bulletin-Board functionality.

We construct ComOT as in Definition 12 using a 2-round OT with a reusable
first message (Definition 4).

—[ Protocol Realizing ]:ComOT}

Let OT = (CRSgen, 0T, 0T2,0Tsn) be a 2-round OT protocol with reusable first message
(Definition 4). Then ComOT = (CRSgen, OT1, 0Tz, OTgn, OTgec) operates as follows:

— CRS + CRSgen(1")
CRS + OT.CRSgen(1")

— Chooser’s commit phase: Aux, m; <— OT;(CRS;b)

(m1, Aux) <= OT.OT1(CRS, r;b) s.t. r € Aux
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— Vj € [d] U {0}, Sender’s commit phase: mj2 < OT2(CRS; my; sé, S‘{)
s, 51 = {ag}iere {al bier
Vi € [£], m'2 < OT.OT2(CRS; my, aé, ai)
my = {m5}iepq
— Reveal Phase: m3 < OTjy;,(CRS; {mjz}ge[d]u{o}v Aux)
m3 = (b, 7)

— {({s1}ierautoyb), L}  OTaec(CRS; 1, {mb}c(ajuo}> m3)
m3 = (b,7) and Aux < r
vi € [d] U {0}, m, = {my}icp)
Vi € [£], ai < OT.OT4,(CRS; mb, Aux)
51{ = {az}ie[z]

output ({Si}je[d]u{o}ﬂ b) if (mq,Aux) = ComOT.OT;(CRS, r;b)
1 otherwise

Fig. 19 Protocol realizing FcomoT using OT

Lemma 7. If OT is a 2-round OT protocol (Definition 4) with reusable first
message that is secure against adaptive receiver corruption and static sender
corruption in the malicious setting, then Figure 19 is a maliciously secure SCALES
protocol UC-securely realizing FcomoT (Figure 18 — Definition 12) in the FourioT -
hybrid.

Proof Outline. We need to show that given a 2-round maliciously secure OT
protocol with reusable first message, that is secure also in the presence of adaptive
receiver corruption, the COT protocol in Figure 19 UC-securely realizes FcomoT
(Definition 12 — Figure 18) in the presence of a malicious PPT adversary. We
present this proof in the FuioT-hybrid.

In COT, the PPT malicious adversary A can corrupt C adaptively and up to
all-but-one of the senders statically. This corresponds to corrupting R adaptively
and for (d + 1)¢ senders in the bit-OT protocol, statically corrupting up to
all-but-£-consecutive senders, where £ is the length of the senders’ strings in COT.
The simulator for this protocol Sim works by emulating FuiioT corresponding
to this corruption set. The view produced by the COT simulator can be shown
as identically distributed to the real view in the indistinguishable from the real
view in the Fnuiot-hybrid.

Proof. Let OT = (OT1,0T4,0Tg,) be a 2-round maliciously secure OT protocol
that is secure against adaptive receiver corruption and under reuse of the first
OT message. Let Futior be the corresponding functionality that it realizes.

For the Committed-Index OT protocol ComOT as in Figure 19, let A be
a malicious PPT adversary. A can corrupt the chooser C either statically or
adaptively after it sends the first message, and all-but-one senders in S. Consider
the following PPT simulator SimcomoT:

1. if C is statically corrupted:
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— SimcomoT, emulating FmuiioT, receives b from the PPT adversary A.
— SimcomoT passes b into FcomoT-
otherwise, if C is initially honest SimcomoT does nothing.
2. Vj € [d]U {0}, if S; is statically corrupted:
— SimcomoT, emulating ]-'mqmo-r for a set of ¢ corrupt senders, {a}, G,Zi}ie[g].
— SimcomoT passes so = {ap }icjg and s1 = {aj }iee into FeomoT-
3. if C is adaptively corrupted:
— SimcomoT gets b from Feomot and emulating FouitioT, sends b to A.
4. if C is honest in the ‘reveal phase’:

— FcomOT posts ({Si}je[d]u{obb) to B.

The complete view of the protocol produced by SimcomoT consists of,

{b if C is statically corrupted
vy € [d]u{0} {sé, s{ if S; is corrupted
{s1}elduqop, b

This view is identical to that in the real execution in the FuioT-hybrid. Hence,
the protocol ComOT securely realizes FcomoT in the presence of malicious adver-
saries in the SCALES model.

We are now ready to prove that DComOT (Figure 17) is a secure protocol for
FbcomoT against all-but-one statically corrupted senders and all-but-one choosers
that can be adaptively corrupted by a malicious adversary, in the FcomoT-hybrid.

Proof Outline. Let A be a PPT adversary that can statically corrupt all-but-one
of the senders and adaptively corrupt all-but-one of the choosers. We need to
show that DComOT is a secure protocol for FpcomoT in the Feomor-hybrid. This
would imply that the DCOT protocol as in Figure 20 securely realizes FpcomoT
in the plain model given a COT protocol as in Definition 12 for FcomoT-

For DCOT, the PPT simulator SimpcomoT, in the FcomoT-hybrid would work
by first collecting all the choice bits b; from each statically corrupt client by
emulating FcomoT. These are forwarded to FpcomoT in the ‘commit-phase’. If a
server is corrupted, it would receive the 2 ciphertexts (¢, ¢]) posted and for all
i € [m], the labels (L{, L) by emulating Fcomot. The simulator checks if the
labels are well formed and extracts (5{), sjl) to send to FpcomoT- If a server is
not corrupted, it samples the ciphertexts (c%, c]l) uniformly at random and posts
these. For each client that is adaptively corrupted, FpcomoT reveals their choice
bits to the simulator and this is given to the adversary. In the ‘reveal-phase’ when
FbcomoT reveals {s}}iciauio}s {biticim) to the simulator, for each j € [d] U {0},
it prepares k= cg &) si. It samples each Léi at random with the constraint
that &} = @", Lj,. Then is posts for all i € [m], Lj ,b;. This completes the
simulation.

This simulated view is identically distributed to the real view of the protocol,
and hence the protocol is secure.
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Proof. Let A be a PPT malicious adversary in the real world that can statically
corrupt all-but-one sender and adaptively corrupt all-but-one choosers. We need
to show that Figure 17 is a secure protocol for FpcomoT in the FcomoT-hybrid.

Let Cs be the set of choosers that are statically corrupted and C'4 be the set
of adaptively corrupted choosers. Let §* be the set of corrupted senders. A can
also corrupt any number of parties that are not the senders or the choosers. The
PPT simulator SimpcomoT in the Feomor-hybrid would work as follows:

1. for all corrupted clients C; € Cg,
— get b; by emulating the i** instance of FcomoT-
— pass bz to fDComOT~
2. for each j € [d] U {0}, if S; is corrupted:
— receive the ciphertexts (¢, ¢]) posted by A.
— for all i € [m], get labels (L{, L) by emulating the i*" instance of FcomoT-
— if AA such that Vi € [m], L% oL = A, send L to FpcomoT-
— otherwise, compute L) & L} = A, k} = @], L} and k] = k} & A.
— extract s = ¢ ® kj and s} = ¢ @ k] and pass (s}, s]) to FpocomoT-
if §; is honest:
— sample ¢} and ¢] uniformly at random and post it.
3. for each adaptively corrupted client C; € C4,
— A sends i to SimpcomoT and this is passed to FpcomoT-
— FbcomoT gives b; that it gives to A, emulating the i*" instance of FcomoT-
4. when J—"DComOT reveals ({Si}je[d]U{O}a {bi}ie[m])7 for each honest Sjt
— compute k] = ¢ & .
— for all i € [m], sample Lj at random but satisfying k} = @~ L} .
— for all i € [m], emulate the i*" instance of FcomoT and post (wabi).

Let x be a computational security parameter. Let R be the space of randomness
for all participating parties and let 7 denote the contents of the random tapes of
all these parties. The view of in the above simulation is distributed as:

{6 51} setaivrors (biticpmi {ed, 1. {L6, Libieim}s,e50
{chs 1, AL, Yiepm 5,25} renren

This simulated view is identically distributed to the real view of the protocol,
and hence the protocol is secure.

Distributed Committed-Index OT in the Plain Model.
—[ Protocol Realizing }'DcOmoT}

Let ComOT = (CRSgen, OT1,0T2,0T¢in, OTgec) be a COT protocol (Definition 12)
where sender’s inputs € {0, 1}*. The protocol
DComOT = (CRSgen, OT1,0T2, 0T, OTgec) operates as follows:

— CRS «+ CRSgen(1")
CRS « ComOT.CRSgen(1")

— Choosers’ Commit Phase:




50 Anasuya Acharya, Carmit Hazay, Vladimir Kolesnikov, Manoj Prabhakaran

Vi € [m], (Aux;, m}) < OT1(CRS; b;)
(Aux;, m'l) < ComOT.OT1(CRS; bs;7;)

— Vj € [d] U {0}, Sender’s commit phase:
m, <— OT2(CRS; {mi }icimy; 83, 57)

so,s1 € {0,1}
sample A + {0,1}*
vie[ml, Ly« {01}, Li=LyeA
Vi € [m), mj < ComOT.OT2(CRS; m; L7, L7
d=s( D). d=s(Dr)oa
i=1 i=1
mj2 = (Cév le.v {miZ}iE[m])

— Rgveal Phase: _
m'3 < OTfin(CRS; {mé}je[d]u{o}, AUXZ')

Vj € [d] U {0}, m5 = mh € m),
mi3 < ComOT.OTﬁn (CRS7 {miﬁj}je[d]u{o}, /—\uxi)

= {{si}ictauoy, {bitiepm)s L} < OTEE ({miticm: {mb}ie@utoy, {ms }icpm))

Vi € [m],j € [d U {0}, my = m) € m),
Vi € [mL {({Lé’f }je[d]U{O}, bi), J_} — ComOT.OTdec(CRS; mil, {m;’j}je[d]u{o}, m'3)

b:ébi
i=1

vi € [du{o}, o =d (GBLZ;?)
=1

output ({3 };eiauioy, {bi bicpm))
Fig. 20 Protocol Realizing FpcomoT in the Plain Model

5.4 Ephemeral Prover Zero-Knowledge Proofs

Given a DCOT protocol (Definition 11 — Figure 16), the X-protocols in Section 5.2
can be converted into an ephemeral prover zero-knowledge proof in the SCALES
model. Consider a EPZK functionality as in Figure 21. Recall that X-protocols
(Definition 6) have a three-message-transcript: (a, b, ¢). In our SCALES protocol,
we need the encoding ephemeral server to be the prover. However, it can only
send one message, as opposed to the two messages required in the X-protocol.
An Ephemeral Prover Zero-Knowledge Proof is formalized in Definition 13.



Malicious Security for SCALES 51

Ephemeral Prover Zero-Knowledge Proof Functionality Fepzx

Let {P; },7e[d]u{0} be the provers where Py has statement g and witness wo for
relation Ro and for j € [d], each P; has input statement «; and witness w; for
relation R1. Let publish denote the action of Fepzk making a message visible
to all parties. The functionality Fepzx works as follows:

1. Vj € [d] U {0} Prover’s Commit Phase:
— receive input (o, w;) from P; and publish «;
2. Reveal Phase:
— compute byp = Ro(ao,wo) and Vj € [d], compute b; = R1i(ay, aj—1,w;)

— publish b = /\je[d]U{O} b

Fig. 21 Ephemeral Prover Zero-Knowledge Proof Functionality

Definition 13. For {S;},cqu{o}, each proving server S; has witness w; and
statement ;. For public relations Ro, R1, So needs to prove Ro(ag,wp) = 1
and all other S; prove Ri(aj,w;) = 1. Let {Ci}icim) be a set of choosers. An
ephemeral prover zero-knowledge proof is a tuple EPZK = (CRSgen, EPZK;,

EPZKp,EPZKy, EPZKy ) that UC-securely realizes Fepzx (Figure 21) in the

(.ngssge", Fg)-hybrid in the presence of a PPT malicious adversary A corrupting

all-but-one client {C;}ic[m) adaptively and all-but-one of {S;} ec(quioy statically.

FepoEen . CRS « CRSgen(1")
Vi€ [m],Ci:  Auxi,m} « EPZK;(CRS) mi — Fg
Vi € [d]u{0},S; : 7j + EPZKp(CRS; oy, wj, {m} Yicim)) 7 — Fg
Vi € [m],C; : méb < EPZK2(CRS; {7} },eiauioy, Aux;) mh — Fi

public : output {0,1} < EPZKy (CRS; {mi}ie[m], {75 }ieiauio}s
{m3}iems {5 }setauioy)

where ]_—gRRSSgen (Figure 7) is the Common Reference String functionality and
Fi(Figure 6) is the Bulletin-Board functionality.

The verifier’s role is split into one that provides the challenge and one that
verifies the proof. We delegate the former role in our protocol to the input clients.
Each client picks a challenge and the final challenge used is an XOR of all the
individual inputs. The latter role of verifying the proof itself is delegated to other
ephemeral servers that post a bit to B (indicating an accept or reject).

Lemma 8. If Sigma is a X-protocol with soundness error % for the relations
(oo, wo) € Ry and Vj € [d], (aj, w;) € Rq, then Figure 22 realizes Fepzx (Fig-
ure 21) in the (FocomoT, Fi)-hybrid, where Fg is the Bulletin-Board functionality
(Figure 6) and FpcomoT 48 the Distributed Committed-Index OT functionality

(Figure 16).
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—[ Protocol Realizing .FEPZK}

Let s be a statistical security parameter. Let Fpcomot (Figure 16) be the distributed
committed-index OT functionality with Fsc,mor denoting the k' instance of
DComOT. Let Fj be the bulletin-board functionality. Let Sigma = (P1, V1, P2, V2)
be a X-protocol with soundness % where a <+ Py (z,w), b € {0,1} < Vi(),

¢+ Ps(a,b,z,w), {0,1} < Va(a,b,c,x). Consider the following protocol realizing
Fepzk in the FpcomoT-hybrid:

1. Vi € [m], each client C; does the following:
— Vk € [s], sample bit b¥ and give to Fcomor in the ‘commit-phase’
2. Vj € [d] U {0}, the server S; (prover) does the following:
— Vk € [s] compute a;‘? + Sigma. P (aj,w;)
— Vk € [s] compute s* = Sigma. P> (a;, wj,a¥, 0) and
s7" = Sigma. P2 (v, wj, ak, 1)
— Vk € [s] pass (s3*,57%) to Fhcomor
— give (aj, {a}}refs)) to Fs
. each FScomor publishes ({Si’k}je[d]u{o% {bF'}icm)) in the ‘reveal-phase’
4. each server (verifier) does the following:
— Vk € [s] compute b* = @!", b¥
— send {Sigma.Vg(af,bk,si’,f,aj)}ke[s],je[d]u{o} to Fp

w

Fig. 22 Construction for Fepzk

We need to show that it securely realizes Fepzk in the FpcomoT-hybrid.

Proof Outline. For (g, wo) € Ro and for each j € [d], in the relation (o, w;) €
Ri1, let Sigma = (P, Vi, Py, V) be a Sigma protocol with soundness % such that
b € {0,1} «+ Sigma.Vi(-). We need to prove that the above protocol realizes
Fepzk with negligible soundness error.

Let A be a PPT adversary that corrupts all-but-one of the provers statically,
and all-but-one of the clients adaptively. A simulator Simgpzk for the above
protocol would work by first receiving the bits {bf}4e[s) from each statically
corrupt client C; by emulating each ]-"ScomOT in the ‘commit-phase’. For each
corrupt proving server S;, it receives {sé’k, s{’k}ke[s] also by emulating each
Fbcomor- It Teads {a;? }re[s) that the server posts and then it calls the extraction
algorithm until it gets a valid witness w; for at least one k € [s]. Then («j,w,)
are passed to Fepzk. If S; is honest, first sample {bk} es corresponding to the
honest clients C; and compute b¥ = Dielm b¥. Then use the simulator of the
sigma protocol to generate {a?, si’f}ke[s]. Post {a?}ke[s]. In the end, once Fepzk
responds to Simgpzk, it posts {Si’k}je[d]u{o}, {bf}ie[m] on behalf of each F&. ot
execution.

The view produced by this simulation differs from that in the real execution
only for the transcripts produced by the X-protocol simulation on behalf of
the honest provers. Therefore the distribution of both views can be show as
computationally indistinguishable by reduction to the indistinguishability of the
distribution of the views for the X-protocol.



Malicious Security for SCALES 53

Proof. For (ag,wp) € Ro and for each j € [d], in the relation (o, w;) € Ry, let

Sigma = (P, V1, P>, V) be a Sigma protocol (Definition 6) with soundness 1
such that b € {0,1} < Sigma.V;(-). Such a protocol satisfies ‘special soundness’

and there exists a PPT algorithm,
wj < Sigma.Extract(a, b, ¢,b’, ¢, a;)

The protocol also satisfies ‘special honest-verifier zero-knowledge’ so there exists
a PPT simulator,
(a,b,c) < Sigma.Sim(1", o, b)

Given these building-blocks, we need to prove that the above protocol realizes
Fepzk with negligible soundness error.

Let A be a PPT adversary that corrupts all-but-one of the provers statically,
and all-but-one of the clients adaptively. Let C's be the set of statically corrupted
clients, C'4 be the set of adaptively corrupted clients, and S&* be the set of
corrupted proving servers. The PPT simulator Simgpzk operates as follows:

— Vk € [s], Simgpzx emulates FE ot to receive {bf}c,ec from A
— Vj € [d]U {0}, if S; is corrupt,
e Vk € [s], Simepzk emulates Fc, o and gets (s3", s7%) from A
e Simgpzk reads {a?}e[s] that A posts
Vk € [s], Simgpzk invokes {w;, L} Sigma.Extract(a?,O,sé’k, 1,5{7k7aj)
until it gets a valid w;
Simepzk gives (o, w;) to Fepzk that posts a;
if §; is honest,
e Simgpzk samples the bits {bf}ke[s] for each honest client C;
e Fepzk publishes
o Vk € [s], Simgpzk computes b* = @ie[m]bf and then invokes,

(ak*,bF, 1) < Sigma.Sim(1%, a;, b%)
° SimEPZK publishes {(L?*}kg[s]
— for each adaptively corrupted client C; € Cy,
e Simgpzk emulates each F]SComOT and gives {bf}cieCA to A
— in the reveal phase for each F5c, o7

o publish ({s"* }ieuioys {08 icim))

Let x be a computational security parameter. Let R be the space of randomness
for all participating parties and 7" denote the contents of their random tapes. The
view produced in the above execution is distributed as,

{{oj,w;}jerquior {05 Yicimykers)
ik gk ik
{al, 53", s }ke[s],S]‘ES*a{a?*as?,k*}ke[s],sj€5*}KeN7FeR

Let s be the number of provers not corrupted by A. Consider the following
52 + 1 hybrid distributions:
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— Hybrid Hg. This is the distribution of the output of Simgpzk. This differs
from the distribution of the view of A in the real execution only in that A
receives the output of the X-protocol simulator for all honest provers.

Ho = {{e,w;}ieiaugor, {6F Ficpm) kels)

k gk _Jk kx _J,k*
{aj, o™, 51" brepsl s es+5 {ag™, sy }ke[s]vsjes*}meN,FeR

— Hybrid H;s4x. For each j € [s], k € [s], this is the distribution output by an
intermediate hybrid experiment in which all the messages up to the js + kt*
Y )-protocol execution messages of an honest prover are generated as in the
real protocol execution. The rest of the messages are generated as in the
simulation.

_ K
Hjste = {{ayr, wjr }yrerauoy {08 Yiepmywels)s
k/ jl,k/ j/7k/ k/ j/7kl
{a'j'780 y S1 }k’e[s],sjles*a{aj asbk/ }k’<k,(k:’:k:,j’<j)7
k% j’,k’*
{aj s Sprs }k’>k,(k':k,j’2j)}

The last of the above hybrids Hs is the distribution produced by the real
execution of the protocol.

Claim 9 Assume that Sigma is a X -protocol with soundness % such that b €

{0,1} « Sigma.Vi(-), for the relation (ag,wy) € Ro and for each j € [d], the
relation (o, w;) € Ra. Then for each i € [ss], the views in the hybrid distributions
H; and H;_1 are computationally indistinguishable.

Proof. Let j € [s], k € [s] be such that ¢ = js + k. Then the hybrid distributions
H; and H;_; differ only in the way that the j** honest prover’s k*"* X-protocol
transcript is produced. In H;, this is produced as in the real execution of the
Y-protocol. In H;_1, this is produced as given in the output of the simulator
Sigma.Sim. Since the X-protocol satisfies ‘special honest-verifier zero-knowledge’,
it follows that both these transcripts are computationally indistinguishable.
However, if there existed a PPT adversary A that can distinguish between
hybrids H; and H;_; with non-negligible advantage €, then A can be used in a
black-box way as a subroutine by a PPT distinguisher D to distinguish between
the output of Sigma.Sim and the XY-protocol. D works by first generating the view
of the protocol up to the j** honest prover’s k — 1** X-protocol transcript as in
the real execution. It then gives the statement o, witness w; and the bit b* to
the challenger C that returns a message m. D then completes the rest of the view
of the protocol as in the simulation Simgpzk and gives this to A. Note that if

m= (aé?*, bk, si’kk*) as output by Sigma.Sim then the complete transcript belongs

in the distribution H;_;. Otherwise, if m = (a¥, b, s7;") as in the real execution
of the algorithms in Sigma, then the transcript belongs in the distribution H;.
Finally, D outputs whatever A outputs. In this experiment D’s advantage is
the same as that of A, which is non-negligible. However since Sigma is a secure

X-protocol, no such D can exist and hence no such A can exist.
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Therefore, as none of the listed adjacent hybrids are distinguishable and there
are polynomially many such hybrids, it follows that the distributions of the real
and simulated transcripts are also computationally indistinguishable.

Realizing EPZK in the Plain Model.

—[ Protocol Realizing ]'—EPZK}

Let s be a statistical security parameter. Let DComOT = (CRSgen, OT1, 0Tz, OT#in,
OTgec) (Definition 11) be a protocol realizing FpcomoT. Let Sigma = (P1, Vi, P2, V2)
be a X-protocol with soundness 3 where a < Pi(z,w), b € {0,1} + Vi("),

¢+ Py(a,b,z,w), {0,1} «+ Va(a, b, c,z). Consider the following protocol

EPZK = (CRSgen, EPZK1, EPZK p, EPZK, EPZKy ):

1. CRS « CRSgen(1")
CRS + DComOT.CRSgen(1")

2. Vi € [m], Aux;, mi < EPZK;(CRS)

vk € [s], b — {0,1} Aux; = {Auxt }rers)

Vk € [s], Auxf, mll"i < DComOT.OT; (CRS; bf) m! = {ml{’i}ke[s]

3. Vje [d] U {0}7 Tj < EPZKP(CRS;O‘JHMJF {m’i}ie[m])

Vk € [s], a; < Sigma.P(aj,w;)

k
J
Vk € [s], s)* « Sigma.P2(a",0,a;,w;) 3« Sigma. P2 (a”, 1, aj, wy)

s 0 g -2(a;,U, a5, w; 1 g 2(ay, L, oy, w;
Vk € [s], m‘iz’k < DComOT.OT2(CRS; {mll"i},ielm];sg’k, sjl’k

7 = (o, {af, m5* b iers)
4. Vi € [m}, m% — EPZKQ(CRS, {Wj}je[d]u{0}7AuXi)
Vk € [s], my™ < DComOT.OTin(CRS; {mb ™} c(ajufoy, Auxt)  mf = {my*}icpy

5. b« EPZKy (CRS; {mi }icm), {75 ticiauioys {mb tiepm)s {o ticauioy)
— Vk € [s], compute
{s]i Yieutoy

{bF}iem) ¢ DComOT.OTuec(CRS; {m¥" }icmy, {mb™ Y cra1ugoy {mE*  Ficmy)

b = @bf Vi € [d) U {0},b{( = Sigma.Vz(a;?7 b®, Si}ck’ o)
i=1

— output b= A1y jeauio) Pr

Fig. 23 Construction for Fepzk

It is immediate that the protocol in Figure 22 has the same communication
pattern as in Definition 13 and is therefore a SCALES protocol.

5.5 Verifiable Updatable OT Protocol

Given all the building blocks described in the previous sections, we are now ready
to describe a protocol that realizes Fyyot (Figure 10).
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Theorem 2. Let R}"' and Ry be two NP-relations. Let UOT = (CRSgen, OTy,
OTg, OTypdt, OTsin, OTwry) be a UOT protocol (Definition 7) that UC-securely

M =
realizes fé\gf. Then the protocol in Figure 24 realizes f\%o’Rl (Figure 10) in

M =
the (]—'g;’szl , Fg)-hybrid, where these functionalities are as in Figure 21 and
Figure 6 respectively.

—[ Protocol Realizing Fivgr? in the (Frede ', }'B)-hybrid]
Let UOT = (CRSgen, OT1,0T2, OTupdt, OTsin, OTwriy) be a UOT protocol
(Definition 7) that computes Fuor (Figure 12) among 1 sender, 1 receiver and d
updaters. Let Fepzk (Figure 21) be a zero-knowledge functionality for d + 1 servers
and m challengers. Let C = {C'i};c[m) be the set of receivers where C; has input

z; € {0,1}. Let S be a sender with inputs {s}, s} };c[m] where each string

st e{0,1}%. Let U = {U;};je[aq) be updaters s.t. U; has {U{}ie[m] and each

ol :{0,1}* = {0,1}". Let Ro be a relation with statement ap and witness wo and
R1 be a relation s.t. for each j € [d], statement «; and witness wj,

{0,1} + Ro(ao, wo, {57, 8; Yieim)) {0,1} + Ri(aj—1, 05, ws, {0l Yieim)
Let F5 be a bulletin-board. The protocol VUOT operates as follows:

CRS « UOT.CRSgen(1")
1. Commit Phase: All receivers C; € C send m‘l to Fi where
Aux’®T m! « UOT.OT,(CRS;z;)
2. Initial OT: Sender S computes,
0,i

Vi € [m],my"" < UOT.OT2(CRS; mil, (s?, sll))

o, w — Fepzk where, o = ag, {m3" }icm) w = wo, {5}, 5] }iem)
Fepzk publishes a and all receivers C; € C compute,
M; o + UOT.OT¢n (CRS; AuxY®T, m3'Y)
{s2:', L} « UOT.OT. (CRS; M; 0)
3. Successive Update: Each updater U; € U computes,
Vi € [m], m"2) < UOT.OTpat (CRS; mj;l‘i, U'Z)
a,w — Fepzk where, a = ay, {m} Viepm) w = w;, {07 biepm)
Fepzk publishes o and all receivers C; € C compute,
M; j < UOT.OTin(CRS; Auxy©T, mb?)
{s27, L} + UOT.OTus (CRS; M ;)
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4. Verification Phase: Fepzk publishes {b;};c[qu{o}
5. If b= crquoy bi == 1, all receivers C; € C send M; 4 to Fi3 where

M;,4 < UOT.OTg,(CRS; AuxY®T, mg ')

Any party can compute, Vi € [m], {sif, 1} < UOT.OTu (CRS; M;,.q)

Fig. 24 Construction for Fyyot in the Fepzk-hybrid

Proof. We need to show that the functionality Fyyor (Figure 10) is realized
by the protocol in Figure 24. Let B be the bulletin-board. Let A be a PPT
malicious adversary. Among the parties that A4 corrupts, let C's C R be the set of
statically corrupted receivers. Let Cy4 C R — Cg denote the set of receivers that
A adaptively corrupts after the ‘commit phase’ in Fyyor. Let S C {S}UU be
the set of statically corrupted updaters and sender such that at least one party
is honest. Let the honest updater/sender be Ej,.. Note that A may also corrupt
parties not involved in the computation and it has access to everything on B.

Let ]-'é%f;?l (Figure 21) be the functionality realizing ephemeral-prover zero-
knowledge for relations Rg, Ri. Let UOT = (OT,0T2, OTypat, OT¢in, OTury)
be a UOT protocol (Definition 7) realizing the functionality Fyot (Figure 12).
For i € [m], let UOT; be the instance of the UOT functionality with R; as the
receiver and let Simygr be the corresponding PPT simulator that can simulate
the view of this protocol in the presence of an adversary corrupting all-but-one
updaters and sender statically and the receiver adaptively. Then let Sim be a
PPT simulator in the Fepz-hybrid that uses {Sim{or bicm) as a black-box and
operates as follows:

1. In the ‘commit phase’ of the protocol,
— for each statically corrupted receiver R; € Cg, Sim calls Sim{or and
extracts z; from A.
— Sim passes {2;}r,ecs t0 FyuoT.
2. For every receiver R; € C4 that A adaptively corrupts,
— Sim sends 7 to FyyoT and receives x;.
— Sim gives z; to A.
3. In the ‘initial OT’ phase, if S is corrupted,
— Sim emulates Fgpzk and receives (ag,wg) from A.
It extracts {s§, s} }icim] € wo and Vi € [m], invoke Simi)o with (s, s%).
— Sim sends ({sg,sﬁ}ie[m],ao,wop) to FvuoT-
Otherwise, it sends ABORT.
— Sim computes by = Ro(ap, wp) and posts «g onto 5.
— Sim uses {s? = s¢ }g,ec ucs to complete executing each Sim{or.
If S is honest, FyyoTt posts ag onto B and Sim gets for each corrupted R;
the string s’ using which it completes the execution of Sim{,or with A.
4. In the ‘successive update’ phase, if U; is corrupted,
— Sim emulates Fepzk and receives (o, w;) from A. ‘
It extracts {0} }icim) € wy and Vi € [m], it continues Simygr with o?.



58 Anasuya Acharya, Carmit Hazay, Vladimir Kolesnikov, Manoj Prabhakaran

— Sim sends ({a}}ie[m],aj,wj) to FvuoT-
Otherwise, it sends ABORT.
— Sim computes b; = R1(a;,w;) and posts «; onto B.
It uses {s, = 0i(s) ")} r,ecaucs to complete each Sim{r with A.
If U; is honest, Fyyot posts o; onto B and Sim gets for each corrupted R;

the string s7 using which it completes the execution of Sim{jot with A.

5. In the ‘verification phase’,
— Sim emulates Fgpzk and posts b =)
6. If b =0, publish ABORT. Otherwise, .
— For each i € [m], Sim completes the execution of Simygt.

]G[d]U{O} bj OntO B.

Let x be the computational security parameter. Let R be the space of randomness
of all participating parties and let 7 be the contents of the random tape of the
participating parties. Let us denote by TSimi oy the transcript output by the

execution of SimeOT. The view of produced by Sim is distributed as,

{{@itiepm), {56, 8t Viepm)s 105 Ve et {o, {81 riccsuca Hetoyula)s
{wi 50 el by {57 Victmys Tsimiy, Yichm) Feenren

This is identical to the real view with the exception that all the messages in all
the instances of the UOT protocol are simulated. The distribution of the above
view can be show as computationally indistinguishable from the real view by
considering a set of m + 1 hybrids as follows:

— Hybrid Hy. This is the distribution of the output of Sim. This differs from
the distribution of the view in the real execution only in that all the UOT
sub-protocol transcripts are simulated.

Ho = {{z:}icpmy, {56, 81 Yiem)» {07 Ficimyjeras {05, {5]  Riccsuea Hetoulas
{wi Y50 cla)s by {57 Victmys Tsimiy, Yicim) Feenren

— Hybrid Hy. For each k € [m], this is the distribution output by an intermediate
hybrid experiment in which all the messages of the first &k UOT protocol
executions are generated as in the real protocol execution. The rest of the
messages are generated as in the UOT simulation.

Hi = {{zi}ticpm), {56, 51 Vicpmys {05 Yiepm el {0, {81 Y riccsuca Hetoyula)s
{wij50 ety by {57 Yietm)s (b0t Yichs {Tsimiy, Yiskelm) } ren rer

The last of the above hybrids H,, is the distribution produced by the real
execution of the protocol.

Claim 10 Assume that UOT is a UOT protocol that realizes the functionality
Fuot (Definition 7) in the presence of a PPT malicious adversary corrupting
all-but-one of the sender and updaters statically and the receiver adaptively.
Then for each k € [m], the views in the hybrid distributions Hy and Hi_1 are
computationally indistinguishable.
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Proof. The hybrid distributions Hy and Hi_; differ only in the way that the
k" UOT sub-protocol transcript is produced. In Hy, this is produced as in the
real execution of the functions in UOT. In Hg_1, this is produced as given in the
output of the simulator Simyot. Since UOT securely realizes Fyot (Definition 7)
in the presence of a PPT malicious adversary corrupting all-but-one of the sender
and updaters statically and the receiver adaptively, it follows that both these
transcripts are computationally indistinguishable.

However, if there existed a PPT adversary A that can distinguish between
hybrids Hi and Hi_; with non-negligible advantage €, then A can be used in a
black-box way as a subroutine by a PPT distinguisher D to distinguish between
the output of Simyor and the protocol UOT. D works by first generating the
view of the protocol up to the k — 1** UOT protocol transcript as in the real
execution. It then gives the inputs xy, (s§, st) and {o7}};e(q) to the challenger C
that returns a message m. D then completes the rest of the view of the protocol
as in the simulation Simyor and gives this to A. Note that if m = 7g;x  as
output by SimyoT then the complete transcript belongs in the distribution Hy_;.
Otherwise, if m = 7{y7 as in the real execution of the algorithms in UOT, then
the transcript belongs in the distribution Hy. Finally, D outputs whatever A
outputs. In this experiment D’s advantage is the same as that of A, which is
non-negligible. However since UOT is a secure protocol, no such D can exist and
hence no such A can exist.

Therefore, as none of the listed adjacent hybrids are distinguishable and there
are polynomially many such hybrids, it follows that the distributions of the real
and simulated transcripts are also computationally indistinguishable.

Verifiable Updatable OT in the Plain Model.

—[ Protocol Realizing ]-'&fg? 1}

Let UOT = (CRSgen, OT1,0T2, OTypdt, OTsin, OTwiy) be a UOT protocol
(Definition 7) that for all i € [m], computes F{or (Figure 12) for 1 sender, 1 receiver
and d + 1 updaters. Let EPZK = (CRSgen, EPZK;, EPZKp, EPZK3, EPZKy ) be a
zero-knowledge protocol (Definition 13) for d 4 1 servers and m challengers
computing Fepzk (Figure 21).
Let R = {R:i}ic[m] be the set of receivers where R; has input x; € {0, 1}.
Let S be a sender with inputs {s?, s; }iem) where each string st e {0,1}".
Let Ro be a relation with statement oy and witness wo s.t.,

{0,1} « Ro(ao, wo, {57, 5; }iepm))

Let U = {U;},c(a) be updaters s.t. U; has {07 };c(m) and o7 : {0,1}* — {0,1}".
For each j € [d], let Ry be a relation with statement «; and witness w; s.t.,

{0,1} « Raloy—1, a5, wj, {0l icm)
Let B be a bulletin-board. The protocol VUOT operates as follows:

CRSyoTt + UOT.CRSgen(lN)
CRSgpzk EPZK.CRSgen(lR)




60 Anasuya Acharya, Carmit Hazay, Vladimir Kolesnikov, Manoj Prabhakaran

1. Commit Phase: All receivers R; € R post (m},m}) on to B where,

AuxL-JOT, m'1 < UOT.OT(CRSyor; =)

i

AuxEPZK mi « EPZK.EPZK; (CRSgpzk)
2. Initial OT: Sender S posts (ao, o, {mg’i}ie[m]) on to B where,

Vi € [m],mg’i — UOT.OTz(CRSUOT;mi17 (s?,si))
mo + EPZK.EPZK p (CRSgpzk; @, w, {m} }ic [m])

where, o = o, {mg’i’ mil}ie[m] w = wo, {s?, 5;}ie[m,]
All receivers R, € R compute,
M; o + UOT.OT¢n(CRSyor; Auxt 0T, m9'H)
{s:', L} « UOT.OTuu (CRSuo; Mi,0)
3. Successive Update: Each updater U; € U posts (a;, 75, {mé’i}ie[m]) on to B,

Vi € [m], mb' « UOT.OTpat(CRSyor; mb ', 67)
m; + EPZK.EPZKp (CRSepzk; @, w, {m} }ic[m])

where,  a=oa;_1, 05, {my " mb e w= 1w, {0l e
All receivers R; € R compute,
UOT __j.i
Z\/Iq,yj < UOT.OTﬁn(CRSUOT;AuXi , My )
{s27, L} + UOT.OT .y (CRSyor; M; ;)
4. Verification Phase: All receivers R; € R post m% to B where,
k3 EPZK
Moy <— EPZK.EPZKQ(CRSEPZK; {71']- }je[d]U{O} N Auxi )
All verifying servers V,, posts b, to B where,
by < EPZK.EPZKy (CRSepz; {m] Yic[m]s {5 }jeiajutoys {msYieims {2 }jerauroy)

5. Iftb=) ) b, == 1, all receivers R; € R post M; 4 to B where,

vEle
M; g < UOT.OT¢n (CRSyoT; Aux;JOT7 mg'i)
Any party can compute,

Vi € [m], {s5.', L} + UOT.OTury (CRSuots Mi,a)

Fig. 25 Construction for Fyyor

6 A Malicious SCALES Protocol

In this section we summarize our protocol with all the compositions implemented.
This realization of Frgs in the Fcrs, F-hybrid model is a maliciously secure
SCALES protocol computing any functionality f. The protocol (Construction 26)
uses an instantiation for Frgs (Construction 11) using an RGS and an instantia-
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tion of FyyoT (Construction 24). It uses the following sub-protocols and objects
as building blocks:

— A Projective RGS (Definition 3) object that is also Explanable (Definition 9).
Let this be RGS = (Gb, Rerand, En, Ev).

— A compatible UOT protocol (Definition 8) that is Explanable (Definition 10).
Let UOT = (CRSgen,OT1,0Ts2, OTypdt; OTsin, OTursy) have sender’s inputs
as the projective encoding, and updaters’ functions as the encoding transfor-
mations.

— An Ephemeral Prover Zero-Knowledge protocol for proving the correctness
of encoding (Definition 13). Let this be EPZK = (CRSgen, EPZK,,EPZKp,
EPZK,, EPZKYy).

—[ Protocol Maliciously Secure SCALES Protocol for f}

Let x be a computational security parameter. Let C = {Ci};cm) be the set of clients

where each C; has input bit z;. Let B be the bulletin-board. The functionality Fcrs
generates the following and gives it to all parties:

CRSyoT + UOT.CRSgen(1")
CRSgpzk + EPZK.CRSgen(1"™)

1. Computation phase: o
— Vi € [m], client C; posts (m}, m]) onto B where,

AuxL-JOT, m'1 < UOT.OT1(CRSyor; =)

i

AuxEPZK mi « EPZK.EPZK; (CRSgpzk)

— Ephemeral server Ey posts (Fo, o, {mg’i}ie[m]) onto B where,

(Fo, eo0) < RGS.Gb(f;r0) eo ={LY oL otieim
Vi € [m], my* « UOT.OT2(CRSyor; m}, (LY o, L} ), 70)
o < EPZK.EPZKp (CRSgpzk; @, w, {mi}ie[m]) for relation Rgp, where,

a=Fo,{my  miYicpm  w=r0, {rilicim ALY 0s Lo Yicim)

— For round j € [c; — 1], server E; posts (Fj,m;, {mé’i}ie[m]) to B where,

(Fj7 )\J) A RGS.Rerand(Fj,l;rj) )\J = {U{}iehn]
Vi € [m], szl <— UOT.OTypat (CRSyoT; m‘izfl’i, 0‘1‘.7, r;)

7j < EPZK.EPZK p (CRSgpzk; o, w, {mi}ié[m]) for relation RRerand Where,

=14 i i j
a=Fj_1,Fj,{my ", my }icim w=rj,{r;}ictm], {0] Yieim

2. Verification phase: _
— Vi € [m], client C; posts m5 onto B where,

ml + EPZK.EPZK2(CRSEpzk; {7 }jeleq —1]ufo}, Auxs 2F)

— For each round k € [c2], each ephemeral server Vj, posts by onto B where,

by, + EPZK.EPZKy (CRSepz; {m] Yicm]s {5 }jeler — 11010} > {mb Yicim]s {05 }jeler —1)u0})
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3. Decoding phase:
- If ﬂve[ ] b, == 1, Vi € [m], each client C; posts M; ., —1 onto B where,

c2
]\/[i,cl—l < UOT.OTﬁn(CRSUOT; ALIX;JOT7 m;lilyi)
— For each round j € [c3], each ephemeral server D; posts f(z) onto B where,

Vi € [m], {Lffclil,
@
Xc1 = {Li,cl—l}ié[?n]

f(z) = RGS.Ev(Feq —1, Xeq)

l} < UOT.OTny(CRSUOT; Ali‘clfl)

Each client reads B and accepts the final output if all servers in the Decoding
phase publish the same output.

Fig. 26 Maliciously Secure SCALES Protocol

Theorem 3. Assuming the hardness of the DDH problem, Figure 26 is a mali-
ciously secure SCALES protocol (Definition 2) computing any function f.

The proof of Theorem 3 follows from Theorem 1 — 2 and that the communication
pattern is as required in SCALES (Definition 1).
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APPENDIX

A Additional Preliminaries

Definition 14. Two probability ensembles X = {Xp}tnen and Y = {V,}nen
defined over a finite domain D are statistically indistinguishable, denoted

X~ Y, if every positive polynomial p(-) and all sufficiently large n’s,

1
A(Xp,Yn) < —=
( ) p(n)
where,
1
AXn, Ya) = 5 O;j | Pr[X,, = a] = Pr[Y, = o]

Definition 15. Two probability ensembles X = {X,}neny and Y = {Y, }nen

are computationally indistinguishable, denoted X ~ Y, if for every PPT
distinguisher D, every positive polynomial p(-) and all sufficiently large n’s,

[PHD(X0,17) = 1] = PHD(Yo, 1) = 1]] < s

A.1 Key and Message Homomorphic Encryption

We re-state the definition of strong Key and Message Homomorphic Encryption
from [AHKP22|.

Definition 16. A strong key-and-message homomorphic encryption scheme
(strong KMHE) is the set of PPT algorithms KMH = (Gen, Enc, Dec, Eval) defined

on domains of (private) keys, messages and ciphertexts K, M,C, a key transfor-
mation family Firey, and a message transformation family Fp,sq (all indexed by

an implicit security parameter k) such that the following conditions hold:
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— Correctness: Ym € M,k € K,
Pr[k < Gen(1%); Dec(k, Enc(k,m)) =m] =1

KMH Correctness: Ym € M,k € K, f € Frey, 9 € Fmsg;
Pr[k + Gen(1%); Dec(f(k), Eval(Enc(k,m), f,9)) = g(m)] =1

Key Privacy: Vk, k' < Gen(1%), f € Fiey,
{k, f(k)} = {k, k'}

KMH Privacy: YV PPT adversary A, the advantage Pr[b' = b] < 1 + v(r)
for a negligible function v in the following experiment (k being an implicit
input to C and A):
1. C samples a uniform random bit b + {0,1}, keys ko, k1, k" < Gen(1%),
and f < Frey. It sends (ko, k1, f(k1)) to A.
2. For as many times as A wants:
e A produces arbitrary m,m’ € M and g € Fpsq, and computes
¢ + Enc(ko,m). It sends (c,g,m’) to C.
e C sends ¢y to A, where ¢y < Eval(c, f,9) and ¢y + Enc(k',m’).
3. A outputs V.

[AHKP22| contains a construction for strong KMHE based on the [BHHOO0S]
encryption scheme.

A.2 Rerandomizable Garbled Circuits

The work in [AHKP22] also shows an instantiation of a projective RGS with
rerandomizable garbled circuits (RGC). The construction is based on that in
[GHV10] but uses a sharable variant of strong KMHE (Definition 16) as the
underlying encryption primitive.

Sharable KMHE (Definition 17) is a strong KMHE that is modified to facilitate
garbling and rerandomizing circuits. Like most traditional garbling, the RGC
construction we employ also garbles a circuit gate-by-gate. Each gate is garbled
by designating labels for both values 0 and 1 of each input and out wire of
the gate. Then a set of ciphertexts are created by encrypting an output label
using one input label from each wire, according to the truth table of the gate
functionality. In our construction, these ciphertexts are created using strong
KMHE. Note that since circuit intermediate wires can be both input and output
wires of gates, it becomes necessary that the key space K of strong KMHE be
a subset of the message space M. Further, we apply the same operation to all
ciphertexts with the same wire label for rerandomizing. So it is also necessary
that Fjc, be contained in Fp,q4.

Traditional garbling of 2-input gates employs double encryption of the output
label using both input labels, creating one ciphertext. However, this would
complicate matters if used as it is for RGCs since it requires the ciphertext
space to also be within the message space and the domains of Fje, and F,sq
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would need to be readjusted. Therefore, we garble by creating a 2-out-of-2 secret
sharing of the output label and then encrypting each share with one input label
as the key. This makes it necessary to have efficient sharing and reconstruction
algorithm Share and Recon. Share is a randomized algorithm that takes as input
an element from X and outputs two elements from M such that no element in
isolation reveals the input. Recon is deterministic and can derive the input to
Share given both shares.

In order to be compatible with rerandomizing, we require two additional
properties. Firstly, we need that the shares can be rerandomized. That is, given
a pair of shares sy and s; of a message k, there exist functions h and h such
that h(sg) and h(s;) are also a sharing of k. These functions must come from a
domain F7, - such that when h is picked at random, applying h and h induces a
fresh sharing of k. Since rerandomizing requires that operations are performed
on ciphertexts, it becomes necessary that these operations are homomorphically
applied F, 50 C Frsg-

Secondly, note that when applying function o € Fj., to the message space, it
needs to be applied to shares of the label and not the label itself. Therefore, we
need the additional property that any such o applied to the shares translates to it
being applied to the reconstructed value as well. Combining the two requirements,
Definition 17 states that a distribution containing a sharing of a key k and, for
any o € Fpey, the sharing of o(k) be identically distributed to one containing
a sharing of k and a pair containing o and h applied to one share and ¢ and h
applied to the other.

Definition 17. A sharable key-and-message homomorphic encryption
scheme is a set of PPT algorithms (Gen, Enc, Dec, Eval, Share, Recon) where
KMH = (Gen, Enc, Dec, Eval) is a strong KMHE scheme as in Definition 16 for
domains of (private) keys IC, messages M and ciphertexts C, a key transformation
family Frey, and a message transformation family Fp,sq with the additional
property that KK C M and Frey C Fpsg-

The scheme has two additional PPT functions (1) ([k]o, [k]1) < Share(k) that
outputs two random shares [klo, [k]1 € M of a key k € K. (2) k < Recon([k]o, [k]1)
that reconstructs the label k from its shares. Further there exists ]-";’;Sg C Finsg

such that, Yo € Frey, Yh € F; Jhe Fr . st VkeK,

msg>’ msg

{[k]m [k]l’ [O—(k)}o’ [J(k)]l} ([k]o,[k]1)<—Share(k);
([o(k)]o,[o(k)]1)+Share(a(k))

E{ [klo, [K]1, h(o([kh)))’E(a([k]l))}([k]o,[k]1)<—5hare(k)

Circuit Notation. For a function f : {0,1}™ — {0,1}, a boolean circuit that
computes it is denoted by C = (W, 1,0,G). W is the set of all wires and
I C W and O C W are the set of input and output wires respectively. Within W,
I = (w1, - ,wy)are the m input wires, Wy,41, -+ , Wm4p are the p internal wires,
and O = (Wm4p+1,-* » Wmtp+1) are the [ output wires. These make v = m+p+1
total wires. G = (gm+1, ---s Gm+q) i the set of gates. Each g; = (we, w,., w;, 0p) is
a binary gate where wy and w,. are the left and right input wires respectively, w;



Malicious Security for SCALES 67

is the output wire (uniquely defined by the gate index), and op represents the
gate functionality (AND, XOR, etc.).

Construction 1 We denote by GS = (Gb, En, Ev, Rerand) a rerandomizable gar-
bling scheme where all the algorithms are instantiated with a sharable KMHE
(Definition 17) scheme KMH as the underlying encryption scheme.

1. The garbling algorithm Gb(C, 1%):

— For every wire w; € W — O, sample labels LY | L. <« KMH.Gen(1%).

— For every output wire w; € O use the same labels Lo, Ly € K across all
output wires. These are publicly known.

— For every gate g; = (wg, w,,w;,0p) € G, for each of the 4 rows, let
(L% Jo, [Lb,]1) < KMH.Share(L?, ) be the shares of one of g;’s output
labels for b € {0,1} and 7 be a permutation on four positions. Then the
garbling of gate g; can be defined as:

7[0,0] : KMH.Enc(Ly,,, [Lw; 00)]0) KMH.Enc(LY, | [La, 00)]1)
7[0,1] : KMH.Enc(LS,,, [L% L]0y, KMH.Enc(LL , (LY
G; = Op o) ) op(l .,
m[1,0] : KMH.Enc(Ly,, [Lw, "]o), KMH.Enc(L, , [Lw ]1)
7[1,1] : KMH.Enc(L w[ O”(l 1)]0) KMH.Enc(L }U 1% op (1,1) ]1)

— Output C = ((G1, -+ ,Gy), (Lo, L1)) and £ = {L8 L. }uer.
2. The encoding algorithm En(L, x) gets a set of input labels L and the function
input © = (x1,--- ,xm) and outputs T = {L}} }u,e1-
3. The evaluation algorithm Ev(C,T) :
The algorithm works gate by gate, by decrypting each row in the garbled gate.®
The resulting plaintexts are combined to the output label using KMH.Recon.
FEvaluating a gate lets us derive one label for a wire in the circuit. Following
the terminology of [LP09], this label is termed the active label of that wire.
Such a label is also derived for each output wire of the circuit and this belongs
in the set (Lo,L1) and can be mapped to output values 0 or 1. This set of
labels yields the function’s output f(x).
4. The rerandomizing algorithm Rerand(C) :
— For all wires w; € W — O, sample 0; <= Frey-
— For all output wires w; € O, let o, = | be the identity function.
— For all gates g; € G, let (0,,0,,0;) correspond to the wires (wg, wy, w;).
Let m; be a permutation on four elements. Sample ho, h1, ha, hs < F .,
and derive hg, hy, hy, hs € Fmsg- In order to rerandomize G; into G7, the
following is carried out:

m;[0,0] : KMH.Eval(co,0, 0y, 0;), KMH.Eval(co 1, 0,.,0;) €0,0, C0,1

/ m;[0,1] : KMH.Eval(c1,0, 0y, 0;), KMH.Eval(ci,1,0,.,0;) €1,0,C1,1
G; = 7;[1,0] : KMH.Eval(ca, 0,05,01) KMH.Eval(c2,1, U7 o'l where G €2,0,C2,1
m;[1,1] : KMH.Eval(cs,0, 04, 0;), KMH.Eval(c3 1,0,.,0;) €3,0,€3,1

KMH.Eval(cé’O, I, ho), KMH.EvaI(cévl, I,E) 5970, cg),1
« _ |KMH.Eval(c] g, 1, h1), KMH.Eval(c] 4,1, h1) /_ |c100€11
¢ = KMH.Eval(c) . I, ha), KMH.Eval(ch ;. 1, h2) where G; = 0, Ch1
KMH.Eval(c} g, 1, h3), KMHAEvaI(c’3117 I, hs) €3,00 3,1
8 We assume that the evaluator identifies the valid output label by adding a fixed suffix
to the plaintext as suggested originally in [LP09].
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~ Output €' = (G-~ .G3), (Lo,L1)) and IT = {o,}u,er.

A.3 Proof of Lemma 2

Proof. For RGCs in Construction 1, let KMH = (Gen, Enc, Dec, Eval, Share, Recon)
be a Sharable Strong KMHE scheme (Definition 17). Then, for F' = Gb(f;r), the
garbling randomness r is comprised of:

— V wire w € W, labels LY Ll < Gen(1%).
— V gate g € G, the sharing randomness {S;L']}ie[4] used in Share.
— V gate g € G, the encryption randomness {r5),77, };c4) used in Enc.

For F' = Rerand(F™*;r’), the randomness 7’ is comprised of the following;:

— V wire w € W, a transformation function oy, < Fiey-
— V gate g € G, the share randomizing functions {h; € F,  bic()-
— V gate g € G, the rerandomizing randomness {rf, 77, };c(4 used in Eval.

Given (r,r’) such that F' = Gb(f;r) and F’ = Rerand(F';r'), let Explain(r,7’) be
a function that operates as follows:

— parse r = ({Lg,, L, bwew, {Sf}ie[zk],geg/ {7"3'907Tf1}ie[4],geg)~

— parse 7' = ({owtwew, {hi}icp) geg {Tig7ri£17}i€[4]7g€g)'

— return r* where,

r* = ({ow(LY), 0w(Ly) bwew, {hi(s?) Yicuy,geg, {rio + g, v8 + 14 Yic),9e0)

For the above function Explain, F’ = Gb(f,r*) by construction (Construction 1).
We now show that explainable garbling privacy is satisfied:

/ *
{f7 Xa FvF , T }r,r'eR;(e,F):Gb(f;r);X:En(e’x);
Fl:Rera”d(FW/)§7‘*:Exp|ain(r7r/)

%{fa Xa F7 G7 S}r,seR;(e,F):Gb(f;r);X:En(e,z);
G=Gb(f:s)

Consider the following set of hybrids:
— Hybrid Hg. This is the same distribution as the LHS of the above equation.
It consists of a function f, a garbling F' of f, the set of active input labels

X corresponding to F, a garbling F’ that is rerandomized from F and the
composed randomness r* that is output from Explain.

_ T
Ho = {fa X, P F',r }r,r/eR;(e,F):Gb(f;r);X:En(e,z);
F’=Rerand(F;r’);r* =Explain(r,r")

— Hybrid H;. This is a hybrid distribution consisting of a function f and a
garbling F' of f, with input labels X as in Hgy. This distribution additionally
contains randomness rq from the distribution,

Rl = {{O-w(L%)a Ow (L}U)}wEV\N {S:g}i€[4],g€g7
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{rlo + 70 mh + i iciagec rr/ < R;
{L:i;qulu}wEW1{7"?077”51}1'6[4],969er?
{owtwew {ri.rid Yicra), geg €7
and a garbling F; of f generated using the randommness r;. Note that r;
is different from r* € Hg in that the randomness used in sharing labels
{577} icp),geg 1s different and freshly sampled.

Hi = {/, X, F, F1, 71 } v Ry(e,F)=Gb(f:r); X =En(e,z);
ri<R1;F1=Gb(f;r1)
— Hybrid Hs. This is a hybrid distribution consisting of a function f, a garbling
F of f, with input labels set X as in H;. This distribution additionally
contains randomness ro that is distributed as,

Ry = {{Uw(ng)v O'w(L%u)}wEW7 {S:g}ie[4],gega

{rfgﬂrfl*}i€[4],g€g} rr'<—R;
{Lo, Ly Ywewer;
{Uw}wewe"",
and a garbling F» of f generated using the randomness 3. Note that ro is
different from r; € H; in that the randomness used for encryption is freshly
sampled.

Hy = {f, X, F, Fa,72 } 1 Ri(e,F)=Gb(fir): X =En(e.a);
ro<Ro;Fa=Gb(f;r2)

— Hybrid Hs. This is a hybrid distribution consisting of a function f, a garbling
F of f, with input labels set X as in Hs. It additionally contains randomness
s that is completely freshly sampled and a garbling G of f generated using s.
It differs from r5 in that the labels for each wire is a freshly sampled label,
instead of being a rerandomized label. This is also the distribution in the
RHS of the equation for explainable garbling privacy.

Hs = {f7 X, F,G, 5}r,s(—R;(e,F):Gb(f;'r);X:En(e,:r);
G=Gb(f;s)
Claim 11 The hybrid distributions Hy and Hi, and Hy and Hy are identically
distributed.

Proof. The hybrid distributions Hy and H; differ only in the that the sharing
randomness is {h;(s?)}icp)geg € 7 € Ho and {s;}icpa),geg € 1 € Hy. In both
hybrids, this sharing randomness originates from the same distribution due to a
property of sharable KMHE. So it follows that r*,r; < R. In both hybrids, the
elements f, F and X are generated in the same way. In Hg, F/ = Gb(f;r*) and in
Hi, Fy = Gb(f;r1). Since both garbling randomnesses are identically distributed,
it follows that the garblings are as well. Therefore the hybrid distributions Hy
and H; on the whole are identically distributed.

The hybrids H; and Hs are identically distributed as they only differ since the
randomness used for encryption within r; € H; is a composition of randomnesses
used for encryption and homomorphic operations, whereas that in ro € Hy is
fresh randomness. These come from the same distribution and induce identical
distributions on the ciphertexts produced.
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Claim 12 Assuming KMH is a strong KMHE (Definition 16) satisfying Key
Privacy, the hybrid distributions Hy and Hg are statistically indistinguishable.

Proof. The hybrid distributions Hs and Hg are statistically close since their dif-
ference originates from the fact that the wire labels are {7, (L%), 0 (L. ) }wew €
ro € Hy and {LY Ll },cyv € s € Hi. The rest of both the hybrids is cre-
ated identically. As it follows from the Key Privacy property of strong KMHE
(Definition 16) that Yw € W, b € {0,1},
(L ou(Lh)} & (L, L)

and there are polynomially many such wires in the security parameter s, the
distributions Hy and Hjs are also statistically close.

Since none of the above described pairs of adjacent hybrids are distinguishable,
it follows that explainable garbling privacy holds.

It remains to show that explainable rerandomizing privacy (Definition 9) is
satisfied. Given (r,r’) such that F = Rerand(F*;r) and F’ = Rerand(F;r’),
consider a function Explain(r,r’) that operates as follows:

— parse 7 = ({0w fwew, {hf}ie[ﬁl],gegv {T§0>rgl}ie[4],g€g)-
! / I

— parse 7' = ({0}, bwew, {1 ticpa).geg, 17i0: 731 Yicla).geg)-

— return r* where,

r* = ({0}, 0 0w lwew, {h] o hig}ie[ﬂ,geg» {rio + T;?w rh + rg}ie[Al],geg)
For the above function Explain, F = Rerand(F™, r*) by construction (Construc-

tion 1). We need to show that explainable rerandomizing privacy is satisfied:

* !/ *
{F 7X7F7F7T} rr' < R;(F*,e)<Gb(f);(F,m)=Rerand(F*;r);
X=En(n(e),x);F'=Rerand(F;r’);r* =Explain(r,r")

¢ *
%{F ) Xa F7 G» s}r,s(—R;(F* ,e)=Gb(f);(F,m)=Rerand(F*;r);
X=En(n(e),r);G=Rerand(F*;s)

Consider the following set of hybrids:

— Hybrid Hg. This is the same distribution as the LHS of the above equation. It
consists of a prior garbling F*, a garbling F' rerandomized from F™, the set of
active input labels X corresponding to F', a garbling F’ that is rerandomized
from F and the composed randomness r* that is output from Explain.

Ho = {F* X, F, F',r"} 1 0 Ri(P* o) Gb(f):(F.m)=Rerand(F"5r):
X=En(n(e),z);F’'=Rerand(F;r’);r* =Explain(r,r’")

— Hybrid H;. This is a hybrid distribution consisting of F*, F' and X as in Hy.
This distribution additionally contains randomness r; from the distribution,

Rl = {{0’:0 o Uw}wEV\h {h:g}ie[él],gega
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g g .9 1g
{rio +migsmih + ril}i€[4],g€g} ro’ —R;
{owtwew {riyrf Yicl),gec €T
’ ’ ’ ’
{owew A8, Yicra,geg €T

and a garbling F; rerandomized from F™* generated using the randomness ;.
Note that r; is different from r* € Hy in that the functions applied on the
label shares {f;*¢ }Yicja),geg is different and freshly sampled.

Hy = {F*7 Xa F7 F17 Tl}THR;(F*,e)eGb(f);(F,ﬂ'):Rerand(F*;'r‘);
X=En(n(e),z);r1+ R1;F1=Rerand(F*;ry)

— Hybrid Hs. This is a hybrid distribution consisting of F*, F' and X as in Hj.
This distribution additionally contains randomness ry that is distributed as,

Ry = {{04, 0 0w twew, {7 Yicigeg: i » T Vielt],066 bri e Rifow buewer:
{U:u}wew@"/

and a garbling F5 rerandomized from F* generated using the randomness
r9. Note that ro is different from r; € Hy in that the randomness used for
encryption is freshly sampled.

Hy = {F*7 X, F, Fy, T2}N—R;(F*,e)eGb(f);(F,ﬂ'):Rerand(F*;'r‘);
X=En(r(e),z);r2+ Ro;Fo=Rerand(F*;ry)

— Hybrid Hs. This is a hybrid distribution consisting of F*, F' and X as in
H,. It additionally contains randomness s that is completely freshly sampled
and a garbling G rerandomized from F* generated using s. It differs from
ro in that the label transformations are freshly sampled, instead of being a
composed function of label transformations. This is also the distribution in
the RHS of the equation for ezplainable rerandomizing privacy.

Hs = {F*, X, F, G, S}ryseR;(F*7e)<—Gb(f);(F,fr):Rerand(F*;7");
X=En(r(e),x);G=Rerand(F*;s)

The hybrids Hy and H; are identically distributed as they only differ since
the randomness used for sharing the output labels in each garbled gate within
r* is a composition of the randomnesses used for two stages of rerandomizing
operations, whereas that in rq is fresh randomness. These come from the same
distribution and induce identical distributions on the ciphertexts produced.

The hybrids H; and Hy are identically distributed as they only differ since
the randomness used for encryption within r; is a composition of the random-
nesses used for homomorphic operations, whereas that in r9 is fresh randomness.
These come from the same distribution and induce identical distributions on the
ciphertexts produced.

Finally, the hybrids Hy and Hg are indistinguishable since the their difference
stems from the fact that the label transformations in s are freshly sampled while
those in 79 are a composition of label transformations. Both these belong in Fie,
and originate from the same distribution. Hence, rerandomizable garbled circuits
as in Construction 1 are Explainable.



72 Anasuya Acharya, Carmit Hazay, Vladimir Kolesnikov, Manoj Prabhakaran

B 2-round Malicious OT in the CRS Model

In this section we discuss the oblivious transfer protocol in [PVWO08]. It is a
2-round malicious secure OT protocol in the CRS model. We show that it is
additionally secure against adaptive receiver corruption. The protocol employs a
‘dual-mode cryptosystem’ as a building block that we simplify and restate:

Definition 18. A Dual-Mode Cryptosystem consists of a tuple of algorithms:

— (CRS, t) « Setup(1%) : outputs common reference string CRS and trapdoor t

(pk, sk) < Gen(CRS, o) : for a branch o € {0,1} outputs a key pair

— ¢+ Enc(CRS, pk, b, m) : outputs ciphertext ¢ encrypting message m such that
it can only be decrypted if b = o that was used to generate pk

— m <+ Dec(sk,c) : outputs message m that the ciphertext encrypts if b used in
the encryption equals o used to create sk

— o0 « Branch(CRS, t, pk) : outputs the branch o € {0,1} used to create pk

— (pk, sko, sk1) < TrapGen(CRS,t) : outputs public key pk and two correspond-
ing secret keys, one to decrypt each branch

The functions need to satisfy the following properties:

— Correctness: V(CRS, t) < Setup(1*), Vo € {0, 1}, (pk, sk) < Gen(CRS, o),
Pr[m = Dec(sk, Enc(CRS, pk,o,m))] =1

— Messy Branch Indistinguishability: V(CRS,t) < Setup(1%), Vpk, mg, m1,
Vb < Branch(CRS, ¢, pk),

{Enc(CRS, pk, —b,mo)} ~ {Enc(CRS, pk, —b,m1)}

— Trapdoor Generation: Y(CRS,t) < Setup(17),Vo € {0,1}, (pk', sk’)
Gen(CRS, o), V(pk, sko, sk1) + TrapGen(CRS, ),

{pk’, sk'} = {pk, sko} ~ {pk, sk}
Pr[m = Dec(skg, Enc(CRS, pk, 0, m))]
Pr[m = Dec(sk1, Enc(CRS, pk, 1,m))]

1
1

[PVWO8] gives a construction of this cryptosystem that is based on the DDH
hardness assumption. The details of the construction are as follows:

Construction 2 Let G be a group with order p. Consider the following encryp-
tion scheme & = (Setup, Gen, Enc, Dec, Branch, TrapGen) :

1. (CRS,t) < Setup(1%) — CRS = (g0, ho, 91, h1)
— sample go, g1 <+ G — t = (x9,21)
— sample o, 1 < Zy 2. (pk, sk) < Gen(CRS, o)

— set hg = gy° and hy = gi* — sample r < Z,
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— setg=gl and h =h} — parse t = (xg, 1)

— pk=(g,h) — parse pk =g, h

—sk=r — if g0 ==nh, setc =0
3. ¢ + Enc(CRS, pk, b, m) —ifg ==h, seto =1

— sample s,t < Z,

- pkb = (gbahlngah)
— setu=g;-hl and v =g°-h'

6. (pk, sko, sk1) < TrapGen(CRS, t)
— parse CRS = (go, ho, g1, h1)

—setcir=uand co =v-m — parse t = (z9,71)
—c=c1,C2 — sample r < 7,
4. m < Dec(sk,c) — set g = g4 and h = hy
-m=-% —pk=g,h
1
5. o < Branch(CRS,t, pk) — skog=r
— parse CRS = (go, ho, g1, h1) — sk = 2%

For the above scheme, consider the following ciphertext rerandomizing function
y' + Rerand(CRS, pk, b, y):

— parse y = (c1,¢2) and CRS = (go, ho, 91, h1)
— sample sy, 1y, < Z, and compute ¢; = ¢, - g;" - hZ” and ch = ¢y - g% - h'
— return y' = (¢}, ch)

Now the details of the OT protocol are as follows:

Construction 3 Let G be a group with order p. Let £ = (Setup, Gen, Enc, Dec,
Branch, TrapGen, Rerand) be a dual-mode cryptosystem as in Construction 2.
Consider the following OT protocol OT = (CRSgen,OT1,0T4, 0T, OT3):

1. CRS « CRSgen(1%)
— compute (CRS,t) + £.Setup(1*)
— sender S and receiver R gets CRS
2. (mq,Aux) <— OT1(CRS;b)
— R computes (pk, sk) < £.Gen(CRS, b)
— set Aux = sk
— set my = pk and send my to S
3. mg < OT2(CRS; mq, so, $1)
— S parses my = pk
— sample ro and compute yo = E.Enc(CRS, pk, 0, so; r0)
— sample r1 and compute y; = E.Enc(CRS, pk, 1, s1;71)
— set ma = (yo,y1) and send it to R
4. 8p < OTin(CRS; ma, Aux)
— R parses ma = (Yo,y1) and Aux = sk
— compute s, < E.Dec(sk, yp)
5. mb < OT3(CRS;my, mg)
— parse ma = (Yo,y1) and my = pk
— sample ro and compute y, = £.Rerand(CRS, pk, 0, yo;70)
— sample r1 and compute y; = £.Rerand(CRS, pk, 1,y1;71)
— set my = (y5, Y1)
Lemma 9. Assuming that Construction 2 is a secure dual-mode cryptosystem
(Definition 18), the bit-OT protocol in [PVWOS] as given in Construction 3
satisfies Definition 4 in the Fcrs-hybrid model.
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Proof Outline. We prove the security of the protocol by reducing it to the security
of the dual-mode cryptosystem. The protocol in Construction 3 needs to securely
satisfy three properties:

1. Maliciously Secure Bit-OT: We define a simulator that can simulate the
view of a malicious PPT adversary that can statically corrupt the sender S
and adaptively corrupt the receiver R. Then, without loss of generality, we
consider the adversary’s view in the case that only R is adaptively corrupted
after the first message is sent. In this case, both OT messages are generated by
the simulator with the help of a CRS and trapdoor that is honestly generated
using Setup. This view can be shown as indistinguishable from the real view
using a sequence of hybrids. First, the distribution of the honest sender’s
simulated message can be shown as indistinguishable from the real message
due to the ‘Messy Branch Indistinguishability’ property of a dual-mode
cryptosystem (Definition 18). Then the distribution of the honest receiver’s
simulated message can be shown as indistinguishable from the real message
due to ‘Trapdoor Generation’ property.

2. Reusable first message: We define a similar simulator as above that can
simulate the view of a malicious PPT adversary that can statically corrupt
any subset of the senders {S;};cy and adaptively corrupt the receiver R in
an execution of the functionality Fnukor (Figure 8). We also use similar
reductions to the ‘Messy Branch Indistinguishability’ and ‘Trapdoor Gen-
eration’ property of a dual-mode cryptosystem (Definition 18) to prove the
indistinguishablility of the distributions of the real and simulated views of
the adversary.

3. Rerandomizable second message: For the function OT.OTj5 it is immediate
for the construction that the randomness sampled for this function is drawn
from the same distribution as that used in OT.OTsy. We use this to argue
that the rerandomizable second message property is satisfied.

Proof. Let & = (Setup, Gen, Enc, Dec, Branch, TrapGen) be a dual-mode cryp-
tosystem (Definition 18 — Construction 2). The proof follows in three parts
corresponding to the 3 properties in Definition 4 that Construction 3 needs to
satisfy.

First, we need to show that (CRSgen, OT1,0T3, OTgy,) € OT is a maliciously
secure bit-OT protocol in the CRS model that is secure in the presence of a PPT
adversary A corrupting the sender S statically and the receiver R adaptively.
Let us denote by b € {0,1} the input of R and by ag,a; € {0,1} the input bits
of S. Let Simot be a PPT adversary that simulates the view of A in an ideal
execution of FoT, working as follows:

1. Simor first invokes (CRS,t) <~ OT.CRSgen(1”) and, emulating Fcrs, it gives
CRS to A.
2. If R is initially corrupted,
— SimoT accepts my from A and parses m; = pk = (g, h).
— Simot computes b’ < £.Branch(CRS, ¢, pk).
— SimoT passes b’ to Fort.
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Otherwise, if R is initially honest,
— Simot computes (pk, sko, sk1) < €. TrapGen(CRS, t).
— Simot sends mj = pk to A.
3. If S is corrupted and R is initially honest,
— Simort has (sko, sk1).
— SimoT accepts mo from A and parses ma = (Yo, y1)-
— SimoT computes af, = £.Dec(sko, yo) and a} = E€.Dec(sky,y1).
— Simort passes (ag,a}) to For.
If S is corrupted and R is initially corrupted,
— SimoT accepts mo from A and sends L to For.
Otherwise, if S is honest,
— Simor receives the output @ € {0, 1} from For.
— If R is corrupted, Simot has b, otherwise it picks b < {0,1} at random.
— Simot sets a = a and a—, = 0 and computes m), «+ OT.OTo(CRS; pk, ag, a1).
— SimoT gives mj to A.
4. If R is adaptively corrupted after the first message,
— SimorT receives b from Fot and sends (b, skp) to A.

Let x be the computational security parameter, R denote the space of randomness
of all the parties participating in the protocol and 7 denote the contents of the
random tape of all the parties and the simulator. Let us, without loss of generality,
consider the case that S is honest and R is adaptively corrupted after the first
message is sent. This is the case for which the simulator needs to output all the
messages in the transcript. The output of this simulator is distributed as,

{b, (a()? al)? mll’ ml27 Skb}KEN,’FER

This distribution can be shown as indistinguishable from the real view using OT
by reducing to the ‘Messy Branch Indistinguishability’ and ‘Trapdoor Generation’
property of a dual-mode cryptosystem (Definition 18). Consider the following set
of hybrids:

— Hybrid Hp. This is the distribution of the output of Simgr. It differs from
the view of the real execution in that all the messages in the transcript are
simulated messages.

Ho = {b, (ao,al)amlla ml27 Skb}neN,FeR

— Hybrid H;. This is the distribution output by an intermediate hybrid experi-
ment in which the sender S’s message mo is generated as in the real execution
but everything else is generated as in SimoT.

Hi = {b, (a07a1)7m/1’ ma, Skb}nGN,”_‘ER

— Hybrid Hs. This is the distribution of the view of the real execution of the
protocol. It differs from the previous hybrid in that the simulated receiver’s
message is replaced by mq as produced in the real execution of OT.

Hl = {b, (ao,al),ml, ma, Skb}KEN,FER
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Claim 13 Assuming that the dual-mode cryptosystem & (Construction 2) satis-
fies ‘Messy Branch Indistinguishability’, the views in hybrid distributions Ho and
H1 are statistically close.

Proof. The hybrids Hy and H; differ only in the way that the honest sender’s
message is generated. In H; it is mq, generated as in the real execution of the
protocol. This can be parsed as ma = (yo,y1) where yo = £.Enc(CRS, pk, 0, ap)
and y; = £.Enc(CRS, pk,1,a1). In Hq it is the simulated message m}. Let b be the
branch corresponding to pk. Then, m5 = (yg, y}) where y; = £.Enc(CRS, pk, b, ay),
same as in Hy, but ¢/, = £.Enc(CRS, pk, —b, 0). So the only difference between the
two hybrid experiments is that the ciphertext encrypted using the messy branch
—b is different. However, since the dual-mode cryptosystem & (Construction 2)
satisfies ‘Messy Branch Indistinguishability’, it holds that,

{£.Enc(CRS, pk,—b,0)} ~ {€.Enc(CRS, pk, b, a—)}

It follows from the triangle inequality of statistical differences that the difference
between Hyp and H; can be no more than that of the above distribution and so
these distributions are also statistically close.

Claim 14 Assuming that the dual-mode cryptosystem & (Construction 2) satis-
fies ‘Trapdoor Generation’, the views in distributions Hy and Ho are statistically
close.

Proof. The hybrids H; and Hs differ only in the way that the honest receiver’s
message is generated. In Hy it is m, generated as in the real execution of the
protocol. This can be parsed as m; = pk where (pk, sk) < E£.PKgen(CRS,b).
In H; it is the simulated message m/}. This is generated as m} = pk’ where
(pk', sko, sk1) + €. TrapGen(CRS, t). However, since the dual-mode cryptosystem
& (Construction 2) satisfies ‘Trapdoor Generation’, it holds that,

{pk, sk} 2 {pk', sky}

It follows from the triangle inequality of statistical differences that the difference
between Hy and Hy can be no more than that of the above distribution and so
these distributions are also statistically close.

Since none of the listed adjacent hybrids are distinguishable, it follows that
the distributions of the real view of OT and the simulated view are also indistin-
guishable. Hence, this protocol (CRSgen, OT1,0T2,O0Tgy,) € OT is a maliciously
secure bit-OT protocol in the CRS model that is secure in the presence of a PPT
adversary A corrupting the sender S statically and the receiver R adaptively.

Next, we need to show that (CRSgen, OT1,0T5,0Tg,) € OT is a maliciously
secure protocol in the CRS model realizing Fruior (Figure 8) that is secure in
the presence of a PPT adversary A corrupting the receiver R adaptively and any
subset of the senders {S;};c(q statically. Let us denote by b € {0,1} the input
of R and by a,a} € {0,1} the input bits of each S;. Let Simpmurior be a PPT
adversary that simulates the view of A in an ideal execution of FuiioT, working
as follows:
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1. SimmuiioT first invokes (CRS,t) +— OT.CRSgen(1%) and, emulating Fcrs, it
gives CRS to A.
2. If R is initially corrupted,
— SimpuioT accepts my from A and parses m; = pk = (g, h).
— Simpurior computes b’ < £.Branch(CRS, ¢, pk).
— Simmuior passes b’ to FuioT-
Otherwise, if R is initially honest,
— Simmuiior computes (pk, sko, sk1) < €. TrapGen(CRS, t).
— SimpuiioT sends m) = pk to A.
3. For each i € [{], if S; is corrupted and R is initially honest,
— SimmuitioT has (sko, sk1). , o
— SimmuiioT accepts mh from A and parses mb = (y§, y?t).
— Simmurior computes ag = £.Dec(sko, yj) and af = £.Dec(sky, y}).
— Simmuior passes (ag, ay’) to FruiioT-
If S; is corrupted and R is initially corrupted,
— SimmuioT accepts mb from A and sends L to FrukioT-
Otherwise, if S; is honest,
— SimpuiioT receives the output a’ € {0,1} from FrurioT-
— If R is corrupted, Simputior has b, otherwise it picks b « {0,1} at
random.
— SimputioT sets af) = a* and aib =0 and m% < OT.OT2(CRS; pk, a}, at).
— SimmuiioT gives my to A.
4. If R is adaptively corrupted after the first message,
— SimpurioT receives b from Foumot and sends (b, skp) to A.

Let x be the computational security parameter, R denote the space of randomness
of all the parties participating in the protocol and 7 denote the contents of the
random tape of all the parties and the simulator. Let us, without loss of generality,
consider the case that all {S;};c[y is honest and R is adaptively corrupted after
the first message is sent. This is the case for which the simulator needs to output
all the messages in the transcript. The output of this simulator is distributed as,

{b.{ap, a Yier mi. Am3 Yiers kv } oy rer

This distribution can be shown as indistinguishable from the real view using OT
by reducing to the ‘Messy Branch Indistinguishability’” and ‘Trapdoor Generation’
property of a dual-mode cryptosystem (Definition 18). Consider the following set
of hybrids:

— Hybrid Hg. This is the distribution of the output of SimuyuioT. It differs from
the view of the real execution in that all the messages in the transcript are
simulated messages.

Ho = {0, {ag, a1 Yicpg, m1, {m3 Yier, sko} o rer

— Hybrid H;. For each ¢ € [¢], this is the distribution output by an intermediate
hybrid experiment in which the messages of senders in {S; },/<; are generated
as in the real execution but everything else is generated as in SimpyyiioT-

Y3 3 A -/
Hi = {b,{ay, a1 }orer, mi, {mi Yo<i, A3 Yosiclg, sho b, e rer
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— Hybrid Hgy;. This is the distribution of the view of the real execution of
the protocol. It differs from the previous hybrid Hy in that the simulated
receiver’s message is replaced by mi as produced in the real execution of
OT.

Hevr = {0, {ag, ai}icig, ma, {mbYicia, skv } on e

Claim 15 Assuming that the dual-mode cryptosystem & (Construction 2) sat-
isfies ‘Messy Branch Indistinguishability’, then for each i € [{] views in hybrid
distributions H; and H;_1 are statistically close.

The proof for this closely follows that in Claim 13.

Claim 16 Assuming that the dual-mode cryptosystem & (Construction 2) satis-
fies ‘“Trapdoor Generation’, the views in distributions Hy and Hyqq are statistically
close.

The proof for this closely follows that in Claim 14.

Since none of the listed adjacent hybrids are distinguishable, it follows that
the distributions of the real view of OT and the simulated view are also indistin-
guishable. Hence, this protocol (CRSgen, OTy,0T2,O0Tgy,) € OT is a maliciously
secure protocol realizing FyuioT in the CRS model that is secure in the presence
of a PPT adversary A corrupting the receiver R adaptively and any subset of
the senders {S;};c[q statically.

Lastly, it remains to show that the OT second message is rerandomizable.
For this, note that the function OT.OT3 makes 2 calls to £.Rerand and OT.OT,
makes two calls to £.Enc of the dual-mode cryptosystem. When this cryptosystem
is instantiated as in Construction 2, both Rerand and Enc samples as randomness
two elements s,t < Z,. Hence the randomness used in OT.OT3 and OT.OTy is
identically distributed. Further, let (s,t) o (s',t') = (s + ', ¢t + t). Then it holds
by construction that:

OTy(my, (ag,a1);ror’) = OT3(0Ta(my, (ag,a1);7');7)

This completes the proof.

C A Covertly Secure SCALES Protocol

Consider an execution of functionality F; that proceeds as in Figure 27.

Definition 19. A SCALES protocol (Definition 1) II for a function f is said
to be a covertly secure SCALES protocol if it is a UC-secure protocol for
the functionality Fy (Figure 27) in the (Fg, Fcrs)-hybrid model against a covert
PPT adversary that is allowed all-but-one adaptive corruption of clients, and, for
each phase, all-but-one adaptive corruption with erasures of participating servers.
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Functionality F/ in the Covert Setting

Let f:{0,1}™ — {0,1}" be a function. Let A be a PPT ideal-world adversary.
Let C = {Ci}ic[m) be the clients. Let € = % be the probability of cheating
detection. The functionality F¥ works as follows:

- F! accepts an input bit z; from each C; € C
If, for any corrupted C;, F/ receives (cheat, i) from A,
e with probability €, 7/ sends (corrupt, i) to all parties
e otherwise, 7/ sends all inputs (undetected, {z;}c,cc) to A; then it
accepts an output 7 from A and this is given to all honest parties as
output.
Otherwise, 7/ computes f(z) and gives f(z) to A
If A sends OK to F7, it sends f(z) to C

Fig. 27 Functionality in the Covert Setting

A Covertly Secure SCALES Protocol. The malicious-secure protocol given
in Figure 26 uses, for each encoder, s instances of parallel runs of the X-protocol
inside the ephemeral prover zero-knowledge protocol (Figure 22) to realize the
functionality Fgpzk. This helps to give privacy error that is 27°. Note that the
same protocol can be weakened to provide covert security instead.

Covert security, or security in the e-deterrent model, where € = % can be pro-
vided with only one execution of the X-protocol inside the Ephemeral Prover Zero-
Knowledge protocol per encoding server. Let us denote as Fgps« the ephemeral
prover zero-knowledge functionality that achieves Fgpzk in the covert setting

(Figure 27).

Corollary 1. Assuming the hardness of the DDH problem, the protocol in Fig-
ure 26 with s = 1 is a SCALES protocol for computing the function f that is
secure in the e-deterrent model for e = % in the Fepzk-hybrid.

C.1 Proof of Corollary 1

Proof. The protocol in Figure 26 satisfies the communication pattern given in
Definition 1. The protocol has 3 phases: a computation phase, a verification
phase, and a decoding phase. The clients post messages on to the bulletin-board
at the beginning of each phase. Each of the 3 phases is composed of multiple
rounds, after the clients’ first message. In each round one stateless server reads
the state of the bulletin-board, performs computation, erases its state and posts
one message. Finally, note that in Figure 26, while the clients retain state, they
read only information whose size is proportional to their individual input size, the
security parameter k, and, for some phases, the number of servers participating
in the previous phase. Their computation is also of the same order. The servers
are stateless. Hence Figure 26 is a SCALES protocol.
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It now remains to show that Figure 26 is a covert-secure SCALES protocol
(Definition 19) in the Fp,-hybrid. Let A be a PPT covert adversary. Let Cs C C
be the set of clients that A corrupts statically and let Cy C C — C's denote the
set of clients that it adaptively corrupts. Out of each of the 3 phases in the
protocol, let it be the case that A corrupts all-but-one server in each phase. For
phase p € [3], let S, denote the set of servers that participated in that phase
and let S be the one honest server for that phase. In the ideal world, let Sim be
the PPT adversary interacting with 4. The protocol in Figure 26 assumes the
existence of an Explanable Projective RGS (Definition 9), a 2-round Explanable
UOT protocol (Definition 10), and ephemeral prover zero-knowledge protocols
(Figure 22) for the relations Rgp (Equation 3) and Rperand (Equation 4), in
the covert security case, realizing the functionality Fgp,«. We denote by Simgs
a PPT simulator that takes as input the function f and f(x), and outputs a
simulated garbling F’ and a corresponding set of active input labels £’. For
our construction, we let Simgs operate as described in [LP09]. It holds that the
output (F’, £’) is computationally indistinguishable from a real garbled circuit
and its active input label set. The simulator Sim for our protocol uses Simgs in a
black-box way. Let F be the ideal functionality computing f (Figure 27). The
actions of the PPT simulator Sim in the ideal-world interaction for e = % in the
Fepzk-hybrid are as follows:

1. Computation Phase:
— For each statically corrupted client C; € Cyg,
e Sim invokes the i*" instance of SimyoT in a black-box way and extracts
either inputs z} € {0,1} or L (abort;,corrupt;).
e Sim passes these to F.
For each client C; not yet corrupted, Sim invokes the i** instance of
SimyoT in a black-box way and emulates the transcript.
— For each adaptively corrupted C; € C4,
e Sim passes the index i to F and receives z;.
e Sim continues the i*" execution of SimyoT, producing the randomness
r; to explain the transcript thus far.
e Sim gives (z;,7;) to the adversary A.
— Vj € [a1], if server E; is corrupted:
e Vi € [m], Sim continues the execution of the i*" execution of SimyoT
and extracts the server’s inputs from the incoming messages:
If j = 0, these inputs are (L], L},)

Otherwise, these are transformations o7

e Sim emulates Fgpyk and gets statement o; = F; and witness w; = r;.
e Using all these inputs, if j = 0 and Rgp, holds, or if j # 0 and RRrerand
holds, then set b; = 1 and continue the execution.
e Otherwise, if the required relation does not hold and Sim, emulating
Fepzk receives abort; from A, Sim sends abort; to F and set b; = 0.
e Otherwise, if the required relation does not hold and Sim, emulating
FEpzk receives cheat; from A, Sim sends cheat; to F:
* If F returns (undetected, {x;};c[m]), set b; = 1 and continue.
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* Otherwise, if F returns corrupt,, set b; = 0.
e Sim additionally posts F}; on behalf of Fgp k.
— Vj € [e1], if server E; is honest:
e Sim gets f(z') from F and invokes (F’, L) < Simgs(1%, f, f(2")).
e Sim sets b; = 1 within its emulation of Fgp,« and posts F".
e Vi € [m], Sim continues the i*" instance of Simyot with receiver’s
output as L; j € £'.
2. Verification Phase:
— Sim emulates Fp,i and reveals b =)
3. Decoding Phase:
— If b =1, then Vi € [m], complete executing the i*" instance of SimyoT.
— Vk € [e3], server Dy, is corrupted,
e Sim gets 3/ from A.
o If y/ # f(2') send aborty to F.
— Vk € [e3], server Dy, is honest, Sim posts f(z') onto B.

b;.

j€[ea]

Let x be a computational security parameter. Let R be the space of random-
ness of all participating parties and let 7 be the contents of the random tape of
all the parties in the execution. For each i € [m], let TSimi o denote the simulated
view of the i*" instance of the UOT sub-protocol. The view produced by the
above simulation is distributed as,

{{xz}ze[m] s f(l'/)7 F/a {Fj}je[m]—Sf ’ b7 {TSimGOT}iE[m]v
{Lij € L'Ye,ccnues {Li 5 oecaues jeiel-si (U Yreles] }KeNjeR

In order to show that the distribution is computationally indistinguishable
from the distribution of the view of a real execution of the protocol, consider the
following set of hybrids:

— Hybrid Hg. This is the distribution of the output of Sim. It differs from the
view of in a real execution on two fronts. First, the garbling I and the clients
active labels £’ in the view corresponding to the honest encoder are output
by a garbling simulator Simgs in such a way that evaluating the garbling
would always result in f(z’). Next, the transcripts of all the m instances of
the UOT sub-protocols are generated using a simulator SimyoT.

)

Ho = {{xi}ie[m]vf(ml)v F/a {Fj}j6[01]—Sf b, {TSimi }iE[m.]a

uoT
{Lij € L'}Yerecaucss {inj}ciecAqu,je[cl]fo ) {y/}ke[%] }neN,FeR
— Hybrid H;. For each ¢ € [m], this is the distribution output by an intermediate
hybrid experiment in which all the messages of the first ¢ UOT protocol

executions are generated as in the real protocol execution. The rest of the
messages are generated as in the UOT simulation.

H; = {{xi/}i/E[m]a f(x/)a F,v {Fj }je[cl]—Sf b, {TGOT}i’Sia {Ts;ma’OT}i’>i€[m]
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’7
z!
{Li/J € E’}Ci/ €CaUCs> {Lz/ilj}cl/ €CaUCg ,]’E[Cl]—sik ) {y/}ke[c;»,] }KEN,’FER

The last hybrid H,, is the distribution that only differs from that of the
real execution in that the garbling of the honest encoder is produced by the
garbling simulator.

— Hybrid H,,4+1. This is the distribution of the view of a real execution of the
protocol.

Hm+1 = {{xz}ze[m] ) f(x/)7 {Fj}jE[Cﬂ? b, {TGOT}iE[m]a
{Liz}CiECAUCs,jE[Cﬂ? {y/}ke[c?’] }HEN,FER

Claim 17 Assume that UOT is a UOT protocol that realizes the functionality
Fuot (Definition 7) in the presence of a PPT malicious adversary corrupting
all-but-one of the sender and updaters statically and the receiver adaptively.
Then for each i € [m], the views in the hybrid distributions H; and H;_1 are
computationally indistinguishable.

Proof. The hybrid distributions H; and H;_; differ only in the way that the i*"
UOT sub-protocol transcript is produced. In H;, this is produced as in the real
execution of the functions in UOT. In H;_1, this is produced as given in the
output of the simulator Simygt. Since UOT securely realizes Fyot (Definition 7)
in the presence of a PPT malicious adversary corrupting all-but-one of the sender
and updaters statically and the receiver adaptively, it follows that both these
transcripts are computationally indistinguishable.

However, if there existed a PPT adversary A that can distinguish between
hybrids H; and H;_; with non-negligible advantage ¢, then A can be used in a
black-box way as a subroutine by a PPT distinguisher D to distinguish between
the output of Simyot and the protocol UOT. D works by first generating the
view of the protocol up to the i — 1** UOT protocol transcript as in the real
execution. It then gives the inputs x;, (LY, L?,) and {07 };¢[q) to the challenger
C that returns a message m. D then completes the rest of the view of the protocol
as in the simulation Simyot and gives this to .A. Note that if m = TSimio, 85
output by Simyot then the complete transcript belongs in the distribution H;_;.
Otherwise, if m = TGOT as in the real execution of the algorithms in UOT, then
the transcript belongs in the distribution H;. Finally, D outputs whatever A
outputs. In this experiment D’s advantage is the same as that of A, which is
non-negligible. However since UOT is a secure protocol, no such D can exist and
hence no such A can exist.

Claim 18 Assuming that it holds that,

{F', LY (r £y esimes (17, £.7 (27)) N {Fy X } (o) -RGS.Gb(f), X=RGS.Ene.a’)
the hybrid distributions H,, and H,,+1 are computationally indistinguishable.

Proof. The hybrid distributions H,,, and H,,;1 differ only in the way that the
honest encoder’s garbled circuit and active labels set is produced. In H,,, this is
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produced as (F', L) < Simgs(17, f, f(2')). In Hyp, 41, this is produced as given in
the real protocol execution using functions in RGS. Since it holds that both these
outputs are computationally indistinguishable, it follows that the transcripts in
both hybrid distributions are computationally indistinguishable.

However, if there existed a PPT adversary A that can distinguish between
hybrids H,,, and H,,1; with non-negligible advantage ¢, then A can be used in a
black-box way as a subroutine by a PPT distinguisher D to distinguish between
the output of Simgs and the functions in RGS. D works by first generating the
view of the protocol up to before the honest encoder’s message as in the real
execution. It then gives the inputs 2/, f, k to the challenger C that returns a
message m. D then completes the rest of the view of the protocol as in the real
execution and gives this to A. Note that if m = (F’, L’) as output by Simgs then
the complete transcript belongs in the distribution H,,. Otherwise, if m = (F, X)
as in the real execution of the algorithms in RGS, then the transcript belongs in
the distribution H,,, 1. Finally, D outputs whatever A outputs. In this experiment
D’s advantage is the same as that of A, which is non-negligible. However since
Simgs is a secure simulation for the function in RGS, no such D can exist and
hence no such A can exist.

Therefore, as none of the listed adjacent hybrids are distinguishable and there
are polynomially many such hybrids, it follows that the distributions of the real
and simulated transcripts are also computationally indistinguishable.

Lemma 10. The ephemeral prover zero-knowledge protocol (Figure 22) when
instantiated with 1 run of the X-protocols for each server, has soundness %,
realizing Fepzy for € = %
Proof. The ephemeral prover zero-knowledge protocol (Figure 22) uses a DCOT
protocol and X-protocols with soundness % as its building blocks. Let this protocol
be run with no parallel repetitions and let A be a PPT adversary that corrupts
all-but-one of the challengers either statically or adaptively, and all but one of
the proving servers.

Note that since A does not corrupt all the clients, it can never know the value
of b until the reveal phase of DCOT. That is, as long as one client C; is honest,
b = @©;cim)b; remains a value chosen uniformly at random from {0,1}, and is
secret until the reveal phase. This corresponds to each X-protocol individually
maintaining soundness error % where either all provers open to the transcript
(a,0,¢p) or they all open to (a,1,c¢1).

A verifier accepts in an execution of the protocol only if for all the provers,
the X-protocol transcript is accepting. If A chooses to cheat in any one of the
Y-protocol transcripts, it will get caught with probability € = % If it cheats in

the transcript of p different provers, it will be detected with probability > %
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