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Abstract

This paper introduces the first adaptively secure streaming functional encryption (sFE)
scheme for P/Poly. sFE stands as an evolved variant of traditional functional encryption (FE),
catering specifically to contexts with vast and/or dynamically evolving data sets. sFE is de-
signed for applications where data arrives in a streaming fashion and is computed on in an
iterative manner as the stream arrives. Unlike standard FE, in sFE: (1) encryption is possible
without knowledge of the full data set, (2) partial decryption is possible given only a prefix of
the input.

Guan, Korb, and Sahai introduced this concept in their recent publication [CRYPTO 2023,
where they constructed an sFE scheme for P/Poly using a compact standard FE scheme for
the same. However, their sFE scheme only achieved semi-adaptive-function-selective security,
which constrains the adversary to obtain all functional keys prior to seeing any ciphertext for
the challenge stream. This limitation severely limits the scenarios where sFE can be applied,
and therefore fails to provide a suitable theoretical basis for sFE.

In contrast, the adaptive security model empowers the adversary to arbitrarily interleave
requests for functional keys with ciphertexts related to the challenge stream. Guan, Korb, and
Sahai identified achieving adaptive security for sSFE as the key question left open by their work.

We resolve this open question positively by constructing an adaptively secure sFE construc-
tion from indistinguishability obfuscation for P/Poly and injective PRGs. By combining our
work with that of Jain, Lin, and Sahai [STOC 2021, EUROCRYPT 2022], we obtain the first
adaptively secure sFE scheme for P/Poly based on sub-exponential hardness of well-studied
computational problems.

Don’t panic! One does not need to read all 330 pages of this paper to understand
it. For researchers that want all the details of every hybrid, we include them here.
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1 Introduction

In this work, we resolve the main open question posed by the work of Guan, Korb, and Sa-
hai [GKS23], and show how to construct adaptively secure streaming functional encryption (sFE).
As we argue below, adaptive security is crucial to providing a meaningful theoretical foundation
for almost all applications of sSFE. We now elaborate.

A motivating medical research scenario. Imagine that a medical research institute wants
to determine the appropriate vaccine dosage for patients with compromised health. To do this,
the institute needs access to the records of patients held by a major health organization. However,
these records contain highly sensitive private information. Naturally, the health organization would
prefer to share only the necessary details for the study, withholding additional sensitive information.

To meet this objective, the health organization might turn to functional encryption (FE). Func-
tional encryption [SW05, BSW11, O’N10] is an advanced form of encryption that departs from
the traditional “all-or-nothing” encryption model. With FE, an authority can generate function-
specific keys using a master secret key. Given a function key for f and an encrypted piece of data
x, decryption should yield only f(x) and nothing more. Hence, to accomplish this goal, the health
organization can encrypt its medical records with FE and grant the research institute a function
key for some function that is appropriate to their research. This key might allow, for example, the
institute to extract only the results of certain statistical analyses on private patient data.

While FE may already sound too good to be true, after a long series of works [SW05, GGH" 13,
SW14, GGHZ16, GKP™13,BGGT14,GVW15, ABSV15,AJ15,BV15, Lin16, Lin17, GPSZ17, GPS16,
LV16,AS17,LT17,AJS18,AJL 119, Agr19,JLMS19], the recent pivotal works of [JLS21,JLS22] suc-
cessfully constructed FE schemes for general polynomial-sized circuits, using well-studied compu-
tational assumptions.

However, while FE offers a promising theoretical framework to enable the aforementioned medi-
cal study and other similar privacy-preserving computational challenges, it is not without its draw-
backs. In terms of both functionality and privacy, FE presents certain limitations when applied to
scenarios like the one described above. For example:

1. FE permits the medical research institute to access information only from the records available
when the function key is initially provided. If new medical records emerge during the study,
the institute would need the health organization to re-encrypt its entire database, inclusive of
the new records. They would then apply the function key to this newly encrypted database.
Thus, for assimilating newly obtained data, the study must essentially begin anew.

2. The institute cannot obtain interim results. They must await the function key’s completion
of the decryption process, a duration proportional to the database’s size. If, due to power or
connectivity issues, the server housing the encrypted records goes offline during decryption,
the process has to start over from scratch.

From a privacy perspective, using FE in the aforementioned scenarios raises even more signif-
icant concerns. Given that the database of medical records is continuously evolving, if the health
organization chooses to encrypt records in batches and then share those ciphertexts with the re-
search institute, the institute could discern the output of the learning function for each batch
individually. Consequently, the research institute might either gain excessive information, or insuf-
ficient insight if the health organization adds substantial noise to each output to preserve privacy.
Therefore, the only viable strategy for the health organization involves periodically encrypting its
ever-expanding database, which incurs asymptotically large computational overhead.



FE’s primary challenges, especially in applications like medical studies which involve extensive
and evolving data sets, stem from its inherent design. Specifically, FE requires the entire data set
to be present at the time of encryption, and decryption can only be performed on the ciphertext
encrypting the entire data set at once.

Streaming functional encryption. To address these issues, recently Guan, Korb, and Sa-
hai [GKS23] introduced streaming FE (sFE). Essentially, sFE caters to situations where data is
received in a streaming manner and is sequentially processed as it’s received.

In simple terms, a streaming function is a stateful function that takes as input a state st; and a
value x; and outputs the next state st;11 and a value y;. In an sFE scheme, the input x =z ...z,
is encrypted piece by piece as it arrives in a streaming fashion and the streaming function of the
encrypted input is derived by decrypting the piece-wise ciphertext of the input stream as it arrives.
More precisely, in an sF'E scheme, encryption requires the ability to individually generate ciphertexts
ct; for the i*" input x; given only the master public key, x;, the index i, and an encryption state
(which is generated once for x using only the master public key). The decryption algorithm will
itself be a streaming function that takes as input the i*” ciphertext ct;, the index 4, the function key
sky, and the current decryption state Dec.st; (which roughly speaking encrypts st;), and outputs
the next output value y; where (y;,sti+1) = f(zi,st;) and the next decryption state Dec.st;y;. For
non-triviality, it is required that an sFE scheme be streaming efficient, meaning that the runtime
of the algorithms should not depend on the total length n of the data stream x = x; ...z, that
is encrypted. More formally, we require that the size and runtime of all algorithms of sFE with
security parameter A, function size (r, state size {s , input size y , and output size ¢y are
poly()\, f]:, fs, f/\{, Zy).

Given its design, sFE naturally addresses the issues raised in our medical research example,
avoiding the associated operational /security constraints sketched above. sFE also has potential uses
in other privacy-focused computation scenarios as highlighted in [GKS23]. Applications include
executing privacy-preserving machine learning algorithms on voluminous, evolving private data,
analyzing sensitive live-streamed video content, and outsourcing the assessment of confidential user
data as it becomes available.

In their work, Guan, Korb, and Sahai [GKS23] constructed the first sSFE system using standard
FE. They demonstrated that assuming (1) a selectively secure, public-key FE scheme for P/Poly,
and (2) a strongly-compact selectively secure, secret-key FE scheme for P/Poly, then a semi-adaptive
function-selective secure, public-key sFE scheme for P/Poly exists. Here, semi-adaptive function-
selective security for sFE requires that in the security game, adversaries must present all function
key queries immediately after obtaining the master public key. Only after this step can they request
ciphertexts for the challenge stream. Unfortunately, as we now argue, this model of security leaves
a lot to be desired, and indeed, the work of [GKS23] explicitly stated that achieving full (adaptive)
security for sFE is a major open problem.

The insufficiency of function-selective security. The function-selective security guarantee
achieved by [GKS23] not only dampens the sFE’s privacy robustness, rather it is so restrictive
that it does not suffice for various natural applications of sFE. Take, for instance, the medical
research scenario introduced earlier. Here, encrypted medical records of ill patients might have
been accumulated long before the research institute decided to initiate the study. Using a semi-
adaptive-function-selective sFE scheme would necessitate the health organization to re-encrypt
the entire database after the function key is given to the research institute. Furthermore, if two
distinct research institutes request computations on the same database at different times, the



health organization must ensure that the institute receiving a function key later cannot access the
encrypted database created for the previous institute.

These limitations are so onerous as to render function-selective sFE unsatisfactory as a theo-
retical foundation for the security scenarios that we aim to address.

What we want: adaptive security. The security guarantee which addresses these issues in sFE
applications is adaptive security. Specifically, adaptive security guarantees security against adver-
saries that demand ciphertexts for the challenge stream and function keys for multiple streaming
functions in an arbitrarily intertwined manner. As we just pointed out, such intertwining of func-
tion key requests and the encryption of different parts of the data stream would naturally arise in
almost any scenario where streaming functional encryption would be used.

Traditionally, it has been possible to upgrade from selective to adaptive security for standard
FE via “complexity leveraging” [BB11,SWO05] and its more advanced variant, namely “the piecewise
guessing framework” [JW16, KW20, JKK'17]. These approaches involve predicting the challenge
ciphertext in the adaptive security game and halting if the prediction is wrong. As such, these
approaches incur a security loss “super” polynomial in the length of the challenge ciphertext.
However, in streaming FE, the challenge stream’s length is theoretically limitless, preventing the
use of complexity leveraging or the piecewise guessing framework for attaining adaptive security
for sFE. Indeed, this is why Guan, Korb, and Sahai identified achieving adaptive security for sFE
as a particularly intriguing open problem [GKS23].

Our Results. In this paper, we resolve this problem by constructing the first adaptively secure
sFE scheme for P/Poly. Our main result is summarized below.

Theorem 1.1 (Main Result, Informal). Assuming a secure indistinguishability obfuscator (10)

for P/Poly and injective pseudorandom generators (PRGs), there exists an adaptively secure sFE
scheme for P/Poly.

An obfuscator, as defined in [BGIT01], is a tool that converts a circuit into an equivalent one,
i.e. preserving its input-output behavior, while concealing the original circuit’s confidential data.
An indistinguishability obfuscator iO is a specific type of obfuscator which ensures that any two
equivalent circuits’ obfuscations are indistinguishable. The utility of iO is extensive, enabling a
broad range of applications in both cryptography and complexity theory [GGH'13,SW14, BFM14,
GGG'14,HSW13,KLW15, BPR15, CHN 16, GPS16, HJK*16].

Given the extensive applications of iO in cryptography, it has been extensively researched [GGH12,
GGH'13,BGK*14,BR14,PST14,AGIS14,BMSZ16,CLT13,CLT15,GGH15,CHL"15,BWZ14,CGH ™15,
HJ15, BGH*15, Hall5, CFL*16, MSZ16, DGG*18, Lin16, LV16, AS17, Lin17, LT17, GJ18, AJSIS,
Agr19, LM18, JLMS19, BIJ"20, AP20, BDGM20], culminating in recent advancements [BSW11,
O’N10] constructing iO from the following well-established computational assumptions.

Theorem 1.2 ( [JLS22], Informal). Assume sub-exponential security of the following assumptions:

e the Learning Parity with Noise (LPN) assumption over general prime fields F,, with polyno-
mially many LPN samples and error rate 1//@5, where k is the dimension of the LPN secret,
and § > 0 is any constant (Definition A.2);

e the existence of a Boolean Pseudo-Random Generator (PRG) in NC® with stretch n'*7, where
n is the length of the PRG seed, and T > 0 is any constant (Definition B.1);



e the Decision Linear (DLIN) assumption on symmetric bilinear groups of prime order (Defini-

tion A.4).
Then, there exists (subexponentially secure) iO for P/Poly.
Theorems 1.1 and 1.2 together imply the following result.

Corollary 1.3 (Informal). Assume injective PRGs and the sub-exponential security of the following
assumptions:

e the Learning Parity with Noise (LPN) assumption over general prime fields F), with polyno-
mially many LPN samples and error rate 1/k:5, where k is the dimension of the LPN secret,
and 6 > 0 is any constant (Definition A.2);

e the existence of a Boolean Pseudo-Random Generator (PRG) in NC° with stretch n'*7, where
n is the length of the PRG seed, and T > 0 is any constant (Definition B.1);

e the Decision Linear (DLIN) assumption on symmetric bilinear groups of prime order (Defini-

tion A.4).
Then, there exists an adaptively secure sFE scheme for P/Poly.

In the next section, we elaborate extensively on our technical approach. Briefly, our adaptive
SFE scheme is developed in two steps.

Step 1: Build Message-Selective sFE. We start by constructing a semi-adaptive message-
selective sFE scheme essentially for P/Poly. More precisely, we prove the following theorem.!

Theorem 1.4. (Message-Selective sFE) Assuming a secure iO for P/Poly and injective PRGs, there
exists a semi-adaptive message-selective sFE scheme for the function class F) = {two-input f €
P/Poly : Vs, f(L,s) = L} where L is a special symbol.

Message-selective security is the dual notion to function-selective security. More precisely, in
the message-selective security model, the adversary must output the entire challenge stream before
querying any function key. Constructing a message-selective sFE scheme is highly non-trivial and
we develop innovative technical ideas to tackle it.

Our approach modifies and adapts iO-friendly “authentication®” techniques pioneered by Kop-
pula et al. [KLW15] in the context of developing iO for Turing Machines. These techniques were
originally devised for managing computations which take the entire input at once, and produce
output only after the entire iterative computation concludes. In contrast, in the context of sFE,
we encounter new inputs at each iterative step of our computation, and we must produce outputs
visible to the adversary after each step of computation. At a high level, instead of authenticating a

!The message-selective sFE scheme we directly build in this paper has a weaker security guarantee than the scheme
promised by Theorem 1.4 in that it is a secret-key scheme which is only secure against adversaries who are given
just one function key and one encrypted challenge stream. As this weaker scheme is sufficient for building our final
adaptive scheme, we do not need to enhance its security. Nevertheless, we can build the standalone message-selective
scheme promised in Theorem 1.4 (which is a semi-adaptive, message-selective, public key sFE scheme) either (1)
directly by bootstrapping our weaker message-selective scheme using the same bootstrapping technique we use for
our adaptive scheme (see Section 7), or (2) as a byproduct of our final adaptive scheme which by definition, is also
semi-adaptive, message-selective secure.

2Very roughly speaking, what we mean by an iO-friendly authentication mechanism is one that only allows a
special circuit to be evaluated on one particular input, and not on any others. We refer the reader to the technical
overview for a much more accurate description.



single iterative computation path for a single fixed input, as was the case in prior work, we develop
a more flexible authentication system that is able to authenticate a “sliding window” consisting of
the inputs and intermediate states of the computation in two adjacent steps.

Step 2: Combine Message-Selective and Function-Selective Schemes to Achieve Full
Adaptive Security. Having crafted schemes with adaptive security’s two facets (the message-
selective one above, and the function-selective one from [GKS23]), we develop a novel “gluing”
technique to combine the two, resulting in full-fledged adaptive security. Our gluing mechanism is
highly non-black-box and relies on specific properties of the two underlying schemes to merge the
two “halves” of adaptive security.

We also remark that our technique for achieving adaptive security departs from the “dual system
encryption” paradigm invented by Waters [Wat09,LW10,LOS™10] and could potentially pave a new
pathway towards adaptive security for FE in scenarios similar to ours.

Related Work. Perhaps the two variants of FE that are closest to sFE are: FE for Turing ma-
chines [GKP113,AS16] and multi-input FE [GGGT14, ACF*19, BKS16,GJO16]. However, crucial
distinctions exist between sFE and these FE variants. While Turing machines inherently use iter-
ative operations reminiscent of a streaming function, FE for Turing machines necessitates knowing
the entire input at the time of (the first and only) encryption and doesn’t yield any output until
the Turing machine’s computation concludes. On the other hand, though multi-input FE envisions
segmenting a message into multiple parts and encrypting these segments incrementally, in order
to successfully decrypt, the function key needs to be applied collectively to all these ciphertexts.
Consequently, it lacks the capability to support incremental outputs like sFE.



2 Technical Overview

Our goal is to build an adaptively secure sFE scheme. Due to a bootstrapping theorem already
present in [GKS23], it suffices to build a weaker primitive: an adaptively secure single-key, single-
ciphertext secret-key sFE scheme, that is only required to be adaptively secure against adversaries
who are given just one function key and one encrypted challenge stream. Thus, we prove our main
theorem using the following two steps:

1. We construct a single-key, single-ciphertext, adaptively secure, secret-key sFE scheme One-sFE.
We prove the following:

Theorem 2.1. Assuming iO for P/Poly and injective PRGs, there exists a single-key, single-
ciphertext, adaptively secure, secret-key sFE scheme for P/Poly.

2. Then, we use the following theorem, which is implied by the work of [GKS23], to bootstrap
One-sFE into a public-key, sFE scheme.?

Theorem 2.2. Assuming (1) a selectively secure, public-key FE scheme for P/Poly, and (2) a
single-key, single-ciphertext, adaptively secure, secret-key sFE scheme for P/Poly, there exists
an adaptively secure, public-key sFE scheme for P/Poly.

For a technical overview of this bootstrapping scheme, we refer the reader to [GKS23].

Since we can build a selectively secure, public-key FE scheme from O and OWFs [Wat15], and
OWFs are implied by PRGs, then together, these two theorems imply our main theorem.

2.1 Towards Building Single-Key, Single-Ciphertext sFE

Recall that we need to build an adaptively secure secret-key sFE scheme One-sFE which is only
required to be secure against adversaries who are given just one function key and one encrypted
challenge stream. To construct this object, we first observe the challenges present when trying to
apply prior work.

2.1.1 Prior Work

Problems with adapting the function-selective scheme from [GKS23]. The work of
[GKS23] builds a function-selective variant of One-sFE, where security holds only if the function
query is asked first. Let us call this scheme Post-One-sFE since the ciphertext queries must come
after the functional key queries.

We first see whether we can modify Post-One-sFE to make it adaptively secure. Unfortunately,
the proof of security for Post-One-sFE is heavily dependent on the adversary receiving the function
query before the message queries. This is because the security proof of Post-One-sFE works by
embedding each output value y; into the corresponding i*" ciphertext. This allows the proof to
later remove all information about the input stream from the ciphertexts. However, this only
works since the challenger can compute y; (which requires knowing the function f) before it needs
to give out the i*" ciphertext. Thus, this programming cannot occur if the message queries are
made before the function query.

3Technically, [GKS23] only proves this theorem for function-selective sFE schemes. However, as they remark in
their paper, the same construction and essentially the same proof can be used to show that this bootstrapping step
also applies for adaptively secure sFE schemes. For completeness, we provide a full proof of Theorem 2.2 in Section 7.



In fact, Post-One-sFE is simulation secure. However, selective simulation secure sFE, where the
ciphertext queries are asked before the functional key queries, is impossible even in the single-key,
single-ciphertext setting. This is because we must first simulate arbitrarily many ciphertexts (one
for each element of the stream) without knowing any of the stream or output values, and then
must simulate an a priori bounded-size function key that somehow provides the correct output
values for all of the ciphertexts (c.f. [BSW11]). Thus, to build an adaptive scheme or even just a
message-selective scheme, it seems likely we will need other techniques apart from the simulation
techniques used in building Post-One-sFE.

A source of inspiration: FE for Turing machines from [AS16]. Our main source of inspi-
ration is [AS16] which uses techniques from [KLW15] to build FE for Turing machines from O and
injective PRGs. Since Turing machines also involve iterative computation, it seems plausible that
some of their techniques may also be applicable to the streaming setting.

Unfortunately, the construction from [AS16] seems incompatible with the streaming setting.
In particular, their function keys depend on the size of the input to the Turing machine. In the
streaming setting, this would mean that the size of our function keys would depend on the total
length of our input stream, breaking our efficiency requirements. Unfortunately, this dependence
seems to be an inherent property of the technique they use to achieve adaptive security, even in
just the single-key, single-ciphertext setting.

Indeed, even if we only want selective security, there are still several problems with the con-
struction. The main issues are

e The input to the Turing machine must be known all at once at encryption time. There is no
way to adaptively add new input as in the streaming setting.

e There is no mechanism for outputting intermediate output values y;. In particular, their
security proof works by hardwiring in the final output value and erasing each of the steps
of computation one by one. This works in the Turing machine setting since intermediate
steps do not provide output. However, it is problematic in the streaming setting as we cannot
hardwire in every output value, so we cannot erase all intermediate states without jeopardizing
our ability to continue the computation.

These issues turn out to be very non-trivial to overcome. However, while we cannot use their
construction or security proof, our final scheme owes a great intellectual debt to [AS16] and [KLW15]
and adapts several of their techniques. We provide a more detailed explanation of the technical
difficulties with adapting their work along with a comparison of our techniques in Section 2.2 of
the Technical Overview.

2.1.2 Building a Selectively Secure One-sFE Scheme

To get started, we begin with a simpler goal: building a (semi-adaptive) selectively secure variant
of One-sFE, where security holds only if the message queries are asked first. We call such a scheme
Pre-One-sFE since the message queries must come before the function queries. Note that since
any adaptively secure scheme must also be selectively secure, this is a natural starting point.
Additionally, achieving even this weaker notion of security was left as an open problem in the prior
work.

Constructing such a scheme turns out to be rather complex. Indeed one of the main technical
contributions of our work is building Pre-One-sFE. We give an overview of the construction and
security proof in Section 2.2 of the technical overview. But for the moment, we will continue this
technical overview assuming that we succeed in building Pre-One-sFE.
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2.1.3 Combining Pre-One-sFE and Post-One-sFE to Build One-sFE

We would now like to get adaptive security. Observe that we have two schemes, each with half of
the security that we want:

e Pre-One-sFE: A (semi-adaptive) selectively secure scheme which we build in this paper.
e Post-One-sFE: A (semi-adaptive) function-selectively secure scheme from [GKS23].

We will attempt to combine these two schemes to somehow get adaptive security.

Composing the two schemes. For our approach, we will treat each scheme as an individual
building block, and then try to combine these building blocks together to create an adaptive scheme.
The main idea is to use the security of Pre-One-sFE to deal with all message queries given before
the function query, and to use the security of Post-One-sFE to deal with all message queries given
after the function query.

Combining the two schemes is highly non-trivial and is in fact one of the main technical con-
tributions of this paper. In particular, there are two major difficulties: (1) determining how to
syntactically compose the two schemes, and (2) bridging the security proof from Pre-One-sFE to
Post-One-sFE after receiving the function query. We will focus on the first issue for now.

Note that we cannot simply give out ciphertexts and function keys for both schemes simulta-
neously. This is because each scheme is only secure for some of the messages (either the ones given
before or after the function query), so using both schemes all the time compromises security.

Our key observation is that the decryption algorithm of an sFE scheme is itself a streaming
function that acts on the stream of sFE ciphertexts. This means we can encrypt the output of an
sFE scheme with another sFE scheme. Thus, in our construction, we will compose the two schemes
by encrypting first with an inner Post-One-sFE scheme and then encrypting again with an outer
Pre-One-sFE scheme.

In more detail, the inner scheme Post-One-sFE will encrypt the actual stream x = x1, x9, x3, . ..
and create a function key for the actual streaming function f. The outer scheme Pre-One-sFE will
encrypt the stream of Post-One-sFE ciphertexts: Post.ctq, Post.cty, Post.cts, ... and create a function
key for Post-One-sFE’s decryption algorithm. The ciphertexts and function keys for One-sFE are
defined to be those output by the outer Pre-One-sFE scheme. To decrypt, we simply decrypt
using Pre-One-sFE which gives us the output of running Post-One-sFE’s decryption algorithm on
Post-One-sFE’s ciphertexts, which by the correctness of Post-One-sFE gives us the output of running
f on the actual stream x. Thus, One-sFE outputs the correct values. The construction is depicted
in Figure 1.

11



One-sFE

Fnc=(_ KeyGen=(_]) Dec=[]

X1 X2 X3

st; f
\

Y [

Post.cty

Enc Post.cty Post.cts LA
Post.KeyGen

Post. sk mm—
/ Pre.ct; Pre.ct Pre.ct;
KeyGen |

Pre.KeyGen

r  ~ yF
] —

Y1 Pre.Dec.st; mu Y2 Pre.Dec. st mm y3 Pre.Dec.st;

Figure 1: Construction of One-sFE.

For notational convenience, in Figure 1:

e We denote the algorithms of Pre-One-sFE and Post-One-sFE with the prefixes Pre and Post
respectively.

e We have omitted EncSetup and Enc.st from all algorithms as they are not needed in the
single-key, single-ciphertext sFE scheme.

e We have KeyGen additionally take the starting state as input.

e We have Dec takes in only two inputs: the current decryption state Dec.st; and the current
ciphertext ct;. The function key sk; is now defined to be Dec.st;. This change is easy to
implement by Remark 3.36.

Bridging the security proofs. To prove security, we need to move from an encryption of stream

20 = xgo)xéo)wgo) .2 to an encryption of stream (1) = mgl)mgl)xgl) 2P Our high-level idea

is the following:

1. First, use the security of Pre-One-sFE to prove indistinguishability for all stream queries given
before the function query.
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2. Then, use the security of Post-One-sFE to prove indistinguishability for all stream queries
given after the function query.

The first step proceeds smoothly. Let t* be the number of stream queries given before the
function query, and let Post.ctgb) be a Post-One-sFE encryption of 2 for b € {0,1}. The security

(0) 0) (0)

of Pre-One-sFE lets us exchange an encryption of the stream Post.ct; ’, Post.ct,’, Post.ct;”, ... with
an encryption of the stream Post.ctgl), Post.ctgl), Post.ctél), ... for all indices ¢ < t*. Since these
Post-One-sFE ciphertext streams represent encryptions of 2 and zW respectively, then we have
successfully swapped out ciphertexts of z(9) under our scheme for ciphertexts of (! for all indices
1 < tt.

The second step is much more difficult. The issue is that we want to start running the security
proof of Post-One-sFE from midway through the stream. To deal with this issue, we will need to
use specific properties of both schemes. This allows us to glue together the two security proofs with
“very non-black-box glue”.

We first observe that in the construction of Post-One-sFE from [GKS23|, the security of each
ciphertext only depends on a local portion of the master secret key. Thus, a ciphertext can remain
secure even if we reveal the secret values used to encrypt another ciphertext as long as the two
ciphertexts are encrypted using non-overlapping portions of the master secret key. Our goal is to
use this property to decouple the security of the ciphertexts given after the function query from
the ciphertexts given before the function query. We will also need to use an additional property of
Post-One-sFE which allows us to directly generate ciphertexts for intermediate states using the same
local portions of the master secret key. Together, these properties allow us to start the security
proof of Post-One-sFE from midway through the computation, while ignoring any secret values
contained in ciphertexts we have already given out.

In fact, we are able to show that even if we revealed every value used to encrypt ciphertexts
{Post.ct;};<¢+, we can still prove security for ciphertexts {Post.ct;};. . as if we had started midway
through the computation at step t* + 1. However, this is not true if we reveal the secret values
contained in ciphertext Post.cts«.

This is where our Pre-One-sFE scheme comes in. The security proof for Pre-One-sFE allows us
to hardwire and erase a constant number of stream values. Thus, we will use Pre-One-sFE to erase
the problematic Post-One-sFE ciphertext at the midway step t*. This allows us to finish the security
proof by using the security of Post-One-sFE to swap ciphertexts for stream z(9) with ciphertexts for
2 for all indices i > t* + 1.

Note that because we needed to use specific properties of our ingredient schemes, although
we are able to describe the construction of our final scheme modularly in terms of our ingredient
schemes, we give the proof of security for our final scheme in a monolithic manner.

2.2 Building Pre-One-sFE

We now provide an overview of how we build our message-selective, secret-key sFE scheme Pre-One-sFE
which is only required to be secure against adversaries who are given just one function key and one
encrypted challenge stream. We prove the following:

Theorem 2.3. Assuming iO for P/Poly and injective PRGs, there exists a single-key, single-
ciphertext, selectively secure, secret-key sFE scheme for the function class F) = {two-input f €

P/Poly : Vs, f(L,s) = L}.

Note that restricting the function class to F| does not hinder the usability of our scheme since
for every (two-input) streaming function f € P/Poly, we can construct a function f’ € F| with
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f(z,s) if z =1||z for some z

L else '
Additionally, our adaptive scheme One-sFE is not restricted to F, and works for the function

class P/Poly since the issue which led to this restriction is dealt with by Post-One-sFE.

essentially the same functionality by defining f(z,s) =

2.2.1 On the Insufficiency of Directly Using [KLW15]

As mentioned earlier, in constructing our Pre-One-sFE scheme, we owe a great intellectual debt
to techniques developed in [KLW15]. However there are many technical difficulties involved with
trying to adapt their techniques for our uses. Here we elaborate on these difficulties and provide
a comparison of our techniques. As this will require delving into the intricacies of the proof
of [KLW15], we suggest that readers unfamiliar with this work skip this section upon initial reading.

The techniques of [KLW15] were developed to construct a machine-hiding encoding scheme
for Turing machines which was then used to build iO for Turing machines. A machine-hiding
encoding scheme can be interpreted (as in [AS16]) as a selectively-secure secret-key FE scheme for
Turing machines which is only secure against adversaries who are given just one ciphertext and one
function key. Additionally, the scheme is efficient with respect to the total runtime of the Turing
machine in that the encryption and key generation algorithms do not depend on this runtime. Such
a scheme is similar to what we desire for Pre-One-sFE in that it is a single-key, single-ciphertext,
selectively-secure, secret key FE scheme whose encryption and key generation algorithms do not
depend on the total number of computation steps (as defined by either the runtime of the Turing
machine or the length of the stream). However, we want Pre-One-sFE to be an FE scheme for
streaming functions, rather than for Turing machines.

Now, since both streaming functions and Turing machines involve iterative computation, it is
tempting to think that one could use the techniques of [KLW15] to directly build Pre-One-sFE.
However, there are some key differences between the two schemes which cause difficulties. In
particular, an FE scheme for Turing machines takes in the entire input at encryption time and reveals
only the final output value of the Turing machine at decryption. This means that the intermediate
steps of computation should not be visible to the adversary during the security game. In contrast,
in a streaming FE scheme, at each step of computation, we must take in a new stream value x;
and output a value y;. Therefore, during the security game, each step of computation will convey
information to the adversary. This is at the heart of the technical difficulties in using [KLW15] to
build streaming FE. In particular, a crucial element of the security proof of [KLW15] is the fact
that when using Turing machines, the intermediate computation is not revealed to the adversary.

For further insight, we now elaborate on how [KLW15] works. At a high level, the function
key for a Turing machine M consists of the obfuscated “next step” function of M. To hide the
input and the intermediate steps of the computation, the tape values are encrypted whenever they
appear outside of the obfuscated program. This means that the obfuscated program must decrypt
and re-encrypt the tape values before and after performing each computational step. Now, let T’
be the runtime of the Turing machine on the input. The general structure of their security proof
is as follows:

1. First, they hardwire the output of the Turing machine into the final step T of the program.
Since the Turing machine does not continue computation after halting, then there is no need
to output any encrypted tape value at step 1. This provides a useful endpoint for which to
start their proof.

2. Next, they iteratively hardwire and erase each step of computation (by replacing the encrypted
tape value with an encryption of L) starting from step T'— 1 and going backwards to step 1.
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It is crucial in their proof that they erase the steps in the backwards direction. Otherwise,
the encrypted tape value output at some step ¢ may need to be correctly decrypted by the
program at a later step. But this would prevent us from erasing the tape value at the current
step since the keys used to encrypt that tape value would still be needed by the program
at that later step. By erasing the computation from back to front, we remove the need to
correctly decrypt future tape values, enabling the erasure of each tape value at the step it is
first computed.

3. Once the entire computation is erased, there is now no dependence on the input apart from
the final output of the Turing machine. Roughly speaking, this completes their security proof.

Now, several issues immediately arise when trying to use this security proof for streaming FE.
First, and most importantly, in streaming FE, we cannot erase each step of computation during the
security proof. This is because each iteration of the streaming function computation will produce
an output y; in the clear. If we erase the intermediate states of computation, then we can no longer
correctly compute these output values from the input. Thus, we must either neglect to output
these values or hardwire each of these values into the program. The former breaks the security
proof while the latter breaks the efficiency requirements by requiring us to hardwire a number of
steps equal to the stream length.

To solve this issue, we develop a new “sliding window” version of [KLW15]. As an initial change
from [KLW15], we will switch to an indistinguishability-based notion of security rather than the
simulation-based security considered (as an intermediate goal) by [KLW15]. This means that our
goal is to move from an encryption of some stream ) to an encryption of a different stream
(). This will be a crucial change. Unlike in [KLW15], our proof will proceed in the forward
direction, starting from index 1 and continuing to the final step. At each step ¢, we will swap the
it" ciphertexts of stream z(®) with those of stream z(!). We can perform this swap by hardwiring
a “window” consisting of Step 4 — 1 (in which we encrypt the outgoing i'* state) and Step i (in
which we decrypt the incoming i*" stream value and state). Now, suppose we want to move the
window up one step so that we are instead hardwiring steps ¢ and ¢ + 1. Hardwiring the new step
i+ 1 is done by adapting tools from [KLW15], as we elaborate on below. However, we must also
unhardwire step ¢ — 1. Since the program must continue to output the correct intermediate output
y; at step i — 1, then we can only unhardwire this step if the program is able to correctly compute
y; from its inputs. Note that if we had erased the computation at each step as in [KLW15], then
this would be impossible since we cannot compute an arbitrary value y; from an erased input.
However, because we are instead moving from the encryption of one stream to that of another, we
are essentially able to restore the computation behind us by computing using the newly added 2
stream. In particular, when we need to unhardwire step ¢ —1, our input at this step will corresponds
to stream z(!) which can be used to compute the correct output value y;. This is possible since
the security definition of sFE requires that computing the streaming function on the two challenge
streams results in the same output y; values. Therefore, we are able to move the sliding window up
a step, which means we never need to hardwire more than a constant number of steps at a time!
By sliding the window through the entire computation, we are able to entirely swap the encryption
of stream z(©) for that of stream x(l), proving security.

Our main technical contributions here are our sliding window technique, the idea of restoring
the computation behind us by switching to a different stream, and the methods of adapting mech-
anisms from [KLW15] to our new purposes. Thus, we use tools from [KLW15], especially splittable
signatures and iterators, within our new proof structure. We also must make several other changes
to the lower-level proof strategies employed by [KLW15] as we detail below.
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In addition to this main issue, there are also several other technical difficulties. For one, our
streaming FE scheme must allow for new stream values at each step of computation. To solve
this, we deal with the stream and state values of the input separately. We handle the state values
similarly to how tape values are handled in [KLW15], and we separately handle the input values by
creating additional instances of some of the mechanisms from [KLW15]. In contrast, in [KLW15],
both the input and intermediate states were encapsulated within the tape which could not be later
added to by an outside entity, unlike our input stream values.

As a final issue, although we require our scheme to only be message-selectively secure, we still
need it to be adaptively correct in that it should work no matter which order the stream and
function queries arrive. In particular, even if the adversary only queries a stream of length n
before the function query, it does not make syntactic sense to have the output of the obfuscated
program at step n indicate that it is the final step and prevent future computation. This means
that like all previous steps, step n should output an encrypted next state. In contrast, when using
Turing machines, it does make sense to treat the final step of the Turing machine computation
as an endpoint since a Turing machine does not continue computation after halting. This meant
that [KLW15] could neglect to output an encrypted tape value at their final step which provided a
useful endpoint to their chain of computation. Unfortunately, we are unable do the same. Instead,
we must handle the additional encrypted state output at step n. If we are using Pre-One-sFE
as a standalone scheme, we deal with this by adding a “dummy” stream value to the end of the
stream which produces empty output states. If we are using Pre-One-sFE as a building block of our
adaptive scheme, we deal with the additional encrypted state using our function-selective scheme
Post-One-sFE, as was touched upon in a previous section.

We further remark that [KLW15] is a notoriously complex and intricate proof which makes
modifying any aspect of it quite challenging. Indeed, to our knowledge, all prior works [AS16,
AJS17a, AJS17b, BFK 119, CCC*16, DKW16, AJS15, CCHR16, CCC*16] that employed the tech-
niques of [KLW15] essentially utilized it as a black box in that they made only minor modfications
which did not alter the structure of the security proof. Our work is the first to really get inside the
inner mechanisms of [KLW15] and modify it to work for other advanced functionalities.

Note that the complexity of [KLW15] and our scheme partly arises due to the difficulty of using
iO-based “punctured programming” techniques [SW14] with any iterative computation that creates
a chain of dependencies between steps of computation. In particular, the punctured programming
paradigm involves modifying the obfuscated program one input at a time by hardwiring the program
at all places which depend upon that particular input. However, in a streaming function or Turing
machine computation, each step depends on the next, which means that any particular input may
be related to every step of computation. As we cannot hardwire all of these steps at once, we must
use more complex methods to prove security, which involve “authenticating” one computation path
in a way that deactivates other computation paths.

2.2.2 First Attempt: A Simple iO-based Construction

Consider the following natural iO-based candidate construction of Pre-One-sFE:

First Attempt at Building Pre-One-sFE

Let ¢O be an indistinguishability obfuscation scheme, SKE be a secret key encryption
scheme, and PRF be a (puncturable) pseudorandom function.

e We use a PRF key K to generate SKE keys k; for i € [2}].
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e To encrypt stream values x;, we output an SKE encryption ctj,p; of z; under key k;.

e To create a function key for f, we first create an SKE encryption ctes 1 of the starting
state st; under key k1. We then output cts; along with an obfuscation of the following
program:

Programi (i, ctinp.i, Ctst,i)
Hardwired values: function f, PRF key K
Compute SKE keys k;, k;+1 from PRF key K.
Decrypt (ctinp,i, Ctst,;) with k; to get (x;,st;).
Compute (y;,sti+1) = f(xi,st;).
Encrypt st;y1 with k11 to get ctseit1.

AN

Output (v, Ctst,it1)-

e To decrypt, we iteratively run the obfuscated program on (4, Ctinp s, Ctsti) to get (ys, Ctst, ., )-
It is easy to see that the output values y; will be correct.

Now, we want to prove that our scheme is selectively secure. Recall that to prove security, we will
(0),.(0)_(0)
Lo T3

need to move? from an encryption of stream z(©) = x
L, 1)
5 Ty ... Ty .

.. .%(10) to an encryption of stream

zM = xgl):v

Using iO to hide the SKE keys. Intuitively, we want to use the security of SKE to exchange
ciphertexts of 2(?) for ciphertexts of z(1). Unfortunately, we cannot do this since the PRF key K is
embedded into the program, and thus the SKE keys are not hidden. However, since the program is
obfuscated, the hope is that ¢{O techniques can ensure that these keys are “hidden enough” for us
to perform these swaps.

Punctured programming based iO techniques [SW14] work by hardwiring the input and output
to the obfuscated program at every step which depends on the secret values we wish to hide. Then,
since the program does not need to compute these steps by hand, it will not need to know whatever
secret values were needed to compute them and can remove these values from its code.

Therefore, to exchange the i*” ciphertext, we need to hardwire the input and output of Program;
at all steps that depend on the SKE key k;. In particular, this requires us to hardwire step i — 1
(which uses k; to encrypt the outgoing state) and step ¢ (which uses k; to decrypt its input). Note
that we will not need to hardwire the other steps even though they depend on the PRF key K,
since standard techniques allow us to use a puncturable PRF to remove the dependency between K
(when evaluated at points j # i) and k;.

Problem: Too many values to hardwire. Unfortunately, hardwiring any step ¢ would require
us to hardwire exponentially many values, since there are exponentially many possible inputs
(i,ctinp,i,ctsm) to the program at step ¢. This would break the efficiency requirements of our
algorithms.

“In the paper, we define security as requiring computational indistinguishability between an encryption of z©
and an encryption of z(*). However, in our security proof, we define security using an equivalent formulation where
the adversary receives an encryption of ™ for a random bit b and needs to guess bit b with probability greater than
% + negl(A). Thus, in our actual security proof, we will move from an encryption of z® for a random bit b to a
(non-standard) encryption of z(® which is independent of b. To do so, we use the same techniques described here.
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To restrict the number of inputs we need to hardwire, we could try using a different SKE key for
every possible message. Then, to exchange the i*? ciphertext for some state st; (which must remain
hidden), rather than needing to hardwire all of steps ¢ — 1 and ¢, we would only need to hardwire
the specific inputs to the program that require us to encrypt or decrypt st;. However, even with
this change, there could still be exponentially many of these inputs. This is because there could
be exponentially many values (x;_1,st;—1) such that f(z;—1,st;—1) = (yi—1,st;) for some y;_1, and
thus there could be exponentially many inputs (¢ — 1, ctinpj—1, Ctst,i—1) to the program that would
require us to encrypt st;. Thus, this unfortunately does not work, so we will need to use other
techniques.

Next Steps. Section 2.2.3 will be focused on this key challenge: Determining how to hardwire
a step ¢ without needing to hardwire more than a constant number of inputs and outputs at once.
To prove this, we use techniques inspired by [KLW15]. Finally, Section 2.2.4 will show how to use
this hardwiring technique to complete the proof of security.

2.2.3 Hardwiring a Step of the Program

Using signatures to enforce certain inputs. To hardwire step ¢ in the previous construction,
we needed to hardwire exponentially many values. Let us now look at the intuition for why this
was needed. The main issue is that there is no restriction on which values the adversary can input
to the obfuscated program. Indeed the adversary could run the program on any inputs it generates
itself. And since we don’t know what these inputs might be, the program needs to be prepared to
handle any possible input. Thus, the program must hardwire all of the exponentially many possible
inputs.

But what if we could somehow restrict the program so that it can only run on inputs which are
either (1) directly generated by the challenger, or (2) previously output by the program? Then,
since the challenger only ever gives out ciphertexts for one stream (since we’re in the single-key,
single-ciphertext setting), then the program should only be able to run on inputs which correspond
to the execution of the queried function on the challenge stream. This means that there’d only be
one valid input per step of computation, so we’d only need to hardwire one value at each step.

To implement this restriction, we introduce a signature scheme. The challenger will sign the
stream ciphertexts and the starting state ciphertext during encryption and key generation re-
spectively, and the program will sign its outgoing state ciphertexts. The program will reject (by
immediately outputting 1) any inputs that do not come with a valid signature. Intuitively, the
unforgeability of the signature scheme should prevent the adversary from running the program
on any inputs not generated by the challenger or the program itself. This gives us the following
candidate construction:

Second Attempt at Building Pre-One-sFE

Let 4O be an indistinguishability obfuscation scheme, SKE be a secret key encryption
scheme, PRF be a (puncturable) pseudorandom function, and Sig be a signature scheme. We
will use different SKE and Sig keys for each step of computation.

e We use PRF keys K, Kinp, Kst to generate SKE keys k;, stream signature keys (sgkiyp, ;5 VKinp,i)
and state signature keys (sgk ;, vkst,;) Tespectively for i € [2%].

e To encrypt stream value x;, we encrypt x; using key k; and sign the resulting ciphertext
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using sgkinm to get (Ctinp,i; Tinp,i), Which we output.

e To create a function key for f, we encrypt state st; using key k; and sign the resulting
ciphertext using sgke; ; to get (ctst1,0st,1). We then output these values along with an
obfuscation of the following program:

Programg(i, Ctinp,i» Tinp,i»s Clst,i, Ust,i)
Hardwired values: function f, PRF keys K, Kinp, Ky

1. Compute Sig keys Vkinp,i, VKst,i, Sgket 41 from PRF keys Kinp, Kt

o

If Sig.Verify(vkinp,i, Ctinp.i> Tinp,i) = 0 or Sig.Verify(vket i, Ctst i, 0st;) = 0, output
L.

Compute SKE keys k;, k;11 from PRF key K.
Decrypt (Ctinp,i, Ctst,i) With k; to get (;,st;).
Compute (y;,sti+1) = f(x4,st;).

Encrypt st;y1 with k11 to get ctge 1.

Sign ctet ;41 with sgkst’,,;ﬂ to get Ostit1-

® N o gt W

Output (y;, Clst,it1, Ust,z‘+1)-

e To decrypt, we iteratively run the obfuscated program on (i, Ctinp,i> a;npﬂ,ctst,i,asm) to
get (Yi, Ctst,i+1,0st,i+1)- It is easy to see that the output values y; will be correct.

Does this work? Now, suppose we want to hardwire some step ¢. Consider our intuition from
before. We claimed that by the unforgeability of the signature scheme, the adversary should be
unable to obtain any inputs that contain valid signatures apart from those corresponding to the
execution of the challenge function on the challenge stream. We then implied that this means
that to hardwire step ¢, we only need to hardwire the single input corresponding to the challenge
execution path and can output L on all other inputs (since the program outputs L when given
invalid signatures and the adversary is unable to construct valid signatures for other inputs). Thus,
we can hardwire step ¢ without breaking our efficiency requirements, which means the rest of the
security proof will follow.
There are two main issues with this argument:

1. First, unforgeability only holds when the signing keys are hidden. However, the state signing
keys sgkg; ; are embedded into the program, and thus are not hidden.®

2. Second, in order to hardwire values into the program, we implicitly relied on the security of
10. However, when using the security properties of O, we can only argue indistinguishability
of obfuscated programs that have identical input/output behavior. This means that we must
maintain the same behavior on all inputs, even ones that the adversary cannot efficiently
generate. Indeed, there are exponentially many possible inputs which could contain valid
signatures and thus that could cause the program to output a non-_L value. Therefore, even

STechnically, the PRF keys Kin, and Ky are embedded into the program, not the signing keys. However, we can
use a puncturable PRF to remove the dependency between Kin, and Ky (when evaluated at points j # ¢) and the
it" signing keys Sgkinp,; and sgky, ;. Then, the only parts of the program that will depend on the signing keys are the
steps that actually make use of these keys to sign messages. Since the stream signing keys sgk. . are never used,

inp,%
they can be removed entirely.
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though the adversary may be unable to find these inputs and signatures, we cannot use 1O
to hardwire the program at step ¢ so that it outputs L on all but one input as this would
change the behavior of the program.

Fortunately, we can solve the second issue, at least with regards to the stream inputs ctjp ;. (The
first issue provides further complications when dealing with the state inputs cte ;.) For this, we use
a splittable signature scheme, introduced in [KLW15]. Splittable signatures have the property that
if you only ever sign one message, then you can indistinguishably exchange the verification key for a
one-message verification key that can only verify this one message.® Thus, for the stream of inputs,
since the challenger only ever signs one stream ciphertext per step, if we want to hardwire step ¢,
we can first exchange the stream verification key vk, ; embedded in the program with a restricted
key vki*np’i that can only verify this one value. This means that, as desired, our program will indeed
output L on any stream values that do not correspond to the challenge execution path. Thus, with
respect to the stream values, we can use ¢{O to hardwire the program as originally intended!

Using induction to deal with the state signatures. Unfortunately, due to the first issue,
we cannot do the same for the state signatures. The problem is that the state signing keys sgk ;
are embedded into the program and thus could be used to sign multiple messages. This means
that at step i, we are unable to change the verification key to one that can only verify a single
message. Thus, we cannot enforce that the program will only accept one state ciphertext at step i,
and therefore cannot hardwire the program in the manner we desire.

Nevertheless, since this is a single-key, single-ciphertext scheme, then intuitively it should be
true that the adversary will only ever be able to obtain one valid state signature per step. This
intuition is motivated by the following inductive reasoning: Suppose that at some step i, the
adversary has only one signed stream ciphertext and one signed state ciphertext. Then, by the
unforgeability of the signature scheme and the hiding properties of i{O, the adversary should only
be able to get the program to output a value other than L on these specific inputs. Thus, the
adversary should only be able to obtain one signed state ciphertext at step ¢ + 1, namely the one
output by the program on the signed values of step i.

We begin by trying to directly implement our inductive reasoning with a splittable signature
scheme SSig.

Notation: For simplicity, in the technical overview, we may refer to directly signing or veri-
fying an input z; or a state st;. However, in our actual proof, we will instead sign and verify
inputs containing the corresponding ciphertexts cti,p; and cts;; which encrypt these values.

1. At each step i, the program verifies incoming messages with verification keys (Vkinp i, Vkst.i),
and signs the outgoing state using signing key sgkg ;11 as shown in the diagram below. We
omit the signing keys sgk. . . for the inputs x; from the diagram as these are handled outside

inp,i
the program.
Step 1 Step 2 Step 3 Step 4
Verify With (Vkinp717 Vkst,l) (Vkinp,Za Vkst,2) (Vkinp,37 Vkst,3) (Vkinp,4; Vkst,4)
Sign Using sgkst 2 Sgkst,S 5gkst,4 sgkst.5

20

SSplittable signatures also have additional properties which we will utilize later. Refer to the paragraph “Splitting
the signature scheme” on page 23 for more details.




. Since the program only signs outgoing steps, it will never need to sign st;. Thus, we can
change the program’s signing step so that at step ¢ = 0 (which is unused), if the outgoing
state is equal to st;, we will output a hardwired signature o1 for st; (and will output L
otherwise).

Step 0 Step 1 Step 2 Step 3 Step 4
Verify With (Vkinp,h Vkst,l) (Vkinp,Qa Vkst,2) (Vkinp,37 Vkst,3) (Vkinp,4a Vkst,4>
. . ost.1 if sty
Slgn USlng Sj_ else Sgkst,Z Sgkst,S sgkst,4 Sgkst,5

. Since we will now only output a single input and state signature for stream index 1, we can use
the properties of SSig to swap the verification keys (vk;npﬁl,vkst71)7 for step 1 with hardwired
one-message verification keys (vki,, 1, vk 1) that will only verify z1 and sty respectively.®

Step 0 Step 1 Step 2 Step 3 Step 4
Verify With (ka"np 1 VkG 1) | (Vkinp 2, Vkst2) | (Vkinp,3, Vkst3) | (VKinp 4, VKst,4)
. . Ost,1 if sty
Sign Using | ~*)" | sgkst 2 sgkst,3 sgkst,4 sgkst 5

. Since x; and st; are now the only inputs that can be verified at step 1, we know that if the
obfuscated program does not output L at step 1, then the output state must be sty where
(y1,sta) = f(z1,st1). Thus, we can change the program’s signing step at step 1, so that if the
outgoing state is equal to sta, then we will output a hardwired signature g 2 for sta.

Step 0 Step 1 Step 2 Step 3 Step 4
Verify With (vk}knp 1 VKee 1) | (Vkin,2; kst 2) | (Vkinp3, Vkst,3) | (VKinp.4, VKst 1)
. . Ost,1 if sty Ost,2 if sty
Slgn USlng 1 else 1 else Sgkst,S sgkst,4 Sgkst,5

5. Since we will now only output a single input and state signature for stream index 2, we can use
SSig again to swap the verification keys (vkinp,2, Vkst,2) for step 2 with hardwired one-message

verification keys (vk

*

vkg; o) that can only verify z2 and sta respectively.

inp,2»
Step 0 Step 1 Step 2 Step 3 Step 4
Verify With (VKinp,1> Vkst1) | (VKinp2: VKeio) | (VKinp,3; VKst;3) | (VKinp,4, Vkst,4)
. . Ost,1 if sty Ost,2 if sto
Slgn USlng Sl else Sj_ else Sgkst,{% Sgkst,4 sgkst,5
6. We can repeat steps 4 and 5 until we reach the step ¢ we wish to hardwire.
Step 0 Step 1 Step 2 Step 3 Step @
Verify With (Vki*np717 Vk:t,l) (Vk;knp 2 Vk:t,Z) (Vki*np,?n Vk:t,S) (Vki*np i) Vk;kt,i)
. . Ost,1 if sty Ost,2 if sty Ost,3 if stg Ost,4 if sty
Sign Using 1 else 1 else 1 else 1 else skst.i

"Technically, the verification keys of SSig are not directly hardwired into the programs, as these are computed

based on puncturable PRFs. However, by appropriately puncturing the PRFs, we can “pretend” that the verification
key of SSig is directly hardwired for the purpose of this technical overview.

8Observe that this is only possible because we are trying to build Pre-One-sFE — where the function key (with

the obfuscated program inside) only gets queried after all the challenge ciphertexts have been issued. Thus, we will
indeed already know the value of x1 before needing to build our obfuscated program.




This process ensure that, as desired, there is only one set of possible inputs that can be verified at
step 7. Thus, to hardwire our final step ¢, we will only need to hardwire into the program the values
corresponding to this single set of inputs. This fixes our original problem of needing to hardwire
step 7 for each of the exponentially many inputs that used to be valid.

However, this process also requires hardwiring all of the state signatures and one-message ver-
ification keys up to the step we wish to hardwire. This means we need to hardwire a number of
values that grows with the stream length, which is still too many.

Issues with restoring the computation. To reduce the number of values we need to simulta-
neously hardwire, we will try a sliding window approach in which we un-hardwire some values as
we go. Let us consider how this might work with a first attempt (that will fail and need repair).

1. Suppose that we have both the signature schemes for ¢ and i+ 1 hardwired and wish to remove
the hardwiring of the i signature scheme.

Step i — 2 Stepi—1 Step 14 Step i + 1
Verify With (Vkinp,iflv VkSt,i—l) (Vki*np i) Vk:t,i) (Vki*np.'i,—o—l? Vks*t,iJrl)
. . Ost,; if st; Ost,i+1 if stiyq
Sign Using | sgke ;1 Sj_’ ol ! st 1 olse ! SgKst it+2
2. We can use the properties of SSig to first change the one-message verification keys (vki,, ;, vkg; ;)

at step ¢ back to regular verification keys (Vkinp i, VKst,i)-

Step i — 2 Stepi—1 Step @ Step i+ 1
Verify With (VKinp,i—1,VKst.i—1) | (VKinp,is VKst,i) (vki*npj,+17 Vk:t,H»l)
. y Ost,i if st; Ost,i+1 if stir1
Sign Using sgkst i1 SJ_Z clse ! ’ 1 else SgKstit2

3. Now we wish to replace os; with the regular signing key sgkg; ;. Unfortunately, we are unable
to do this using O since this would change the behavior of our program. Observe that since
we are using the regular verification keys (vkinp,i—1,Vksti—1) at step 4 — 1, then there is no
guarantee that valid incoming messages (and thus valid outgoing states) need to correspond
to those on our chosen computation path. Thus, switching to using sgke ; would change the
behavior of the program since we would now be able to output valid signatures for multiple
possible output states, rather than outputting L on all but our chosen output state.

Perhaps if our sliding window started with a different configuration, that could solve the problem
above?

1b. Suppose that in addition to having the signature schemes for ¢ and ¢ + 1 hardwired, we also

have the verification key for the i — 1** scheme hardwired.
Step i — 2 Step i —1 Step @ Step ¢+ 1
Verify With (VKinpi—1: VKgrim1) | (VKinp.ir VKeri) | (VKinp.it1: VKeeit1)
. . Ost,i if st; Ost,i+1 if St‘+1
Sign Using sgKsti—1 11 clse ! ’ lL olse ' SgKstit2

Unfortunately, in this configuration, we have no way of changing the one-message verifica-

*

tion keys (vk

inp,s—1»

whenever we are not using sgkg ;-
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vkgi ;1) back to (vVkinp,i—1,Vkst,i—1) since we can only perform this change



lc. If in addition to the previous change, we supposed that rather than using sgkg ;1 in step
t — 2, we still had os ;-1 hardwired into the program as below,

Step i — 2 Step i — 1 Step @ Step i + 1
Verify With : f (Vk;knp,ifl‘/f\‘/k:t,ifl) (Vk;knp ivf\‘/k:t,i) (Vki*np.i+1-/ Vk:t,iJr] )
. . Osti—1 if st; — 1 Ost i if sty Osti+1 if stjiq
Sign Using - 1L elseZ th_J else Z SUI else " s8Kst,it2

then in fact we have just changed the inductive statement so that we have the i — 1%, i*" and

i + 1" signature schemes hardwired. Thus, we have not made any progress in removing the
hardwiring.

Our main issue is that by moving from a program where we can sign only one outgoing message to
a program where we can sign arbitrary outgoing messages, we change the behavior of the program
and thus cannot use 0.

Here, we see the heart of our quandary: In order to hardwire our final step, we need to ensure
our hardwired mode can only sign and verify a single computational path. However, in order to
move back to our regular mode using ¢O, we need our hardwired mode to be able to sign arbitrary
messages.

Splitting the signature scheme. To solve this issue, we will now use additional properties of
splittable signature schemes. Splittable signature schemes allow us to isolate a particular message
m by splitting the signing and verification keys into two parts: one part that deals with the chosen
message m, and another that deals with all other messages. In particular splitting the signature
scheme on a message m will

e split the signing key sgk into a signature oone for m and a signing key sgk,,, that can only
sign messages not equal to m,

e and split the verification key vk into a one-message verification key vkone that can only verify
m and an all-but-one verification key vk,p, that can only verify messages not equal to m.

The splittable signature scheme has several useful properties:

e If instead of using sgk, you only use oone (or respectively sgk,},) then you can indistinguishably
change vk to vkone (or respectively to vkapo). This is the property we were previously relying
on.

e If you sign no messages and do not use sgk at all, you can indistinguishably change vk to an
always-reject verification key vk,ej which rejects all signatures.

e You can merge (Oone; S€Kapo, VKone; VKabo) back into the original signing and verification keys
(sgk, vk). This works even if the (ogne, Vkone) parts come from one signature scheme and the
(sgk,pos VKabo) Parts come from a completely independent signature scheme!

We will use the merging property to enable the unhardwiring of each step. In particular, our
original state signature scheme (which we will now call an A-type signature scheme) will be used
as before. However, in the hardwiring mode, we will divert all other branches of computation to a
new independent B-type signature scheme. The single computation path enforced by the A-type
scheme will enable us to hardwire our step as we desire. However, the alternate B-type branches
will allow us to transition back to the regular computational path by merging the A and B type
schemes together into one scheme. We elaborate on this below.
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Second attempt at our inductive argument.

We will now reattempt our inductive argument

using the additional properties of splittable signatures. Our second attempt will nearly work except
for one issue we detail below. Recall that out overall goal is to hardwire some chosen step of the
program.

1. We begin with our original scheme. At each step ¢, the program verifies incoming messages

with verification keys (vkinpi,Vka ), and signs the outgoing state using signing key sgk4 ;-
Note that we have renamed the state signature keys from (vkst i, sgks ;) to (vka,sgky ;) as
we will sometimes refer to them as A-type signature keys. We omit the signing keys sgk
for the inputs z; from the diagram as these are handled outside the program.

inp,i

Step 1 Step 2 Step ¢
Verify With | (vkinp,1,Vka,1) | (Vkinp,2,Vka2) (VKinp,i, Vk4,i)
Sign Using sgkao sgkas sgka4

. We will now introduce a new B type signature scheme up to and including step ¢ — 1. In
particular, we will change our program so that it will first try verifying the state with the
usual A-type verification key, but if that fails, it will then try to verify with a B-type key. If
it verifies using the A-type key, it will sign the outgoing state with an A-type signature, and
if it verifies with the B-type key, it will sign the outgoing state with a B-type signature.

Step 1

Step 2

Verify With

vk 1 first
Vkinp71 &
vkp,1 second

vk o first
Vkinp,z &
vkp 2 second

Sign Using

sgky o if verified w/ A-type
sgkp o if verified w/ B-type

sgk 4 5 if verified w/ A-type
sgkp 5 if verified w/ B-type

We do this by first introducing the B-type branch at all relevant steps into just the signing
phase of the program. We are able to make this initial change using the security of ¢O since we
only sign using B-type keys if we verified with B-type keys, and we have not yet added in any
B-type verification keys. We are then able to iteratively add in the B-type verification keys
starting from index ¢ — 1 and traveling backwards to index 1. We do this by first introducing
the B-type verification branch at the chosen index using an always-reject verification key
VKB rej (which cannot verify anything and thus will not change the program’s behavior). We
can then swap this with a real verification key since at that point in time, the corresponding
signing key is never used. This is because the corresponding signing key would only be used
if the previous step verified with B-type, but we are adding in the B-type verification keys
from larger index to smaller index, so we would not yet have added in the B-type verification
key to the previous step. We leave further details to the main proof.

. Since the program only signs outgoing steps, it will never need to sign st;. Thus, we can
change the program’s signing step so that at step ¢ = 0 (which is unused), if the outgoing
state is equal to sty, we will output a hardwired A-type signature o4 for st;. Otherwise, we
will sign with a B-type all-but-one signing key sgkjg’l that can sign all messages except st;.

Step 0 Step 1 Step 2
ka1 first kao first
Verify With Vkinp & AL Vkinp & 4 A2 T
vkp,1 second vkp 2 second
Sien Usin oay if sty | sgky o if verified w/ A-type | sgky 5 if verified w/ A-type
& & sgk’p 1 else | sgkp o if verified w/ B-type | sgkp 3 if verified w/ B-type
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4. Since we will now only only output one input signature and one A-type state signature for
stream index 1, we can use the properties of SSig to swap (Vkinp1,vka 1) with one-message
verification keys (vki,, 1, vk} 1) that can only verify z1 and st respectively. Additionally, since
we are using the all-but-one signing key sgk’BJ, we can also swap vkp 1 with an all-but-one

verification key vk’BJ which can only verify messages not equal to st;.

Step 0 Step 1 Step 2
k% 1 first k1o first
Verify With Vki*npl & v /Asl IS VKinp.2 & VK42 s
’ ka1 second vkp 2 second

oaa if sty | sgky o if verified w/ A-type | sgky 5 if verified w/ A-type

Sign Using sgk’p 1 else | sgkp o if verified w/ B-type | sgkp 5 if verified w/ B-type

5. Now, we will only sign using sgk4 o if we verified using the A-type verification key. However,
since (vki,, ;, vk’ ;) can only verify (z1,st1), then we will only need to use sgk 4 5 if the outgoing

inp,2»
state is stz where (y1,st2) = f(x1,st1). Thus, we can replace sgk 4 , with a hardwired signature
042 for sto.
Step 0 Step 1 Step 2
vk’ ; if st vk o first
Verify With Vi &g AT VKinp & ¢
’ vkp ; else vkp 2 second
Sign Using JA7,1 if sty A2 if sty sgka s %f Ver.iﬁed w/ A-type
sgkiz  else | sgkp o if verified w/ B-type | sgkg 5 if verified w/ B-type

6. We would next like to use the properties of SSig to replace sgkp o with an all-but-one signing
key sgij’Q that can sign every value except sto.

Step 0 Step 1 Step 2
vk’ q if st vka o first
Verify With vkinp1 & /A’l ! VKinp,2 & A2
’ vkp ; else vkp 2 second
. . o, if sty 04,2 if sty sgk 3 if verified w/ A-type
Sign Using sgklp 1 else sgk's o else sgkp 5 if verified w/ B-type

Here lies the issue. In order to perform this swap, we need to ensure that sgkp 5 would never
be used to sign ste. Otherwise, the program’s behavior will change. Now, we will only sign
using sgkp o if we verified with the B-type verification key vk ;. Since vk ; cannot verify
st;, we know that the incoming state cannot be st;. Unfortunately, this is not enough to
guarantee that the outgoing state cannot be sty (even if we are additionally ensured that
the input value is x1). This is because there could be another state st’ # st; such that
f(z1,st1) = f(z1,st') = (y1,st2) for some y;. Thus, we cannot perform the swap. While this
an important issue we must resolve later, let us suppose for now that this was possible to see
how the proof would progress.

7. We can now clean up the hardwiring of the first signature scheme by using the merging
properties of SSig to merge (0.4,1,5gKp 1, VKl 1, VK 1) into (sgky 1,vka,1). We can additionally

*
restore vki,, ; to the regular vkinp 1.
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Step 0 Step 1

Step 2

Verify With

(Vkinp,1,Vvka,1)

Vkinp,? &

vk o first

vkp 2 second

Sign Using

TA2 if sto

sgka.1 sgk’ o clse

sgky g if verified w/ A-type
sgkp 3 if verified w/ B-type

We have now finished sliding our window up by one step from the signing step of step 0 to
the signing step of step 1.

8. Continuing in this fashion by repeating steps 3-7 with appropriate indexing, we can reach the
signing phase of step i — 1. Note that since we originally only added in B type signatures up

to and including step 7 — 1, they are not present at step ¢ and beyond.

Step i — 1 Step ¢ Step i + 1
Verify With (Vkinp,i—1,VKa,i=1) | (VKinp,isVka,i) | (VKinp,i+1,VKa,it1)
) . oa,; if st;
Sign Using sgk’; ) ije sgkait1 gk 4 it2

9. We can then use the properties of the splittable signature to swap (vkinp;,Vvka;) with one-

message verification keys (vki,, ;, vk} ;) that only verify x; and st; respectively.

Step ¢ — 1 Step ¢ Step i + 1
Verify With (Vkinp,ifh VkAJ;l) (Vki*np VK ,) (Vkinp,i+17 VkA,i+1)
. . OAi if st;
Sign Using sgk’; i elsle sgkait1 sgk 4 ito

Now, we have reached the stage we desired in that we have enforced that the only valid inputs at
step i are (zj,st;). Thus, we only need to hardwire one value at step i. Additionally, this process
never required us to hardwire more than a constant number of values at a time.

After completing the hardwiring of step 4, we are unfortunately left with a lingering B-type all-
but-one signing key at step 7 — 1 along with one-message verification keys (vki,, ;, vk} ;). However,
to rid ourselves of these extraneous elements, we can simply do all of the steps up to this point
in reverse. This would then complete the hardwiring process if not for the issue present in step 6,

which is the final issue we must resolve.

Using an iterator to enforce a step of computation. Let us consider the problem present
in step 6. We are trying to replace the B-type signing key sgkp o with an all-but-one signing key
sgk’Bg which can sign every message except sts.

Step 0 Step 1 Step 2
k% 1 if st kao first
Verify With VK &4 AL S Vkinp & { © A2 T
’ vkp ; else vkp 2 second
if
. . o4 if sty " JA’.QEJ.I ]St2 3 sgky 3 if verified w/ A-type
Sign Using sgk” else ’ sgk , if verified w/ B-type
B,1 sgk’s 5 else B3

Now, since we are using vki,, ; and vkj&l, we know that we will only verify with a B-type verification
key at step 1 (and thus will only sign using a B-type signing key at step 1) if the input is z; and
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the incoming state is not equal to st;. Unfortunately, this does not tell us much about the outgoing
state to be signed. In particular, since the streaming function need not be injective, there could be
some state st’ # sty such that f(x1,st’) = f(z1,st1) = (y1,st2) for some y;. But this means that
we could have a B-type branch where the outgoing state at step 1 could be equal to sty! This is a
problem since we are only able to swap to the all-but-one signing key Sgle’z if we are able to ensure
that it will not be used to sign sto. However, as we have just shown, this is not necessarily true.

What we would like to do is to enforce some form of injectivity between the incoming and
outgoing messages. In particular, if we could have somehow ensured that the outgoing state is only
equal to sto if the incoming message was (z1,st1), then our proof would have worked. Since this is
not true in general, we need to add another method of enforcement.

To solve this issue, we will use a cryptographic iterator. An iterator consists of a small state
that is updated in an iterative fashion as messages are received. The iterator has two important
properties.

1. The iterator remains small regardless of how many messages have been iterated into it.

2. The normal public parameters are computationally indistinguishable from special enforcing
parameters which ensure that one chosen iterator state can only be obtained as the outcome
of an update to precisely one other state-message pair.

In particular, for each i, let itr; be an iterator state which has states sti,...,st; iterated into it.
Then, the second property means that we can indistinguishably change the iterator parameters to
enforce that for some chosen ¢, we can only obtain itr; as the output of the iterator update operation
if it was performed on the inputs st; and itr;_;. In other words, we can enforce that a specified
output itr; can only be obtained as a result of a specific input (st;,itr;—1). This is precisely what
we need!

To incorporate the iterator into our construction, we will modify our program so that at each
step ¢, the program additionally takes in iterator state itr;_1, incorporates state st; into the iterator,
and then outputs the new iterator state itr;. In addition, we will have both our A and B type
signature schemes sign and verify the iterator state in addition to the streaming state.

This gives us the following construction, which is in fact our final construction of Pre-One-sFE.
Note that this construction is similar to our simple ¢O-based construction, but has been augmented
with splittable signatures and iterators in order to allow us to hardwire (and un-hardwire) steps of
computation into the obfuscated program.

Final Construction of Pre-One-sFE

Let 4O be an indistinguishability obfuscation scheme, SKE be a secret key encryption
scheme, PRF be a (puncturable) pseudorandom function, SSig be a splittable signature scheme,
and Itr be a cryptographic iterator.

e We use PRF keys K, Kinp, Kst to generate SKE keys k;, stream signature keys (sgkinp, ;5 VKinp,i)
and state signature keys (sgk ;, vkst,i) Tespectively for i € [2%].

e To encrypt stream value x;, we encrypt x; using key k; and sign the resulting ciphertext

using sgkin, ; t0 get (Ctinp.i, Tinp,i), Which we output.

e To create a function key for f, we encrypt state st; using key ki to get ctsr ;. We run
the iterator setup algorithm to get public parameters pp and initial iterator state itrs; .
We then sign (1, ctst,1, itrst,0) with sgkg 1 to get os,1. We output (ctst 1, ost,1, itrst0) along
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with an obfuscation of the following program:

Programg(i, Ctinp,i7 Oinp,i» Ctst,i7 Ost,is itrst,ifl)
Hardwired values: function f, PRF keys K, Kjnp, K, iterator parameters pp

1. Compute Sig keys vkinp i, VKst,i, Sgkst ;11 from PRF keys Kinp, K.

o

If Sig.Verify (VKinp. i, Ctinp,i> Tinp,i) = 0 or Sig.Verify(vkst i, (4, Ctstq, itfsti—1), Osti) =
0, output L.

Compute SKE keys k;, kij+1 from PRF key K.
Decrypt (Ctinp,i, Ctst,i) With k; to get (x;,st;).
Compute (y;,sti+1) = f(zi,st;).

Encrypt st; 1 with k11 to get ctseit1.

itrse s = Itr.Iterate(pp, itrsti—1, (4, Ctsti)).

Sign (i + 1, ctstit1,itr;) with sgkg ;11 to get oseit1-

L X N o oW

Output (s, Clstit1, Ost,it1, itrsti).

e To decrypt, we iteratively run the obfuscated program on (i, Ctinp.i, Ginp,i, Ctst,is Ost,is itfst,i—1)
to get (Yi, Clst,it1, Ost,i+1,1trst,i). It is easy to see that the output values y; will be correct.

Now, let us see how this construction enables us to fix step 6. Since the A and B type signature
schemes additionally sign the iterator, then when we split these schemes, we will split them on a
message containing both the iterator and the current state.

Step 0 Step 1 Step 2
Verify With vkt & g ! (stitro) | g dvkaz firs
7 vkp, else vk 2 second

OA2 if (Stg, itrl)

sgk’p o else

OA1 if (Stl, itro)
sgkp 1 else

sgky 5 if verified w/ A-type

Sign Using sgkp 3 if verified w/ B-type

Now, we wish to replace sgk o with an all-but-one verification key sgk’BQ that can sign all messages
except (sto,itr1). First, we can use the enforcing properties of the iterator to ensure that itr; will
only appear in the output if the input contains (sti,itrg). Then, since we are using an all-but-one
verification key vk’BJ, we know that we will only verify with a B-type key at step 1 if the input
does not contain (sty,itrg). But due to the iterator enforcement, this means that the output of the
B-type branch cannot contain itr;! Therefore, sgk 5 will never need to sign (stg, itr;) which means
we can perform the swap to sgkjgg as desired. This completes our fix of step 6, completing the
proof.

2.2.4 Proving Security

Now that we can hardwire steps into the program, we can finally prove security. At a high level,
the benefits of hardwiring a step into the program is that it allows the program to compute the
hardwired step without needing to know any SKE keys. Since the program only uses SKE key k;
in step @ — 1 (to encrypt the outgoing state) and step i (to decrypt the input values), then if we
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hardwire both steps i — 1 and i, we can employ punctured programming techniques® to remove key
k; from the program. This allows us to swap the i** ciphertext from an encryption of stream z©
to an encryption of stream M),

In more detail, we prove security using the following hybrid argument.

1. Our first hybrid is the security game for the adversary in which we encrypt stream z(® =
Igo)xgo) .. .x%o). In the diagram below, we have depicted the SKE ciphertexts for stream z(%),
which are produced during encryption. We have also depicted the SKE state ciphertexts
which would be output by the obfuscated program during decryption. These correspond to

the intermediate states produced by computing the streaming function f on z(®). Observe
that for ¢ € [n 4 1], the program only needs to use SKE key k; at steps i — 1 and i.
Ciphertexts
1
(0)
L D oo
[ XX ]
4 )
Keys Used During Each Step of the Program
Step 1 Step 3 Step 5
Step 2 Step 4
- J

9n particular, we will need to first hardwire k; into steps ¢ — 1 and 3. We can then puncture the PRF key K at
index ¢ to remove the dependency between K (when evaluated at points j # 4) and k;. This ensures that the only
steps of the program that depend on k; are steps i — 1 and . Thus, once the inputs and outputs of these steps are
hardwired, we can remove k;.
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2. We now hardwire step 1 into the program using the techniques from the previous section. To
hardwire step 1, we will need to hardwire both the input at step 1, which includes ciphertexts

(0)

of z; (0)

and st}

Ciphertexts

(0)

, and the output at step 1, which includes a ciphertext of sty.

Legend

Hardwired
into the &
Program

/ )
Keys Used During Each Step of the Program
Step 1 Step 3 Step 5
Step 2 Step 4
/

3. Since step 1 is hardwired, it no longer needs to know k;. But since step 1 was the only step
which used k1, we can use standard techniques to remove ki from the obfuscated program.

This allows us to swap the SKE ciphertexts of 3:50) and stgo) for ciphertexts of x;

respectively.

Ciphertexts

(1) (1)

and st;

Legend

Hardwired
into the &
Program

( Keys Used During Each Step of the Program )
Step 1 Step 3 Step 5
Gl ﬁJL g i -
Step 2 Step 4
/
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4. We now hardwire step 2 into the program. To hardwire step 2, we will need to hardwire both

(0)
2

(0)

and st 7,

the input at step 2, which includes ciphertexts of x

(0)
3 .

which includes a ciphertext of st

Ciphertexts

Hardwired
into the
Program

and the output at step 2,

Legend

A1

[ Keys Used During Each Step of the Program )
Step 1 Step 3 Step 5 m
C BE i -
Step 2 Step 4
\- /

Since steps 1 and 2 are hardwired, these steps no longer need to know ko.
steps were the only steps which used ko, we can use standard techniques to re

the obfuscated program. This allows us to swap the SKE ciphertexts of x

(1)
2

(0)
2
(1)

and sty ’ respectively.

ciphertexts of x

Ciphertexts

Lege

Hardwired

into the
Program

But since these

move ko from

(0)

and sty for

nd

A1

Step 1
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6. We now un-hardwire step 1 using the techniques from the previous section. This works since
the hardwired input at step 1 corresponds to the hardwired output at step 1.

Ciphertexts

) (@) N
! : h Legend
1 0 0
Lxl( ) { (0) l g ) T
Hardwired
f'\ f'\ Q into the &
(1) (0) (0) (0) Program
|5t 2rtse t3 Jr{sty t soe st

[ Keys Used During Each Step of the Program )
Step 1 Step 3 Step 5 m
GlE JH( i -
Step2 Step 4
/

7. Next, we hardwire step 3 into the program. To hardwire step 3, we will need to hardwire

both the input at step 3, which includes ciphertexts of xé ) and st(o)

(0)

3, which includes a ciphertext of st; .

and the output at step

Ciphertexts

Legend

Hardwired
into the ﬁ
Program
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8. Since steps 2 and 3 are hardwired, these steps no longer need to know k3. But since these

steps were the only steps which used k3, we can use standard techniques to remove k3 from
the obfuscated program. This allows us to swap the SKE ciphertexts of xgo) and stéo) for

ciphertexts of xgl) and stgl) respectively.

Ciphertexts

Legend

Hardwired
into the @
Program

9. We now un-hardwire step 2. This works since the hardwired input at step 2 corresponds to
the hardwired output at step 2.

Ciphertexts

Legend

Hardwired
into the ﬁ
Program
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10. We continue in a similar manner for the remaining steps i € [n]. On each iteration i, we
hardwire step ¢ into the program, exchange the i*” ciphertexts, and then un-hardwire step
1 — 1 from the program. After iteration ¢ = n, we have swapped every ciphertext of 20 to
a ciphertext of (). We are now in a hybrid where we encrypt stream z(!) for i < n and
have step n hardwired into the program with input corresponding to 1) and output state
corresponding to z(©).

Ciphertexts

Legend

Hardwired
into the @
Program

Step 1 Step 3 Step 5

G IC & I -

Step 2 Step 4

-

All that remains is to un-hardwire step n. Unfortunately, we are unable to do this as we can
only un-hardwire steps where the inputs and outputs match. However, the input at step n
corresponds to stream () and the output at step n corresponds to the final output state
stgoll of the original stream z(®). Furthermore, we cannot swap the state ciphertext for step
n + 1 since this would require hardwiring step n + 1 (which depends on key k1), which we
cannot do since we only have stream inputs up to step n.

We deal with this problem in two separate ways depending on whether we are using Pre-One-sFE
as a standalone construction or as a component in the combined construction of One-sFE.

e Using Pre-One-sFE as a standalone scheme.
When using Pre-One-sFE as a standalone scheme, we are only able to prove security for
function class F,. If f € F|, we can add an additional dummy value of L to the end
of both challenge streams which ensures that the final output state of both streams will
be L. Then, we can un-hardwire the last step since the inputs and outputs will match.
We will then be left with the original security game, but where we now encrypt stream
(),

e Using Pre-One-sFE as a component of One-sFE.
If t* is the length of the challenge stream before the first function query, then at index t*,
rather than swapping the stream values to those of the other stream, we instead replace
them with (L, L). This allows us to use Post-One-sFE to deal with the problematic
final state at index t* + 1 since setting the midway values to (L, L) breaks the chain
of dependencies between ciphertexts given before the function query (those at indices
i < t*) and ciphertexts given after the function query (those at indices i > t* + 1).
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However, we can no longer remove the hardwiring at step t* since computing on (L, 1)
would result in an incorrect computation. Therefore, in our actual security proof, rather
than moving from an encryption of stream z© to an encryption of stream x(l), we
instead move from an encryption of stream z(®) for a random bit b to a hybrid which
is independent of b. For indices ¢ < t*, this hybrid corresponds to a non-standard
encryption of stream z(°) which maintains the hardwiring of step t* and uses (L, 1) for
its stream values at index t*.
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3 Preliminaries

Throughout, we will use A to denote the security parameter.
Notation.

e We say that a function f()) is negligible in X\ if f(A) = A~“(), and we denote it by f()\) =
negl(\).

e We say that a function g()\) is polynomial in A if g(A) = p(\) for some fixed polynomial p,
and we denote it by g(A) = poly(}).

e For n € N, we use [n] to denote {1,...,n}.

e If R is a random variable, then r < R denotes sampling r from R. If T is a set, then ¢ < T
denotes sampling ¢ uniformly at random from 7.

Definition 3.1 (Statistical Distance). Let D1 and Ds be two distributions with support in X. The
statistical distance between D1 and Doy is

1
A(D1,Dy) = 5 3 ’PI[D1 — 2] — Pr[Ds = 2]
zeX

Notation. Let A and B be two random variables with support in X. We use A(A, B) to denote
the statistical distance A(P4, Pg) between the underlying distributions of the random variables.

We use the standard definitions of PRGs, PRFs, and symmetric key encryption (SKE) with pseudo-
random ciphertexts. We formally define these notions in Appendix B.1.

3.1 Indistinguishability Obfuscation

The recent work of [JLS22] shows how to construct iO for P/Poly from well-established computa-
tional assumptions (see Theorem 1.2).

Definition 3.2 (Indistinguishability Obfuscation (iQ) for Circuits [JLS21]). A uniform PPT al-
gorithm 1O is an indistinguishability obfuscator for polynomial-sized circuits if the following holds:

e Completeness: For every A € N, every circuit C' with input length n, and every input
xz €{0,1}",
Pr[C’(z) = C(z) : C' + i0(1*,C)] =1

e Indistinguishability: For every two ensembles {Cy},{C1 2} of polynomial-sized circuits
that have the same size, input length, and output length, and are functionally equivalent, that
is, YA € N, Co(z) = Cyx(x) for every input x, then for all polynomial-time, non-uniform
adversaries A, there exists a negligible function i, such that for all X,

Pr[A(1%,i0(1%, Cy\))] = 1 — Pr[A(1%,i0(1Y, C1.))] = 1] < p(N)
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3.2 Puncturable Pseudorandom Function

A puncturable pseudorandom function (PPRF), first termed by Sahai and Waters [SW14], is a
PRF augmented with additional algorithms that allow the user to puncture the key at a point of
their choice. The punctured key can be used to correctly evaluate the PRF on all points not equal
to the punctured point. Additionally, pseudorandomness holds at the punctured point even if the
punctured key is given out.

As shown in [SW14,BW13, BGI14, KPTZ13], the GGM tree-based construction of PRFs from
OWFs [GGMS86] can be readily modified to build a PPRF. Thus, we can build PPRFs from any
OWF.

Definition 3.3 (Puncturable Pseudorandom Function (PPRF)). A puncturable pseudorandom
function family with key space I = {Kx n.m} \n,men 15 a tuple of PPT algorithms PPRF = (PPRF .Setup,
PPRF.Eval, PPRF.Punc, PPRF.EvalPunc) where

e PPRF.Setup(1*,1™,1™) is a randomized algorithm that takes as input the security parameter
A, an input length n, and an output length m, and outputs a key K € K pm-

e PPRF.Eval(K, ) is a deterministic algorithm that takes as input a key K € Ky, m and an
input x € {0,1}", and outputs a value y € {0,1}™.

e PPRF.Punc(K,z*) is a randomized algorithm that takes as input a key K € Ky m and an
input x* € {0,1}", and outputs a punctured key K[x*].

e PPRF.EvalPunc(K[z*],z) is a deterministic algorithm that takes as input a punctured key
K[z*] and an input x € {0,1}", and outputs either a value y € {0,1}™ or L.

We require the scheme to satisfy correctness under puncturing, and selective pseudorandomness at
punctured points as defined below.

Remark 3.4. For convenience, we will sometimes combine PPRF.Eval and PPRF.EvalPunc into
one algorithm. This can be done by having the combined algorithm run PPRF.Eval if it receives
a regular key K and run PPRF.EvalPunc if it receives a punctured key K[z*] since the two types
of keys are easily distinguishable in the construction from [SW14]. When using the combined
algorithm, we will overload notation and refer to it simply by PPRF.Eval.

Definition 3.5 (Correctness under Puncturing). For all A,n,m € N and all z* € {0,1}", if
K < PPRF.Setup(1*,17,1™) and K[z*] +- PPRF.Punc(K,x*), then

PPRF.Eval(K,z) ifz # 2"

PPRF.EvalPunc(K[z*],z) =
L else

Definition 3.6 (Selective Pseudorandomness at Punctured Points). There exists a negligible func-
tion p such that for all A € N and all PPT adversaries A,

Pr[Expth7RF(1%,0) = 1] — Pr[Expt?7RF(14,1) = 1]| < (M)

where for each b € {0,1} and A € N, we define
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Expt™ RF (12, b)

1. Parameters: A takes as input 1, and outputs an input size 1™, an output size 1™, and
a message x* € {0,1}".

2. Compute Values:
(a) K + PPRF.Setup(1*,17,1™).
(b) Klz*| + PPRF.Punc(K,z*).
(¢c) If b =0, send (y, K[z*]) to A where y = PPRF.Eval(K, z*).
(d) If b=1, send (r, K[z*]) to A where r < {0,1}"™.

3. Exzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

3.3 Iterators

The following background is taken from Koppula et al. [KLW15] who construct iterators from
iO for P/Poly and OWFs.!® Informally speaking, a cryptographic iterator consists of a small
state that is updated in an iterative fashion as messages are received. An update to incorporate
a new message given the current state is performed with the help of some public parameters.
Since states will remain relatively small regardless of the number of messages that have been
iteratively incorporated, there will in general be many sequences of messages that lead to the
same state. However, its security properties require that the normal public parameters should be
computationally indistinguishable from specially constructed “enforcing” parameters which ensure
that a particular single state can only be obtained as the outcome of an update to precisely one
other state-message pair. Note that this enforcement is a very localized property to a specific state,
and hence can be achieved information-theoretically when we fix ahead of time where exactly this
enforcement is desired.

Definition 3.7 (Iterator [KLW15]). A cryptographic iterator with state size s(-) is a tuple of PPT
algorithms Itr = (Itr.Setup, Itr.SetupEnforce, Itr.Iterate) where

° Itr.Setup(l)‘, 1™, B) is a randomized algorithm that takes as input the security parameter X, a
message size n, and a bound B (in binary) of the number of iterations, and outputs public
parameters pp and an initial iterator state itry € {0, 1}5(’\’"’1%(3)).

e Itr.SetupEnforce(1*,1", B, {mi}icpw) is a randomized algorithm that takes as input the security
parameter A\, a message size n, a bound B (in binary) of the number of iterations, and
messages {mi}ie[k] where k < B and each m; € {0,1}". It outputs public parameters pp and

an initial iterator state itrg € {0, 1}3(A\mloe(B)),

e ltr.lterate(pp, itrin, m) is a deterministic algorithm that takes as input public parameters pp,
an iterator state itry, € {0,1}5Am1g(B)) - and o message m € {0,1}", and outputs an iterator
state itroye € {0, 1}5Am1oa(B)),

Security requires that the iterator satisfies indistinguishability of setup and the enforcing property
defined below.

10The construction of [KLW15] additionally uses puncturable PRFs and a CPA secure PKE, which can be constructed
from O for P/Poly and OWFs.
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Definition 3.8 (Indistinguishability of Setup). There exists a negligible function p such that for
all A\ € N and all PPT adversaries A,

Pr[Expt'y P (1}, 0) = 1] — Pr[Expt'{>"P(1},1) = 1]| < u(N)

where for each b € {0,1} and A € N, we define

EXptir_SetuP (1>\7 b)

1. Parameters: A takes as input 1 and outputs a message size 1™, a bound B € @(2)‘),
and messages {m;};c(y) for some k < B and where each m; € {0,1}".

2. Compute Values:
(a) (pp,itrg) < Itr.Setup(1*,17, B).
(b) (pp’,itry) < ltr.SetupEnforce(1*,1%, B, {miticm)-
(c) If b= 0, send (pp,itrg) to A.
(d) If b =1, send (pp/,itr}) to A.

3. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Definition 3.9 (Enforcing). Let \,n € N, B € ©(2"), k < B, and {mi}ici) where each m; €
{0,1}™. Define

e (pp, itrg) < ltr.SetupEnforce(1*, 1", B, {miticw)-
o Fori € [k], itr; = Itr.lterate(pp, itri—1,m;).
Then, ltr is enforcing if for all (itr',m’) € {0,1}5*m1oe(B)) » (0 1},
itr, = Itr.Iterate(pp, itr',m') = (itr',m’) = (itry_1,my)

Note that this is an information-theoretic property.

3.4 Splittable Signatures

The following background is taken from Koppula et al. [KLW15] who construct splittable signatures
from i© for P/Poly and injective PRGs.!! A splittable signature scheme is essentially a normal
signature scheme augmented by some additional algorithms that produce alternative signing and
verification keys with differing capabilities. More precisely, there are “all-but-one” signing and
verification keys which work correctly for all messages except for a specific one, as well as “one”
signing and verification keys which work only for a particular message. Additionally, there are
“reject” verification keys which always reject signatures.

Definition 3.10 (Splittable Signature (SSig) [KLW15]). A splittable signature scheme with signa-
ture size s(-) is a tuple of PPT algorithms SSig = (SSig.Setup, SSig.Sign, SSig.Verify, SSig.Split, SSig.SignAbo)
where

""The construction of [KLW15] additionally uses a puncturable PRF which can be constructed from OWFs (which
are implied by PRGs).
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e SSig.Setup(1*,17) is a randomized algorithm that takes as input the security parameter \
and a message size n, and outputs a signing key sgk, a verification key vk, and a rejecting
verification key vKrej.

e SSig.Sign(sgk,m) is a deterministic algorithm that takes as input a signing key sgk and a
message m € {0,1}" and outputs a signature o € {0,1}3*™),

e SSig.Verify(vk,m, o) is a deterministic algorithm that takes as input a verification key vk, a
message m € {0,1}", and a signature o € {0,1}A) | and outputs a bit b € {0,1}.

e SSig.Split(sgk, m*) is a randomized algoirithm that takes as input a signing key sgk and a
message m* € {0,1}", and outputs a signature oone = SSig.Sign(sgk, m*), a one-message
verification key vkone, an all-but-one signing key sgk,no, and an all-but-one verification key
Vkabo~

e SSig.SignAbo(sgk,,, m) is a deterministic algorithm that takes as input an all-but-one signing
key sgkao and a message m € {0,1}", and outputs a signature o € {0,1}*3n),

SSig must satisfy correctness and security as defined below.

Remark 3.11. For convenience, we will sometimes combine SSig.Sign and SSig.SignAbo into one
algorithm. This can be done by having the combined algorithm run SSig.Sign if it receives a regular
signing key sgk and run SSig.SignAbo if it receives an all-but-one signing key sgk,,, since the two
types of signing keys are easily distinguishable in the construction from [KLW15]. When using the
combined algorithm, we will overload notation and refer to it simply by SSig.Sign.

Correctness. For any \,n € N, let message m* € {0,1}", (sgk, vk, vkej) < SSig.Setup(1*,1%),
and (0one, VKone, S8€Kapo, VKabo) < SSig.Split(sgk,m*). Then, we require the following correctness
properties:

1. Regular Correctness: Vm € {0,1}", SSig.Verify(vk, m, SSig.Sign(sgk,m)) = 1.
2. Correctness of Split Keys on Appropriate Values:

(
(

a) oone = SSig.Sign(sgk, m*).
b) Vm # m* € {0,1}", SSig.SignAbo(sgk,,,,m) = SSig.Sign(sgk, m).
(c) Yo € {0,1}M™) | SSig Verify(vkone, m*, o) = SSig.Verify(vk, m*, o).
(d) Ym #m* € {0,1}",0 € {0,1}**) SSig.Verify(vkapo, m, o) = SSig.Verify(vk, m, o).
3. Restrictions on Split Keys:
(a) Ym #m* € {0,1}", 0 € {0,1}**™) | SSig Verify(vkone, m, ) = 0.
(b) Vo € {0,1}5N") - SSig Verify(vkapo, m*, o) = 0.

4. vkej Always Rejects: Vm € {0,1}", 0 € {0,1}*A™) | SSig.Verify (vkyej, m, o) = 0.
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Security. SSig must satisfy vk, indistinguishability, vkene indistintinguishability, vk,pe indistin-
guishability, and splitting indistinguishability as defined below:

Definition 3.12 (vk.j Indistinguishability). There exists a negligible function p such that for all
A € N and all PPT adversaries A,

Pr[Exptoy &R (14,0) = 1] — Pr[Exptyy 8 FH (14, 1) = 1]| < p(N)

where for each b € {0,1} and A\ € N, we define

1. Parameters: A takes as input 1* and outputs a message size 1".
2. Compute Values:

(a) (sgk, vk, vk.ej) < SSig.Setup(1*,1™).
(b) If b =0, send vk to A.
(¢) If b =1, send vkej to A.

3. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Definition 3.13 (vkone Indistinguishability). There exists a negligible function p such that for all
A €N and all PPT adversaries A,

Pr[Expt>y € ONE(120) = 1] — Pr[Expt>y 8 ONE(1Y, 1) = 1]| < u())

where for each b € {0,1} and A\ € N, we define

1. Parameters: A takes as input 1* and outputs a message size 1™ and a message m* €
{0,1}".
2. Compute Values:
(a) (sgk, vk, vkre) < SSig.Setup(1*, 17).
(b) (Tones VKones S8Kabos SEKone) < SSig.Split(sgk, m™*).
(c) If b =0, send (oone, Vk) to A.
(d) If b =1, send (0one, VKone) to A.

3. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Definition 3.14 (vkapo Indistinguishability). There exists a negligible function p such that for all
A € N and all PPT adversaries A,

PI‘[E ptSS|g /-\BO(l)\ 0) _ ] PI“[E ptSS|g ABO(l)\ 1) — 1] < M()‘)

where for each b € {0,1} and A € N, we define
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Expti‘Sig-ABO(l)\7 b)

1. Parameters: A takes as input 1* and outputs a message size 1™ and a message m* €
{0,1}"™.
2. Send Values:
(a) (sgk,Vvk, vk.ej) < SSig.Setup(1*,17).
(b) (Uone; Vkoneu Sgkabm Sgkone) A SSIgSpht(Sgk, m*>
(c) If b =0, send (sgkapo, Vk) to A.
(d) If b =1, send (sgkapo, VKabo) to A.

3. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Definition 3.15 (Splitting Indistinguishability). There exists a negligible function pu such that for
all A\ € N and all PPT adversaries A,

SSig-Split

Pr[Expt’; (1*,0) = 1] — Pr[Expty &P (12 1) = 1]| < u(N)

where for each b € {0,1} and A\ € N, we define

EXptiSig—sp“t(l)\’ b)

1. Parameters: A takes as input 1* and outputs a message size 1™ and a message m* €

{0,1}".
2. Compute Values:

(a) (sgk, vk, vkrej) < SSig.Setup(1*, 17).

(b) (Gones VKones SE€Kabo, SEKone) <— SSig.Split(sgk, m™).
(c) (sgk’,vK',vki) < SSig.Setup(1*,1™).

(d) (0} 0, VK pes SEK,bos SEKbne ) < SSig.Split(sgk’, m*).
(e) If b =0, send (0one, VKones S8Kabo, VKabo) t0 A.

(f) If b =1, send (0}, VK. pes SEKabos VKabo) 0 A.

3. Exzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

3.5 Functional Encryption

Here we give some fundamental definitions for functional encryption (FE) schemes. First, we define
a class of functions parameterized by function size, input length, and output length.

Definition 3.16 (Function Class). The function class F[lr,{x,{y] is the set of all functions f
that have a description f € {0,1}¢7, take inputs in {0,1}°*, and output values in {0,1}%.
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3.5.1 Public-Key Functional Encryption

Definition 3.17 (Public-Key Functional Encryption). A public-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, Enc, KeyGen, Dec) defined as follows:*?

o Setup(1*, 147, 1% 1%): takes as input the security parameter X, a function size {x, an input
size Ly, and an output size {y, and outputs the master public key mpk and the master secret
key msk.

e Enc(mpk,z): takes as input the master public key mpk and a message x € {0,1}*%, and
outputs an encryption ct of x.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr, Ly, ly],
and outputs a function key sky.

o Dec(sky,ct): takes as input a function key sky and a ciphertext ct, and outputs a value
y € {0,1}%.

FE satisfies correctness if for all polynomials p, there exists a negligible function u such that for
all N €N, all Lz, Ly, ly < p(N\), all z € {0,1}*, and all f € FllF, Ly, ly],

(mpk, msk) < Setup(1*, 167, 1¢x 1)
Pr | Dec(sky, cty) = f(x) : ct, < Enc(mpk, z) >1—pu(N).
sk < KeyGen(msk, f)

We now define adaptive security.

Definition 3.18 (Adaptive Security for Public-Key FE). A public-key functional encryption scheme
FE for P/Poly is adaptively secure if there exists a negligible function u such that for all X € N and
every PPT adversary A,

Pr[ExptZE_Adaptive(lk, 0)=1]— Pr[ExptiE'Adaptive(l’\, 1) =1]| < p(N)

where for each b € {0,1} and A € N, we define

EXptZE—Adaptive ( 1,\7 b)

1. Parameters: A takes as input 1*, and outputs a function size 1'%, an input size 1¢x
and an output size 1.

2. Setup: Compute (mpk, msk) < FE.Setup(1*, 167, 1¢x 1%),
3. Public Key: Send mpk to A.

4. Function Queries Phase 1: The following can be repeated any polynomial number of
times:

(a) A outputs a function query f € Flr, Ly, ly]
(b) sky < FE.KeyGen(msk, f)
(¢) Send sky to A

5. Challenge Message Query:

12We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*, 17,1 1°¥ as input, but omit them
from our notation for convenience.
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(a) A outputs a challenge message pair (xo,r1) where zg,z1 € {0, 1}%.
(b) ct < FE.Enc(mpk, zp)
(c) Send ct to A.

6. Function Queries Phase 2: This is identical to Function Queries Phase 1.
7. Experiment OQutcome: A outputs a bit b which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point f(xg) # f(x1) for some message query (xg,x1) and function
query f submitted by the adversary.

Definition 3.19 (Other Public-Key FE Security Definitions). There are many variations of the
security definition. We list a few below:

o Semi-Adaptive Security: The adversary is required to make the message query before the
function queries. This is identical to adaptive security, except that we remove Function
Queries Phase 1 from the security game.

e Function-Selective Semi-Adaptive Security: The adversary is required to make all func-
tion queries before the message query. This is identical to adaptive security, except that we
remove Function Queries Phase 2 from the security game.

e Selective Security: The adversary is required to make the message query at the beginning
of the experiment before receiving the master public key. This is similar to adaptive security,
except that in the security game, we move the Challenge Message Query step so that it now
lies between the Setup step and the Public Key step. Note that the two function query phases
are now adjacent and can thus be merged into one step.

e Function-Selective Security: The adversary is required to make the function queries at the
beginning of the experiment before receiving the master public key. This is similar to adaptive
security, except that in the security game, we mowve the two function query steps so that they
now lie between the Setup step and the Public Key step. Note that the two function query
phases are now adjacent and can thus be merged into one step.

3.5.2 Secret-Key Functional Encryption
We can also define FE in the secret-key setting.

Definition 3.20 (Secret-Key Functional Encryption). Secret-key FE is the same as public-key FE
except that Setup only outputs a master secret key and Enc requires the master secret key instead
of the (non-existent) master public key. We formally define this in Appendiz B.2.

Remark 3.21. We can analogously define our public-key definitions of security in the secret-
key setting. The only difference is that we do not give the (non-existent) master public key to
the adversary and will therefore allow the adversary to submit multiple challenge message pairs.
Note that in the secret-key setting, semi-adaptive security is equivalent to selective security, and
function-selective semi-adaptive security is equivalent to function-selective security. We formally
define these security definitions in Appendix B.2.

In the secret-key setting, we can also achieve function privacy. We define it now in the selective
security setting.
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Definition 3.22 (Function-Private-Selective-Security). A secret-key functional encryption scheme
FE for P/Poly is function-private-selective-secure if there exists a negligible function pu such that for
all A € N and every PPT adversary A,

Pr[SKExptiE‘F“”C'P”"'Se'(1’\, 0) — 1] o PI‘[SKEXpt;E-FunC_PHV-Sel(1)‘, 1) — 1] < N()\)

where for each b € {0,1} and A € N, we define

SK EXptE‘E—Func—Priv-Sel (1/\7 b)

1. Parameters: A takes as input 1, and outputs a function size 1#, an input size 1“,
and an output size 1%V,

2. Setup: msk < FE.Setup(1*, 17, 1tx 1%),
3. Challenge Message Queries:

(a) A outputs challenge message pairs {(wo,i, 1) }ieir) for some T chosen by the ad-
versary where xo;, x1,; € {0,1}¢% for all i € [T).

(b) For i € [T], compute ct; < FE.Enc(msk, zp ;) and send ct; to A.
4. Function Queries: The following can be repeated any polynomial number of times:

(a) A outputs a function query pair (fo, f1) where fo, fi € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f3)
(¢) Send sky to A

5. Experiment Outcome: A outputs a bit b/ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point fo(xo) # fi(x1) for some message query (xo,x1) and function
query (fo, f1) submitted by the adversary.

3.5.3 Single-Key, Single-Ciphertext Security

Definition 3.23 (Single-Key, Single-Ciphertext Security). We can add the modifier “single-key.
single-ciphertext” to any of our security definitions. This is a weakening of the security definition
where we only require security against an adversary who is restricted to making only one function
query and submitting only one challenge message pair in the relevant security game.

3.5.4 Strong-Compactness

Additionally, we might also want our FE scheme to be strongly-compact.'® Intuitively, this means
that the sizes and running times of the setup and encryption algorithms are independent of the
sizes of the circuits for which function keys are produced.

Definition 3.24 (Strong-Compactness). An FE scheme FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec)
for P/Poly is said to be strongly-compact if there exist PPT algorithms FE.Setup®, FE.Enc* such

13We call it strong-compactness since the usual notion of compactness found in the literature only requires the
encryption algorithm to not grow with the function size.
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that for all polynomials p, for all large enough A\, lx, we have that for all {x,ly < p(A+ Lx), the
following holds:

o FE.Setup(1*, 1¢7, 1% 1%) is identically distributed to FE.Setup*(1*, 1¢%)

e For all mpk < FE.Setup(1*,1¢7, 1% | 1%) and all = € {0,1}%*,
FE.Enc(1*, 167 1% 1% mpk, x) is identically distributed to FE.Enc* (1}, 1%, mpk, z)

We will often abuse notation and write FE.Setup to mean FE.Setup® and write FE.Enc to mean
FE.Enc*.

3.6 Streaming Functional Encryption

Guan, Korb, and Sahai [GKS23| define streaming functional encryption (sFE) as functional cn-
cryption (FE) for a class of streaming functions.

3.6.1 Streaming Functions

Definition 3.25 (Streaming Function [GKS23]). A streaming function with state space S, input
space X, output space ), and starting state!* sty € S is a function f: X xS — Y x S.

o The output of f on x = x1...x, € X" (denoted f(x)) is defined to be y = y1...yp, € Y"
where

Vi € [n], (yi,stiv1) = f(zi,st;)

Definition 3.26 (Streaming Function Class [GKS23]). The streaming function class F[lr,ls, Lx, Ly]
is the set of all streaming functions f that have a description f € {0,1}F, state space S = {0,1}s,
input space X = {0,1}¢x, output space Y = {0,1}¥, and starting state’® st; = L.

When constructing Pre-One-sFE, we will work with a specific streaming function class F .

Definition 3.27 (F)). F| is the set of all two-input functions in P/Poly such that if the first input
is L, the function always outputs L regardless of the second input, i.e.

F1 = {two-input f € P/Poly : Vs, f(L,s) = L}.
If f is a streaming function, then f € F| means that f(L,st) = (L, L) for any state st.

Remark 3.28. Note that constructing a sFE scheme for the restricted function class 7| does not
hinder the usability of the scheme since every one-input function can be interpreted as a two-input
function, and for every two-input function f € P/Poly, we can construct a function f’ € P/Poly
f(z,s) if z = 1||z for some x

with essentially the same functionality by defining f'(z,s) = {J_ |
else

Y1f not specified, we assume st; to be L (or the all-zero string) by default.
157 [lr,Ls,lx, y] requires st; = L. However, all of our results still hold even if we expand our function class to
include functions with arbitrary starting states as we can simply include the starting state in the function description.
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3.6.2 Public Key Streaming Function Encryption

Following the syntax of standard FE, we define public key sFE as follows.

Definition 3.29 (Public-Key Streaming FE [GKS23]). A public-key streaming functional encryp-
tion scheme for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec)
defined as follows:'6

Setup(1*, 147, 1% 1%x 1) takes as input the security parameter \, a function size Lr, a
state size Ls, an input size Lx, and an output size {y, and outputs the master public key mpk
and the master secret key msk.

EncSetup(mpk): takes as input the master public key mpk and oulputs an encryption state
Enc.st.

Enc(mpk, Enc.st, i, z;): takes as input the master public key mpk, an encryption state Enc.st,
an index i, and a message x; € {0, I}EX and outputs an encryption ct; of x;.

KeyGen(msk, f): takes as input the master secret key msk, and a function f € Fllr,ls,lx,{y]
and outputs a function key sky.

Dec(sky, Dec.st;, i, ct;): where for each function key sky, Dec(sky, -, -, ) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st; 1 and an output y; € {0,1}>.

sFE must be streaming efficient, meaning that the size and runtime of all algorithms of sFE
on security parameter X\, function size {r, state size Ls, input size Ly, and output size {y are

pOIy()\a K]:a 637 EXv zy)

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N\ €N, all bF,ls,Lx,ly < p(\), alln € [2Y], all x = 21 ... 2, where each x; € {0,1}*, and all
feFllr ls,lx,ly],

- (mpk, msk) < Setup(1*, 167, 16s 1fx 1%),
Pr | Dec(sky, cty) = f(x) : ct; + Enc(mpk, ) >1—p(N)
sky < KeyGen(msk, Dec.sty, f)

where we define'”

Enc(mpk, z) outputs ct, = (cti)iem) produced by sampling Enc.st <— EncSetup(mpk) and then

computing ct; < Enc(mpk, Enc.st, i, x;) fori € [n].

Dec(sky, cty) outputs y = (yi)icpn where (yi, Dec.sty1) = Dec(sky, Dec.st;, i, ct;) for i € [n].

We now define adaptive security. Our definition of security is adaptive in a very strong sense,
in that the adversary can not only adaptively pick each of the next values of its challenge streams
based on the ciphertexts and function keys already received, but can also interweave function
queries between the message queries.

16We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*,1°7 1% 1¢% 1% as input,
but omit them from our notation for convenience.
17 As with all streaming functions, we assume that Dec.st; = L if not otherwise specified.
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Definition 3.30 (Adaptive Security for Public-Key sFE). A public-key streaming FE scheme sFE
for P/Poly is adaptively secure if there exists a negligible function u such that for all X € N and all
PPT adversaries A,

Pr[Expt’; - 9P™e (12 0) = 1] — Pr[Expt’y = 9P (14 1) = 1]| < p())

where for each b € {0,1} and A € N, we define

EXptiE_Adaptive(l)‘, b)

1. Parameters: A takes as input 1*, and outputs a function size 167 , a state size 155, an
nput size 1% and an output size 1%,

2. Setup: Compute (mpk, msk) <— sFE.Setup(1*, 167, 1%s 1fx 1),
3. Public Key: Send mpk to A.

4. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query:
i. A outputs a streaming function query f € Fllr,ls,lx,ly].
ii. sky < sFE.KeyGen(msk, f).
iii. Send sky to A.
(b) Challenge Message Query:

i. If this is the first challenge message query, sample Enc.st < sFE.EncSetup(mpk)
and initialize the index i = 1. Else, increment the index i by 1.

it. A outputs a challenge message pair ($§0)7$§1)) where xgo)’ngl) € {0,1}¢x.
(b))

i

iti. ct; < sFE.Enc(mpk, Enc.st, i,z
w. Send ct; to A.

5. Experiment Outcome: A outputs a bit b/ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields different
outputs on the challenge message streams submitted so far (i.e. if f(z(0) # f(zM) for some

(

function query f submitted by the adversary where {(xz(o),xi
(0) .x§°> (1) (1)).

submitted so far, (0 = .. ,and z(M) = Ty ...xy

1))}ie[t] are the message queries

Definition 3.31 (Other Public-Key sFE Security Definitions). There are many variations of the
security definition. We list a few below:

o Semi-Adaptive Security: The adversary is required to make all message queries before
any function queries. This is identical to adaptive security, except that we do not allow the
adversary to make a Challenge Message Query after it has made a Function Query.

e Function-Selective Semi-Adaptive Security: The adversary is required to make all func-
tion queries before any message queries. This is identical to adaptive security, except that we
do not allow the adversary to make a Function Query after it has made a Challenge Message

Query.
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o Selective Security: The adversary is required to make the message query at the beginning
of the experiment before receiving the master public key. This is similar to adaptive security,
except that we allow the adversary to take a polynomial number of Challenge Message Query
steps in between the Setup step and the Public Key step, but do not allow the adversary to
take any Challenge Message Query steps afer the Public Key step.

e Function-Selective Security: The adversary is required to make the function queries at the
beginning of the experiment before receiving the master public key. This is similar to adaptive
security, except that we allow the adversary to take a polynomial number of Function Query
steps in between the Setup step and the Public Key step, but do not allow the adversary to
take any Function Query steps afer the Public Key step.

3.6.3 Secret-Key Streaming Functional Encryption

We can also define sFE in the secret-key setting.

Definition 3.32 (Secret-Key Streaming Functional Encryption). Secret-key sFE is the same as
public-key sFE except that Setup only outputs a master secret key and EncSetup and Enc require
the master secret key instead of the (non-existent) master public key. We formally define this in
Appendiz B.3.

Remark 3.33. We can analogously define our public-key definitions of security in the secret-key
setting. The only difference is that we do not give the (non-existent) master public key to the
adversary and will therefore allow the adversary to submit multiple pairs of challenge streams.
Note that in the secret-key setting, semi-adaptive security is equivalent to selective security, and
function-selective semi-adaptive security is equivalent to function-selective security. We formally
define these security definitions in Appendix B.3.

3.6.4 Single-Key, Single-Ciphertext Security

Definition 3.34 (Single-Key, Single-Ciphertext Security). We can add the modifier “single-key.
single-ciphertext” to any of our security definitions. This is a weakening of the security definition
where we only require security against an adversary who is restricted to making only one function
query and submitting only one pair of challenge message streams (though each stream may still
consist of many elements) in the relevant security game.

3.6.5 Notational Variations

Remark 3.35 (Providing the starting state st; as input to KeyGen). When constructing our
intermediate sFE schemes, we will sometimes define the KeyGen algorithm so that it additionally
takes the starting state st; as input. This does not affect the scheme’s ability to be a standalone
sFE scheme since all functions f € F[lr,{s,x,ly] have starting state st; = L, so we can simply
define a new key generation algorithm with the proper amount of inputs by hardwiring st; = L
into the old KeyGen algorithm.

Remark 3.36 (Modeling sFE decryption as a streaming function.). We can easily change any sFE
scheme sFE’ into a new sFE scheme sFE* with the same security but whose decryption algorithm is
a streaming function in the standard format (i.e. takes only two inputs: a state and a value). This
is achieved by modifying the KeyGen and Dec algorithms as below so that the decryption state also
includes the function key for f and the index 1.
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Let sFE' = (sFE'.Enc, sFE’.EncSetup, sFE'.KeyGen, sFE'.Dec) be a sFE scheme. We define sFE
scheme sFE* = (sFE’.Enc, sFE’.EncSetup, sFE*.KeyGen, sFE*.Dec) where

e sFE*.KeyGen(msk, f)

1. sky < sFE'.KeyGen(msk, f).
2. Output Dec.st} = (sky, Dec.sty, 1).

e sFE*.Dec(Dec.st}, ct;)

1. Parse Dec.st} = (sky, Dec.st;, ).

2. (yi, Dec.stit1) = sFE".Dec(sky, Dec.st;, 7, ct;).
3. Dec.st], | = (sky,Dec.stiy1,i+ 1).

4. Output (y;, Dec.st}, ;).

Note that in this case, KeyGen simply outputs the first decryption state Dec.st]. It is easy to see
that sFE’ and sFE* have the same security.
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4 Pre-One-sFE

We first build a single-key, single-ciphertext, selectively secure sFE scheme which we call Pre-One-sFE.

Theorem 4.1. Assuming iO for P/Poly and injective PRGs, there exists a single-key, single-
ciphertext, selectively secure, secret-key sFE scheme for the function class F, = {two-input f €
P/Poly : Vs, f(L,s) = 1)}.

Please refer to the technical overview (Section 2) for a high level overview of our construction. To
prove Theorem 4.1, we build an sFE scheme from the following tools, which as we show below, can
each be instantiated using O for P/Poly and OWFs.

Tools.

e SKE = (SKE.Setup, SKE.Enc, SKE.Dec): A secure symmetric key encryption scheme.

e PPRF = (PPRF.Setup, PPRF.Eval, PPRF.Punc): A secure puncturable pseudorandom function
family.'®

Itr = (Itr.Setup, Itr.SetupEnforce, Itr.Iterate): A cryptographic iterator.

19

SSig = (SSig.Setup, SSig.Sign, SSig.Verify, SSig.Split): A secure splittable signature scheme.

e iO: An indistinguishability obfuscator for P/Poly.

Instantiation of the Tools. Let iO be an indistinguishability obfuscator for P/Poly, and let
PRG be an injective pseudorandom generator.

e We can build SKE and a one-way-function from PRGs using standard cryptographic techniques
(e.g. [Gol01,Gol09)).

e We can build PPRF from any one-way-function as shown in [SW14,BW13, BGI14, KPTZ13].

e We can build SSig and Itr from O and injective PRGs as shown in [KLW15].

4.1 Parameters

On security parameter A, function size Lr, state size Lg, input size Ly, and output size Ly, we
will instantiate our primitives with the following parameters:

e SKE: We instantiate SKE with message size Lskg.,, = max(Ls, Ly ). This means that we will
use the following setup algorithm: SKE.Setup(1*,1skem). When encrypting or decrypting
messages of size less than this, we assume that we pad the messages accordingly.

Observe that the algorithms and ciphertexts of SKE are of size poly(\, Ls, Lx).
e PPRF: We overload notation and instantiate PPRF in two different ways:

1. With input size A and output size A. This means that we will use the following setup
algorithm: PPRF.Setup(1*, 1%, 1%).

18 As per Remark 3.4, we have combined PPRF.Eval and PPRF.EvalPunc into one algorithm.
19As per Remark 3.11, we have combined SSig.Sign and SSig.SignAbo into one algorithm.
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2. With input size A and output size 2A. This means that we will use the following setup
algorithm: PPRF.Setup(1*,1*,12%).

Which instantiation we are using can be determined by context as we will always use output
length A\ with keys Kinp, K4, Kp and will always use output length 2\ with keys Kg.

Observe that the algorithms of both instantiations of PPRF are of size poly()).

Itr: We instantiate ltr with message size L. = A+ Lskg.ct and bound B = 2* where Lok ct
is the size of ciphertexts of SKE. This means that we will use the following setup algorithm:
ltr.Setup (17, 151rm 24,

By properties of the iterator, the iterator state itr does not grow in size as we iterate more
values into it. Thus, apart from Itr.SetupEnforce (which is used only in the security proof), the
algorithms of Itr also remain the same size regardless of how many values we have iterated.
Therefore, since Ly, = poly(A, Lske.ct) = poly(A, Ls, Ly), then every occurrence of an
algorithm of Itr in our construction is of size poly(\, Ls, Lx).

SSig: We instantiate SSig with message size Lssigm = A + Lskg.ct + Litr.itr Where Lskg.ct is
the size of ciphertexts of SKE and Itr.itr is the size of iterator states of Itr. This means that
we will use the following setup algorithm: SSig.Setup(1?, 17ssiem),

Therefore, since Lssig.m = poly(X, Lske ct, Litr.itr) = poly(A, Ls, Lx), then the algorithms and
signatures of SSig are of size poly(\, Ls, Lx).
iO: We instantiate O for the set of all circuits in P/Poly with
— circuit size Lpyog which is defined to be the maximum size of all programs which are
obfuscated in the construction and security proof;
- iDPUt size Lin = A+ 2LSKE.ct + 2LSSig,0' + thr‘itr;
— output size Loyt = Ly + Lske.ct + Lssig.o + Litr.itr;
where Lskg.c; is the size of ciphertexts of SKE, Lssig.s is the size of signatures of SSig, and

Liiritr i the size of iterator states of Itr. When signing or verifying messages of size less than
this, we assume that we pad the messages accordingly.

Observe that this means Lj, and Lo, are of size poly(A, Ls, Ly).

It is tedious, but straightforward to check that each of the programs that are obfuscated in
our construction and security proof are of size poly(\, Lr, Ls, Ly, Ly) and do not have size
dependent on the length of the stream. Therefore, the obfuscator :O and the obfuscated
program P will be of size poly(Lpog) = poly(A\, Lz, Ls, Lx, Ly).

Notation. For notational convenience, when the parameters are understood, we will often omit the
security, input size, output size, message size, or state size parameters from each of the algorithms
listed above.

Remark 4.2. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length A. If the original algorithm requires additional randomness, we
can replace it with a new algorithm that first expands the A\ bits of randomness using a PRG of
appropriate stretch and then runs the original algorithm. Note that this replacement does not
affect the security of the above schemes (as long as Lr, Ls, Ly, Ly are polynomial in \).
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4.2 Construction

We now construct Pre-One-sFE. Recall that for notational convenience, we may omit the security,
input size, output size, message size, function size, or state size parameters from our algorithms.
For information on these parameters, please see the parameter section above.

For later use, we have defined our KeyGen algorithm so that it additionally takes the starting
state sty as input. However, as per Remark 3.35, this does not affect the viability of Pre-One-sFE
as a standalone scheme. We now describe our construction.

e Pre-One-sFE.Setup(1*, 117, 155 11x 1Lv):

1. Kinp, K4, Kg < PPRF.Setup(1?).
* Throughout, for i € [2], we will define

Tinp,i = PPRF.Eval(Kjnp, )
(Sgkinp,iv Vkinp,i’ Vkinp,i,rej) = SSig.Setup(l)‘; Tinp,i)
ra; = PPRF.Eval(K4,1)
(sgkAJ-, VKA, VKA i rej) = SSig.Setup(l)‘; TA)
(TEJ', TEnc,i) = PPRF.EV3|(KE, Z)
kg;= SKE.Setup(l)‘; TE,i)

2. Output MSK = (Kinp, Ka, KE).
e Pre-One-sFE.EncSetup(MSK): Output Enc.st = L.
e Pre-One-sFE.Enc(MSK, Enc.st, 7, z;):

1. Parse MSK = (Kinp, K4, Kg).
2. Compute ctinp;:
(a) (TE,iTEnc,i) = PPRF.Eval(KE,1).
(b) kg; = SKE.Setup(1*; 7).
(¢) ctinp,i < SKE.Enc(kg i, z;).
3. Compute oip;:
(a) (58kinp.i> VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
(b) oinp,i < SSig.Sign(sgkinp.is Ctinp,i)-
4. Output CT; = (Ctinp,is Tinp,i)-

e Pre-One-sFE.KeyGen(MSK, f,st;):

1. Parse MSK = (Kinp, K4, Kg).
2. Compute ctg 1:
(a) (rE1,TEnc,1) = PPRF.Eval(KEg, 1).
(b) kg1 = SKE.Setup(1*;751).
(c) ctst,1 = SKE.Enc(kg,1,St1; TEnc,1)-
3. Setup iterator: (ppy,itrsto) < Itr.Setup(1?).

4. Compute o 1:
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(a) myp = (1,Ctst,1, itl’st70).
(b) (sgka1:vka1,vka 1 rej) = SSig.Setup(1*; PPRF.Eval(K 4,1)).
(c) ost,1 < SSig.Sign(sgk 4 1,m1).
5. Compute program: P < iO(Prog|f, Kinp, K4, KE,pps|) where Prog is defined in
Figure 2.

6. Output SKy = (P, Ctst,1, Ost,1, itrst0)-
o Pre-One-sFE.Dec(SKy, Dec.st;, i, CT;)
Parse SKf = <P7Ctst,17 Ost,1, itrsto) and CT; = (Ctinpﬂ', Uinp,z‘)-
If i > 1, parse Dec.st; = (ctst i, Osti, itrst,i—1)-
Compute (yia Ctstit1, Ost,i+1; it"st,z’) = ,P(lv Ctinp,i> Tinp,i> Clst,is Ost,i; itrst,z‘—l)‘

Set Dec.st;y1 = (Ctst,i41, Ost,i+1, itrst,i)-

A

Output (yi, Dec.stiy1).
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Program Prog[fu Kinpv KA; KE: ppst] (27 Ctinp,i: Jinp,ia Ctst,i7 Ost,is itrst,i—l)
1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinpirej) = SSig.Setup(1*; PPRF.Eval(Kinp, ©)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrse,i—1)-

iv. Verify state signature:
i (sgka i vkai, vkarej) = SSig.Setup(1*; PPRF.Eval(K 4,14)).
ii. If SSig.Verify(vka i, m;,os ) = 0, output L.

2. Computation Step:

i. Decrypt input and state:
i. (rg,i,7TEnc,i) = PPRF.Eval(Kg, ).
ii. kg = SKE.Setup(l)‘;TE,i).
ili. @; = SKE.Dec(kE 4, Ctinp,i)-
iv. st; = SKE.Dec(kg i, Ctst,q)-
ii. Compute output value and next state:
i (yi,stiv1) = f(xs,st;).
iii. Encrypt the new state:
i. (rEit+1,7Enci+1) = PPRF.Eval(Kg, i+ 1).
ii. kg1 = SKE.Setup(1*75,i41)-
iii. ctetir1 = SKE.Enc(KE, i1, Stit1; TEncit1)-
3. Authentication Step:
i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
. myp1 = (14 1, Cteg i1, itrses)-
iii. Sign the new state:
i (sgkait1,Vka,it1, VKA it1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,4 + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mi+1)-

4. Output (yi, Clst it 1, Ost it 1, itrst,z’)-

Figure 2: Def of Prog.

4.3 Correctness and Efficiency

Efficiency. Using our discussion above on parameters, it is easy to see that the size and runtime
of all algorithms of Pre-One-sFE on security parameter A\, function size L, state size Lg, input size
Ly, and output size Ly are poly(\, Lz, Ls, Ly, Ly).
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Correctness Intuition. Given an encryption of z;, an encryption of st;, and signatures for both
ciphertexts, then the obfuscated program P outputs y; along with a ciphertext and signature for
stiy1 where (y;,stiy1) = f(x,st;).

The decryptor obtains the obfuscated program P from SKy, and a ciphertext and signature for
each z; from CT;. To get started, the decryptor also obtains a ciphertext and signature for the first
state st; from SK;. Decryption works by iteratively running P on the ciphertexts and signatures
for x; and st; to get the output value y; along with the ciphertext and signature of the next state
st;+1, which is needed for the next decryption step.

Correctness. While we can only prove security for functions f € F|, we can prove correctness
for all functions f € P/Poly. Furthermore, correctness holds even if we allow the function f to have
an arbitrary starting state st; (as long as this state is provided as additional input to KeyGen as
described in the construction).

More formally, let p be any polynomial and consider any A € N and any Lr, Ls, Ly, Ly < p(}).
Let SK¢ be a function key for some function f € F[LF, Ls, Lx, Ly] with starting state?? st;, and
let {CT;}icp be a ciphertext for some & where # = ...z, for some n € [2*] and where each

z; € {0,1}Fx,
By correctness of SKE, SSig, and O, if

® (rg,i,TEnc,i) = PPRF.Eval(Kg, i) and kg,; = SKE.Setup(1>‘;7"E7Z-)7
(sgKinp.is VKinp,is VKinp,ire]) = SSig.Setup(1*; PPRF.Eval(K g, 1)),
(sgka i, VkAi, VKA i rej) = SSig.Setup(1*; PPRF.Eval(K 4,1));

o P =iO(Proglf, Kinp, Ka, K, ppst]);
e ctinp; is an SKE encryption of z; under key kg ;;
® Oinp, is a signature of ctj,p; signed using sgkinpﬂ-;
o cty; is an SKE encryption of st; under key kg ;;
® 0 is a signature of cty; signed using sgk A
® itrg ;1 is an iterator state associated with ppg;
then
P (i, Ctinp,i» Tinp,i» Clst i Tst;) = Prog[f, Kinp, Ka, KE, PPst] (%; Ctinp,i Tinp,is Clst,i» Ost; )
= (Yi, Ctst,it1, Ost,i+1, itrst i)
where
o (yi,stiy1) = f(xs,st;);
o cts ;41 is an SKE encryption of st;+; under key kg ;y1;
® O 41 1S a signature of cts ;41 signed using sgkAJ-H;

e itrg;; is an iterator state associated with ppg;.

20By definition, all functions f € F[Lz, Ls, Lx, Ly] have starting state st; = L. Here, we are using an expanded
definition of F[Lz, Ls, Lx, Ly] which allows f to have an arbitrary starting state st; € {0,1}%s.
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Observe that for i € [n],
CT; = (Ctinp,i» Tinp,i)
where ctjnp ; is an SKE encryption of x; under key kg ; and oinp ; is a signature of ctinp ; signed using
sgkinp,;- Additionally,
SKf = (Pv Ctst,1, Ost, 1, itrst,O)
where P = iO(Prog[f, Kinp, Ka, Kg, ppst)), ctst,1 is an SKE encryption of st; under key kg 1, 051

is a signature of cts 1 signed using sgk Al and itrs o is an iterator state associated with ppg;.
Therefore, for i =1,

Pre-One-sFE.Dec(SK, Dec.sty,1,CTy)
= P(L Clinp,1; Tinp,1, Clst, 1, Ost, 1, itrs'c,O)
= (Y1, Ctst,2, Ost 2, itrst 1)

= (y1, Dec.stp) for Dec.sty = (ctst 2, Ost 2, itrst 1)

where (y1,st2) = f(x1,st1), cter2 is an SKE encryption of sty under key kg 2, ost2 is a signature of
Ctst,2 signed using sgk4 o, and itrs 1 is an iterator state associated with pp;.

For ¢ > 1, if Dec.st; = (Ctst,i, Osti, itrst,i—1) Where cte; is an SKE encryption of st; under key
kg, ost; is a signature of cts; signed using sgkAﬂ-, and itrst ;1 is an iterator state associated with
PPst, then

Pre-One-sFE.Dec(SKy, Dec.st;, i, CT;)

= P(1, Ctinp,i> Tinp,i> Ctst,i, Ost,iy itrst,i—1)

= (Yi, Clst i1, Tst,i+1, 1trst ;)

= (vi, Dec.stjt1) for Dec.stiy1 = (Ctst,it1, Ost,it+1, itrsti)
where (y;,stiy1) = f(zi,st;), ctsit1 is an SKE encryption of st;y; under key kg i1, Ostit1 is a
signature of cts ;41 signed using sgk ALit1s and itrg ;1 is an iterator state associated with pps;.

Thus, by induction on 7 and the decryption state, the decryption algorithm correctly outputs
Yy =191 ...y where (y;,stir1) = f(x4,st;) for i € [n].

4.4 Additional Algorithms

We define the following algorithm which will be used in our security proof. It is similar to KeyGen
except that it hardwires in the output values at steps ¢t — 1 and ¢ for some chosen ¢ and some chosen
output values. We have highlighted the differences between this function and Pre-One-sFE.KeyGen.

e Pre-One-sFE.KeyGenHardwire(MSK, f,st1,t,y; 1, ¥}, Ste+1)

1. Parse MSK = (Kinp, K4, KE).
2. Compute ctg 1:
(a) (rE1,TEnc,1) = PPRF.Eval(KEg, 1).
(b) kg1 = SKE.Setup(1*;751).
(c) ctst1 = SKE.Enc(kg,1,St1; TEnc,1)-
3. Setup iterator: (ppg,itrsto) < Itr.Setup(1).

4. Compute o 1:

(a) my1 = (1, ctet 1, itrst)-
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(b) (sgka 1,vka1,Vka1rej) = SSig.Setup(1*; PPRF.Eval(K 4, 1)).
(c) ost,1 < SSig.Sign(sgk 4 1,m1).
5. Compute ctg; and ctg, ¢
(a) Forie {t,t+1},
i. (7B, TEnci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(lA;rEyi).
(b) cté; = SKE.Enc(kg, L;TEnc,t)-
(c) Ct i1 = SKE.Enc(kg t4+1,Sti41; TEnc,t)-
6. Compute program: P < iO(ProgHardwire[f, Kinp, Ka, K, PPst, b, Ui 1, Ctee 45 Ui > Ctep 111))-
7. Output SKy = (P, ctet,1, Ost 1, itrst,0)-

Program ProgHardwire[f, Kinp, Ka, K&, PPst, b, i 15 Cte s> Ui s Ct:t,t—&-l}
(i7 Ctinp,’ia O-il"lp,’ia Ctst,ia Ust,i» itrst,’i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (5gkinp.i» VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. m; = (4, Ctet,i, itrst,i—1).

iv. Verify state signature:
i (sgkaisvkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka ;, m;, 05 ;) = 0, output L.

2. Computation Step:

L Ii=1t—1, (yictetit1) = (Yi_1, i)
ii. If i =1, (i, Ctstiv1) = (U7, Ctepp1)-
iii. If i ¢ {t — 1,t},
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEJ).
ili. x; = SKE.Dec(kg 4, Ctinp,i)-
iv. st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A (yi,stiy1) = f(x4,st;).
iii. Encrypt the new state:
i. ("E,it1,TEnci+1) = PPRF.Eval(Kg,i+1).
. kpit1 = SKE.Setup(lA;rEﬂ»H).
ili. ctsti+1 = SKE.Enc(kE i+1,Sti+1; TEnc,it1)-

3. Authentication Step:
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i. itre; = Itr.Iterate(ppg, itrsti—1, (7, Ctst,i))-
. myp1 = (14 1, Ctet i1, itrses)-
iii. Sign the new state:
i (sgkair1,Vka,it1, VKA it1rej) < SSig.Setup(1*; PPRF.Eval(K 4,1 + 1)).
ii. ostit1 = SSig.Sign(sgk 4 jy1,Mit1)-

4. Output (yl-, Clst i+1, Osti+1, itrst’i).

4.5 Security

We now prove that Pre-One-sFE is single-key, single-ciphertext, selectively secure for the function
class F| = {two-input f € P/Poly : Vs, f(L,s) = L)}.

In this proof, we will use an alternate, but equivalent, definition of single-key, single-ciphertext,
selective security where instead of needing to distinguish between an encryption of stream 2(?) and
an encryption of stream (! the adversary will receive an encryption of stream z(®) for a random
bit b and will win if they correctly guess b.

Definition 4.3 (Single-Key, Single-Ciphertext, Selective Security for Secret-Key sFE, Equivalent
Definition). A secret-key streaming FE scheme sFE for F| is single-key, single-ciphertext, selectively
secure if there exists a negligible function p such that for all X € N and all PPT adversaries A,

1
Pr[SKExptGuessjE_l'Key_l'CT_sel(lA) =1]| < 5t ()

where for A € N, we define

SKExptG uessjE‘l'Key‘l'CT'SeI (11)

1. Parameters: A takes as input 1*, and outputs a function size 1'%, a state size 1S, an
mput size 159(, and an output size 1%,

2. Setup: Compute msk <— sFE.Setup(1*, 147, 1¢s 1¢x 1),
3. Challenge Bit: Sample b < {0, 1}.
4. The following can be repeated any polynomial number of times:

(a) Challenge Message Query:
i. If this is the first challenge message query, sample Enc.st <— sFE.EncSetup(msk)
and initialize the index i = 1. Else, increment the index i by 1.
1. A outputs a challenge message pair (xl(o),xgl)) where xEO),xEI) € {0, 1}€X.
(b))

%

iti. ct; < sFE.Enc(msk, Enc.st, i,z
w. Send ct; to A.

5. Function Query:

(a) A outputs a streaming function query f € F| N F[lr,ls, Ly, ly].
(b) sky < sFE.KeyGen(msk, f).
(c) Send sky to A.
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6. Experiment Outcome: A outputs a bit b'. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields different
outputs on the challenge message streams submitted so far (i.e. if f(z(©) # f(zM) for some

(0)

3 ,xil))}ie[t] are the message queries

0 L),

submitted so far, 20 = xgo) .. .:cgo), and z(V) = 3

function query f submitted by the adversary where {(x

Using standard techniques, it is easy to show that this is equivalent to the regular definition of
single-key, single-ciphertext, selective security.

4.5.1 Formal Proof

Proof Overview. The first part of the proof of security of One-sFE in Section 6.4 contains a
near-complete proof of the single-key, single-ciphertext, selective security of Pre-One-sFE. As such,
in this section, we will rely heavily on lemmas proven in Section 6.4, and will only show the small
modifications needed to finish the security proof for Pre-One-sFE. We refer the readers to Section 6.4
for the bulk of the security proof.

In more detail, the proof from Section 6.4 allows us to move from the original security game to
a hybrid that is nearly independent of the challenge bit b. Unfortunately, this hybrid still needs
to know the final output state stE?)Jrl of challenge stream z() = ang) . xgz) which depends on the
bit b. To deal with this, we will need to weaken our function class from P/Poly to F . This allows
us to add a “dummy” query of L to the end of both streams, which causes the final state of both
streams to be L (and thus independent of b). Then the hybrid becomes fully independent of b
which implies security.

Hybrid Argument. We prove security via a hybrid argument starting with Hybridﬁ‘reﬂ which
represents the single-key, single-ciphertext, selective security game.

Remark 4.4. We require all of our unwrapped?' hybrids to immediately halt and output 0 if the
adversary ever aborts or if it at any point some function query f submitted by the adversary yields
different outputs on the challenge message streams submitted so far (i.e. if f(z(©@) # f(2™M) for

some function query f submitted by the adversary where {(acl(o), xgl))}ie[t] are the message queries

submitted so far, z(0) = :Ego) . ..mgo), and z(1) = Igl) . ..xil))

this requirement from the description of our hybrids.

. For notational simplicity, we omit

21Every hybrid named Hybridﬁb for some subscrip sub is considered an “unwrapped” hybrid. See the discussion
before Hybrid;f‘n:_,’2 for details.
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Hybridérep(l/\): This is identical to SKExptGuessjE'l'Key'l'CT'Sel(1)‘).

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
117 a state size 175, an input size 17%, and an output size 15v.

2. Setup: MSK < Pre-One-sFE.Setup(1?*, 157, 15s 1Ex 11v),
3. Challenge Bit: b < {0,1}.
4. Encryption: For i =1,2,...

(a) A sends (xgo),xl(-l)) to the challenger.

(b) CT; « Pre—One—sFE.Enc(MSK,i,a:z(b)).

(c) Send CT; to A.

5. KeyGen:

(a) A sends function f with starting state st; to the challenger.
(b) SKy < Pre-One-sFE.KeyGen(MSK, f,st1).
(c) Send SKy to A.

6. Output: A sends b’ to the challenger. Output 1 if b = ¥/, and output 0 else.
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Hybridére71(1’\): We now add a dummy query of L to the end of both streams. Note that since

f € Fo, then for all states s, f(L,s) = (L, L). Thus, it will still be the case that f(z(®) = f(z(1).
Additionally, this will make the final output states of both streams equal which will prove useful
in a later hybrid.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
117 | a state size 175, an input size 17%, and an output size 17¥.

2. Setup: MSK < Pre-One-sFE.Setup(1?*, 157, 1Ls 15x 11v),
3. Challenge Bit: b+ {0,1}.
4. Encryption: Fori=1,2,...

(a) A sends (x§0)7m§1)) to the challenger.

(b) CT, < Pre-One-sFE.Enc(MSK, i, z{").
(¢) Send CT; to A.

5. Dummy Query:
(a) Define (ZL‘E()) , xg)) = (L, L) where t* is one more than the length of the challenge streams.
(b) CTyx < Pre—One—sFE.Enc(I\/ISK,t*,.7:152)).

6. KeyGen:

(a) A sends function f with starting state st; to the challenger.
(b) SKy < Pre-One-sFE.KeyGen(MSK, f,st;).
c) Send SKy to A.
f

7. Output: A sends V' to the challenger. Output 1 if b = ', and output 0 else.

Lemma 4.5. For all A € N and all adversaries A,
Pr[(Hybridére,O(lk) = 1] - Pr[Wrap(Hybridére,l)(lA) = 1] =0

Proof. The hybrids are identical. O
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Using the security proof from Section 6.4. To move to the next hybrid, we will use a security
proof that is very similar to the first part of the proof of security for One-sFE in Section 6.4. In
this hybrid, we encrypt stream z© rather than stream x®). However, we still compute the final
state styx41 using stream z®),

We define the following wrapper function Wrap for our hybrids. We will call any hybrid
named Hybrid;ﬁb for some subscript sub an unwrapped hybrid, and will call any hybrid named
Wra p(HybridA ) for some subscript sub a wrapped hybrid.

sub

Wrap(Hybridére,Q)(lk):
1. For lteration € [T% ,] where T4 ) is the maximum runtime of A on security parameter \:

(a) Run hybrid: v < Hybrid’éreg(l)‘).
(b) Check for correct guess: If v # L, output v and halt.

2. Output 0.

Hybridf’lre,Q ( 1 /\) :

1. Guess Stream Length: t* — 1 < [T4,] where T4 is the maximum runtime of A on
security parameter \.

2. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
117 a state size 175, an input size 17%, and an output size 15v.

3. Setup: MSK < Pre-One-sFE.Setup(1*, 117 1Fs 15x 1Lv),
4. Challenge Bit: b+ {0,1}.
5. Encryption: Fori=1,2,...,t* — 1:
If the adversary does not make exactly t* — 1 queries during this phase, output L and halt.
(a) A sends (mgo),xz(»l)) to the challenger.
(b) CT; < Pre-One-sFE.Enc(MSK, i, z").
(c) Send CT; to A.
6. Dummy Query:
(a) Define (xgg),xﬁ)) =(L,1).
(b) CTy+ < Pre-One-sFE.Enc(MSK, t*, ).
7. KeyGen:

(a) A sends function f with starting state st; to the challenger.
(b) Compute (yp—1, Y+, ste=11):

1. stgb) = sty.

ii. For i € [t*],

A. (yi,stl(-i)l> = f(-%'z‘,stgb)).
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i sty = st .
(c) SKy < Pre-One-sFE.KeyGenHardwire(MSK, f,st, t*, yp—1, Y=, Sty41).
(d) Send SK; = Pre.SKy to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma 4.6. If iO is a indistinguishability obfuscator, PPRF is a puncturable pseudorandom func-
tion, SSig is a splittable signature scheme, Itr is a cryptographic iterator, and SKE is a symmetric
key encryption scheme, then for all X € N and all PPT adversaries A,

Pr[(Hybridg, (1) = 1] — Pr[Wrap(Hybridp,, ,)(1*) = 1]| < negl(})

Proof. The proof is essentially the same as the proof of indistinguishability from Section 6.4
between Hybridy' (which is similar to Hybridére’l) and Wrap(Hybridg') (which is similar to

Wra p(Hybridére’Q)). The only differences in the hybrids and proofs are the following:

e We have removed Encryption Phase 2 since we are in the selective security game. This
only serves to make the proofs of indistinguishability even easier.

e The last query is a dummy query rather than one chosen by the adversary. The proof can
be easily adapted to account for this change. Note that since f € F, it will still be the case
that f(z(©) = f(zM).

o We encrypt different streams and functions with Pre-One-sFE. In this proof, we use Pre-One-sFE
to encrypt message streams

) .(0)

oy 2]
7 x;l) : :Eél)

)

PRI

40
1

e )

PRI

= ;Ugl
and to create a function key for f with starting state st;. In the proof of One-sFE, we use
Pre-One-sFE to encrypt message streams

Post.CT() = Post.CT!” Post.CT{"), Post.CTY . .

Post.CT() = Post.CTgl), Post.CTgl), Post.CTél), e

and to create a function key for Post-One-sFE.Dec with starting state Post-One-sFE.Dec.sty

(where Post.CTEb) is a Post-One-sFE encryption of x(b) and Post-One-sFE.Dec.st; is the Post-One-sFE

i

function key for f).

Since we do not use any properties of Post-One-sFE until after Wrap(Hybridé‘l), exchang-
ing the streams and functions can be considered more of a notational change. Thus, the
correctness of the proof is unaffected.

Therefore, essentially the same proof as in Section 6.4 can be applied to prove this lemma. O
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Hybridére73(1/\): We now move to a hybrid that is independent of the bit b by replacing stream
z(® with stream z(©) when computing (Ye*—1, Yp=, Stex4+1). This relies on the fact that f € F,.

1. Guess Stream Length: t* — 1 < [T)4 )] where T4 ) is the maximum runtime of A on
security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
117 a state size 175, an input size 17%, and an output size 17¥.

3. Setup: MSK < Pre-One-sFE.Setup(1*, 117, 15s 11x 1Lv),
4. Challenge Bit: b < {0,1}.
5. Encryption: For¢=1,2,...,t* — 1:
If the adversary does not make exactly t* — 1 queries during this phase, output L and halt.
(a) A sends (xgo),xgl)) to the challenger.
(b) CT; + Pre—One-sFE.Enc(MSK,i,:vl(.o)).
(c) Send CT; to A.
6. Dummy Query:
(a) Let (wig),x,g)) =(L,1).
(b) CTy+ < Pre-One-sFE.Enc(MSK, t*, 1).
7. KeyGen:
(a) A sends function f with starting state st; to the challenger.

(b) Compute (yi—1, Y+, Stper1):

1. stgo) = st;.
ii. Fori € [t*],
A (yist) = Fla,st).
i, sty = st .
(c) SKy < Pre-One-sFE.KeyGenHardwire(MSK, f,st1, ", yg—1, Yp=, Stesy1)

(d) Send SK; = Pre.SK¢ to A.
8. Output: A sends b’ to the challenger. Output 1 if b = ¥/, and output 0 else.
Lemma 4.7. For all A € N and all adversaries A,
Pr[Wrap(Hybridg,. 5)(1*) = 1] — Pr[Wrap(Hybridp,, 5)(1*) = 1]| = 0

Proof. The hybrids are identical. Since the adversary is required to submit queries such that
(@) = f(z(™), then the value of y+_1 will be the same in both hybrids. Since f € F |, then for
all states s, f(L,s) = (L, L). Thus,

F st®) = £(Lst?) = (L, 1) = £(L,st?) = £, st?)

so the values of y«, st;=1q will also be the same in both hybrids. Thus, we will compute identical
values for (yp—_1, Y, Styx1). d
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Lemma 4.8. For all A € N and all adversaries A,

1
Pr{Wrap(Hybridg, ;) (1) = 1] < o

Proof. The proof relies on the fact that the adversary’s view in Hybridﬁ‘reﬁ is independent of the
challenge bit b.
In each iteration of Wrap, we run an instance of Hybrid“éreﬁ. The output of Wrap is defined to

be the output of the first instance of Hybrid“ére’z% where we did not output L, or 0 if all instances

output L. Consider any instance of Hybridﬁlre,g. Conditioned on not outputting L, we will
only output 1 if the adversary correctly guesses b = b'. However, since the adversary’s view in
Hybrid“,ﬁ‘revg is independent of the bit b, then conditioned on not outputting L, the probability that
the adversary makes it to the end of the hybrid and guesses correctly b is at most % Thus, the
probability that Wrap(Hybrid3')(1*) outputs 1 is at most 1. O

Corollary 4.9. If iO is a indistinguishability obfuscator, PPRF is a puncturable pseudorandom
function, SSig is a splittable signature scheme, ltr is a cryptographic iterator, and SKE is a sym-
metric key encryption scheme, then for all A € N and all PPT adversaries A,

1
Pr[SKExptGuessjE'l'Key'l'CT'sel(1/\)} <5+ negl(\)

or, in other words, Pre-One-sFE is single-key, single-ciphertext, selectively secure for F| .

Proof. This follows by combining all of our intermediate lemmas since Hybridére’o is identical to

SKExptG uessjE'l'Key'l'CT'S'EI ) O
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5 Post-One-sFE

Guan, Korb, and Sahai [GKS23] construct a single-key, single-ciphertext, function-selectively secure
sFE scheme which we call Post-One-sFE.

Theorem 5.1 ( [GKS23]). Assuming a strongly-compact, selectively secure, secret-key FE scheme
for P/Poly, there exists a single-key, single-ciphertext, function-selectively secure, secret-key sFE
scheme for P /Poly.

In this section, we provide the construction of Post-One-sFE and prove additional properties for
it that will be useful in the security proof of our adaptive scheme One-sFE. For convenience, in
the construction, we have made some minor, mostly notational changes, including merging the two
PRFs in [GKS23] into one PRF. However, these changes do not affect any relevant properties of the
construction.

Post-One-sFE is built from the following tools, which as we show below, can each be instantiated
using a strongly-compact, selectively secure, secret-key FE scheme for P/Poly.

Tools.

e PRF = (PRF.Setup, PRF.Eval): A secure pseudorandom function family.
e SKE = (SKE.Setup, SKE.Enc,SKE.Dec): A secure symmetric key encryption scheme.
o SKE' = (SKE’.Setup, SKE".Enc, SKE'.Dec): A secure symmetric key encryption scheme.

e OneCompFE = (OneCompFE.Setup, OneCompFE.Enc, OneCompFE.KeyGen, OneCompFE.Dec):
A strongly-compact, single-key, single-ciphertext, selectively secure, secret-key FE scheme for
P/Poly.

e OneFSFE = (OneFSFE.Setup, OneFSFE.Enc, OneFSFE.KeyGen, OneFSFE.Dec): A single-key,
single-ciphertext, function-selectively secure, secret-key FE scheme for P/Poly.

Instantiation of the Tools. Let SKFE be a strongly-compact, selectively secure, secret-key FE
scheme for P/Poly.

e We can build PRF, SKE, SKE’ from any one-way-function using standard cryptographic tech-
niques (e.g. [Gol01,Gol09]). As FE implies one-way-functions, then we can build these from
SKFE.

e SKFE already satisfies the compactness and security requirements needed for OneCompFE.

e We can first build a function-private, selectively secure, secret-key FE scheme FPFE for P/Poly
by using the function-privacy transformation of [BS18] on SKFE. As observed in [BS18],
a single-key, single-ciphertext, function-private, selectively secure, secret-key FE scheme for
P /Poly is also a (non-compact) single-key, single-ciphertext, function-selectively secure, secret-
key FE scheme for P/Poly as we can simply exchange the roles of the functions and messages
using universal circuits. Thus, FPFE can be used to build OneFSFE.

5.1 Parameters

The parameters are identical to those in [GKS23] except that rather than using two PRFs, we use
one PRF which has input size A and output size 6\ + £s. Thus, we do not redefine the parameters
here. Additionally, for notational convenience, we will often omit the security, input size, output
size, message size, function size, and state size parameters from our algorithms.
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5.1.1 Post-One-sFE Construction

We now construct Post-One-sFE. This is identical to the construction from [GKS23] except for
some minor, mostly notational changes.

For later use, we have applied a similar transformation as in Remark 3.36 to turn our decryption
algorithm into a streaming function in the standard format (i.e. takes only two inputs: a decryption
state and a ciphertext). In this case, KeyGen simply outputs the first decryption state Dec.st;. As
this transformation only requires renaming sky to Dec.st; and adding the index ¢ to each Dec.st;,
this change can be considered a notational variation, rather than a major change to the underlying
algorithms.

We have also defined our KeyGen algorithm so that it additionally takes the starting state st;
as input (rather than hardwiring st; = L as in [GKS23]).

e Post-One-sFE.Setup(1*, 147, 1% 1¢x  14):
1. K < PRF.Setup(1%).
* Throughout, for i € [2*], we will define
K = (Dis Tmsky s "msk;» k> Thy» "KeyGen, s TEnc, ) = PRF.Eval(K, i)
from which we can compute the following values defined below
msk; = OneFSFE.Setup(1*; Tmsk; )
msk; = OneCompFE.Setup(1*; Tmsk;)
k; = SKE.Setup(1*; Tk;)
ki = SKE’ Setup(1*; ;)
2. Output MSK = K.
e Post-One-sFE.EncSetup(MSK): Output Enc.st = L.
e Post-One-sFE.Enc(MSK, Enc.st, i, x;):
. Parse MSK = K.

/ / / !/
: ComPUte mSki7pi>pi+17 rmsk¢+1 ) rEnci+1 » Tmsk;y17 TKeyGen, 15 K, k@'a mSki from K.

1
2
3. ct; < OneFSFE.Enc(msk;, (»’Ui7pz‘>pi+1a7°;15ki+la7’|’5nci+177'mski+17T’KeyGeniH,O, 0}, 09)).
4. If i = 1, output CT; = cty.
5. 1f0 > 1,

(a) ¢ < SKE.Enc(k;, L).
(b) ¢, + SKE".Enc(k/, L).
c) Let h; = he, . as defined in Figure 4.
(d) skj, < OneCompFE.KeyGen(msk;, h;).
(e) Output CT; = (cty,skj,.).
e Post-One-sFE.KeyGen(MSK, f,st;):

1. Parse MSK = K.

2. Compute msky, k1,1, "KeyGen, from K.
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c1 < SKE.Enc(kq, L).

sty = st; @ py.

Let g1 = g.&, ., s defined in Figure 3.
skg, <~ OneFSFE.KeyGen(msk1, g1; TkeyGen, )-
Output Dec.st; = (1, sk, ).

NS e w

/ / .
gf,SNtini (wiv Di, Di+1, TmSki+1 5 TEncH_l > T'msk; 419 TKeyGenH_l y Oy Tk s %) :
o If a; =0,

1. st; = st; P p;-

2. (ys,stiv1) = f(wi,sty).

3. Stiy1 = Stip1 D piy1.

4. mski , = OneCompFE.Setup(l/\;rﬁnskiﬂ).
)
6

. ct,; = OneCompFE.Enc(msk;, 1, (f, S~tz’+177“mski+1ﬂ”KeyGeni+la070’\);7“/Enci+1)~
. Output (y;, ctj, ;).
e Else,
1. k; = SKE.Setup(1*;7y,).
2. (6s,ctj ;) = SKE.Dec(k;, c;).
3. Output (6; @ s, ctj ).

Figure 3: Definition of 9r sty

e, e (f Sti, Tmsk; » "KeyGen; » O T, )¢
o If o/ =0,
1. msk; = OneFSFE.Setup(1*; rmsk, )-
2. Let g; = g &, ., as defined in Figure 3.
3. sky, = OneFSFE.KeyGen(msk;, gi; "KeyGen, )-
4. Output skg,.

o Else,
1. kj = SKE'.Setup(1*; 77, ).
2. Output sk, = SKE'.Dec(k}, c}).

1)

Figure 4: Definition of hci’c;.
e One-sFE.Dec(Dec.st;, CT;):
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1. Parse Dec.st; into (i, val;).
2. If i =1, parse valy = sky, and CTq = ct;.
3. 160> 1,
(a) Parse val; = ctj and CT; = (ct;, sk}, ).
(b) skg, = OneCompFE.Dec(skj, , ct}).
4. (yi,ctj ) = OneFSFE.Dec(sky,, ct;).
5. Dec.stip1 = (i +1,ctj ).

6. Output (y;, Dec.st;y1).

5.2 Correctness, Efficiency, and Security

Correctness, efficiency, and single-key, single-ciphertext, function-selective security follow from the
corresponding theorems in [GKS23] as our construction is identical to theirs except for some minor,
mostly notational changes.

5.3 Additional Properties

Post-One-sFE has some useful properties that we will need for the security proof of our adaptive
scheme One-sFE.

1. The MSK K can be split up into individual parts: Ki, Ko, K3, .. ..
We define individual parts K; = PRF.Eval(K,i) as shown in the construction.

2. Encryption at index i only requires K; and K., rather than all of K.
To show this we define the following local encryption function:
e Post-One-sFE.EnclLocal((K;, K;11), Enc.st, i, z;).
(a) Compute msk;, p;, pi+1, T:'nskprl , T{Encz-H ) Tmsk; 415 TKeyGen, , 1 » Kis i, msk!, from (K, K;11).
) ct; < OneFSFE.Enc(msk;, (mi»pi’piJrlvT:nskiHvT/Enciﬂ’TmskiﬂvTKeyGeniH,0, 0}, 09))

(c¢) If i = 1, output Post.CT; = ct;.
) Ifi>1

1. ¢ SKEEnc(/@,, J_)

ii. ¢ + SKE".Enc(k/, 1)
iii. Let h; = h%cg as defined in Figure 4.
iv. skj, < OneCompFE.KeyGen(mski, h;)

v. Output CT; = (ct;, skj,,)

It is then easy to see that local encryption acts identically to regular encryption.

Lemma 5.2. For all K,Enc.st,,x; and randomness rand,
Post-One-sFE.Enc(K, Enc.st, i, z;; rand) = Post-One-sFE.EnclLocal((K;, K;+1), Enc.st, i, z;; rand)

where K; = PRF.Eval(K,i) and K;1; = PRF.Eval(K,i+1).

Proof. The proof follows immediately from the definitions of Enc and EnclLocal. O

70



3. Security holds even if we begin the two challenge streams at different (and po-
tentially non-1) starting states, as long as their output y values are the same and
the starting states are given to the challenger.??

We will not prove this here, but it is implicitly shown in the proof of security for One-sFE
(which uses Post-One-sFE as a building block).

4. We can generate intermediate decryption states Dec.st; without running through
the entire encryption and decryption process. In particular, we just need to know
the intermediate state st; along with K; and f.

To generate Dec.st;, we can define the following local key generation function:

e Post-One-sFE.KeyGenLocal (K, f,st1)
(a) Compute msky, k1, p1, TkeyGen, from K.
(b) ¢1 < SKE.Enc(ky, L).
(c) sty = p1 @ sty.
(d) Let g1 = g;g, ., as defined in Figure 3.
(e)
(f)

sky, < OneFSFE.KeyGen(msk1, g1; TkeyGen, )
Output Dec.st; = (1, skg, ).

It is then easy to see that local keygen acts identically to regular keygen.

Lemma 5.3. For all K, f,st; and randomness rand,,
Post-One-sFE.KeyGen(K, f,st;;rand) = Post-One-sFE.KeyGenLocal (K7, f,st1;rand)

where K1 = PRF.Eval(K,1).
Proof. The proof follows immediately from the definitions of KeyGen and KeyGenlLocal. [

For i > 1, we can generate intermediate decryption states with the following function:

e Post-One-sFE.DecStGen(i, K;, f, st;).
(a) Compute p;, msk, Fmsk, ; "'KeyGen, » r’EnCi from K;.
(b) st; = st; @ p;.
(c¢) ct, = OneCompFE.Enc(msk}, (f,st;, Tmski» TKeyGen; » 0, 0M); TI,Enci)'
(d) Output Dec.st; = (i,ct}).

Lemma 5.4. For any streaming function f € F[lr,ls,{x,ly] with starting state*® sty and
any stream x = 129 ... x4+ of length t* > 0 where each x; € {0,1}%, then

Pr[Do(MSK) # D;(MSK) : MSK « Post-One-sFE.Setup(1*, 17, 1% 1% [ 1%)] < negl()\)

where we define

22Gyntatically, if we want to begin the challenge streams at different starting states, then in the security game,
if the adversary receives an encryption of stream z(®), then the starting state for stream z(* is given as additional
input to KeyGen (as in our construction) when generating the function key.

2By definition, all functions f € F[¢r,{s,{x, y] have starting state sty = L. Here, we are using an expanded
definition of F[lr, £s, Lx,fy] which allows f to have an arbitrary starting state st; € {0, 1}*s.

71



Dy(MSK)

(
(a) Enc.st < Post-One-sFE.EncSetup(MSK).
(b) Dec.st; < Post-One-sFE.KeyGen(MSK, f,st;).
(c) For i e [t*],

i. CT; + Post-One-sFE.Enc(MSK, Enc.st, i, x;).

ii. (y;, Dec.stj;1) = Post-One-sFE.Dec(Dec.st;, CT;)
(d) Output Dec.sty=q.

D;(MSK)
(a) Parse MSK = K.
(b) Ki=41 = PRF.Eval(K,t* +1).
(c) Fori e [t*],

i (yi,stiv1) = f(xi,st;).
(d) Output Dec.sty=11 = Post-One-sFE.DecStGen(t* + 1, Ky 41, f, Styx41).

Proof. Let f be any streaming function f € F[lr,ls,lx,ly] with starting state st;, and let
T = x1x2... T be any stream of length t* > 0 where each z; € {0, 1}£X.

Let us first analyze Dg. Consider
(a) MSK < Post-One-sFE.Setup(1?).
(b) Enc.st <— Post-One-sFE.EncSetup(MSK).
(c) Dec.st; < Post-One-sFE.KeyGen(MSK, f,st;).
(d) For i e [t*],
i. CT; < Post-One-sFE.Enc(MSK, Enc.st, 7, x;).
For notational convenience, in the following calculations, we will allow Dec.st; for ¢ > 1 to be
ordered or reordered as either (i, ct;) or (ct}, ).

When ¢ = 1, by correctness of OneFSFE, except with negligible probability,

Post—One—sFE.Dec(Dec.st1,CT1) = Post-One-sFE.Dec((1, sk, ), ct1)
OneFSFE.Dec(skg,,ct1),2)

A 0t
f,st1®p1,c1 (x17p17p27 T'msks s TEnCQ sy 'msko s TKeyGeny 0 0 O y)’ 2)

17Ct27 )
y1, Dec.sty) for Dec.sty = (2, ct))

/‘\/‘\/‘\/‘\

where (y1,ste) = f(z1,st1) and ct), = OneCompFE.Enc(msks, (f, St2®P2, Tmska » TKeyGeny s 0, 0’\); r’EnCQ).
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When i = 2, by correctness of OneCompFE and OneFSFE, except with negligible probablity,

Post-One-sFE.Dec(Dec.sty, CT2)

= Post-One-sFE.Dec((2, ct)), (ctz, sk}, ))

= (OneFSFE.Dec(OneCompFE.Dec(skj,, , cth), cta), 3)
OneFSFE.Dec(h e2ch ' (f,st2 @ P2, Tmsky» TKeyGen,» 0 0 ), cta), 3)
OneFSFE.Dec(OneFSFE.KeyGen(mska, g sto@ps,c2; TKeyGen, ), Ct2), 3)
OneFSFE.Dec(skg,, ct2), 3)

y27Ct37 )

= (
= (
= (
= (9fstampa,co (T2, D2, D3, Thskys TEncy » Tmsks » TKeyGeng s 0, 0%, 09, 3)
= (
= (y2, Dec.stg) for Dec.sty = (3, ct})

where (y2,stg) = f(x2,st2) and cty = OneCompFE.Enc(mskg, (f, St3DP3, Tmsks » TKeyGeny s 0, 0’\); r’EnCS).
Similarly, by induction, for ¢ > 2, except with negligible probability,

Post-One-sFE.Dec(Dec.st;, CT;) = (yi, Dec.st;+1) for Dec.st;11 = (i + 1,ct§+1)

where (y;, sti+){) = f(xi,st;) and ct] ; = OneCompFE.Enc(mski, 1, (f,Stit1 ® Pit1, Tmsks 1
TKeyGenHl ) 07 0 )7 TEnC¢+1)'

Thus, except with negligible probability, Do(MSK) outputs (t* 41, ct}. ;) where

Cty. | = OneCompFE.Enc(msky. 1, (f, Sti41 D pee+1, Tmskys 15 TKeyGengs 1 5 0; 0*); r’EnCt*H). But
this is exactly what D;(MSK) outputs! Therefore the two distributions have identical output
except with negligible probability. O
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6 Combining Pre-One-sFE and Post-One-sFE to Build One-sFE

We now construct our main building block: a single-key, single-ciphertext, adaptively secure, secret-
key sFE scheme which we call One-sFE. We prove the following:

Theorem 6.1. Assuming iO for P/Poly and injective PRGs, there exists a single-key, single-
ciphertext, adaptively secure, secret-key sFE scheme for P/Poly.

We build our scheme by combining the following two schemes:

e Pre-One-sFE: the single-key, single-ciphertext, selectively secure sFE scheme for F| defined
in Section 4.

e Post-One-sFE: the single-key, single-ciphertext, function-selectively secure sFE scheme for
P/Poly defined in Section 5.

This is not a general transformation as our security proof is very non-black-box and relies on
properties of both schemes. Please refer to the technical overview (Section 2) for a high level
overview of our construction.

By Theorem 4.1, we can build Pre-One-sFE from iO and injective PRGs. By Theorem 5.1,
we can build Post-One-sFE from a strongly-compact, selectively secure, secret-key FE scheme for
P/Poly which in turn can be built from O for P/Poly and OWFs [Wat15]. As OWFs are implied
by PRGs, then our final scheme One-sFE can also be built from iO for P/Poly and injective PRGs.

6.1 Parameters

On security parameter A, function size ¢z, state size {s, input size £y, and output size {y, we will
instantiate our primitives with the following parameters:

e Post-One-sFE: We instantiate Post-One-sFE with function size £r, state size £g, input size £y,
and output size £y .

e Pre-One-sFE: We instantiate Pre-One-sFE with function size L, state size Lg, input size Ly,
and output size Ly where

— L is the size of Post-One-sFE’s decryption function under the parameters listed above;
— Lg is the size of Post-One-sFE’s decryption states under the parameters listed above;

— Ly is the size of Post-One-sFE’s ciphertexts under the parameters listed above;

— Ly = {y.

6.2 Construction

We now construct One-sFE from Pre-One-sFE and Post-One-sFE. Here, we omit the encryption
state from the encryption algorithms of both Pre-One-sFE and Post-One-sFE as their encryption
states are always | and are unused.

We also use the following notational variations when defining Pre-One-sFE and Post-One-sFE
as was already made explicit in the constructions given in Section 4 and Section 5: We define
the KeyGen algorithms of Pre-One-sFE and Post-One-sFE to additionally take the starting state as
input. We also write Post-One-sFE so that its decryption algorithm is a streaming function in the
standard format (i.e. takes only two inputs: a decryption state and a ciphertext). Note that in
this case, Post-One-sFE.KeyGen simply outputs the first decryption state.
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One-sFE.Setup(1*, 147, 15 1% 1%v):

1. Pre.MSK ¢ Pre-One-sFE.Setup(1*, 117, 185 11x 1Lv),
2. Post.MSK < Post-One-sFE.Setup(1*, 1¢7, 1¢s 1% 1),
3. Output MSK = (Pre.MSK, Post.MSK).

One-sFE.EncSetup(MSK): Output Enc.st = L.

One-sFE.Enc(MSK, Enc.st, i, x;):

1. Parse MSK = (Pre.MSK, Post.MSK).

2. Post.CT; < Post-One-sFE.Enc(Post.MSK, i, z;).

3. Pre.CT; < Pre-One-sFE.Enc(Pre.MSK;, i, Post.CT;).
4. Output CT; = Pre.CT;.

One-sFE.KeyGen(MSK, f):

1. Parse MSK = (Pre.MSK, Post.MSK).

2. Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK; f,st;) where st; = L.

3. Pre.SK; < Pre-One-sFE.KeyGen(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st1).
4. Output SK; = Pre.SKy.

One-sFE.Dec(SK¢, Dec.st;, 7, CT;):

1. Parse SK; = Pre.SKy and CT; = Pre.CT,.

2. If i > 0, parse Dec.st; = Pre.Dec.st;. If : = 1, Pre.Dec.st; = 1.

3. (vi,Pre.Dec.st;11) = Pre-One-sFE.Dec(Pre.SK¢, Pre.Dec.st;, i, Pre.CT;).
4. Output (y;, Dec.st;+1 = Pre.Dec.st;;1).

6.3 Correctness and Efficiency

Efficiency. Efficiency follows directly from the efficiency requirements of Pre-One-sFE and Post-One-sFE.
By the streaming efficiency of Post-One-sFE, the size and runtime of all algorithms of Post-One-sFE

on security parameter A\, function size fr, state size {s, input size fy, and output size ¢y are

poly()\, g]:, 53, 5/\(, Ey).
By the streaming efficiency of Pre-One-sFE, the size and runtime of all algorithms of Pre-One-sFE

on security parameter A, function size Lz, state size Lgs, input size Ly, and output size Ly are

poly(A, Lr, Ls, Ly, Ly) which are poly(\, £x, s, £x, {y) by the streaming efficiency of Post-One-sFE.
Thus, the size and runtime of all algorithms of One-sFE on security parameter A, function size

(r, state size (s, input size £y, and output size ¢y are poly(\, {r, s, Ly, ly)

Correctness Intuition. One-sFE composes Post-One-sFE and Pre-One-sFE in the following man-
ner:

e Post-One-sFE encrypts the stream x1, xs, ..., x, and creates a function key for f.

e Pre-One-sFE encrypts the stream Post.CTq,Post.CTs,...,Post.CT,, of Post-One-sFE cipher-
texts, and creates a function key for Post-One-sFE.Dec.
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The decryption algorithm for One-sFE simply runs Pre-One-sFE’s decryption algorithm. This
means we will compute the output of running Post-One-sFE.Dec on the stream Post.CT1, Post.CTo, . ..
Post.CT,,. But this means we will run Post-One-sFE’s decryption algorithm and thus will compute
the output of running f on our original stream z1, xo, ..., z,. Thus, we will get the correct output
values we desire.

Correctness. More formally, let p be any polynomial and consider any A and any ¢r,{s,lx,ly <
p(A). Let SKy be a function key for function f € F[lr, (s, Lx,{y], and let {CT;};c|,) be a ciphertext
for  where 2 = z; ... 2, for some n € [2*] and where each x; € {0, 1}x.

For all i € [n], by correctness of Pre-One-sFE, except with negligible probability,

One-sFE.Dec(SKy, Dec.st;, i, CT;) = Pre-One-sFE.Dec(Pre.SK, Pre.Dec.st;, i, Pre.CT;)
= (yi;, Pre.Dec.st;11)
= (i, Dec.stit1)

where y; is the " output in the computation of the streaming function Post-One-sFE.Dec on the
stream Post.CTq, Post.CTs,...,Post.CT,, that is, we compute each y; by computing

(yi, Post.Dec.st;y1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;). For all i € [n], by correctness of
Post-One-sFE, except with negligible probability,

Post-One-sFE.Dec(Post.Dec.st;, Post.CT;) = (y;, Post.Dec.st;;1)

where (y;,sti+1) = f(zi,st;). Thus, we correctly output y = y; ...y, where (y;,stit1) = f(x4,st;).

6.4 Security

We now prove that One-sFE is single-key, single-ciphertext, adaptively secure for the function class
P/Poly.

In this proof, we will use an alternate, but equivalent, definition of single-key, single-ciphertext,
adaptive security where instead of needing to distinguish between an encryption of stream z(®) and
an encryption of stream (), the adversary will receive an encryption of stream 2 for a random
bit b and will win if they correctly guess b.

Definition 6.2 (Single-Key, Single-Ciphertext, Adaptive Security for Secret-Key sFE, Equivalent
Definition). A secret-key streaming FE scheme sFE for F| is single-key, single-ciphertext,adaptively
secure if there exists a negligible function p such that for all A € N and all PPT adversaries A,

1
Pr[SKExptGuess® - K& 1-CT-Ad (1) — 1| <

<35 + p(A)

where for A € N, we define

SKExptG uessjE‘l‘Key‘l'CT'Ad (11)

1. Parameters: A takes as input 1*, and outputs a function size 1'%, a state size 1S, an
mput size 1“, and an output size 1%,

2. Setup: Compute msk <— sFE.Setup(1*, 17, 1¢s 1¢x 1),
3. Challenge Bit: Sample b+ {0, 1}.

4. The following can be repeated any polynomial number of times:
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(a) Challenge Message Query Phase 1:

i. If this is the first challenge message query, sample Enc.st <— sFE.EncSetup(msk)
and initialize the index i = 1. Else, increment the index i by 1.

1. A outputs a challenge message pair (xl(o),wgl)) where xEO),xEI) € {0, 1}“.
iti. ct; < sFE.Enc(msk, Enc.st, i,xl@).
w. Send ct; to A.

5. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly)].
(b) sky < sFE.KeyGen(msk, f).
(c) Send sky to A.

6. The following can be repeated any polynomial number of times:

(a) Challenge Message Query Phase 2:

i. If this is the first challenge message query (in either Phase 1 or Phase 2), sample
Enc.st <— sFE.EncSetup(msk) and initialize the index i = 1. Else, increment the
index ¢ by 1.

) (1)

ii. A outputs a challenge message pair (x;”, x;

) where xEO),xz(l) c {0, 1}~.
iti. ct; < sFE.Enc(msk, Enc.st, i,xgb)).

w. Send ct; to A.

7. Experiment Outcome: A outputs a bit . The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields different
outputs on the challenge message streams submitted so far (i.e. if f(z©) # f(zM) for some
function query f submitted by the adversary where {(ngo)’xgl)
© 20 @ .:n(l)).

¢ t

submitted so far, (0 = x , and ) = x

)}ie[t] are the message queries

Using standard techniques, it is easy to show that this is equivalent to the regular definition of
single-key, single-ciphertext, adaptive security.
6.4.1 Proof Overview

We strongly recommend that the reader first reads the technical overview for intuition on the proof.
This section serves mainly as a structural overview of the proof which details the major hybrids.

The proof can be split into two main parts:

1. In Part 1, we use the security of Pre-One-sFE to deal with all the message queries given before
the function query.

2. In Part 2, we use the security of Post-One-sFE to deal with all the message queries given after
the function query.

Note that we use the security of these component schemes in a very non-black-box manner.
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First, however, we move to a hybrid that allows us to know the stream length at the beginning
of the hybrid. In our formal proof, we include the following two hybrids under Part 1.

Guessing the stream length. Define t* to be the length of the challenge stream preceding the
function query and define n to be the total length of the challenge stream. In many hybrids, it is
useful to know these values at the beginning of the hybrid. However, (¢t*,n) are adaptively (and
implicitly) chosen by the adversary. Thus, to obtain these values earlier, we will use a guess and
check method.

1. Hybrid(f‘: This is the real world security game where we encrypt stream z(®).
2. Hybrid“f‘: We guess the length of the challenge stream at the beginning of the experiment
and output L if our guess turns out to be incorrect.

Since we only guess the correct values of (¢*,n) with an inverse polynomial probability, the actual
hybrid we will move to is Wrap(Hybrid“f‘) which repeats the entire experiment of Hybrid“l4 with
fresh guesses whenever our guess turns out to be incorrect.

Part 1: Using the Security of Pre-One-sFE.

Our goal is to iteratively replace the encryption of each element of stream z(*) with a value which
is independent of the challenge bit b. For message queries given before the function query, we can
do this using the security of Pre-One-sFE. In particular, for ¢ < t*, we will replace each encryption

Z('b) EO). We will also replace the encryption of xilj)

of z
1.

Our Pre-One-sFE scheme encrypts each stream value x; by first encrypting z; using a secret
key encryption scheme (SKE) and then signing the resulting ciphertext with a splittable signature
scheme. The function key for a streaming function f consists of a signed encryption of the starting
state along with an obfuscated program that at each step ¢, verifies and decrypts the incoming
stream and state ciphertexts, computes the streaming function on these values, and encrypts and
signs the new state.?*

At a high level, for each index t, the idea is to replace the ! input and state ciphertexts of
stream () for those of stream z(9) using the security of SKE. This works as long as the keys (and
randomness) used to encrypt these ciphertexts are hidden. Unfortunately, the function key contains
an obfuscated program which has these SKE keys hardwired into it since the program needs the keys
to decrypt the incoming messages and to encrypt outgoing states. However, by using different SKE
schemes for each index and by using standard punctured programming techniques, we can ensure
that the SKE keys for the ' ciphertexts are only used by the program at index ¢ (to decrypt the
input) and at index ¢ — 1 (to encrypt the new state). Then, we can modify the program so that
it skips the computation phase (involving the aforementioned encryption and decryption) at steps
t —1 and t and instead uses pre-computed hardwired values. This removes the t** SKE keys from
the program entirely which allows us to swap the t** ciphertexts.

We describe the main hybrids involved in this part of the proof.

with an encryption of x with an encryption of

1. Hybridf‘: We unwrap the construction of Pre-One-sFE.

2. We proceed through a series of sub-hybrids for ¢ € [t* — 1], in which we iteratively replace
the ¢ encryption of stream z(®) with the corresponding encryption of stream z(%). For each
index t, we do the following:

24The construction also involves a cryptographic iterator which we omit from this brief description for simplicity.
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(a) We assume that step ¢ — 1 is hardwired into the program.

Note that we can hardwire step O for free (i.e. without changing the behavior of the
obfuscated program) since stream indexing starts at step 1.

i.

Hybridé‘}t’oz For i < t, we encrypt stream z(?) instead of z(®). Additionally, we
hardwire the output values at step t — 1 into the program.

(b) We hardwire step ¢ into the program.

This is a very compler and involved step. Please refer to the technical overview for
further intuition.

i.

ii.

iii.

Hybridé‘}t,lz We introduce an alternative B-type signature scheme for verifying and
signing state ciphertexts within our obfuscated program. In particular, we mod-
ify our program so that if the incoming state ciphertext does not verify using the
(original) A-type signature scheme and ¢ < ¢ — 1, rather than immediately rejecting,
we instead try to verify it with the B-type signature scheme. If the incoming state
ciphertext verifies under the B-type scheme, we proceed with our computation as
usual except that we sign the outgoing state ciphertext with a B-type signature.

We add in the B-type signature scheme one index at a time starting from index
t — 1 and going backwards to index 1. Hybrids Hybrid§t707j70 to Hybridét707j76
detail how to add in this signature scheme at index j.

Hybridéwz If our outgoing message at step ¢ — 1 is the correct pre-computed hard-
wired value corresponding to stream z(?), then we sign the message with a B-type
signature. Additionally, we no longer verify using B type signatures.

To reach this hybrid, we must trace the computation up through the program.We
start by enforcing that at step 0 (which is unused), we will sign the outgoing mes-
sage with a B-type signature if and only if the outgoing message is the correct
pre-computed value corresponding to stream 2. Then, for each index j from 1
to t — 1, we remove the B-type verification at step j and move the enforcement up
a step. (i.e. We instead enforce that at step j (rather than j — 1), only the cor-
rect outgoing message corresponding to stream z(?) will be signed with the B-type
scheme.)

At a high level, for each index j this involves

1. Hybrids Hybridg, , ;o to Hybrids!, | ;5 Splitting the j%* A and B type sig-
nature schemes on the chosen values. Using further properties of splittable
signatures, this lets us moves the enforcement from the outgoing message at
step j — 1 to the incoming message at step j.

2. Hybrids Hybridét’lyﬂ to Hybridg‘ft,u’lo: Merging the j — 1* A and B type
signature schemes. This removes the B-type verification at step j — 1.

3. Hybrids Hybridém’j’n to Hybridét’17j719: Using the iterator to enforce the
4! step of computation. This moves the enforcement from the j** incoming
message to the jth outgoing message.

Hybridém: At index t, rather than computing (v, ctst 14+1) from the input values,
we set these values to pre-computed and hardwired outputs corresponding to stream
z(®). Hybrids Hybridém’l to Hybridg‘ft7279 detail how to hardwire these values.

79



iv. Hybrid“g}tA: We remove all references to B type signatures. To do this, we essen-
tially perform the steps taken to bring us from Hybridé‘}w to Hybrid{f}w in reverse
order.

(c) Now, that both steps ¢ — 1 and ¢ are hardwired into the program, we can swap the tth

encryption of stream 2(®) with an encryption of stream 2(®) using the security of SKE.

i Hybridg‘}tj: At step ¢, we now encrypt stream z(9) instead of stream z(®).

Hybrids HybridétA’l to Hybrid§t74’5 detail how to swap the t™* ciphertext.

(d) We clean up by un-hardwiring step t—1 from the program. This returns us to Hybridét +1,0°
This is done in a similar fashion as when we originally hardwired the step.

i Hybridétﬁ: At steps i < t—2, we introduce an alternative B-type signature scheme
for verifying and signing state ciphertexts within our obfuscated program. This step
is done in a similar fashion as in Hybridét_lyl.

ii. Hybridg‘}”: If our outgoing message at step t — 2 is the correct pre-computed
hardwired value corresponding to stream z(?), then we sign the message with a B-

type signature. Additionally, we no longer verify using B type signatures. This step
is done in a similar fashion as in Hybridét,m.

iii. Hybridg‘}t,gz At index t — 1, rather than setting (y, Ctst++1) to pre-computed and

hardwired outputs corresponding to stream z(?), we compute them from the input
values. This is essentially the inverse of Hybridétflyg.

iv. Hybridg‘}t,gz We remove all references to B type signatures. This step is done in a
similar fashion as in Hybridét,1’4.

3. For the ciphertext at index t*, rather than replacing it with an encryption of stream z(©), we
replace it with an encryption of 1.

This breaks the chain of dependencies between the ciphertexts of message queries given before
the function query and the ciphertexts of message queries given after the function query which
is needed in Part 2 of the security proof. In particular, the ciphertexts of our adaptive scheme
consist of an outer Pre-One-sFE encryption of an inner Post-One-sFE ciphertext of the stream
value. Thus, this step replaces the inner t*'" Post-One-sFE ciphertext with 1, removing it
from the scheme entirely. This is required since the t*** Post-One-sFE ciphertext contains
secret values used in encrypting the ¢t* + 1" Post-One-sFE ciphertext.

(a) Hybrids': This is identical to Hybridét%. In other words, for i < t*, we encrypt
stream z(?) instead of stream z(®). We also have steps i = t* — 1 and i = ¢* hardwired
into the program.

(b) Hybrid?: We replace the t** encryption of stream () with an encryption of L.
Hybrids Hybridﬁl to Hybridﬁg) detail how to swap this ciphertext with L.

4. Hybridé“: We re-wrap the parts of our construction corresponding to Pre-One-sFE. Note
that our hybrid no longer acts identically to the original construction of Pre-One-sFE since
we have to maintain hardwired values in our hybrid in order to deal with the encryption of
1 at step t*. However, we have removed the dependency on the challenge bit b from the
ciphertexts of message queries given before the function query.
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Part 2: Using the Security of Post-One-sFE.

Recall that our goal is to iteratively replace the encryption of each element of stream z® with a
value which is independent of the challenge bit b. Using our Pre-One-sFE scheme, we have already
done this for all message queries given before the function query. For the remaining message
queries, consisting of all message queries given after the function query, we will use the security of
Post-One-sFE. In particular, we will replace these values with values that can be simulated given
just the output of the streaming function on the challenge streams.

As this proof is essentially identical to the proof in [GKS23|, we refer the reader to the proof
overview given in Section 5.4 of [GKS23] and simply list which of their hybrids corresponds to each
of our hybrids. Note that the last hybrid of Part 1 is Hybridé4 which corresponds to the starting
hybrid Hybrids' in [GKS23)].

1. Hybrid“74: We unwrap the definition of Post-One-sFE and exchange some pseudorandom
values for truly random values. This corresponds to Hybrids' in [GKS23].

2. Hybridg4 : This corresponds to Hybridf))4 in [GKS23].
3. Hybridg' : This corresponds to Hybridz' in [GKS23)].
4. Hybrids} : This corresponds to Hybrid#' in [GKS23].

5. We go through the following hybrids for ¢ € [t* + 1,n]. Note that relative to the proof
in [GKS23], we have modified the notational numbering of the following two hybrids. However,
we have not changed the order in which the hybrids occur in the proof.

o Hybridf‘l’t’o: This corresponds to hybrid Hybridékfm in [GKS23| for k =1t —t*.
o Hybridﬁm: This corresponds to hybrid Hybridék,1 in [GKS23] for k =t — t*.

6. Hybrid{y: This corresponds to Hybrid“74 in [GKS23|.
7. Hybrid“f})): This corresponds to Hybridé4 in [GKS23], which is their final hybrid.

After concluding Part 2, our final hybrid is independent of the challenge bit . This implies the
security of our scheme.

6.4.2 Formal Proof

As the proof is rather long and involved, we defer it to Appendix C (page 102).
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7 Bootstrapping to an Adaptively Secure, Public-Key Streaming
FE Scheme

To construct our adaptively secure, public-key sFE scheme, we use the following theorem which is
implied by the work of [GKS23].

Theorem 7.1. Assuming

1. a selectively secure, public-key FE scheme for P/Poly

2. a single-key, single-ciphertext, adaptively secure, secret-key, sFE scheme for P/Poly
there exists an adaptively secure, public-key sFE scheme for P/Poly.

Since [GKS23] only proves this theorem for function-selectively secure sFE schemes, for com-
pleteness, we provide a proof of Theorem 7.1 here.?> Apart from the fact that One-sFE now
represents a (single-key, single-ciphertext) adaptively secure scheme, rather than a (single-key,
single-ciphertext) function-selectively secure scheme, our construction is identical to the construc-
tion in [GKS23]. Our proof of security is also essentially the same. We have merely reordered some
of the steps in the hybrids so that they align with the adaptive security game. For a high level
overview of the construction, we refer the reader to the Technical Overview of [GKS23].

To prove Theorem 7.1, we build an sFE scheme from the following tools. As we show below,
apart from One-sFE, all of the following tools can be instantiated using a selectively secure, public-
key FE scheme for P/Poly.

Tools.

e One-sFE = (One-sFE.Setup, One-sFE.Enc, One-sFE.KeyGen, One-sFE.Dec): A single-key, single-
ciphertext, adaptively secure, secret-key sFE scheme for P/Poly.

e PRF = (PRF.Setup, PRF.Eval): A secure pseudorandom function family.
e PRF2 = (PRF2.Setup, PRF2.Eval): A secure pseudorandom function family.

e SKE = (SKE.Setup, SKE.Enc,SKE.Dec): A secure symmetric key encryption scheme with
pseudorandom ciphertexts.

e FPFE = (FPFE.Setup, FPFE.Enc, FPFE.KeyGen, FPFE.Dec): A function-private-selective-secure,
secret-key FE scheme for P/Poly

e FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec): A selectively secure, public-key FE scheme for
P/Poly.
Instantiation of the Tools. Let FE' be a selectively secure, public-key FE scheme for P/Poly.

e We can build PRF, PRF2, SKE from any one-way-function using standard cryptographic tech-
niques (e.g. [Gol01,Gol09]). As FE' implies one-way-functions, then we can build these from
FE'.

e FE’ already satisfies the security requirements needed for FE.

25 [GKS23] indeed remark, but do not formally prove, that their theorem should also hold for adaptively secure
schemes.
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e FE' immediately implies a selectively secure, secret-key FE scheme SKFE’ for P/Poly. We can
then build our function-private-selective-secure, secret-key FE scheme FPFE for P/Poly by
using the function-privacy transformation of [BS18] on SKFE'.

7.1 Parameters

The parameters are identical to those in [GKS23] since our construction is identical to [GKS23]
except for the fact that One-sFE now represents a (single-key, single-ciphertext) adaptively secure
scheme, rather than a (single-key, single-ciphertext) function-selectively secure scheme.

On security parameter A, function size ¢r, state size {s, input size £y, and output size ¢y, we
will instantiate our primitives with the following parameters:

e One-sFE: We instantiate One-sFE with function size £, state size £g, input size £y, and output
size £y. This means that we will use the following setup algorithm: One-sFE.Setup(1*, 167, 1¢s 1% 1),

e PRF: We instantiate PRF with input size A and output size 5A. This means that we will use
the following setup algorithm: PRF.Setup(1*,1*,1%}).

e PRF2: We instantiate PRF2 with input size A and output size A. This means that we will use
the following setup algorithm: PRF2.Setup(1*,1%,1%).

e FPFE: We instantiate FPFE with

— Input Size: EFPFE.mA = eOne—sFE.msk)\ + gOne—sFE.Enc.stA + EPRFZk)\ + 2 where gOne—sFE.mskA
is the size of master secret keys of One-sFE, {one-sFE.Enc.st, i the size of encryption states
of One-sFE, and fprra.i, is the size of keys of PRF2.

— Function Size: (g, where {f, is the maximum of the size of H; ;, ;, defined in Figure 5
and the size of H

i34, g

* i,t; € {0,117

* xi, 7 € {0,1}%

* v; of size Lone-sFE.ct, Where {onesFE.ct, is the size of ciphertexts of One-sFE

defined in Figure 7 for any

Observe that the function size depends only on \,¢r, /s, lx, ¢y and the sizes of PRF2,
and One-sFE.

— Output Size: lonesFE.ct, Where fonesFE.ct, is the size of ciphertexts of One-sFE
This means that we will use the following setup algorithm: FPFE.Setup(1*, 14, 1fFPrEmy | 1 fOnesFE ciy ).

o SKE: We instantiate SKE with messages of length ¢skg.m, = fOne-sFE.sk, + ¢FPFE.ct, Where
Lone-sFE.sk, is the size of function keys of One-sFE and frpfg ., is the size of ciphertexts of
FPFE. This means that we will use the following setup algorithm: SKE.Setup(l)‘, 1€5KE"”A).

e FE: We instantiate FE with

— Input Size: (rg,,, = lFPFE.msky, + {PRF.ky + 1 + fskE.k, Where (rprE.msk, is the size of
master secret keys of FPFE, /prf ., is the size of keys of PRF, and /skg , is the size of
keys of SKE.

— Function Size: /g, where /g, is the maximum size of G 5 . defined in Figure 6 for any
* f c -7:[5}‘768,52(7631]
x 5 € {0, 1}
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* c of size lsKg.ct, where {sKE ct, is the size of ciphertexts of SKE

Note that the function size depends only on A, {7, ls, x, ¢y and the sizes of PRF, PRF2,
One-sFE, FPFE, and SKE.

— Output Size: lrg oy, = LoOnesFE.sky, T LFPFE.ct, Where LonesFE sk, is the size of secret
keys of One-sFE and {rpFE t, is the size of ciphertexts of FPFE

This means that we will use the following setup algorithm: FE.Setu p(l’\7 1461 , 1fFEma , 1FE.outy ).

Notation. For notational convenience, when the parameters are understood, we will often omit
the security, input size, output size, message size, function size, or state size parameters from each
of the algorithms listed above.

Remark 7.2. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length A. If the original algorithm required additional randomness,
we can replace it with a new algorithm that first expands the A bits of randomness using a PRG
of appropriate stretch and then runs the original algorithm. Note that this replacement does not
affect the security of the above schemes (as long as ¢r, (s, {x, ¢y are polynomial in \).
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7.2 Construction

We now construct our streaming FE scheme sFE. Our construction is identical to [GKS23] except
for the fact that One-sFE now represents a (single-key, single-ciphertext) adaptively secure scheme,
rather than a (single-key, single-ciphertext) function-selectively secure scheme. Recall that for
notational convenience, we may omit the security, input size, output size, message size, function
size, or state size parameters from our algorithms. For information on these parameters, please see
the parameter section above.

e sFE.Setup(1*, 147, 1%s 1%x 1%):

1. (FE.mpk, FE.msk) < FE.Setup(1%)
2. Output (MPK = FE.mpk, MSK = FE.msk).

e sFE.EncSetup(MPK):

Parse MPK = FE.mpk.

PRF.K < PRF.Setup(1%).

FPFE.msk < FPFE.Setup(1*)

FE.ct + FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0/KE-%x ),
Output Enc.ST = (FPFE.msk, FE.ct).

SN R

e SFE.Enc(MPK, Enc.ST, i, ;):

Parse Enc.ST = (FPFE.msk, FE.ct).

t; « {0, 1},

Let H; = H; 4, +, as defined in Figure 5.
FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
If i =1, output CT; = (FE.ct, FPFE.skz,).
Else, output CT; = FPFE.sky,

SN e I

H; z, +;(One-sFE.msk, One-sFE.Enc.st, PRF2.E, /3):
1. If3=0
(a) r; < PRF2.Eval(PRF2.k,t;)
(b) Output One-sFE.ct; +— One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;;7;)
2. Else, output L

Figure 5: Definition of H; 4, 1,

e sFE.KeyGen(MSK, f):
1. Parse MSK = FE.msk.
2. s+ {0,1}*.
3. ¢ {0,1}FsKEcty,
4. Let G = Gy s as defined in Figure 6.
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5. FE.skg < FE.KeyGen(FE.msk, G).
6. Output SK; = FE.skg.

Gf.s,.(FPFE.msk, PRF.K, o, SKE.E):
1. fa=0
(a) (rsetup, TKeyGen, TEncSetups 'PRF2; TEnc) <— PRF.Eval(PRF.K, s)
(b) One-sFE.msk < One-sFE.Setup(1*; rsetup)
(c) One-sFE.Enc.st <— One-sFE.EncSetup(One-sFE.msk; 7EncSetup)
(

)
)
d) One-sFE.sky <— One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)
(e) PRF2.k + PRFQ.Setup(lA; TPRFQ)

(f)

f) FPFE.ct < FPFE.Enc(FPFE.msk, (One-sFE.msk, One-sFE.Enc.st, PRF2.k,0); rgnc)
(g) Output (One-sFE.sky, FPFE.ct)

2. Else
(a) Output (One-sFE.sks, FPFE.ct) < SKE.Dec(SKE.E, c)

Figure 6: Definition of G .

o sFE.Dec(SKy, Dec.ST;,4,CT;):
1. Ifi=1

(a) Parse CT; = (FE.ct,FPFE.sky,) and SKy = FE.ske.
(b) (One-sFE.sk¢, FPFE.ct) = FE.Dec(FE.skg, FE.ct)
(c) Set One-sFE.Dec.st; = L.

2. Ifi>1

(a) Parse CT; = FPFE.sky,

(b) Parse Dec.ST; = (One-sFE.sk¢, FPFE.ct, One-sFE.Dec.st;)
3. One-sFE.ct; = FPFE.Dec(FPFE.sky,, FPFE.ct)

4. (yi, One-sFE.Dec.st;11) = One-sFE.Dec(One-sFE.sk ¢, One-sFE.Dec.st;, 4,
One-sFE.ct;)

5. Output (y;, Dec.ST; 41 = (One-sFE.sks, FPFE.ct, One-sFE.Dec.st; 1))

We also define the following function which will be used in our security proof.
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H ., . (One-sFE.msk, One-sFE.Enc.st, PRF2.k, §):

e If =0

1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; r;)

e Ifp=1

1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z; ;)

e Else, output v;

Figure 7: Definition of H

!
1yT4, L5t Vi

7.3 Correctness and Efficiency

Correctness and efficiency follow from the corresponding theorems in [GKS23] since our con-
struction is identical to [GKS23] except for the fact that One-sFE now represents a (single-key,
single-ciphertext) adaptively secure scheme, rather than a (single-key, single-ciphertext) function-
selectively secure scheme. However, this difference only affects the security of One-sFE and thus
only affects the proof of security.

7.4 Security
As the security proof is very similar to the one in [GKS23], we defer it to Appendix D (page 296).
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A [JLS22] Assumptions

In this section, we detail the assumptions used in [JLS22] to build (subexponentially secure) iO for
P/Poly.

Definition A.1 (e-Indistinguishability). We say that two ensembles X = {X\}ren and Y =
{\}ren are e-indistinguishable if for all PPT adversaries A and for all sufficiently large X € N,

Pr [A(1N2) =1 — Pr [A(1y) = 1]| < ()
1’(—.)()\ y(—y)\
We say that two ensembles are computationally indistinguishable if they are e-indistinguishable for
€(A) = negl(\) for some negligible negl, and that two ensembles are subexponentially indistinguish-
able if they are e-indistinguishable for e(\) = 27 for some positive real number c.

Definition A.2 (§-LPN Assumption [BFKL94,I1PS08, AAB15, BCGI18]). Let 6 € (0,1). We say
that the §-LPN Assumption is true if the following holds: For any constant n, > 0, any function
p : N — N such that for every £ € N, p(¢) is a prime of £ bits, any constant n, > 0, we set
p=pl),n=n(l) =" andr = r{) =, and we require that the following two distributions
are computationally indistinguishable:

{(A, b=s - A+e)| A 0" s I e D%X”(p)}ZEN

Au) | A< 2" ue 2
{( u)| p oY P Jen
where e < D,(p) is a generalized Bernoulli distribution, i.e. e is sampled randomly from Z, with

probability r = (=% and set to be 0 with probability 1 — r. We say that subexponential §-LPN holds
if the two distributions above are subexponentially indistinguishable.

Remark A.3. A PRG (see Definition B.1) is said to be in NC? if it is implementable by a uniformly
efficiently generatable NC° circuit. We say a PRG with stretch m(+) is subexponentially secure if
there exists a real positive constant ¢ such that for all non-uniform PPT adversaries A and all
sufficiently large n € N,

=1 — =11l < 97*°
LPr JAPRGE) =1 = Pr o AG)=1]| <2
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Definition A.4 (DLIN Assumption). The decision linear (DLIN) assumption over prime order
symmetric bilinear groups is stated as follows: Given an appropriate prime p, two groups G,Gr
are chosen of order p such that there exists an efficiently computable nontrivial bilinear map e :
G x G — Gp. Canonical generators g for G and gp for Gr are also computed. Then, the DLIN
assumption requires that the following computational indistinguishability holds:

z(aer))

{(¢", 0¥, 9%, 6", g*", g L2y, 2, 0,0 < Zp} = (9%, 6%, 9%, 6% g¥°, 6°) @, y, 2,0, b, ¢ Zp)

We say that subexponential DLIN holds if the two distributions above are subexponentially indistin-
guishable.

B Preliminaries Continued

B.1 Standard Notions

Definition B.1 (Pseudorandom Generator (PRG)). A pseudorandom generator with stretch m(-)
is a Boolean function PRG : {0,1}* — {0,1}* mapping n-bit inputs to m(n)-bit outputs that is
computable by a uniform PPT machine. Security holds if there exists a negligible function u such
that for all n € N and all PPT adversaries A,

Pr JAPRGOY) = 1= P TA() = 1)) < (o)

Definition B.2 (Pseudorandom Function (PRF)). A pseudorandom function family (PRF) with
key space KK = {ICx nm }an.men is a tuple of PPT algorithms PRF = (PRF.Setup, PRF.Eval) where

° PRF.Setup(lA, 1",1™) is a randomized algorithm that takes as input the security parameter
A, an input length n, and an output length m, and outputs a key K € Ky pm

e PRF.Eval(K,x) is a deterministic algorithm that takes as input a key K € Ky ,m and an
input x € {0,1}", and outputs a value y € {0,1}™.

Security requires that there exists a mnegligible function p such that for all A € N and all PPT
adversaries A,

Pr[ExpthRF(1*,0) = 1] — Pr[Expt"RF (14, 1) = 1]| < pu(N)

where for each b € {0,1} and A € N, we define

Expt7RF (14, b)
1. Parameters: A takes as input 1* and outputs an input size 1™ and an output size 1™.
2. Setup:

(a) If b =0, sample K + PRF.Setup(1*,1™,1™).
(b) If b =1, sample R < Rpm where Ry is the set of all functions from {0,1}" to
{0,1}™.
3. PRF Queries: The following can be repeated any polynomial number of times:

(a) A outputs a value x € {0,1}".
(b) If b= 0, send y = PRF.Eval(K, z) to A.
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(c) If b=1, send y = R(x) to A.

4. Experiment Outcome: A outputs a bit V' which is the output of the experiment.

Definition B.3 (Symmetric Key Encryption (SKE)). A symmetric key encryption scheme with key
space K = {ICxn}anen and ciphertext size m(-) is a tuple of PPT algorithms SKE = (SKE.Setup,
SKE.Enc, SKE.Dec) where

° SKE.Setup(l)‘, 1™) is a randomized algorithm that takes as input the security parameter X and
an input length n and outputs a secret key k € Ky,

o SKE.Enc(k,z) is a randomized algorithm that takes as input a secret key k € Ky, and a
message x € {0,1}" and outputs an encryption ct € {0,1}™") of ¢

o SKE.Dec(k,ct) is a deterministic algorithm that takes as input a secret key k € Ky, and a
ciphertext ct € {0,1Y"N) and outputs a value y € {0,1}".

Correctness requires that for all \,n € N and every x € {0,1}",
Pr [SKE.Dec(k,SKE.Enc(k,x)) =x:k<+ SKE.Setup(l)‘, 1")} =1

Security requires that there exists a negligible function p such that for oll A € N and all PPT
adversaries A,

’Pr[Expti‘KE(lA, 0) = 1] — Pr[ExptS<E(1*,1) = 1]‘ < u(\)

where for each b € {0,1} and X\ € N, we define

ExptoE(1*,b)
1. Parameters: A takes as input 1* and outputs an input size 1™.
2. Setup: k + SKE.Setup(1*,1")

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:

(a) A outputs a challenge message pair (zo,x1) where xo,z1 € {0,1}".
(b) cty <= SKE.Enc(k, =)
(c) Sent cty, to A.

4. Ezperiment Outcome: A outputs a bit V' which is the output of the experiment.

We will sometimes require that our symmetric key encryption scheme has pseudorandom ci-
phertexts. Intuitively, this means that ciphertexts should be indistinguishable from random strings
of the same size.

Definition B.4 (Symmetric Key Encryption (SKE) with Pseudorandom Ciphertexts). A symmet-
ric key encryption scheme SKE = (SKE.Setup, SKE.Enc, SKE.Dec) with key space IC = {Kx n}xnen
and ciphertext size m(-) has pseudorandom ciphertezts if there exists a negligible function p such

that for all A € N and all PPT adversaries A,
Pr[|5Xpt§4KE—Pseudorandom—CT(1)\7 0) — 1] o Pr[|5Xpt§4KE—Pseudorandom—CT(1)\7 1) — 1] < N(A)

where for each b € {0,1} and X € N, we define
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EXptiKE—Pseudora ndom-CT (1>\ 7 b)

1. Parameters: A takes as input 1* and outputs an input size 1™.
2. Setup: k + SKE.Setup(1*,1")

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:
(a) A outputs a challenge message x where x € {0,1}".
(b) If b= 0, ct < SKE.Enc(k, z).
(c) Ifb=1, ct « {0,1}m"n),
(d) Send ct to A.

4. Experiment Outcome: A outputs a bit V' which is the output of the experiment.

B.2 Secret-Key Functional Encryption
In this section, we formally define secret-key functional encryption.

Definition B.5 (Secret-Key Functional Encryption). A secret-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, Enc, KeyGen, Dec) defined as follows:*

° Setup(l’\7 167 1%x 1) takes as input the security parameter \, a function size Lx, an input
size Lx, and an output size {y, and outputs the master secret key msk.

e Enc(msk,z): takes as input the master secret key msk and a message x € {0, 1}£X, and outputs
an encryption ct of x.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,lx,ly],
and outputs a function key sky.

o Dec(skys,ct): takes as input a function key sky and a ciphertext ct, and outputs a value
y € {0,1}%.

FE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all Lz, Ly, ly < p(N\), all z € {0,1}%, and all f € Fllr, Ly, ly],

msk < Setup(1*, 147, 1¢x 1)
Pr | Dec(sky, ct,) = f(z) : ct, < Enc(msk, z) >1—p(N).
sk < KeyGen(msk, f)

We now define adaptive security.

Definition B.6 (Adaptive Security for Secret-Key FE). A secret-key functional encryption scheme
FE for P/Poly is adaptively secure if there exists a negligible function pu such that for all X € N and
every PPT adversary A,

Pr[SKExpt S 9P (12, 0) = 1] — Pr[SKExpt f AP (12, 1) = 1]| < u())

where for each b € {0,1} and A € N, we define

26We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*,1°% 1% 1% as input, but omit them
from our notation for convenience.
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SK EXptE‘E—Ada ptive ( 1)\’ b)

1. Parameters: A takes as input 1, and outputs a function size 1#, an input size 1“,
and an output size 1%V,

2. Setup: msk < FE.Setup(1*, 17, 1tx 1),

3. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query:
i. A outputs a function query f € Fllr, Ly, ly].

ii. sky < FE.KeyGen(msk, f).
iii. Send sky to A.
(b) Challenge Message Query:
i. A outputs a challenge message pair (zg,x1) where zg,x1 € {0, 1}“.
it. ct < FE.Enc(msk, xy).
1. Send ct to A.

4. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point f(xg) # f(x1) for some message query (xo,x1) and function
query f submitted by the adversary.

Definition B.7 (Other Secret-Key FE Security Definitions). There are many variations of the
security definition. We list a few below:

e Selective Security: The adversary is required to make the message queries at the beginning
of the experiment. This is similar to adaptive security, except that that we do not allow the
adversary to make a Challenge Message Query after it has made a Function Query.

e Function-Selective Security: The adversary is required to make the function queries at
the beginning of the experiment. This is similar to adaptive security, except that we do not
allow the adversary to make a Function Query after it has made a Challenge Message Query.

B.3 Secret-Key Streaming Functional Encryption

In this section, we formally define secret-key streaming functional encryption.

Definition B.8 (Secret-Key Streaming FE). A secret-key streaming functional encryption scheme
for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-

lows:27

1. Setup(1*, 167 1%s 1tx 153’): takes as input the security parameter X, a function size {rx, a
state size £s, an input size Ly, and an output size £y, and outputs the master secret key msk.

2. EncSetup(msk): takes as input the master secret key msk and outputs an encryption state
Enc.st

2"We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*, 147 ,1%5 1% 1% as input,
but omit them from our notation for convenience.
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3. Enc(msk, Enc.st, i, x;): takes as input the master secret key msk, an encryption state Enc.st,
an index i, and a message x; € {0, 1}39{ and outputs an encryption ct; of x;.

4. KeyGen(msk, f): takes as input the master secret key msk and a function f € Fllr,ls,lx,ly]
and outputs a function key sky.

5. Dec(sky, Dec.st;, i, ct;): where for each function key sky, Dec(sky, -, -, -) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st;y1 and an output y; € {0,1}%.

sFE must be streaming efficient, meaning that the size and runtime of all algorithms of sFE
on security parameter A, function size {r, state size s, input size lx, and output size {y are

pOIy()\, Z]'—v 637 €X7 gy)

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all bx,ls,Lx,ly < p(\), alln € [2Y], all z = x1 ... 2, where each x; € {0,1}**, and all
f S J_-.[EfvESazX?Ey];

msk < Setup(1*, 167, 16s 1fx 1),
Pr |Dec(sky,ct,) = f(x) : ct, <+ Enc(msk, 1), >1—p(N)
sk < KeyGen(msk, f)

where we define®®

e Enc(msk,x) outputs ct, = (ct;);cpn) produced by sampling Enc.st < EncSetup(msk) and then
computing ct; < Enc(msk, Enc.st, i, x;) for i € [n].

e Dec(sky,ct,) outputs y = (yi)ien] where (yi, Dec.stiy1) = Dec(sky, Dec.st;, i, ct;) for i € [n].

We now define adaptive security. Our definition of security is adaptive in a very strong sense,
in that the adversary can not only adaptively pick each of the next values of each stream based on
the ciphertexts and function keys already received, but can also interweave function queries with
message queries of any stream. As each stream consists of multiple values, to avoid confusion, we
require the adversary to specify which streams its challenge message queries are for by outputting
a stream identity 7 with its message queries.

Definition B.9 (Adaptive Security for Secret-Key sFE). A secret-key streaming FE scheme sFE
for P/Poly is adaptively secure if there exists a negligible function u such that for all X € N and all
PPT adversaries A,

Pr[SKExpt® = A9%P™e (1} 0) = 1] — Pr[SKExpt% 9P (12,1) = 1]| < u()N)

where for each b € {0,1} and A € N, we define

SKEXptiE_Adaptive(l)‘, b)

1. Parameters: A takes as input 1>‘, and outputs a function size 137, a state size 165, an
input size 1% and an output size 1%V .

2. Setup: Compute msk < sFE.Setup(1*, 17, 1% 1¢x 1),

3. For a polynomial number of rounds, the adversary can do either one of the following in

28 As with all streaming functions, we assume that Dec.st; = L if not otherwise specified.
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each round:

(a) Function Query:
i. A outputs a streaming function query f € Fllr,ls,lx,ly].
ii. sky < sFE.KeyGen(msk, f).
iii. Send sky to A.
(b) Challenge Message Query:
i. A outputs a stream identity T.

1. If this is the first challenge message query with stream identity T, sample Enc.st, <
sFE.EncSetup(msk) and initialize the index ind, = 1. Else, increment the index

ind; by 1.
(0 (1) 0 @
11i. A outputs a challenge message pair (xindT’xindT) for stream T where z; 4 ;4 €
{0,1}~.

(b) ).

. Ctind, ¢ SFE.Enc(msk, Enc.st.,ind;, 2 4

v. Send cting, to A.
4. Ezxzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary

ever aborts or if it at any point some function query f submitted by the adversary yields
different outputs on any of the challenge message streams submitted so far (i.e. if f(:cg-o)) %+
f(x(Tl)) for some function query f submitted by the adversary where {(xfr?jT,xf:c}T)};ndTe[t] are

0) _ .(0) (0)

the message queries submilted so far under some stream identity 7, xz’ = xy ' ...x; , and
20— M x(l))
o=y 1)

Definition B.10 (Other Secret-Key sFE Security Definitions). There are many variations of the
security definition. We list a few below:

o Selective Security: The adversary is required to make all message queries before any func-
tion queries. This is identical to adaptive security, except that we do not allow the adversary
to make a Challenge Message Query after it has made a Function Query.

e Function-Selective Security: The adversary is required to make all function queries before
any message queries. This is identical to adaptive security, except that we do not allow the
adversary to make a Function Query after it has made a Challenge Message Query.
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C Security Proof from Section 6

In this section, we formally prove that One-sFE is single-key, single-ciphertext, adaptively secure
for the function class P/Poly.

Please refer to the technical overview (Section 2, page 9) for intuition on the proof and the
proof overview (Section 6.4.1, page 77) for an overview of the hybrids.

The proof can be split into two main parts:

1. In Part 1, we use the security of Pre-One-sFE to deal with all the message queries given before
the function query.

2. In Part 2, we use the security of Post-One-sFE to deal with all the message queries given after
the function query.

Note that we use the security of these component schemes in a very non-black-box manner.

Remark C.1. Recall that for this proof, we will use an alternate, but equivalent, definition of
single-key, single-ciphertext, adaptive security (Definition 6.2, page 76) where instead of needing to
distinguish between an encryption of stream z(?) and an encryption of stream (1), the adversary
will receive an encryption of stream z(?) for a random bit b and will win if they correctly guess b.

Notation. For Hybrid;ﬁb labeled by subscript sub, we use Progs,, to denote the program that is
obfuscated in that hybrid.

Remark C.2. We require all of our unwrapped?” hybrids to immediately halt and output 0 if the
adversary ever aborts or if it at any point some function query f submitted by the adversary yields
different outputs on the challenge message streams submitted so far (i.e. if f(z(®) # f(z™M) for
some function query f submitted by the adversary where {(1:1(0), azgl))}ie[t] are the message queries

submitted so far, 20 = :L'go) .. .x,go), and z(M) = ngl) .

this requirement from the description of our hybrids.

.xil)). For notational simplicitly, we omit

2%Every hybrid named Hybrid;‘:b for some subscrip sub is considered an “unwrapped” hybrid. See the discussion

betwen Hybridz' and Hybrid?' for details.
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C.1 Part 1: Using the Security of Pre-One-sFE

Hybrid64: Real world encryption of stream z(*). Here, we define ¢* to be the length of the challenge
stream after Encryption Phase 1 and define n to be the total length of the challenge stream.
Note that both ¢* and n are adaptively (and implictly) chosen by the adversary.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

2. Setup:
(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157 1ls 15x 1Lv),
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7 1¢s 1% 1),
3. Challenge Bit: b < {0,1}.

4. Encryption Phase 1: Fori=1,2,...,t*

A sends (a:( ) (1)) to the challenger.

)

Post. CT( )« Post-One-sFE. Enc(Post.MSK, i m(b)).

) 1

5. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; «— Post-One-sFE.KeyGen(Post.MSK, f,st1).

(c) Pre.SKy <= Pre-One-sFE.KeyGen(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st ).
(d) Send SK; = Pre.SK; to A.

6. Encryption Phase 2: Fori=t"+1,t*+2,...,n

(a) A sends (z Z( ), §1)) to the challenger.
(b Post.CTg )+ Post-One-sFE. Enc(Post.MSK, i 2 )).

)
) iy,
(c) Pre.CTZ(-b) < Pre-One-sFE.Enc(Pre.MSK, i, Post.CTEb)).
(d) Send CT; = Pre.CTZ(.b) to A.

7. Output: A sends V' to the challenger. Output 1 if b =¥’, and output 0 else.
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Guessing the stream length. We defined t* to be the length of the challenge stream after
Encryption Phase 1 and defined n to be the total length of the challenge stream. Note that
both t* and n were adapatively (and implicitly) chosen by the adversary.

In later hybrids, it is useful to know (t*,n) at the beginning of the hybrid. To deal with this,
we guess these values at the beginning of the experiment and abort (i.e. output L and halt) if we
notice that our guess is incorrect (i.e. the adversary asks for too few or too many queries at each
stage). See Hyb]rid“l4 below as an example.

As we only guess correctly with some low probability, we will repeat the whole experiment
whenever our guess is incorrect. Thus, we define the following wrapper function Wrap for our
hybrids. We will call any hybrid named Hybridf}lb for some subscript sub an unwrapped hybrid,
and will call any hybrid named Wra p(Hybrid“‘l ) for some subscript sub a wrapped hybrid.

sub

Wrap(Hybrid*):
1. For lteration € [T ,] where T4 is the maximum runtime of A on security parameter \:

(a) Run hybrid: v « Hybrid#(1%).
(b) Check for correct guess: If v # L, output v and halt.

2. Output 0.

Remark C.3. We overload notation and use (t*, n) to additionally refer to the hybrid’s guess for the
length of the challenge stream after Encryption Phase 1 and Encryption Phase 2 respectively.

Remark C.4. By Lemma C.5 below, to show indistinguishability between two wrapped hybrids,
it suffices to show indistinguishability between the unwrapped hybrids. Thus, for simplicity, for
most of the remainder of this proof, we will omit this wrapper function from both our hybrids and
our proofs of security. Note that the formal security proof would require all hybrids to be wrapped.

Lemma C.5. Let Hybrid and Hybrid“é‘ be two PPT algorithms with outputs in {0,1, L}.
If for all A € N and any PPT adversary A,

A(Hybrid} (1*), Hybrid3 (11)) < negl())
then for all A € N and any PPT adversary A,
Pr[Wrap(Hybrid)(1}) = 1] — Pr[Wrap(Hybridg‘)(l)‘) =1]| < negl(})

Proof. Let A € Nand let A be a PPT adversary. We define intermediate hybrids Wra pi(Hybridf, Hybridg‘)
for i € [0,73 ,]:

Wrap, (Hybridy, Hybrid3):
1. For lteration € [T ,] where T ) is the maximum runtime of A on security parameter \:
(a) Run hybrid:
i. If lteration < i, v + Hybridj (1%).
ii. If lteration > i, v + HybridA(1").
(b) Check for correct guess: If v # L, output v and halt.
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‘ 2. Output 0.

Note that Wrap(Hybrid) = Wrap,(Hybrid;', Hybrids') and
Wrap(Hybrid3) = Wrapys | (Hybridy, Hybrid?).

Now, we claim that for all i € [Ti’)\], Wrap;_; (Hybrid?, Hybridg‘) is indistinguishable from
Wrap, (Hybrid, Hybrid“é). Consider the i*" execution (which is the only place they differ). In
Wrap; _; (Hybrid, Hybrid“ﬁ“), we run Hybrid(1"), and in Wrap,(Hybrid, Hybridé), we run
Hybrid’é(l)‘). Since the outputs of these two hybrids differ by only a negligible amount, then the
outputs of Wrap,_; (Hybrid;}, Hybrid3') and Wrap;(Hybridy, Hybrid4) differ by only a negligi-
ble amount.

Thus, the output distributions of Wrap(Hybrid)(1*) and Wrap(Hybrid))(1*) can differ by
only Tf")\ - negl(A\) = negl(A). O
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Hybrid“f‘: In this hybrid, we guess the stream length at the beginning of the experiment. We abort
the hybrid by outputting L if we notice our guess is incorrect.

1. Guess Stream Length: (t*,n) < [T4\] x [T'a,x] where T 4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

3. Setup:
(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157 1ls 15x 1Lv),
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7, 15 1¢x 1),
4. Challenge Bit: b+ {0, 1}.

5. Encryption Phase 1: For¢=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (z Z( ), 51)) to the challenger.

(b) Post. CT ®) « Post-One-sFE. Enc(Post. I\/ISK,i,:c(b))

(c) Pre. CT( ) < Pre-One-sFE. Enc(Pre.MSK, 7, Post. CT(b))
(d) Send CT; = Pre.CT\”) to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; <— Post-One-sFE.KeyGen(Post.MSK, f,st;).

(c) Pre.SK¢ <— Pre-One-sFE.KeyGen(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st; ).
(d) Send SK; = Pre.SK¢ to A.

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

Z

(a) A sends (z (0), 51)) to the challenger.

(b) Post. CT ®) « Post-One-sFE. Enc(Post. l\/ISK,z',a:(b))
)
)

(c) Pre. CT( ) < Pre-One-sFE. Enc(Pre.MSK, 7, Post. CT(b))
(d) Send CT; = Pre. CT to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.6. For all PPT adversaries A,

Pr[Hybrid;'(1*) = 1] — Pr[Wrap(Hybrid{')(1*) = 1]| < negl(})

106



Proof. Aslong as we correctly guess (t*, n) in any iteration of Wra p(Hybrid“f‘), then Wra p(Hybrid“f‘)
and Hybrid“f‘ are identically distributed. This is because Wrap(Hybridf) throws out all execu-
tions of Hybrid{ that are aborted, but conditioned on not aborting (i.e. correctly guessing (¢*,n)),
then Hybrid()4 and Hybridi4 are identical to the adversary. Note also that T4  is an upper bound
on the number of queries that A can make on security parameter A (and thus an upper bound on
the actual values of (t*,n)).

Since Hybrid“l4 does not make use of (t*,n) beyond its abort condition, then until or unless
Hybrid“l4 aborts, the distribution of the number of queries the adversary makes in Hybrid“l4 is iden-
tical to that of Hybrid64. Thus, we can argue that the probability that Hybrid“l4 correctly guesses
(t*,n) is at least ﬁ. In the up to Ti, y independent executions of Hybrid{' in Wrap(Hybrid{),

T3

the probability that Hybrid{' never guesses correctly is |1 — —— ~ e Tax = g=Poly(V) —
p y 1 TA N

negl(\). Thus, the outputs of Hybrids' and Wrap(Hybrid{') are negligibly close.
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Hybridfl: This is identical to the previous hybrid except that we have unwrapped the definition
of Pre-One-sFE.

1. Guess Stream Length: (t*,n) < [T4] X [T4,n] where T4 5 is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

3. Setup:

(a) Kinp, Ka, Kg + PPRF.Setup(1?).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7, 15 1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (mgo), .TZ(»l)) to the challenger.
(b) Post.CTgb) = Post-One-sFE(Post.MSK, i, xl(b)).
(c) Compute ctinp;:
i. (rg,,Tenc,i) = PPRF.Eval(KE,1).
ii. kg = SKE.Setup(lA;rEJ).
i, Ctinp,s = ctir) , = SKE.Enc(kp,q, Post.CT.").
(d) Compute oinp,i:
i. (5gKinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp.i)-
(e) Send CT; = (ctinp,i, Oinp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK, f,st;).
(c) Compute ctg 1:
i. (rg1,7enc1) = PPRF.Eval(Kg, 1).
ii. kg1 = SKE.Setup(1*;751).
iii. ctst,1 = SKE.Enc(kp,1, Post.Dec.sti;7gnc 1)-
(d) Setup iterator: (ppg,itrsio) < Itr.Setup(1*,2%).
(e) Compute o 1:
i. my = (1, ctst 1, itrse ).
ii. (sgkg 1, vka,1,vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
iii. g1 = SSig.Sign(sgky 1,m1).

(f) Compute program: P < iO(Prog[Post-One-sFE.Dec, Kinp, K 4, Kg, pps;]) where Prog
is defined below.
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(g) Send SKy = (P, ctst 1, 0st,1,1trst,0) to A.

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (x(O) ZL'(l)) to the challenger.

(b) Post.CT'?) = Post-One-sFE(Post.MSK. i, z")).
(c) Compute ctinp ;:
i. (rg,renci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7,;).
iii. Ctinp.; = SKE.Enc(kp,, Post.CT').
(d) Compute oinp ;:
i. (sgkinp,i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, ©)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp,i)-
(e) Send CT; = (ctinp,i, Oinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Program Prog[Post-One-sFE.Dec, Kinp, K 4, KE, PPst) (2, Ctinp.is Tinp,is Ctst,is Ost,is itrst,i—1)
1. Verification Step:

i. Verify i is positive: If ¢ < 0, output L.

ii. Verify input signature:
i (sgkinpﬂ-,vk;nP,i,vkinPMej) — SSig.Setup(l/\; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet,i, itrse,i—1).

iv. Verify state signature:
i (sgkai>vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,os ;) = 0, output L.

2. Computation Step:

(a) Decrypt input and state:
i. (rg,i,Tenc,i) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kE i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp, i, Ctst,i)-
(b) Compute output value and next state:
i. (y;, Post.Dec.st;y1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
(c) Encrypt the new state:
i. (rEit+1,7Enc,i+1) = PPRF.Eval(Kg, i+ 1).
ii. kgiy1 = SKE.Setup(l)‘;TE,iH).
iii. ctet;r1 = SKE.Enc(kg,it1, Post.Dec.st;y1; "Enc,it+1)-
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3. Authentication Step:

i. itrs; = Itr.Iterate(ppgy, itrsti—1, (4, Ctst.i))-
. mip1 = (141, Cot,it1, itrst,i)-
iii. Sign the new state:
i (sgkait1,VKAit1, VKA i41,re) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,ir1 = SSig.Sign(sgk 4 ;y1,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.7. For all A € N and all adversaries A,
A(Hybrid{'(1*), Hybrids'(1*)) = 0

Proof. The hybrids are identical.
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Replacing the encrypted stream values. Our goal is to iteratively replace the encryption
of each element of stream 2 with the corresponding value from 2. We can replace the ¢"
ciphertext using the security of SKE as long as the keys and randomness used for encryption are
hidden. However, these values are present in the obfuscated program since it needs them to decrypt
the input and encrypt the new state. But, if we hardcode the output values for steps ¢ — 1 and ¢
into the program, then the program will no longer need these secret keys and randomness so we
can swap the t*" ciphertext.

Thus our first goal will be to hardwire two steps of the program. We start by hardwiring step
0 for free since the indexing starts at ¢ = 1. In general, we proceed as follows:

1. Assume step t — 1 is hardwired.
2. Hardwire step t.
3. Switch t*" ciphertext to stream z(%).
4. Un-hardwire step ¢t — 1.
5. Repeat process with ¢t =t + 1.
These define a series of hybrids for steps ¢ € [t*].

Hybridét70: For i < t, we now encrypt stream z(?) instead of stream z(®). Furthermore, inside

Prog, at step ¢ = t — 1, rather than computing (y;, ctst;+1) by decrypting, evaluating, and re-
encrypting, we instead set them to hardwired values that we have pre-computed ahead of time.
These hardwired values correspond to stream z(?) for i < ¢t and to stream 2(®) for i > t.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 165, an input size 1%, and an output size 14,

3. Setup:

(a) Kinp, Ka, Kg + PPRF.Setup(1?).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 147, 1fs 1% 1),

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

A sends (x(O),:U(l)) to the challenger.

7 7

i. (rg,i,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7rg ;).
iti. ct'”) = SKE.Enc(kp,, Post.CT\")).

inp,?
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iv. ct?) . = SKE.Enc(kp,, Post.CT').

(e) Set h:ﬁcziwired values:

- ), ifi<t

b i = { mEl ifi>t
(f) Compute input signature keys: Do nothing. (Will be added in a later hybrid.)
(g) Compute oinp ;:

1. (sgkinp,i,vk;np,i, VKinp.irej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, ©)).

ii. ginp,i = SSig.Sign(sgkinp.i> Ctio ;)-

inp,i

(h) Send CT; = (cti, , ;: Tinp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; «— Post-One-sFE.KeyGen(Post.MSK, f,st;).
(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
(d) Compute state and output values:
i. For i € [t*],
A. (y;, Post.Dec. stl(g]) = Post—One—sFE.Dec(Post.Dec.stg ) Post. CT( ))
B. (y;, Post.Dec. stfﬁl) = Post—One—sFE.Dec(Post.Dec.stZ(- ), Post.CTgb)).
(e) Compute state ciphertexts:
i. For i e [t" + 1],
A. (74, TEnci) = PPRF.Eval(Kg, ).
B. kg; = SKE.Setup(1*;7g ).
C.c ( )- = SKE.Enc(kg ;, Post.Dec. st7( );rEncﬂ;).
D. c (b) = SKE.Enc(kg ;, Post.Dec. stgb) TEnc,i)-
(f) Setup iterator: (ppg, itrsto) ¢ ltr.Setup(1*,2%).

0

(g) Set hardwired values:
i. For i e [t*], yi = v;.
ii. Foric [t"+1],
tl®ifi <t
A. Ct:t,i - {Ctit)z_ ifi> ¢
B. itrg ; = Itr.Iterate(ppy, itrg ;_1, cty ;) where it o = itret 0.
C. mf= (z,ctst,l,ltrstkl).
(h) Compute state signature keys: Do nothing. (Will be added in a later hybrid.)
(i) Compute oy 1:
i (sgka1,Vka 1, Vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).

30Recall that if A submits a function or message query such that f(z(?)) # f(z™V) for all stream values seen so
far, then we immediately halt and output 0. Thus, if we reach this point in the hybrid, the ** output value y( ) for

stream (% is the same as the i*" output value ygl) for stream ¥ and we can denote both by y; = yfo) = yl(l).
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ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P < iO(Progs o[ Kinp, Ka, KE, pPsts y;ivat:t,tD'

(We can omit the function Post-One-sFE.Dec from the parameters to the program as we
always use the same function.)

(k) Send SKjy = (P, cty 1, 0st1,itrst0) to A

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (:1:(0),3;(1)) to the challenger.

(b) Post.CTEb) = Post-One-sFE(Post.MSK, i, mgb)).
(c) Compute ctinp ;:
i. (rg,i,7enci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
fii. Ctinp = SKE.Enc(kp,;, Post.CT{").
(d) Compute oinp ;:
. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,i = SSig.Sign(sgkinp.i> Ctinp,i)-
(e) Send CT; = (Ctinp,i, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b =0/, and output 0 else.

Pl"Ogl"am Prog3,t,0[Kinp7 KA; KE7 PPst .7/2;17 Ct:t,t] (Z7 Ctinp,’iv Uinp,iv Ctst,iv Ost,is itrst,i—l)
1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrse,i—1)-

iv. Verify state signature:
i (sgka vkai,vka,rej) < SSig.Setup(1*; PPRF.Eval(K 4,14)).
ii. If SSig.Verify(vka i, m;,os ;) = 0, output L.

2. Computation Step:

L Ifi=t-1, (v, Ctst7i+1) = (yZLl? Ct:t,t)'
ioIf £t — 1,
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EvaI(KE,i).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet ;).
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ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
1. (TE71'+1, TEnc,i—i—l) = PPRF.EV3|(KE,i + 1).
ii. kgit1 = SKE.Setup(l’\;rE7i+1).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; "Enc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
. mip1 = (14 1, Cteg i1, itrses)-
iii. Sign the new state:
i (sgkaip1sVKAit1, VKA i1 1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,7 + 1)).
ii. ostit1 = SSig.Sign(sgk 4 ;41,Mit1)-

4. Output (yi, Ctst it1, Ost,i+1,1trst,i)-

Lemma C.8. If iO is a secure indistinguishability obfuscation scheme, then for all A € N and all

PPT adversaries A,
A(Hybrids'(1*), Hybridg!, o(11)) < negl())

Proof. Prog and Progs ; ; have the same input/output behavior since if i = ¢t — 1 = 0, then both
programs will output L in the verification step before even reaching the computation step. Thus
the i =t — 1 branch in Progg ; o can never be reached.

Apart from the obfuscated program P, the hybrids are identical since we encrypt stream z(%)

for all values of 1 >t = 1.
Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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Adding B type signatures. Our next goal is to hardwire step ¢ into the obfuscated program.
However, to do so, we first need to do some prepwork.

In the next series of hybrids, we will introduce an alternative signature scheme for the state,
which we will call a B type signature scheme (since it uses Kp). The original state signature
scheme will be called an A type signature scheme (since it use K4). Our obfuscated program will
now allow the state signature to verify under either an A type or B type signature and will sign
the outgoing state with either an A type signature (if it verified with A type) or a B type signature
(if it verified with B type).

Our eventual goal is to isolate a single computational path up to step ¢t under the A type scheme
and make it the only path that can be verified under the A type scheme. This will allow us to
hardwire in step ¢ since it lets us enforce the output at step ¢ to be only one possible value (under
A type signatures). However, we cannot simply abort on all other computational paths. Instead,
we will use the B type signature scheme to provide an alternate path for all these other computa-
tional paths. Thus, since we wish to hardwire step ¢, we will have to add in B type signatures for
each index j € [t—1]. This defines a sequence of hybrids for each additional index j we want to add.

Hybridéw’j = Hybrid{étvo’j’o: For ¢ € [j + 1,t — 1], if the state signature fails to verify under

the original A type signature scheme, then rather than immediately outputting 1, we check if it

verifies under the B type signature scheme. If it verifies using a B type signature, then we will

carry on the computation, and sign the outgoing message using the B type signature scheme.
This hybrid is the same as the previous hybrid except that

e We compute Setup as

3. Setup:
(a) Kinp, Ka, K, K < PPRF.Setup(1%).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1¢7, 1fs 1% 1),

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < 1O(Progs+0,0[Kinp, Ka, K, K5, PPsts Yf_1, Ctét ])-

Program Progs +0j.0[Kinp, K4, KB, KE, PPets i1, Ctar ] (7, Clinp,i» Tinp,i» Clst,is Ostis itrst,i—1)
1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
i. (5gkinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet,i, itrst,i—1).

iv. in-type = 1.

v. Verify A type signatures:
i (sgkai>vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;, 0s4) = 1, in-type = out-type = A.

vi. Verify B type signatures:
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i. Ifintype# Aand j+1<i<t—1,
A. (sgkp i VkB.i, vk, rej) < SSig.Setup(1*; PPRF.Eval(Kp, 1)).
B. If SSig.Verify(vkp i, m;, 05 i) = 1, in-type = out-type = B.

vii. If in-type = L, output L.
2. Computation Step:

LIfi=t—1, (yi, ctstit1) = (Yy_1, Ctepr)-
HoIfi£t—1,
i. Decrypt input and state:
i (TE,iaTEnc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEyi).
ili. Post.CT; = SKE.Dec(kgi, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. ("E,it1,TEnci+1) = PPRF.Eval(Kg,i+1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
ili. ctst 41 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,i+1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-

. mir1 = (i 4 1, Ctet i1, itrses)-

iii. Sign A type messages: If out-type = A,
i (sgkaitts VKAit1, VKA i+1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. os,ir1 = SSig.Sign(sgky ;y1,Mit1)-

iv. Sign B type messages: If out-type = B,
i. (sgkp i1, VKB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(K g, i + 1)).
ii. os,it1 = SSig.Sign(sgkp i1, Mit1).

4. Output (yi, Clst i+1, Ost i+1, itrst’i).

Lemma C.9. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybrids), o(1*), Hybrids', o,_; (1*)) < negl(})

Proof. Progso and Progso+—1 have identical input/output behavior since there is no ¢ such that
j+1=1t<1i<t—1. Therefore, Progs: o1 will never verify using B type signatures and thus
will never use the B type branches.

Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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Hybridétyo’j’lz We introduce B type signatures at step j. However, we only verify at step j using
vkB jrej- Since this verification key always rejects, we do not change the behavior of the obfuscated
program and can rely on the security of ¢O.

This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs+01[Kinp, K4, KB, KE, PPets ¥i 1, Ctar 4])-

Program Progs 0j1[Kinp, K4, KB, Ki, PPsts Yi—1, Ctet ¢] (4, Ctinp.i» Tinp,is Ctst,is Ostis itrst;i—1)
1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
i. (sgKinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrst,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i (sgkaisVkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,os ) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = j,
A. (sgkp i VkB.i, vk irej) < SSig.Setup(1*; PPRF.Eval(K g, 1)).
B. If SSig.Verify(VkB i rej, M4, 0st,i) = 1, in-type = out-type = B.
ii. Ifin-type#£Aand j+1<i<t-—1,
A. (sgkp i, VKB,i; VKB i rej) < SSig.Setup(1*; PPRF.Eval(K g, i)).
B. If SSig.Verify(vkp i, m;, 05t ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yi, Ctstit1) = (Yp_1, Cteer)-
i, Iféi#£¢t—1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(l’\;rEi).
ili. Post.CT; = SKE.Dec(kE,;, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
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1. (TE71'+17 TEnc’iJrl) = PPRFEV3|(KE,Z + 1)
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-

. myp1 = (14 1, Cteg i1, itrses)-

iii. Sign A type messages: If out-type = A,
i (sgkait1s VKAit1, VKA i11,rej) SSig.Setup(1*; PPRF.Eval(K 4,1 + 1)).
ii. osti+1 = SSig.Sign(sgk 4 41, Mit1)-

iv. Sign B type messages: If out-type = B,
i (sgkp,it1,VKB,it1, VKB i+1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).
ii. osti+1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (yi, Clst jt1, Ost it 1, itrsm).

Lemma C.10. If:O is a secure indistinguishability obfuscation scheme, then for all all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg', o ; 0(1*), Hybridg, o ;1 (1%)) < negl())

Proof. The only difference between Progz:gjo and Progz: ;1 is that at step ¢ = j, the latter will
check if the state signature verifies under vkp ;. However, since verifying with vkp j ; which
always results in a rejected signature, then the two programs have identical input/output behavior.

Thus, by a straightforward reduction to the security of ¢, the hybrids are indistinguishable. [J
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Hybridétyo’j’Q: We puncture key Kp at j. We verify B type signatures at step j using a hardwired
verification key. Note that we do not need to sign any B type messages at step j.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
(a) Kpl[j] = PPRF.Punc(Kg,j).
(b) rB; = PPRF.Eval(Kp,j).
(c) (sgkp ;,VkBj; VKB jrej) < SSig.Setup(lA;’r'Bﬂj).
(d) vk*B’j = VKB jirej-

6j. Compute program: P  iO(Progs o 2[Kinp, Ka, Kplj]. vk}}m KE, ppsts Yi_1, ct’s“w]).

Program
Pr0g3,t,0,j,2[Kinp7 Ka,Kp [ﬂ y Vk*B,/gﬁ Kg, PPst > yzlp Ct:tﬂf:l (i, Clinp,is Tinp,i» Ctst,i, Ost,is itrst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.
ii. Verify input signature:
1. (sgkinp,i,vk;nm,vkinpmej) — SSig.Setup(l/\; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.
ili. my = (4, Ctet i, itrst,i—1).
iv. in-type = 1.
v. Verify A type signatures:
i (sgkai>vkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;, 05 ) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = j,
A. If SSig.Verify(vk ;,mi, 0sti) = 1, in-type = out-type = B.
ii. Ifin-type# Aand j+1<i<t—1,
A. (sgkp i, VKB,i; VKB i rej) < SSig.Setup(1*; PPRF.Eval(K 5[j],1)).
B. If SSig.Verify(vkp i, m;, 05 ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctsti+1) = (Y/_1,Ctery)-
ii. Ifi#t—1,
i. Decrypt input and state:
i. (rE,i,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kE,i, Ctinp,i)-
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iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
. myp1 = (14 1, Cteg i1, itrseq)-
iii. Sign A type messages: If out-type = A,
i (sgkait1s VKAit1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,1 + 1)).
ii. osti+1 = SSig.Sign(sgk 4 41, Mi+1)-

iv. Sign B type messages: If out-type = B,
//Observe that this branch can only be reached if j <7 <t — 1.

i. (s8kp i1, VKB it1, VKB it1,re) < SSig.Setup(1*; PPRF.Eval(Kg[j], i + 1)).

ii. ost,it1 = SSig.Sign(sgkp 11, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1, itrsti)-

Lemma C.11. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybrids', o ;1 (1), Hybrids', o ; 5(1%)) < negl(})
Proof. Progs ;2 only evaluates Kg[j] in two places:
e During verification, it evaluates Kp[j] at index ¢ for j <i <t — 1.

e During authentication, it evaluates Kp[j] at index i + 1 when out-type = B. This can only
occur if we have verified a B type signature, which can only happen when j7 <i <t — 1.

Thus, Progs 0,2 only evaluates Kp[j| at points v # j. By correctness of puncturing,
PPRF.Eval(Kg[j],v) = PPRF.Eval(Kp,v) for any v # j.

Additionally the hardwired value vk*BJ- = VKp jrej is the same as what would have been computed
in the previous hybrid.

Thus, Progs 01 and Progs: o2 have the same input/output behavior, so by a straightforward
reduction to the security of {0, the hybrids are indistinguishable. O
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Hybridétyo’ ;30 We compute 7 ; as a random value. This hybrid is the same as the previous hybrid
except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
(a) Kp[j] = PPRF.Punc(Kp,j).
(b) rp; + {0,1} .
(c) (Sng,jaVkB,jaVkB,j,rej) +— SSig.Sign(l/\;TBJ).
(d) vk*BJ = VKB jrej-

Lemma C.12. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybrid3, o ;,(1*), Hybridg, o ; 5(1*)) < negl())

Proof. This follow by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.

Observe that we can run both hybrids without knowing Kz as long as we are given (Kg[j], 7B ;).
In the reduction, without computing K p, we run Hybridét’07j73 up to just before step 6h of KeyGen.
Then, we receive (Kg[j],rp ;) from the PPRF challenger where rp ; is either a random value or
equal to PPRF.Eval(Kp,j). We then use these values to run the rest of Hybridg‘ft’07j73 starting
from step 6h(c) of KeyGen. Observe that if 75 ; was a random value then we exactly emulate
Hybrid3',  ;5, and if rp; was equal to PPRF.Eval(Kp, ) we emulate Hybridg!,,;,. Thus, by
PPRF security, the outputs of these hybrids must be indistinguishable. O

Hybrid§t707j74: We set vk* to be vkp ;. This hybrid is the same as the previous hybrid except that
e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
(a) Kp[j] = PPRF.Punc(Kp,j).
(b) TB,j < {0, 1})‘.
(c) (sngJ‘aVkB,ijkB,j,rej) +— SSig.Sign(l/\;rBJ).
(d) Vk%,j = vkp,;.

Lemma C.13. IfSSig is a splittable signature scheme, then for all X € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridé‘fm,j,g(l)‘), Hybridé‘}toyﬂ(l)‘)) < negl()\)

Proof. This follow by a reduction to the vk indistinguishabilty of SSig.

Observe that we can run both hybrids without knowing (g ;, sgkp j» VKB j, VKB jrej) as long as
we are given vkp ;. In the reduction, we run Hybridg,ﬁt’o’jA up to just before step 6h(b) of KeyGen.
Then, we receive vk* from the SSig challenger where vk* is either a regular SSig verification key vk or
is a rejecting SSig verification key vkrej. We then set vk ; o; = vk™ and run the rest of Hybridéw,j,z;
starting from step 6i of KeyGen. Observe that if vk* was a regular verification key we exactly emulate
Hybrid§t707j74, and if vk* was a rejecting verification key we emulate Hybridéw,j’g. Thus, by the
vkrej indistinguishabilty of SSig security, the outputs of these hybrids must be indistinguishable. [
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Hybridétyo’j’g): We change 7 ; back to a PPRF evaluation. This hybrid is the same as the previous
hybrid except that

e During KeyGen, we make changes to the following steps:

6h Compute state signature keys:
(a) Kp[j] = PPRF.Punc(Kp,j).
(b) rp; « PPRF.Eval(Kp,j).
(c) (Sng,jaVkB,jaVkB,j,rej) +— SSig.Sign(l/\;TBJ).
(d) vk*BJ = vkp ;.

Lemma C.14. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybridg', o ; (1), Hybridg, o ; 5(1*)) < negl())

Proof. This follow by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.

Observe that we can run both hybrids without knowing Kz as long as we are given (Kg[j], 7B ;).
In the reduction, without computing K p, we run Hybridét’07j75 up to just before step 6h of KeyGen.
Then, we receive (Kg[j],rp ;) from the PPRF challenger where rp ; is either a random value or
equal to PPRF.Eval(Kp,j). We then use these values to run the rest of Hybrid§t107j75 starting
from step 6h(c) of KeyGen. Observe that if rp; was a random value then we exactly emulate
Hybrid3', 4, and if rp; was equal to PPRF.Eval(Kp,j) we emulate Hybridg!, ;5. Thus, by
PPRF security, the outputs of these hybrids must be indistinguishable. O
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Hybridétyo’jﬁ: This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys: Do nothing.
6j. Compute program: P < iO(Progs 6[Kinp, K4, K, Kg, ppst,ygk_l,ct;"tvt]).

Program Progs 0 j.6[Kinp, K4, K5, Ki, PPsts Yi—1, Ctet ¢] (4, Ctinp.i» Tinp,is Ctst,is Ostis itrst;i—1)

1. Verification Step:

i. Verify i is positive: If ¢ < 0, output L.
ii. Verify input signature:
i. (sgKinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.
ili. m; = (4, Ctet,i, itrst,i—1).
iv. in-type = L.
v. Verify A type signatures:
i (sgkyaisvkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka ;,m;, 05 i) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = 7,
A. (sgkp i VkB.i, vkp,irej) < SSig.Setup(1*; PPRF.Eval(K s, 1)).
B. If SSig.Verify(vkp i, m;, 0st,;) = 1, in-type = out-type = B.
ii. Ifin-type#Aand j+1<i<t-—1,
A. (sgkp i, VKB,is VKB i rej) < SSig.Setup(1*; PPRF.Eval(K 5, )).
B. If SSig.Verify(vkp i, m;, 0st,i) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yi, Ctstit1) = (Yy_1, Ctepr)-
i, Ifée#£¢t—1,
i. Decrypt input and state:
i. (TE,iaTEnc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kE.;, Ctinp,q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;,Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,it1,TEncit1) = PPRF.Eval(Kg,i+1).
. kgit1 = SKE.Setup(lA;rEJH).
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iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; rEnc it+1)-
3. Authentication Step:

i. itrs; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-
ii. mit1 = (i + 1, Ctseit1, itrsei).
iii. Sign A type messages: If out-type = A,
i (sgka i1, VKAi+1, VKA i41rej) ¢ SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 ;y1,Mit1)-

iv. Sign B type messages: If out-type = B,
//Observe that this branch can only be reached if j <i <t — 1.

i. (sgkpit1, VKB,i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(K ,i + 1)).
ii. ostiy1 = SSig.Sign(sgkp ;11,Mit1)-

4. Output (yi, Clst i+-1, Osti+1, itrst’i).

Lemma C.15. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg!, o ; 5(1*), Hybridg!, o ; 5(11)) < negl())
Proof. The previous hybrid Progsz s only evaluates Kpg[j] in two places:
e During verification, it evaluates Kp[j| at index ¢ for j <i <t — 1.

e During authentication, it evaluates Kpg[j] at index i + 1 when out-type = B. This can only
occur if we have verified a B type signature, which can only happen when j <i <t — 1.

Thus, Progs s only evaluates Kg[j| at points v # j. By correctness of puncturing,

PPRF.Eval(Kg[j],v) = PPRF.Eval(Kp,v) for any v # j.

Additionally the hardwired value vk*BJ- = vkp ; of the previous hybrid is the same as the value that
is computed in the current hybrid.

Thus, Progs 05 and Progst e have the same input/output behavior, so by a straightforward
reduction to the security of {0, the hybrids are indistinguishable. 0

Lemma C.16. If iO is a indistinguishability obfuscation, then for all X € N, all t € [t*], all
j € [t—1], and all PPT adversaries A,

A(Hybridg)y o ;5(1Y), Hybridgl, o ;1 (1)) < negl(A)

Proof. The hybrids are identical except that one hybrid obfuscates Progs ;s and the other hybrid
obfuscates Progzgj-1,0. Observe that though the two programs have mild notational differences,
they behave identically and have the same input/output behavior. Thus, by a straightforward
reduction to the security of {0, the hybrids are indistinguishable. 0
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Hybrid{ft’l: This hybrid is identical to Hybridét’oyo’o. We have rewritten it here to make the

hybrids easier to follow. We have highlighted the differences from Hybridéw. Observe that we
now have B type signatures for all i € [t — 1].

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter .

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 1&9, an input size 1tx , and an output size 14,

3. Setup:

(a) Kinp, Ka,Kp, Kp PPRF.Setup(1%).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b «+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

a) A sends (ac(o),:n(l)) to the challenger.

Post.CTEO) = Post-One-sFE(Post.MSK i, 3350))_
Post.CTZ(b) = Post-One-sFE(Post.MSK x(b)).

5 by by
Compute input ciphertexts:
i. (rgi,Tenc,i) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iti. ct{?), = SKE.Enc(kg, Post.CT").
iv. ct{’) ; = SKE.Enc(kp,;, Post.CT.").
(e) Set hardwired values:
i {ctff)i if i<t
© CYnpi = ®) e
bt Clinp.i ifi>t
(f) Compute input signature keys: Do nothing.
(g) Compute ojnp ;:
i (sgkinp’i,vk;npmvkinp,i,rej) = SSig.Setup(lA; PPRF.Eval(Kinp, 7)).
ii. Oinp,; = SSig.Sign(sgkinp,i Ctiy ;)

(h) Send CT; = (cti, ;; Tinp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK, f,st;).

)
(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
(d) Compute state and output values:

i. For i € [t*],
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Al (yi, Post.Dec.stgg_)l) = Post—One—sFE.Dec(Post.Dec.stEO), Post.CTEO)).
B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stl(.b), Post.CTEb)).
(e) Compute state ciphertexts:
i. Forielt*+1],
A. (7Ej,TEnci) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*;75,).
C. ctig)i = SKE.Enc(kg , Post.Dec.stEO);rEnc,i).
D. ctg?i = SKE.Enc(kg i, Post.Dec.stEb); TEnc,i)-
(f) Setup iterator: (ppy,itrsto) < ltr.Setup(14,2%).
(g) Set hardwired values:
i. For i € [t*], yf = y;.
ii. For i€ [t* +1],
oty ifi<t
N {ctg}i iti>¢
B. itrg, ; = Itr.Iterate(ppg, itrg ;_1, ctgy ;) where itrg o = itrst .
C.m; = (z’,ct:m, itr;‘tﬂ;_l).

A, ct*

st,e

(h) Compute state signature keys: Do nothing.
(i) Compute oy ;:
i (sgka1,Vvka1,vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P « iO(Progs . 1[Kinp, Ka, K, Kg, PPst; ¥i 1, Ctap4])-
(k) Send SKy = (P, cty 1,05t 1, itrst0) to A

7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (xz(o),:vl(-l)) to the challenger.
(b) Post.CT'?) = Post-One-sFE(Post.MSK. i, z").

(c) Compute ctinp;:

i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iii. ctinp; = SKE.Enc(kg ;, Post.CTEb)).
(d) Compute oinp ;:

. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,; = SSig.Sign(sgkinp ;> Ctinp,i)-
(e) Send CT; = (Ctinp,i, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.
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Progra‘m Pr0g3,t,1 [Kinp7 KA7 KB; KE7 ppst7 y;fk—17 Ct:t,t] (7’7 Ctinp,i7 Uinp,ia CtSt,i7 Ust,i; itrst,i—l)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrse,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i (sgkaisvkai Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, mi,os ) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifintype#£ Aand 1 <i<t—1,
A. (sgkp ;i VkB.i, vk, rej) < SSig.Setup(1*; PPRF.Eval(Kp, 1)).
B. If SSig.Verify(vkp i, m;, 05t ;) = 1, in-type = out-type = B.
vii. If in-type = |, output L.
2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Yf_1,Ctery)-
i, Ifi#t—1,
i. Decrypt input and state:
1. (TE,ia""Enc,i) = PPRF.EvaI(KE,i).
ii. kg = SKE.Setup(lA;rﬂi).
ili. Post.CT; = SKE.Dec(kgi, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i (TE,i—&-la 7"Enc,i+1) = PPRF.EV3|(KE,’i + 1).
ii. kgiy1 = SKE.Setup(l’\;rEJH).
ili. ctsti+1 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,it1)-

3. Authentication Step:
i. itrs; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-
ii. myg1 = (Z + 1, Clst it1, itrst,i).
iii. Sign A type messages: If out-type = A,
i (sgkait1,VKAit1, VKA i41rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).

. ostir1 = SSig.Sign(sgkAJH,m,-+1).
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iv. Sign B type messages: If out-type = B,
i. (sgkp,it1, VKB,i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. os,ir1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (v, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.17. For all A € N, all t € [t*], and all adversaries A,
A(Hybridg}; o o0(1*), Hybridg); , (1Y) = 0

Proof. The hybrids are identical.
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Tracing the computation through the program. Again, our next goal is to hardwire step
t into the obfuscated program. Since we are using ¢, we can only hardwire in this step if the
hardwired values are the only possible values that could be computed in that portion of the program.
Thus, we want to enforce that only one set of incoming messages at step t can pass the verification
step. This can be accomplished as long as we only ever sign one message set with the t** signature
scheme since then the properties of SSig allow us to replace the verification key with one that only
verifies this single value.

Unfortunately, the key K4 for the state signatures is embedded in the obfuscated program since
we need to sign outgoing states. Somehow, we will need to modify our program so that the tt*
state signature scheme can only sign one possible state. This is the focus of our next set of hybrids.

At index ¢ = 1, this is easy to do since the program does not need sgk, ; since it only signs
outgoing states. For indices ¢ > 1, it is more complicated. At a high level, we will need to trace
our computation path up from step 1 to t. At each step, we will move every state message other
than the chosen one to the B type scheme. Then, we can use the single state isolated in the A
type scheme to enforce the next step of computation. Once we make it up to step t, we can finally
hardwire the computation.

In more detail. First, we will add a conditional statement to our program (described below) at
step 0. This can be added for free at step 0 since our indexing starts at ¢ = 1. In general, we will
proceed as follows:

1. We assume that at step ¢ = j — 1, we have a conditional statement that sets out-type = A if

and only if the outgoing message m;1 is our chosen message m;.

2. Our conditional statement ensures that we only use the A type scheme at j to sign one
message m;. Thus, we can use properties of SSig to change the verification key of our A type

scheme at j to only verify this one message. (We can also ensure that our B type scheme at
j cannot verify this one message.)

3. Since our A type scheme can only verify m; (and the B type scheme cannot), we can add a
conditional statement at step ¢ = j that sets the out-type to A if and only if the incoming
message m; is equal to mj.

4. To clean up the conditional statement at step ¢ = 7 — 1, we will merge the A and B type
signature schemes at index j using the properties of SSig. Thus, the out-type at i = j — 1 will
always be A and the conditional will not be needed.

5. Finally, we will change the conditional at step j so that it sets the out-type to A if and only if
the outgoing message m;t1 is our chosen message mj, . This will require using our iterator
and signature schemes to enforce that the incoming message is mj if and only if the outgoing

message is m, ;.

j+1

6. We then repeat the process with 7 = j + 1.

This defines a series of hybrids for j € [¢].
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Hybrid{f}t’l’j = Hybridét?lyjp: We now only verify with B type signatures for steps i € [j,t — 1].
Furthermore, at step ¢ = j — 1, if the outgoing message is not our chosen value m}*, then we sign it

with a B type signature.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P « iO(Progs+ 10[Kinp, K4, K5, KE, ppst, ’m,;f,y;"fl, ct:nt]).

Program Progs +1j.0[Kinps K4, KB, KE, PPsts 10} s Yi—15 Ctae 4] (4, Clinp,is Tinp,i» Ctstis Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.
ii. Verify input signature:
i. (58Kinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.
ili. my = (4, Ctet i, itrst,i—1).
iv. in-type = 1.
v. Verify A type signatures:
i (sgkai>vkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,0s) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifin-type£ Aand j <i<t—1,
A. (sgkpi,vkB.i, VKB i rej) < SSig.Setup(1*; PPRF.Eval(Kp,1)).
B. If SSig.Verify(vkp i, m;, ost;) = 1, in-type = out-type = B.
vii. If in-type = |, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Yf_1,Ctery)-
HoIfi£t— 1,
i. Decrypt input and state:
1. (TE,iaTEnc,i) = PPRF.EvaI(KE,i).
ii. kg = SKE.Setup(lA;rﬂi).
ili. Post.CT; = SKE.Dec(kgi, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. ("Eit1,TEnci+1) = PPRF.Eval(Kg,i+1).
ii. kgiy1 = SKE.Setup(lA;rEﬂ'H).
ili. ctsti4+1 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,it1)-
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3. Authentication Step:

i. itre; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-

. mir1 = (i 4 1, Ctet i1, itrses)-

iii. Ifi=75—1,
L If mip1 = mj, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgkait1s VKAit1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. osti+1 = SSig.Sign(sgk 4 ;41,Mi+1)-

v. Sign B type messages: If out-type = B,
i (sgkp,it1, VKB it1, VKB,i+1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).

ii. osti+1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (yi, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.18. IfiO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybridg', o(1*), Hybridg, ; ; (1)) < negl(1*)
Proof. Progsto and Progz: 11 have the same input/output behavior since if i = j — 1 = 0, then
both programs will output L in the verification step before even reaching the authentication step.

Thus the ¢ = j — 1 branch in Progs, ; ; can never be reached.
Thus, by a straightforward reduction to the security of ¢, the hybrids are indistinguishable. [
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Hybridétyl’j’lz We puncture both K4 and Kp at index j. We sign and verify A and B type

signatures at step j using hardwired keys.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. K4[j] = PPRF.Punc(Ky4, j).
2. KB[j] = PPRF.PUHC(KB,j).
3. For a € {A, B},
(a) rq,; < PPRF.Eval(K,,j).
(b) (sgkamvkmj,vka’j’rej) = SSig.Setup(lA;rmj).
4. (U:t,j75gk*A,ijk*A,j) = (L,sgkAvj,vaJ-).
5. (sgk“{;hj,vk}j) = (sng’j,kaJ).
6i. Compute o 1:
1. If 1 = j, os,1 = SSig.Sign(sgk’y 1, m7).
2. If 1 # 7,
(a) (sgka1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K 4[j], 1)).
(b) ost,1 = SSig.Sign(sgk 1, m]).

6j. Compute program: P < iO(Progs 1 1[Kinp, Kaljl,sgkly ;, vk} ;, Kpljl, sgkp ;, vk

KEa PPst, m} yifk—la Ct:t,t])'

(i’ Clinp,i» Tinp,is Clst,i;s Ost,is itrst,i—l)
1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
L. (58Kinp.i> Vkinp,is VKinp,irej) <— SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrse,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i Ifi =7,
A. If SSig.Verify(vk’y ;,mi, 0st:) = 1, in-type = out-type = A.
ii. If i £ 7,
AL (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[4],1)).
B. If SSig.Verify(vka ;, mi, 0st,i) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = j,
A. If SSig.Verify(vk ;,mi, 0sti) = 1, in-type = out-type = B.
ii. Ifin-type#Aand j+1<i<t—1,
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A. (sgkpi,vkB.i,Vkp i rej) < SSig.Setup(1*; PPRF.Eval(K[j],1)).
B. If SSig.Verify(vkp i, m;, ost ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yi, Ctstit1) = (Yy_1, Ctepr)-
HoIfi£t—1,
i. Decrypt input and state:
1. (TE,iaTEnc,i) = PPRF.EvaI(KE,i).
ii. kg = SKE.Setup(lA;rEyi).
ili. Post.CT; = SKE.Dec(kgi, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. (Eit1,TEnci+1) = PPRF.Eval(Kg,i+1).
ii. kgiq1 = SKE.Setup(lA;TEJH).
ili. ctst 41 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,i+1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-
. mir1 = (14 1, Ctet i1, itrses)-
fii. If i =j — 1,
i ffmiy = m3, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

LIfi=j—1,
A. Ostit1 = SSig.Sign(sgkXHl,77L7;+1).
HoTfi £ — 1,

A. (sgkaiy1Vkait1, VKA it1,rej) < SSig.Setup(1%; PPRF.Eval(K 4[j],i + 1)).
B. ost,i+1 = SSig.Sign(sgk ;41, Mit1)-
v. Sign B type messages: If out-type = B,

iIfi=75-—1,
A, Ostiy1 = SSig'Sign<sng,jami+1)'
i, Ifi £ 75—1,

A (sgkp,ip1,VkB,it1, VKB i11,) 4= SSig.Setup(1%; PPRF.Bval (K p[j], i + 1)).
B. Ost,i+1 = SSig.Sign(sng’H_17 mi+1>-

4. Output (yi, Clst i+1, Osti+1, itrst’i).

Lemma C.19. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
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t € [t*], all j € [t — 1], and all PPT adversaries A,
A(Hybrids'; ; ; (1), Hybridg, , ;1 (1)) < negl(})
Proof. By correctness of puncturing, for a € {A, B},
PPRF.Eval(K,[j],v) = PPRF.Eval(K,,v) for any v # j.

Observe that we never evaluate punctured keys on their punctured points. Furthermore, the hard-
wired signing and verification keys are set to what they would have been computed to be in the
previous hybrid. Thus, Progs 10 and Progs 11 have the same input/output behavior. For the
same reasons, apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of ¢, the hybrids are indistinguishable. [
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Hybridétyl’j’Q: We split both the A and B type signatures at index j on our chosen message m;.
We replace sgk*BJ with sgkp ,pe ; and replace signatures using sgkzyj with 04 one,j-
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. Ka[j] = PPRF.Punc(Ky4,j).
2. KB[j] = PPRF.PUHC(KB,j).
3. For a € {A, B},
(a) rq,j < PPRF.Eval(Kq, 7).
(b) (sgKgj» VKa,j» VKa,jrej) = SSig.Setup(1%;74,5).
(c) (U(x,one,j7Vka.one,jaSgka7ab07j7Vka,abo,'j) — SSig.SpIit(sgkaJ,m;).
4. (0% ;58K j: VKa ;) = (0 A 0ne,js Ly vka ).
5. (Sgk*B,jv\/k*B,j) = (Sng@bo,ijkB,j)‘
6i. Compute o5 1:
L If1=j, 051 = 0g
2. If 1 # 7,
(a) (sgka1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K4[j], 1)).
(b) o5t = SSig.Sign(sgk 4,1, m]).

6j. Compute program: P < iO(Progs 1 2[Kinp, Kalj], 07 ;, VKl j, Kplj], sgk j, VK3 5,
KEa PPst> m;7 y;fk—lv Ct:t,t])‘

. * . * *
Progra’m Prog3,t,1,j,2 [Kinp, KA[]]? 0-27]" VkA,ja KB []]7 Sng,j’ VkB7ja KEa PPst» m;a y;tk—l’ Ct:t,t}
<Z7 Ctinp,is Tinp,i> Clst,is Ost i, 'trst,i—1>

1. Verification Step:

i. Verify i is positive: If i < 0, output L.
ii. Verify input signature:
i. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Cteyg, itrsri—1).
iv. in-type = L.
v. Verify A type signatures:
i Ifi =7,
A If SSig.Verify(vijLj, m;, Ost,i) = 1, in-type = out-type = A.
ii. If i £ 7,
AL (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[j],1)).
B. If SSig.Verify(vka i, mi, 0st,i) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = j,
A. If SSig.Verify(vkl ;,mi, 05 i) = 1, in-type = out-type = B.
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ii. Ifin-type# Aand j+1<i<t—1,
A. (sgkp i VkB.i, vkB,irej) < SSig.Setup(1*; PPRF.Eval(K g[j], ).
B. If SSig.Verify(vkp i, m;, 0s ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Y/_1,Cters)-
i, Ifi#t—1,
i. Decrypt input and state:
i (TE,iv""Enc,i) = PPRF.EvaI(KE,i).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. (TE,i+17 TEnc,i—i—l) = PPRF.EV3|(KE,i + 1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
iili. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; rEnc,it+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
ii. mit1 = (i + 1, Ctstit1, itrsei)-
i, Ifi=j—1,
L If mip1 = mj, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

i Ifi=j—1,
A. Osti+1 — O—:t,j'
i, Ifij—1,

A. (sgkai1,Vka,it1, VKAaiv1re) < SSig.Setup(1*; PPRF.Eval(K4[j],i + 1)).
B. 0stiy1 = SSig.Sign(sgk ;1 1, Mit1)-
v. Sign B type messages: If out-type = B,

LTfi=j -1,
A Os i1 = SSig.Sign(sgk*B’j,miH).
oI g1,

A. (sng,iH, VKB i1, VKB it1,rej) SSig.Setup(lA; PPRF.Eval(Kpg[j],i+ 1)).
B. ost,+1 = SSig.Sign(sgkp, i1, Mit1)-

4. Output (yi, Clst it1, Ost,it1, itrst,z’)-

Lemma C.20. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
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t € [t*], all j € [t — 1], and all PPT adversaries A,
A(Hybridg!, ; ;,(1*), Hybridg!, | ;,(1%)) < negl())

Proof. By correctness of SSig, if (0.4 0ne,j; VKA one,j» 58K 4 abo,j» VKA abo,j) <= SSig.Split(sgky ;,m}) and
(UB,one,j7 VkB,one,j7 sng,abo,jv VkB,abo,j) — SSig.Sp“t(SngJ, m;‘), then

OAone,j = Ssig'Sign(SgkAJ’ m;)

Vm # m3, SSig.Sign(sgkp ;, m) = SSig.Sign(sgk apo,; M)-

Thus, apart from the obfuscated programs, the hybrids act identically since 0. 4,0ne,1 = SSig.Sign(sgk 4 1, m7)
so step 6i of KeyGen results in the same signature.

Now, in the previous hybrid, Progs 11 only used sgkl ; = sgk, ; and sgkiz ; = sgkp ; in two
places:

e If out-type = A and ¢ = j — 1, then it signed m;41 with sgk, ;. However, we can only have
out-type=Aati=j—1if m;y = m7. Thus, replacing the signature with o 4,0ne ; does not
change the behavior of the program.

e If out-type = B and ¢« = j — 1, then it signed m;+1 with sgkp ;. However, we can only have
out-type=Bati=j—1ifm;11 # m;. Thus, signing instead with sgkp .1, ; does not change
the behavior of the program.

Therefore, Progs ¢ 1,1 and Progs 12 have the same input/output behavior, so by a straightforward
reduction to the security of {0, the hybrids are indistinguishable. ]
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Hybridétyl’j’?): We change 74 ; and rp ; to random values. This hybrid is the same as the previous
hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

1. Ka[j] = PPRF.Punc(Ky4,j).
2. Kp[j] = PPRF.Punc(Kpg,j).
3. For a € {A, B},
(a) 7o, < {0,137
(b) (sgka7j,vka7j,vka7j7,ej) = SSig.Setup(l/\;raJ-).
(c) (oapne’j,vka,one’j,sgkajabod,vka’abo,j) — SSig.SpIit(sgkmj,m;f).
4. (05 j>58K24 j: VK] j) = (0A0ne,js L,y Vka j).
5. (Sgk*B,jv\/k*B,j) = (Sng,abo,ijkB,j>-

Lemma C.21. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybridém’m(l)‘), Hybridg‘}m,j,g(ﬂ)) < negl(\)

Proof. This follow by two reductions to the selective pseudorandomness at punctured points prop-
erty of our PPRF.

We first swap out only 74 ; for a random value and leave rp ; as a PPRF evaluation. We call
this intermediate hybrid Hybridf;}t?l’jgﬁ.

Observe that we can run both the previous hybrid and the intermediate hybrid without know-
ing K4 as long as we are given (K4[j],74,). In the reduction, without computing K4, we run
Hybridj{}m’ﬂﬁ up to just before step 6h of KeyGen. We also run the parts of step 6h that only
deal with B type signatures. Then, we receive (K4[j],74,) from the PPRF challenger where
r4,; is either a random value or equal to PPRF.Eval(K 4, j). We use this randomness to compute
(04 ;58K j, vk} ;). We then run the rest of Hybridém?jgé starting from step 6i of KeyGen. Ob-
serve that if r4 ; was a random value then we exactly emulate Hybridét717j72_5, and if 4 ; was
equal to PPRF.Eval(Ky4,j) we emulate Hybrid{;}m’j’g. Thus, by PPRF security, the outputs of
these hybrids must be indistinguishable.

By a similar reduction on the B type signature scheme, Hybrid§t717j72.5 and Hybridém’j’?) are
indistinguishable. O
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Hybridétyl’jA: We set vk’ ; to vk one,; Which will only verify mj. This hybrid is the same as the
previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

1. Ka[j] = PPRF.Punc(Ky4,j).
2. Kp[j] = PPRF.Punc(Kpg,j).
3. For a € {A, B},
(a) 7a; « {0,1}*
(b) (sgka,j» VKa,j, VKa,jrej) = SSig.Setup(l/\;raJ-).
(c) (oapne’j,vka,one’j,sgkajabod,vka’abo,j) — SSig.SpIit(sgkmj,m;f).
4. (U;“t,j7sgkf4,j7vk2,j) = (0A,0ne,55 Ly VKA one,j)-
5. (Sgk*B,jv\/k*B,j) = (Sng,abo,ijkB,j>-

Lemma C.22. IfSSig is a splittable signature scheme, then for all X € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridéml’jyg(l)‘), Hybridj{}m’j,zl(l)‘)) < negl()\)

Proof. This follow by a reduction to the vkone indistinguishabilty of SSig.

Observe that we can run both hybrids without knowing (r4,;,sgky4 j,Vka j; Vka jrej) as long as
we are given (0 ;, vk ;). In the reduction, we run Hybridé‘}m’jA up to just before step 6h.3. of
KeyGen. We also run the parts of step 6h that only deal with B type signatures. We send m;‘ to
the SSig challenger and receive (o*, vk*) from the SSig challenger where o* is a signature of m} and

vk* is either a verification key vkone that only verifies m}k or is a regular verification key vk. We

then set (03, ;,5gk’ j, vkl ;) = (0™, L, vk") and run the rest of Hybridg,f}t’LjA starting from step 6i
of KeyGen. Observe that if vk* was a regular verification key vk we exactly emulate Hybridém’js,
and if vk* was vkone we emulate Hybridétvl,j%l. Thus, by the vkene indistinguishabilty of SSig

security, the outputs of these hybrids must be indistinguishable. O
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Hybridétyl’j’g): We set VkE’j to vkp,abo,; Which cannot verify m}f. This hybrid is the same as the
previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

1. Ka[j] = PPRF.Punc(Ky4, 7).
2. Kp[j] = PPRF.Punc(Kpg,j).
3. For a € {A, B},
(a) Ta; < {0,1}*
(b) (sgka,j»> VKa,j, VKa,jrej) = SSig.Setup(1};74.).
(¢) (Ta,one,js VKa,one,js S8Ka,abo,j+ VKa,abo,j) < SSig.Split(sgky, ;™).
4. (U;“t,j7sgkf4,j7vk2,j) = (0A,0ne,55 Ly VKA one,j)-
5. (sgk*B,jv\/k*B,j) = (Sng,abo,jaVkB,abOJ)-
Lemma C.23. IfSSig is a splittable signature scheme, then for all X € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridém’j#l(l)‘), Hybridém’jﬁ(l)‘)) < negl()\)

Proof. This follow by a reduction to the vk,po indistinguishabilty of SSig.

Observe that we can run both hybrids without knowing (rp j, sgkp j» VKB j, VKB jrej) as long as
we are given (sgk ;,VKp ;). In the reduction, we run Hybridém,jﬁ up to just before step 6h.3.
of KeyGen. We also run the parts of step 6h that only deal with A type signatures. We send m;
to the SSig challenger and receive (sgk*,vk™) from the SSig challenger where sgk™ is a signing key
sgkapo for signing every message except mj and vk* is either a verification key vk,po that verifies
every mesage except m} or is a regular verification key vk. We then set (sgkp j, vk} ;) = (sgk™, vk®)
and run the rest of Hybridém’jé starting from step 6i of KeyGen. Observe that if vk* was a
regular verification key vk we exactly emulate Hybrid{;}t’LjA, and if vk* was vkape we emulate
Hybridém’j;). Thus, by the vk,pe indistinguishabilty of SSig security, the outputs of these hybrids
must be indistinguishable. d
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Hybridétyl’jﬁ: We add a conditional statement at step ¢ = j based on the incoming message. At
i = 7, if the incoming message m; is equal to m;, we will set out-type = A. Otherwise, we will set
out-type = B.

This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P « iO(Progs ¢.16[Kinp: Kaljl. 0% ;s ks ;. Ki[j], sgkis . vk .
KE'a PPst» m} y:—lv Ct:t,t])'

. * . * *
Program Prog3,t,l,j,6[Kinp) KA[]]? 0-27‘7" VkA7j7 KB []]7 SngJ‘) VkBJ'a KEv PPst m;’ y;fk_l) Ct:t,t}
(Za Ctinp,i;s Tinp,i> Clst,is Ost i, |trst,z’—1>

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
i (sgkinp,i> VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet i, itrse,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i Ifi =y,
A If SSig.Verify(ka’j,mi,Ust,i) =1, in-type = out-type = A.
ii. If i #£ 7,
A, (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[j],1)).
B. If SSig.Verify(vka i, mi, 0sti) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. If in-type # A and i = 7,
A If SSig.Verify(vk}}J, mi, Ost,i) = 1, in-type = out-type = B.
ii. Ifintype£Aand j+1<i<t—1,
A. (sgkp ;) VKB,i; VKB i rej) < SSig.Setup(1*; PPRF.Eval(K 5[], 7).
B. If SSig.Verify(vkp i, m;, 05 ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

LIfd=t—1, (yi, Ctstit1) = (Yy_1, Cteer)-
HoIfi£t— 1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g;).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
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ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
1. (TE71'+1, TEnc,i—i—l) = PPRF.EV3|(KE,i + 1).
ii. kgiy1 = SKE.Setup(l’\;rE7i+1).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; "Enc i+1)-
3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
. mip1 = (14 1, Cteg i1, itrses)-
i, Ifi=j—1,
i Ifmip = m;f, out-type = A. Else, out-type = B.
iv. If i = 7,
L. If m; = mj, out-type = A. Else, out-type = B.
v. Sign A type messages: If out-type = A,

i Ifi=j—1,
A. Ost,i+1 — a:t,j'
i, Ifi#j5—1,

A. (sgkAﬂ-H, VKA i1, VKA i 1,rej) < SSig.Setup(l’\; PPRF.Eval(Klj],i + 1)).
B. osti+1 = SSig.Sign(sgka ;11, Mit+1)-
vi. Sign B type messages: If out-type = B,

LTfi=j—1,
Al o511 = SSig.Sign(sngJ,mHl).
i Ifd £ — 1,

A. (sgkpit1,VkB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kg[j],i + 1)).
B. ost,i+1 = SSig.Sign(sgkp ; 11, mit1)-

4. Output (yi, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.24. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
te[t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg!, | ;5(1*), Hybridg!, ; ;6(1%)) < negl(})

Proof. Progs 15 and Progs 1,6 can only differ when ¢ = j. If ¢ = j and m; = mj, both programs
must have in-type = out-type = A since they verify B type signatures at ¢ = j with vk*BJ- = VKB abo,j
which always rejects m; = m;. It i = j and m; #* m7, then they must have in-type = out-type = B
since they verify A type signatures at i = j with vk ; = vka one,j Which always rejects m; # ms.
Thus, the additional code we have added into Progs+ 16 does not change its behavior relative to
the previous program.

Therefore, the programs have identical input /output behavior, so by a straightforward reduction
to the security of ¢, the hybrids are indistinguishable. O
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Hybridétyl’ﬂ: We begin the process of merging the two signature schemes at index j by replacing
the B type keys at j with the corresponding A type keys.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. Kalj] = PPRF.Punc(K 4, j).
2. KB[j] == PPRF.PUHC(KB,j).
3. Fora=A,
(a) 7a,; < {0,1}*.
(b) (sgka,j»> VKa.j, VKa,jrej) = SSig.Setup(l)‘;raﬁj).
(c) (Ja,one,j,Vka,one,jaSgka,abo,jaVkoc,abo,j) — SSig.SpIit(sgkaJ,m;f).
4. (U:t7j,sgk*A7j,ka47j) = (0 A,0ne,j> L VKA one,j)-
5. (sgk*B,ja\/k*B,j) = (58K 4,abo,j> VKA abo,j)-
Lemma C.25. IfSSig is a splittable signature scheme, then for all A € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridét,l,j,(i(l)\)a Hybridét,l,jj(l)\)) < negl(})

Proof. This follow by a reduction to the splitting indistinguishabilty of SSig.

Observe that we can run both hybrids without knowing (rmj,sgka,j,vka,j,vkayjyrej) for a €
{A, B} as long as we are given (0g, ;, vk} ;,5gkp ;, vkp ;). In the reduction, we run Hybrid{;}t’l’jj up
to just before step 6h.3. of KeyGen. We send m] to the SSig challenger and receive (0one, VKone, 5gKlbos VKibo)
where (Gone, VKone) and (sgklyo, VK, ) are either from the same signature scheme or two independent
ones and were computed by splitting on m;. We set (U:t,j’ vkl j,58KE > VKB ;) = (Tone; VKones 5g8Kabos VKabo)
and run the rest of Hybridém’jj starting from step 6i of KeyGen. Observe that if the keys were
from the same signature scheme, then we exactly emulate Hybridém’ ;7 and if they were from two
independent schemes, then we we emulate Hybrid{f}t’l’ j6- Thus, by the splitting indistinguishabilty
of SSig security, the outputs of these hybrids must be indistinguishable. O
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Hybridétyl’j’gz We complete the merge of the signature schemes at j. For index j, we no longer
split the signature on mj and we remove all references to B type signatures.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. Ka[j] = PPRF.Punc(Ky4,j).
2. Kp[j] = PPRF.Punc(Kpg,j).
3. For a = A,
(a) 7a,; < {0,1}*.
(b) (sgka,j,vkayj,vkmj’rej) = SSig.Setup(l/\;rayj).

KB = abo,j7 YK A,360,7 )
6. (sgkj\’j,vkzﬁj) = (sgka j,vka,j)-
6i. Compute o 1:
1. If 1 = j, 0,1 = SSig.Sign(sgk’y 1, m7).
2. Tf1 4 j, |
(a) (SgkA,kaA,l,VkA,l,rej) = SSig.Setup(l)‘; PPRF.Eval(K4[j],1)).
(b) ost1 = SSig.Sign(sgkAJ,m’l‘).
6j. Compute program: P < iO(Progs 1 s[Kinp, Kalj],sgk’y ;, VKl ;, KB[j],
Kp, ppst, m}, y;_1, Ctéel)-

Program Prog3,t,1,j,8[Kinp7 KA[]]) Sgkil;jv szk47j7 KB []]a KEv PPst m;a y;tk—17 Ct:t,t]
(Z, Ctinp,i;s Tinp,i> Clst,is Ost i, 'trst,z’—1>

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet i, itrst,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i If i =7,
A. If SSig.Verify(vk’y ;,mi, 0s:) = 1, in-type = out-type = A.
ii. If i £ 7,
A, (sgka ;s vkai, vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[j],1)).
B. If SSig.Verify(vka,i, mi, 0st,;) = 1, in-type = out-type = A.
vi. Verify B type signatures:

i H4H =5
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N ERACERE
ii. Ifin-type# Aand j+1<i<t—1,
A. (sng?i,kaﬁi,ka’i,rej) — SSig.Setup(l’\; PPRF.Eval(Kpgl[j],1)).

B. If SSig.Verify(vkp i, m;, 05 ;) = 1, in-type = out-type = B.

st,2) —

vii. If in-type = L, output L.
2. Computation Step:

LIfe=t-1, (yia Ctst,i—H) = (y;;b(:t:t,t)'
i, Ifi £t —1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg, = SKE.Setup(1*;75.;).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kp;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rEi+1,TEnci+1) = PPRF.Eval(Kg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; "Enc i+1)-

3. Authentication Step:
i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-

ii. miy1 = (’L +1, Ctst,iJrla itrst,i)'

iii. 4=+ ;

iv. If i = 7,
i. If m; = m;f, out-type = A. Else, out-type = B.
v. Sign A type messages: If out-type = A,

iIfi=j— 1,
A. osti+1 = SSig.Sign(sgk j, Mit1).
HoIfi £ — 1,

A. (SgkA,i-i-h VkA»i+17VkA,i+17rej) < SS|gS€tUp(1>‘7 PPRFEval(KA[j]jz I 1))
B. Ost,i+1 = SSig'Sig”(sgkA,z’H, mz‘+1)-

vi. Sign B type messages: If out-type = B,
//Observe that this branch can only be reached if j <7 <t —1.

i =1
. . *
A. ﬁSf./Z:F :SSIgSIgII(SngJ,Hil_T_ }
A1
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A. (sgkpit1,VkB,it1, VKB it1,rej) < SSig-Setup(1*; PPRF.Eval(Kg[j],i + 1)).
B. ostit1 = SSig'Sign(sng,i-s-hmz‘+1)-

4. Output (yi, Ctstit1, Ost,i+1,trst,i)-

Lemma C.26. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg, | ;7(1*), Hybridg, ; ;(1%)) < negl())

Proof. By correctness of SSig, if (sgk4 j,Vka j, VKA jrej) < SSig.Setup(1*) and
(0 4,0ne,55 VKA one 5, sgkA@bO’j,va’abo,j) — SSig.SpIit(sgkAJ-, m;‘), then

OAoone,j = SSig'Sign(SgkA,j’ m;)

Vm # mj, SSig.Sign(sgk 4 apo j, M) = SSig.Sign(sgk 4 j,m).

Vo, SSig.Verify(vka one,j, m*, o) = SSig.Verify(vk4 j, m*, o).

Vm # m* and o, SSig.Verify(vk 4 abo,j, M, o) = SSig.Verify(vk4, j, m, o).

Thus, apart from the obfuscated programs, the hybrids act identically since 0 4,0ne,1 = SSig.Sign(sgk 4 1, m7)

so step 6i of KeyGen results in the same signature.

Now we need to argue that Progs;1j7 and Progs: ;g have the same input/output behavior.
We will show this by carefully going through each of the relevant cases where they could differ.
Note that the computation steps of both programs are unaffected by these differences, so we will
omit the computation step from the analysis below.

e Case 1: i =5 — 1 and m;41 = mJ.

J

Previous Hybrid

Current Hybrid

Verification Step

Same behavior as the other hy-
brid since ¢ < j.

Authentication
Step

Will have out-type = A since i =
J — 1 and m;11 = mj, and thus
will output o ; = 04 one,;-

Will have out-type = A since
there is no B type verification
branch for ¢ = j—1, and thus will
sign the outgoing message using
sgky ; = sgks;- This results
in the same signature as o4 one,j
*

smcee mi41 = mj.

e Case 2: i =j — 1 and mi11 #mj_;.

Previous Hybrid

Current Hybrid

Verification Step

Same behavior as the other hy-
brid since ¢ < j.

Authentication
Step

Will have out-type = B since
i = j —1but miy; # mj, and
thus will sign the outgoing mes-
sage using sgkp ; = Sgk4 abo,j-

Will have out-type = A since
there is no B type verification
branch for ¢ = j—1, and thus will
sign the outgoing message using
sgkly ; = sgky;.- This signa-
ture is the same as signing with
SgK A abo,j SINCE Miy1 7 M.
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e Case 3: i = j and m; = m?.

J

Previous Hybrid Current Hybrid
Verification Must verify using an A type sig- | Must verify using an A type sig-
Step nature since the B type verifica- | nature since the B type verifica-
tion uses vk*B’j = Vk A abo,j Which | tion branch for ¢ = j has been re-
always rejects on m7. In the A | moved. In the A branch, tries to
branch, tries to verify the incom- | verify the incoming message us-
ing message using vk 4 one,j- ing vkz,j = vk, ; which gives the
same verification output on m;
as VkA,one,j
Authentication | Will have out-type = A since ¢ = | Will have out-type = A since i =
Step j and m; = m;-, and thus will | j and m; = mj, and thus will
sign the outgoing message using | sign the outgoing message using
sgka,;- sgka,;-

e Case 4: i = j and m; # m;.

Previous Hybrid Current Hybrid
Verification Must verify using a B type sig- | Must verify using an A type sig-
Step nature since the A type verifica- | nature since the B type verifica-
tion uses kaq,j = vk one,j Which | tion branch for ¢ = j has been
always rejects on mj. In the | removed. In the A branch, tries
B branch, tries to verify the in- | to verify the incoming message
coming message using vk ; = | using vk}, ; = vka; which gives
VKA abo,j- the same verification output on
m; # m}k- as VK4 abo,j-
Authentication | Will have out-type = A (even | Will have out-type = A since i =
Step though in-type = B) since ¢ = j | j and m; = m7, and thus will
and m; = mj , and thus will | sign the outgoing message using
sign the outgoing message using | sgky ;.
sgka,j-

Therefore, Progs 17 and Progs 1 j g have the same input/output behavior, so by a straightforward

reduction to the security of {0, the hybrids are indistinguishable.
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Hybridétyl’j’gz We change 74 ; back to a PPRF evaluation. This hybrid is the same as the previous
hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. Ka[j] = PPRF.Punc(Ky4,j).
2. Kp[j] = PPRF.Punc(Kpg,j).
3. Fora= A4,
(a) Ta,j < PPRF.Eval(K,,j).
(b) (sgka7j,vka7j,vka7j7,ej) = SSig.Setup(l/\;raJ-).
4. (sgkﬁ,’j,ka&j) = (sgkAjj,va,j).
Lemma C.27. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybridét,l,jﬂ(l)\)v Hybridém,j,g(l/\)) < negl(})

Proof. This follow by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.

Observe that we can run both hybrids without knowing K 4 as long as we are given (K [j],74;)-
In the reduction, without computing K4, we run Hybridg‘}t717j79 up to just before step 6h.3. of
KeyGen. Then, we receive (K4[j],74,;) from the PPRF challenger where r4 ; is either a random
value or equal to PPRF.Eval(K 4,j). We use this randomness to run the rest of Hybridém,j,g
starting from step 6h.3(b) of KeyGen. Observe that if 74 ; was a random value then we exactly
emulate Hybrid{ém’j’g, and if 74 j was equal to PPRF.Eval(K 4, j) we emulate Hybridém’j’& Thus,
by PPRF security, the outputs of these hybrids must be indistinguishable. O
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Hybridétyl’j’loz We no longer puncture either K4 or Kp at j. We sign and verify A and B type
signatures at step j using keys computed from K4 and Kp rather than hardwired values.
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys: Do nothing.
6i. Compute o 1:
| Mt
2. b4,
(a) (sgka1,vka1,vka 1,re) = SSig.Setup(1*; PPRF.Eval(K 4, 1)).
(b) ost1 = SSig.Sign(sgky 1,m7).

6j. Compute program: P + iO(Progs+ 110 Kinp, K. K, Kg, ppe, m;f, Yr_1, ct;‘tyt]).

Program Prog?,’t?l,’j,lo[Kinp, KA: KBv KE’ PPst m;v yz‘;l’ Ct)skt,t]
(ia Clinp,is» Tinp,is Clst,i;s Ost,is |trst,i—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
L. (58Kinp.i> VKinp,is VKinp,irej) <~ SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrse,i—1)-
iv. in-type = L.
v. Verify A type signatures:

A, (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
B. If SSig.Verify(vk i, m;, 0sti) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifin-type£Aand j+1<i<t-—1,
A. (sgkp;,vkBi,vkp i rej) < SSig.Setup(1*; PPRF.Eval(Kp,1)).
B. If SSig.Verify(vkp i, m;, 0st i) = 1, in-type = out-type = B.
vii. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yia Ctst,i+1) = (y;ELl? Ct:t,t)'
ii. Ifi#t—1,
i. Decrypt input and state:
i (TEJ', ""Enc,i) = PPRF.EvaI(KE, Z)
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. kp;= SKE.Setup(l)‘;rE7i).

ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-

iv. Post.Dec.st; = SKE.Dec(kg ;, Ctet,i)-
ii. Compute output value and next state:

A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:

i (TE;H-I’ TEnc,i-i—l) = PPRF.EV3|(KE,’i + 1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
ili. ctst 41 = SKE.Enc(kE i1, Post.Dec.st; 1 1;7Enc,it1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-
. mip1 = (14 1, Ctet i1, itrses)-
iii. If ¢ = 7,
i. If m; = m;-‘, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

AL (sgkait1, VKA it1, VKA 41 ,rej) SSig.Setup(1*; PPRF.Eval(K 4,7 + 1)).
B. osti+1 = SSig.Sign(sgk ;1+1, Mit+1)-

v. Sign B type messages: If out-type = B,
//Observe that this branch can only be reached if j <7 <t — 1.

i. (sgkpit1, VKB,i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(K 5,7 + 1)).
ii. osti+1 = SSig.Sign(sgkp iy1, Mit1)-

4. Output (yi, Ctst it1, Ost,i+1,1trst,i)-

Lemma C.28. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg!, | ;4(1*), Hybridg!, ; ; 10(1%)) < negl(})
Proof. By correctness of puncturing, for o € {A, B},
PPRF.Eval(K,[j],v) = PPRF.Eval(K,,v) for any v # j

. Observe that the previous hybrid explicitly prevents the evaluation of punctured keys on their
punctured points everywhere except for during the authentication step where it evaluates Kp[j]
at index ¢ + 1 if out-type = B. However, we can only have out-type = B if we either verified a B
type signature or had ¢ = j. Either way, this means we would have j < ¢ <t — 1. Thus, we never
evaluate punctured keys on punctured points.

Additionally, the hardwired signing and verification keys of the previous hybrid are the same
as what is computed in the current hybrid. Thus, Progs:1;9 and Progs 110 have the same
input/output behavior. For the same reasons, apart from the obfuscated programs, the hybrids are
identical.
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Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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Enforcing the input. We want to change the conditional at step ¢ = j so that it sets the out-type
based on the outgoing message rather than the incoming message. Thus, we will need to enforce
that the incoming message is mj if and only if the outgoing message is miig.

Since the value of m7 depends on the j+ 1*h state which depends on the j** value of the input
stream, we will need to ensure that the incoming input ciphertext ctinp ; is equal to our chosen value

Ctl*np I Since we only ever sign one input ciphertext at j, we can use properties of SSig to change

the verification key of Kinp to only verify this one ciphertext. This will allow us to enforce that the
input stream value at 7 must be our chosen value.

Hybridét717j711: We puncture Kj,, at j. We sign and verify inputs at j using hardwired signatures
and verification keys. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[j] <= PPRF.Punc(Kinp, j)-

Tinp,j <= PPRF.Eval(Kinp, 7).

(sgkmpJ VKinp. i, VKinp,jrej) SSig.Setup(l’\;rian).

(Tinp,j,0nes VKinp,j,one S8Kinp, j.abos VKinp,j,abo) <~ SSig.Split(sgkinp, j, Ctin, ;)-
(Tinp.j7 VKinp,j) = (Tinp.j.ones VKinp,j)-

5g. Compute oip;:

Gt W=

1. If i =7, Oinpi = 0
2. 1f i # j,
(2) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[j], 7))
(b) 0inp,i = SSig.Sign(sgk;

*
inp,j°

inp,i’ |np,i)'

e During KeyGen, we make changes to the following steps:
6j. Compute program: P « iO(Progs « 1 11[KinplJ], Vi ;» Ka, KB, Kg, ppst mj, Yi 1> Ctaes))-
e During Encryption Phase 2, we make changes to the following steps:

7d. Compute Tinp,i
. (sgkmpl,vkmpyz,vkmpywej) = SSig. Setup(l)‘ PPRF.Eval(Kinp[j],7))-
2. Oinp,i = SSig.Sign(sgkinp i» Ctinp,i)-

Program Prog3,t,l,j,11[Kinp[ ] Vkmp 'L Ky, KB, Kg, PPst» m;fv y;tk—lv Ct:t,t]
<Z7 Clinp,is» Tinp,is Clst,is Ost,is 'trst,i—1>

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

LI =g,
A. If SSig.Verify(vki,, ;s Ctinp,is Tinp,i) = 0, output L.
i If i # 7,

A. (5Kinp.i> VKinp,is VKinp,irej) <= SSig.Setup(1*; PPRF.Eval(Kinp[j], 7))
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iii.

1v.

vi.

vii.

B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.
m; = (4, Ctet i, itrst,i—1)-
in-type = L.
Verify A type signatures:
i (sgkaisvkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka ;, m;, 05 i) = 1, in-type = out-type = A.
Verify B type signatures:
i. Ifintype£Aand j+1<i<t-—1,
A. (sgkp;,vkB.i,vkp i rej) < SSig.Setup(1*; PPRF.Eval(Kp,1)).
B. If SSig.Verify(vkp i, m;, ost ;) = 1, in-type = out-type = B.
If in-type = L, output L.

2. Computation Step:

i.

ii.

Ifi=1t—1, (yiCtstiv1) = (Y{_1,Cterr)-
Ifi#£t—1,
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EvaI(KE,z').
ii. kg, = SKE.Setup(l)‘;rEvi).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;t1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i (TE,i—&-la TEnc,i-i—l) = PPRF.EV3|(KE,’i + 1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
ili. ctst 41 = SKE.Enc(kE,it+1, Post.Dec.st; i 1; 7Enc,it1)-

3. Authentication Step:

1.
ii.

iii.

iv.

itrse ; = Itr.Iterate(ppg, itrsti—1, (4, Ctst,i))-

mit1 = (i 4+ 1, Ctseit1, itrses)-

Ifi = j,
i. If m; = m;, out-type = A. Else, out-type = B.

Sign A type messages: If out-type = A,
i (sgkait1,VKAi+1, VKA i41re) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,it1 = SSig.Sign(sgky ;y1,Mit1)-

Sign B type messages: If out-type = B,
i. (s8kp i1, VKB it1, VKB it1,re) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. os,it1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1, itrsti)-
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Lemma C.29. IfiO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg, ; ;10(1*), Hybridg ; ;11(1%)) < negl(A)
Proof. By correctness of puncturing,
PPRF.Eval(Kinp|j], v) = PPRF.Eval(Kjnp, v) for any v # j.

By correctness of SSig, if (Tinp,one,j> VKinp,one,js S8Kinp abo,j» VKinp,abo,j) < SSig.Split(sgkinp ;» € mp,j),
then

Oinp,one,j — = SSig. S'gn(Sgkmp]a mp,j)‘

Observe that we never evaluate punctured keys on their punctured points. This is true even in
Encryption Phase 2 since in that phase, we have ¢ > ¢* + 1 which is not equal to j since
J <t—1<t"—1 by assumption. Additionally inpone,1 = SSig.Sign(sgkin, 1,¢ mp71) so step bg of
Encryption Phase 1 results in the same signature. Thus, apart from the obfuscated programs,
the hybrids act identically.

Furthermore, the hardwired verification key vki,, ; is set to what it would have been com-
puted to be in program of the previous hybrid. Thus, Progs 110 and Progz 111 have the same
input /output behavior, so by a straightforward reduction to the security of iO, the hybrids are
indistinguishable. O
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Hybridétyl’ ji2: We change rinp j to a random value. This hybrid is the same as the previous hybrid
except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[j] < PPRF.PUHC(K}np,j).

Tinp,j — {0./ 1}/\.

(sgkinp,j» VKinp,j> VKinp,jrej) < SSig.Setup(1%; Tinp.; )-

(O'inp,j,onea Vkinp,j,one» Sgkinp,j,abm Vkinp,j,abo) — SSig-Sp“t(Sgkinp,j7 Cti*np,j)‘

*

(0;‘;1p7j’ Vklnp,j) = (O-inp’jaone7 Vkinpvj)'

Ot W=

Lemma C.30. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybridg ; ;1;(1%), Hybridg ; ;15(1%)) < negl(A)

Proof. This follow by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.
Observe that we can run both hybrids without knowing Kinp, as long as we are given (Kinp[4], Tinp,;)-

In the reduction, without computing Kj,p, we run Hybridg‘}t’m’m up to just before step 5f of
Encryption Phase 1. Then, we receive (Kinp[j], 7inp,j) from the PPRF challenger where rinp ; is
either a random value or equal to PPRF.Eval(Kip,j). We use this randomness to run the rest
of Hybrid{;}t’l?jﬂ starting from step 5.3 of Encryption Phase 1. Observe that if rj,, ; was a
random value then we exactly emulate Hybrid{,f}t’l’j’m, and if 7inp j was equal to PPRF.Eval(Kinp, j)
we emulate Hybridg‘}m’j’ll. Thus, by PPRF security, the outputs of these hybrids must be indis-
tinguishable. O
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Hybridétyl’j’ly): We change vki,; ; t0 Vkinp jone Which can only verify cti, ;- This hybrid is the

same as the previous hybrid except that
e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[j] <— PPRF.PUHC(K}np,j).

Tinp.j < {0, 1}

(sgKinp,j» VKinp,j> VKinp,jrej) < SSig.Setup(1%; Tinp.; )-

(O'inp,j,onea Vkinp,j,one» Sgkinp,j,abm Vkinp,j,abo) — SSig-Sp“t(Sgkinp,j7 Cti*np,j)‘

* * e . . . .
(Uinp,jaVkinp,j) = (Ulnp,y,onevVkmp,],one)-

Ot W=

Lemma C.31. IfSSig is a splittable signature scheme, then for all A € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridg, ; ;15(1%), Hybridg ; ;15(1%)) < negl(\)

Proof. This follow by a reduction to the vkone indistinguishabilty of SSig.

Observe that we can run both hybrids without knowing (7inp,j, S€Kinp js VKinp,j> VKinp,jrej) as long
as we are given (o7, 5, vkip, ;). In the reduction, we run Hybridfét’l’j’lg up to just before step 5f.2
of Encryption Phase 1. We send ct ; to the SSig challenger and receive (o*,vk*) from the
SSig challenger where o is a signature of ctj, ; and vk* is either a verification key vkone that only
verifies ct;  ; or is a regular verification key vk. We then set (o, ;, vkiy, ;) = (0%, vk") and run the
rest of Hybridét717j713 starting from step 5g of Encryption Phase 1. Observe that if vk* was
a regular verification key vk we exactly emulate Hybrid{)f}t’l’j’u, and if vk* was vkene we emulate
Hybridétvl’ j13- Thus, by the vkone indistinguishabilty of SSig security, the outputs of these hybrids

must be indistinguishable. d
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Using the iterator. Again, we want to enforce that the incoming message is m if and only if
the outgoing message is m;k 11

Intuitively, the forward direction now follows. If the incoming message is m7, then this means
that the incoming state must be our chosen value. We have also just enforced that the incoming
stream input must be our chosen value. Thus, the program will compute our chosen output state,
corresponding to mj .

However, the backwards direction does not work since it is not true that some specific output
state implies a unique input state. To solve this, we will use the iterator in m7 ; to enforce that
the values iterated into it are correct. Since we iterate the input state into m;‘ 41’8 iterator, we can

then enforce the input state (and thus mj) to be correct.

Hybridétyl’j’mz We enforce the iterator on ct ; for i € [j]. This hybrid is the same as the previous
hybrid except that

e During KeyGen, we make changes to the following steps:
6f. Setup iterator: (ppg,itrso) < Itr.SetupEnforce(1*, (1, ctia) -5 (s ct;‘t’j)).g1

Lemma C.32. If Itr is a cryptographic iterator, then for all X € N, all t € [t*], all j € [t — 1], and
all PPT adversaries A,

A(Hybridém,j,m(l)‘)a Hybridém,j,u(l/\)) < negl(})

Proof. This follows by a straightforward reduction to the indistinguishabilty of setup of the iterator.

[
31Technically the values ct; ; are not defined until the next step. For completeness, we can define these values here
N T ,
as cty; = t(b’) $i> 1 which is identical to how they are defined in the next step.
ct, if 1 >
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Hybridétyl’j’m: We change the conditional at step ¢ = j so that it sets the out-type based on the
outgoing message rather than the incoming message. Recall that in the previous hybrid, we set the
following values in Encryption Phase 1 and KeyGen:

5e. Set hardwired values:
. i<t
bt = a® sy
inp,i =
6g. Set hardwired values:
1. For i € [t*], yf = yi.

2. For i e [t* + 1],

©) .o
(a) ctt,, = ctstsi ifi <t
et it

(b) itrg,; = Itr.lterate(ppgy, itrg ;1 Ct, ;) Where itrg o = itrs .
(c) m; = (iaCt:t,ia itr:t,i—l)'

This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs+ 1 15[Kinp[J], vki*nw, Ka,Kp, Kg, ppet, m’;H, Yr_1, ct;“m]).

. * * * *
Program Prog3.t,1.j,l5 [Kinp[]] ) Vkinp7j7 KA7 K37 KE7 PPst 7nj+17 yt—17 Ctst,t]
(Z7 Ctinp,’ia O-il"lp,’ia Ctst,ia Ust,i7 Itrst,’i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:

i Ifi= g,
A If SSig.Verify(vki’knm,ctinpﬂ-, Tinp,i) = 0, output L.
i If§ £ g,

A. (sgkinw,vkinp’i,vkinp’iyrej) — SSig.Setup(l)‘; PPRF.Eval(Kinplj], 1)).
B. If SSig.Verify(vkinp,i, Ctinp,i, Cinp,i;) = 0, output L.
ili. my = (4, Ctet i, itrse,i—1).
iv. in-type = 1.
v. Verify A type signatures:
i (sgkai>vkai, VKA rej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,os ) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifin-type£Aand j+1<i<t-—1,
A. (sgkp i, VKB,is VKB i rej) < SSig.Setup(1*; PPRF.Eval(K g, i)).
B. If SSig.Verify(vkp i, m;, 0st,i) = 1, in-type = out-type = B.
vii. If in-type = L, output L.
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2. Computation Step:

LIfd=t—1, (yi, Ctstit1) = (Yy_1, Cteer)-
HoIfi£t— 1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(l/\;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. ("E,it1,TEncit1) = PPRF.Eval(Kg,i+1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-

. myp1 = (14 1, Ctet i1, itrses)-

iii. If i = 7,
L. If mip1 =mj,,, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgkair1s VKAit1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mit1)-

v. Sign B type messages: If out-type = B,
i. (sgkp,it1,VKB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).
ii. osti+1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (v, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.33. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridg, ; ;14(1%), Hybridg', | ;15(1%)) < negl())

Proof. To show that Progs 114 and Progs+ 115 have the same input/output behavior, we need to
show that the following two conditions in the authentication steps of the programs are equivalent:

1. i =j and m; = mj.

. .
2. 1 =7 and Mit1 = M.

We show this in two steps:

e (1) = (2). Let i = j. Since we verify input ciphertexts with vki,, ;

way to pass the verification step is to have

= VKinp,j,one, the only

*

Ctinp,i - Ctlnp,j
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If m; = m;f, then we must have

m; = (i, Clet,is itrsei—1) = (J, Ctgy 5 itrge j_1) = m;

which means that since j < ¢,

0
oy

(ct-(o)

inp,j’ ct

(Ctinp,is Ctst,i) = (Ctinp ;> Ctar ;)
In the computation step,

— If i = j < t—1, by correctness of decryption of SKE, since our incoming ciphertexts
(0) (0)
inp.j+ Ctst,j

Thus, since j + 1 < ¢, then we must compute

are (Ctinp,i, Ctst,i) = (ct ), we will compute the outgoing ciphertext as ctst ;1 =

(0)

Ctst,j+1'

Clsti+1 = ctﬁfzﬂ = Ctg i
—Ifi=j=1t—1, then we set
Clst,i+1 = Ctgpy = Clgy jiq
Since Itr.lterate is a deterministic function, then
itrse ; = Itr.Iterate(ppgy, itrst i—1, (4, Cter i) = Itr.Iterate(pps;, itr;"t,j_l7 (j,ct;"t’j)) = itr:w
But this means that
mip1 = (1 + 1, Ctstit1, itrsei) = (J + 1, ¢t g, itrg ;) = mi
which means that (2) holds.
e (2) = (1). Let i = j. If myy1 = mj,,, then we must have
mip1 = (1 + 1, Ctseit1, itrsei) = (F + 1, ¢t g, itrg ;) = miy
Since the iterator is in enforcing mode and
itrg, ; = itrse; = ltr.lterate(ppg, itrsti—1, (4, Ctst,i)

it must be the case that

(itrsti—1, Ctst;i) = (itrg j_1,Cte ;)

But this means that

m; = (i, Ctst, itrsei) = (J, Cte j,itrg 1) = m;

which means that (1) holds.

Thus, Progz+ 114 and Progs 115 have the same input/output behavior, so by a straightforward
reduction to the security of {0, the hybrids are indistinguishable. O
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Hybridétyl’j’w: We undo the enforcing on the iterator. This hybrid is the same as the previous
hybrid except that

e During KeyGen, we make changes to the following steps:
6f. Setup iterator: (ppg,itrs.o) < ltr.Setup(1*,24)

Lemma C.34. If Itr is a cryptographic iterator, then for all AN € N, all t € [t*], all j € [t — 1], and
all PPT adversaries A,

A(Hybridét,l,j,lf)(l)\)a Hybridét,l,j,m(l)\)) < negl(\)

Proof. This follows by a straightforward reduction to the indistinguishabilty of setup of the iterator.
O

Hybrid{f}t’l’j’l?: We change vki*an back to vkinp ;. This hybrid is the same as the previous hybrid
except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinpj] < PPRF.Punc(Kinp, j).

Tinp,j < {0, 1})‘.

(sgkinp,j,vk;nm,vkinp’j,rej) — SSig.Setup(l’\;rinp’j).

(O'inp,j,one7 Vkinp,j,one7 Sgkinp,j,abo’ VkinP,J}abO) A SSig.Split(sgkian, Cti*np,j)‘

*

(Uiﬂ;p,j’ Vklnp,j) = (Ui"PJ»O“e? VkinPJ)'

G N =

Lemma C.35. IfSSig is a splittable signature scheme, then for all A € N, allt € [t*], all j € [t—1],
and all PPT adversaries A,

A(Hybridétﬂ,j,lG(l)\)v Hybridém,j,n(l/\)) < negl(})

Proof. This follow by a reduction to the vkene indistinguishabilty of SSig. The reduction is essen-
tially the same as that of Lemma C.31 as it is still the case that we can run both hybrids without
knowing (’rinp,j,sgkinw,vkinm,vkinphj,,ej) as long as we are given (o vk O

inp,j» VKinp,j)-

Hybridém’j’lg: We change 75, ; back to a PPRF value. This hybrid is the same as the previous
hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinpj] < PPRF.Punc(Kinp, j).

Tinp,j <= PPRF.Eval(Kinp, 7).

(sgkinp,j,vk;np7j,vkinp7j,rej) — SSig.Setup(l’\;rinp,j).

(Uinp,j,one7 Vkinp,j,one7 Sgkinp,j,abo’ Vkinp,j,abo) = SSig.Split(sgkian, Cti*npyj)‘

(Ui*np,ja Vki*np,j) = (Tinp,j,one; VKinp,;)-

ANl

Lemma C.36. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
all j € [t — 1], and all PPT adversaries A,

A(Hybridém,j,u(l)\)a Hybridém,j,w(l/\)) < negl(})
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Proof. This follow by a reduction to the selective pseudorandomness at punctured points property
of our PPRF. The reduction is essentially the same as that of Lemma C.30 as it is still the case
that we can run both hybrids without knowing Kjnp, as long as we are given (Kinp[7], Tinp,;)- ]

162



Hybridétyl’j’lgz We no longer puncture Kj,, at j and no longer use hardwired signatures and
verification keys. Note that this hybrid is identical to Hybridétyl’j +1,0- This hybrid is the same as
the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys: Do nothing.
5g. Compute oinp;:
1. ‘

2. B4
(a) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7))
(b) Ginp,i = SSig.Sign(sgkinp ;> ct

inp “inp,j-

i*np,i)'
e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs 1 19[/inp, Ka, KB, Kg, PPsts M}, Yi—15 Ctap 4))-
e During Encryption Phase 2, we make changes to the following steps:

7d. Compute ojpp i
1. (sgkinp’i,vk;np,i,vk;npyi,,ej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, 7)).
2. Ginp,i = SSig.Sign(sgkinp ;» Ctinp.i)-

* * *
Program Progst 1;19[Kinp, KA, KB, KE, PPyt My 1 Yt—1s Ctst,t]
(4, Ctinp,i> Tinp,i» Clst,i, Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:

. . *
il. H444

A. (5Kinp.i> VKinp,is VKinp,irej) <= SSig.Setup(1*; PPRF.Eval(Kipnp, i)).
B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.
ili. m; = (4, Ctet,i, itrse,i—1).
iv. in-type = L.
v. Verify A type signatures:
i (sgkai, vkai vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,os ) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifintype# Aand j+1<i<t—1,
A. (sgkp ;) VKB,i; VKB irej) < SSig.Setup(1*; PPRF.Eval(K g, i)).
B. If SSig.Verify(vkp i, m;, 05t ;) = 1, in-type = out-type = B.
vii. If in-type = L, output L.
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2. Computation Step:

LIfd=t—1, (yi, Ctstit1) = (Yy_1, Cteer)-
ii. Ifi#t—1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(l/\;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. ("E,it1,TEncit1) = PPRF.Eval(Kg,i+1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-

. myp1 = (14 1, Ctet i1, itrses)-

iii. If i = 7,
L. If mijy1 = mj,,, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgkair1s VKAit1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mit1)-

v. Sign B type messages: If out-type = B,
i. (sgkp,it1,VKB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).
ii. osti+1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (v, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.37. If iO is a secure indistinguishability obfuscation scheme, then for aoll A € N, all
t € [t*], all j € [t — 1], and all PPT adversaries A,

A(Hybridét,l,jJS(l)\)v Hybridém,j,w(l)‘)) < negl(\)
Proof. By correctness of puncturing,
PPRF.Eval(Kinp|j], v) = PPRF.Eval(Kjnp, v) for any v # j.

By correctness of SSig, if (Uinp,one,pVkinp,one,j,Sgkinp,abo,j,Vkinp,abo,j) + SSig. Spllt(sgkmp], Inp])
then

Tinp,one,j = SSig.Sign(sgkinp > C mp?j).
Observe that the previous hybrid never evaluated punctured keys on their punctured points. This
was true even in Encryption Phase 2 since in that phase, we had ¢ > t* 4+ 1 which is not equal

to j since j <t —1 < t* — 1 by assumption. Additionally Ginp.one, 1 = SSig.Sign(sgkinp 1, mp71) SO
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step bg of Encryption Phase 1 results in the same signature. Thus, apart from the obfuscated
programs, the hybrids act identically.

Furthermore, the hardwired verification key vki,, ; of the previous hybrid is set to the same
value that is computed in the program of the current hybrid. Thus, Progs+ 118 and Progs 119
have the same input/output behavior, so by a straightforward reduction to the security of O, the
hybrids are indistinguishable. O

Lemma C.38. For all A\ € N, allt € [t*], all j € [t — 1], and all adversaries A,
A(Hybridét,l,j,w(l)\),Hybridét,l,j-&-l,o(l)\)) =0

Proof. The hybrids are identical. O
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Hybrid{fm = Hybrid{f}m’oz This hybrid is the same as Hybridé‘}t’l,w except that we have re-
moved the B type verification branch in the obfuscated program. Except for this removal, we have
highlighted all other differences between this hybrid and Hybridém

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
147 , a state size 165, an input size 16x , and an output size 14,

3. Setup:

(a) Kinp, Ka,Kp, Kp PPRF.Setup(1%).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b «+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (a:io),ml(-l)) to the challenger.
(b) Post.CT\”) = Post-One-sFE(Post.MSK, i, z\").
(c) Post.CT") = Post-One-sFE(Post.MSK, i, z\").
(d) Compute input ciphertexts:

i. (rg,Tenci) = PPRF.Eval(KEg,1).

ii. kp; = SKE.Setup(1*;7g,).
iii. cti(r?;i = SKE.Enc(kg , Post,CT(O)),

iv. ctl’) . — SKE.Enc(kg,, Post.CT'").

inp,z 7

(e) Set hardwired values:

e {ctff)’i if i<t
CURE T e ifi>t
(f) Compute input signature keys: Do nothing.
(g) Compute oipp ;:
i. (5gKinp.i» VKinp,i» VKinp,i,rej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. oinp,i = SSig.Sign(sgkinp ;> ct;

inp,i
(h) Send CT; = (Cti*np,ivginp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK, f,st;).

(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
(d) Compute state and output values:

i. For i € [t*],
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Al (yi, Post.Dec.stgg_)l) = Post—One—sFE.Dec(Post.Dec.stEO), Post.CTEO)).
B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stl(.b), Post.CTEb)).
(e) Compute state ciphertexts:
i. Forielt*+1],
A. (7Ej,TEnci) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*;75,).
C. ctig)i = SKE.Enc(kg , Post.Dec.stEO);rEnc,i).
D. ctg?i = SKE.Enc(kg i, Post.Dec.stEb); TEnc,i)-
(f) Setup iterator: (ppy,itrsto) < ltr.Setup(14,2%).
(g) Set hardwired values:
i. For i € [t*], yf = y;.
ii. For i€ [t* +1],
oty ifi<t
N {ctg}i iti>¢
B. itrg, ; = Itr.Iterate(ppg, itrg ;_1, ctgy ;) where itrg o = itrst .
C.m; = (z’,ct:m, itr;‘tﬂ;_l).

A, ct*

st,e

(h) Compute state signature keys: Do nothing.
(i) Compute oy ;:
i (sgka1,Vvka1,vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P < iO(Progs : 2[Kinp, Ka, Kp, Kg, PPsts 1 Y; 15 Ctér 1])-
(k) Send SKy = (P, cty 1,05t 1, itrsto) to A

7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (xz(o),:vl(-l)) to the challenger.
(b) Post.CT'?) = Post-One-sFE(Post.MSK. i, z").

(c) Compute ctinp;:

i. (rgi,Tenc,i) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g ;).
iii. ctinp; = SKE.Enc(kg ;, Post.CTEb)).
(d) Compute oinp ;:

. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,i = SSig.Sign(sgkinp ;> Ctinp,i)-
(e) Send CT; = (Ctinp,s, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.
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Program Progs+2[Kinp, Ka, K, Kg, PPst, M7, Yi 1, Ct:t,t]
(4, Ctinp,i> Tinp,i» Clst,i, Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (58Kinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet,i, itrst,i—1).

iv. in-type = 1.

v. Verify A type signatures:
1. (sgkA’Z-,vai,va,i,rej) — SSig.Setup(l)‘; PPRF.Eval(K4,1)).
ii. If SSig.Verify(vka i, m;, 05 ) =1, in-type = out-type = A.

vi. If in-type = L, output L.

2. Computation Step:

LIfi=t-1, (yia Ctst,i—‘rl) = (y;fk—th:t,t)'
i, Iféi #£¢t—1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(lA;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; "Enc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-

. mip1 = (14 1, Ctet i1, itrseq)-

iii. Ifi=1¢—1,
i. If mjy1 = mj, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgka i1, VKA,it1, VKA i41rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,it1 = SSig.Sign(sgk 4 ;y1,Mit1)-

v. Sign B type messages: If out-type = B,
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i. (sgkp,it1, VKB i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.39. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridét,l,t,o(lA)a Hybridém (1)) < negl(1%)

Proof. The only difference between the hybrids is that Progz: > has entirely removed the B type
verification branch. However, for j = ¢, since there is no ¢ such that j = ¢t < ¢ < t — 1, then
Progs+ 1,0 will never use the B type verification branch anyway. Thus Progs:> and Progs+ 1,0
have the same input/output behavior, so by a straightforward reduction to the security of O, the
hybrids are indistinguishable. O
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Hardcoding step t. It is now the case that at index ¢, we only have one input ciphertext ctg; ,
signed using Kjnp, and only one state message m; signed using K 4. Therefore, we can use SSlg
to enforce that these are the only input and state values that can be verified. Thus, there can be
only one possible output in the computation step, which means we can finally hardcode in step ¢ = .

Hybridétll: We start by puncturing both Kj,, and K4 at t. We sign and verify at index ¢ using
hardcoded values.
This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
1. Kinp[t] <= PPRF.Punc(Kinp, t).
2. Tinp,t < PPRF.Eval(Kinp, t).
3. (sgkinp t> VKinp,£; VKinp.t.rej) <= SSig. Setup(l)‘; Tinp,t)-
4. (o mptngkmpthkmpt) (L, SgkmptaVkinp,t)-
5g. Compute ojnp;:
1. If i = t, oinp,i = SSig.Sign(sgki,
2. If i #t,
(a) (sgkmpz, VKinp,i VKinp,irej) = SSig. Setup(l/\ PPRF.Eval(Kinp[t],7)).
(b) Ginp,i = SSig. Slgn(sgkmpz, mpl)

e During KeyGen, we make changes to the following steps:

inp, t C mp,L)'

6h. Compute state signature keys:
1. Ka[t] = PPRF.Punc(K 4,1).
2. ra4 < PPRF.Eval(Ky4,t).
3. (sgkAi,va,t,va’t,rej) — SSig.Setup(l’\;TAyt).
4. (U:t,taSgkz,taVk*A,t) = (L,sgkAi,va,t).
6i. Compute o 1:
1. If 1 =t, os,1 = SSig.Sign(sgk’y 1, m7).
2. If 1 #t,
(a) (sgka1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K4[t], 1)).
(b) os,1 = SSig.Sign(sgk 4 1,m7).
6j. Compute program: P < iO(Progs 2 1[Kinplt], vk, 1 Kalt], sgkly 4, vk 4, KB, KE,
PPsts s Yy 1, Ctay ¢])-

e During Encryption Phase 2, we make changes to the following steps:

7d. Compute Tinp,i-
1. (8Kinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[t], 7)).
2. Oinp,i = SSig.Sign(sgkinp ;» Ctinp.q)-
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*

Program Prog37t-,271 [Kinp[t]‘/ Vkmp,tﬂ Ka [t]v Sgkz,tv Vk*A,taKBa Kg, ppst; m?: y;—lv Ct:t,t]
(4, Ctinp,i> Tinp,i» Clst i, Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.
ii. Verify input signature:
i Tfi=t,
A If SSig.Verify(ka‘nw7 Ctinp,i, Oinp,i) = 0, output L.
ii. If i # ¢,
A, (sgKinp,is VKinp,is VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp|t], 7))
B. If SSig.Verify(vkinp,i; Ctinp,is Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrst,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i Ifi=t,
A. If SSig.Verify(vkly 4, m;, 0sti) = 1, in-type = out-type = A.
ii. If i # ¢,
A. (sgka i, vkai, vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[t], 7).
B. If SSig.Verify(vka ;, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

i Ifi=t— L, (yia Ctst,i+1) = (yfflv(:t)skt,t)'
i, Ifi £¢t—1,
i. Decrypt input and state:
i. (rE,i,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kE,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp,;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
1. (TE71'+1, TEnc,i—i—l) = PPRF.EV3|(KE,i + 1).
ii. kgit1 = SKE.Setup(l’\;rE7i+1).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-

. mip1 = (i + 1, Ctstit1, itrse)-

171




iii. Ifi=1¢—1,
i. If m;y1 = mj, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

LTfi=t—1,
Al ogit1 = SSig.Sign(sgth,m7;+1).
HoTEi At 1,

A. (s8kaiy1VKAit1, VKA it1,rej) < SSig.Setup(1*; PPRF.Eval(K 4[t],i + 1)).
B. ostiy1 = SSig.Sign(sgk ;41, Mit1)-
v. Sign B type messages: If out-type = B,
i. (sgkp i1, VKB it1, VKB it1,re) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).

ii. ostit1 = SSig.Sign(sgkp 11, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1 itrsti)-

Lemma C.40. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybrids), , o(1*), Hybrids',  ; (1*)) < negl(})
Proof. By correctness of puncturing, for a € {A,inp},
PPRF.Eval(K,[t],v) = PPRF.Eval(K,,v) for any v # ¢

. Observe that we never evaluate punctured keys on their punctured points. This is true even in
Encryption Phase 2 since in that phase, we have ¢ > t* +1 > ¢.

Furthermore, the hardwired signing and verification keys are set to what they would have been
computed to be in the previous hybrid. Thus, Progs ;2o and Progs 21 have the same input/output
behavior. For the same reasons, apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of {0, the hybrids are indistinguishable. [
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Hybr1d3 t.2,2° We split our input signature and our A type signature at ¢ on ctInp , and mj respec-
tively. We replace signatures using sgkmpt or sgk’ At with inp.onet and 04 one,t respectively.
This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
1. Kinp[ ] +— PPREF. Punc( inpat)-
2. Tinp,t < PPRF.Eval(Kinp, t).
3. (sgkmpyt,vk,nP,t,vk,nw,reJ) — SSig.Setup(l/\;rian).
4. (Uinp one, t;Vkinp one,t» Sgkinp abotaVkinp abo, t) — SSig-Sp“t(Sgkinp,t>Cti*np,t)'
5. (o mptvsgkmptv\’kmpt) (O'lnponet 1 Vklnpt)
5g. Compute oinp;:
1. Ifi =1, oinpi =0
2. Ifi #t,
(2) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[t], 7))
(b) Ginp,i = SSig.Sign(sgkinp,i Ctinp i)

*
inp,t*

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
K 4[t] = PPRF.Punc(K 4,t).
rat < PPRF.Eval(K4,1).
(sgkat,Vka,t, VKAt rej) SSig.Setup(1*; TAL)
(0 A,0ne,t> VKA 0ne,t) SEK A abo 1) VKA abo,t) < SSig.Split(sgk 4 ¢, my).
( Ost,ts sgkAtv\/kA t) (UA one,t; L s kg t)
6i. Compute oy 1:
1. f 1=t 06 =05,
2. If 1 £t ’
(a) (sgkai,vka1,vka1re) = SSig.Setup(1*; PPRF.Eval(K4t], 1)).
(b) ost1 = SSig.Sign(sgk 4 1,m7).
6j. Compute program: P < iO(Progs 2 2[Kinp[t]; Vkinp 1, Kalt], 0% 4, VK 4, KB, KE,
PPst: M5 Ui -1, Cta])-

BN

*
Program Pr0g3:t72:2[KinP[ } Vkmp tr KA [t]> U;kt,t7 VkA,t7 KB? KEa PPst» m:’ y;fk—b Ct:t,t]
(Z7 Clinp,i» Tinp,is Clst,i; Ost,is 'trst,i—l)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
i If i =t
A If SSig.Verify(vki*nw,ctinw-7 Tinp,i) = 0, output L.
ii. If i # ¢,
A. (5gKinp.i> VKinp,is VKinp,irej) <= SSig.Setup(1*; PPRF.Eval(Kinp|t], 7).
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B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.

ili. m; = (4, Ctet,i, itrst,i—1)-

iv. in-type = L.
v. Verify A type signatures:
i Ifi=t,
A. If SSig.Verify(vk’y 4, m;, 0st) = 1, in-type = out-type = A.
ii. If ¢ # ¢,

AL (sgka ;s vkai, vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[t],4)).
B. If SSig.Verify(vka ;, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

LIfi=t-1, (yia Ctst,i—‘rl) = (y;:fl?Ct:t,t)'
i, Ifi £t —1,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(Kg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetiy1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
. myp1 = (14 1, Cteg i1, itrseq)-
iii. Ifi =¢—1,
i. If mjp1 = my, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

i Ifi=t—1,
A. Ost,i+1 = O';kt’t.
i Ifi #£¢—1,

Al (58K it1 VKA 11, VKA 41 rej) < SSig.Setup(1*; PPRF.Eval(K 4[t],i + 1)).
B. ogti+1 = SSig.Sign(sgka iy1, Mi+1)-
v. Sign B type messages: If out-type = B,
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i. (sgkp,it1, VKB i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.41. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridg!, , ; (1*), Hybridg, 5 5(1")) < negl())
Proof. By correctness of SSig, if (0one, VKone; S8Kabo, VKabo) <— SSig.Split(sgk, v*), then
Oone = SSig.Sign(sgk, v™).

Thus, apart from the obfuscated programs, the hybrids act identically since ginp one,t = SSig.Sign(sgkinp ¢> Cter ¢)
and 0 40ne;1 = SSig.Sign(sgky 1,m7) so step 5g of Encryption Phase 1 and step 6i of KeyGen
result in the same signatures.
Now, in the previous hybrid, Progs 121 only used sgk’y ; = sgk,; in one place: If out-type = A
and ¢ = ¢ — 1, then it signed m;1 with sgk 4 ;. However, we can only have out-type = A at i =¢—1
if m;;1 = mj. Thus, replacing the signature with 0 ne¢ does not change the behavior of the
program.
Therefore, Progs 21 and Progs 2> have the same input/output behavior, so by a straightfor-
ward reduction to the security of ¢, the hybrids are indistinguishable. ]
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Hybridém’?): We change 7inp; and 744 to random values. This hybrid is the same as the previous
hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[ﬂ < PPRF.PUHC(Kinp,t).

Tinp,t < {O. 1}>\

(sgkinpyt, VKinp ¢, VKinp.trej) < SSig.Setup(1*; Tinp.t)-

(O'inp,one,ta Vkinp,one,t» Sgkinp,abo,t7 Vkinp,abo,t) — SSig'Split(Sgkinp,t? Cti*np,t)‘
(O-;mtv Sgki*npﬂfa Vk;knpﬂ:) = (Uinp,one,t’ 41, Vkinp,t)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. K4[t] = PPRF.Punc(Ky4,t).

TAL {0./ 1}/\.

(sgkat,Vka,t, VKAt rej) SSig.Setup(1*; TAL)
(UA,one,t7VkA,one,t’SgkA,abqthkA,abo,t) — SSig.SpIit(sgkAyt,mf).
(U:t,ta Sgkjl,tv ij},t) = (O'A,one7t7 1, VkA7t)‘

RANE I

Lemma C.42. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
and all PPT adversaries A,

A(Hybridét’m(l)‘),Hybridéw?g(l’\)) < negl(})

Proof. This follow by two reductions to the selective pseudorandomness at punctured points prop-
erty of our PPRF.

We first swap out only 7, for a random value and leave r4; as a PPRF evaluation. We call
this intermediate hybrid Hybridg, » 5.

Observe that we can run both the previous hybrid and the intermediate hybrid without know-
ing Kinp as long as we are given (Kinp[t], 7inpt). In the reduction, without computing Kinp, we run
Hybrid{f}m’% up to just before step 5f of Encryption Phase 1. Then, we receive (Kinpt], Tinp,t)
from the PPRF challenger where i, ¢ is either a random value or equal to PPRF.Eval(Kinp, t). We
use this randomness to compute (o7, ;, S8Kinp1: Vkinp ;). We then run the rest of Hybridét’27j72_5
starting from step 5g of Encryption Phase 1. Observe that if rjn, ; was a random value then we ex-
actly emulate Hybridé‘}t,uf), and if rinp + was equal to PPRF.Eval(Kjpnp, t) we emulate Hybridéwz.
Thus, by PPRF security, the outputs of these hybrids must be indistinguishable.

By a similar reduction on the A type signature scheme, Hybridétlzg) and Hybridét7273 are
indistinguishable. O
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*

Hybrid§t72’4: We set Vki*np,t t0 VKinp,one,+ Which will only verify Ctinp.to and set vk’ ; t0 vk 4 onet Which
will only verify my. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
Kinp[ﬂ — PPRF.PUHC(Kinp,t).
Tinpt < {0, 1}
(sgkinpyt, VKinp ¢, VKinp.t,rej) < SSig.Setup(1*; Tinp.t)-

inp,one,ty YRinp,one,t; inp,abo,t» VRinp, , ig. [ inp,ty» 4 :
(Ulnp one,t Vklnp one,t> SEK np,abo,t Vkmp abo t) — SS|g Spht(Sgkmpt Ct*np7t)
(O-iﬂ; tvsgki*n thk;kn t) = (Uinp,one,t,J—aVkinp,one,t)-

P, P, P,

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. K4[t] = PPRF.Punc(Ky4,t).

AL {0, 1}’\.

(sgkat,Vka,t, VKA 1 rej) SSig.Setup(1*; TAL)
(UA,one,t7VkA,one,t’SgkA,abqthkA,abo,t) — SSig.SpIit(sgkAyt,mf).
(U:t,ta Sgkjl,tv ij},t) = (O'A,onem 4, VkA,oneJ,)-

PR

Lemma C.43. If SSig is a splittable signature scheme, then for all A € N, all t € [t*] and all PPT
adversaries A,
A(Hybrids, , 5(1*), Hybridg', , 4(1)) < negl())

Proof. This follow by two reductions to the vkone indistinguishabilty of SSig.

We first swap out only Vk?(np,t for Vkinp,one,s and leave vkz,t as vka . We call this intermediate
hybrid Hybrids'; ;5 5.

Observe that we can run both hybrids without knowing (7inp ¢, sgkinpvt,vk;np,t,vk;np7t7rej) as long

as we are given (Ui’;pt,ka“
b

Inp,t)' In the reduction, we run Hybridémm up to just before step 5f.2
of Encryption Phase 1. We send ct

hp.¢ tO the SSig challenger and receive (o, vk®) from the
SSig challenger where ¢* is a signature of Cti*np,t and vk* is either a verification key vkene that only
verifies ctj , or is a regular verification key vk. We then set (o7, ;,58Kinp 1> VKinp¢) = (0, L, vk®)
and run the rest of Hybrid§t7274 starting from step 5g of Encryption Phase 1. Observe that
if vk* was a regular verification key vk we exactly emulate Hybrid§t7273, and if vk* was vkone we
emulate Hybrid§t7273' 5. Thus, by the vkone indistinguishabilty of SSig security, the outputs of these
hybrids must be indistinguishable.

By a similar reduction on the A type signature scheme, Hybrid{ét7273'5 and Hybridg‘}t7274 are
indistinguishable. O
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Hybridém’g): We now hardwire step t into the program. Recall that in the previous hybrids, we
set the following values in Encryption Phase 1 and KeyGen:

5e. Set hardwired values:

9 i<t
ey ifi>1t

inp,t

1. ct;“np

6g. Set hardwired values:

1. For i € [t*], yf = yi.
2. For i € [t* + 1],

©) o
cty,; ifi<t
(@) i =9 ) .
Cty, ifi>t
(b) itrg; = ltr.Iterate(ppg, itrg ;_1, cts, ;) Where itrg o = itrst 0.

(C) m;k - (Z’ Ctst,z’ Itrst;z—l)'
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs 2 5[Kinpt], VKinp s Kalt], 0 1, VKa 1+ KB, KE,
PPst, m;fka y:—la Ct:t,tv y;‘,kv Ct:t,t-i—l])'

* * x ok Kook
Program Prog37t,275[Kinp[ ] Vkmp ts [ﬂ? Ost t VkA,t7 Kp,Kg, PPst; M5 Yg—15 Ctst,tv Yt » Ctst,t+1]
(Z Clinp,i» Tinp,is Clst,i;s Ost,is |trst,z’71)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
i Ifi =+,
A If SSig.Verify(vk?‘np’t,ctinw, Tinp,i) = 0, output L.
i If i At
A. (sKinp,is VKinp,i> VKinp,i,rej) < SSig. Setup(1*; PPRF.Eval(Kinp[t], 7)).
B. If SSig.Verify(vkinp,i; Ctinp,is Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrst,i—1)-
iv. in-type = L.
v. Verify A type signatures:
i Ifi=t,
A. If SSig.Verify(vkly 4, m;, 0st,) = 1, in-type = out-type = A.
i TIf i At
AL (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[t], 1)).
B. If SSig.Verify(vka i, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.
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2. Computation Step:

LIfd=t—1, (yi, Ctstit1) = (Yy_1, Cteer)-
ii. Ifi=1t, (yi,ctstiv1) = (Y7, Ctep141)-
ii. If i ¢ {t — 1,t},
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
. mip1 = (14 1, Cteg i1, itrses)-
iii. Ifi=1¢—1,
i. If miy1 = mj, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

i Ifi=t—1,
A. Ust,i—i—l = O';kt’t.
i, Ifi #£¢—1,

A. (sgkaiy1:VKAit1, VKA it1,rej) < SSig.Setup(1*; PPRF.Eval(K4[t],i + 1)).
B. ogti+1 = SSig.Sign(sgk iy1, Mi+1)-
v. Sign B type messages: If out-type = B,
i. (sg8kp i1, VKB it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. ost,it1 = SSig.Sign(sgkp ;11 Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1, itrsti)-

Lemma C.44. If iO is a secure indistinguishability obfuscation scheme, then for aoll A € N, all
t € [t*] and all PPT adversaries A,

A(Hybrids', , ,(1*), Hybrids', 5 5(1)) < negl())

Proof. We will show that Progz:> and Progs:2t_1 have identical input/output behavior. The
programs can only differ when ¢ = ¢. Thus, we will restrict ourselves to this setting.
Since vki*np’t = VKinp,one,t, then in order to pass the verification step, it must be the case that

0

*
Ctinp,i = Cting s = Cti0
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Similarly, since vk’ ; = vk one,t, in order to pass the verification step, we must have

b) .
m; = my = (t,ctlyy, itk 1)

Therefore, by correctness of decryption of SKE and Post-One-sFE, in the previous hybrid, we would
have computed
b
(i Ctst,z’+1) = (y, Ctgt,)t+1) = (y:7ct:t,t+1)
But these are exactly the values that we have hardwired them to be in the current hybrids. Thus

the input/output behavior of the two programs is identical, so by a straightforward reduction to
the security of 10, the hybrids are indistinguishable. O
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Hybridémﬁz We change vk;,; ; and vk ; back to vkinp: and vka ;. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinpt] < PPRF.Punc(Kinp, t).

Tinp,t < {0, 1}

(sgkinpyt, VKinp ¢, VKinp.trej) < SSig.Setup(1*; Tinp.t)-

(Tinp,one,ts VKinp,onet: S8Kinp,abo,t+ VKinp,abo,t) = SSig.Split(sgkinp ¢, Ctin, 1)

*

* * o )
(O-inpﬂ:v Sgkmpﬂfa Vkinp7t) = (Ulnp,one,t’ 4, Vkmp,t)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. K4[t] = PPRF.Punc(Ky4,t).

AL {0, 1}’\.

(sgkat,Vka,t, VKAt rej) SSig.Setup(1*; TAL)
(UA,one,t7VkA,one,t’SgkA,abqthkA,abo,t) — SSig.SpIit(sgkAyt,mf).
(U;kt,ta Sgkjl,tv ij},t) = (O'A,one7t7 4, VkA,t)‘

PRl

Lemma C.45. If SSig is a splittable signature scheme, then for all X € N, all t € [t*] and all PPT
adversaries A,
A(Hybrids', , 5(1*), Hybrids', 5 4(1)) < negl())

Proof. This follows by two reductions to the vkene indistinguishabilty of SSig. The reductions
are essentially the same as in Lemma C.43 as it is still the case that we can run both hybrids
without knowing (7inp.t, sgkinP’t, VKinp.¢, VKinp,trej) O (74,1, sgkA’257 vk ¢, Vka 1 rej) as long as we are given

(Ui?p,t’ VKinp,t) and (Uz,tv VK 1) O
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Hybridémﬁz We change 7inp; and 74, back to PPRF values. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinpt] < PPRF.Punc(Kinp, t).

Tinp,t < PPRF.Eval(Kjnp, ).

(sgkinpyt, VKinp ¢, VKinp.trej) < SSig.Setup(1*; Tinp.t)-

(Tinp,one,t VKinp,one,t: S8Kinp,abo,t+ VKinp,abo,t) — SSig.Split(sgkinp ¢, Ctin, ;)

*

" s — ([ .
(O-inpﬂ:v Sgkmpﬂfa Vkinp7t) = (Ulnp,one,ty 4, Vklnp,t)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. K4[t] = PPRF.Punc(Ky4,t).

rat < PPRF.Eval(K 4,t).

(sgkat,Vka,t, VKAt rej) SSig.Setup(1*; TAL)
(UA,one,t7VkA,one,t’SgkA,abqthkA,abo,t) — SSig.SpIit(sgkAyt,mf).
(U;kt,ta Sgkjl,tv ij},t) = (O'A,one7t7 1, VkA7t)‘

RANE I

Lemma C.46. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*]
and all PPT adversaries A,

A(Hybridg!, , 4(1*), Hybridg', , ;(1")) < negl())

Proof. This follows by two reductions to the selective pseudorandomness at punctured points prop-
erty of our PPRF. The reductions are essentially the same as that of Lemma C.42 as it is still the
case that we can run both hybrids without knowing Kinp or K 4 as long as we are given (Kinp[t], Tinp,t)
and (Kalt],raz). O
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Hybridff‘t 2.5: We no longer split our input signature and our A type signature at ¢ on cti*npi and mj
respectively. We replace signatures oinp one,t and o4 ones With signatures using sgkmpt and sgkzyt.
This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
1. Kinp[t] <= PPRF.Punc(Kinp, t).
2. Tinpt < PPRF.Eval(Kinp, t).
3. (sgkinp,¢> VKinp,t, VKinp,t.rej) SSig.Setup(1*; Tinp.)-

5. (O-i?p,t?Sgklnp t7Vk|npt) (l Sgkmp taVkmpt)
5g. Compute oip;:
1. If i = ¢, oinp,; = SSig.Sign(sgkinp i, Ctiiy ;)
2. If i #t,
(a) (sgkinp,i> VKinp,is VKinp,irej) = SSig. Setup(1*; PPRF.Eval(Kinp[t], 7)).
(b) Ginp,i = SSig.Sign(sgkinp.i, € mp’i).
e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

1. Ka[t] = PPRF.Punc(Ky4,t).

2. ras < PPRF.Eval(Ky4,t).
3. (sgka s Vkat, Vka i rej) ¢ SSig.Setup(l)‘;rAt).
4 .
5

. JOng,ts ; ’
(ept tasgkA thkA t) (J— SgkAtaVkA t)-
6i. Compute oy 1:
1. If 1 =t, os,; = SSig.Sign(sgk’ ;,, m7).
2. If 1 # ¢, '
(a) (sgka1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K4[t], 1)).
(b) ost,1 = SSig.Sign(sgk a1, m7)-
6j. Compute program: P < iO(Progs 2 s[Kinplt], VKinp, s Kalt], sgk’y 1, VK 4, KB, KE,
PPst: T, Yi—15 Ct:t,tv (T Ct:t,t—i—l])'

* *
Program Pr0g37t7278[KinP[ ] Vklnp  Ka [ﬂ? SgkA,tv VkA,t7 Kp, Kg, ppst; m?? yifk—lv Ct:nt» y;fk—lv Ct:t,t]
(Z Clinp,i» Tinp,is Clst,i; Ost iy 'trst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.
ii. Verify input signature:
i If i =t
A If SSig.Verify(vk}knpﬂt,ctinw-7 Tinp,i) = 0, output L.
ii. If i # ¢,
A. (5gKinp.i> VKinp,is VKinp,irej) <= SSig.Setup(1*; PPRF.Eval(Kinp|t], 7).
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B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.

ili. m; = (4, Ctet,i, itrst,i—1)-

iv. in-type = L.
v. Verify A type signatures:
i Ifi=t,
A. If SSig.Verify(vk’y 4, m;, 0st) = 1, in-type = out-type = A.
ii. If ¢ # ¢,

AL (sgka ;s vkai, vkairej) < SSig.Setup(1*; PPRF.Eval(K 4[t],4)).
B. If SSig.Verify(vka ;, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

LIfi=t-1, (yia Ctst,i—‘rl) = (y;LDCt:t,t)'
ii. Ifi=1t, (yi,ctstiv1) = (Y7, ey 141)-
ii. If i ¢ {t — 1,t},
i. Decrypt input and state:
i. (rE,i,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kE,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. (rEi+1,TEnci+1) = PPRF.Eval(Kg,i+ 1).
ii. kgit1 = SKE.Setup(l/\;rEJH).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; "Enc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppgy, itrst,i—1, (%, Ctet,i))-
. myp1 = (14 1, Cteg i1, itrses)-
i, Ifi=t—1,
i. If m;y1 = mj, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

LIfi=t—1,
A. o it1 = SSig.Sign(sgk’y 4, Mit1)-
foTfi AL —1,

A. (sgkAﬂ-Jrl7 VKA i1, VKA 341 rej) < SSig.Setup(1*; PPRF.Eval(K 4[t],i + 1)).
B. osi+1 = SSig.Sign(sgk 4 i 11, Mi+1)-
v. Sign B type messages: If out-type = B,
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i. (sgkp,it1, VKB i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).

ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.47. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridg!, , ;(1*), Hybridg', , s(1")) < negl())
Proof. By correctness of SSig, if (0one, VKone; S8Kabo, VKabo) <— SSig.Split(sgk, v*), then
Oone = SSig.Sign(sgk, v™).

Thus, apart from the obfuscated programs, the hybrids act identically since ginp one,t = SSig.Sign(sgkinp ¢> Cter ¢)
and 0 40ne;1 = SSig.Sign(sgky 1,m7) so step 5g of Encryption Phase 1 and step 6i of KeyGen
result in the same signatures.
The current hybrid Progz:»g only uses sgk*A,t = sgky, in one place: If out-type = A and
i =t —1, then it signs m;1; with sgk,,. However, we can only have out-type = A at i = ¢ — 1 if
miy1 = mj. Thus, the signature it generates is the same as the signature a;"t,t = 0 Aone,t Used in
the previous hybrid.
Therefore, Progs 27 and Progs2g have the same input/output behavior, so by a straightfor-
ward reduction to the security of ¢, the hybrids are indistinguishable. ]
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Hybridg‘fm’g: We no longer puncture Kj,p at ¢ and no longer use hardwired signatures and verifi-
cation keys. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys: Do nothing.

5g. Compute oinp;:

L. = 05 Oinpi =St inp,t?» ~%inp,t/*

2.
(a) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7))
(b) inp,i = SSig.Sign(sgkinp ;> Ctig ;)-

inp,i
e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys: Do nothing.
6i. Compute o 1:
1. 1 —+
2. Wb =+
(a) (sgka1,vka,1,vka1rej) = SSig.Setup(1*; PPRF.Eval(K 4,1)).
(b) os,1 = SSig.Sign(sgk 4 1,m7).
6j. Compute program: P < iO(Progs 2 9[Kinp, Ka,Kp, KE, PPst, M7 Yi_1, Ctey 1> Ui s Ctiy 141))-

e During Encryption Phase 2, we make changes to the following steps:

7d. Compute ojnp i
1. (58Kinp.i> VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7).
2. Oinpi = SSig.Sign(sgkinpﬂ-,ctinp,i).

* ok * * * * *
PrOgram Pr0g37t,279[Kinp7 KA7K37 KEa PPst, 1, Y1, Ctst,t? Y1, Ctgt,t) Ye s Ctst,t+1]
(Za Ctinp,i;s Tinp,i> Clst,is Ost i, |trst,i—1>

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

A, (5gKinp,is VKinp,is VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
B. If SSig.Verify(vkinp.i; Ctinp,is Tinp,i) = 0, output L.
ili. m; = (4, Ctet,i, itrst,i—1).
iv. in-type = L.
v. Verify A type signatures:
1 Ihi=1,
A, 1£SSi
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i, Hi=44
A. (sgkai,vkai; vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
B. If SSig.Verify(vka i, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Y/_1,Cters)-
ii. If i =t, (yi,Ctstit1) = (yt*’Ct:t,t+1)~
iii. If i ¢ {t — 1,t},
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EvaI(KE,z').
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i (TE,i—Ha rEnc,i-i—l) = PPRF.EV3|(KE,’i + 1).
ii. kgiy1 = SKE.Setup(l’\;rEJH).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; Enc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-
. mip1 = (14 1, Ctet i1, itrses)-
i, Ifi=¢—1,
i. If m;y1 = mj, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

A. (sgkaii1,VKa,it1,VKkait1re) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
B. 0stiy1 = SSig.Sign(sgk ;1 1, Mit1)-
v. Sign B type messages: If out-type = B,
i. (sgkp,it1, VKB,i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctstit1, Ost,i+1,trst,i)-

Lemma C.48. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridgfm@(l)‘), Hybridém,g(l/\)) < negl(A)
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Proof. By correctness of puncturing, for a € {A,inp},
PPRF.Eval(K,t],v) = PPRF.Eval(K,,v) for any v # t

. Observe that our previous hybrid never evaluated punctured keys on their punctured points. This
was true even in Encryption Phase 2 since in that phase, we have ¢ > t* +1 > ¢.

Additionally, the hardwired signing and verification keys of the previous hybrid are the same as
what is computed in the current hybrid. Thus, Progs ¢ 2 g and Progs ¢ 2 9 have the same input/output
behavior. For the same reasons, apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of {0, the hybrids are indistinguishable. [
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Hybridém: This hybrid is identical to Hybrid{f}m,g. Note that we now have two steps hardwired
into the program. We have highlighted the differences between this hybrid and Hybridém below:

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lgf, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(2) Kinp, Ka, Kp, K + PPRF.Setup(1%).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,...,t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(
(

a) A sends (azgo) E )) to the challenger.
b) Post.CT!” = Post-One-sFE(Post.MSK, i, z.").

(c) Post. CT(b) = Post-One-sFE(Post.MSK, 2 )).
)

(d) Compute input ciphertexts:
i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iii. ct{), = SKE.Enc(kg,;, Post.CT.").
iv. ct{)) = SKE.Enc(kp,;, Post.CT.").
(e) Set hardwired values:
- ctl o ifi <t
b i = { mEZ ifi>t
(f) Compute input signature keys: Do nothing.
(g) Compute oipp ;:
1. (sgkmpz, VKinp.i, VKinp,i.rej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, 7).
ii. ginp,i = SSig.Sign(sgkinp.is C
(h) Send CT; = (cti, ;: Tinp,i) to A.

|np z)

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; «— Post-One-sFE.KeyGen(Post.MSK, f,st;).
(c) Post.Dec. st( ) = Post.Dec.st; and Post.Dec.stg ) = Post.Dec.st.
(d) Compute state and output values:
i. For ¢ € [t*],

A. (y;, Post.Dec. st?)

1) = Post—One—sFE.Dec(Post.Dec.stZ(-O), Post.CTEO)).

189



B. (v, Post.Dec.stZ(?l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).

(e) Compute state ciphertexts:
i. For ¢ e [t* + 1],
A. (7B, TEnci) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*; TEi)-
C. ct® = SKE.Enc(kE,i,Post.Dec.st(O);rEnc,i).

st,¢ 7
b)

D. t® = SKE.Enc(kEg,i, Post.Dec.st;

st.i §7"Enc,i)~
(f) Setup iterator: (ppg, itrsto) < ltr.Setup(1*,2%).
(g) Set hardwired values:
i. For i € [t*], yf = y.
ii. For i € [t* + 1],
D i<t
{ctgf?i ifi>¢
B. itrg ; = Itr.Iterate(ppg, itrg ;_;, ct
C. mf = (i,ctl ;,itrg ;1)

A. ct*

st,e

*

+t.4) Where itrg o = itrst .

(h) Compute state signature keys: Do nothing.
(i) Compute oy 1:
i (sgka1,Vvka,1,Vka 1 rej) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P < iO(Progs ;3 [Kinp, Ka, KB, Kg, PPsts My s Yi—1, Ctep 15 Ui > Ctée 1 1])-
(k) Send SKy = (P, ctg 1, 0st,1, PPst, itrst0) to A.

7. Encryption Phase 2: Fori=t"+ 1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (x§0)7$§1)) to the challenger.
(b) Post.CT'") = Post-One-sFE(Post.MSK. i, z").
(c) Compute ctinp ;:
i. (rg,,Tenci) = PPRF.Eval(KE,1).
ii. kg = SKE.Setup(l’\;rEyi).
iii. Ctinps = SKE.Enc(kp, Post.CT!").
(d) Compute oinp ;:
1. (sgkinpﬂ-,vk;nm,vk;npmej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, ©)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp,i)-
(e) Send CT; = (Ctinp.i, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Program Pr0g37t,3[Kinpa KA7 KBa KE, PPst» m?? 3/;‘—17 Ct:t,t’ y;k Ct:t,t—&—l]
<Z7 Ctinp,is Tinp,i> Clst,is Ost i, 'trst,i—1>

1. Verification Step:
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i. Verify i is positive: If i < 0, output L.

ii. Verify input signature:
1. (sgKinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

ili. m; = (4, Ctet,i, itrst,i—1).

iv. in-type = L.

v. Verify A type signatures:
i (sgkai>vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka ;, m;, 05 i) = 1, in-type = out-type = A.

vi. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yi, Ctstit1) = (Yy_1, Ctepr)-
ii. If i =1t, (yi,Ctstiv1) = (Y55 Ctepsp1)-
i If i ¢ {t — 1,1},
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kE,;, Ctinp,q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;,Post.Dec.st;;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
i (TE,i+17 rEnC7i+1) = PPRFEV3|(KE,’L + 1)
ii. kE,i—i—l = SKE.Setup(lA; TE;H—I)-
ili. ctstj+1 = SKE.Enc(kg i1, Post.Dec.stii1;7Enc,it1)-

3. Authentication Step:

i. itre; = Itr.Iterate(ppy, itrst,i—1, (4, Ctst,i))-

. mip1 = (14 1, Cteg i1, itrses)-

iii. Ifi=1¢—1,
i. If m;y1 = mj, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgkait1,Vka,it1, VKA it1rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mi+1)-

v. Sign B type messages: If out-type = B,
i. (sgkp,it1,VKB,it1, VKB i+1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).
ii. osiy1 = SSig.Sign(sgkp ;11,Mit1)-

4. Output (yi, Clst i41, Osti+1, itrsm).
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Lemma C.49. For all A € N, all t € [t*], and all PPT adversaries A,
A(Hybridg!, , o(1*), Hybridg', 5(11)) = 0

Proof. The hybrids are identical.
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Cleaning up the conditional statement. Hardwiring step ¢ took a lot of prepwork and required
us to iterate up through the entire computation. The end result was a conditional statement at
i =t — 1 that sets the out-type = A if and only if the outgoing message m;,; is equal to our chosen
message m;. We now wish to remove this conditional statement, which we can do by going through
all the prepwork hybrids in reverse order.

It would have been nice to reuse this prepwork for hardwiring and un-hardwiring other steps
later in the proof. Unfortunately, it is unclear how to reuse this work as which step it allows you to
hardwire is very dependent on how many initial B type signatures you set up, which is determined
in the beginning of the prepwork. Thus, we simply remove all prepwork after each time we hardwire
or unhardwire a step.

HybridétA = Hybridff}tA’O: We remove the conditional statement at ¢ = ¢t — 1 from the obfuscated
program and remove all references to B type signatures. We have highlighted the differences
between this hybrid and Hybrid{f}t’o below:

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,2] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

3. Setup:

(a) Kinp, Ka, Kp + PPRF.Setup(1*).

(b) Post.MSK <« Post-One-sFE.Setup(1*, 147, 1fs /1% 1),
4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,...,t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A
(b) Post.CT\”) = Post-One-sFE(Post.MSK, i, z{").
(c) Post. CTEb) = Post-One-sFE(Post.MSK, i, xgb))
(d) Compute input ciphertexts:
i. (rg,renci) = PPRF.Eval(KEg,1).
. kg,; = SKE.Setup(1*;71;).

A sends (x§0)7m(1)) to the challenger.

iii. ct{y), = SKE.Enc(kp,;, Post.CT.").
iv. ct{’) . = SKE.Enc(kp,;, Post.CT.").

(e) Set hardw1red Values:

— ife <t
1. C = .
inpi t(bg ifi >t

inp,i

(f) Compute input signature keys: Do nothing.
(g) Compute oinp ;:
1. (sgkmpz, VKinp,i> VKinp,i,rej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, ©)).

ii. Oinp,; = SSig.Sign(sgkinp, i, Ctiy ;)
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(h) Send CT; = (ctj,, ;; Tinp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK f, sty).

)
(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
)

(d) Compute state and output values:
i. For i € [t*],
Al (yi, Post.Dec.stﬁ)l) = Post—One—sFE.Dec(Post.Dec.stZ(-O), Post.CTEO)).
B. (v, Post.Dec.stZ(-i)l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
(e) Compute state ciphertexts:
i. For i e [t* + 1],
A. (7B, TEnc,i) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*;75).
C. ctgg)i = SKE.Enc(kg , Post.Dec.st-O);rEnc,i).
D. ctgf?i = SKE.Enc(kg ., Post.Dec.st-b); TEnc,i)-

~ S~

N

(f) Setup iterator: (ppg, itrsto) < ltr.Setup(1*,2%).
(g) Set hardwired values:
i. For i e [t*], yi = v;.
ii. Foric [t* + 1],
ctly) ifi<t
B {ct(b) ifi>¢

st,¢

A ct*

st,e —

B. itrg, ; = Itr.Iterate(ppg, itrg; ;1 ctsy ;) where itrg o = itrst .
C.m;= (i,ct;‘m, itr;‘w_l).
(h) Compute state signature keys: Do nothing.
(i) Compute oy 1:
i (sgka 1, Vka 1, vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgk4 1,m7).
(j) Compute program: P < iO(Progs 4[Kinp, Ka, KE, ppst; Yi—1> Cteees Ui s Ct;kt,t+1])‘
(k) Send SKy = (P, Ctii 1, Ost,1s itrst,0) to A.

7. Encryption Phase 2: Fort=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (x(O),a:(l)) to the challenger.

(b) Post.CTgb) = Post-One-sFE(Post. MSK, 1, :L'Eb)).
(c) Compute ctinp;:

i. (rg,i,Tenci) = PPRF.Eval(Kg,1).

ii. kp; = SKE.Setup(1*;7g,).

iii. ctinp; = SKE.Enc(kg.;, Post.CTEb)).
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(d) Compute oinp i
i. (5gKinp.i» VKinp,i» VKinp,i,rej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp,i)-

(e) Send CT; = (ctinp,i, Oinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Pl“Ogl"am Prog3,t,4[Kinpa KAa KEa PPst > y:—h Ct;kt,ta y:v Ct;,t-&-l] (’L7 Ctinp,i7 Oinp,is Ctst,z’a Ost,is itrst,i—l)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
i (sgkinp,i> VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, ©)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrse,i—1)-

iv. Verify state signature:
i (sgka vkai, vka,irej) < SSig.Setup(1*; PPRF.Eval(K 4,14)).
ii. If SSig.Verify(vka i, m;,os ;) = 0, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Y/_1,Cters)-
ii. If i =1t, (yi,ctstiv1) = (U1, Ctepsp1)-
iii. If i ¢ {t — 1,t},
i. Decrypt input and state:
1. (TE,ia""Enc,i) = PPRF.EvaI(KE,i).
ii. kg, = SKE.Setup(l)‘;rEvi).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet,i)-
ii. Compute output value and next state:
A. (y;, Post.Dec.st;t1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
i. (TE,i—&-la TEnc,i-i—l) = PPRF.EV3|(KE,’i + 1).
ii. kE7fL'+1 = SKE.Setup(l/\; TE71'+1).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; rEnc,it+1)-
3. Authentication Step:

i. itrg; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-
ii. mir1 = (Z + 1, Ctst,i—i—la itrst,i)'

iii. Sign the new state:
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i (sgkaitts VKAit1, VKA i+1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,ir1 = SSig.Sign(sgky ;y1,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.50. If iO is a secure indistinguishability obfuscation scheme, PPRF is a puncturable
pseudorandom function, SSig is a splittable signature scheme, and ltr is a cryptographic iterator,
then for all X\ € N, all t € [t*] and all PPT adversaries A,

A(Hybridg, 5(1*), Hybridg, ,(1V)) < negl(1*)

Proof. The proof is essentially the same as the proof of indistinguishability between Hybridéw
(which is similar to Hybridé‘}m) and Hybridém (which is similar to Hybrid{ém).

The only difference between hybrids (Hybrid{étvo, Hybridéw) and hybrids (Hybridém, Hybrid{;}t’?))
is in the way they compute (y;, Ctst ;+1) for ¢ = ¢ in the computation step of the obfuscated program.
In the former hybrids, they compute (y;, ctsti+1) for i =t by decrypting, computing the function,
and re-encrypting. In the latter hybrids, they set (y;,cts;y1) for ¢ = ¢ to the hardwired values
(¥t Ct:t,t+1>'

However, this difference does not affect the progression of the proof. If we simply change all the
intermediate hybrids of the previous proof so that they compute (y;, ctst ;1) for i =t as in hybrids
(Hybridém, Hybridém), then we get a proof for this lemma. We do not even have to modify
any of the proofs of indistinguishability between the intermediate hybrids.

O
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Replacing the ' encrypted stream values. Now that the obfuscated program has the output
values for steps t — 1 and ¢ hardwired into the program, it no longer needs to know the SKE keys
and randomness at index ¢. Thus, we can swap the t* input ciphertext and ¢ state ciphertext of
z(® for those of z(©).

HybridétA’l: We puncture K at t. This hybrid is the same as the previous hybrid except that
e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:
1. Kg[t] = PPRF.Punc(Kg,t).
2. If i =t,
(a) (ret,TEnct) = PPRF.Eval(KE,t).
(b) kg = SKE.Setup(1*;75.).
(¢) Ctinpi = SKE.Enc(kp,y, Post.CT").
3. Ifi £t
(a) (rE,isTEnci) = PPRF.Eval(Kg[t], 7).
(b) kE, = SKE.Setup(1*; 7).
() c mm = SKE.Enc(kp,;, Post.CT!
(d — SKE.Enc(kp,;, Post.CT\").
5e. Set hardwired values:
0 ifi<t

0y,

) mpz

inp,z
1. cti*nw = Ctinp;  if i =t.
et ifi >t

e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:
1. For i € [t* + 1],
(a) If i =,
i. ctst; = SKE.Enc(kp,, Post.Dec.stZ(.b); TEnc,t)-
(b) Ifi #t,
i. (rg,i,Tenci) = PPRF.Eval(Kglt], ).
ii. kg, = SKE.Setup(1*;7p.;).
iii. ct(o) = SKE.Enc(kg , Post.Dec.stZ(-O); TEnc,i)-
iv. ct® ) = SKE.Enc(kg ;, Post.Dec.stgb);rEnc’i).

st,i
6g. Set hardwired values:
1. For i € [t*], yf = yi.
2. Fori e [t* +1],

ety ifi<t
(a) cty; = Qctyr;  ifi=t

®)
Cty; ifi>1
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(b) itrg ; = Itr.lterate(ppgy, itrg, ; 1, Cty ;) Where itrg, o = itrg .
(¢) mi = (i,ctd ,,itrg ;1)

6j. Compute program: P < iO(Progz+ 4 1[Kinp, K4, KE[t], ppet, y;‘_l,ct;‘t,t,y;‘, ct;kt’tH]).
e During Encryption Phase 2, we make changes to the following steps:
7c. Compute ctjp;:
1. (7E,TEnci) = PPRF.Eval(Kg[t], 7).
2. kg; = SKE.Setup(l’\;rE,i).
3. ctinp,; = SKE.Enc(kg ;, Post.CTEb)).

Program Prog3_’t74[K;np, KA, Kg [t], PPst» y;‘_l, Ct:t,tv y;k, Ct:t,t—i-l] (i, Ctinpﬂ‘, Tinp,is Ctst,z’, Ost,is itrst’i_1>

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
i. (sgkinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet i, itrst,i—1)-

iv. Verify state signature:
i (sgka i vkai; VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,os ;) = 0, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Y/_1,Ctere)-
ii. If i =1, (i, Ctstiv1) = (Y7, ey q1)-
i, If i ¢ {t — 1,t},
i. Decrypt input and state:
1. (TEJ', TEnc,i) = PPRF.EvaI(KE[t], Z)
ii. kp;= SKE.Setup(lA;rﬂi).
ili. Post.CT; = SKE.Dec(kgi, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctet,i)-
ii. Compute output value and next state:
A. (y;, Post.Dec.st;y1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
i (TE,”H—la TEnc,i-i—l) = PPRFEV3|(KE[f],Z + 1)
ii. kEﬂ;Jrl = SKE.Setup(l/\; TE71'+1).
ili. ctst+1 = SKE.Enc(kg,it1, Post.Dec.st;{1;7Enc,i+1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-
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. mp1 = (14 1, Cteg i1, itrses)-

iii. Sign the new state:
i (sgkair1,Vka,it1, VKA it1rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,ir1 = SSig.Sign(sgk 4 ;y1,Mit1)-

4. Output (yi, Clst i+1, Ost i+1, itrsm).

Lemma C.51. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridg!, 4 o(1*), Hybridg', , ; (1)) < negl())
Proof. By correctness of puncturing,
PPRF.Eval(Kg[t],v) = PPRF.Eval(Kg,v) for any v # ¢.

Observe that we never evaluate punctured keys on their punctured points. This is true even in
Encryption Phase 2 since in that phase, we have ¢ > t* +1 > t. It is also true within the
obfuscated program since we only need to encrypt or decrypt using Kg[t] on steps @ ¢ {t — 1,¢}.
Furthermore, ct, ;, and ctg;; are set to the same values as in the previous hybrid.

Thus, Progst40 and Progs 41 have the same input/output behavior. For the same reasons,
apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of {0, the hybrids are indistinguishable. [
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Hybrid§t74’2: We change rg; and rgnc; to random values. This hybrid is the same as the previous
hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:
1. KE[t] = PPRF.PUHC(KE,t).
2. If i =1t,
(a) (rEst renct) < {0,117 x {0,1}*
(b) kgt = SKE.Setup(1*;75,).
(¢) ctinp,i = SKE.Enc(kg,;, Post.CTgb)).
3. If i £t
(a) (rg,i,Tenc,i) = PPRF.Eval(Kglt], ).
(b) kEz = SKE.Setup(1*; 7).
(c) mpl = SKE.Enc(kg,;, Post.CT; 0))
(d

(
) cti?) . = SKE.Enc(kp,q, Post.CT{").

Lemma C.52. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*]
and all PPT adversaries A,

A(Hybridg!, 4 ; (1*), Hybridg', , 5(1")) < negl())

Proof. This follows by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.
Observe that we can run both hybrids without knowing K g as long as we are given (Kg[t], 75+, "Enc,t)-

In the reduction, without computing Kg, we run Hybridét’ 42 up to just before step 5d.2 of
Encryption Phase 1. Then, we receive (Kg[t],rg+, Enc) from the PPRF challenger where
(rEt, TEnc,t) is either a random value or equal to PPRF.Eval(Kg,t). We use this randomness to
compute ctinp s now (and to compute ctg s later in the hybrid). We then run the rest of Hybridg‘}t 42
starting from step 5d.3 of Encryption Phase 1. Observe that if (75 ¢, 7Enct) Was a random value
then we exactly emulate Hybrid{étAQ, and if (7 ¢, 7Enc,t) Was equal to PPRF.Eval(K g, t) we emulate
Hybrid{étAJ. Thus, by PPRF security, the outputs of these hybrids must be indistinguishable. [
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Hybrid§t74’3: We change the ¢ ciphertext to an encryption of stream z(9) instead of stream z(®).

This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

1. Kg[t] = PPRF.Punc(Kg,t).

2. Ifi =t
(a) (rEt,TEnct) < {0,1}* x {0,1}*.
(b) kgt = SKE.Setup(1*;7rg4).
() Ctinpi = SKE.Enc(kg,, Post.CT")).

3. Ifi #t,
(a) (TE,iernc,i) = PPRF.EvaI(KE[t],i).
(b) kg; = SKE.SGtUp(l)‘; TE,@')-
(c) cti) . = SKE.Enc(kp,i, Post.CT.").

inp,i

(d) ct?) :SKE.Enc(kE,i,Post.CT(b)).

inp,2 7

e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:
1. Fori e [t* +1],
(a) If i =t,
i. ctsr; = SKE.Enc(kp, Post.Dec.stEO);rEnc,t).
(b) If i # ¢,
1. (TE,z'a TEnc,i) = PPRF.Eval(Kglt],1).
ii. kg = SKE.Setup(lA;rEﬂ-).
i, ctl® = SKE.Enc(kg,i, Post.Dec.stZ(-O); TEnc,i)-

st,e

iv. ct!”) = SKE.Enc(kp,, Post.Dec.st\”; renc.:).

st,i

Lemma C.53. If SKE is a secure encryption scheme, then for all A € N, all t € [t*] and all PPT

adversaries A,
A(Hybridg), 4 5(1%), Hybridg) 4 5(11)) < negl())

Proof. This follows by a reduction to the security of SKE.
Observe that we can run both hybrids without knowing (rg ¢, "enc,t, kE¢) as long as we are given
(Ctinp,t, Ctst,¢). In the reduction, we run Hybridg‘}t7473 up to just before step 5d.2 of Encryption

Phase 1. Then, we send challenge message pair (Post.CTEb), Post.CTgo)) to the SKE challenger
and receive an encryption ct; of one of the two messages. We set ctinp; = ct;. Next, we run

Hybridét74’3 starting from step 5d.3 of Encryption Phase 1 to just before step 6e of KeyGen.

We then send another challenge message pair (Post.Dec.stl(-b), Post.Dec.stEO)) to the SKE challenger
and receive an encryption cty of one of the two messages. We set cts; = cta. We also run the
parts of step 6e of KeyGen that are not contained within the ¢ = ¢ branch. We then run the rest
of Hybrid{f}w’g starting from step 6f of KeyGen. Observe that if (cti, cty) were encryptions of the

first message of each set (i.e. (Post.CTEb), Post.Dec.stz(-b))) then we exactly emulate Hybridém’?,
and if (cty, cty) were encryptions of the second message of each set (i.e. (Post.CTEO), Post.Dec.stEO)))
then we exactly emulate Hybridét74’3. Thus, by SKE security, the outputs of these hybrids must

be indistinguishable. O
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HybridétAA: We change (7g ¢, "Enc,t) back to PPRF evaluations. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:
1. KE[t] = PPRF.PUHC(KE,t).
2. Ifi=t,
(a) (ret,TEnct) < PPRF.Eval(KE,t).
(b) kgt = SKE.Setup(1*;75,).
(¢) ctinp,i = SKE.Enc(kg,, Post.CTEO)).
3. Ifi #t,
(a) (rg,i,Tenc,i) = PPRF.Eval(Kglt], ).
(b) kEz = SKE.Setup(1*; 7).
(c) mpl = SKE.Enc(kg,;, Post.CT; 0))
(d

(
) cti?) . = SKE.Enc(kp,q, Post.CT{").

Lemma C.54. If PPRF is a puncturable pseudorandom function, then for all X € N, all t € [t*]
and all PPT adversaries A,

A(Hybridg!, 4 5(1*), Hybridg', , 4, (1)) < negl())

Proof. This follows by a reduction to the selective pseudorandomness at punctured points property
of our PPRF. The reduction is essentially the same as that of Lemma C.52 as it is still the case
that we can run both hybrids without knowing K as long as we are given (Kg(t],7g ¢, TEnct). U
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Hybridg‘ft’4’5: We no longer puncture Kg at t. This hybrid is the same as the previous hybrid
except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

)
b) kg;= SKE.Setup(l)‘; TEJ').
)

(c cti(,?F))’i = SKE.Enc(kg 4, Post.CTEO)).
() ct? . = SKE.Enc(kg,;, Post.CT.").
5e. Set hardwired values:

. ) ifict41
Loctini =9 0" ... :
P ife>t+1

inp,i

e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:

1. Fori e [t* +1],

1. (TE,iaTEnc,i) = PPRFEV8|(KE,Z)
ii. kg = SKE.Setup(lA;rE’Z-).
i, ot = SKE.Enc(kg,i, Post.Dec.stEO); TEnc,i)-

st,i

iv. ot = SKE.Enc(kgi, Post.Dec.stZ(-b);rEnc,i).

st,i

6g. Set hardwired values:
1. For i € [t*], yf = ui.
2. For i e [t* + 1],
©) .o
ct.. ifi<t+1
() cti; =4
Ctei ifi>t+1

(b) itrg; = Itr.Iterate(ppgy, itrg ;_1, Ct; ;) Where itrg o = itrst .

(c) m; = (ith:t,iv itr:t,z‘—l)'
6j. Compute program: P < iO(Progs 4 5[Kinp, Ka, K, PPsts Y51, Ctat ¢ Ui s Ctiy 111))-
e During Encryption Phase 2, we make changes to the following steps:

7c. Compute ctinp;:
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1. (TE,iyrEnc,i) = PPRF.EV3|(KE,i).
2. kg; = SKE.Setup(1*;7g ).
3. ctinp,; = SKE.Enc(kg ;, Post.CTl(.b)).

Program Pr0g3,t,4[Kinp7 K, KE, ppst, yt*_p Ct:t,ta Ui Ct:t,t+1] (iv Clinp,is Tinp,is Clst,i) Ost,is itrst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ < 0, output L.

ii. Verify input signature:
1. (sgkinp,i,vk;nm,vkinpmej) — SSig.Setup(l/\; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet,i, itrse,i—1).

iv. Verify state signature:
1. (sgkA’Z-,vai,va,i,rej) — SSig.Setup(l)‘; PPRF.Eval(K4,1)).
ii. If SSig.Verify(vka i, m;, o5 ;) = 0, output L.

2. Computation Step:

LIfi=t-1, (yiu Ctst,i—‘rl) = (y;fk—th:t,t)'
. If i =t, (ys,Ctet,it1) = (y;",ct;"tﬁl).
ii. If o ¢ {t — 1,t},
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(lA;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).

iii. Encrypt the new state:
i (TE,Z'+17 rEnc,i—l—l) = PPRFEV3|(KE,’L + 1)
ii. kpit1 = SKE.Setup(1*;7g,i41).
iii. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
. mip1 = (14 1, Cteg i1, itrses)-
iii. Sign the new state:
i (sgkait1sVKAit1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mit1)-

4. Output (yi, Ctst,it1, Ost,i+1,1trst,i)-
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Lemma C.55. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*] and all PPT adversaries A,

A(Hybridg!, 4 ,(11), Hybridg', , (1)) < negl())
Proof. By correctness of puncturing,
PPRF.Eval(Kg[t],v) = PPRF.Eval(Kg,v) for any v # t.

Observe that the previous hybrid never evaluate punctured keys on their punctured points. This
was true even in Encryption Phase 2 since in that phase, we have ¢ > t*+1 > . It was also true
within the obfuscated program since we only needed to encrypt or decrypt using Kg[t] on steps
i ¢ {t —1,t}. Furthermore, Cti*np,t and ctg , from the previous hybrid are set to the same values as
in the current hybrid.

Thus, Progst44 and Progsa4s have the same input/output behavior. For the same reasons,
apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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Hybridétﬁ: This hybrid is identical to Hybridg‘}t7475. Observe that we now encrypt stream z(%)
for ¢ < t+ 1. We have highlighted the differences between this hybrid and Hybridé‘}t,o below:

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lgf, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(a) Kinp, Ka, K + PPRF.Setup(1?).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs 1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,...,t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(
(

a) A sends (azgo) E )) to the challenger.
b) Post.CT!” = Post-One-sFE(Post.MSK, i, z.").

(c) Post. CT(b) = Post-One-sFE(Post.MSK, 2 )).
)

(d) Compute input ciphertexts:
i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iii. ct{), = SKE.Enc(kg,;, Post.CT.").
iv. ct{)) = SKE.Enc(kp,;, Post.CT.").
(e) Set hardwired values:
, ctl® ifict41
b inps = {ctl(ngl ifi>t41
(f) Compute input signature keys: Do nothing. (Will be added in a later hybrid.)
(g) Compute oipp ;:
1. (sgkmpz, VKinp.i, VKinp,i.rej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, 7).
ii. oinp; = SSig. Slgn(sgkInp i

(h) Send CT; = (Ctinpﬂ'?UinPﬂ') to A.

|np z)

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK, f,st1).
(c) Post.Dec. st( ) = Post.Dec.st; and Post.Dec.stg ) = Post.Dec.st.
(d) Compute state and output values:
i. For ¢ € [t*],

A. (y;, Post.Dec. st?)

1) = Post—One—sFE.Dec(Post.Dec.stZ(-O), Post.CTEO)).
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B. (v, Post.Dec.stZ(?l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
(e) Compute state ciphertexts:
i. Fori e [t* +1],
A. (TE,iarEnc,i) = PPRF.EV3|(KE,i).
B. kg; = SKE.Setup(1*; 7).

C. Ctg?,)i = SKE.Enc(kg ., Post.Dec.stSO);rEnc,i).

D. ctgf?i = SKE.Enc(kg , Post.Dec.stib); TEnc,i)-
(f) Setup iterator: (ppg, itrsto) < Itr.Setup(1*,2%).
(g) Set hardwired values:
i. For i e [t*], vy = v;.
ii. Fori e [t* 4+ 1],

A _{ctgf)i ifi<t41

sti (b)

i1
B. itrg; = Itr.Itérate(ppst, itre ;1. Cte ;) where itrg o = itrsto.
C.mi = (i,ctg ;itrg ;1)
(h) Compute state signature keys: Do nothing. (Will be added in a later hybrid.)
(i) Compute oy 1:
1. (sgkAJ,va,l,va,l,rej) — SSig.Setup(l’\; PPRF.Eval(K4,1)).
ii. os,1 = SSig.Sign(sgk4 1,m7).
(j) Compute program: P < iO(Progs « 5[Kinp, Ka, Kg, PPets Ui 15 Ctie s> Ui > Ctie 111])-
(k) Send SKy = (P, Ctii1, Ost,15 itrst,0) to A.
7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:

If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (m§0)7x§1)) to the challenger.
(b) Post.CTgb) = Post-One-sFE(Post.MSK, 7, :z:l(b)).
(c) Compute ctinp ;:
1. (TEJ‘, TEnc,z’) = PPRF.EV3|(KE, Z)
ii. kg = SKE.Setup(l’\;rE,i).
iii. ctinps = SKE.Enc(kp, Post.CT!").
(d) Compute oinp ;:
i. (5gKinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, ©)).
il. Oinp,i = SSig.Sign(sgkinpﬂ-,ctinp’i).
(e) Send CT; = (ctinp,i, Oinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Program Prog37t75 [Kinp7 Ky, Kg, PPst > y;;la Ct:t,ta yik, Ct:t,t,+1] (ia Clinp,i> Tinp,is Clst i) Ost,is itrst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.
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ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Ctet,i, itrst,i—1)-
iv. Verify state signature:
i. (sgkai vkai,vka,irej) < SSig.Setup(1*; PPRF.Eval(K 4,14)).
ii. If SSig.Verify(vka i, m;,os ) = 0, output L.

2. Computation Step:

i Ifi=1t—1, (yi,Ctstiv1) = (Yf_1,Ctery)-
ii. Ifi=t, (v, Ctst,i+1) = (vt Ct:t,t—&-l)'
iii. If i ¢ {t — 1,t},
i. Decrypt input and state:
1. (TE,iaTEnc,i) = PPRF.EvaI(KE,i).
ii. kg = SKE.Setup(lA;rEyi).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
i. (E,it1,"Enci+1) = PPRF.Eval(Kg,i+1).
ii. kgiq1 = SKE.Setup(lA;rEJH).
ili. ctst 41 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,it1)-

3. Authentication Step:

i. itrst; = Itr.Iterate(ppgy, itrst,i—1, (7, Ctet,i))-
. mir1 = (14 1, Ctet i1, itrses)-
iii. Sign the new state:
i (sgkait1,VKAir1, VKA i41,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,it1 = SSig.Sign(sgk 4 ;y1,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1,trst,i)-

Lemma C.56. For all A\ € N, all t € [t*], and all PPT adversaries A,
A(Hybridg!, , 5(1*), Hybridg', ;(1*)) = 0

Proof. The hybrids are identical.
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Preparing to un-hardwire step ¢t — 1. We now want to remove the hardwiring of step t — 1
within the obfuscated program. To do so, we will use the same tools we used to hardwire step
t. First, we will add in B type signatures up to step ¢ — 2. Then, we will iterate up through the
computation to get a conditional statement at step t — 2 that sets the out-type = A if and only if
the outgoing message m;1 is equal to our chosen message m;_;.

Hybrid{étﬁ: We add in B type signatures up to step ¢t — 2. We have highlighted the differences

between this hybrid and Hybridj{}m below. This hybrid is the same as the previous hybrid except
that

e We compute Setup as

3. Setup:
(a) Kinp, Ka, K, Kg < PPRF.Setup(1%).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7, 15 1% 1),

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs 1 6[Kinp, Ka, K5, Kg, PPst, Yi—15 Cter t> Ui Ctar 4+1])-

Program
Progst,6[Kinp, Ka, K3, K, PPst, Yi—1: Ctig t Yt » Clag 11 (4, Clinp,i» Tinp,is Ctstis Ostis itrst,i—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
ii. Verify input signature:
1. (sgkinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.
iii. m; = (4, Cteyg, itrsri—1).
iv. in-type = L.
v. Verify A type signatures:
i (sgkaisVkai; Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka ;,m;, 05 i) = 1, in-type = out-type = A.
vi. Verify B type signatures:
i. Ifin-type# Aand 1 <i<t—2,
A. (sgkp i VkB.i, vk, rej) < SSig.Setup(1*; PPRF.Eval(Kp, 1)).
B. If SSig.Verify(vkp i, m;, 0s i) = 1, in-type = out-type = B.
vii. If in-type = L, output L.
2. Computation Step:

i Ifi=1t—1, (yi, Ctstit1) = (y;tk—th:t,t)'
i Ifi =1, (yi, Ctstit1) = (Y7, Ctep 1)
i, If i ¢ {t —1,t},
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i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ili. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-

. mip1 = (14 1, Cteg i1, itrses)-

iii. Sign A type messages: If out-type = A,
i (sgkair1s VKait1, VKA i1 1,rej) SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. osti+1 = SSig.Sign(sgk 4 41, Mi+1)-

iv. Sign B type messages: If out-type = B,
i. (sgkp,it1,VkB,it1, VKB i+1,re)) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. osti+1 = SSig.Sign(sgkp i1, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1 itrsti)-

Lemma C.57. If iO is a secure indistinguishability obfuscation scheme, PPRF is a puncturable
pseudorandom function, and SSig is a splittable signature scheme, then for all A € N, all t € [t*]
and all PPT adversaries A,

A(Hybridg!, ;(1*), Hybridg!, 5(11)) < negl(1*)

Proof. The proof is almost the same as the proof of indistinguishability between Hybridéw (which
is similar to Hybridg), ;) and Hybridg, ; (which is similar to Hybridg', ).
The only differences are that

1. We only add in B type signatures up to step t — 2 (as opposed to t — 1). The proof can be
easily modified to account for this change. We just do one fewer iteration.

2. We compute different values at step ¢ = ¢t both within and outside of the obfuscated program.
This difference does not affect the proof as the necessary hybrids are only concerned with
values up to i <t — 1.

Thus, essentially the same proof can be used for this lemma. O
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Hybridém = Hybridg‘}t,m: We have removed the B type verification branch in the obfuscated
program. Furthermore, at step ¢t — 2, we set out-type = A if and only if the outgoing message m;11
is equal to our chosen message m;_ ;. We have highlighted the differences between this hybrid and
Hybrids!, ,.

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 153, an input size IZX, and an output size 14,

3. Setup:

(2) Kinp, Ka, Kp, K + PPRF.Setup(1*).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs 1% 1),

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (acgo),a:gl)) to the challenger.
(b Post.CT(") = Post—One—sFE(Post.l\/ISK,i,ml(-o)).
(c) Post.CT D = Post-One-sFE(Post.MSK, i, xgb)).
(d) Compute input ciphertexts:

i. (rg,,7Tenci) = PPRF.Eval(Kg,1).

ii. kp; = SKE.Setup(1*;7g,).
iii. ctly) ; = SKE.Enc(kg,;, Post.CT.").

iv. ct”) = SKE.Enc(kp,, Post.CT").

inp,z 7

A~ S~

)

)
)
)
)

(e) Set hardwired values:

o O i<t
L. Ctinp,'i = (bg7 ep s :
Clinp.i ife>t+1
(f) Compute input signature keys: Do nothing.
(g) Compute oinp ;:
. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,; = SSig.Sign(sgkinp,i Ctiy ;)
(h) Send CT; = (ctj, ;: Tinp,i) to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK f, sty).

(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
(d) Compute state and output values:

i. For i € [t*],
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Al (yi, Post.Dec.stgg_)l) = Post—One—sFE.Dec(Post.Dec.stEO), Post.CTEO)).
B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stl(-b), Post.CTEb)).
(e) Compute state ciphertexts:
i. Forielt*+1],
A. (7Ej,TEnci) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*;75,).
C. ctig)i = SKE.Enc(kg , Post.Dec.stEO);rEnc,i).
D. ctg?i = SKE.Enc(kg i, Post.Dec.stEb); TEnc,i)-
(f) Setup iterator: (ppy,itrsto) < ltr.Setup(14,2%).
(g) Set hardwired values:
i. For i € [t*], yf = y;.
ii. For i€ [t* +1],
D ifi<tt1
N {ctgi’)z ifi>t+41
B. itrg, ; = Itr.Iterate(ppg, itrg ;_1, ctgy ;) where itrg o = itrst .
C.m; = (z’,ctg‘m, itr;‘tﬂ;_l).

A, ct*

st,e

(h) Compute state signature keys: Do nothing.
(i) Compute oy ;:
i (sgka1,Vvka1,vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P < iO(Progs+7[Kinp, Ka, K, Kg, PPst, M1, Yi—15 Ctar s> Ui Cter 41])-
(k) Send SKy = (P, cty 1,05t 1, itrst0) to A

7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (xz(o),:vl(-l)) to the challenger.
(b) Post.CT'") = Post-One-sFE(Post.MSK. i, z").

(c) Compute ctinp;:

i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iii. ctinp; = SKE.Enc(kg;, Post.CTEb)).
(d) Compute oinp ;:
L. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,; = SSig.Sign(sgkinp ;> Ctinp,i)-
(e) Send CT; = (Ctinp,i, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = 0/, and output 0 else.
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* * * * *
Program Pr0g3,t«,7[KinP7 KA’ K37 KEv PPst> "M 15 Y15 Ctst7t7 Y Ctst,t+l}
(4, Ctinp,i> Tinp,i» Clst,i, Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (58Kinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet i, itrst,i—1).

iv. in-type = 1.

v. Verify A type signatures:
1. (sgkA’i,va7i,va,i,rej) — SSig.Setup(l)‘; PPRF.Eval(K4,1)).
ii. If SSig.Verify(vka i, m;,os ) =1, in-type = out-type = A.

vi. If in-type = L, output L.

2. Computation Step:

LIfi=t-1, (yia Ctst,i—‘rl) = (y;fk—th:t,t)'
ii. Ifi =1, (yi,Ctstiv1) = (Y5 ey 1)
iii. Ifi ¢ {t —1,t},
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(Kg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; Enc i+1)-
3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
. mip1 = (14 1, Cteg i1, itrses)-
i, Tfi=1—2,
i. If m;y1 = mj_,, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,
i (sgka i1, VkA,it1, VKA is1rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).

. ostir1 = SSig.Sign(sgkAJH,mi+1).
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v. Sign B type messages: If out-type = B,
i. (sgkp,it1, VKB,i+1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. ostiy1 = SSig.Sign(sgkp ;11,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.58. IfiO is a secure indistinguishability obfuscation scheme, PPRF is a puncturable
pseudorandom function, SSig is a splittable signature scheme, and ltr is a cryptographic iterator,
then for all X\ € N, all t € [t*] and all PPT adversaries A,

A(Hybridg, 4(1*), Hybridg, ;(11)) < negl(1%)

Proof. The proof is almost the same as the proof of indistinguishability between Hybridém (which
is similar to Hybridém) and Hybridéw (which is similar to Hybrid{;}t,?).
The only differences are that

1. We only iterate the computation up to step ¢ — 2 with outgoing message m;_; (as opposed to
step t — 1 with outgoing message mjy). The proof can be easily modified to account for this
change since our previous hybrid only added in B type signatures up to step t — 1. We just
do one fewer iteration.

2. We compute different values at step ¢ = ¢ both within and outside of the obfuscated program.
This difference does not affect the proof as the necessary hybrids are only concerned with
values up to i <t — 1.

Thus, essentially the same proof can be used for this lemma. ]
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Un-hardwiring step ¢ — 1. We can now remove the hardwiring of step ¢ — 1 within the obfus-
cated program. We remove the hardwiring by doing essentially the reverse of what we did to add
in hardwiring. Thus the proof of indistinguishability between Hybridg‘}m and Hybridét’g is very
similar to the proof of indistinguishability between Hybridét’z (which is similar to Hybridfét’g)
and Hybridgfm (which is similar to Hybridém).

Hybrid{ét’m: We start by puncturing both K, and K4 at ¢ — 1. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
1. Kinplt — 1] <= PPRF.Punc(Kjnp,t — 1).
2. Tinpt—1 < PPRF.Eval(Kinp,t — 1).
3. (Sgkinp,tflaVkinp,t—thinp,t—l,rej) — SSig'Setup<1)\;’rinp,t—1)-
4. (O-i*np,t—lvsgki*np,t—lv\/ki*nmt—l) = (J—’Sgkinp,tflﬂ\/kinpyt*l)'
5g. Compute oinp ;:
1. Ifi=1t—1, 0inp; = SSig.Sign(sgkinp 11 Ctinp s 1)-
2. Ifi#t—1,
(a) (sgKinp.i» VKinp,is VKinp,i,rej) = SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],1)).
(b) inp,i = SSig.Sign(sgkinp i» Cting 5 )-

inp,i

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. K[t — 1] = PPRF.Punc(K 4, t).
2. ra4—1 < PPRF.Eval(K4,t —1).
3. (sgkat—1,Vkat—1,VKAt—1rej) < SSig.Setup(lA;rA,t,l).
4. (U:t,tfl‘/Sgkfél,tflv\/k*A,tfl) = (iasgkA,t—thA,t—l)-
6i. Compute oy 1:
1. If 1 =t —1, i1 = SSig.Sign(sgk’y 1, m]).
2. T 14t —1, ’
(a) (sgka1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K4[t — 1],1)).
(b) os,1 = SSig.Sign(sgk 4 1,m7).
6j. Compute program: P < iO(Progs 7.1 [Kinp[t — 1], vk, 1, Kalt — 1],sgkl ;15 vk, 1,
Kp, KE, PPsts My_1, Yi—15 Ctét 1> Ui » Cter 111))-

e During Encryption Phase 2, we make changes to the following steps:

7d. Compute ojnp i
1. (8Kinp.i> VKinp,i: VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],7)).
2. Oinp,i = SSig.Sign(sgkinp ;» Ctinp.i)-
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Program

Prog3,t,7,1 [Kinp[t - 1] y Vki*np,’t—h KA [t - ” y Sgkfé},t—ls sz’t—viB) KE) PPst» mth y;&kflu Ct:t,tv y;fk7 Ct:t,t

(ia Clinp,i» Tinp,is Clst,is Ost,is itrst,i—l)
1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

LIfi=1— 1,
A If SSig.Verify(kanpytfl,ctinpﬂ;, Tinp,i) = 0, output L.
o Ifi £t — 1,

A, (58Kinp,is VKinp,is VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval( Kinp[t — 1],1)).

B. If SSig.Verify(vkinp,i, Ctinp,i, Oinp,i) = 0, output L.
ili. my = (4, Ctet i, itrst,i—1).
iv. in-type = 1.
v. Verify A type signatures:

LTfi=t—1,
A. If SSig.Verify(vk} ;_1,m;, 0si) = 1, in-type = out-type = A.
WoTfi AL 1,

A. (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K [t — 1],1)).
B. If SSig.Verify(vka,i, mi, ost,;) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

LIfi=t—1, (yi, Ctstit1) = (Yp_1, Ctepr)-
. If i =t, (ys,Ctet,it1) = (y,’f,ct;"t,tﬂ).
i, If i ¢ {t — 1,1},
i. Decrypt input and state:
1. (TE,iaTEnc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kE.;, Ctinp,q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. (E,it1,"Encit1) = PPRF.Eval(Kg,i+1).
. kpit1 = SKE.Setup(lA;rEJH).
ili. ctst 41 = SKE.Enc(kg,it1, Post.Dec.st;i1;7Enc,it1)-

3. Authentication Step:
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i. itre; = Itr.Iterate(ppg, itrsti—1, (7, Ctst,i))-
. myp1 = (14 1, Ctet i1, itrses)-
iii. If i =1¢ — 2,
i. If mj;1 = mj_;, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

L=t —2,
A. o it1 = SSig.Sign(sgkly 11, Mit1).
i Tfi At — 2,

A. (sgka i1, VKa,it1, VKA iv1re)) < SSig.Setup(1*; PPRF.Eval(K [t — 1],i +1)).
B. 0stiy1 = SSig.Sign(sgk ;11, Mit1)-
v. Sign B type messages: If out-type = B,
i. (sgkp.it1,VKB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. ost,it1 = SSig.Sign(sgkp 11, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1, itrsti)-

Lemma C.59. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybrids'; ; (1), Hybrids, ; (1)) < negl(})
Proof. By correctness of puncturing, for a € {inp, A},
PPRF.Eval(K,[t — 1],v) = PPRF.Eval(K,,v) for any v #t — 1

. Observe that we never evaluate punctured keys on their punctured points. This is true even in
Encryption Phase 2 since in that phase, we have ¢ > t* +1 >t — 1.

Furthermore, the hardwired signing and verification keys are set to what they would have been
computed to be in the previous hybrid. Thus, Progs ;70 and Progs 7,1 have the same input/output
behavior. For the same reasons, apart from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of {0, the hybrids are indistinguishable. [
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Hybridff‘t 720 We split our input signature and our A type signature at ¢ — 1 on cti*np’t_1 and
m;_; respectively. We replace signatures using sgki,, ;1 or sgkly ;1 With Ginp onet—1 and 4 onet—1
respectively.

This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:
K%pﬁ—-]e—PPRFPumiKmmt—I)
Tinp,t—1 < PPRF.Eval(Kinp, t — 1).
(gKinp,t—1, VKinp,t—1, VKinp,t—1,rej) < SSig.Setup(1%; Tinp.t—1)-
(Tinp,one,t—1: VKinp,one,t—15 S8Kinp, abo,t—1+ VKinp,abo,t—1) <= SSig.Split(sgkinp ¢ —1: Ctip - 1)-
(O-i?p,t—Psgklnpt 17Vk|npt 1) = (Tinpone,t—1: L Vkinp t—1)-
5g. Compute oip;:
L.Ifi=t—1, oinpi =
2. Ifi#t—1,
(2) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],7)).
(b) Ginp,i = SSig.Sign(sgkinp,i» Ctinp i)

BRI

*
Uinp,tfl'

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:
1. K[t — 1] = PPRF.Punc(K4,t —1).
2. ra4—1 < PPRF.Eval(K4,t —1).
3. (sgkas—1,Vkat—1,VKA 11 ref) SSig.Setup(1*;744-1).
4. (0A0ne,t—15VKA one t—1558KA abot—1, VKA abo,t—1) < SSig.Split(sgk 4,1, m] 7).
5. (051-1,58Ka -1, VKa 1) = (Ta0ne—1. L, vkag—1).
6i. Compute oy 1:
LIfl=t—-105;=0%, 1.
2. If 1 £¢—1,
(a) (sgka,1,vka,1,vka 1) = SSig.Setup(1*; PPRF.Eval(K4[t — 1], 1)).
(b) ost,1 = SSig.Sign(sgk 4 1,m7)-
6j. Compute program: P < iO(Progs 7 2[Kinp[t — 1], vking -1, Kalt —1],0% 1, vKa 41,
Kp, K, PPty M1, Y11, Cter 1 Yt » Ctap 141))-

*
Program Prog3-,t«,7-,2[KlnP[ ] Vkmp -1, K4 [t - 1]7 U:Ltfl? VkA,t—l? Kp, Kg, ppst;
mi_1, Y1, Ctst,t, Yt Ctst,t+1] (i, Ctinp,i» Tinp,is Clst,i, Ost i, |t|’st,i—1)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:

LIfi=t—1,
A If SSig.Verify(ka“npjt_l,ctinpﬂ-, Tinp,i) = 0, output L.
WoTfi At — 1,
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A, (58Kinp.is VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],1)).
B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.

1ii. m; = (Z, CtSt,ia itrst’i_l).

iv. in-type = L.

v. Verify A type signatures:

i Ifi=t—-1,
A. If SSig.Verify(vkly ;_1,m;, 05ti) = 1, in-type = out-type = A.
HoIfi#£t—1,
A, (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K [t — 1],1)).
B. If SSig.Verify(vk 4, mi, 0st,;) = 1, in-type = out-type = A.

vi. If in-type = L, output L.

2. Computation Step:

L Ifi=t-—1, (v, Ctst,i+1) = (y:—th:t,t)-
i Ifi=t, (yi,Ctetit1) = (y;7Ct:t,t+1)'
ii. If i ¢ {t — 1,¢},

i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(l/\;rEi).
ili. Post.CT; = SKE.Dec(kg,;, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. ("E,it1,TEnci+1) = PPRF.Eval(Kg,i+1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ili. ctsti+1 = SKE.Enc(kg i1, Post.Dec.stii1; 7Encit1)-

3. Authentication Step:

i.
ii.

iii.

v.

itrse ; = Itr.Iterate(ppgy, itrsti—1, (4, Ctsti))-
Mmit1 = (1 4+ 1, Ctet i1, itrses)-
Ifi=t-2,
i. If mj;1 = mj_,, out-type = A. Else, out-type = B.
Sign A type messages: If out-type = A,

L Ifi=t—2,
A. Ust7i+l = O—:t,tfl‘
ii. If i #£t—2,

A. (sgkiy1Vkait1, VKA it1rej) < SSig.Setup(1*; PPRF.Eval(K4[t — 1],i + 1)).
B. ogti+1 = SSig.Sign(sgka iy1, Mi+1)-
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v. Sign B type messages: If out-type = B,
i. (sgkp,it1, VKB,i+1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. ostiy1 = SSig.Sign(sgkp ;11,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.60. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybridétj,l(l)\)v Hybridét,m(l)\)) < negl(A)
Proof. By correctness of SSig, if (0one, VKone; S8Kabos VKabo) <— SSig.Split(sgk, v*), then
Oone = SSig.Sign(sgk, v™).

Thus, apart from the obfuscated programs, the hybrids act identically since
Tinpone,t—1 = SSig.Sign(sgkinp’t,hct;“tyt_l) and 04 0ne,1 = SSig.Sign(sgk 41, m}) so step 5g of En-
cryption Phase 1 and step 6i of KeyGen result in the same signatures.

Now, in the previous hybrid, Progs 71 only used sgkz7t_1 = sgk4,_1 in one place: If out-type =
A and ¢ = ¢ — 2, then it signed m;y1 with sgky, ;. However, we can only have out-type = A
at 1 =t — 2 if m;y1 = mj_ ;. Thus, replacing the signature with o4 onet—1 does not change the
behavior of the program.

Therefore, Progs 71 and Progs 72 have the same input/output behavior, so by a straightfor-
ward reduction to the security of {0, the hybrids are indistinguishable. ]
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Hybridém’?): We change 7inp¢—1 and 741 to random values. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[t — 1] < PPRF.Punc(Kinp,t — 1).

Tinp,t—1 {0, 1})‘.

(5&Kinp.t—15 VKinp,t—1, VKinp,t—1,rej) = SSig.Setup(1%; rinp 1)

(Tinp,one,t—15 VKinp,one,t—15 S€Kinp. abo,t—1 VKinp,abo,t—1) < SSig.Split(sgkin ¢—1, Cti*np,t—l)'
(O-i>‘;1p,t—1’ sgki*np,t—l’ Vki*np,t—l) = (Ginp,one,t—1, L, VKinp,t—1)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. Kyt — 1] = PPRF.Punc(K 4,t — 1).

TAL_1 {0, 1}/\.

(sgkat—1,Vkat—1,Vkat 1 rej) SSig.Setup(1*; TAt—1)-

(0 A0ne,t—1> VKA one,t—1558K A abo t—15 VKA abo,t—1) < SSig.Split(sgk4 ¢ 1, m; 1)
(O':t,tflv sgkjl,t—l? sz,t—l) = (O'A,one,t—h 1, VkA,t—l)'

PRl

Lemma C.61. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
and all PPT adversaries A,

A(Hybridéwg(l)‘),Hybridém?g(l’\)) < negl(})

Proof. This follow by two reductions to the selective pseudorandomness at punctured points prop-
erty of our PPRF.

We first swap out only 7, —1 for a random value and leave r4;_1 as a PPRF evaluation. We
call this intermediate hybrid Hybrids), 7 5 .

Observe that we can run both the previous hybrid and the intermediate hybrid without knowing
Kinp as long as we are given (Kinp[t — 1],7inp¢—1). In the reduction, without computing Kinp,
we run Hybridém’zg) up to just before step 5f of Encryption Phase 1. Then, we receive
(Kinp[t — 1], 7inpt—1) from the PPRF challenger where rinp;—1 is either a random value or equal to
PPRF.Eval(Kinp, ¢ — 1). We use this randomness to compute (o7, ; 1, 58Kinp ¢—1: VKinp s—1)- We then
run the rest of Hybrid{;}w,% starting from step 5g of Encryption Phase 1. Observe that if
Tinp,t—1 Was a random value then we exactly emulate Hybridétmﬂ), and if rinps—1 was equal to
PPRF.Eval(Kinp,t — 1) we emulate Hybridéwg. Thus, by PPRF security, the outputs of these
hybrids must be indistinguishable.

By a similar reduction on the A type signature scheme, Hybrid{ff”’% and Hybridg‘}t’773 are
indistinguishable. 0
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*

HybridémA: We set vkiy, ;1 t0 Vkinponei—1 which will only verify cty , ;, and set vk, 4 to
vk onet—1 Which will only verify mj;_;. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[t — 1] <= PPRF.Punc(Kinp,t — 1).

Tinpt—1 < {0, 1},

(58Kinp,t—1> VKinp,t—1, VKinp,t—1,rej) < SSig.Setup(l’\;rian_l).

(Tinp,one,t—1, VKinp,one,t—1: S8Kinp,abo,t—1 VKinp,abo,t—1) <= SSig.Split(sgkinp 11, Ctinp 1—1)-
(0$p7t_1asgkrnp7t_1aVkrnp7t_1) = (Uinp,one,tflv J—7Vkinp,one,t71)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. Kyt — 1] = PPRF.Punc(K 4,t — 1).

TAL—1 {0, 1}>‘.

(sgkat—1,Vkat—1,Vkat 1 rej) SSig.Setup(1*; TAt—1)-

(0 A0ne,t—1> VKA one,t—158K A abo t—15 VKA abo,t—1) < SSig.Split(sgk4 ¢ 1, m; 1)
(O':t,tflv sgk’z,t_p sz,t—l) = (0 4,0net—15 L5 VKA onet—1)-

PR

Lemma C.62. If SSig is a splittable signature scheme, then for all A € N, all t € [t*], and all PPT
adversaries A,
A(Hybridg', ; 5(1*), Hybridg', ; 4(1)) < negl())

Proof. This follow by two reductions to the vkone indistinguishabilty of SSig.

We first swap out only Vki*np,t—l for vkinp,one,t—1 and leave ij:x,t—1 as vka¢—1. We call this
intermediate hybrid Hybridét77’3.5.

Observe that we can run both hybrids without knowing (7inp ¢—1, SgKinp,t—1> VKinp,t—1, VKinp t—1,rej)
as long as we are given (o7, 1, Vki,,,—1). In the reduction, we run HybridéwA up to just before
step 5.2 of Encryption Phase 1. Wesend ctj,,,, ; to the SSig challenger and receive (0, vk*) from
the SSig challenger where o™ is a signature of cti*np,t_1 and vk* is either a verification key vkgne that
only verifies ctj; |, | or is a regular verification key vk. We then set (o}, 1,58Kinp 11 VKinp 1—1) =
(0%, L,vk") and run the rest of Hybrid§t7774 starting from step 5g of Encryption Phase 1.
Observe that if vk* was a regular verification key vk we exactly emulate Hybridé‘}wﬁ, and if vk*
was VKone We emulate Hybridét77,3.5. Thus, by the vkone indistinguishabilty of SSig security, the
outputs of these hybrids must be indistinguishable.

By a similar reduction on the A type signature scheme, Hybrid{étm&g) and Hybridg‘}”A are

indistinguishable. O

222



Hybridém’g): We now remove the hardwiring of step ¢ — 1 from the program. Recall that in the
previous hybrids, we set the following values in Encryption Phase 1 and KeyGen:

5e. Set hardwired values:

N ctl® ifi<t+1
S PG >t41

inp,t

6g. Set hardwired values:

1. For i € [t*], v} = v.

1

2. For i € [t* + 1],

. cl ifi<t41
(a) Ctst,i = (b’) ip .
Ctys ifi>t+1

(b) itrg; = ltr.Iterate(ppg, itrg ;_1, cty ;) Where itrg o = itrst 0.
(c) mj = (i,ctd ;,itrg ;1)
This hybrid is the same as the previous hybrid except that

e During KeyGen, we make changes to the following steps:

6j. Compute program: P < iO(Progs 7,5 Kinplt — 1],vki*np7t_1, Kalt —1], 0%i—1:VKa -1,
KB> KE, PPst» m;ﬁk—la y;fka Ct:t7t+1])'

Program
* *
Prog37t7775[Kinp[t - 1]7 Vkinp,t—lv KA [t - 1]7 O':t,tfh VkA,t—lv KB: KE7 PPst, m;‘ffl? yikv Ct:t,tJrl]
(Z7 Ctinp,ia Oinp,is Ctst,ia Ost,is |trst,z’71)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

LIfi=1— 1,
A If SSig.Verify(vk?‘np,tfl,ctinp,i, Tinp,i) = 0, output L.
fHoTfi At — 1,

A. (5gKinp.i> VKinp,is VKinp,irej) <= SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],1)).
B. If SSig.Verify(vkinp,i; Ctinp,is Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrst,i—1)-

iv. in-type = L.

v. Verify A type signatures:

LTfi=t— 1,
A. If SSig.Verify(vkly ;_1,m;, 0sti) = 1, in-type = out-type = A.
HoIfi#£t—1,

A, (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K [t — 1],1)).
B. If SSig.Verify(vka ;, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.
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2. Computation Step:

. If i =t, (ys,Ctet,it1) = (y;‘,ct;"tﬁl).
iii. If 4 # ¢,
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(l’\;rEJ).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
iii. Encrypt the new state:
i. (rE,i+1,TEnci+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;y1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
. mip1 = (14 1, Cteg i1, itrses)-
iii. If i =1¢— 2,
i. If mjp1 = mj_;, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

LIfi=t-2,
A Ostiv1 = 0g -
iIf i £t — 2,

A. (sgkaiy1Vkait1, VKA it1,re) < SSig.Setup(1%; PPRF.Eval(K4[t — 1,4 + 1)).
B. ogti+1 = SSig.Sign(sgk iy1, Mi+1)-
v. Sign B type messages: If out-type = B,
i. (sgkp i1, VKB it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kp,i + 1)).
ii. ost,it1 = SSig.Sign(sgkp 11, Mit1)-

4. Output (Y, Ctst,i+1, Ost,it1, itrsti)-

Lemma C.63. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybridg', 7 ,(1*), Hybridg', ; 5(1)) < negl())

Proof. We will show that Progs:7 and Progs7t—1 have identical input/output behavior. The
programs can only differ when ¢ = ¢ — 1. Thus, we will restrict ourselves to this setting.

Since vki*npif1 = VKinp,one,t—1, then in order to pass the verification step, it must be the case that

(0)

J— * —
Ctinp,i = Ctinp -1 = Ctinoy 4
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Similarly, since vk’ ;_; = vka onet—1, in order to pass the verification step, we must have

0 .
mi=mi_y = (t - Lctly) ity o)

Therefore, by correctness of decryption of SKE and Post-One-sFE, in the current hybrid, we compute

0
(Yir Ctstit1) = (Yr—1, ) = (Y1, Ctlys)

But these are exactly the values that we had hardwired them to be in the previous hybrid. Thus
the input/output behavior of the two programs is identical, so by a straightforward reduction to
the security of iQ, the hybrids are indistinguishable. O
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Hybridémﬁz We change vki*np7t_1 and vk} ; | back to vkinp—1 and vka, 1. This hybrid is the
same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[t — 1] <= PPRF.Punc(Kinp,t — 1).

Tinpt—1 < {0, 13N,

(58Kinp,t—1> VKinp,t—1, VKinp,t—1,rej) < SSig.Setup(l’\;rian_l).

(Tinp,one,t—1, VKinp,one,t—1: S€Kinp,abo,t—15 VKinp,abo,t—1) <= SSig.Split(sgkinp 11, Ctinp 1—1)-

* *

* f— . .
(O-inp7t—1v Sgkmp7t_1, Vk|np7t—1) — (U|np,one,t717 J—» Vkmp,tfl)-

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. Kyt — 1] = PPRF.Punc(K 4,t — 1).

TAL—1 {0, 1}>‘.

(sgkat—1,Vkat—1,Vkat 1 rej) SSig.Setup(1*; TAt—1)-

(0 A0ne,t—1> VKA one,t—1558K A abo t—15 VKA abo,t—1) <= SSig.Split(sgk 4 ;—1,m; 1)
(O':t,tflv sgkjl,t—l? sz,t—l) = (O'A,one,t—h 1, VkAﬂ‘/*l )

PR

Lemma C.64. If SSig is a splittable signature scheme, then for all A € N, all t € [t*] and all PPT
adversaries A,
A(Hybrids', ; 5(1*), Hybrids', ; 4(1")) < negl())

Proof. This follows by two reductions to the vkene indistinguishabilty of SSig. The reductions are
essentially the same as in Lemma C.62 as it is still the case that we can run both hybrids without
knowing (rinp,t—la Sgkinp,tfla Vkinp,t—la Vkinp,t—l,rej) or (TA,t—la sgkA,tfla VkA,t—kaA,t—l,rej) as long as
we are given (o vk ) and (07, 1,k 4_1)- O

*
inp,t—1° Y "inp,t—1
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Hybridémﬁz We change 7inp;—1 and 74,1 back to PPRF values. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys:

Kinp[t — 1] <= PPRF.Punc(Kinp,t — 1).

Tinp,t—1 < PPRF.Eval(Kjnp, t — 1).

(sgkinpyt_l,vk;np,t_l,vkinP,t_Lrej) — SSig.Setup(l)‘;rinw_l).

(Tinp,one,t—15 VKinp,one,t—15 S8Kinp, abo,t—1+ VKinp,abo,t—1) <= SSig.Split(sgkinp,¢—1: Ctinp 1—1)-

* *

* — . .
(O-inp,t—lv sgklnp,t—l’ Vkmp,t—l) - (Ump,one,tfla 1, Vklnp,tfl)'

Ot W=

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

. Kyt — 1] = PPRF.Punc(K 4,t — 1).

rAt—1 < PPRF.Eval(K4,t —1).

(sgkat—1,Vkat—1,Vkat 1 rej) SSig.Setup(1*; TAt—1)-

(0 A0ne,t—1> VKA onet—15 58K A abo t—15 VKA abo,t—1) <= SSig.Split(sgk4 ¢ 1, m; 1)
(O':t,tflv sgkjl,t—l? sz,t—l) = (O'A,one,t—h 1, VkA,t—l)'

PRl

Lemma C.65. If PPRF is a puncturable pseudorandom function, then for all A € N, all t € [t*],
and all PPT adversaries A,

A(Hybridg, ; 4(1*), Hybridg', ; ;(1")) < negl())

Proof. This follows by two reductions to the selective pseudorandomness at punctured points prop-
erty of our PPRF. The reductions are essentially the same as that of Lemma C.61 as it is still
the case that we can run both hybrids without knowing Kj,, or K4 as long as we are given
(Kinp[t — 1], Tinp,t—l) and (KA[t — 1], 7",4775_1). ]
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*

Hybridg‘fm’gz We no longer split our input signature and our A type signature at t — 1 on Ctin -1
and my — 1 respectively. We replace signatures oinpone,i—1 and 04 one—1 With signatures using
sgkinp,t—1 and sgkiy ;. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:
5f. Compute input signature keys:
1. Kinp[t — 1] <= PPRF.Punc(Kinp,t — 1).
2. Tinpt—1 < PPRF.Eval(Kinp,t — 1).
3. (s8Kinp.¢—15 VKinp,t—1, VKinp,t—1,rej) <= SSig.Setup(1%; rinp 1—1).
4 .
5

inp,one,t—15 VRinp,one,t—1> inp,abo,t—1> Y \inp,abo,t— . inp,t—1> “Ynp,t—1/°
. (O—iqu,thsgki*np,tfh\/ki*np,tfl) = (J—‘/Sgkinp,tfh\/kinp,t—l)-
5g. Compute ojnp;:
1. If i =t —1, oinp,; = SSig.Sign(sgkiyp i Ctipy ;)-
2. Ifi#t -1,
(a) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],7)).
(b) Ginp,i = SSig.Sign(sgkinp.i> Ctig ;)-

inp,i
e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys:

1. K4t — 1] = PPRF.Punc(K4,t —1).

2. rq4—1 < PPRF.Eval(K4,t —1).
3. (sgkai—1,vkat—1,VKa -1 rej) < SSig.Setup(l)‘;rA,t_l).
4 i
5

,one,i—1» ,one,i—1» ,abo,i—1» ,abo,l—

. (U:t,t—lvsgkz,t—lﬁ\/kz,t—l) = (J—asgkA,,tthkA,tfl)
6i. Compute o 1:
1. If 1=t -1, o, = SSig.Sign(sgk’y ,_1,m}).
2. If1#4t—1, |
(a) (sgka1,Vvka1,vka1yre) = SSig.Setup(1*; PPRF.Eval(K 4[t — 1],1)).
(b) ost,1 = SSig.Sign(sgk 4 1,m7)-
6j. Compute program: P « iO(Progs 7 8[Kinp[t—1], ki, 11, Kalt—1],5gk% 1, VK 1,
Kp, Kg,PPsts Mi_1, Ui Cte 141])-

Program
Prog3,t,7,8[Kinp[t - 1] ) Vk?np,t—l? Ka [t - 1]7 Sgkz,tfh sz,t—lﬂ Kp, KE, PPst> mzlb yzk’ Ct;kt,t+l]
(4, Ctinp,is Tinp,i» Clst,i, Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

LIfi=t—1,
A If SSig.Verify(vanpjt_l,ctinpﬂ-, Tinp,i) = 0, output L.
fWoTfi At 1,
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A, (58Kinp.is VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp[t — 1],7)).
B. If SSig.Verify(vkinp,i; Ctinp,i; Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrst,i—1)-

iv. in-type = L.

v. Verify A type signatures:

i Ifi=t—1,
A. If SSig.Verify(vkly ;_1,m;, 05ti) = 1, in-type = out-type = A.
HoIfi#£t—1,

A, (sgka i vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K [t — 1],1)).
B. If SSig.Verify(vka i, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

L Ifi=t, (v, Ctst,i+1) = (Z/Zk7Ct>skt,t+1)-
i, If i # ¢,
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEi).
ili. Post.CT; = SKE.Dec(kE,;, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. ("E,it1,TEncit1) = PPRF.Eval(Kg,i+1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ili. ctsti+1 = SKE.Enc(kg i1, Post.Dec.stii1; 7Enc,it1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppgy, itrst,i—1, (%, Ctst,i))-
. myp1 = (14 1, Ctet i1, itrses)-
iii. If i =1¢ — 2,
i. If mj;1 = mj_,, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

LIfi=t—2,
A. o it1 = SSig.Sign(sgk’y ;_1,Mit1)-
i If At — 2,

A. (sgkaiy1VkAit1, VKA it1,re) < SSig.Setup(1*; PPRF.Eval(K4[t — 1],i + 1)).
B. ost,i+1 = SSig.Sign(sgk ;11, Mit1)-
v. Sign B type messages: If out-type = B,
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i. (sgkp,it1, VKB i+1, VKB it1,rej) SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.66. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybridg, ; ;(1*), Hybridg', ; s(1")) < negl())
Proof. By correctness of SSig, if (0one, VKone; S8Kabo, VKabo) <— SSig.Split(sgk, v*), then
Oone = SSig.Sign(sgk, v™).

Thus, apart from the obfuscated programs, the hybrids act identically since
Tinpone,t—1 = SSig.Sign(sgkinp’tfl,ct;kti_l) and 04 0ne,1 = SSig.Sign(sgk 41, m}) so step 5g of En-
cryption Phase 1 and step 6i of KeyGen result in the same signatures.

The current hybrid Progs 7 g only uses sgkju_l = sgky 7 in one place: If out-type = A and
i =t — 2, then it signs m;11 with sgk,, ;. However, we can only have out-type = A at i =t — 2
it m;11 = m;_,. Thus, the signature it generates is the same as the signature a;‘t?tfl = OAonet—1
used in the previous hybrid.

Therefore, Progs 77 and Progs7g have the same input/output behavior, so by a straightfor-
ward reduction to the security of ¢, the hybrids are indistinguishable. ]
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Hybridg‘fm’g: We no longer puncture K, at ¢ — 1 and no longer use hardwired signatures and
verification keys. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5f. Compute input signature keys: Do nothing.
5g. Compute oinp;:
1 Hi—t—1
2. Wi — b
(a) (58Kinp.is VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7))

(b) inp,i = SSig.Sign(sgkinp ;> Ctig ;)-

inp,i

inp,i — : inp,t—17 ~%inp,t—1/"

e During KeyGen, we make changes to the following steps:

6h. Compute state signature keys: Do nothing.
6i. Compute o 1:
1 HEl—t 1
2. b =+—+
(a) (sgka1,vka,1,vka1rej) = SSig.Setup(1*; PPRF.Eval(K 4,1)).
(b) os,1 = SSig.Sign(sgk 4 1,m7).
6j. Compute program: P < iO(Progs 17 o[Kinp, KA, KB, KE, PPsts Mi_1, Ui Ctay 1+1])-

e During Encryption Phase 2, we make changes to the following steps:

7d. Compute ojpp i
1. (58Kinp.i> VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7).
2. Oinpi = SSig.Sign(sgkinpﬂ-,ctinp,,-).

Program Pr0g37t,779[Kinp; KA7K37 KEv PPst» m;tk—l’ y;fk7 Ct:t,t—H]
(ia Clinp,is» Tinp,is Clst,is Ost,is |trst,i—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:

A, (5gKinp,is VKinp,is VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
B. If SSig.Verify(vkinp.i; Ctinp,is Tinp,i) = 0, output L.

ili. m; = (4, Ctet,i, itrst,i—1).

iv. in-type = L.

v. Verify A type signatures:
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i, H=44+—1
A. (sgkai,vkai; vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
B. If SSig.Verify(vka i, mi, 0st,i) = 1, in-type = out-type = A.
vi. If in-type = L, output L.

2. Computation Step:

i Ifi=t, (y;,Ctstip1) = (yf’Ct:t,t+1)~
ii. If i # ¢,
i. Decrypt input and state:
i (TE,iv""Enc,i) = PPRF.EvaI(KE,i).
ii. kp; = SKE.Setup(1*;7g,).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctet ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; ;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. (TE,i+17 TEnc,i—i—l) = PPRF.EV3|(KE,i + 1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
ili. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; rEnc it+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctet,i))-
ii. mit1 = (i + 1, Ctstit1, itrsei)-
i, Ifi=¢—2,
i. If mj;1 = mj_;, out-type = A. Else, out-type = B.
iv. Sign A type messages: If out-type = A,

A. (sgkait1,VKa,it1,VKAit1rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
B. 0stiy1 = SSig.Sign(sgk ;11, Mit1)-
v. Sign B type messages: If out-type = B,
i. (sgkp i+1,VKB,it1, VKB it1,rej) < SSig.Setup(1*; PPRF.Eval(Kg,i + 1)).
ii. os,it1 = SSig.Sign(sgkp ;11,Mit1).

4. Output (yi, Ctst,it1, Ost,i+1,trst,i)-

Lemma C.67. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t € [t*], and all PPT adversaries A,

A(Hybridg, ; s(1*), Hybridg', ; (1)) < negl())
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Proof. By correctness of puncturing, for a € {inp, A},
PPRF.Eval(K,[t — 1],v) = PPRF.Eval(K,,v) for any v # ¢t — 1

. Observe that our previous hybrid never evaluated punctured keys on their punctured points. This
was true even in Encryption Phase 2 since in that phase, we have : > t* +1 > ¢ — 1.
Additionally, the hardwired signing and verification keys of the previous hybrid are the same as
what is computed in the current hybrid. Thus, Progs+7,s and Progs ¢ 7,9 have the same input/output
behavior. For the same reasons, apart from the obfuscated programs, the hybrids are identical.
Thus, by a straightforward reduction to the security of {0, the hybrids are indistinguishable. [
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Hybrid{ftyg: This hybrid is identical to Hybrid{f}m,g. Note that we now have two steps hardwired
into the program. We have highlighted the differences between this hybrid and Hybridém below:

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lgf, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(2) Kinp, Ka, Kp, K + PPRF.Setup(1%).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,...,t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(
(

a) A sends (azgo) E )) to the challenger.
b) Post.CT!” = Post-One-sFE(Post.MSK, i, z.").

(c) Post. CT(b) = Post-One-sFE(Post.MSK, 2 )).
)

(d) Compute input ciphertexts:
i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g,).
iii. ct{), = SKE.Enc(kg,;, Post.CT.").
iv. ct{)) = SKE.Enc(kp,;, Post.CT.").
(e) Set hardwired values:
_ i<t
b inps = { mEZ ifi>t+1
(f) Compute input signature keys: Do nothing.
(g) Compute oipp ;:
1. (sgkmpz, VKinp.i, VKinp,i.rej) = SSig.Setup(l)‘; PPRF.Eval(Kinp, 7).
ii. oinp; = SSig. Slgn(sgkInp i
(h) Send CT; = (ctinpﬂ-,ainp,i) to A.

|np z)

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; «— Post-One-sFE.KeyGen(Post.MSK, f,st;).
(c) Post.Dec. st( ) = Post.Dec.st; and Post.Dec.stg ) = Post.Dec.st.
(d) Compute state and output values:
i. For ¢ € [t*],

A. (y;, Post.Dec. st?)

1) = Post—One—sFE.Dec(Post.Dec.stZ(-O), Post.CTEO)).
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B. (v, Post.Dec.stZ(?l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
(e) Compute state ciphertexts:
i. Fori e [t* +1],
A. (TE,iarEnc,i) = PPRF.EV3|(KE,i).
B. kg; = SKE.Setup(1*; 7).

C. Ctg?,)i = SKE.Enc(kg ., Post.Dec.stSO);rEnc,i).

D. ctgf?i = SKE.Enc(kg , Post.Dec.stib); TEnc,i)-
(f) Setup iterator: (ppg, itrsto) < Itr.Setup(1*,2%).
(g) Set hardwired values:
i. For i e [t*], vy = v;.
ii. Fori e [t* 4+ 1],

A o _{ctgf)i ifi<t+1

sti (b)

Cor s ifi>t+1

o o . e

B. itrg, ; = Itr.Iterate(ppg, itrg ;_q, ctg; ;) where itrg o = itrst .
* __ (7 * %

C. mf= (Z7Ctst,i7|trst,i71)'

(h) Compute state signature keys: Do nothing.
(i) Compute oy 1:
1. (sgkAJ,va,l,va,l,rej) — SSig.Setup(l’\; PPRF.Eval(K4,1)).
ii. os,1 = SSig.Sign(sgk4 1,m7).
(j) Compute program: P < iO(Progs ¢ g[Kinp, Ka, K5, K5, PPets Mi_1, i s Ctiy 111])-
(k) Send SKy = (P, Ctii 1, Ost,1s itrst,0) to A.
7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:

If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (m§0)7x§1)) to the challenger.
(b) Post.CTgb) = Post-One-sFE(Post.MSK, 7, :z:l(b)).
(c) Compute ctinp ;:
1. (TEJ‘, TEnc,z’) = PPRF.EV3|(KE, Z)
ii. kg = SKE.Setup(l’\;rE,i).
ifi. ctinps = SKE.Enc(kp, Post.CT!").
(d) Compute oinp ;:
i. (5gKinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, ©)).
il. Oinp,i = SSig.Sign(sgkinpﬂ-,ctinp’i).
(e) Send CT; = (ctinp,i, Oinp,i) to A.

8. Output: A sends V' to the challenger. Output 1 if b = ¥/, and output 0 else.

Program Progs « 5[ Kinp, Ka, KB, K, PPst, Mi_1, Ui s Cté 141] (4, Clinp,is Tinp,is Clstis Ost,iy itrst,i—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.
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ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (Z, Ctst,ia itrst’z‘_l).

iv. in-type = L.

v. Verify A type signatures:

i.

(sgka i, VkAi, VKA i rej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).

ii. If SSig.Verify(vka i, m;,os ) = 1, in-type = out-type = A.

vi. If in-type = L, output L.

2. Computation Step:

ii. Ifi =1, (i, Ctstit1) = (Y7, Ctép 1)
ii. If ¢ = ¢,

i.

ii.

iii.

Decrypt input and state:
i. (TE,iaTEnc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEyi).
ili. Post.CT; = SKE.Dec(kE.;, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).
Encrypt the new state:
i. ("Eit1,TEncit1) = PPRF.Eval(Kg,i+1).
. kgit1 = SKE.Setup(lA;rEJH).
ili. ctst 41 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,it1)-

3. Authentication Step:

i. itre; = Itr.Iterate(ppg, itrst,i—1, (4, Ctst,i))-

ii. mi+1 = (Z + 1, Ct5t7i+1, itrst’i).
iii. If i =1¢—2,
i. If mj;1 = mj_;, out-type = A. Else, out-type = B.

iv. Sign A type messages: If out-type = A,
i (sgkair1,Vka,it1, VKA it1rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ostit1 = SSig.Sign(sgk 4 41, Mit1)-

v. Sign B type messages: If out-type = B,
i. (sgkp,it1,VKB,it1, VKB i+1rej) < SSig.Setup(1*; PPRF.Eval(Kp,i 4 1)).
ii. ostiy1 = SSig.Sign(sgkp ;11,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-
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Lemma C.68. For all A € N, allt € [t*], and all PPT adversaries A,
A(Hybridg, ; o(1*), Hybridg', 4(11)) = 0

Proof. The hybrids are identical.
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Hybrid{ft’g: We remove the conditional statement at ¢ = ¢ — 1 from the obfuscated program and
remove all references to B type signatures. We have highlighted the differences between this hybrid
and Hybridg', ; below:

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,2] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
147 , a state size 165, an input size 1tx , and an output size 14,

3. Setup:

(a) Kinp, Ka, K + PPRF.Setup(1?).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1¢7 1fs 1% 1),

4. Challenge Bit: b «+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (ﬂfio),SUZ(-l)) to the challenger.
(b Post.CT\") = Post-One-sFE(Post.MSK, :):(.0)).

(c) Post.CTY) = Post-One-sFE(Post.MSK, i, z\")).
d

)
)
) 7 y Uy Ly
) Compute input ciphertexts:

i. (rg,i,Tenc,i) = PPRF.Eval(KEg,1).

ii. kp; = SKE.Setup(1*;7g,).
iii. et = SKE.Enc(kE’Z»,Post.CT(O)).

inp,z

iv. ctl’) . — SKE.Enc(kg,, Post.CT'").

inp,z 7
(e) Set hardwired values:
o cl® ifi<t+1
L. Ctinpi = (b ’ AP :
' Clips Hi=>t+1
(f) Compute input signature keys: Do nothing. (Will be added in a later hybrid.)
(g) Compute oipp ;:
i. (5gKinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. Oinpi = SSig.Sign(sgkinw,cti*np’i).
(h) Send CT; = (cti, ;, Tinp,i) to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; «— Post-One-sFE.KeyGen(Post.MSK, f,st;).

(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.stgb) = Post.Dec.st;.
(d) Compute state and output values:

i. For i € [t*],

238



Al (yi, Post.Dec.stgg_)l) = Post—One—sFE.Dec(Post.Dec.stEO), Post.CTEO)).

B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stl(.b), Post.CTEb)).
(e) Compute state ciphertexts:
i. Forielt*+1],
A. (7Ej,TEnci) = PPRF.Eval(KEg, ).
B. kg; = SKE.Setup(1*; TE)-
C. ctig)i = SKE.Enc(kg , Post.Dec.st(O);rEnc,i).

i
D. ctg?i = SKE.Enc(kg i, Post.Dec.stEb); TEnc,i)-
(f) Setup iterator: (ppy,itrsto) < ltr.Setup(14,2%).
(g) Set hardwired values:
i. For i € [t*], yf = y;.
ii. For i€ [t*+ 1],
oty ifi<t+1
N {ctg}i ifi>t41

B. itrg, ; = Itr.Iterate(ppg, itrg ;_1, ctgy ;) where itrg o = itrst .
* __ (7 * UK
C.m; = (z,ctst’i,ltrstvi_l).

A, ct*

st,e

(h) Compute state signature keys: Do nothing. (Will be added in a later hybrid.)
(i) Compute oy ;:
i (sgka1,Vvka1,vka 1) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
ii. os,1 = SSig.Sign(sgky 1, m7).
(j) Compute program: P < iO(Progs+o[Kinp, Ka, Kg, PPst, Ui, Cter 141])-
(k) Send SKy = (P, cty 1,05t 1, itrsto) to A

7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (xz(o),:vl(-l)) to the challenger.
(b) Post.CT'?) = Post-One-sFE(Post.MSK. i, z").

(c) Compute ctinp;:

i. (rgi,Tenc,i) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7g ;).
iii. ctinp; = SKE.Enc(kg ;, Post.CTEb)).
(d) Compute oinp ;:

. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,i = SSig.Sign(sgkinp ;> Ctinp,i)-
(e) Send CT; = (Ctinp,s, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.
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Program Progs + o[Kinp, K4, KE, PPsts Ui Cté 111] (i Clinp,is Tinp,i» Clst,is Ostis itrst,i—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
1. (sgKinp,i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet,i, itrse,i—1)-

iv. Verify state signature:
i (sgkai vkai, vka,irej) < SSig.Setup(1*; PPRF.Eval(K 4,1%)).
ii. If SSig.Verify(vka i, m;,os ) = 0, output L.

2. Computation Step:

ii. If i =1, (i, ctstiv1) = (Y1, i q1)-
iii. If i ¢,
i. Decrypt input and state:
1. (TE,ia""Enc,i) = PPRF.EvaI(KE,i).
ii. kg, = SKE.Setup(lA;rﬂi).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kp ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; ;) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).

iii. Encrypt the new state:
i (TE;H-I’ 7"Enc,i+1) = PPRF.EV3|(KE,’i + 1).
ii. kgiy1 = SKE.Setup(lA;rEJH).
ili. ctsti4+1 = SKE.Enc(kg i1, Post.Dec.st;{1;7Enc,i+1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-
. mis1 = (14 1, Ctet,it1, itrses)-
iii. Sign the new state:
i (sgka i1, Vka,it1, VKA i41rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).

ii. ost,ir1 = SSig.Sign(sgk 4 ;41,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1,itrst,i)-

Lemma C.69. If iO is a secure indistinguishability obfuscation scheme, PPRF is a puncturable
pseudorandom function, SSig is a splittable signature scheme, and ltr is a cryptographic iterator,
then for all N € N, all t € [t*], and all PPT adversaries A,

A(Hybridg!, 5(1*), Hybridg!, o(11)) < negl(1*)
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Proof. The proof is similar to the proof of indistinguishability between Hybridé‘}té (which is similar
to Hybridg!, g) and Hybrids), ; (which is similar to Hybridg, 5).

The only difference between hybrids (Hybridété, Hybridg‘}tj) and hybrids (Hybridétvg, Hybridjof}t’g)
is in the way they compute (y;, Ctsti+1) for ¢ = ¢t — 1 in the computation step of the obfuscated
program. In the latter hybrids, they compute (y;, ctst 1) for ¢ =t — 1 by decrypting, computing
the function, and re-encrypting. In the former hybrids, they set (y;,ctstit1) for ¢ = ¢ —1 to the
hardwired values (y;_;,ctg ;).

However, the proof can be easily modified to accommodate these changes. First, we change all
the intermediate hybrids of the previous proof so that they compute (y;, ctetit1) for i = ¢ —1 as
in hybrids (Hybrid§t79,Hybridét’8). Then, the only lemmas affected by these changes are the
following;:

e Lemma corresponding to Lemma C.26:
Observe that the proof relies on the adjacent hybrids having the same behavior during the
computation step regardless of whether in-type = A or in-type = B. Although we have
changed the behavior of the computation step so that it does not hardcode values at i =t —1,
the computation step is still oblivious of whether in-type = A or in-type = B. Thus, the proof
still follows.

e Lemma corresponding to Lemma C.33:

This proof relies on the fact that if (ctinp,ctst;) = (cti,;ctl ;), then we will compute

inp,2?
. . 0 0
(Yis Ctotiv1) = (yf,ct:t7i+1). For i = ¢t — 1, since (Ct?np,t—pCt:t,t—l) = (Cti(ng,tqv(:tgt,)t—l) and

(Y71, Ctas) = (yf_l,ctgtov)t), then we will compute the correct values regardless of whether
they are hardcoded (as in the previous proof) or computed by decrypting, evaluating, and
re-encrypting (as in the current proof). Thus, the proof still follows.

O
Lemma C.70. For all A\ € N, all t € [t*] and all adversaries A,
A(Hybridg!, o(1*), Hybrids!, ,; o(1*)) = 0
Proof. The hybrids are identical. O
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Erasing the streams from ciphertext t*. We could continue advancing through our hybrids
until we have reached Hybrid{;}t* 41,0 At this point, we would encrypt stream 20 for i < t* and

would encrypt stream z(®) for i > ¢*.

For i > t* we want to rely on the security of Post-One-sFE. However, in Post-One-sFE, the
security of each ciphertext is correlated with the security of adjacent ciphertexts. Thus, to break
this chain of dependencies, we actually want to remove both streams entirely from ciphertext ¢*.

Therefore, rather than starting with Hybridét* +1,0» we will actually start with Hybridét*A.
At this stage, we have both steps t* — 1 and t* hardwired into the program. Then, we will replace
the encryption of () at ¢* with an encryption of L. The following sequence of hybrids is very
similar to the proof of indistinguishabilty between Hybrid{ét% and Hybridé‘}t*75.

HybrldA Hybr1d40 This is the same as hybrid Hybridét*A. We have marked the minor
notational differences below.

1. Guess Stream Length: (t*,n) < [T4\] x [T'4,x] where T 4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
167, a state size 1¢5, an input size 1%, and an output size 1.

3. Setup:

(a) Kinp, Ka, Kp + PPRF.Setup(1*).
(b) Post.MSK « Post-One-sFE.Setup(1*, 1¢7, 1% 1¢x 1%).

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: For¢=1,2,...,t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (x§0)7 1(»1)) to the challenger.

(b) Post.CT!”) = Post-One-sFE(Post.MSK, i, z\")).
)
)

(c) Post.CT,; () — Post-One- sFE(Post.MSK, i, :1:5 ))
(d) Compute input ciphertexts:
i. (rg,,Tenc,i) = PPRF.Eval(KE,1).
ii. kg = SKE.Setup(1 ,rEﬂ).
iii. ct?) . = SKE.Enc(kg,, Post.CT'").

inp,i

iv. ct{?) , = SKE.Enc(kp,;, Post.CT{").

inp,i

(e) Set hardwired values:

. it i <t*

b Cinp { t“’E iti= ¢
(f) Compute input signature keys: Do nothing. (Will be added in a later hybrid.)
(g) Compute ojnp ;:

L. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).

ii. Oinp,; = SSig.Sign(sgkinp, i Ctiy ;)

242



(h) Send CT; = (Cti*np,ivainp,i) to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; <— Post-One-sFE.KeyGen(Post.MSK, f,st;).

)
¢) Post.Dec.st;’ = Post.Dec.st; and Post.Dec.st;’ = Post.Dec.st;.
Post.Dec.st\” = Post.D d Post.Dec.st\”) = Post.D
)

(d) Compute state and output values:
i. For i € [t*],
Al (yi, Post.Dec.stl(-g)l) = Post—One—sFE.Dec(Post.Dec.stZ(-O), Post.CTEO)).
B. (v, Post.Dec.stZ(-i)l) = Post—One—sFE.Dec(Post.Dec.stZ(-b), Post.CTEb)).
(e) Compute state ciphertexts:
i. Fori e [t*+1],
A. (rp.,Tenci) = PPRF.Eval(Kp, ).
B. kg; = SKE.Setup(1*;75).
C. 9 = SKE.Enc(kE,Z-,Post.Dec.st(O);rEnc,i).

st,t 7

D. ctgf?i = SKE.Enc(kg ., Post.Dec.stSb); TEnc,i)-
(f) Setup iterator: (ppg, itrsto) < Itr.Setup(1*,2%).
(g) Set hardwired values:
i. For i e [t*], vy = v;.
ii. For i€ [t* + 1],
el ifi=1
_{ ifie{tr,t*+1}

* *

(h) Compute state signature keys: Do nothing. (Will be added in a later hybrid.)
(i) Compute o 1:
Lomy = (1, ¢ty y,itrst o)
ii. (sgka 1,Vvka1,Vka 1 rej) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
iii. o1 = SSig.Sign(sgk 1,m1).
(j) Compute program: P < iO(Proga[Kinp, Ka, K, PPsts U, Y 1, Cte =5 Y, Ctiy pey1])-
(k) Send SK; = (P, ctg 1, 0st,1, itrst0) to A.

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (azgo) :U(l)) to the challenger.

(b) Post.CT'?) = Post-One-sFE(Post.MSK. i, z").
(c) Compute ctinp;:

i. (rg,renci) = PPRF.Eval(KEg,1).

ii. kp; = SKE.Setup(1*;7rg,).
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iii. ctinps = SKE.Enc(kp, Post.CT!").
(d) Compute oinp ;:
. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. oinp,i = SSig.Sign(sgkinp » Ctinp,i)-
(e) Send CT; = (Ctinp.i, Tinp,i) to A.

8. Output: A sends V' to the challenger. Output 1 if b = ¢/, and output 0 else.

Program
Progs [Kinp7 Ka, Kg,ppst, U, Yi 1, Ct;kpt* s Yps s Ct:t,t*+1] (i, Ctinp,is Tinp,is> Ctst,i, Ost i, itrst,z’—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (5gkinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet,i, itrst,i—1).

iv. Verify state signature:
i (sgkai>vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;,0s;) = 0, output L.

2. Computation Step:

L Ifd =" — 1, (yi, Ctstiit1) = (Ypx_1, Cteppe)-
ii. If ¢ =¢*, (yi,ctst,iﬂ) = (yf*,ct:t7t*+1).
ii. If ¢ ¢ {t* — 1,t*},
i. Decrypt input and state:
i (TE,ia""Enc,i) = PPRF.EV3|(KE,i).
ii. kg = SKE.Setup(l’\;rEi).
ili. Post.CT; = SKE.Dec(kE,;, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).

iii. Encrypt the new state:
1. (TE,H—M rEnC’i+1) = PPRFEV3|(KE,Z + 1)
ii. kg1 = SKE.Setup(1};75,i41).
ii. Ctstj+1 = SKE.EHC(/{?E¢+1, Post.Dec.stiH; rEnc,i+1)-
3. Authentication Step:

i. itre; = Itr.Iterate(ppg, itrsti—1, (7, Ctst,i))-
. miy = (i + 1, Clst it1, itrstﬂ‘)-

iii. Sign the new state:
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i (sgkaitts VKAit1, VKA i+1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,ir1 = SSig.Sign(sgky ;y1,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.71. For all A € N and all adversaries A,
A(Hybridg. ,(1*), Hybrid;'(1%)) = 0

Proof. The hybrids are identical.
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Hybridjélz We puncture K at t. This hybrid is the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

1. Kg[t*] = PPRF.Punc(Kg,t*).
2. If i = t*,

(a) (rE*,TEnc,x) = PPRF.Eval(Kg,t*).

(b) kg = SKE.Setup(1*; 75 4+).

(¢) Ctinp.i = SKE.Enc(kp -, Post.CT")).
3. If i # ¢+,

(a) (rE,i,TEnc,i) = PPRF.Eval(Kg[t*],q).

(b) kEZ = SKE.Setup(1*; 7).

(c) c ,np, = SKE.Enc(kg ;, Post.CT,;

(d) (b)

0y

(
(b))

5e. Set hardw1red values:

(0) o
Lot = Cinp.i if 1 < t*.
mPd T Ctinps  if i = t*

e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:
1. For i e [t* + 1],
(a) If 1 =7,
i. ctst; = SKE.Enc(kpg i+, Post.Dec.stgb); TEnc,t*)-
(b) If i £ t*,
i. (rg,i,Tenci) = PPRF.Eval(Kg[t*], ).
ii. kp; = SKE.Setup(1*;7g,).
iii. ct(o) = SKE.Enc(kg ;, Post.Dec.stgo); TEnc,i)-

iv. ct? ) = SKE.Enc(kg , Post.Dec.stEb);TEnc,i)-

st,7
6g. Set hardwired values:
1. For i € [t*], yf = ui.
2. Fori e [t* +1],
ety ifi=1

CtSt i if 4 = t*

a®  fi— 1

st,2

(a) ct?

stz:

6J ComPUte program: P« iO(Prog4,l [Kinpa KA, KE [t*]a PPst; t*, y:*—l» Ct:t,t* ’ y;tk* ’ Ct:t,t*+1])'
e During Encryption Phase 2, we make changes to the following steps:

7c. Compute ctjp;:
1. (7E4,TEnci) = PPRF.Eval(Kg[t*],4).
2. kg, = SKE.Setup(lA;rEd).
3. Ctinp,i = SKE.Enc(kp,;, Post.CT.").
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Program
Prog471 [Kinpa KAa KE [t*]a PPst, t*a y:*fla Ct:t,t* ) yz(* ) Ct:t,t*+1} (Z’ Ctif‘lp,iv Oinp,is Ctst,i7 Ost,i, itrst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (58Kinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet i, itrst,i—1).

iv. Verify state signature:
i (sgkai>vkai, Vkairej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;, o) = 0, output L.

2. Computation Step:

i Ifi=¢"—1, (yi, Ctst,i+1) = (y;l_l, Ct:t,t*)'
ii. If i = t*, (yi, Ctst,iv1) = (yz;th:t,t*-i-l)-
ii. If ¢ ¢ {t* — 1,t*},
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg[t*], ).
ii. kp; = SKE.Setup(1*;7g;).
ili. Post.CT; = SKE.Dec(kE,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).

iii. Encrypt the new state:
i. (TEit+1;TEnc,it1) = PPRF.Eval(Kg[t*],i + 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
i, mip1 = (3 4+ 1, Clerir1, itrsei)-
iii. Sign the new state:
i (sgkait1s VKAit1, VKA i11,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. osti+1 = SSig.Sign(sgk 4 jy1,Mit1)-

4. Output (yi, Ctst,it1, Ost,i+1,1trst,i)-

Lemma C.72. IfiO is a secure indistinguishability obfuscation scheme, then for all A € N and all

PPT adversaries A,
A(Hybrid;(1*), Hybrids', (1)) < negl())
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Proof. By correctness of puncturing,
PPRF.Eval(Kg[t*],v) = PPRF.Eval(Kg,v) for any v # t*.

Observe that we never evaluate punctured keys on their punctured points. This is true even in
Encryption Phase 2 since in that phase, we have ¢ > t* + 1 > t*. It is also true within the
obfuscated program since we only need to encrypt or decrypt using Kpg[t*] on steps i ¢ {t* —1,t*}.
Furthermore, ctj,, ;. and ctg ;. are set to the same values as in the previous hybrid.

Thus, Progso and Progs; have the same input/output behavior. For the same reasons, apart
from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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HybridjéQ: We change 7 4+ and rgnc = to random values. This hybrid is the same as the previous
hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

1. Kg[t*] = PPRF.Punc(Kg,t*).

2. If i = t*,
(&) (rEe,TEnces) < {0,131 x {0, 1}
(b) kg4 = SKE.Setup(1*; 7 4+).
(¢) ctinp,i = SKE.Enc(kg,;, Post.CTgb)).

3. If i # ¢*,
(a) (rg,i,Tenc,i) = PPRF.Eval(Kg[t*], ).
(b) kg; = SKE.Setup(1*; 7).
(c) ' — SKE.Enc(kg,i, Post.CTEO)).

inp,z

Lemma C.73. If PPRF is a puncturable pseudorandom function, then for all A € N and all PPT

adversaries A,
A(Hybridy'| (1), Hybridz,(11)) < negl())

Proof. This follows by a reduction to the selective pseudorandomness at punctured points property
of our PPRF.
Observe that we can run both hybrids without knowing K as long as we are given (Kg[t*], rg 4+, TEnc,t+)-

In the reduction, without computing Kg, we run Hybrid;fb up to just before step 5d.2 of En-
cryption Phase 1. Then, we receive (Kg[t*],7g =, Tenct+) from the PPRF challenger where
(rEt*, TEnc,t+) is either a random value or equal to PPRF.Eval(Kg,t*). We use this randomness to
compute Ctjp ¢+ NOW (and to compute ctg ¢+ later in the hybrid). We then run the rest of Hybridjéz
starting from step 5d.3 of Encryption Phase 1. Observe that if (rg 4=, rgnc¢+) was a random value
then we exactly emulate Hybridjf}Q, and if (rg ¢+, "Enc,t+) Was equal to PPRF.Eval(Kg, t*) we emulate
Hybridjﬂl. Thus, by PPRF security, the outputs of these hybrids must be indistinguishable. O
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Hybridjé?): We change ciphertext ¢* so that it encrypts L instead of stream z(®). This hybrid is
the same as the previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

1. Kg[t*] = PPRF.Punc(Kg,t*).

2. If i = t%,
(a) (rEge,TEncts) < {0,1}* x {0,1}*.
(b) kg = SKE.Setup(1*; 7 4+).
(¢) ctinp,i = SKE.Enc(kg,;, L).

3. If i #t~,
(a) (rg,i,Tenc,i) = PPRF.Eval(Kg[t*], ).
(b) kg; = SKE.Setup(1*; 7).
(¢) ct!” = SKE.Enc(kp,;, Post.CT?).

inp,i
e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:
1. For i e [t* + 1],
(a) If ¢ = t*,
i. ctg; = SKE.Enc(kEg s, L; TEnct*)-
(b) If i # t*,
i. (’I”Eﬂ', TEnc,i) = PPRF.EV3|(KE[t*], Z)
ii. kp; = SKE.Setup(1*;7g,).
i, ctl® = SKE.Enc(kg,i, Post.Dec.stgo); TEnc,i)-

st,i

iv. ctif?i = SKE.Enc(kg , Post.Dec.stEb);rEnc,i).

Lemma C.74. If SKE is a secure encryption scheme, then for all A € N and all PPT adversaries
A,
A(Hybridy,(1%), Hybrid;5(1%)) < negl())

Proof. This follows by a reduction to the security of SKE.
Observe that we can run both hybrids without knowing (rg ¢, rgnct+, kE++) as long as we are
given (Ctinp ¢+, Ctst 4+ ). In the reduction, we run Hybridfg up to just before step 5d.2 of Encryption

Phase 1. Then, we send challenge message pair (Post.CTgb), 1) to the SKE challenger and receive
an encryption ct; of one of the two messages. We set ctip+ = ct;. Next, we run Hybridjf};;
starting from step 5d.3 of Encryption Phase 1 to just before step 6e of KeyGen. We then send
another challenge message pair (Post.Dec.stZ(.b), 1) to the SKE challenger and receive an encryption
cty of one of the two messages. We set cts ¢+ = cta. We also run the parts of step 6e of KeyGen
that are not contained within the ¢ = ¢* branch. We then run the rest of Hybridjf};; starting from
step 6f of KeyGen. Observe that if (cty,cte) were encryptions of the first message of each set (i.e.
(Post.CTgb), Post.Dec.stgb))) then we exactly emulate HybridﬁQ, and if (cty, cto) were encryptions
of the second message of each set (i.e. (L, L)) then we exactly emulate Hybridﬁ3. Thus, by SKE
security, the outputs of these hybrids must be indistinguishable. O
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Hybridjé4: We change (rg 4, rEnct+) back to PPRF evaluations. This hybrid is the same as the
previous hybrid except that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

1. Kg[t*] = PPRF.Punc(Kg,t*).

2. If i = t*,
(a) (rgs,TEnct) + PPRF.Eval(Kg,t*).
(b) kg4 = SKE.Setup(1*; 7 4+).
(¢) ctinp,i = SKE.Enc(kp,;, L).

3. If i #£ t*,
(a) (rg,i,TEnc,i) = PPRF.Eval(Kg[t*], ).
(b) kg; = SKE.Setup(1*; 7).
(c) ct!” . = SKE.Enc(kp,;, Post.CT?).

inp,i
Lemma C.75. If PPRF is a puncturable pseudorandom function, then for all A € N and all PPT
adversaries A,
A(Hybrid's(1*), Hybrid;,(11)) < negl())

Proof. This follows by a reduction to the selective pseudorandomness at punctured points property
of our PPRF. The reduction is essentially the same as that of Lemma C.73 as it is still the case that
we can run both hybrids without knowing Kp as long as we are given (Kg[t*],rg s, "ence). O
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Hybridjég): We no longer puncture K at t*. This hybrid is the same as the previous hybrid except
that

e During Encryption Phase 1, we make changes to the following steps:

5d. Compute input ciphertexts:

(a)
(b) kE,i = SKE.Setup(l)‘; TEJ').
(c) et = SKE.Enc(kp,;, Post.CT?).

inp,i

(d) ct') = SKE.Enc(kp,;, L).

inp,i
5e. Set hardwired values:
(0) o *
Lt = {ctinpﬂ. ifi<t

inp,g

e During KeyGen, we make changes to the following steps:

6e. Compute state ciphertexts:
1. For i € [t* 4+ 1],
(a) Hi=+5
1. ets N ; 5 TEnc,t
(b) H-A+
i. (rg,,Tenci) = PPRF.Eval(Kg,1).
. kp;= SKE.Setup(l’\;rE,Z-).
i, ot = SKE.Enc(kg,i, Post.Dec.stEO); TEnc,i)-

st,i

iv. ct) = SKE.Enc(kp, Li Penci)-

st,i
V. ct_gf’)i = SKE.Enc(kg ;, Post.Dec.stZ(-b); TEnc,i)-
6g. Set hardwired values:
1. For i € [t*], yf = yi.
2. For i € [t* + 1],

al®  iri=1

st,?

(a) ctg, = ctgtﬂ) ifi =t*
oty ifi=tr 41

6j. Compute program: P < iO(Progas5[Kinp, Ka, K, PPse, ™, Y _1, Cte gy Yiv, Clap 1 41])-
e During Encryption Phase 2, we make changes to the following steps:

7c. Compute ctj,p;:
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1. (TE,iyrEnc,i) = PPRF.EV3|(KE,i).
2. kg; = SKE.Setup(1*;7g ).
3. ctinp,; = SKE.Enc(kg ;, Post.CTl(.b)).

Program
Proga 5[ Kinp, Ka, K5, PPst, t*, Yie 1 Ct:t,t* s Yge s Ct:t,t*+1] (4, Ctinp,i» Tinp,i» Clst,is Ost,is itrsti—1)

1. Verification Step:

i. Verify i is positive: If i <0, output L.

ii. Verify input signature:
i (sgkinp,i> VKinp,i» VKinp,i,rej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. If SSig.Verify(vkinp i, Ctinp.i, Tinp,i) = 0, output L.

iii. m; = (4, Ctet i, itrst,i—1)-

iv. Verify state signature:
i (sgka vkai,vka,rej) < SSig.Setup(1*; PPRF.Eval(K 4,1%)).
ii. If SSig.Verify(vka i, m;,os ;) = 0, output L.

2. Computation Step:

LIfi=¢" =1, (yi, Ctstit1) = (Ypx_1, Ctep s )-
ii. If i =1, (i, Ctstiv1) = (Y, Cta 4o 11)-
ii. If i ¢ {t* —1,¢*},
i. Decrypt input and state:
1. (TEJ', ""Enc,i) = PPRF.EvaI(KE, Z)
ii. kg, = SKE.Setup(l)‘;rE7i).
ili. Post.CT; = SKE.Dec(kg,i, Ctinp,i)-
iv. Post.Dec.st; = SKE.Dec(kg ;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st; 1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT;).
iii. Encrypt the new state:
i. ("Ei+1,TEnci+1) = PPRF.Eval(Kg,i+1).
ii. kgiy1 = SKE.Setup(l/\;rEJH).
ili. ctsti4+1 = SKE.Enc(kE i1, Post.Dec.st;1;7Enc,it1)-

3. Authentication Step:

i. itrs; = Itr.Iterate(ppqy, itrst,i—1, (7, Ctet,i))-
ii. myp1 = (Z + 1, Clst it1, itrsm').

iii. Sign the new state:
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i (sgkaitts VKAit1, VKA i+1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,i + 1)).
ii. ost,ir1 = SSig.Sign(sgky ;y1,Mit1)-

4. Output (yi, Ctstit1, Ost,i+1, trst,i)-

Lemma C.76. If iO is a secure indistinguishability obfuscation scheme, then for all A € N, all
t* € [t*], and all PPT adversaries A,

A(Hybridz',(1*), Hybridz'; (1)) < negl())
Proof. By correctness of puncturing,
PPRF.Eval(Kg[t*],v) = PPRF.Eval(Kg,v) for any v # t*.

Observe that the previous hybrid never evaluate punctured keys on their punctured points. This
was true even in Encryption Phase 2 since in that phase, we have ¢ > t* + 1 > t*. It was also
true within the obfuscated program since we only needed to encrypt or decrypt using Kg[t*] on
steps i ¢ {t* — 1,1*}. Furthermore, ct}, ;. and ctj; ;. from the previous hybrid are set to the same
values as in the current hybrid.

Thus, Progs 4 and Progs s have the same input/output behavior. For the same reasons, apart
from the obfuscated programs, the hybrids are identical.

Thus, by a straightforward reduction to the security of ¢O, the hybrids are indistinguishable. [J
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Cleaning up the hybrid. We now want to write our hybrids in terms of Pre-One-sFE’s al-
gorithms. First, however, we will make some notational changes to make the hybrid easier to
understand.

Hybridg,4 = Hybridéoz This is the same as Hybridj&. We have marked the changes between this
hybrid and Hybrid;'.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 165, an input size 1%, and an output size 14,

3. Setup:

(a) Kinp, Ka, Kg + PPRF.Setup(1?).
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b «+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

) A sends (xgo),:nz(-l)) to the challenger.
) Post.CT(") = Post—One—sFE(Post.MSK,i,xl(-o)).
(c) Post.CT®) — Post-One-sFE(Post.MSK; ¢ x(b)).
)

i e )

1. (TE,iarEnc,i) = PPRF.EV3|(KE,i).
ii. kp; = SKE.Setup(1*;7g ;).
1il. Cti(,?&i = SKE.Enc(kg ;, Post.CTl(-O)).

iv. ct't) = SKE.Enc(kg, L).

inp,i

(e) Set hardwired values:

ioctr = {Ctl(l?gz if i < t*
. inp,i Cti(r#))’i T— .
(f) Compute oinp;:
1. (58Kinp.i» VKinp,i» Vkinp,irej) = SSig-Setup(1*; PPRF.Eval(Kinp, 1)).

ct’

ii. oinp,; = SSig.Sign(sgk; pi)-

(g) Send CT; = (ctj, ; Tinp,i) to A.
6. KeyGen:
(a) A sends f to the challenger. Define st; = L.
(b) Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK f, sty).
(b)

)
(c) Post.Dec.stgo) = Post.Dec.st; and Post.Dec.st;’ = Post.Dec.st;.
)

(d) Compute state and output values:
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i. For i e [t*],
Al (v, Post.Dec.stZ(g)l) = Post—One—sFE.Dec(Post.Dec.stEO), Post.CTl(-O)).
B. (v, Post.Dec.stZ(.i)l) = Post—One—sFE.Dec(Post.Dec.st(b), Post.CTEb)).

(e) Compute state ciphertexts:

i. For i€ [t*+ 1],

A. (TE,iarEnc,i) = PPRF.EV3|(KE,i).

kE,i = SKE.SGtUp(l)‘; T'E,i)~
cti?,)i = SKE.Enc(kg ., Post.Dec.stEO);rEncﬂ-).
ctitlﬂ-) = SKE.Enc(kgi, L; "Enci)-
ctgf?i = SKE.Enc(kg ., Post.Dec.stEb); TEnc,i)-
(f) Setup iterator: (ppy,itrsto) < lItr.Setup(1*,2%).

(g) Set hardwired values:

= 9 QW

i. For i € [t*], yi = vi.
ii. Fori e [t* + 1],
=1

st
A ety ={call) ti=v
®) e s
Cty s ifi=t"+1

(h) Compute o 1:
i.omy = (1,ctg y,itrst0)-
ii. (sgka1,vka1,vka 1) < SSig.Setup(1*; PPRF.Eval(Ky, 1)).
iii. og,1 = SSig.Sign(sgky 1,m1).
(i) Compute program: P < iO(Progs[Kinp, Ka, K, PPsts ™, Yjs 1, Ctey 1o Ui, Ctop pey1])-
(j) Send SKy = (P, ctg 1, 0st,1, itrst0) to A.

7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (x(D),xZ(»l)) to the challenger.

)

(b) Post.CTgb) = Post-One-sFE(Post.MSK, i, xl@).
(c) Compute ctinp ;:
i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7rg,).
iii. Ctinps = SKE.Enc(kp,, Post.CT!").
(d) Compute oinp,i:
L. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp,i)-
(e) Send CT; = (Ctinp,s, Tinp,i) to A.

8. Output: A sends V' to the challenger. Output 1 if b = ¥/, and output 0 else.
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Program
Prog5 [Kinpv KAa KEv PPst> t*v y;fk*fla Ct;kt7t* ) y;(* ) Ct:t,t*+1] (/L? Ctinp,i7 Tinp,is Ctst,ia Ost,i, itrst,i—l)

1. Verification Step:

i. Verify i is positive: If ¢ <0, output L.

ii. Verify input signature:
i. (58Kinp.i» VKinp,i» VKinp,irej) < SSig.Setup(1*; PPRF.Eval(Kinp, 7).
ii. If SSig.Verify(vkinp.i, Ctinp.i, Tinp,i) = 0, output L.

ili. my = (4, Ctet i, itrst,i—1).

iv. Verify state signature:
i (sgkai>vkai, VKA irej) < SSig.Setup(1*; PPRF.Eval(K 4,1)).
ii. If SSig.Verify(vka i, m;, o) = 0, output L.

2. Computation Step:

i Ifi=¢"—1, (yi, Ctst,i+1) = (y;l_l, Ct:t,t*)'
ii. If i = t*, (yi, Ctet,ig1) = (yz;th:t,t*-i-l)-
i, If i ¢ {t* —1,¢%},
i. Decrypt input and state:
i. (rE,,Tenci) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(l/\;rEJ).
ili. Post.CT; = SKE.Dec(kE,i, Ctinp.q)-
iv. Post.Dec.st; = SKE.Dec(kg;, Ctst ;).
ii. Compute output value and next state:
A. (y;, Post.Dec.st;1) = Post-One-sFE.Dec(Post.Dec.st;, Post.CT);).

iii. Encrypt the new state:
i. (rE,i+1,TEnc,i+1) = PPRF.Eval(KEg,i+ 1).
ii. kpit1 = SKE.Setup(1*;7g,i41).
ifi. ctetir1 = SKE.Enc(kg,it1, Post.Dec.st;q1; TEnc i+1)-

3. Authentication Step:

i. itrg; = Itr.Iterate(ppqy, itrst,i—1, (%, Ctst,i))-
i, mip1 = (4 4+ 1, Clerir1, itrsei)-
iii. Sign the new state:
i (sgkait1s VKAit1, VKA i1 1,rej) < SSig.Setup(1*; PPRF.Eval(K 4,1 + 1)).
ii. osti+1 = SSig.Sign(sgk 4 41, Mit1)-

4. Output (v, Ctst,it1, Ost,i+1, 1trst,i)-

Lemma C.77. For all A € N and all adversaries A,
A(Hybridz';(1*), Hybridz'(1*)) = 0

Proof. The hybrids are identical.
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Hybridélz This is the same as the previous hybrid except that we have rearranged some steps
and changed some notation.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

3. Setup:

(a) Kinp, Ka, Kg + PPRF.Setup(1?).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7, 15 1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (&, 2) to the challenger.
(b Post.CT\") = Post—One—sFE(Post.MSK,i,:cz(o)).

(c ©) MSKi- ),

(d) Compute input ciphertexts:
i. (rg,i,7Tenc,i) = PPRF.Eval(Kg,1).
ii. kg = SKE.Setup(lA;rE,i).
iii. ct{y), = SKE.Enc(kp,;, Post.CT.").
iv. cti). = SKE.Enc(kp.q, L).
(e) Set hardwired values:
N {ctl(r?gz if i < t*
B Fe e P

)
)
)
)

(f) Compute oinp ;:
. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. oinp,; = SSig.Sign(sgkinp 4, Ct
(g) Send CT; = (ctj, ;; Tinp,i) to A.

i*np,i)'

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Post.Dec.st; <— Post-One-sFE.KeyGen(Post.MSK, f,st;).

(c) Pest@eestgo)—:PeSPDec—s%ﬁmd Post.Dec.stgb) = Post.Dec.st;.
)

(d) Compute state and output values:

i. For i e [t*],

b
7

) = Post—One—sFE(Post.l\/ISK,i,fz;gb)).

B. Post.CT
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C. (i, Post.Dec.stE?l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
(e) Compute ctg 1:
i. (rg1,7enc1) = PPRF.Eval(Kg, 1).
ii. kg1 = SKE.Setup(1*;7rg ).
ili. ctst,1 = SKE.Enc(kg, 1, Post.Dec.sti;7Enc,1)-
(f) Compute state ciphertexts:
i. Foric {t*t*+1},
A. (7Ej,TEnc,i) = PPRF.Eval(KEg, ).
B. kg, = SKE.Setup(1*; TEi)-

ii. ctlyp = SKEEnc(kp e, L TEncer)-
iii. ctif?t*ﬂ = SKE.Enc(kE 141, Post.Dec.st,(fi))Jrl;rEnC,t*).
(g) Setup iterator: (ppg, itrsto) < Itr.Setup(1*,27).
(h) Set hardwired values:
L1 y) = (Yee—1, )
e (Gt oy Ol e 41) = (Ctlp e, CELYe )
(i) Compute oy 1:
i. my = (1, cter 1, itrse o).
ii. (sgka 1,Vka1,Vka 1 rej) < SSig.Setup(1*; PPRF.Eval(K 4, 1)).
iii. og,1 = SSig.Sign(sgky 1,m1).
(j) Compute program: P < iO(Progs|Kinp, Ka, Kg, PPst, 1, Yfs 1, Cte =5 Yies Ctiy pey1])-
(k) Send SKy = (P, ctet,1,0st,1,itrst0) to A.
7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (acgo),:):l(-l)) to the challenger.
(b) Post.CT\" = Post-One-sFE(Post.MSK, i, z\").
(c) Compute ctinp ;:
i. (rgi,renci) = PPRF.Eval(KEg,1).
ii. kg = SKE.Setup(lA;rEJ).
iii. ctinp; = SKE.Enc(kg;, Post.CTl(-b)).
(d) Compute oinp,i:
1. (sgkinp.i» VKinp,i» VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, 7)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp,i)-
(e) Send CT; = (Ctinp.i, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

259



Lemma C.78. For all A € N and all adversaries A,
A(Hybridg(1*), Hybridz', (11)) = 0

Proof. The hybrids are identical.
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HybridéQ: This is the same as the previous hybrid except that we have rearranged some steps
and changed some notation.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
167 a state size 1¢5, an input size 1%, and an output size 1.

3. Setup:

(a) Kinp, K4, Kg PPRF.Setup(1%).
(b) Post.MSK ¢ Post-One-sFE.Setup(1*, 1¢7, 15 1% 1),

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: For¢=1,2,..., t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (acl(o), a:z(l)) to the challenger.
(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post—One—sFE.Enc(Post.I\/ISK,i,wgo)).
ii. If 1 =¢*, Post.CT; = L.
(c) Compute input ciphertexts:
1. (TE,i, TEnc,z‘) = PPRF.EV3|(KE, l)
ii. kp; = SKE.Setup(1*;7g ;).
ili. ctinp,; = SKE.Enc(kg;, Post.CT;).
(d) Set-hardwired-values:
(e) Compute oinp i
L. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. ginp,i = SSig.Sign(sgkinp.is Ctinp.i)-
(f) Send CT; = (Ctinp,is Tinp,i) to A.

6. KeyGen:

(a) A sends f to the challenger. Define st = L.
(b) Compute Post.Dec.st;: Post.Dec.st; <— Post-One-sFE.KeyGen(Post.MSK, f,st;).
(c) Compute (ys+—_1, Y=, Post.Dec.sty1):
1. Post.Dec.stgb) = Post.Dec.st;.
ii. For i € [t*],
A. Post.CT") = Post-One-sFE.Enc(Post.MSK, i, 2\"”).
B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
iii. If t* +1 > 1, Post.Dec.sty=1 = Post.Dec.stile.
(d) (yi—1,ui) = (Y1, 9 )
(e) Compute ctg ;:
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i. (rg.1,7enc1) = PPRF.Eval(KE,1).
ii. kp1 = SKE.Setup(1*;7rg1).
iii. ctst,1 = SKE.Enc(kg 1, Post.Dec.sty;7gnc 1)-
(f) Setup iterator: (ppy,itrsto) < ltr.Setup(1*,2%).
(g) Compute oy 1:
i. my = (1, ctet 1, itrst o).
ii. (sgka1,vka1,vka 1) < SSig.Setup(1*; PPRF.Eval(Ky, 1)).
iii. og,1 = SSig.Sign(sgky 1,m1).
(h) Compute state ciphertexts:
i. For i e {t*,t* + 1},
A. (rE,i,TEnc,i;) = PPRF.Eval(Kg,1).
B. kg; = SKE.Setup(1*; TEi)-
i ctl = ctly = SKE.Enc(kp,er, L Tgncr)-
il ctgeyq = ctgf?t*+1 = SKE.Enc(kg =41, Post.Dec.sty« 15 TEnc t+4+1)-
(i) Set hardwired values:
(j) Compute program: P < iO(Progs[Kinp, Ka, K, PPst, t*, U _15 Ctay 45 Yis Ctg g 1))
(k) Send SKy¢ = (P, ctst 1, 0st1, itrst o) to A.
7. Encryption Phase 2: For ¢ =¢* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (x§0)7x§1)) to the challenger.
(b) Compute phase 2 ciphertexts:
i. Post.CT; = Post-One-sFE(Post.MSK, i, 2\").
(c) Compute ctinp;:
i. (rgi,Tenci) = PPRF.Eval(KEg,1).
ii. kp; = SKE.Setup(1*;7rg,).
iii. ctinp; = SKE.Enc(kg;, Post.CT;).
(d) Compute oinp ;:
L. (58Kinp.i> VKinp,is VKinp,irej) = SSig.Setup(1*; PPRF.Eval(Kinp, i)).
ii. Oinp,;i = SSig.Sign(sgkinp ;> Ctinp,i)-
(e) Send CT; = (Ctinp,s, Tinp,i) to A.

8. Output: A sends b’ to the challenger. Output 1 if b = 0/, and output 0 else.

Lemma C.79. For all A € N and all adversaries A,
A(Hybridg', (1), Hybridz',(1%)) = 0

Proof. The hybrids are identical.
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Hybridg‘: We now rewrite our hybrid in terms of Pre-One-sFE.

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,2] where T4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 157 1Fs 1Ex 11v),
(b) Post.MSK ¢« Post-One-sFE.Setup(1*, 1/, 1fs /1% 1),

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,... t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (xgo),:nl(-l)) to the challenger.
(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.Enc(Post.MSK, i, 2\")).
ii. If i =t*, Post.CT; = L.
(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.
6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute Post.Dec.sty: Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK, f,st;).

(¢) Compute (yp+_1, Yy, Post.Dec.sty=1):

1. Post.Dec.stgb) = Post.Dec.st;.
ii. For i € [t*],
A. Post.CT!"”) = Post-One-sFE.Enc(Post.MSK, i, z").
B. (v, Post.Dec.stl(-i)l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTEb)).
iii. If t* +1 > 1, Post.Dec.styy; = Post.Dec.stgf)Jrl.
(d) Pre.SKy <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st,
t*, Yp=—1, yp=, Post.Dec.styx41).
(e) Send SK; = Pre.SKy to A.

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (m§0)7x§1)) to the challenger.
(b) Compute phase 2 ciphertexts:
i. Post.CT; = Post—One—sFE(Post.l\/ISK,i,xz(»b)).

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
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(d) Send CT; = Pre.CT; to A.
8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.80. For all A € N and all adversaries A,
A(Hybridz,(1*), Hybridg'(1})) = 0

Proof. The hybrids are identical.
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C.2 Part 2: Using the Security of Post-One-sFE

Using the security of Post-One-sFE. We will now rely on the security of Post-One-sFE for in-
dices ¢ > t. First, we unwrap the algorithms of Post-One-sFE and reorganize our hybrid. We make

use of the fact that many of the algorithms of Post-One-sFE can be computed with only a portion
of the MSK.

Hybridé4 = Hybridéoz Our starting hybrid has already swapped out encryptions of z(®) for
encryptions of z(©) for i < ¢* and for encryptions of L for i = t*.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167, a state size 1¢5, an input size 1%, and an output size 1.

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157, 1Fs 15x 10v),
(b) Post.MSK « Post-One-sFE.Setup(1*, 147, 1% 1¢x 1%).

4. Challenge Bit: b« {0,1}.

5. Encryption Phase 1: For¢=1,2,... t":
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends <x§0)7x§1)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post—One—sFE.Enc(Post.I\/ISK,i,xéo)).
ii. If i =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute Post.Dec.st;: Post.Dec.st; < Post-One-sFE.KeyGen(Post.MSK; f,st;).
(¢) Compute (yp+_1, Yy, Post.Dec.sty=1):
1. Post.Dec.stgb) = Post.Dec.st;.
ii. For i € [t¥],
A. Post.CTEb) = Post—One—sFE.Enc(Post.MSK,i,xgb)).
B. (v, Post.Dec.stgi)l) = Post—One—sFE.Dec(Post.Dec.stgb), Post.CTZ(b)).
iii. If t* +1 > 1, Post.Dec.sty=1 = Post.Dec.stgf)Jrl.
(d) Pre.SKy <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.sty,
t*, ypx—1, yi=, Post.Dec.sty=1 1)

(e) Send SKy = Pre.SKy to A.
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7. Encryption Phase 2: Fort=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (x§0)7$§1)) to the challenger.
(b) Compute phase 2 ciphertexts:
i. Post.CT; = Post—One—sFE(Post.l\/ISK,i,xl(.b)).

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(d) Send CT; = Pre.CT; to A.

8. Output: A sends V' to the challenger. Output 1 if b = ¢/, and output 0 else.
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Hybridélz We now make use of the additional properties of Post-One-sFE as defined in Sec-
tion 5.3. We unwrap Post-One-sFE.Setup and rewrite our hybrid in terms of the algorithms
Post-One-sFE.EnclLocal, Post-One-sFE.KeyGenLocal, and

Post-One-sFE.DecStGen defined in Section 5.3.

1.

6.

7.

Guess Stream Length: (t*,n) < [T4,] x [T'4,»] where T4 ) is the maximum runtime of A
on security parameter A.

. Parameters: The adversary A receives security parameter 1, and outputs a function size

167 a state size 1/, an input size 1¢x and an output size 1.

. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 107 1Fs 1Ex 11v),
(b) K « PRF.Setup(1?).
(c) Fori € [n+1], K; < PRF.Eval(K,1).

. Challenge Bit: b < {0,1}.

. Encryption Phase 1: For i =1,2,... t*

If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (mgo) :B(l)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( 4, Ki+1),i,$£0)).
ii. If 4 =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute Post.Dec.st;: Post.Dec.st; «— Post-One-sFE.KeyGenLocal (K7, f,sti).
(c) Compute (ys_1, s+, Post.Dec.stys y1):
i stl?) =ty
ii. For i€ [t*],
b b) (b
A (ysti) = f(ast”).
iii. If * 4+ 1 > 1, Post.Dec.sty11 = Post-One-sFE.DecStGen(t* + 1, Ky 41, f, stt(i))ﬂ).
(d) Pre.SKy <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.sty,
t*, Yp=—1, Yp=, Post.Dec.sty=1 1)
(e) Send SKy = Pre.SKy to A.
Encryption Phase 2: For ¢ =¢*+1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (%(0) :1:(1)) to the challenger.

et}

(b) Compute phase 2 ciphertexts:
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i. Post.CT; = Post—One—sFE.EncLocaI((Ki,KiH),i,J:Eb)).
(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(d) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b =0/, and output 0 else.

Lemma C.81. For all A € N and all adversaries A,
A(Hybridg(1*), Hybridg', (1)) < negl())

Proof. By Lemmas 5.2,5.3,5.4, except with negligible probability the two hybrids are identical. [
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HybridéQ: We compute the partial keys K; as random values. This hybrid is the same as the
previous hybrid except that

e We compute Setup as

3. Setup:
(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 177 1Fs 1Fx 11v),
(h) K < PRF.Setup{1*}.

(c) Fori € [n+ 1], K; + {0,1}6 s
Lemma C.82. If PRF is a pseudorandom function, then for all A € N and oll PPT adversaries A,
A(Hybridg!, (1*), Hybridgy (1*)) < negl())

Proof. This follows by a reduction to the security of our PRF.
Observe that we can run both hybrids without knowing K as long as we are given { K };c[n41]-

In the reduction, we run HybridéQ up to just before the Setup step. For each i € [n + 1], we
query our PRF challenger on input ¢ and receive back K; which is either a random value or is equal to
PRF.Eval(K, i) for some PRF key K. We then compute Pre.MSK < Pre-One-sFE.Setup(1*, 177, 15s 15x 11v)
and run the rest of Hybridé2 starting from Encryption Phase 1. Observe that if we received

random values, then we exactly emulate HybridéQ, and if we received PRF evaluations, then we

emulate Hybridél. Thus, by PRF security, the outputs of these hybrids must be indistinguish-
able. O
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Hybridég,: We now unwrap more of Post-One-sFE.

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 117 1Fs 1Ex 11v),
(b) Fori e [n+1],
i K; = (pi, T'msk; T:nskw Tkmr;givTKe)’Gean,Enci) + {0, 1}6)\—%3-
ii. msk; = OneFSFE.Setup(1*; rmsk, ), msk; = OneCompFE.Setup(1*; Trnsk; )
k; = SKE.Setup(1*;7.), ki = SKE'.Setup(l’\;’r';ﬁ).
4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2, ... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (x§0)7 :cgl)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X7, Ki+1),i,x£0)).
ii. If 1 = t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute Post.Dec.st;:
i Iftr+1=1,
A. ¢; < SKE.Enc(ky, L1).
B. st; = st; & p1.
C. skg, ¢ OneFSFE.KeyGen(mski, g1; TkeyGen,) for g1 = 9f G
D. Post.Dec.st; = sk, .
ii. If t* + 1 > 1, Post.Dec.st; < Post-One-sFE.KeyGenLocal( K71, f,sty).

(¢) Compute (yp_1,ys=, Post.Dec.sty=1):

1. stgb) = stjy.

ii. For i € [t*],
b b) (b
A (girsti) = f(a”,st).
i, Ift*+1>1,
~ b
A styryg = Stt(*)+1 D pre1-
B. ct}..; = OneCompFE.Enc(mskj._,, (f, Stes 41, Pmskyx ) TKeyGen,y 5 0 0*); T’Enct*ﬂ)'
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C. Post.Dec.sty 1 = ctju ;.

(d) Pre.SKy < Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st1,
t*a Ytx—1, Yty POSt.DeC.Stt*+1)

e) Send SK: = Pre.SK¢ to A.
f f

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (:BEO) ZL'(l)) to the challenger.

[t

(b) Compute phase 2 ciphertexts:

. t
i. ct; < OneFSFE.Enc(msk;, (.’El(-)),pi,pi+1, Tinskprpr;inc“rl’TmSkwﬁJrl s TKeyGen, , 15 05 0}, 09)).
ii. If i =1, Post.CT; = ct;.

i T > 1,
A. ¢; < SKE.Enc(k;, L).
B. ¢ < SKE'.Enc(k}, L).
C. skj, < OneCompFE.KeyGen(msk;, h;) for h; = he, .
D. Post.CT; = (ct;, skj, ).

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(d) Send CT; = Pre.CT; to A.

8. Output: A sends V' to the challenger. Output 1 if b = ¥/, and output 0 else.

Lemma C.83. For all A € N and all adversaries A,

A(Hybridgy(1*), Hybridgs(1%)) = 0
Proof. The hybrids are identical.
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Hybrid“74: This is the same as the previous hybrid except that we have rearranged some steps and
changed some notation.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157 1ls 15x 1Lv),
(b) For i € [n+1],
i. 7'mskia7':nsk7;v”’k'i-/7'2,,;77'KeyGen,¢>7';£nc,,¢ — {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk; ), msk; = OneCompFE.Setup(l’\;rﬁnski),
ki = SKE.Setup(1*;71,), ki = SKE' Setup(1*; 74, ).
iii. p; < {0,1}%s.
iv. K= (pi,Tmsk;, Tﬁnski’ T'kw"';c,,;ereyGenp7',Enci)~
4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (azgo), asgl)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X, Ki+1),i,m§0)).
ii. If i =¢t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute phase 1 state and output values:
i stgb)
ii. For i € [t*],

A. (yi,StZ(-i)l) = f(ml(b),stl(-b)).

e 7Y b
1. Sty = Stg*)_s_l D P+ 41.

= sty.

(c) Compute skj, : For i € [t* +1,n],
i. ¢; <~ SKE.Enc(k;, L).
iIfi > 1,
A. ¢ + SKE".Enc(k}, L).
B. skj,, <— OneCompFE.KeyGen(msk;, ;) for h; = he, .
(d) Compute hardcoded values:
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LI 1 =1,

A. sky, < OneFSFE.KeyGen(msky, g1; 7keyGen, ) for g1 = Gf st err

(Note that in this case (sti,c1) = (Styy1, crep1))-
B. Post.Dec.st; = skg, .

WOIF 1>,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal( K71, f,st1).

/ — / ot . . AN, o/

B. ctj.; = OneCompFE.Enc(mskj. i1, (f, Stes 11, Tmskpe 1 s TKeyGen,« 15 05 07); rEnct*H)
/

C. Post.Dec.sty+ 1 = ctyu .

(e) Pre.SKy <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
t*, ye—1, Yp=, Post.Dec.sty=y 1)

(f) Send SK; = Pre.SK; to A.
7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:

If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (mgo), .TZ(»l)) to the challenger.
(b) Compute phase 2 ciphertexts:
. b
i. ct; < OneFSFE.Enc(msk;, (xl( ),pi,le, Tinskpr]’r;inc”l s Tmski 41+ TKeyGen, 1+ 0, 0}, 0%)).
ii. If i = 1, Post.CT; = ct;. Else Post.CT; = (ct;, skj, ).

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(d) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.
Lemma C.84. For all A € N and all adversaries A,

A(Hybridgs(1*), Hybrid#'(1})) = 0
Proof. The hybrids are identical.
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Finishing the proof. We now use the security of Post-One-sFE to finish our proof. This proof
is essentially the same as the proof in [GKS23].

(0)

Hybridé‘l: For each i > t*41, rather than sampling p; at random and later computing st; = Stib ®p;,

we instead sample st; at random and later compute p; = stz(»b) @ st;. Our hybrid can change this
ordering since for i > t* + 1, we don’t need to compute p; until after we have received xgli)l and can
compute stgb). Note that for ¢ > t* + 1 we do not need to compute K.
1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 165, an input size 1%, and an output size 14,

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157, 155 15x 1Lv),
(b) Fori e [n+1],
1. Tmsk;s T:nskivTkwT;ciereyGeni’T/Enci «— {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk, ), msk; = OneCompFE.Setup(l’\;r:nski),
k; = SKE.Setup(1*; 7,), ki = SKE’.Setup(l’\;r;i).
Wi Tfd < % + 1,
A. p; + {0, 1}5s.
B. K; = (pivrmskwr;nski?rkwr;civ rKeyGeniarénci)-
v, T6i >t + 1,
A. st; + {0,1}%s.

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,..., t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (acgo),xl(-l)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X7, Ki+1),i,x§0)).
ii. If i =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute phase 1 state and output values:
1. stgb) = st;.
ii. For i € [t*],
A (yi,st?) = £, st
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. ppe1 = Stk @ st
(c) Compute sk;, : For i € [t* +1,n],
i C; < SKEEnc(k‘Z, J_)
BT 1,
A. ¢, + SKE'.Enc(k}, L).

B. skj, ¢ OneCompFE.KeyGen(msk;, h;) for h; = he, .
(d) Compute hardcoded values:

LIt +1=1,

A. sky, < OneFSFE.KeyGen(mski, g1; KeyGen, ) for g1 = 9f G

(Note that in this case (st1,c1) = (sty 1, e 11)).
B. Post.Dec.sty = skg, .

Tt 1> 1,
A. Post.Dec.st; < Post-One-sFE.KeyGenLocal(K71, f,sty).

/ / ot AN. o/

B. ctiuy = OneCompFE.Enc(mskt*H, (f, Stt*+1,Tmskt*+1,TKeyGent*+1707 0%); TEnct*H)
/

C. Post.Dec.sty+ 1 = ctyu .

t*v Yix—1, Yty POSt.DeC.Stt*+1)

(e) Pre.SKy < Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
f) Send SK¢ = Pre.SK; to A.
f f

7. Encryption Phase 2: For ¢ =¢*+1,t* 4+ 2,...,n:

If the adversary does not make exactly n — t* queries during this phase, output L and halt.
(a) A sends (ajgo),xl(-l)) to the challenger.
(b) Compute p;:

. b
i (g st®) =

), st”).
il. piv1 = Stz('i)l D S~t¢+1.

(¢c) Compute phase 2 ciphertexts:

i. ct; + OneFSFE.Enc(msk;, (:cl(b),pi,piﬂ, r:nsk,-+17r/Enci+17rmSki+1?TKeyGeni+17O70)\’ 09)).
ii. If i =1, Post.CTy = ct;. Else Post.CT; = (ct;,skj,.).

(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b =/, and output 0 else.
Lemma C.85. For all A € N and all adversaries A,

A(Hybridz'(1*), Hybridg!'(1*)

1)

Proof. The hybrids are identically distributed. This follow from the fact that for any value of stl(-b),
the following two distributions are identically distributed:

0
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(0)

2. p;=st; @ st;.

3. Output (stz(-b),pi, st;).
o Dy

1. p; + {0,1}%s.

2. st; = stgb) @ p;.

3. Output (stgb),pi7 st;).

Thus, it does not matter whether we compute st; first and then set p; = stgb) ®@st; (as in the previous

hybrid), or compute p; first and then set st; = st @ p; (as in the current hybrid). O

i
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Hybrid§4: For each i > t* 4 1, we hardwire into ¢; the values (y;,ctj, ;) that are output by
9i = Ysa,, on the o = 0 branch if we run it on the input generated by the challenge stream z(®).
This will allow us to later switch to the o = 1 branch in g; = g g, ., using the security of OneFSFE.

Observe that the values being hardcoded into ¢; can be determined before knowing z(®).

1. Guess Stream Length: (t*,n) < [T4\] x [T'4,x] where T 4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167, a state size 1¢5, an input size 1%, and an output size 1.

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157, 15s 15x 1Lv),
(b) For i e [n+ 1],
i. TmSki’T:nski7rkﬂr;fi’rKeyGeni?T;Enci +— {0, 1}
ii. msk; = OneFSFE.Setup(1?; rmsk, ), msk; = OneCompFE.Setup(lA;r:nski),
ki = SKE.Setup(1*;71,), ki = SKE'.Setup(1*; 74, ).
i, If 3 < ¢* + 1,
A. p; + {0,1}%s.
B. K; = (piarmskivr:nskivrkwrgw rKeyGean;Enci)'
iv. 6>t +1,
A. st; + {0, 1}%s.

4. Challenge Bit: b+ {0,1}.

5. Encryption Phase 1: For¢=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (m§0)7x§1)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X7, KZ-H),Z',:UEO)).
ii. If 1 = t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute phase 1 state and output values:
st =st;.
ii. Fori € [t*],
A. (yi,StZ@l) = f(a:l(b),stgb)).
i prey1 = St @ Sty
(c) Compute sk;, : For i € [t* +1,n],
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i. 0; «+ {0,1}".

ii. ctj OneCompFE.Enc(msk;_ ;, (f, gﬁzﬁrlJ’mskHlﬂ”KeyGeniHa070/\)””/5”@“)
ii. ¢; < SKE.Enc(kzi, (HL Ct;+1))
iv. If 4 > 1,

A. ¢ + SKE'.Enc(k}, L).
B. skj, ¢ OneCompFE.KeyGen(msk;, h;) for h; = he, .
(d) Compute hardcoded values:
LIt 1 =1,
A. skg, < OneFSFE.KeyGen(mski, g1; 7keyGen, ) for g1 = 9t s
(Note that in this case (sti,c1) = (Styey1, crep1)).
B. Post.Dec.st; = skg, .
iOIft+1> 1,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal(K71, f,st1).
B. ct}.,; = OneCompFE.Enc(mskj._,, (f, &t*-‘rlvTmskt*+lereyGent*+lu07 0M); T‘Enct*+1).
C. Post.Dec.stpy1 = ctya .
(e) Pre.SK¢ <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
t*, ypx—1, yi=, Post.Dec.sty=1 1)

f) Send SK; = Pre.SK¢ to A.
f f

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (x§0)7m§1)) to the challenger.
(b) Compute p; and ¥;:
i. (yi,stgl) = f(%(-b),stgb)).
il. ¥ =vy; D 0b;.
i pig1 = st @ stis.
(c) Compute phase 2 ciphertexts:
i. ct; « OneFSFE.Enc(msk;, (.’L'Eb),pi,pi_i_l, T:’nski_;,_l’T/Enci_,.ﬁrmSki+17TKeyGeni+17O’0A’ 0%)).
ii. If i =1, Post.CTy = ct;. Else Post.CT; = (ct;, skj,. ).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = 0/, and output 0 else.

Lemma C.86. If SKE is a secure encryption scheme, then for all A € N and all PPT adversaries
A,
A(Hybridg'(11), Hybridg' (1)) < negl())

Proof. The lemma follows by the security of SKE since we only use the keys k; to encrypt c¢;.

For t € [t*,n], define Hybridé‘}t be the same as Hybrid§4 except that in step 6¢ of KeyGen,
if i < t, we compute ¢; < SKE.Enc(k;, (0;,ct;,;)) as in Hybrid{;4 and if ¢ > t, we compute
¢i < SKE.Enc(k;, L) as in Hybridé‘l. Observe that Hybridg' = Hybridé‘}t* since for i > t* + 1,

cti,;, 0; and 1; are not used in Hybridg.. Additionally, Hybridg' = Hybridg',.
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By a reduction to the security of SKE, we show that for all ¢ € [t* + 1,n], Hybridé‘fhl and
Hybridét are indistinguishable. This implies our lemma. In the reduction, without sampling 7,
or computing k;, we run Hybridé‘}t,1 up to just before step 6¢ of KeyGen. We sample 6; < {0, 1}Zy
and compute ct;,; < OneCompFE.Enc(msk; 1, (f, Sstyyq, Tmsky 1 TKeyGen, 15 05 0M); r’EncHl). We then
send (L, (64, ct;,)) to the SKE challenger and receive an encryption ¢* of one of the two messages.
We set ¢; = ¢*. Next, we compute ¢; for ¢ € [t* + 1,n]\{t} as in step 6¢ of KeyGen of Hybridét_l.
We then run the rest of Hybridé‘}t_l starting from step 6c¢.iv of KeyGen. Observe that if ¢* was
an encryption of L then we exactly emulate Hybridé‘}t_l, and if ¢* was an encryption of (6;,ct;, ;)
then we exactly emulate Hybridét. Thus, by SKE security, the outputs of these hybrids must be
indistinguishable. 0
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Hybrid“f}): For each i > t*+1, we hardwire into ¢, the value sky, that would be output by h; = hci,c;

in the o/, = 0 branch if we were to run it on the input generated by the challenge stream 2(®) . This
will allow us to later switch to the o, = 1 branch in h; = he, ¢ using the security of OneCompFE.

Observe that the values being hardcoded into ¢, can be determined before knowing z®,

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 1&9, an input size 1tx , and an output size 14,

3. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 157 1Fs 1Ex 11v),
(b) Fori e [n+1],
1. Tmsk;s T:nskivTkwT;cereyGein/Enci «— {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk, ), msk; = OneCompFE.Setup(l’\;r:nski),
k; = SKE.Setup(1*;7.), ki = SKE’.Setup(l’\;r;Z_).
i, Ifi < "+ 1,
A. p; {0, 1}%s.
B. K; = (pi,rmski,rﬁnski,rki,rki, rKeyGeaniEnci)'
v, Tfi>t5+ 1,
A. st; < {0,1}%s.

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: For¢=1,2,..., t*
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (xgo),afz(»l)) to the challenger.

(b) Compute phase 1 ciphertexts:
i, If i < t*, Post.CT; = Post-One-sFE.EncLocal((K;, K;11),,z.").
ii. If i =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute phase 1 state and output values:
i st =st;.
ii. For i € [t*],
A. (yi,stz(-i)l) = f(xgb),stgb)).
. ppe1 = Stk @ st
(c) Compute sk;, : For i € [t* +1,n],
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i. 0; « {0,1}".
ii. ct},; « OneCompFE.Enc(mskj,y, (f, s?ciﬂ,rmskiH,TKeyGenHl,O, 0M); T/Enciﬂ)'
iii. ¢; - SKE.Enc(k;, (0, ctj, ;).
iv. sky, < OneFSFE.KeyGen(msk;, gi; TkeyGen,;) for g; = 9t i
v. If i >1,
A. ¢} + SKE'.Enc(k/, skg,).
B. Sk;” < OneCompFE.KeyGen(msk!, h;) for h; = e, e
(d) Compute hardcoded values:
LIt 1=1,
A.

g1 ' ) ) eyleny fisti,e1”

B. Post.Dec.st; = skg, .
i, Ift*+1>1,
A. Post.Dec.st; < Post-One-sFE.KeyGenLocal(K71, f,sty).
B. cty. = OneCompFE.Enc(mskj. ¢, (f, s~tt*+1armskt*+laTKeyGent*+laOa 0M); r/Enctul)‘
C. Post.Dec.sty+ 1 = ctju_ ;.

(e) Pre.SK¢ <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
t*v Ytx—1, Yty POSt.DeC.Stt*+1)

f) Send SK+ = Pre.SK; to A.
f f

7. Encryption Phase 2: Fori=t"+1,t*+2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (xgo) l'(l)) to the challenger.

(b) Compute p; and ;:
. b b) (b
i (gostif) = fa”st”),
. ¥ =y; @ 0;.
i piy1 = st @ stiy.
(¢) Compute phase 2 ciphertexts:
L ct; < OneFSFE'EnC(mSki7 (:L‘l(b) yPis Di+1, r:nski+1 ’ TllznciJrl y T'msk; 419 rKeyGeni+1v Oa O)\a Oéy))‘
ii. If i =1, Post.CT; = ct;. Else Post.CT; = (ct;, skj, ).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.87. If SKE' is a secure encryption scheme, then for all A € N and all PPT adversaries
A,
A(Hybridg'(1*), Hybrid{} (1)) < negl(\)

Proof. The lemma follows by the security of SKE’ since we only use the keys k. to encrypt .
For t € [t*, n], define Hybridét be the same as Hybrid“l% except that in step 6¢ of KeyGen, if i <
t, we compute ¢, < SKE'.Enc(k!, sky,) as in Hybridﬂ) and if i > ¢, we compute ¢, < SKE'.Enc(k}, L)
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as in Hybridé“. Observe that Hybridé4 = Hybridg}t* since moving the computation of sk, ; up in
the hybrid does not affect its output. Additionally, Hybrid“l% = Hybridén.

By a reduction to the security of SKE, we show that for all ¢t € [t* + 1,n], Hybridg;ftfl and
Hybridét are indistinguishable. This implies our lemma. In the reduction, without sampling 7’;%
or computing kj, we run Hybridét_l up to just before step 6¢ of KeyGen. We sample 6; < {0,1}>,
compute ct} ; < OneCompFE.Enc(mskj_ 1, (f,Sti41, "msky 1 TKeyGen, , 1 0, 0*); T/Enct+1)> compute ¢; <
SKE.Enc(k, (0r,cty, 1)), and compute sky, < OneFSFE.KeyGen(msk:, gt; TkeyGen,) for gt = 9,5, -
We then send (L, skg,) to the SKE challenger and receive an encryption ¢* of one of the two mes-
sages. We set ¢, = ¢* and compute sk’ht < OneCompFE.KeyGen(msk}, h;) for e, e - Next, we run
step 6¢ of KeyGen of Hybridét_l for i € [t*+1,n]\{t}. We then run the rest of Hybridét_l start-
ing from step 6d of KeyGen. Observe that if ¢* was an encryption of 1 then we exactly emulate
Hybridé‘}t_l, and if ¢* was an encryption of sk, then we exactly emulate Hybridét. Thus, by
SKE security, the outputs of these hybrids must be indistinguishable. O
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Hybrid“f‘l’tvoz We change the message encrypted in ct} so that we use the o = 1 branch of h

/.
Ct,Cy

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 117 1Fs 1Ex 11v),
(b) Fori e [n+1],
1. Tmsk;s TﬁnskpTkivrziereyGein/Enci «— {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk, ), msk) = OneCompFE.Setup(l’\;r:nski),
k; = SKE.Setup(1*;7y,), ki = SKE’.Setup(l’\;r;%).
i, If 4 < ¢* + 1,
A. p; < {0,1}%s.
B. K; = (pi,rmski,r%ski,rki,r%i, TKeyGean:Enci)'
iv. If i > ¢* +1,
A. sty + {0,1}¢s.

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: For¢=1,2,... t":
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (m§0)7x§1)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X, Ki+1),i,xz(.0)).
ii. If i =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Compute phase 1 state and output values:

i st =st;.

ii. For i € [t¥],

A. (yi,st(b) ) = f(z(b),st

b
1+ 7 ())

i
i ppe g1 = st @ sty
(c) Compute sk;, : For i € [t* +1,n],
i. 0; + {0,1}%.
ii. If i +1 <t,ct},, + OneCompFE.Enc(msk},, (07,0, 0% 0%, 1, Thiv1 )3 TEncis)-

iii. Ifi4+1 > t,ctf,; < OneCompFE.Enc(msk;_, (f, Stii1, Tmsk; 41+ "KeyGen, , ;» 0, 0*); /",Enc,,-,“)-

283



iv. ¢; <= SKE.Enc(ks, (6;,ct] ;1))
v. skg, < OneFSFE.KeyGen(msk;, gi; TkeyGen,) for g; = 9f st e
vi. If i > 1,
A. ¢ < SKE'.Enc(k}, skg,).
B. skj, < OneCompFE.KeyGen(msk;, h;) for h; = he, .
(d) Compute hardcoded values:
i. If t* +1 =1, Post.Dec.st; = skg, .
ii. Ift*4+1>1,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal(K7, f,st1).
B. ct}.,, = OneCompFE.Enc(msk;. ;, (0°, 0%, 0*, 0*, 1, r;{L*H); T,Enctul)'
C. Post.Dec.styy1 = ctya .
(e) Pre.SK¢ <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
t*, Yp=—1, Yp=, Post.Dec.sty=1 1)

(f) Send SK; = Pre.SKy to A.

7. Encryption Phase 2: For ¢ =t* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (ajgo),xl(-l)) to the challenger.
(b) Compute p; and v;:
i (st = fal” s,
ii. ¥ = y; @ 0;.
i piy1 = st @ stiy.
(¢) Compute phase 2 ciphertexts:
i. If i < t,ct; + OneFSFE.Enc(msk;, (0°¢, 0% 0% 0%, 0,0, 0%, 1,74, 4:)).
ii. Ifi > t, ct; < OneFSFE.Enc(msk;, (J:Eb),pi,piﬂ,r;“skiH,T/EnciH,rmskw,rKeyGeniH,O, 0}, 0%)).
iii. If i = 1, Post.CT; = cty. Else Post.CT; = (ct;, skj, ).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.88. If OneCompFE is a single-key, single-ciphertext, selective secure functional encryp-
tion scheme, then for all A € N and all PPT adversaries A,

A(Hybrid{}(1), Hybrid{} ;. 1 (1)) < negl(})

Proof. The lemma follows by a reduction to the security of OneCompFE since we only use
(Maskye 1 mskj. 1, TEnc,. ,,) t0 compute ctj. ., and SO

Observe that since t = t* + 1, then step 6¢ of KeyGen and step 7c of Encryption Phase 2 are
identical in both hybrids. Thus, the only change is to ctj._ ;.

In the reduction, without sampling or computing (Tﬁnskt*ﬂ’ mskj. 1, T/Enct*+1), we run Hybridﬁt*H’O
up to just before step 6¢ of KeyGen. We then run step 6¢ of KeyGen except that we skip over com-

. / . . . . . / / / .
puting Skht*ﬂ- This is possible without needing to know (Tmskt*+17 msky 1, TEnct*+1) since
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e We only need to know K; for i < t* + 1.

/

e In step 6c of KeyGen, to compute all the ct]_ ;, we only need to know (Tmskiﬂv mskéH, r{;nciﬂ)

for i >t* +1.

/

e In step 6¢ of KeyGen, to compute skﬁli for i # t* + 1, we only need to know (r[ g,

for ¢ £ t* + 1.

! /
msk;, rEncZ_)

We then send challenge message pair (mg, m1) to the OneFSFE challenger where
_ or A
mo = (f> sty 1, Tmskyx 15 TKeyGeny« 1 0,0 )

m1 = (07,0%,0%,0%, 1, )
and receive back a OneFSFE encryption ct* of one of them. We send function h | to the

OneFSFE challenger and receive back a function key sk*. We set ctj. ; = ct* and Sk/ht*+1 = sk™. As
needed for the security game, we can observe that

/
ct*+1,ct*+

l 14 A NA /
hct*+1’ci*+1(0 ]:7 0 870 70 9 1’Tkt*+1)
= SKE,.DeC(kg*_i_l, Cf‘,*—}—l)
= sk

gt* 41

5 A
- hct*+1,c;*+1 (fv ster 1, Tmskyx 15 TKeyGeny« 15 0,0 )

This is because ¢j.; encrypts skg,«,, where skg,.
branch of h,, o .

+1Cx 4

Then, if t* +1 = 1, we set Post.Dec.st; = skg,. Else, we sample

Post.Dec.st; <« Post-One-sFE.KeyGenlLocal(K7, f,st1) and set Post.Dec.styy 1 = ctj. ;. We then
compute the remainder of Hybridﬁt* 41,0 starting from step 6e of KeyGen. Note that we do not
need to know (r:nskt*ﬂ, msk. | 1, T,Enct*ﬂ) to compute the remainder of the hybrid since Encryption
Phase 2 only needs to know (7’ ‘ ) for i > t* + 1.

mskyx 17 TEnct*Jrl
Observe that if ¢* was an encryption of mg then we exactly emulate Hybrid“l%, and if ¢* was an
encryption of m; then we exactly emulate Hybrid“f‘l’t* +1,0- Thus, by the security of OneCompFE,
the outputs of these hybrids must be indistinguishable. O

. . . ;o
41 1s generated in the same way as in the aj..; =0
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Hybrid“f‘l’t,l:We change the message encrypted in ct; so that we use the a; =1 branch of g, 5 . .

1. Guess Stream Length: (t*,n) < [T4,] X [T'4,x] where T4 ) is the maximum runtime of A
on security parameter \.

2. Parameters: The adversary A receives security parameter 1%, and outputs a function size
lef, a state size 155, an input size 1“, and an output size 14,

3. Setup:

(a) Pre.MSK ¢ Pre-One-sFE.Setup(1*, 157 1Fs 1Ex 11v),
(b) Fori e [n+1],
1. Tmsk;s r:nskakw T?giereyGein/Enci «— {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk, ), msk) = OneCompFE.Setup(l’\;r:nski),
k; = SKE.Setup(1*;7y,), ki = SKE’.Setup(l’\;r;%).
i, If 3 < ¢* + 1,
A. p; {0, 1}%s.
B. K; = (pi?rmSkwr:nski’Tki?T;ci’ TKeyGenivTiEnci)'
iv. If i > ¢* + 1,
A. sty + {0,1}¢s.

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: For¢=1,2,... t":
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (xgo),a:,gl)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X, Ki+1),z’,xz(»0)).
ii. If i =t*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Compute phase 1 state and output values:

i st =st;.

ii. For i € [t¥],

A. (yi,st(b) ) = f(z(b),st

b
i+ i ())

i
i ppe g1 = st @ st .
(c) Compute sk;, : For i € [t* +1,n],
i. 0; < {0,1}%.
ii. If i + 1 < t,ct],; < OneCompFE.Enc(msk;, 1, (0t 0%, 0*, 0%, 1,r;€i+1);r’EnCi+1).

iii. Ifi+1 > ¢, ctgJrl — OneCompFE.Enc(msk;H, (f, Sti“rl?rmSkiJrl’TKeyGenH_l’O,O)\);T;Enci+1>'
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iv. ¢; <= SKE.Enc(ks, (6;,ct] ;1))

v. skg, < OneFSFE.KeyGen(msk;, gi; TkeyGen,) for g; = 9f st e

vi. If i > 1,
A. ¢ < SKE'.Enc(k}, skg,).
B. skj, < OneCompFE.KeyGen(msk;, h;) for h; = he, .

(d) Compute hardcoded values:

i. If t* +1 =1, Post.Dec.st; = skg, .

i Ift"+1>1,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal(K7, f,st1).
B. ct}.,, = OneCompFE.Enc(mskj. ;, (0°%, 0%, 0%, 0, 1,7“;%*“)' / ).

L =) (PR
C. Post.Dec.styy1 = ctya .

(e) Pre.SKy < Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.sty,
t*, Y1, ye=, Post.Dec.sty=1 1)

(f) Send SK; = Pre.SKy to A.

7. Encryption Phase 2: For ¢ =t* 4+ 1,t* 4+ 2,...,n:

If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (331(0) :U(l)) to the challenger.

' L
(b) Compute p; and v;:
i (g, st?) = £ st).
ii. ¥ = y; @ 0;.
i piy1 = st @ stiy.
(¢) Compute phase 2 ciphertexts:
i. If i <t,ct; + OneFSFE.Enc(msk;, (0°¢, 0% 0%, 0%, 0,0, 0%, 1,74, 4:)).
ii. Ifi > t, ct; « OneFSFE.Enc(msk;, (mgb)’pi7])i+1’T:nskiH”riEnci+17TmSkiJrl’TKeyGenz‘H’O’ 0}, 09)).
iii. If i = 1, Post.CT; = cty. Else Post.CT; = (ct;, skj, ).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.89. If OneFSFE is a single-key, single-ciphertext, function-selective secure functional
encryption scheme, then for all X\ € N, all t € [t* + 1,n], and all PPT adversaries A,

A(Pr[Hybrid} ;,(1*), Hybrid} , ; (1)) < negl(})

Proof. This lemma follows by a reduction to the security of OneFSFE since we only use (rmsk,, msk¢, keyGen, )
to compute ct; and skg,.

In the reduction, without sampling or computing (rmsk,, Msk¢, T'KeyGen,), We run Hybridfll’t* 411
up to just before step 6¢ of KeyGen. We then run step 6¢ of KeyGen except that we skip over
computing (skg,, ¢, sk;lt). This is possible without needing to know (rmsk,, msk¢, "keyGen,) since

e We only need to know K; for ¢ < t*+1 <t.
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e In step 6¢ of KeyGen, to compute all the ct;Jr17 we only need to know (rmskiﬂ, mMsk; 1, T"KeyGen
fori4+1>t.

i+1)

e In step 6c¢ of KeyGen, to compute (skg,, ¢}, sk;”) for i # ¢, we only need to know (rmsk;, Mski, 7keyGen, )
for ¢ # t.

We then send challenge function g; g, ., to the OneFSFE challenger and receive back a function
key sk*. We set sky, = sk*. We then compute ¢; - SKE".Enc(kj, sk, ;) and skj,, < OneCompFE.KeyGen(msk;, h;)
for hy = hct,c;- We then compute Hybrid“f‘l’t’l from step 6d of KeyGen to just before step 7c of itera-
tion i = t of Encryption Phase 2. Note that this computation only requires (7msk,, msk;, rKeyGeni)
for i < t.
We send challenge message pair (mg, m1) to the OneFSFE challenger where

— (.0 ’ / Al
mo = (.%'Z y Piy Pi+1, TmSki+1 ) rEnCH—l ) Tmski+1 y rKeyGenH_l ’ 07 0 ) 0 y)

my = (052(70687 OES’ 0>\7 O)\a 0>\7 0/\7 17 Tk’i’wi)

and receive back a OneFSFE encryption ct® of one of them. We set ct; = ct*. If i = 1, Post.CT; =
cty. Else Post.CT; = (ct;, sk’hi). As needed for the security game, we can observe that

Gy (OZX ) Ozsv 0687 0)\7 0)\7 O)\v 0)\7 1) Tk wt)
= SKE.Dec(ky, ¢;) & (1, 0111
= (0 @ Yy, ctiyy)
= (yt7 Ct%—i—l)
b
= Jc; (JTZ( )7pi7 Di+1, T:nski_,'_l ) TI/Enci+1 ) Tmski_;,_l ) TKeyGeni+l ) 07 0)\’ Oey)
This is because ¢; encrypts (0, ct;, ;) where 6; ® ¢y = y; and where ct}; is generated in the same
way as in the oy = 0 branch of g;.
We then compute the rest of Hybridﬁt’l starting from step 7d of iteration ¢ = t of Encryption
Phase 2. Note that this computation only requires (rmsk;, msk;, rKeyGeni) for i > t.
Observe that if ¢* was an encryption of mg then we exactly emulate Hybrid“f‘li,o, and if ¢* was

an encryption of my then we exactly emulate Hybridﬂt,l. Thus, by the security of OneFSFE, the
outputs of these hybrids must be indistinguishable. O
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Lemma C.90. If OneCompFE is a single-key, single-ciphertext, selective secure functional encryp-
tion scheme, then for all A € N, allt € [t* +2,n+ 1], and all PPT adversaries A,

A(Hybridf},_; ;(1"), Hybrid{} , 1(11)) < negl())

Proof. Observe that the only difference between Hybrid“f‘l’t_l’l and Hybrid“f‘l’t’o is in how we
compute ct; in the latter hybrid. Thus, the lemma follows by a reduction to the security of
OneCompFE since we only use (), msky, 7¢,.,) to compute ct; and skj,,.

In the reduction, without sampling or computing (Tinskt’ mskg,r&nq), we run Hybridﬂi’o up
to just before iteration ¢ = t — 1 of step 6¢ of KeyGen. This is possible without needing to know

(Trosk,» MSKE, e, ) since
e We only need to know K; for i < t*+1 < t.

e For iterations i < t—1 of step 6c, to compute ctj_ |, we only need to know (r,’nskiﬂ, msk; 1, T{Enciﬂ)
fori+1<t.

/

e For iterations ¢ < t — 1 of step 6¢, to compute Sk;m we only need to know (rmski,

fori<t—1.

/ /
msk;, rEnci)

We then send challenge message pair (mg, m1) to the OneFSFE challenger where
mo = (f7 gtt7 Tmsky 5 rKeyGenty 07 0)\>

m1 = (07,0%,0%, 0%, 1,7},)

and receive back a OneFSFE encryption ct* of one of them. We set ctj = ct*.
We then run the rest of step 6¢ of KeyGen of Hybridf‘l’w starting from step 6c.iv in iteration

1 = t—1, but skip over computing sk%t. This is possible without needing to know (rﬁnskt, msk}, r,’EnCt)
since

e For iterations i > t—1 of step 6c, to compute ct;_ ;, we only need to know (rﬁnskiﬂ, mskj_, |, r{;nciﬂ)

fori+1>t.

e For iterations i > ¢t — 1 of step 6¢, to compute skﬁli for ¢ # t, we only need to know

(7hsk,» MSK;, g, ) for @ # t.

We then send function h,, ., to the OneFSFE challenger and receive back a function key sk*.
We set sk’ht = sk*. As needed for the security game, we can observe that

hct,cg (Oé}-v 025’ O)\’ O)\, 1, T;gt)

= SKE'.Dec(k;, c})

= Skgt

= hct,c{5 (fa SNttu T'msk¢ > TKeyGen, s 0, 0/\)

This is because ¢, encrypts skq, where skg, is generated in the same way as in the o = 0 branch of
h

ct,ch
We then compute the remainder of Hybrid“f‘l’tyo starting from step 6d of KeyGen. Note that we

do not need to know (7], msky, 7g,.,) to compute the remainder of the hybrid since

e Computing ctj. ; only requires (riq.,. . +Tenc,.,,) and t*+1 <.
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e Encryption Phase 2 only needs to know (r/ for i > t.

/
mski+1 ? TEnCZ‘Jrl )

Observe that if ¢* was an encryption of mg then we exactly emulate Hybridﬂ)’tflyl, and if ¢* was

an encryption of m; then we exactly emulate Hybridﬂ}t’o. Thus, by the security of OneCompFE,
the outputs of these hybrids must be indistinguishable. ]
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Hybrid“142: This is the same as Hybrid“fan +1,0- Observe that we no longer need to compute p; for
1>t 4+ 1.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,x] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157 1Fs 15x 1Lv),
(b) For i € [n+ 1],
i. TmSki’T:’nski?rkﬂr;{:i?rKeyGe"i?T/Enci +— {0,1}*.
ii. msk; = OneFSFE.Setup(1*; rmsk; ), msk; = OneCompFE.Setup(l’\;rﬁnski),
ki = SKE.Setup(1*;71,), k = SKE' Setup(1*; 74, ).
i TFd < % + 1,
A. p; + {0, 1}5s.
B. K; = (piarmskiarﬁnskﬁrkwr;%a rKeyGenivrénci)-
v 160>+ 1,
A. sty + {0, 1}%s.

4. Challenge Bit: b «+ {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output L and halt.

(a) A sends (xgo),mz(-l)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If i < t*, Post.CT; = Post-One-sFE.EncLocal(( X, KZ-H),Z',:UZ(.O)).
ii. If i =¢*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.

(b) Compute phase 1 state and output values:

1. stgb) = stjy.

ii. For i € [t*],
b b) (b
A (st = fa”st?).
() o
=St A
(c) Compute sk, : For i € [t* +1,n],
i. 0; « {0,1}".
ii. ct},, < OneCompFE.Enc(msk;, ;, (0¢7,0%,0*, 0%, 1’7'1,41:+1)3 TEnc

iii.

z‘,+1)'
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ili. ¢ + SKEEHC(k‘Z, (9“ Ct;+1))-

iv. skg, < OneFSFE.KeyGen(msk;, gi; TkeyGen,) for g; = 9t
v. If i > 1,
A. ¢ < SKE'.Enc(k}, skg,).
B. skj, < OneCompFE.KeyGen(mski, h;) for h; = he, o
(d) Compute hardcoded values:
i. If t* +1 =1, Post.Dec.st; = skg, .
i Ift"+1>1,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal(K7, f,st1).
B. ct}.,, = OneCompFE.Enc(mskj. ;, (0°%, 0%, 0%, 0, Lrg. )iTs

’rEnct*_H)‘
/
C. Post.Dec.sty« 1 = ctyu -

(e) Pre.SK¢ <— Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.st;,
t*, Yp=—1, Yp=, Post.Dec.sty=1 1)
(f) Send SK; = Pre.SKy to A.

7. Encryption Phase 2: For ¢ =t* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt

ta)

(b) Compute p; and v;:

. b b b
i (yistify) = Sy st?).
i — st o g
- PFT=SY1T i
(¢) Compute phase 2 ciphertexts:

(a) A sends (331(0) :U(l)) to the challenger.

i. ct; < OneFSFE.Enc(msk;, (0°¥,0% 0% 0 0%, 0%, 0%, 1,74, ).
ii. If i = 1, Post.CTy = ct;. Else Post.CT; = (ct;,skj,.).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.
8. Output: A sends b’ to the challenger. Output 1 if b = ¢/, and output 0 else.

Lemma C.91. For all A € N and all adversaries A,

A(Hybrid{} ., o(1"), Hybrid{}(1*)) = 0
Proof. The hybrids are identical.
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Hybrid“f}g): Finally, we observe that for ¢ > ¢* + 1 the hybrid does not depend on the challenge
stream except for the values of st; and {y;};c|n). Thus, since z(® and 2(©) have the same starting

state and output values, we can exchange stream z® for (. The view of the adversary in the
final hybrid is independent of the bit b.

1. Guess Stream Length: (t*,n) < [T4,] % [T'4,z] where T4 ) is the maximum runtime of A
on security parameter A.

2. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 1&9, an input size 1tx , and an output size 14,

3. Setup:

(a) Pre.MSK < Pre-One-sFE.Setup(1*, 157, 15s 15x 15v),
(b) Fori e [n+1],
i. TmskwT:nskivrkwT;WTKeyGenivT/Enci «—{0,1}*.
ii. msk; = OneFSFE.Setup(1%; rmsk; ), msk} = OneCompFE.Setup(l’\;r:nski),
k; = SKE.Setup(1*;7y,), ki = SKE'.Setup(l’\;r;i).
i Tfd < t* + 1,
A. p; + {0, 1}%s.
B. Ki = (Dis Tmskis Tmsk;» Tki> Ty TKeyGen, s TEnc, )-
iv. If ¢ > t* 4+ 1,
A. st; < {0,1}%s.

4. Challenge Bit: b < {0,1}.

5. Encryption Phase 1: Fori=1,2,... t"
If the adversary does not make exactly t* queries during this phase, output 1L and halt.

(a) A sends (xz(o),:vl(-l)) to the challenger.

(b) Compute phase 1 ciphertexts:
i. If 1 < t*, Post.CT; = Post-One-sFE.EncLocal (( K, KHl),i,mZ(.O)).
ii. If ¢ = ¢*, Post.CT; = L.

(c) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).

(d) Send CT; = Pre.CT; to A.

6. KeyGen:

(a) A sends f to the challenger. Define st; = L.
(b) Compute phase 1 state and output values:
i. stgo) = sty.
ii. For i € [t*],
A. (yz‘,StZ@l) = f(:lrgo),stgo)).
(c) Compute sk;, : For i € [t* +1,n],
i. 0; « {0,1}".
ii. ct},, + OneCompFE.Enc(msk]_, (0°,0%, 0%, 0%, 1’T;C¢);T/Encz'+1)'
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iii. ¢; - SKE.Enc(k;, (0, ct,,)).

iv. skg, < OneFSFE.KeyGen(msk;, gi; TkeyGen,) for g; = 9f st e

v. If i > 1,
A. ¢ < SKE'.Enc(k}, skg,).
B. skj, < OneCompFE.KeyGen(msk;, h;) for h; = he, .

(d) Compute hardcoded values:

i. If t* +1 =1, Post.Dec.st; = skg, .

i. Ift*+1>1,
A. Post.Dec.st; < Post-One-sFE.KeyGenlLocal(K7, f,st1).
B. ct}.,, = OneCompFE.Enc(mskj. ;, (0°%, 0%, 0%, 0, 1,7“;%*“); /Enct*ﬂ).
C. Post.Dec.styy1 = ctya .

(e) Pre.SKy < Pre-One-sFE.KeyGenHardwire(Pre.MSK, Post-One-sFE.Dec, Post.Dec.sty,
t*, Y1, ye=, Post.Dec.sty=1 1)

(f) Send SK; = Pre.SKy to A.

7. Encryption Phase 2: For ¢ =t* 4+ 1,t* 4+ 2,...,n:
If the adversary does not make exactly n — t* queries during this phase, output L and halt.

(a) A sends (mgo),xl(-l)) to the challenger.
(b) Compute ;:
L (g, st ) = F0, st
il. Y; =vy; B0,
(¢) Compute phase 2 ciphertexts:
i. ct; < OneFSFE.Enc(msk;, (0°¥,0% 0% 0, 0%, 0%, 0%, 1,74, ).
ii. If i =1, Post.CTy = ct;. Else Post.CT; = (ct;, skj, ).
(d) Pre.CT; < Pre-One-sFE.Enc(Pre.MSK, i, Post.CT;).
(e) Send CT; = Pre.CT; to A.

8. Output: A sends b’ to the challenger. Output 1 if b = V/, and output 0 else.
Lemma C.92. For all A € N and all adversaries A,
A(Hybrid{(1%), Hybridiy(1})) = 0

Proof. The hybrids are identical. In step 6b of KeyGen and step 7b of Encryption Phase 2,
the two hybrids compute the same values of y; and ; since z® and 2(© have the same output
values. Since the previous hybrid did not depend on any other values computed during these two

steps, then exchanging stream z(®) to 2(%) as in the current hybrid does not affect the output of the
hybrid. O

Lemma C.93. For all A € N and all adversaries A,

Pr[Wrap(Hybridsy)(1*) = 1] <

N | —
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Proof. The proof relies on the fact that the adversary’s view in Hybrid“fg is independent of the
challenge bit b.

In each iteration of Wrap, we run an instance of Hybrid“f},,. The output of Wrap is defined to be
the output of the first instance of Hybrid“f}; where we did not output L, or 0 if all instances output
L. Consider any instance of Hybrid“f})). Conditioned on not outputting 1, we will only output
1 if the adversary correctly guesses b = b'. However, since the adversary’s view in Hybrid“f})) is
independent of the bit b, then conditioned on not outputting L, the probability that the adversary
makes it to the end of the hybrid and guesses correctly is at most % Thus, the probability that
Wrap(Hybrid7y)(1*) outputs 1 is at most :. O

Lemma C.94. Assuming iO for P/Poly and injective PRGs, One-sFE is a single-key, single-
ciphertext, adapively secure sFE schme.

Proof. We start by combining all of our intermediate lemmas to prove indistinguishability be-
tween Hybrids' and Wrap(Hybridfy). By Lemma C.6, Hybridg' and Wrap(Hybrid{') are indis-
tinguishable. We then show indistinguishability between Wrap(Hybrid“fl) and Wrap(Hybrid“fg)
by iterating through the wrapped versions of each of the intermediate hybrids of this security
proof. To prove indistinguishability between each pair of intermediate wrapped hybrids, we rely
on Lemma C.5 which says that it is sufficient to prove indistinguishability between the unwrapped
hybrids, which we have already done.

Since Hybrid()4 and Wrap(Hybridf%) are indistinguishable, then by Lemma C.93, for all PPT
adversaries A,

1
Pr[Hybridy'(1*) = 1] < 5+ negl()

which implies that One-sFE is a single-key, single-ciphertext, adapively secure sFE scheme. O
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D Security Proof from Section 7

In this section, we prove that sFE is adaptively secure (see Definition 3.30). In this proof, we will
use an alternate, but equivalent definition of adaptive security.

Definition D.1 (Adaptive Security for Public-Key sFE, Equivalent Definition). A public-key

streaming FE scheme sFE for P/Poly is adaptively secure if there exists a negligible function u
such that for all X € N and all PPT adversaries A,

Pr[ExptGuessi‘FE'Adaptive(1>‘) =1]| < =+ p(N)

where for each A € N, we define

ExptGuessjE'Adaptive(lA)

1. Parameters: A takes as input 1*, and outputs a function size 147, a state size 1°S, an
mput size 1£X, and an output size 1%,

Setup: Compute (mpk, msk) < sFE.Setup(1*, 147, 1%, 1¢x 1),
Public Key: Send mpk to A.

Challenge Bit: Sample b < {0,1}.

AT

For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query:
i. A outputs a streaming function query f € Fllr,ls,lx,ly].
ii. sky < sFE.KeyGen(msk, f).
iii. Send sky to A.
(b) Challenge Message Query:

i. If this is the first challenge message query, sample Enc.st < sFE.EncSetup(mpk)
and wnitialize the index i = 0. Else, increment the index ¢ by 1.

it. A outputs a challenge message pair (1‘,50),$Z(»1)) € {0, 1} x {0, 1}~
(b))

7

i1i. ct; < sFE.Enc(mpk, Enc.st, i,z
w. Send ct; to A.

6. Experiment Outcome: A outputs a bit b/. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields different

outputs on the challenge message streams submitted so far (i.e. if f(z(0) # f(zM) for some
function query f submitted by the adversary where {(xl(o),azgl)

submitted so far, z0) = :cgo) .. .xgo), and z(V) = xgl) - -$§1))-

)}ie[t] are the message queries

Using standard techniques, it is easy to show that this is equivalent to the regular definition of
adaptive security.
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D.1 Proof Overview
To build intuition, we provide a brief overview of each hybrid below.

° Hybridff‘: This is the real world experiment. The adversary first receives the security pa-
rameter and chooses the function size, state size, input size, and output size. Then, the
adversary receives the master public key MPK. After that, the adversary can repeatedly and
adaptively submit either a streaming function f; and receive a function key sky, for f;, or
submit a challenge message pair (xl(o), acgl)) and receives a ciphertext of acgb) for a fixed random

bit b € {0,1}. The adversary guesses b and wins if it guesses b correctly. Throughout the

process, we require that for all f; queried by the adversary, f; (2(0) = f ().

. Hybridf: We hardcode in values for the o = 1 branch of Gy, s, ., for each function key.
For each function query f;, we hardcode into ¢; the values (One—sFE.skfj, FPFE.ct;) that are

output by Gy, s ; on the a = 0 branch if we run it on the input (FPFE.msk, PRF.K, 0, OeSKE"“A)
generated by the challenge message. Note that this input is independent of the choice of
challenge messages (9, z(1)). (By hardcode, we mean that we generate

¢; + SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))). The objective is to use the security of FE
in the next hybrid to switch to the o = 1 branch of each Gy, ¢, s;, which does not require
knowledge of PRF.K or FPFE.msk in the input. As PRF.K is used to generate all of the
One-sFE master secret keys, being able to remove this value will allow us to hide these One-sFE
master secret keys in later hybrids. The indistinguishability of Hybridé4 and Hybridi4 holds
by the pseudorandom ciphertext property of SKE.

° Hybridf‘: In the challenge ciphertext, instead of encrypting
FE.ct « FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, OKSKE"C/\))

we encrypt
FE.ct < FE.Enc(FE.mpk, (0°FPFEmsky 0PRF.Kx 1 SKE. k)

Observe that the only functions keys generated using the corresponding FE.msk are for func-
tions G, s, ¢;- However, because we have hardcoded the correct output values into each ¢; in
our previous hybrid, then for all j,

G, .s;.c;,(FPFE.msk, PRF.K,0,0Ke 40 ) = Gy, o o (0FFPFEmska (fPRFKL ] SKE. )

Thus, the indistinguishability of Hybrid“l4 and Hybridé4 holds by the selective-security of
FE. Selective security is sufficient as the messages

(FPFE.msk, PRF.K, 0, 0/KExx) and (0fFPFEmsks 0fPRF.Ky 1 SKE.E) can be computed at the be-
ginning of the experiment, even before learning FE.mpk.

° Hybridg“: For each j, to determine the values we need to hardcode into c;, we use ran-
domness 7setup,j, TKeyGen,j» TEncSetup,js TPRF2,j: TEnc,j t0 generate One-sFE.msk;, One-sFE.Enc.st;,
One-sFE.sky,, PRF2.k;, and FPFE.ct;. Instead of generating these random values using PRF. K,
we now generate these values using true randomness. Because of the change made in our
previous hybrid, the key PRF.K is not used anywhere else in our experiment, so the indistin-
guishability of Hybridé4 and Hybrid§4 holds by the security of PRF.

° Hybridf: In the ciphertext, we replace the FPFE function keys for HZ, ROM with function
keys for new functions H* ) . (defined in Figure 8) that have additional branches of
LT, Ty Tl

computation.
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— When g = 0, H* will act the same as H. ), and will generate a One-sFE
z,xgb),:rgo),vi LTt

(b)

i

— When g =1, H:(b) ©,

,T,; "X 7 5l,U4

ciphertext for x

()

will instead generate a One-sFE ciphertext for x,

— When =2, H* ,, . will simply output v; (which is set to 0 in this hybrid).
x i,Vg

LT Ty Tt

As H ) . and H* act the same when 8 = 0, and we only encrypt FPFE messages
(2 2,

(0)
LT RUEIGR R AN

where 8 = 0, then the indistinguishability of Hybridé4 and Hybridf holds by the function
privacy of FPFE.

We will now go through a series of hybrids for K = 1 to ¢ where ¢ = ¢(\) is the runtime of
A and an implicit bound on the number of function queries made by A. At a high level, the
goal is to one by one switch to the 8§ = 1 branch in every FPFE ciphertext. This will allow
us to use the function privacy of FPFE to remove the dependence on b present in the 5 = 0
branch of each H:z(b)

(0) :
i %y stivi

- Hybridék@: We prepare to switch to the § = 2 branch in the k' FPFE ciphertext. For
each ¢, we replace the value v; in the FPFE function key of H* ) ) (or for k > 1, the

5,x; Tyt

value v; 1 in H;x(.b) RO 1) with a new value v; ;, which corresponds to the output

of H* , (o ., on the message (One-sFE.msky, One-sFE.Enc.sty, PRF2.k, 0) encrypted
T, " yli Ui

LT,
in the k' FPFE ciphertext. This value v; ) is an encryption of acl(b) under One-sFE.msk;

using randomness generated by PRF2.kj. Since the value of v; (or v; ;1) only affects
the 5 = 2 branch of HZ* ®) () (or H* ® ), and we only encrypt FPFE

(0)
TtV Lx; TtV k-1
ciphertexts where 8 = 0 or 8 = 1, then we can perform this change due to the function
privacy of FPFE.

- Hybridémz We now switch to the 3 = 2 branch of the k' FPFE ciphertext. When we
hardcode values into ¢i in our function key, instead of encrypting

FPFE.cty «+ FPFE.Enc(FPFE.msk, (One-sFE.mskg, One-sFE.Enc.sty, PRF2.k, 0))
we encrypt
FPFE.cty, < FPFE.Enc(FPFE.msk, (OZOne—sFE.mskA , OZOnestE.Encst)\ 7 OZPRF2.I€/\ 7 2))

Observe that the only FPFE function keys generated using FPFE.msk are for functions

H* . However, because we hardcoded the correct output values into each v; .
ial® $<O)t-v-k ) p N
Y LRI

then

H © (One-sFE.msky,, One-sFE.Enc.sty,, PRF2.k;, 0)
LT TtV k
=H* Oﬁone-sFE.msk/\ Oeone-SFE.Enc.st/\ OZPRFZk/\ 9
i,xl(b),mgo)’twi’k( , .2)

Thus, the indistinguishability of Hybridgf}k’0 and Hybridg—f}k’1 holds by the message
privacy of FPFE.
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®

i

— Hybridékzz We would now like to change v;j, from a One-sFE encryption of z

a One-sFE encryption of xEO). However, in order to perform that step, we first need

to use true randomness for the encryption. Thus, in this hybrid, instead of generating

o

rir (which is the randomness used to generate v;y: the ith ciphertext of a:,gb) under
One-sFE.msk;, and One-sFE.Enc.sty) using PRF2.kj,, we generate r; ; using true random-
ness. Observe that PRF2.k; was removed from our experiment in the previous hybrid
when we switched to the 8 = 2 branch in FPFE.ct;. Thus, the indistinguishability of
Hybridy;, , and Hybridz!, , holds by the security of PRF2.

Hybridék73: We now invoke the security of One-sFE to change the value of v; . For
each i, instead of computing

v; 1, < One-sFE.Enc(One-sFE.msk,, One—sFE.Enc.stk,i,mgb))

we compute
v; , < One-sFE.Enc(One-sFE.msky, One—sFE.Enc.stk,i,:BEO))

Observe that this is equivalent to switching from an encryption of 2(*) under One-sFE.msk;,
to an encryption of 2(® under One-sFE.msk,. (If for d € {0,1}, CT@ = {CTEd)}iE[n]
is an encryption of 2@ under One-sFE.msk;, then Uik = CTEb) in the former case and

Uik = CTEO) in the latter.) To allow this change under the single-key, single-ciphertext,
adaptive-security of One-sFE, we need to ensure the following:

1. We only use One-sFE.msk; and One-sFE.Enc.st;, for one ciphertext and one function
key. For our challenge message, every function query generates a different One-sFE
master secret key. Thus, we only use these values for one ciphertext (namely the
challenge ciphertext) and one key (corresponding to the k" function query f).

2. The One-sFE challenge function f; has the same output value on the challenge
messages z(®) and (). This holds since the sFE security game requires fi (a:(o)) =
fi(zM) for all functions f; queried, so indeed fi.(z®)) = fi.(z(?)).

3. We do not leak additional information about One-sFE.msk,

One-sFE.Enc.stg, or the randomness used to generate the ciphertext or function key.
Except for their appearances in the k** One-sFE ciphertext and function key, the only
place that One-sFE.msk; and One-sFE.Enc.st; appeared was in FPFE.ct;. However,
we removed these values from FPFE.ctg in a previous hybrid when we switched to the
B = 2 branch. Observe also that the randomness used is independent and uniform
as we have already removed PRF.K and PRF2.k; from the experiment.

Thus, the indistinguishability of Hybridék’2 and Hybridék’?) holds by the security of
One-sFE.
HybridékA: We undo the change made in Hybridék’? Instead of computing v;  using
true randomness, we compute v; j, using randomness r; ;, generated by the k" PRF2 key
PRF2.k;. The indistinguishability of Hybridz', 5 and Hybridz', , holds by the security
of PRF2.

Hybridéké: We now switch to the 3 = 1 branch in the k" ciphertext. When we
hardcode values into ¢ in our function key, instead of encrypting

FPFE.ctj, < FPFE.Enc(FPFE.msk, (OEOne—sFEAmsk)\ , OZOne—sFE,EncAst)\ ’ OfPRlczicA ’ 2))
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we encrypt
FPFE.cty < FPFE.Enc(FPFE.msk, (One-sFE.mskg, One-sFE.Enc.st, PRF2.ky, 1))

Observe that the only FPFE function keys we generated using FPFE.msk are for functions
H* ) ©, However, we observe that the value of v;; is now in fact equal to

H* o o . k(One—sFE.mskk,One—sFE.Enc.stk,
(0)

PRF2.kj, 1) as it is an encryption of ;" under One-sFE.mskj, using randomness generated

by PRF2.kj. Therefore,

H‘*a;“’) L0, (One-sFE.mskg, One-sFE.Enc.sty, PRF2.ky, 1)

LT, "Xy LUk

— H* o (OeOne—sFEmsk)\’OeOne—sFEEnc.st)\OZPRFZI@)\72)
%, ey ik

and the indistinguishability of Hybridé,% 4 and Hybridékﬁ holds by the message privacy
of FPFE.

° Hybridg‘: In the ciphertext, we replace the FPFE function keys for H:x<b),x(()),tivi . (where ¢

is the runtime of A) with FPFE function keys for functions H* , , where v; is set to

,T; "L, T, U4
0. Observe that ¢ is an implicit bound on the number of function queries made by A and
thus on the number of FPFE ciphertexts that we generate. Therefore, by the time we reach
Hybridéqﬁ, we will have switched all FPFE ciphertexts to the 8 = 1 branch. But since

H* ) (o and H:w(o) L0 act the same when 8 = 1, then the indistinguishability of

4,x; @y tiVig y Ly Ty iy Ug

Hybridéqﬁ and Hybridg holds by the function privacy of FPFE.

Our final hybrid Hybridé4 is independent of the bit b. Thus, any adversary’s advantage in guessing
bin Hybridé4 is zero. But our proof shows that for any PPT adversary A, A’s advantage in guessing
b in Hybrid“l4 is negligibly close to A’s advantage in guessing b in Hybridé“. Thus, for any PPT
adversary A, the advantage in guessing b in the real world must be negligible, so security holds.
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D.2 Formal Proof
We now formally prove security via a hybrid argument.

Remark D.2. We require all of our hybrids to immediately halt and output 0 if the adversary ever
aborts or if it at any point some function query f submitted by the adversary yields different outputs
on the challenge message streams submitted so far (i.e. if f(z(?) # f(z(!)) for some function query

f submitted by the adversary where {(xgo),mgl))}ie[t] are the message queries submitted so far,
20 = :Ugo) . ..x§°>, and z1) = xgl) . ..ngl)). We will consider the latter behavior to also be an

abort condition. For notational simplicity, we will omit this requirement from the description of
our hybrids.

Hybrid64(1A): This is the real world experiment. Though we have reordered some steps for the
sake of the proof, this does not affect the outcome of the experiment.

1. Parameters: The adversary A receives security parameter 1)‘, and outputs a function size
147, a state size 1¢5, an input size 1%, and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) PRF.K « PRF.Setup(1*)

(c) FPFE.msk < FPFE.Setup(1*)

(d) FE.ct < FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0/SKE-x )
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0,1}.

5. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[l,ls, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
i, ¢j « {0,1}sKEet
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.sk¢; to the adversary.

(b) Challenge Message Query: For the i'" challenge message query, A outputs a challenge
message pair (xl(o),mgl)) where xEO),xl(.l) c {0,1}x,

i. t; « {0,1}*
ii. Let Hi = H, ), as defined in Figure 5 (page 85).

sy 7y

ili. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
iv. If i = 1, let CTy = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.skg,.

v. Send CT; to the adversary.

6. Experiment Outcome: A outputs a bit &’. The output of the experiment is set to 1 if
b=1, and 0 otherwise.
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Hybrid{'(1}): For each j, we hardcode into ¢; the values

(One-sFE.sky,, FPFE.ct;) = Gy, s, ., (FPFE.msk, PRF.K, 0, OZSKE"“A)

which would be generated in the real world experiment. This will allow us to later switch to the
a =1 branch in Gy, s, ., using the security of FE. Observe that the values being hardcoded into c;

can be computed before knowing (9 or z(1).

1.

Parameters: The adversary A receives security parameter 1%, and outputs a function size
167 a state size 1¢5, an input size 1%, and an output size 14,

. Setup:

(e) FE.ct « FE.Enc(FE.mpk, (FPFE.msk, PRF.K, 0, 0%Ke£x )

. Public Key: Send MPK = FE.mpk to the adversary.
. Challenge Bit: Sample b < {0,1}.

. For a polynomial number of rounds, the adversary can do either one of the following in each

round:

(a) Function Query: For the j function query f; € F[lx, s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
(T'Setup,j» "KeyGen,j» TEncSetup,js TPRF2,j; TEnc,j) < PRF.Eval(PRF.K, s)
One-sFE.msk; < One-sFE.Setup(1%; T'Setup,j )
One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;; T’Encsetupj>
One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, f;; TkeyGen,j)
PRF2.k; < PRF2.Setup(1*; rpre2,;)
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;,
PRF2.k;,0); 7Enc,j)
G. ¢j + SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, GG))
v. Send SKy, = FE.sk¢; to the adversary.

IS O

(b) Challenge Message Query: For the i challenge message query, A outputs a challenge
message pair (ajgo),xl(l)) where xEO),fL’El) € {0,1}%x.
i. t; « {0,1}*
ii. Let Hi = H, ), as defined in Figure 5 (page 85).

sLy Hli

iii. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
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iv. If i =1, let CTy = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.sky;,.
v. Send CT; to the adversary.

6. Experiment Outcome: A outputs a bit &’. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.3. If SKE has pseudorandom ciphertexts, then for all PPT adversaries A,

Pr[Hybrid/ (1)) = 1] — Pr[Hybrid#(1%) = 1]) < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[HybridA (1)) = 1] — Pr[Hybrid{ (1) = 1]) > negl(\) (1)

We build a PPT adversary B that breaks the pseudorandom ciphertext property of SKE. B first runs
A on input 1* and receives parameters 17, 1% 1¢x 1%, B then sends message length 1fsKEma to
its SKE challenger where where {skg ,,, is computed as described in the parameter section. B then
computes (FE.mpk, FE.msk, PRF.K, FPFE.msk, FE.ct) as in Hybrid()4 and sends MPK = FE.mpk to
A. B samples b < {0,1}.

For each function query f; that A sends to B, B does the following: B computes s; < {0, 1}* and
(One-sFE.sky,, FPFE.ct;) as in Hybrid{'. B sends (One-sFE.sky,, FPFE.ct;) as its challenge message
to its SKE challenger and receives c¢; which is either a uniform random value or an encryption of
(One-sFE.sky,, FPFE.ct;) under SKE. B then computes FE.skg; < FE.KeyGen(FE.msk, G, ;. ..) and
sends SKy, = FE.skg, to A.

For each challenge message query (z
sends CT; to A.
After A is done making queries, A outputs o'. B outputs 1 if b = V/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if every c;
is an independent uniform random value, then B exactly emulates Hybrid{f‘, and if each c¢; is
an encryption of B’s j% challenge message (One-sFE.sky,, FPFE.ct;) under SKE, then B emulates
Hybrid“f‘. Additionally, B does not need to know SKE.k to carry out this experiment. Thus,
by Equation 1, this means that B breaks the pseudorandom ciphertext property of SKE as B can
distinguish between receiving random values and valid ciphertexts with non-negligible probability.
O

(0)

; ,xz(l)) output by A, B computes CT; as in Hybridff‘, and
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Hybridf‘: We change the message encrypted in FE.ct so that we use the & = 1 branch of every
Gy, s;.c;- This allows us to remove FPFE.msk and PRF.K from FE.ct.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
147 , a state size 165, an input size 1, and an output size 14,

2. Setup:

(FE.mpk, FE.msk) < FE.Setup(1%)

PRF.K < PRF.Setup(1*)

(c) FPFE.msk < FPFE.Setup(1*)

d) SKE.k < SKE.Setup(1*)

(e) FE.ct + FE.Enc(FE.mpk, (0fFPFemsy (fPRFEy 1 SKE.E))

a

(
(b
(

~— — —

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[lx, s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
(T'Setup,j> TKeyGen,j» TEncSetup,js TPRF2,j, TEnc,j) < PRF.Eval(PRF.K; s;)
One-sFE.msk; « One-sFE.Setup(1%; T'Setup,j)
One-sFE.Enc.st; One—sFE.EncSetup(One—sFE.mskj;rEncSetupj)
One-sFE.sky, «— One-sFE.KeyGen(One-sFE.msk;, f;; rkeyGen,;)
PRF2.]€]' — PRFQ.Setup(l’\;TPRFQ,j)
FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;,
PRF2.k;,0); 7Enc,;)
G. ¢j + SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, + FE.KeyGen(FE.msk,G})
v. Send SKy, = FE.skg; to the adversary.

mEH D Qw>

(b) Challenge Message Query: For the ith challenge message query, A outputs a challenge
xgo),xz(»l)) where $(0)7x§1) € {0,1}¢x.

message pair ( 3
i. t; « {0,1}*

ii. Let H; = Hi,x(b>,ti as defined in Figure 5 (page 85).

iii. FPFE.sky, — FPFE.KeyGen(FPFE.msk, I7;)

iv. If i =1, let CT; = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.sky;,.

v. Send CT; to the adversary.

6. Experiment Outcome: A outputs a bit . The output of the experiment is set to 1 if
b=1"¥, and 0 otherwise.
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Lemma D.4. If FE is selectively secure, then for all PPT adversaries,
’Pr[Hybrid{‘(ﬂ) — 1] — Pr[Hybrid{ (1)) = 1]) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid{(1") = 1] — Pr[Hybrid4(1%) = 1]) > negl()\) 2)

We build a PPT adversary B that breaks the selective-security of FE. B first runs A on input 1*
and receives parameters 17,165 1¢x 1%, B then sends function size 1£GA, input size 1ZFE‘mA, and
output size 1fFEouty to its FE challenger where {q, , lFg.m, , {FE.out, are computed as described in
the parameter section. B computes (PRF.K, FPFE.msk, SKE.k) as in Hybrid“fl. B sends challenge
message pair ((FPFE.msk, PRF.K, 0, 0fSk&kx ), (0fFPFEmsiy | 0PPREx 1 SKE.k)) to its FE challenger and
receives (FE.mpk, FE.ct) where FE.ct is either an encryption of (FPFE.msk, PRF.K,O,OKSKE-’“A) or
an encryption of (OKFPFE‘"‘SM,OKPRF‘KA,1,SKE.I<:). B then sends MPK = FE.mpk to A and samples
b+ {0,1}.

For each function query f; that A sends to B, B does the following: B computes (sj,c;) as in
Hybrid“f‘. B then sends function query G; = Gy, s, ¢, to its FE challenger and receives a function
key FE.skg, in return. This is a valid function query since for all j,

GY,.s;.c; (FPFE.msk, PRF.K, 0,006 60 ) = Gy, o (0%FPFEmsia 0fPRFKy 1 SKE k)

because c¢; encrypts (One—sFE.skfj7 FPFE.ct;) which are generated in the same way as in the o = 0
branch of Gy, s, ¢;- B then sends SKy, = FE.sk¢; to A.

For each challenge message query (:UZ(-O), xl(l)) output by A, B computes CT; as in Hybridfl, and
sends CT; to A.

After A is done making queries, A outputs b’. B outputs 1 if b = ¥/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if FE.ct is an
encryption of (FPFE.msk, PRF.K 0, OKSKE-’“A), then B exactly emulates Hybrid', and if FE.ct is an
encryption of (0fFPFEmsky O%PRF.Ky 1 SKE.k) then B emulates Hybrids'. Additionally, B does not
need to know FE.msk to carry out this experiment. Thus, by Equation 2, this means that B breaks
the selective-security of FE as B can distinguish between the two ciphertexts with non-negligible
probability. O
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Hybridff‘: We exchange the randomness generated by PRF.K with true randomness.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167 | a state size 1¢5, an input size 1%, and an output size 14,

2. Setup:

() FE.ct « FE.Enc(FE.mpk, (0°FPFEmsky (fPRFEN 1 SKE.E))
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[¢r, (s, Lx, {y] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:

etup,jr ncSetup; 77 FENCj : 5555

One-sFE.msk; + One-sFE.Setup(1*)
One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;)
One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, f;)
PRF2.k; <+ PRF2.Setup(1*)
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;,
PRF2.k;,0))
G. ¢j < SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.skg, to the adversary.

eyGen,js

mH YU Aw

(b) Challenge Message Query: For the i’ challenge message query, A outputs a challenge
go),:cgl)) where xEO),xgl) € {0,1}¢x.

i. t; « {0,1}*

ii. Let Hi = H, @, as defined in Figure 5 (page 85).

iii. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
iv. If i =1, let CT; = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.sky;,.

v. Send CT; to the adversary.

message pair (z

6. Experiment Outcome: A outputs a bit &’. The output of the experiment is set to 1 if
b=1, and 0 otherwise.
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Lemma D.5. If PRF is a secure PRF, then for all PPT adversaries A,
’Pr[Hybrid;‘(ﬂ) — 1] — Pr[Hybrid#(1}) = 1]) < negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid2 (1)) = 1] — Pr[Hybrid4(1%) = 1]) > negl()\) (3)

We build a PPT adversary B that breaks the security of PRF. B first runs A on input 1 and receives
parameters 167, 1¢5 1% 1V B then sends input size 1*, and output size 1°* to its PRF challenger.
B is then given oracle access to either PRF.Eval(PRF.K, -) for some PRF.K < PRF.Setup(1*, 1%, 1%})
or to a uniformly random function R < R 5\ where R 5, is the set of all functions from {0, 1}* to
{0,1}°*. B computes (FE.mpk, FE.msk, FPFE.msk, SKE.k) as in Hybrids' and computes FE.ct «
FE.Enc(FE.mpk, QFFPFEmsky ()fPRFRN SKE.k). (This does not require knowledge of PRF.K). B then
sends MPK = FE.mpk to A and samples b « {0, 1}.

For each function query f; that A sends to B, B does the following: B samples s; < {0, 1A

and sets (T'setup,j> "KeyGen,j> TEncSetup,j» "PRF2,j5 TEnc,j) €qual to the output of B’s oracle on s;.

B then computes One-sFE.msk; < One-sFE.Setup(1%; T'Setup,j )

One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk; rencsetup, )

One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, fj; TkeyGen,j), PRF2.k; PRF2.Setup(1>‘;rpRF2,j),
and FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0); 7Enc ;) using these
values as randomness. B computes ¢; and SKy, from these values as in Hybrids' and sends SK fi
to A.

For each challenge message query (.%1(-0), xl(l)) output by A, B computes CT; as in Hybrid§4, and
sends CT; to A.

After A is done making queries, A outputs &’. B outputs 1 if b = ¥, and outputs 0 other-
wise. If the experiment for A aborts for any reason, B always outputs 0. Observe that if B’s
oracle was a uniform random function R, then B exactly emulates Hybrid{fl, and if B’s oracle was
PRF.Eval(PRF.K,-), then B emulates Hybrids'. Additionally, B does not need to know PRF.K to
carry out this experiment. Thus, by Equation 3, this means that B breaks the security of PRF as
B can distinguish between a random function and the PRF. O
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H ., . (One-sFE.msk, One-sFE.Enc.st, PRF2.k, §):

e If =0

1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; ;)

e Ifp=1

1. r; + PRF2.Eval(PRF2.k, ;)
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z; ;)

e Else, output v;

Figure 8:

Hybrid;' (1): We replace each H. ) . with a new function H* ®) () that has additional

4T, 5t LT, T, s
branches of computation. We also move some steps further up in the proof, which we can do since
these steps do not depend on the function queries.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)

(c) SKE.k <+ SKE.Setup(1*)

(d) FE.ct + FE.Enc(FE.mpk, (0fFPFemsy (fPRFEy 1 SKE.E))
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0,1}.

5. Pre-Compute FPFE Ciphertexts: For j € [q] where ¢ = ¢(\) is a bound on the runtime
of A,

One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).
PRF2.k; + PRF2.Setup(1*)

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[l,ls, Lx,ly] made by the adver-
sary:

i. s; < {0,1}*
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ii. Compute c;:
A. One-sFE.msk;+—One-sFE.Setup(1})

. One-sFE.sk;, < One-sFE.KeyGen(One-sFE.msk;, f;)
F. ¢j + SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))

iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).

iv. FE.skg, < FE.KeyGen(FE.msk, G)

v. Send SKy, = FE.skg, to the adversary.

m Y QW

(b) Challenge Message Query: For the i challenge message query, A outputs a challenge
message pair (xgo),xl(l)) where xEO),xEI) € {0,1}¢x.
i. t; «+ {0,1}*

11 v; = OKOne-sFEct)\

ili. Let H; = H* ) L, 38 defined in Figure 8.
20 4

iv. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
v. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.sky;,.
vi. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit . The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.6. If FPFE is a function-private-selective-secure FE scheme, then for all PPT adver-
saries A,

‘Pr[Hybridg“(l’\) — 1] - Pr[Hybrid'(1}) = 1]) < negl())
Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that
‘Pr[Hybridg“(l’\) — 1] — Pr[Hybrid(1") = 1]) > negl()\) (4)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 147, 1% 1% 16 B then sends function size 1ZHA, input
size 1€FPFE""A, and output size 1loresFEcty 10 its FPFE challenger where {7, , CFpFE.m, , {One-sFE.ct, are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
Hybrids' and sends MPK = FE.mpk to .A. B then samples b < {0,1}.

Let ¢ = ¢(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and
that A outputs at most ¢(A\) function queries on security parameter A. For j € [g], B computes
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in Hybrids'. (This does not require knowledge of
FPFE.msk or f;). B then sends challenge message pairs {((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))} (g to its FPFE challenger and receives {FPFE.ct;};¢c(q
where each FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0).

For each function query f; that A sends to B, B computes s; <+ {0,1}*, One-sFE.sky, «
One-sFE.KeyGen(One-sFE.mskj, f;), ¢; += SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg, +
FE.KeyGen(FE.msk, Gy, 5. ¢;), and sends SKy, = FE.skg, to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that A makes).
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) (1)

For each challenge message query (x; ',z ') output by A, B does the following: B samples
H*

t; « {0,1}* and sets v; = 0%nesFEcts | B sends a challenge function pair (H, o, NRCIRCR ) to
[t A WLy by 5l Us

its FPFE challenger and receives an FPFE function key FPFE.sky, which is either a function key for
H, @, ora function key for H* NOPIE This is a valid function query pair since for all j € [q],

[t BEAC] L,T,; Ty T ,l,U4

H, ), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)

,Z; 7,

= Hzxgb%xgo)’th‘(One—sFE.mskj, One-sFE.Enc.st;, PRF2.k;,0)

as the two function act the same when 8 = 0. If i = 1, B sets CTy = (FE.ct, FPFE.sky, ). Else, B
sets CT; = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs b'. B outputs 1 if b = b/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then
B exactly emulates Hybridff, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybridf. Additionally, B does
not need to know FPFE.msk to carry out this experiment. Thus, by Equation 4, this means that B
breaks the function-private-selective-security of FPFE as BB can distinguish between the two security
games with non-negligible probability. O
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Hybridék,p(l’\): We replace v; with v, = H* ) . ‘(One—sFE.mskk, PRF2.kj,0). This will

allow us to later use the security of FPFE to change the input message in the k** ciphertext
FPFE.ct; so that it uses the 8 = 2 branch of H;.

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
17 | a state size 1%, an input size 1°¥, and an output size 1.

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1?)
(b) FPFE.msk < FPFE.Setup(1*)
(c) SKE.k < SKE.Setup(1%)

(d) FE.ct « FE.Enc(FE.mpk, (0‘FPFEmsy (fPRFEx 1 SKE.E))

3. Public Key: Send MPK = FE.mpk to the adversary.

4. Challenge Bit: Sample b < {0, 1}.

5. Pre-Compute FPFE Ciphertexts: For j € [¢] where ¢ = ¢()) is a bound on the runtime
of A,
(a) One-sFE.msk; < One-sFE.Setup(1?%).
(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).
(c) PRF2.k; < PRF2.Setup(1*).
(d) If j < k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
(e) If j = k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
(f) If j > k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

(¢

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j' function query f; € F[¢r, (s, Lx, (y] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.msk;, f;)
B. ¢; + SKE.Enc(SKE.k, (One-sFE.sk;,, FPFE.ct;))
iii. Let Gj = Gy, s;.c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, Gi))
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the i challenge message query, A outputs a challenge
message pair (xgo),xgl)) where acgo),mgl) € {0,1}¢x.

i. t; « {0,1}*

. r;), = PRF2.Eval(PRF2.ky, t;)

ili. v; 1 < One-sFE.Enc(One-sFE.mskj,, One-sFE.Enc.sty, 4, LL[(b)nk)
iv. Let H; = H*

b) (0
ZJE )#El(v >7ti='Ui,k

as defined in Figure 8.
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v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
vi. If i =1, let CT; = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skg,.
vii. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit &'. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.7. If FPFE is a function-private-selective-secure FE scheme, then for all PPT adver-
saries A,

Pr[Hybrid{\(1%) = 1] — Pr[Hybrid, o(1)) = 1]( negl(\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A such that

Pr[Hybrid£(1%) = 1] - Pr[HybridZ, ;(1*) = 1]( > negl(\) (5)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 147, 1% 1¢x 16 B then sends function size 1045 input
size 1ZFPFE""A, and output size 1loresFEcty 10 its FPFE challenger where {7, , {FpFE.m, , {One-sFE.ct, are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
Hybridjf‘ and sends MPK = FE.mpk to A. B samples b < {0, 1}.

Let ¢ = ¢(\) be the running time of A. Observe that ¢ = poly(\) as A is polytime and
that A outputs at most ¢(A\) function queries on security parameter A. For j € [g], B computes
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;) as in Hybridj'. (This does not require knowledge of
FPFE.msk or f;). B then sends challenge message pairs {((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))} (g to its FPFE challenger and receives {FPFE.ct;};¢c(q
where each FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;,0).

For each function query f; that A sends to B, B computes s; < {0,1}*, One-sFE.sky, <
One-sFE.KeyGen(One-sFE.mskj, f;), ¢; - SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg; <
FE.KeyGen(FE.msk, Gy, s, ¢;), and sends SKy, = FE.skg; to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that .4 makes).

For each challenge message query (z; (© ),xg )) output by A, B does the following: B sam-
ples t; < {0,1}*, sets v; = QfonesFEcty sets ri1 = PRF2.Eval(PRF2.k;,t;), and computes v;1

One-sFE.Enc(One-sFE.msk;, One-sFE.Enc.sty, 4, Eb)7 ri1). B sends challenge function pair
b n to its challenger and receives an unction key .sky,
H* ROIOP H NORO FPFE chall d i FPFE f ion key FPFE.skg,
sUq

;i

Wthh is either a functlon key for H S o, ora function key for H* ROROP . This is a valid

71717171 717171711

function query pair since for all j € [q],

(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)

Wbisvi

H* OO
—H* RO (One—sFE.mskj,One—sFE.Enc.stj,PRFQ.k:j,O)

as the two function act the same when 8 = 0. If i = 1, B sets CT; = (FE.ct, FPFE.sky, ). Else, B
sets CT; = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs ¢'. B outputs 1 if b = V/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then
B exactly emulates Hybridf, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybridém. Additionally, B
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does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 5, this means
that B breaks the function-private selective-security of FPFE as B can distinguish between the two
security games with non-negligible probability. O
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Hybridém(l’\): We change the message encrypted in FPFE.cty so that we use the 8 = 2 branch
of every H* . (o . . This allows us to remove One-sFE.msk;, and PRF2.k;, from FPFE.ct.
T, "5l V4k

LT yUi,

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167 a state size 1%, an input size 1% and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1%)

(c) SKE.k + SKE.Setup(1*)

(d) FE.ct + FE.Enc(FE.mpk, (0fFPFemsy (fPRFEy 1 SKE.E))
3. Public Key: Send MPK = FE.mpk to the adversary.

4. Pre-Compute FPFE Ciphertexts: For j € [g] where ¢ = ¢()\) is a bound on the runtime
of A,

(a) One-sFE.msk; < One-sFE.Setup(1?).

(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).

(c) PRF2.k; < PRF2.Setup(1*).

(d) If j < k, FPFE.ct; «— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
(e) If j = k, FPFE.ct; + FPFE.Enc(FPFE.msk, (0‘onesrEmsiy (fonesrEencsty (fPRF2.ky 2))

(f) If j > k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))
5. Challenge Bit: Sample b + {0, 1}.

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[lx, s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.mskj, f;)
B. ¢;j < SKE.Enc(SKE.k, (One-sFE.sk;,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the i'? challenge message query, A outputs a challenge
azgo),xgl)) where x(o),azgl) € {0,1}¢x.

message pair ( 3
i. t; « {0,1}*

ii. 7, = PRF2.Eval(PRF2.ky,t;)

ili. v;x +— One-sFE.Enc(One-sFE.mskj, One-sFE.Enc.sty, i,xl(b);ri,k)

iv. Let H; = H* ® 0, as defined in Figure 8.

LT, Ty T 5lisVik
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v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
vi. If i =1, let CT; = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skg,.
vii. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit &'. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.8. If FPFE is a function-private-selective-secure FE scheme, then for all PPT adver-
saries A and for all k € N,

Pr[Hybridz), ,(1) = 1] — Pr[Hybridz} ; (1) = 1]| < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridz', o(1*) = 1] — Pr[Hybridz}, ; (1*) = 1]| > negl()) (6)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 1%, 1¢5 1% 1v. B then sends function size 1085 input
size IZFPFE""A, and output size 1lonesFEcty 0 its FPFE challenger where {7, , {FpFE.m, , {One-sFE.ct, are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
Hybridék’o and sends MPK = FE.mpk to A. B samples b < {0, 1}.

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly(A) as A is polytime and that .4
outputs at most ¢(A) function queries on security parameter \. For j € [¢], B does the following:
B computes (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;) as in Hybridg‘}kp. (This does not require
knowledge of FPFE.msk or f;).

o If j < k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1),
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B sets its j*" challenge message pair to be

((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),

(

I

(

(

£One-sFE.msk £One-sFE.Enc. LPRF2.K
0 ne-s! msA’O ne-s! ncstA,O )\72))

o If j > k, B sets its j challenge message pair to be
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),
One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} jelq) Where
either each FPFE.ct; is an encryption of the first message of the 4t challenge message pair, or each
FPFE.ct; is an encryption of the second message of the 4t challenge message pair.

For each function query f; that A sends to B, B computes s; <+ {0,1}*, One-sFE.sky, <
One-sFE.KeyGen(One-sFE.mskj, f;), ¢; <— SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg, <
FE.KeyGen(FE.msk, ij,5j7cj), and sends SKy, = FE.skg; to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that A4 makes.)

For each challenge message query (x(O) x(l)) output by A, B does the following: B samples

AR Rt}
t; < {0,1}*, sets ri x = PRF2.Eval(PRF2.ky, t;), and computes v; j, <~ One-sFE.Enc(One-sFE.msky,
One—sFE.Enc.stk,i,xgb);rik). B sends challenge function pair (H* ) Y ) to
’ LT, T Gtk GLE Ty otV k

its FPFE challenger and receives a FPFE function key FPFE.skH: which is a function key for
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HZI@ ) 4o This is a valid function query pair since for all j € [¢] and 5 € {0,1}, we clearly
have,

H* 4 (o (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 3)

R R P

=H" 4 O (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 3)

4T, Ly V5 k

and additionally,

H NOROPI. (One—sFE.mskk,One—sFE.Enc.stk,PRFZ.k:k,O)

4Ty T i5Vi,

— H 400, (OEOne-sFE.mskA , (0 0ne-sFE Enc.sty 7 (O¢PRF2.ky ,2)

1,T; T iyVi,

as when 8 = 2, the output is v; ;, which has been programmed to be equal to
H* o) 40 (One sFE.msky, One-sFE.Enc.st, PRF2.k;, 0). If i = 1, Bsets CT; = (FE.ct, FPFE.skg, ).

;7 iU,

Else B sets CTZ = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs b’. B outputs 1 if b = ¥/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then B
exactly emulates Hybridého, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybridékyl. Additionally, B
does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 6, this means
that B breaks the function-private-selective-security of FPFE as B can distinguish between the two
security games with non-negligible probability. O
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Hybridékz(l’\): For each ¢, instead of sampling r; ;, using PRF2.kj, we sample r; ;, uniformly at
random.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
1KF, a state size 165, an input size 1t and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1*)
(c) SKE.k < SKE.Setup(1%)

(d) FE.ct < FE.Enc(FE.mpk, (0°FPFEmsky (fPRFEN 1 SKE.E))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. Pre-Compute FPFE Ciphertexts: For j € [q] where ¢ = ¢(\) is a bound on the runtime
of A,

(a) One-sFE.msk; < One-sFE.Setup(1?).
(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).

)
)
(c) If j # k, PRF2.k; < PRF2.Setup(1?*)
(d)
)
)

d) If j < k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
e) If j = k, FPFE.ct; < FPFE.Enc(FPFE.msk, (0‘oresfEmsiy (fonesetnesty (fPRF2E 2))

(
(f) If j > k, FPFE.ct; + FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 0))

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j%* function query fj € Fllr,ls,lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.msk;, f;)
B. ¢; < SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;.c; as defined in Figure 6 (page 86).
iv. FE.skg, <+ FE.KeyGen(FE.msk, G))
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the i'" challenge message query, A outputs a challenge
§°> el e {01y,
i. t; < {0,1}*

. 7

,wgl)) where x

message pair (z

ili. v; < One-sFE.Enc(One-sFE.mskj,, One-sFE.Enc.sty, 1, xz(b))
iv. Let H; = H* as defined in Figure 8.

b) _ (0)
[ N TR T

v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
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vi. If i =1, let CT; = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.sky;,.
vii. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit &'. The output of the experiment is set to 1 if
=V, and 0 otherwise.

Lemma D.9. If PRF2 is a secure PRF, then for all PPT adversaries A and for all k € N,

Pr[HybridZ, (1) = 1] — Pr[HybridZ, ,(1*) = 1}) < negl()\)
Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that
‘Pr[Hybridg}m(ﬂ) = 1] - Pr[HybridZ, ,(1") = 1}} > negl(\) (7)

We build a PPT adversary B that breaks the security of PRF2. B first runs A on input 1* and
receives parameters 167,16 1¢x 16, B then sends input size 1*, and output size 1 to its PRF2
challenger. B is then given oracle access to either PRF2.Eval(PRF2.kg,-) for some PRF2.kj <+
PRF2.Setup(1*,1*,1") or to a uniformly random function R2 « R2) ) where R2) ) is the set of
all functions from {0,1}* to {0,1}*. B computes (FE.mpk, FE.msk, FPFE.msk, SKE.k, FE.ct) as in
Hybridék’l. B then sends MPK = FE.mpk to A. B samples b < {0,1}.

Let ¢ = q(\) be the running time of A. Observe that g = poly(A) as A is polytime and that 4
outputs at most ¢(\) function queries on security parameter A. For j € [q], B does the following:
B computes (One-sFE.msk;, One-sFE.Enc.st;) as in Hybridém. If j # k, B also computes
PRF2.k; < PRF2.Setup(1*, 1%, 1%).

o If j <k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (0fonesfemsiy (fonesfetncsey (fPRFZEY 2)).

o If j > k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

For each function query f; that A sends to B, B computes s; < {0,1}*, One-sFE.sky, <
One-sFE.KeyGen(One-sFE.mskj, f;), ¢; - SKE.Enc(SKE.k, (One-sFE.sk,, FPFE.ct;)), and FE.skg; <
FE.KeyGen(FE.msk, Gy, 5. ¢;), and sends SKy, = FE.skg, to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that A4 makes.)

For each challenge message query (a;(O) 2

; »x; ) output by A, B does the following: B samples
t; + {0,1}* and sets r; equal to the output of its oracle on input t;. B computes v; ) <
One—sFE.Enc(One—sFE.mskk,One—sFE.Enc.stk,i,xgb);TM) and

FPFE.sky, < FPFE.KeyGen(FPFE.msk, H* ., o, ). Ifi=1, B sets CTy = (FE.ct, FPFE.sky,).

4L,x; Ty V5 k
Else, B sets CT; = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs b’. B outputs 1 if b = ¥/, and outputs 0 other-
wise. If the experiment for A aborts for any reason, B always outputs 0. Observe that if B’s
oracle was a uniform random function R2, then B exactly emulates Hybridé,w, and if B’s oracle
was PRF2.Eval(PRF2.kg, -), then B emulates Hybridék’l. Additionally, B does not need to know
PRF2.k to carry out this experiment. Thus, by Equation 7, this means that B breaks the security
of PRF2 as B can distinguish between a random function and PRF2. O

318



Hybridékﬁ(l’\): We now invoke the security of One-sFE to change v;; from an encryption of z(®
under One-sFE.msk; to an encryption of z© under One-sFE.msk;..

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 153, an input size lz’f, and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(

)
b) FPFE.msk < FPFE.Setup(1*)
(c) SKE.k < SKE.Setup(1*)

(d) FE.ct < FE.Enc(FE.mpk, (0‘FPFEmsy (fPRFEN 1 SKE.E))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0,1}.

5. Pre-Compute FPFE Ciphertexts: For j € [¢] where ¢ = ¢()) is a bound on the runtime
of A,

(a
(b

One-sFE.msk; < One-sFE.Setup(1*).

One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).

If j # k, PRF2.k; < PRF2.Setup(1*)

If j < k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))
If j = k, FPFE.ct; < FPFE.Enc(FPFE.msk, (0f0nesfEmsiy (fonesreEncaty (fPRR2Ey 9))

If j > k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

(c
(d
(e
(f

~— — ~— ~— —

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[lx,{s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.msk;, f;)
B. ¢;j < SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s, as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the i challenge message query, A outputs a challenge
message pair (x§0)7x§1)) where xEO),xEI) € {0,1}%x.
i. t; < {0,1}*
ii. v < One-sFE.Enc(One-sFE.mskj, One-sFE.Enc.sty, i, mgo))
iii. Let H; = Hi*z(b) L0, as defined in Figure 8.

PR N SR

iv. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
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v. If i =1, let CTy = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.sky;,.
vi. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit . The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.10. If One-sFE is single-key, single-ciphertext, adaptively secure, then for all PPT
adversaries A and for all k € N,

Pr[HybridZ, ,(1%) = 1] — Pr[HybridZ, 5(1*) = 1}) < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[HybridZ, ,(1*) = 1] — Pr[HybridZ, 5(1*) = 1}) > negl()\) (8)

We build a PPT adversary B that breaks the single-key, single-ciphertext, adaptive-security of
One-sFE. B first runs A on input 1* and receives parameters 1¢7,1¢s, 1% 14, B then sends function
size 17, state size 1%S, input size 1%, and output size 1% to its One-sFE challenger. B computes
(FE.mpk, FE.msk, FPFE.msk, SKE.k, FE.ct) as in Hybridékvz. B then sends MPK = FE.mpk to A.
B samples b < {0, 1}.

Let ¢ = ¢(\) be the running time of \A. Observe that ¢ = poly(\) as A is polytime and that .4
outputs at most ¢(A) function queries on security parameter A. For j € [q], B does the following:
If j # k, B computes One-sFE.msk; < One-sFE.Setup(1), One-sFE.EncSetup(One-sFE.msk;), and
PRF2.k; « PRF2.Setup(1%).

o If j < k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (0fonesEmsiy (yfonesFeEncsty (fPRF2Ey 9)).

o If j > k, B computes
FPFE.ct; <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

For each function query f; that A sends to B, B does the following: B computes s; < {0, 1.
If j # k, B computes One-sFE.sky, < One-sFE.KeyGen(One-sFE.msk;, f;). If j = k, B sends f}, to
its One-sFE challenger and receives a function key One-sFE.sky, in return. B computes ¢; and SKy,

from these values as in Hybridéh2 and sends SKy, to A.
(0) (1))

For each challenge message query (z;’,z;

Eb),xl(o)) to its One-sFE challenger, and receives a ciphertext One-sFE.ct; of either =z

submitted by A, B sends challenge message
(0)

pair (z g
or QZEO). Then, B samples t; <+ {0,1}*, sets v; = One-sFE.ct;, and computes FPFE.sky, <

.KeyGen .msk, H* .\ . Ife =1, B sets 1= .ct, sk, ). Else, B sets
FPFE.KeyGen(FPFE.msk, H* ., | ), If B CT FE.ct, FPFE.sky, ). Else, B
1,Z; T, Vi k

CT,; = FPFE.skg,. B sends CT; to A.

Observe that these are valid message and function queries to the One-sFE challenger since the
adversary is required to have fj(x(o)) = f; (M) = fj(a:(b)) for all f; queried by A and for streams
20 = xgo), e ,xEO) and (1) = :pgl), . ,xgl) where {(mgo),xil))}iem are the messages queried by
A so far. (If not, the adversary is considered aborting, so the hybrid would immediately halt and
output 0.)
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After A is done making queries, B receives b’ from A. B outputs 1 if b = ¥, and outputs 0
otherwise. If the experiment for A aborts for any reason, B always outputs 0. Observe that if

Z(-b) for all ¢ € [n], then B exactly emulates Hybridg‘fk’27 and if
One-sFE.ct is an encryption of (9, then B emulates Hybridék’g. Additionally, B does not need to
know One-sFE.mskj to carry out this experiment. Thus, by Equation 8, this means that B breaks
the single-key, single-ciphertext, adaptive-security of One-sFE, as B can distinguish between the

two ciphertexts with non-negligible probability. O

One-sFE.ct; is an encryption of x
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HybridékA(l’\): We now reverse the change we made in Hybridékz. For each i, instead of
sampling 7; ;, uniformly at random, we sample r; ;, using PRF2.ky.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size 1“, and an output size 14,

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1?)
(b) FPFE.msk < FPFE.Setup(1*)
(c) SKE.k <+ SKE.Setup(1*)

(d) FE.ct « FE.Enc(FE.mpk, (0‘FPFEmsiy (fPRFEN 1 SKE.E))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. Pre-Compute FPFE Ciphertexts: For j € [¢] where ¢ = ¢()) is a bound on the runtime
of A,

(a) One-sFE.msk; < One-sFE.Setup(1%).

(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).

(c) H—5~*; PRF2.k; < PRF2.Setup(1?)

(d) If j < k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
(e) If j = k, FPFE.ctj < FPFE.Enc(FPFE.msk, (0‘Onesremsky (fonesrEencsty (fPRF2Ey )

(f) If j > k, FPFE.ct; <- FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[l,ls, Lx,ly] made by the adver-
sary:
i. s; « {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.mskj, f;)
B. ¢;j < SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, < FE.KeyGen(FE.msk, GG))
v. Send SKy, = FE.sk¢; to the adversary.

(b) Challenge Message Query: For the i challenge message query, A outputs a challenge
50),$§1)) where xgo),xgl) € {0,1}¢x.

i. t; «+ {0,1}*

ii. 7 < PRF2.Eval(PRF2.ky, ;)
ili. v;} < One-sFE.Enc(One-sFE.msky, One-sFE.Enc.stk,i,xEO)
iv. Let H; = H* | as defined in Figure 8.

b) _(0)
xStV k

v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)

message pair (z

Tik)
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vi. If i =1, let CT; = (FE.ct, FPFE.sky, ). Else, let CT; = FPFE.sky;,.
vii. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit . The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.11. If PRF2 is a secure PRF, then for all PPT adversaries A and for all k € N,

Pr[HybridZ, ;(1*) = 1] — Pr[HybridZ, ,(1*) = 1}) < negl()\)
Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that
‘Pr[Hybridg}m(ﬂ) = 1] - Pr[HybridZ, ,(1") = 1}) > negl()\) (9)

We build a PPT adversary B that breaks the security of PRF2. B first runs A on input 1* and
receives parameters 167, 1% 1¢x 1%, B then sends input size 1*, and output size 1* to its PRF2
challenger. B is then given oracle access to either PRF2.Eval(PRF2.kg, ) for some PRF2.kj <«
PRF2.Setup(1’\, 17, 1>‘) or to a uniformly random function R2 < R2) » where R2) , is the set of
all functions from {0,1}* to {0,1}*. B computes (FE.mpk, FE.msk, FPFE.msk, SKE.k, FE.ct) as in
Hybridékﬁ. B then sends MPK = FE.mpk to A. B samples b < {0, 1}.

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly()) as A is polytime and that .4
outputs at most ¢(A) function queries on security parameter \. For j € [¢], B does the following:
B computes (One-sFE.msk;, One-sFE.Enc.st;, One-sFE.sky, ) as in Hybridéhg. If j # k, B computes
PRF2.k; + PRF2.Setup(1*)

o If j <k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (0fonesfemsiy (fonesfetncsey (fPRF2Ey 2)).

o If j > k, B computes
FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

For each function query f; that A sends to B, B computes s; < {0,1}*, One-sFE.sky, <
One-sFE.KeyGen(One-sFE.msk;, f;), c; <— SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg, <
FE.KeyGen(FE.msk, ij,sycj), and sends SKy, = FE.skg, to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that A4 makes.)

For each challenge message query (x(O) :c(l)) output by A, B does the following: B samples

t; {0,1})‘ and sets ;5 equal to the output of its oracle on input ¢;. B computes v;j <
One-sFE.Enc(One-sFE.mskg, One—sFE.Enc.stk,i,xl(o);ri,k) and computes
FPFE.sky, «+— FPFE.KeyGen(FPFE.msk, H* ). If i =1, B sets CT; = (FE.ct, FPFE.skg, ).

z,xib),mgo),ti,viyk

Else, B sets CT; = FPFE.sky,. B sends CT; to A.
After A is done making queries, A outputs &’. B outputs 1 if b = ¢/, and outputs 0 other-
wise. If the experiment for A aborts for any reason, B always outputs 0. Observe that if B’s
oracle was a uniform random function R2, then B exactly emulates Hybridék’g, and if B’s oracle
was PRF2.Eval(PRF2.kg, -), then B emulates HybridékA. Additionally, B does not need to know
PRF2.k to carry out this experiment. Thus, by Equation 9, this means that B breaks the security
of PRF2 as B can distinguish betwewen a random function and PRF2. O
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Hybridékﬁ(l’\): We change the message encrypted in FPFE.ct; so that it uses the 8 = 1 branch
of every H* . (o .
Ly ,xy vk

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167 a state size 1%, an input size 1¢x and an output size 1.

2. Setup:

(a) (FE.mpk, FE.msk) < FE.Setup(1*)
(b) FPFE.msk < FPFE.Setup(1%)
(c) SKE.k <+ SKE.Setup(1*)

(d) FE.ct + FE.Enc(FE.mpk, (0fFPFemsy (fPRFEy 1 SKE.E))

3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. Pre-Compute FPFE Ciphertexts: For j € [q] where ¢ = ¢(\) is a bound on the runtime
of A,

(a) One-sFE.msk; < One-sFE.Setup(1?%).

(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).

(c) PRF2.k; < PRF2.Setup(1*)

(d) If j < k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1))

e) If j = k, FPFE.ct; < FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))
)

(
(f) If j > k, FPFE.ct; - FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the j function query f; € F[lx, s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.mskj, f;)
B. ¢;j < SKE.Enc(SKE.k, (One-sFE.sk;,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, <+ FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the i'" challenge message query, A outputs a challenge
azgo),xgl)) where $(0)7$§1) € {0,1}¢x.

message pair ( 3
i. t; « {0,1}*

ii. 75 < PRF2.Eval(PRF2.kg, ;)

ili. v;x < One-sFE.Enc(One-sFE.mskj, One-sFE.Enc.sty, i,xgo); Tik)

iv. Let H; = H* ® 0, as defined in Figure 8.

LT, LT 5tV
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v. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
vi. If i =1, let CT; = (FE.ct, FPFE.skg, ). Else, let CT; = FPFE.skg,.
vii. Send CT; to the adversary.

7. Experiment Outcome: A outputs a bit &'. The output of the experiment is set to 1 if
b=1, and 0 otherwise.

Lemma D.12. If FPFE is function-private-selective-secure, then for all PPT adversaries A and
for all k € N,

Pr[Hybridz), ,(1*) = 1] — Pr[Hybridz 5(1*) = 1]| < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and k € N such that

Pr[Hybridz}, 4(1*) = 1] — Pr[Hybridz}, ;(1*) = 1]| > negl()) (10)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 1%, 1¢5 1% 1v. B then sends function size 1085 input
size IZFPFE""A, and output size 1lonesFEcty 0 its FPFE challenger where {7, , {FpFE.m, » {One-sFE.ct, are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
HybridékA and sends MPK = FE.mpk to A. B samples b < {0, 1}.

Let ¢ = q(\) be the running time of A. Observe that ¢ = poly()) as A is polytime and that .4
outputs at most ¢(A) function queries on security parameter \. For j € [¢], B does the following:
B computes (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;) as in HybridékA. (This does not require
knowledge of FPFE.msk or f;).

o If j < k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1),
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

o If j =k, B sets its j*" challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;, 1),

l l 0
(0 One-sFE.msk y ) 0 One-sFE.Enc.sty , O PRF2.k ) , 2))

o If j > k, B sets its j challenge message pair to be
((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0))

B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} jelq) Where
either each FPFE.ct; is an encryption of the first message of the 4t challenge message pair, or each
FPFE.ct; is an encryption of the second message of the 4t challenge message pair.

For each function query f; that A sends to B, B computes s; <+ {0,1}*, One-sFE.sky, <
One-sFE.KeyGen(One-sFE.mskj, f;), ¢j <= SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg, <
FE.KeyGen(FE.msk, ij,5j7cj), and sends SKy, = FE.skg; to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that 4 makes.)

For each challenge message query (xgo) x(l)) output by A, B does the following: B samples

Eas}
t; < {0,1}*, sets ri x = PRF2.Eval(PRF2.ky, t;), and computes v; j One—sFE.Enc(One—sFE msky,,

One-sFE.Enc.sty, 1, (0)'7“Zk) B sends a challenge function pair (Hz‘*x(b) © 400 (b) RO k)

'L » T

to its FPFE challenger and receives an FPFE function key FPFE.skg, which is a functlon key for
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HZI@ ) 4o This is a valid function query pair since for all j € [¢] and 5 € {0,1}, we clearly
have

H 0 (One—sFE.mskj,One—sFE.Enc.stj,PRFQ.kj,ﬁ)

71’1

—H RCOP (One—sFE.mskj,One—sFE.Enc.stj,PRF2.kj,B)

71’1’272

and additionally
H NOWOPI. (One—sFE.mskk,One—sFE.Enc.stk,PRF2.I<:k,1)

LTy T i5Vi,

— H (OKOne—sFE‘mskA , () One-sFE Enc.sty 7 (¢PRF2.ky ,2)
RO

,Z; 7 Vi, k

as when 8 = 2, the output is v; ;, which has been programmed to be equal to
H o) 40 (One-sFE.mskk7 One-sFE.Enc.st;, PRF2.kg, 1). If i = 1, Bsets CT1 = (FE.ct, FPFE.skg, ).

z,; WbisUi,

Else B sets CT~ = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs ¢'. B outputs 1 if b = ¢/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then B
exactly emulates Hybridékﬁ, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates HybridékA. Additionally, B
does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 10, this means
that B breaks the function-private-selective-security of FPFE as B can distinguish between the two
security games with non-negligible probability. O

Lemma D.13. If FPFE is a function-private-selective-secure FE scheme, then for all PPT adver-
saries A and for all k € N\{1},

‘Pr[Hybrid;j}k,LS(ﬁ) — 1] - Pr[HybridZ, (1)) = 1]’ < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a k € N\{1}
such that
‘Pr[Hybridgj}k,m(ﬂ) = 1] — Pr[Hybridz, ,(1*) = 1]‘ > negl()\) (11)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 147, 1% 1¢% 1% B then sends function size 1% A, input
size 1£FPFE””"A, and output size 1loresFEcty 10 its FPFE challenger where £y, , {FpFE.m, , {One-sFE.ct), are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
Hybridgfkfl,5 and sends MPK = FE.mpk to A. B samples b < {0,1}.

Let ¢ = ¢(\) be the running time of \A. Observe that ¢ = poly(\) as A is polytime and that .4
outputs at most ¢(A) function queries on security parameter A. For j € [q], B does the following:
B computes (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;) as in Hybridék_m. (This does not require
knowledge of FPFE.msk or f;).

o If j < k, B sets its j*" challenge message pair to be
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1),
One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)).

f j >k, B sets its j** challenge message pair to be
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0),
ne-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0)).

I
(
(
I
(
(O
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B then sends all ¢ challenge message pairs to its FPFE challenger and receives {FPFE.ct;} [, where
for j < k, FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1), and for j > k,
FPFE.ct; is an encryption of (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,0).

For each function query f; that A sends to B, B samples s; < {0, 1}*, computes One-sFE.sky, «
One-sFE.KeyGen(One-sFE.msk;, f;), c; - SKE.Enc(SKE.k, (One-sFE.sk,, FPFE.ct;)), and FE.skg; <
FE.KeyGen(FE.msk, Gy, s, ¢;), and sends SKy, = FE.skg; to A. (This is possible to compute as ¢ is
at least as large as the number of function queries that A makes.)

For each challenge message query (x Z(O),azg )) output by A, B does the following: B computes
t; < {0,1}*, ri k—1 = PRF2.Eval(PRF2.k,_1,t;), v; x—1 < One-sFE.Enc(One-sFE.mskj,_1,
One-sFE.Enc.sty_y,i, 2" 7 p_1), rix = PRF2.Eval(PRF2.ky, 1;), and

v; ), < One-sFE.Enc(One-sFE. mskk,One—sFE.Enc.stk,z’,be);ri,k). B sends a challenge function pair

(H* o) 40 H NORCY ) to its FPFE challenger and receives an FPFE function key FPFE.skg,
iV, T; T iUk
Wthh is elther a functlon key for H NORCI or a function key for H7 ) 40 1 . This is a

valid function query pair since for all j € [ ] and g € {0,1},

H NONOI (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, )

Z; "5tiyVi k—1
= H NOIROP k(One—sFE.mskj, One-sFE.Enc.stj, PRF2.k;, 5)

as the two functions act the same when 5 =0or §=1. If i = 1, B sets CT; = (FE.ct, FPFE.skg, ).
Else, B sets CT; = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs b'. B outputs 1 if b = b/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received only
ciphertexts and function keys for the first message or function of each of its challenge pairs, then B
exactly emulates Hybridék_hr,, and if B received only ciphertexts and function keys for the second
message or function of each of its challenge pairs, then B emulates Hybridék’o. Additionally, B
does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 11, this means
that B breaks the function-private selective-security of FPFE as B can distinguish between the two
security games with non-negligible probability. O
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Hybridg‘(lA): We replace each H* ) L0, with a function H* O, which is independent

L,T,; "Xy T 5liV4 K LT, T, T,V
of b.

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167 a state size 1%, an input size 1¢x and an output size 1.

2. Setup:
(a) (FE.mpk, FE.msk) < FE.Setup(1?)
(b) FPFE.msk < FPFE.Setup(1%)

(c) SKE.k <+ SKE.Setup(1*)

(d) FE.ct + FE.Enc(FE.mpk, (0‘FPFemsiy (fPRFEy 1 SKE.E))
3. Public Key: Send MPK = FE.mpk to the adversary.
4. Challenge Bit: Sample b < {0, 1}.

5. Pre-Compute FPFE Ciphertexts: For j € [q] where ¢ = ¢(\) is a bound on the runtime
of A,
(a) One-sFE.msk; < One-sFE.Setup(1?%).
(b) One-sFE.Enc.st; <— One-sFE.EncSetup(One-sFE.msk;).
(c) PRF2.k; < PRF2.Setup(1*)
)

(d) FPFE.ctj <— FPFE.Enc(FPFE.msk, (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1))

6. For a polynomial number of rounds, the adversary can do either one of the following in each
round:

(a) Function Query: For the 4t function query fj € Fllr,ls,lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. Compute c;:
A. One-sFE.sky, <— One-sFE.KeyGen(One-sFE.mskj, f;)
B. ¢;j <~ SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;))
iii. Let Gj = Gy, s;,c; as defined in Figure 6 (page 86).
iv. FE.skg, <+ FE.KeyGen(FE.msk, G)
v. Send SKy, = FE.skg, to the adversary.

(b) Challenge Message Query: For the ith challenge message query, A outputs a challenge
Z(o)szgl)) where xEO),xZ(»l) € {0,1}¢x.
i. t; «+ {0,1}*

11 v; = OZOnestE,ct/\

message pair (z

iii. Let H; = H" ) () as defined in Figure 8.
Ly Xyt

iv. FPFE.sky, = FPFE.KeyGen(FPFE.msk, H;)
v. If i =1, let CTy = (FE.ct, FPFE.skg;, ). Else, let CT; = FPFE.sky;,.
vi. Send CT; to the adversary.
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7. Experiment Outcome: A outputs a bit &'. The output of the experiment is set to 1 if
=¥, and 0 otherwise.

Lemma D.14. If FPFE is a function-private-selective-secure FE scheme, then for all PPT adver-
saries A,

Pr[Hybridz, ;(1*) = 1] — Pr[Hybridg'(1}) = 1]| < negl(})
where g = q(A) is the runtime of A on security parameter \.

Proof. First, observe that if g()A) is the runtime of A, then A outputs at most ¢(\) function queries
on security parameter \. Thus, Hybridéqé always uses the 8 = 1 branch when encrypting FPFE.ct;
as in Hybridg‘. Now, suppose for sake of contradiction that there exists a PPT adversary A such
that

Pr[Hybridz, ;(1*) = 1] — Pr[Hybridg'(1}) = 1]| > negl(}) (12)

We build a PPT adversary B that breaks the function-private-selective-security of FPFE. B first
runs A on input 1* and receives parameters 147, 1% 1% 16 B then sends function size 1% A, input
size 1£F’°FE"“A, and output size 1loresFEcty 10 its FPFE challenger where ¢, , lFPFE.m, s {One-sFE.ct, are
computed as described in the parameter section. B computes (FE.mpk, FE.msk, SKE.k, FE.ct) as in
Hybridéqf, and sends MPK = FE.mpk to A. B samples b < {0, 1}.

For j € [q], B computes (One-sFE.msk;, One-sFE.Enc.stj, PRF2.k;) as in Hybridéq75. (This does
not require knowledge of FPFE.msk or f;). B then sends challenge message pairs
{((One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1), (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1)) }¢(q to
its FPFE challenger and receives {FPFE.ct;} e[, Where each FPFE.ct; is an encryption of
(One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1).

For each function query f; that A sends to B, B samples s; < {0, 1}*, computes One-sFE.sky, «
One-sFE.KeyGen(One-sFE.mskj, f;), ¢; - SKE.Enc(SKE.k, (One-sFE.sky,, FPFE.ct;)), and FE.skg; <
FE.KeyGen(FE.msk, G, 5. ¢,;), and sends SKy, = FE.skg, to A. (This is possible to compute as g is
at least as large as the number of function queries that 4 makes.)

For each challenge message query (x (U),xz(»l)) output by A, B does the following: B computes
t; + {0,1}*, v; = QfonestEcts ;. PRF2.Eval(PRF2.k,, t;), and v; 4 + One-sFE.Enc(One-sFE.msk,,

One-sFE.Enc. stq,z,:cgo) 7iq). B sends challenge function pair (H* 0,0, JHY ) o), ) toits
7 Z’ %3

Ly Tyt

FPFE challenger and receives an FPFE function key FPFE.skg;, Wthh is elther a function key for
H OO or a function key for H RO This is a valid function query pair since for all

'L’“U’Lq 71717171

JE[Q]

H L) ) (One-sFE.msk;, One-sFE.Enc.st;, PRF2.k;, 1)

4,x; Ty Vi g

= H NOJNOR (One sFE.msk;, One-sFE.Enc.st;, PRF2.k;,1)

as the two function act the same when g = 1. If i = 1, B sets CT; = (FE.ct, FPFE.sky, ). Else, B
sets CT; = FPFE.sky,. B sends CT; to A.

After A is done making queries, A outputs ¢'. B outputs 1 if b = t/, and outputs 0 otherwise.
If the experiment for A aborts for any reason, B always outputs 0. Observe that if B received
only ciphertexts and function keys for the first message or function of each of its challenge pairs,
then B exactly emulates Hybridg}q,L:], and if B received only ciphertexts and function keys for the
second message or function of each of its challenge pairs, then B emulates Hybridé“. Additionally,
B does not need to know FPFE.msk to carry out this experiment. Thus, by Equation 12, this means
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that B breaks the function-private-selective-security of FPFE as B can distinguish between the two
security games with non-negligible probability. O

Lemma D.15. For all adversaries A,

Pr[Hybridg'(1*) = 1] <

N | =

Proof. The messages sent to A in Hybrid are independent of b. Thus, the probability that A
correctly guesses b in Hybr1d6 is 2 The lemma then follows since the probability that HybrldA
outputs 1 is at most the probability that A correctly guesses b. O

Thus, our lemmas give us the following corollary:
Corollary D.16. If
e PRF and PRF2 are secure PRF's,
e SKE is a secure symmetric key encryption scheme with pseudorandom ciphertexts,
e One-sFE is single-key, single-ciphertext, adaptively secure,
e FPFE is function-private-selective-secure,
e and FE is selective-secure,
then sFE is adaptively secure.

Proof. By combining the hybrid indistinguishability lemmas above, we get that for all PPT adver-
saries A,

1
Pr[ExptGuess™ SA9PHve (1) — ) - ‘Pr [Hybridi'(1) = 1]| < 5 + negl(})

The corollary then follows immediately. O

Corollary D.16 then implies Theorem 7.1 (page 82) , since as shown earlier, we can instantiate
the required primitives from a selectively secure, public-key FE scheme for P/Poly and a single-key,
single-ciphertext, adaptively secure, secret-key, sSFE scheme for P/Poly.
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