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Abstract. Pseudorandom Quantum States (PRS) were introduced by Ji, Liu and Song as quantum
analogous to Pseudorandom Generators. They are an ensemble of states efficiently computable but
computationally indistinguishable from Haar random states. Subsequent works have shown that some
cryptographic primitives can be constructed from PRSs. Moreover, recent classical and quantum oracle
separations of PRS from One-Way Functions strengthen the interest in a purely quantum alternative
building block for quantum cryptography, potentially weaker than OWFs.

However, our lack of knowledge of extending or shrinking the number of qubits of the PRS output still
makes it difficult to reproduce some of the classical proof techniques and results. Short-PRSs, that is
PRSs with logarithmic size output, have been introduced in the literature along with cryptographic
applications, but we still do not know how they relate to PRSs. Here we answer half of the question,
by showing that it is not possible to shrink the output of a PRS from polynomial to logarithmic qubit
length while still preserving the pseudorandomness property, in a relativized way. More precisely, we
show that relative to Kretschmer’s quantum oracle (TQC 2021) short-PRSs cannot exist (while PRSs
exist, as shown by Kretschmer’s work).

1 Introduction

Pseudorandomness is an important concept in cryptography since almost all relevant classical cryptographic
primitives require the existence of one-way functions (OWF) or equivalent objects such as pseudorandom
generators (PRG) and pseudorandom functions (PRF) [HILL99]. It corresponds to a deterministic func-
tion whose output cannot be distinguished from the uniform distribution by a computationally bounded
algorithm.

In 2018, Ji, Liu and Song [JLS18] introduced a quantum analog of PRGs, called Pseudorandom Quantum
States (PRS) that consists of a family of polynomial size keyed-states {|@x)}rei such that no quantum
polynomial-time algorithm can distinguish between a polynomial number of copies? of a randomly sampled
element from the PRSs family or a polynomial number of copies of a Haar-random state (see Definition 1
for a formal definition). We already know how to construct several cryptographic primitives from (vari-
ants of) PRSs: public key encryption with quantum keys [BGHD 23|, quantum digital signatures [MY22b],
pseudo one-time pad encryption schemes [AQY22|, statistically binding and computationally hiding com-
mitments [AQY22,MY22a,KT23] and quantum computational zero knowledge proofs [BCQ23]. Such rapid
interest derives probably from the fact that PRSs can be constructed from OWFs [JLS18] (and thus PRGs),
but there are oracle separations found between OWFs and PRSs [Kre21,KQST23|, which makes them a
potentially weaker building block for quantum cryptography, with a purely quantum description.

Classically, practical applications of PRGs require stretching the output, which can be done arbitrarily
by just using the output of the PRG as an input and roughly composing the PRG with itself. However, no
analogous intuitive construction is possible with PRSs because the input is a classical bit string and the
output is a quantum state. Moreover, although classically shrinking a PRG does not make sense, it is still
possible by discarding part of the output of the original PRG. Quantumly, discarding half of a quantum

4 The reason we give the adversary a polynomial number of copies of the state is that an arbitrary quantum state
cannot be cloned, by the no-cloning theorem.



state could lead to a maximally mixed state, making it easy to distinguish from a Haar-random state, which
means that pseudorandomness is not a property respected by subsets of the registers.

This motivates the definition of short-PRS, a PRS that on input ¥ € {0,1}* outputs a qubit of size
n(A) = O(log \). Brakerski and Shmueli [BS20] proved that ¢ - log A-output PRSs exist for any ¢ > 1. While
classically, “short-PRGs” and PRGs are equivalent, in the quantum setting, the following question remains
open

Question 1: What is the relation between short and long PRSs?

In this work we answer half of the question, by showing that there exists a quantum oracle relative to
which PRSs exist but short-PRSs do not, thus PRSs are a weaker assumption than short-PRSs. Note that
this question appeared in the literature [BS20,BB21,AQY22].

Our separation relies on another fundamental difference between quantum and classical cryptography;
while pseudorandomness has received much attention in classical cryptography, the same cannot be said about
pseudodeterminism. A pseudodeterministic variant of PRGs (PD-PRG) was first introduced by Ananth, Lin
and Yuen [ALY24], defined as a quantum polynomial-time algorithm that outputs a pseudorandom string
on a fraction of the input keys. In their work, this fraction is polynomial in size and this define polynomial
pseudodeterminism, and we define overwhelming pseudodeterminsm when this fraction is overwhelming in
size. They showed that short-PRSs can be used to construct PD-PRGs. Later Barhoush, Behera, Ozer,
Salvail and Sattath [BBO™24] introduced the analogous pseudodeterministic one-way functions (PD-OWF)
and showed that PD-PRGs imply PD-OWFs.

PD — OWFPly = PD — PRGP°"W —<—%—— PRS

PD—OWF™9 ="_ pD_ PRG"* short — PRS
OWF PRG
Fig. 1. Relation between different primitives. Proven, and our result.

Although a quantum state can encode arbitrary classical information, this information is not necessarily
accessible for an observer. For example, while OWFs are separated from PRSs, PD-OWFs can be built from
short-PRSs [BBO™24]. Another interesting question is thus

Question 2: What is the role of pseudodeterminism in quantum cryptography?

Pseudodeterministic variants of OWFs and PRGs seem to be enough to build many interesting tasks in
cryptography. For example, [ALY24] state that overwhelming PD-PRGs are enough to build PRSs, as these
can be used to generate pseudorandom phases pseudodeterministically, and they build polynomial PD-PRGs
from short-PRSs. However, it is unclear how to build overwhelming PD-PRGs from short-PRSs, or if polyno-
mial PD-PRGs are enough to build PRSs®. In other words, there seems to be a gap between the cryptography
we can build from polynomial or overwhelming pseudodeterminism, with short-PRSs being nearly as strong

5 The same construction from PRGs does not work as the polynomial error will induce too much error in the resulting
state to be a PRS.



as overwhelming pseudodeterminism while PRSs are weaker than polynomial pseudodeterminism, as we show
in this work. What is clear is that pseudodeterminism is a non-trivial property in quantum cryptography.

Our contribution. We show that Kretschmer’s oracle [Kre21] not only implies that OWFs do not exist, but
also none of the pseudoterministic variants do either. Since PD-PRGs and PD-OWFs can be constructed
from short-PRSs [ALY24,BBO*24|, our work gives a separation between PRSs and short-PRSs® and can be
stated as follows.

Theorem 1 (Theorem 4, informal). There ezists a quantum oracle O relative to which PRSs exist but
short-PRSs do not.

This result might sound counterintuitive, as it shows that we cannot shrink a pseudorandom quantum
state to a smaller one. An explanation of this result could be that requiring a polynomial number of copies of
a logarithmic quantum state to be indistinguishable from a polynomial number of copies of a random state
is a strong assumption, that is similar to OWFs, as shown by previous works.

Relative to Kretschmer’s oracle we know that poly-size PRSs exist and PromiseBQP = PromiseQMA. Here
we show that not only the existence of OWFs, but also the existence of polynomial error pseudodeterministic
OWFs (a possibly weaker assumption, but implied by short-PRSs) also implies PromiseBQP # PromiseQMA.
For the proof to work, we rely on the promise version of the complexity classes. Promises problems are such
that there are yes instances and no instances, but also other instances where the output of an algorithm does
not matter. In our proof, we define a language with the yes instances as the values for which there exists a
high probability pre-image, and the no instances are values for which there is no low probability pre-image.
Thus there is a gap between the possible success probabilities, and this gap is needed to distinguish between
the yes and no instances in polynomial time.

Open questions. We still leave open the question in the opposite direction, of building PRSs from short-PRSs.
There are two partial results regarding this in the literature; the first is that it is possible to construct PRSs
with a bigger dimension, but at the cost of the security definition to hold only for single-copy PRSs [GIMZ23],
the second gives a positive answer by assuming the existence of pseudorandom isometries [AGKL23]. However,
the general question, without assumptions, still remains open.

Note that our separation is relative to a quantum oracle, thus a classical oracle separation of short-PRSs
from PRSs is unclear. The classical oracle from [KQST23] gives P=NP, but this is not enough for PD-OWFs,
as we need promise problems in our proof.

As mentioned above, pseudodeterminism is a non-trivial feature of quantum cryptography. It is unclear
where PRSs and short-PRSs lie in the graph of Figure 1: are short-PRSs equivalent to negl(n) error pseudo-
determinism? Which cryptographic tasks require negligible error pseudodeterminism and which ones inverse
polynomial? Moreover, although intuitively the answer should be yes, it is still unclear if all the pseudo-
deterministic variants of PRGs/PRFs/OWFs are equivalent to each other. Constructing PD-OWFs from
PD-PRGs is possible by the generalization lemma of [BBO™24], but proving the other direction is still open.

Finally, our results imply that the quantum oracle separation from [Kre21] is not enough to separate
short-PRSs from OWFs, thus it is natural to ask if this is possible. Indeed quantum oracles for “short” PRUs
will not lead to PromiseBQP = PromiseQMA, because the concentration inequality on the Haar measure does
not hold with small dimensions for the unitaries. As for classical oracles, there is a classical oracle separation
between 1-copy short-PRSs and OWFs [KQST23], but a multi-copy separation is still unknown (both for
short-PRSs and PRSs).

2 Preliminaries

We use A to denote the security parameter. We use negl(-) to denote a negligible function. We use € to denote
the empty string. We use || to denote the concatenation operator. We use z < y to denote the fact that x is

6 Note that relative to Kretschmer’s oracle, not only do we have PRSs, but we also have pseudorandom unitaries
(PRU).



a prefix of y, i.e. there exists 2’ such that y = z||2’. We use 2 £ y to denote the fact that x is not a prefix
of y. We use + A to denote uniform sampling from the set A.

We use H,, to denote the Haar measure over n-qubit space, i.e. H((C)®"). The Haar measure over C¢ is
the uniform measure over all d-dimensional unit vectors over C.

We include here the relevant pseudorandom notions.

Definition 1 (Pseudorandom quantum states [JLS18]). Let A € N, and let n(\) be the number of
qubits in the quantum system. A keyed family of n-qubit quantum states {|¢r)}refo,13> is pseudorandom if
the following two conditions hold:

1. Efficient generation. There is a QPT algorithm G that on input k € {0,1}* generates
Ga(k) = [k )x] -

2. Pseudorandomness. For any QPT adversary A and all polynomials t(-), we have

[,4 (1& |<p,§>®f“>) - 1} ST [A (1& |y>®f<”) - 1“ < negl(\).

Pr
k+{0,1}*» V) —Hn (X

We say that a n(A)-PRS is a short-PRS if the output is logarithmic in the security parameter, i.e. n(A) =
O(log A). From now on we will use PRSs to refer to long-output PRSs and short-PRSs for logarithmic output.
We also include a pseudodeterministic primitive.

Definition 2 (Quantum Pseudo-deterministic One-Way Functions” [BBO*24, Definition 9]).
A QPT algorithm F : {0,1}™™) — {0,1}*V is a quantum pseudo-deterministic one-way function if the
following conditions hold:

— Pseudodeterminism. There exists a constant ¢ > 0 and function u(X) = O(A™°) such that for all
X €N, there exists a set Ky C {0,117
1. Prz ey |z {0,1}N] >1—p(N).
2. For any x € Ky, it holds that
Prjy=F > 1 —negl(N), 1
Jeimax rly = Fx(z)] = gl(A) (1)
where the probability is over the randomness of F.
— Security. For every QPT inverter A:

P I CACF(@) = F(@)] < negl(3), @

where the probability is over the randomness of F' and A.

Note that the pseudodeterminism factor in the above definition comes from the size of the good key
space (1(\), which is an inverse-polynomial in the security parameter A. This means that for a non-negligible
number of elements in the key space, the OWF could behave arbitrarily. We could also define a negligible
variant by requesting p(A) to be a negligible function in A.

We can build PD-OWFs from short-PRSs.

Theorem 2 (Adapted from [BBO'24, Theorem 6]%). Assuming the existence of (clog \)-PRSs with
¢ > 12, there exists a O(A~¢/"2+1)-PD-OWF F : {0,1}¥ — {0, 1} with input/output length £(X) = X/6.

" In [BBOT24] they actually define Quantum Pseudo-deterministic One-Way Hash Functions (PD-OWHF). We omit
the hash property here for simplicity, but since the security properties of both functionalities are equivalent our
proof also trivially works for PD-OWHF.

8 Here we also use the PD-OWTF variant of their theorem originally for PD-OWHF. This choice affects the parameters
of the domain and range in the theorem statement because constructing a PD-OWHF requires more steps than
constructing a PD-OWF (we only need the first step of their proof). However, note that changing the domain/range
of the function to some different polynomials in A would still make the proof go through by changing some
parameters in the proof.



Finally, we will need Kretschmer’s (quantum) oracle O relative to which OWFs do not exist, but PRSs
do. The former is because PromiseBQP and PromiseQMA are equal relative to this oracle, we only include
here the definitions of these languages for the sake of self-containment, but we refer the reader to the original
paper for a lengthier explanation of the complexity classes.

Definition 3. A promise problem £ = LyesULnoUL | with £ C {0,1}* is in PromiseQMA (Quantum Merlin—
Arthur) if there exists a polynomial-time quantum algorithm V(z,|v¢)) called a verifier and a polynomial p
such that:

1. (Completeness) If x € Lyes, then there exists a quantum state |¢) on p(|x|) qubits (called a witness or
proof) such that Pr[V(z, |¥)) =1] > %
2. (Soundness) If © € Lno, then for every quantum state |1) on p(|z|) qubits, Pr [V (z,[¢)) = 1] < 1.

Definition 4. A promise problem £ = Lyes U Lo UL with £ C {0,1}* is in PromiseBQP (Bounded-error
Quantum Polynomial time) if there exists a randomized polynomial-time quantum algorithm A(x) such that:

1. If x € Lyes, then Pr[A(x) = 1]

>
2. If x € Ly, then Pr[A(z) =1] <

2
B
3-

Theorem 3 ([Kre2l]). There exists a quantum oracle O, such that:

1. PromiseBQP® = PromiseQMAC°.
2. A\-PRSs exist relative to O.°

3 Separating PRSs from short-PRSs
In this section, we prove our main theorem, that we can separate poly-size PRSs and log-size PRSs. Formally,
we will be proving the following theorem.

Theorem 4. There exists a quantum oracle O such that relative to O, A\-PRSs exist, but (clog \)-PRSs with
¢ > 12 do not exist.

The oracle necessary for the separation is actually the same oracle that Kretschmer used to separate PRSs
and OWFs (Theorem 3). It turns out that this oracle is also separating PD-OWFs from PRSs, we prove here
that if PromiseBQP = PromiseQMA, then we do not have PD-OWFs. This in addition with Barhoush and
Salvail’s result that short-PRSs are enough to build PD-OWFs (Theorem 2) will give us the theorem.

According to the above considerations, the main theorem follows directly from the following proposition.

Proposition 1. If PD-OWFs exist, then PromiseBQP # PromiseQMA.

Proof. Let A € N and F : {0,1}* — {0,1}¥») be a PD-OWF. Let us define a promise language £ =
Lyes U Lno UL with £ C {0,1}* where yes instances have a pre-image with respect to F but no instances
do not. Formally,

Lyes = {(1', 0" y) € (1) x 0,1} x {0,110V
Jdr € {0,1}*,2' <z and Prly = F)\(z)] > 1 —negl(\)}, (3)

Lao = {0/, y) € {1V} x {01} x {0, 10|

A

We claim that £ € PromiseQMA but £ ¢ PromiseBQP, thus there must be a separation between both
complexity classes. These claims are proven in Lemma 1 and Lemma 2 respectively. O

Vz € {0,1}*,2" £z or Prly = F\(z)] <1- 1}. (4)

 The random oracle is a random unitary operation, which gives the existence of PRUs and thus PRSs [JLS18].



We now prove the two claims from the proposition. We start by showing that the language defined
in proposition 1 is in PromiseQMA, this is, we will construct an algorithm (verifier) that given an element of
the domain and a (quantum) proof can distinguish if the element is a yes or no instance of the language.

Lemma 1. Let F' be a PD-OWF and let L be the language defined in Proposition 1, then £ € PromiseQMA.

Proof. We define a quantum polynomial-time algorithm A that given an element of the domain (1¢V, 2/ y) €
{11 x {0, 1}* x {0, 1}*™) and a classical proof z € {0, 1}*M, will check if the proof z is indeed a pre-image
of the PD-OWF by checking if it coincides with the input y.

Algorithm 1: A((1‘™, 2/ y), z)
1: ifa A

2: return 0

3: forl1<i<2\:

4:  if Fx(z) #y:

5: return 0

6: return 1

Note that the algorithm runs in polynomial-time trivially because computing F) is done efficiently by def-
inition and we make 2\ calls to it. We now prove that the algorithm distinguishes between the yes/no
instances.

(i) Let (1*™ 2’ y) € Lyes. Then by definition there exists a proof = € {0,1}* such that

2’ <z and Prly = F)\(z)] > 1 — negl(\).

Then the proof z will be an element of the input ((1°M,z’,y),z) for which the algorithm A will output 1
with high probability because

Pr A1 &' ), z) = 1} = Pr[V1 < i < 2), the execution of F)(x) outputs y]
> (1 — negl()* > 2/3,
which holds whenever A > 6. Indeed, recall that negl(A\) < 1/A¢ for all ¢ > 1, thus in particular negl(\) < 1/)\2,

hence

1\ _ 2
_ 22 > _ > 2
(1 — negl(\)) (1 )\2> -3

whenever A > 6, where we used that we have an increasing function in .
(ii) Let (1*™, 2/, 9) € Lyo. Then by definition for every potential proof € {0,1}* we have that either

1
' £z or Prly=Fy\(z)]<1- T

Then for every possible input ((1¢™), 2/, y), z) the algorithm will output 0 with high probability because

Pr [A((léo‘), 2 y),z) = 1] =Pr[z’ A2 AV1 <i<2), the execution of Fy(z) outputs y]

< Pr [Vl <i <2\, the execution of F(z) outputs y]

1 2\
< <1—A> <e?<1/3.



Lemma 2. Let F be a PD-OWF and let L be the language defined in Proposition 1, then £ ¢ PromiseBQP.

Proof. We will prove this by contradiction. Let us assume that instead £ € PromiseBQP, this is, there exists
a BQP algorithm A such that:

L If (1N 2’ y) € Lyes, then Pr [A(lz(’\),z/,y) =1] >2/3.
2. If (1“2’ y) € Ly, then Pr [A(1*N 2/, y) = 1] < 1/3.

Without loss of generality, we can assume that the algorithm A4 has completeness 1 — ﬁ and soundness
le)' We will now show how we can construct a QPT algorithm A’ that finds a pre-image of every F\ with
high probability when it exists, by querying the original BQP algorithm A at most £(\) + 1 times.

Algorithm 2: A'(1¢/(V) )
1: b A1 e y)

2: ifb=0:

3: return |

4: mo <€

5: for1<i<{e()N):

6: b A1 x0]0,7)
7 ifb=1:

8 : Zo = x0l|0

9: else :
10 : Zo = xol|1
11 : return zo

Indeed if (15()‘), €,Y) € Lyes, then the probability that the algorithm A" outputs a correct pre-image is very

high
1\ N+
(1 b
z e A (1 y)] > (1 g(/\)> . (5)

However, this raises a contradiction with the security of the PD-OWF from the assumption Definition 2,

Pr |y = argmax Prly = F)\(z)]

y€{0,1}¢)

w<—{0Pi§}e<A> [FA(A/“Z(A)’ Fx(z))) = FA(w)]

_ r(18(N) —
P [BACD R = R@ e k] | P ek

+ [P, By@) = Fy(@) |2 ¢ Ka]  Pr (2 ¢ K

Pr
z+{0,1}¢(N) z+{0,1}£(2)

> P [P (A (1D, Fy () = Fy () ] N P ekl
> (A A (1, By (@) = Fa@) |2 € Ka] (1= (V).

Pr
z{0,1}£(0)



where the first equality comes from the law of total probability and the second inequality comes from the
property of ). We can rewrite the last element as:

Pr |:y3 = ‘ Y1,Y2,Y3 < F)\(.T),l‘l — A/(le()\)ay2)7x S ’C/\:|
x4—{0,1}¢()

Y1,Y2,Y3 < F)\(.’E)
zy — A (1N y0), 2 € Ky

> Pr Y3 =Yo =y = argmax Prly = F)\(2)] | A (z1 =x)
z+{0,1}¢N) ye{0,116(N)

3

Fy(z) = argmax Prly = Fa(z)] |z € Ky

ye{0,1}¢

Pr
24{0,1}¢N)

T € Ky

- Pr A [ 1*Yargmax Prly = Fy(z)] | =z
24{0,1}¢(X) ye{0,1}¢)

N +1
>0 (1-55)

where the first inequality comes from the law of total probability, and the last inequality from the definition
of a PD-OWF and Equation (5). This gives that:

‘ 1\ N+
(A0, B@) = R 2 0 -neg)* (1= 755) 040
1

~

(

(N)+1
> 0-0) (1-755) -

Pr
z{0,1}¢(2)

()

Note that this bound is not negligible since

1\ L+ 1
1——= >,
o) 10

whenever A > 2, which contradicts Equation (2). O
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