Public-Key Cryptography through the Lens of Monoid Actions

Hart Montgomery * Sikhar Patranabis '

Abstract

We show that key exchange and two-party computation are exactly equivalent to monoid actions
with certain structural and hardness properties. To the best of our knowledge, this is the first “natural”
characterization of the mathematical structure inherent to any key exchange or two-party computation
protocol, and the first explicit proof of the necessity of mathematical structure for public-key cryptography.
We then utilize these characterizations to show a new black-box separation result, while also achieving a
simpler and more general version of an existing black-box separation result. Concretely, we obtain the
following results:

TwoO-PARTY KEY EXCHANGE. We show that that any two-party noninteractive key exchange protocol
is equivalent to the existence of an abelian monoid equipped with a natural hardness property, namely
(distributional) unpredictability. More generally, we show that any k-round (two-party) key exchange
protocol is essentially equivalent to the existence of a (distributional) unpredictable monoid with certain
commutator-like properties. We then use a generic version of this primitive to show a simpler and more
general version of Rudich’s (Crypto *91) black-box separation of k-round and (k + 1)-round key exchange.

TwO-PARTY COMPUTATION. We show that any maliciously secure two-party computation protocol is
also equivalent to a monoid action with commutator-like properties and certain hardness guarantees. We
then use a generic version of this primitive to show a black-box separation between k-round semi-honest
secure two-party computation and (k + 1)-round maliciously secure two-party computation. This yields
the first black-box separation (to our knowledge) between k-round and (k + 1)-round maliciously secure
two-party computation protocols.

We believe that modeling cryptographic primitives as mathematical objects (and our approach of using such
modeling for black-box separations) may have many other potential applications and uses in understanding
what sort of assumptions and mathematical structure are necessary for certain cryptoprimitives.
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1 Introduction

An important question in the theory of cryptography is also one of the simplest to state: what implies
public-key cryptography? In particular, the idea of separating public-key cryptography from symmetric-key
cryptography using mathematical structure has been around for quite some time: Barak mentions this in “The
Complexity of Public-Key Cryptography” [Barl7]. As he puts it, “... it seems that you can’t throw a rock
without hitting a one-way function” but public-key cryptography is somehow “special.” Barak implicitly
argues that there is some mathematical structure inherent in public-key cryptography: “One way to phrase
the question we are asking is to understand what type of structure is needed for public-key cryptography.”
However, formalizing this has proven to be difficult.

A number of works have shown connections between particular mathematical structures and cryptography.
Hohenberger showed that pseudo-free groups had numerous cryptographic applications [Hoh03] which
led to several follow-up works [Riv04, CFW11]. Other works [JQSY 19, ADMP20] focused on building
cryptography from “hard” group actions, and some papers focusing on Braid group cryptography have had
interesting discussions on mathematical structure and cryptography [Gar08, AJJ12].

Characterizing Cryptoprimitives by Structure. There has been a line of work [AMPR19, AMP19,
BKLS24] focused more directly on the characterization of cryptographic primitives by mathematical structure:
roughly speaking, the authors of these papers show that certain primitives in the world of Minicrypt [Imp95]
(i.e., one-way functions, pseudorandom generators, weak unpredictable functions, and weak pseudorandom
functions) that are homomorphic between the input space (or the key space if it exists) and the output space
directly imply the existence of many cryptographic primitives. However, these works are purely constructive
and not very useful for separations: they show that simple primitives endowed with extra structure can be
used to build powerful cryptographic primitives. In this paper, we ask the following question: is there a
characterization of a cryptographic primitive in terms of a simply structured mathematical object that is
exactly equivalent to the primitive?

Black-Box Separations. Another fundamental question in cryptography is to understand the power of a
cryptographic primitive in terms of what other primitives are (im)possible to build from it in a black-box
way. Understanding these implications lets us design new primitives, figure out attacks, and understand
cryptographic primitives better in a complexity-theoretic sense.

Some of the oldest and most famous black-box separation results are about key exchange: in perhaps
the most well-known work on black-box separations [IR89], Impagliazzo and Rudich showed how to
separate key exchange (of any number of rounds) from one-way functions. In a follow-up work, Barak and
Mahmoody [BM09] improved the result of Impagliazzo and Rudich, proving a “query-optimal” attack that
nicely matched the known positive result: the famous Merkle puzzles [Mer78]. In addition, Rudich [Rud92]
showed how to black-box separate k-round key exchange from (k + 1)-round key exchange for any k. More
recently, separations have helped us better understand things like MPC round complexity [ABG'20] and
indistinguishability obfuscation [GMM17a, GMM17b]. We refer to [Fis12] for a comprehensive survey of
the enormous literature on black-box reductions and separations in cryptography, and present a more detailed
treatment of related work in Section 1.3.

Relativizing Reductions. A well-studied approach to establishing black-box separations is to prove the
impossibility of a relativizing reduction [RTV04] between certain primitives. In these sorts of separations,
which aim to separate a “stronger” primitive from a “weaker” primitive, typically some oracle O or set of



oracles with certain structure are assumed to exist. Generally speaking the structure of the oracle mimics
the functionality of the “weaker” primitive in the separation result. It is then shown that, given O and some
very powerful oracle (e.g. an NP-oracle), it is impossible to build the “stronger” primitive. The powerful
NP-oracle (or sometimes an even more powerful oracle, like a PSPACE-oracle) serves to ensure that no
hardness assumptions can be used other than what is inherent to the oracle O. In these reductions, the oracle
O can sometimes be stronger (or at least not necessarily equivalent to) the “weaker” primitive involved in the
black-box separation. This extra slack has the potential to make black-box separation results much trickier
since O may be “in between” the strong and weak primitives in terms of its power.

Separations using Mathematical Structure. In this work, we investigate the possibility of defining oracles
that are exactly equivalent to generic versions of primitives that we want to separate. Such an approach
potentially allows us to construct new or simplified separation results since oracles that are exactly equivalent
to generic versions of primitives might be easier to separate than those that are not exactly equivalent.
Moreover, characterizing cryptographic primitives in a way that leads to easily defined oracles may allow
for interesting observations on what is necessary for building the primitives themselves in terms of both
mathematical structure and hardness, which could be of independent interest, particularly for mathematicians
looking to find new hardness assumptions and objects of cryptographic interest.

This motivates us to ask the following: can we characterize important cryptoprimitives exactly by their
mathematical structure? And does characterizing cryptographic primitives in terms of the algebraic structure
inherent to them enable new black-box separation results (or alternatively, enable simpler and more general
versions of existing black-box separation results)?

1.1 Our Contributions

In this paper, we answer the above question in the affirmative. We present novel characterizations of common
cryptographic primitives in terms of the mathematical structure that is inherent to such primitives. We
additionally show that such characterization offers new possibilities for black-box separation results involving
such primitives.

Concretely, we focus on two very popular and well-studied cryptographic primitives, namely two-party
key exchange (abbreviated henceforth as KE) and two-party computation (abbreviated henceforth as 2-PC).
We show that KE and 2-PC are exactly equivalent to monoid actions' with certain structural and hardness
properties. To the best of our knowledge, this is the first “natural” characterization of the mathematical
structure inherent to any KE or 2-PC protocol, and the first explicit proof of the necessity of mathematical
structure for public-key cryptography. We then utilize these characterizations to show a new black-box
separation result, while also achieving a more general version of an existing black-box separation result.

Structure of Key Exchange. Recently, group actions have become a popular concept in cryptography, as
they have been used to model elliptic curve isogenies [BY91, Cou06, ADMP20]. Informally speaking, a
group action is a tuple of a group G, a set X, and an operation x where the identity (there is some identity
element e € G such that, for all z € X, exx = x) and composability (for all g, h € G, gx (hx x) = gh*x)
axioms hold.

As shown in [ADMP20], we can define similar assumptions with group actions as is done with groups:
for instance, informally speaking, the group action CDH problem (GA-CDH) is, for randomly sampled
g,h € Gand x € X, given x, g % x, and hx x, output gh * . Analogous to how can build key exchange from

'For unfamiliar readers, we explain and formally define these in our preliminaries and technical overview.



abelian groups where the CDH assumption holds, we can build key exchange from abelian group actions
where the GA-CDH assumption holds: given a public set element x, Alice samples g € G and sends g x x
to Bob, Bob samples h € G and sends h x x to Alice, and both Alice and Bob compute gh x . At a high
level', this is how CSIDH [CLM™ 18] (and certain other families of isogeny-based assumptions) can be used
to build key exchange.

Recall that a monoid is just a group where the property that elements have unique inverses is not required
to hold. Similarly, we can define a monoid action as just the same thing as a group action except we use a
monoid instead of a group. In this work, we show that any two-party non-interactive KE protocol is equivalent
to the existence of an abelian monoid action equipped with a natural hardness property that is quite similar to
a CDH assumption on monoid actions, namely (distributional) unpredictability. Our result is captured by the
following (informal) theorem (see Theorems 2.5 and 2.4 for a more formal exposition):

Theorem 1.1 (Informal). Any two-party non-interactive KE protocol is equivalent to a “hard” abelian
monoid action, where the hardness assumption is distributional unpredictability.

We generalize this result to show that any two-party k-round KE protocol is equivalent to the existence of
a (distributional) unpredictable monoid action with certain commutator-like properties. This gives us what
we consider to be the first “natural” characterization of KE with respect to mathematical structure. While it
has long been folklore knowledge that some kind of structure is necessary for public-key cryptography, we
believe that this is the first formalization of this idea. Moreover, it is only slightly weaker than a common
abstraction—group actions—used to build popular key exchange protocols today.

We also emphasize that our result handles “noisy” key exchange protocols like those from LWE, and we
explain this in detail later in the paper.

Revisiting KE Separation by Rounds. We consider a mathematically structured oracle representing a
generic version of the monoid action above (which is, in turn, equivalent to a generic version of KE). We
show how to use this oracle in order to black-box separate k-round key exchange and (k + 1)-round key
exchange for any polynomial k. This enables us to build a tighter, more rigorously formal, and more general
version of the KE separation result due to Rudich [Rud92]. Our proof follows from applying our ideas on
mathematically structured oracles to the proof frameworks used in [BMO09].

Structure of Two-Party Computation. We show that any maliciously secure 2-PC protocol is also
equivalent to a monoid action with certain commutator-like properties and certain hardness guarantees.
The “hard” monoid action used in this characterization of 2-PC is (slightly) more complicated than the one
we showed was equivalent to KE. Intuitively, rather than just using “random” monoid elements as we did
above with key exchange, we can encode each player’s secret information as well as the computation to
be performed in the monoid elements themselves; the monoid action itself can be just to incorporate (but
selectively hide) this information.

Thus, the main differences with the structural characterization of KE outlined above come from the facts
that: (a) any 2-PC protocol must allow evaluating deterministic functions on the parties’ inputs (a KE protocol,
on the other hand, only outputs a random key to the parties involved), and (b) 2-PC has a very different notion
of security as compared to KE. Consequently, the monoid action used in our characterization of 2-PC requires
different structural and hardness properties as compared to its counterpart used in the characterization of KE.
Our result is captured by the following (informal) theorem (see Theorem 4.4 for a more formal exposition):

"Due to [PR23], we can now consider CSIDH to be an effective group action.



Theorem 1.2 (Informal). Any maliciously secure 2-PC protocol is equivalent to a monoid action satisfying
certain commutator-like properties and certain (simulation-based) hardness guarantees.

New Malicious 2-PC Separation by Rounds. As in the case of KE, we again consider a mathematically
structured oracle representing a generic version of the monoid action above (which is, in turn, equivalent to a
generic version of maliciously secure 2-PC with abort security). We show how to use this oracle in order to
establish that is impossible to construct (in a black-box manner) a k-round semi-honest secure 2-PC protocol
from any (k + 1)-round maliciously secure 2-PC protocol. This yields the first black-box separation (to our
knowledge) between k-round and (k + 1)-round maliciously secure 2-PC protocols. Our result is captured by
the following (informal) theorem (see Theorem 4.12 for a more formal exposition):

Theorem 1.3 (Informal). For any k = poly(\) (where X is the security parameter), there does not exist a
black-box construction of k-round semi-honest secure 2-PC protocol from any (k + 1)-round maliciously
secure 2-PC protocol.

Comparison with Known Results. We place our black-box separation result in the context of known
black-box reductions and separations in the 2-PC literature. We begin by noting that [GKM™00] showed
a black-box separation between k-round and (k + 1)-round (maliciously secure) oblivious transfer (OT).
Coupled with the seminal result of Yao [Yao86] proving the (black-box) equivalence of k-round OT and
k-round 2-PC for any k& > 2 in the setting of semi-honest corruptions, this immediately yields a black-box
separation of k-round 2-PC from (k + 1)-round 2-PC for any & > 2 in the same setting. However, this does
not yield a black-box separation result in the setting of malicious corruptions, which is our focus. In fact,
extending the known black-box separation results to the setting of general maliciously secure 2-PC seems
technically challenging, as outlined below.

Observe that an analogue of Yao’s result (i.e., a round-preserving black-box reduction of k-round 2-PC
to k-round OT for any k£ > 2) in the setting of malicious corruptions would immediately imply our result.
However, to the best of our knowledge, such a reduction is only known for k& = 2 rounds [IKO™" 11, IKSS22],
and it is not immediately clear how one might generalize these results to k£ > 2 rounds.

Concretely, suppose that there was a round-preserving black-box reduction of k-round 2-PC to k-round
OT for all k > 2. Coupled with the black-box separation between k-round and (k + 1)-round (maliciously
secure) OT from [GKM™100], this would immediately yield a black-box separation between maliciously
secure k-round and (k + 1) 2-PC for all £ > 2 (and thus imply our separation result). However, to the best of
our knowledge, such a general round-preserving black-box reduction is not known for malicious corruptions.

Alternatively, suppose that there was a round-preserving black-box reduction of k-round 2-PC to k-
round OT for some k > 2 (this is a seemingly weaker assumption as compared to the one for the first
observation). Coupled with the black-box separation between k-round and (k + 1)-round (maliciously secure)
OT from [GKM*00] and the known round-preserving black-box reduction of 2-round 2-PC to 2-round OT
from [IKO™"11, IKSS22], this would immediately yield a black-box separation between maliciously secure
2-round and k-round 2-PC (but not &’-round 2-PC for some k' # k, thus implying a weaker version of our
separation result). Unfortunately, such a round-preserving reduction is, in fact, not known in the malicious
corruption setting for any k > 2. To summarize, our result is the first black-box separation of maliciously
secure 2-PC by rounds and is, to the best of our knowledge, not subsumed by known black-box reductions
and separations in the 2-PC literature.

An Observation on (Noisy) Multiparty NIKE. A natural question to ask is whether our approach to
black-box separations using structural characterization extends to other similar cryptographic primitives, such
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as multiparty noninteractive key exchange (NIKE). More concretely, one could ask if there exists a structural
characterization of k-party NIKE that would make it easy to black-box separate NIKE protocols by number
of parties (more precisely, show a black-box separation between (k + 1)-party NIKE and k-party NIKE).

We give evidence that such a characterization is likely to require very different techniques (at least
generally for all £ > 2). In particular, we show that (for large enough k), a k-party NIKE protocol black-
box implies a slightly weaker variant of a (k + 1)-party NIKE protocol. We call a this weaker variant a
(k + 1)-party “2-noisy” NIKE protocol. Informally speaking, we say that a NIKE protocol is “/-noisy” (for
¢ > 1) if, instead of outputting a single shared key to all parties, the protocol outputs a total of ¢ candidate
keys to each party with the following properties: (a) one of the ¢ keys received by each party is guaranteed
to be shared by all parties, and (b) a passive eavesdropping (computationally bounded) adversary cannot
predict (with non-negligible property) any of the £ candidate keys received by each party. For many practical
applications (such as encryption), an ¢-NIKE protocol in conjunction with a random oracle offers the same
functionality as a regular NIKE protocol, albeit less efficiently. For example, in the case of encryption, the
players could derive ¢ uncorrelated encryption keys by invoking the random oracle on the ¢ keys received
from the /-NIKE protocol, and then encrypt each message under each of the derived keys (one of which is
guaranteed to be shared by all parties).

We show that, for large enough k, a k-party (regular) NIKE protocol implies (in a black-box manner)
a (k + 1)-party 2-noisy NIKE protocol. While 2-noisy NIKE does not exactly meet the definition of
regular NIKE and thus, our construction does not necessarily rule out the black-box separation of (k + 1)-
party NIKE and k-party NIKE, it does offer strong evidence that such a separation will require very
different techniques. As we discuss in Section 2.4 and Section 5, our observation rules out the possibility
of using our black-box separation techniques, and more generally, the separation frameworks that we build
upon [IR89, Rud92, BM09], to black-box separate NIKE by number of parties.

1.2 Implications of our Results

We show in this paper that structural characterizations of cryptoprimitives can be useful for black-box
separation results, and we believe the separations that we have shown in this work only scratch the surface of
what might be possible with these techniques. However, we also believe that characterizing cryptoprimitives
explicitly by their structure could have extremely useful applications (even beyond black-box separations).

One of the most interesting and relevant areas of cryptographic research today is post-quantum cryptogra-
phy. Many people today consider it worrisome that so many of our post-quantum cryptosystems are based on
(essentially) a single hard problem: finding short vectors in lattices. In fact, NIST [0ST22] said the following
in their call for additional digital signatures: “NIST is primarily interested in additional general-purpose
signature schemes that are not based on structured lattices.” The text continues, later, “NIST is open to
receiving additional submissions based on structured lattices, but is intent on diversifying the post-quantum
signature standards.” We consider it notable that an organization like NIST is willing to call out the lack of
post-quantum assumption diversity so directly.

But from where do new cryptographic assumptions come? Historically, the most trusted assumptions have
come from the world of mathematics| DH76, RSA78] [Ajt96, Cou06] and are usually based upon problems
that mathematicians have been studying for decades. We hope that explicitly defining cryptoprimitives as
mathematically structured objects will enable mathematicians and cryptographers to search more efficiently
for potentially new (post-quantum) assumptions for public-key cryptography, since they will know exactly
what kind of mathematical structure is required. Knowing that key exchange explicitly requires an abelian
monoid action, for instance, substantially restricts the kind of mathematical assumptions that could be used
to build key exchange, and thus may help researchers to narrow down the search for new key exchange



constructions. A similar argument applies in the case of 2-PC (and, generally, any public-key cryptoprimitive).

Finally, we think that it is generally useful and interesting to study the relationship of cryptography and
mathematical structure, and we can view our work here as continuing in the vein of [MP23], but with more
concrete results.

1.3 Related Work

We present a full treatment of related work in this section.

Black-Box Separations. There has been a substantial amount of work done on cryptographic black-box
separations and generic models. Some of the classical results include black-box separating collision-resistant
hash functions (CRHFS) from general assumptions [Sim98], separating PKE and oblivious transfer (OT)
[GKM™00], more general results on reducibility [RTV04], and generic cryptographic models [Sho97, Fis00].
We refer to [Fis12] for a survey of black-box reductions and separations in cryptography.

More recent results include an analysis of black box complexity of optimally-fair coin tossing [DLMM11,
BHMO18, HMO18, MW20, MW21], black box separating CRHFs from hierarchical identity-based encryp-
tion (IBE) schemes [MM16], black-box separating the notions of PPAD Hardness and standard crypto
assumptions [RSS17], showing limits on the usability of garbling for building PKE [GHMM18], and
separating two-round secure computation from OT [ABG"20]. There has also been work done on sepa-
rations between security notions [HK17] and compositions of reductions and the applicability to separa-
tions [CFM21]. Finally, quite a few recent works have focused on separations related to iO and advanced
primitives [FS10, GKLM12, AS15, AS16, MMN™ 16, GMM17a, GMM17b, BDV17].

Non-Black-Box Constructions. There are many examples of non-black-box constructions of cryptographic
primitives that manage to bypass black-box separation results. A notable example is Beaver’s two-round
OT extension protocol [Bea96], which bypasses a subsequently proposed black-box separation result for
two-round OT extension in [GMMM 18]. Similarly, [BOV03] presents a non-black box construction of non-
interactive commitments from one-way functions, which bypasses a corresponding black-box separation result
in [MP12]. Additionally, non-black-box constructions of functional encryption (FE) from indistinguishability
obfuscation (i0) [BV15, AJ15] circumvent the result of [GMM17b] showing that it is impossible to build FE
from iO in a non-black box manner.

In a breakthrough result, Dottling and Garg showed a non-black construction of (hierarchical) IBE from
pairing-free CDH-hard groups [DG17a, DG17b], thereby bypassing known black-box separations between
IBE and DDH-hard groups [BPR ™08, PRV 12]. In another work [KNT18], the known black-box separation
between public-key FE and secret-key FE [AS15] was bypassed via a non-black construction.

Implications of Black-Box Separations. Black-box separations are especially useful in the sense that
they indicate the necessity of resorting to non-black techniques when trying to build certain primitives from
other primitives. In particular, for certain advanced cryptographic primitives such ad FE and i0O, there exist
many instances of non-black-box constructions of these primitives from other primitives/assumptions from
which they have been black-box separated. However, in the case of certain simpler primitives (e.g. one-way
functions and PKE), classical box-box separation results seem less likely to be circumvented. For example,
a non-black-box construction of PKE from one-way functions would bypass [IR89, BM09] and collapse
Cryptomania and Minicrypt into the same world [Imp95].



Other Related Work. We finally mention some other related work. The (black-box) impossibility of
blind signatures from one-way permutations was shown in [KSY11], which was nice example of a sep-
aration between primitives. There have been a number of interesting results on one-way functions and
trapdoor functions, including [GMRO1, MM11]. Black-box separations have also been extensively studied
in the context of commitment schemes and MPC [HKO5, IKLP06, HHRS07], as well as oblivious trans-
fer (OT) [GKM 00, Hai08]. Finally, we refer to fundamental work on lower bounds on signatures from
symmetric primitives [BM07] and generic oracles and oracle classes [BI87].

1.4 Paper Outline

The rest of the paper proceeds as follows. Section 2 presents a more detailed overview of our techniques.
Section 3 presents the formal details of our first result, namely separating (two-party) KE by rounds, and
is sub-organized as follows. Section 3.1 proves that any KE protocol is equivalent to the existence of an
abelian monoid action equipped with certain natural hardness properties. Sections 3.2 and 3.3 build upon
this equivalence result to present a proof of black-box separation of k-round KE from (k + 1)-round KE.
Section 4 presents the formal details of our second result, namely separating maliciously secure 2-PC by
rounds, and is sub-organized as follows. Section 4.1 proves that any 2-PC protocol satisfying malicious
security is equivalent to the existence of abelian monoid action equipped with certain additional structure
and hardness properties. Sections 4.2 and 4.3 again build upon this equivalence result to present a proof
of black-box separation of semi-honest secure k-round 2-PC from (k + 1)-round 2-PC satisfying malicious
security, where both protocols support computing symmetric functionalities. Section 4.4 generalizes this
black-box separation separation result to 2-PC protocols for asymmetric functionalities. Finally, Section 5
presents some observations on (noisy) multiparty NIKE.

2 Technical Overview

In this section, we provide a more detailed technical overview of the results in the paper. A core component
of our work will be monoids and monoid actions. Informally speaking, a monoid is a weakening of a group
in the sense that the requirement of unique inverses does not hold. Similarly, a monoid action is a weakening
of a group action [BY91, Cou06, CLM ™18, CLM ™ 18] where the group is replaced by a monoid. We define
these objects somewhat informally below. For a thorough treatment, please see Definitions 3.1 and 3.2 in
Section 3.1.

Definition 2.1 (Monoid). A monoid is defined as a tuple (M, ®) where M isasetand ® : M x M — M
is an operation with the following properties:

* Closure: forall g1,g2 € M, we have g1 ® go € M.
* (Left) Identity: there exists an element e € M such that for all g € M, we have e & g = g.

* Associativity: for all g1, g2, g3 € M, we have (g1 © g2) D g3 = 91 D (92 D g3)-

Finally, a monoid (M, @) is said to be commutative (or equivalently, abelian) if for any pair of elements
91,92 € M, we have g1 @ g2 = g2 @ 1.



Groups vs. Monoids. Any monoid where each element g; € M has some unique inverse go € M such
that g; g2 = e is a group, of which we assume all readers of this paper are familiar. So monoids are only a
slight weakening of groups! To think more concretely, consider some field F'. For some n, the set of n X n
matrices over F' endowed with the operation of standard matrix multiplication forms a monoid. The set of
n X n invertible matrices over F' endowed with the operation of matrix multiplication forms a group. The
line between groups and monoids is often very thin, but, looking ahead, it is important that we use monoids
and not groups in our protocols so that we can model “compressing” when we perform repeated operations.

Definition 2.2 (Monoid Action). A monoid (M, ®) (as defined above) is said to act on a set X if there
exists amap x : M x X — X that satisfies the following two properties:

1. Identity: If e is the identity element of M, then for any x € X, we have e x x = .
2. Compatibility: For any g, h € M and any z € X, we have (¢ ® h) xx = g * (h* z).

We use the notation (M, X, x) to denote a monoid action. Furthermore, we say that a monoid action (M, X, x)
is a commutative monoid action if the monoid M is itself commutative. Moreover, we emphasize that the set
X itself may be extremely unstructured: for instance, it may not be possible to efficiently sample a random
element of X, and it may not even be possible to test if something is a member of X. There may be inputs
(represented as bit strings) to monoid action computation algorithms that “work”™ in some way that are not set
elements; but we are not concerned (at least from the point of view of the definition) with what happens on
malformed operations.! We note that [ADMP20] has a thorough discussion on these limitations of sets in the
context of group actions; these discussions also apply to our treatment of monoid actions.

String Concatenation Monoids and Monoid Actions. In our constructions and separations, we will use a
natural class of monoids, called string concatenation monoids. If we let S denote the set of bit strings of
length a multiple of some integer ¢ with a “null string” which we denote ¢, then we can define a monoid (.S, -)
where - denotes the string concatenation operation. It is straightforward to see that the usual properties of a
monoid hold:

 Identity : ¢ is the identity element.
* Associativity : fora,b,c € S, a-(b-c)=allbllc=(a-b)-c.
* Closure : If a,b € S, then a - b € S since a - b will have length a multiple of £.

Given a string concatenation monoid, we can also define a string concatenation monoid action, which is
a tuple (M, X, ) consisting of a string concatenation monoid, a set, and the usual mapping.

Further Extensions for Our Proofs. While a monoid action itself is just a manifestation of mathematical
structure, we can endow monoid actions with various cryptographic properties as well: for instance, a monoid
action is one-way if, given randomly chosen set elements x1, x2 € X, it is hard to find an element m € M
such that m x x1 = xs.

We will also utlize what we call call k-commutator string concatenation monoid actions. Suppose we
consider a string concatenation monoid action, but we add the constraint that, for some & > 0, for all
a,b e M,and all z € X, we have

(a-b) sz =(b-a) *z.

"When we consider “cryptographic” monoids and monoid actions, our security definitions will rule out adversaries learning
anything useful from these sorts of malformed inputs.



We note that such a string concatenation monoid action is still a valid monoid action, since it does not violate
any of the axioms of a monoid action. In fact, when k£ = 1, it satisfies the standard notion of an abelian
monoid action.

Looking ahead, we will also introduce another very useful constraint: the ability to limit the number of
monoid operations performed. We can add another rule to our monoid (and monoid action) that does this:
if the string in our string concatenation monoid becomes a certain length, we immediately map it to some
terminal element | . Note that this extra rule doesn’t violate the identity, closure, or associativity properties
of the monoid (but it would not work for a group since we would be eliminating unique inverses). This extra
rule will let us restrict the viable computations in monoids and monoid actions, which will be very useful for
both modeling key exchange and arguing separations.

2.1 Key Exchange Is Equivalent to a “‘Hard” Abelian Monoid Action

We start by proving that two-party non-interactive key exchange (KE) is equivalent to an abelian monoid
action with distributional unpredictability. To our knowledge, this constitutes the first proof that KE inherently
requires algebraic structure, and provides a natural characterization of KE in terms of algebraically structured
primitives.

Building Key Exchange. Group actions [BY91, Cou06] have a long history in cryptography and have
recently seen increased interest due to the fact that secure elliptic curve isogeny-based protocols can of-
ten be modeled as group actions [CLM ™18, ADMP20]. Popular isogeny-based KE protocols such as
CSIDH [CLM™ 18] can be thought of as instantiations of abelian group actions where the group action
computational Diffie-Hellman problem (GA-CDH problem) holds.

In this section, we show that this structure—an abelian group action where the GA-CDH problem holds—is
almost necessary for the existence of KE! We only need to weaken the group (action) to a monoid (action),
which only relaxes the requirement of the existence of unique inverses in the group. The “distributional
unpredictability” requirement of the monoid action could certainly be rephrased as “the monoid action—-CDH
problem is hard” except for the fact that the CDH problem typically assumes that a challenge element is
sampled uniformly at random, which may not be possible for certain monoids (the existence of unique inverses
is assumed for many sampling algorithms). Since CDH is, at its heart, a computational unpredictability
problem, we bake an efficient sampling algorithm for the monoid elements into our core requirement for KE
and thus arrive at “computational unpredictability”.

In [ADMP20], the authors define a KE protocol based on a group action,! and we show in this paper how
to extend this protocol from groups to (abelian) monoid actions. Our protocol works as follows:

* Setup : Output pp = = < X.

* Geng(pp) : Setry = my < M and output s4 = my4 * x.
» Geng(pp) : Setrp = mp < M and output sp = mp x x.
e Combine(ra,sp) : Output kap = ma x spg.

» Combinep(rp,sa) : Output kg4 = mp x Sa.

1Constructing KE from group actions was known before [ADMP20] (and dates to at least 1997 [Cou06]), but we choose to mimic
their presentation here.



If we simply replaced the monoid M with a group, then we would immediately recover the key exchange
protocol from [ADMP20]. The authors of [ADMP20] focus on regular group actions', so their protocol and
assumptions can be quite simply stated. Informally speaking, they rely on the group action-CDH assumption
(GA-CDH), which states that, for a group action (G, X, %), g, h < G and z < X, given z, g x z, and h * z,
it is hard to construct gh  x.

As we alluded earlier, using monoids instead of groups introduces some complications around sampling el-
ements. For instance, sampling uniformly from a monoid could be difficult (the leftover hash Lemma [ILL89]
holds over groups but not necessarily all monoids), and, looking ahead a little bit, the distributions over the
monoid induced by KE protocols might also use distributions that aren’t uniform over the monoid. Hence, we
now describe a new primitive that we call a distributional unpredictable monoid action. Informally speaking,
this is a monoid action where the “monoid action CDH problem” holds, but we have to be a little bit careful
in defining this due to the reasons stated in the previous paragraph. More concretely, we take an abelian
monoid action as defined above and endow it with a certain hardness property that we call distributional
unpredictability. We describe this property in more details below.

Let (M, X, *) be a monoid action such that the set X supports efficient representation, and such that
the “action operation” x is efficiently computable. Also let Dy, for b € {0,1} and Dx denote distributions
over (subsets of) M and X, respectively, such that one can efficiently sample a monoid element g <— Dy o,
a monoid element i <— D)1 and a set element x < Dx as per the distributions Dy o, Dy,1 and Dy,
respectively. We define the following experiment (parameterized by the distributions Dy o, Das,1, and Dx)
between a challenger and a probabilistic polynomial-time adversary A:

Experiment Exptp, 1, | D!

1. The challenger samples a pair of group elements (g, k) as g <— Daro and h <— Dy, 1, and a set
element x < Dy, and provides the tuple (z, g * x, h * x) to the adversary A.

2. The adversary A responds with a set element y € X.

We say that the adversary A wins the experiment if y = (g ® h) * .

Definition 2.3 (Distributional Unpredictable Monoid Action (Definition 3.4, restated)). A monoid action
(M, X, x) with an efficiently computable action operation is said to satisfy distributional unpredictability with
respect to the triplet of distributions (Dxr,0, Dar,1, Px) and with respect to some security parameter A if for
any probabilistic polynomial-time adversary .A, the probability that .4 wins the experiment Exptp 2.0, D11, Dx
is negligible in the security parameter .

This “distributional” unpredictable monoid action definition can just be thought of as an extension of the
definition of a weak unpredictable group action from [ADMP20]-essentially, as we have suggested before,
a group action where the GA-CDH problem is hard—to monoids, with the added caveat that we are not
necessarily sampling uniformly over the monoid. Since we are primarily focused in this section on abelian
monoid actions, we will refer to a distributional unpredictable commutative monoid action as a DUCMA. We
are now in position to show the equivalence between DUCMA and KE.

"'A regular group action is a group action that is free and transitive. Informally there is a (not generally efficiently computable)
isomorphism between the group and the set in a regular group action.
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Theorem 2.4 (DUCMA — Two-Party NIKE). A two-party NIKE protocol can be built in a black-box
manner from a secure DUCMA as in Definition 2.3.

Proof. Our construction is the KE protocol as described above, where the starting set element x € X is
sampled from Dx, and the players A and B use the distributions Dy o and D)y, for sampling their monoid
elements, respectively. With this in mind, the proof is almost immediate. Correctness follows from the
commutativity of the monoid action, and the security proof is also simple: any adversary that can break the
KE protocol can be used to break the security of the DUCMA, since the KE is essentially a protocol version
of the DUCMA security experiment. O

We offer a more formal version of this proof in Section 3.1. We now prove the reverse statement, which
is substantially more involved.

Theorem 2.5 (Two-Party NIKE — DUCMA). Any two-party NIKE protocol can be used to build a DUCMA
satisfying Definition 2.3.

Proof. To prove this theorem, we show how to construct a monoid action (M, X, x) that satisfies the definition
for DUCMA (Definition 2.3) with respect to the triplet of distributions (Dys.0, Par,1, Dx ). We assume the
existence of a two-party NIKE protocol consisting of the following algorithms:

e Geny : PP x Ry — Sy4.
* Genp: PP x Rp — Sp.
e Combiney : PP x Ry x Sp — K.
* Combineg : PP x Rp x S4 — K.

Constructing the Monoid. We begin by describing how to construct the monoid (M, @) underlying the
monoid action (M, X, *). Recall that any two-party NIKE protocol in our definition is associated with a
pair of sets R4 and Rp, denoting the set of secret states for parties A and B, respectively. We define the
following auxiliary sets:

Rap=A{rallrp:7a € Ra,7 € Rp}, Rpa={rpllra:rp € Rp,74 € Ra}.
At this point, we define the set M in the monoid (M, @) as:
M =RyURBURABURpBAU{enm, Ly},

where ey is a special “identity” element and L,/ is a special “terminal” element. Next, we define the
associated monoid operation @ as follows:

e Foranyry € Rqand any rg € Rp,definera @rp=rp ®ra:=ralrp.
e Forany o € M, defineey ba=ad ey = a.

e Forany (o, ) € M x M such that o, 8 # eps and (o, 5) ¢ Ra X Rp and (o, 8) ¢ Rp X R4, define
a@ﬁ:J_M.

Lemma 2.6. (M, ®) is a commutative monoid.
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Proof. Closure, associativity and commutativity are immediate by construction. Also, eps serves as the
identity element for M. O

Remark 2.7. Note that for simplicity of exposition, we assume here that the sets R4 and Rp support efficient
representations. In case this is not true, we equivalently represent an element r 4 (resp., r5) sampled according
to the distribution D 4 (resp., Dp) using the random coins input to the sampling algorithm (any element that
cannot be sampled according to these distributions does not appear in the monoid M).

Constructing the Set. Next, we define the set X as follows:
X =(PPU{Llx}) x(SaU{Llx})x(SpU{Llx})x (KU{Lx})

where P P denotes the set of possible public parameters for the two-party NIKE protocol, S4 and Sg denote
the set of possible output shares for A and B, respectively, K denotes the set of possible final keys on which
A and B could agree, and | x is a special “terminal” symbol.

At ahigh level, a set element captures the gradual evolution of the public transcript of messages exchanged
at various stages of the protocol, as well as the final computation of the shared key. In particular:

* A set element of the form (pp, L x, L x, Lx) represents the transcript of messages from the point of
view of either party A or party B before the start of the protocol.

* A set element of the form (pp, L x, sp, L x) represents the transcript of “received” messages from the
point of view of party A after the first round of protocol execution.

* A set element of the form (pp, s4, L x, L x) represents the transcript of “received” messages from the
point of view of party B after the first round of protocol execution.

* A set element of the form (pp, s, sp, kap) represents the transcript of messages and the final secret
key after the completion of the protocol (from the point of view of both parties A and B).

Defining the Action. We define the action x : M x X — X. We make use of the functions associated with
any two-party NIKE protocol as defined above to define the action operation = : M x X — X as follows:

* For any = = (xg,x1,x2,23) € X, define
eym * (zo, 1,2, x3) := (X0, T1, T2, X3).

* Foranyr4 € R4 and pp € PP, define

ra* (PP, Lx, Lx,Lx):= (pp,Gena(pp,74), Lx, Lx).
» Forany rp € Rp and pp € PP, define

re* (PP, Lx, Lx, Lx) = (pp, Lx,Gena(pp,75), Lx).
* Forany r4 € R4, any pp € PP, and any s € Sp, define

rax (PP, Lx,;sp, Lx) := (PP, Gena (PP, r4), s5, Combine (PP, 74, 5))-
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* Forany rg € Rp, any pp € PP, and any s4 € S4, define
rg* (PP, s4, Lx, Lx) = (pp,sa, Geng(pp,rs), Combineg(pp,r5,54)).
» Forany r4 € Ry, any rp € Rp, and any pp € PP define
(rallre) * (PP, Lx, Lx, Lx) =
(PP, Gena (PP, 74), Geng (PP, 75), Combine (pp, 74, Genp (PP, 75)))-

* All other action operations output the “terminal” element (L x, Lx, Lx, L x).

Lemma 2.8 (Lemma 3.16, restated). The monoid action (M, X, ) satisfies identity and compatibility if
the two-party NIKE protocol satisfies correctness.

Proof. We defer the detailed proof to Section 3.1 (see proof of Lemma 3.16). O

Putting together Lemma 2.6 and Lemma 2.8, we have that the tuple (M, X, ) is indeed a commutative
monoid action. Finally, it follows immediately from the security of the two-party NIKE protocol that the
group action (M, X, ) satisfies distributional unpredictability with respect to the distributions Dy, for
b € {0,1} and Dx defined as follows:

Dy :=Da, Duyy:=Dp, Dx := Dpp,

where D4, Dp and Dpy, are the efficiently sampleable distributions over the sets R4, Rg and PP in our
definition of two-party NIKE.

This establishes that the group action (M, X, x) indeed satisfies the definition for DUCMA (Defini-
tion 2.3), and completes the proof of Theorem 3.13. U

On the Structure of the Monoid Action. At a first glance, the monoid action in our KE may seem very
unnatural: while it is commutative, it only has two “levels” before all action computations map to the terminal
element. But this restriction is necessary, since KE does not allow us to “chain” computations in general; the
output of the KE may not be able to be used in any more mathematically structured computations. Moreover,
there are some KE protocols which also only have two “levels”: for instance, SIDH [DJP14] essentially
allows computing a commutative square and nothing else. So our “restriction to the square” in terms of
“levels” of the monoid action is strictly necessary, even if most KE protocols are more structured.!

On the Structure of the Monoid. Another intuitive question is the following: why do we need two separate
sets R4 and Rp in our monoid? We use this distinction explicitly in our definition of the monoid operations
to capture the fact that parties A and B apply the action between their respective randomness monoid elements
to the initial set element in potentially different orders and make potentially different contributions, and
thus follow two different paths to arrive at the same secret key at the end of the protocol. We use string
concatenation to model this, and the ordering of elements is extremely important to define the action correctly.

In many KE protocols, the users perform identical actions, and in this case we could have just used one
set. But in some cases, the users perform different actions that may need different amounts of (or structure in)
the randomness, and this is why we need the slightly more complicated monoid description.

"We note that even though SIDH has been very recently broken [CD22], we still believe that it is interesting to examine its
structure.
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Extension to Multi-Round KE and PKE. We emphasize that we can also extend our results to multi-round
KE (and hence, public-key encryption). In particular, we can use similar (but more technically involved)
techniques to show that any (2k — 1)-round KE is equivalent to a monoid action with what we call k-
commutativity properties (i.e., for all g,h € M and all z € X, we have (gh)* x 2 = (hg)"*  x) with a
security notion similar to distributional unpredictability. The key observation here is that even multi-round,
interactive KE implies a relatively strong mathematical structure. We state the overall result in the following
informal theorem.

Theorem 2.9 (Informal). (2k — 1)-round KE is equivalent to a monoid action where the k-commutators of
the monoid are equal under black-box reductions.

We defer the formal definitions of these properties and the detailed proof of Theorem 2.9 to Section 3.1.

Quantum Hardness and Non-Perfectly Correct KE. We note that inverting general monoid actions
and similar problems are thought to be quantum-hard [CI14] and encompass similar problems over group
actions [ADMP20]. Our results described above can immediately handle isogeny-based KE protocols.

For KE protocols with non-perfect correctness (e.g., LWE-based KE protocols), we only need to modify
our framework slightly: instead of monoid actions that are perfectly commutative (or k-commutative), we
instead use monoid actions that commute with reasonably large probability. This turns out to be a relatively
minor change that does not affect any of our results since none of the security properties of the monoid
action are affected, so we can model these primitives as well in our framework. We discuss this at the end of
Section 3.1.

Implications on Structure. Our results provide further evidence for the unlikelihood of building public-
key cryptography (and more generally, Cryptomania) from primitives with little or no algebraic structure
(e.g., combinatorial symmetric-key primitives in Minicrypt, such as AES). Our results also yield the first
natural characterization of KE based on algebraic structure, encompassing even less-structured protocols like
SIDH [DJP14]', which are otherwise impossible to capture via traditional abstractions.

2.2 Separating KE by Round

We now provide an outline of how we can use the above structural characterization of (multi-round) KE
to separate KE by rounds. Our work here can be thought of as a more general, rigorously formal, and
tighter version of the separation shown in [Rud92], where Rudich black-box separated k-round KE from
(k + 1)-round KE. Our separation result for 2-PC will follow from tweaking these arguments appropriately to
fit the corresponding requirements.

Differences from Rudich’s Separation [Rud92]. In his ground-breaking work [Rud92], Rudich separates
k and (k + 1)-round KE by constructing an oracle that enables k& + 1-round KE and then shows that it is
black-box impossible to build k-round KE from this oracle.” Rudich shows that 2-round protocols built using
only his oracle for 3-round KE have something that he defines as restrictive form. He then shows that an
eavesdropper can always break protocols in restrictive form with constant probability.

"Even though SIDH has been recently broken [CD22], we still find its structure interesting.
“More precisely, Rudich black-box separates 3-round KE from 2-round KE, and leaves the extension to arbitrary (k -+ 1)-round
and k-round KE to the reader.
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On the other hand, we formally show that any (2k + 1)-round KE protocol is equivalent to a (k + 1)-
commutator string concatenation monoid action (abbreviated as (k + 1)-SCMA). We then show that it is
impossible to build a 2k-round KE protocol from a (k 4 1)-SCMA oracle in a black-box manner. We also
extend our formalism to separate 2k-round and (2k — 1)-round KE protocols. As discussed subsequently,
viewing a KE protocol as an SCMA oracle allows our separation proof to achieve certain desirable properties
as compared to [Rud92].

As an example of a difference between our generic SCMA oracle and Rudich’s oracle, we note that our
oracle allows for arbitrary public parameters (in addition to the oracle), while Rudich’s oracle does not, which
is important if we want to naturally capture the general form of all KE protocols. At a first glance, this may
not seem important: one could just incorporate a fixed set of public parameters into the oracles. However, it
has recently been shown in the context of group-based cryptography that the distinction between fixed or
instance-based public parameters can be extremely important [BMZ19]. In addition, Rudich’s framework
and terms mirror that of [IR89], while our work here utilizes the more modern analysis of [BM09]. As a
consequence, our separation proof leads to tighter lower bounds as compared to those in [Rud92].

2.2.1 Background: The Barak-Mahmoody Proof [BM(9]

In [BMO9], Barak and Mahmoody show how to improve the seminal result of Impagliazzo and Rudich [IR89],
proving that KE (of any round length) cannot be built in a black-box way from random oracles (and hence,
from one-way functions). Barak and Mahmoody specifically optimize for the number of random oracle
queries that an eavesdropper Eve has to make in order to find the secret key by Alice and Bob during a KE
protocol built from a random oracle. Both [IR89] and [BMO9] use similar techniques, but for the discussion
below, we prefer to use to the more modern presentation and proof techniques of [BM09].

The core idea of both of these works is the following: suppose Alice and Bob want to perform a KE in the
presence of an eavesdropper Eve, and all parties have access to a random oracle. In addition, assume that Eve
has access to an NP oracle (an oracle that can find witnesses for all statements in NP). Informally speaking,
this is assumed to ensure that Alice and Bob cannot use any hardness assumptions other than what is provided
by the random oracle. All parties start with the description of the KE protocol and any setup parameters.

Initially, Alice, Bob, and Eve all share the same amount of information. Alice and Bob can make queries
to the random oracle without Eve knowing, which can potentially give them information that Eve does not
have. But what [IR89] and [BM09] show is that, informally, if Eve queries all of the random oracle queries
that Alice and Bob are (individually) likely to make, then Eve will likely end up querying all of the queries
that both Alice and Bob make, which they refer to as intersection queries.

Both sets of authors then show that if Eve queries all of the intersection queries that Alice and Bob
make during the protocol, Eve can efficiently recover the final shared key of Alice and Bob with reasonable
probability. Intuitively, this seems quite simple at first glance: if Eve has all of the random queries that both
Alice and Bob made, then the only thing that Alice and Bob have that Eve does not is the output of different
random oracle queries, which should be totally random (and thus seem uncorrelated).

Unfortunately, this is not quite true: for instance, Bob could choose to randomly query the random oracle
on 0 or 1 and send the output to Alice. Alice could query 1 and check if it is equal to what Bob sent. If these
two queries are not equal, Alice knows that Bob queried the random oracle on 0 (and not 1) in the previous
round, and thus shares a bit with Bob even though they did not query the same value. However, both [IR89]
and [BMO9] present detailed analyses (albeit using different techniques) of why such kinds of queries are not
likely to help Alice and Bob. The core intuition, though, is the same: if Eve queries all of the “most likely”
queries from Alice and Bob individually, then Eve finds all of the intersection queries that Alice and Bob
make, and can (with some extra work) find the final key with noticeable probability.

15



2.2.2  Our Techniques

We now explain how we can apply the core argument of [BM09] to our structural observations on commutative
(or k-commutative) monoid actions in order to separate KE by round. Our proofs rely crucially on generic
oracles based on commutative monoids (or k-commutator monoid actions). In particular, we will use string
concatenation monoids and monoid actions because they are extremely simple. We note that our proofs in
the previous subsection utilized string concatenation monoid actions, and so our results on the equivalence
between KE and monoid actions also hold for these specific types of monoid actions.

A k-commutator String Concatenation Monoid Action Oracle. In order to argue lower bounds on KE,
we use a “generic version” of a k-round KE protocol. To do this, we define what we call a generic string
concatenation monoid action (SCMA) oracle. We note that this “generic oracle technique” is analogous to
previous work [IR89, BM09] where a random oracle was used as a “generic version” of a one-way function
and [Rud92] where a “structured” random oracle was used except for the fact that we directly incorporate
mathematical structure into our oracles (in a way more reminiscent of a generic group proof [FKL18]).

Our k-SCMA oracle will essentially work as a modified random oracle. We define it here in a way that
isn’t necessarily possible to compute efficiently, but we will be able to simulate it in our proofs. Let M be a
string concatenation monoid. The k-SCMA oracle simulates a map of the form M : M x X — X, where X
is some “set”. In other words, we let the k-SCMA oracle M (-, -) take as input a string from the monoid M
and a “set element” in X, represented by either a previous output from the oracle or a predefined value for a
“base point” xg given in the description of the oracle (this is analogous to giving out some initial elements in
a generic group algorithm). For now, suppose that we have a single base point zy and that every set element
in the action is “reachable” from x(. These will be assumptions implicit in our proofs.

To evaluate M on input string s € M and set element x € X, we first compute (or simulate computing)
the string s’ such that 2 = s’ x 2. We then check to make sure that § = s||s is not over any limit in terms of
length (i.e., 2k¢) and if it is, we will map to L. Otherwise, in most cases we will compute the random oracle
on s||s’ and return that as the output of the oracle. If § forms a string that has a “commutator element”—i.e.
5 can be written as (aHb)k for some £, then we use some lexicographical metric on the bits of the element
representation to choose one of the equivalent values of s to use as the input to the random oracle.

In our actual proof, we will prove that, for any polynomially large k, a 2k-round KE protocol cannot be
built in a black-box way using only a (k + 1)-SCMA oracle. Note that since a (k + 1)-SCMA oracle implies
a (2k + 1)-round KE protocol, this gives us the logical result that a 2k-round key exhange protocol cannot be
built in a black box way from any (2k + 1)-round KE protocol.

We finally note that the the construction of (multi-round) KE protocol from SCMA oracles is uncondi-
tionally (statistically) secure as it provably takes a super-polynomially large number of queries to break the
corresponding hardness assumptions over an SCMA oracle. Therefore, this result should be interpreted along
similar to a line of works on feasibility results based on idealized assumptions. For instance, one can easily
show that certain idealized models such as generic group model (GGM) [Sho97] or algebraic group model
(AGM) [FKL18] imply a KE protocol, and these results hold unconditionally.

Separating 2k-round and (2k + 1)-round KE. We now provide an abbreviated version of our result
separating 2k-round KE protocol from (2k + 1)-round KE protocol. As alluded to earlier, we prove a tighter
version of Rudich’s result [Rud92], as captured by the following theorem.

Theorem 2.10 (KE Separation Theorem (Theorem 3.54, restated)). Let 11 be a 2k-round KE protocol
between Alice and Bob such that: (i) Alice and Bob make at most ns and npg queries, respectively, to a
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generic (k + 1)-SCMA oracle, and use randomness r o and rp, respectively, and (ii) Alice and Bob output s 4
and sp, respectively, such that Pr[ss = sp| > p, where the probability is taken over the choice of (14,75, M)
describing the execution of the protocol. Then for every 0 < § < p, there exists an attacker Eve that only
has access to the public messages exchanged between Alice and Bob, makes at most O(poly(na,ng, k)/6?%)
queries to the generic (k + 1)-SCMA oracle, and produces an output sg such that Pr[sp = sp] > p — 6.

Proof Overview. As mentioned earlier, we essentially prove the impossibility of constructing a 2k-round
KE protocol where Alice and Bob only make queries to a (k + 1)-SCMA oracle. At a high level, we rely on
the observation that, except for the “commutative” queries — in other words, queries that evaluate an action
of the form (a - b)*™ % z¢ for some a,b € M — the (k + 1)-SCMA oracle is no more powerful than any
ordinary random oracle. Note that whenever Alice and Bob issue a query of the form (monoid element, set
element), where the monoid element is a bit-string, there exists an equivalent execution of the KE protocol
where they arrived at this query by “splitting up” their queries to the maximum extent possible (i.e., querying
M (a,M (b, x)) instead of M (a - b, x)). In our proof, we will use a special form of a 2k-round KE protocol
where we “force” Alice and Bob to split up their queries in this manner. We argue that if there does not exist
a secure KE protocol of this special form in 2k rounds, then there exists no secure KE protocol of 2k rounds.
We briefly explain why this is the case below.

Given a secure 2k-round KE protocol, we can create a new KE protocol of 2k rounds where Alice and
Bob additionally make the “split-up” versions of their original queries to the (k£ + 1)-SCMA oracle, and then
simply ignore the outputs of these additional “split-up” queries. We then argue that this only incurs at most a
polynomial blow-up in the number of queries as long as Alice and Bob make at most polynomially many
queries, and also as long as k is at most polynomially large. Additionally, the view of the adversary Eve
in this modified protocol is exactly the same as in the original protocol, as the distribution of the messages
exchanged between Alice and Bob remains the same. This allows us to argue that any 2k-round KE implies a
2k-round KE protocol in the special form.

Observe that the contrapositive of this fact is that if there does not exist a secure KE protocol in 2k rounds
where we split queries, then there does not exist any secure KE protocol of 2k rounds. This enables us to
solely consider protocols in this special form. At a high level, we use the fact that Alice and Bob necessarily
split their queries to the (k + 1)-SCMA oracle to argue that if Alice and Bob issue a query that results in
the same output, then there must exist a corresponding query made by both Alice and Bob where they used
the same inputs. This reduces all queries where Alice and Bob received the same output to the “traditional”
definition of intersection queries, and we can handle such queries using the [BM09] framework. We expand
on our proof approach below.

Handling “Commutative” Queries. The crux of our proof lies in arguing that for a KE protocol in 2k
rounds where Alice and Bob necessarily “split” their queries, a (k + 1)-commutator oracle does not help Alice
and Bob to ask “commutative” queries that Eve cannot also ask. To see why, recall how a (k + 1)-SCMA
M: M x X — X would be used to realize a (2k + 1)-round KE.

* Given the base element z, Alice would sample some a € M and obtain M(a, x(), while Bob would
sample some b € M and obtain M(b, zp). Alice and Bob would then exchange their first-round
messages, where Alice sends M(a, zp) to Bob and Bob sends M(b, ) to Alice.

* In the next round, Alice would obtain M(a - b, xz9) = M (a, M (b, ) ), and Bob would obtain M(b -
a,zo) = M (b,M (a,xg)). Alice and Bob would then exchange their second-round messages, where
Alice sends M(a - b, xo) to Bob and Bob sends M(b - a, ) to Alice.
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Observe that by repeating this process for (2k + 1) rounds and asking a final query to the (k + 1)-SCMA
oracle, Alice and Bob would have obtained M((a - b)**1 | ) = M((b- a)*™ , z0), which they can use as
the final secret key. Note that this computation requires the full (2k + 1) rounds'.

Let us now examine what happens if Alice and Bob try to exploit the “commutative” property of the
(k + 1)-SCMA oracle in less than (2k + 1) rounds. They must generate some (effective) query of the form
M((a - b)**1, z0) — which we call an equivalence query — with less than (2k 4 1) rounds of communication.
When “building up” to such an equivalence query that gives Alice and Bob the same final set element via
two different query sequences in less than (2k + 1) rounds, Alice and Bob cannot only issue queries to the
(k + 1)-SCMA where the monoid element is either a or b like in the (2k + 1)-round KE protocol outlined
above. In particular, by the pigeonhole principle, at least one of Alice or Bob must compute a query involving
both the elements a and b.

Suppose for the purpose of analysis that it is Alice that makes such a query to the (k+1)-SCMA oracle. In
this case, we know that Alice must explicitly know both a and b. This is where we use the fact that our monoid
is string concatenation: if it were some other monoid, it might be possible that Alice made a query of the form
M (a - b,z) or M (b - a, z) without explicitly knowing a and b. Moreover, in this case Alice and Bob must
both have queried some string including b before any equivalence queries were computed, and since Alice
knows both a and b, she would be capable of computing every possible way to compute M((a - b)¥*1, )
using the oracle M. This is already strong evidence that the commutativity of the (k + 1)-SCMA oracle is
not useful (and thus we can rely on the core arguments of the [BM09] framework) — the main challenge lies
in rigorously formalizing this intuition.

A Modification to Handle Equivalence Queries. Suppose we further specialize the form of the KE
protocol as follows: if Alice (resp., Bob) computes a query of the form M(s, z) such that s is a string
involving only two elements a and b in some alternating sequence (i.e. ababa), then she (resp., he) uses this as
a “trigger” to additionally compute all possible equivalence queries that could lead to either M((a - b)**1, 2¢)
or M((b - a)**1 20). A simple counting argument shows that there are only (4% + 6) such equivalence
queries. We refer to this special form of KE protocol where Alice and Bob necessarily ask these additional
queries as equivalence-complete. As we did before with “splitting” queries, we can now use an analogous
contrapositive argument to show that we only need to consider KE protocols that are equivalence-complete.
We rigorously formalize this thought in Section 3.2 by stating and proving the following two lemmas, which
essentially establish that equivalence queries follow intersection queries.

Lemma 2.11 (Lemma 3.59, restated). Let Qg) and Qg) be the set of queries issued by Alice and Bob to a
generic (k+1)-SCMA oracle M : M x X — X until round i of a 2k-round KE protocol with an equivalence
complete query pattern. Suppose that there is an equivalence query pair (qa,qg) = ((sa,x4a), (sp,xB)) €

Qf;) X Qg) such that there exist monoid elements (i.e., strings) s'y, s’z € M such that
/ / / / / /
'rA:M(SA7$0)7 I‘B:M(SB,$0), SA'SA:SAHSA:SBHSB:SB'SB'

and that Alice and Bob are only given the base set element x at the beginning of the KE protocol. Then there
exists a set intersection queries S C QX) N Qg) such that if Eve asks each query in S, she asks a query that
is equivalent to both the queries q4 and qp.

"We note that if M is a countably infinite set, then a uniform distribution over M is not well-defined; in this case, we restrict to
those distributions for which the set of all strings consisting of more than 2k elements has negligible density in the sample space.
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Lemma 2.12 (Lemma 3.60, restated). Let Qg) and Qg) be the set of queries issued by Alice and Bob to a
generic (k 4+ 1)-SCMA oracle M : M x X — X till round i of a 2k-round KE protocol with an equivalence

complete query pattern. Suppose that there is an equivalence query pair (qa,qp) € QX) X Qg) such that
there exist monoid elements (i.e., strings) a, b, s'y, s's € M, such that

k+1

TA = M(szaxO)? rp = M(S/Bax())a SA - 8{4 - (a' : b) y SB- S/B = (b : a)k—Ha

and that Alice and Bob are only given the base set element x at the beginning of the KE protocol. Then we
must have g5 € Q(j) N Qg) orqp € QEZ{) N Qg).

From the above lemmas, we know that if any equivalence query of the form M((a - b)**! z¢) =
M((b- )", z¢) is computed by Alice and Bob, one of them (assumed to be Alice) must have computed
a query of the form M(s, z) such that s involves both a and b, and no other element. But this is precisely
what we referred to as a “trigger” query, and by our definition of equivalence-complete KE, Alice necessarily
computes all possible equivalence queries that could lead to either M((a - b)**1, 20) or M((b - a)**1, ).
Now, since Bob must query one of these equivalence queries to also arrive at M((b - a)**!, zg), there
must exist an intersection query for Alice and Bob, and if Eve finds this query, she can also compute
M((a - b 20) = M((b- )" | z0). In other words, for any equivalence-complete KE protocol with 2k
rounds, any equivalence query w.r.t. the (k 4+ 1)-SCMA oracle that can be computed within 2k rounds is also
an intersection query. This again effectively reduces all equivalence queries that rely on the commutative
property of the (k + 1)-SCMA oracle to the “traditional” notion of intersection queries, and we can again
handle such queries using the [BM09] framework.

The following auxiliary theorem captures this result, which we prove formally in Section 3.2 (the changes
from Theorem 3.54 are highlighted in red).

Theorem 2.13 (Auxiliary KE Separation Theorem (Theorem 3.62, restated)). Let II be a k-round KE
protocol between Alice and Bob such that: (i) Alice and Bob make at most n 4 and ng queries, respectively,
to a generic (k 4+ 1)-SCMA oracle, and use randomness r o and r g, respectively, (ii) the query pattern for
Alice and Bob is equivalence-complete, and (iii) Alice and Bob output s 4 and sp, respectively, such that
Pr[sa = sg] > p, where the probability is taken over the choice of (ra,rp, M) describing the execution
of the protocol. Then for every 0 < & < p, there exists an attacker Eve that only has access to the
public messages exchanged between Alice and Bob, makes at most O(nanpg/d?) queries to the generic
(k 4+ 1)-SCMA oracle, and produces an output sg such that Pr(sp = sg| > p — 4.

Combining this with our earlier lemmas (Lemmas 2.11 and 2.12, showing that any general adversary can
be modified into an adversary that only uses equivalence-complete query patterns) allows us to complete the
proof of Theorem 2.10. We note here that while this is a high-level overview of the core idea of our proof.
The actual analysis is significantly more involved; see Section 3.2 for more details.

Finishing the Separation Result. Finally, we point out that an argument very similar to the one outlined
above allows us to separate (2k — 1)-round KE from 2k-round KE. In fact, the only change that we need
to make is to slightly tweak the commutator-property of the (k£ + 1)-SCMA oracle so that it allows secure
2k-round KE protocol, but cannot be used to build a secure (2k — 1)-round KE protocol. We elaborate more
on this in Section 3.3.

We conclude the overview of our KE separation result by remarking that our characterization of KE in
terms of generic string concatenation monoid action oracles is crucial to our separation result since it enables
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a simple yet rigorously formal framework for analyzing equivalence queries while fitting nicely with the
proof techniques of [BM09]; such an analysis would be extremely cumbersome if one chose to work with
generic KE protocols directly.

2.3 Analyzing 2-PC

In this subsection, we show how to model 2-PC as a special kind of monoid action. We then present an
overview of our main novel separation result, namely, black-box separating 2-PC by rounds.

2.3.1 Modeling 2-PC as a “Hard” Monoid Action.

Earlier, we noted that (multi-round) KE was essentially just an interactive protocol where two parties sent
messages back and forth and, at the end, managed to compute a shared secret key, which was a random value
computed in two different ways. We modeled this as a monoid action where the only required structure was
the k-commutativity.

If we think in such an abstract way, then 2-PC is not so different. Suppose we consider basic 2-PC: again,
the parties send messages back and forth, and at the end compute the value of a function on their shared
inputs. This process is very similar to KE except for the fact that we output a function evaluation instead
of a random key (alternatively, we can think of KE as a special case of 2-PC where the “function” outputs
a key based on the parties’ randomness). It turns out we can also model this as an abelian monoid action,
although with some extra properties. To the best of our knowledge, this is the first “natural” characterization
of the mathematical structure inherent to any 2-PC protocol, and the first explicit proof of the necessity of
mathematical structure for 2-PC.

The basic idea is as follows: to model KE as a monoid action, we used (essentially) random monoid
elements. To model 2-PC, we utilize monoid elements that include randomness, an encoding of a player’s
inputs, and an encoding of the program to be computed. We note that the monoid elements themselves are
never made public (both in KE and 2-PC), so we can use the action to effectively hide them. We explain this
in more detail below.

The Monoid Structure. Let M be the string concatenation monoid containing the (sub)monoids A and
B,where A:=1 x F x R,and B = I x F x R/, where all of the submonoids have string concatenation
as their rule. We represent the parties’ inputs with the set /, the function with the space F', and the parties’
randomness that they will use for the whole protocol with the sets R and R’.

With this in mind, we can define a four-round 2-PC as an abelian monoid action (M, X, x) for the monoid
M described above and the set X containing, at a minimum, all possible outputs of the functions represented
by some f € F and any public parameters with the property that, for any i1,i5 € I, f € F,r € R, and
r" € Rwhere a :=1i; X f x rand b := iy X f x 7/, and appropriately sampled z € X, the following holds:

(a-b-a-b)xx=({b-a-b-a)*xx=f(i1,i2).

This is only different than what we needed from KE in the structure of the monoid elements of M and the
restrictions on the final output; the “broad picture” is entirely the same. So our natural thought was the
following: can we use the ideas from our KE separation to also separate, say, 2-round 2-PC from 4-round
2-PC? While the structure of these two protocols is very similar, the security requirements are somewhat
different. This presents the main technical hurdle in: (a) modeling 2-PC using structured primitives, and (b)
using such a structural characterization to separate 2-PC by rounds.
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Dealing with 2-PC Security Requirements. The trickiest part of extending our KE separations to cover
2-PC is how we handle the security requirements of 2-PC. We note that the structure of the monoid only
helps us to define correctness; security must be described in terms of additional properties. In Section 4.1, we
formally define all relevant notions of security using the standard simulation-based definitions; here we only
have space to sketch out security properties.

Intuitively, our monoid action is secure in the setting of semi-honest corruptions if, given an adversary
that can see a “full run” of the protocol from the perspective of one of the parties, the adversary cannot “learn
anything” about the other party’s input that cannot be guessed from the final output of the protocol. This
turns out to be very similar to the KE notion of security, although the security property here would be closer
to (some analogue of) the discrete log over the monoid action rather than a CDH-style assumption over the
monoid action (which would be the rough approximation of security for KE).

In a malicious setting, a security definition is more complicated. Intuitively, we need that an adversary
that controls Alice and has access to an “oracle” that takes as input a set element and outputs the action
computation of Bob’s secret monoid element on that set element cannot learn anything more about Bob’s
secret monoid element than is implied by the final output of the protocol. Technically speaking, we will
actually prove security in a “malicious with abort” setting because it is impossible to have protocols secure
against fully malicious adversaries in the standard model [Cle86].

A 2-PC Monoid Action Oracle. We can very naturally extend our generic k-SCMA oracle into a similarly
defined oracle modified for 2-PC, which we call a k-SCMA,_pc oracle. Note that the only difference from a
SCMA oracle is that we have adjusted the monoid elements (to incorporate the function) and the final output
(to output the function evaluation rather than a key) as described above.

We emphasize that such a SCMA, pc oracle implies maliciously secure (with abort) 2-PC: by definition,
the intermediate computations in the oracle are random and thus reveal no extra information about parties’
queries. Only an extremely lucky random guess would help an adversary. Moreover, it is possible to extract
the “useful” portion of the corrupt party’s input in a security game since, to get an output, it must send valid
inputs to the SCMA, pc oracle.

2.3.2 Extending the KE Separation to 2-PC.

With our SCMA,_ pc oracle defined, it becomes quite straightforward to extend our KE separation to 2-PC. In
fact, in our KE separation, we not only show that Eve can generate the final shared key of Alice and Bob, we
also show that she can find the input monoid element of either Alice or Bob. Intuitively, this is because to
make an intersection or equivalence query—and we show that Eve is likely to make all of these—Eve must
know the monoid input element of either Alice or Bob. We can extend this argument almost immediately
from the KE setting to the 2-PC setting.

On the other hand, if there are no equivalence queries, then, in order for the computation to be complete,
one of the parties must have sent “enough” of their input for the other party to be able to evaluate the full
computation on the SCMA, pc oracle themselves, which also breaks the protocol. This is analogous to the
KE case where Alice and Bob never use the full power of the SCMA oracle.

Note that this is the most for which we can hope: one (insecure) 2-PC protocol that is correct would be
for Alice to send Bob her inputs “in the clear”, and then Bob could do all of Alice’s computations for her
and then return Alice’s output “in the clear” as well. In this case, it is impossible to learn anything useful
about Bob’s secrets. However, this is clearly enough to break all definitions of 2-PC security. Our main 2-PC
separation result is summarized by the following theorem, which we prove rigorously in Section 4.2.
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Theorem 2.14 (Main 2-PC Separation Theorem (Theorem 4.12, restated)). Let I be a 2k-round 2-PC
protocol between Alice and Bob computing a function f such that: (i) Alice and Bob have inputs in 4 and inpg,
respectively, (ii) Alice and Bob make at most n 4 and np queries to a generic (k + 1)-SCMA, pc oracle, and
use random tapes r o and r g, respectively, and (iii) Alice and Bob output s s and sp, respectively, such that
Prisa = sp = f(ina,ing)] > p, where the probability is taken over the choice of (r 4, rp, M) describing
the execution of the protocol. Then for every 0 < § < p, there exists an attacker Eve that corrupts Bob
and makes at most O(poly(na,ng, k)/d?) queries to the generic (k + 1)-SCMA,_pc oracle, corresponding
to which, with probability at least p — 6, there exists no probabilistic simulator S that makes at most
O(poly(na,np, k)/6%) queries to the generic (k + 1)-SCMA, pc oracle such that

SMC) (ing, f(ina,ing)) & VL,

where VEl?Je denotes the view of Eve (consisting of the messages exchanged by Alice and Bob, Eve’s queries to
the (k + 1)-SCMA; pc oracle, and Eve’s own internal random coins, if any).

We remark that, as in our KE separation result, our characterization of 2-PC in terms of generic monoid
action oracles is crucial to our 2-PC separation result since it enables porting the proof techniques of [BM09]
and the additional analysis of equivalence queries from the setting of KE to 2-PC in a natural manner; such an
analysis would be significantly more complicated if one chose to work with generic 2-PC protocols directly.

Proof Strategy. Our proof strategy is analogous to that for our KE separation proof, and involves showing
the existence of an attacker Eve that recovers more information about the honest party Alice’s input in 4 than
is revealed by the knowledge of Bob’s input inp and the function output f(iny4, ing). Consequently, an ideal-
world simulator S can never simulate Eve’s view since it can never obtain this additional information about
Alice’s input in 4 (except with non-negligible probability) given only (ing, f(in4,ing)). Concretely, we prove
the following auxiliary theorem, which in turn implies our main 2-PC separation theorem (Theorem 2.14).

Theorem 2.15 (Auxiliary 2-PC Separation Theorem (Theorem 4.13, restated)). Let 11 be a 2k-round 2-
PC protocol between Alice and Bob such that: (i) Alice and Bob have inputs ins and ing, respectively, (ii)
Alice and Bob make at most n4 and np queries, respectively, to a generic (k + 1)-SCMA,.pc oracle, and
use random tapes r o and r g, respectively, and (iii) Alice and Bob output s 4 and sp, respectively, such that
Pr[sa = sp = f(ina,ing)] > p, where the probability is taken over the choice of (ra,r5, M) describing
the execution of the protocol. Then for every 0 < § < p, there exists an attacker Eve that corrupts Bob
and makes at most O(poly(na,np, k)/6%) queries to the generic (k + 1)-SCMA,.pc oracle, such that Eve
recovers, with probability at least (p — §), all queries made by Alice to the (k + 1)-SCMA,_pc oracle that
are either identical to or are “equivalent” to the queries made by Bob to the (k + 1)-SCMA, pc oracle.

To prove Theorem 2.15, we construct an attacker Eve that recovers (without loss of generality) the part
of Alice’s input that is relevant to the output of the function (more concretely, the secret monoid element
representing Alice’s input that is used in Alice’s queries to the (k + 1)-SCMA,.pc oracle). The proof is
technically very similar to the proof of Theorem 2.9 used in our KE separation result, and is detailed in
Section 4.2. Note that in our proposed attack strategy, Eve does not recover any parts of Alice’s inputs that
were not used by Alice to query the (k + 1)-SCMA,.pc oracle. In fact, it is impossible in general to recover
any parts of Alice’s input that are (potentially) irrelevant to the output, since Alice can (at least sometimes)
start the interaction by first deleting the irrelevant parts of her input. We note, however, that recovering the
part of Alice’s input that is relevant to her output already constitutes an attack on the security of the 2-PC
protocol since it allows Eve to learn potentially greater information than is leaked by the function output.
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Theorem 2.15 implies Theorem 2.14. We briefly outline why Theorem 2.15 implies Theorem 2.14. Since
the outputs of the generic (k + 1)-SCMA, pc oracle are (by definition) uniformly random and uncorrelated
except for the commutator relation, Alice and Bob must issue certain intersection/equivalence queries to
the oracle in order to arrive at the final output with high enough probability, and these queries must contain
information about the parts of the inputs of Alice and Bob, respectively, that are relevant to the final function
output. Now, Theorem 2.15 states that Eve recovers (with high enough probability) all of the intersection and
equivalence queries made by Alice and Bob to the (k + 1)-SCMA,_pc oracle based on their respective inputs.
Thus, Eve manages to extract a query from the SCMA,_ pc oracle that allows her to simulate the computation
on Alice’s input for any of Bob’s inputs she likes, thus breaking 2-PC security.

Finally, we emphasize that, for perfect correctness to hold, Alice must use a query that (if it doesn’t
correspond to her correct input) must result in the exact same output for all possible inputs of Bob. Alice
could, of course, use a query that corresponds to a different input than her “official” input in the protocol (as
long as it gives the same results on all queries) in the process, but finding this again is clearly enough to break
2-PC security, as once again, Eve could simulate the computation on Alice’s input for any of Bob’s inputs.

Finishing the 2-PC Separation Result. Note that Theorem 2.14 black-box separates 2k-round 2-PC from
(2k 4 1)-round 2-PC for k > 1. A similar argument allows us to also black-box separate (2k — 1)-round
2-PC from 2k-round 2-PC for any k > 2, thus establishing the general black-box separation of k-round 2-PC
from (k + 1)-round 2-PC for any k& > 1, which is the desired result. Analogous to the KE separation result,
the only change that we need to make is to slightly tweak the commutator-property of the (k + 1)-SCMA
oracle so that it allows secure 2k-round KE protocol, but cannot be used to build a secure (2k — 1)-round KE
protocol. We elaborate more on this in Section 4.3.

Extending to Asymmetric Functionalities. We can extend the above argument to handle 2-PC with
asymmetric functionalities too. To do this, we just redefine F', so that, instead of representing a single
function, it represents two functions F' := F} x Fy. We require that each party puts its function first in the
monoid element that it use in the 2-PC protocol, so Alice’s F' will look like Faj;ce X Fpop and Bob’s F' will
look like FBob X FAlice-

In our separation, we can just modify our oracle to check that the functions in each monoid element
are properly formed. Then, at the end, we have the oracle only output the first listed function from the first
monoid element applied to the initial set element. In this way, Alice and Bob only get the function output
which they are supposed to receive. These changes to the oracle description require basically no changes to
the overall proof and everything proceeds as before. We refer to Section 4.4 for a detailed treatment.

2.4 Observation on (Noisy) Multiparty NIKE

It is natural to ask if our approach to black-box separations using structural characterization extends to other
similar cryptographic primitives, such as multiparty noninteractive key exchange (NIKE). We give evidence
that such a characterization is likely to require very different techniques. In particular, we show that (for large
enough k), any k-party NIKE protocol black-box implies a slightly weaker “noisy” variant of a (k 4 1)-party
NIKE protocol, which we call “2-noisy” NIKE protocol. We informally describe this notion of multiparty
NIKE below.

“Noisy” Multiparty NIKE. Informally speaking, we say that a k-party NIKE protocol is “/-noisy” (for
¢ > 1) if, instead of outputting a single shared key K to all parties, the protocol outputs a total of ¢ candidate
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keys Ki, ..., Ky to each party with the following properties: (i) at least one of the £ keys received by each
party is guaranteed to be shared by all parties, and hence can be treated as the shared secret key, and (ii) a
passive eavesdropping (computationally bounded) adversary cannot predict (with non-negligible property)
any of the ¢ candidate keys received by each party.

For many practical applications (such as encryption), an £-NIKE protocol in conjunction with a random
oracle offers the same functionality as a regular NIKE protocol, albeit inefficiently. For example, in the case
of encryption, the players could derive ¢ uncorrelated encryption keys by invoking the random oracle on the ¢
keys received from the /-NIKE protocol, and then encrypt each message under each of the derived keys (one
of which is guaranteed to be shared by all parties).

Constructing (k + 1)-party 2-noisy NIKE from k-party NIKE. We show a construction of (k + 1)-
party 2-noisy NIKE that uses a k-party (regular) NIKE protocol (in a black-box manner) and a (single-bit)
randomness extractor Ext. We present an informal overview of the construction here. The full details appear
in Section 5.

The construction proceeds as follows. The parties run (k + 1) instances of the k-party (regular) NIKE
protocol in parallel, where the i" NIKE instance does not involve party-i. Let K be the shared key output by
the i NIKE instance, and let b; = Ext(k]) € {0, 1} be a bit extracted from this shared key. Observe that
party-i obtains all bits b; for j € [k + 1] except the i™ bit b;. It now derives two keys k; o, ki1 € {0, 1}F+1
as follows:

kio = (b1l - - 1bi=1|0]|bit1|br41), ki = (ba| .- |bie1[|1]|Bst1|brg1) -

Finally, party-i outputs the pair of keys (k; o, ki,1), one of which is guaranteed to be shared by all the parties.

Separating Multiparty NIKE by Number of Parties. Note that 2-noisy NIKE does not exactly meet
the definition of regular NIKE and thus, our construction above does not necessarily rule out any black-box
separation of NIKE by rounds. However, it does offer strong evidence that such a separation will somehow
have to rely on the distinction between “noise-free” and “noisy” NIKE. In particular, it seems difficult to use
our black-box separation techniques, as well as the black-box separation frameworks from [IR89, Rud92,
BMO09], to separate (k + 1)-party NIKE and k-party NIKE. Note that all of these frameworks rely on the fact
that an eavesdropping adversary Eve can make all of the queries to the oracle that the honest participants can
make. Unfortunately, given a k-party NIKE oracle, any subset of k parties can issue a query to this oracle that
Eve provably cannot make (in fact, our construction above crucially exploits this feature). Hence, we believe
that a black-box separation of (k + 1)-party NIKE and k-party NIKE would require entirely new techniques.

3 Analyzing Key Exchange

In this section, we present the formal details of our first technical contribution (and the starting point of our
approach that revisits Rudich’s black-box separation of KE by rounds), namely the proof that that two-party
non-interactive KE (NIKE) is equivalent to an abelian monoid action with distributional unpredictability. We
then describe formally how we can use the above structural characterization of (multi-round) KE to separate
KE by rounds. As mentioned in the overview, our KE separation result can be thought of as a more general,
simplified, and tighter version of the separation shown by Rudich in [Rud92].
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3.1 Key Exchange and Commutative Monoid Action

In this section, we prove that any (two-party) non-interactive key exchange protocol is equivalent to the
existence of an abelian monoid action equipped with a natural hardness property, namely (one-time) unpre-
dictability. More generally, we show that any k-round key exchange protocol is essentially equivalent to the
existence of a (one-time) unpredictable monoid action with certain commutator-like properties (we present a
more precise formalization of this property subsequently).

To our knowledge, this is the first formal proof that public-key cryptography (and, more generally
Cryptomania) requires explicit mathematical structure. It also appears to be the first “natural” characterization
of the mathematical structure inherent to any key exchange protocol. We further note here that since public-
key encryption is equivalent to two-round key exchange, our results also imply a characterization of the
mathematical structure inherent to any public-key encryption scheme.

Monoids. We begin by recalling the standard algebraic definition of a monoid. At a high level, a monoid
is a set equipped with an associative binary operation and an identity element. Another way of viewing
a monoid is as a group where each element does not necessarily have a (unique) inverse. For the sake of
completeness, we recall the formal definition below.

Definition 3.1 (Monoid). A monoid is defined as a tuple (M, &) where M isasetand & : M x M — M
is an operation with the following properties:

* Closure: forall g1,g2 € M, we have g1 @ go € M.
* (Left) Identity: there exists an element e € M such that for all g € M, we have e & g = g.

* Associativity: for all g1, g2, g5 € M, we have (g1 & g2) ® g3 = 91 ® (92 & 93)-

Finally, a monoid (M, @) is said to be commutative (or equivalently, abelian) if for any pair of elements
91,92 € M, wehave g1 ® g2 = g2 ® g1.

Monoid Action. Having defined a monoid, we now define a monoid action. Informally, a monoid action
is very similar to a group action (a mathematical object that has been previously studied in the context of
cryptography [ADMP20]), except for the fact that the group is replaced by a monoid. We present the formal
algebraic definition of a monoid action below.

Definition 3.2. (Monoid Action.) A monoid (M, ®) (as defined above) is said to act on a set X if there
exists amap x : M x X — X that satisfies the following two properties:

1. Identity: If e is the identity element of M, then for any = € X, we have

EXxXT =21.

2. Compatibility: For any g, h € M and any x € X, we have
(g®h)*xx=g*(h*z).

We use the notation (M, X, x) to denote a monoid action. Furthermore, we say that a monoid action (M, X, x)
is a commutative monoid action if the monoid M is itself commutative.
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Extending Monoid Actions to Monoids. It is a known (and to our knowledge, folklore) result that every
monoid action can be extended to a monoid in a way that respects commutativity. This essentially implies
that a (commutative) monoid action is not a fundamentally different algebraic/category-theoretic object as
compared to a (commutative) monoid; they are, in fact, equivalent. We formalize this result below.

Lemma 3.3. Any (commutative) monoid action (M, X.x) can be extended to a (commutative) monoid

(M, 69) in a structure-preserving manner.

Proof. Let (M, X, ) be a monoid action where the monoid (M, @) acts on the set X. We first consider the
case where (M, @) is non-commutative. In this case, the extended monoid (M, @) is defined as follows:

e The set M is defined as M := M U X U {L}, where L is a special “terminal” element.

« The operation & is defined as follows:
- For any g, h € M, define g&h := g & h.
— Forany g € M and x € X, define gBx := g % .
- For any (o, ) € M x M such that (o, ) ¢ M x M and (v, ) ¢ M x X, define a®f := L.

It is straightforward to see that the tuple (]\/4\ , ETB) satisfies both closure and associativity. At a high level,
this follows from the fact that any operation that is not semantically defined in the original group action maps
to the terminal element L ./i'\dditionall/yl the (left) identity element e for the monoid M also serves as the
(left) identity element for M. Hence, (M, @) is a monoid, as desired.

We now consider the case where (M, @) is commutative. In this case, the extended monoid (M, @) is
defined in a commutativity-preserving manner as follows (the changes from the non-commutative case are
highlighted in red):

e The set M is again defined as M:=MUXU {L}, where L is a special “terminal” element.

* The operation @ is now defined as follows:
— Forany g, h € M, define g®h := g & h.
— Foranyg € M andz € X, define ¢®z := g+ x and 25g := g » .

— Forany (o, 3) € M x M such that (a, 8) ¢ M x M and (o, B) ¢ M x X and (v, B) ¢ X x M,
define a®f := L.

It is again straightforward to see that the tuple (]\/4\ , @) satisfies closure. Additionally, the (left) identity

element e for the monoid M still serves as the (left) identity element for M. So, it remains to argue
associativity and commutativity.

To see that associativity is satisfied, observe that since (M, @) is commutative, for any g, h € M and
x € X, we have:

1. 2&(9®h) = (zDg)@h, and
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Experiment Exptp,  p, | D!

1. The challenger samples a pair of group elements (g, i) as g < Daso and h <= D1, and a set
element x < Dy, and provides the tuple (z, g * x, h * x) to the adversary A.

2. The adversary A responds with a set element y € X.

We say that the adversary A wins the experiment if y = (g @ h) x .

Figure 1: The Security Definition of a Distributional Unpredictable Monoid Action

2. g®(z®h) = (9®x)Dh.
More concretely, we have
2®(goh) = 2B(g @ h) = (9@ h) xz = (h& g) %z = hx (g * ) = h* (vBg) = (xBg)Sh.
gD (x®h) = gB(h*x) = gx (hxx) = hx (g*x) = h* (9Dx) = (9Dz)Dh.
Any other operation Lllat/\is not semantically defined in the original group action still maps to the terminal
element . Hence, (M, @) satisfies associativity whenever (M, @) is both associative and commutative.

Finally, it is straightforward to see that (]/\4\ , @) is commutative whenever (M, @) is commutative. Hence,
(M, 3) is a commutative monoid, as desired. O

3.1.1 Distributional Unpredictable Monoid Action

We now describe a new primitive that we call a distributional unpredictable monoid action. More concretely,
we take a monoid action as defined above and endow it with a certain hardness property that we call
distributional unpredictability. We describe this property in more details below.

Distributional Unpredictable Monoid Action. Let (M, X, ) be a monoid action such that the set X
supports efficient representation, and such that the “action operation” « is efficiently computable. Also let
Dy for b € {0,1} and Dy denote distributions over (subsets of) M and X, respectively, such that one can
efficiently sample a monoid element g <— D)/ 9, a monoid element h <— D)1 and a set element x < Dy as
per the distributions Dy;,0,Dr,1 and Dy, respectively. We define the experiment Exptyp, 2.0 D21, Dx (param-
eterized by the distributions Dy o, Das,1, and Dx ) between a challenger and a probabilistic polynomial-time
adversary A as in Figure 1.

Definition 3.4 (Distributional Unpredictable Monoid Action). A monoid action (M, X, x) with an effi-
ciently computable action operation is said to satisfy distributional unpredictability with respect to the triplet
of distributions (Das,0, Dar,1, Px) and with respect to some security parameter A if for any probabilistic
polynomial-time adversary A, the probability that .A wins the experiment Exptp, 1.0.Dar1,Dx 18 negligible in
the security parameter \.

Remark 3.5. For simplicity, we abstract out the details of the (efficient) sampling procedures that allow
sampling a monoid element g <— Dy, for b € {0, 1} and a set element x <— Dx. We simply assume that
these algorithms take as input the security parameter A and some random coins r, and output elements as per
the desired distributions.
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Remark 3.6. Note that we do not necessarily require the distributions Dy for b € {0,1} and Dx to
be the uniform distributions over M and X, respectively. This distinguishes our notion of distributional
unpredictability from the more standard notion of weak unpredictability in the cryptographic literature, where
these distributions would be necessarily uniform. Our definition can be viewed as a generalization of weak
unpredictability in the context of monoid actions. We note that it is typically much easier to sample uniform
elements in groups (where inverses exist) than in monoids.

Remark 3.7. Note that in the aforementioned definition, we do not assume that the monoid action (M, X, )
necessarily supports compact representations for elements in the monoid M. For example, in order to
represent a monoid element g sampled according to the distribution D)y o, one could simply use the random
coins input to the sampling algorithm as an equivalent compact representation for g (so long as the action
computation is efficient using this alternative representation).

3.1.2 Two-Party Non-Interactive Key Exchange (NIKE)
We now formally define a two-party non-interactive key exchange (NIKE) protocol [BS20].

Definition 3.8 (Non-interactive Key Exchange (NIKE)). A NIKE protocol is a tuple of probabilistic polynomial-
time algorithms (Setup, Ao, By, A1, B1) defined as follows:

* Setup takes as input a security parameter A and outputs the public parameters pp.

» Ay takes as input the public parameters pp, and outputs a secret state 4 and a share s 4.
* By takes as input the public parameters pp, and outputs a secret state 7 and a share sp.
A, takes as input (pp, 74, s4, sg) to compute the “final key” k4.

* B, takes as input (pp, 75, SB, S4) to compute the “final key” kp 4.

A NIKE protocol is essentially a single-round protocol between a pair of (non-uniform) probabilistic
polynomial-time algorithms (informally referred to as “parties”) A = (Ag, A1) and B = (By, B1), where the
tuple

T = (ppa SA, SB)

denotes represents the public transcript of messages exchanged between A and B.

Correctness. A NIKE protocol (Setup, Ag, By, A1, B1) is said to be correct if for any pp <— Setup, for any
(ra,sa) < Ao(pp) and any (rz, sg) < Bo(pp), we have

kap = kpa,
where kap = A1(PP, 74,54, 5p) and kpa = B1(Pp, 7B, 58, 54).
Security. A NIKE protocol (Setup, Ag, By, A1, B1) is said to be secure if for any pp < Setup, for any

(sa,s4) < Ao(pp) and any (sp, sp) < Bo(pp), and for any probabilistic polynomial time algorithm .4, we
have

Pr[A(pp, s4,sB) = kap] < negl(\),

where kap = A1(PP, 74, 54, SB).

28



Representing NIKE as a Commutative Square. We now formulate a NIKE protocol as a commutative
square, capturing the core property that two parties can compute the same secret key using two different
sequences of computation. Let PP, R, S4, Sp, R4, Rp, and K denote sets. More specifically:

* We let PP denote the set of public parameters and R denote the set of possible random coins used by
the setup algorithm to output some public parameters from the set PP.

* We also let S4 and Sp (resp., R4 and Rp) denote the set of possible output shares (resp., the set of
possible secret states) for the parties A and B, respectively.

* Finally, we let K denote the set of possible final keys that the parties A and B could agree on at the
end of the NIKE protocol.

Next, we define the following functions that map between these sets as below:

e Setup: 1* x R — PP.

e Genyg: PP x Rq— S4.

* Geng: PP x Rg — Sp.

e Combiney : PP x Ry x Sp — K.

e Combineg : PP x Rg x S4 — K.

Finally, we impose the following correctness requirement on these functions: for any pp € PP, any
r4 € R4 and any rp € Rp, we have

Combine 4 (pp, 74, Genp (pp, rB)) = Combineg (pp, 75, Gena (PP, 74)) -

Security. Let Dpp, D4 and Dp denote efficiently sampleable distributions over the sets PP, R4, and Rp,
respectively. Based on the above structural formulation, we say that a NIKE protocol is (Dpp, D4, Dp)-secure
if for any pp < Dpp, any 4 <~ D4 and any rg < Dp, and for any probabilistic polynomial time algorithm
A, we have

Pr[A(pp, Gens (pp,74) , Genp (pp,rB)) = Combine4 (PP, 74, Geng (PP, 75))] < negl(A).

Remark 3.9. For simplicity, we abstract out the details of the (efficient) sampling procedures that allow
sampling as per the distributions Dpp, D 4, and Dp. We simply assume that these algorithms take as input
the security parameter A and some random coins r from the set R, and output elements as per the desired
distributions.

Remark 3.10. One again, note that we do not necessarily require the distributions Dpp, D 4, and Dp to be
the uniform distributions over the sets PP, R 4, and Rp, respectively.

Remark 3.11. Note that in the aforementioned definition, we do not assume that the sets R4 and Rp
necessarily support compact representations. For example, in order to represent an element r4 sampled
according to the distribution D 4, one could simply use the random coins input to the sampling algorithm as
an equivalent compact representation for r 4 (so long as all relevant Function computations are efficient using
this alternative representation).
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3.1.3 Equivalence of Distributional Unpredictable Commutative Monoid Action and NIKE

At this point, the astute reader might have already noticed the (almost) exact structural correspondence
between a distributional unpredictable commutative monoid action and the commutative-square depicting a
NIKE protocol. At a high level, one could simply use this “structural” correspondence to informally argue that
these two primitives are, in fact, equivalent. However, formalizing this equivalence is more involved, as we
show subsequently. In what follows, we use the acronym “DUCMA” to denote a distributional unpredictable
commutative monoid action.

DUCMA implies NIKE. We first formally prove the easier direction, namely, DUCMA implies NIKE.
More concretely, we state and prove the following theorem:

Theorem 3.12. Any DUCMA satisfying Definition 3.4 implies a NIKE protocol.

Proof. Let (M, X,*) be a DUCMA with respect to the triplet of distributions (D0, Dar,1, Dx) as per
the structural formulation for DUCMA described earlier (Definition 3.4). We describe a construction of
NIKE protocol satisfying the structural formulation for NIKE described earlier. Our protocol bears certain
similarities with existing NIKE protocols based on cryptographic group actions (e.g. in [ADMP20]).

Set definitions: We define the following sets for the NIKE protocol:

* Define PP := X, where X denotes the set in the group action (M, X, %).

* Define the set of secret states for A and B as R4 := M and Rp := M, respectively, where M denotes
the monoid in the group action (M, X, x).

* Define the set of possible output shares for A and B as S4 := X and Sp := X, respectively, where X
is again the set in the group action (M, X, x).

* Define the set of possible final keys as K := X, where X is again the set in the group action (M, X, *).

Function definitions: We define the following functions for the NIKE protocol:

e Setup : 1* x R — PP : Sample x + Dy and output z.
* Geny : PP x Ry — Sy : Sample g4 < Dy o using random coins 74 and output s4 = ga * x.
* Genp: PP x Rp — Sp: Sample gg < Djy,1 using random coins rp and output sp = g * T.

* Combiney : PP x Ry x Sp — K : Re-sample g4 < D), using random coins 4 and output the
final key as kap = g4 x sp.

* Combineg : PP x Rp x Sy — K : Re-sample gg < D)1 using random coins rg and output the
final key as kg4 = gp * Sa.
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Correctness and Security. Correctness and security of the NIKE protocol described above are immediate
from the structural formulation for DUCMA described earlier (Definition 3.4). This completes the proof of
Theorem 3.12. g

NIKE implies DUCMA. We now formally prove the more involved direction, namely, NIKE implies
DUCMA. More concretely, we state and prove the following theorem:

Theorem 3.13. Any NIKE protocol implies a DUCMA satisfying Definition 3.4.

Proof. To prove this theorem, we show how to construct a monoid action (M, X, ) that satisfies the definition
for DUCMA (Definition 3.4) with respect to the triplet of distributions (Daz,0, Dar,1, Dx ). We assume the
existence of a NIKE protocol satisfying the structural formulation as outlined above, including all the relevant
sets and functions.

Constructing the Monoid. We begin by describing how to construct the monoid (M, @) underlying the
monoid action (M, X, x). Recall that in our structural formulation, any NIKE protocol is associated with a
pair of sets R4 and Rp, denoting the set of secret states for parties A and B, respectively.

We define the following auxiliary sets:

Rap=A{rallrp:ra€ Ra,rg € R}, Rpa={rp|ra:rp € Rp,7a € Ra}.
At this point, we define the set M/ in the monoid (M, @) as:
M =RasURBURApURpAU{ewr, Ly},

where ey is a special “identity” element and L s is a special “terminal” element. Next, we define the
associated monoid operation & as follows:

* Forany r4 € R4 and any rp € Rp, define
rA®rg=rg®ra:=ra|rp.

* For any o € M, define
e Da=adey = a.

* Forany (o, ) € M x M such that o, B # eps and (o, 8) ¢ Ra x Rp and (o, B) ¢ Rp X R4, define
r®y= L.
Lemma 3.14. (M, ®) is a commutative monoid.

Proof. Closure, associativity and commutativity are immediate by construction. Also, es serves as the
identity element for M. O

Remark 3.15. Note that for simplicity of exposition, we assume here that the sets R4 and Rp support
compact representations. In case this is not true, we equivalently represent an element r 4 (resp., rp) sampled
according to the distribution D4 (resp., Dp) using the random coins input to the sampling algorithm (any
element that cannot be sampled according to these distributions does not appear in the monoid M).
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Constructing the Set. Next, we define the set X as follows:
X =(PPU{Llx}) x(SaU{Llx})x(SpU{Llx})x(KU{Lx})
where:

* PP denotes the set of possible public parameters for the NIKE protocol.
* S4 and Sp denote the set of possible output shares for the parties A and B, respectively.
* K denotes the set of possible final keys that the parties A and B could agree on.

* | y is a special “terminal” symbol.

At ahigh level, a set element captures the gradual evolution of the public transcript of messages exchanged
at various stages of the protocol, as well as the final computation of the shared key. In particular:

* A set element of the form (pp, L x, L x, L x) represents the transcript of messages from the point of
view of either party A or party B before the start of the protocol.

* A set element of the form (pp, L x, sp, L x) represents the transcript of “received” messages from the
point of view of party A after the first round of protocol execution.

* A set element of the form (pp, s, L x, Lx) represents the transcript of “received” messages from the
point of view of party B after the first round of protocol execution.

* A set element of the form (pp, s4, sp, kap) represents the transcript of messages and the final secret
key after the completion of the protocol (from the point of view of both parties A and B).

While we allow all other kinds of tuples in the set X from a syntactical point of view, they do not carry any
semantic meaning. We enforce this in the manner in which we define the action operation, as described next.

Defining the Action. Finally, we define the action x : M x X — X. We make use of the following
functions associated with any NIKE protocol:

. GenA:PPXRA—%S'A.
. GenB:PPxRB—>SB.
e Combiney : PP x Ry x Sp — K.

° CombineB : PP x Rp x SA — K.
Given these functions, we define the action operation x : M x X — X as follows:
* For any = = (xg,x1,x2,x3) € X, define

em * (zo, x1, x2, x3) = (T, T1, T2, T3).
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» Forany r4 € R4 and pp € PP, define
rax* (PP, Lx, Lx, Lx) = (pp, Gena(pp,74), Lx, Lx).
* Forany rp € Rp and pp € PP, define
rg* (PP, Lx, Lx, Lx) = (pPp, Lx,Gena(pp,r5), Lx).
* Foranyrgq € Ry, any pp € PP, and any s € Sp, define
ra* (PP, Lx,sB, Lx) = (pp,Gena(pPp,r4), sp, Combines (PP, 74, sB)).
* Forany rgp € R4, any pp € PP, and any s4 € S4, define
re* (PP, 4, Lx, Lx) = (PP, sa, Geng(pp, r5), Combines(pp, 75, 54)).
* Foranyr4 € R4, any rp € Rp, and any pp € PP define
(rallre)*(pp, Lx, Lx, Lx) := (PP, Gena(pp,74), Genp (PP, 75), Combine 4 (pp, 74, Genp (PP, 78)))-
* All other action operations output the “terminal” set element (L x, Lx, Lx, L x).

Lemma 3.16. The monoid action (M, X, ) satisfies identity and compatibility if the NIKE protocol satisfies
correctness.

Proof. Identity is again immediate by construction. To prove compatibility, it suffices to prove that for any
r4a € Ra,any rp € Rp, and any pp € PP, we have

(ra®@rp)* (PP, Lx, Lx, Lx) =rax(rg*(pp, Lx, Lx, Lx)),
(rB@7ra)* (PP, Lx, Lx, Lx) =rp*x(rax(pp, Lx, Lx, Lx)).
To see that this is indeed the case, observe that we have
(ra®rp)* (PP, Lx, Lx,Lx) = (rallrs)*(pp, Lx, Lx, Lx)
= (PP, Gen 4 (pp,74), Genp(pp, 75), Combine 4 (pp, 74, Genp (PP, 75)))
=74 % (PP, Lx, Genp(pp, r5), Lx)
=rax(rp* (PP, Lx, Lx,Lx)).
Similarly, we have
(re®ra)* (PP, Lx, Lx, Lx) = (rallre) * (PP, Lx, Lx, Lx)
= (PP, Gen 4 (pp,74), Genp(pp, 75), Combine 4 (pp, 74, Genp (PP, 75)))
= (PP, Gen 4 (pp,74), Genp(pp, 75), Combines (PP, 75, Genp (PP, 74)))
=1 * (PP, Gena(pp,74), Lx, Lx)
=rp*(rax (PP, Lx,Lx,Lx)).
The second identity additionally exploits the following relationship
Combine4(pp, 74, Genp(pp, 75)) = Combines (PP, r5, Geng (PP, 74)),

which holds whenever the NIKE protocol is correct. Hence, it follows that the monoid action (M, X, )
satisfies both identity and compatibility. This completes the proof of Lemma 3.16. O
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Experiment Expt,p,  p) | py:

1. The challenger samples a pair of group elements (g, i) as g < Daso and h <= D1, and a set
element x < Dy, and generates the following for each i € [¢]:

zio=(9®h) 'xz, zi1=(heg) 'xx
vio=(g@(h@g) ) xz, aj;=(he(goh)")xa.
It then provides the following tuple to the adversary A:

(1’7 {wio, wia, 55;;,07 372,1}1;6[31)

2. The adversary A responds with a set element y € X.

We say that the adversary A wins the experiment if y = ((g @ h)*) * .

Figure 2: The Security Definition for a Distributional £-Unpredictable /-Commutative Monoid Action

Putting together Lemma 3.14 and Lemma 3.16, we have that the group action (M, X, ) is indeed a
commutative monoid action. Finally, it follows immediately from the security of the NIKE protocol that
the group action (M, X, %) satisfies distributional unpredictability with respect to the distributions Dy, for
b € {0,1} and Dx defined as follows:

Dy :=Da, Dmy:=7Dp, Dx := Dpp,

where D 4, Dp and Dy, are the efficiently sampleable distributions over the sets R4, Rp and PP.
This establishes that the group action (M, X, x) indeed satisfies the definition for DUCMA (Defini-
tion 3.4), and completes the proof of Theorem 3.13. O

3.1.4 Generalization to Multi-Round Key Exchange

In this section, we generalize the aforementioned result to any ¢-round key exchange protocol for £ > 1. In
particular, we show that any ¢-round key exchange protocol is equivalent to a monoid action that satisfies a
certain {-commutator-like properties as well as a notion of distributional ¢-unpredictability. For £ = 1, these
properties are exactly equivalent to commutativity and distributional unpredictability for monoid actions as
described earlier, while for £ > 1, these properties can be viewed as certain “naturally weakened” versions of
commutativity and distributional unpredictability for monoid actions. We call this weakened primitive an
distributional Z-unpredictable /-commutative monoid action (abbreviated as /-DUCMA).

Distributional /-Unpredictable /-Commutative Monoid Action (-DUCMA). Let (M, X, x) be a monoid
action such that the set X supports efficient representation, and such that the “action operation” « is efficiently
computable. Let Dy, for b € {0,1} and Dx denote distributions over (subsets of) M and X, respectively,
such that one can efficiently sample a monoid element g <— D)9, a monoid element & <— Dy 1 and a set
element x < Dyx.
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Additionally, for any g, h € M and any i > 1, we define (g @ h)* as:

(goh) =@oh)e(goh)o..a(gah).

i-times

Note that when the monoid is not commutative, (g @ h)* and (h @ g) can be distinct monoid elements. We
additionally define (g ® h)? as:
(9@ h)° :=em,
where ey is the identity element for the monoid.
We now define the experiment Expt&DM’ 0.Dar1,Dx (Parameterized by £ > 1 as well as the distributions
D0, Dai, and Dx ) between a challenger and a probabilistic polynomial-time adversary A as in Figure 2.

Definition 3.17 (.-DUCMA). A monoid action (M, X, ) with an efficiently computable action operation
is said to be an .-DUCMA with respect to the triplet of distributions (Das,0, Dar,1, Px ) and with respect to
some security parameter A if the following conditions are satisfied simultaneously:

» (-Commutativity: For any g, h € M and any = € X, we have
((g @ h)£> * X = <(h @ g)£> * T

* Distributional /-Unpredictability: For any probabilistic polynomial-time adversary .A, the probability
that A wins the experiment Expty p,, , p,,, D 1 negligible in the security parameter \.

Remark 3.18. As in the original definition of DUCMA, we again abstract out the details of the (efficient)
sampling procedures that allow sampling a monoid element g <— Dy, for b € {0,1} and a set element
x < Dx. We simply assume that these algorithms take as input the security parameter A and some random
coins r, and output elements as per the desired distributions.

Remark 3.19. As in the original definition of DUCMA, we do not necessarily require the distributions Dy y,
for b € {0, 1} and Dx to be the uniform distributions over M and X, respectively.

Remark 3.20. As in the original definition of DUCMA, we do not assume that the monoid action (M, X, )
necessarily supports compact representations for elements in the monoid M. In particular, in order to
represent a monoid element g sampled according to the distribution D)y o, one could simply use the random
coins input to the sampling algorithm as an equivalent compact representation for g (so long as the action
computation is efficient using this alternative representation).

¢-Round Key Exchange. We now define an ¢-round key exchange (KE) protocol for ¢ > 1. In the same
vein as the NIKE definition, we define /-round KE as a two-party protocol involving a pair of (non-uniform)
probabilistic polynomial-time algorithms A = {A;}icj0q and B = {B;};c[o,q, Where each individual
algorithm A; and B; is formalized subsequently.

Before presenting the definition, we fix some notation. Let pp be the public parameters and let s; 4 and
s; p be the message shares output by A and B, respectively, in round-i of the protocol (for each i € [¢]).
We define a sequence of “transcript” variables (7q, 71, . . . , 7¢) to maintain track of the messages exchanged
between A, B, where for each i € [0, ¢], 7; denotes the transcript of messages exchanged between parties A
and B up until round-:. Formally, 7; is defined as follows:

T; = (PP, S1,4, S1,B, 52,4, S2.B; - - - 1 Si, A, Si.B)-
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Definition 3.21 (/-Round Key Exchange). An /-round KE protocol is a tuple of probabilistic polynomial-
time algorithms (Setup, {A;, B;};c[0,) defined as follows:

* Setup takes as input a security parameter A and output the public parameters pp.

* Foreach i € [0, ¢ — 1], A, takes as input the public parameters pp, a secret state r; 4, and a transcript
7; of the messages exchanged between parties A and B up until round-i, and outputs an updated secret
state 7,41, 4 and a share s;41 4.

* Foreachi € [0,/ — 1], B, takes as input the public parameters pp, a secret state 7; , and a transcript
7; of the messages exchanged between parties A and B up until round-i, and outputs an updated secret
state 7,41, g and a share s, 11 p.

* A, takes as input the public parameters pp, a secret state ¢ 4, and a transcript 7; of the messages
exchanged between parties A and B up until round-¢, and outputs the “final” key k4p.

* By takes as input the public parameters pp, a secret state ry g, and a transcript 7; of the messages
exchanged between parties A and B up until round-/, and outputs the “final” key kp 4.

Correctness. An ¢-round KE protocol (Setup, {A;, Bi}z‘e[o,@) is said to be correct if for any pp < Setup,
and for any
(ri+1,4, 5i+1,4) = Ai(PP, 73,4, Ti),  (Ti+1,B, Si+1,8) = Bi(PP, 73,8, i),

foreach i € [0, ¢ — 1], we have
kap = kpa,

where kap = A¢(PpP, r¢,4, 7¢) and kpa = By(PP, r¢,4, 7¢), and where for each i € [0, ], the transcript 7; is
as defined earlier, namely:

Ti = (PP, 51,4, S1,B5 52,45 52,85 - - - » Si, A, Si.B)-

Security. An /-round KE protocol (Setu p, {A;, Bi}ie[ovg]) is said to be secure if for any pp < Setup, and
for any
(Tit1,4, 8i+1,4) = Ai(PP; 7,4, i), (Tit1,B, Si+1,8) = Bi(PP, 718, 74),

for each ¢ € [0, ¢ — 1], and for any probabilistic polynomial time algorithm .4, we have
Pr[A(pp, 7) = kap] < negl()),
where kap = A¢(PP, 77,4, 7¢) and where the transcript 7y is as defined earlier, namely:

T = (PP, 51,4, 51,B, 52,45 52,B, - - - S0,A, St,B)-
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Structural Formulation. We now formulate an /-round KE protocol using a structural formulation that is
again geared towards capturing the core property that two parties can compute the same secret key using two
different sequences of computation across £ rounds of communication.

For ease of exposition, we make a (minor) alteration to our structural formulation for an ¢-round KE
protocol from the standard cryptographic definition presented earlier. In the structural formulation, we assume
that the parties A and B commit to “some” random coins 74 and 7 at the beginning of the protocol, and
then re-use these coins to generate their messages throughout the protocol. We note, however, this definition
is essentially equivalent to the “lazy” randomness sampling strategy in the standard definition presented
earlier; indeed, we can assume that the parties commit to some “master” random coins at the beginning of the
protocol, and use these to derive the individual random coins to be used in each round (depending on the
transcript of messages exchanged up until that round).

It turns out that this alternative definition (where the parties commit to some “master” random coins at the
beginning of the protocol and re-use the same to generate messages throughout the protocol) makes it easier
to capture the “natural” mathematical structure inherent to an ¢-round KE protocol. Although this would
result in “less practical” key exchanges and monoid actions, it allows us to only have to define two sampling
distributions (one for each player) rather than 2¢ (one for each player in each round) and lets us considerably
simplify our proofs of equivalence later in this section. We illustrate this in more details subsequently.

Definition 3.22 (/-Round KE (Structural Formulation)). Let PP, R, {S; a, S B}icj> {Li}tico,q. Ras
Rp, and K denote sets. More specifically:

* We let PP denote the set of public parameters and 12 denote the set of possible random coins used by
the setup algorithm to output some public parameters from the set PP.

* For each i € [¢], we let S; 4 and S; p denote the set of possible output shares in round-i for the parties
A and B, respectively.

* Foreachi € [0, /], we let T'; denote the set of all possible transcripts of messages exchanged between
the parties A and B until round .

* We also let R4 and Rp denote the set of possible secret states for the parties A and B, respectively.

* Finally, we let K denote the set of possible final keys that the parties A and B could agree on at the
end of the /-round KE protocol.

Next, we define the following functions that map between these sets as below:

e Setup: 1* x R — PP.

* {Genja: PP x Ry xI'j = Si+17,4}i€[074_1].
* {Gen;p: PP x Rp xI'; — Si+1,B}z‘e[0,£—1}'
e Combiney : PP x Rq xI'y —» K.

e Combineg : PP x Rg xI'y —» K.
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Finally, we impose the following correctness requirement on these functions: for any pp € PP, any
r4 € R4 and any rp € Rp, letting

sit1,4 = Gen; A(PP, 74, 7i),  (si+1, B) = Gen; g(PP, 75, Ti),
foreach i € [0, ¢ — 1], where 7; = (PP, 51,4, 51,8, - - - » Si.A, Si.B), We have

Combine 4 (pp, 74, 7¢) = Combineg (pp, 5, T¢) ,

where we again have 7 = (PP, 51,4, 51,8, - - -, S¢,4, S¢,B)-

Security. Let Dpp, D4 and Dp denote efficiently sampleable distributions over the sets PP, R4, and Rp,
respectively. Based on the above structural formulation, we say that a /-round KE protocol is (Dpp, D4, Dp)-
secure if for any pp < Dpp, any 74 < D4 and any g < Dp, and for any probabilistic polynomial time
algorithm A, letting

si+1,4 = Genj A(PP,74,7Ti),  (si+1, B) = Gen; 5(PP, 7B, Ti),
foreach i € [0,¢ — 1], where 7; = (PP, 51,4, 51,B, - - - » Si, A, Si,B), We have
Pr[A(pp, 7¢) = Combiney4 (pp, 4, 7¢)] < negl(A),
where we again have 7, = (PP, 51,4, 51,8, - - -, S¢,A, S¢,B)-

Remark 3.23. As in the structural formulation for NIKE, we abstract out the details of the (efficient) sampling
procedures that allow sampling as per the distributions Dpp, D 4, and Dg. We simply assume that these
algorithms take as input the security parameter A and some random coins r from the set R, and output
elements as per the desired distributions.

Remark 3.24. As in the structural formulation for NIKE, we do not necessarily require the distributions Dpyp,
D 4, and Dpg to be the uniform distributions over the sets PP, R4, and Rp, respectively.

Remark 3.25. As in the structural formulation for NIKE, we do not assume that the sets R4 and Rp
necessarily support compact representations. Once again, in order to represent an element r4 sampled
according to the distribution D 4, one could simply use the random coins input to the sampling algorithm as
an equivalent compact representation for r4 (so long as all relevant Function computations are efficient using
this alternative representation).

Equivalence of /-DUCMA and /-round KE. We now formalize the equivalence of /-DUCMA and /-round
KE. More concretely, we formally prove the more involved direction, namely, /-round KE implies /-DUCMA.
The other direction (namely, /-DUCMA implies ¢-round KE) is relatively straightforward to show and
essentially follows the same template as the construction of NIKE from DUCMA. Hence, we avoid detailing
1t.

{-round KE implies /-DUCMA. We state and prove the following theorem:

Theorem 3.26. Any (-round KE protocol satisfying Definition 3.22 implies an -DUCMA satisfying Defini-
tion 3.17.

Proof. To prove this theorem, we show how to construct a group action (M, X, *) that satisfies the structural
formulation for /-DUCMA (Definition 3.17) with respect to the triplet of distributions (Dys,0, Das,1, Dx).
We assume the existence of an ¢-round KE protocol satistying the corresponding structural formulation (Defi-
nition 3.22), including all the relevant sets and functions.
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Constructing the Monoid. We begin by describing how to construct the monoid (M, @) underlying the
monoid action (M, X, %). Recall that any ¢-round KE protocol satisfying Definition 3.22 is associated with a
pair of sets R 4 and Rp, denoting the set of possible secret states for parties A and B, respectively. For any
r4 € R4 and rp € Rp, define the following:

(rallre)’ :==rallrslralrsll ... |ralrs,
i-times

(rgllra)’ :==ralirallrslral ... lIrslra.
i-times

Additionally, for any 74 € R4 and rp € Rp, define the following:
(rallrs)® = (rpllra)® == e,
where e is the special “identity” element. Next, we define the following auxiliary sets for each i € [{]:
Rapi= {(’I“AHT‘B)i :7A € Ra,7B € R}, Rpai= {(T’BH’I“A)i :rp € Rp,r4 € Ra}.
We also define the following auxiliary sets for each i € [¢ — 1]:
Ry p;={ral(relra)’ :va € Ra,rg € Rg}, Rpa; = {rpl(ralrs)’ : rs € Rp, 74 € Ra}.

At this point, we define the set M in the monoid (M, @) as:

M=RysURgU || JRapiURpai |U| |J RapiURBA; | U{er, Lu},
i€l i€[l—1]

where e is the special “identity” element and _L j; is a special “terminal” element.
Next, we define the associated monoid operation & as follows:

» Forany r4 € Ry and any y suchthaty € Rp 4 fori € [( —1]ory € Rp 4, fori € [ — 1], define
ra®y:=rally.

* Forany rp € Rp and any y such thaty € Ry p; fori € [( —1]ory € R/, g, fori € [{ — 1], define
rp &y =rgly.

* Forany a € M, define ejs &b a0 := a.

* Any other possible monoid operation maps to the terminal element L ;.
Lemma 3.27. (M, ®) is a monoid.

Proof. Closure and associativity are immediate by construction. Also, e serves as the (left) identity element
for M. -

Remark 3.28. For ¢ = 1, (M, ®) is essentially a non-commutative version of same monoid that we con-
structed when proving that NIKE implies CUDMA.

Remark 3.29. Note that once again, for simplicity of exposition, we assume here that the sets R4 and Rp
support compact representations. In case this is not true, we equivalently represent an element r4 (resp.,
rp) sampled according to the distribution D 4 (resp., Dp) using the random coins input to the sampling
algorithm (any element that cannot be sampled according to these distributions does not appear in M).
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Constructing the Set. Next, we define the set X as follows:
X = (PPU{Lx}) X (SAJU{J_X}) X (SB7lU{Lx}) X... X (SA,ZU{J—X}) X (SB’gU{Lx}) X (KU{Lx}).
where:

* PP denotes the set of possible public parameters for the NIKE protocol.

* For each i € [¢], S; 4 and S; p denote the set of possible round-i output shares for the parties A and B,
respectively.

» K denotes the set of possible final keys that the parties A and B could agree on.

* | x is a special “terminal” symbol.

As in the proof of NIKE implies DUCMA, a set element captures the gradual evolution of the public transcript
of messages exchanged at various stages of the protocol, as well as the final computation of the shared key.
In particular:

* A set element of the form (pp, Lx, Lx,..., Lx, Lx, Lx) represents the transcript of messages from
the point of view of either party A or party B before the start of the protocol.

¢ A set element of the form

(PP, 51,4, 51,B, 52,4, 52,85 - - -1 8i,4, 5.8, Lx, Lx,..., Lx, Lx, Lx)

represents the transcript of exchanged messages after round-: of protocol execution (from the point of
view of both parties A and B).

¢ A set element of the form

(PP, 51,4, 51,B, 52,4, 52,B, - - - s 5¢,A, 5¢,B, KAB)

represents the transcript of messages and the final secret key after the completion of the protocol (from
the point of view of both parties A and B).

While we allow all other kinds of tuples in the set X from a syntactical point of view, they do not carry any
semantic meaning. We enforce this in the manner in which we define the action operation, as described next.

Defining the Action. Finally, we define the action x : M x X — X. We make use of the following
functions associated with any /-round protocol as per Definition 3.22:

. {Geni,A : PP x RA X FZ — Si+17A}7;€[07@,1].
o {Geni’B : PP x RB X Fi — Sz‘—i—l,B}ie[O,é—l}-

e Combiney : PP x Rg xI'y —» K.
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e Combineg : PP x Rg xI'y —» K.

Given these functions, we define the action operation x : M x X — X. We divide the operations into two
types: base actions and recursive actions. We begin by defining the base action operations.

Base Action Operations:

 Forany = = (xg,21,%2,...,2To41) € X, define
en * (o, 1,22, ..., Topy1) = (To, T1, T2, ., Topt1)-
» Forany r4 € R4 and any pp € PP, define
rax (PP, Lx,Lx,Lx,...,Lx) = (pPp,s1,4,Lx,Lx,...,Lx).

where s1, 4 = Geng, (PP, 74).

* Forany rp € Rp and any pp € PP, define
TB*(pp,Lx,Lx,Lx,...,J_X) = (pp,Lx,517B,Lx,...,Lx).

where s1 g = Geng (PP, 7RB).

e Foranyi € [({ — 1],any 4 € R4, any pp € PP, and any
{sj € Sj,s58 € SjB}jeli-1), Si,B € 9B,
define
7 * (PP, {8),4, 8,8} jeli—1)» Lx58i,8, Lx, -5 Lx)
= (PP, {85,4, 8j,B} jefi—1]» Si,As $i,B5 Si+1,4; Lx, Lx, .-+, Lx),

where
siA = Genj_1,4(PP, T4, Ti-1), Sit1,4 = Gen; (PP, 74, Ti),

where, as before, we have the transcript variables defined as
Ti—1 = (PP, 51,4, 51,B> - - - » Si—1,4, Si—1,B), Ti = (PP, 51,45 51,85 - - - i, A> 5i,B)-
e Foranyi € [{ — 1],any rp € Rp, any pp € PP, and any
{554 € Sj 4,558 € SjB}jeli-1], Si,A € Sia,
define

7B * (PP, {55,4,8j,B} jeli—1]> Si,4, Lx, Lx, ..., Lx)

= (PP, {55,4, 8j,B} je[i—1] 5i,A5 5,8, Lx, 8iv1,8, Lx, -, Lx),

where
sip = Gen,_1 p(PP, 7B, Ti—1), Si+1,B = Gen; (PP, 7B, Ti),

where we again have the transcript variables 7;,_; and 7; defined as before.
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» Forany r4 € R4, any pp € PP, and any
{sj,a € Sja,sB € SjBticp-1: Se.B € SiB,
define
rA* (PP, {85,4: 85,8} jele—1), Lx, 80,8, Lx) == (PP, {85,4, 85,8} jeje—1)» Se.4, 86,8, kA, B),
where
SZ,A == Genf*l,A(ppv TA, 7—371)7 kA,B = CombineA(pp7 TA, Tf)7
where, as before, we have the transcript variables defined as
To—1 = (PP, 51,4, 51,8, - - -, 5¢—1,4, 5¢~1,B)s  T¢ = (PP, 51,4, 51,8, -+, 50,4, 50,B)-
» Forany rp € Rp, any pp € PP, and any
{sja € Sja,85,8 € SjBljei-1), 50,4 € Sia,
define
B * (PP, {55,4, 85,8} jefe—1]» 56,4, Lx, Lx) := (PP, {8j,4, 8,8} jeje—1] 5,4, S¢,B, kB,A),

where
se.p = Geng_1 p(PP, 7B, Te—1); kp,a = Combineg(pp,rp, ),

where we again have the transcript variables 7;,_; and 7, defined as before.

» All other base action operations of the form r4 x x for any 4 € R4 and any € X output the
“terminal” set element ( Ly, Lx,..., Lx, Lx).

 Similarly, all other base action operations of the form rp * x for any rg € Rp and any x € X output
the “terminal” set element (L x, Lx,..., Lx, Lx).

Recursive Action Operations:

* Foranyi € [{],any r4 € R4, any rp € Rp, and any set element x € X, define

((TAHTB)i) *xx:=rax(rpx(...1a%(rg*x))),

i—times

((TB\|TA)i) *x:=rpx(rax(...rgx(rqa*x))).

i—times

e Foranyi € [0, — 1], any r4 € R4, any rg € Rp, and any set element = € X, define

(T‘AH(TBHTA)i) xx:=1a% | TB*(ra*x(...rp*(raxz))) |,

i—times

(rell(rallrg)’) x @z :=rp* [ rax(rp*(...rax (rg*x)))

i—times
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Lemma 3.30. The monoid action (M, X, x) satisfies identity and compatibility if the NIKE protocol satisfies
correctness.

Proof. 1dentity and compatibility are again immediate by construction. O

Lemma 3.31. The monoid action (M, X, x) satisfies (-commutativity if the NIKE protocol satisfies correct-
ness.

Proof. To prove this, it suffices to show that for any r4 € R4, any rg € Rp, and any pp € PP, we have

((rallr)”) * (PP, Lx, - -, Lx) = ((rallra)") * (PP, Lx, - -, Lx),

because any other /-commutator-style expression maps to the all- | x terminal set element. Now, observe that
we have the following by construction:

((TAHTB)E) * (pp7 J—Xa ceey J—X> = (pp7 S$1,A581,By -+, S0,A,5¢,B, kA,B)v
((TBHTA)E) * (pp, LIx,..., J_X) = (pp, 81,A,51,B- -+ 58¢,A,5¢,B, kB,A),
where
siv1,4 = Gen; a(PP,7a,7i), (siv1, B) = Gen; g(PP, 7B, Ti),
foreach i € [0,¢ — 1], where 7; = (PP, 51,4, 51,B, - - - » Si, A, Si,B)- Also, we have
ka,p = Combiney (pp,74,7¢), kp,aCombineg (Pp,rB, ),
where we again have 7 = (PP, 51,4, 51,B; - - - » S¢,4, Sg7B). Now, by the correctness of the NIKE protocol, we
have

kap=kpA. O

This completes the proof of Lemma 3.31.

Lemma 3.32. The monoid action (M, X, ) satisfies distributional (-unpredictability if the NIKE protocol is
secure.

Proof. 1t follows immediately from the security of the NIKE protocol that the group action (M, X, ) satisfies
distributional ¢-unpredictability with respect to the distributions Dy, for b € {0,1} and Dx defined as
follows:

Dy :=Da, Dmy:=Dp, Dx :=Dpp,

where D4, Dp and Dpp are the efficiently sampleable distributions over the sets R4, Rp and PP in the
structural formulation of NIKE. [

Putting together Lemma 3.27, Lemma 3.30, Lemma 3.31, and Lemma 3.32 establishes that the group
action (M, X, x) indeed satisfies the structural formulation for /-DUCMA (Definition 3.4) whenever the
¢-round KE satisfies the corresponding structural formulation (Definition 3.22). This completes the proof of
Theorem 3.26. O
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Remark 3.33. We remark that a key exchange protocol (by definition) does not guarantee any security
in presence of malicious parties, and it only considers the honest setting. Thus, for the aforementioned
equivalence of key exchange protocol and unpredictable monoid action we do not need to consider the cases
in which one (or more) parties do not follow the protocol (e.g., by sending an improperly formatted message
to other parties). As a side note, this issues does not arise in case of a noninteractive key exchange since
there is no interaction. We refer the reader to [FHKP13] for more details on the security models for NIKE.
This makes it substantially easier for us to guarantee a correct monoid action, since we never come across
circumstances where it is difficult to decide whether an operation should map to the terminal element or not
(which would be the case if, for instance, we had to test set membership due to a malicious player).

Remark 3.34. We note that our results also hold in a natural sense for key exchange protocols that are not
perfectly correct but satisfy overwhelming success probability (e.g., protocols based on Learning With
Rounding [BPR12]). For these protocols, one can define an algebraic notion of “approximate equality” of set
elements (see [AMPR19, AMP19] for more details) and prove an almost identical result to that of perfectly
correct key exchange protocols. In other words, for these key exchange protocols, we form squares that
“almost always commute.” However, we chose to present our formal results based on key exchange protocols
with perfect correctness for the ease of exposition.

3.1.5 String-Concatenation Monoid Action Oracles

We now define an unconditional variant of DUCMA, which we refer to as generic string concatenation
monoid action (SCMA) oracle. Informally speaking, an SCMA oracle (with certain restrictions as outlined
subsequently) is a DUCMA in the strongest possible sense, much like how a random oracle is one-way in the
strongest possible sense (see [IR89] for a detailed exposition on the latter).

Definition 3.35 (Generic SCMA Oracle). A generic string concatenation monoid action (SCMA) oracle
M(-, -) over an alphabet ¥ C {0, 1}* is a random variable whose values are functions M : ¥* x {0,1}* —
{0, 1}* such that the following conditions hold:

1. Forany s € ¥* and any z € {0, 1}*, M(s, z) is distributed independently of both M(¥*\ {s}, {0, 1}*)
and M(X*,{0,1}* \ {z}), subject to the restrictions that:

(a) Forany z € {0,1}*, we have M(¢, x) = x, where ¢ denotes the empty string element in X*.
(b) Forany a € ¥, any s € ¥*, and any x € {0, 1}*, we have

M(alls, z) = M(a, M(s, )).
2. Forany s € ¥* and any z,y € {0,1}*, Pr[M(s, z) = y] is a rational number.

In this paper, we consider SCMA oracles that additionally satisfy certain commutative (or commutator-
like) properties.

Definition 3.36 (Commutative SCMA Oracle). A generic SCMA oracle is said to be commutative if for
any a,b € ¥ and any x € {0, 1}*, we have

M(ab, z) = M(ba, z).

44



Definition 3.37 (k-Commutator SCMA Oracle). A generic SCMA oracle is said to be a k-commutator (for
k > 1)if for any a,b € ¥ and any = € {0, 1}*, we have

M((ab)*, z) = M((ba)*, z).

Remark 3.38. In the rest of the paper, we slightly abuse notation by using |s| for any s € ¥* to denote the
number of symbols/elements in X that s contains, rather than the length of the bit-representation of s.

Restricted SCMA Oracles. We now introduce some restrictions of a generic SCMA oracle. We begin by
defining a special set element, which we call the “initial” set element.

Definition 3.39 (Base Set Element). Let M(+, -) be a generic SCMA over the alphabet ¥ C {0,1}*. The
k-base set element 2y € {0, 1}* is a special set element such that for any sg, s; € X* such that |sg|, |s1] < 2k,
we must have

M(So,l‘o) = M(Sl,ﬂfo) — S0 = S1-

In other words, for any = € {0, 1}* and any ¢ < 2k, there exists at most one (-length sequence of elements
in 3 that acts on xg to yield x.

Definition 3.40 (Level of a Set Element). Let M(-,-) be a generic SCMA over the alphabet ¥ C {0, 1}*,
and let xg be a k-base set element as defined above for some k£ > 1. We define a corresponding “level”
function Levely : {0,1}* — Z as follows:

Levely (x) 14 if 3s € X such that £ < 2k and M(s, zp) = z,
eve =
b —1 otherwise.

Remark 3.41. The level of any set element x € {0, 1}* is unique by the above definition, and hence the
function Levely, is well-defined.

Remark 3.42. The level of the base set element x is zero.

We now introduce a “two-layered” restriction of a generic SCMA oracle with a 1-base set element g as
defined above such that:

* The action of a monoid element s € ¥* on any set element x is defined if and only if Level; (x) > 0,
i.e., there exists some s’ € ¥* such that M(s’, z9) = x. Any action computation on a set element x
such that Level; (x) = —1 yields the symbol L.

* The action of a monoid element s € ¥* on the base set element zq is allowed if and only if s € %¢ for
¢ < 2,i.e. sis either the empty string (which represents the identity element of the string concatenation
monoid), or s is of the form s = a or s = ab for a,b € X. In other words, we only allow at most
two “layers” of action computation on xg; any action computation that involves more layers yields the
symbol L.

We call this a restricted SCMA oracle, and define it formally below.

Definition 3.43 (Restricted SCMA Oracle). A restricted SCMA oracle M(-,-) over an alphabet > C
{0,1}* is a random variable whose values are functions M : ¥* x {0,1}* U {L} — {0,1}* U {L}
and which satisfies all of the properties of a generic SCMA oracle, with the following additional constraints:
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1. Forany s € ¥*, we have M(s, L) = L.
2. Forany s € ¥* and any x € {0, 1}*, we have M(s, x) = L if either of the following conditions holds:

* Either Level; (z) = —1.
* Or |s| + Level; (z) > 2 (where |s| denotes the length of the string s).

Generic k-restricted SCMA Oracle. 'We now formally define a more general “k-layered” restriction of a
generic SCMA oracle with a k-base set element z.

Definition 3.44 (Generic k-restricted SCMA Oracle). A generic k-restricted SCMA oracle M(-, -) over
an alphabet ¥ C {0,1}* is a random variable whose values are functions M : ¥* x {0,1}* U {Ll} —
{0,1}* U {L} and which satisfies all of the properties of a generic SCMA oracle, with the following
additional constraints:

1. For any s € ¥*, we have M(s, L) = L.
2. Forany s € ¥* and any x € {0, 1}*, we have M(s, x) = _L if either of the following conditions holds:

* Either Levely(z) = —1.
* Or |s| + Levelg(x) > 2k (where |s| denotes the length of the string s).

In this paper, we consider k-restricted SCMA oracles that additionally satisfy certain commutator-like
properties, defined formally below.

Definition 3.45 (k’-Commutator k-restricted SCMA Oracle). A generic k-restricted SCMA oracle with
initial element z is said to be a k’-commutator (for &’ € [1, k]) if for any a, b € %, we have

M <(ab)k/,:c0) =M ((ba)k,, xo) .

In particular, we use k-restricted SCMA oracles that are also k-commutator. In the rest of the paper, when we
refer to k-restricted SCMA oracles, we assume that they are additionally k-commutator by default (unless
specified otherwise); hence, we do not explicitly specify the k-commutator property.

Remark 3.46. Our definition of a commutative SCMA oracle says that for monoid elements a,b € 3., and
for a set element = € {0,1}*, we have: M ((ab),z) = M((ba),x). However, this does not necessarily
imply that ab = ba, which is a significantly stronger requirement. In our definition, the monoid elements ab
and ba are allowed to be distinct (and hence, a and b are allowed to be distinct), with the only requirement
being that their action on the same set element = € {0, 1}* produces the same set element y € {0, 1}*. The
same holds for our general definition of k-commutator SCMA, where we have M ((ab)*, z) = M ((ba)¥, z),
but do not enforce that (ab)* = (ba)*. In other words, we do not enforce that for any pair of set elements
(z,y) € {0,1}* x {0, 1}*, there exists a unigue monoid element that maps x to y. Since we do not enforce
the monoid elements themselves to be identical but only the output of their actions to be identical, there can
be exponentially many monoid elements at each level of the generic string concatenation monoid.
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Key Exchange from SCMA Oracle. We now state the following lemma.

Lemma 3.47. There exists a construction of (2k — 1)-round key exchange protocol from any k-restricted
SCMA oracle M(-, -) over a sufficiently large alphabet ..

Proof. The proof follows essentially immediately from the equivalence of NIKE and DUCMA described
earlier. We describe it here for completeness. In the initial phase of the protocol we assume that two parties
(Alice and Bob) have access to an base set element . In addition, we assume that Alice (respectively Bob)
has a random “private” monoid element a (respectively b), chosen randomly from from 3.

Our protocol proceeds as follows. For each round ¢ € [2k — 1], we first describe how Alice computes her
message and then we explain what Bob does in the ith round of the protocol.

If i = 1, Alice queries the oracle on the input (a, z() and she receives a response M(a, x). She then
sets m(Al])B = M(a, zo) and sends it to Bob.

If i = 1, Bob queries the oracle on the input (b, xo) and he receives a response M (b, z;9). He then sets
mg}4 = M(b, z() and sends it to Alice.

If i > 11is odd where i = 2t + 1, Alice queries the oracle on the input (a, mgg) and she receives a

response M(a, mgz)). Observe that by construction we have

m(Z) = M((ba)’, z0).

She then sets mE?B = M(a, mgi‘)) and sends m% to Bob.

If i > 1is odd where i = 2t + 1, Bob queries the oracle on the input (b, m(j;)) and he receives a

response M (b, mfg). Observe that by construction we have

mE) = M((ab)’, z0).

He then sets mg)A = M(b, m(jg) and sends mg)A to Alice.

If i > 1is even where ¢ = 2t, Alice queries the oracle on the input (a, mgf;l)) and she receives a

response M(a, mgz_l)). Observe that by construction we have

mZ=Y = M(b(ab)! !, zo).

She then sets mX)B = M(a, mgz—l)) and sends mX)B to Bob.

If i > 1is even where i = 2¢, Bob queries the oracle on the input (b, mfgl)) and he receives a

response M (b, m(j]g_l)). Observe that by construction we have

mEEY = M(a(ba)'™", o).

He then sets mg)A = M(b, mf;_l)) and sends mg)A to Bob.
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Finally, Alice and Bob can compute the final shared secret as follows:

¢ Alice computes the final shared secret as Sy, = M(a, mgf‘ 1)).

(2k—1)

* Bob computes the final shared secret as Sp = M(b,m’, 5 ).

To argue correctness, observe that based on the description of the protocol above, we have

mGr ) = M(a(ba)* " 20), mEETY = M(b(ab)*!, zo).

It follows that
Sa = M((ab)k,xo) = M((ba)k,xo) = S,

where we used the k-commutator property of SCMA. Thus, Alice and Bob arrive at the same value after
following the protocol. 0

We now sketch a proof of security of the protocol for £ = 1. Our proof is similar to that of protocols in the
generic group model. First observe that since the output of M is random subject to monoid axioms, it follows
for any adversary that makes at most polynomially many queries to the oracle, i.e., at most poly(log(|%]))
many queries, we have

(zo, M(a, zg), M(b, zo), M(ab, z)) 2 (z0, M(a, zq), M(b, z¢), M(u, z9)),

where u is a randomly chosen element from . To argue statistical security for the general case k > 1,
first note that the messages sent by Alice/Bob have the form

m{), = M(a(ba)',z), i=2t+1
m{) = M(b(ab)' ", z0), @ =2t
59 = M(b(ab)!, x ) i=241
m{, = M(a(ba)' ', o), i=2t.

In addition, since for a random (generic) k-restricted SCMA, the k’-commutator property does not hold if
k' < k (unless with negligible probability), one can argue that a strong form of DDH-like property holds, i.e.,

(20, M(a, o), M(b, z0), M(ab, z0), M(ba, z0)) ~

(0, M(a, zo), M(b, z0), M(u, xo), M(u/, x0)),

where both v and u’ are chosen randomly from X. By relying on this property, we can replace ab and ba with
u and v in the tuples of messages sent by Alice and Bob, as shown above. It follows that

ONSS t

myp ~ M(a(v)', zo), i=2t+1
mi & M(b(u)' ™!, z0), i=2t
mi, & M(b(u), 20), i=2t+1
mi, & M(a(v)™!, o), i=2t.

By setting zg = M(u'~!, z0) and z1 = M(v*~!, 2¢), and relying once again on the DDH-like property
it follows that the final secret is unpredictable for an eavesdropper, as required.
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Remark 3.48. We remark that in the last step of the protocol, Alice and Bob only make a single query to the
oracle in order to compute the final shared secret, and they do not exchange any messages. Therefore, we do
not need to count the last step as an extra “round.”

Remark 3.49. We note that each round consists of three sub-rounds as defined earlier. In the first two sub-
round Alice and Bob query the oracle on their inputs respectively. Finally, in the last sub-round, Alice/Bob
sends a message to the other party. We also remark that the protocol above works for semi-honest parties
where the parties honestly follow the protocol. Since in each round there is no “illegal” query to the oracle,
no party would send _L to the other party.

Remark 3.50. We note that in the construction of key exchange protocol above the results holds uncondi-
tionally (statistically) as there is no computational assumption over the k-restricted string concatenation
monoid (SCMA). Therefore, this result should be interpreted along similar to a line of works on feasibility
results based on idealized assumptions. For instance, one can easily show that certain idealized models such
as generic group model (GGM) [Sho97] or algebraic group model (AGM) [FKL 18] imply a key exchange
protocol, and these results hold unconditionally. On the same vein, it has long been known how to construct
noninteractive zero-knowledge proof from an interactive zero-knowledge protocol in the random oracle
model (ROM) [FS87].

3.2 Separating 2k-round Key Exchange from (2 + 1)-round Key Exchange

Our (informal) goal is to black-box separate any 2k-round KE protocol from any (2k + 1)-round KE protocol.
Subsequently, in Section 3.3, we show that the separation of (2k + 1)-round KE from any (2k + 2)-round
KE follows analogously. Concretely, we establish the impossibility of a secure 2k-round KE protocol where
the participants Alice and Bob only make queries to a generic (k + 1)-restricted SCMA oracle. Note that this
immediately (black-box) separates 2k-round KE from any (2% + 1)-round KE protocol. In particular, we
wish to establish that for any 2k-round KE protocol where the participants Alice and Bob only make queries
to a (k + 1)-restricted SCMA oracle, there exists an attacker Eve that, given access access to the generic
(k + 1)-restricted SCMA oracle and to the the messages exchanged publicly between Alice and Bob during
the protocol, also finds the final secret key that Alice and Bob agree on with non-negligible probability.
Before we formalize this goal, we define 2k-round key exchange and introduce several notations for
executions and probability distributions associated with a 2k-round key exchange. In the rest of the section,
when we refer to a generic (k + 1)-restricted SCMA, we assume that it is (k + 1)-commutator by default.

3.2.1 Round-Based Definition of 2%k-round Key Exchange

We begin by formally defining a 2k-round key exchange protocol where the participants are Alice and Bob,
and Eve is the adversary, all of whom have access to a (k + 1)-restricted SCMA oracle. We assume w.l.o.g.
that Alice, Bob, and Eve will never issue the same (k + 1)-restricted SCMA oracle query twice. Also, we
assume that Alice (resp., Bob) issues at most 14 (resp., ng) (k + 1)-restricted SCMA oracle queries.

Rounds and Sub-Rounds. Each round ¢ (for ¢ > 1) consists of a message m(ﬂg sent from Alice to Bob and
a message mg)A sent from Bob to Alice. Each round i consists of several sub-rounds (i, j) for j € [n; + 1]
defined as follows:
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* Each sub-round (4, j) for j € [n;] begins with either Alice or Bob issuing a single (new) (k + 1)-
restricted SCMA oracle query, and ends with with Eve issuing her (new) oracle queries based on the
set of messages exchanged between Alice and Bob so far, defined as

mi—1 = {m(Alj)B, m&), ... mi- mgzl)} :
In these sub-rounds, Alice and Bob do not exchange any messages.

Remark 3.51. The astute reader may observe that this restriction of a single oracle query by Alice or
Bob in each sub-round matches the notion of “semi-normal form” for a key exchange protocol defined
originally in [BMO09], with the only difference being that [BM09] defined each round to involve a
single query from either Alice or Bob, whereas we apply this restriction to each sub-round. This is
because the analysis of [BM09] is agnostic of the number of rounds (indeed, their separation result
holds for key exchange protocols with any polynomially many rounds), while our analysis crucially
relies on the number of rounds (and is agnostic of the number of sub-rounds).

* Sub-round (n; + 1) involves the following steps that happen simultaneously:

— Alice computes her message m(jg and sends it to Bob.

— Simultaneously, Bob computes his message mp 4 and sends it to Alice.

While computing the above messages, both Alice and Bob only use their own oracle queries till round
(2 — 1), and the set of messages exchanged between Alice and Bob till round (i — 1), defined as

i 1 1 i—1 i—1
= = {m i

We define the sub-rounds as above for ease of exposition, and for simplifying the attack analysis presented
subsequently.

Queries and Views. We use the following notations to denote the queries and views of Alice, Bob, and Eve
at the end of various sub-rounds:

. Qx’j ) (resp., Qg’j ) and Q%’j )): denotes the set of (k + 1)-restricted SCMA oracle queries issued by
Alice (resp., Bob and Eve) by the end of sub-round (i, j).

. Pf(f’j ) (resp., Pg 7) and P](; - )): denotes the set of query-response pairs corresponding to the (k + 1)-
restricted SCMA oracle queries issued by Alice (resp., Bob and Eve) by the end of sub-round (i, j).
More formally, for « € {A, B, E'}, we have

PLD = {((s,0,y = M(s,2))) : (s5,2) € QU ).

. VX’j ) (resp., Vg’j ) and Vg’j )): denotes the views of Alice (resp., Bob and Eve) by the end of sub-round
(i, 7). More formally, for o € {A, B}, we have

[0}

V(i) — (ra, m (@9 PC(YZ}J')) :

50



where 7 4 (resp., 7p) denotes the internal randomness of Alice (resp., Bob). In addition, we have
(1,3) _ i.j) plid)
V) = (m) pr?))
In particular, the view of Eve does not have any randomness since Eve does not use any randomness.

We adopt the notation Q(-) from [BM09] to denote an operator that extracts the set of queries from any set of
(k 4+ 1)-restricted SCMA oracle query-answer pairs or views; namely, for any set of query-response pairs P
and any view V' = (r,m, P), we have

Q(P)=Q(V = (r,m, P)) ={q= (s,2): 3y, (s,z,y) € P}.

Finally, we analogously use the notations QS) (resp,. Qg) and Qg)), sz) (resp,. P](;) and Pg)) and
VX) (resp,. Vg) and V]g)) to denote the set of queries asked by Alice (resp., Bob and Eve), the set of
query-response pairs corresponding to the queries asked by Alice (resp., Bob and Eve), and the view of
Alice (resp., Bob and Eve) at the end of all sub-rounds of round ¢ in the KE protocol.

Executions and Distributions. A (full) execution of Alice, Bob, and Eve can be described by a tuple
(ra,rp, M), where 74 denotes Alice’s random tape, rp denotes Bob’s random tape, and M denotes the
generic (k + 1)-restricted SCMA (note that Eve is deterministic). We denote by £ the distribution over (full)
executions, obtained by running the algorithms for Alice, Bob and Eve with uniformly chosen random tapes
r4, 7B, and a uniformly sampled generic (k + 1)-restricted SCMA M. We denote by Prg [PX’] )} (resp.,
Pre [Pg " )] and Prg [Pg 7 )]) the probability that Pf(f’j ) (resp., Pg 9 and P}(jZ " )) is the set of query-response
pairs corresponding to the (k + 1)-restricted SCMA oracle queries issued by Alice (resp., Bob and Eve) by
the end of sub-round (%, j) during the execution.

For any (i, j), for any sequence of exchanged messages m(»7), and for any set of (k + 1)-restricted

SCMA oracle query-answer pairs Pg g ), we denote by V (m(ivj), Pg g )> the joint distribution over the views

<Vf(‘i’j ), Vg’j )) of Alice and Bob in their own (partial) executions up to just before the sub-round (¢, j),
conditioned on the event that:

1. the transcript of messages exchanged between Alice and Bob until this point being equal to m(#J), and

2. the set of all (k + 1)-restricted SCMA oracle query-answer pairs corresponding to the queries issued
by Eve until this point being equal to P}; 9,

We denote the probability of the aforementioned event by Prg[m(®7) Pg J )]. Similar to in [BMO09], we use
the distribution V(m(i’j )) to essentially capture the conditional distribution of Alice’s and Bob’s views in the
eyes of the attacker Eve who knows the public messages exchanged between Alice and Bob, and has learned

all (k + 1)-restricted SCMA oracle query-answer pairs described in Pg 9,

Intersection Queries and Equivalence Queries. We now formally define intersection and equivalence

queries. Recall that for any (i, j), Qg’j ) (resp., Q%’j )) denotes the set of (k + 1)-restricted SCMA oracle
queries issued by Alice (resp., Bob and Eve) by the end of sub-round (i, 7).
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Intersection Queries. We define the set of intersection queries
to be the set of common (k + 1)-restricted SCMA oracle queries issued by both Alice and Bob until
sub-round-(i, 7).

Equivalence Queries. We now define the concept of equivalence queries with respect to the (k + 1)-

restricted SCMA oracle queries issued by Alice and Bob.

Definition 3.52 (Equivalence Queries). Let g4 = (s4,24) and gg = (sp,xp) be two queries issued by
Alice and Bob to the (k 4 1)-restricted SCMA oracle. We say that ¢4 and ¢p are equivalent queries if the
following conditions hold simultaneously:

* (sa,74) # (sB,xB), M(sa,24) # L, M(sp,zp) # L.

* One of the following two cases must be true (x being the (k + 1)-base set element for the (k + 1)-
restricted SCMA):

- Either there exist s, s’; € ¥* such that
T =M(sy,10), wB=M(sg,20), 54|54 =585
- Or there exist a,b € ¥, and /4, s’3 € X*, such that
z4=M(sy,z0), zp=M(sg,x0), sallsh=(ab)*L,  sp|sy = (ba)*T.

Note that the first condition immediately implies that M(s4,z4) = M(sp,xp). Additionally, the second
condition also implies that
M(sa,za) = M(sallsy,z) = M((ab)*, )
M((ba)**!,x) = M(sg| s}, z) = M(sp, 2B).
In other words, equivalence queries essentially depict two different sequences of queries to the (k + 1)-
restricted SCMA oracle leading to the same (valid) output, and the two possibilities mentioned above depict
the only scenarios that could lead to such a “collision” between two different sequence of queries with

non-negligible probability (this follows immediately from statistical independence properties of the outputs
of a (k + 1)-restricted SCMA oracle on uncorrelated inputs).

Remark 3.53. We remark here that we could also have some additional classes of equivalence queries that
are essentially combinations of the above two cases. However, we avoid explicitly enumerating them since
we do not need them for our eventual separation proof.

Next, we define the equivalence relation R 4=p as follows:

1 if and only if g4 and qp are equivalent,
RAEB = .
0 otherwise.

Finally, we define the set of equivalence queries

QY ={(aa.a5 € QY x Q47 : Razplga, ap) = 1},

to be the set of equivalence query-pairs (where each pair consists of a query issued by Alice and a query
issued by Bob) until sub-round-(i, 7).
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Good Events. For any (4, 7), for any sequence of exchanged messages m(»7)_ and for any set of (k + 1)-
restricted SCMA oracle query-answer pairs Pg ) (corresponding to queries issued by Eve) such that
Pre[m(), Pg’])] > 0, we define the following:

* The event Good (m(i’j ), Pg g )) is defined over the distribution V (m(i’j ), Pg g )) and is said to hold
if and only if:
Qfith € P,

where Q%;{g and Qﬁg)B are determined by QEZ’j ) and Qg’j ), which are in turn determined by sampling
the views of Alice and Bob as

(vj{’j), Vga)) Y (mu,j)’ pgvj)> _

¢ The event Good; (m(i’j ), P}(; g )) is defined over the distribution V (m(i’j ), Pg g )) and is said to hold
if and only if:
Qliak € APE”) and V(aa,a8) € Q25 a4 € QPE) v 0 Q(PLY),
where Q(jggg and QXQB are again determined by Qg’j ) and Qg’j ), which are in turn again determined
by sampling the views of Alice and Bob as

(VX’”, ng) Y (mu,j), pgm) '

Intuitively, the event Goody (m(i’j ), Pg g )) indicates that Eve has issued all queries that have been issued

by both both Alice and Bob, while the event Good; (m(i’j ), Pg 7 )> indicates that Eve has not only issued

all queries that have been issued by both both Alice and Bob, but also at least one query from each pair of
equivalence queries issued by Alice and Bob.

Finally, we denote by GV (m(ivj ), Pg g )> and GV (m(i’j ), Pg g )) the distributions obtained by condi-
tioning the distribution V <m(i’j), Pg’j)) on the events Goody <m(i’j), Pg’j)) and Good; (m(i’j), Pg’j)>,

respectively.

3.2.2 The Main Separation Theorem for KE

Our goal is to prove the following main theorem.

Theorem 3.54 (Main Theorem for KE Separation). Let I be a 2k-round KE protocol between Alice and
Bob such that:

* Alice and Bob make at most n4 and np queries, respectively, to a generic (k + 1)-restricted SCMA
oracle, and use random tapes r 5o and rp, respectively.

* Alice and Bob output s and sp, respectively, such that Pr[s4 = sp] > p, where the probability is
taken over the choice of (r 4,75, M) describing the execution of the protocol.
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Then for every 0 < & < p, there exists an attacker Eve that only has access to the public messages exchanged
between Alice and Bob, makes at most O(poly(na,np,k)/6%) queries to the generic (k + 1)-restricted
SCMA oracle, and produces an output sg such that Pr[sg = sp| > p — 0.

Before describing Eve’s attack algorithm, we introduce a special form of 2k-round KE (the existence of
which is implied by any 2k-round KE protocol). The special form of 2k-round KE is introduced purely to
make our attack analysis easier; our attack applies to any 2k-round KE protocol.

3.2.3 KE with Equivalence Complete Query Pattern

We now introduce what we call an equivalence complete query pattern for Alice and Bob during an execution
of a 2k-round KE protocol, which essentially depicts a sequence of queries issued by Alice and Bob to the
(k 4+ 1)-restricted SCMA oracle, albeit subject to certain constraints as described subsequently.

Definition 3.55 (Query Length). Let M (-, -) be a generic (k + 1)-restricted SCMA oracle, and let (s, x)
be a query to M. Let s = s1]| ... ||s¢ be a “decomposition” of s such that each s; € ¥* for ¢ € [¢]. We say
that the “length” of the query (for this decomposition) is £. Observe that, by the associative properties of the
(k + 1)-restricted SCMA oracle, we must have

M(s,z) = M(s1,M(s2,...,M(sg,x)...)).

Remark 3.56. Note that the length of the query may vary depending on the decomposition of the string s,
and may be different from |s|, which denotes the unique number of symbols from ¥ in the string s.

Definition 3.57 (Equivalence Complete Query Pattern). Let () be any set of queries to a (k+1)-restricted
SCMA oracle, such that each query ¢ € @ is of the form ¢ = (s,z) € ¥* x {0,1}*. We say that ) is
equivalence complete if the following conditions are satisfied (x( being the (k + 1)-base set element of the
generic (k + 1)-SCMA oracle):

* Informally, for any query ¢ € @, the query set () also contains all the “split” versions of this query.
Formally, for each ¢ = (s,z) € @ such that x = M(s’,x0) and such that s||s’ = a;...ay for
¢ > 1 (where for each j € [{], we have a; € X)), there exists a subset of “single-element” queries
S C (@ of the form

S = {Q1 = (Slvxl)) <o qe = (s€7x€)}7
such that for each j € [{], we

S; =a;, Tj= M(CL]‘_H, M(aj+2, e ,M(ag, (L‘()) .o ))

» Informally, for any query ¢ € @ that is a substring of either (ab)**! or (ba)**!, and which potentially
“triggers” a build-up to an equivalence query of the form M ((ab)*™!, z) = M ((ba)*™, zy), the
query set () also contains all the possible ways to compute this equivalence query. Formally, for any
q = (s,z) € Q such that x = M(s’, z;9) and such that there exist distinct elements a,b € ¥ such that

slls'| > 2, sl|s' € SUBSTRING ((ab)**!) USUBSTRING ((ba)*"),

where SUBSTRING ((ab)*!) and SUBSTRING ((ba)**!) denote the sets of all possible substrings
of (ab)**! and (ba)**1, respectively, we must have

So C QNS CQ,
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where the query subsets Sy and S; are defined as:

So = {7 = (5,70) : 5 € SUBSTRING ((ab)**1) },

S = {g: (3,20) : § € SUBSTRING ((m)’f“)}.

Definition 3.58 (KE Protocol with Equivalence Complete Query Pattern). Let II be any key exchange
protocol as defined in Section 3.2.1. KE is said to have equivalence complete query pattern if for any round z,

letting QS) and Qg) denote the set of queried asked by Alice and Bob to the (k + 1)-SCMA oracle, we have
that QX) and Qg) are both equivalence complete query patterns as per Definition 3.57.

Equivalence Queries Follow Intersection Queries. We now state and prove that for any 2k-round KE
protocol with equivalence complete query pattern where Alice and Bob make queries to a (k + 1)-restricted
SCMA oracle, for each equivalence query, there exists a corresponding intersection query such that if Eve
makes this intersection query, she makes a query that is either identical to or equivalent to the original
equivalence query. It is this special property of a KE protocol with equivalence complete query pattern that
makes our subsequent attack analysis significantly simpler.

We note here that this step constitutes the core novelty of our attack analysis, and is necessitated by the
additional algebraic structure that is inherent to a (k + 1)-restricted SCMA oracle over and above a plain
random oracle. In particular, the proofs of [IR89, BM09] do not require this additional analysis since any
equivalence query is, by definition, an intersection query by default for a plain random oracle. However,
since this is not the case for a (k + 1)-restricted SCMA oracle, we additionally need to establish that Eve
can “cover” all equivalence queries by identifying only the intersection queries. We formally prove this via
Lemmas 3.59 and 3.60, that we state and prove below.

Lemma 3.59 (Equivalence Queries Follow Intersection Queries-1). Let QX) and Qg) be the set of queries
issued by Alice and Bob till round 1 of a 2k-round KE protocol with an equivalence complete query pattern.

Suppose that there is an equivalence query pair (qa,qp) = ((sa,z4),(sB,zB)) € Q(j) X Q%) such that

there exist s'y, s’y € ¥* such that

TA= M(San .’L'()), IB = M<3/B7$0)7 SAHSfA = SBHS/B'

and that Alice and Bob are only given the base set element x at the beginning of the KE protocol. Then there
exists a set intersection queries

S ={a,-- .} < QY NQY,
such that if Eve asks each query in S, she asks a query that is equivalent to both the queries q4 and qp.

Proof. Since Alice and Bob are only given the initial set-element x(, they must have each issued a sequence
of queries building up to the queries (sy, zo) and (s, o), respectively. By the definition of equivalence
complete query pattern, they also issues all possible singleton queries leading up to these queries. In addition,
they also issued all possible singleton queries building up to the queries (s4, 2 4) and (sp, xg), respectively.
Suppose
salls'y = sBllss = araz ... ay,

where for each j € [¢], we have a; € 3. Then, by definition of equivalence complete query pattern, there
exists a set of queries of the form

S={q = (s1,21),...,q0 = (se, )},



such that for each j € [¢], we
sj =aj, x5 =M(aj1,M(a;ji2,...,M(asz0)...)),

such that S' C Qg) N Qg), and such that ¢; is equivalent to both ¢4 and gp. This completes the proof of
Lemma 3.59. O

Lemma 3.60 (Equivalence Queries Follow Intersection Queries-2). Let QX) and Q%,) be the set of queries
issued by Alice and Bob till round i of a 2k-round KE protocol with an equivalence complete query pattern.

Suppose that there is an equivalence query pair (qa,qp) € QX) X Q%,) such that there exist a,b € 3, and

s'y, s’y € X, such that

k+1

x4 =M(sly,20), w5 =M(sp,x0), salsy=(ab)"", spllsp = (ba)"

and that Alice and Bob are only given the base set element x at the beginning of the KE protocol. Then we
must have

g4 €QY QY or gpeQ¥nol.

Proof. We will show that if Alice and Bob compute an equivalence query of the aforementioned form in at
most 2k rounds, then either Alice or Bob must have computed a query that triggered the equivalence complete
query pattern. Therefore, (at least) one of Alice and Bob will have computed the equivalence query in all
possible ways, implying the existence of a corresponding intersection query by definition.

Based on the definition of equivalence query as outlined in Definition 3.52, in this scenario, Alice and
Bob effectively compute an equivalence query of the form

(ab)* % 2 = (ba)* T % zo,

given only the base set element x. To do this, they each must make queries of the form M (¢1, ta x ) where
t1]|t2 is a right substring of either (ab)*™ or (ba)**' and send these back and forth between one another,
constantly building ¢2. Suppose we assume that if either Alice or Bob makes multiple queries of the above
form in the same round that build upon one another, we replace them with a single query. Note that this will
not change the final equivalence query or whether or not we have triggered an equivalence complete query
pattern.

With this assumption, we may assume that Alice and Bob make no more than 2k queries of the form
¢i = M (s;, qi—1) for i € [2k] such that

k+1

s1ll...||s2 = (ab) or si...|sok = (ba)*.

If less than 2k queries are used by either Alice or Bob (or both), we simply assume that the extra s; strings
are empty strings.

By the pigeonhole principle, at least one of the s; strings must contain a string concatenation of both
a and b. Therefore, by the definition of equivalence complete query pattern (Definition 3.57) ,at least one
of Alice and Bob must have computed all possible ways to compute that particular equivalence query, and
hence made the corresponding queries to the (k + 1)-restricted SCMA oracle. This completes the proof of
Lemma 3.60. 0
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From any KE to KE with Equivalence Complete Query Pattern. Next, we show that any 2k-round KE
protocol (for polynomially large k) implies the existence of a 2k-round KE protocol while incurring only a
polynomial blow-up in the number of queries issued to the (k + 1)-restricted SCMA oracle by Alice and
Bob (assuming that Alice and Bob make at most polynomially many queries to the (k 4 1)-restricted SCMA
oracle in the original 2k-round KE protoco). More formally, we state and prove the following lemma.

Lemma 3.61. Assuming the existence of any secure 2k-round KE protocol (for polynomially large k) between
Alice and Bob with correctness probability p such that Alice and Bob make at most n o and np queries,
respectively, to a generic (k + 1)-restricted SCMA oracle such that ny and ng are at most polynomially
large, there exists a secure 2k-round KE protocol between Alice and Bob with correctness probability p such
that the query pattern for Alice and Bob is equivalence complete, and such that Alice and Bob make at most
poly(k,na) and poly(k,ng) queries to a generic (k + 1)-restricted SCMA oracle.

Proof. Given any 2k-round KE, we can immediately construct a 2k-round KE with equivalence complete
query pattern as follows: we allow Alice and Bob to behave exactly as in the original 2k-round KE except
that they additionally ask the extra queries entailed by the definition of equivalence complete query pattern,
and ignore the corresponding responses of the (k + 1)-restricted SCMA oracle to these additional queries.
Since both Alice and Bob are PPT algorithms, the lengths of their queries are also poly-bounded. Hence,
the blow-ups in the number of queries issued by Alice and Bob are at most poly(k,n 4) and poly(k,ng),
respectively. Note that neither changes the transcript of messages exchanged by Alice and Bob, nor does it
change the view of Eve. This immediately implies that the following must hold:

o If the original 2k-round KE is correct with probability p, then the new 2k-round KE protocol with
equivalence complete query pattern is also correct with the same probability p.

* If the original 2k-round KE is secure against any PPT adversary Eve, then the new 2k-round KE
protocol with equivalence complete query pattern is also secure against any PPT adversary EVE.

This completes the proof of Lemma 3.61. O

3.2.4 Attacking KE with Equivalence Complete Query Pattern

At this point, we shift focus from the main theorem to the following auxiliary theorem.
Theorem 3.62 (Auxiliary Theorem). Let 11 be a 2k-round KE protocol between Alice and Bob such that:

* Alice and Bob make at most n 4 and np queries, respectively, to a generic (k + 1)-restricted SCMA
oracle, and use random tapes r 4 and r g, respectively.

* 11 has an equivalence complete query pattern per Definition 3.57.

* Alice and Bob output s 4 and sp, respectively, such that Pr[s4 = sp] > p, where the probability is
taken over the choice of (r 4,75, M) describing the execution of the protocol.

Then for every 0 < § < p, there exists an attacker Eve that only has access to the public messages exchanged
between Alice and Bob, makes at most O(nanp/6?) queries to the generic (k + 1)-restricted SCMA oracle,
and produces an output sg such that Pr[sp = sg] > p — 0.
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We note that Theorem 3.62, together with Lemma 3.61, immediately implies Theorem 3.54, which is the
main theorem that we originally set out to prove'. Hence, in the rest of the paper, we focus purely on proving
Theorem 3.62 in the context of a 2k-round KE with equivalence complete query pattern.

The Attack Algorithm. We now describe the algorithm that the attacker Eve uses to break any 2k-round
KE protocol with equivalence complete query pattern. We follow essentially the same attack strategy as used
in [BMO09]; the main difference lies in actually analyzing the attack algorithm in our setting, as presented
subsequently. However, we summarize the attack strategy here for the sake of completeness.

The attack algorithm is parameterized by some constant e > 0, which we assume is smaller than 1/10.
Let (i, 7) denote some sub-round of the KE protocol, let m(-7) denote the corresponding set of messages

between Alice and Bob until sub-round (3, j), and let Pg 7 denote the set of (k + 1)-restricted SCMA
oracle query-answer pairs until sub-round (4, j) asked by Eve. At this point, Eve proceeds as follows during
sub-round (4, j):

o If Prg[m(J), Pg’j)] = 0, Eve aborts.

» Otherwise, as long as there is a query ¢ = (s, ) for s € ¥**1 and x such that Level(z) # —1 such
that . .

N Jae s

(VA v ) e (i) P "B

or N .

Pr e oV > =,

(VA VS )y (miei) P o) na

Eve issues the lexicographically first such query ¢ to the (k + 1)-restricted SCMA oracle and adds the
query-response pair (¢, M(q)) to P}(EZ 2

* Eve continues in this way until there remains no additional query that Eve can ask, at which point she
stops and waits for the next sub-round to commence.

Eventually, at the end of all sub-rounds of the final round 2% (when Eve is also done with asking her oracle

queries), Eve samples
(o0 v 1)

computes Alice’s final output s4 determined by ka), and outputs sg = 54 as its own output.

Note that Eve’s algorithm above may ask much more than n 4np queries. However, we will show that
the probability that Eve needs to ask more than O(nanp/€?) queries is bounded by O(¢), and hence we can
stop Eve after asking these many queries without changing significantly her success probability.

Remark 3.63. As in the case of the attack algorithm of [BMO9], our attacking algorithm above is not

computationally efficient, as in general computing the probability distribution V ( m*, Pék)

) could be a
hard problem since it involves “inverting” the algorithms of Alice and Bob to a certain extent. But because

computing these probabilities is in #P we can use known techniques to approximate them with arbitrarily

"Note that the number of queries made by Eve when attacking the KE protocol with equivalence complete query pattern is
actually independent of k; the factor of poly (k) blowup in the number of queries over and above any KE protocol (as in the statement
of Theorem 3.54) is already implicit in the number of queries n4 and n g in the statement of Theorem 3.62.
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good precision using an NP-oracle. In particular this means that our attacker (as was the case in previous
works) is computationally efficient in a relativized world in which P = NP, and hence our result also rules out
relativizing reductions from any (k + 1)-restricted SCMA to 2k-round key exchange (and hence, relativizing
reductions from (2k + 1)-round KE to 2k-round KE).

Analyzing Events. Our target is to prove Theorem 3.62. To do so, we first analyze some events for any
2k-round KE protocol with equivalence complete query pattern. Recall that the event Goodg holds if Eve has
found all of the intersection queries, while event Good; holds if Eve has found all of the intersection and
equivalence queries. We now state and prove the following lemma.

Lemma 3.64 (Goody = Good; (Informal)). For any KE protocol with equivalence complete query pat-
tern as described above, the event Goodg holds if and only if the event Good, holds. In other words, if Eve
finds all of the intersection queries during an execution of the KE protocol, it also finds all of the equivalence
queries during the same execution of the KE protocol.

More formally, we state and prove the following.

Lemma 3.65 (Goody = Good; (Formal)). Given any KE protocol with equivalence complete query
pattern as described above, let (i, j) denote some sub-round, let m(:9) denote the corresponding set of

exchanged messages until sub-round (i, j), and let Pg 9 denote some sequence of (k + 1)-restricted SCMA

oracle query-answer pairs until sub-round (i, j), such that we have Prg[m(7) Pg’j)] > 0. Then, we have
Pr[Good; (m(™), P{i) |Goody (m(™), P{)] = 1.

Let V(m(9)) denote the conditional distribution of Alice’s and Bob’s views in the eyes of the attacker
Eve who knows the public messages exchanged between Alice and Bob, and has learned all (k + 1)-

restricted SCMA oracle query-answer pairs described in P](; 9, Finally, let GV (m(i’j), Pg g )> and
GV (m(i’j ), P}(; g )) denote the distributions obtained by conditioning the distribution V (m(i’j ), Pg o )>
on the events Goodg (m(i’j), P}(; ) and Good; (m(i’j), Pg J )>, respectively. Then, assuming Lemma 3.65,
we also immediately obtain the following corollary.

Corollary 3.66. GV (m(i’j), Pg’j)> and GV (m("'J), Pg’”) are identical.

Proof. Lemma 3.65 follows immediately from Lemmas 3.59 and 3.60. O

We define two additional events, which we call fail event and long event.

Fail Event. Given any 2k-round KE protocol with equivalence complete query pattern, let (¢, j) denote
some sub-round, let m(*7) denote the corresponding set of exchanged messages until sub-round (,7), and

let Pg 7) denote the sequence of (k + 1)-restricted SCMA oracle query-answer pairs made by Eve until
sub-round (4, 5), such that we have Prg[m(7) Pg ’] )] > (. We define the event Fail™7) to be the event that:

» EITHER the query (made by Alice or Bob) to the (k + 1)-restricted SCMA oracle after this sub-round
/)

is an intersection query but is not contained in P}(; 7
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* OR the query (made by Alice or Bob) to the (k + 1)-restricted SCMA oracle after this sub-round is
an equivalence query w.r.t. some query issued earlier by the other party, but P}(; )
query that is either identical or equivalent to this query,

does not contain a

and this is the first instance of Eve missing either an intersection query or an equivalence query. Let the event
Fail = \/(i ) Fail“7) be the event that at some point during the 2k-round KE protocol with equivalence query
pattern, an intersection query is missed by Eve.

Long Event. We also denote by Long the event that Eve makes more than O(n4np/€?) queries when
attacking any 2k-round KE protocol with equivalence complete query pattern.
Theorem 3.62 immediately follows from the following lemmas.

Lemma 3.67 (Attack is successful). For any sub-round (i, j) of the KE protocol with equivalence complete

query pattern, we have
Pr[Fail)] =0 ( ———— .
I (nA + TLB)

Hence, by union bound, we have Prg[Fail] = O(e).

Lemma 3.68 (Attack is efficient). We have Prg[Long] = O(e).

3.2.5 Proof of Lemma 3.67: The Attack is Successful

We prove Lemma 3.67 by proving the following stronger result.

Lemma 3.69. For any sub-round (i, j) of the KE protocol with equivalence complete query pattern, let let

m(9) denote the corresponding set of exchanged messages until sub-round (i, j), and let Pg 9) denote the
sequence of (k + 1)-restricted SCMA oracle query-answer pairs made by Eve until sub-round (i, j), such

that we have Prg[m(7), Pg’j)] > 0. Then we have

Pr [Fail?|Good; (m(), PL) | = 0 (W fr nB)) .

To see why Lemma 3.69 implies Lemma 3.67, observe that Fail() is the event that Eve fails to query
an intersection query or an equivalence query for the first time in sub-round (¢, j), and hence, Eve found
all intersection queries and equivalence queries during the execution up until sub-round (¢, j), meaning that

Good; (m(i’j), P](;’j)) holds. Hence, we must have

HE < 1 (4.9) @) pl)| = —
P;r[Fall 1< f;r [Fa” |Good; <m Py )} 0 ((nA +ng))’

which is precisely the statement of Lemma 3.67.
In what follows, we prove Lemma 3.69 by using a product characterization of the distribution GV;.
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Product Characterization of GV;. Given any KE protocol with equivalence complete query pattern as
described above, let (i, j) denote some sub-round, let m(-7) denote the corresponding set of exchanged

messages until sub-round (4, j), and let Pg 7 denote the set of (k + 1)-restricted SCMA oracle query-answer

pairs until sub-round (4, j) asked by Eve, such that we have Prg[m(7), Pg’j)] > 0. Also, let V(m(:))
denote the conditional distribution of Alice’s and Bob’s views in the eyes of the attacker Eve who knows
the public messages exchanged between Alice and Bob, and has learned all (k + 1)-restricted SCMA

oracle query-answer pairs described in Pg g ), and let GV <m(i’j), Pg g )) and GV, <m(w’)7 PJSJ )) be the
distributions obtained by conditioning the distribution V (m(i’j ), Pg A )) on the events Good; (m(i’j ), Pg J )>
and Good; <m(i’j ), Pg g )) , respectively.

We now show that the distribution GV, <m(i’j ), Pg o )) is equal to the distribution obtained by taking

some product distribution A x B and conditioning it on the event Good; <m(i’j ), Pg g )). More formally, we
state and prove the following lemma.

Lemma 3.70 (Product Characterization of GV1). There exists a distribution A (resp., a distribution B)
over Alice’s view (resp., Bob’s view) upto sub-round (i, j) such that

GV <m<iu‘>,ng”) — (A x B)|Good, (mm,pg’ﬂ) .

Proof. We defer the proof of this lemma to later in Section 3.2.5. Our proof here follows very closely the
proof of graph characterization (Lemma 4.5) of [BM09], except for some additional analysis with respect to
equivalence queries at the very end of the proof. O

Having established the product characterization of GV, we now turn to analyzing the distribution
GVy, which is the distribution obtained by conditioning the distribution V (m(m), Pg 7 )> on the event

Goodyg (m(i’j ), P](; g )> (the event in which Eve only queries all intersection queries for Alice and Bob).

Product Characterization of GVy. The corollary below follows immediately from Lemma 3.70 and
Corollary 3.66.

Corollary 3.71 (Product Characterization of GV). There exists a distribution A (resp., a distribution B3)
over Alice’s view (resp., Bob’s view) upto sub-round (i, j) such that

GV (mW), P]E;*”) — (A x B)|Goody (m@v’), Pg’”) .

Graph Characterization of G)y. The above product characterization implies that we can think of GV
as a distribution over random edges of some bipartite graph G. Using an analysis very similar to that used
in [BM09], we will show that every vertex in GG is connected to most of the vertices on the other side.

Constructing the Graph. Given any KE protocol with equivalence complete query pattern as described

above, let (4, j) denote some sub-round, let m(7) denote the corresponding set of exchanged messages until
sub-round (¢, j), and let Pg 9 denote the set of (k 4 1)-restricted SCMA oracle query-answer pairs until
sub-round (i, j) asked by Eve, such that we have Prg[m(7), Pg g )] > 0. We construct a bipartite graph
G(9) with vertex-sets (L{X’j ) , L{g’j )) and edge-set E(+7) as follows:
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* Every node u € Z/{X’j ) corresponds to a view A,, of Alice (until sub-round (¢, j)) that is in the support
of the distribution A obtained from Lemma 3.70. We let the number of nodes corresponding to the
view A, to be proportional to Pr 4[A,], meaning that the distribution .4 corresponds to the uniform

distribution over the vertices in the partition Ug’j ),

* Every node v € L{g’j ) similarly corresponds to a view B, of Bob (until sub-round (4, 5)) that is in the
support of the distribution B obtained from Lemma 3.70. We again let the number of nodes correspond-
ing to the view B, to be proportional to Prz|B,], meaning that the distribution B corresponds to the

uniform distribution over the vertices in the partition U/ g 9,

* We define @y = Q(A4y) \ Q (P ](; Vj)) foru € Ug’j ) to be the set of queries outside of those in Pg )
that were asked by Alice in the view A,,.

* Similarly, we define Q, = Q(B,) \ Q (Pg I )> forv € Ug’j ) to be the set of queries outside of those
in Pg 9 that were asked by Bob in the view B,,.

* We put an edge between a pair of nodes (u, v) (denoted by u ~ v) if and only if Q, N Q, = ¢.

Analyzing the Graph. We first state the following immediate corollary of Lemma 3.70 and Corollary 3.71.

Corollary 3.72. Let (Vf(li’j ), E(j’j )> be sampled uniformly from the probability space GV (m(i’J)7 P}(; g )).
Then the distribution of (Vf(‘i’j), Vg’j)> is identical to the distribution of (Ay, By) sampled by picking a

random edge (u,v) in the graph G (:3) constructed as above, and letting A, and B, be the views of Alice
and Bob associated with u and v, respectively.

Next, we argue that the graph G(*7) constructed as above is dense. More formally, we state and prove the
following lemma:

Lemma 3.73. Let G(-7) = (Z/{X’j ),L{g’j ), E(i’j)) be the graph constructed as above. Also, for any vertex
w € (Z/IX’] Juu g’] )), let deg(w) denote the degree of the vertex w. Then, for each vertex u € L{X’] ) and each

vertex v € Z/{g’j), we have
deg(u) > (1—2e)Uf”|, deg(v) > (1 —2e)uy”)].

Proof. We defer the detailed proof of this lemma to later in Section 3.2.5. O

Finishing Proof of Lemma 3.69. Finally, we use the product characterization of GV; and the graph
characterization of GV to finish the proof of Lemma 3.69, and hence finish the proof of Lemma 3.67. We
defer the detailed proof to later in Section 3.2.5.

Remaining Proofs. It remains to prove that Eve’s attack is efficient, and that Eve eventually finds the secret
key exchanged between Alice and Bob with noticeable probability. The first result follows from Lemma 3.68,
and we present the detailed proof subsequently. We then prove formally that Eve finds the secret key with
noticeable probability.
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Proof of Lemma 3.70. We will show that for every pair of Alice’s/Bob’s views (VX’j ), Vg’j )) in the
probability space GV <m(i’j ), Pg g )) that satisfy the event Good; (m(i’j ), Pg g )), the following holds:

Pr [Vf’j),Vg’j)} — (m(i,j)7Pg7j)) cacR,
where a4 depends only on Alice’s view Vfgi’j ), and ap only depends on Bob’s view Vg’j ), Hence, if we let
A be the distribution such that Pr 4 [VéZJ )] is proportional to a4, and if we let BB be the distribution such

that Prg [VE(;M)] is proportional to ap, then GV (m(i’j ), P}(; J )> is proportional (and hence equal to) the
distribution (A x B)|Good; (rr](i,j)7 Pg’j))

Analysis Step-1.  Note that the tuple (Vf(‘i’j ), g’j )) lies in the support of the probability space GV (m(i’j ), P g ’j)> J1.e.

we have
(Vi) v§9) € SUPPORT (gvy (m(9), P{9))).

Hence, if the views of Alice and Bob are indeed Vf(li’j ) and Vg’j ) respectively, then the event Goody (m(i»j ), Pg A )>
must hold. In other words, we have

P V(ivj)’v(i,j) _
V(m(ivj)f‘pgvj)) [ A B }

v (1.4) plisd)
gV1(m('1i:,)J'I;7Pg*j)) [VA Vs }V<m<i,gfpga>) [G°°d1 (m 7, Pl )}

Also, by definition, we have
PI‘E (Vzgz’]) , VBSLJ) , m(l,]) , Pg’]))
Pre (m(), PLY))

p plid) 6]
V<m(i,j)fpgaj)> [ A B :|

Hence, we have

Pr VA VD]
gy (m@), P

Pre (V) V) md), ply
Iy (me,pg ) [G"Odl (m“’j), P]S’j))} Pre (m(i,j)7 pgﬂ) '

Analysis Step-2: Analyzing the Denominator. The denominator of the expression on the right hand side

is a function of only (m(’?j ), Pg " )), and so, we can define the function

In what follows, we analyze the numerator of the expression on the right hand side.
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Analysis Step-3: Analyzing the Numerator. Let PX’j ) and Pg )

)

be the oracle query-answer pairs in the

views of Alice and Bob, namely Vf’j ) and Vg’j , respectively. Then, we claim that the numerator is given by

Pr (VA V59, mea), pia)) = o7lrala=lsl Pr (P4 U PG U PG,

where r 4 and rp are the random strings used by Alice and Bob, respectively, Pfli’j ) and Pg 7) denote the set of
query-response pairs in the views Vf(f’j ) and Vg’j ) of Alice and Bob, respectively, and Pr¢ (PXJ U Pg Dy Pg g ))
denotes the probability that during an execution €& = (r 4, rg, M), the random oracle M is consistent with the

set of query-response pairs in the set PX’j U P](; Dy pEDE. We justify next why our claim is correct.
Observe that the necessary and sufficient condition that

Vi) = (% mGd). PX’J)) VD) = (rB, M), pgm) 7
only happens if we sample a uniformly random execution (r';, r’z, M) such that all of the following hold
simultaneously:
* 1’y = r4 (which happens with probability 2-Iraly, and

* r’y = rp (which happens with probability 2-Ir51), and

* M is consistent with the set of query-response pairs in the set (Pg’j )y Pg Dy Pg g )> (we analyze
this probability subsequently).

Note that all of these conditions holding simultaneously ensures that Alice and Bob will indeed produce the
transcript of messages m(7),

Analyzing the Consistency Probability. We now analyze the probability that M is consistent with the
set of query-response pairs in the set <PX"7 'y Pg Dy Pg 7 )> . More formally, we analyze the probability
expression

o |TA B E

By the definition of event Good1, Eve queries all intersection and equivalence queries, i.e., we have
(i,4) (4,9) () &)
Pyip € Py PyZp C Py
It now follows from the definition of the generic (k 4 1)-restricted SCMA oracle M that the responses of M
corresponding to the queries in the sets Q (PX’J I\ P]g 7 )) and Q ( pX’J) \ Pgﬂ )> are uniformly random
and independent of the query-response pairs in the set Pg 7 ), since:

* Letq; € Q (Ps’j ) \ Pg g )> and g3 € Q (Pg’ g )>. Then, q; and g5 are neither identical nor equivalent,
and hence, the responses of M on ¢; and ¢» are independent.

* Similarly, let ¢} € Q (P](; ) \ Pg J )) and ¢4 € Q (P,S; J )). Then, ¢} and ¢} are neither identical nor

equivalent, and hence, the responses of M on ¢} and ¢4 are independent.
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* Finally, let ¢/ € Q (Pg’j ) \Pg J )> and ¢5 € Q <Pg’j I\ Pg’j )>. Then, ¢{ and ¢4 are neither

identical nor equivalent, and hence, the responses of M on ¢} and ¢} are independent.

This in turn implies that we have
Analysis Step-4: Putting Everything Together. Finally, by setting
s = 2—|rA| P(ST[P/(;J) \ Pguj)]’ ag = 2—\!‘3\ I‘DE.Y[Pg7j) \Pg’])]

and by setting

(4,5)
(i) pl)y _ _ PrelPy”]
o <m B ) 3 (m("vj), P]g’j)) )
we have A »
w B — (i) pli
gV1<m(i£,Pg’j)> [VA Vi } -« (m 7, Py )aAaB.

This completes the proof of Lemma 3.70.

Proof of Lemma 3.73. The proof of Lemma 3.73 follows from the proofs of the following claims:

Claim 3.74. Let GU9) = (Z/{X’j ), g’j ), E (i’j)) be the graph constructed as above. Then, for each vertex

u e UX’j) and each vertex v € Z/{g’j), we have

> deg(w) < B, > deg(u') < €[EGD|.
weug’j) ;woby w’EZ/IX’j) ;w! v

Claim 3.75. Let G(iJ) = (L{X’j ),Z/Ig’j ), B )) be the graph constructed as above. For any vertex w €
(Uﬁf’]) U Ug’])), define the set of edges

E*(w) = {(u,v) € ECD) 4 b w Av ot w},

to be the set of edges that are not adjacent to any immediate neighbors of the vertex w in GJ), Then, for
any vertex w € (Z/{X’J) U L{g”)), we have

)E%(w)) < ¢|El.

Claim 3.76. Let G(iJ) = (Ug’j ) , Z/{g’j ), E )) be any non-empty bipartite graph such that for each vertex

w e (L{X’j) ng’j)), we have ‘E%(w)‘ < €|E| for some € < 1/2. Then, for each vertex u € Ug’j) and each

vertex v € L{](Bm ), we have

deg(u) > (1—20)Uf”|, deg(v) > (1 —2e)uy)].
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Proof of Claim 3.74. The probability that we choose a vertex w when we choose a random edge from

fgi(%)' . Now, suppose that for some vertex u € Z/{X’] ), we have

E:9) is given by
Z deg(w) > | W),
wEUS’”,w%u
Then we have

Pr [|QuNQul| # @] > e.

(u,w)E ()

Suppose that Alice issues at most n4 (k + 1)-restricted SCMA oracle queries, i.e., we have |Qy| < n4.
Hence, by the pigeonhole principle, there must exist ¢ € ,, such that

Prlg € Q] > €¢/n4.

But this is a contradiction, since then, by the definition of the attacker Eve, ¢ must be in the set of queries

corresponding to Pg 7 ), and hence, by definition, cannot be in the set (J,,. Hence, for each vertex u € UX’] ),
we must have

Y deg(w) < EWI].

weug’j>,w7éu

By a similar argument, it follows that for any vertex v € U g ’] ), we must have

Y deg(w') < €e[EGI).

w’eZ/lX’j) RV 2

This completes the proof of Claim 3.74.

Proof of Claim 3.75. Letw € (Z/{S’j Juu g’j ) ) be any vertex. Suppose that w € L{X’j ). Then, we have

EAw)| = Y deg(w) <l

w’GZ/{(Bi’j),w’7éw
Alternatively, suppose that w € L{g’j ), Then, we have

Erw)| = Y deg(w”) <l

w”GZ/{X’j),w”%w

This completes the proof of Claim 3.75.
Proof of Claim 3.76. To begin with, we define
deg, = min{deg(u) : u € Z/{X’j)}, degp = min{deg(v) : v € Z/{g’j)}.

Assume w.l.o.g. that
deg 4 < degp

sl
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deg 4 > . deg 4 . (4,7)
w2 (1 — 2¢). Suppose that i (1 —2¢),and let v € U, be the

vertex such that deg(u) = degy < (1 — 2e)|ug’j)|. Since for each v € Z/lg’j), we have deg(v) < |Z/l£‘i’j)
we must have

Hence, it suffices to prove that

bl

|EGI) N\ E* (u)] < deg(u)|u£f’j)| = deg 4 |Z,{X’j)| < degp |Z/{g’j)|,
On the other hand, since deg(u) < (1 — 26)‘1/{](3@1)

, we must have
|E*(u)| > 2edeg UL | > 2¢| EGI) \ E7 (u)].
Now, we have

B ()] < e[ B = ¢ (|E* (u)] + B\ B ()]) < (e + 1/2)| B (u)],

which is a contradiction for any e < 1/2 because the graph G(7) is non-empty. This completes the proof of
Claim 3.76.

Finishing the Proof of Lemma 3.69. To finish the proof of Lemma 3.69, we first define an auxiliary fail
event Fail” to be the event that the query (made by Alice or Bob) to the (k + 1)-restricted SCMA oracle after

this sub-round is an intersection query but is not contained in Pg D Ttis easy to see that, given Lemma 3.65,
for any sub-round (4, j) of the KE protocol with equivalence complete query pattern, we have

Pr |Fail(*?)|Goods (m(), P{*)| < Pr |Fail9)|Goody (m(*9), P{7)) .

This follows immediately from the fact that the first time Eve fails to find an intersection query is also the first
time Eve fails to find an intersection query or an equivalence query (since each equivalence query if preceded

by a corresponding intersection query), and that the event Good (m(i’j ), P}(; g )> holds if and only if the

event Good; (m(i’j ), Pg J )) holds. Hence, to prove Lemma 3.69, it suffices to show that for any sub-round
(1, 7) of the KE protocol with equivalence complete query pattern,

Pr [Fail' | Goody (m(), P{) | = 0 (6 ) .

3 (na+mnp)

Again, given any KE protocol with equivalence complete query pattern as described above, let (i, j)
denote some sub-round, let m(>J) denote the corresponding set of exchanged messages until sub-round (i, j),
and let Pg 7 denote the set of (k + 1)-restricted SCMA oracle query-answer pairs until sub-round (3, j)
asked by Eve, such that we have Prg[m(%7), Pg ’] )] > 0. Assume without loss of generality that Bob issues

a query ¢ in sub-round (4, j), and let Vg’j ) denote Bob’s view up until sub-round (4, j). Now observe the
following:

* By Lemma 3.71, the distribution GV (m(ivj ), Pg g )> conditioned on getting VE(;’j ) as Bob’s view is
the same as the product distribution (LA x B) conditioned on the events Good (m(i’j ), Pg g )) and

getting Vg’j ) as Bob’s view, simultaneously. By the graph characterization of GV (Lemma 3.73),
letting G(49) = (Z/{f(f’j ),L{g’] ), E )) be the graph constructed above, this is the same as randomly

choosing an edge (u,v) <« E(3) conditioned on getting Vg’j ) as Bob’s view, and then choosing
(Ay, By).
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e It then follows that, conditioned on v such that B, = g’j ), the distribution of Alice’s view is the

same as choosing u <— N (v) to be a random neighbor of v (here N (v) denotes the set of all immediate
neighbors of v), and then choosing A,,. Define the set .S as:

S:{ueug’j):quu}.

Then we have the following:

pr e S o 181 ISIET Tuesdes(
usN(v) ul = deg(v) — (1 —26)‘2/{1(4i7j)‘ (1 _2€)|E(i,j)’ (1 _QE)Q‘E(M-)’

The second and fourth inequalities are because of Lemma 3.73. The third one is because |E(7)| <
‘u(i’”‘ ‘u(i,j)‘
A B |

* By the definition of the attack algorithm of Eve, the only queries asked by Eve are queries with
probability of occurrence (in Bob’s view) greater than €¢/np. Hence, we must have

Vuesdes(n) _ e
[EGD|  ~ np’
which in turn implies that we have
Pr [ge A4,] < ¢
r -
u+N(v) 4 “= (1 - 26)277,3’

which is O (7) for e < 1/10.
B

€
n
Thus, we have

Py [Fail’(i’j)|Good0 (mW), PS’”) A B} =0 <7;> ,

where B denotes the event that Bob issues the query in sub-round (4, j). Similarly, an analogous argument
can be used to prove that
Pr [Fail’(i’j)|Good0 (m“vﬁ, Pg’j)) A A} —0 <6> ,
& na

where A denotes the event that Alice issues the query in sub-round (4, j). Hence, we have

pr [Faif ) Goody (9, PG7)] =0 <6 L S 6)
£ n4g Na+np nBp NA+Npg

-0 <6 ) .
na+np
This completes the proof of Lemma 3.69, and hence, the proof of Lemma 3.67.

3.2.6 Proof of Lemma 3.68: The Attack is Efficient

We now present the proof of Lemma 3.68, which establishes that the attack is efficient.
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Proof Overview. We follow a strategy similar to [BM09] to prove that the attack is efficient by crucially
relying on the fact that the attack is successful. Recall that in her algorithm, Eve follows the following
strategy: at any given sub-round of the protocol, Eve keeps making the lexicographically first query ¢
that has “significant” probability of appearing in either Alice’s query set or Bob’s query set, until all such
queries are exhausted. Also recall that this probability is based on the distribution V <m(i’j ), Pg " )) (where
m(7) denotes the set of messages exchanged between Alice and Bob until sub-round (4, j), and P]g )
denotes the set of (k + 1)-restricted SCMA oracle query-answer pairs until sub-round (i, j) asked by
Eve), conditioned on the event that Eve has not missed any intersection or equivalence queries up until
this point (i.e. the event Good;). Now, since we have proven that the event Good; happens with high
probability (Lemma 3.65), this implies that queries with a significant probability of occurrence according the

distribution V (m(ivj ), Pg g )) conditioned on Good; also have a significant probability of occurrence under

the real distribution V (m(i’j ), Pg g )) . Intuitively, we use this to bound the number of queries that Eve has

to make by arguing that each query that Eve makes decreases the (nonzero) expected number of unknown
queries. The formal proof is detailed below.

A Bad Event. For the formal proof, we begin by defining an additional event, which we refer to as a
“bad” event. Let (i, j) denote some sub-round of the KE protocol, let m(7) denote the corresponding set
of messages between Alice and Bob until sub-round (i, j), and let Pg 7 denote some sequence of (k + 1)-
restricted SCMA oracle query-answer pairs until sub-round (i, j) learned by Eve. We use Bad®7) to denote

the event that 1
Pr |:—|GOOC|1 (m(i’j),Pg’])ﬂ > —.
V(m(@ﬁ,PS’”) 2

We also define the probability space & to denote the same execution probability space as £ with the difference
that for any sub-round (¢, j), Eve stops asking more queries at sub- round (i, 7) if the event Bad(®7) occurs (the
behavior of Alice and Bob remains unchanged). Note that £ and & are identical as long as Bad“7) does not
happen, and so we have

Pr[Bad] = Pr[Bad|.

€ g

More generally speaking, for any event D whose definition depends on the behavior of Eve, we have

IZr[Bad v D] = Pr[Bad Vv D].
£

The proof of Lemma 3.68 follows from the following steps:
* Step-1: We first show the following:

Pr[Fail] = O() = Px[Bad] = Pr[Bad] = O(c).
g

Since our analysis of the success probability of the attack already established that Pr¢[Fail] =
O(e) (Lemma 3.67), we have
Pér[Bad] = Pr[Bad] = O(e).
&

* Step-2: We then show the following: Prz[Long] = O(e).
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Observe that
I;r[Long] < P;r[Long V Bad] = Pr[Long V Bad| < Pr[Long] + Pr[Bad].
g g £
Hence, we have Prg[Long] = O(e), which is precisely the statement of Lemma 3.68.

Step-1: Bounding Prg[Bad]. We state and prove the following lemma.
Lemma 3.77. If Pre[Fail] = O(¢) then we must have Pre[Bad] = Prg[Bad] = O(e).

Proof. We present a proof by contradiction, which follows closely the proof of Lemma 6.4 in [IR89] and the
proof of Lemma 4.7 in [BM09]. We present the proof in the context of our attack for the sake of completeness.
Assume that Prg[Bad] = Q(e). We will show that this implies Prg[Fail] = (). When we run the
attack, instead of sampling the whole randomness (74,75, M) « £ (for Alice, Bob, and the oracle) at the
beginning, we can choose some parts of the system first (according to their final distribution), and then
choose the rest of the system from their distribution conditioned on the chosen parts (this can be viewed as a
generalization of the popular “lazy oracle sampling” method). In particular, we proceed as follows:

* Run the execution of the key exchange protocol as well as the attack algorithm for Eve till an arbitrary
sub-round (4, 7) such that m(7) is the set of messages exchanged between Alice and Bob until sub-
round (3, j), and Pg ) is the set of (k + 1)-restricted SCMA oracle query-answer pairs until sub-round

(i,7) asked by Eve. Pretend that at this point, we have sampled (m(i’j ), Pg 7 )), and the rest of the
description of the execution is not chosen yet.

* Sample (Vf’j), Vg’j)> ~V (m(id’), Pg’j)>, and set Vf(‘i’j) and Vg’j) to be the “real” views of Alice
and Bob until sub-round (i, 7).

» Continue running the execution of the key exchange protocol as well as the attack algorithm for Eve
from this point onwards conditioned on <VX’] ), Vg’] )) (the views of Alice and Bob so far), and

(m(i,j), Pg’j )) (the view of Eve so far).

Observe that the choice of (i, 7) in the aforementioned simulation can be chosen arbitrarily. In particular, we
could set it to the particular sub-round (i, j) where the event Bad happens for the first time. If the event Bad
never happens, then we sample the views of Alice and Bob at the very end of the protocol execution. Now
recall that Bad happens when

- (4,9) (i,j)]
v(mgifpg,j))[ Good; (m N ) <

DN =

Since —=Good; C Fail, we have
Pgr [Fail|[=Good; ] = 1.

So if Bad happens for the first time at sub-round (i, j), and we choose the views of Alice and Bob from
1% (m(ivj), Pg " )>, it must be the case that Fail will hold for this particular execution of the system with
probability at least 1/2. So we have

f"gr[Fail] > %f;r[Bad] = Q(e),

as desired. This completes the proof of Lemma 3.77. O
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Since our analysis of the success probability of the attack already established that Pr¢[Fail] = O(e) (Lemma 3.67),
we have the following corollary.

Corollary 3.78. We have Pre[Bad] = Prg[Bad] = O(e).

Step-2: Bounding Prg[Long]. We state and prove the following lemma.

Lemma 3.79. We have Prz[Long] = O(e).

Proof. We prove that the expected number of queries asked by Eve in an execution sampled from the
distribution € is O(nanp/€). Our proof follows closely the proof of Lemma 4.8 in [BM09]. We present the
proof in the context of our attack for the sake of completeness.

By definition, in any sub-round (4, ), as long as there is a query ¢ = (s, x) for s € ¥¥*! and x such that
Level(z) # —1 such that

- ¢
Pr g€ Q) > —
(VA V5D ) v (miii) P o)) 4 np’

or o ¢
e P lee QT >

(VA VD) v (miei) P o)) nA

Eve issues the lexicographically first such query ¢ to the (k + 1)-restricted SCMA oracle and adds the
query-response pair (¢, M(q)) to Pg 9| Also, as long as Eve does not stop asking queries, we have

Pgr [Goodl (m("’j),Pg’j)ﬂ > %

Hence, if Eve asks a query ¢ in sub-round (4, j) conditioned on (m(i’j ), Pg g )> , we must have

(4,9 (4,)
(Vf{"”,Vg*”)E%(mu,j)f]g,w) [q e OV, )uQ(Vy )}

> f;r [Goodl (m(i’j),Pg’j))} .

P ae iy uowi)
(VA V5D ) 4-GVr (ml@) P
_q <e(nA —i—nB)) ’
nanp

where V and | g’\vl are defined analogously to V and GV, albeit with respect to the modified probability
distribution £.

Now, define the random variable Y} to be 1 if Eve asks at least ¢ queries and the ¢-th query that she makes
was asked before by either Alice or Bob. It is easy to see that ), Y; < (n4 + np) since Alice and Bob make
at most n4 and np queries, respectively. Hence,

Y E(Y)=E (Z Ye) < (na+ng).
7 7
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Claim 3.80. Let py be the probability that Eve asks the {-th query. Then we have

o <nAnB E(Y'z)) .

be= e(na +np)

Since ), pe is the expected number of queries asked by Eve, assuming the aforementioned claim is true, we

have
_ nang Y, E(Yy) _ nANE
% gy 0( > 0( )

e(na +np) €

which proves Lemma 3.79. Hence, it only remains to prove the above claim.

Proof of Claim. Define the random variable qu to be 1 if the ¢-th query that Eve asks is ¢ and ¢ was
asked before by either Alice or Bob. Then E[Y] = 3, E[Y,"]. Suppose that the ¢-th query was issued in the
(4, 7)-th sub-round. We have

B = Y Pr|vfY =m0 P
(m(z‘,j),pg”j)>
Pr [q c Q(j’j) U Q%’”IV;’” _ (m(i,j)jpgvj)>}

_ Z Pr [VE(z',j) _ (m(i,j)’P](;J)>:| ’
(m(i,jxpg’j))

where v = (%) Hence, we have

EY] =) E[

=ry- Z Pr [Eve queries some ¢ as its ¢-th query\Vg’j) = (m(i’j), Pg’j)ﬂ .
(m(i,j),P}(;’j))
Pr [Vg’j) _ (m(i,j)’Pg,j)>]
= VD¢

_q (PjE(nA + nB)) _

nAnNp

which in turn implies that

pi= O (nAnB ]E[YA) ’

e(na +np)

as desired. This completes the proof of our claim and, hence, the proof of Lemma 3.79.

Finally, together with Lemma 3.77 and Corollary 3.78, the proof of Lemma 3.79 completes the proof of
Lemma 3.68.
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3.2.7 Finishing the Attack: Eve finds the Key

Finally, we formally prove that Eve actually finds the secret key exchanged by Alice and Bob. The proof is
very similar to the proof of Theorem 6.2 in [IR89] and the proof of Theorem 5.2 in [BM09]. We present the
proof in the context of our attack on any 2k-round KE with equivalence complete query pattern for the sake
of completeness.

We assume in the last round of the 2k-round KE with equivalence complete query pattern, Alice sends a

special message LAST to Bob. Let the random variables ka), VE(;%) and VE(%) be the distributions of the
views of Alice, Bob, and Eve at the end of the execution, where

V]é%) _ (m(%),ng)) '

In order to find the secret Eve runs the attack of Section 3.2.4 and at the end of round 2k (when Alice has
sent the message LAST to Bob, and Eve has asked her queries from the oracle), Eve samples

(‘7}1%)7 17];%)) PR (m(gk)’ P](E?k)) :

computes Alice’s final output sy = s (ka)), and outputs s = s4 as its own output. We need to prove that

Prisp =sp]| > p—0,

for some 0 = O(e). Let V be the random variable generated by sampling

(P25 v )
and choosing YA/IL(‘%) from it. We will show that

2k 2k 2k S (2K 2k

SD (V. v Vi) (Vv vED) ) = o),
which in turn implies that
2k 2k > 2k
‘Pr [s (Vf(1 )> =s (V]_g ))] —Pr {s (V) =s (V]é ))} ‘ = O(e).
For any triple of the form (V4, Vg, Vi), we say that:

* the event Goody (V4, Vg, V) holds if Q (V4) and Q (Vp) have no intersection query that does not
also appear in Vg, and

* the event Good; (V4, Vg, V) holds if Q (V4) and Q (Vi) have no intersection query that does not
appear in Vg and no equivalence query-pair such that Vg does not have a corresponding query
equivalent to this pair.

The proof of the fact that Eve finds the key now follows from the following claims.
Claim 3.81. We claim that Pr[~Good, (v}f’“), Vi), VE(Q’“))] = 0(e).

Proof. The proof of this claim follows immediately from the proof of Theorem 3.62. O
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Claim 3.82. We claim that Pr[~Good: (V, V™, VE)] = O(e),

Proof. We argue this claim as follows. It follows from Lemmas 3.59 and 3.60 that for any 2k-round KE
protocol with equivalence complete query pattern,

Pr |:—|G00d0 (‘A/, Vé%), gk)) ‘ﬁGoodl (?,VE(;%), }é%))} =1,

and hence R R
Pr [—|Good0 (v, v, ng)ﬂ —Pr [ﬂGoodl (V, Vi), VE(Q’“))} .
Now suppose we fix VE(%) = (m(%), ng)) and sample V as above. Then V is independent of V]gk), and

hence, any query ¢ such that g € Q <VE(}2k)) and ¢ ¢ Q (ng)) has probability at most € /np of appearing

in Q (‘7) (this follows from Eve’s strategy of choosing queries in the attack). Hence, we must have

Pr[~Good (f/, v, v,ﬁ?"f))] — 0(e),
which completes the proof of this claim. O

Claim 3.83. Finally, we claim that
2k 2%k 2k 2k 2k 2k
SD( (V2,2 V2 [Goods (V{2, V2, Vi)
(V. V2, v [Goods (V, VZ, V) ) = 0(e).

Proof. We argue this claim based on Lemma 3.73. Let G(2%) = (Z/{fk) , ng), E (Qk)) be the graph character-

ization of GV (m(%), P](;k)) . Then we have the following:

* The distribution of ka) in (ka), V]é%), ng)) conditioned on the event Goodg (ka), ng), ng)

is the same as A, sampled as follows: choose a vertex v € Z/{gk) conditioned on B,, = VE(;%), then
choose a uniformly random neighbor of v as u <— N (v), and output A,,.

 Similarly, the distribution of Vin (17, ng), ng)> conditioned on the event Good (ka), ng), VE(%)>
is the same as A, sampled as follows: choose a vertex v € L{gk) conditioned on B, = VE(;%), then
choose a random edge (u,v’) < E(?%) conditioned on v/ = v, and then output A, (this is the same as
randomly choosing neighbor of v as u € N (v) such that the choosing probability is proportional to

deg(u), and then outputting A,,).
* By Lemma 3.73, we have for each u € L{fk)
(1= 2¢) [V < deglu) < |V,

and hence, since ¢ < 1/10, using techniques similar to those used in the proof of Theorem 5.2
in [BMO09], one can show that

SD( (Vf(l%)y y, ng)) Goods (Vf(l%)’ ye, ng)) |

(7. v, v Goody (7, VEW, Vi) ) < 2e.
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Finally, it again follows from Lemmas 3.59 and 3.60 that for any 2k-round KE protocol with equivalence
complete query pattern,

k k k k k k
(V9 VE, V) [Goods (VA VY, v ) =

(V/(x%), Vé?k)7 V]é%)) |Goody (Vf(lzk), Vé?k)7 Vg“) 7

and

(V. V2, v |Goods (V, VZW, Vi) =

s 2k 2k =5 2k 2k
(v,vg RS )> |Goody (v,v]g 7S )),
and hence, we have
2k 2k 2k 2k 2k 2k
SD( (VA Vi, Vi) 1Good: (Vi v, v,

(V. v, v ) Goody (7, VFM, Vi) ) < 2e.

This completes the proof of the claim, and hence the proof of successful key-recovery by Eve. O

3.3 Separating (2k — 1)-round Key Exchange from 2%-round Key Exchange

In this section, we argue that we can also black-box separate (2k — 1)-round key exchange from 2k-round
key exchange. The argument is almost identical to the separation of 2k-round Key Exchange from (2k + 1)-
round key exchange, with the exception of some minor tweaks to the (k + 1)-commutator property of a
(k + 1)-restricted SCMA oracle, and our core argument that for any KE protocol with equivalence complete
query pattern, each equivalence query is also essentially an intersection query. The rest of the proof structure
as well as the arguments surrounding attack success (detailed in Section 3.2.5, and Sections 3.2.5, 3.2.5,
and 3.2.5), attack efficiency (detailed in Section 3.2.6), and the final key-finding probability (detailed in
Section 3.2.7) remain essentially unchanged.

Changing the k-Commutator Property Slightly. For & > 1, suppose that we tweak the k-commutator
property of a (k-+1)-commutator oracle M(-, -) slightly as follows: instead of requiring that M((ab)**1, z¢) =
M((ba)**1, zq) (20 being the base set element), we now require that

M(b]|(ab)*, z0) = M(al|(ba)", zo)
It is easy to see that in this case, a (k + 1)-commutator oracle implies a 2k-round key exchange as follows:

* Given a base element z, Alice would sample some a € M and obtain M(a, x(), while Bob would
sample some b € M and obtain M(b, zp). Alice and Bob would then exchange their first-round
messages, where Alice sends M(a, z() to Bob and Bob sends M(b, x() to Alice.

* In the next round, Alice would obtain M(ab, z¢o) = M (a, M (b, z¢)), and Bob would obtain M(ba, =) =
M (b,M (a, xp)). Alice and Bob would then exchange their second-round messages, where Alice sends
M(ab, zp) to Bob and Bob sends M(ba, () to Alice.
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Observe that by repeating this process for 2k rounds and asking a final query to the (k + 1)-SCMA oracle,
Alice and Bob would have obtained M(al| (ba)* , ) = M(b]| (ab)* , z), which they can use as the final
secret key. Note that this computation requires the full 2k rounds'.

Arguing Impossibility of (2k — 1)-round Key Exchange. Now let’s look at what happens if Alice and
Bob try to exploit the “commutative” property of the (k + 1)-SCMA oracle in less than 2k rounds. Again,
they must generate some equivalence query-pair of the form M(al|(ba)*, zo) = M(b||(ab)¥, zo) with less
than 2k rounds of communication. Once again, note that when “building up” to such an equivalence query
that gives Alice and Bob the same final set element via two different query sequences in less than 2k rounds,
Alice and Bob cannot only issue queries to the (k + 1)-SCMA where the monoid element is either a or b like
in the 2k-round key exchange protocol outlined above. In particular, by the pigeonhole principle, at least one
of Alice or Bob must compute a query involving both the elements a and b.

At this point, we can the same core argument as in the separation of 2k-round key exchange from
(2k + 1)-round key exchange to establish that even in this case, as long as the (2k — 1)-round key exchange
protocol is in a special form that “forces” Alice and Bob to make all “split” versions of their queries and at
least one of Alice or Bob to compute all possible ways of computing an equivalence query as soon as there is
a “trigger” query where the monoid element is a substring of either (ab)¥ or (ba), any equivalence query
w.r.t. the (k + 1)-SCMA oracle that can be computed within (2k — 1) rounds is also an intersection query.

This again effectively reduces all equivalence queries that rely on the (modified) commutative property of
the (k 4 1)-SCMA oracle to the “traditional” notion of intersection queries, and we can again handle such
queries using the [BM09] framework, as detailed in Section 3.2.

4 Analyzing Malicious Two-Party Computation by Rounds

In this section, we present the formal details of our main novel black-box separation result, namely separating
maliciously secure two-party computation (2-PC) by rounds. We begin with the formal details of our proof
that maliciously (abort) secure 2-PC is equivalent to a monoid action that have certain commutator-like
properties and satisfy certain hardness assumptions. We then describe formally how we can use the above
structural characterization of 2-PC to separate 2-PC by rounds.

4.1 Two-Party Computation and Commutative Monoid Action

In this section, we prove that any f-round (two-party) computation protocol (for deterministic functions)
is equivalent to an ¢-distributional commutative monoid action equipped with certain additional structural
properties and a stronger security notion as compared to the distributional unpredictability security notion
satisfied by any -DUCMA. We refer to this specially structured /-DUCMA with stronger security notions
as an -DCMA, pc. Before defining (-DCMA; pc, we first formally define an ¢-round 2-PC protocol. For
simplicity, we first focus on 2-PC protocols for symmetric functionalities (i.e., where both parties receive the
same output). Subsequently, in Section 4.4, we show a generalization of our approach to the case of 2-PC
protocols for asymmetric functionalities (i.e., where both parties receive potentially different outputs).

We note that the proofs in this section are very similar if not almost identical to those for key exchange,
so we frequently defer details to that section.

"We again note that if M is a countably infinite set, then a uniform distribution over M is not well-defined; in this case, we
restrict to those distributions for which the set of all strings consisting of more than 2k elements has negligible density in the sample
space.
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Defining an /-Round 2-PC Protocol. We now define an ¢-round 2-PC protocol for £ > 1. In the same
vein as our KE definition, we define /-round 2-PC as a two-party protocol involving a pair of (non-uniform)
probabilistic polynomial-time algorithms A = {A;};cj0,q and B = {B;};c[o,q, Where each individual
algorithm A; and B; is formalized subsequently.

Before presenting the definition, we fix some notation. Let I denote the set of all possible inputs for
parties A and B in a 2-PC protocol, and let I denote the set of all possible functions f computable by the
protocol. Finally, let R4 and Rp denote the set of all possible random coins used by parties A and B.

Definition 4.1 (/-Round 2-PC). An /-round 2-PC protocol is a tuple of probabilistic polynomial-time algo-
rithms IT = (Setup, {A;, B;};c[0,q) defined as follows:

* Setup takes as input a security parameter A and output the public parameters pp.

 Foreach i € [0,¢ — 1], A, takes as input the public parameters pp, the private input ing € I, the
function f € F', a secret state r; 4 € R4, and a transcript 7; of the messages exchanged between
parties A and B up until round-7, and outputs an updated secret state ;41,4 and a message s;41,4.

* For each i € [0,¢ — 1], B; takes as input the public parameters pp, the private input ing € I, the
function f € F', a secret state r; g, and a transcript 7; of the messages exchanged between parties A
and B up until round-, and outputs an updated secret state 7;11, g and a message s;y1,B.

» Ay takes as input the public parameters pp, the private input in4 € I, the function f € F’, a secret state
74,4, and a transcript 7y of the messages exchanged between parties A and B up until round-/, and
outputs the “final” output y 4.

* By takes as input the public parameters pp, the private input ing € I, the function f € F, a secret state
r¢,B, and a transcript 7, of the messages exchanged between parties A and B up until round-/, and
outputs the “final” output yp 4.

Correctness. An ¢-round 2-PC protocol 1I = (Setup, {A, Bi}ie[qu) is said to be correct if for any
pp < Setup, any pair of inputs in4, ing € I, any function f € F, and any

(rig1,4, Si+1,4) = Ad(PP,INA, f,75.4,7),  (rig1,B,si+1,8) = Bi(Pp,ina, f, 74,8, 7),

for each i € [0, ¢ — 1], we have
yap =ypa = [(ina,ing),

where yap = A(Pp,ina, f,7¢,4,7) and ypa = By(pPp,ina, f,7¢ 4, 7), and where for each i € [0, £], the
transcript 7; is defined as:

7; = (PP, f, 51,4, 51,8, 52,4, 52,8, - - - , Si, A, Si,B)-
Semi-Honest Security. An ¢-round 2-PC protocol II = (Setup, {A;, Bz’}ie[o,z}) is said to be computation-

ally secure against static semi-honest adversaries if there exist PPT simulators S4 and Sp such that for any
security parameter A € N, any pp < Setup, any pair of inputs iny4, ing € I, any function f € F, we have

Sa (1%,pp,ina, fina,ing)) & (VA1 ppina,ing), outf (1%, pp, i, ing) )
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SB (1/\7 pp, inBa f(inAa inB)) é (Vg(l)\7 pp, inA7 inB)7 OUtg(lAa pp, inAa inB)) )

where V}E (resp., Vg) denotes the view of party A (resp., party B) and Outg (resp., Outl;{) denotes the output
of protocol IT for party A (resp., party B), with the views of parties A and B being defined as

VA, pp,ina,ing) = ({riatic, ), VB QY pp,ina,ing) = ({ri5}icy. ) -

Malicious Security. An ¢-round 2-PC protocol II = (Setu P, 1A, Bi}icpo, g]) is said to be computationally
secure against static malicious adversaries if for any PPT static malicious adversary .4 corrupting party
B (without loss of generality), there exists a PPT simulator S such that for any security parameter A € N,
any pp < Setup, any input in4 € I, and any function f € F, we have

realrr 4(A, pp;ina) ~ ideal s (A, pp;ina),
where the distributions are defined via the following experiments:

* real 4(\, pp;ina): Run the protocol IT on the security parameter A, where party A runs the protocol
honestly using its input in 4, and the messages of the corrupt party B are chosen by the adversary A.
Let y denote the output of party A, and let V' denote the view of the adversary. Output (V, y).

* ideals s(\, pp;in4): Run the simulator S until it outputs an input inp for the corrupt party B. Compute
y = f(ina,inp) and provide y to S. Let V* denote the final output of the simulator S. Output (V*,y).

Malicious Security with Abort. An /-round 2-PC protocol 1 = (Setup, {A;, Bz‘}ie[07g]) is said to satisfy
security with abort against static malicious adversaries if for any PPT static malicious adversary A corrupting
party B (without loss of generality), there exists a PPT simulator S such that for any security parameter
A € N, any pp < Setup, any input in4 € I, and any function f € F, we have

abort

realir 4 (), pp;ina) ~ ideald®d"(\, pp;ina),
where the distributions are defined via the following experiments:

* reali_a(A, pp;ina): Run the protocol II on the security parameter A, where party A runs the protocol
honestly using its input in 4, and the messages of the corrupt party B are chosen by the adversary A.
Let y denote the output of party A, and let V' denote the view of the adversary. Output (V, ).

. ideal?ggrt()\, pp;in4): Run the simulator S until it outputs an input inp for the corrupt party B.
Compute y = f(in4,ing) and provide y to S. If the simulator S chooses to abort, set y* = L. Else,
set y* = y. Let V* denote the final output of the simulator S. Output (V*, y*).

Structural Formulation. We now formulate an ¢-round 2-PC protocol using a structural formulation that
is geared towards capturing the core property that two parties can compute the same function output using
two different sequences of computation across £ rounds of communication.

For ease of exposition, we make a (minor) alteration to our structural formulation for an /-round 2-PC
protocol from the standard cryptographic definition presented earlier. In the structural formulation, we assume
that the parties A and B commit to “some” random coins 74 and 75 at the beginning of the protocol, and
then re-use these coins to generate their messages throughout the protocol. We note, however, this definition
is essentially equivalent to the “lazy” randomness sampling strategy in the standard definition presented
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earlier; indeed, we can assume that the parties commit to some “master” random coins at the beginning of
the protocol, and use these to derive the individual random coins to be used in each round (depending on
the transcript of messages exchanged up until that round). We emphasize that we do not need to assume
any computational assumptions here: the “master” random coins could just be enough random coins to last
through the whole protocol.

Similar to our alternative structural formulation of 2-party NIKE, it turns out that this alternative
definition (where the parties commit to some “master”” random coins at the beginning of the protocol and
re-use the same to generate messages throughout the protocol) makes it easier to capture the “natural”
mathematical structure inherent to an ¢-round 2-PC protocol. Although this would result in “less practical”
2-PC protocols, it allows us to only have to define two sampling distributions (one for each player) rather
than 2¢ (one for each player in each round) and lets us considerably simplify our proofs of equivalence later
in this section. We illustrate this in more details subsequently.

Definition 4.2 (/-Round 2-PC (Structural Formulation)). Let PP, R, I, F, {S; 4, Si B}ic[g» {Li}ie[o,9
R4, Rp, and Y denote sets. More specifically:

* We let PP denote the set of public parameters and R 4 and Rp denote the set of possible random coins
used by the setup algorithm to output some public parameters from the set PP.

* Let I and F' denote the set of all possible inputs and the set of all possible functions, as defined earlier.

* For each i € [{], we let S; 4 and S; g denote the set of possible round-messages output in round-i by
the parties A and B, respectively.

* For each i € [0, /], we let I'; denote the set of all possible transcripts of messages exchanged between
the parties A and B until round 7.

* We also let R4 and Rp denote the set of possible secret states for the parties A and B, respectively.

* Finally, we let Y denote the set of possible final outputs for the parties A and B at the end of the
{-round 2-PC protocol.

Next, we define the following functions that map between these sets as below:

e Setup : 1* x R — PP.

* {Genja: PP xIxFxRaxTi— Sit1akicp,e-1-
* {Gen;p: PP x I x F'x R x T’y = Siy1,B}ico,0—1)-
e Combinegq : PPXxIXFxRyxT'y—Y.

e Combineg : PPxIxFx RgxI'y—Y.

Correctness, semi-honest simulation-based security and malicious security (with and without abort) are as
defined analogously to the cryptographic definitions presented earlier.
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Distributional Simulation-Secure CMA for 2-PC (/-DCMA».pc). We now define an /-DCMA,_pc as
follows.

Definition 4.3 (/-DCMA; pc). A monoid action (M, X, ) is an .-DCMA, pc if it satisfies following addi-
tional structural properties and security properties:

* Structural properties:

— The monoid (M, &) is a string concatenation monoid structured as M = M4 U Mp where
My=IXF xRy, Mp=IxFXxRp,

such that both of the sub-monoids M4 and Mp are individually string concatenation monoids
themselves.

— The set X is structured as
X=PPx | |JSiaulJSisU{Ll}|x ¥ uU{L}).
i€f] i€[¢)

— For any public parameters pp € PP, any pair of inputs in4,ing € I, any function f € F, and
any pair of randomnesses (r4,75) € Ra X Rp, letting

g:(inx‘hfﬂTA)eMA ) h:(inBaf,TB)eMBa
r=(pp,L,L)eX , y=(pp,L, f(ing,ing)) € X.

we have
(g@h)z*a:: (h@g)g*xzy.

* Distributional simulation security:

An ¢-DCMA,; pc is said to satisfy distributional simulation security with respect to the triplet of distri-
butions (Dar,0, D1, Px) (Where Dy and D)y,p are distributions over M and Dy is a distribution
over the set X) if there exist PPT simulators S 4 and S such that for any security parameter A € N,
any g < D0, any h <= Dy 1, and any = < Dy, letting

zio= (9@ h)' o, zi1 = (h&® 9) x,

vig=(9®(heg) ) xz, = (h@(@eh)")xz,

for each i € [¢], and letting
y=(g@h) xz=(h®g) xuz,

we have
_ c — c
SA (1Aaxagvy) ~ SB (1)\,56,]1,:1/) ~ (:’Ua {xi,nyi,hxé,Ovx;,l}ié[ﬁ]’y) .
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{-DCMA; pc and /-round 2-PC are Equivalent. We state the following theorem:

Theorem 4.4. Any (-round 2-PC protocol satisfying Definition 4.2 implies an {-DCMA,_pc satisfying Defi-
nition 4.3, and vice versa.

The construction of ¢-round 2-PC given an /-DCMA; pc is reasonably straightforward and follows the
template of the construction of (¢-round) KE given an (/-)DUCMA. The construction of /-DCMA; pc given
an ¢-round 2-PC is more involved, but again follows the template of the construction of /-DUCMA given any
¢-round KE protocol, as outlined in the proof of Theorem 3.26. Hence, we do not detail the proof any further.

String-Concatenation Monoid Action Oracles for 2-PC. We extend our definition of a generic string
concatenation monoid action oracles (SCMA) in order to model 2-PC. We refer to this extension of SCMA as
SCMA,; pc. Informally speaking, an SCMA, pc oracle (with certain restrictions as outlined subsequently) is
a DCMA,.pc in the strongest possible sense, much like how an SCMA oracle is a DUCMA in the strongest
possible sense.

Definition 4.5 (Generic SCMA, pc Oracle). An SCMA; pc oracle M(-,-) over an alphabet ¥ C {0,1}*
is an SCMA oracle with additional property that the alphabet X is structured as ¥ = > 4 U X where
YA, Xp C {0,1}"

Generic k-restricted SCMA, pc Oracle. We now formally define a more general “k-layered” restriction
of a generic SCMA,; pc oracle with a k-base set element xg (where k-base element is as defined earlier for
SCMA oracles).

Definition 4.6 (Generic k-restricted SCMA, pc Oracle). A generic k-restricted SCMA, pc oracle M(-, -)
over an alphabet > C {0, 1}* is a random variable whose values are functions M : ¥* x {0,1}* U{L} —
{0,1}* U { L} and which satisfies all of the properties of a generic SCMA, pc oracle, with the following
additional constraints:

1. For any s € ¥*, we have M(s, L) = L.
2. Forany s € ¥* and any x € {0,1}*, we have M(s, x) = L if either of the following conditions holds:

* Either Levely(z) = —1.
* Or |s| + Levelg(x) > 2k (where |s| denotes the length of the string s).

¢ Or s not of the from s = a1bjagby ... or s = bjaibsas ... fora; € X4 and b; € Xp.

In this paper, we consider k-restricted SCMA,_pc oracles that additionally satisfy certain commutator-like
properties, defined formally below.

Definition 4.7 (k'-Commutator k-restricted SCMA,_pc Oracle). A generic k-restricted SCMA,_pc oracle
over an alphabet ¥ = ¥4 U X with initial element z is said to be a k’-commutator (for k" € [1, k]) if for
any a € X 4,b € X, we have

M ((ab)k/,ajo) - M ((ba)k/, :r()) .
In particular, we use k-restricted SCMA,_pc oracles that are also k-commutator. In the rest of the paper,

when we refer to k-restricted SCMA, pc oracles, we assume that they are additionally k-commutator by
default (unless specified otherwise); hence, we do not explicitly specify the k-commutator property.
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Semi-Honest Secure 2-PC from SCMA Oracle. We now state the following lemma.

Lemma 4.8. There exists a construction of semi-honest (2k — 1)-round 2-PC protocol from any k-restricted
SCMA oracle M(-, ) over a sufficiently large alphabet ..

Proof. The proof of this lemma is very similar to the proof of Lemma 3.47 and is hence not detailed.

Maliciously Secure 2-PC from SCMA Oracle. We now state the following lemma.

Lemma 4.9. There exists a construction of (2k — 1)-round 2-PC protocol satisfying malicious security with
abort from any k-restricted SCMA oracle M(-, ) over a sufficiently large alphabet 3.

Proof Overview. The proof of this lemma is builds upon the proof of Lemma 4.8 for the existence of a
semi-honest secure (2k — 1)-round 2-PC protocol, except that we need a way for the simulator to extract the
input of the corrupt party (concretely, the simulator needs to extract the monoid element representing the
input of the corrupt party that is used in the various queries to the k-restricted SCMA oracle). This, however,
is immediate from the following observation: in the real world, if the adversary does not abort and the honest
party receives some output y = f(in4, inp) corresponding to some input inp used by the adversary, then the
messages sent to the honest party by the adversary A must embed information about the monoid element
representing inp. Additionally, any message that the adversary sends to the honest party must be the output
of a query to the k-restricted SCMA oracle (since there is no other way of generating valid set elements
corresponding to the k-restricted SCMA oracle). In the ideal world, the simulator can thus observe all the
queries issued by the adversary to the k-restricted SCMA oracle, thus extracting any input monoid element
used by the adversary with non-negligible probability. The remainder of the simulation strategy is identical to
that in the proof of Lemma 4.8, and is hence not detailed.

4.2 Separating 2k-round 2-PC from (2% + 1)-round Maliciously Secure 2-PC

Our (informal) goal is to black-box separate any 2k-round 2-PC protocol from any (2k + 1)-round maliciously
secure 2-PC protocol. Subsequently, in Section 4.3, we show that the separation of (2k + 1)-round 2-PC
protocol from any (2k + 2)-round maliciously secure 2-PC protocol follows analogously. Concretely, we
establish the impossibility of a secure 2k-round 2-PC protocol where the participants Alice and Bob only
make queries to a generic (k + 1)-restricted SCMA, pc oracle (which in turn implies a maliciously secure
(2k + 1)-round 2-PC protocol, as demonstrated earlier). Note that this immediately (black-box) separates
2k-round 2-PC from any (2k + 1)-round 2-PC protocol.

In particular, we wish to establish that for any 2k-round 2-PC protocol where the participants Alice and
Bob only make queries to a (k + 1)-restricted SCMA, pc oracle, there exists an attacker Eve that corrupts
Bob and recovers the input of the honest party Alice with non-negligible probability. Note that the corruption
by Eve is semi-honest; in fact, it suffices for Eve to only have access to the (k + 1)-restricted SCMA pc
oracle and the messages exchanged publicly between Alice and Bob. This allows us to prove an even stronger
result, namely that it is impossible to construct any 2k-round semi-honest secure 2-PC protocol from any
(2k + 1)-round maliciously secure 2-PC protocol in a black-box manner.

Before we formalize this goal, we define 2k-round 2-PC and introduce several notations for executions
and probability distributions associated with a 2k-round . In the rest of the section, when we refer to a
generic (k + 1)-restricted SCMA,.pc, we assume that it is (k + 1)-commutator by default. We note that this
is analogous to our strategy for black-box separation of key exchange as well. Additionally, in the rest of the
section, when we refer to any 2-PC protocol, we assume malicious corruptions by default.
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4.2.1 Round-based Definition of 2k-round 2-PC

We begin by formally defining a 2k-round 2-PC protocol where the participants are Alice and Bob, and Eve
is the adversary (corrupting either Alice or Bob in a semi-honest manner), all of whom have access to a
(k + 1)-restricted SCMA, pc oracle. We assume w.l.0.g. that Alice, Bob, and Eve will never issue the same
(k + 1)-restricted SCMA, pc oracle query twice. Also, we assume that Alice (resp., Bob) issues at most
na (resp., ng) (k + 1)-restricted SCMA, pc oracle queries. Throughout this section, we abuse notation and
redefine several notations from the context of key exchange to the context of 2-PC below.

Rounds and Sub-Rounds. We assume that Alice has input in 4 and Bob has input inp. Each round ¢ (for
(@)

1 > 1) consists of a message M, 5 sent from Alice to Bob and a message m%)A sent from Bob to Alice. Each
round ¢ consists of several sub-rounds (4, j) for j € [n; + 1] defined as follows:

* Each sub-round (i, j) for j € [n;] begins with either Alice or Bob issuing a single (new) (k + 1)-
restricted SCMA, pc oracle query, and ends with with Eve issuing her (new) oracle queries based on
the set of messages exchanged between Alice and Bob so far, defined as

i— i—1 i—1
i1 = (il ). iz, )

In these sub-rounds, Alice and Bob do not exchange any messages.
* Sub-round (n; + 1) involves the following steps that happen simultaneously:

— Alice computes her message m(jg and sends it to Bob.

— Simultaneously, Bob computes his message mp 4 and sends it to Alice.

While computing the above messages, both Alice and Bob only use their own oracle queries till round
(1 — 1), and the set of messages exchanged between Alice and Bob till round (i — 1), defined as

i— i—1
mli—1 = {m(A}B,m%L,.. mfw),mf%)}.

We define the sub-rounds as above for ease of exposition, and for simplifying the attack analysis presented
subsequently.

Queries and Views. We use the following notations to denote the queries and views of Alice, Bob, and Eve
at the end of various sub-rounds:

. QXJ ) (resp., Qg’j ) and Q%’j )): denotes the set of (k + 1)-restricted SCMA, pc oracle queries issued
by Alice (resp., Bob and Eve) by the end of sub-round (i, j).

. Pg’j ) (resp., Pg 7) and Pg g )): denotes the set of query-response pairs corresponding to the (k + 1)-
restricted SCMA, pc oracle queries issued by Alice (resp., Bob and Eve) by the end of sub-round (i, 7).
More formally, for o € {A, B, E'}, we have

PLD = {((s,0,y = M(s,2))) : (s5,2) € QU ).
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. VX’,;‘ ) (resp., VE(;’j ) and Vg’j )): denotes the views of Alice (resp., Bob and Eve) by the end of sub-round
(1, 7). More formally, for « € {A, B}, we have

V(i) — (ina, ro, M), péi,j>) ,

«

where 7 4 (resp., 7p) denotes the internal randomness of Alice (resp., Bob). In addition, we have
(4.9) _ i,J (4,9)
V! = (m(”), Py ) :
In particular, the view of Eve does not have any randomness since Eve does not use any randomness.

We again adopt the notation Q(-) from [BM09] to denote an operator that extracts the set of queries from any
set of (k + 1)-restricted SCMA,_pc oracle query-answer pairs or views; namely, for any set of query-response
pairs P and any view V' = (r,m, P), we have

Q(P):Q(V:(T,m,P)):{q:(S,.I‘):Hy,(s,x,y) EP}'

Finally, we analogously use the notations QS) (resp.,. Qg) and Q%)), PX) (resp.,. Pg) and Pg)) and
Vf(f) (resp,. V]_gz) and V}g)) to denote the set of queries asked by Alice (resp., Bob and Eve), the set of
query-response pairs corresponding to the queries asked by Alice (resp., Bob and Eve), and the view of
Alice (resp., Bob and Eve) at the end of all sub-rounds of round ¢ in the 2-PC protocol.

Executions and Distributions. A (full) execution of Alice, Bob, and Eve can be described by a tuple
(ra,rp, M), where r 4 denotes Alice’s random tape, g denotes Bob’s random tape, and M denotes the generic
(k + 1)-restricted SCMA, pc (note that Eve is deterministic). We denote by £ the distribution over (full)
executions, obtained by running the algorithms for Alice, Bob and Eve with uniformly chosen random tapes
rA, TR, and a umformly sampled generic (k + 1) restrlcted SCMA, pc M. We denote by Prg[ ] (resp.,
Pre [P( 7] and Pre[Py, (1:7)]) the probability that P 7 (resp., P( 7 and P 7Y i the set of query-response
pairs corresponding to the (k + 1)-restricted SCMAg_pC oracle queries 1ssued by Alice (resp., Bob and Eve)
by the end of sub-round (¢, j) during the execution.

For any (i, j), for any sequence of exchanged messages m(:) | and for any set of (k + 1)-restricted

SCMA, pc oracle query-answer pairs Pg g ), we denote by V (m(m ), Pg g )> the joint distribution over the

views (V(w ) V(z J )) of Alice and Bob in their own (partial) executions up to just before the sub-round (i, j),
conditioned on the event that:

1. the transcript of messages exchanged between Alice and Bob until this point being equal to m(-7) and

2. the set of all (k + 1)-restricted SCMA,.pc oracle query-answer pairs corresponding to the queries
issued by Eve until this point being equal to Pg 9,

We denote the probability of the aforementioned event by Prg [m(i’j ), Pg g )]. Similar to in [BM09], we use

the distribution V(m()) to essentially capture the conditional distribution of Alice’s and Bob’s views in the

eyes of the attacker Eve who knows the public messages exchanged between Alice and Bob, and has learned

all (k 4 1)-restricted SCMA,_pc oracle query-answer pairs described in Pg 9,
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Intersection Queries and Equivalence Queries. We now formally define intersection and equivalence

queries. Recall that for any (¢, j), Qg’j ) (resp., Qg’j )) denotes the set of (k + 1)-restricted SCMA_pc oracle
queries issued by Alice (resp., Bob and Eve) by the end of sub-round (3, j).

Intersection Queries. We define the set of intersection queries
) e () (4,5)
Qunp = @47 NQE",
to be the set of common (k + 1)-restricted SCMA, pc oracle queries issued by both Alice and Bob until
sub-round-(i, 7).
Equivalence Queries. We now define the concept of equivalent queries with respect to the (k+1)-restricted

SCMA, pc oracle queries issued by Alice and Bob.

Definition 4.10 (Equivalence Queries). Let g4 = (sa,x4) and gg = (sp, zp) be two queries issued by
Alice and Bob to the (k + 1)-restricted SCMA, pc oracle. We say that g4 and gp are equivalent queries if
the following conditions hold simultaneously:

* (sa,24) # (sB,7B), M(s4,74) # L, M(sp,zp) # L.

* One of the following two cases must be true (xo being the (k + 1)-base set element for the (k + 1)-
restricted SCMA,.pc):

- Either there exist s, s’; € ¥* such that
T =M(sy,20), wB=M(sg,20), 54|54 =585
— Or there exist a,b € X, and sy, 55 € ¥*, such that
x4 =M(s"y,z0), zp=M(sg,x0), sallsy=(ab)*L,  sp|sy = (ba)*TT.

Note that the first condition immediately implies that M(s4,z4) = M(sp,xp). Additionally, the second
condition also implies that

M(sg,24) = M(salls'y, ) = M((ab)k*L z)
M((ba)* 1, 2) = M(sg||s'z, 2) = M(sp, zB).

In other words, equivalence queries essentially depict two different sequences of queries to the (k + 1)-
restricted SCMA,; pc oracle leading to the same (valid) output, and the two possibilities mentioned above
depict the only scenarios that could lead to such a “collision” between two different sequence of queries with
non-negligible probability (this follows immediately from statistical independence properties of the outputs
of a (k + 1)-restricted SCMA, pc oracle on uncorrelated inputs).

Remark 4.11. We again remark here that, as in the case of our KE separation result, we could also have some
additional classes of equivalence queries that are essentially combinations of the above two cases. However,
we again avoid explicitly enumerating them since we do not need them for our eventual separation proof.
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Next, we define the equivalence relation ‘R 4=p as follows:

1 if and only if g4 and qp are equivalent,
RAEB = .
0 otherwise.

Finally, we define the set of equivalence queries

Qj(:é)B = {(QA>QB € QEX’]) X Q(B?J) :RAEB(C]A,C]B) = 1}’

to be the set of equivalence query-pairs (where each pair consists of a query issued by Alice and a query
issued by Bob) until sub-round-(i, 7).

Good Events. For any (4, 7), for any sequence of exchanged messages m(»7)_ and for any set of (k + 1)-
restricted SCMA,_pc oracle query-answer pairs Pg ) (corresponding to queries issued by Eve) such that
Pre[m(), Pg’])] > 0, we define the following:

* The event Goody (m(i’j ), Pg g )) is defined over the distribution V (m(i’j ), Pg g )) and is said to hold
if and only if:
Qs € PR,
where Q%gg and QSQB are determined by QEZ’j ) and Q%’j ), which are in turn determined by sampling

the views of Alice and Bob as

<Vf<;wj>’ Vga)) v (mu,j)’ pgvj)> _

¢ The event Good; (m(i’j ), P](; g )) is defined over the distribution V (m(i’j ), Pg g )) and is said to hold
if and only if:

QU c o(PY)) and V(qa,qp) € QU7 qa € Q(PID) v g o(PI),

where Q(jggg and QXQB are again determined by Qg’j ) and Qg’j ), which are in turn again determined

by sampling the views of Alice and Bob as

(VX’”, ng) vV (mu,j), pgw) '

Intuitively, the event Goody (m(i’j ), Pg g )) indicates that Eve has issued all queries that have been issued

by both both Alice and Bob, while the event Good; (m(i’j ), Pg 7 )> indicates that Eve has not only issued

all queries that have been issued by both both Alice and Bob, but also at least one query from each pair of
equivalence queries issued by Alice and Bob.

Finally, we denote by GV (m(ivj ), P](Ei g )> and GV <m(i’j ), Pg - )) the distributions obtained by condi-

tioning the distribution V <m(i’j), Pg’j)) on the events Goody <m(i’j), Pg’j)) and Good; (m(i’j), Pg’j)>,
respectively.
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The Main Separation Theorem for 2-PC. We prove the following main theorem:

Theorem 4.12 (Main Theorem for 2-PC Separation). Let II be a 2k-round 2-PC protocol between Alice
and Bob such that:

* Alice and Bob have inputs in 4 and ing, respectively.

* Alice and Bob make at most n 4 and ng queries, respectively, to a generic (k4 1)-restricted SCMA;_pc
oracle, and use random tapes r o and rp, respectively.

* Alice and Bob output s and sp, respectively, such that Pr[sy = sp = f(in4,ing)] > p, where the
probability is taken over the choice of (ra,rp, M) describing the execution of the protocol.

Then for every ) < & < p, there exists an attacker Eve that corrupts Bob and makes at most O(poly(na,ng, k)/6?)
queries to the generic (k + 1)-restricted SCMA,_pc oracle, corresponding to which, with probability at least

p — 0, there exists no probabilistic simulator S that makes at most O(poly(na,ng, k)/d?) queries to the
generic (k + 1)-restricted SCMA,_pc oracle such that

SMC) (ing, f(ina,ing)) & VL,

where VEIEC denotes the view of Eve (consisting of the messages exchanged by Alice and Bob, Eve’s queries to
the (k + 1)-restricted SCMA, pc oracle, and Eve’s own internal random coins, if any).

Proof Strategy. Our proof strategy is analogous to that for our KE separation proof, and involves showing
the existence of an attacker Eve that recovers more information about the honest party Alice’s input in4
than is revealed by the knowledge of Bob’s input inp and the function output f(iny4, ing). Consequently, an
ideal-world simulator S can never simulate Eve’s view since it can never obtain this additional information
about Alice’s input in 4 (except with non-negligible probability) given only (ing, f(in4,ing)). More formally,
we prove the following auxiliary theorem, which in turn implies the main theorem above.

Theorem 4.13 (Auxiliary Theorem for 2-PC Separation). Let 11 be a 2k-round 2-PC protocol between
Alice and Bob such that:

o Alice and Bob have inputs in 4 and inpg, respectively.

* Alice and Bob make at most n o and ng queries, respectively, to a generic (k4 1)-restricted SCMA,_pc
oracle, and use random tapes r o and rp, respectively.

* Alice and Bob output s 5 and sp, respectively, such that Pr[sy = sp = f(ina,ing)] > p, where the
probability is taken over the choice of (1 4, rp, M) describing the execution of the protocol.

Then for every ) < & < p, there exists an attacker Eve that corrupts Bob and makes at most O(poly(na,ng, k)/6%)
queries to the generic (k + 1)-restricted SCMA, pc oracle, such that Eve recovers, with probability at least

(p —9), all queries made by Alice to the (k + 1)-restricted SCMAj.pc oracle that are either identical to or

are “equivalent” to the queries made by Bob to the (k + 1)-restricted SCMA; pc oracle.
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Auxiliary Theorem 4.13 implies Main Theorem 4.12. For the sake of explanation, we briefly outline why
this theorem still implies the existence of a valid attack on the 2-PC protocol II. To begin with, observe that
since the outputs of the generic (k + 1)-restricted SCMA,;_pc oracle M are (by definition) uniformly random
and uncorrelated except for the commutator relation that allows computing the function output in an honest
execution of the protocol, Alice and Bob must issue certain intersection/equivalence queries to M in order to
arrive at the final output with high enough probability, and these queries must contain information about the
parts of the inputs in4 and ing of Alice and Bob, respectively, that are relevant to the final function output
f(ina,inp). We emphasize that this follows from the definition of the (k + 1)-restricted SCMA,;_pc oracle,
which forces Alice and Bob to use the same input on every step for correctness to hold.

Also, note that Eve recovers (with high enough probability) all of the intersection and equivalence queries
made by Alice and Bob to the (k + 1)-restricted SCMA, pc oracle based on their respective inputs. As a
result, Eve recovers more information about Alice’s input beyond what is revealed trivially by the function
output. In particular, since the SCMA, pc oracle enforces Alice and Bob to use the same input on every
step, Eve manages to recover the “exact” query Alice used in the computation that was used to get the final
result. This in turn implies that Eve manages to extract a query from the SCMA, pc oracle that allows her to
simulate the computation on Alice’s input for any of Bob’s inputs she likes (thus breaking security of the
2-PC protocol IT immediately).

Finally, we also emphasize that, for perfect correctness to hold, Alice must use a query that (if it doesn’t
correspond to her correct input) must result in the exact same output for all possible inputs of Bob. Alice
could, of course, use a query that corresponds to a different input than her “official” input in the protocol (as
long as it gives the same results on all queries) in the process, but finding this again is clearly enough to break
the security of the 2-PC protocol II since, once again, Eve could simulate the computation on Alice’s input
for any of Bob’s inputs.

Remark 4.14. In our proof, we construct an attacker Eve that recovers the part of Alice’s input that is relevant
to the output of the function (more concretely, the secret monoid element representing Alice’s input that is
used in Alice’s queries to the (k + 1)-restricted SCMA, pc oracle). Eve does not recover any parts of Alice’s
inputs that were not used by Alice to query the (k 4 1)-restricted SCMA, pc oracle. In fact, it is impossible
in general to recover any parts of Alice’s input that are (potentially) irrelevant to the output, since Alice can
(at least sometimes) start the interaction by first deleting the irrelevant part its input. We note, however, that
recovering the part of Alice’s input that is relevant to its output already constitutes an attack on the security
of the 2-PC protocol since it allows Eve to learn potentially greater information than is leaked by the corrupt
party Bob’s output.

Remark 4.15. We remark that our attack strategy only allows Eve to recover the output of a single honest
party, namely Alice. In particular, in the case where Bob is also honest and Eve only observes the messages
exchanged by Alice and Bob, our attack strategy only allows it to recover the input of either Alice or Bob,
but not necessarily the inputs of both parties. It is worth noting here that, in the case of 2-PC protocols, it
is sometimes possible to only find one player’s secret. Consider the following protocol: Alice sends her
input to Bob in the clear, and then Bob computes the function(s) and outputs the result (or at least Alice’s
output) in the clear. This is technically a (insecure) 2-PC because both parties learn the final result (or at
least, the output for Alice), and Alice’s secret input, but clearly we cannot extract Bob’s secret input (or even
Bob’s output if it is different from Alice’s). Since our attack (or any generic attack on 2-PC protocols) should
handle this situation, it seems hard to come up with a generic attack on any 2-PC protocol that recovers both
parties’ inputs and/or outputs.

Before describing Eve’s attack algorithm, we introduce a special form of 2k-round 2-PC (the existence of
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which is implied by any 2k-round 2-PC protocol). The special form of 2k-round 2-PC is introduced purely to
make our attack analysis easier; our attack applies to any 2k-round 2-PC protocol. We emphasize that we
used a similar strategy in our key exchange proof.

4.2.2 2-PC with Equivalence Complete Query Pattern

We now introduce what we call an equivalence complete query pattern for Alice and Bob during an execution
of a 2k-round 2-PC protocol, which essentially depicts a sequence of queries issued by Alice and Bob to the
(k + 1)-restricted SCMA,_pc oracle, albeit subject to certain constraints as described subsequently.

Definition 4.16 (Query Length). Let M (-,-) be a generic (k + 1)-restricted SCMA, pc oracle, and let
(s,z) be aquery to M. Let s = s1]| ... ||s¢ be a “decomposition” of s such that each s; € ¥* for i € [¢]. We
say that the “length” of the query (for this decomposition) is £. Observe that, by the associative properties of
the (k + 1)-restricted SCMA; pc oracle, we must have

M(s,z) = M(s1,M(s2,...,M(sg,z)...)).

Remark 4.17. Note that the length of the query may vary depending on the decomposition of the string s,
and may be different from |s|, which denotes the unique number of symbols from 3 in the string s.

Definition 4.18 (Equivalence Complete Query Pattern). Let () be any set of queries to a (k+1)-restricted
SCMA; pc oracle, such that each query ¢ € Q is of the form ¢ = (s, z) € ¥* x {0,1}*. We say that @) is
equivalence complete if the following conditions are satisfied (o being the (k + 1)-base set element of the
generic (k + 1)-SCMA, pc oracle):

* Informally, for any query ¢ € @, the query set () also contains all the “split” versions of this query.
Formally, for each ¢ = (s,2) € @ such that z = M(s’, z¢) and such that s||s’ = aj...ay for
¢ > 1 (where for each j € [¢], we have a; € ¥), there exists a subset of “single-element” queries
S C @ of the form

S={q = (s1,21),---,9 = (s¢,20) },
such that for each j € [¢], we

sj =aj, xj=M(ajt1,M(ajy2,...,M(as,zo)...)).

» Informally, for any query ¢ € @ that is a substring of either (ab)**! or (ba)**!, and which potentially
“triggers” a build-up to an equivalence query of the form M ((ab)kH, z9) =M ((ba)kH, 9), the
query set (Q also contains all the possible ways to compute this equivalence query. Formally, for any
q = (s,z) € @Q such that z = M(s’, x¢) and such that there exist distinct elements a, b € X such that

‘SHSI| > 2, SHS/ € SUBSTRING ((ab)k+1> USUBSTRING ((ba)kJrl) 7

where SUBSTRING ((ab)**1) and SUBSTRING ((ba)**!) denote the sets of all possible substrings
of (ab)**1 and (ba)**!, respectively, we must have

So CQRANS CQ,

where the query subsets Sy and S; are defined as:

So = {G=(5,20) : 5 € SUBSTRING ((ab)**1)},

Sy = {a: (3,20) : 5 € SUBSTRING ((ba)k+1)}.
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Definition 4.19 (2-PC with Equivalence Complete Query Pattern). Let I be any 2-PC protocol as de-
fined in Section 4.2.1. The protocol II is said to have equivalence complete query pattern if for any round i,

letting QEL? and Qg) denote the set of queried asked by Alice and Bob to the (k 4+ 1)-SCMA, pc oracle, we
have that Q(j) and Q(é) are both equivalence complete query patterns as per Definition 4.18.

Equivalence Queries Follow Intersection Queries. We now state and prove that for any 2k-round 2-PC
protocol with equivalence complete query pattern where Alice and Bob make queries to a (k + 1)-restricted
SCMA, pc oracle, for each equivalence query, there exists a corresponding intersection query such that if
Eve makes this intersection query, she makes a query that is either identical to or equivalent to the original
equivalence query. It is this special property of a 2-PC protocol with equivalence complete query pattern that
makes our subsequent attack analysis significantly simpler.

We note here that this step again constitutes a core novelty of our attack analysis, and is necessitated by
the additional algebraic structure that is inherent to a (k + 1)-restricted SCMA,;_pc oracle over and above a
plain random oracle. In particular, the proofs of [IR89, BM09] do not require this additional analysis since
any equivalence query is, by definition, an intersection query by default for a plain random oracle. However,
since this is not the case for a (k + 1)-restricted SCMA, pc oracle, we additionally need to establish that Eve
can “cover” all equivalence queries by identifying only the intersection queries. We formally prove this via
Lemmas 4.20 and 4.21, that we state and prove below.

Lemma 4.20 (Equivalence Queries Follow Intersection Queries-1). Lert QEZ) and Qg) be the set of queries
issued by Alice and Bob till round i of a 2k-round 2-PC protocol with an equivalence complete query pattern.

Suppose that there is an equivalence query pair (qa,qp) = ((sa,2z4),(sB,zB)) € Q(j) X Qg) such that
there exist s'y, s’y € ¥* such that
v =M(sy,20), xB=M(s,20), 54|54 =585

and that Alice and Bob are only given the base set element x at the beginning of the 2-PC protocol. Then
there exists a set intersection queries

S=A{a,- e} < QY QY.
such that if Eve asks each query in S, she asks a query that is equivalent to both the queries q4 and qp.

Proof. Since Alice and Bob are only given the initial set-element x(, they must have each issued a sequence
of queries building up to the queries (s'y, zo) and (s’z, o), respectively. By the definition of equivalence
complete query pattern, they also issue all possible singleton queries leading up to these queries. In addition,
they also issued all possible singleton queries building up to the queries (s4, 2 4) and (sg, xp), respectively.
Suppose

salls'y = sBllss = araz ... ay,

where for each j € [{], we have a; € ¥. Then, by definition of equivalence complete query pattern, there
exists a set of queries of the form

S={q = (s1,71),...,q = (s¢,z0) },
such that for each j € [¢], we
sj =aj, xj =M(aj41,M(ajt2,...,M(ag,xp)...)),
such that S C ij) N Qg), and such that ¢; is equivalent to both ¢4 and gp. This completes the proof of
Lemma 4.20. O
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Lemma 4.21 (Equivalence Queries Follow Intersection Queries-2). Let QX) and Qg) be the set of queries
issued by Alice and Bob till round 1 of a 2k-round 2-PC protocol with an equivalence complete query pattern.

Suppose that there is an equivalence query pair (qa,qp) € Qﬁ) X Qg) such that there exist a,b € 3, and

'y, s's € X, such that

k+1

LTA= M(3{47x0)7 Irp = M(S/Ba .%'0), SA”SCZX = (ab) ) SBHSIB - (ba)k—H?

and that Alice and Bob are only given the base set element xq at the beginning of the 2-PC protocol. Then we
must have

2€QVnQY o gpePnqll).

Proof. We will show that if Alice and Bob compute an equivalence query of the aforementioned form in at
most 2k rounds, then either Alice or Bob must have computed a query that triggered the equivalence complete
query pattern. Therefore, (at least) one of Alice and Bob will have computed the equivalence query in all
possible ways, implying the existence of a corresponding intersection query by definition.

Based on the definition of equivalence query as outlined in Definition 4.10, in this scenario, Alice and
Bob effectively compute an equivalence query of the form

(ab)* ™ % 29 = (ba)* T % 20,

given only the base set element x. To do this, they each must make queries of the form M (¢1, to x ) where
t1]|t2 is a right substring of either (ab)"™ or (ba)*** and send these back and forth between one another,
constantly building to. Suppose we assume that if either Alice or Bob makes multiple queries of the above
form in the same round that build upon one another, we replace them with a single query. Note that this will
not change the final equivalence query or whether or not we have triggered an equivalence complete query
pattern.

With this assumption, we may assume that Alice and Bob make no more than 2k queries of the form
qi = M (s;,qi—1) for i € [2k] such that

sill .. lsok = (@b or sy |lsak = (ba)*T.

If less than 2k queries are used by either Alice or Bob (or both), we simply assume that the extra s; strings
are empty strings.

By the pigeonhole principle, at least one of the s; strings must contain a string concatenation of both
a and b. Therefore, by the definition of equivalence complete query pattern (Definition 4.18) ,at least one
of Alice and Bob must have computed all possible ways to compute that particular equivalence query, and
hence made the corresponding queries to the (k + 1)-restricted SCMA, pc oracle. This completes the proof
of Lemma 4.21. O

From any 2-PC to 2-PC with Equivalence Complete Query Pattern. Next, we show that any 2k-round
2-PC protocol (for polynomially large k) implies the existence of a 2k-round 2-PC protocol while incurring
only a polynomial blow-up in the number of queries issued to the (k + 1)-restricted SCMA,;_pc oracle by
Alice and Bob (assuming that Alice and Bob make at most polynomially many queries to the (k4 1)-restricted
SCMA, pc oracle in the original 2k-round 2-PC protoco). More formally, we state and prove the following
lemma.
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Lemma 4.22. Assuming the existence of any secure 2k-round 2-PC protocol (for polynomially large k)
between Alice and Bob with correctness probability p such that Alice and Bob make at most n4 and np
queries, respectively, to a generic (k + 1)-restricted SCMA,.pc oracle such that n4 and np are at most
polynomially large, there exists a secure 2k-round 2-PC protocol between Alice and Bob with correctness
probability p such that the query pattern for Alice and Bob is equivalence complete, and such that Alice and
Bob make at most poly(k,n 4) and poly(k,np) queries to a generic (k + 1)-restricted SCMA, pc oracle.

Proof. Given any 2k-round 2-PC, we can immediately construct a 2k-round 2-PC with equivalence complete
query pattern as follows: we allow Alice and Bob to behave exactly as in the original 2k-round 2-PC except
that they additionally ask the extra queries entailed by the definition of equivalence complete query pattern,
and ignore the corresponding responses of the (k + 1)-restricted SCMA, pc oracle to these additional queries.
Since both Alice and Bob are PPT algorithms, the lengths of their queries are also poly-bounded. Hence,
the blow-ups in the number of queries issued by Alice and Bob are at most poly(k,n4) and poly(k,ng),
respectively. Note that neither changes the transcript of messages exchanged by Alice and Bob, nor does it
change the view of Eve. This immediately implies that the following must hold:

* If the original 2k-round 2-PC is correct with probability p, then the new 2k-round 2-PC protocol with
equivalence complete query pattern is also correct with the same probability p.

* If the original 2k-round 2-PC is secure against any PPT adversary Eve, then the new 2k-round 2-PC
protocol with equivalence complete query pattern is also secure against any PPT adversary Eve.

This completes the proof of Lemma 4.22. O

4.2.3 Attacking 2-PC with Equivalence Complete Query Pattern

At this point, we shift focus from the main theorem to the following auxiliary theorem.

Theorem 4.23 (Theorem for 2-PC with Equivalence Complete Query Pattern). Let II be a 2k-round
2-PC protocol between Alice and Bob such that:

* Alice and Bob have inputs in 4 and ing, respectively.

* Alice and Bob make at most n o and ng queries, respectively, to a generic (k+ 1)-restricted SCMA,_pc
oracle, and use random tapes r 4o and rp, respectively.

* II has an equivalence complete query pattern per Definition 4.18.

* Alice and Bob output s and sp, respectively, such that Pr[sy = sp = f(ina,ing)] > p, where the
probability is taken over the choice of (1 4, rp, M) describing the execution of the protocol.

Then for every ) < & < p, there exists an attacker Eve that corrupts Bob and makes at most O(poly(na,ng, k)/5?)
queries to the generic (k + 1)-restricted SCMA,_pc oracle, corresponding to which, with probability at least

p — 0, there exists no probabilistic simulator S that makes at most O(poly(na,ng, k)/6?) queries to the
generic (k + 1)-restricted SCMA;_pc oracle such that

SME) (ing, f(ina,ing)) & Vi,

where VElge denotes the view of Eve (consisting of the messages exchanged by Alice and Bob, Eve’s queries to
the (k + 1)-restricted SCMA, pc oracle, and Eve’s own internal random coins, if any).
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We note that Theorem 4.23, together with Lemma 4.22, immediately implies Theorem 4.12, which is the
main theorem that we originally set out to prove'. Hence, in the rest of the paper, we focus purely on proving
Theorem 4.23 in the context of a 2k-round 2-PC with equivalence complete query pattern.

Finally, we prove Theorem 4.23 by proving the following auxiliary theorem.

Theorem 4.24 (Auxiliary Theorem for 2-PC with Equivalence Complete Query Pattern). Let II be a
2k-round 2-PC protocol between Alice and Bob such that:

e Alice and Bob have inputs in 4 and ing, respectively.

* Alice and Bob make at most n 4 and ng queries, respectively, to a generic (k+ 1)-restricted SCMA;_pc
oracle, and use random tapes r o and r g, respectively.

* II has an equivalence complete query pattern per Definition 4.18.

* Alice and Bob output s and sp, respectively, such that Pr[sy = sp = f(ina,ing)] > p, where the
probability is taken over the choice of (ra,rp, M) describing the execution of the protocol.

Then for every ) < & < p, there exists an attacker Eve that corrupts Bob and makes at most O(poly(na,ng, k)/6%)
queries to the generic (k + 1)-restricted SCMA, pc oracle, such that Eve recovers, with probability at least

(p — 0), all queries made by Alice to the (k + 1)-restricted SCMA,_ pc oracle that are either identical to or

are “equivalent” to the queries made by Bob to the (k + 1)-restricted SCMA, pc oracle.

We note that Theorem 4.24 implies Theorem 4.23 in the same way as Theorem 4.13 implies Theorem 4.12.
Indeed the only change from the previous set of theorems is that we now require the 2-PC protocol to
additionally satisfy the requirement of equivalence complete query pattern, which does not affect any of the
arguments for why the existence of a (semi-honest) 2-PC attacker per Theorem 4.24 implies the existence of
a (semi-honest) 2-PC attacker per Theorem 4.23 whose view cannot be simulated (except with negligible
probability) by any probabilistic simulator.

The Attack Algorithm. We now describe the algorithm that the attacker Eve uses to break any 2k-round
2-PC protocol with equivalence complete query pattern. We follow essentially the same attack strategy
as used in our KE separation result; the main difference lies in actually analyzing the attack algorithm in
our setting, as presented subsequently. However, we summarize the attack strategy here for the sake of
completeness.

The attack algorithm is parameterized by some constant e > 0, which we assume is smaller than 1/10.
Let (7, j) denote some sub-round of the 2-PC protocol, let m(7) denote the corresponding set of messages
between Alice and Bob until sub-round (4, j), and let Pg 7 denote the set of (k + 1)-restricted SCMA; pc
oracle query-answer pairs until sub-round (4, j) asked by Eve. At this point, Eve proceeds as follows during
sub-round (¢, j):

e If Prg[m(®d), Pg’j)] = 0, Eve aborts.

"Note that the number of queries made by Eve when attacking the 2-PC protocol with equivalence complete query pattern is
actually independent of k; the factor of poly(k) blowup in the number of queries over and above any 2-PC protocol (as in the
statement of Theorem 4.12) is already implicit in the number of queries n 4 and np in the statement of Theorem 4.23.
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« Otherwise, as long as there is a query ¢ = (s, ) for s € ¥**1 and x such that Level(z) # —1 such
that i) .
Pr lge Q™) > —,
(VA V5D ) v (mii) P ) 4 "B
or N ]
ey >

Pr q
(Vgi,j)7Vg,j)><_V<m<i,j>7pg,j>) A

Eve issues the lexicographically first such query g to the (k + 1)-restricted SCMA,_pc oracle and adds
the query-response pair (g, M(q)) to P,(;’”.

* Eve continues in this way until there remains no additional query that Eve can ask, at which point she
stops and waits for the next sub-round to commence.

Eventually, at the end of all sub-rounds of the final round 2k (when Eve is also done with asking her oracle

queries), Eve samples
(72 ) < )

computes Alice’s input in 4 determined by Vflzk), and outputs in4 as its own output.

Note that Eve’s algorithm above may ask much more than n 4n g queries. However, we will show that
the probability that Eve needs to ask more than O(nnp/€?) queries is bounded by O(¢), and hence we can
stop Eve after asking these many queries without changing significantly her success probability.

Remark 4.25. As in the case of the attack algorithm of [BMO09] and also our attack algorithm for our KE
separation result, our attacking algorithm above is not computationally efficient, as in general computing the

probability distribution V (mk , Pék)> could be a hard problem since it involves “inverting” the algorithms of

Alice and Bob to a certain extent. But because computing these probabilities is in #P we can use known
techniques to approximate them with arbitrarily good precision using an NP-oracle. In particular this means
that our attacker (as was the case in previous works) is computationally efficient in a relativized world
in which P = NP, and hence our result also rules out relativizing reductions from any (k + 1)-restricted
SCMA; pc to 2k-round 2-PC (and hence, relativizing reductions from (2k + 1)-round 2-PC to 2k-round
2-PC).

Analyzing Events. Our target is to prove Theorem 4.23. To do so, we first analyze some events for any
2k-round 2-PC protocol with equivalence complete query pattern. Recall that the event Goodg holds if Eve
has found all of the intersection queries, while event Good; holds if Eve has found all of the intersection and
equivalence queries. We now state and prove the following lemma.

Lemma 4.26 (Goody = Good; (Informal)). For any 2-PC protocol with equivalence complete query
pattern as described above, the event Goodg holds if and only if the event Goody holds. In other words, if
Eve finds all of the intersection queries during an execution of the 2-PC protocol, it also finds all of the
equivalence queries during the same execution of the 2-PC protocol.

More formally, we state and prove the following.
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Lemma 4.27 (Goody = Good; (Formal)). Given any 2-PC protocol with equivalence complete query
pattern as described above, let (i, j) denote some sub-round, let m(9) denote the corresponding set of

exchanged messages until sub-round (i,7), and let Pg’j ) denote some sequence of (k + 1)-restricted

SCMA, pc oracle query-answer pairs until sub-round (i, j), such that we have Prg[m(), Pg’j)] > 0. Then,
we have N N N N
Pgr[Goodl (m(”J),Pg’])> |Goodg (m(”J),Pg’J)>] =1

Let V(m(7)) denote the conditional distribution of Alice’s and Bob’s views in the eyes of the attacker
Eve who knows the public messages exchanged between Alice and Bob, and has learned all (k + 1)-

restricted SCMA, pc oracle query-answer pairs described in Pg 9, Finally, let GV (m(ivj ), Pg g )) and
GV, (m(i’j ), Pg g )> denote the distributions obtained by conditioning the distribution V (m(ivj ), Pg g )> on
the events Goodg (m(i’j ), Pg g )) and Good; (m(i’j), Pg g )), respectively. Then, assuming Lemma 4.27, we
also immediately obtain the following corollary.

Corollary 4.28. GV (m(9), 7)) and Gvy (m9), P ) are identical

Proof. Lemma 4.27 follows immediately from Lemmas 4.20 and 4.21. O

We define two additional events, which we call fail event and long event.

Fail Event. Given any 2k-round 2-PC protocol with equivalence complete query pattern, let (7, j) denote
some sub-round, let m(»J) denote the corresponding set of exchanged messages until sub-round (i, j), and

let Pg 7 denote the sequence of (k + 1)-restricted SCMA, pc oracle query-answer pairs made by Eve until
sub-round (4, 5), such that we have Prg[m(7) Pg 7 )] > (. We define the event Fail*/) to be the event that:

* EITHER the query (made by Alice or Bob) to the (k + 1)-restricted SCMA, pc oracle after this
sub-round is an intersection query but is not contained in Pg 9,

* OR the query (made by Alice or Bob) to the (k + 1)-restricted SCMA; pc oracle after this sub-round

is an equivalence query w.r.t. some query issued earlier by the other party, but Pg 7) does not contain a
query that is either identical or equivalent to this query,

and this is the first instance of Eve missing either an intersection query or an equivalence query. Let the event
Fail = \/(1; J) Fail(/) be the event that at some point during the 2k-round 2-PC protocol with equivalence
query pattern, an intersection query is missed by Eve.

Long Event. We also denote by Long the event that Eve makes more than O(nanpg/e?) queries when
attacking any 2k-round 2-PC protocol with equivalence complete query pattern.
Theorem 4.23 immediately follows from the following lemmas.

Lemma 4.29 (Attack is successful). For any sub-round (i, j) of the 2-PC protocol with equivalence com-
plete query pattern, we have
Pr[Fail /)] = O <€> .

(na+npg)
Hence, by union bound, we have Pr¢[Fail] = O(e).
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Lemma 4.30 (Attack is efficient). We have Prg[Long] = O(e).

We prove Lemma 4.29 by proving the following stronger result.

Lemma 4.31. For any sub-round (i, j) of the 2-PC protocol with equivalence complete query pattern, let
let m9) denote the corresponding set of exchanged messages until sub-round (i,7), and let Pg 9) denote
the sequence of (k + 1)-restricted SCMA, pc oracle query-answer pairs made by Eve until sub-round (i, j),
such that we have Prg[m(7), Pg " )] > 0. Then we have

Pr [Fail(i’j) |Good; (m@'vﬂ‘), P,E;?’j))] =0 <6 ) .

3 (na+np)

To see why Lemma 4.31 implies Lemma 4.29, observe that Fail(/) is the event that Eve fails to query

an intersection query or an equivalence query for the first time in sub-round (¢, j), and hence, Eve found
all intersection queries and equivalence queries during the execution up until sub-round (¢, j), meaning that

Good; (m(i’j), P](;’j)) holds. Hence, we must have

Pr[Fail 9] < Pr [Fail(i’j)\Goodl (mW), P,(;’j))} —o(——),

£ £ (na+ng)
which is precisely the statement of Lemma 4.29. We prove Lemma 4.31 by using a product characterization
of the distribution GV;. The proof is very similar to the proof of Lemma 3.69 that use for our KE separation
result, and is hence not detailed here.

Proof of Lemma 4.30: The Attack is Efficient. We follow a strategy similar to our separation result for
2-party NIKE to prove that the attack is efficient by crucially relying on the fact that the attack is successful.
Recall that in her algorithm, Eve follows the following strategy: at any given sub-round of the protocol,
Eve keeps making the lexicographically first query ¢ that has “significant” probability of appearing in either
Alice’s query set or Bob’s query set, until all such queries are exhausted. Also recall that this probability is

based on the distribution V (m(i’j ), P}(ji o )) (where m(#7) denotes the set of messages exchanged between

Alice and Bob until sub-round (4, j), and Pg 9 denotes the set of (k + 1)-restricted SCMA, pc oracle
query-answer pairs until sub-round (7, j) asked by Eve), conditioned on the event that Eve has not missed
any intersection or equivalence queries up until this point (i.e. the event Good;). Now, since we have proven
that the event Good; happens with high probability (Lemma 4.27), this implies that queries with a significant

probability of occurrence according the distribution V (m(i’j ), Pg 7 )) conditioned on Good; also have a

significant probability of occurrence under the real distribution V (m(’?j ), Pg g )) . Intuitively, we use this to

bound the number of queries that Eve has to make by arguing that each query that Eve makes decreases the
(nonzero) expected number of unknown queries.

A Bad Event. For the formal proof, we begin by defining an additional event, which we refer to as a “bad”
event. Let (7, j) denote some sub-round of the 2-PC protocol, let m(7) denote the corresponding set of

messages between Alice and Bob until sub-round (i, 7), and let Pg )

denote some sequence of (k + 1)-
restricted SCMA, pc oracle query-answer pairs until sub-round (¢, j) learned by Eve. We use Bad®9) to

denote the event that

Pr {—'Goodl (mw,pgﬂ)] > 1
V(mUJ),Pg’j)) 2
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We also define the probability space € to denote the same execution probability space as £ with the difference
that for any sub-round (i, j), Eve stops asking more queries at sub-round (4, j) if the event Bad*?) occurs (the
behavior of Alice and Bob remains unchanged). Note that £ and & are identical as long as Bad (/) does not
happen, and so we have

Pr[Bad] = Pr[Bad|.

€ g

More generally speaking, for any event D whose definition depends on the behavior of Eve, we have

Pr[Bad v D] = Pr[Bad v D].
&

The proof of Lemma 4.30 follows from the following steps:
» Step-1: We first show the following:

Pr[Faill = O(¢) = Pr[Bad] = Pr[Bad] = O(e).
3 3 F

Since our analysis of the success probability of the attack already established that Prg¢[Fail] =
O(e) (Lemma 4.29), we have
Pgr[Bad] = Pr[Bad] = O(e).
&

* Step-2: We then show the following: Prz[Long] = O(e).
Observe that
f;r[Long] < f;r[Long V Bad] = Pr[Long Vv Bad] < Pr[Long] + Pr[Bad|.
& & &
Hence, we have Prg[Long] = O(e), which is precisely the statement of Lemma 4.30. The detailed proof is
very similar to the proof of Lemma 3.68 that we use for our KE separation result, and is hence not detailed.

Finishing the Attack: Eve finds Alice’s Input. Finally, we formally prove that Eve actually finds the
Alice’s private input. For any triple of the form (V4, Vg, Vi), we say that:

* the event Goody (V4, Vg, V) holds if Q (V4) and Q (Vg) have no intersection query that does not
also appear in Vg, and

* the event Good; (Va, Vg, Vi) holds if Q (V4) and Q (V) have no intersection query that does not
appear in Vg and no equivalence query-pair such that Vg does not have a corresponding query
equivalent to this pair.

The proof of the fact that Eve finds Alice’s input now follows from the following claims.
Claim 4.32. We claim that Pr[~Goody (V™ VI VP = O(e)

Proof. The proof of this claim follows immediately from the proof of Theorem 4.23. O

Claim 4.33. We claim that Pr[~Good; (17, vEm, vgm)] — O(e).
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Proof. We argue this claim as follows. It follows from Lemmas 4.20 and 4.21 that for any 2k-round 2-PC
protocol with equivalence complete query pattern,

Pr [—|Good0 (17, v, VE(%)> ‘ﬁGoodl (f/, Vi), VE@’“))] _ 1,

and hence
Pr | ~Goody (V, VF, V)| = Pr [~Good: (V, V%, V)]

Now suppose we fix VE(%) = (m(%), ng)) and sample V as above. Then V is independent of Vézk), and

hence, any query ¢ such that g € Q (Vlgk)> and ¢ ¢ Q (VE(%)) has probability at most € /np of appearing

in Q (‘7) (this follows from Eve’s strategy of choosing queries in the attack). Hence, we must have

Pr[~Goody (¥, VS, V)] = (),
which completes the proof of this claim. 0

Finally, it follows from the above claims that, during the 2-PC protocol with equivalence complete query
pattern, if Alice issued an intersection/equivalence query of the form ((ab)kﬂ, :c), then Eve must have issued
either the same query or an equivalent query, which allows it to recover a, and hence, the input in 4 for Alice.
This completes the proof of successful input recovery by Eve.

Remark 4.34. Since our definition of the SCMA,_pc oracle currently models 2-PC protocols for symmetric
functionalities, our proof as described below works for 2-PC protocols supporting symmetric functionalities.
In Section 4.4, we discuss how to generalize the definition of SCMA,_ pc oracle to additionally model 2-PC
protocols for asymmetric functionalities. The rest of our proof strategy generalizes in a straightforward
manner.

4.3 Separating (2k — 1)-round 2-PC from 2k-round Maliciously Secure 2-PC

In this section, we argue that we can also black-box separate any (2k — 1)-round 2-PC protocol from any
2k-round maliciously secure 2-PC protocol. The argument is almost identical to the separation of 2k-round
2-PC from (2k + 1)-round maliciously secure 2-PC, with the exception of some minor tweaks to the (k + 1)-
commutator property of a (k + 1)-restricted SCMA, pc oracle, and our core argument that for any 2-PC
protocol with equivalence complete query pattern, each equivalence query is also essentially an intersection
query. The rest of the proof structure as well as the arguments surrounding attack success, attack efficiency,
and the probability that Eve finds Alice’s input, remain essentially unchanged.

Changing the k-Commutator Property Slightly. For k£ > 1, suppose that we tweak the k-commutator
property of a (k + 1)-commutator SCMA, pc oracle M(-, -) slightly as follows: instead of requiring that
M((ab)¥*1 x9) = M((ba)**1, 29) (2 being the base set element), we now require that

M(b]|(ab)*, z0) = M(al|(ba)", zo)

It is easy to see that in this case, a (k + 1)-commutator oracle implies a 2k-round 2-PC protocol as follows:
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* Given a base element z, Alice would sample some a € M and obtain M(a, x(), while Bob would
sample some b € M and obtain M(b, xy). Alice and Bob would then exchange their first-round
messages, where Alice sends M(a, z() to Bob and Bob sends M(b, () to Alice.

* In the next round, Alice would obtain M(ab, x9) = M (a, M (b, z¢)), and Bob would obtain M (ba, z¢) =
M (b,M (a, xg)). Alice and Bob would then exchange their second-round messages, where Alice sends
M(ab, x() to Bob and Bob sends M(ba, x¢) to Alice.

Observe that by repeating this process for 2k rounds and asking a final query to the (k + 1)-SCMA oracle,
Alice and Bob would have obtained M(al| (ba)* , z9) = M(b]| (ab)* , z¢), which they can use as the output.
Note that this computation requires the full 2k rounds'.

Arguing Impossibility of (2k — 1)-round 2-PC. Now let’s look at what happens if Alice and Bob try to
exploit the “commutative” property of the (k + 1)-SCMA; pc oracle in less than 2k rounds. Again, they
must generate some equivalence query-pair of the form M(al|(ba)*, z9) = M(b||(ab)*, ) with less than 2k
rounds of communication. Once again, note that when “building up” to such an equivalence query that gives
Alice and Bob the same final set element via two different query sequences in less than 2k rounds, Alice and
Bob cannot only issue queries to the (k + 1)-SCMA, pc oracle, where the monoid element is either a or b
like in the 2k-round 2-PC protocol outlined above. In particular, by the pigeonhole principle, at least one of
Alice or Bob must compute a query involving both the elements a and b.

At this point, we can the same core argument as in the separation of 2k-round 2-PC from (2k + 1)-round
2-PC to establish that even in this case, as long as the (2k — 1)-round 2-PC protocol is in a special form
that “forces” Alice and Bob to make all “split” versions of their queries and at least one of Alice or Bob to
compute all possible ways of computing an equivalence query as soon as there is a “trigger” query where the
monoid element is a substring of either (ab)* or (ba)*, any equivalence query w.r.t. the (k + 1)-SCMA,_pc
oracle that can be computed within (2k — 1) rounds is also an intersection query.

This again effectively reduces all equivalence queries that rely on the (modified) commutative property of
the (k 4+ 1)-SCMA,_pc oracle to the “traditional” notion of intersection queries, and we can again handle
such queries using the [BM09] framework. More concretely, the rest of the proof structure as well as the
arguments surrounding attack success, attack efficiency, and the probability that Eve finds Alice’s input,
remain essentially unchanged.

4.4 Generalization to 2-PC Protocols for Asymmetric Functionalities

Our impossibility results so far have assumed 2-PC protocols for symmetric functionalities where both parties
Alice and Bob receive the same output, computed by evaluating a single function f on their inputs in4 and
ing. In this section, we discuss how to generalize our separation result to 2-PC protocols for asymmetric
functionalities where Alice and Bob receive different outputs f4(in4,ing) and fp(in4,ing) (including
protocols where one of the participants may not receive any output).

“Asymmetric” DCMA, pc. Informally speaking, the generalization essentially uses a slight structural
tweak to our definition of the commutative monoid action for 2-PC (/-DCMA_pc, Definition 4.1) wherein we
encode the functions for Alice and Bob (which are different) as part of the same monoid element, except that

"We again note that if M is a countably infinite set, then a uniform distribution over M is not well-defined; in this case, we
restrict to those distributions for which the set of all strings consisting of more than 2k elements has negligible density in the sample
space.
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the order in which they are encoded differs for Alice and Bob. In particular, Alice encodes the functions into
a monoid element as tuple of the form (f4, fp), while Bob encodes it as (5, f4). The modified DCMA, pc
operates as follows: on input a monoid element that is a tuple of the above form and a set element, it now
produces as output a tuple of set elements, where the order of the elements in the tuple depends on the order
in which the functions are encoded. Finally, we assume that in the output of the DCMA,_ pc, only the first
element in each output tuple is received as the output of the query, while the second element remains private.
This effectively models the asymmetric nature of the functionality being computed, such that even if Alice
and Bob issue a sequence of queries that yields the same tuple of function outputs for both of them (albeit in
different order), each party only learns the output of its own functionality. We now formalize this asymmetric
£-DCMA_pc in Definition 4.35 below.

Definition 4.35 (Asymmetric /-DCMA; pc). A monoid action (M, X, x) is an asymmetric -DCMA; pc
if it satisfies following additional structural properties:

* The monoid (M, @) is a string concatenation monoid structured as M = My U Mp where
Mys=IxF xRy, Mp=1IxFXxRp,
such that both of the sub-monoids M 4 and Mp are individually string concatenation monoids them-

selves, and F consists of tuples of all possible functions of the form (f4, f5).

e The set X is structured as

X=PPx [|JSiaul]Sipu{l}|x(YU{Ll})x (Y U{L}).
1€[¢] 1€[(]

* For any public parameters pp € PP, any pair of inputs in4, ing € I, any tuple of functions (fa, fp) €
F, and any pair of randomnesses (r4,75) € R4 X Rp, letting

g = (inA’ (anfB)arA) € MAa h = (inBv (fofA)arB) € MBa
(ppv J—vJ—a J—) € X7 Yya = fA(inAv inB)7 YyB = fB(inAvinB)'

we have
(g S3] h)é *T = (ppv J—v (yAayB))7 (h‘ S g)é * T = (ppa J—v (yBa yA))

Generic k-restricted Asymmetric SCMA; pc Oracle. We similarly tweak the definition of the commutator
property of a generic k-restricted SCMA, pc oracle to incorporate such an asymmetric functionality as
follows.

Definition 4.36 (k’'-Asymmetric Commutator k-restricted SCMA, pc Oracle). A generic k-restricted SCMA,_pc

oracle over an alphabet 3 = X 4 U X g with initial element x is said to be a k’-asymmetric commutator (for
k' € [1,k])if forany a € X 4,b € X, there exists y,, yp € {0, 1}* such that we have

M ((ab)k/wo) = Yallyp, M ((ba)klwo) = Y||¥a-

Lemma 4.37. There exists a construction of (2k — 1)-round 2-PC protocol for asymmetric functionalities
satisfying malicious security with abort from any k-restricted SCMA oracle M(-, ) over a sufficiently large
alphabet 3..
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Proof. The proof of this lemma is very similar to the proof of Lemma 4.37, with some minor modifications
to incorporate the asymmetric nature of the protocol. At a high level, each party encodes (the string
representations of) the functions f4 and fp into a single monoid element, except that party A encodes it as
fallfB, while party B encodes it as fz|| f4. For each query, the oracle checks that the query from each party
encodes the same set of functions (arranged in a fixed order as stipulated above depending on which party
issues the query), and then, in response to the final query, provides each party with either y 4 or yp depending
on whether the response is to the final query from party A or party B (we assume that both parties are not
allowed to query the oracle any further once they have issued their final queries). Correctness is immediate,
while security also follows since each player is committed to the set of functions (f4, fg) in each query, and
are hence implicitly in agreement on the output throughout. Finally, the extraction argument works exactly as
in the case of Lemma 4.37.

Separating Asymmetric 2-PC by Rounds. Given the above generic k-restricted asymmetric SCMA;_pc
oracle, it is immediate to extend our proof strategy for 2-PC supporting symmetric functionalities to the case
of 2-PC supporting asymmetric functionalities. In particular, Eve uses essentially the same attack strategy,
and our arguments for it recovering the intersection and equivalence queries remain unchanged. We avoid
detailing the whole attack strategy and proof for brevity.

S On Black-Box Separating Multiparty NIKE

It is natural to ask if our approach to black-box separations using structural characterization extends to other
similar cryptographic primitives, such as multiparty noninteractive key exchange (NIKE). More concretely,
we ask if there exists a structural characterization of k-party NIKE that would allow us to extend our black-box
separation techniques for 2-party KE by rounds (Section 3) and 2-PC by rounds (Section 4) for showing a
black-box separation between (k + 1)-party NIKE and k-party NIKE (for k£ > 2). We give evidence that
such a characterization is likely to require very different techniques (at least generally for all & > 2).

Multiparty NIKE. We begin by recalling the definition of a plain multiparty NIKE protocol.

Definition 5.1 (k-party NIKE). An /-noisy k-party NIKE is a tuple of algorithms (Setup, Gen, Combine)
defined as follows:

* Setup (1)‘, 1’“): Takes as input a security parameter A, and the number of parties k, and outputs a
public parameter pp.

» Gen(pp, i € [k]): Takes as input a public parameter pp and an index ¢ € [k], and outputs a (message,
state) pair (m;, st;).

« Combine (pp, st;, {mj}je[k],j;«éz‘)3 Takes as input a public parameter pp, an index i € [k], and a
sequence of messages {M; } j¢[x],ji> and outputs a key k; € {0, 1A

We require the following correctness and security properties to be satisfied.

* Correctness: For any A € N, letting

pp - Setup (1%,15,1°) . {(m;,st:)  Gen(pp, i) bicyy:

101



and for each i € [k].letting
ki = Combine (pp, sti, {M;} e, jzi) »
we must have the following: there exists some k* € {0, 1}* such that

ki =...=kg =k".
* Security: For any )\ € N, letting
pp < Setup (11,1%,1°) . {(m;,st) < Gen(Pp, i) }icy,
and for each i € [k], letting

k; = Combine (pp,sti, {mj}je[kw?gi) ,

such that k; = ... = k = K", we must have the following: for any passive eavesdropping PPT
adversary .4, we have

|Pr[A(my, ..., mg,K*) = 1] — PrlA(my, ..., my, k') = 1]| < negl()),

where k' < {0, 1}*, and where the probability is taken over the internal random coins of Setup and
Gen.

“Noisy” Multiparty NIKE. In particular, we show that (for large enough k), a k-party NIKE protocol
black-box implies a slightly weaker “noisy” variant of a (k -+ 1)-party NIKE protocol, which we call “2-noisy”
NIKE protocol. We formally describe this notion of multiparty NIKE below.

Definition 5.2 (¢-noisy k-party NIKE). An ¢-noisy k-party NIKE is a tuple of algorithms (Setup, Gen, Combine)
defined as follows:

* Setup (1)‘7 1%, 1€): Takes as input a security parameter A, the number of parties %, and the “noise”
parameter ¢, and outputs a public parameter pp.

» Gen(pp,i € [k]): Takes as input a public parameter pp and an index ¢ € [k], and outputs a (message,
state) pair (m;, st;).

« Combine (pp, st;, {mj}je[kw;ﬁi): Takes as input a public parameter pp, an index i € [k], and a
sequence of messages {M;} ¢k ;- and outputs a list of £ keys (i1, ..., ki) € ({0, 1}’\)e.

We require the following correctness and security properties to be satisfied.

* (-“noisy” correctness: Informally, an ¢-noisy k-party NIKE is said to satisfy ¢-“noisy” correctness if
at least one of the ¢ keys received by each party is guaranteed to be shared by all parties, and hence can
be treated as the shared secret key. Formally, for any A € N, letting

pp « Setup (11,1%,1) , {(m;,st;) < Gen(pp, ) }icpy
and for each i € [k].letting
(K1, - - ., ki) = Combine (pp, st;, {mj}je[k},j#) ,
we must have the following: there exists a key k* € {0, 1} and there exist indices ji, ..., j¢ € [{] s.t.

*
Kijy = kajp = ... =kij, =K".
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* Security: Informally, an /-noisy k-party NIKE is said to be secure if a passive eavesdropping (com-
putationally bounded) adversary cannot predict (with non-negligible property) any of the ¢ candidate
keys received by each party. Formally, for any A € N, letting

pp < Setup (1)\7 1k7 18) ) {(m’u Sti) A Gen(ppv Z)}Ze[k}7
and for each i € [k], letting

(Ki,1, ..., Ki¢) = Combine (pp,sti, {mj}je[k},j;éi) )

we must have the following: for each i € [k], each j € [/], and any passive eavesdropping PPT
adversary A, we have
Pr[A(ml, ceey mk) = ki,j] < negl()\),

where the probability is taken over the internal random coins of Setup and Gen.

Remark 5.3. For many practical applications (such as encryption), an /-NIKE protocol in conjunction with a
random oracle offers the same functionality as a regular NIKE protocol, albeit inefficiently. We illustrate this
using the example of encryption below.

Application of “noisy” multiparty NIKE for Encryption. We illustrate how a k-party ¢-noisy NIKE
protocol can be used to enable (symmetric-key) encryption. Party-i proceeds as follows upon receiving the
set of keys (K; 1, .. .,K;¢) from the NIKE protocol:

* Party-i passes (K; 1, .. .,K; ) through a random oracle H to derive £ uncorrelated encryption keys as

;,1 = H(khl)a R k;,ﬁ = H(kl,f)

* Party-: then uses these derived keys (k;’17 ceey kg,e) to encrypt a message m as a tuple of ciphertexts
(cti1,...,Ct ), where
ct; = Enc(k;,m),...,ct;; = Enc(k ,, m).

Note that one of these derived keys is guaranteed to be shared by all parties. Hence, correctness of decryption
follows (albeit inefficiently since each party must also decrypt under each derived key) from the noisy
correctness guarantee of the ¢-noisy NIKE protocol, while semantic security follows from the unpredictability
guarantee of the /-noisy NIKE protocol and the properties of the random oracle H (concretely, as long as
the keys output by the NIKE protocol are sufficiently unpredictable, the corresponding derived keys are
sufficiently random under the assumption that H is a random oracle).

Constructing (k + 1)-party 2-noisy NIKE from k-party NIKE. We now show that, for large enough
k, given a k-party (regular) NIKE protocol, there exists a construction of a (k + 1)-party 2-noisy NIKE
satisfying the aforementioned requirements, such that the construction uses the underlying k-party NIKE in a
fully black-box manner. Concretely, we state and prove the following theorem:

Theorem 5.4. For k = w(log\) (X being the security parameter), a k-party (regular) NIKE protocol
satisfying Definition 5.1 implies (in a black-box manner) a (k + 1)-party 2-noisy NIKE protocol satisfying
Definition 5.2.
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Proof. The construction uses, in addition to the k-party (regular) NIKE protocol IT = (II.Setup, IT.Gen, IT.Combine),
a randomness extractor Ext : {0,1}* — {0, 1}. The construction is as follows:

* Setup(y—g) (1*,1+1): For each i € [k + 1], sample pp; < IL.Setup(1*) and output the public
parameter

PP = (PP -+ PPk1) -
* Gen(pp,i € [k + 1]): For each j € [k + 1] such that j # i, do the following:

- If i < j, sample (M, j,st; ;) < [1.Gen(pp,, ).
- If i > j, sample (M, j,st; ;) < [1.Gen(pp,,i —1).

Output a (message, state) pair (m;, st;), where
Mi = (M) jelra)jpi> St = (i) jepprn jobi -
« Combine (pp, st;, {mj}je[k],j;éi): For each j € [k + 1] such that j # i, parse
M = (M) e i) s
Now, for each j’ € [k + 1] such that j’ # i, recover

ki, ;7 = Combine (pp, sti jr, {M jr }je k1], 45257 ) »

and set b; j» = Ext (k; j,). Finally, output the key-pair (K; o, k; 1), where:

Kio = (biill- - 6ii—1110]bs,i+11|0ik+1) »  Kix = (bia

<o Mbi i 1041 163 1) -
Finally, party-i outputs the pair of keys (K; o, K 1).

Correctness and Security. Correctness follows immediately from the correctness of the underlying (regular)
k-party NIKE protocol II. To argue security, we observe that for each b € {0,1}, Kk, is sufficiently
unpredictable since: (a) each k; ;18 pseudorandom (this follows from the security guarantees of the underlying
k-party NIKE protocol II), and (b) each extracted bit b; ;/ is pseudorandom (this follows from (a) and the
security guarantees of the random extractor Ext), which in turn implies that for & = w(log \), no PPT
adversary can predict either of the final keys k; j, for b € {0, 1} with probability greater than 1/2% < negl()).

This completes the proof of Theorem 5.4. 0

Discussion: Separating Multiparty NIKE by Number of Parties. Note that 2-noisy NIKE does not
exactly meet the definition of regular NIKE and thus, our construction above does not necessarily rule out
any black-box separation of (k + 1)-party NIKE from k-party NIKE. However, it does offer strong evidence
that such a separation will have to rely on very different techniques as compared to the techniques used in our
black-box separation proofs, as well as the proof frameworks from [IR89, Rud92, BM09].

We begin by observing that our result indicates that any black-box separation of (k 4 1)-party NIKE
and k-party NIKE (for large enough k) will have to rely on the distinction between “noise-free” and “noisy’
NIKE. Our approach of using structural characterization of primitives for black-box separations was the
following: we identified a structured primitive that is equivalent to the “base” cryptoprimitive of interest for
the separation, and then argued that a (generic, statistically secure version of) this algebraic structure is not

bl
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sufficient to realize the “target” cryptoprimitive. Unfortunately, it seems impossible to capture the distinction
between “noise-free” and “noisy” NIKE using such a structural characterization (such as one based on “hard”
monoid actions). In other words, if there exists a general black-box separation between (k + 1)-party NIKE
and k-party NIKE (and hence between (k + 1)-party regular NIKE and (k + 1)-party 2-noisy NIKE), we do
not believe that the separation can be explained in terms of the algebraic structure inherent to these primitives.

More generally, it seems difficult to use the black-box separation frameworks from the prior works that
we build upon [IR89, Rud92, BM09] to separate (k + 1)-party NIKE and k-party NIKE. Note that all of these
frameworks rely on the fact that an eavesdropping adversary Eve can make all of the queries to the oracle that
the honest participants can make. Unfortunately, given a k-party NIKE oracle, any subset of k parties can
issue a query to this oracle that Eve provably cannot make (in fact, our construction above crucially exploits
this feature). Hence, we believe that a black-box separation of (k + 1)-party NIKE and k-party NIKE would
require entirely new techniques.
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