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Abstract

Traitor-tracing systems allow identifying the users who contributed to building a rogue de-
coder in a broadcast environment. In a traditional traitor-tracing system, a key authority is
responsible for generating the global public parameters and issuing secret keys to users. All
security is lost if the key authority itself is corrupt. This raises the question: Can we construct
a traitor-tracing scheme, without a trusted authority?

In this work, we propose a new model for traitor-tracing systems where, instead of having a
key authority, users could generate and register their own public keys. The public parameters are
computed by aggregating all user public keys. Crucially, the aggregation process is public, thus
eliminating the need of any trusted authority. We present two new traitor-tracing systems in
this model based on bilinear pairings. Our first scheme is proven adaptively secure in the generic
group model. This scheme features a transparent setup, ciphertexts consisting of 6v/L +4 group
elements, and a public tracing algorithm. Our second scheme supports a bounded collusion of
traitors and is proven selectively secure in the standard model. Our main technical ingredients
are new registered functional encryption (RFE) schemes for quadratic and linear functions which,
prior to this work, were known only from indistinguishability obfuscation.

To substantiate the practicality of our approach, we evaluate the performance a proof of
concept implementation. For a group of L = 1024 users, encryption and decryption take roughly
50ms and 4ms, respectively, whereas a ciphertext is of size 6.7KB.

1 Introduction

Traitor-tracing systems [CEFN94] allow identifying the users who contributed to building a rogue
decoder in a broadcast environment. In a traditional traitor-tracing system, a key authority is


mailto:pedrodemelobranco@gmail.com
mailto:ahmadrezar@pm.me
mailto:russell.lai@aalto.fi
mailto:ivy.woo@aalto.fi
mailto:monosij.maitra@rub.de
mailto:giulio.malavolta@unibocconi.it

responsible for generating the global public parameters and issuing user secret keys. Given the
public parameters, it is possible to encrypt a message so that any user in possession of a secret
key can decrypt it. As in standard broadcast encryption, the encrypted message is hidden from
any unauthorized user, i.e. those who do not have access to any secret key. The most important
property of a traitor-tracing system, however, is the presence of a tracing algorithm which identifies
corrupt users. More specifically, if an attacker produces a device that can decrypt ciphertexts with
some non-negligible probability, then the tracing algorithm, given black-box access to the device,
is guaranteed to identify at least one corrupt user, i.e. a member of those who contributed to the
creation of the decryption device.

Traditional traitor-tracing systems [BSW06, BW06, BZ14, NWZ16, GKW18, GKW19, KW20,
Zha20, GLW23, AKYY23] focus on the settings where an arbitrary set of users can be corrupt,
assuming that the key authority is honest. Notably, all guarantees are lost if the key authority
itself is corrupt. This limits the use cases of traditional traitor-tracing systems in the sense that
the key authority must either be the same party as the encryptor or trusted by the latter. Even
in the latter case, this limitation is clearly undesirable from a security perspective, as it introduces
a single point of failure. In fact, we speculate that this limitation has played a significant role
in preventing the adoption of traitor-tracing systems in practice, as it is identical in spirit to the
key-escrow problem of identity-based encryption [Rogl5].

In light of the above limitation of traditional traitor-tracing systems, a natural question is
whether we can remove the trust assumption on the key authority.

Can we construct efficient traitor-tracing without a trusted authority?

Specifically, we are interested in constructions that achieve non-trivial efficiency (i.e. ciphertext
size sublinear in the number of users L) and are based on simple and well-understood cryptographic
structure, such as bilinear groups.

A New Model For Traitor Tracing. We envision a new model for traitor tracing without
any trusted authority, that we refer to as registered traitor-tracing. In our model, each user
samples its own pair of public and secret keys locally, without needing any interaction with any
other users. Upon collecting all the public keys (pky,...,pk;), for instance in a public directory
or bulletin-board, it is possible to aggregate them into a short master public key mpk. Given
mpk, anyone can encrypt a message m in such a way that only the registered users are able
to recover it. Crucially, the aggregation of the public keys is a completely transparent and de-
terministic process, and therefore no trusted party is needed to perform this operation.! This
model is directly inspired by recent works on registration-based encryption [GHMR18, GHM " 19,
GKMR22, FKdP23, DKL"23, HLWW23, ZZGQ23, FFM 23, DP23] and distributed broadcast
[WQZDFE10, BZ14, FWW23, KMW23] that adopt a similar paradigm to solve the key escrow
problem in related settings.

The distinguishing property of traitor tracing system is (public) traceability: If a malicious user
i* builds a decryption box D, it should be possible (for anyone) to track i* given only black-box
access to D. To substantiate the usefulness of this primitive, we discuss how it can be useful in
some recurrent scenarios below.

! Anyone can re-evaluate the aggregation process and check if the output is identical to what is claimed.



Application: Traceable Group Messaging. In a group messaging system, a group of L users
wants to broadcast messages to each other privately. Given that messages are constantly exchanged,
it is important that the size of the ciphertext should be sublinear in L, especially for large groups.
As the simplest notion of security, we want that an external observer learns no information about
the messages exchanged within the group. Furthermore, we want to protect against users leaking
their secret key, for instance by having their device compromised: In order to do this, one needs
to be able to trace the users corresponding to the leaked key, in order to exclude them from the
group.

Superficially, it may appear that group messaging is the killer application for traitor-tracing
systems. However, at present, no existing system uses traitor-tracing techniques to build their
protocols. We speculate that this is due to the presence of a trusted authority: The cost of adding
the tracing property to the system is to insert a trusted authority that can potentially decrypt
all messages of all groups! On the other hand, in registered traitor-tracing no such tradeoff is
present, and we can add traceability to groups without introducing any backdoor. We envision
that register-traitor tracing can be used as a cryptographic building block in messaging schemes to
add a traceability guarantee, which is not present in current systems. At the time of writing, the
maximum size of a Whatsapp group is L = 1024, which is well within the range of practicality of
our scheme.

1.1 Owur Contributions

We construct traitor-tracing systems without a trusted authority, where users can sample their own
keys locally without interaction. Formally, we introduce a new primitive called registered traitor-
tracing (RTT) supporting an unbounded collusion of traitors. We then present two constructions
in the bounded and unbounded collusion settings.

Our main technical ingredients are new constructions of registered functional encryption (RFE)
for quadratic and linear functions from bilinear groups. Prior works either built general-purpose
RFE based on indistinguishability obfuscation (10) [FFM™*23, DP23], or specialised RFE for inner-
product predicates from bilinear groups [FFM™*23]. In more detail, our contributions are summarised
as follows:

(1) A New Model for Traitor-Tracing. We introduce the notion of registered traitor-tracing
(RTT) as a new model to build traitor-tracing systems without a trusted authority. We propose
appropriate security definitions for RTT and show compilers (inspired by the literature in non-
registered setting) that allows us to reduce the problem of constructing RTT to building a weak
form of RFE for quadratic functions and an RFE for linear functions. We also discuss efficient
strategies to revoke traitors.

(2) Unbounded-Collusion RTT. We propose a new RFE for quadratic functions (RQFE),
in a weaker setting where all functions to be registered are known during setup. This weaker
form of RQFE is nevertheless sufficient for RT'T supporting an unbounded collusion of traitors. The
resulting RT'T scheme has a transparent setup, ciphertext size 61/L+4 in number of group elements,
and a public tracing algorithm. The scheme is based on prime-order groups and is adaptively secure
in the generic (bilinear) group model (GGM).



(3) Bounded-Collusion RTT. We present an RFE for linear functions (RLFE), in the ordinary
setting where functions to be registered can be adaptively chosen after setup. This scheme is
sufficient for RTT supporting a bounded collusion, where the maximum number of traitors is fixed
at setup. We prove that our RLFE is secure, against an arbitrary subset of selectively corrupted
users, in the standard model. The security of this scheme rests upon a static ¢-type assumption,
which we show to hold in the GGM. As a bonus, we further show how our RLFE enables other
new applications, such as registered threshold encryption (RTE) for t-out-of-L thresholds, where
ciphertexts are of size O(t) in number of group elements. RTE generalises the notion of distributed
broadcast [WQZDF10, BZ14, FWW23, KMW23] to t-out-of-L thresholds.

(4) Prototype Implementation. We provide an open-source prototype implementation of our
RTT scheme with unbounded collusion. For a group of L = 1024 users (which is currently the
maximum size of a Whatsapp group chat), our benchmarks demonstrate that our scheme is quite
practical: The key generation, encryption, and decryption algorithms take 553ms, 51ms, and 4ms,
respectively, whereas a ciphertext is of size 6.7KB.

1.2 Related Work

Traitor Tracing. Traitor tracing was first introduced in [CFN94], and ever since it has become
one of the most studied topics in cryptography, with a large body of literature improving on the
original proposal. Works on traitor tracing, e.g. [BSW06, BW06, BZ14, NWZ16, GKW18, GKW19,
KW20, Zha20, GLW23, AKYY23], focus on constructing schemes with sublinear? efficiency, in
terms of size of public parameters and/or ciphertexts. This is possible by leveraging computational
assumptions in bilinear groups or lattices.

To the best of our knowledge, most prior traitor tracing schemes require a trusted setup to
generate the public parameters and secret keys. An exception is a very recent work of Luo [LLuo22]
that constructs a Broadcast, Trace and Revoke (or simply Trace and Revoke) system in the setting
without a trusted authority, where each party samples its own keys. This work achieves essentially
asymptotically optimal parameters, but relies on indistinguishability obfuscation [BGIT01, JLS21],
and thus it is not concretely efficient. Trace and Revoke schemes integrate the notion of revocation
in traitor-tracing, where the functionality allows one to revoke decryption rights for any subset
of users whose secret keys have been compromised. This notion has been extensively studied
[NNLO1, NPO1, DF03, KHL03, BWO06] in the setting with a centrally trusted authority.

Furthermore, a series of work has explored the related notion of distributed broadcast encryp-
tion [WQZDF10, BZ14, FWW23, KMW23], which does not concern traceability.

Registered Cryptography. Registered cryptography is a paradigm introduced by Garg et
al. [GHMRI18, GHM™19] to remove the key-escrow from advanced forms of encryption that re-
quire a trusted setup. The paradigm has recently gained attention and a series of works have
improved its functionality [GV20] and efficiency [CES21], ultimately leading to practical construc-
tions from pairings [GKMR22, FKdP23] and lattices [DKL"23]. The notion of registration-based
encryption (RBE) was recently extended to the settings of attribute-based [HLWW23, ZZG())23]
and functional encryption [FFM 23, DP23].

2There exists a “trivial” traitor-tracing scheme where each party samples a public-key encryption individually, the
master public key consists of the concatenation of the L public keys, and the ciphertext is simply the concatenation
of encryptions under each individual key.



Closest to our work is the scheme introduced by [FFM 23], which builds RFE for inner product
predicates: Here keys are associated with vectors y and a ciphertext encrypts vector x and a message
m, and security requires that the message m (but nothing else) is revealed if and only if x”y = 0.3
We emphasise that this is different from the setting of inner product functions that we consider in
this work (also known as inner product FE), where (for the case of linear functions) the ciphertext
reveals the inner product x”y itself, regardless on whether it is 0 or not. The two functionalities
are incomparable, in the sense that there is no obvious reduction in either direction. In the non-
registered settings, this difference is analogous to the distinction between [KSWO08] and [ABDP15].

1.3 Discussion

Interactive vs Non-Interactive Solution. An alternative (generic) solution to remove trusted
authorities in traitor-tracing systems, or in general any cryptographic systems, is to let participants
simulate the trusted authority with a secure multi-party computation (MPC) protocol: All users
run an MPC where they jointly sample the master secret key, and the output of each user consist of
its tracing key, as well as the master public parameters. While this solution effectively bypasses the
need for a trusted authority, it is undesirable for several reasons: (i) All users must be simultaneously
online to run the MPC. Even a single user failing would stall the entire process. As the number
of users in the system grows, this solution scales poorly. (ii) It is harder to support dynamic joins
of new users, since for every new user that joins a new MPC protocol must be jointly run by all
participants. (iii) MPC protocols require interaction, which adds latency to the key registration
process. (iv) Running the key generation of a traitor-tracing scheme as an MPC is computationally
intense, making this solution computationally very expensive.

In this work we focus on the non-interactive settings, where users sample their own keys locally,
and simply upload it to a public bulletin board once they are done. Different users do not even have
to be aware of each other’s existence, and it is much easier to support a dynamic set of participants
(more discussion on this later). For these reasons, we believe that the non-interactive settings is
both theoretically more elegant and preferable from a practical standpoint.

Common Reference String vs Trusted Authority. We acknowledge that, in line with the
literature on registered /distributed cryptography, our schemes are in the common reference string
model, where all parties are assumed to receive a common reference string that was sampled in
a trusted manner. However, we also highlight the fact that our RQFE scheme has a transparent
setup, meaning that the common reference string is just a collection of random bits. In practice,
this is desirable since there are very simple protocols to sample such strings (e.g. hash some fixed
bitstring). On the other hand, our RLFE has a structured setup. We claim that, even for the case
of a non-transparent setup, this model is substantially better than having a trusted authority, since
there is no long-term secret that needs to be stored. It also resolves questions about the availability
of the trusted authority, and how parties can establish secure communication channels for receiving
their keys.

Static Joins vs Dynamic Joins. Throughout this work, we will always assume that the set of
users that register their keys is fixed ahead of time, and the public parameters are aggregated only

3 Although we note that a revised work [DPY23], developed concurrently with our work, presents an RLFE scheme
and proves it secure in the GGM.



after all users have registered their keys. That is, we assume that the set of users participating
in the protocol is static, and if a new user joins the system, the master public key needs to be
recomputed and all users have to be notified of this change, and (possibly) must update their
information. [HLWW23] refers to this as the slotted setting.

In practice, it is desirable to allow users to join the system dynamically, and one does not want
to re-initialise the public parameters and/or to notify all existing users. Fortunately, it is possible
to generically move from the slotted/static settings to support dynamic joins, while minimising
the number of updates. Informally, the transformation works by partitioning the users in sets of
exponentially increasing cardinality, e.g. {S; : |S;| = 2i}ie[log( 1> and filling those sets as users
join, starting from the smaller ones. Updates then only need to be issued when a set is filled up
and needs to be transferred to the next empty set. It is easy to see that each user receives at
most log(L) updates throughout its lifetime. Variants of this transformation have been described
many times in the literature [GHMR18, GHM ™19, GKMR22, HLWW23, FFM™23, KMW23] and
we refer the reader to these works for more details. In what follows, we will only describe schemes
in the slotted/static settings, with the understanding that dynamic joins can be supported with
this transformation.

2 Technical Highlights

We highlight the technical innovations of our work. We begin by showing how constructing RTT
boils down to building the right notion of RQFE, then we present our RFE schemes. We conclude
by outlining registered threshold encryption as another new application of RFEs.

2.1 Registered Traitor-Tracing

To set some context, let us make more concrete the desiderata for an RTT scheme. In an RTT
scheme, the setup outputs a (preferably unstructured) common reference string crs. Each party i
starts by generating its own pair of public and secret keys (pk;, sk;) relative to crs. Upon collecting
all the public keys (pky, ..., pk; ), anyone can use the crs to compute a short master public key mpk
and the helper decryption key hsk; for each user i. Given mpk, anyone can encrypt m in such a
way that only a registered user 4 is able to obtain the message, using its secret key sk; and helper
key hsk;. Additionally, RTT should fulfill a strong traceability property: If a malicious user *
builds a decryption box D (which receives ciphertexts and outputs the corresponding message with
non-negligible probability), then the user i* can be caught given only black-box access to D. The
RTT scheme is said to be bounded-collusion secure if the setup additionally inputs the maximum
number of traitors, else it supports an unbounded collusion.

TT via Functional Encryption. To better understand the challenge of constructing (R)TT, it
is useful to recall how to construct traditional traitor-tracing schemes (with a trusted authority).
The work of Boneh, Sahai, and Waters [BSW06] reduces this problem to a simpler cryptographic
primitive called private linear broadcast encryption (PLBE) and shows how to generically turn
a PLBE scheme into a traitor-tracing scheme. In a nutshell, a PLBE is a broadcast encryption
scheme with an additional trace-encrypt algorithm. This algorithm takes as input an index i € [L]
and a message, and generates an ordinary-looking ciphertext of the message which can only be
decrypted by user ¢ > i. Importantly, this ciphertext must keep the index ¢ hidden (except to users



i and 7 + 1, who can trivially test the position of the index). The trace-encrypt algorithm can be
used in a linear scan to identify the user with the smallest index who contributed to creating a
rogue decryption device.

Abstracting even further, it turns out that PLBE is nothing but a special case of functional
encryption (FE) [Gay16], where keys are associated with an index ¢ and a predicate Fy(i, m) such
that
m ifi</

0 otherwise

Fy(i,m) = {

whereas ciphertexts contain information about the message m and the index ¢. This connection is
made explicit in [Gay16] where they show that an FE for quadratic functions (QFE) is sufficient to
implement the above comparison predicate, and consequently PLBE, with ciphertext size O(\E)
Thus, the problem of traitor tracing is nothing but QFE in disguise.*

For the (weaker) bounded-collusion setting, Agrawal et al. [ABP"17] show how to reduce the
problem of traitor-tracing (with revocation) to that of bounded-collusion FE for linear functions
(LFE).

Registered FE: Removing the Authority. Via the aforementioned series of transformations,
we have reduced the task of constructing traitor-tracing without authority to that of constructing
QFE/LFE without authority. This notion was recently introduced under the name of registered
functional encryption (RFE) [FEMT23, DP23] as a natural generalisation of registration-based
encryption [GHMRI18]. In short, RFE provides a mechanism to publicly aggregate L independent
key-function tuples (pky, f1),-- -, (pky, fr) into a digest, so that a ciphertext of m generated with
respect to the digest can be decrypted by sk; to recover f;(m).

For the remainder of this overview, we will focus on describing our RFE schemes (for quadratic
and linear functions), along with other applications. Extending the transformation from QFE/LFE
to traitor-tracing in the registered settings require some care, but the main ideas are analogous to
the traditional settings. Therefore we omit them here, and refer the reader to Section 5 for more
details.

2.2 RQFE in the GGM

Our first observation that facilitates our task is that one does not need the full power of (R)QFE
to build traitor tracing. Since the functions fi, ..., fr depend only on the identity of each user, it
suffices to build a scheme where all functions associated with secret keys are known ahead of time.
In other words, we can assume that each user knows all the other functions during key generation.
With this observation in mind, we describe our RQFE below.

Conceptually, we build our RQFE by compiling a traditional QFE into a registered one, provided
that it satisfies a master secret key homomorphism. In other words, we want the master public key
of the scheme to be some encoding of the master secret key, that satisfies the following homomorphic
relation:

Encode(mskg) * Encode(msk;) = Encode(mskg + mskj)

mpkg mpky

4Note that linearising a quadratic polynomial achieves the desired functionality, but nullifies the efficiency of the
transformation. In particular, the resulting PLBE scheme would have ciphertexts linear in L, which does not improve
over trivial constructions.



and furthermore for all functions f:

KGen(mskg, f) * KGen(msky, f) = KGen(mskg + msky, f).

©) )
skf skf

The exact specifications of the encoding function Encode and the group operation * are irrelevant
for this explanation. To define the master public key of the scheme, each user samples a local key
pair (mpk;, msk;) and we define the global master public key as

mpk = mpk; * ... * mpk; = Encode(msk; + ...+ msky)

which can be computed publicly using the master public keys published by each user. In effect,
the L users are sharing (in the sense of additive secret-sharing) the master secret key of the new
combined key r;\pI( The users will then also publish enough information to help the i-th user
computing a functional secret key under the new master public key. Here is where we leverage the
fact that all functions are known in advance, and we ask each user to publish, along with their
mpk; all functional keys, except for their own function. In other words, the j-th user also outputs

{sk%) = KGen(msk;, fi)}#j '

Arranging all of these public information in matrix form, and applying the homomorphic operator
row-wise, we obtain:

1) 1)
1 skgc2 ska> KGen(Zﬁﬂ msk;, f1)
skg) L ... skgcQL R KGen(_ .., msk;, f2)
skl sk L KGen (31, msk;, f1)

Note that the i-th combined key is almost a valid functional secret key for f; under m, except
that it is missing the contribution of msk;. However, the i-th user is the one that sampled msk; in
the first place, and therefore it can easily fill the missing value to obtain

sT<fl, = KGen Z msk;, fi | * KGen(msk;, f;)
J#

= KGen Z msk;, f;
J

At this point, decryption and encryption correctness simply follow by the correctness of the original
FE scheme, except that we now have substituted the key authority with a fully distributed setup.

Instantiating the Transformation. Given this general template outlined above, all that is left
is to look into the literature of traditional QFE schemes, and find a compatible one. It turns out
that a handful of schemes satisfy this homomorphic property. However, while all schemes obtained



via this transform are correct, not all of them can be proven secure. For instance, the RQFE
scheme obtained by transforming the QFE of Wee [Wee20] is unfortunately broken due to linear
attacks. The only QFE scheme which we are aware of that survives the transformation is that of
Baltico et al. [BCFG17], which was only proven to be secure in the GGM. Consequently, our RQFE
inherits the security in the GGM. Proving security of this template turns out to be a nuanced task,
since we have to deal with potentially malformed keys and adaptive corruption queries. We refer
to Section 4.2 for more technical details.

2.3 RLFE in the Standard Model

Our RFE construction for linear functions is conceptually similar to the recent works of [HLW W23,
77.GQ)23] on registered attribute-based encryption (RABE)® and can be summarised by the follow-
ing idea. Starting with a base FE scheme, the major challenge is to construct a one-user RFE which
is correct and secure. Given this, we can construct an L-user RFE by running L parallel instances
of the one-user RFE, where the digest mpk aggregates all individual mpk; from the L instances.
To ensure decryption correctness, the Aggr algorithm outputs helper keys which correspond to the
cross-terms due to (mpkj)j# in mpk for each user i.

Our RLFE. While the above general strategy can be applied to various existing linear FEs,
adapting their security proofs to the registered setting is tricky. We settle at basing on the scheme
of [ABDP15] due to its simplicity, which we recall:

mpk = [w'], msk=w", sk, =w'y, ctx=([s],[sw +x'])
for some w,x,y € Z, and s € Zp. To decrypt, compute
[sw’ +x"]y — [s]w"y = [x"y].

We turn this into a one-user RLFE for a given function y with the following steps. Fix [w?] in
the crs and let mpk’ = [wTy]. Correspondingly, let cty = ([swy], [sw” 4+ xT]), so that the same
decryption equation (and both correctness and security of the base scheme) applies:

[sw! +xTy — [sw'y] = [x"y].

Crucially, mpk” “Pedersen-commits” the function y using the “key” w?, which is then inherited in
ct, so that no one can decrypt to x'y’ for y’ # y. This yields a “public RLFE” that anyone can
decrypt via the above equation, and to make this available only to the registered user, the idea is
to (additively) secret-share the commitment key. We let pk = [v], sk = v, and the new commitment
key be w + v, shared by crs and the user. The resulting one-user RLFE has

crs = [w'], mpk = [(W'+vDy], pk=[v],
sk=v", ctx = ([s],[s(W" +v")y], [sw" +x])

and decryption follows from

[swh +x"]y + [s]vTy — [s(w" +vT)y] = [x"y].

®Actually our RLFE setting is slightly simpler than their RABE setting, since composite-order group (or an
additional layer of transformation to prime-order group) is not necessary for security.



In a nutshell, security follows from two facts: Only the user who knows the share v can access
the “public RLFE”; furthermore decrypting to only x'y is safeguarded by the other share w.
From here, we apply the L-parallel-instances compiler to obtain an L-user RLFE. To prevent
mix-and-match of helper keys, i.e. cross-terms across the L instances, a randomisation factor for
each user is introduced and bound to their helper keys, which is done via pairing. The scheme
of [ABDP15] is proven from DDH with selective-security. Our scheme inherits the same security
and the randomisation in helper keys lead to our g-type assumption (for ¢ = L number of users),
which is essentially a ¢-type variant of DDH generalised into the pairing setting. We give our full
RLFE construction in Section 4.3.

2.4 Registered Threshold Encryption

As a bonus application, we discuss how RLFE helps in removing the trusted setup in threshold
encryption. In other words, we show how to build registered threshold encryption (RTE). Recall
that, in traditional threshold encryption, the public parameters of the system are generated together
with L users’ secret keys. Given an encryption ct of a message m, each user can compute partial
decryption shares using its secret key. Once we have t partial decryption shares, where the recovery
threshold ¢ < L is specified in the public parameters, the message m can be recovered. In terms
of security, we want that an adversary holding less than ¢ secret keys is unable to break semantic
security of the scheme. In RTE, parties generate their own public keys and these are later aggregated
into a short master public key. The system should preserve the “threshold decryption” functionality
as in traditional threshold encryption.

To compile an RLFE into an RTE, each party ¢ simply runs the RLFE key generation on a vector
i=(1,4,...,i" ') € Zl. To encrypt a message m € {0,1}, the encryptor first performs Shamir
secret sharing, i.e. sampling a random degree-(t — 1) polynomial P over Z, such that P(0) = m.
Let p € Zﬁ, be the coefficient vector of P. The encryptor encrypts p using the underlying RLFE
scheme. By the security of the RLFE, a party holding a secret key sk; learns (i,p) = P(i) and
nothing else about the polynomial P. Once we have t different evaluations of the polynomial, we
can recover P(0) = m by Lagrange interpolation. In Section 6.2 we detail our RTE construction.

One subtle issue that we omitted so far is that the RLFE decryption actually allows a party ¢ to
recover the inner product (i, p) = P(i) in the exponent of a target group Gt element [P(i)]t from
the underlying bilinear pairing. This does not create an issue as Lagrange interpolation is a linear
function and thus, we can perform it in the exponent to recover [P(0)]t. Since P(0) =m € {0,1},
we can brute-force m from [m]r.

3 Preliminaries

Notation. We denote the security parameter by A\ € N throughout this paper and assume it
as an implicit input to all algorithms. We write [n] = {1,...,n} and [0,n] = {0} U [n] for any
n € N. Capital and small bold-face letters (like M and x) denote matrices and (column) vectors
respectively. Capital and small letters (such as S and z) in general denote sets and concrete
algebraic variables respectively (with any exceptions being stated explicitly). A tuple T' = (¢;);c[y
defines an ordered set with elements indexed from [n]| for any n € N. Accordingly, |S| and |x]|
respectively denotes the cardinality of set S and the length of a vector x. We write = <% X
to denote sampling an element xz from X uniformly at random. We write A for a probabilistic

10



polynomial time (PPT) adversary that runs in time polynomial in A. A function in A, denoted by
negl(A) : N — R, is called negligible if it vanishes faster than the inverse of any polynomial in A,
i.e. negl(\) € O(1/p(X)) for all positive polynomials p(\).

Prime-Order Bilinear Groups. Throughout this work, we use cyclic groups of prime order p
with an asymmetric bilinear map endowed on them. We assume a PPT bilinear group generator
algorithm GGen that takes A € N as input and outputs G = (G, Ga, GT,p, 91,92, €), where p is
a prime of ©(A) bits, G1 = (91),G2 = (g2),Gt = (g971) = (e(g1,92)) are cyclic groups of order
p with e : G; X G2 — Gt being a non-degenerate bilinear map. We use the implicit (bracket)
notation for group elements: for M, M’ € Z];“k?, define [M], = gM = (g{""’) and [M], + [M/], ==
[M 4+ M mod p|, for t € {1,2,T} and ki,k2 € N. We also denote [1]; = g1, [1], = g2, and
abbreviate “e” with “”, i.e. for matrices My, My of appropriate dimensions, e ([Mi], ,[Mzs],) is
written as [My]; [Ma], = [MMy]; = g-ll\-/hMQ. We express sampling a bilinear group instance as
g .= (Gl, GQ, GT,p, [1]1 s [1]2 R ) — GGen(l)‘).

4 Registered Functional Encryption

We define and construct the core building blocks for our applications, namely registered functional
encryption (RFE) for quadratic and linear functions. In particular, we define the syntax and
security of RFE in Section 4.1. Then, Sections 4.2 and 4.3 provide schemes for weak RFE and
RFE for quadratic and linear functions respectively. Both our RFE schemes are proven secure in
presence of well-formed keys. Appendix A describes generic and concrete ways of tackling malicious
keys to transcend this limitation.

4.1 Definitions

We define RFE and a variant which we call weak RFE. The main difference between the two is
that, in the weak variant, the set of functions to be registered is known already at setup time.
Below we primarily define RFE and describe the difference of the weak variant inline.

Definition 4.1 (Registered Functional Encryption). A registered functional encryption (RFE)
scheme for message space M, ciphertext space C, function class F and number of users L consists
of the following tuple of PPT algorithms (Setup, KGen, Aggr, Enc, Dec):

e crs « Setup(1"): On input the security parameter 1%, the setup algorithm outputs a common
reference string crs.

o (pky,sky) < KGen(crs, £ € [L]): The key generation algorithm outputs a pair of public and secret
keys (pky,sk,) for user /.

o (mpk, (hske)gery) < Ager(crs, (pky, fe)geqry): On input crs and the tuple of public key pk, and
function f, € F of all users ¢ € [L], the deterministic aggregation algorithm outputs a master
public key mpk and a tuple of helper secret keys (hsky) telL)-

e ct « Enc(mpk,): On input mpk and a message p € M, the encryption algorithm outputs a
ciphertext ct € C.
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e 1/ < Dec(sky, hsky,ct): On input a ciphertext ct together with a secret key sk, and a helper secret
key hsky, the decryption algorithm outputs '

A weak RFE has the same syntax as an RFE, except that the tuple of functions (fy) ee[L] is input
to Setup instead of to Aggr.

Definition 4.2 (Correctness). An RFE scheme is said to be correct, if for all A € N, L € poly(\),
p€ M,k € [L],(fo)eer € FL crs € Setup(1?), (pky, sk;) € KGen(crs, k), it holds that

(mpk, (hske)ge (1)) < Aggr(crs, (pky, fo)ger))
Pr|u = fr(p) | ct < Enc(mpk, p) =1.
' < Dec(sky, hskg, ct)

Correctness of a weak RFE is defined analogously with the only differences being that (fy) te[r) 18
input to Setup instead of to Aggr.

Definition 4.3 (Strong Compactness). An RFE is said to be strongly compact, if for all A € N,
L € poly(A), (fo)eeir) € FL. crs € Setup(1), (pky,sk,) € KGen(crs, /), and (mpk, (hske)perr)) €
Aggr(crs, (Pky, fe)eqr))s it holds that [mpk], [hsky|, |ct| are of size poly(A,log L).% Strong compact
weak RFEs are defined analogously.

Definition 4.4 (Security). An RFE scheme IT is said to be secure, if for any PPT A it holds that
‘Pr [Exp%,A(l/\) = 1} - Pr[EprlLA(lA) = 1} ‘ < negl(A),

where Explf-[’ 4 is defined in Fig. 1. The security of a weak RFE is defined analogously, with the only
difference that (f) tefr) 18 declared by A upfront and input to Setup instead of to Aggr.

We also consider the notion of selective-security with static corruption, where the experiment
is same as that in Fig. 1, except that A declares the messages (1o, ¢#1) and the set of corrupt users
C C [L] at the beginning of the experiment (i.e. the corruption oracle CorrO is withheld from A).

Remark 4.5 (On Malicious Keys and Key Queries). In Definition 4.4 we require A to output the
randomness (r7)geps for keys generated by A, the setting which our RFEs will be proven secure. We
defer handling malicious keys without this requirement to Appendix A, where the relevant IsValid
algorithm and completeness property are also introduced. For simplicity we only allow a single key
query per user £. The mildly stronger notion of allowing multiple key queries per user is implied
so long as KGen is stateless (so that the same reduction still applies when simulating multiple keys
for the same user) and holds true for both of our RFE schemes.

4.2 Weak RFE for Quadratic Functions

We build a weak RFE scheme for quadratic functions with a transparent setup, i.e. the crs is
constructed with public randomness.

S0ur definition is stronger than existing RFE compactness [FEM 23], since it additionally requires succinct
ciphertexts.
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Exppr4(1%)

KGenO(¥)

crs < Setup(17)
(;U'Oa K1, (pk€7 f@)fE[L]7 (rf)EEM) < ACO"O(.)

// A provides randomness for set M of maliciously generated keys
assert [L]\ M C K
assert pk, € KGen(crs, l;rp) Y0 e M
assert fy(po) = fo(ur) Ve CUM
(mpk, (hske) e (r)) < Ager(crs, (Pky, fo)e(r))
ct® + Enc(mpk, up)
b+ A(ct®)

return b’

,KGenO(-) (CI’S)

if K[¢(]=_1
(pky, sky) < KGen(crs, £)
Kl] == (pky, sky)

(Pky, sky) < K[{]

return pk,

CorrO(?)

C=Ccu{}
(Pky, sky) < K]

return sk,

Figure 1: Security experiment for RFE.

Let ny,ng, L € poly()\). For any (Gy,Ga, GT,p,[1];,[1]5,) output by GGen(1*), we construct

an RFE for the message space M = Z;*' x Zy?, the class of quadratic functions F being

{(f : M= [Z,);, f(x,y) = [x"Fy mod p]) : F € Z<"2},

and (an upper bound of) L number of users. Since for any f € F, f(x,y) — [XTFy mod p]  is fully
described by F, Gt and p whereas G, p are publicly fixed, we simply write F for such. Further,

for any ¢ € N and Fy € F we denote its (i, j)-th entry as fl-(? €

Zp.

Theorem 4.6. RQFE (Fig. 2) is strongly compact (Definition 4.3).

Proof. Assuming that the groups description G and each element in Z,,, G, G2, Gt are of description
size poly()\), we count the size of mpk, hsky, and ct: |mpk|, |ct| = (n1 + n2) - poly(A), and |hske| =

ning - poly(A). Notably, they are of size independent of L.

Theorem 4.7. RQFE (Fig. 2) is correct (Definition 4.2).

Proof. Recall [s]; = [ZEG[L] Sg]l Jw), = [ZEE[L] wg} - For a user k € [L], its secret key is sk; =

[sTFit + ’ykwk]Q and its helper key hsk; = ({ZEG[L}\{k} s;Fit + kagL NE7APY Fk) User k € [L]

decrypts to

[Doly = o, | [sFFrt +yewe], + | D siFrt+ yewe

Ce[LI\{k} 9
= la]y Z siFit +ypwe| = [as"Fit + aypw| ¢,
LLe[L] 9
[Dilr = [ow]y [y = [avw]y
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Setup(1?, (F)eerry) KGen(crs, ¢) Enc(mpk, (x,¥))
G = (G1,G2,Gr,p,[1],,[1]y,-) < GGen(1*) sy S Zy's we <87y parse [s]; = ([s1]y,---, [Sn,)q)
for £ € [L] : vy <5 Zy for ke [L]: parse [t = ([ta]y, .-, [tno]2)
t s Z,? [dke ]y = [S}.Fkt + 'kadz parse (X,y) = (Z1,...,&ny, Y1,-- - » Yns)
return crs := (g-, (Fe)erey» (vela) ez » [t]z) pk, = ([55]1 s [wely ([dkf«k]Q)ke[L]\{e}) i/[iféLg(Z,,)
Ske = [dkg'g] Cl = o
Ager(crs, (Pk)eerr)) return (pk;skg) {Czt _ Ll]lih
sl =[S se], ol =[S we] | N
for ke [L]: Dec(sk;, = [K], , hsky, ct) [Cs.]y = [(M’I)T~ <a;z>]l Vi €[]
— Dol+ = [C1]; (K hi )
B, BT ()] e
[h’Q,k]Q = [’Wﬁ]Z n1 ng .
mpk i= (G, [s], . w] . [t,) Dl = 30351 (168, feasly) <= (000 (Coid) i (Ol )
hski = ([R1,k]y, [h2,k]y » Fi) i=1j=1 return ct
return (mpk, (sky) peqz)) return [Doly — [Di]y + [Dey
Figure 2: Weak RQFE construction.
ni na v
k B )
Dafr = 3318 (Iwasa ], [ (4] )
i=1 j=1 7/ 12
niy no
k k
= Z Z xzyjfl(d) - OéSitjfi(J) = [XTFky — aSTFkt]T s
i=1 j=1

hence yielding the desired output

[Dolt — [Dilt + [Da)t = [as'Fit + apw]; — [anw]r + X Fry — as'Fyt]; = [x'Fry] .
O
Theorem 4.8. RQFE (Fig. 2) is secure (Definition 4.4) in GGM.

Proof. We start with some notations and definitions for generic and symbolic bilinear group models.

Generic Bilinear Group Model. Our definitions for generic bilinear group model is adapted
from [BCFG17]. Let G = (G1,G2,Gr,p, (1] ,[1]5,) be a bilinear group setting, £1, Lo, L1 be lists
of group elements in G1, Gy, and Gt respectively. Let D be a distribution over L1, Lo, L. The
generic group model for a bilinear group setting G and a distribution D is described in Fig. 3.
In this model, the challenger first initialises the lists £1, Lo, L1 by sampling the group elements
according to D, and the adversary receives handles for the elements in the lists. For t € {1,2, T},
L[h] denotes the h-th element in the list £;. The handle to this element is simply the pair (t, k).
An adversary A running in the generic bilinear group model can apply group operations and the
bilinear map to the elements in the lists. To do this, 4 has to call the appropriate oracle specifying
handles for the input elements. A also gets access to the internal state variables of the challenger
via handles, and we assume that the equality queries are “free”, in the sense that they do not count
when measuring the computational complexity of A. For t € {1,2, T}, the challenger computes the
result of a query, say 0 € Gy, and stores it in the corresponding list as L¢[pos| = § where pos is its
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next empty position in Ly, and returns to A its (newly created) handle (t, pos). Handles are not
unique (i.e. the same group element may appear more than once in a list under different handles).
The equality test oracle in [BCFG17] is replaced with the zero-test oracle Zty(-) that, on input a
handle (t, h), returns 1 if £¢[h] = 0 and 0 otherwise only for the case t = T.

State: Lists L1, Lo, LT over G1, Go, GT respectively.
Initializations: Lists £, Lo, L1 sampled according to distribution D.

Oracles: The oracles provide black-box access to the group operations, the bilinear map, and
zero-tests.

vVt € {1,2, T}: Addi(hi, he) appends Li[hi] + Li[ha] to L and returns its handle (t,|L¢|).

vVt € {1,2, T}: Neg,(h) appends —L¢[h] and returns its handle (t,|Ly).

Map(hi, ha) appends [L1[h1]]; [L2[h2]], and returns its handle (T, |Lt]).

Ztt(h) returns 1 if L1[h] = 0 and 0 otherwise.

All oracles return 1 when given invalid indices.

Figure 3: GGM for bilinear group setting G = (G1, Gz, GT,p, [1];, [1]5, ) and distribution D.

Symbolic Bilinear Group Model. The symbolic bilinear group model (SGM) for a bilinear
group setting G and a distribution D gives to the adversary the same interface as the corresponding
generic group model (GGM), except that internally the challenger stores lists of elements from
the ring Zgy[x1, ..., x| instead of lists of group elements, where {x;}ren are indeterminates. The
oracles Addy(-, -), Neg,(-), Map(+, ), Zt7(:) compute addition, negation, multiplication, and zero tests
respectively in the ring. For our proof, we will work in the ring Z[x1, ..., x;]. Note that any element
® € Zg[x1,...,x;] can be represented as

k
D(xy,...,x) = chfo" with ¢ = (c1,...,c) € ZF
ezk =1

using {ne € Zg}eezr, Where ne = 0 for all but finite ¢ € Z*. Note that this expression is unique.
We now begin our proof for Theorem 4.8 below.

At a high level, the proof proceeds in a sequence of hybrids, where the first one (resp. the last
one) encrypts (x(@,y(@) € Zm+m2 (resp., (x(V,y(V) € Zn1+72). We will show that these hybrids
are statistically indistinguishable from each other.

W.lLo.g., the challenger C simulates all the generic bilinear group oracle queries for A. In
particular, C stores actual computed elements in the list £ based on its group type t € {1,2,T}.
Note that there is no element from Gt in our scheme. So w.l.o.g., we will explicitly specify only the
elements that C stores in £ or £Ly. However, the only way A can learn information in the GGM are
via calls to Ztt(-) by providing handles (T, %) to elements in L£1. Therefore, we will specify such
elements from Gt explicitly as and when needed in the proof. The handle to an actual element
stored in any of these lists are just a tuple (t, pos) specifying the group type t and its position in the
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table L¢. Since our scheme contains several variables, we will refrain from explicitly specifying the
handles to the actual elements for convenience. Further, when we move to the SGM, we will denote
any literal variable v as v and composite terms like vjvy (resp., Z—;) as viva (resp., X—;) to represent
an individual monomial in a (possibly multivariate) polynomial. For variables denoted with Greek
alphabets, say «, 3, y, we represent their corresponding formal variables as «, 3,y. Assume A issues

an arbitrary polynomial number Q,:(A) of Ztt(-) queries in each of these three hybrids.
Hybrid Hy: This is the game corresponding to bit 6 = 0 in the GGM which goes as follows.

e Setup phase: A declares the set of functions (Fy) ¢e(r) to be registered. The challenger
samples G = (G1, G2, G,p, (1], [1],,-) < GGen(1}) and initialises three tables £;[1] for
all t € {1,2, T} with the respective group generators [1]; , [1], and [1];. It then prepares
a tuple G’ = (p,{(t,1)}eq1,2}), where (t,1) represents the handle to these respective
generators. Simulating the generic group oracle, it prepares to returns the crs as follows:
L. For all £ € [L], it computes v, € Z, and also t € Z)? as in the real Setup algorithm.
Update L with the elements [y], for all £ € [L] and each entry from [t],. Set
crs = (G, (Fo)pepr) » {vedodeen) [t))-

2. Return to A a tuple crs’ that includes G’ along with the handles to all elements in
the same order as they are arranged in the crs above.

e Query phase: A issues its key queries and corruption queries.

e For a key query on ¢, if K[¢] = L, the challenger does the following:”
1. Sample s; < Zy*, wy € Zy.
2. Compute sk, and pky = ([s¢]; , [wel; , {[dkex]ybrezp (o) as in the real KGen.
3. Update £y with ([s¢]; , [we];). Recall for all k& € [L]\ {}, [dke ], has the following
structure:

[dkf,k]z = S}Fk [t]y + we [yel, -
Even given handles to sy and wy in G (from pk,) (along with the handles to t and

Y in Go from crs’), it is easy to see that A cannot compute a handle for dkgj in
G2 on its own. Thus the challenger adds [dkg ], to Lo for each k € [L] \ {£}.

4. Set K[l] = (pkj, pky,sk,), where pkj is a sequence of handles to all elements in the
same order as they are arranged in pk,.
Then it parses (pkj, pky, sky) from K[¢] and return pkj to A.
e For a corrupt query on ¢, the challenger returns sk, from K[{] = (pkj, pks,sk,) and
update the set of corrupt indices C' := C' U {¢}. Recall sk, has the following structure:

sky = sy F ¢ [t], + we [y, -
e Challenge phase: A specifies the following challenge information:
(pkév Skﬁ)ZG[L} ) (557 wf)[eM and ((X(O)a y(O))7 (X(l)a y(l))) € (ZZH_M)Q-

Check admissibility. Denote H = [L] \ M the set of indices whose keys are honestly
generated by the challenger. For each ¢ € [L], the challenger checks that:

"As mentioned earlier in Definition 4.4, we only allow A to one key-query per slot. Going ahead however, for a
more complete treatment, our analysis below in Table 1 and some of the later hybrids allows A to query multiple
keys per slot. We show this explictly with a counter ¢ € [Qx], where w.l.o.g., we assumed Q« as the maximum number
of key queries per slot.
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e For all ¢ € [L], pk, is either honestly generated by the challenger, or maliciously
generated by A but the key generation randomness is provided, i.e. it checks H C K.

e For all / € M whose key is maliciously generated, run (pkj, skj) < KGen(crs, £; s, wy)
using the provided randomness ry and check that pk, = pkj.

e For all £ € C'U M, it holds that (x(9)TF,y(©® = (x()TFyM).
It aborts if any of the above is false.

Key aggregation. The challenger runs

(mpk, (hskk)re(z)) < Ager (crs, {pki, ..., pk;}), where

mpk = (G, [s], , [w], , [t],), and hsky, = ([zfem\{k} cu%,g}2 : mb,Fk) for all k € [L).

Since Aggr is deterministic, A is able to compute (mpk, (hSkg)ge[L]) on its own. In the
GGM, A computes handles for the elements in mpk and (hskg)¢c(r). To this end, it queries
the appropriate group oracles iteratively as per the Aggr algorithm to generate the tuples
mpk’ and each hsky as sequences of handles to all elements (except ¢ and for the ones
it already had from before) in the same order as arranged in mpk and each hsk, for all
¢ e [L].

Compute challenge ciphertext. The challenger does the following:

1. Generate ct* < Enc(mpk, (X(O),y(o))) where ct* = ([01]1 ,[Caly {[03,i]1}i€[n1]7 {[C4,j]2}ie[n21).
2. Recall [C1]; = [a];,[C2); = [oaw]; € Gi. Accordingly, update £, with [a], and
[aw];.

3. Parse the message as (X(O), y(o)) = (mgo)’ e ,x,(?l), ygo)’ R yg;)) and

sl = (Tsadys oo fsmdy) 0 [ty = ([talys s [Enala) -

4. Recall that the elements [C3;]; € G and [C3;]; € G2 have the following structure:
(M )T 1’@('0) _ | L [fd -y, %(0)
asi ) |, Am \—b a asi | |,
L - 16
—1i) ], ¢ d —1i) 1,

a b
d

Accordingly, update £1 with { [AK/II (dl‘go) — casiﬂ L [AK/II (—b:v(o) + aozsi)] 1} ]
cny

7

Vi € [nl], [C3,i]1 =

Vj € [n2],  [Cayly

where Ang = (ad — be) denotes the determinant of M = ) — GLo(Zy).

and Lo with {[ay]@) _ btj] . [cy](p) - dtj] 2}j€[n2] in order. The challenger outputs

ct*’ to A that includes the handles to elements in ct* arranged in the same order as
described above.

e Output phase: A outputs a bit b’ € {0,1}.
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Hybrid #H;: In this hybrid, fix M at the outset of the experiment and replaces the generator
(1], € G with [Am];. Accordingly, this changes all the elements in the scheme that are
generated in G;. In particular, the elements that mainly change in the actual scheme are as
follows:

1. The handle to [1]; in crs’ points to [Am];-

2. For all ¢ € [L], ([s¢] , [we]y) € pky changes to ([Amse]; , [Amwe],).

3. The modified mpk = (G, [Ams]; , [Amw], , [t]y), where s = S5 sp = (51, ., 80,), w0 =
25:1 We-

4. Finally, the modified ciphertext elements are:

—C ;1;(0)
[Ci]y = [Ama], ,  [Co, = [Amaw], ,  [Csily = [(—db > . < Z >]

a as;

The rest of the experiment remains the same as Ho. Note that a, b, c,d < Z, were sampled
randomly. Thus, the above change amounts to a shift in H;’s output distribution only by
a statistical distance of at most % (obtained from Pr[Ang = 0]), which is negligible. Hence,
H(] g 7‘[1.

For ease of presentation, in Table 1 we show all unit and composite terms generated in the
scheme itself, and stored in the respective lists.

Hybrid Hs: In this hybrid, the challenger moves partially to the SGM. Namely, the interaction
with A remains the same as in Hp, except that now the challenger stores formal variables
instead of the actual elements in the respective lists £ for all t € {1,2, T}. Thus, all the
handles that A receives refer to multivariate polynomials from the following ring;:

(= Zp [{YE}ZE[L]a (t17 s ’tnz)v {(Sg,b s Si,nl)}ZEH,ce[Qk]a {W2}€€H7CE[Qk]7 x,a,b,c, d] .

Concretely, A gets handles to formal polynomials (from the scheme) from L for each t €
{1,2}, where:

1. £y = L5 U L5 U LS, where
(a) L§* = {(ad —bc)},

k c
(b) £k = { ((ad ~be) s, ..., (ad — be) szm) , (ad — b) Wg}ce[Qk]jeH’ and

(c) L5 = {(ad — b0, (ad —be) (e + -+ ap), { (a0 — casi) (—be” + aasi) | el 1}'
eny

2. Lo = LU LY UL, where
(a) £(2:rs - {17 {y@}ge[[/} ) <t17 <o 7tn2)}7

k k
(b) £2ey = { (SZl? ey SZTH) Fk(tl, e 7tn2)T + ka% = ‘kag + Zzlzll ;Lil fi(7j)s§,itj}C€[Qk]7éeH'

ke[L]\{¢}
(c) LS = {(ayj(o) - bcxtj) , (cy](.o) - doctj) }je[ng]'
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£1 £2

crs ‘AM:ad—bc‘

oy | [ (2wt =[(0d = bl {\ Fulsi ) + i \}

c€lQul ‘A ‘ ‘ —— (e H ke[L]\{¢},c€[Qi]

MWy | =|ad — bC)wy c

tet.celQd (for {dkfﬁk}EeH,ke[Ll\{E},ce[Qk})
(ad — be)a| (for Cy)

a ©) _ bt;

’(ad—bc)a(wl +-~+wL)‘ (for Cy) , Y; J
ct* (fOl" C4,j,j (S [ng])

(fOI‘ Cg)i,i € [nl])

—bxz(»o) + aas;

1€[n1]

Table 1: The above table shows all terms from the scheme for which handles are stored in the
respective lists £1 and L£o. Assume A issues some arbitrary polynomial number, Qy, of key queries
in the pre-challenge query phase (some of which may be corrupted). The table lists all the terms
for each of these honestly sampled keys {pk,}.c[q,] received by A in the second row. Hence, these
terms are also indexed with superscripts for the key query count ¢ € [Qy] (along with the slot index,
say ¢ € H, whose keys are honestly generated by the experiment). The terms corresponding to mpk
and hsk; are not shown, since their handles are publicly computable by A using the group oracles.
Note that such terms correspond to keys for all the registered L slots, all of which (except at least
one) may possibly be corrupted or maliciously generated. Hence, the individual variables in each
of those terms in mpk and hsk; are independent of the counter variable ¢ € [Qy] respectively. The
third row corresponds to the elements stored in the respective lists available from the challenge
ciphertext ct*.

However, when A issues any zero-test query via Ztt oracle, the challenger replaces the formal
variables with their corresponding elements from Z,. In this case, if the variable is not
assigned a value in Z,, it samples the corresponding value from the same distribution as
it did in H; (except the elements in the functions {Fj}icz)\ ¢y and the challenge message
(X(O), y(o)) which are either fixed coefficients or constants in these polynomials). However,
once a value is assigned to a variable, it is fixed throughout the rest of Hy. We show in
Lemma 4.9 that H1 = Hs.

Given the tuple P = (L1, L9, L7), we define the closure C(L1) = LT U{V; -V, | VW] €
L1,Vy € L9}, Basically, it is the set of (handles of) all multivariate polynomials from ¢
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with variables representing elements in Gt that A4 can compute querying Map on the handles
it received for elements in L£q,Ls. We estimate the size of C(Ly). By definition, we have
|C(LT)| = |L1| + |L1] - |L2] = |L1] - |L2] (as |[L1| = 0 in our scheme).

o] = e+ |28 + [
1+{(n+1)- Q- |H|}+(2n1+2)=(n1+1) Q- |H|+2n1 + 3, and
5 + | e8| + |5
< (I+L+mn)+{(L—=1)-Qu-|H|}+2ny=(L—1)-Qx-|H|+ L+ 3ns

IA

| L2

For brevity, we do not state C(Ly) explicitly with all possible cross combinations of the terms
from L1, L. But by inspection, we can see that the maximal total degree of a term in C(Ly)
is d = 6. In particular, these corresponding terms are as follows:

1. |(ad — bc)ow - (ykwe? + 20 202 fi(,l;)sl?,itjﬂ.r for any ¢ € H,k € [L]\ {¢},c € [Q«l,
2. [(ad —bc)aw - (—bt;)] and [(ad — bc)aw - (—dt;)]; for any j € [na],

where w = ZEE[L] wy corresponds to sum of the terms wy from the actual aggregated keys.
Further, any handle submitted by A to the Ztt oracle during its interaction refers to a
polynomial ® € ( as

¢ ({‘YK}KE[L]a (tla s ,th), {(32,17 R Sg,n1)}€EH,c€[Qk]a {WE}EEH,CG[QQ» ®,a,b,c, d) = Z 77@@7
9eC(Lr)

where the coefficients {ng € Zp}@eC( £+) can be computed efficiently. Note that all the terms
in C(L7) are distinct, so the coefficients ng are unique.

Hybrid Hs: In this hybrid, all queries to Ztt oracle are answered using formal variables. Namely,
the challenger returns 1 for any Ztt query on a handle to some polynomial ® € ¢ (with fixed
elements from {Fy}er)\ ¢y Or (xO), y©)), if:

o ({YE}KE[L]ﬂ (t17 S ,th), {(Szl, B Sg,nl)}feH,ce[Qk]ﬂ {WE}KGH,CE[Qk% x,a,b,c, d) =0
We show in Lemma 4.10 that Ho ~5 Hs.

Hybrid #4: In this hybrid, we switch the encryption of (x(?), y(©) to (x(1), y(1)). This is the game
corresponding to bit b = 1 in the SGM. We show in Lemma 4.11 that H3 ~s H4.

Hybrid Hs: In this hybrid, the challenger moves from the SGM to GGM. Hence, we have H4 ~¢ Hs
with a proof similar to that of Lemmas 4.9 and 4.10, but in the reverse order.

Hybrid Hg: Scale everything back by AK/} like Hg. This is the game corresponding to bit b = 1
in the GGM. Following a similar transition from Hg to H1, but in the reverse order, we have
7‘[5 g 7‘[6.

Lemma 4.9. H; and Hs are perfectly indistinguishable.
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Proof. Note that A sees the same handles in both ;1 and Hs. So it can notice a difference between
the hybrids only if some zero-test query via the Ztt oracle is answered differently. However, these
zero-test queries are answered using values sampled from the same distribution in both the hybrids.
Thus A’s view remains the same in both the hybrids. O

Lemma 4.10. H, and Hj3 are statistisally indistinguishable.

Proof. Ho and Hs differs only when A submits a handle for some ® € ( satisfying

® ({edeerr), (b1s - tng)s {(8515 - 5 86 0y ) Yeeceiouy (WG ee ce@uy @5 @, b, ¢,d) = 0, and
P ({YZ}ZE[L]a (t17 v 7tn2)7 {(Sg,p teey Sg,nl)}EEH,CE[QkP {WE}ZGH,CG[Qk]J x,a,b,c, d) 7& 0

to the Ztt oracle. Denote this event as Eg 3. It suffices to bound the probability of Ea 3 occurring
in Ha(\). For this, recall the maximal total degree of any polynomial ® € ¢ that could be formed
by linear combinations of the terms in C(Lt) is d = 6 (see Items 1 and 2 on the preceding page).
Further, note that all the variables in all such polynomials are answered with independent and
uniformly random values from Z, in Hy. Thus, by Schwartz-Zippel lemma, we have Pr[E; 3] < %
As A issues Qz(\) many Ztt queries, a union bound implies that A can distinguish the two hybrids

with probability at most %jo‘). Thus, Ho ~5 Hs. ]

Lemma 4.11. H3 and H, are statistically indistinguishable, given (x(0)TF,y(® = (x(V)TF,y(1)
for all k € C'U M.

Proof. In both hybrids H3 and H4, A interacts with C in the SGM. In particular, all elements
from G1,Go and Gt are treated symbolically and indexed by their discrete logarithms. The
only information that A can learn in the SGM is by querying the Ztt oracle. Note that the
only change from Hs to H4 is in the challenge ciphertext components. Hence, w.l.o.g., we fo-
cus mainly only on successful queries to the Ztt oracle related to the coefficients of the cipher-
text elements where the challenge message is embedded. Recall the challenge ciphertext ct* =

(IC1]y, [Caly - {[Cs.], ey {[Cajla}jelna)) for the message (xP),y#), 8 € {0,1}:

)] )
* dx,”” — cxs; ay:’ —bt;
ct* = | [(ad — bc)al; , [(ad — be)aw]; , { [(bx(m n aas.)] } 5 { [(C 18 7 dt]->] }
7 ? 1 ie[m] y] J 2 jG[’rLQ]

where M = <Z Z) < GL3(Zp). The matrix M occurs only in the terms {[Cy ], }je[n,] and M~

only in the elements {[C3 ], }icn,] of ct*. We therefore first show that the only way to annihilate
terms related to a, b, c,d (i.e. the matrices M and M™!) is to pair the elements [Cs;], with [Cy;],.
For this, let us define:

[C;MH = ([dx(ﬂ) _ cocsl} g [—bxgﬂ) + acxsz} 1) = ([cz(,,lz)] L [Cgﬂ 1)
[ay](.ﬁ) - btj} 2’ [cy](-ﬁ) B dt]} 2) = ([c‘(*lj)] 2’ [C‘(EJ)}

Claim 4.12. For all i € [n1],j € [n2],z € [2], the coefficients of the terms {CZJ)»L that are not

paired with matching terms [ci(fi) } ) must be equal to 0.
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Proof. Recall the lists from Items 1 and 2 on page 18. The only symbolic terms that A can access
in £y, apart from the terms in [C3;], are:

1. [ad — bc];.

N

([(ad — bc)sl?’l] IRREE [(ad - bC)SZm} 1) and [(ad — bc)wy], for all ¢ € [Q;] and £ € H.

3. [(ad — bec)«];.

4. [(ad — bec)awl;.

5. Any arbitrary linear combination among the above items (and possibly with [célz) } . or [Cng) ] 1).

Observe that Items 1 to 4 above all provide linearly independent terms symbolically. In particular,
they do not cancel out internally as well as with each other. We will now establish that they cannot
cancel even when A uses the Map oracle to form products with the terms in [Cy ], € £5. Below we
inspect all possible pairings of the terms in [Cy j], and show that they have linearly independent

symbolic terms that cannot be cancelled out, so long as we forbid the correct terms [C3;]; € £1 in

the pairing. In other words, we focus on the polynomial [(ad — be) - (xgﬁ)y](-ﬁ) — ocsitj>] , which is

present only in the terms representing a correctly formed pairing ([cgll) ] . [cé(lﬂ ) + [C:%) } ) [cé(lﬂ 2)

between [C3;], and [Cyj],. We divide the inspection in three cases.

Case 1 — [01(113)}2 is paired with terms from Items 1 to 4: In this case, we pair [05113)}2 with

any term that is not in [Cg],.
1. [ad — bc], [CS}L: Here we have unique terms a’d, —abc, —abdt; and bct;.
2. {(ad— bc)sZiL [cS}L: Here we have unique terms a2ds2i, —abcsj,;, —abdsj;t; and
b2cs§’itj.
3. [(ad — be)wfl [04(11])} K Here we have unique terms adw$, —abcw§, —abdw(t; and bZcwSt;.
4. [(ad —bec)al, [CSJ)L: Here we have unique terms a?da, —abca, —abdoct; and b?cat;.

5. [(ad — bc)aw], {cz(llj)} : Here we have unique terms a?dow, —abcaw, —abdact jw and b?coct jw.
7 ]2

6. [Cgﬂ [Ciﬂ : Here we have unique terms ad, —bdt;, —acas; and bcas;t;. Note that
this isl the ofle that we exclude, but we must still need to make sure that it does not
cancel out with the other pairings from Items 1 to 5 above. Due to the absence of degree
2 “literals” (like a or b?) and the presence of unique combinations of «, s; and tj, these
monomials cannot be cancelled by any of the terms generated above.

Case 2 — [cf])}? is paired with terms from Items 1 to 4: In this case, we pair [cf])}? with

any term that is not in [Cg;];.

1. [ad — bc], [cfj)-] : Here we have unique terms acd, —ad®t;, —bc? and bcdt;.
]2
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N

2 .
(ad — bc)s;fﬂ}l [0517}}2: Here we have unique terms acdsl‘?ﬂ», —adQSZitj, —bCQSZi and

bcdsy;t;.
3. [(ad — be)wfl [cfj)} : Here we have unique terms acdw(, —ad*wit;, —bc?w§ and bedwit;.
P

4. [(ad — bc)aly [cf}h: Here we have unique terms acde, —ad?ot;, —bc?a and bedat;.

5. [(ad — bc)aw], [cfj)} : Here we have unique terms acdow, —ad?act jw, —bc?oow and bedoct jw.
7 ]2
6. [cgﬂ [Cfﬂ : Here we have unique terms acas;, —adas;tj, —bc and bdt;. Similar to
tli L]

case 1, though we exclude this, we must still need to make sure that it does not cancel
out with the other pairings from Items 1 to 5 on the previous page in case 1 and Items 1
to 5 on pages 22-23 in this case above. Due to the absence of degree 2 “literals” (like c?
or d?) and the presence of unique combinations of «, s; and t j, these monomials cannot
be cancelled by any of the terms generated above.

Dl . . 2 . .. . .
Case 3 — [Ci;} is paired with [C:(; Z) } or vice-versa: This is a simpler case, where we consider
12 1

pairing the terms in [C3;]; and [Cy],, but in the wrong order.
1. [Ci@} [cilj)-L: Here we have unique terms —ab, thj, a’as; and —abas;t;.
b l i
2. [célz)} [cfﬂ : Here we have unique terms cd, —d2tj, —c?as; and cdas;t;.
REE AR D)

These terms are again linearly independent symbolically from all the elements resulting from

pairing the terms different than [cilj)] ) and [chZ) ] .

Because of symbolic linear independence, any arbitrary linear combination of the above terms
cannot cancel each other, unless all their coefficients are identically 0. This proves Claim 4.12. [

We now note that upon pairing any arbitrarily scaled terms [1;Cy ], with [7;C3;]; for some
7i,mj € Zyp and further combining them linearly with more arbitrary scalars, say 0;; € Z,, any
adversary can get access to the following polynomial in Lt:

3 e (], e, ¢ [l [rel],)

i€nq]
J€[n2]

= Z 0; iminj ([77201(31)} . {773'02])}2 + [mci(’uzz)]l [njcfj)']g)

1€[n1]
J€[n2]

=S b {(ad — be) (xgﬁ)y](.ﬁ) _ (xsit])}

ie[nﬂ
J€Eln2]

= Z {xz@ -1;,5(ad — be) - yj(-ﬁ) — ;- (ad — bc)(xsitj} ,
iE[nﬂ
Jj€lne]

where T]Z'J‘ = 07;7]'771'773‘
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Recall s; as the symbolic term for s; = »_, . s¢; where H is the set of honestly sampled keys

(all of which, except one, may be corrupt).® As there exists one honest, registered party, we have

s; # 0,Vi € [n1]. For A to obtain information about a;z(-ﬁ ) and yj(/B ) for any ¢, j, it must annihilate

the term involving (ad — bc)as;t; in the above expression. Hence, it is enough to consider Zty
queries of the form

Q+ Z {—Ui,j - (ad — bc)ocsitj} =0, for some (2 € (. (1)

iG[nﬂ,jE[’RQ]

We now show structural properties of {2 €  required to make Eq. (1) a successful Ztt query.

Claim 4.13. For any k € [L],¢ € H\ {k}, fix the polynomial Ay} € E;ey (from Item 2 on page 18)
such that

k
Ag7k = (Sg,l,...,ngl)Fk(tl,...,tn2)T—|—’yng = YiWwy + Z fi(,j)sé,itj-
i€[n1],5€[n2]

Then the polynomial 2 in Eq. (1) is of the form Z €k (ad —be)a- (A — viwy) for & o € Zy,.

keCUM
leH

Proof. We first note that the polynomial €2 € C is of the form

Q= Z &c,g . (ad - bC)O( . A&k + Py, - (ad — bC)(XW “Yk (2)
ke[L]te H\{k}

for ¢y, € Zyp, where w =3,y we. Eq. (2) follows from the observations below:

1. One way A can attempt to nullify information about the monomials 7; ; - (ad — bc)as;t;
in Eq. (1) is by querying the oracle Map on handles for (appropriately scaled) [t;], € L

(available from crs) along with the same for either [cgﬂl = [(dﬂzgﬂ ) _ Casi)L € Ly or

[cz(fl)} = {(—bxg'g ) 4 aocsiﬂ L€ Ly (available from ct*). However, by inspection, we see that
(8) (8)

these create new linearly independent monomials dt;x; ;7 € Lt that cannot

be cancelled with other terms.

€ L1 or —bt;x

2. The other (potentially more useful) way to annihilate 7; j-(ad — bc)as;t; in Eq. (1) is to query
the Map oracle on (appropriately scaled) handles for [(ad — bc)«]; € £ and that of [Ay ], €
Ly. Invoking this pairing operation also leads to the extra monomials [(ad — bc)x - yrwyl €
Lt. By inspection, we see that these extra monomials can be cancelled out only by querying
the oracle Map again on the (appropriately scaled) handles for [yy], € L2 (available from crs)
with that of [(ad — bc)aw]; € £; (available from ct*). This leads to Eq. (2) above with the
scaling factors & ¢, Y € Zp.

Below, we analyse further structural properties of the scalars &, and ¢, in Eq. (2).

8W.lLo.g., the coordinates of only the honestly sampled vectors s, are considered, as A knows all other s, for

{e MC.
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1. ¢ = —&ke, Yk € [L], £ € H \ {k}: First observe that for any fixed k € [L], we have

k- (ad — be)oar - vy, = (ad — be)aryy - Ppw = (ad — be)oeyy - Y | g 3)
leH

Recall from the prior discussion that the sum of extra monomials » ke[L],ee B\ {k} &ke-(ad — be)xypwy

needs to be nullified by Zke[L} Y - (ad —bc)aw - yg. This is mainly because the terms
(ad — bec)aygw, do not appear anywhere else. Now note that for a fixed choice of k, ¢, the
term (ad — bc)oygwy defines linearly independent monomials. Therefore, from Eq. (3) it must
hold that

(ad — be)ayy Z Yy = — Z &ke(ad —be)xywe = (ad — be)oryy Z — & 0wp.
teH teH\{k} te H\{k}
This implies that 1y, = —& 0, Vk € [L],¢ € H\ {k}.
2. Y =&k =0,Vk € H\ C: First note that for any k € H \ C (i.e. an index k whose keys are
sampled honestly by the challenger and who is not corrupt by A), we have

Yy - (ad — be)ayrw = ¥y - (ad — be)aypwy + ¥ - (ad — be)oygwzy, where wyy, = Z Wy,
teH\{k}
By inspection, note that A cannot obtain the unique monomial (ad — bc)axygwy from the
handles to its available elements for all k € H\C'. Particularly, it has access only to the handles
for elements [yx], € L2, [(ad —bc)]; , [(ad — bc)a], , [(ad — be)aw]; € L1 and [(ad — be)wy], €
L1,Vk € H\ C. This implies that ¢, = 0,Vk € H\ C. As a direct consequence, we also have
&y =0,Vke H\C.
The above analysis implies that the only non-zero coefficients £, in Eq. (2) are for the terms
(Aek — YiWe) = D icny) fi(7§)347itj, where k € C UM and ¢ € H. This proves Claim 4.13. O
j€[ne]
Claim 4.13 establishes the structural form of € for Eq. (1) to be a successful Ztt query. Plugging
in the value of Ay in the expression for  in Claim 4.13, we get

Q= Z £M ad bC Z fZ] Sty = ad bC Z Z & gflj Seit; (4)

keCuM 1€[n1] i€[n1] keCUM
leH j€lna) j€na) teH

Recall that the purpose of 2 in Eq. (1) was to cancel out the term involving (ad — bc)as;t;. In the
following and final claim, we establish the relation between coefficients 7; ; and &, from Eqgs. (1)
and (2) respectively.

) k
Claim 4.14. n; ; = Z fk,ffi(,j)'
keCUuM

Proof. Plugging in Q from Eq. (4) to Eq. (1), we have:
(ad — bec)x Z Z ékffw seitj + Z { i, - (ad — be) ocstJ}—O

i€[n1] keCUM i€[n1]
jelne] teH j€lna]
= Z Nij - sity = Z Z §k7gfl.(’];)s£7itj [as (ad — bc)x is not identically 0]
i€n] i€[n1] keCUM
j€[na) jeng) feH
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Above, each monomial s;t; are linearly independent. Thus, we have:

Mij - ity = E §k’gfi(7j)smtj = 1,8 = E fufi(’j)se,i [as t; is not identically 0]
keCUM keCUM
leH teH

Plugging in s; = ),z s¢,; above, we further get:

Zni,j "8y = Z ( Z Sk,éfi(f;)> St; — Z Sei (m,j - Z €k,£f,-(f;)> =0

{eH leH \keCuM leH keCuM

Again, since each sy ; is linearly independent and there exists at least one registered, uncorrupted

party, we have 1, ; = >, coun fk,ffi(,];) as desired. O

Claim 4.14 shows that any successful Ztt query in Hs3 will also be so in H4. Recall that for any
slot k € C UM we have (x(O)TF,y©® = (x())TF,y(1). This, along with Claim 4.14, implies the
following:

> xEO)-m,j(ad—bc)‘yg(-O) = (ad—bc) Y xz('O)'( 2 gklfi(’];)> .yj(p)
]

i€[n1],j€[n2) i€[n1],j€n2 keCUM
= (ad — bc) Z &kt Z fi(vl;)xl(o)yj(.o)
keCUM icina] jelna)
= (ad —Dbc) Z &c,g(x(o))TFky(o)
keCuM
= (ad —bc) Z Skj(x(l))TFky(l)
keCuM

= > oV mylaa—ve)-y)

iG[nﬂ,jG[nQ}

Thus, switching 8 =0 (in Hs) to 8 =1 (in H4) does not yield any distinguishing advantage for A.
Hence, Hs ~4 H4. O

This ends the proof of Theorem 4.8. O

4.3 RFE for Linear Functions

Let n, L € poly(\). For any (G1, G2, Gr,p, [1];,[1],,) output by GGen(1), we construct in Fig. 4
an RFE for the message space M = Zj, the class of linear functions F being

{(f : Z;‘ = [Zply, f(x) = [XTy modp}.l.) [y € Zg},

and (an upper bound of) L number of users. Since any f € F, f(x) — [x"y mod p]T is fully
described by y, Gt and p whereas G, p are publicly fixed, we simply write y for such. We remark
that the scheme can be trivially extended to one support the function class mapping to x*y mod p,
i.e. in plain instead of as target group element, with appropriate bound B on the image space, by
letting the decryption algorithm solving for the discrete log solution.
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Setup(1*)

KGen(crs, £) Aggr(crs, (pky, YZ)ze[L])

G = (G1,G2,Gr,p, (1], [1],,7) < GGen(1*) sk, = v S Z! for k€ [L]:

for ¢ € [L]

return crs == <

YW S 2y T <8 Ly

w [ho,k]y = [ril,

pke = ([vely s (revel)ersyo)

G (Wl geiny - (Irel2) ey ) return (pk;, sk,) sty = [k Seeqin o (9F + VB,

([rewels)y, (€[L],k#L
T hl,] = [r> Wy
Enc(mpk,x € Z7) [ 21]6}2 [ e 2]2

Dec(sky, hskg, ct) sesZ, mpk = ([EZE[L] (W + V})yg] E [quL] w;f] 1)
[do]y = [e1] [holy = [coly [l [coly = [s], hski := ([ho]y » [hakly s [hD],)
[di]7 = [col; [hol, Viyk 1o e T, T return (mpk, (sk;,) )
ey =[5 e (WE + Dy » (ski)kepy
(], =[], o, — [eo], [B2], [ T] [ D eern) (Wi w)w]l kelL
return [dg].r -vi — ([do]t — [di]y) [02}1 = [5 2 relr) wi + XT} )

return ct == ([00]1 Jlelys [Cg} 1)

Figure 4: RLFE construction.

Theorem 4.15. RLFE (Fig. 4) is strongly compact (Definition 4.3).

Proof. Assuming that the groups description G and each element in Z,,, G1, G2, Gt are of description
size poly()\), we count the size of mpk, hsky, and ct: |mpk|, |hskg|, |ct| = n - poly(A). Notably, they
are of size independent of L. O

Theorem 4.16. RLFE (Fig. 4) is correct (Definition 4.2).

Proof. Observe that for any decryptor k € [L],

[dO]T

SZ(WE+V})YE [rely = sy |7 Z (Wi +vi)ye

| €[] 1 Le[L\{k} 2
st Y (Wi v)ye|l — st D> (Wi vye| = [sre(Wh+ Vi)Y
te(r) T ee[L\{k} T

sly [1k]y ViVE = [Srkvzyk]w

sZWE%—xT 7k)e — 81 |7k Z w,

| ¢e(L] 1 Ce[L\{k} 2
ST Z w, +rExt | — | s7y Z wi | = [srewg +rexT]
Le[L] T Le[L\{k} T

Therefore decryption outputs

[dg].r vk — ([do]y — [di]y) = [srsz + rkxT]T YR — ([srk(wi + vi)yk].r - [srkviyk].r)

as desired.

= [Srsz}’k + TkXTYk]T - [STkak}T = [TkXTYk]T )

Our security proof relies on the following assumption.
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Assumption 4.17. Let (G1, G, GT,p,[1];,[1]y) < GGen(1*). It holds that for any PPT A

el (s G el (il [s rerm o], ) =1

< negl(A),
— Pr[A(Is], (aely s Ireda)eqry - (rradda)g ey [ ) = 1]

where s,u, ap, 7y <$ Zjy for all £ € [L].

The above can be seen as a g-type variant (where ¢ = L) of the DDH assumption generalised

into the bilinear group setting: Removing all elements in Go, the statement is implied by DDH
(over G1) which says that [s]; [a¢]; ~. $ for any ¢ € [L].
Remark 4.18. In Assumption 4.17, it is important that [s 2 el ag} | sums over all ¢ € [L] instead
of any subset S C [L]. Otherwise, picking any k ¢ S, one can distinguish [s Y res ad , from random
via the pairing equation [s",cgar], [rr]y L > es 8] rkagly. With [s > rell] ag] . instead, since
[rrag), for any k € [L] is not given out, the same attack does not apply.

In Appendix B, we prove that Assumption 4.17 holds in the generic group model.

Theorem 4.19. RLFE (Fig. 4) is selectively secure with static corruption (Definition 4.4) under
Assumption 4.17.

Proof. We define the following hybrids:

e Hpo: This is same as the selective-security experiment for b € {0,1}, i.e. the distribution as
in Fig. 4 encrypting x;.

o Hj1: Same as Hyp 1, except that we compute [cg] L as [tx"{ +(1—t)x5+s Zee[L] k}Z} X where
(x0,x1) are the challenge messages from the adversary interacting with the experiment, ¢, s €

Zy and kg € Z'~* are uniformly random, and Z € Z!'~'*" independent of b (defined below).

Notice that Ho1 = Hi,1, since the distribution of all terms in [c]] ,» hence also [c]] ,» are indepen-
dent of b. We show in the remaining that Hy o ~. Hp1 under Assumption 4.17, which completes
the proof.

Suppose there exists a PPT A that distinguishes Hy ¢ and Hjp; with non-negligible probability.
We construction a PPT B against Assumption 4.17.

On input a problem instance <[s]1 , ([ae)y [rg]Q)ée[L] , ([rkagb)k’[em’k# , [uh) where [u] is either
[s Zee[ I ag} ) or uniformly random, B proceeds as follows:
e Receive the pair of challenge messages (xo,x1) and the set of corrupt users C' C [L] from A.

e Let X = x1 — X0, let B := (X | Z) a basis of Zj, where Z is arbitrary basis of the kernel space
A N
x— of x.

e Sample random ky +— Z7~! for all £ € [L].

e Pass crs to A which is simulated as follows:
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— For each ¢ € [L], fetch [a,]; and ([T’fb)ke[L]\{e} from input and let
(wely =(ladly | [ki],)B™, [rewi], = ([readly | [relo kg)B™ for all k € [L]\ {¢}.

— Let crs == (G, {[Wel }eepn), {lreaYeerny {lrewelo i ecn) pote) -

e For key query on user ¢ € [L], if K[¢] = L, same keys as follows:

— If £ € [L] \ C is not corrupt: Sample random d; « Zjy, fetch [as]; and ([ka)ke[L]\{e}

from input, and compute pk, := ([v}],, [rev}],) as

[Vﬂ 1= [dﬂ1 - [(adk})]l B, [Tkvﬂg = [rly d? — ([ready | [rel, k})Bil-

n

— If £ € C is corrupt: Sample random v, € Zy,

pke == ([v],, [rxvi],) and sk, == vy.

fetch ([Tk]Q)ke[L}\{e} from input, let

Write the above to K[¢] and answer accordingly.

e Receive the message (xo,X1), the registrations (pk,,y¢),cz), and randomness (ve),c,, for
malicious parties from A. Verify that (1) [L]\ M C K, 525 for each ¢ € M it holds that
pk, = ([V}] n [rkvg] 2) for v; provided by A, and (3) for all ¢ € CUM it holds that xJy = x]y.
If all checks pass, let sk, = vy for the malicious ¢ € M, and simulate the challenge ciphertext
ct* as follows:

— For each ¢ € C U M, write y, = B <5(1)> where y, € ngl (which is possible since
J4

Xpye = X1ye, equivalently y, € x1).

— Fetch [s]; and [u]; from input, let ct* := ([co]; , [c1]; , [c2];) Where [co]; = [s]; and

ey =l Y divetlsh Y. <5+ vive, [eb], = [ [y |l D0 KE ) BT+ [x),
Le[LI\CUM LeCuM Le(L]

e Pass ct* to A and return whatever A returns.

We analyse the outputs of B. First, notice that the simulated outputs can be expressed as
setting

w; = (ag | k})B™!  forall £ € [L]
vi=d} —(a | k})B™' forall /e [L]\ (CUM),

then computing all components except [c2]; in the same way as in the scheme. In more details,
using the above two equations, the outputs can be expressed as

crs : [Tkwﬂ2 = [Tk(ag | kg)B_l]2 = ([rraes | [rk]gkz)B_l,
pkp, £ € [LI\N (CUM) = [revi], = [ri(d] — (ar | k7)B™Y], =[]y df — ([readly | [rel, ki)B™!
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and for the challenge ciphertext ct*,

ey = sl >, diye+Ish (Ki§e +viye)
Le[L\(CUM) Le(CuUM)

= [s), > (Vi+(al kDB Nye+[sl, > ((adk})B ye+viye)
Le[L\(CUM) Le(CUM)

= s> ((@k)B™ +vDye| =[5> (Wi +v))ye
Le[L] 1 Le(L] 1

where the second term in the second equality is due to kjy, = (a;/k};)B~'B <$E) > = (as/k})Bly,.
¢

Since (ar)geqr) > (Ke) geqr) and (de) e o are all uniformly random, so are (We) e () and (Ve) ez o
The keys (pky,sky) for the corrupt users £ € C' are computed honestly. Therefore, all components
of the simulated crs, pky,sk, as well as [co]; , [c1]; in ct* are distributed same as in the scheme.

Finally we inspect [c3],. Suppose [u]; = [s > relr] ag} X then

(3], =[5> a

Ce[L] 1

[s]; Z kKl | B™' + [Xg]l = |s Z (akKH)B ' +x1| = |s Z w; + X,
Le[L] Le(L] 1 Le(L] 1

which is exactly the ciphertext component encrypting x; as in the real scheme, or Hy . Else if [u],
=T

is uniform, then write B~ = (XZ)’ and we have

(3], = | fuly |l D7 | BT 4[], = [ux + s 3 KIZ 45 + b(x] — x7)

Le(L] Le(L] 1
Now observe xT = XT(x | Z) (XT> = (|%|I* | x72) <XT> = ||%]|*’%" 4+ X"ZZ, where ||%|| denotes the
Z Z :/0-/’
Lo-norm of X. Equivalently XT = ¢xT = ¢(xT — xT) where ¢ := ||%| 2. Hence
3], = |uc(x] —x3) +x0+b(x] —x0) +5 > _KZ| = |[tx]+(1—t)x5+s > KZ| |
Le[L)] 1 Le[L] 1

where ¢ := uc + b is uniform over Z,, since u is uniform and ¢ # 0 (since w.l.o.g. x # 0). Therefore
[c3], is distributed same as in Hj,;.”

We conclude that B perfectly simulates Hy if the input [u], = [s Zée[ I ag} v and perfectly

simulates Hp if [u]; is uniformly random. The proof is completed. O

For any malicious user £ € M, decrypting [c}], in this case correctly yields xgy, = X1y, since (x] — xp)ye =
Zy. =0 and cly, = (x(T) +t(x] —x3) + SZZE[L] kii) Ve = Xgye.
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5 Registered Traitor-Tracing

Traitor-tracing [CFN94] is a cryptographic primitive that allows to identify users involved in illegal
distribution of content. Below, we define and construct a registered version of traitor-tracing.

Our scheme is obtained by adapting existing transformations from quadratic functional encryp-
tion to traitor-tracing to the registered setting. We first show that the RQFE scheme of Section 4.2
implies predicate encryption for comparison (PEC) following [Gay16]. The next step is just to
recast PEC as a private linear broadcast encryption, a primitive first introduced in [BSWO06]. This
in turn yields registered traitor-tracing by adapting the transformation presented in [BSWO06] to
the registered setting.

5.1 Registered Private Linear Broadcast Encryption

We define and build a registered version of private linear broadcast encryption (PLBE), a primitive
that was first defined in [BSWO06].

Definition 5.1 (Registered Private Linear Broadcast Encryption). A registered private linear
broadcast encryption (RPLBE) scheme for message space M, ciphertext space C and number of
users L is a tuple of PPT algorithms (Setup, KGen, Aggr, Enc, TrEnc, Dec):

e Setup(1%) inputs the security parameter. It outputs a crs.

e KGen(crs,?) inputs the crs and an index ¢ € [L]. It outputs a pair of public and secret keys
(pky, sky) associated with the index /.

o Aggr(crs, (pkg)gem) inputs crs and public keys (pkg)ﬁe[L]. It outputs a master public key mpk and
helper secret keys (hske) (-

e Enc(mpk,m) inputs mpk and a message m € M. It outputs a ciphertext ct € C.

e TrEnc(mpk,i,m) inputs mpk an index ¢ € [L], and a message m € M. It outputs a ciphertext
cteC.

e Dec(sky, hsky, ct) inputs a secret key sk,, a helper secret key hsk, and a ciphertext ct. It outputs
a message m’.

Definition 5.2 (Correctness). An RPLBE is said to be correct if for all A € N, L € poly(}\),
m € M,crs € Setup(11), (pky,sk,) € KGen(crs,f) where ¢ € [L], and all 4,5 € [L] such that
1<j<L,

(mpk, (hske)e(1) < Ager(crs, (pke) )

Pr|{m =m'|ct « TrEnc(mpk,i,m) =1

m' < Dec(sk;, hskj, ct)
Definition 5.3 (Indistinguishability, Message-Hiding, Index-Hiding [BSW06]). An RPLBE scheme
II is said to be indistinguishable, message-hiding, and index-hiding respectively, if for all PPT A it

holds that
[Pr[ExpRBLPE} (1)) = 1] — Pr[ExpRBLPE} (1)) = 1] |

is negligible in A, for x € {Ind, MsgHide, IndexHide} respectively, where Exp’ﬁ’bA is defined in Fig. 5.
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ExpRPLBE};” (1) KGenO(¢)

crs < Setup(17) if K[¢]=1

((Pke)gery » (Xe)penr » @ € [L], (Mo, m1)) + AKGen().Corr() () (pky, sk,) < KGen(crs, )
assert [L|\ M C K K[f] == (pky, sky)
assert pk, € KGen(crs, ;1)) V0 € M (Pkg, sky) = KT[€]

(mpk, (hske) e (1)) < Aggr(crs, (Pky)oe(r)) return pk,

if x = Ind: CorrO(f)
if b=0:ct" < Enc(mpk,mg)

else : ct* < TrEnc(mpk, 1,mg) C=Cuit
if x = MsgHide : ct* < TrEnc(mpk, L + 1,my) (pke, ske) = K]
if x = IndexHide : ct* < TrEnc(mpk,i + b,mg) return sk,
Vo Act?)
return v/

Figure 5: Security experiments for RPLBE.

To construct RPLBE, we first recall a lemma from [Gay16] expressing the comparison predicate
as a quadratic function.

Lemma 5.4 ([Gay16]). Let L € poly(X), ¢ € [L]. Define the predicate F : [L+1]x{1,2} — {0,1,2},

m, ifi</

0, else

Fg(i,m) = {

Then Fy(i,m) = x; ,, Mgy; m for some My € {0, 1}2ﬁx(ﬁ+1) and

xim € {0,1,2)YF and y;n € {0,1,2}VEFL,

Moreover, My is efficiently computable given ¢, and X;,,yim are efficiently computable given
(z,m). The latter is denoted by (X; m,yYim) < Z(i,m).

We sketch the proof and refer to [Gay16] for a detailed analysis.

Proof Sketch. Let us assume that L € N is a perfect square for convenience and let Z output
(02‘5, O‘EH) if the input is (L 4 1, m) for any m. Clearly this yields Fy(L + 1,m) = 0 as wanted.
In the rest we consider i € [L].

Fix any i € [L]. Let (i1,42) € [V'L] x [V'L] be such that i = (iy — 1)v/L + i3 and define (¢1, f3)
analogously for £. Let

v =(0",1VE"1) € {0,13VE and V=e; € {0,1}VE
where e;, is the 7;-th unit vector. Furthermore, let
o2~ VIt ¢ {0, 1}VE,

v=(
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Setup(1*) KGen(crs, ¢) Agsgr(crs, (Pky)geqry)

crs < RQFE.Setup(1?*, (Me)ger) (pky, sky) < RQFE.KGen(crs, £) (mpk, {hsk¢}eer) < RQFE.Aggr(crs, (pky) (1))
return crs return (pky, sky) return (mpk, {hske}ecr)

Enc(mpk, m € {1,2}) TrEnc(mpk, i,m € {1,2}) Dec(sky, hsky, ct)

(X1 Y1m) < Z(1,m) (Xi,m, Yim) < Z(i,m) [m]; < RQFE.Dec(sk,, hsky, ct)

ct + RQFE.Enc(mpk, (X1.m,y1.m)) €t ¢ RQFE.Enc(mpk, (Xim,yim)) if (1]; = [m]; : return 1

return ct return ct else :return 2

Figure 6: RPLBE construction.

For any j € [V/L], denote v; the j-th entry of v and analogously for v;,v;. Now Fy(i,m) = m if
and only if ¢ < ¢, which implies either (1) i; < ¢1, equivalently vy, = 1, or (2) 41 = ¢1 and iz < lo,
equivalently vy, - Uy, = 1. That is, vy, + Uy, Uy, = 1. Thus, for any m € {1,2} and (¢1,¢2), we can

T
,m °

express m as m = m(Vy + Vg, Up,) = X, Myyim, for xj,, = (mv",mv7) € {0, 1,2}2ﬁ,y
(1,v") € {0, 1,2}\54'1 and M, € {0, 1}2ﬁx(ﬁ+1) is as follows:

1, if (r,¢) = (¢1,1) or (r,c) = (€1 + VL, ly + 1)
Mo(r.c) = {0 else -

We show that an RPLBE can be constructed using our weak RQFE in Fig. 2. Let L € poly())
and M = {1,2}. For each ¢ € [L], let function F; and its corresponding matrix M, be as defined
in Lemma 5.4. Also let Z be as defined in Lemma 5.4. Let RQFE be the weak RQFE constructed
in Fig. 2, with parameters n; = 2v'L, ng = VL + 1, p > 2, and number of users L. In Fig. 6 we
describe an RPLBE for the message space M and L users.

Correctness of our construction follows directly from Lemma 5.4 and the correctness of RQFE.
The next theorem states its security.

Theorem 5.5 (Security). RPLBE (Fig. 6) is indistinguishable, message-hiding and index-hiding
(Definition 5.3) if RQFE is secure.

Proof. Indistinguishability follows trivially since both algorithms TrEnc(mpk, 1,m) and Enc(mpk, m)
are exactly the same.

Message-hiding follows from the security of RQFE: By definition of Fr.q from Lemma 5.4, for
any messages mg,m; € M and ¢ € [L] we have Fy(L + 1,mg) = F;(L + 1,m;) = 0, hence by
security of RQFE, the adversary learns nothing more than 0 in either experiment.

Index-hiding also follows from the security of RQFE: The index ¢ or ¢ + 1 is encoded only
in the RQFE message as (Xim,Yim) O (Xit1,m,Yi+1,m). For any index ¢ € C U M of which
the adversary has the secret key, it holds that ¢ # /¢, therefore either ¢ < i+ 1 < /¢ so that
Fy(i,m) = Fe(i+1,m) = m, or i+1 > i > £ so that Fy(i) = Fy(i+1) = 0. Thus by security of RQFE,
a ciphertext encrypting (X; m,yim) is indistinguishable from one encrypting (Xi41,m,¥i+1,m). O

Optimizations. In practice, a short, random seed € {0,1}* can be used as the crs along with a
pseudorandom generator with a sufficient stretch, which gives a transparent setup for the RQFE.

Further, our RPLBE requires RQFE to compute quadratic functions associated to highly sparse,
binary matrices. Lemma 5.4 explicitly characterises this: Vk € [L], My contains exactly two 1s at
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positions (k1,1) and (k; + V'L, kg + 1) for the natural map k — (kq,k2) as specified above. We
show how this significantly reduces the number of operations in the KGen and Dec algorithms:
The KGen algorithm (Fig. 2) for each user ¢ € [L] can compute the terms

[dkek]y = sek, [ty + g4, 4 oT o 1] + we [Yels

for matrix M with randomness

(Sﬁa ’lUg) € Z?gﬁ—i_lv

where sy ;, [t;], denote the i-th and j-th elements in sy and [t], respectively. This reduces computing
each cross-term to only a constant number of operations (precisely, 3 exponentiations and 2 group
operations in Gg). Similarly, the slot k& decryptor (Fig. 2) can avoid computing the full pairing-
product in the term [Ds]¢. Instead, it can simply compute it as

([Cg,klh [0471]2) + ([Cg,kﬁ-ﬁ}l [04’k2+1]2) '

So the decryptor also need not parse the full ciphertext (that grows with \/f) Rather, it needs to
parse only 10 group elements, namely:

(Cili[Caly . ([Cam]y+ [Coyiv] ) - (Canly [Caraly)

Computing [Do]; requires just 4 pairings reducing its total count to only 6 during decryption
(along with 5 group operations in Gt and 1 in G3). Crucially, the total number of operations is
independent of all V'L factors and is a constant.

Further, note that an index ¢ € [L] is encoded during encryption using binary vectors (X; m, ¥i,m)
(where x; ,, is also scaled with the message m € {1,2}). Hence, one can further optimise the number
of operations in the Enc, TrEnc algorithms based on i and its equivalently encoded vectors v, v and
Vv as shown in Lemma 5.4.

5.2 Registered Traitor-Tracing

We are now ready to define and build registered traitor-tracing. The definitions and construction
from RPLBE largely follow the one from [BSWO06], except that we now work in the registered
setting. We provide the definitions, construction and proofs below.

Definition 5.6 (Registered Traitor-Tracing). A registered traitor-tracing (RTT) scheme for a
message space M, ciphertext space C and number of users L consists of the following tuple of PPT
algorithms (Setup, KGen, Aggr, Enc, Trace®, Dec):

e Setup(1%) inputs the security parameter. It outputs a crs.

e KGen(crs,?) inputs the crs and an index ¢ € [L]. It outputs a pair of public and secret keys
(pky, sk,) associated with the index /.

e Aggr(crs, (pkg)gem) inputs the crs and public keys (pkg)%m. It outputs a master public key mpk
and helper secret keys (hske) (-

e Enc(mpk,m) inputs mpk and a message m € M. It outputs a ciphertext ct € C.
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° TraceD(mpk, €) inputs mpk and a parameter €. It has oracle access to a decoder D. It outputs an
identity i € [L].

e Dec(sky, hsky, ct) inputs a secret key sky, a helper secret key hsk, and a ciphertext ct. It outputs
a message m’.

Definition 5.7 (Correctness). An RTT is said to be correct if for all A € N, L € poly(\), m € M,
k € [L], crs € Setup(1?), (pky,sky) € KGen(crs, £) where ¢ € [L], it holds that

(mpk, (hskg)ge[L]) < Aggr(crs, (Pke)ee[L})
Pr|m =m'|ct < Enc(mpk,m) = 1.

m' < Dec(sky, hskg, ct)

Definition 5.8 (Semantic Security and Traceability). An RTT is said to be semantically secure,
if for any PPT A it holds that

‘Pr [EprTT—Security%,A(l)‘) = 1} - Pr[EprTT—Security%LA(l)‘) = 1} ’ < negl(}),
and traceable against arbitrary collusion, if for any PPT A
Pr[EprTT-TraceabiIitym A1) = 1} < negl(\),

where EprTT—Securitylﬁ’A and ExpRTT-Traceability; 4 are defined in Fig. 7.

We also consider a selective security with static corruption version of the ExpRT T-Secu ritybm A(lA)
where the adversary A announces the messages (mg, m1) and the corruption set at the beginning
of the experiment, i.e. before seeing crs. Similarly, a scheme is said to be traceable with static cor-
ruption if the adversary in ExpRTT-Traceability;; 4 announces the corruption set at the beginning
of the experiment.

In Fig. 8 we present an RTT scheme based on an RPLBE scheme RPLBE, which is similar to
that in [BSWO06] but recast in the registered setting. Its correctness follows directly from that of
RPLBE.

Theorem 5.9 (Semantic security). RTT (Fig. 8) is semantically secure (Definition 5.8) if RPLBE
is indistinguishable, message-hiding and index-hiding.

Proof. The proof follows the same reasoning as the one from [BSWO06].
Hybrid Hy. In this hybrid, the challenger sets b = 0.

Hybrid #;. This hybrid is identical to the previous one except that we set ct <— RPLBE.TrEnc(mpk, 1, my).
Indistinguishability of hybrids follow from the indistinguishability of RPLBE.

Hybrid Hy. This hybrid is identical to the previous one except that we set ct < RPLBE.TrEnc(mpk, L+
1,mg). This is done via a sequence of sub-hybrids, where we replace ct - RPLBE.TrEnc(mpk, i, mg)

by ct «— RPLBE.TrEnc(mpk,i + 1,myq), for all i € [L]. Indistinguishability of hybrids follow from

the index-hiding of RPLBE.
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ExpRTT-Secu ritylfLA(l)‘) EprTT—TraceabiIityH,A(1’\)

crs < Setup(l’\) crs < Setup(l’\)

(mo, m1) + A(crs) ((Pe)persy » (xe)gens » D) = AK€ cers)
(pky, sky) < KGen(crs, £) V¢ € [L] assert [L]\ M C K

(mpk, (hsk)per)) < Aggr(crs, (Pke)rer])  assert pk, € KGen(crs, 6;1¢) W0 € M

ct* < Enc(mpk,myp) (mpk, (hske) e (1)) < Aggr(crs, (pky) reir)
return A(ct*) S* « Trace® (mpk, €)

by == (Pr[m < D(Enc(mpk,m)) | m <s M] > ¢)

KGenO(¢) by = (S*=0VS*¢S)
if K[¢]=_1 return (by A bs)
(pky, sky) < KGen(crs, £)
K1 = (phy, k) CorO(1)
(pky,sky) < K[(] C = CU{l}; (pky,sky) + K[/]

return pk,

return sk,

Figure 7: Security experiments for RTT.

TraceP (mpk, €)
W = 8\(L/¢)?
forie[L+1]:
count := 0
for w e [W]:
m <5 {0,1}
ct «+ RPLBE.TrEnc(mpk, i, m)
if D(ct) = m : count := count + 1
p; = count/W
S =1{ielL]: pi— P > /(4L)}
return i <$ S

Figure 8: Trace® algorithm of the RTT construction from RPLBE.  Other algorithms
(Setup, KGen, Enc, Dec, Aggr) of the RTT are identical to those of RPLBE.

Hybrid #Hs3. This hybrid is identical to the previous one except that we set ct <— RPLBE.TrEnc(mpk, L+
1,mq). Indistinguishability of hybrids follow from the message-hiding of RPLBE.

Hybrid H4. This hybrid is identical to the previous one except that we set ct <— RPLBE.TrEnc(mpk, 1,m;).
Indistinguishability of hybrids follow from the index-hiding of RPLBE.

Hybrid Hs. This hybrid is identical to the previous one except that we set ct < RPLBE.Enc(mpk, m1).
Indistinguishability of hybrids follow from the indistinguishability of RPLBE. O
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Theorem 5.10 (Traceability). RTT (Fig. 8) is traceable against arbitrary collusion (Definition 5.8)
if RPLBE is indistinguishable, message-hiding and index-hiding.

Proof. The proof follows the same reasoning as the one from [BSW06]. We sketch the main ideas
here and refer to [BSWO06] for a more detailed analysis (it is straightforward to adapt their proof
to the registered setting).

Let p; = Pr[D(RPLBE.TrEnc(mpk,i,m)) = m] and p = Pr[D(RPLBE.Enc(mpk,m)) = m]. Let
€ > 0 be a constant. The proof is divided into 3 different types of adversaries.

e Type 1: D is a e-useful decoder for which |p — p1| > 1/P(\) for some polynomial P.
e Type 2: D is a e-useful decoder for which |p — pi| < negl(\) but Trace outputs an empty set.

e Type 3: D is a e-useful decoder for which |p — pi| < negl(\) but Trace outputs a set which is
not contained in the set of colluders.

An adversary of type 1 can be used to break indistinguishability of the underlying RPLBE. An
adversary of type 2 can be used to break message-hiding of the underlying RPLBE. Finally, an
adversary of type 3 can be used to break the index-hiding of the underlying RPLBE. 0

Efficiency. Instantiating Fig. 8 with the RPLBE in Fig. 6 via our weak RQFE (Fig. 2), we obtain
a concretely efficient RTT scheme. The concrete costs are presented in Table 2. Recall that the
functions Fy used for RT'T can be succinctly described from Lemma 5.4. Moreover, the crs consists
of random elements which can be succinctly described by a short seed to be expanded using a
random oracle.

5.3 RTT with Bounded Collusion

We also present an RTT based on an RLFE. Instantiating with our RLFE in Section 4.3, we obtain
an RTT with security in the standard model, at the cost of supporting only bounded number of
collusions and a ciphertext size that grows with the collusion-bound.

A t-bounded-collusion RTT has the same syntax as in Definition 5.6 except that ¢ is fixed before
Setup and Trace additionally inputs a set S of at most t suspect identities. Its semantic security
and traceability are defined alike Definition 5.8, except that in the traceability experiment the
adversary can corrupt at most t users.

Let L,t € poly(\) with t < L. Let RLFE be the RLFE in Fig. 4 with parameter n =t + 1, any
prime p, and L number of users. We construct a t-collusion-bounded RTT for the message space
M ={0,1} and L users. Let x1,...,X,y € Z;H be arbitrary fixed vectors such that 1) xjy = 1
for all ¢ € [L], and 2) any ¢ choices of the x,’s are linearly independent, which are hardwired in all
algorithms below. Our construction is given in Fig. 9.

Both the scheme and its security proofs are conceptually similar to that of [ABP"17], but ours
in the registered setting. Correctness is easy to see: For any ¢ € [L] we have x,ym = m by design
of x4, y. Semantic security follows from the security of RLFE.

Theorem 5.11 (Semantic security). Fig. 9 is a selective semantically secure with static corruption
RTT if RLFE is selective secure with static corruption.

Theorem 5.12 (Traceability against bounded collusion). Fig. 9 is traceable against a ¢ collusion
and static corruption if RLFE is secure with static corruption.
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Aggr(crs, (Pke)oerr))
return (mpk, (hske),. ) < RLFE.Aggr(crs, (pky, X¢) (1))

Enc(mpk,m) Dec(skg, hsky, ct)
ct + RLFE.Enc(mpk,ym) [m]+ < RLFE.Dec(sk,, hskg, ct)
return ct if [m]y = [0]; : return 0

else :return 1
TraceP (mpk, €, S)
W = 8\(L/¢)?; parse S = {idy,...,id;}
for i € 0,¢] :
count == 0; S; == {idj11,...,id;}
for w e [W]:
m < {0,1}
ve$Z;+1 xpgv=0WeS; AN xpjv=1-mWVleS\S,;
ct < RLFE.Enc(mpk, v)
if D(ct) = m : count := count + 1
p; = count/W
for i € [t] : if p; — Pi+1 > €¢/(4L) then return id;

Figure 9: Bounded-collusion RTT from RLFE. The algorithms (Setup, KGen) are identical to those
of RLFE.

The proof follows the same rationale as that of [ABP"17], we sketch its main ideas for com-
pleteness. Assume that the adversary A is able to produce a decoder box for which Trace outputs
a identity not contained in the set of corrupted parties. The reduction R (against the selective
security of the underlying RLFE) starts by querying secret keys and forwarding them to .A. Upon
receiving a decoder box D from A, R does the following: It behaves similarly as the Trace algo-
rithm by finding two messages m, m’ that decode successfully and finding an index 7 € S such that
|pi — pi—1|. The reduction prepares two messages yo = v;—1 and y1 = v;, where v; such that i)
xev; =m for ¢ € S; and ii) xyv; = m’ for £ ¢ S;. Note that the Trace should not have any infor-
mation about the secret key sk,. 4,1 50 from the perspective of the adversary and the reduction, they
should not be able to distinguish encryptions of these two messages. Upon receiving an encryption
ct from the challenger, the reduction runs ct on D and outputs whatever it outputs. For a detailed
proof, we refer to [ABP17].

Efficiency. Instantiating Fig. 9 with the RLFE from Fig. 4, we obtain a t bounded-collusion RTT
scheme with the the concrete parameters presented in Table 2.
5.4 On Revocation Mechanisms

Traitor tracing enables tracking misbehaving users. However, once such users are caught, we may
require to revoke those users’ keys from the system. One simple solution for this is to re-initialize
the whole system once a traitor is caught. Here, we discuss some alternative approaches to add
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crs pk, sky mpk hsky ct
RTT (2VL +1)G (2VL+1)G (4VL +2)G
(Section 5.2) A (L 1)Gy WG | Vi ne, | D€ | Vit
(Sei_tizis) ((LLQ(éill))))%Q ((L (tl—;(i)f}i))((}g (t + 1)Zp (t + Q)Gl (t + 3)@2 (t + 3)@1

Table 2: Comparing parameter sizes of our RTT schemes. The notation (d)Gp denotes d elements
of group Gy. (Recall that a A bit seed as the CRS can be expanded to (L ++/L + 1)Gy using, e.g.
a PRG or a hash.

revocation in the registered setting (possibly with mild modifications to the syntax) that are more
efficient that bootstrapping the system from scratch.

Generic Solution. Recall that in both (weak) RQFE (Fig. 2) and RLFE (Fig. 4), the master
public key mpk and each helper secret key hsk is computed as a product of source group ele-
ments contributed through the public keys of different users. Hence, revoking any subset of users
amounts to removing their contributions from the respective components in the (deterministically)
aggregated (mpk, {hsk;};). Thus, given mpk and R at encryption, one can do the following: First,
compute a fresh mpk’ by removing the net contribution of the users’ public keys based on R (e.g.
by adding [— Y ,cr si], and [— Y ,cp wi], to [s]; and [w]; respectively in the mpk of our RQFE
(Fig. 2)). Next, encrypt the message with mpk’ as some ct’ and publish ct = (ct’, R) as the final
ciphertext. Assuming the decryptor (for any slot i) has access to crs, it uses R in ct to recompute
the correct hsk! similarly and use it to execute decryption. This is a generic solution and works
for both our RTT schemes in the unbounded and bounded collusion settings (based on RQFE and
RLFE respectively).

Bounded Collusion. Our generic approach requires R to contain respective public keys for
revoked users and the decryptor to access crs. There is another efficient way to revoke any set of
users (of bounded size) in our bounded-collusion RTT (Section 5.3). This solution follows from
[ABP"17] which also works in our registered setting with an additional hash function modeled as
a random oracle. Thus, we only sketch it here and refer to [ABP"17] for more details. Recall
that [ABPT17] ties each user i € [L] with a random vector x; € Zf,, where ¢ =t 4+ 7+ 1, ¢t and
r are upper bounds on the number of traitors and revoked users. To revoke a set of users R, an
encryptor requires knowing the set {x;};cr. With this, it deterministically computes a vector vg
s.t. for all i € R, (x;,vgr) = 0 and encrypts a message m encoded as a vector m - vg using an
underlying linear FE scheme. Observe that a valid decryptor can still decrypt successfully, whereas
a revoked user cannot decrypt and learn m anymore. The underlying linear FE scheme must be
secure only against bounded collusion. To keep the scheme compact, we can sample the vectors
{xi} as x; <= H(i), where H is a hash function modeled as a random oracle, which allows us to
recompute {x;} on-the-fly.

6 More Applications

We describe more applications of our RFE schemes for inner products.
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6.1 Single-Key Registered FE for Circuits

In the following we show that a registered FE for inner products can be generically transformed
into a registered FE for any polynomial-sized circuit although with security only against an attacker
that corrupts a single key. Thus, we obtain the same result as [SS10], except in the more desirable
registered settings.!” Our transformation is inspired by [ALS16], except that we manage to use
any RFE for inner products over Z,. Le., we can use any of the schemes introduced in this work
to instantiate our transformation, whereas the transformation [ALS16] require inner products over
Zo. In fact, our main technical innovation will consist in emulating inner products of Zo with a
scheme supporting inner products over Z,. Our transformation will consist of two main steps:

e In the first step, we leverage the well-known fact that any circuit C' and input x admits a
randomized encoding [ATK06] C(x; R) for the computation of C(x), that can be computed
as a constant-degree polynomial (where all computations are done over Zs) as a function
of the input x and the randomness R. Linearizing, this function can be computed by an
inner-product for vectors of polynomial dimension. Since this is a standard transformation,

we omit further details here and we refer the reader to [ALS16] for a more precise treatment.

e We show how to use any RFE for inner products over Z, (for a prime p) to build an RFE
for inner products over Zs. One caveat of this transformation is that the resulting scheme is
secure against an adversary that corrupts a single key, even if the starting scheme is collusion-
resistant.

Putting together these two observations, we obtain our result. The remainder of this section is
devoted to the second transformation. First, note that trivial solutions (i.e. just performing the
computation over Z,) do not work, since they leak information about the inputs. To see this, note
that

0=04+0(mod2)=1+1 (mod 2) but 0+0 (mod p)#1+1 (mod p)

which means that these two cases can be easily distinguished. To solve this issue we will use a

gaussian rounding in the exponent trick by [BBDP22], which allows us to emulate a Zg subgroup
inside a Zj, group in a private manner. We first recall the definition of gaussian rounding.

Definition 6.1 ([Peil0]). Let ¢ > 0. For any = € R, the gaussian rounding [z|, is a random
variable supported on Z defined by [z], =z + Dz_; 4.

In other words, [z, is a discrete gaussian centered on = € R but supported on Z. We will use
the following convolution lemma which provides a simulation property for gaussian rounding.

Lemma 6.2 ([BBDP22]). Let € > 0 be bounded by a sufficiently small constant and let o1, 09 >
Ne(Z). Then it holds for all z,y € R that

(2], + [Y]g, s (ﬂﬁ‘i‘yJ\/m

We bootstrap an RLFE over Z,, into a single-key RLFE over Zy. Let RLFE = (Setup, KGen, Aggr, Enc, Dec)
be a single-key RLFE scheme over Z, (as the one from Section 4.3). We will show how to modify
it into a scheme RLFEy = (Setup, KGen, Aggr, Enc, Dec) that supports computations over Zs. The
new scheme is identical to RLFE except for the algorithm Enc which works as follows:

10Unlike traditional bounded-collusion FE which deals with notions of simulation-based security, we focus only on
the indistiguishability based security here. Studying simulation security for RFE is out of scope and focus for this

paper.
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RLFEg.Enc(mpk,x € {0,1}") :
1. Parse x = (z1,...,2p). Set X = ([z1-p/2],,...,[zn - p/2],) Wwhere o = poly(N).
2. Output RLFE.Enc(mpk, X).

Theorem 6.3 (Correctness). If RLFE is correct, then RLFE; is correct.

Proof. Decryption works similarly as before: the decryptor uses RLFE.Dec(sky,ct) and obtains
[X - y']t. Let B = poly()). If there is a i €] — B, B[ such that [i]t = [X - y]1, then output 0. Else
if [[p/2] +i]t = [X - y"]T, output 1. Else, output L. Correctness holds as long as o is chosen such
that a sample [0] J/mo Das norm lower than B except with negligible probability. O

Theorem 6.4 (Security). Assuming that there is a secure single-key RLFE scheme over Z,, there
is a secure single-key RLFE over Zs.

Proof. The proof follows the sequence of hybrids:
Hybrid Hy. This is the game where b = 0 and ct <~ RLFE.Enc(mpk, xq).

Hybrid H;. Lety € {0,1} be the vector such that sk,, is held by the adversary. Let wt(y) =t be
the Hamming weight of the vector and let y; # 0 be a coordinate which is different than 0. We set
xo = (0,..., (Xo . yTJ VT ,0) which is 0 everywhere except in the i-th position, and compute
ct « RLFE.Enc(mpk, Xo). We have that

Y i [woi-p/2], = [x0-¥"| i
by Lemma 6.2. We can additionally invoke the security of the RLFE to establish indistinguishability

of hybrids.

Hybrid #,. This hybrid is identical to the previous one except that ct - RLFE.Enc(mpk,X;)
where X7 is defined similarly as before. Indistinguishability of hybrids follow from the security of
the RLFE.

Hybrid H3. In this hybrid we replace ct +— RLFE.Enc(mpk,x;). Indistinguishability from Hs
follows from Lemma 6.2 and the security of RLFE, in a similar way as before. O
6.2 Registered Threshold Encryption

Definition 6.5 (Registered Threshold Encryption). A registered threshold encryption (RTE)
scheme for for a message space M, ciphertext space C, number of users L and threshold t < L
consists of the tuple of PPT algorithms (Setup, KGen, Aggr, Enc, PartDec, Dec):

° Setup(l)‘) inputs the security parameter. It outputs a crs.

e KGen(crs, /) inputs a crs and an index ¢ € [L]. It outputs a pair of public and secret keys (pk,, skj)
associated with the index /.

o Aggr(crs, (pkg)gem) inputs a crs and public keys (ka)EE[L]' It outputs a master public key mpk
and helper decryption keys (hsky) CelL]"

41



e Enc(mpk,m) inputs mpk and a message m € M. It outputs a ciphertext ct € C.

e PartDec(sky, hsky, ct) inputs a secret key sk,, a helper decryption key hsk, and a ciphertext ct. It
outputs a share sharey.

e Dec((sharey),.p) inputs a set of shares (sharey), . It outputs a message m'.

Definition 6.6 (Correctness). An RTE is said to be correct if for all A € N, L € poly(A), m € M,
t,k € [L], crs € Setup(1%), (pky,sk,) € KGen(crs, ¢) where ¢ € [L], and T' C [L] with |T| > t, it holds
that

(mpk, (hSkZ)ze[L]) < Aggr(crs, (pké)ée[L})
, | ct < Enc(mpk,m)

sharey < PartDec(sky, hsky,ct) V0 € T

m’ < Dec((sharey), )

Prim=m =1.

We define both semantic and simulation security of an RTE. The latter is defined in a similar
fashion as in [BGGT 18] which, informally, states that partial decryptions by honest users leak
nothing about secret keys of honest users. This is captured by the existence of a simulator that
can simulate partial decryptions without using honest parties secret keys.

Definition 6.7 (Semantic and Simulation Security). An RTE scheme II is said to be semantically
secure, if for all PPT A it holds that

‘Pr[EprTEOH,A(lA) - 1} - Pr[EprTEﬁA(P) - 1” < negl(\),

and it is said to be simulation-secure, if there exists a PPT, stateless PartDecSim such that for all
PPT A and k € poly()) it holds that

‘Pr[EprTE—SimOH’A(lA) - 1} - Pr[EprTE—Sim}LA(l’\) - 1} ‘

is at most negl(\), where EprTElb-LA and EprTE—Simlb—LA are defined in Fig. 10.

Our RTE construction makes use of Shamir’s secret-sharing, which we recall: to “t-out-of-L”
share a secret m, sample t — 1 random field elements, i.e. some random p € Z;_l for some prime
p. Let each part ¢ € [L] be assigned a label ¢, the share for party ¢ is share;, :== (m,p")y,; where

v = (1,¢,...,0t71). To reconstruct the secret m given any set T of shares where |T'| = ¢, say from
users £1,...,Ll, compute
-1
g ((share),ep) = (share,, ... sharey,) (ye, ... ye,)  (1,0,...,0)7 (5)
which yields (m,pT)(1,0,...,0)T = m. Security of secret-sharing says that m is information-

theoretically hidden given any set of less than t shares.

Equipped with this, we construct below an RTE scheme for the message space Z,, for L €
poly(A) number of users and a threshold ¢t < L. Fix y, = (1,£,...,071) for all £ € [L]. Let
function g be as defined in Eq. (5). Let RLFE be a linear RFE for the function class F containing
fo: Z;, X Z]tg — Zyp : f1(x) = xTyp mod p (or else outputting some representation of x"y, mod p, e.g.
as a group element) for all x € Z; and ¢ € [L]. For example, both Fig. 4 and Fig. 2 can be used to
instantiate our construction, and with the latter giving a transparent setup.
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ExpRTE} 4 (1) KGenO(¥)

crs < Setup(1*) if K[¢] =1
((Pke) gerr » (o) gens » (Mo, m1)) <= AKGen(),Corr() () (pky, sk,) < KGen(crs, ¢)
assert [L]\ M C K Kl] == (pky,sky)
assert pk, € KGen(crs, l;rp) Yl e M (pky, sky) <= K[(]
assert |CUM| <t return pk,
(mik, (hske) 1))  Aggr(crs, (pke)yeqs) oot
ct® « Enc(mpk, my)
return A(ct") C=Ccu{}

(pky, sky) = K[{]
ExpRTE-Sim{; 4(1%) return sk,

crs + Setup(17)

((PKe)erry » (te)gens » (Mi)iepy) < AKGen().Cor() (crs)
assert [L]\ M C K e M-

assert pk, € KGen(crs, l;rp) V0 e M (pky, sky) < KGen(crs, ¢; )
(mpk, (hSké)fe[L]) « Aggr(crs, (pkl)ée[L]) else (pkg,skg) — K[g]

ctf < Enc(mpk,m;) Vi € [K] share, < PartDec(sky, ct)
Dli] = (my,ct]) Vi€ [k]

i b=0:0 « APrPerdecnn I ((et]) o)

PartDecO((r¢) sy 5 4 Ct)
if ct ¢ D :return L

return sharey

ifh=1:b « APartDeCSim((pkl’.)ee[L]’(Skl’.)kec7(r’f)€€1\l’D"")((Ct:)ie[k])
return
Figure 10: Security experiment for RTE.
Setup(1*) Agegr(crs, (Pkg)geqr)) Enc(mpk, m)
crs < RLFE.Setup(1%) (mpk, (hske)ye ) < RLFE.Aggr(crs, (pky, ¥e)oer) P <8 szl
return crs return (mpk, (hske),;) ct « RLFE.Enc(mpk, (m, p"))
return ct

KGen(crs, ¢) PartDec(sk,, hsky, ct)
(Pkg, sky) < RLFE.KGen(crs, £)  return share, < RLFE.Dec(sk,, hsky, ct) Dec((shares) 1)
return (pky, sky) return g ((share),c;)

Figure 11: RTE construction.
Remark 6.8. In case RLFE is weak, we modify the construction such that (y;)se(z)) is input to

RLFE.Setup instead of to RLFE.Aggr.

Remark 6.9. In the group setting where RLFE may output some group elements, e.g. in the target
group for both of our RFE constructions, the Dec algorithm is modified to evaluate the function g in
the corresponding group as well. For example, given [(shareg)geT]T, it outputs [g ((shareg)geT)]T =
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[m].
Theorem 6.10 (Correctness). Fig. 11 is correct if RLFE is correct.

Proof. By correctness of RLFE we have share; = (m, p?)-y;. The rest follows from linear algebra. [J

Theorem 6.11 (Semantic security). Fig. 11 is semantically secure if RLFE is secure.

Proof. The proof follows from the following hybrids.
Hybrid H,o. This is the real security game.

Hybrid H; ;. In this hybrid, we change how ct is generated: first, for each £ € C'U M, sample a
simulated (-th share sy <=5 Z,. Then, sample p < Z! ! subject to the constraint (mq, pg) - ye = sv.
Finally, compute ct <— RLFE.Enc(mpk, (my, p)).

Since |C' U M| < t, the distributions Hp o and Hp, 1 are identical (from the security of Shamir’s
secret-sharing). Then, the indistinguishability of Ho 1 and #; ; follows from the security of RLFE.

O
Theorem 6.12 (Simulation security). Fig. 11 is simulation secure.

Proof. Let L be a list which is initially empty. Consider the following simulator:

PartDecSim((r¢)ycps > 4, ct):
e If ct ¢ D then abort. Else look up (m;, ct}) = D[i] such that ct = ct}.
o If L[i] = L:
— If ¢ € M, use provided randomness to generate keys, i.e. run (pk,, sk,) <= KGen(crs, ¢;1y).
If ¢ € C'\ M, look up (pky,sk,) < K[/].
— For all £ € C'U M, compute share; ; < PartDec(sk,, ct).

— Sample random p; € Z}! subject to (mj, py) - y¢ = share;  for all £ € CUM. Note that
if |C'U M| >t then p; is uniquely determined.

— Write £[i] == (m;, pY).
e Output (m;,p;) - ye.

Clearly the above simulator does not require sk, for users £ € K \ C' who are honest. By the
correctness of RLFE, for all £ € K and share; ; < PartDec(sky, ct;), it holds that share; y = (m;, p;)
for some random p; subject to the above evaluation constraint. Hence the output of PartDecSim
constructed above has the same distribution as PartDecO. 0

Efficiency. Instantiating Fig. 11 with our weak RQFE (Fig. 2) (serving as an RLFE), we obtain
an RTE scheme with the following efficiency:
ers| , Ipkel = L-poly(A), |mpk| , [sk,| , [hske| [shares] = poly(A), [ct| = ¢- poly(A).

Remark 6.13. The scheme presented above can be upgraded to allow for an adaptive (or dynamic)
choice of the threshold at encryption time (instead of restricting it at the setup), as long as the
chosen threshold T' < ¢. This can be done by choosing a random p € Z;;F_l and letting the trailing
be zeros, i.e. use p’ = (p',0") € Z,! during encryption. We formalise this below.
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6.2.1 Choosing Threshold Dynamically at Encryption

In Fig. 11, the threshold ¢ is fixed as a parameter of the scheme, and Remark 6.13 suggests a way
for adaptive threshold choice at encryption time as long as the chosen threshold is T' < ¢. A trivial
way to extend this to allow for arbitrary threshold T" < L would be to instantiate Fig. 11 with
t = L, which would however blow up the ciphertext size to O(L), resulting in a trivial efficiency.
Below, we sketch an alternative solution for an adaptive choice of threshold during encryption for
arbitrary T' < L which still achieves short ciphertext, i.e. |ct| =T - poly()).

Let RTE; be an RTE with fixed threshold ¢ € [L]. For simplicity, we assume that L = 2* for
some k € N (the most general case follows by assuming k = [log L]). At a high level, parties run
k independent executions of the protocol setting ¢t = 2¢ for each i € [k]. Each of the components
grow only by a factor of & = O(log L). If an encryptor wants to encrypt a message with respect
to a threshold T, it encrypts the message with respect to the instance i such that 20~ < T < 27,
Note that the ciphertext only grows by a factor of at most 2 comparing to Fig. 11. In more detail,
the scheme works as follows:

e The new crs = {crs; };c[) Where crs; < RTE,:.Setup(1?).

e Each party computes pk, = {pk}” };cpy and sk, = {sk{” };cy) where (pk{”, sk{”)) ¢~ RTE,:.KGen(crs;, ).

e The new master public key is mpk = {mpki}ie[k] and the helper secret keys hsk, = {hskﬁi)}ie[k]
where (mpk;, hsk@, e hSk(Li)) + RTE,i.Aggr(crs;, pk(li), e pk(Li)).

e Let T € [L] be the threshold chosen at encryption time. Let i be such that 2i=! < T° < 21,
Compute ct <= RTE,:.Enc(mpk;, m).

e Each party ¢ can compute partial decryptions using their own secret key skéi).

It is easy to see that the sizes of crs, mpk, pk, and sk, are a factor of O(log L) larger than in
the original scheme. The ciphertext has size 2¢ - poly()\) where 2 < 27T since T' > 2~ 1.
6.2.2 OQOutlook: Broadcast-Efficient Secret Sharing

Other than being a distributed threshold encryption, Fig. 11 additionally provides a mechanism to
broadcast secret shares efficiently. We envision the following scenario:

e A dealer wants to share a secret message m to L parties using a t-out-of-L secret sharing
scheme.

e The dealer is connected to the parties via a broadcast channel (e.g. a WiFi network) and
knows the public key of each party.

e The dealer wants to send each share to the respective party, while minimising the overall
communication complexity.

A trivial solution to this setting is to encrypt each share individually, which incurs a total commu-
nication cost of O(L). A more economical solution is to use our RTE Fig. 11 with threshold ¢ and
broadcast the ciphertext ct <— RTE.Enc(mpk,m), so that each party recovers its secret share of m
by running partial decryption. The communication complexity of this approach is O(t).
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6.3 Distributed Broadcast with Transparent Setup

We now outline how a registered threshold encryption generically implies a distributed broadcast
encryption [FWW23, KMW23]. In particular, instantiating Fig. 11 with our weak RQFE (Fig. 2),
we obtain a pairing-based distributed broadcast encryption scheme with a transparent setup. At
first glance, this may appear to be a trivial implication, by simply setting ¢ = 1. However there is a
slight syntax mismatch: distributed broadcast encryption allows one to encrypt with respect to any
subset of users, whereas registered threshold encryption only allows one to encrypt with respect to
the full set of users (though any t-sized subset can jointly decrypt). Fortunately, our scheme allows
one to aggregate a subset of keys, without affecting the correctness of the construction. Concretely,
let RTE be an RTE with ¢t = 1.

Setup(1*) : The setup algorithm simply runs crs < RTE.Setup(1*).
KGen(crs, ¢) : The key generation runs (pky, sk,) < RTE.KGen(crs, £).

Enc((pks)seg >S5, m) : On input a set of public keys (pk,), g for S C [L] and a message m, the
encryption algorithm proceeds as follows.

e Compute (mpk, hsky, ..., hskz) <= RTE.Aggr(crs, (pky),cg)-
e Return ct <— RTE.Enc(mpk,m).

Dec(sky, S, ct) : On input a secret key for user k, the set S and a ciphertext ct with k € S, the
decryption algorithm of the k& user returns RTE.PartDec(sk,, hsky, ct).

Correctness and security follow by a straightforward reduction to the underlying RTE which we omit
here. We remark that, although the functionality of RTE does not generically support aggregation
of subsets of keys (as opposed to the full set pky,...,pk;), our RTE Fig. 11, when instantiated
with either of our RFE schemes, allows this. Therefore, one can improve the concrete efficiency of
the scheme by leveraging this additional property to avoid sampling “dummy” public keys in the
encryption/decryption algorithms.

7 Benchmarks

We implemented a prototype!! of our RPLBE scheme (Section 5.1) in python. As explained in
Section 5, RPLBE immediately implies a register traitor-tracing, without any modification to the
algorithms. For the implementation we set L to be a perfect square, and we ran our benchmarks
with different values of L € {16,64,256,1024}. We calculated the time it took to run the Setup
and Aggr for each L. For the KGen and Enc and Dec we calculated the average times for each slot,
over 100 repetitions of the experiment. The benchmarks were conducted on a personal computer
with a AMD Ryzen 5 5600X 3.7GHz CPU and 32GB of RAM running Arch Linux with kernel
6.7.1-arch1-1. In Table 3 we report the measurements for our benchmarks plotted in Fig. 12.

Storage. The storage requirement of our RPLBE is quite modest: In the RPLBE scheme with
L = 1024, we calculated the sizes of the expanded crs, mpk, and the ciphertext, and they were
135KB, 6.6KB and 6.7KB respectively. Furthermore, the sizes of a user’s public key, secret key,
and helper secret key are 102.5KB, 97B, and 194B, respectively.

"https://anonymous.4open.science/r/RPLBE-2F21/
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Group Operations. For the choice of pairings, we used the BLS12-381 elliptic curve via the
petrelic [LG22] Python wrapper around RELIC [AGM'20]: each element in Gy, Gz, Gy is repre-
sented with 49, 97, and 384 bytes, respectively. On our machine, exponentiation in G; and Go
takes an average of 6.6 and 5.8 microseconds, respectively, and each pairing evaluation takes 0.64
milliseconds.

Time (ms)
L Setup  KGen Aggr Enc Dec
16 3.86 9.04 1.06 7.26  4.04

64 13.31 | 35.14  14.56 13.53 4.04
256 | 48.94 | 138.17 226.93 26.11  4.04
1024 | 189.57 | 553.87 3576.37 51.2428 4.04

Table 3: Runtimes of our RPLBE algorithms for different L.

103 4

o
R

Time (ms, log scale)

10! 4

Figure 12: Runtime plots of RPLBE algorithms with a growing number of users, interpolated from
the measurements taken from L = {16, 64,256, 1024}. Both axes are in log-scale.

8 Conclusions

In this work we introduced the concept of registered traitor-tracing, a new model for traitor-
tracing without a trusted authority, where each user samples their own key locally. We proposed
two schemes based on bilinear maps in the bounded and unbounded collusion settings. Our bench-
marks suggest that our schemes can be used in real-world applications, without adding exorbitant
computational costs. An important future direction is to explore constructions of registered traitor-
tracing that are post-quantum secure. Another potential direction is to study registered trace and
revoke systems more formally and build schemes from different assumptions.
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A On Handling Malicious Public Keys

We continue our discussion in Remark 4.5 on tackling malicious public keys in our RFE schemes
from Sections 4.2 and 4.3. Our schemes from Sections 4.2 and 4.3 are proven secure in a setting
that requires the adversary to declare to the security experiment its randomness for maliciously
chosen keys. We provide three different solutions to overcome this. The first one is generic and
uses NIZKs that works for any RFE with honestly formed keys. The remaining two solutions are
specific to our weak RQFE scheme from Section 4.2.

For this, we introduce the additional algorithm to the syntax of an RFE:

e b« IsValid(crs, ¢, pky): On input crs, a public key pk, and a user index ¢ € [L], the determin-
istic verification algorithm outputs a bit b € {0, 1}.

First we recall that, in the malicious key setting, the additional IsValid algorithm acts as an
argument system to verify the validity of public keys, for which it should satisfy the completeness
property defined as follows.

Definition A.1 (Completeness). An RFE scheme is said to be complete, if for all A\, € N, ¢ € [L],
Pr|IsValid(crs) = 1 | crs « Setup(1%); (pky, sky) KGen(crs,E)] =1

Completeness for a weak RFE is defined analogously.
It is direct that all strategies that we discuss in the following satisfy completeness.

Definition A.2 (Security against Malicious-Key Generation). This is same as Definition 4.4, ex-
cept that A does not output the randomness (ry)scps to the experiment, conditioned on 1 <+
IsValid(crs, ¢, pky).

A.1 Generic Solution using NIZKs

The first generic approach is to have KGen output a public key pk, which has a NIZK proof attached,
proving that pk, is indeed generated honestly, and the IsValid algorithm checks that validity of the
NIZK proof. Here, we need the NIZK to be straight-line simulation extractable. To argue that the
basic security (as per Definition 4.4) implies security against malicious key generation, the reduction
does the following: for any malicious user ¢ € M, upon receiving a key-proof pair (pk,, 7) for which
the malicious-key-generating adversary A asks to register pk,, the reduction extracts randomness
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rg, and passes (pky,ry) to the basic security adversary B; for any user ¢ ¢ M, upon receiving a key
pk, from B, it simulates a proof m and passes (pk,, ) to A as the public key. The straight-line
property ensures the reduction runs in polynomial time.

A.2 Handling Malicious Keys in ROM

We briefly explain how to use a random oracle (RO) to extend our weak RFE scheme for quadratic
functions (Fig. 2) to allow for maliciously generated public keys.

Intuitively, Fig. 2 fails to handle malicious key generation because of the ability to adaptively
construct keys depending on the honestly generated keys. In more detail, it can set [s;]; =
[>sepse+ '], for some slot index i € [L], where H is the set of honestly formed keys. The
security proof fails in this case as we cannot treat ZEE[L] s¢ € Z," as a variable unknown to the
adversary.

In a nutshell, this can be prevented by computing the master public key as a random linear
combination (output by an RO) of the users’ public keys (instead of simply summing it).

Construction 1 (Weak RQFE with Malicious Keys in ROM). Let H: {0,1}* — ZI% be a random
oracle. The scheme is identical to Fig. 2 except with a slightly modified aggregation algorithm:

IsValid(crs, ¢, pky) :

1. Parse crs = (G, (Fo)perzy s (el iy 162) and pke = (Isely s [wely s ([Akerly) e oy )-
2. Output 1 if [1]; [dke i, = [s7], Fx [tly + [wel, [yx], for all k € [L]\ {£}. Else output 0.

Ager(crs, (Pk)perr)) -
1. Parse crs = (G, (Fo) ey {[velaeern)s [tlo), and pky = ([se]y , [wely , {[dke]y rernpgey) for each
¢e[L)].
2. Compute (a1, ...,ar) < H(pky,...,pkp).
3. Output mpk == (G, [s] , [w] , [t]5) and hsky, == ([R14],, [Rok], . Fi) for all k € [L], where

[s]; = Zazsz , o w]y = Zaewe o [hg]y = Z ardker |, [horly = [k]o -

te(r) ) te(L] ) Ce[L)\{k} )

Note that the above solution makes the validity of (maliciously) sampled keys vacously true
as every key is valid as a group element. So there is no specific validity test required in this
case and the security experiment does not need to check for well-formedness of keys explicitly.
Therefore, completeness and correctness hold trivially as per Definitions 4.2 and A.1. We now
sketch the security proof.!? Informally, we need to show that [s]; and [w], can be treated as

127 careful reader may have already noticed that we want to prove our scheme secure in the GGM in addition
to a hash function H that is modelled as a random oracle during the proof. To tackle this practically unexciting
yet technical issue, one may define a hybrid model GGROM (or SGROM), between GGM (or equivalently SGM) and
ROM as follows. An adversary A in the GGROM gets the same interface as GGM with an additional access to a
random oracle in the generic (or symbolic) bilinear group GGRO (or SGRO), which has the following syntax: on input
handles to finite sequences of G1, Gz, and Gr elements, and a finite bit string, the GGRO fetches the group elements
defined by these handles from the generic group oracles, and query the RO on the corresponding sequence of group
elements and the bit string. The GGRO returns whatever the RO outputs. In particular, A can only indirectly access
H through GGRO, which relays queries (and their answers) to/from H.
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symbolic variables, and not constants, in the view of an adversary A, so that we can then reuse
the proof ideas of Theorem 4.8.

The proof proceeds similar to that of Theorem 4.8 by first lifting the game from GGM to SGM.
We then show that A has a negligible probability of succeeding in certains forms of Ztt queries.
One such Ztt query, for instance, looks like nw + ¢ = 0, where 7, ¢ are coefficients chosen by A.
Note that

W= oW;
1€[L)
= E a;w; + E QEpWE + E Q; E wﬂwi—l—cj
i€H keC JEM i€H

since malicious keys can depend on honestly generated keys. Since c is a constant chosen by the
adversary, it is different from all w; for ¢ € H. Thus, for the zero-test to succeed, it must hold that
forall i € H,op = o ZjeM ¥j;. In more detail, for all ¢ € H the coefficients of w; needs to be

annihilated. This happens with probability at most 1/p” = 1/2*. If the adversary performs Q,:
queries to the random oracle, by a union bound, we can upper bound the probability of success by
Qazt/2™F, which is negligible in .

A similar argument can be shown for another Ztt query of the form n;s; + ¢; = 0 (where s;
symbolically represents the i-th coordinate of jelL] a;s;) for some adversarially chosen coefficients
i, ¢;, 80 that A again has a negligible probability of succeeding. Rest of the proof remains same as
before.

A.3 Handling Malicious Keys without ROM

We now show our third and final, albeit tailor-made, solution to provide security against maliciously
computed keys for our weak RFE for quadratic functions. In particular, this ad hoc solution lifts
Fig. 2 at the cost of losing transparent setup, but relies neither on NIZK nor ROM. The new scheme
has modified Setup, KGen and IsValid algorithms, while the other procedures, i.e. Aggr, Enc, Dec,
remain the same as in Fig. 2 (except some syntactic changes) and are left out.

Construction 2 (Weak RQFE with Malicious Keys).
Setup(1, 1%, (Fo) peqr) -

L. Sample G = (Gh Ga, GTvpv [1]1 ) [1]2 ) ) — GGen(l)\)'
2. Sample py, e <$ Zyp for all £ € [L], and t < Z;?,0 < Z).

3. Output crs = (g, (Fo)gerry» (loely [Pft]z)ze[L] g ([Pz’Yk]Q)z,ke[L] 10 ([’Y@]z)zem , [t]2>'
KGen(crs, /) :
L. Parse crs = (g’ (Fé)ee[L]  ([pey [Pet]z)eem ’ ([Pe’Yk]2)e,ke[L] 0]y ([7@]2)56[1;} ) [t]2)-

2. Sample sy <8 Zy* and wy 8 Zp.
3. For all k € [L], let [dkg], = [pgs}Fkt + pmkwg]Q.

1. Output pk, = ([pesely > ey ([dkekly) e ey - 1950 - [Bl5 ) and sk, = [dkedl,.
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IsValid(crs, ¢, pky) :

L. Parse crs = (g, (Fé)ee[L]  (lpely [Pétb)gem ; ([PZ’Yk]z)e,ke[L] 10]2 ([W]Q)gem ) [t]2)'

2. Parse pk, = ([pgSg]l ,pewely ([dkf:k]z)ke[m\{e} ,[0s6]5 [511)4]2).
3. Output 1, if
(a) [y [dkesly = [pest]y Fi [ty + [pewely [vely, ¥k € [L]\ {3,
(b) [pesely [6], = [pely [0sel,  and  [pewe]y [6]y = [pe]; [Owel,.-

Compared to Fig. 2, Construction 2 introduces {pg}eem,é € Z, into the crs, where p, is mul-
tiplied to other terms in crs, pk, and sk,. Additionally pk, includes new elements [ds¢], , [dw],.
Completeness and correctness (Definitions 4.2 and A.1) are easy to see and follows immediately
with mild syntactic changes.

We now sketch the security proof for the scheme presented above. As explained before in
Appendix A.2; Fig. 2 falls prey to an adaptive attack, where an adversary can control the (discrete
logarithm of the) master public key if it chooses keys after seeing the honestly generated ones. To
prevent this, Construction 2 ensures in an ad hoc way above that if such malicious keys pass the
IsValid test, the adversary cannot know the discrete logarithm of the master public key. We can
then reuse the proof ideas from that of Fig. 2.

The proof proceeds similar to that of Theorem 4.8 by first lifting the game from GGM to SGM.
Next, we show that [s]; and [w]; are not constants in the view of an adversary A. Recall M is the
set of slot indices for maliciously chosen public keys. For any j € M, let

pk; = ([S;L ’ [w;h ’ { [dk;vk]Q}ke[L]\{e} [8ile. [@]2)

Given 1 < IsValid(crs, j, pk;), using the crs and [s}‘] . {wﬂ v it is easy to verify that:

(i) [dk} k], = [pis] Fat + pjmews], (i) s3], = [0s5], (i) [pyw;l, = [ow]],

In the SGM, note that the validity test implies for all j € M, p;s;; = 8s};, Vi € [n1] and pjw; = ow.
Since p and & are symbolically linearly independent, this implies s}, = ps;;, Vi € [n1] and w} = pw;.

We then show that A has a negligible probability of succeeding in certains forms of Ztt queries.
One such Ztt query, for instance, looks like: nw—c = 0 is negligible, where w symbolically represents
w= ZEE[ ) we and 7, ¢ are constants chosen by A. We skectch our arguments as follows. Note that
We can express w as w = y ..o PiW; + » ;o) Piw;. Since the symbolic variables p, are all pairwise
linearly independent, A has a negligible probability in succeeding in a Ztt query of the above form.
Similarly, we can show that A cannot succeed in a Ztt query of the form n;s; — ¢; = 0, where s;
is the ¢-th symbolic coordinate representing the vector s = ZZe[L] sy from the master public key
and 7;, ¢; are constants chosen by A. This establishes that A cannot maliciously fix the master
public key. From here on, we adopt similar proof ideas from Theorem 4.8. In particular, the ring
of multivariate polynomials, as the source of all ZtT queries, now becomes

C= ZP [{'Yfa pf}ée[L]v 9, (th s >tn2)v {(SZD KR Si,nl)}EEH,ce[ka {WE}ZEH,cE[Qk]’ ®,a,b,c, d} )

where the maximal total degree of a term in any polynomial ® € C(Ly) C (is d = 8 due to
introducing (W)ee[L] into s; = ZZG[L} pese; and w = ZZE[L] pewp. By inspection and observing
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symbolic linear independence between various terms, we can reason out that it is enough to consider
Ztt queries of the form

Q+ Z {—Th‘,j - (ad — bc)ocs,-tj} =0, for some 2 € (.

i€[n1],j€[n2]

Further reasoning on the structural properties of the coefficients of ) with some inspection similar
to Claim 4.13 leads us to a point where we have

= (ad — bc)xx Z Z §k72fi(,];-) (pesei) tj
ie[nl} keCuM
je[TLﬂ leH

From here on, the proof follows exactly as that of Theorem 4.8.

B Analysis of Assumption 4.17

Theorem B.1. If 1/p = negl(\), then Assumption 4.17 holds in the generic bilinear group model
(GGM).

Proof. We prove the claim in the symbolic group model (SGM) recalled in the proof of Theorem 4.8,
which implies a proof in the GGM. For b € {0,1}, consider an SGM adversary .4 which inputs (the
handles of)

(1s]y - ATadly » Irelaboernys {mwadaby eqoy opes faoh )

where ug = s Zze[ 1) ¢ while u; = u is an independent variable. We argue that the probabilities of
A returning 1 in both the cases b € {0, 1} are negligibly close. Recall from Theorem 4.8 where we
defined the closure C(Lt) = Ly U{V;-Va |VV] € L1, V2 € Lo}. Note that all the handles A receives
in this case belongs to the following ring: ¢ = Z, [s, {as}se(r], {tr}rer)]. Hence, C(Lt) provides
the list of (handles of) polynomials from ( representing elements from Gt that A received during
its execution.

In the case b = 1, observe that (the handles for) all polynomials ® € C(Ly) are linear combina-
tions of the following (possibly repeating) monomials denoted by m with subscripts:

mo = ]-a myp =s, {mQ,Z — af}ge[L]a m3 =nu,

{m4,k = rk}ke[L]’ {m5,k = Srk}ke[L]’ {mG,k,Z = rkaé}k!e[Lp {m7,k = urk}ke[L]a
{ ms. k¢ } { mo k¢ } mio,k,e,0' mMi1,k.¢
— k,le[L]’ — k,l€[L)’ _ i — k€[L]
Tria ’ STria ) TYraya urga )
kay kil kae htt kagay k’%;@m kae kAl

Note that, except for the monomials mg 1, o and mg j ¢, all other monomials are linearly independent
of each other. In particular, if ¢; ingex denotes the coefficient of m; inqex in any zero polynomial
® = 0, it holds that cg ¢ = —cgre € Zp for all k, ¢ € [L] with k # ¢, and all other coefficients are
Z€ro.
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In the case b = 0, observe that all polynomials ® € C(Lt) are linear combinations of the
following (possibly repeating) monomials denoted by m with subscripts:

mo =1, m1 =S8, {m2,€ = af}ge[L]a m3 = SZje[L} aj,

tmak =mdieny Mk =smidicny, (moke =radeny {mos = s Siemaf, o
{ ma k¢ } { Mg, k,¢ } ULTWNN MLk,
= rpapJ kLE[LD = srpay J kLEIL] = rraay [ keeell) = srLay ZjG[L] aj [ keelL]
kil ket kAl )

Note that, except for the monomials mg ¢, M7k, Mgre, and mgy e, all other monomials are
linearly independent of each other. Furthermore, among these exceptions, clearly (the subspace
generated by) {m&k,f}k,fe[L] U {m&kae}k,KE[L]:k;éE is linearly independent of (the subspace generated
by) {mzk}kem U {m97k’75}k,fe[L]:k¢Z'

Below, we argue that the set of monomials {me}ke[L] U {mg’k,g}k,zemzk# is actually linearly
independent. Indeed, suppose

0= E Cr M7k + E €9,k 09 k0

ke[L] kAC[L]:k#L
= Z C7 kSTLay + Z €9,k ¢STLay
kle[L] ke[L]:k#L

= (c7k + coke)srraeg + Z 7 ST LAk
kle[L):k#L ke[L]

The second term forces ¢y, = 0 for all k € [L], and the first term forces cg ;¢ = —c7 1 = 0 for all
k,¢ € [L] with k # £.

To summarise, if ¢; ingex denotes the coefficient of m; ingex in any zero polynomial ® = 0, it
holds that ¢ ¢ = —cs ks € Zp for all k, ¢ € [L] with k # ¢, and all other coefficients are zero, i.e.
identical to the case b= 1.

It remains to analyse the behaviour of the Ztt oracle on input a polynomial ® € ( in the
cases b € {0,1}. From the above, ® is a zero polynomial in the case b = 0 iff it is also a zero
polynomial in the case b = 1. Therefore, for ® = 0, the Ztt oracle behaves identically in the cases
b € {0,1}. Next, suppose ® # 0 is a non-zero polynomial. If b = 0, the above analysis shows that
® is of degree dy = 4. By the Schwartz-Zippel lemma, the probability that the zero-test oracle
returns 1 is at most 4/p. Similarly, if b = 1, ® is of degree di = 3, and thus the probability
that the zero-test oracle returns 1 is at most 3/p. Assuming that A queries the zero-test oracle
Qt(N\) = poly()\) times, the difference in the probabilities of A returning 1 in the cases b € {0,1}

is at most 4Q,t(\)/p + 3Qz(N\)/p = negl(N). O
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