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Abstract. Cryptography’s most common use is secure communication—
e.g. Alice can use encryption to hide the contents of the messages she
sends to Bob (confidentiality) and can use signatures to assure Bob
she sent these messages (authenticity). While one typically considers
stateless security guarantees—for example a channel that Alice can use
to send messages securely to Bob—one can also consider stateful ones—
e.g. an interactive conversation between Alice, Bob and their friends
where participation is dynamic: new parties can join the conversation and
existing ones can leave. A natural application of such stateful guarantees
are messengers.

We introduce a modular abstraction for stateful group communication,
called Chat Sessions, which captures security guarantees that are achiev-
able in fully asynchronous settings when one makes no party-honesty
assumptions: anyone (including group members themselves) can be fully
dishonest. Our abstraction is parameterized by (and enforces) a permis-
sions policy that defines what operations parties have the right to perform
in a given chat state. We show how to construct, use and extend Chat
Sessions.

Our construction is fully decentralized (in particular, it need not a delivery
service), does not incur additional interaction between chat participants
(other than what is inherent from chat operations like sending a message)
and liveness depends solely on messages being delivered.

A key feature of Chat Sessions is modularity: we extend Chat Sessions
to capture authenticity, confidentiality, anonymity and off-the-record,
and show our construction provides these guarantees if the underlying
communication channels do too. We complement this by proving Maurer
et al.’s Multi-Designated Receiver Signed Public Key Encryption scheme
(Eurocrypt ’22) constructs matching communication channels (i.e. with
all these guarantees).

We use Chat Sessions to construct UatChat: a simple and equally modular
messaging application. Since UatChat preserves each of the guarantees
mentioned above, this means we give the first fully Off-The-Record
messaging application: parties can plausibly deny not only having sent
any messages but even of being aware of a chat’s existence.

* Part of work done while author was as ETH Zurich.
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1 Introduction

Current works on secure messaging focus on so-called Forward Secrecy (FS) and
Post-Compromise Security (PCS) notions [3-10,/15,/16,18,21,128.30] which aim at
providing rather strong confidentiality guarantees in settings where users’ devices
may get compromised. Intuitively, these notions capture the secrecy of messages
exchanged prior to a compromise (FS), and after group members’ devices are no
longer compromised (PCS). Being confidentiality guarantees, however, both FS
and PCS are only achievable when receivers are honest |32, Theorem 1]. Indeed,
this is consistent with the setting considered in the messaging literature—which,
despite significant progress on tolerating stronger and stronger attacks, still
assumes the honesty of all group members.

For example, in [§], Alwen et al. study the security of Continuous Group Key
Agreement (CGKA) schemes in the presence of active adversaries—which are
allowed to use information obtained from state exposure of users’ devices to inject
messages on honest users’ behalf (thus impersonating them)—and in follow-up
work [10], Alwen et al. weaken some of the assumptions made in [§] (in particular
it assumes a standard public key infrastructure as opposed to assuming a stronger
Key-Registration with Knowledge) to capture so-called insider security. But yet,
as explained in |10, Section 3.1], their notions (as the ones from [§]) do not
prevent the so-called group-splitting attacks, which consist of partitioning a group
into subgroups in such a way that members of a partition cannot communicate
members of different partitions; this is an attack because group members are
unaware of the split [8/10/11].

Another common assumption in the messaging literature is that of an ad-
ditional external party that is trusted with providing a total ordering on the
messages sent by group-members [4,6HIl|15,21]—the delivery server. While this
additional party is generally untrusted—i.e. confidentiality is guaranteed even
if this party is corrupted—the availability (or liveness) of a chat still depends
on this party’s honesty [4,/6H10L/15,/21}|30]. Even worse, this delivery party can
also perform group-split attacks—even in works that consider malicious insiders
such as [8}|10,/11]. This has naturally motivated the study of fully decentralized
protocols (e.g. |11122,/43,/44]) that do not rely on a delivery party, thus avoiding
such group-splitting/fork attacks. However, these protocols still do not prevent
malicious parties from performing group-split attacks (i.e. forks) [11},/22}[44], lead-
ing to the following natural question: What guarantees can a messenger achieve
when any party (group member or not) can be fully malicious?

This paper takes a fresh (and radically different) approach to the study of
messaging applications. Our main contribution is the introduction of a new ab-
straction for stateful communication—Chat Sessions—that captures the evolving
state of a chat. We give a formal definition of our abstraction—by means of
a composable security notion—show how to construct, use and extend it, and
in doing so we address many problems left open in the literature. Regarding
messaging applications, our abstraction yields the first messenger that is fully
off-the-record—wherein parties can not only plausibly deny having sent any
particular message but also having participated in a chat altogether—that is fully



decentralized—our construction does not require any central party (not even
to order the messages sent by parties)—and the first which cryptographically
enforces an arbitrary access control policy—guaranteeing chat members only
perform the operations for which they have permissions. No messenger provides
any single of these guarantees if an arbitrary subset of group members is malicious,
whereas ours provides them all simultaneously.

1.1 Overview of Contributions

1.1.1 Chat Sessions Abstraction.

Message Ordering. Achieving a total order on messages is rather expensive, either
in terms of the resources needed to get it (e.g. extra interaction between parties
to reach consensus) or in terms of additionally trusting a third party to provide
this ordering [3,/4}|111[22|43]|44]. Instead, we only rely on the causal consistency
explicitly given by messages: each message m acknowledges a set of prior ones,
and a party can only see m if it already sees all the ancestors m is acknowledging.
Each chat session consists of a directed graph (digraph) G = (V, E), where each
node u € V corresponds to a command (i.e. message) issued by a group member,
and each edge (u,v) € E corresponds to an ordering between commands—in this
case meaning that v € V should only become visible after wu is visibleﬁ

Consistency. For each chat session there is a unique digraph Ggiobal == (V E)EF
where each node v € V defines a sender S, a vector of receivers ‘7, a command
cmd and a set of acknowledgments Acks (i.e. prior nodes on which v depends). A
bit more formally, the set of nodes V' actually defines Ggiopal, as F is simply the
union of the edges incoming to each node v € V and the edges incoming to a
node are defined its set of acknowledgments. Consider two parties P; and P; and
let G; == (V;, E;) and G; := (V}, E;) be the subgraphs of Ggiobal induced by P;’s
and P;’s views, respectively. Consistency means, on one hand, that for each node
in V; NV}, both parties (i.e. P; and P;) see the same sender S, vector of receivers
‘7, command cmd and set of acknowledgments Acks, and on the other hand, that
P; knows which nodes—among the currently visible ones V;—will become visible
to P; when they are delivered (and vice-versa for P;).

Arbitrary Management Policies. Chat sessions does not fix any particular group
management policy, and instead is parameterized by one which it enforces. A chat
management policy P defines two predicates—ISROOT and ISVALID—defining
the commands each party can issue; chat sessions then guarantees that parties
only issue commands they are allowed to (according to 9B). This is possible due

* A seemingly related concept is that of history graphs [7]. However, history graphs
were introduced as a means of simplifying security definitions, while in our case
honest parties actually get to see each chat sessions’ graphs.

5 These are not formally graphs, as we will see.



to the consistency guarantees of chat sessions: every honest party can check the
validity of a command, so disallowed commands can be simply ignored.

Related Work: In existing literature it is standard to consider a fixed policy
supporting operations for party addition, removal and key updates for which all
parties have permissions [4,(7,{10,/13/42]. While if all of a group’s members are
honest such policy is general enough to implement other arbitrary policies [§],
trusting parties to behave honestly goes against the very nature of a permissions
policy [13/42]. In recent work, Bélbas et al. pave way to the study of group chat
administration in the presence of malicious (but non-administrator) group mem-
bers [13], where they consider a policy that closely matches the ones implemented
in applications like Signal [1] and WhatsApp [2]. While [13] takes a significant
step forward in that group members are not trusted to follow a policy (in partic-
ular by disallowing non-administrators from performing administrator-reserved
operations), it still relies on administrators being honest (e.g. no guarantees are
given when a dishonest administrator has its administration rights revoked)ﬂ

Fine-Grained Modularity. A central feature of our chat sessions abstraction is
its modularity: while neither authenticity, confidentiality, anonymity nor off-the-
record are captured by the base chat sessions abstraction, it is easy to extend it
to provide (any subset of) such additional guarantees. For example, authenticity
can be simply captured by disallowing dishonest parties to impersonate honest
ones in writing messages, confidentiality can be captured by hiding contents
of messages sent by an honest sender to a vector of all-honest receivers, and
anonymity can be captured similarly, by hiding the identity of the sender and
of each of the receivers. (In fact by also following this modular approach to
model off-the-record, we obtain simpler yet stronger, relative to [34], composable
security notions for MDRS-PKE schemes, as explained ahead). This type of
modularity not only allows our abstraction to be clean and easy to reason about
(without compromising on generality—e.g. in contrast to current messaging
applications, we do not fix a particular group management policy—and without
compromising on the security guarantees it provides) but it also allows for a
cleaner understanding (and modeling) of the additional guarantees.

Stronger Security Statements: Another advantage of this modularity is that it
allows for stronger statements (regarding the additional security guarantees) with
surprisingly simple proofs[] In fact, one can think of our results as showing that
the security guarantees from the underlying (stateless) communication channels
are lifted to chat sessions in the appendix illustrates this); the only

5 The only focus of [13] is group administration; their notions do not disallow (nor
capture) group-splits, and their setting still relies on a delivery service for liveness.
7 See, for example, the proof of which states that our construction preserves
the confidentiality and anonymity guarantees of the underlying (assumed) channels

(proof in Appendix [Section C.4J).



assumptions that seem inherently necessary (from the underlying channels) are
consistency and replay—protectionﬂ

Post-Compromise Forward Secrecy (PCFS): Despite being outside the scope
of our work, we note that PCFS is a type of confidentiality guarantee, and as
such it can be modeled similarly to how we model confidentiality and anonymity—
although the resulting security model will be inherently more involved due to its
significantly more complex setting and confidentiality guarantees. While to the
best of our knowledge there has been no work modeling PCFS (for groups) in a
composable frameworkﬁklet alone a model additionally capturing consistency and
replay protection—we note that if one models (and achieves, via a construction)
such type of confidentiality, then such guarantee can be lifted to chat sessions
(similarly to the basic type of confidentiality guarantee we consider).

Efficiency Advantages: An important property one expects from a messenger
is efficiency, both in terms of the time to encrypt and decrypt ciphertexts, but
also, and, perhaps, especially, in terms of achieving ciphertext sizes that scale
(ideally) logarithmically with the size of a group. Indeed efficiency has been a
main focus in the messaging literature [3}/41[8H10L[21L[30]. On this regard we make
two points. First, our chat sessions construction is very efficient: it does not use
any cryptographic primitives nor requires any expensive computation. Second,
while we only provide a single construction of the communication channels used
by our chat sessions construction, and this construction is based on MDRS-PKE
schemes—for which ciphertext sizes (and hence encryption and decryption times)
are inherently linear with the number of receivers (see |23, Theorem 1])—we note
that if one is not willing to pay the extra price that is required for such strong
security guarantees, and thanks to modularity, one can alternatively consider
more efficient schemes (providing fewer guarantees). For example, if one only
requires authenticity, then the underlying channels could be constructed using
standard sSEUF-CMA secure signatures (which can be made compact via hash-
then-sign). All in all, what modularity buys us here is some sort of independence
from the underlying types of scheme being used.

1.1.2 Building on Chat Sessions: UatChat. We show how to use the chat
sessions abstraction by constructing a messaging application on top of it; the
main principle behind using chat sessions is ensuring parties see subgraphs of
the graphs output by chat sessions’ READ operations—which are guaranteed to
be consistent (in the sense explained before). Our messenger allows parties to
1. create chats with a given roster of participants (defined by a vector of parties);
2. propose adding/removing parties to/from existing chats; 3. vote on proposals;
and 4. write messages—which may include a set of prior commands the message
is “replying to”. As required by our chat sessions abstraction, UatChat defines a

8 Note that an insecure channel provides both these guarantees, as does the type of
authenticated channel one can construct from strongly unforgeable signatures (with
deterministic verification).

9 For the case of two parties there are works in both the Universal Composability and
Constructive Cryptography frameworks [16}[18[[29].



permissions policy, denoted I, which at a high level enforces all group members
must unanimously agree on a group modification proposal for it to take effect.
For example, to add a party P’ to a chat, say with current roster é, a party
P € G needs to propose adding P’ and then all parties in G need to agree with
this proposal (by voting). (For removing a party P, it is not necessary for P to
agree to the change, only the other members.)

Note: In messengers it is often necessary for party addition proposals to
include the current state of the group and for each group member to have to
acknowledge this state: these acknowledgments guarantee to the added party
that it is indeed being added to the group. This is needed, for example, in
policies where only certain group members have permissions to add new parties
to the group. To see why, consider a group management policy distinguishing
administrators (admins) from non-administrator members (non-admins), being
that only admins can promote other members to become admins, and make
changes to the set of members of the group (i.e. add/remove members to/from
the group); and consider a group of two parties, Alice and Bob, where Alice is the
sole administratorm A dishonest Bob could try deceiving an honest outsider, say
Charlie, into believing that he was added to the group; however, by requiring an
acknowledgment from other group members, Charlie would only consider himself
part of the group once Alice would acknowledge it, which would never occur (so
Bob would not succeed in deceiving Charlie).

Group Versions: Unconciliable Command Orderings. The inexistence of a total
order on the commands issued by group members makes it unavoidable that
a chat may have unconciliable versions even when all parties are honest. To
illustrate, suppose that a party P; just created a chat with a vector of (all honest)
parties G = (P1, Py, P35, Py). Then, suppose that, concurrently, P, and P3 propose
to remove, respectively, P3 and P, from the chat, and let prop, and prop; be P»’s
and P3’s proposals, respectively. Finally, suppose that P; receives prop, first, and
immediately votes in its favor, whereas P; receives props first, and immediately
votes in its favor too. One can then ask, when P, and Py later receive prop; and
prop,, respectively, what should happen? This is a typical problem that shows
up in the theory of parallel computing [12,[25]26,40], a topic with a rather vast
literature. There are various ways to handle this (type of) problem; for simplicity,
in our messenger there can be multiple versions of the same group that may
evolve concurrently; applied to this particular case, there would be two new
versions of the group chat: one where the proposal prop, may take effect, and
one where prop; may take effect. Whether any of these changes actually takes
effect then depends on parties agreeing with them, but it is possible for the two
proposals to come to take effect. We emphasize that our goal here is showing how
one can use the chat sessions abstraction to construct a messaging application,
not to come up with an “intuitive and easy to use” messenger. Nevertheless, it is
an interesting direction for future work to consider other possible constructions of

10 This policy is similar to those implemented in messengers such as WhatsApp 12] and
Signal [1].



messaging applications, perhaps by leveraging what is known from communities
working on concurrent /parallel computing.

1.1.3 Application Semantics of Maurer et al.’s MDRS-PKE [35]. We
introduce the first composable notions for MDRS-PKE schemes. Our notions
are defined in (a rather simplified variant of) the Constructive Cryptography
frameworkiﬂ and capture security in the (rather strong) setting considered in [19]—
where even the secret keys of honest senders leak to a judge. We introduce these
notions to obtain an instantiation of Chat Sessions providing authenticity, off-
the-record, confidentiality and anonymity, which in turn yields the first fully
off-the-record messaging application wherein parties can plausibly deny not only
having sent any message, but also having the knowledge of a chat’s existence.
We emphasize this is only possible thanks to the modularity of our Chat Sessions
abstraction, of our MDRS-PKE composable notions and of Uatchat. Concretely,
it follows from and Corollaries [T} 2] and [3] that when Chat Sessions is
built on the MDRS-PKE ideal functionality we define it provides off-the-record,
confidentiality and anonymity guarantees in case the judge is dishonest, and
additionally gives authenticity guarantees if the judge is honest. As explained
in all these guarantees analogously carry over to Uatchat (and
hence our claim of giving the first off-the-record messenger).

We introduce Forgery Invalidity—a game-based security notion that seems
necessary for giving application semantics to the MDRS-PKE game-based notions
from |19||T_2.Fand give tight reductions from breaking the composable security of
an MDRS-PKE scheme to breaking one of the game-based notions from [19] or
Forgery Invalidity. Finally, we give tight reductions for the Forgery Invalidity of
Maurer et al.’s MDRS-PKE construction [35], thus filling-in the gap of [19] by
proving the existence of a tightly secure MDRS-PKE scheme—namely, Maurer
et al.’s MDRS-PKE construction [35]—providing all the necessary guarantees for
composable security; concretely, we: 1. introduce an analogous Forgery Invalidity
notion for MDVS schemes; 2. prove Maurer et al.’s scheme [35] satisfies the new
notion if the underlying MDVS scheme satisfies the analogous one; and 3. give
tight reductions from breaking the Forgery Invalidity of Chakraborty et al.’s
MDVS [19] to the security of their construction’s building blocksE Put together,
this means we give a full-fledged and fully decentralized messaging application
providing strong security guarantees (but not PCFS) that can be instantiated from
building blocks all of which known to have instantiations with tight reductions
to standard assumptions. illustrates these contributions.)

Related Work: [34] introduces composable notions for Multi-Designated Verifier
Signatures (MDVS)—a closely related type of scheme that does not provide

' We do not know how to define them in other frameworks; see [34] for a discussion.

12 In the sense that we do not know how to prove the composable security of an
MDRS-PKE scheme without relying on Forgery Invalidity for the setting where the
secret keys of honest senders leak [19].

13 Our reduction need not any additional guarantees from the scheme’s building blocks.



confidentiality nor anonymity guarantees [35]. Our composable notions are related
to the ones from [34], but have the following key differences: 1. we capture a
stronger off-the-record guarantee—honest parties are allowed to read incoming
messages, in contrast to [34]; 2. we consider the stronger setting introduced in [19)
where secret keys of honest senders leak; and 3. our notions are significantly
simpler [34].

2 Preliminaries

We denote the arity of a vector & by |Z| and its i-th element by z;. We write
Set(Z) to denote the set induced by Z: Set(Z) := {z; | x; € £}. For a set/alphabet
S, we denote the set of non-empty vectors/strings over S by S*. For a vector
of parties V', we denote by v the corresponding vector of public keys, and for
ie{l,..., |‘7|}, v; is party V;’s public key. We will denote the set of all parties by
P. For any subset of parties S C P, we denote by S and SH the partitions of §
corresponding to honest and dishonest parties, respectively (with S = S7 W SH).

3 Application Semantics for MDRS-PKE Schemes

In the following, S = {A4i,...,A;} are the senders, R = {Bi,...,B,} the
receivers, and F := S UR; we assume R, R¥ SH and SH are non-empty. We
also consider a judge J(-udy) who is not a sender nor a receiver. The set of
parties is P = {Ay,..., A;,B1,..., By, J}.

Modeling Access Control via Repositories. Similarly to [34], we model access con-
trol via repositories. A repository contains a set of registers and a (corresponding)
set of register identifiers IdSet; a register is a pair reg = (id, m), where id is
the register’s identifier (uniquely identifying it among all repositories), and m is
a message. We consider two types of repository access rights: read access and
write access['] We denote by W and R the sets of parties with write and read
access to a repository rep, respectively; to make the access permissions explicit
we write rep}%} , but otherwise simply write rep. For example, consider a three
party setting with a sender Alice, a receiver Bob and a dishonest third-party
Eve—so P = {A, B, E}. An insecure repository—which allows everyone to read
and write—is given by INSg; a (replay-protected) authentic repository from

Alice to Bob is given by AUT  The semantics of atomic repositories is

{B,E}"
defined in |Algorithm 1JI*°|

4 This is in contrast to [34], which additionally considers copy access.

15 As needed to capture the Off-The-Record guarantee, the repository semantics capture
sender anonymity: for a repository rep;/zv , readers do not learn who wrote (among
the parties in W) each of the repository’s messages.



Algorithm 1 Atomic repository rep)y .

& INITIALIZATION
IdSet < 0

> (P € W)-WRITE(m)
id +— NEWREGISTER(m)
IdSet « IdSet U {id}
OurpruT(id)

> (P € R)-READ
list < 0
for id € IdSet :
list «— list U {(id, GETMESSAGE(id))}
OutpuT(list)

Algorithm 2 Repository REP = [replgll, cey repn;g}:].

> (P e P)—WRITE(repigf ,m)
Require: (P € W;)
OuTPUT(rep;-WRITE(m))

> (P € P)-READ
list < 0
for rep; € REP with P R; :
for (id, m) € rep;-READ :
list « list U (id, (repi, m))
OutpuT(list)

Following [34], to model that parties may have access to multiple repositories—
say repl;g}l1 sy repn;/g:—we define a new type of repository denoted REP =

[repl;g}l1 yeee ,repn;g}:], which is essentially a parallel composition of atomic repos-
itories equipped with a single read operation that allows parties to (efficiently)
read all their incoming messages at once (instead of having to read from each
atomic repository rep; they have access to). The exact semantics of REP is

define in

Modeling an Asynchronous Network. To model an asynchronous network we
define a network converter Net (in [Algorithm 3)), which provides an interface for
message delivery and ensures honest receivers only read delivered messages.



Algorithm 3 Semantics of Net for a repository REP = [reps,...,repy].

& INITIALIZATION
for P, € P:
Received[P;] « 0

> (P € PH*)-Reap
list < 0
for (id, (rep;, m)) € READ :
if id € Received[P] :
list < list U (id, (repi, m))
OutpuT(list)

> (P € P)-WRITE(repj, m)
OutPuT(WRITE(rep;, m))

> (P € PH)-READ
OuTpPUT(READ)

> DELIVER(P € P, id)
Received[P] < Received[P] U {id}

3.1 MDRS-PKE Application Semantics: A Modular Approach to
Capturing Composable Security Guarantees

The guarantees one expects from an MDRS-PKE scheme depend on the honesty
of the judge J(-udy): if dishonest, we expect consistency and Off-The-Record; if
honest, we additionally expect authenticity. (Authenticity is not possible when
J is dishonest because she has access to honest senders’ secret keys and so she
can impersonate them.) Finally, we also expect confidentiality and anonymity for
messages sent by honest senders to vectors of all-honest receivers.

Dishonest Judy. For each sender A; € S and each vector of receivers Ve RT,
the ideal system includes a repository

o, {AJUPH
(Ai = Vigewiyupm

to which A; and any dishonest party can write to, and from which dishonest
parties and the ones in V can read. Consistency is captured because for each
such repository (A; — ‘7>, either there is a register with identifier id—in which
case all honest receivers Bj € V get the same unique tuple (id, ((A; — V), m))
as part of the output of a READ operation—or there is not—in which case no
honest receiver B; € 1% gets a tuple with a matching identifier id (as part of
the output of a READ operation). To capture Off-The-Record, for each sender
A; and vector of designated receivers V we consider an additional repository to
which forged messages are written to:

([Forge]4; — V)%



The ideal system includes a repository consisting of all these (atomic) repositories
put together, with the Net converter attached, i.eE

— {A,}UPH
Net - [Ai it —}
¢ (i = Viga(vypm AeSVer+ | (3.1)
[([Forge] 4; — V\ow
gelti PR A,es Ver+t

Algorithm 4 Converter ConfAnon.

> (P € PH)-READ
list < 0 R
for (id, ((A; — V), m)) € READ :
if (A;,V) esH x (RT)T:
list « list U {(id, (|V], |m|))}
else
list < list U {(id, ((4; — V), m))}
OutpuT(list)

Algorithm 5 Converter Otr.

> (P e 'PfH)—RHAD
list + 0
for (id, (rep;j, m)) € READ :
if rep; = ([Forge]4; — V) :
list < list U {(id, ((A; — V), m))}

else // rep; = (A; — V).
list < list U {(id, (rep;, m))}
OutpuT(list)

The repositories in do not capture neither Off-The-Record,

confidentiality nor anonymity guarantees, and we do not know how to model
these only using the repository resources from before: regarding Off-The-Record
and anonymity, READ operations leak the atomic repository from which each
of the tuples output was read from, and so, for the case of OTR, a party can
distinguish real messages—which would be paired with repositories labels of
the form (A4; — V)—from forged ones—which would be paired with labels of
the form ([Forge]A; — V), regarding confidentiality, either a party has read
access to an atomic repository—in which case READ operations output all of
the repository’s messages in plain—or the party has no read access to the
atomic repository—in which case the party does not learn anything about the
messages written in that repository: not their length nor how many there are. We
model Off-The-Record via a converter Otr that is attached to dishonest parties’

16 Net need not be attached to ([Forge]A; — V') since all readers are dishonest.



READ interfaces and limits their (reading) capabilities. Otr—formally defined
in [Algorithm 5|captures Off-The-Record because it ensures (dishonest) parties
do not know whether they are reading real messages—written to (A; — V)—or
forged ones—written to ([Forge]4; — V). Confidentiality and anonymity are
modeled similarly—by attaching a converter ConfAnon (defined in
to the READ interfaces of dishonest parties that similarly limits their reading
capabilities: if an honest sender A; € S sends a message m to a vector of
receivers V all of whom are honest (i.e. V € RH+), then ConfAnon only leaks
|V| and |m| to dishonest parties (instead of (4; — V') and m). The ideal world
system S is then
—, {AiyuPH

g (CoannonPT. Otrﬁ). Net - |:<Az — V>Set(\7)UPH:|Ai€S7‘7€R+ . 32)

L F
[{[Forge] 4; — V')35s] s tens

Honest Judy. To capture authenticity, the ideal system T includes (atomic)
repositories

— {4}
(Ai — V>Set(\7)U'PH} A eSH VeRr+
to which only the intended (honest) sender A; can write. For dishonest senders
A; € SH we only expect consistency, which can be captured as before; T then
includes all such atomic repositories with converter Net attached:
-\ {Ai}
A = V) guyyomw |
Net - B $7 Vs con e (3.3)

_, PH

|:<A7« - V>Sct(‘7)U777H:| A,€S8H VeR+

As one might note, and similarly to how we captured Off-The-Record, confiden-
tiality and anonymity, we can alternatively capture authenticity by also attaching
a converter to dishonest parties interfaces. Concretely, we attach converter L to
the WRITE sub-interfaces of dishonest parties’ for which the sender A; in the
input label (4; — V) is honest (i.e. 4; € S¥). Denoting these (sub-)interfaces
by Auth-Intf := PH-WRITE((S# — RT),-), this means

Auth-Intf 7 [AUPT = A
L Auehner [<Az‘ - V>Set(\7)UP7H} Ajest = [<Ai - V>Set(‘7)U7’7H} Aest (3:4)
Vert Vert

By capturing Off-The-Record, confidentiality and anonymity as before, the ideal
system T is then defined as:

—_ uth-In _ {AJUPH
ConfAnon”" Net . LAvhIntT . [<A1 - V>Set(‘7)U737Hj| A;eS
T = B . - Vert|. (3.5)
- Otr T A TA
[<[ orgeldi = V>PH} A;€SVeRT



4 Chat Sessions

We denote the set of messaging parties by M = {Py,..., P,} (being that each
party P; € M can both send and receive messages) and assume M and M#
are non-empty. Set P also includes the judge J, i.e. P = M U{J}.

4.1 Ideal Chat Sessions

The chat sessions functionality, denoted ChatSessions[J3], allows parties to per-
form READ and WRITE operations. When a party P € M issues a READ
operation (which takes no input), ChatSessions[] outputs a set of pairs
(sid,G1), where sid is a (chat) session identifier—uniquely identifying the
chat session—and G* (essentially) is a (non-empty) digraph corresponding to
P’s view of that particular session. WRITE operations are uniquely identified
by an id and have an associated writer/sender S, vector of receivers ‘7, and
message m = (sid, cmd, Acks)—a triple comprising an sid, a command cmd
and a set Acks of (prior) WRITE operation identifiers to acknowledge. These
operations take as input an sid, a vector of receivers ‘77 a command cmd and a
set of acknowledgements Acks, and output their own identifier id.

As one of the main goals of our abstraction is capturing consistency, our ideal
functionality keeps track of a global directed graph (digraph) G = (V, E) for each
existing chat session sidB Each node v € V of this global graph is the identifier
id of a WRITE operation, and for any node v € V, we have that (u,v) € E if and
only if the (message) triple m := (sid, cmd, Acks) corresponding to (WRITE) v is
such that u € Acks. The elements G = (V, ET) output by READ operations
are of a different type than the global digraphs: on one hand, each u € VT is of
the form (id, ((S — V), (sid, cmd, Acks)))—with id being a WRITE operation
identifier, (S — V being a label identifying a sender S and the vector of receivers
1% (see , and with sid, cmd and Acks being, respectively, the session
identifier, the command and the set of WRITE operations acknowledged; on
the other hand, the elements of ET (i.e. edges) are pairs (id,id’) of WRITE
operation identifiers. Since there are no two different tuples u,v € V* with
the same WRITE operation identifier (i.e. Vu,v € V* u # v — w.id # v.id),
one can alternatively think of G* as a triple G* = (¢’ = (V',E’),f) where
G’ is (informally) a subgraph of the global digraph from before and f is a
function—with domain V'—mapping each WRITE operation id € V' to a tuple
((S — V), (sid, cmd, Acks)). Throughout the rest of the paper we will call these
the extended digraphs/graphs; we will denote the extended version of a graph
G=(V,E)by Gt = (V*,E") and call each u € VT an extended node.

The ChatSessions[P] functionality is parameterized by a policy 9 which
defines two (deterministic) predicates: ISROOT and ISVALID. ISROOT takes as
input a session identifier sid, a sender S, a vector of receivers V and a command
cmd and outputs whether a corresponding node is a root node. ISVALID takes as

1" Each G = (V, E) is not necessarily a digraph: there may be edges (u,v) € E for which
u ¢ V. For simplicity, however, we will still refer to G as being a digraph.



input a session identifier sid, an extended graph G+ = (V*, ET)—corresponding
to a party’s view of that session’s graph—a sender S, a vector of receivers ‘7,
a command cmd and a set Acks of WRITE operation ids to acknowledge, and
outputs whether cmd is a valid command (with respect to the given input).

To simplify the description of our ideal messenger, we rely on a repository
REP (see with a network converter Net (see attached.
Every party in M can both send and receive messages; to capture this, each
P, € M plays both the role of a sender A; € S and of a receiver B; € R

(see|Section 3)). So REP is defined as

- {P}UPH

REP = [<P = V) gen(v)uPT (4.1)

]PEM,VEM*I
Authenticity, Off-The-Record, confidentiality and anonymity guarantees are de-
fined similarly to [Section 3} our security statements imply the additional guaran-
tees if the assumed repositories provide them too (see [Section 4.3)).

4.1.1 Policy requirements. One of the goals of our ideal abstraction is
capturing consistency, meaning that it needs to ensure all parties have a consistent
view of each session’s chat graph—even if their views are partial due to undelivered
messages. As one may note, this is not possible for every possible policy; we now
move to define the requirements one needs to make on a policy parameterizing
the chat sessions ideal functionality. Throughout the following, we consider a
fixed policy 3, and refer to the two predicates defined by P simply as ISRoOT
and ISVALID, thus omitting B.

For some chat session identifier sid, command cmd, sender S € M and vector
of receivers V € M, we call (sid, S, v, cmd) a root if ISROOT(sid, S, v, cmd) =
1. We start by defining what it means for a chat session graph to be proper.
(Ahead, we will always assume that the graphs input to ISVALID are proper.)

Definition 1 (Proper (Extended) Chat Session Graph). The empty graph
gg = (0,0) is proper. Let Gt = (VT,E™") be a proper graph. For any label
(S — ‘7>, any triple (sid, cmd, Acks), and any id for a corresponding WRITE
operation, if ISVALID(sid,GT, S, V,cmd, Acks) = 1, then G*' = (V' Et') is
proper, where V' = V*+ U {(id, ((S — V), (sid, cmd, Acks)))}, and Et' =
Et U (Acks x {id}).

The first requirement is that any root node is a valid node:

Requirement 1 (Root validity). For any proper graph G = (V*,E™T), any
root (sid, S, v, cmd) and any finite set of WRITE operation identifiers Acks:
IsVALID(sid,GT, S,V cmd, Acks) = 1.

guarantees a non-root node is only valid if its set of acknowl-
edged nodes is contained in the input graph:

Requirement 2 (Non-root acknowledgements). For any proper graph G =
(V*T,ET), any quadruple (sid, S,V ,cmd) that is not a root, and any finite set



of WRITE operation identifiers Acks, if ISVALID(sid, Q+,S,\7, cmd, Acks) = 1,
then Vid € Acks there is a node (id,-) € V.

At a high level, the following requirement captures that the validity of a
command is consistent among any proper (extended) subgraphs of a chat session.

Requirement 3 (Subgraph validity). Let Gt = (VT ET) be some proper
graph, S be some party S € M,V be some (non-empty) vector of parties VeMt,
and (sid, cmd, Acks) be some triple—where Acks is a set of WRITE operation
identifiers. Then, for every subset V'™ C V*, and letting G'" be the (extended)
sub-graph of Gt induced by V’+, if G'"is proper and ¥id € Acks there is a node
(id,-) € V'", then

IsVALID(sid, GT, S, V, cmd, Acks) = IsVALID(sid, QH_, S,V,cmd, Acks).

4.1.2 The Definition. ChatSessions[}] is formally defined in [Algorithm 6
consistency is captured by the existence of a unique graph G (for each chat session)
such that honest parties see subgraphs of G induced by what they received.

4.2 Constructing Chat Sessions

The assumed resource for our construction is a repository REP (matching the
ideal world’s REP) with the network converter Net attached: (Net- REP); honest
parties run converter ChatSessionsProt[J3] (Algorithm 7)), which is parameterized
by a policy B. The real world system is

R[] = ChatSessionsProt[‘B]MH~ (Net - REP). (4.2)

Theorem 1. For any policy B satisfying Requirements[1], [3 and [3:
R[] = ChatSessions[]3].

(See Appendix for the proof.)

4.3 Authenticity, Off-The-Record, Confidentiality and Anonymity

We model these guarantees like in and prove that if the real world
provides (any subset of) these guarantees, so does the ideal chat sessions system.

Authenticity. We attach converter LAt 5o dishonest parties cannot imper-
sonate honest ones. The ideal system is then

AuthChatSessions[P] := LA"""f . ChatSessions[}]. (4.3)

The real world is as in with converter L attached to interfaces
Auth-Intf := PH-WRITE((S — R*),") of REP:

Roautn[B] = ChatSessionsProt[B]M” - (Net - LA REP).  (4.4)
Corollary 1| follows from (see Appendix for a proof).



Algorithm 6 The ChatSessions[}3] abstraction.

& INITIALIZATION
(Net - REP)-INITIALIZATION
SessionGraphs, Contents, ToHandle +— (
for P ¢ M ;
Sent[P] « 0

> (P € M™)-WriTE(sid, cnd, V, Acks)
Gt « InducedPartyGraph™ (sid, P)
Require: PB[IsVALID](sid, gt,p, \7, cmd, Acks)
id < (Net-REP)-WRITE((P — V), m:=(sid, cnd, Acks))
Contents[id] < ((P — V), (sid, cmd, Acks))
Sent[P] < Sent[P] U {id}
AddToGraph(sid, id)
OuTtpUT(id)

> (P € PH)-WRITE((S — V), m := (sid, cnd, Acks))
id < (Net - REP)-WRITE((S — V'), m)
Contents[id] < ((S — V'), (sid, cmd, Acks))
AddToGraph(sid, id)
OuTpuT(id)

> (P € MT)-REaD
ourrur({(sid, G1) | g7 = InducedPartyGraph™ (sid, P) A G # (0,0)})

> DELIVER(P, id)
(Net - REP)-DELIVER(P, id)

> (P € PH)-READ
OuTtPUT((Net - REP)-READ)

o InducedPartyGrapht (sid, P) // Not part of interface.
G := (V, E) + SessionGraphs[sid]
Vp =V N{id| (id4, (-, (sid,-,-))) € (Net - REP)-READ U Sent[P]}
Vo = {id € Vp | Contents[id] = ({(S — V), (sid, cnd, -)) A B[IsRooT|(sid, S, V, cmd) }
i+ 0
repeat
Vig1 < Vi
for id € Vp :
(-, (+, -, Acks)) + Contents[id]
if Acks CV; :
Vig1 = Vigr U {id}
i i+ 1
until V; =V, _4
Vg = {id | (iq,id’) € E}
return Extended(G; := (V;, EN (Vg X V;)))

o Extended(G = (V, E)) // Not part of interface.
return G* := ({(id, Contents[id]) | id € V'}, E)

o AddToGraph(sid, id) // Not part of interface.
ToHandle[sid] - ToHandle[sid] U {id}
(SessionGraphs(sid], Handled) < UpdatedGraph (SessionGraphs[sid], ToHandle[sid])
ToHandle[sid] - ToHandle[sid] \ Handled

¢ UpdatedGraph(Gy, ToHandle) // Not part of interface.
i < 0, Handled «+ 0
repeat
Git1 < G
for id € ToHandle with id ¢ Handled :
((S — V), (sid, cmd, Acks)) < Contents[id]
if P[IsVALID](sid, Extended(Git1), S, V, cmd, Acks) :
Git1 + (Git1.V U{id}, Giy1.E U (Acks x {id}))
Handled < Handled U {id}
i it 1
until G; = G, 4
return (G;, Handled)




Algorithm 7 Converter ChatSessionsProt[].

& INITIALIZATION
SessionGraphs, Contents < ()

> (P € MP)-Reap
ProcessReceived
OvutpruT({(sid, Extended(G)) | (sid, G) € SessionGraphs A G # (0,0)})

> (P € MT)-WriTE(sid, cnd, V, Acks)
ProcessReceived
G := (V, E) + SessionGraphs[sid] // If sid ¢ SessionGraphs then G = (0, 0).
Require: B[ISVALID](sid, Extended(G), P, V, cnd, Acks)
id < (Net - REP)-WRITE((P — V'), (sid, cnd, Acks))
Contents[id] « ((P — V), (sid, cmd, Acks))
SessionGraphs[sid] < (V U {id}, E U (Acks x {id}))
OuTpruT(id)

¢ ProcessReceived // Not part of interface.
ToHandle + 0
for (id, ((S — V), (sid, cmd, Acks))) € (Net - REP)-READ with id ¢ SessionGraphs[sid].V :
Contents[id] < ((S — V'), (sid, cmd, Acks))
ToHandle[sid] - ToHandle[sid] U {id}
for sid € ToHandle :
(SessionGraphs[sid], -) < UpdatedGraph(SessionGraphs[sid], ToHandle[sid])

Corollary 1. For any B satisfying Requirements and [3:

Rauth[B] = AuthChatSessions[B].

Algorithm 8 The FakeChatSessions system to which fake messages
(i.e. invisible to honest parties) are written. Below, FAKE-REP =

- M
[({[Forge] P — V>pT]pem,VeM+'

> (P € M)-WRITE(S, sid, cnd, V', Acks)
Outrut (FAKE-REP-WRITE(([Forge] S — V), m := (sid, cnd, Acks)))

> (P € PH)-READ
OutpuT (FAKE-REP-READ)

Off-The-Record. We extend AuthChatSessions[3] via parallel composition
with FakeChatSessions—defined in [Algorithm 8}—which provides 1. an in-
terface WRITE that allows parties to write fake messages, and 2. an inter-
face READ from which dishonest parties can read these fake messages—and
then attach converter Otr to the interfaces of dishonest parties
that hides (from dishonest parties) which messages are real—i.e. written to
AuthChatSessions[J3]—and which ones are fake—not visible to honest parties,



i.e. written to FakeChatSessions. The ideal world is then

OTR-ChatSessions[f3] := ou”". AuthChatSessions[Y] . (4.5)
FakeChatSessions

The assumed resources for this construction are similar to the ones for authenticity

Algorithm 9 Converter ChatSessionsForgeProt.

> (P € M)-WRITE(S, sid, cmd, \7, Acks)
OuTPUT (([([Forge]P — ﬁ)]PeM Fem+)-WRITE(([Forge] S — V), m == (sid, cmd, Acks)))

- M
Equation 4.4)), but now also include repositories [([Forge]P — V)ﬁ} .
PeM,VeM+
to which parties write fake messages, plus converter Otr. Regarding the proto-
col, honest parties M* run converter ChatSessionsProt[B3], and additionally
all (honest and dishonest) parties in M run converter ChatSessionsForgeProt

(Algorithm 9|) which allows writing fake messages. The real world resource is then

ChatSessionsProt[J3]M” BT Net . LAuth-Intf . REP
Rotr[P]:= o Poredl P —s AL
- ChatSessionsForgeProt [<[ orge| P — V>7:H} PeM
Vem

(4.6)
Corollary 2| follows from |[Corollary 1| (see Appendix for a proof).

Corollary 2. For any B satisfying Requirements[1], [4 and [3:

Rotr[P] = OTR-ChatSessions[J].

Confidentiality and Anonymity. We capture these guarantees via converter

ConfAnon ((Algorithm 4)); consider any two resources AR[] and V[}] such that
VI[B] = ChatSessionsProt[‘mMH - AR[}] (4.7

which have PH-READ interfaces suitable for converter ConfAnon. (AR[] could
be, e.g. ChatSessions[}3], AuthChatSessions[f}] or OTR-ChatSessions[}3].)

The ideal resource capturing confidentiality and anonymity is ConfAnon” " V3],
and the real world resource is

Rconfanon[P] = ChatSessionsProt[&B]MH : (Coannonﬁ- AR[)),
where (Conf/—\nonﬁ - AR[%]) is the assumed resource for the construction.
The following then establishes our claim that if the real world resource gives
confidentiality and anonymity guarantees, then so does the corresponding ideal

world; we give a full proof in Appendix



Corollary 3. For any B satisfying Requirements and[3 and any resources
AR[PB| and V[B] satisfying |Equation 4.7 that have PT-READ interfaces suitable

for converter ConfAnon (Algorithm J)),
RCoannon[%] = COT’IfAnOf‘I'PiH . V[m]

We state rather abstractly because we want the result to hold for
any suitable real world and ideal world resources.

5 UatChat: A Decentralized Messenger

In UatChat (Algorithms[12]and[13]) there are two main types of operations: READ
operations and command writing operations. READ operations behave similarly
to chat sessions: they output the graphs of all chats a party is in. There are four
interfaces for command writing: CREATECHAT, PROPOSECHANGE, VOTE and
WRITE. All these interfaces take as input a chat session identifier ciﬂ, and, in
general, upon a query they issue a chat sessions WRITE operation and output
whatever WRITE identifier is output. Slightly more specifically:

CREATECHAT: on input (cid, é), where G defines the group member vector,
issues a WRITE with command (Create, é) and acknowledgements Acks = (J;

PROPOSECHANGE: on input (cid, vid, change, P), where vid specifies the ver-
ston of the chat to which the change is to be made, and change and P’
specify the actual change—if change = Add then P’ is being added and
otherwise, if change = Rm then P’ is being removed—issues a WRITE with
command (vid, change, é, P’), where vector G is the current group roster for
chat version vid

VOTE: on input (cid, vid), where vid is a proposed chat version, issues a WRITE
with command (vid, Vote) and acknowledgements Acks = {vid}; and

WRITE: on input (cid, vid, m,ReplyTo)—where vid identifies the chat version
to which the message m is intended and ReplyTo is the set of prior commands
the party wants to explicitly acknowledge—issues a WRITE with command
(vid, Msg, m,ReplyTo) and a set of acknowledgements that includes each
command in ReplyTo (i.e. ReplyTo C Acks).

5.1 The Unanimous Policy

The first step in constructing a messenger is defining a policy to parameterize

chat sessions; UatChat’s policy—defined in [Algorithm 10}—is denoted L.
To define 4 we rely on a helpful definition:

8 These identifiers are just chat sessions’ identifiers and only serve to identify a particular
chat session.

19 Adding G to the command allows the joining party to learn the current group roster
and each group member to confirm this roster.



Definition 2. For digraph G = (V, E) and node v € V, the v-sourced subgraph
of G, denoted Sourced(G,v), is the subgraph of G induced by the set of vertices
u € V that are reachable from v—i.e. to which there is a directed path in G
starting in v—plus node v itself.

UatChat allows for five types of commands: Create, Add, Rm, Vote and Msg.
Only commands of type Create, Add or Rm may be roots; spe(nﬁcally, for chat
identifier cid, sender S, group vector G and receiver vector V—where S must
be an element of the group, i.e. S € Set(G)7 and G has no duplicate parties, i.e.

|Gl = ISet(@):

— (Create, é) is valid if the receiver vector matches the group vector, i.e. V= é;
— (-, proposal € {Add, Rm},é,P) is valid if P is not in the group and the
receiver vector matches the group vector with P appended, i.e. V =G || P.

A Vote command (vid, Vote) is valid if vid is a WRITE operation identifier for a
root that is either an Add or a Rm proposal—which requires parties to agree on
the proposal-—and the set of acknowledgements is just the proposal node itself,
i.e. Acks = {vid}. Finally, a Write command (vid, (Msg, -, ReplyTo)) is valid if:
1. vid is the identifier of a root; 2. every node in ReplyTo is being acknowledged
(i.e. ReplyTo C Acks); 3. every node in Acks is in the subgraph sourced by vid;
and 4. if node corresponding to vid is an Add or a Rm proposal, then Acks
includes a vote from each party whose vote is required for the proposal to take
effect. This last condition is what enforces the unanimity policy: a proposal can
only take effect if all parties agree on it. trivially follows by inspection

of U’s definition (Algorithm 10j).
Theorem 2. Y satisfies Requirements and[3

5.2 Defining UatChat

While policy U already gives most of the guarantees we want from our messenger—
by establishing which commands are valid via predicates IsRooT and IsVALID—
one may want to require more for a root to be valid: [Requirement 1] implies that
for any Gt = (V*, ET) and any set Acks, if a quadruple (cid,S,V,cmd) is a
root, then U[ISVALID](cid, G, S, V, cmd, Acks) = 1. To exemplify, we add such
extra requirements to our messenger (see . On the other hand, one
may want the messenger to hide (to honest parties) certain nodes in a chat’s
graph; we also exemplify this with our messenger.

Additional requirements for the validity of a root. Let G* = (V¥ ET) be a
proper graph; consider some tuple (cid,G*, S,V cmd, Acks):

— if cmd = (Create, é), then Acks must be the empty set;



— if cmd = (vid, change € {Add, Rm}, G, P), then 1. vid must be in VT; 2. vid’s
corresponding node (in V') must be a root (in the sense of U’'s ISROOT
predicate); 3. if vid’s corresponding command is either Add or Rm, then
Acks must contain a vote from each of the parties necessary to agreed on

vid’s proposal; and 4. the group vector Gyiq corresponding to vid must be
consistent with G (see |[Algorithm 11)).

Hiding unwanted nodes. Generally, a node u is only visible to a party P if all of
u’s acknowledged nodes are already visible to P; the only case in which a node
is shown to a party P—despite u’s acknowledged nodes not being visible to P—is
when u’s command is (cid, Add, Cj, P): in this case u becomes visible to P as
soon as P receives a corresponding vote from each of the parties in G needed for
an unanimous agreement (to add P to chat cid). Proposals’ votes only become
visible after all votes that are necessary for an unanimous agreement have been
received. Finally, proposals to add (resp. remove) a party P to (resp. from) a
chat are kept hidden from P until all parties have agreed to the proposal. (This
guarantees that an honest party P only sees that it was added to a chat once all
the chat’s participants agreed to P’s addition.)

Consistency. Neither hiding unwanted nodes nor making further requirements
for root nodes to be valid affect the consistency of our messenger, because honest
parties only see a subgraph of what is output by the chat sessions abstraction
(and therefore the subgraphs they read are consistent).

5.2.1 Constructing UatChat. By analyzing Algorithms [6] and [I2] it follows
that dishonest parties’ capabilities are exactly the same in ChatSessions[]
and UatChat, and the same holds for interface DELIVER. This means that
one can equivalently define the ideal UatChat system by defining a converter
UatChatProt run by each honest party and attaching it to ChatSessions[LlHﬂ

UatChatProt™" . ChatSessions[il] = UatChat.

5.2.2 Capturing additional guarantees. One can capture authenticity,
confidentiality, anonymity and Off-The-Record analogously to how we captured

these guarantees for ChatSessions[J3] (see [Section 4.3)). Corollaries analogous
to Corollaries I} 2] and [3|also hold for UatChat. Regarding Off-The-Record, in[AT]

we define FakeUatChat to which parties write fake commands; as
for ChatSessions[P], the ideal OTR-UatChat is then the parallel composition
of UatChat and FakeUatChat with converter OtrCS attached.

6 MDRS-PKE: New Game-Based Notions and Their
Application Semantics

In this section we 1. introduce new game-based security notions for MDRS-PKE
schemes; 2. prove that our new notions—together with the ones from [19]—do

20 For completeness, we define converter UatChatProt in the Appendix, [Algorithm 29



imply the composable notions from [Section 3} and 3. prove the security of Maurer
et al.’s MDRS-PKE construction [35] with respect to the new notions.

An MDRS-PKE scheme is a 6-tuple of PPTs IT = (S, Gg, Gg, E, D, Forge),
where, for security parameter k: 1. S(1¥): generates public parameters pp;
2. Gs(pp): generates a sender key-pair (spk, ssk); 3. Gr(pp): generates a receiver
key-pair (rpk, rsk); 4. E(pp, ssk, ¥, m): generates a ciphertext ¢— being the
vector of public receiver keys of the intended receivers; 5. D(rsk;, ¢): outputs a
triple (spk, ¥, m)—with ¢ again being a vector of receiver public keys—or L if
decryption fails; 6. Forge(pp, ssk, ¥, m, §): generates a ciphertext c—u being the
vector of public receiver keys of the intended receivers, and s a vector of receiver
secret keys such that |0 = |3] and where, for each i € {1,..., |9}, either s; is the
secret key corresponding to v;, or it is L.

6.1 Assumed Resources and Protocol

Assumed Resources. Parties have access to an asynchronous and anonymous
insecure repository Net-INS—to which everyone can write to and read from—and
to a Key Genemtzon Authority (KGA) resource [34], which generates and stores
parties’ key pairs (see M EWG consider the setting from [19]—where
judge Judy has access to the secret keys of honest senders—meaning the KGA
gives Judy access to the secret keys of honest senders.

The KGA resource—which is implicitly parameterized by a security parame-
ter k—first runs setup algorithm S and then samples an MDRS-PKE receiver
public key—rpk, —which it attaches to the public parameters;*| Next, it gener-
ates key-pairs for all senders and receivers—using Gg and Gg, respectively. Every
honest party can query their own key-pair, the public parameters and everyone’s
public keys at their own interface. Dishonest parties can additionally obtain the
key-pairs of any dishonest senders or receivers; finally, the J can additionally
obtain the secret keys of honest senders. |§|

Protocol. Each honest sender and each honest receiver locally runs a converter
Snd and Rcv, respectively (see ; these converters connect to both
the KGA and to Net-INS and provide an outer interface that is identical to the
interface of a repository for a party who is a writer and a reader, respectively. A
party A;’s Snd converter provides a procedure WRITE which takes as input a label
(A; = V) (defining the vector of receivers V = (V.. ., V\V\)) and a message m;

21 The KGA guarantees dishonest receivers can actually access their own secret keys,
which allows them to come up with forged ciphertexts; in turn, being able to come up
with forged ciphertexts (that look like real ones) is necessary for the Off-The-Record
guarantee [23,/24/34].

22 The additional public key allows for simpler reductions (one can rely on the cor-
responding secret key for decryption) and eliminates the need for the MDRS-PKE
scheme to satisfy a robustness type of notion.

23 Resource KGA supports an additional helper operation GETLABEL which, given
an sender’s public key and a vector of receiver public keys, outputs the unique
corresponding label (A; — V), or L if the label does not exist or is not unique.



upon such input, Snd encrypts the input message, writes the resulting ciphertext
to Net-INS, and outputs the id output by writing to Net-INS. A party B;’s Rev
converter reads all (received) ciphertexts from Net - INS—filtering out duplicated
ones—and tries decrypting each of them. For each ciphertexts that decrypt
correctly, Rcv uses the KGA’s GETLABEL operation to obtain a label—i.e. looks
up the sender/vector of receivers with public keys matching the ones obtained
from decryption—and then outputs a set of triples, each triple corresponding to
a ciphertext that decrypted correctly and for which the GETLABEL operation
returned a valid label (i.e. not ).

In addition to converters Snd and Rcv, every party in F—crucially including
dishonest ones—runs a converter Forge (see that allows to forge
messages, mimicking senders’” WRITE operations towards dishonest parties. Each
such Forge converter connects to the KGA and INS resources, but is not given
access to the secret keys of any sender A; € S. The goal of having dishonest
parties run converter Forge is to capture their ability of forging real-looking
ciphertexts; however, since these parties are dishonest, we still want them to have
the same access to the KG A and INS resources as if they were not running Forge,
i.e. running Forge cannot restrict their capabilities. This can be formally modeled
by extending the KGA resource with additional interfaces that allows a party’s

Forge converter to obtain the necessary public and secret keys (see |Algorithm 17]),

and extending the INS repository to provide these converters write access}*?]

Real World System. For dishonest J, the real world system R is given by
SndS" Rev®” Forge” *{Free}) [KG A, Net - INS], and the one for the case where
J is honest is the same but has an additional converter 1 that covers all of J’s
interfaces and provides no outside interface.

6.2 New Security Notions

We now introduce Forgery Invalidity and MDRS-PKE Public-Key Collision Resis-
tance: two new notions that we use for our composable treatment of MDRS-PKE
schemes. Regarding Forgery Invalidity, note that the existing security notions
for MDRS-PKE schemes do not give any guarantee on whether a ciphertext
forgery on messages picked by an adversary who can access the secret key of the
sender may not decrypt successfully by honest receivers. In particular, this is
not captured by Unforgeability because the adversary could choose messages to
be forged depending on the sender’s secret key—which it does not have access
to in the Unforgeability game. Furthermore, we do not know how to prove the
game-based notions capture the MDRS-PKE application semantics (in the setting
where secret keys of honest senders leak |19]) without requiring Forgery Invalidity
from the underlying MDRS-PKE.

Let IT = (S, Gs, Gr, E, D, Forge) be an MDRS-PKE scheme with message
space M. The game-based notion ahead has an implicitly defined security pa-
rameter k and provide adversaries with access to the following oracles:

24 This is achieved by defining INS as INSR(7  {Fereeh),



Opp: On the first query, compute pp < S(1¥); output pp;

Osk(A;): On the first query on input A;, compute and store (spk;, ssk;) <
Gs(pp); output (spk;, ssk;);

ORrk(Bj): Analogous to the Sender Key-Pair Oracle;

Ospr(A;): (spk;,-) < Osk(A;); output spk;;

Orpr(B;): Analogous to the Sender Public-Key Oracle;

Op(A;, V,m): 1. (s8k;) « Osi(Ai); 2. T« (Orpx(Vi), -, Orpk (Vig));
3. output ¢ < Eyp(ssky, v, m);

Op(Bj,c): 1. (-, rskj) < Orr(B;); 2. (spk;, U, m) < Dyp(rsk;, c); 3. if, for each
party A; previously input to either Ogg, Ospk or O, spk; # Ospr(4i),
then output L; 4. if, for some [ € {1,..., \‘7\}, there is no party B; that was
previously input to either Ork, Orpk, Op or Op such that v; = Ogpx (V]),
then output L; 5. output (spk, 7, m).

Game GForgeInvalid qefined by the Forgery Invalidity notion provides adver-
saries with access to the oracles from above plus oracle Opopqe below:

Ororge(Ai, V,m,C C Set(V)): 1. spk; + Ospx(A;); 2. for i = 1,...,|V], let
@) Vi ifV;eC
(vi,s:) = rxc (Vi) ’ ; 3. output II.Forge,,(spk;, ¥, m,5),
(Orpr(V;), L) otherwise,
where ¥ = (vy,. .. ’UIV\) and 8= (s1,..., SIV\)'

Definition 3 (Forgery Invalidity). Game GFereeInvalid gives an adversary ac-
cess to oracles Opp, Osk, Ork, Osprk, Orrk, Or, Op and Oporge. An adver-
sary A wins if there is a query Oporge(Ai, v, m,C) and a later query Op(Bj,c)
such that: 1. B; € 17; 2. Bj ¢ C; 3. the input c to Op is the output of Oporge; and
4. the output of Op is not L. The advantage of A is denoted Adv™e'™4(A).

Definition 4 (Public-Key Collision Resistance). MDRS-PKE IT = (S, Gs,
Gr, E, D, Forge) is (n,{)-Party e-Public-Key Collision Resistant if

‘{spkl,...,spkn, pp < S(1%)
rpky,... ,rpké}| (spky,ssky) < II.Gspp, (rpky, rsky) < GRrpp
<n+¢

(spk,,, ssky) < Gspp,  (rPk,, rske) < Grpp

6.3 Application Semantics of Game-Based Notions

The informal theorem below summarizes our claims regarding the application
semantics of the MDRS-PKE security notions we introduced in this section. For
the formal theorem statements and respective full proofs, see



Theorem 3 (Informal). Suppose an MDRS-PKE scheme II is correct, con-
sistent, replay-unforgeable, {IND,IK}-CCA-2 secure, Off-The-Record, satisfies
forgery invalidity and is public-key collision resistant. If II is used as the
MDRS-PKE scheme underlying the real world systems defined in [Section 6.1] then
there are poly-time simulators simg and simT and there are negligible functions
es and e such that, for any (suitable) poly-time distinguishers Dg, D, the two

statements Ig)elow iILiold:
ADs (Snds Rev™® Forge” [KGA, Net - INS], simg - S) <eg (Theorem 12

APT (SndsH Rov?” Forge” 17 [KGA, Net - INS], simt - T) <er (Theorem 11).

6.4 Composable Security of Maurer et al.’s MDRS-PKE

Finally, we prove the security Maurer et al.’s MDRS-PKE construction with
respect to the new notions introduced above. Its building blocks are an MDVS
scheme IT\ipvs, a PKEBC scheme ITpkgpc and a DSS ITpgss [35436]; the informal
theorem below gives an overview of our results regarding the additional guarantees
given by Maurer et al.’s MDRS-PKE construction IT\iprs-pKE ﬁ

Theorem 4 (Informal). If [Tpkepc is tightly correct, robust, consistent and
{IND, IK}-CCA-2 secure under adaptive corruptions, Ilyipvs is tightly consistent,
unforgeable, message-bound validity and forgery invalidity secure and is public-key
collision resistant (all under adaptive corruptions), and Ilpgs is tightly 1-sEUF-
CMA secure then ITyiprs-pkE @S tightly: 1. consistent under adaptive corruptions
( Theorem 7], [Theorem 7); 2. (replay attack) unforgeable under adaptive
corruptions (Theorem §); 3. {IND, IK}-CCA-2 secure under adaptive corruptions
([19, Theorem 13],[Theorem 9%9); 4. forgery invalidity secure (Theorem 10); and
5. public-key collision resistant (Corollary 6]).

Finally, note that, as explained in there are suitable tightly secure
structure preserving instantiations of each of our construction’s building blocks:
on one hand it follows from that we can take Chakraborty et al.’s
MDVS construction “’| on the other hand we can take Chakraborty et al.’s
PKEBC construction [19] and any (One-Time) sEUF-CMA secure DSS.

25 As one may note, in the theorem statement we require ITmpvs to provide
Forgery Invalidity and public-key collision resistance, which we did not define for
MDVS schemes. In Appendix, we define these MDVS notions, which are
analogous to the MDRS-PKE notions defined above, and prove that Chakraborty et
al.’s construction does provide them.

26 Our proof is essentially the same as Proof of Theorem 13].

2T We note that all our reductions are tight.



Algorithm 10 Unanimous policy 4; Below, Sourced is as in [Definition 2}

o IsRooT(cid, S, v, cmd)
(Voters, -, G, -) < RootCmdInfo(cmd)
if (Voters, -, G,-) = L :
return 0 . ~ =
return (|G| = [Set(G)|) A (S € Voters) A (V = G)

o IsVaLD(cid, Gt = (V*, E1), S, V, cnd, Acks)
if IsRooT(cid, S, ‘7, emd) =1: // Any root is a valid node.
return 1
if (Acks C V') Acmd = (vid, -) :
if (vid ¢ V1) Vv (NodelsRoot(vid, V) = 0) :
return 0 . R
(Voters, Votable, Gpre-vote, Gpost-vote) +— RootCmdInfo(CmdOf(vid, V*))
if cmd = (-, Vote) :
return Votable A (S € Voters) A (‘7 = épre_vote) A (Acks = {vid})
else if cmd = (-, (Msg, -, ReplyTo)) :
Compute G-, = (V,I., EX.) + Sourced(GT, vid)

return (ReplyTo C Acks C VJC) A (Voted(vid, Acks, v

src

) = Voters) A (\7 = Gpost-vote)

return 0

o Voted(vid, Acks, V1)
Voted « {SenderOf(vid, V*)}
for id € Acks with CmdOf(id, V) = (vid, Vote) :
Voted ¢ Voted U {SenderOf(id, VT)}
return Voted

o SenderOf(id, V1)
(S = V), ) + V*[iq]
return S

& CmdOf(id, V1)
(, (-yemd, -)) = VF[id]
return cmd

o NodelsRoot(id, V1)
((8" — V', (cid’, cmd’, -)) + VT[id]
return IsRoor(cid’, S’, v, cmd’)

© RootCmdInfo(cmd)

if cnd = (Create, G)
return (Set(&),

if cmd = (-, Add, G,
G «d|P
return (Set(G),1,G’,G")

if cnd = (-,Rm, G, P) :
G« G| P
return (Set(G),1,G’, G)

return L

0,G, G
P):

=




Algorithm 11 Additional root requirements. Below, Sourced is as in [Definition 2

o IsRooT-Ext(cid, Gt = (V*t, E1), S, V, cmd, Acks)
if ([IsRooT|(cid, S, V,cmd) = 0 :
return 0 .
if cmd = (Create, G) :
return Acks =0
if (cmd = (vid, change, G, P)) A (change € {Add,Rm}) A (Acks C V1) :
if (vid ¢ V1) Vv (NodelsRoot(vid, V) = 0) :
return 0
Compute G = (V;I,, EX.) + Sourced(G7, vid)
(Voters, Votable, -, Gyia) < RootCmdInfo(CmdOf(vid, V1))
if (Votable = 1) A (Voters # Voted(vid, Acks, V1)) :
return 0 . . .
return (change, G) € {(Add, Gyia), (Rm, RemoveFromVector(Gyiq, P)) }

return 0




Algorithm 12 The ideal UatChat application. The description below relies on

a system ChatSessions[4l] (see |Algorithm 6]).

> (P € M™)-CrEATECHAT(cid, G € M™T)
Require: cid ¢ UatChat-READ
(‘7, cmd, Acks) + (é, (Create, G), 0)
Require: ISRoOT-ExT(cid, (0, ), P, V, cmd, Acks) = 1
OuTPuT(ChatSessions[{]-WRITE(cid, cnd, V, Acks))

> (P € M*H)-PROPOSECHANGE(cid, vid, change € {Add,Rm}, P' € M)
Require: BasicRequirements(cid, vid, P)
(,G, gjrc’vis = (V;rreVis7 Estcivis), -, VoteAcks) < HelperFunction(P, cid, vid)
G« (@G| P)
LeafAcks < {id | (3(id, (-, (-, (vid,-), ")) € VoI ..) A (A(id, ) € BEX 0}
(\7, cmd, Acks) < (é’, (vid, change, G, P’), VoteAcks U LeafAcks)
Require: ISROOT-EXT(cid, g:;c_vis, P,V,cnd, Acks) =1

OuTPUT(ChatSessions[4]-WRITE(cid, cnd, V, Acks))

> (P € MT)-Vorg(cid, vid)
Require: BasicRequirements(cid, vid, P)
(é, . g:;c_vis, MissingVotes, ) <— HelperFunction(P, cid, vid)
Require: P € MissingVotes
(\7, cmd, Acks) “— (é, (vid, Vote), {Vid})
Require: ISVALID(cid, g;civis, P, V', cmd, Acks) =1

OuTPUT(ChatSessions[4]-WRITE(cid, cnd, V, Acks))

> (P € MH)-WriTE(cid, vid, m, ReplyTo)
Require: BasicRequirements(cid, vid, P)
(-, G, gstmis = (Verrc-vis’ E:;C_Vis)7 -, VoteAcks) <« HelperFunction(P, cid, vid)
(‘7, cmd, Acks) < (@, (vid, Msg, m, ReplyTo), VoteAcks U ReplyTo)
Require: ISVALID(cid, g;;c_vis, P, ‘7, cmd, Acks) = 1

OuTPuT(ChatSessions[{]-WRITE(cid, cnd, V, Acks))

> (P € MP)-Reap
ChatGraphs < 0
for (cid, G") € ChatSessions[{]-READ with VisibleGraph(cid, G*, P) # (0, 0) :
ChatGraphs + ChatGraphs U {(cid, VisibleGraph(cid, G*, P))}
OuTPUT(ChatGraphs)

> (P € PH)-WRITE((S — V), m := (cid, cnd, Acks)) // S € M
OuTPuT(ChatSessions[4]-WRITE((S — V'), m))

> (P € PH)-READ
OuTtpuT(ChatSessions[{]-READ)

> DELIVER (P, id)
ChatSessions[${]-DELIVER (P, id)

o BasicRequirements(cid, vid, P)
Require: cid € ChatSessions[{]-READ
gt = (Vit,, B}) < VisibleGraph(cid, ChatSessions[t]-REaD[cid], P)

Require: (vid € Vfis) A (NodelsRoot(vid, VVJ;S) =1)




Algorithm 13 Helper functions from UatChat’s description. Below, Sourced is
as in [Definition 2

o MissingVotes(vid, V1)
(Voters, Votable, -, -) < RootCmdInfo(CmdOf(vid, V1))
if Votable =1 : .
Voted <+ {SenderOf(vid, V*)} U {S | 3(-, ((S — R), (-, (vid, Vote), -))) € VT}
else
Voted < Voters
return Voters \ Voted

o HelperFunction(P, cid, vid)
Gt = (VT, E") < ChatSessions[i]-READ[cid]
MissingVotes «+ MissingVotes(vid, V1)
(-1 s Gpre-voter Gpos-vote) +— RootCmdInfo(CmdOf(vid, V1))
Gt .= (vrh ET . )« VisibleGraph(Sourced(G*, vid), P)

src-vis src-vis? Tsre-vis

VoteNodef «— {id | Eid, (-, (-, (vid, Vote), -))) € V:{C’vis}
return (Gpre-vote, Gpos-votes Qstcivis, MissingVotes, VoteNodes)

o AckedNodes(G1 == (VT,ET), P)
Vitkea €=V
for u = (id, (-, (-, cmd, Acks))) € VT with NodelsRoot(id, V) A (Acks € V1) :
if cmd # (-, Add, -, P) :
Compute GF (V.F.,-) < Sourced(G T, id)

src =
+ + +
Vieked € Vacked \ Vere

ac. a
+
return V_;, 4

o VisibleGraph(cid, GT := (VT,ET), P)
V1, + AckedNodes(GT, P)
for u = (id, ((S — V), (-, cmd, Acks))) € VVJ; with NodelsRoot(id, VVJL,) :
Compute G- = (V,I.,-) + Sourced(GT, id)
if ISROOT-EXT(cid, G, S, V, cmd, Acks) = 0 :
Vel € VI A\ Vil

else if (cud = (-, change, G, P’)) A (change € {Add, Rm}) A (MissingVotes(id, Vi) # 0) :
Vi~ vV

if P/ #£P:
Vi e VL u{u}
EL, < EY (VL xVY)

return G = (V+ ET

vis vis? vis)




Algorithm 14 System FakeUatChat.

> (P € M)-FAKECREATECHAT(S, cid, G € M™T)
(\7, cmd, Acks) + (@, (Create, G), 0)
OuTPUT(FakeChatSessions-WRITE(S, cid, cmd, V, Acks))

> (P € M)-FAKEPROPOSECHANGE(S, cid, vid, change € {Add,Rm}, P’ € M)
(.G, 6+ = (V.- E* ), -, VoteAcks) < HelperFunction(P, cid, vid)

G (G P)

LeafAcks «+ {id | (3(id, (-, (-, (vid,-),-))) € VI i) A (AGEd, ) € B 0Y
(V, cmd, Acks) + (G', (vid, change, G, P’), VoteAcks U LeafAcks)
OuTpUT(FakeChatSessions-WRITE(S, cid, cmd, V', Acks))

> (P € M)-FAKEVOTE(S, cid, vid)
(é, . gjmvis, MissingVotes, ) «— HelperFunction(P, cid, vid)

(\_/"7 cmd, Acks) (é (vid, Vote), {vid})
OuTpUT(FakeChatSessions-WRITE(S, cid, cmd, V', Acks))

> (P € M)-FAKEWRITE(S, cid, vid, m, ReplyTo)
(,G. 6L = (V:rrcivis, E:rrcivis), -, VoteAcks) < HelperFunction(P, cid, vid)

(\_/"7 cmd, Acks) — (é (vid, Msg, m, ReplyTo), VoteAcks U ReplyTo)
OuTpUT(FakeChatSessions-WRITE(S, cid, cmd, V', Acks))




Algorithm 15 The KGA resource for
(S, Gs, Ggr, E, D, Forge).

MDRS-PKE

¢ INITIALIZATION
pp « I1.5(1%)
(rPkyp; ) < I1.GR(pP)
for A; € S: (spk;, ssk;) « II.G5(pp)
for B; € R: (rpk;, rsk;) < II.Gr(pp)

> (P € P)-PUBLICPARAMETERS
OuTpPUT(pp, rPk,,)

> (A; € SH)-SENDERKEYPAIR
OuTPUT(spk,, ssk;)

> (J)-SENDERKEYPAIR(A; € SH)
OuTPUT(spk,, ssk;)

> (P € PH)-SENDERKEYPAIR(A; € SH)
OUTPUT(spk;, ssk;)

> (P € P)-SENDERPUBLICKEY (A; € S)
OuTPUT(spk;)

> (B; € R¥)-RECEIVERKEYPAIR
OuTPUT(rpk,, rsk;)

> (P € PH)-RECEIVERKEYPAIR(B; € RH)
OuTPUT(rpk;, rsk;)

> (P € P)-RECEIVERPUBLICKEY(B; € R)
OurpuT(rpk;)

> (Bj € R™)-GerLABEL(spk, 7')
Sepr:={A; | spk = spk, }
if [Sepx| Z 1V v # rpky,
OutpuT(L)

forl e {2,...,|v'|}:
Ry, ={Bk| v’ =rpk;}
if \R“l/| #1:
OutpuT(Ll)
else
Let By be the element of va/
Vi1 = Bg
Let A; be the element of Sgpx
Let V= (Vi,...,Vigr|_1)

OuTPUT((A; — V)




Algorithm 16 Converters Snd, Rcv and Forge.

> (A; € ST)-Write((4; — \7>7’m) // Conv. Snd
(pp, rPk,,) < PUBLICPARAMETERS
(spk;, ssk;) <~ SENDERKEYPAIR
forle {1,...,|V|}:
rpk; <~ RECEIVERPUBLICKEY(V})
=/ N
¥ := (rpk,,, TPk, . .. ,rpk‘v‘)
¢ < II.Ey(ssk;, ¥, m)
OuTpUT(WRITE(c))

> (Bj € RH¥)-ReAD // Conv. Rev
(rpk;, rsk;) <~ RECEIVERKEYPAIR
(pp, ) + PUBLICPARAMETERS
list, ctxtSet < 0
for (id, c¢) € READ with ¢ ¢ ctxtSet :
ctxtSet < ctxtSet U {c}
(spk;, U, m) < II.Dyy(rskj, c)
if (spk;, v, m) # L :
(A; — V) < GETLABEL(spk;, 7)
if (A, > V) #L1:
list < list U {(id, ((4; — V), m))}
OutpuT(list)

> (P € F)-WRITE({[Forge]A; — V'), m) // Conv. Forge
(pp, rPk,,) <~ PUBLICPARAMETERS
if Ve RTT
spk; <—SENDERPUBLICKEY (A7)
Vi+1 Vi+1
c H.Forgepp(spkl,rpkppl I+1 glml L IVI+1y
else
spk,; <—SENDERPUBLICKEY(A;)
forl e {1,...,|V|}:
if V, e R :
(rpk;, rsk;) < (RECEIVERPUBLICKEY(V;), L)
else // V; € R
(rpk;, rsk;) <~ RECEIVERKEYPAIR(V})
(¥,5) = ((rpkpp7 Tpky, ..., TPk 7)), (L, rski,..., rsk‘m))
7. =/
OuTPUT(WRITE(c <= IT.Forge,,(spk;, ¥, m, 5)))

Algorithm 17 Additional KGA interfaces for the Forge converters.

> (P € F, Forge)-PUBLICPARAMETERS
OuTpPUT(pp, rPk,,)

> (P € F, Forge)-SENDERPUBLICKEY(A; €S)
OuTtPUT(spk;)

> (P € F, Forge)-RECEIVERPUBLICKEY (B; € RH)
OurpuT(rpk;)

> (P €F, Forge)-RECEIVERKEYPAIR(B; € RH)
OuTPUT(rpk;, rsk;)
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Fig.1: Illustration of scheme related contributions. In blue are the new security notions—Forgery Invalidity for MDVS and
MDRS-PKE schemes, and the application semantics for MDRS-PKE schemes—the new constructions—the construction of
the ideal MDRS-PKE application from an MDRS-PKE providing the Forgery Invalidity guarantee (and the guarantees already
defined in earlier work [19}35])—and the new results—the proof Chakraborty et al.’s MDVS [19] satisfies Forgery Invalidity,
the proof that Maurer et al.’s MDRS-PKE [35] satisfies Forgery Invalidity provided the underlying MDVS does too, and the

composable construction proof—given in this paper, related to MDRS-PKE schemes. In the illustration, “Tight reds.” means all
the security reductions are tight.
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Fig. 2: Illustration of contributions related to composable constructions. In the figure, “Auth” denotes Authenticity, “OTR”
Off-The-Record and “Conf + Anon” Confidentiality and Anonymity. The Venn diagram in each box illustrates additional security
guarantees (i.e. beyond the ones already provided elements in the box). The ChatSessionsProt[J3] and UatChatProt constructions
are Authenticity, Off-The-Record and Confidentiality plus Anonymity preserving, meaning that if the underlying assumed
resources—i.e. the Assumed Communication Channel for the case of ChatSessionsProt[J3] and the Chat Sessions assumed resource
for the case of UatChatProt—provides any of these guarantees, then the constructed resource (ChatSessions[3land UatChat,
respectively) provides them too. The blue circle in the center of each box (which corresponds to the intersection of all the
additional properties) denotes the guarantees provided by the MDRS-PKE application semantics; as already explained (and as
illustrated in the figure) our results imply that, when instantiated with the MDRS-PKE type of communication channel, the
resulting messaging application provides authenticity, off-the-record, confidentiality and anonymity.



B (Simplified) Constructive Cryptography

In this section we introduce a (rather) simplified version of the Constructive
Cryptography (CC) framework [33}/37] that suffices for our paper’s statements.
This simplified framework allows for (fine-grained) simulator-based type of security
notions and requires little to no familiarity with CC. We note that all construction
statements trivially carry to CC.

CC views cryptography as a resource theory: protocols construct new resources
from existing (assumed) ones. The notion of resource construction is inherently
composable: if a protocol 7y constructs S from R and 75 constructs T from S,
then running both protocols (7 - 71) constructs T from R.

Resources. Akin to functionalities in UC [17], resources are interactive systems.
Just like a mathematical function f : X — Y, a resource also has input and output
domains; if a resource R has input domain X and output (co-)domain Y (both
being non-empty), we say R is an (X, Y) resource. Similarly to functions, one can
provide inputs € X to an (X, Y)-resource, which then provides some output
y € Y. Formally, resources are random systems [38}[39]; in turn, a random system
is defined as a sequence of conditional probability distributions [39, Definition 2].
If two (X, ))-resources R and S are the same sequence of conditional probability
distributions, we say they are equivalent and write R = S |39, Definition 3]. For
simplicity, we usually describe resources by pseudo-code.

We often attach resources together; for (compatible) resources R and S, we
denote by R - S the resource resulting from attaching R and Sm For n resources
{R;}, where each R; is an (X, V;)-resource, if for all distinct ¢, j € [n], both &;
and Y; are disjoint from ));, then we denote the combined resource—corresponding
to attaching Ry, ..., R, together—by R = [Ry,...,R;], and call R the parallel
composition of {R;}™ ;.

Interfaces. For an (X,))-resource R, an interface I = (Iy,Iy) is a pair of
subsets of R’s input and output domains, i.e. Iy C X and Iy C Y. We call
Iy (respectively, Iy) an input (respectively, output) interface of R. For two
interfaces Iy = (I1 x, [1,y) and Iy = (I x, [2,y), we say that Iy is a subset of Io—
or write I1y C I»—to mean Iy x C I » and I1 y C Iy (i.e. the input and output
interfaces of I are, respectively, a subset of the input and output interfaces
of I5). Similarly, we say I; and I are disjoint—or write I3 N [y = —to mean
L xNIzx =0and I y NIz y =0 (ie. the input and output interfaces of I are,
respectively, disjoint with the input and output interfaces of I5). We define the
union of interfaces I; and I, denoted Iy Uly, as 1 Ul :== (1 x Ul x, [1 yUls y).

A set of interfaces Z of an (X, Y)-resource R is one such that any distinct
interfaces I, I3 € T are disjoint, and the union of all interfaces in Z is R’s input
and output domains, i.e. (X,Y) = U1

28 Resources R and S can only be attached together if their composition results in a
well-defined sequence of conditional probability distributions (see, e.g. |31, Definition
7]); this is not the case for all pairs of resources.



When considering (simulator-based) security notions it is often helpful to have
the notion of a party. For a set of n parties P := (Py,..., P,), one considers a set
of interfaces Z where for each party P € P there is an interface Ip = (Ipx =
({P} x Xp),Ipy = ({P} x Yp)). We say that Ip x and Ipy are P’s input and
output interfaces for R, respectively.

Converters. A converter is an (X, ))-resource that is executed either locally by
a single party or cooperatively by multiple parties. The inside interface connects
to (a subset of those parties’ interfaces of) the available resources, resulting
in a new resource. For instance, connecting a converter « to (the entirety of)
Alice’s interface A of a resource R results in a new resource, which we denote
by a*R; we denote the inside interface of & by «.in. The outside interface of
the converter a is now the new A-interface of a“R; we denote it by a.out. Thus,
a converter may be seen as a map between resources. Converters applied at
different interfaces commute [27, Proposition 1]: 32a4R = oS8P R.

A protocol is given by a tuple of converters 7 = (7p,)p,cp, one for each
party P; € P. Simulators are also given by converters. For any set S we denote
(7p,)p,esR by mR. We also often drop the interface superscript and write just
7R when it is clear from the context to which interfaces m connects.

Distinguishers. To measure the distance between two resources we use the
standard notion of a distinguisher, an interactive system D which interacts with
a resource at all its interfaces, and outputs a bit 0 or 1. The distinguishing
advantage for distinguisher D is defined as

AP(R,S) = |[Pr[DS = 1] — Pr[DR = 1]|

where DR and DS are the random variables over the output of D when it
interacts with R and S, respectively.

Reductions. Typically one proves that the ability to distinguish between two
resources is bounded by some function of the distinguisher, e.g. for any D,

AP(R,S) < |¢(D)]

where (D) might be the probability that D can win a game or solves some
problem believed to be hard ]

Security Statements. We now have all the elements needed to define a crypto-
graphic construction.

Definition 5 (Simulation-based construction). Let R and S be two resources
with a free interface I'r, and 7 a protocol for R. We say w e-constructs S from R if
there is a simulator sim such that for any distinguisher D, AP (7R, simS) < (D)
and the interfaces of sim, of w and Ir are all pairwise disjoint.

2% Formally, one first finds an (efficient) reduction x which constructs a solver S = x(D)
from any distinguisher D, and then one bounds AP (R, S) by (a function of) the
probability that x(D) succeeds in solving some problem, e.g. x(D) outputs the
discrete-logarithm x € Z, of some group element X = g” € G for some group G of
prime order q.



C ChatSessions: Full Proofs
C.1 Proof of [Theorem 1]

Proof Structure. We will proceed via two sequences of hybrids, one starting from

the real world system R[] (Equation 4.2)), defined R[] = ChatSessionsProt[&mMH-
(Net - REP):

Rﬁp]w»I{?“’v»II?“’v»II?“’~9}{§“IMAI{§“,v»II?“’v»I{EE%,
and the other from the ideal ChatSessions[}3] resource
ChatSessions[] ~ HIW ~ HIW ~ HIW ~ HIW ~ Hing.
The last hop of the proof is then

RW IW
Hytia ~ Huia-

More concretely, our proof will establish that all of these are statistically the
same, i.e.

R[P] = HEW = HEW = HRW = HRW = HEW = HRW = HRWY,
= HLY, = HIWV = HIWV = HIW = HIW = ChatSessions[}3].
Helper Propositions. Before moving to the hybrids, we first establish some useful
facts.
Proposition 1. Consider any proper graph G+ = (V*, ET). For any (extended)
node u = (id, ((S — V), (sid, cmd, Acks))) € V*:
P[IsVALID|(sid,GT, S, V, cmd, Acks) = 1.

See for the proof of

Proposition 2. Consider any proper extended graph Gt = (V*, ET). Consider
function f that maps extended nodes u = (id, (S — V), (sid, cmd, Acks))) € V*
to sets of edges, defined as f(u) := Acks x {id}. Then,

ET=J fw.

uevV+t

See for the proof of [Proposition 2}

Proposition 3. Consider any proper extended graph G& = (Vi', EF). If the

corresponding non-extended Go is input to UpdatedGraph (Algorithm 6]), then
the extended version of each intermediate graph G; computed in UpdatedGraph is

proper, and so is the extended version of the graph that is output.

See for the proof of [Proposition 3}



Proposition 4. In ChatSessions[J3] (Algorithm 6)), if the extended version of
graph G = (V,E) on which InducedPartyGraph™ computes is proper, then the
output extended graph is proper.

See for the proof of
The following is a direct consequence of

Corollary 4. In ChatSessions[f3] (Algorithm 6)), if the extended version of

every graph stored in SessionGraphs is proper, then for every P € PH and for
any sid, the extended graph output by InducedPartyGraph™ is proper.

Proposition 5. In ChatSessions[J], the extended versions of the graphs in
SessionGraphs are proper.

See for the proof of [Proposition b}

Proposition 6. In ChatSessionsProt[B3], the extended versions of the graphs in
SessionGraphs are proper.

See for the proof of [Proposition 6]

Proposition 7. In HYW | for each sid and P € M*, SessionGraphsp[sid] is
proper.

See for the proof of [Proposition 7}

Proposition 8. Consider some proper graph G and set of nodes S, and let
(G, S’) == UpdatedGraph(g, S).
Then S’ =G'.VNS.

Sec for the proof of Proposition 3
Proposition 9. Consider some proper graph G = (V, E) and set of nodes S. Let

(Gs, -) == UpdatedGraph(G, S)
and for any set Vg C V| let
(Gvs, ) == UpdatedGraph(G, S U V).
Then Gs = Gyy.

See for the proof of [Poposition 1}

Proposition 10. Consider any proper extended graph G* = (V*,E™) and any
set S of nodes such that (SUV) C Contents. For any positive n € N, consider
any n sets Sy,...,Sy, such that

s= J s
1=1,...,n



Let
g1 =0,
1 =51,
fori=1,...,n, let
(Gi+1,57,1) = UpdatedGraph(G;, S;),
Sie1 = Six1 U (S \ Sh),

"o.__ "
"= U Sk

i€{1,m0.n}

and let

Then,
(Gni1,S8") = UpdatedGraph(G, S).

See for the proof of [Proposition 10
Proposition 11. Consider some proper graph G := (V, E), set of nodes S, and
let (G',S") = UpdatedGraph(G, S). Then, for every node

u = (id, ((P — R), (sid, cnd, Acks))) € S\ S’

we have .
P[ISVALID|(sid, G, P, R, cmd, Acks) = 0.

See [Section C.1.11]for the proof of

Proposition 12. Consider some proper graph G == (V, E), set of nodes S’, and
any tuple )
u = (id, ({S — V), (sid, cmd, Acks)))

corresponding to a WRITE operation, such that
P[IsVALID](sid,GT, S, V, cmd, Acks) = 1.
Then, for G’ == (V U{id}, EU (Acks x {id})), and letting
(G1,S7) = UpdatedGraph(G’, S")
(Ga, S5) = UpdatedGraph(G, S’ U {id}),
we have (Gy, 57 U{id}) = (G2, 5%).
See for the proof of [Proposition 12}

Proposition 13. In Hypg, for each sid, SessionGraphsg,,,.i[sid] is proper.
In HRYY, for each sid and each P € M SessionGraphsp[sid] is proper.

See [Section C.1.13|for the proof of

Proposition 14. Consider an execution of InducedPartyGraph® in Hygy or
H}\X‘{d, and let Vo be the set of nodes in the graph output by InducedPartyGraph™.
For any non-root u € Vo, all nodes in u’s acknowledgment set Acks are in V.

See for the proof of Proposition 14}



Hybrid Sequence. In the hybrids’ descriptions (Algorithms
and we only show the differences relative to the previous hybrid (or
relative to the ideal world system ChatSessions[}3] or real world system R[]).
We will use blue highlights to emphasize changes to variables that are global
(in the sense of being shared among all parties), yellow highlights to emphasize
changes to variables that are local to each party, and réd'highlights to emphasize
lines that were erased (from the description of the previous hybrid).

Hybrid Sequence: R[] ~ ... ~» HIW

R[] ~» HBW: The real world system R[] := ChatSessionsProt[J3]"” - (Net -
REP)—defined in and HEW . defined in are
different descriptions of the same system: the only difference is that now there
is a unique variable Contents instead of one per converter ChatSessionsProt[];
since by the definition of REP (Algorithms (1| and [2]) each id maps to a unique
pair (rep;, m), it then follows R[] = HEW.

HRW «» HEW: The only differences between HEW and HEW (Algorithm 20))

are:

— for each party P € MY HEW has additional variables Undeliveredp,
Deliveredp and ToHandlep; and

— in HEW ProcessReceived uses set ToHandlep instead of issuing a READ
operation to (Net - REP) and then excluding nodes already added to the
(corresponding) graph.

To prove HEW = HEW it suffices to show that for each sid, in hybrid HRW it
holds that ToHandle[sid] = ToHandlep[sid]; we now establish this.
Fix some sid.

— Let Readp[sid] be the set of ids output by a READ operation at P’s interface
of (Net - REP), filtered by the fixed sid. This means ToHandle[sid] =
Readp[sid] \ SessionGraphsp[sid].V.

— For any id and party P € M¥: id € Readp[sid] if and only if there is a
query DELIVER(P, id).

— By the semantics of (Net - REP) (Algorithms [2] and [3)), for any id (corre-
sponding to a WRITE operation for the fixed sid), id was added to variable
set ToHandlep[sid] if and only if there is a query DELIVER(P, id).

— For any id, id was removed from variable set ToHandlep[sid] if and only if
there is a query UpdatedGraph(SessionGraphsp[sid], ToHandlep[sid]) where
id € ToHandlep[sid] that output a pair (G,pq, Handled) such that id €
Handled. For that query, by the definition of UpdatedGraph, id € Gupq.V.
And by definition of HEW, id € Gupq.V implies id € SessionGraphsp[sid].V.

This implies the two sets are the same, so HRW = HEW.



Algorithm 18 Hybrids Hlli{,[‘i‘(’i and Hmd. Below, non-highlighted lines corre-
spond to parts of description that are common among the two hybrids, whereas
highlighted ones correspond to parts of the description that only concern one of
the hybrids: if green they concern Hﬁ[‘?g, and if purple they concern H{\X‘{d.

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents, SessionGraphsgopa; ToHandlegiobal + 0

for P ¢ M :
Sent[P], SessionGraphsp, ToHandlep, Undeliveredp, Deliveredp < 0

(P € M™)-WRITE(sid, cmd, V', Acks)
Gt « InducedPartyGraph™ (sid, P)
Require: P[IsVALID](sid, G, P, V, cmd, Acks)
id < (Net - REP)-WRITE((P — V), (sid, cnd, Acks))
Contents[id] < ((P — V), (sid, cmd, Acks))
Sent[P] < Sent[P] U {id}
AddToGraph(sid, id)

Undelivered p[sid] - Undelivered p[sid] U {id} // Helps in simplifying proof H?A‘}]\S = Hmd.
Undelivered p[sid] - Undelivered p[sid] \ {id} // Helps in simplifying proof H&‘TQ = Hmd.

Delivered p[sid] < Delivered p[sid] U {id} // Helps in simplifying proof HI\R/IVXI = Hmd.
ToHandlep [sid] < ToHandlep[sid] U {id}

ProcessReceived(P)

VP € (Set(‘?)H \ {P}) : Undelivered p/[sid] <— Undelivered p/[sid] U {id}

OurpuT(id)

(P € M™)-Reap
OutpuT({(sid, G1) | G = InducedPartyGraph™ (sid, P) A GT # (0,0)})

(P € PH)-WRITE((S — V), m = (sid, cmd, Acks))
id < (Net - REP)-WRITE((S — V'), m := (sid, cnd, Acks))
Contents[id] < ((S — V), (sid, cmd, Acks))
AddToGraph(sid, id)
VP’ € Set(V)H : Undelivered p/ [sid] +— Undelivered ps [sid] U {id}
OuTpuT(id)

(P € PH)-READ
OuTtpUT((Net - REP)-READ)

DELIVER(P, id)
(Net - REP)-DELIVER(P, id)
if 3sid  such that id € Undeliveredp[sid] A P € M* :
Undelivered p[sid] < Undelivered p[sid] \ {id}
Delivered p[sid] < Delivered p[sid] U {id}
ToHandlep[sid] + ToHandlep [sid] U {id}
ProcessReceived(P)

ProcessReceived(P) // Not part of interface.
for sid € ToHandlep :
(Gupa, Handled) <— UpdatedGraph(SessionGraphsp[sid], ToHandlep[sid])
ToHandlep [sid] +— ToHandlep[sid] \ Handled
SessionGraphs p[sid] < Gupd

InducedPartyGraph™ (sid, P) // Not part of interface.

Gp = (Vp, Ep) < SessionGraphsp[sid] // Hybrid HiW, .
G = (V, E) < SessionGraphsgopa[sid] // Hybrid Hmd.

Ve « V N {id | id € Deliveredp[sid] U Sent[P]} // Hybrid FLY,
Vo < Vp N {id | Contents[id] = ((S — V'), (sid, cnd, -)) A B[IsRooT|(sid, S, V, cnd)}
140
repeat
Vig1 < Vi
for id € Vp :
(-, (+, -, Acks)) + Contents[id]
if Acks CV; :
Vi1 « Viga U {id}
i i+l
until V; = V;_
Vip = {id| (id,id") € Ep}
return Extended(G; = (Vi, Ep N (VEp x Vi)))

AddToGraph(sid, id) // Not part of interface.
ToHandleGlobal[sid] <+ ToHandlegiobal [sid] U {id}
(SessionGraphsg;opai [sid], Handled) «+—
UpdatedGraph(SessionGraphsgga1[sid], ToHandlegiobai [sid])
ToHandlegiobal [sid] + ToHandlegiobal[sid] \ Handled




Algorithm 19 Hybrid HRW. In the description below we only show the differ-
ences relative to the real world R[]

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents < 0
for P ¢ M ;
SessionGraphsp +

(P € M™)-WRITE(sid, cmd, V, Acks)

ProcessReceived(P)
Gp = (Vp, Ep) < SessionGraphsp[sid]

Require: P[ISVALD](sid, Extended(Gp), P, V, cmd, Acks)
id < (Net - REP)-WRITE({P — V), (sid, cmd, Acks))
Contents[id] « ((P — V'), (sid, cmd, Acks))
SessionGraphsp [sid] « (Vp U {id}, Ep U (Acks x {id}))
OuTpuT(id)

(P € M™)-READ
ProcessReceived(P)
OutpuUT({(sid, Extended(G)) | (sid, G) € SessionGraphsp A G # (0,0)})

(P € PH)-WRITE((S — V), m = (sid, cnd, Acks))
id < (Net - REP)-WRITE((S — V'), m := (sid, cnd, Acks))
Contents[id] < ((S — V), (sid, cmd, Acks))
OuTpuT(id)

ProcessReceived(P) // Not part of interface.
ToHandle < 0 _
for (id, ((S — V'), (sid, cmd, Acks))) € (Net - REP)-READ with id ¢ SessionGraphsp[sid].V :

ToHandle[sid] - ToHandle[sid] U {id}

for sid € ToHandle :
(Gupd, -) « UpdatedGraph(SessionGraphsp[sid], ToHandle[sid])
SessionGraphs p [sid] < Gupa




Algorithm 20 Hybrid HRW. We only show the differences relative to HEW.

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents <
for P ¢ M :
SessionGraphsp, ToHandlep, Undeliveredp, Deliveredp < 0

(P € M) -WriTE(sid, cnd, V/, Acks)
ProcessReceived(P)
Gp = (Vp, Ep) « SessionGraphsp[sid]
Require: P[IsVALID|(sid, Extended(Gp), P, \7, cmd, Acks)
id < (Net - REP)-WRITE((P — V), (sid, cnd, Acks))
Contents[id] «— ((P — V), (sid, cmd, Acks))
SessionGraphs p [sid] < (Vp U {id}, Ep U (Acks x {id}))
VP’ ¢ (Set(V)H \ {P}) : Undelivered p/[sid] <— Undelivered p/[sid] U {id}
OurpuT(id)

(P € M™)-ReaD
ProcessReceived(P)
OvutpuT({(sid, Extended(G)) | (sid, G) € SessionGraphsp A G # (0,0)})

(P € PH)-WRITE((S — V'), m := (sid, cmd, Acks))
id ¢ (Net - REP)-WRITE((S — V), m := (sid, cnd, Acks))
Contents[id] < ((S — V), (sid, cmd, Acks))
vP' e Set(\_))H : Undelivered p/ [sid] <— Undelivered p/ [sid] U {id}
OuTpuT(id)

DELIVER(P, id)
(Net - REP)-DELIVER(P, id)
if 3sid  such that id € Undeliveredp[sid] A P € M™ :
Undelivered p[sid] <~ Undelivered p[sid] \ {id}
Delivered p[sid] < Delivered p[sid] U {id}
ToHandlep[sid] < ToHandlep [sid] U {id}

ProcessReceived(P) // Not part of interface.

ToHandle < 0 _

for (id, ((S — V'), (sid, cmd, Acks))) € (Net - REP)-READ with id ¢ SessionGraphsp[sid].V :
ToHandle[sid] - ToHandle[sid] U {id} // Unused.

for sid € ToHandlep :
(Gupda, Handled) < UpdatedGraph(SessionGraphs p[sid], ToHandlep [sid])
ToHandlep[sid] <— ToHandlep[sid] \ Handled
SessionGraphs p [sid] <= Gupa




Algorithm 21 Hybrid HEW. We only show the differences relative to HEW.

(P e MH)-WRITE(sid, cmd, \7, Acks)

Gp = (Vp, Ep) < SessionGraphs p[sid]
Require: P[ISVALID](sid, Extended(Gp), P, V, cmd, Acks)
id + (Net - REP)-WRITE((P — V), (sid, cnd, Acks))
Contents[id] « ((P — V), (sid, cmd, Acks))
SessionGraphs p [sid] < (Vp U {id}, Ep U (Acks x {id}))
ProcessReceived(P)
VP’ € (Set(\_})H \ {P}) : Undelivered p/[sid] <— Undelivered p/[sid] U {id}
OutpuT(id)

(P € M*™)-ReaD
]
OvutpuT({(sid, Extended(G)) | (sid, G) € SessionGraphsp A G # (0,0)})

DELIVER(P, id)
(Net - REP)-DELIVER(P, id)
if 3sid  such that id € Undeliveredp[sid] A P € M :
Undelivered p[sid] <— Undelivered p[sid] \ {id}
Delivered p[sid] < Delivered p[sid] U {id}
ToHandlep[sid] < ToHandlep[sid] U {id}
ProcessReceived(P)

ProcessReceived(P) // Not part of interface.
0000 |

for [EE ] with [
I / | Unused.
for sid € ToHandlep :
(Gupd, Handled) < UpdatedGraph(SessionGraphs p[sid], ToHandlep[sid])
ToHandlep [sid] + ToHandlep [sid] \ Handled
SessionGraphs p [sid] < Gupa

Algorithm 22 Hybrid HRW. We only show the differences relative to HEW.

(P € M) -WRITE(sid, cnd, V, Acks)
Gp = (Vp, Ep) + SessionGraphsp[sid]
Require: P[IsVALID](sid, Extended(Gp), P, V, cmd, Acks)
id < (Net - REP)-WRITE((P — V), (sid, cnd, Acks))
Contents[id] + ((P — V), (sid, cmd, Acks))

ToHandlep[sid] + ToHandlep [sid] U {id}

ProcessReceived(P)

VP € (Set(‘_/")H \ {P}) : Undelivered p/[sid] <— Undelivered p/[sid] U {id}
OurpuT(id)




Algorithm 23 Hybrid HEW. We only show the differences relative to HEW.

(P € MH™)-WRITE(sid, cmd, v, Acks)
G + InducedPartyGraph™ (sid, P)
Require: P[IsVALD](sid, G, P, V, cmd, Acks)
id + (Net - REP)-WRITE({P — V), (sid, cmd, Acks))
Contents[id] « ((P — V'), (sid, cmd, Acks))
ToHandlep [sid] < ToHandlep[sid] U {id}
ProcessReceived(P)
VP’ e (Set(\_/')H \ {P}) : Undelivered ps[sid] - Undelivered p/[sid] U {id}
OuTpuT(id)

(P € M*™)-Reap
output({(sid,GT) | G = InducedPartyGraph™ (sid, P) A G # (0,0)})

InducedPartyGraph™t (sid, P) // Not part of interface.
Gp = (Vp, Ep) < SessionGraphs[sid]
Vo < Vp N {id | Contents[id] = ((S — V'), (sid, cnd, -)) A B[IsRooT|(sid, S, V', cmd) }
P40
repeat
Vite1 < Vi
for id € Vp :
(-, (-, -, Acks)) + Contents[id]
if Acks CV; :
Vig1 < Vig1 U {id}
14— 141
until V; = V;_4
Viep = {id| (id,id") € Ep}
return Extended(G; := (V;, Ep N (VEP x Vi)

Algorithm 24 Hybrid HEW. We only show the differences relative to HEW .

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents, SessionGraphsgopar;  ToHandlegiobal < 0

for P ¢ MY :
Sent[P], SessionGraphsp, ToHandlep, Undeliveredp, Deliveredp + 0

(P € M™)-WRITE(sid, cmd, V, Acks)
Gt « InducedPartyGraph ™ (sid, P)
Require: P[IsVALID](sid, G T, P, V, cmd, Acks)
id < (Net - REP)-WRITE((P — V), (sid, cnd, Acks))
Contents[id] « ((P — V), (sid, cmd, Acks))
Sent[P] « Sent[P] U {id}
AddToGraph(sid, id)
Undelivered p[sid] - Undelivered p[sid] U {id} // Helps in simplifying proof H]l\?/.[\;\g = H{\)[Ai/d'
Undelivered p[sid] +— Undelivered p[sid] \ {id} //
Delivered p[sid] < Deliveredp[sid] U {id} // Helps in simplifying proof H?A\ﬁ = H{\X\i]d.
ToHandlep [sid] < ToHandlep[sid] U {id}
ProcessReceived(P)
VP € (Set(\_/')H \ {P}) : Undelivered ps[sid] - Undelivered p/[sid] U {id}
OuTpruT(id)

. . aps - RW Iw
Helps in simplifying proof Hysa = Hyia -

(P € PH)-WRITE((S — V), m = (sid, cnd, Acks))
id « (Net - REP)-WRITE((S — V), m := (sid, cnd, Acks))
Contents[id] « ((S — V'), (sid, cmd, Acks))
AddToGraph(sid, id)
VP’ € Set(V)" : Undelivered p/ [sid] < Undelivered s [sid] U {1d}
OuTpuT(id)




HEW « HEW: The only difference between HRW and HEW (Algorithm 21)) is
that, for each party P € M™: in the latter ProcessReceived(P) is called 1. upon

each DELIVERY(P, -) query, and 2. on each WRITE query at P’s interface, after
adding the resulting node to SessionGraphsp[sid]; in the former it is called upon
each READ or WRITE query at P’s interface, at the beginning of the query.
(Regarding the differences for ProcessReceived, it is easy to see that these are
only syntactical, not semantical, as variable ToHandle is not used.)

Consider the sequence of hybrids R[] ~ HRFW ~» HEW: for each P € MH
and each sid, SessionGraphsp[sid] in HRW is handled (i.e. read/written) exactly
the same way as in R[], and so it is proper if and only if in R[] the graph
SessionGraphs[sid] stored in P’s converter is proper. By in R[],
for each party P € M and each sid, the graph SessionGraphs[sid] stored in
P’s converter is proper. Therefore, for each party P € M¥ and for each sid,
SessionGraphs p[sid] in HRW is proper. With this established, we can now use
to proceed via induction.

In the following, consider some party P € M and some sid. To begin
note that HEW and HEW may only differ upon either a WRITE query—with a
matching input sid—or a READ query. To prove they do not differ, it suffices
to show that for both WRITE and READ queries, graphs SessionGraphsp[sid]
in HEW after ProcessReceived(P) is called and at the beginning of the query in
HEW are exactly the same. In both HEW and HEW, upon INITIALIZATION the
following holds:

— sid ¢ SessionGraphsp, which implies SessionGraphsp[sid] = (Gy = (0, 0));
— sid ¢ ToHandlep, and so ToHandlep[sid] = 0]

We now proceed via induction on the state of both SessionGraphsp[sid] and
ToHandlep[sid] since the last query to either WRITE or READ; if there was no
prior query to either interface, consider instead the state of SessionGraphsp[sid]
and ToHandlep[sid] right after INITIALIZATION, i.e. SessionGraphsp[sid] = Gy
and ToHandlep[sid] = ), as described above. Let ¢i, .. ., g, denote, in order, the
DELIVER queries with input (P, id;) since the last query to either the WRITE or
READ interfaces of P, or since the end of INITIALIZATION (if there was no prior
WRITE or READ query). For i = 1,...,n, let id; be the identifier input to query
¢;, and define set D; as

D, - {id4;}, if id; € Undelivered p[sid] at the start of ¢;

0, otherwise.

Letting
S::S’U( U Di>,
i=1,...,n

30 This is by convention that if sid is not currently mapped to a set, then it is the same
as mapping to the empty set.



where S’ is defined as the set ToHandlep[sid] at the end of the last WRITE or
READ query, or as { if there was no such prior query, and letting G’ be the state of
SessionGraphsp[sid] also at the end of such last query (or Gy if there was none),
note that in HRW, SessionGraphsp[sid] and ToHandlep[sid] are updated using
UpdatedGraph with input graph G’ and input set S, i.e. letting

(Gnew, Handled) := UpdatedGraph(gG’, S),
ToHandleyey, = S\ Handled,

in the new query to P’s READ or WRITE interface, SessionGraphsp[sid] and
ToHandlep[sid] are set to, respectively, Gnew and ToHandle,ey, after ProcessReceived
is called on the READ or WRITE query. But this means that we can now rely on

to conclude the proof; concretely:

— if the last query to P’s interface was a WRITE query, say qwrme, then
let n' == n+ 1, let S; be the set of nodes in ToHandlep[sid] right after
ProcessReceived(P) is called in the beginning of query gwgirg—i-e. S1 =
ToHandlep[sid]—and for ¢ = 2,...,n/, let S; := D;_;

— if the last query to P’s interface was a READ query, say grgap, then let
n' :=n, let Sy be the set of nodes in ToHandlep[sid] right after the call to
ProcessReceived(P) in the beginning of query grgap together with D;—i.e.
Sy := ToHandlep[sid] U D;—and for i = 2,...,n/, let S; := D;

— if there was no prior query to P’s READ or WRITE interfaces, then let n’ := n,
and for i =1,...,n/, let S; .= D;.

Note that in all cases

s= |J s

i=1,....,n'

and so by [Proposition 10|it then follows HFW = HEW.

HEW « HEW: The only difference between HEW and HEW is that in HFW

, upon a query (P € M)-WRITE(sid, cmd, V,Acks), instead of
adding the resulting node directly to graph SessionGraphsp[sid], the node is
instead added to set ToHandlep[sid]. However, it follows from
that in the two cases both SessionGraphsp[sid] and ToHandlep[sid] are still
the same at the end of the (P € MH)-WRITE query. Therefore, HRYW = HRW.

HEW « HEW: The only difference between HEW and HEW (Algorithm 23) is

that for a party P and some sid, HEW now computes InducedPartyGraph™ on
SessionGraphs p[sid] instead of simply using this graph. To prove HFW = HEW
it suffices to show that when, in InducedPartyGraph™, graph Gp = (Vp, Ep)
is set to SessionGraphsp[sid], the output of InducedPartyGraph™(sid, P) is
Extended(SessionGraphsp[sid]). To begin, note that from each
graph SessionGraphs p[sid] in HFW is proper. Furthermore, it is easy to see that
the set of edges F of the graph G := (V, E) output by InducedPartyGraph™ is such



that, for function f defined in [Proposition 2}—i.e. f(u) := Acks x {id}-—we have

ueV

Therefore we only need to show that the set of vertices V' of the graph output
by InducedPartyGraph™ is the set of vertices of SessionGraphs[sid]. Below we
prove V includes all nodes in SessionGraphsp[sid] (the other direction follows
trivially from inspection of InducedPartyGraph™).

Letting SessionGraphsp[sid] := Gp = (Vp, Ep), by |Definition 1} for n = |Vp|,

there is an ordered sequence of nodes uq, ..., u, such that, letting
Go = (Vo, Eo) = (0,0),
and letting for : =0,...,n — 1,
Git1 = (Vi U{ujy1.1d}, B; U (uiq1.Acks x {u;41.1d})),
it holds that
ISVALID(u;41.81d, Qj7ui+1.5’7 ui+1.‘7,ui+1.cmd7 uit1.Acks) = 1,

and for i =0,...,n, graph G, is proper. By definition of InducedPartyGraph™ all
root nodes are in Vj and thus are part of the output graph, so we only need
to prove that all non-root nodes are also added. We proceed by contradiction:
consider the first node u; in the sequence uy,...,u, that is not added to the
output graph. To begin, we have

ISVALID(u,.s1d, Qf_l,uj.S, uj.v,uj.cmd, uj.Acks) = 1.
Since u; is not a root node, it follows from [Requirement 2| that for each id €
uj.Acks there is a node (id,-) € gj_l.vﬁ By [Requirement 3| for a proper
graph G = (V, E) such that G;_1 = (V;_1,E;_1) 1s a subgraph of G, since

uj.Acks C V;_q,

ISVALID(uj.sid7g+,uj.S, uj.V',uj.cmd7 u;.Acks)

= ISVALID(u;.s1d, thl, u;.9, uj.v, uj.cmd, u;.Acks),
and so

IsVALID(u;.5id, GV, u;.5,u;.V, uj.cmd, uj.Acks) = 1.

This means it only remains to prove the graph output by InducedPartyGraph™ is

proper to obtain a contradiction; but this follows from so indeed
HEW = HEW.

HEW « HEW: The only difference between HEW and HEW (Algorithm 24))
are the three new variables SessionGraphsgon., ToHandlegiona and Sent[P)

(for each P € M¥) in HEW | and that now upon a (P € M¥)-WRITE query



the resulting id is added and removed from set Undeliveredp[sid], and it is
also added to set Deliveredp[sid]. First, note that the behavior of H&W is
independent of the two new variables and of Deliveredp[sid], implying that
adding id to Delivered p[sid] does not affect Hg" ’s behavior. Regarding adding
and then removing id from set Undelivered p[sid]:

— if id was not in set Undelivered p[sid] prior to the query, then adding and
removing it from the set has no side-effects;

— if id was already in Undelivered p[sid] (prior to the query) then it is removed
from the set. However, in this case the only difference is that, because id is re-
moved, upon a query DELIVER(P, id), it is not added to sets Delivered p[sid]
and ToHandlep[sid]. However, on one hand, as we already explained HEW
is independent of Deliveredp[sid], and on the other hand, id is added to
ToHandlep[sid] and there is a call to ProcessReceived(P), so from
even in this case there is no difference in behavior of hybrid Hg" .

It then follows HEW = HEW.

HEW « HRW: Note that HEW and HRWY (Algorithm 18) have the same
description, so HEW = Hypy.

Algorithm 25 Hybrid HIW for the proof (Section C.1)) of [Theorem 1| In the
description below we only show what is different relative to ChatSessions[J3].

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents, SessionGraphsgiopa; ToHandlegiobal < 0
for P € MY :
Sent[P] < 0

InducedPartyGraph™ (sid, P) // Not part of interface.
G = (V, E) < SessionGraphsg;,pa [sid]
Vp < VNn{id | (i4, (-, (sid, -, -))) € (Net - REP)-READ U Sent[P]}
Vo « Vp N {id | Contents[id] = ((S — V'), (sid, cnd, -)) A B[IsRooT|(sid, S, V, cnd) }
i+ 0
repeat
Vig1 < Vi
for id € Vp :
(-, (+, -, Acks)) - Contents[id]
if Acks CV; :
Vig1 < Vig1 U {id}
1141
until V; =V, _4
Vg = {id | (id, id") € E}
return Extended(G; := (V;, EN (Vg X V;)))

© AddToGraph(sid, id) // Not part of interface.
ToHandlegiobai[sid] < ToHandlegiobal[sid] U {id}
(SessionGraphsg; a1 [sid], Handled)
UpdatedGraph(SessionGraphsg a1 [sid], ToHandlegiobal [sid])
ToHandlegiobai[sid] « ToHandlegiobal[sid] \ Handled

Hybrid Sequence: R[] ~ ... ~ Hl\R/I‘?;



Algorithm 26 Hybrid HIW. We only show the differences relative to HIW.

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents, SessionGraphsg,pai; ToHandlegiobal < 0

for P ¢ MH :
Sent[P], ToHandlep, Undeliveredp, Deliveredp < 0

(P € MH™)-WRITE(sid, cmd, V', Acks)
Gt « InducedPartyGraph™ (sid, P)
Require: PB[IsVALID](sid, Gt,P,V,cnd, Acks)
id < (Net - REP)-WRITE((P — V), m := (sid, cnd, Acks))
Contents[id] + ((P — V), (sid, cmd, Acks))
Sent[P] < Sent[P] U {id}
AddToGraph(sid, id)
VP ¢ (Sct(V)H \ {P}) : Undelivered p/[sid] <— Undelivered p/[sid] U {id}
OurpruT(id)

(P € PH)-WRITE((S — V), m = (sid, cnd, Acks))
id < (Net - REP)-WRITE((S — V'), m := (sid, cnd, Acks))
Contents[id] < ((S — V), (sid, cmd, Acks))
AddToGraph(sid, id)
VP’ ¢ Sct(V)H : Undelivered p/ [sid] < Undelivered ps[sid] U {id}
OurpruT(id)

DELIVER(P, id)
(Net - REP)-DELIVER(P, id)
if 3sid  such that id € Undeliveredp[sid] A P € MH
Undelivered p [sid] < Undelivered p[sid] \ {id}
Delivered p[sid] < Delivered p[sid] U {id}
ToHandlep[sid] < ToHandlep[sid] U {id}

Algorithm 27 Hybrid HYW. We only show the differences relative to HLW.

|r‘lducedPar‘l’.yGrapth(sid7 P) // Not part of interface.
G = (V, E) < SessionGraphsq,p.1[sid]
Vp < V N {id | id € Delivered p[sid] U Sent[P]}
Vo < Vp N {id | Contents[id] = ((S — V'), (sid, cnd, -)) A B[IsRooT|(sid, S, V', cnd) }
i+ 0
repeat
Vigr < Vs
for id € Vp :
(-, (-, -, Acks)) +— Contents[id]
if Acks CV; :
Vig1 + Vig1 U {id}
P41+ 1
until V; = V;_4
Vg = {id | (iq,id’) € E}
return Extended(G; := (V;, EN (Vg X V;)))




Algorithm 28 Hybrid H{W. We only show the differences relative to HEW.

INITIALIZATION
(Net - REP)-INITIALIZATION
Contents, SessionGraphsgopa, ToHandlegiobal < 0

for P ¢ MY :
Sent[P], SessionGraphsp, ToHandlep, Undeliveredp, Deliveredp + 0

(P € M™)-WRITE(sid, cmd, V, Acks)
Gt « InducedPartyGraph™ (sid, P)
Require: P[IsVALID](sid, G T, P, V, cnd, Acks)
id < (Net - REP)-WRITE((P — V'), m := (sid, cnd, Acks))
Contents[id] « ((P — V), (sid, cmd, Acks))
Sent[P] « Sent[P] U {id}
AddToGraph(sid, id)
Undelivered p[sid] <— Undelivered p[sid] U {id} // Helps in simplifying proof H]l\?/.[\;\g = H{\)[Ai/d'
Undelivered p[sid] +— Undelivered p[sid] \ {id} // Helps in simplifying proof HI\R/IVXI = Hmd.

Delivered p[sid] <— Delivered p[sid] U {id} // Helps in simplifying proof H&VX{ = Hi}?{d.
ToHandlep [sid] < ToHandlep[sid] U {id}

ProcessReceived(P)

VP’ € (Set(V)H \ {P}) : Undelivered ps[sid] - Undelivered p/[sid] U {id}

OuTprUT(id)

DELIVER(P, id)
(Net - REP)-DELIVER(P, id)
if 3sid  such that id € Undeliveredp[sid] A P € M* :
Undelivered p[sid] <— Undelivered p[sid] \ {id}
Delivered p[sid] < Delivered p[sid] U {id}
ToHandlep[sid] + ToHandlep [sid] U {id}
ProcessReceived(P)

ProcessReceived(P) // Not part of interface.
for sid € ToHandlep :
(Gupa, Handled) <— UpdatedGraph(SessionGraphsp[sid], ToHandlep[sid])
ToHandlep[sid] < ToHandlep [sid] \ Handled
SessionGraphs p [sid] < Gupd




ChatSessions[P] ~ HIW: ChatSessions[P] (Algorithm 6) and HIW (de-

fined in [Algorithm 25)) only differ in the names of variables SessionGraphs and
ToHandle, and so ChatSessions[3] = HIW.

HIW ~» HIW: The only difference between HIW and HIW (Algorithm 26)) is

that in HEW there are, for each party P € M additional variables ToHandlep,
Undeliveredp and Delivered p. However, none of these variables have any effect
in the behavior of H}W, so HIW = HIW.

HIW ~ HIW: Hybrid HLW only differs from HEW in what
the variable Vp in the InducedPartyGraph™ procedure is set to: for a party P,
in HYW, Vp is set to the union of the ids of the nodes output by P’s READ
operation from (Net - REP) and Sent[P], whereas in HYW it is set to the union
of Delivered p[sid] and Sent[P]. However, from inspection of HYW and by the
definition of (Net-REP) (Algorithmsand7 for any party P € M and any id,
we have id € Delivered p[sid] if and only if there is a node u == (id, (-, (sid,-,")))
that is output by P-(Net - REP)-READ. This then implies HYW = HIW

HIW ~» HIW: The only difference between HEW and HEIW (Algorithm 28))
is the additional variable SessionGraphsp (see |Algorithm 28|, that upon a
(P € MM)-WRITE query the resulting id is added and removed from set
Undelivered p[sid], and it is added to sets Delivered p[sid] and ToHandlep[sid],
and that in (P € M)-WRITE and DELIVER(P, -) queries, ProcessReceived (P, -)
is called. First, note that ToHandlep[sid] may only affect SessionGraphsp[sid],
and in turn SessionGraphsp[sid] does not have any effect in the behavior of
HIW; regarding the change in variable Undelivered p[sid], note that adding and
then removing id may only have side effects if id is already in Undelivered p[sid]
as this may prevent a later DELIVER(P, id) query from adding id to variable
Delivered p[sid]—if id is not in Undelivered p[sid], then adding and removing
it has no side effects. However, even in case id is in Undelivered p[sid], noting
that id is added to Delivered p[sid], it follows that there are no side-effects to
the behavior of H{W. It then follows HLW = HIW.

HIW s HIW,: Systems H5W and Hygg (Algorithm 18) have the same descrip-
tion, so HIW = Hipg.

(Final Hop) HRW ~ HIWd As is clear in the description of Higy and Hing
m the only difference between these systems is the set of nodes Vp
on which InducedPartyGraph™ computes. It suffices to show that in both cases
InducedPartyGraph™ outputs the same graph.

To begin, note that already establishes:

— in HiNy, for each sid, SessionGraphsq,p,,;[sid] is proper; and
— in HI\R/I\?‘;, for each sid and each P € M* SessionGraphsp[sid] is proper.



We need to show that, for each WRITE and READ query at the interface
of an honest party P € M the output of InducedPartyGraph+ is the same
1ndependent1y of whether it is computed as in Hygy or as in Hygg. For both
HRW, and HiNy, the graph Gt == (V+, Et) output by InducedPartyGraph™ is

such that
U fw

ueV+
where f is the function defined in ie.
flu=(id, (-, (,-, Acks)))) := Acks x {id};
therefore showing the set of nodes is the same in both cases is sufficient (as it

implies the graph is also the same).
Fix some sid and some party P € PH. In the following, let

y@lebal .— SessionGraphsgygp,.[sid].V,

ygiebal .— yGlobal o (Delivered p[sid] U Sent[P]),
VEeeal .= SessionGraphs p[sid].V.
Before moving on with the proof, we first establish a few helpful facts regarding
both HENG and Hipg.
Helpful Facts.

Fact 1. Any node added to ToHandlep[sid] is in Delivered p[sid].

Proof . Follows from inspection of DELIVER and (P € M)-WRITE in
hybrids HMld and Hypg (Algorithm 18)). ad

Fact 2. Any node in Delivered p[sid] was added to ToHandlep[sid].

Proof (Fact ). Follows from inspection of DELIVER and (P € M)-WRITE in
hybrids Hypyg and Hypg (Algorithm 18)) O

Fact 3. Any root that was added to ToHandlep[sid] is added to VEoca!,

Proof (Fact 3 (m From inspection of both HEty and Hipg, whenever a node
is added to ToHandlep there is a subsequent call—during the same query—to
ProcessReceived(P).

Consider any root node

u = (id, ((S — V), (sid, cmd, Acks))).

First note that SessionGraphsp[sid] is proper, and that UpdatedGraph constructs
the output graph following the definition of proper graph ; in
particular, note that each intermediate graph G, is proper. It then follows from
that for each such intermediate graph G; we have

PB[ISVALID] (sid, Extended(G;), S, V, cmd, Acks) =

By inspection of ProcessReceived and in particular of UpdatedGraph, it follows
that v is added to the output graph, and therefore was added to VIEOC*ﬂ. a



Fact 4. Any node in V5°° was added to ToHandlep[sid].

Proof . From inspection, the only place where nodes may be added to
V};OC&I is in ProcessReceived; in turn, in ProcessReceived only nodes in ToHandlep

may be added to Vll.“ocal (Proposition 8|), so the statement holds. a

Fact 5. Any node added to ToHandlep[sid] was previously in Undelivered p[sid].

Proof , Follows from inspection of DELIVER and (P € M*)-WRITE in
hybrids Hygyg and Himg (Algorithm 18)). 0

Fact 6. Any node in Undeliveredp[sid] was added to ToHandlegiopal[sid].

Proof . From inspection of hybrids Hyty and Hipg (Algorithm 18),

nodes are only added to Undeliveredp[sid] in WRITE operations (at both the
interfaces of honest and dishonest parties). However, in both cases they are also
added to ToHandlegiobai[sid], so the statement holds. O

Fact 7. Any node added to ToHandlep[sid] was previously added to ToHandlegopai[sid].

Proof . Follows from Facts |5 and @ a0

Fact 8. Any root that was added to ToHandle giopa[sid] is added to VEloPal,

Proof . From inspection of both HRYy and Hipg, a node is only added
to ToHandlegiona) in AddToGraph calls. Furthermore, in such calls there is always
a subsequent query to UpdatedGraph.

One can establish this fact by following arguments similar to the ones used in

the proof of O
Fact 9. Any node in V5°° was added to ToHandlegiopai[sid].

Proof , Every node in V5°° was previously added to ToHandlep[sid].
then implies the result. O

Fact 10. Any node u = (id, (S — R), (sid’, cmd, Acks))) in Sent[P] is also in
Delivered p[sid’].

Proof . From inspection of (P € MH)-WRITE in [Algorithm 18 when-

ever a node with a given sid’ is added to Sent[P], it is subsequently added to
Delivered p[sid’], so the statement holds. O

Fact 11. After any query to any of the interfaces of H?AVXI or Hmd, every node
u = (id, ((S — R), (sid, cmd, Acks))),

in ToHandlep[sid] but not in VEo®—ie. u € (ToHandlep[sid] \ V5ocal)—is
such that .
PB(IsVaLd|(sid, G} .. S, R, cmd, Acks) = 0,

where Qfocal is the extended graph corresponding to set of nodes VIEOCM (see

Proposition 2).



Proof (m By inspection of Hyyy and Hing, for each node added to
ToHandlep[sid] there is a subsequent update of SessionGraphs p[sid] via UpdatedGraph
where the input set ToHandlep[sid] contains the new node. Since every node in
the set output by UpdatedGraph is then removed from ToHandlep[sid], it then
follows from that the fact holds. O

We start by showing that any root is in V,$'°P2 if and only if it is also in
VEecal (je. V§oPal and VEocal contain exactly the same set of root nodes). Note
that, by inspection of InducedPartyGraph™ , this implies that the
set of root nodes output by InducedPartyGraph™ in both Hiyy and HMld is

exactly the same—because all root nodes are in the initial set V; for both Higg
and Hppq. So, once this is established we only need to consider non-roots.

Roots. Take any root node u € V5P By definition of V§°P2! we have u €
Delivered p[sid]. From we know u was added to ToHandlep[sid], and from
it then follows that u was added to V}JOC&I. As for the converse direction,
take any root u € V5 From we know u was added to ToHandlep[sid],
and from we know u € Delivered p[sid]. From it follows that u was
added to ToHandlegiobai[sid]. From we know u was added to VGlobal - Ag
this point we have established that u € Deliveredp[sid] and u € VE1°Pal which
by definition of VS1°Pal implies u € VSiobal,

Non-root Nodes. We prove that in both Hyty and Hypg it always holds (i.e.
between queries to the interfaces) that:

S.1 VLocal VGlobal

S.2 VLocal C VGlobal and

S.3 (mcomplete paths) for every u € VSiobal \ ykocal “there is a (possibly root)
node

= VGlobal \ VEIObal

such that there is a path from v to u
Vs

where each node in the path is not a root.

Note that - and - (proven below) imply that the set of nodes output by
function InducedPartyGraph™ is the same in both HRY and HMld implies
that every node in the graph output by InducedPartyGraphJr in H A is also in
the graph output by InducedPartyGraph™ in HMld, from (a recursive application
of) [P we have that |S.3] E implies that every node in V§1oPal \ VLOCal
is not in the graph output by InducedPartyGraph™ in HMld So, establishing |S

and - implies H =HLY,.

We first prove [S.3] From definition of V51°Pa! and [Fact 10| we can restate it:

S.3’ for every u € VE‘IObal \ VEocal there is a (possibly root) node v € VGlebal\
Delivered p[sid] such that there is a path from v to u (v ~» ... ~> u) where
each node in the path is not a root.



Since SessionGraphsgyop,,[sid] is proper, there is a sequence of nodes
Viy.-.yUn

as in Assume for contradiction there is a node u/ € V§obal\ yLocal
such that for every (possibly root) node v € VG°bal\ Delivered p[sid] there is no
path from v to u’ (v ~> ...~ u') where each node in the path is not a root. Note
that each node v; in the sequence above is in VG1°P8l and by definition of VEIObal,
so is each node u'. Now take the least j € {1,...,n} such that v; € V,Siobal\ |/ focal
and for every (possibly root) node v € V¢1°bal\ Delivered p[sid] there is no path
from v to v; (v ~» ... ~> v;) where each node in the path is not a root. Say
vj = (id, ((S — V), (sid, cmd, Acks))). We already know v; cannot be a root—
because we already established the subsets of Vol and V§Pal consisting
of root nodes are the same. Since v; € VP2l it follows from definition of
VvEebal and from that v; € VElobal and v; € Deliveredp[sid]. From
we have v; was added to ToHandlep[sid]. Since a node is only removed
from ToHandlep[sid] when it is added to V5ol and v; € VSiobal \ yEoeal jg
follows v; is currently in ToHandlep[sid]. Since v; € V'GPl and nodes are only
added to VG1°bal yia UpdatedGraph—which constructs the output graph following
[Definition 1| (Proposition 3))—and since v; is not a root node, then
implies every node in the set of v;’s acknowledgments was in either the input
graph or some intermediate graph on which UpdatedGraph was computing, say
G; = (V;, E;): in other words, the fact that v; was added implies

IsVALID(sid, Extended(G;), S, V, cmd, Acks) =1,

and since v; is not a root, from we have Acks C V;. On the other
hand, the fact that v; € ToHandlep[sid] but v; ¢ Vo implies, from |[Fact 11

ISVALID(sid, Extended(SessionGraphs p[sid]), S, V, cmd, Acks) = 0.

We have already established SessionGraphsp[sid] is proper; since G; is also
proper, it follows from [Requirement 3| that Acks ¢ Vocal. By since
v; is not a root and from [Requirement 3} every node in x € Acks must appear
before v; in the sequence vy, ..., v,. Taking any such z € Acks \ V£ (which
exists because we already concluded Acks Z VE°°!) we know x = v; for some
[ < j. To conclude the proof of S.3” (and therefore of , consider two cases:

— v € ToHandlep(sid], or
— v; ¢ ToHandlep[sid].

We now obtain a contradiction for both of these cases.

v, € ToHandlep[sid] : from we know v; € Deliveredp[sid], and since
vy € VGlobal e also know v; € VEIObal. Furthermore, we know v; ¢ V};OC&I,
which implies v; € V§1ebal\ VEocal However, this is now a contradiction with
our assumption v; was the first node in the sequence vy,...,v, (because
1 <3j).



v; ¢ ToHandlep[sid] : from [Fact 1| we know v; ¢ Delivered p[sid], and since v; €
Y Global “then v; € VGloPal\ Delivered p[sid]. However this is a contradiction
with our assumption because v; € V§1°Pal\ VEocal and yet there is a node in
VGlobal\ Delivered p[sid], namely v, for which there is a path from v; to v,
where every node in the path is not a root (this is the case, since there is an
edge from v; to v;, so there are no nodes in the path).

To prove and we use induction on the queries made to HigYy and

IW
HMid .

Base case: Upon INITIALIZATION
SessionGraphsgo. [s1d] = SessionGraphsp[sid] = Gy,

S0 and trivially hold.

Induction Step: Suppose and hold. We prove that after any query:

— (P' € MH)-WRITE(sid, cmd, V,Acks),

- (P' € MM")-READ,

— (P’ € PH)-WRITE((S — V), m := (sid, cmd, Acks)),
— (P' € MH)-READ, or

— DELIVER(F, id)

and still hold.

Queries (P’ € P)-READ. For both honest and dishonest parties, READ queries
have no side-effects (i.e. in the description of Higy and of Hijq no variable’s
value is modified). Therefore, after any READ query the claim still holds.

Queries (P’ € MH*)-WRITE(sid, cmd, V, Acks), for P’ # P . Neither VSobal
or V5ocal change, as the resulting node is not added to either SessionGraphs p[sid],
Sent[P] nor Deliveredp[sid]. Therefore holds. Since V°¢ does not change,
[S.1] also still holds because no node is removed from VSlobal,

Queries (P’ € PH)-WRITE((S — V), m = (sid, cmd, Acks)). Analogous to the
case of queries (P’ € MH)-WRITE(sid, cmd, V', Acks) where P’ # P. Therefore
and hold.

Queries P-WRITE(sid, cmd, 177 Acks). We have already seen holds; from in-
duction hypothesis, also holds, and so the graph output by InducedPartyGraph™
is the same for both Hygyy and Hipg. This means that for both cases the WRITE
requirement is exactly the same, so the set of valid inputs for these queries (i.e.
their domains) in HEYY and Hing are the same.

Now note that the new node resulting from the query, say u, is added to both
VEebal and VEecal: 4 is added to both Deliveredp[sid] and ToHandlep[sid];

by the WRITE requirement u must be valid; and the fact that



the graph output by UpdatedGraph contains the input graph imply the new
node is added to SessionGraphsg;op.[sid]—and since u € Delivered p[sid], to
VEebal__and to SessionGraphsp[sid]—so, to V5ol At this point, to establish
and still hold after the query, it remains to argue that for any node
u' € ToHandlep[sid], if v’ ¢ V5Pl then v’ is not added to VE°°2l. First note,
implies any node in ToHandlep[sid] is also in Deliveredp[sid], and it
therefore suffices to prove that if v’ ¢ VE°Pal then v« is not added to VEocal.
Second, we already established that any root node is in vglobal if and only if it

is also in V5o and so we only need to consider non-root nodes.

By induction hypothesis, holds prior to the query (this allows us to rely
on [Requirement 3)). From we know that every node in ToHandlep[sid]

was previously added to ToHandlegiohai[sid]. Noting that in both hybrids
ToHandlegiobai[s1d] is only modified inside AddToGraph, and that after (possibly)
new nodes being added to ToHandlegiobai[sid] the global graph is updated via
UpdatedGraph—all nodes in ToHandlegjobai[sid] being input to UpdatedGraph—
and since a node may only be added to V5! also via UpdatedGraph, it follows
from [Requirement 3P| that if any node is added to VE°°! then it is also added
to V&lobal This establishes and still hold after the query.

Queries DELIVER(P’,id). The only interesting case is when P’ = P. Upon
such query graph SessionGraphsp[sid] (and so VE°¢#) may only be modified via
UpdatedGraph; the set of nodes input to such UpdatedGraph is ToHandlep[sid];
by all these nodes are in Delivered p[sid]. It then suffices to prove that
any node added to V5! was already in Y Global “We proceed by contradiction:
take the first node u € ToHandlep[sid] that is added to VA°°¥ during this
DELIVER query but is not in VE&l°bal Here, by first we mean the first node
that is not in V¢°Pal hut is added by UpdatedGraph. By every node
added to ToHandlep[sid] was previously added to ToHandlegiobai[sid] in a
prior query, since DELIVER queries do not modify ToHandlegiobhai[sid]. In that
prior query, SessionGraphsgiop,[sid] was updated via UpdatedGraph with set
of nodes ToHandlegjopa[sid]; we therefore know that u € ToHandlegiobai[sid]
during such query, because we assumed u was not added to V&°Pal hut have
already concluded that u was added to ToHandlegiopai[sid]. This implies that
in the last iteration of UpdatedGraph, u was not valid according to predicate
P[IsVALID] (otherwise u would have been added to V' G1°P3l However, this is now
a contradiction: since u is the first node which is not in V&°bal that is added to
VEocal then u was valid according to predicate 3[ISVALID] for that graph, say G,
(which is proper, because as already explained all intermediate graphs computed
in UpdatedGraph are proper), and yet u was not valid according that predicate
(BISVALID]) for SessionGraphsgopai[sid], which from induction hypothesis
(and the fact that u is the first node added) is a supergraph of G;. It follows
HEW = {IW 0

31 Note that graphs SessionGraphs [sid] and SessionGraphsg,,,,.;[sid] are proper, and
that UpdatedGraph always constructs graphs following the definition of proper graph,

Definition



Proofs of Helper Propositions.

C.1.1 Proof of [Proposition 1}
Proof. Consider any u = (id, ((S — V), (sid, cmd, Acks))) € V.

implies there is a proper subgraph of G*, say ¢'" = (V“L, E’+), such that
PB[IsVALID](sid, g’*, S, V,cmd, Acks) = 1.

By and since both G and ¢'" are proper,

P[IsVALID](sid, G, S, V, cmd, Acks) = B[ISVALID](sid, G’ T, S, V, cmd, Acks).

O
C.1.2 Proof of [Proposition 2}
Proof. Follows from the definition of proper graph (Definition 1)). O

C.1.3  Proof of [Proposition 3}

Proof. We prove this by induction on i; for i = 0, the extended version of G;
is proper by the assumption on the input graph. For any ¢ € N, assume the
extended version of G; = (V;, E;), i.e. G = (V;*, E;") is proper. We show G, | is
also proper. Initially, QIH is set to G;', and therefore by assumption it is proper.
For each extended node

u = (id, ((S = V), (sid, cnd, Acks))),
helper function UpdatedGraph only adds u to g;l if
P[ISVALID](sid, Extended(G;+1), S, V, cmd, Acks) = 1.

By [Definition 1} since Extended(G; 1) is proper, then the updated extended graph
g;g_l = (QZ-+1.V+ U {U}, gi+1.E+ U (ACkS X {ld}))

is also proper. a

C.1.4 Proof of [Proposition 4,

Proof. First note that from |[Algorithm 6[the graph output by InducedPartyGraph™
on input (sid, P) is a subgraph of (the extended version of) SessionGraphs[sid],

which by assumption is proper. It then remains to show that this (extended)
subgraph is proper, which we do via induction by analyzing Con-
cretely, we show for each ¢ € N that the extended version of graph G; = (V;, E; =
E N (Ve x V;)) is proper. Noting that F; = (J,cy, f(u) for f(u) :== Acks x {id}
(defined as in , it then suffices to show that the graph induced by



set of edges V; is proper, which the rest of this proof will establish. Through-
out the proof, we denote the extended version of graph SessionGraphs[sid] by
gsm (‘/Si_d7 E:;d)

To begin, note that Vp is a subset of the vertices of graph SessionGraphs[sid],
and Vj is the subset of Vp containing only root nodes. By all
root nodes are valid; by inductively applying [Definition 1] to each node in V, and
noting that Eo =, ¢y, f(u) (for f defined as in [Proposition 2)) it then follows
that Gi (the extended version of Gy) is proper.

Assume that, for some i € N, G = (V;*, E}) is proper We now establish

that G, | = (Ver17 E ) is proper. Take any node u € (Vi1 \ V;"); say

u = (id, ((S — V), (sid, cmd, Acks))).

By [Algorithm 6} all of u’s acknowledged nodes (i.e. Acks) are in G;*. More, G is
a subgraph of GJ;, and both extended graphs are proper. By it

then follows
P[IsVALID](sid, Gq, S, V, cmd, Acks) = B[ISVALID](sid, G, S, V, cnd, Acks).

By [Proposition 1]

P[IsVALID](sid, Gy, S, V, cmd, Acks) =

SO
‘B[ISVALID I(sid, G, S, V, cnd, Acks) = 1,

which by Definition 1 1mphes = (V;"u{u}, Ef U(Acks x {id})) is proper Via
an induction argument (using Deﬁnltlon i over all remaining nodes in V; +1 \ VJr

the statement then follows. a

C.1.5 Proof of [Proposition 5|

Proof. We proceed by induction. As base case, note that initially SessionGraphs
is the empty set, and in this case all graphs are proper.

Assume that all (extended versions of the) graphs stored in SessionGraphs
are proper. We will show that after any possible interaction with the ideal
ChatSessions[B3], all graphs stored in SessionGraphs are still proper. First,
from we have that no query to interfaces (P € M )-REaD, (P ¢
MH)-READ and DELIVER modifies any graph stored in SessionGraphs. We now
consider the two remaining cases: queries to (P € MH)-WRITE and queries to
(P € MH)-WRITE.

Consider any query to (P € MH)-WRITE, and let (sid, cmd, v, Acks) be the
input to the query. By assumption all graphs in SessionGraphs before the query
are proper, and only SessionGraphs[sid] is modified. Concretely, the new value
of SessionGraphs[sid] is the graph output by UpdatedGraph. Since the graph
input to UpdatedGraph is SessionGraphs[sid], which by induction hypothesis was




proper at the beginning of the query, it follows from that all graphs
in SessionGraphs after such query are still proper.

Now consider any query to (P € MH”)-WRITE, and let ((S — V),m =
(sid, cmd, Acks)) be the corresponding input. By and the assump-
tion that all graphs in SessionGraphs before the query are proper, the output
of UpdatedGraph is proper. Again, by the definition of ChatSessions[] (Algo;
[rithm 6)), only SessionGraphs[sid] may be modified; if it is modified, it is set to
the output of UpdatedGraph, which is proper. It follows that after the query all
graphs stored in SessionGraphs are still proper. a

C.1.6 Proof of [Proposition 6}

Proof. One can prove this by following arguments similar to the ones from the

proof of For any party P € P, we proceed by induction on

the state of SessionGraphs stored in P’s ChatSessionsProt[J3]” converter. Initially
SessionGraphs is empty and therefore all graphs are proper. Assume that all
(extended versions of the) graphs stored in SessionGraphs are proper. We only
need to show that after any WRITE or READ queries to P’s ChatSessionsProt[3]
converter, all graphs stored in SessionGraphs are still proper.

For a query WRITE(sid, cmd, 17, Acks), one can follow the same arguments

used in the proof of [Proposition 5] and so it follows all graphs in SessionGraphs
after such query are still proper after such query. Regarding READ queries one

can follow the arguments used in the proof of for the case of
(P € PH)-WRITE operations (over sid in the set ToHandle). O

C.1.7 Proof of [Proposition 7]
Proof. Follows from an argument along the lines of the proof of g

C.1.8 Proof of [Proposition 8}

Proof. We prove the two directions:

S C @'V NS: From inspection of UpdatedGraph (Algorithm 6)), any node u € S’
must be in set G’.V and in set S.
G'.VnS C 8" Consider an arbitrary node u € G'.V N S; first, if u € G.V then

it follows from and inspection of UpdatedGraph (Algorithm 6])

that u € S’; second, if u ¢ G.V then, since u € G'.V, u was added to G’.V by

UpdatedGraph and therefore by inspection of UpdatedGraph (Algorithm 6)),
ues. O

C.1.9 Proof of [Proposition 9}

Proof. We prove this by contradiction. Since G = (V, E) is proper, letting n = |V,
by [Definition 1] there is an ordered sequence of nodes u1, ..., u, such that, letting
Go = (Vo, Eo) = (0,0), and letting for s = 0,...,n — 1,

gi+1 = (V; U {ui+1.id}, El U (U,H_l.ACkS X {ui_H.id})),



it holds ISVALID(uit1.5id, G, wiy1.S, wip1.V, usp1.cmd, ui11.Acks) = 1. For
some set Vg C V, let (Gg,S’") = UpdatedGraph(gG,S), and furthermore let
(Gvs,Svs') == UpdatedGraph(G, S U Vs). By inspection of UpdatedGraph
[gorithm 6], graphs Gs and Gy, are constructed according to SO
there are sequences of nodes ufH, e 7“Zgn+|5/|) and uii‘{s, e ’u(+%v5’|) (where
each node uf is in set S and each node ulsuvs is in set S U Vg) such that, for
j=n,...,(n+15]) —1and for l =n,...,(n+|Sys|) — 1, letting

ngrl = (V]S U {uerl.id},EjS U (uerl.Acks X {uerl.id}))7

G = (VP U{un® ad), BPYYE U (up s Acks x {up)'s id})),

it holds that

S . s\t S S 7 S S
ISVALID(uj, y.sid, (G7) ", uf .S ujy 1.V, uf, .cmd, uy,  Acks) = 1,

SUVs SUVs\t | SUV SUVs Y , SUV; SUV;
ISVALID(u ;" s1d, (gl S) upey 2SS u 0 Vw0 0 emd, w9 Acks) = 1.
For contradiction, assume Gg # Gy; so, either Vg, \ Vg, # 0 or Vg, \ Vgg # 0.
We obtain a contradiction for each case.

Vgs \ Vg, # 0: consider the first node uf in the sequence uy, {,... ’ufn+\3’\)
that is not in Vg, _; u]S is not a root because this would contradict the

assumption that B satisfies [Requirement 1| Given uf is not a root, since

ISVALID(uf.sid7 (gf_1)+,uf.s, uf.v,uf.cmd, uf.Acks) =1,

from [Requirement 2|it follows uf Acks C VJS_ ;- By assumption uf is the first

node in the sequence, so all prior nodes are in Vo, implying V% 1S Vg, .

Since both Gy, and gf_l are proper graphs, it then follows from|Requirement 3

ISVALID(uf.sid, Gy T, uf.S, uf.V, uf.cmd, uf.ACks)

R s \t .S Sy .S S
= ISVALID(uj .sid, (gj,l) yuj . Syuf .V, uj.cmd, uj . Acks)

and so
ISVALID(u}g.sid, Gv. T, ujS.S, uf‘?, u}g.cmd, uf.Acks) =1.

However, from inspection of UpdatedGraph (Algorithm 6)) this is a contradic-
tion with the fact that in the last iteration of UpdatedGraph(G, S U Vs) node
s

u; was not added to the output graph Gyy. a

Vv, \ Vgs # 0: Follows from an argument analogous to the one for case above,
noting that the graph input to UpdatedGraph is always a subgraph of the
output graph (so each node u € Vg is in the output graph Gg). a

O



C.1.10 Proof of [Proposition 10|

Proof. Tt is sufficient to prove for the case of 2 sets as a simple induction argument
then implies the case for n > 2. Consider some proper graph Gy = (Vg,, Eg, ),
some set S of nodes, and any two sets S; and S; such that S = S; U S,.
Furthermore, let

(Go = (Vg,, Eg,),S2") := UpdatedGraph(Gy, S1),
(Gs = (Vg,, Eg,), S3") := UpdatedGraph(Gz, S2 U (S1 \ S2')),
(G" = (Vg, Eg/),S") = UpdatedGraph(Gy, S).

We want to show (G3,So' US3") = (G, 9").
To start we show G’ = G5 implies S’ = So' U Sy’. From

53/ = Vg3 N (SQ U (Sl \ SQ/)),
S"'=Vg NS =VgnN(SUSy).

Noting that 1. from [Proposition 8 So’ = Vg, N S1, and; 2. since the graph G,

input to UpdatedGraph is proper, then Vg, C Vg,:

Sy U Ss" = 85" U (Vg, N (S2U(S1\52")))
= (Vg, N S2) U ((S2' U Vg) N (S2' U (S1\ S2)))

2 (Vg, N152) U (Va, 1 (82U (81 52))

w (Vg, N S2) U (Vg, N St)

= Vg N(S1USy).

At this point we only need to establish Vg, = Vg, as then implies
Gs = G'. First note that since Sy’ C Vg, , for

(g3/ = (Vg3/7 Egsl), Slgs/) := UpdatedGraph(Gs, S2 U S1), (C.1)

Proposition 9| implies G3' = Gs. So, we only need to prove that Vg, = Vg.
The argument used in the proof of can be used here too. Since

Gy is proper, and letting n = |Vg, |, by [Definition 1| there is an ordered sequence
of nodes uy,...,u, such that, letting Gy := (Vo, Ep) = (0,0), and letting for

1= O, e, — 1, gH_l = (‘/,L U {ui_,_l.id}, Ei @] (ui+1.ACkS X {ui_,_l.id})), we have
ISVALID (i 41.51d, G 7, uiq 1.5, uip 1.V, u;1.cmd, u;q1.Acks) = 1. By inspection

of UpdatedGraph ([Algorithm 6|), graphs G’, Go and Gz are constructed according

to [Definition 1] meaning there are sequences of nodes

S’ s’
Upy1s--- ,U(n+‘sl‘)

Szl So
UpSqy--- 7u(n+\52’|)

Gs' Gs'
uss ol , ,
(N2’ 41277 Pnt|S2|+1S 1)



(8G, is defined in [Equation C.1)) such that, for i = n,...,(n+[5'[) — 1, for
j—n7...,(n—|—|52| -1, andforl—(n—l—\Sg D,.-es n+\52/|+|5£73,\)—1,

Gy = (V2 U {u ia), B U () Acks x {u},.id})),
G2 = (VP U id), BY? U (w3 Acks x {uf?).1d})),
Go = (VI U {uf?) id}, EP U (uf?) Acks x {uf?).1d})),

it holds that

! . ’ + ’ ’ — ’ ’
ISVALID(uj, 1 .51d, (QZS ) “i+1'5 ufy V,uf g omd, up . Acks) =1,

So' s 5
IsVALID(u}?, sid, (G}

ISVALID(ulgjl.sid, (ng3 )+ ulgjl S, ul+1 V ulgjl cmd, ulH.Acks) =1.

+
), ]+1 .S, ujJrl V,uj+1 cmd, uJJr1 Acks) =

We now show Vg, \ Vgr = 0, Vg,r \ Vgr = 0 and Vg \ Vg, = 0. Note that
Vg \ Vor = 0 and Vg \ Vg, = 0 together imply Vg, = Vgr. As in the proof
of we proceed by contradiction:

Vg, \ Vgr = 0:

Vg, \ Vgr = 0

Vg \ Vg, = 0

Suppose this is not the case and consider the first node ule in the sequence
ugﬁrll, e ’U(S;;\Sz’l) such that qul ¢ Vg . First, u5?' cannot be a root node,

as otherwise this would imply 3 does not satisfy [Requirement 1l Since uS2

is not a root and noting that

’ . ’ + ! ! — ’ ’
ISVALID(u;»92 .sid, (gffl) ,ufz .S, ufz .V,u;»92 .cmd, ufz Acks) =1,

it follows from [Requirement 2| that uf 2" Acks C gfz'l.v. Since by assumption

uf"‘/ is the first node in the sequence, then all nodes in the sequence prior

to qul are in Vg, implying sti C Vg. Since both G’ and gfz/l are proper

graphs, it then follows from
ISVALID(qu/.sid, g’*, ule.S, uf2/.‘7, u;~92/.cmd, uf2,.Acks)
= ISVALID(ule .sid, (gjsfll) +, u;%/ .S, ufZ/ v, ule .cmd, ule Acks).
and so
ISVALID(uSQ/.sid7 Q’+7u52/.5’, uSQ/.VmSQ,.cmd, us"’,.Acks) =1.
However, from inspection of UpdatedGraph M ) this is a Contradlc—

tion with the fact that in the last iteration of UpdatedGraph node u was

not added (because uf2 €5 C9). 0
One can prove this by noting that Vg, C Vg,,—which follows from inspection
of UpdatedGraph, by relying on the fact that Vg, C Vg (proven
above)—and following an argument analogous to the one above. a
Similar to the step above. a

O



C.1.11 Proof of [Proposition 11}

Proof. Follows from inspection of UpdatedGraph (Algorithm 6): consider any

node

u = (id, (P — R), (sid, cmd, Acks))) € S\ .

If it were the case that
P[IsVALID](sid, GF, P, R, cmd, Acks) = 1,

u would be added in the last iteration of UpdatedGraph. a

C.1.12 Proof of [Proposition 12|

Proof. First, by assumption we know G := (V, E) is proper. In the following, let

Gia = (Via, Fi4), Sia) = UpdatedGraph(G, {id}). By inspection of UpdatedGraph
, since P[ISVALID](sid, GT, S, V, cmd, Acks) = 1, id is added to
both the output graph—i.e. id € Vijg—and the output set Siq. Since only nodes
in the set input to UpdatedGraph may be added to the output graph, we have
Via = V U{id} and Siq = {id}; by definition of UpdatedGraph we also have
Eiq = E U (Acks x {id}), and therefore Giq = G’. By definition of G; and
Sy, we have (Gy,S57) = UpdatedGraph(G’, S’). The result then follows from

Proposition 10| by considering sets S := {id} and S, == S5". O

C.1.13 Proof of |Proposition 13|

Proof. Regarding Higg it follows from and by following the

sequence of hybrids

ChatSessions[J] ~~ HWV ng ~ H13W w HIW H%\X\ifd

that for each sid, graph SessionGraphsgop.i[sid] is proper.

Regarding HI\R/I‘?&, we prove by induction on the queries made to H{i,[‘?é. Upon
INITIALIZATION, for each party P € M we have SessionGraphsp = ), so
trivially all graphs are proper. Consider any query to one of HI\R/I‘;‘Q’S interfaces.
First, note that only (P € M*)-WRITE and DELIVER queries may actually
modify any graph SessionGraphsp[sid]. Note that if any such graph is modified,
then it is set to the graph output by UpdatedGraph; note also that the graph
input to UpdatedGraph is proper (induction hypothesis). It then follows from

Proposition 3| that after any such query, each graph SessionGraphsp[sid] is still
proper. O

C.1.14 Proof of [Proposition 14,

Proof. Follows from the definition of InducedPartyGraph™: non-root nodes are
only added to the output set if all their predecessors are already in that set. O



C.2 Proof of [Corollary 1]

AuthChatSessions[}3] = LAt . ChatSessions[}3] (1)
= | Auth-Intf (ChatSessionsProt[‘q3]MH - (Net - REP)) (2)
= ChatSessionsProt[B]M" - (LAY . Net . REP) (3)
= ChatSessionsProt[B]M" - (Net - LAuth-Intf . REP) (4)
= Rautn[F]- ()

) Definition of AuthChatSessions[J3] (Equation 4.3));

1' Commutatlwty of converter application at disjoint interfaces ( . Proposition
1));

[@): By (stated and proven below);
(B): Definition of R[%] (Equation 4.4).

It only remains to prove
LAUhINT. Net - REP = Net - LA™ . REP. (C.2)

Converter L disables the interfaces it is attached to; in the case above these
interfaces are Auth-Intf :== PH-WRITE((SH — RT),-). So by attaching [ Auth-Intf
to Net - REP, we are simply disallowing parties to issue WRITE operations
for labels (S — V) where S is an honest party (i.e. S € S¥). However, note
that the definition of converter Net depends on the repositories to which it
connects to (see , in particular it only allows a party P to issue a
WRITE operation for a repository rep; = relei if P e W, i.e. if P has write
permissions—because the description of Net specifies that the party’s interface
of Net at which the WRITE operation was issued matches the one that Net
uses to issue the corresponding WRITE operation to the repository. This then

implies O
C.3 Proof of

To begin, note that by the definitions of FakeChatSessions (Algorithm §)),
— M
ChatSessionsForgeProt (Algorithm 9|) and [([Forge]P — V)PfH] 1

PeEMVeEM+
gorithm 2f), we have

FakeChatSessions = ChatSessionsForgeProt™!- {([FOTgG}P - V>7> L, MVem+
€ €

(C.3)



It then follows

57 | AuthChatSessions[]]

OTR-ChatSessions[P] = Otr” " - . (1)
FakeChatSessions
_ Ray
- OtrPH- A th[;’p} (2)
FakeChatSessions

T ChatSessionsProt[]M” - (Net - | Auth-Intf . REP

= OtI’PH- [m} ( ) (3)
FakeChatSessions

__ Net - J_Auth—lntf .REP

= ChatSessionsProt["Ii]/VlH .ot (4)

FakeChatSessions
= ChatSessionsProt[‘B]/‘/lH otr””

Net - J_Auth—lntf .REP

ChatSessionsForgeProt™™!. {([Forge}P — ‘7>£AT:|PEM,\7€M+ )
_ ChatSessionsProt[‘mMH ouP”. Net - J_Auth-/:tf -REP
- ChatSessionsForgeProt™ {([Forge]P - ‘7>PT] PeM Temt
(6)
= RoTr[P]- (7)
(1): Definition of OTR-ChatSessions[J] (Equation 4.5);

1));

(5): By [Equation C.3

(6): Commutativity of converter application at disjoint interfaces ( [27, Proposition
1));

(7): Definition of RoTr[] (Equation 4.6)).

C.4 Proof of [Corollary 3|

Rconfanon[B] = ChatSessionsProt[‘I}]MH . (Coannonﬁ - AR[}]) (1)
= CoannonPT~ (ChatSessionsProt[‘B]MH -AR[B]) (2)
= ConfAnon”" . (VIR). (3)

: Definition of Rconfanon[JB];



: Commutativity of converter application at disjoint interfaces ( [27, Proposition
1));
([B): Assumption stated in [Equation 4.7]

D UatChat

D.1 Definition of UatChatProt

For completeness, in we formalize the UatChatProt converter.

Algorithm 29 Description of the UatChatProt converter run by each honest

party P € M* for constructing UatChat (see |[Algorithm 12)). We rely on the
helper functions from

CREATECHAT(cid, G € M™T)
Require: cid ¢ UatChatProt-READ
(‘7, cmd, Acks) < (@, (Create, G), 0)
Require: IsRooT-ExT(cid, (0, 0), P, \7, cmd, Acks) =1
OuTPUT(ChatSessions[4]-WRITE(cid, cnd, V, Acks))

PROPOSECHANGE(cid, vid, change € {Add,Rm}, P’ € M)
Require: BasicRequirements(cid, vid, P)
(- 637 g;;c_vis = (Vs'i'c_vis7 E:;C_Vis)7 -, VoteAcks) < HelperFunction(P, cid, vid)
G+« (G| P)
LeafAcks < {id | (3(id, (-, (-, (vid,-),-))) € V.f_,.) A (A(id, ) € BES 0}
(\7, cmd, Acks) + (6’7 (vid, change, G, P'), VoteAcks U LeafAcks)
Require: ISRooT-EXT(cid, g:;wis, P,V,cnd, Acks) = 1

OutpPUT(ChatSessions[t]-WRITE(cid, cmd, V', Acks))

VOTE(cid, vid)
Require: BasicRequirements(cid, vid, P)
(é, - g;;c_vis, MissingVotes, ) < HelperFunction(P, cid, vid)
Require: P € MissingVotes
(‘7, cmd, Acks) — (@, (vid, Vote), {vid})
Require: ISVALID(cid, g;;c_vis, P, ‘7, cmd, Acks) = 1

OutpuT(ChatSessions[4]-WRITE(cid, cnd, V', Acks))

WRITE(cid, vid, m, ReplyTo)
Require: BasicRequirements(cid, vid, P)
¢, G, gstc,vis = (V:rrc,vis7 E:;C’Vis), -, VoteAcks) <« HelperFunction(P, cid, vid)
(\_/‘7 cmd, Acks) — (é (vid, Msg, m, ReplyTo), VoteAcks U ReplyTo)
Require: ISVALID(cid, gstmis, P,V,cnd, Acks) =1

OuTruT(ChatSessions[{]-WRITE(cid, cmd, v, Acks))

READ
ChatGraphs < 0
for (cid, G7) € ChatSessions[{{]-READ with VisibleGraph(cid, G, P) # (0, 0) :
ChatGraphs < ChatGraphs U {(cid, VisibleGraph(cid, G, P))}
OutpuT(ChatGraphs)




E Game-Based Security Definitions

In this section we introduce game-based notions that we use to prove the security
of Maurer et al.’s MDRS-PKE construction [35]. We only introduce notions that
are strictly necessary for such security proofs.

E.1 One Way Function

A One Way Function (OWF) is a pair IT = (S, F), where Sis a PPT and F a PT.

Consider an OWF II = (S, F); the game system of [Definition 6] has (an
implicitly defined) security parameter k& and provides adversaries with access to
oracles Oy and Og defined below:

Image Generation Oracle: Oy (i € N)
1. On the first call on index i € N, compute x + S(1¥) and store (i, x,y =
F(z)); output y;
2. On subsequent calls, simply output y.
Submission Oracle: Og(i € N, x)
1. On the first call on i (to either this oracle or to Oy), compute x + S(1¥)
and store (i, z,y = F(x)); the oracle does not give any output;
2. On subsequent calls, the oracle simply does not perform any action nor
give any output.

Definition 6. Game GOWVF provides an adversary A with access to oracles Oy
and Og. A wins if it makes a query Og(i,x) such that F(z) = Oy (i).
A’s winning advantage is defined as A’s probability of winning the game.

An adversary A (g,t)-breaks the (n)-One-Wayness of OWF IT if it runs in
time ¢, queries oracles Oy and Og on at most n different indices ¢ € N, and
satisfies Adv®"VF(A) > e.

E.2 Public Key Encryption

A Public Key Encryption (PKE) scheme with message space M is a triple of
PPTs II = (G, E, D). Below we state the Correctness notion from [20].

Let IT = (G, E, D) be a PKE scheme with message space M; as before, we
assume the game system of the following definition has (an implicitly defined)
security parameter k.[Definition 7] provides adversaries with access to the following
oracles:

Secret Key Generation Oracle: Ogk(B;)
1. On the first call on Bj, compute and store (pk;, sk;) < G(1%); output
(Pk;, sk;);
2. On subsequent calls, simply output (pkj, sk;).
Encryption Oracle: Og(B;,m;r)
1. If r is given as input, encrypt m under pPk; (B,’s public key, as generated
by Opk) using r as random tape; if 7 is not given as input create a fresh
encryption of m under pk;



2. Output the resulting ciphertext back to the adversary.
Decryption Oracle: Op(Bj,c)
1. Decrypt c using sk; (B;’s secret key, as generated by Opk);
2. Output the resulting plaintext back to the adversary (or L if decryption
failed).

Definition 7. Game G provides an adversary A with access to oracles Osg,
Op and Op. A wins the game if there are two queries qg and qp to O and
Op, respectively, where qg has input (Bj,m;r) and gp has input (B;',c), the
input ¢ in qp is the output of qg, Bj = Bj', and the output of qp is not m.

The advantage of A in winning the Correctness game, denoted Adv<®"(A), is
the probability that A wins game G as described above.

A (computationally unbounded) adversary A (g)-breaks the (n)-Correctness
of a PKE scheme IT if A queries Oggi, O and Op on at most n different parties
and satisfies Adv°"(A) > e.

E.3 Digital Signature Scheme

A Digital Signature Scheme (DSS) for a message space M is a triple I =
(G, Sig, Vfy) of PPTs. Below we state the definition of (One-Time) Strong Ex-
istential Unforgeability for DSS. The notion has an implicitly defined security
parameter k and makes use of oracles Oy g, Og and Oy, which, for a DSS
T = (G, Sig, Vfy), are defined as:

Key-Pair Generation Oracle: Oy (i € N)
1. On the first query on i, compute and store (vk;, sk;) «+ G(1*);
2. Output vk;.
Signing Oracle: Og(i,m)
1. Compute o < Sigg,, (m), where sk; is the signing key associated with 4;
output o.
Verification Oracle: Oy (i,m, o)
1. Compute d  Vfy,.(m, o), where vk; is the verification key associated
with 4; output d.

Definition 8. Game G SEUF-CMA provides an adversary with access to oracles
Ovik, Og and Oy . A wins the game if there is a query to Oy on some input
(i*,m*, 0*) that outputs 1, there is no query to Og on input (i*,m*) that output

o*, and for each i € N there is only at most one query to Og with input 1.
A’s winning advantage is Adv’SFUFMA(A) .= PrAG!SEUF-CMA — yip),

An adversary A (e1.seur.cma, t)-breaks the (n, ¢s, gy )-1-sEUF-CMA security
of IT if A runs in time at most ¢, queries Oy i, Og and Oy on at most n different
indices, makes at most gs and gy queries to, respectively, Og and Oy, and
satisfies Advl‘SEUF_CMA(A) > £1-sEUF-CMA.-



E.4 Multi-Designated Verifier Signature

In this section we present the Consistency, Unforgeability and Message-Bound
Validity notions from [20].

Let IT = (S, Gs, Gy, Sig, Vfy, Forge) be an MDVS scheme. The security games
below have an implicitly defined security parameter k and provide adversaries
with access to the following oracles:

Public Parameter Generation Oracle: Opp
1. On the first call to Opp, compute pp < S(1¥); output pp;
2. On subsequent calls, simply output pp.
Signer Key-Pair Generation Oracle: Ogk(A;)
1. On the first call to Ogx on input A;, compute (spk,, ssk;) < Gs(pp),
and output (spk;, ssk;);
2. On subsequent calls, simply output (spk;, ssk;).
Verifier Key-Pair Generation Oracle: Oy (B;)
1. Analogous to the Signer Key-Pair Generation Oracle.
Signer Public-Key Oracle: Ogpx(A;)
1. (spk;, ssk;) + Ogk(4;); output spk;.
Verifier Public-Key Oracle: Oy pg(B;)
1. Analogous to the Signer Public-Key Oracle.
Signing Oracle: Og(A;,V,m)
1. (spk;, ssk;) < Ogsk(4;);
2. U= (OVPK(V1)7 ooy OVPK(‘/“-/'I));
3. Output o < Sig,,(sski, v, m).
Verification Oracle: Oy (A;, B; € Set(V),V,m, o)
1. spk; < OSPK(Ai)§
2. U= (OVPK(Vl)a ceey OVPK(‘/|\7|));
3. (vpk;, vskj) < Ovk(Bj);
4. output d < Vfy,,(spk;, vsk;, ¥, m, o), where d € {0, 1}.

Definition 9 (Consistency). Game system G provides an adversary A
with access to oracles Opp, Osk, (’)VK, Osprk, Ovpk, Os and (’)V A wins if
it makes two queries (’)V(AZ,BJ, V,m, o) and Ov(Az ,Bj’ Vom! ,0') such that
(A,,V,m7 o) = (A Viom' o ), {Bj,B,'} C V, the outputs of the two queries
differ, and there is no query Ov i (B;) prior to query Ov(A;, B;, V,m,a), and
no query Oy (B;'") prior to query OV(AZ-',Bj’7X7’,m’7J’).

The advantage of A in winning the Consistency game is the probability that
A wins game G as described above, and is denoted Adv“°"(A).

Definition 10 (Unforgeability). GV provides an adversary A with access
to oracles Opp, Osk, Ovi, Ospk, Ovpk, Os and Oy. A wins if it makes a
query Oy (A;*, B;™, V*,m*,o*) with B;* € V* that outputs 1, for every query
OS(Ai’7‘7'7m’), (Ai*,‘?*,m*) # (A}, V',m’) and there is no Ogg query on A;*
nor Oy query on B;*. A’s advantage is the probability that A wins G Unforg
and is denoted AdvU""€(A).



Definition 11 (Message-Bound Validity). Game GB"d-Val provides an ad-
versary A with access to oracles Opp,Osk,Ovk,Ospi,Ovpk,0s, and Oy . A
wins the game if there are two queries qs and qy to Og and Oy, respectively,
where qs has input (A;, V,m) and qv has input (A, Bj, V’,m’,a), satisfying
1. (Ai,V) = (A/,V”); 2. Bj € V:8 m #m/; 4. the input o in qv is Og’s output
on query qs; and 5. the output of Oy on query qv is 1. A’s advantage is the
probability that A wins GBVal " and is denoted Adv®*""V?(A).

We say an adversary A (g,t)-breaks the (ng, ny, ds, gs, qv )-Consistency (resp.
-Unforgeability, -Message-Bound Validity) of IT if A runs in time at most ¢, queries
Osk, Ospk, Og and Oy on at most ng different signers, Oy i, Oy pg, Og and
Oy on at most ny different verifiers, makes at most gg and gy queries to Og
and Oy, respectively, with the sum of the verifier vectors’ lengths input to
Os being at most dg, and satisfies Adv®"(A) > ¢ (resp. Adv""™8(A) > ¢,
AdUBound-Val(A) > E).

E.5 Public Key Encryption for Broadcast

A Public Key Encryption for Broadcast (PKEBC) scheme IT with message space
M is a quadruple IT = (S, G, E, D) of PPTs. Below we state the Correctness,
Robustness, Consistency and {IND, IK}-CCA-2 security notions from [20].
Consider a PKEBC IT = (S5, G, E, D) with message space M. The game
systems defined by the security notions ahead have an implicitly defined security
parameter k and provide adversaries with access to the following oracles:

Public Parameters Oracle: Opp
1. On the first call, compute and store pp <+ S(1¥); output pp;
2. On subsequent calls, output the previously generated pp.
Secret Key Generation Oracle: Osg(B;)
1. If Ogk was queried on B; before, simply look up and return the previously
generated key for Bj;
2. Otherwise, store (pk;, sk;) <— G(pp) as B;’s key-pair, and output (pk;, sk;).
Public Key Generation Oracle: Opg(B;)
L. (pk;,skj) < Osk(Bj);
2. Output pk;.
Encryption Oracle: OE(V,m)
1. ¥« (OPK(Vl)a ey OPK(V”;‘)),
2. Create and output a fresh encryption ¢ < Eyp #(m).
Decryption Oracle: Op(Bj,c)
1. Query Osk(Bj) to obtain the corresponding secret-key sk;;
2. Decrypt c using sk;j, (¥, m) < Dpp sx; (c), and then output the resulting
receivers-message pair (¢, m), or L (if (¥,m) = L, i.e. the ciphertext is
not valid with respect to B;’s secret key).



Definition 12 (Correctness). Game G provides an adversary A with access
to oracles Opp, Osk, Op and Op. A wins the game if there are two queries qg
and qp to O and Op, respectively, where qg has input (V, m) and qp has input
(Bj,c), satisfying B; € \7, the input ¢ in qp is the output of qg, and the output
of qp is either L or (0',m') with (0, m) # (v, m’).

The advantage of A in winning the Correctness game is the probability that
A wins game G as described above, and is denoted Adv=""(A).

Definition 13 (Robustness). Game GR provides an adversary A with access
to oracles Opp, Osk, Opk, Op and Op. A wins the game if there are two
queries qg and qp to O and Op, respectively, where qg has input (V,m) and
gp has input (B}, c), satisfying B; & ‘7, the input ¢ in qp s the output of qg, and
the output of qp is (¥',m’) with (V',m’) # L. The advantage of A in winning the
Robustness game is the probability that A wins game GR® as described above,
and is denoted AdvR°(A).

Definition 14 (Consistency). G provides an adversary A with access to
oracles Opp, Osk, O and Op. A wins the game if there are two queries
Op(Bi,c) and Op(Bj,c) for some B; and B; (possibly with B; = Bj) on the
same ciphertext ¢ such that query Op(B;,c) outputs some pair (U,m) # L with
pk; € U (where pk; is Bj’s public key), and query Op(Bj,c) does not output
(U,m).

A’s advantage in winning the Consistency game is denoted Adv=°"*(A) and
corresponds to the probability that A wins game G,

Below we present the definition of {IND, IK}-CCA-2 security from [19]|. The
games defined by this definition provide adversaries with access to the oracles
Opp, Osk and Opk defined above, as well as to oracles Og and Op defined
below:

Encryption Oracle: OE((VO,mO), (Vl,ml))
1. For game system Gl{)IND’IK}_CCA'z, encrypt myp under o, the vector of
public keys corresponding to Vb; output c.
Decryption Oracle: Op(Bj,c)
1. If ¢ was the output of some query to O, output test;
2. Otherwise, compute and output (7, m) <= Dyp s, (c), where sk; is B;’s
secret key.
Definition 15 ({IND,IK}-CCA-2 Security). For b € {0,1}, game system
G]{JND’ IK}-CCA-2 provides an adversary A with access to oracles Opp, Osk, Opk,
Og and Op. A wins the game if it outputs a guess bit b’ satisfying b’ = b and for
every query OE((Vo,mo), (ﬁ,ml)).' 1. |‘70| = |‘Z|, 2. |mo| = |m1]; and 3. there
is no query to Ogk on any B; € Set(Vo) U Set(Vy) at any point during the game.
We define the advantage of A in winning the {IND,IK}-CCA-2 game as

Ady{IND: IK}-CCA2 7y
‘Pr[AG({)IND, IK}-CCA-2 _ win] + Pr[AGilND, IK}-CCA-2 _ win] — 1].



We say an adversary A (e,t)-breaks the (n,dg,qg,gp)-Correctness (resp.
-Robustness, -Consistency, -{IND, IK}-CCA-2 security) of a PKEBC scheme IT
if A runs in time at most ¢, queries Ogg, O and Op on at most n different
parties, makes at most gg and gp queries to O and Op, respectively, with the
sum of lengths of the party vectors input to O being at most dg, and satisfies
Adv®" (A) > & (resp. AdvRP(A) > e, Adv™™(A) > ¢, Ady!NDKICCA2(A) >
€).

E.6 Multi-Designated Receiver Signed Public Key Encryption

In this section we introduce the (remaining) MDRS-PKE security notions from [19] E
Let IT = (S, Gs, Gr, E, D, Forge) be an MDRS-PKE scheme with message space
M. The games ahead provide adversaries with access to the oracles defined

in [Section 6.2

Definition 16 (Correctness). G provides an adversary A with access to
oracles Opp, Osk, Ork, Ospr, Orprr, O and Op. A wins the game if there
is a query qg to O and a later query qp to Op such that qg has input (4;, ‘7, m)
and qp has input (Bj, c) with B; € V and c being the output of qg, the output of
qp s (spk,’, v, m') with (spk,’, v, m’) # (spk,, ¥, m)—where spk, is A;’s public
key and U is the vector of public keys corresponding to V.

The advantage of A in winning the Correctness game is the probability that
A wins game G as described above, and is denoted Adv°"(A).

The following Consistency notion slightly differs from the one given in [19];
it captures the additional property that if the decryption of a ciphertext ¢ by a
party B; outputs some valid triple (spk,#,m) # L, then B;’s public key rpk;
must be part of the vector ¥ output by decryption (i.e. rpk; € U)ﬁ This property
is useful because it eliminates the need for receivers’ converters to perform this

additional check (see [Algorithm 16]).

Definition 17 (Consistency). Game system G provides an adversary A
with access to oracles Opp, Osk, Ork, Ospx, Orrix, O and Op. A wins
the game if (at least) one of the following events (&1 or &) occurs:

Event & : there is a query Op(B;, ¢) that outputs some triple (spk, ¥, m) with
(spk, ¥,m) # L and pk,; ¢ ¥, where pk, is B;’s public key;

32 Some of the notions we define are stronger than the original ones from [19]; we present
them because we rely on the additional properties in our composable treatment of
MDRS-PKE schemes. Note that we do prove (for completeness) that Maurer et
al.’s MDRS-PKE scheme (when instantiated with Chakraborty et al.’s MDVS and
PKEBC schemes yields a scheme that) is secure with respect to all these strengthened
security notions.

33 Maurer et al.’s MDRS-PKE construction [35] trivially satisfies this modified notion
as the decryption algorithm explicitly checks if the receiver’s public key is in the
vector to be output.



Event &y: there are two Op queries, say qp; and qp;, on inputs, respectively,
(Bi,c) and (Bj, ') with ¢ = ¢ such that: 1. the outputs of qp; and qp; differ;
2. either the receiver public key rpk; of B; is part of the vector of receiver
public keys output by qp,;, or the receiver public key rpk, of B; is part of
the vector of public keys output by qp;; 3. there is no query Orx (B;) (resp.
Ork (Bj)) prior to qp; (resp. qp;); and 4. there is no sender A (resp. no
receiver B) which had not been input to a query Ospk, Osk or O (resp.
Orpr, Ork or Og) prior to both qp; and qp; and whose public key is
output by one of these queries.

The advantage of A in winning the Consistency game corresponds to the
probability that A wins game G as described above and is denoted Adv=°"*(A).

The following notion strengthens the one introduced by Maurer et al. [35] by
capturing (the infeasibility of) replay attacks.

Definition 18 (Replay Unforgeability). Game GRU€ provides an adver-
sary A with access to oracles Opp, Osk, Ork, Ospr, Orpr, Op and Op.
A wins if it makes a query Op(Bj,c) that outputs (spk,, v, m) # L, there is a
sender A; and a vector of receivers V such that spk, is A;’s sender public key
(i.e. Ospr(A;) = spk,;) and ¥ is the vector of receiver public keys corresponding
to V (i.e. V| = |5 and for each 1 € {1,...,|5]}, Orpr (Vi) = v;), there was
no query OE(Ai',V’,m’) with (Ai,v,m) = (A/,V’,m') that output the same
ciphertext ¢ that was input to Op, and neither Ogx was queried on input A; nor
Ork was queried on input B;.

The advantage of A in winning the Unforgeability against Replays game is
the probability that A wins game GRUM® s described above, and is denoted
AdUR—Unforg(A).

The {IND, IK}-CCA-2 security notion below is a slight modification of the
original one introduced by Maurer et al. [35] in that it allows adversaries to
obtain encryptions of messages by honest senders to vectors of receivers who
are not all honest. (Concretely, adversaries are allowed to query the encryption
oracle even if some of the receivers are dishonest, though in this case it is
required that the challenge inputs (A; o, Vo, mo) and (A1, Vi, my) are the same,
ie. (Ao, ‘70, mo) = (A1, Vi,ml).) The {IND, IK}-CCA-2 security games provide
adversaries with access to the oracles defined in and to (modified)
oracles Og and Op:

Encryption Oracle: OE ((Ai,o, ‘70, mo), (Ai,la ‘71, ml))

1. For game system G]{JND’ IK}-CCA-2

, encrypt myp, under ssk; p, (A;p’s sender
secret key) and vy, (V’b’s corresponding vector of receiver public keys);
output c.
Decryption Oracle: Op(Bj,c)
1. If ¢ was the output of some query to O, output test;
2. Otherwise, proceed as in the default Op oracle.



Definition 19 ({IND, IK}-CCA-2 Security). For bit b € {0,1}, game GLNP-""I-CA2
provides an adversary A with access to oracles Opp, Osk, Ork, Ospi, OrpPKk,
Og and Op. A wins the game if it oulputs a guess bitab' with b = b and for
EVETY query OE ((AZ"O, ‘/()7 mo), (Ai717 Vi, ml)) with (Ai,07 Vb, m()) 75 (Ai,h Vl, ml):
1. |mo| = |mal; 2. |Vo| = [Vil; and 3. there is no query to Orx on any
B; € Set(Vy) U Set(Vy) at any point during the game.

The advantage of A in winning the {IND,|K}-CCA-2 games is

Adu{IND,IK}-CCA2 Ay
Pr[AGgND,lK}-CCA-z — win] + Pr[AGiIND,IK}-CCAQ — win] — 1/,

The following notion defines two game systems, G8TR and G9TR, which
provide adversaries with access to the oracles from before as well as to (modified)
Ofg and Op oracles:

Encryption Oracle: Op(type € {sig,sim}, 4;,V,m,C C Set(V))
For b € {0,1}, oracle O of game system GSTR behaves as follows:
1. Let (spk;, ssk;) < Osk(4);
2. Let ¥ = (vy,... ,v|‘7|) and §= (s1,.. "SIVI)’ where, for i =1,..., |‘7|

Ork(V;) ifV;eC

(Orpr(V;), L) otherwise;
3. (co,c1) = (I1.Epp(ssk;, v, m), I1. Forge,, (spk,, U, m, 5));
4. If b =0 and type = sig output cg; otherwise output c;.
Decryption Oracle: Op(Bj,c)
1. If ¢ was the output of some query to O, output test;
2. Otherwise, proceed as in the default Op oracle.

Definition 20 (Off-The-Record). For b € {0,1}, game GO™R provides an

adversary A with access to oracles Opp, Osk, Ork, Ospi, Orpr, Op and

Op. A wins the game if it outputs a guess bit b’ with b’ = b and for every query

Og(type, Ai, V,m,C) and every query Oy (B;), we have Bj & Set(V) \ C.
A’s advantage in winning the Off-The-Record game is

= (viy 8i) =

AdeTR(A) = Pr[AGgTR = win| + Pr[AG?TR = win] — 1|.

F New MDVS Security Notions and Security Analysis of
Chakraborty et al.’s MDVS [19]

F.1 New MDVS Game-Based Notions
We now introduce new MDVS security notions (analogous to the MDRS-PKE

ones given in [Section 6.2) ]

31 As for MDRS-PKE, the (MDVS) Forgery Invalidity notion also seems necessary to
imply (appropriately defined) composable semantics (for MDVS schemes) in the
setting where the secret key of senders leak.



The security game defined by the notion below makes use of the oracles

defined in plus the following new oracle:
Forgery Oracle: Oporge(A;, V,m,C C Set(V))
1. spk; < OSPK(AZ')Q
OVK(V;‘) ifV,ecC
(Ovpr(V;), L) otherwise,7
3. output I1.Forge, (spk;, U, m, 5), where ¢ = (v1, ... ’UIVI) and § = (s1,..., SIVI)'

2. fori=1,...,|V], let (v;,s;) =

Definition 21 (Forgery Invalidity). Game system GForeeInvalid prouides an

adversary A with access to oracles Opp, Osk, Ovk, Ospi, Ovpi, Og, Oy
and OForge- A wins the game if there are two queries grorge and qv to OFporge
and Oy, respectively, where qporge has input (A;,V,m,C) and qy has input
(Ai, Bj, V’,m',a), satisfying 1. (A;, V,m) = (A/, V’,m'); 2. B; € V:s. B; ¢C;
4. the input o in qv is the output of Oporge 0N qUETY QForge; and 5. the output
of the oracle Oy on the query qv is 1.

A’s advantage is the probability that A wins GForee’dnvalid = qnd is denoted
Ad’uForge—lnvalid(A).

An adversary A (g,t)-breaks the (ng,ny,ds,dr,qs, qv, qr)-Forgery Invalidity
of I if A runs in time at most ¢, queries Osk, Ospk, Og, Oy and Oporge 0N
at most ng different signers, Ov i, Ovpk, Os, Oy and Opgrge On at most ny
different verifiers, makes at most gg, qv and gr queries to Og, Oy and Oporge,
respectively, with the sum of the verifier vectors’ lengths input to Og and Oporge
being at most dg and dp, respectively, and satisfies Adv™8 ™4 (A) > ¢,

Definition 22 (Public-Key Collision Resistance). An MDVS scheme IT =
(S, Gs, Gy, Sig, Vfy, Forge) is (n,{)-Party e-Public-Key Collision Resistant if

‘{spkl,...,spkn7 pp «+ S(1F)
- VPKq, ... ,vpke}| (spky,sski) < Gspp, (VPE;,Vsky) <= Gypy <
<n+/
(spk,,, ssk,) < Gspp, (VPky, vske) < Gypp

F.2 Security of Chakraborty et al.’s MDVS Construction [19]

We prove the security of Chakraborty et al.’s MDVS construction [19]—denoted
H;/?BF{,S and defined in with respect to the new security notions.
The building blocks are a Public Key Encryption scheme ITpkg, a One Way
Function I[Iowr and a Non Interactive Zero Knowledge IInizk; the informal
theorem below summarizes our results regarding H;fg‘{,s’s additional security
guarantees.



Theorem 5 (Informal). If ITpkg is correct and Iowr is tightly multi-instance
secure then Hﬁ,?g‘{,s is tightly Forgery Invalidity secure (see and s
Public-Key Collision Resistant (see|Corollary 4)).

Asnoted in [19], there are tightly secure and structure preserving instantiations
of each of IT303R ’s building blocks.

F.2.1 Forgery Invalidity

Theorem 6. If no adversary A (epkg)-breaks the (npkg)-Correctness of ITpkg

J

then no (computationally unbounded) adversary (e)-breaks HK/?BQ,S s
(ny = npkg)-Forgery Invalidity,
with € > 2 - epki.

Proof. This proof proceeds in a sequence of games [14L/41].

GForge-invalid _, G G i just like the original game GForge-nvalid - oxcent that in
GH the ITpkp key-pair (pky, sko) sampled for each party B; is assumed to be
correct.

One can reduce distinguishing these two games to breaking ITpkg’s correctness
because the reduction holds all secret keys (and so it can handle any oracle queries).
If an adversary A only queries for the verifier keys of up to ny < npkg parties,
and given the reduction only has to use Ilpkg-Ogk oracle to generate at most one
key-pair per party—namely, (pk,, sko)—since by assumption no computationally
unbounded adversary (epkg)-breaks the (npkg)-Correctness of ITpkg, it follows

Pr[AGY = win] — Pr[AGForee!™alid — gin]| < epyp.

GO s G2, This game hop is just like the previous one (i.e. GForge-Invalid Gm),
the only difference being that the key-pair which is assumed to be a correct one
is now (pk,, skp). It follows

Pr[AG? = win] — Pr[AGY = win]| < epkg.
To finish the proof we now prove the following claim:
Claim. For any adversary A
Pr[AG2 = win] = 0.

Proof. Recall that an adversary can only win game G2 if it makes a query to Oy
on some input (4;, Bj, 17, m, o = (p, G, cpp)) such that o was output by a query
to Oporge ON input (Ai,‘?,m,C) satisfying B; € v, B; ¢ C, and Oy outputs 1.
First, note that, by the definition of Opgrge, this means that B;’s secret verifier



key is not given as input when the oracle is forging the signature using algorithm
Forge of IT2%¢ g- Furthermore, by the definition of Hﬁfﬁ’{,s’s Forge algorithm
, it follows that for every I € {1,...,|V|} such that V; = Bj,
the two ciphertexts in ¢; (i.e. ¢;0 and ¢;1) are encryptions of 0. Finally, by the
assumption that the two PKE key-pairs of Bj—i.e. (pky, sko) and (pk,, ski)—are
correct, the decryption of either ¢; o or ¢;; will result in 0 being output, and so

the signature will not verify as valid by Oy . a
O

F.2.2 Public-Key Collision Resistance

Definition 23 (n-Instance ¢-Image Collision Resistance [20]). A OWF
IT = (S, F) is n-Instance e-Image Collision Resistant if

T < HS(lk)
{II.F(z1),...,[I.F(z,)} <n <e
T, < I1.S(1%)

Refer to [20] for a proof of [Lemma 1}

Lemma 1. If no adversary (e,t)-breaks the (n)-One-Wayness of a OWF IT =
(S, F), witht Z n- (ts+tp)—where ts and tp are, respectively, the times to run
S and F—then II is n-Instance '-Image Collision-Resistant, with &’ < 2 -¢.

Corollary 5. If no adversary (eowr, towr)-breaks the (nowr)-One- Wayness of

Howr = (S, F), with towr L nowr - (ts+tr)—where tg and tr are, respectively,

the times to run Howr.S and Howr.F—then Hl"\’/fg’i,s 18

(n = max(nowr — nv,0), £ = max(nowr — ns,0))-Party
e-Public-Key Collision-Resistant

with € > 2 - eowr.

Proof. Follows from the definition of Hﬁ/fg‘{,s (Algorithm 30)), from M and

from the assumption on Ilowr.

G Security of Maurer et al.’s MDRS-PKE
Construction [35]

In this section we prove the security of Maurer et al.’s MDRS-PKE construc-

tion [35] (see [Algorithm 31) with respect to our new security notions (see
tion 6.2).



G.1 Consistency

Theorem 7. If no adversary (epkeBC, tpkEBC)-breaks the (npkesc, dEPKEBCS
4EpKEBC, 4DpKEBC)-Consistency of IIpkepc, no adversary (Empvs,tMDVS)-

breaks the (nsmpvs, Mvmpvss dsmpvs, dFMDVSs 4SMDVSs 4V MDVSs IFMDVS)-
Consistency of IIyipvs and IIpss. Viy is a deterministic algorithm, then no

adversary (e,t)-breaks II\yiprs-PKE 'S

(ns == nsmpvs, "R = MIN(NPKEBC, MV MDVS),
dp = min(dgpkesc, dsvmpvs), 46 = MiN(¢EprERC) ISMDVS )
¢p = min(¢pprepc, v Mpvs))-Consistency,

with € > epkEBC + EMDVS, and tpKEBC, IMDVS & t+ tcons, Where teons 1S the time
to run HMDRS—PKE ’s GCons game.

Proof. Follows from the proof of [35] Theorem 7] and the definition of ITyiprs.PKE’S

decryption (see [Algorithm 31J). a

G.2 Replay Unforgeability

Theorem 8. If no adversary (empys, tmpvs)-breaks the (nsypvs, MvMDVS;

dsmpvs, 4SMpvs, v mpys ) - Unforgeability of IIvipvs and no adversary (epss, tpss)-
breaks the (npss, ¢spss, Qv pss)-1-SEUF-CMA security of IIpss, then no adversary

A (e,t)-breaks II\ipRS-PKE S

(ns ‘= NSMDVS, R = NV MDVS>
dg = dsmpvs, ¢E = min(gsypys; MDSS; ¢Spss )
¢p = min(qvypvs, @vpss))-Replay Unforgeability,

with € > epgs + empvs, and tpss,tmMpvs ~ t + tR-Unforg, Where tR.unforg 5 the
time to run IIyprs.pry s GR-Unfore game.

Proof. This proof proceeds via a sequence of games.

GR-Unferg _, G The difference between GZ and GRUMe ig that in GI, when
Op is queried on an input (Bj,c¢ = (vk,0’,c)) such that there is a query
Op(A;,V,m) that output ¢* == (vk*,o’*,¢*) with ¢ # ¢* and vk = vk*, Op
simply outputs L.

One can reduce distinguishing the two games to breaking the 1-sEUF-CMA
security of IIpgg: the reduction holds all MDVS and PKEBC secret keys and
can sign ciphertexts using the Qg oracle from ITpgg’s G SEUF-CMA game so it
can handle any oracle queries. If A only makes at most ¢gg < min(npss, ¢spss)
and gp < qvpgg queries to O and Op, respectively, since by assumption no
adversary (tpgss, épss)-breaks the

(nDss, 4spss» 4V pss )-1-sSEUF-CMA



of Ilpgs, it follows
Pr[AGrI:EI = win] — Pr[AGR'U"'corg = win]| < epgs.

We can now directly reduce to the Unforgeability game of II\ipys. To see why,
note that GI already outputs L for any query Op (Bj,c = (vk,0’,c)) such that
there was a query Og(4;, v, m) that output ¢* := (vk*, o', ") with ¢ # ¢* and
vk = vk*. This then means that we only have to make sure that no decryption
query Op(Bj,c = (vk,o’,¢)) such that there was no query Og(A4;, V,m) that
output ¢* == (vk*,0’", ") with ¢ # ¢* and vk = vk* allows the adversary to win
the game. On one hand, if ¢ = ¢* then the adversary does not win the game (see
[Definition 18); on the other hand, if some query Op(Bj,c = (vk,0’,¢')) (where
vk was not output as part of any challenge ciphertext) outputs something other
than 1, then the MDVS signature encrypted by ¢’ actually verified as being a
valid signature on a triple (VpkeBc, m, vk) which was never signed (since vk was
not output as part of any O ciphertext).

Since by assumption no adversary (empvs, tmpys )-breaks the

(nsMDVS, "V MDVS: dSMDVS» SMDVS» 4V Mpvs )- Unforgeability

of IIipvs, if A only queries for at most ng < ngypvs (resp. nr < Ny mpvs)
different sender keys (resp. different receiver keys), makes up to ¢g < gsmpvs
queries to O and up to ¢p < qvypys queries to Op, and the sum of lengths of
the party vectors input to O is at most dg < dsypvs, it follows

PI‘[AGED = win] < EMDVS-

G.3 {IND,IK}-CCA-2 Security

Theorem 9. If no adversary (empvs, tMpvs)-breaks the (nsypvs, MvMDVS;
dsmpvs, 4svpvss v mpvs)-Message-Bound Validity of Iypvs, no adversary
(epss, tpss)-breaks the (npss, ¢spss, @vpss)-1-SEUF-CMA security of IIpgs, no

adversary (epkEBC, tPKEBC)-breaks the (npkEBC, dEPKEBC, IEPKEBC: IDPKEBC)-
Robustness of Ilpkesc, and no adversary (epkeBC, tPKEBC )-breaks the (npkeBc,

dppkec, 4epkEBC: IDPKEBC)-{IND, IK}-CCA-2 security of Ilpkesc, then no
adversary A (g,t)-breaks IIniprs PKE S

(ns = nsMpVs, MR = Min(npkEBC, PV MDVS); dE = Min(dppkesc; dsumpvs),
qE = min(¢rprERc: ISMDVS: DSS, ISDSS )
¢p = min(¢pprEac: IV MDVS: QVDSS)) -{IND, IK}-CCA-2 security,
with

€ > 2 - (epsS-1-EUF-CMA + EMDVS-Bound-Val + EPKEBC-Rob)

+4 - EPKEBC-Corr + EPKEBC-{IND,IK}-CCA-25



and with tpss,iympvs, tPKEBC ~ t + t{nD,IK}-ccA-2, where tanp,ik}-cca-2 @S the

time to run IT’s GUND,IK}-CCA2 e

Proof. One can prove by following the same sequence of hybrids
(and the same arguments) from [19, Proof of Theorem 13|, with only minor
differences. Below we only explain the differences from |19, Proof of Theorem
13], i.e. we explain how to handle queries OE((Ai,O; Vo,mo), (A1, ‘7’1,m1)) for
the case where (4,0, ‘7{), mo) = (A1, ‘71, mq )—which are not considered in the
{IND, IK}-CCA-2 notion from [19] for the case where either not all receivers in
VE) and Vj are honest (i.e. the adversary may query for secret keys), vectors Vé
and Vl are of different lengths, or mg and m; have different sizes.

First, note that regardless of whether an adversary is interacting with game
C'w({)”\ID’IK}'CCA'2 or GiIND’IK}'CCA'Z, the ciphertexts generated by the oracle in such
queries have exactly the same distribution, and therefore we only need to ensure
the reductions have everything needed to produce such ciphertexts.

For § € {0,1}, |19, Proof of Theorem 13] proceeds via a sequence of hybrids
GEIND’IK}_CCAQ > G%l, G%l ~ GE, G%] ~ G G%l > G% and G% ~ GE and
gives reductions from distinguishing each of these pairs to breaking a security
property of one of the underlying building blocks. Concretely, [19, Proof of
Theorem 13] reduces distinguishing

{IND,IK}-CCA-2
S.1 Gy

and G%l to breaking the 1-sEUF-CMA security of the underly-
ing Ilpss;

S.2 GT and G2 to breaking the robustness of the underlying IIpkggc;

S.3 Cﬁ and Gé to breaking the correctness of the underlying ITpkgpc;

S.4 Gé and Gé to breaking the message-bound validity of the underlying IT\ipys;

S.5 Gé and G% to breaking the correctness of the underlying ITpkgpc; and

S.6 G@ and GE to breaking the {IND,IK}-CCA-2 security of the underlying

IlpkEBC-

The reductions corresponding to and are to PKEBC notions
and therefore have access to all the DSS and MDVS secret keys; since only public

keys are needed to generate PKEBC ciphertexts, and the reductions have access to
these, they can handle the additional queries. (Note that, for the {IND, IK}-CCA-2
reduction, since the reduction generates the additional ciphertexts without relying
on the Of oracle provided by games, it can then still use the Op oracle provided
by the games to handle decryption queries even if the PKEBC component of
such ciphertexts is left unchanged by the adversary).

The reduction corresponding to is to MDVS message-bound validity,
which does allow adversaries to query for MDVS secret keys of senders. Since the
reduction is to an MDV'S notion, it has access to all PKEBC and DSS secret keys;
as it also has access to the secret keys of senders, it can generate any ciphertexts
for the additional queries toof]

35 We note that one can also adapt the analogous reduction to the unforgeability of
IT\vpvs of [35}[36L Proof of Theorem 10]—which captures the setting where the secret



The reduction corresponding to is to the 1-sEUF-CMA security of IIpgs
and therefore has access to all the PKEBC and MDVS secret keys. Noting
that the MDRS-PKE encryption algorithm samples a fresh ITpgs key-pair for
encryption, for these additional queries one can have the reduction simply sample
the ITpgs key-pair itself, and therefore can generate the ciphertext as intended.
(Alternatively, one could rely on the 1-sEUF-CMA game of ITpss to sample the
key-pairs, and then use the Og oracle provided by the game to generate the
signatures, but this is not necessary for this reduction.) a

G.4 Forgery Invalidity

Theorem 10. If no adversary (epkEpc, tPkEBC ) -breaks the (npkEBC, dEPKEBCS

4EpPKEBC, 4DPKERC)-Correctness of Ipkrpc and no adversary (empvs, tMDVS ) -
breaks the (ns, ny, ds, dr, qs, qv, qr)-Forgery Invalidity of IIypvs then no
adversary (e,t)-breaks IINMDRS-PKE 'S

(ng = nsMpvs:
ng = Min(npkEBC, MV MDVS)
dr = min(dgpkepc; dsMpvs);

)
qr = IMN(JEpKEBC> qFMDVS)
)

( 7
gp = min(¢pprrpc, v Mmpvs))-Forgery Invalidity,

with € > epkEBC +eMDVS and tpKEBC; tMDVS A t + tForge-invalid, WRETE Forge-Invalid
is the time to run Iyprs.pxg s GForge-invalid game.

Proof. We prove this result via game hopping.

GForge-lnvalid _, GI0; The only difference between games GForselmvalid 5nq GO js
that in GT some decryption queries are handled differently. More concretely,
when Op is queried on an input (Bj, ¢ :== (vk,0’,c’)) where ¢ was output by a
query Oporge(Ai, v, m,C) such that B; € Set(V) \ C, oracle Op works as follows:
let (spk;, ¥mpvs, m, o) be the plaintext that was encrypted by IIpkgpc.E under
UpkeBc (which resulted in ciphertext ¢’), where spk, is A;’s public key,

Unvpvs = (VPRypysys - - - 7VpkMDVS|6\)’ and
UpkEBC = (PKpKEBC1: - - - » PRPKEBC|))

are, respectively, the vectors of public MDVS verifier keys and public PKEBC
receiver keys corresponding to V', and where

0 < Ilupvs.Forge,, - (spkyipys; UMDvs, (UPkEBC, ™, VK), SMDVS),

keys of honest senders do not leak—to handle the additional encryption queries,
because the MDV'S unforgeability game provides a signing oracle which the reduction
could use to generate the necessary MDVS signatures.



is a forged MDVS signature on (OpkgBc, m, vk) using vector of secret keys Svpvs
(as defined by oracle Oporge), and vk being the DSS verification key in ¢; oracle
Op no longer decrypts ¢’ using IIpkgpc.D with B;’s PKEBC secret key, and
instead simply assumes decryption outputs (Upkepc, (spk;, ¥mMDVS, M, 0)).

It is easy to see that one can reduce distinguishing the two games to breaking
the correctness of ITpkgpc: since the reduction holds all secret keys, it can handle
any oracle queries. If A only queries for at most ng < npggrpc different receivers,
the sum of lengths of the vectors input to Oporge is at most dp < dppkrpc, and
makes at most ¢r < ¢gepxrpc and ¢p < gppkepc queries to oracles Oporge and
Op, respectively, since by assumption no adversary (tpkrBc, €PKEBC )-breaks the

(nPKEBC; dEPKEBC, 4EPKEBC, IDPKEBC)-Correctness

of HPKEBC7 it follows

Pr[AGH = win] — Pr[AGForeenalid — yin)| < cpgppe.

GT  G2: Game G2 is just like GH, except that once again some decryption
queries are handled differently. In contrast to the previous hop—where GI
differed from GForee-Invalid iy that it assumed the ciphertext ¢’ in each ciphertext
¢ = (vk,o’, ) output by a query Oporge(Ai, V,m, C) decrypted correctly when
Op was queried on (Bj,c), with B; € Set(V) \ C—game G2 differs from GT in
that it now assumes that each MDVS signature o generated by Oporge using
IT\ipvs.Forge does not verify as being valid when Op is queried on a matching
input. To be more precise, for a query Oporge(A;, 17, m,C): let (UpkEBC, M, VK)
be the plaintext on which an MDVS signature was forged with respect to spk;
and Uvpvs using Ivipys. Forge, where spk; is A;’s public key,

UMpvs = (VPKypysys - - - » VPKMDys |71)s and
UpkEBC = (PKpKEBCI: - - - > PKPKEBC|4))
are, respectively, the vectors of public MDVS verifier keys and public PKEBC
receiver keys corresponding to V; let o be the resulting forged signature

o < IIipys.Forge,

opsiovs (SPEMDVS > OMDVS, (UPKEBC, M, VK), SMDVS),

where &ypvs is as defined by Oporge; and let ¢ be the ciphertext output by the
OForge query. Then, when queried on input (Bj, ¢) such that B; € Set(V)\ C,
Op no longer verifies if o is valid by running

IIvipvs. Vfy(pp, spk,;, vsk;, Unpvs, (VpkEBC, M, VK))

and instead simply assumes the MDVS signature verification outputs O—implying
Op outputs L.

It is easy to see that one can reduce distinguishing GH and G2 to breaking
the Forgery Invalidity of ITypys: since the reduction holds all secret keys, it can



handle any oracle queries. If A only queries for at most ng < ngypyg different
senders and nr < nyypyg different receivers, the sum of lengths of the vectors
input to Oporge is at most dp < dpypys, and makes at most ¢gr < gryvpys
and ¢p < ¢pypys queries to oracles Opgrge and Op, respectively, since by
assumption no adversary (tmpvs, eMpvs )-breaks ITypvs’s

(nsmpvs; MV MDVS, dsMmpvs, FMDVS, dsMDvs; 4V MDVS» qFMDVS)'

Forgery Invalidity, it follows
Pr[AGZ = win] — Pr[AGT = win]| < eypys.

To conclude the proof note that no adversary can win G2, implying

Pr[AG = win] = 0.

G.5 Public-Key Collision Resistance

Corollary 6. If ITyipvs is (nmpvs, {vpvs)-Party e-Public-Key Collision Resis-
tant then HMDRS—PKE s

(n = nupvs, £ = lypvs)-Party
e-Public-Key Collision-Resistant.

Proof. Follows from the definition of ITyiprs.pke (Algorithm 31f) and the as-

sumption on Ilypys. O

H Application Semantics of MDRS-PKE Game-Based
Notions

As in we consider a set of parties F consisting of all senders and
receivers, i.e. F := S UR. The theorems below establish composable semantics
for the MDRS-PKE game-based notions we introduced in together

with the ones from .

Theorem 11. Consider simulator sim defined in Algorithms [33 and[35, reduc-
tions CCons-H (CCons  CCorr  CR-Unforg  CCCA g COTR (defined, respectively, in
Algorithms and[36, Algorithms and[37, Algorithms and
Algorithms [33, [7]) and [39, Algorithms [33, [74 and and Algorithms [33,
and, and reductions J_J.CoTR-&, J_J.CCorr—gl’ L(l.cForge-lnvalid-gl, J_J.COTR—&’
17 CCons—O—gg’ 17 CCons—]—ﬁz’ 1J . gCor-&2 gnd |7 . CForge-Invalid-&o (where
COTR—& CCorr—ﬁl CForge—InvaIid—& COTR—fz CCons—0—£2 CCons—l—Sg CCorr—§2 and
CForeenvalid-L2 e defined, respectively, in Algorithms[33 and[49, Algorithms
and Algorithms [33 and Algorithms [33 and Algorithms [33 and



Algorithms cmd Algorithms |35 and and Algorithms (35 and @) If the
MDRS-PKE scheme is (m,n)-Party e-Public Key Collision Resistant, then for
any distinguisher D,

AP (SndsH Rov?” Forge” L/ [KGA, Net - INS],

7’ oannon OtrPH
L {AJUPH
Net . | Auth-intf [<Ai s V>éet(];;)up7:| A;€8
Vert )
Forge}A — V>7>H}AES Vert

4 Ad’UOTR DJ_JCOTR {1) + Adeorr (DJ_JCCorr 51)
+ AdvForge—lnvalid(DJ_JCForge—InvaIid—ﬁl))

_|_ Ad’UOTR(DJ_JCOTR_E2) + Ad,UCOHS(DJ_JCconS—O—£2)

+ AdeonS(DLJcCons—I—fg) + Ad,UCorr(DJ_JCCorr—{g)
+AdvForge—Invalid(DJ_JCForge—InvaIid—.fg)_’_AdUConS(DCConS)
+AdUCorr(DCCorr)_|_Ad,UR—Unforg(DCR-Unforg)_|_6
+Ad’U{IND’IK}_CCA_z(DCCCA)+AdUOTR(DCOTR).

Theorem 12. Consider simulator sim defined in Algorithms[33 and[{3 reduc-
tions CCons—H7 CCons; CCorr’ CForge—InvaIid} CCCA and COTR (deﬁned, respectz’vely,
in Algorithms and[{3, Algorithms and[f4), Algorithms and[{3,
Algorithms [33, [3 and [{8, Algorithms [33, [3] and [{7 and Algorithms [33,

and @)7 and reductions COTR-&} CCorr—El, CForge-InvaIid-gl; COTR—§27 CCons-(J-gg’
CCons-1-&2 - CCom-tz gpq CForge-mvalid-S2 (defined, respectively, in Algorithms
and [{9, Algorithms[33 and [50, Algorithms[33 and [51], Algorithms[33 and [53,
Algorithms [33 and [53, Algorithms[33 and [54), Algorithms [33 and [55, and Al-
gorithms ﬂ and@) If the MDRS-PKE scheme is (m,n)-Party e-Public Key



Collision Resistant, then for any distinguisher D,

AP (SndS" RevR” Forge” [KG A, Net - INS],
L P

Net - [(Az' = V) sex(vyupe

- T o ] S
sim”" . ConfAnon”" . Otr"". Ai€S,VERT 1)

o F
[([Forge]Ai - V>P7H} A;eS,VERT

<4. (Ad,UOTR(DCOTR-gl) + Adeorr (DCCorr—ﬁl)
+ AdvForge—lnvalid (DCForge»lnvalid{l ))

+AdUOTR(DcOTR—Eg)+AdUConS(DCCons—0—§2)+AdeonS(D0Cons—1—§2)
+Advcorr(DCcOrr-52)+AdvForge_lnvand(DCForge_lnvand-gz)

+ Adv©(DCC) 4 Ady T (DCC) 4+ AdyFereerinvalid py cForge-lnvalid
_’_5_’_AdU{IND,IK}-CCA-2(DCCCA)_'_AdUOTR(DCOTR).

H.1 Proofs

For simplicity, in we describe the behavior of the simulators we will
consider in the proofs of Theorems [11]and [12| for the (sub-)interfaces of dishonest

parties that correspond to an interface of the KGA resource in the real world
system. Similarly, in we describe the behavior of the reductions we
will consider in these proofs for the same (sub-)interfaces.

H.1.1 Helper Claims Below we state two useful results that help in simplify-
ing the proofs of Theorems [11] and (See Sections [H.1.4| and [H.1.5| for their
proofs.) Consider the following events:

Event £ There are two WRITE queries at the interface of an honest party
A; € SH that output id and id’ with id # id/, such that the contents of the
registers with these identifiers (i.e. id and id’) are the same.

Event & There is a WRITE query at a dishonest party’s interface with input
ciphertext ¢ that outputs a register identifier id and there is a later WRITE
query at the interface of an honest party A; € S¥ that outputs a register
identifier id’ such that the contents of the registers with identifiers id and
id’ are the same.

At a high level, Lemmata [2| and [3| bound the probability of events & and &
to occur. The reason why these results are necessary is that in the real world
duplicate ciphertexts are filtered out (to protect against replay attacks), and so
if either event would occur one would be able to distinguish the real and ideal

worlds. In the following R is defined as in ie.

R == Snd®" Rev®®" Forge(” * {Foree}) [KGA, Net - INS]. (H.1)



Lemma 2. For any distinguisher D, the probability that event & occurs when it

interacts with the real world system R (Equation H.1|) is upper bounded by
4. (Ad,UOTR(DCOTR-gl) + AdUcOrr(DCcOn.gl)
+ AdUForge—lnvalid (DCForge—InvaIid-fl ))
where COTRG1  CCor&r g CForgenvalid-6y e the reductions given in Algo-
rithms [33 and [{9, Algorithms[33 and[50, and Algorithms[33 and[51}
A proof of [emma T is given in

Lemma 3. For any distinguisher D, the probability that event & occurs when it

interacts with the real world system R (Equation H.1|) is upper bounded by
AdUOTR(DCOTR—EQ) + AdUConS(DCCons-O-Eg) + AdeonS(DCCons-l-gg)
+ Adeorr (DCCorr—gz) + AdvForge—lnvalid (DCForge—lnvalid—Ez).

where COTR'&Q, CCons—O—fg} CCons—]—fg} CCorr—fg and CForge—InvaIid—fg are the reduc-

tions given in Algorithms[33 and[53, Algorithms[33 and[53, Algorithms[33 and[57,
Algorithms [33 and[55, and Algorithms[33 and [56

A proof of is given in

Remark 1. Lemmata [2] and [3| rely on the Forgery Invalidity of the MDRS-PKE
scheme. One can alternatively rely on the Unforgeability against Replays if the
secret keys of honest senders do not leak.

H.1.2 Proof of [Theorem 11]
Proof. Let R be the real world system

R = Snd®" Rev®” Forge” L/[KGA, Net - INS],
T be the ideal repository defined in ie.

_ n - {A;JUPH
CoannonPH Net - | Auth-Intf [<Az — V>Set(\7)uP7H:| Aies
T:= o™ . ) e Vert |, (H.2)
-Otr Forge] A; — V)|
L <[ orgel >PH A;eS8,VeER+
which, by is equivalent to
r i ~ {Ai}
{<Ai - V>S t(V)Uﬁ} -
BH ° A;€eSH VeR+
T ConfAnon”" Net - ) L PR © © -
'_ OtrpT ’ L |:< i V>SEt(‘7)UPH:|A1,657H,‘7€R+ ’ ( . )
L F
Forge]A; — V/ —]
L N orge] YpH A;e8,VeR+

and let sim be the simulator specified in Algorithms [32 and The remainder of

the proof bounds AP (R, simPHT) by proceeding in a sequence of hybrids. In the
following, we consider the reduction systems defined in the lemma’s statement.



R ~ CConsHGCons: [t ig easy to see that R and C"sHGC"s are the same
sequence of conditional probability distributions (conditioned on event & not
occurring, see by considering, on one hand, the definition of
R—i.e. the definitions of converters Snd, Rcv and Forge 7 the
definition of the KG A resource (Algorithms[15|and([17)), and the definitions of INS

(Algorithm 1)) and of Net (Algorithm 3))—and, on the other hand, the definition
of CConsHGCons__j o the definition of G and its oracles (Definition 17| and

Section 6.2)) and the definition of CosH (Algorithms and. By|[Lemma 2|7

it follows

AD(R, CCons—HGConS) <4. (AdUOTR(DLJCOTR{l) + Adeorr (DJ_JCCorr—él)

+ AdvForge—lnvaIid (DJ_JCForge-Invalid-fl )) )

CCons-HGCons ., ClonsGCons; Ag for the previous step R ~» CCOGCoMs it is easy
to see that the two systems are the exact same sequence of conditional probability

distributions conditioned on event & not occurring (see [Section H.1.1J). It then
follows by

AD (CCons—H GCons7 CConsGCons) S AdUOTR (DJ_JCOTR-EQ)
+ AdeonS(DLJCCons—O—fg) + AdUConS(DLJCCons—l—Eg)
+ Ad,UCorr (DJ_JCCorr—gg) + Ad,UForge—InvaIid (DJ_JCForge—Invalid—fz).

CConsGlons o, CCorrG Lo The only difference between C" GO and CCons G Cons
is that in C“°TG®™ each ciphertext that is either generated by a WRITE op-
eration at the interface of an honest sender A; € iH or input to a WRITE
operation at the interface of a dishonest party P € P is decrypted only once,
and decryption uses the secret key rskp, corresponding to the public parameters
public key rpk. (For more details see Algorithms and . Given C"s does
not query for the secret key of any receiver B; € R T nor for the secret key of By,
the advantage of a distinguisher D in distinguishing C®"sG<°" and CCorGCor
is bounded by the advantage of adversary DC®" in winning the consistency
game G (note that C°"s makes a query to Op on party By, when queried for
any WRITE operation, and when queried for a READ operation at the interface
of a receiver B; € RH makes a query to Op for each (id,c) in the reduction’s
internal repository INS) implying

AD(CConsGCons’ CCorrGCorr) < AdUConS(DCCons).

CCorrGCorr — CR-UnforgGR-Unforg: System CR—UnforgGR—Unforg differs from CConsGCons
in that ciphertexts generated by WRITE operations issued at the interface of

honest senders are no longer decrypted by a query to Op on party B, and

instead the result of their decryption is simply assumed to be the correct label-
message pair. D’s advantage in distinguishing C" G and CR-Unforg GR-Unforg

is upper bounded by the advantage of DC®" in winning the correctness game

G implying

AD(CCorrGCorr’ CR—UnforgGR—Unforg) < Adeorr (DCCO").



CR-Unforg GR-Unforg CCCAG;{)IND’IK}'CCAQ: The main things to note for this step
are that 1. D has no access to the secret key corresponding to rpk,, (i.e. the public
parameters public key); 2. since J has a converter L attached to her interface,
D also has no access to the secret key of any honest sender A; € S¥; and
3. the only case in which CR-UnforeGR-Unforg 1y differ from CCCAGHND-MI-CCA2
is if D makes a query for a WRITE operation at the interface of a dishonest
party P € SH URH with input ciphertext ¢ whose decryption results in a label
(A; — 17> where A; € SH and yet there was no WRITE operation at the interface
of A; that resulted in ciphertext c. This allows us to bound the advantage of D
in distinguishing CR-Unferg GR-Unforg 51 CCCAG({]I'\ID’IK}'CCA'2 by the advantage of
DCR-Unfere iy winning GR-Ure implying

AD ((3R-Unfor'gGR-Unforg7 CCCAGéINDalK}_CCA_Q) < Ad,UR—Unforg(DCR-Unforg)'

CCCAG{INDIKI-CCA2 | COTRGOTR; Systems CCCAGLINDI-CCA2 414 COTRGOTR

are perfectly indistinguishable. It follows

AD(CCCAGyNDJK}-CCAQ’ COTRGOTR) = 0.

COTRGYTR s sim”" T: COTRGYPTR and sim”" T are perfectly indistinguishable
unless there is a pair of senders with the same public key or a pair of receivers with
the same public key—in which case procedure GETLABEL may return L. Since
by assumption the MDRS-PKE scheme is (m,n)-Party e-Public Key Collision

Resistant and there are m senders and n receivers, it follows

AP (COTRGIOTR, simﬁT) <e.



To conclude the proof we use triangle inequality:
AD (]_:{7 SimPTT) < AD (R, CCons—H GCOHS)
+ AD CCons-HGCons CConsGConS)
CConsGCons CCorrGCorr)

(
(
+ AD(CCorrGCorr’ CR—UnforgGR—Unforg)
+ AD(CR—UnforgGR-Unforg7CCCAGgNDJK}—CCAQ)
(
(
(

+ AP CCCAGE{)IND,IK}-CCAQ,CCCAGilND,IK}-CCA-Z)
+ AP CCCAG?NDJK}-CCAQ’COTRGSTR)
+ AP(COTRGOTR COTRGOTR)
_}_AD(COTRG(I)TR?simPiHT)

<4. (AdeTR(DJ_J COTR61) 4 AgyCer(DL7 CCom-61)

i AdvForge_lnvand(DJ_JCForge-mvalid-gl)>

+ Adv®TR(D L7 COTR€2) 4 AgyComs(p | 7 Cons-0-62)
+ A (D LY CCons 162y | gy (D 17 CCoré)
 AdyFores-invalid (y | J Foree-lvalid-62) 1 4 gy, Cons (y Cons)
+ Adv®" (DC") + Adp® VB (DCRUnPorE) 1 ¢
+ Adp{IND,IK}-CCA2 (y 0CCAY | 43, OTR(DCOTR).

O
H.1.3 Proof of [Theorem 12|
Proof. Let R be the real world system
R = Snd®" Rev®” Forge” [KGA, Net - INS],
S be the ideal world’s repository from
P
— — Net - A, =V O\ BH .
S:= ConfAnon”" . OtrP". [< >Si(‘;)UPH}AiES’VER+ )
[([Forge]Ai — V)pm ACS.TERt
(H.4)

and let sim be the simulator specified in Algorithms [32] and One can bound

AP (R, sim”" S) by proceeding in a sequence of hybrids that is similar to the one
given in the proof of In the following, we consider the reduction
systems defined in the lemma’s statement.

The main thing to note in the reductions is that the distinguisher is not given
access to the secret keys of any honest receivers nor to the secret key of Bpp (this



is necessary to ensure we can use the adversary to win the underlying security
games).

R ~ CConsHGCons: Analogous to step R ~» CC"GC"s in the proof of
[rem 11| By |Lemma 2| it follows

AD (]_:{7 CCons—HGCons) < 4. (AdUOTR(DCOTR—&) 4 AdUCorr (DCCorr—&)

+ AdvForge—lnvalid (DCForge—Invalid-fl )) .

CConsHGCons ., CConsGCons; As for step R~ C"G" in the proof of

it is easy to see that the two systems are the exact same sequence
of conditional probability distributions conditioned on event & not occurring

(see [Section H.1.1)). It then follows by

AD(CCons-HGCons CConsGConS) < AdeTR(DCOTR-EQ) +Adeons(D(jCons-O-gg)
+Advcons(DCC0n5_1_£2)+Ad'()corr(DCC0"_E2)+AdUForge_lnva“d(DCForge_lnva“d_§2).

CConsGCons — CCorrGCorr: Analogous to step CConsGCons J CCorrGCorr in the

proof of It follows

AD(CConsGCons CCorrGCorr) < AdeonS(DCConS).

CCorrGCorr — CForge-InvaIid GForge-InvaIid: This step is analogous to step CCorrGCorr ~

CR-Unforg gR-Unforg iy the proof of [Theorem 11| It follows

AD(CCorrGCorr’ CForge-InvaIid GForge-InvaIid) < Ad,UCorr (DCCOH).

_Invali Invali IND,IK}-CCA-2 .. .
CForge-Invalid g Forge-Invalid CCCAGi{] } : Very similar to the previous

step—the only difference is that in CCCAG({)INDM}"CCA_2 the decryption of cipher-

texts generated via a write operation at the interface of a party P € SH URH
by Bpp is assumed to result in L. It follows

- i - i IND,IK}-CCA-2
AD(CForge InvalldGForge Invalld’ CCCAGé } )

< AdvForge—lnvalid (DCForge—Invalid)'

CCCAGyNDJK}-CCAQ ~» COTRGOTR; Systems CCCAGyNDJK}'CCAQ and COTRGQTR
are perfectly indistinguishable. It follows

AD(CCCAGgND,'K}-CCA'Z’ COTRGOTR) — g,



COTRGOTR s simP"'S: Analogous to step CCAGINDMICCAZ P i
the proof of It follows
AP(COTRGOTR simP”'S) < e.
Once again we conclude by using triangle inequality:

AD(R7 simPTS) < AD(R7 CCOHS-HGCOHS)
+ AP (ConsHgCons | (xCons g Cons)
+ AD(CComsgCons | (xCorr g Corr)
+ AD (oG Corr| G Forge-Invalid (3 Forge-Invalid
+ AD(CForge—InvaIidGForge—InvaIid7CCCAGENDJK}‘CCAQ)
n AD(CCCAG({)IND,IK}-CCAQ’CCCAGiIND,IK}-CCAa)
+ AD(CCCAGiWDJK}-CCA'?’ COTRGOTR)
+ AD(COTRGOTR COTRGOTR)
+ AP(COTRGITR sim””'S)
<4+ (4d°TRDCOTRE) 4 Ady®T (DO
1 AdyForse-invalid (DCForge-Invalid-&: ))

+AdUOTR(DCOTR—£2)+AdUConS(DCCons—O—§2)+AdeonS(DCCons—l—£2)

+ Advr (DCCOE2) 4 Ay Foreeinvalid (py Forgerlnvalid-¢z ) 4 4 g, Cons py xCons)
+Adeorr(DCCorr)_|_AdUForge—lnvalid(DCForge—InvaIid)
+€+Adv{IND,IK}—CCAQ(DCCCA)_i_AdUOTR(DCOTR).

a

H.1.4 Proof of Helper Claim: Consider adversary DCOTR-&
interacting with GOOTR: if event &' occurd’®| DCOTR-¢ wins the game; if &'
does not, occur, DCOTR¢1 wins the game with probability 1/2. Now, suppose
DCOTR¢ interacts with G9TR: if ¢;” does not occur DCOTR¢1 wins the game
with probability 1/2. If event &’ occurs then DCOTR41 does not win G9TR;
however, one can bound the probability of event &’ occurring (when DCOTR-G
is interacting with G9TR) by the probability that DC®™¢ wins the correctness
game plus the probability that DCForee-Invalid-&1 wing the Forgery Invalidity game.
It follows

1
Pr[DCOTR-E1 G(l)TR £ win] < 5 + Pr[DCCorr-£1 GCor — win]
4 Pr[DCForge—lnvalid{l GForge—InvaIid — win] .

36 See [Algorithm 49| for a definition of event &;’.



By |Definition 20

Adv®THDCOTRE) = [PrDCOTRE GYT® — win] + PrDCO™E G — win] 1

= |Pr[DCOTREGITR = win | €] - Pr[DCOTREOGITR = ¢/']

+Pr[DCoTR—§1 G(?TR — win | _‘51/] . Pr[DCOTR—fl G(?TR = _‘51/]
+ Pr[DCOTR'&G?TR = win] — 1‘
1
= [PrDCOREGETR = ] + 5 - PHDCOTREGETR = ¢y
+ Pr[DCOTRE GOTR = yin) — 1‘

Ly Pr[DCOTREGYTR — yin|.

Pr[DcoTR—§1 GSTR = 51/] . 5 _ 5

We consider the two possible cases:

Adv®TR(DCOTRE) — PrDCOTREGITR = ¢,] - % - % +Pr[DCOTRE GPR = win|,
and

AdPRDCOTHE) = L PrDCOTREGET = 6] | — PrDCOTR G = win].

For the first case, we have

1 1

AdUOTR(DCOTR—ﬁl) _ Pr[DcoTR—£1 G_(C))TR = 51/] . 5 o §+Pr[DCOTR-§1 G?TR _ WiIl]
&
1 1
Adv?THDCOTH) 4 = — PrDCOTRE GPTR = win] = - PrDCOTFOGET = &)
=

Pr[DCCorr—ﬁl GCorr _ win]+

1
AdeTR(DCOTR—ﬁl) + 5 o

/N

> . PI‘[DCOTR_&IGSTR = 51/]

N | =

7N
~——

Pr[DCForge—lnvalid-El GForge—InvaIid _ Win])

Aad
Adv®TR(DCOTRE) 4 PrDCC™ 8 G = win)

_’_Pr[DCForge-Invalid—& GForge—InvaIid _ win] > % _Pr[DCOTR—& G(O)TR = 51/].



For the second, we have

1 1
Adv?TH(DCOTRS) = o — PrDCOTH G = &'] - 5~ PrDCOTH 1 GY TR = win)

<~

1 1

5 Pr[DCOTREGITR = ¢)'] = o Adv®TR(DCOTRE1) — PrDCOTRE GOTR = yin)]
=

% Pr[DCOTREGITR = ¢)'] < % + Adv®TR(DCOTR41) — pr[DCOTREGOTR = yin)

=

1

5 . Pr[DCOTR-gl GgTR = 61/} < AdUOTR(DCOTR-gl) + Pr[DCCorr-£1 GCorr —_ win]
4 Pr[DCForge—lnvalid—§1 GForge—InvaIid :win] .

Putting things together one can then upper bound the probability that &’
occurs by

2- (Ad,UOTR(DCOTR—&) + PI[DCCOW'& GCor _ Win}
+ Pr[DCForge—lnvaIid—fl GForge—InvaIid _ Win])
=2- (Ad,UOTR(DCOTR-El) + Ad,UCOI'r (DCCO”_El)

+ AdUForge-lnvaIid (DCForge—InvaIid—El )) )

To conclude, note that the probability for event &’ to occur is half of the
probability that event & occurs. a

H.1.5 Proof of Helper Claim: The proof of this result follows
similar lines to the proof of in the following, events & o and &> are
as defined in

Interacting with GQR: First, consider adversary DCOTR¢z interacting with
G8TR: if &5 9 occurs DCOTR€ wing the game; if €21 occurs, it does not win the
game; and otherwise it wins the game with probability 1/2. We can bound the
probability that DCOTR-¢2 does not win GSTR due to event & ; occurring by
reducing to winning either the consistency or the correctness games. Concretely,
we bound the probability of ;1 occurring when DCOTR ig interacting with
GOOTR by
AdeonS(DCCons-O—fg) + Ad,UCorr (DCCorr{z).

Interacting with G§TR: Conversely, consider DCOTR-¢2 is now interacting with
G?TR: if &5 occurs DCOTR€2 does not win; if €21 occurs, it wins the game,
and otherwise it wins the game with probability /2. As before we bound the



probability that DCOTR¢2 does not win GPTR due to event & ¢ occurring by
reducing to winning either the consistency or the forgery invalidity games. This
means the probability of &3 ¢ occurring when DCOTR¢ is interacting with G9TR
is bounded by

AdeonS(DCCons-l-fz) + Ad,UForge—InvaIid (DCForge-Invalid-fz).

Obtaining the final bound: Putting these facts together then allows to upper
bound the probability of event & occurring:

AdUOTR(DCOTR—éz) + AdUConS(DCCons—O—ﬁg) + AdeonS(DCCons—l—gz)
+ AdUCorr (DCCorr—fg) + AdUForge—lnvalid(DCForge—InvaIid—&).



Algorithm 30 MDVS construction I35 ¢ from [19]. The building blocks are
a PKE scheme IIpkg = (G, E, D), a One Way Function IIowr = (S, F), and a
Non Interactive Zero Knowledge scheme IInizx = (G, P, V, S = (Sa, Sp)).

S(1%)
(pk, Sk) — HPKE.G(lk)
return pp = (lk,crs — HNIZK.G(lk),pk)

Gs (pp)
(z0,21) + (Howr.5(1%), Howr.S(1*))
(yo,y1) < (Howr . F(wzo), Howr.F(z1))
b + RandomCoin
return (spk := (yo, Y1), ssk := (spk, z = zy,))

Gv (pp)
((Pko» sko), (Pky, 5k1)) + (Hpki-G(1*), M. G(1*))
(Io, 11) < (HOWF.S(lk), HOWFS(lk))
(yo,y1) < (Howr.F(zo), Howr.F(z1))
b < RandomCoin
return (vpk := (pkg, Yo, Pk, y1), vsk := (vpk, b, sk := sk, = = xp))

Sigy, (ssk, U := (vpky, . .., vpk 3 ), m)
for i e {1,...,|V]|}:
(¢i,05¢i,1) + (IIPKE-Eupx; .pxg (13 74,0) s HIPKE- Eupr; .picq (137,1))
(€, 7) < (((c1,0:¢1,1), - -+, (13,05 ¢15),1))s (11,0, 71,1)5 - - -5 (715],05 T15],1)))
& <+ (a1 = (1,ssk.x),..., a5 = (1,ssk.x

Cpp < IIpKE- Epp pe((m, 1, &); 1pp)

P < IIN1zK - Pers ((PP-Pk7 spk, 7, m, 51 cpp) S LMDVSEdEW ((17 7, Tpps 1))
return o = (p, ¢, cpp)

c, Cpp))

Vfyyp (spk, vsk, @, m, o = (p,
,m, C, Cpp) € LMDVSadapvp) =1:

if IIn1zx . Vers ((pp-pk, spk,
fori=1,...,|7] do
if vsk.vpk = v; :
return ITpke. Dysk.sk(Civsk.b)

c
U,

return 0
Forge,,(spk, U := (Vpky, ..., Vpkz ), m, 5= (vski, ..., vsk|g)) // Assumed: [7] = |5]
for i e {1,...,|V]|}:
if s; # L :

(c3,0,¢i,1) + (IIpKE- Eupx; pig (1;74,0), ITPKE - Bopi; iy (1574,1))
a; = (1,vsk;.z)

else
(¢i,05 ¢i,1) + (ITPKE-Eupx; .pxg (05 74,0) s IIPKE - Evpr; .picq (057,1))
a; = (0,0)
(@ 7) « (((c1,0,¢1,1), -5 (13,0, €5),1))s ((P1,0,71,1), - -+ (715105 T15],1)))
a (al,...,am

Cpp < ITPKE - Epp.px((m, 0, @); 7pp)
p < IINizK - Pers ((pp-PK, SPK, T, m, €, Cpp) € Ly pygadaps (@, 75 Tpp, 0))
return o = (p, G, ¢pp)




Algorithm 31 MDRS-PKE construction ITyiprs.-pke from [35]. The building
blocks are a PKEBC scheme ITpkgpc = (5, G, E, D), an MDVS scheme ITypys =
(S, Gs, Gy, Sig, Vfy, Forge) and a DSS IIpss = (G, Sig, Vfy).
S(1%)
PPrpvs — Ivpvs.S(1%)

PPriesc < TpkeBc.S(17)
k
return pp = (PPMDVS7PPPKEBC7 1%)

Gs(pp)
(spkypvgs sskmpvs) = IImpvs-Gs (PPupvs)
return (spk := spky;pyg, ssk = (spk, sskMpvs)

Gr(pp)
(vPkypyss vskvpvs) = ITupvs. Gv (PPupvs)
(Pkpkepc) skpkEBC) < ITpkEBC. G(PPPKEBRC)
return (rpk := (vpkypvs, Pkpkepc)s ISk = (rpk, (vskvpvs, skpkeBC)))

Epp(ssk, ¥ == (rpky, ... 7rPk|U\)7 m)
UpkBBC = (rPK; Phprgpc: - - - ITPK) 7| -PhprERC)
Umpvs = (rpk; . VPRypvs) - - - 5 TPK 5 - VPR pys )

(vk, Sk) — HDss.G(pp.lk)

0+ IInDvs - Sigyy, oo (sskvpvs, TMpvs, (TPKEBC, M, Vk))
¢+ IpkEBC- Epprppc (FPKEBC, (SPRypys, TMDVS, ™, 7))
o’ « Ipss.Sigg(c)

return (vk, o', c)

D.pp(rsk, c = (vk, (/7', (/"))
if IIpss. Vfyu(c',o') =0:
return L
(UpkmBC, (SPK = sPkypyvs, DMDVS, M, 0)) < prEBC. Deppyppo (Tsk.skpkesc, ¢)
if (UpkmBC, (SPk, UMDVS, m,0)) = LV |fpxkesc| # |Bupvs| :
return L
7= ((vMDVs1,VPKEBC1); - - - » (VMDVS [#pgppc|» VPKEBC [opkppcl))
if rsk.rpk & ¥ :
return L
if IIniovs - Vit iy (spk, vskmpvs, UMDVS, (FPKEBC, M, vk), 0) # valid :
return L
return (spk, ¥, m)

Forgepp(spk, U= (rpky, ..., rpk‘al), m, 5= (rski,...,rskz))
UpkeBC = (vPk1 -PkpimpC) - - - » TPK| 5| PRpKEBC)
mpvs = (tpk; - VPKnpyss - -+ TP g - VPRMDYS)
SMpvs = (rski.vSkmMDVS;, - - - , ISk|5].vSkMDVS)

(vk, sk) + IIpss.G(pp.1%)

o « IIupvs.Forgey,, o (sPkypys: UMDVs, (UpKEBC, M, VK), SMDVS)

¢ + IIpkeBC-Eppyppe (FPrEBC, (SPRVpys, TMDVS, ™, 0))
o’ + Ipss.Sigy(c)
return (vk, o, c)




Algorithm 32 Description of (part of) the simulators considered in the proofs of
Theorems|11]{and [12[for the (sub-)interfaces of (dishonest) parties that correspond
to an interface of the KGA resource in the real world system. In the following,
k € N is the (implicitly defined) security parameter.

INITIALIZATION
INS-INITIALIZATION
Ctxts + 0
CtxtSet < 0
pp «— I1.5(1%)
(rpk,,, rskyp) < II.GRr(pp)
for A, € S:
(spk;, ssk;) < II.Gs(pp)
for Bj eER:
(rpk;, rsk;) < I1.Gr(pp)

(P € PH)-PUBLICPARAMETERS
OuTpPUT(pp, rPk,,)

(P € PH)-SENDERKEYPAIR(A; € SH)
OuTPUT(spk,, ssk;)

(P € PH)-SENDERPUBLICKEY (A; € S)
OuTPUT(spk;)

(P € PH)-RECEIVERKEYPAIR(B; € RH)
OuTPUT(rpk;, rsk;)

(P € PH)-RECEIVERPUBLICKEY(B; € R)
OuTpPUT(rpk;)

GETLABEL(spk, #') // Local procedure. Not available at outside interface.
Sapi={A; | spk = spk, }
if |Sepx| Z1V v’ # rpk,,
return L
forl e {2,...,|v|}:
Ryt :={Bk| v’ =rpk;}
if \va/| #1:
return L
else
Let By be the element of 'va/
Vi1 = Bg
Let A; be the element of Sgpx
Let V= (Vi,...,Vigr|_1)
return (A; — V)




Algorithm 33 Description of the reductions considered in the proofs of Lem-

mata [2| and [3| and Theorems [11] and [12] for the (sub-)interfaces of (dishonest)
parties that correspond to KGA interface in the real world system, plus the
DELIVER interface.

INITIALIZATION
INS-INITIALIZATION
Dec + 0
CtxtDec + 0
CtxtHon <« 0
CtxtHonForge <+
CtxtDis + 0
(pp, rPk,,) < (Opp, OrRPK (Bpp))
for A, €S :
Ospi(Ai)

for Bj eER:
Orpk(B;)
Received[B;] « 0

(P € PH)-PUBLICPARAMETERS

OuTpPUT(pp, rPk,,)

(P € PH)-SENDERKEYPAIR(A; € SH)
OuTpPUT(Os K (As))

(P € PH)-SENDERPUBLICKEY(A; € S)
OutruT(Ospi (Ai))

(P € PH)-RECEIVERKEYPAIR(B; € RH)
OuTPuT(ORrK (Bj))

(P € PH)-RecEIVERPUBLICKEY(B; € R)
OutPUT(OrpK (Bj))

DELIVER(P, id)
Received[P] < Received[P] U {id}

GETLABEL(spk, #') // Local procedure. Not available at outside interface.
Sepx i ={A; | spk = spk, }
if [Sepx| £ 1V vy # rpk,,
return L
forle {2,...,|v|}:
Ry, ={Bk| v’ = rpk;}
if ‘Rul’l ;é 1:
return L
else
Let By be the element of Ry
Vi—1 = By
Let A; be the element of Sgpyx
Let V= (Vi,..., Vig|_1)
A;

return (4; — V)




Algorithm 34 Helper functions used in the reductions considered in the proofs
of Lemmata [2 and Bl and Theorems [[1] and [[21

DECRYPTION(B, ¢) // Local procedure. Not available at outside interface.
(spk, 7', m) + Op(B,c)
if (spk,v’,m) # L :
(A; = V) « GETLABEL(spk, 7')
if (A; > V) # L:
return ((4; — V), m)
return L

GETDELIVERED(P, list) // Local procedure. Not available at outside interface

filteredList <— 0
for (id, z) € list with id € Received[P] :

filteredList < filteredList U {(id, =)}

return filteredList

FORGE(A;, ‘7, m,C) // Local procedure. Not available at outside interface.
if Ve (RO
return II.Forge,,(spk,, rpkpp”?‘Jrl7 olm™l, L‘VHl)
7= (rpkyy, vis - - ,UIV‘)
§ = (L ,rsky, ... ’r5k|‘7\) // For each Vi: if Vi € C, s;41 is V;’s secret key; else it is
return HAForgepp(spki, 7', m, 3)




Algorithm 35 Description of the behavior of the simulator considered in the

proof of [Theorem 11| for the (sub-)interfaces of dishonest parties that correspond
to an interface of Net - INS in the real world system. In the following, T is as

defined in Equations and

(P € PH)-WRITE(c)
if ¢ ¢ CtxtSet :
CtxtSet «— CtxtSet U {c}
(spk, ¥, m) < II.Dyp(rskep, c)
if (spk,v’,m) # L :
(A; = V) + GETLABEL(spk, 7")
if (A, > V)#LAA €8H;
id < T-WRITE((A; — V), m)
Ctxts[id] < ¢ // Add entry to map Ctxts.
OuTprUT(id)
OuTpPUT(INS-WRITE(c))

(P € PH)-READ
outputList « 0
for ((A; — V), id, m) € T-READ :

if id ¢ Ctxts : // Check existence of entry with given key in map Ctxts.
§:= (L, rsky,. .,rsk‘v‘) // For each V;: if Vi € RH, s, 41 is V|’s secret key; else L.
¢ < II.Forge,,(spk,, ¥ = (TPky,, V1, .-y V)5))s ™, §)
if ¢ € CtxtSet :
Abort

CtxtSet +— CtxtSet U {c}
Ctxts[id] < ¢ // Add entry to map Ctxts.
outputList <— outputList U {(id, Ctxts[id])} // Fetch value of entry from map Ctxts.
for (1 € N,id,l’ € N) € T-READ :
if id ¢ Ctxts : ,
¢ < II.Forge,,(spk,, rpkpp“rl7 o, LI+t
if ¢ € CtxtSet :
Abort
CtxtSet +— CtxtSet U {c}
Ctxts[id] « ¢
outputList <— outputList U {(id, Ctxts[id])}
OuTtPUT(outputList U INS-READ)




Algorithm 36 Reduction C®"H for [Theorem 11|

(A; € ST):-WRITE((A; — V), m)
c+ Op (A, V' = (B, Vi,..., V‘m),m)
if ¢ € CtxtHon : // Event &;.

Abort // Ciphertext Already Exists

CtxtHon < CtxtHon U {c}
id «~WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpUT(id)

(P € F)-WritE(([Forge]A; — V), m)
¢ + FORrRGE(A;, V,m,Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id +~WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpuT(id)

(B; € R™)-ReAD
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
((A; = V'), m) + DECRYPTION(B;, c)
if ((A; = V), m) # L :
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, ¢)
OurpruT(id)

(P € PH)-Reap
OuTpUT(READ)




Algorithm 37 Reduction C®" for [Theorem 11}

(A; € SH)-WRITE((A; — V), m)
c+ Op (A, V' = (B, Vi,..., V‘m),m)
if ¢ € CtxtHon U CtxtDis : // Event & or event &5.
Abort // Ciphertext Already Exists
CtxtHon < CtxtHon U {c}
id «~WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpUT(id)

(P € F)-WritE(([Forge]A; — V), m)
¢ + FORrRGE(A;, V,m,Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id +~WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpuT(id)

(B; € R™)-ReAD
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
((A; = V'), m) + DECRYPTION(B;, c)
if ((A; = V), m) # L :
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, ¢)
OurpruT(id)

(P € PH)-Reap
OuTpUT(READ)




Algorithm 38 Reduction C®" for [Theorem 11|

(A; € SH)-WRITE((A; — V), m)
c+ Op (A, V' = (B, Vi,..., V‘m),m)
if ¢ € CtxtHon U CtxtDis : // Event & or event &5.
Abort // Ciphertext Already Exists
CtxtHon < CtxtHon U {c}
id «~WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpUT(id)

(P € F)-WritE(([Forge]A; — V), m)
¢ + FORrRGE(A;, V,m,Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id +~WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpuT(id)

(B; € R™)-ReAD
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
({4; — V), m) + CtxtDec[id]
if ((Ai = V),m)# LAB;eV:
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, ¢)
OurpruT(id)

(P € PH)-Reap
OuTpUT(READ)




Algorithm 39 Reduction CRU® for [Theorem 11}

(A; € ST):-WriTE((4; — V), m)
C < OE(Ai7 ‘7, = (Bpp7 Vi, oo, Vvuﬂ)am)
if ¢ € CtxtHon U CtxtDis : // Event &; or event &5
Abort // Ciphertext Already Exists
CtxtHon «+ CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] + ((A; — V), m)
OurpuT(id)

(P € F)-WriTE(([Forge]A; — V), m)
¢ + FOorGE(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OuTpruT(id)

(B; € R*)-ReaD
outputList <
ciphertextSet < 0
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai—>V),m)# LAB;eV:
outputList +— outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj , outputList))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id «~WRITE(c)
CtxtDec[id] - DECRYPTION(Bgp, ¢)
OuTpruT(id)

(P € PH)-READ
OuTpUT(READ)




Algorithm 40 Reduction C“* for [Theorem 11}

(A € S™)Wite((4, — V), m) ML
Qg = (Aiyv = (BPP7V1;---a‘/“7‘)7m)a Qy = (A17(Bpp7"'7BPP)70 )
if V¢ (R

a1 ‘= Qg

C < OE(ao, al)

if ¢ € CtxtHon U CtxtDis : // Event £ or event &5
Abort // Ciphertext Already Exists

CtxtHon <« CtxtHon U {c}

id <~ WRITE(c)

CtxtDec[id] + ((A; — V), m)

Dec[c] + CtxtDec[id]

OutpUT(id)

(P € F)-WRITE(([Forge]4; — V), m)

¢ + FORrRGE(A;, V,m, Set(\?) NnPH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
if A; e SH

CtxtDec[id] - L
else // A; ¢ SH

CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OuTpuT(id)

(B; € Rf)-ReaD
outputList < 0
ciphertextSet <
for (id, c¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai = V),m)# LAB;eV:
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis +— CtxtDis U {c}

id «~WRITE(c)

if ¢ € Dec :
CtxtDec[id] + Dec|c]

else .
((A; = V), m) <= DECRYPTION(Bp, c)
if A; e S .

Abort // Valid Ciphertext Forgery

CtxtDec[id] + ((A; — V), m)
Declc] + CtxtDec[id]

OuTpruT(id)

(P € PH)-READ
OuTpUT(READ)




Algorithm 41 Reduction COTR for [Theorem lll

(A; € ST):-WRITE((A; — V), m)

if Ve (RO [V]+1 times
—
¢+ Og(sig, A1, (Bpp, - - - Bpp), 0™, 0)
else

¢+ Op(sig, Ai, V' = (B, Vi, ...
if ¢ € CtxtHon U CtxtDis :
Abort
CtxtHon <« CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] « ((A; — V), m)
Declc] +— CtxtDec[id]
OuTpruT(id)

’VIV\)’m’ Set(V) N PH)

(P € F)-WriTE({[Forge]A; — V'), m)
¢ + ForGE(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] - L
OurpuT(id)

(B; € R")-REap
outputList < 0
ciphertextSet <
for (id, ¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai > V),m)# LAB;eV:
outputList «— outputList U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(Os K (Aj))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}

id <~ WRITE(c)

if ¢ € Dec :
CtxtDec[id] + Dec|c]

else
CtxtDec[id] - DECRYPTION( By, ¢)
Dec[c] +- CtxtDec[id]

OuTtpPUT(id)

(P € PH)-READ
OuTpPUT(READ)




Algorithm 42 Descrlptlon of the behavior of the simulator considered in the
proof of 9| for the (sub-)interfaces of dishonest parties in PH that
correspond to an interface of Net - INS in the real world system. In the following
S is as defined in [Equation 3.2| and [Equation H.4l

(J)-SENDERKEYPAIR(A; € SH)
OuTPUT(spk,, ssk;)

(P € PH)-WRITE(c)
if ¢ ¢ CtxtSet :
CtxtSct « CtxtSet U {c}
(spk, v/ m) <~ II. Dpp(rskpp,(')
if (spk, o, m) # L
(A = V) « GETLABEL(spk7 ')
if (A; > V) #L:
id + S-WRITE((4; — V), m)
Ctxts[id] +— ¢ // Add entry to map Ctxts.
OuTpuT(id)
OuTPUT(INS-WRITE(c))

(P € PH)-Reap
outputList <
for ((A; — V),id, m) € S-READ :
if id ¢ Ctxts : // A; € S"

= rsky,...,rsk o or each Vj: if V; € RHE, 5,1 is V}’s secret key; else L.
1, rskyq, s k\V\ /] F h Vo if b RH V key; else L
c+ U‘Forgepp(spki, ¥ = (rpkpp, V1, Ulg]), M, B)
if ¢ € CtxtSet : // Event &1 or event &5.

Abort

CtxtSet «— CtxtSet U {c}
Ctxts[id] < ¢
outputList < outputList U {(id, Ctxts[id])}
for (I € N,id,!’ € N) € S-READ :
if id ¢ Ctxts : // A; € S
¢ + II.Forge,,(spk, , rpk,,
if ¢ € CtxtSet : // Event & or event &5,
Abort
CtxtSet +— CtxtSet U {c}
Ctxts[id] « ¢
outputList <— outputList U {(id, Ctxts[id])}
OutpUT(outputList U INS-READ)

4+1 o' 141
ot Lt




Algorithm 43 Reduction C“"H for [Theorem 12

(A; € ST):-WRITE((A; — V), m)
C < OE(A,;,V, = (Bpp,‘/'l7 e ,V‘m),m)
if ¢ € CtxtHon : // Event &;.

Abort // Ciphertext Already Exists

CtxtHon « CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OuTpruT(id)

(P € F)-WriTE({[Forge]A; — V'), m)
¢ + ForGE(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpuT(id)

(B; € R")-REap
outputList < 0
ciphertextSet <
for (id, ¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) « DECRYPTION(Bj, c)
if ((A; = V),m)#L:
outputList «— outputList U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(Osk (A;))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpruT(id)

(P € PH)-READ
OuTpPUT(READ)




Algorithm 44 Reduction C“°" for [Theorem 12

(A; € ST):-WRITE((A; — V), m)
C%OE(A“V’ = (Bpp,Vl,. V\V\)’m)
if ¢ € CtxtHon U CtxtDis Event &1 or event &£».
Abort // Ciphertext Already Exists
CtxtHon « CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OuTpruT(id)

(P € F)-WriTE({[Forge]A; — V'), m)
¢ + ForGE(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpuT(id)

(B; € R")-REap
outputList < 0
ciphertextSet <
for (id, ¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) « DECRYPTION(Bj, c)
if ((A; = V),m)#L:
outputList «— outputList U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(Osk (A;))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpruT(id)

(P € PH)-READ
OuTpPUT(READ)




Algorithm 45 Reduction C“°" for |[Theorem 12

(A; € ST):-WRITE((A; — V), m)
C%OE(A“V’ = (Bpp,Vl,. V\V\)’m)
if ¢ € CtxtHon U CtxtDis Event &1 or event &£».
Abort // Ciphertext Already Exists
CtxtHon « CtxtHon U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
OuTpruT(id)

(P € F)-WriTE({[Forge]A; — V'), m)
¢ + ForGE(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, c)
OutpuT(id)

(B; € R")-REap
outputList < 0
ciphertextSet <
for (id, ¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai > V),m)# LAB;eV:
outputList < outputList U {(id, ((4; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(Osk (Aj))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis < CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] <— DECRYPTION(DBgp, ¢)
OuTpruT(id)

(P € PH)-READ
OuTpPUT(READ)




Algorithm 46 Reduction CForeeInvalid fo1 [Theorem 12}

(A; € ST):-WrITE((4; = V), m)
C < OE(A“ V, = (BPP7 ‘/'17 cany WV‘),m)
if ¢ € CtxtHon U CtxtDis : // Event &; or event &5
Abort // Ciphertext Already Exists
CtxtHon <« CtxtHon U {c}
id +~WRITE(c)
CtxtDec[id] + ((A; — V), m)
OurpuT(id)

(P € F)-WriTE(([Forge]A; — V), m)
¢ + FORGERED(A;, V, m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(DBgp, ¢)
OuTpruT(id)

(B; € R¥)-Reap
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) + CtxtDec[id]
if ((Ai = V),m)# LAB;eV:
outputList  outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTpPUT(Os K (Ay))

(P € PH)-WRITE(c)
if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis <+ CtxtDis U {c}
id <~ WRITE(c)
CtxtDec[id] - DECRYPTION(Byp, ¢)
OuTtpUT(id)

(P € PH)-Reap
OuTpUT(READ)

// The following procedure is not part of the reduction’s interface.
FORGERED(A;, V', m, C)
if Ve (RO
return Ofporge(Ai, BPPWHI, ol™l ,0)
return Ofporge(Ai, V' = (Bpp, Vi, . - ., Vig)sm, Set(V) N PH)




Algorithm 47 Reduction C¢“A for [Theorem 12|

(A; € ST)-WrITE((A; — V), m) I+ times
ag = (A;, V' = (Bgp, Vi, - - V‘m),m), ay = (A1, (B, - - - » Bpp)’o‘m‘)
if V¢ (R
@1 ‘= Qg

¢+ Og(wag, a1)

if ¢ € CtxtHon U CtxtDis :
Abort

CtxtHon <+ CtxtHon U {c}

id +~WRITE(c)

CtxtDec[id] + ((A; — V), m)

Declc] +— CtxtDec[id]

OutpUT(id)

(P € F)-WriTE(([Forge]A; — V), m)
¢ + FORrRGE(A;, V,m,Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id «~WRITE(c)
CtxtDec[id] - L
OuTpuT(id)

(B; € R™)-ReAD
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
({4; — V), m) + CtxtDec[id]
if ((Ai = V),m)# LAB;eV:
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(OsKk (Ai))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis + CtxtDis U {c}

id «~WRITE(c)

if ¢ € Dec :
CtxtDec[id] < Declc]

else
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
Dec[c] + CtxtDec[id]

OurpuT(id)

(P € PH)-ReaD
OuTPUT(READ)




Algorithm 48 Reduction CO™R for [Theorem 12|

(A; € ST):-WrITE((A; — V), m)

ifV e (RH)+ . |V |41 times .

C OE(Sig7 Ay, (Bpp7 e BPP),O‘m‘, 0)
else . .

¢+ Op(sig, Ai, V' i= (B, V1, .. ., Vl‘-/‘),m, Set(V) N PH)
if ¢ € CtxtHon U CtxtDis :

Abort

CtxtHon <+ CtxtHon U {c}

id +~WRITE(c)

CtxtDec[id] + ((4; — V), m)
Declc] +— CtxtDec[id]
OutpUT(id)

(P € F)-WriTE(([Forge]A; — V), m)
¢ + FORGERED (A;, V', m, Set(V) N PH)
CtxtHonForge < CtxtHonForge U {c}
id «~WRITE(c)
CtxtDec[id] - L
OuTpruT(id)

(B; € R®)-REaD
outputList <
ciphertextSet <
for (id,c) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
({4; — V), m) + CtxtDec[id]
if ((Ai = V),m)# LAB;eV:
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTPUT(OsKk (Ai))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtHon U CtxtHonForge :
CtxtDis «— CtxtDis U {c}

id «~WRITE(c)

if ¢ € Dec :
CtxtDec[id] + Dec|c]

else
CtxtDec[id] <— DECRYPTION(Bgp, ¢)
Dec[c] + CtxtDec[id]

OurpruT(id)

(P € PH)-ReapD

OuTPUT(READ)
// The following procedure is not part of the reduction’s interface.
FORGERED(A;,V,m,C)

if Ve (RH)+ . |V |41 times

—_——
return Og(sim, Ay, (Byp, ..., Bpp), o™l )
return Og(sim, A;, Vo= (Bpp, Viy.oo., VIV\)’ m, Set(\_)) nPH)




Algorithm 49 Reduction COTR¢ for [Lemma 2l

INITIALIZATION
CtxtChall < 0 // Additional Initialization.
CtxtNonChall < 0

(A; € ST):-WrITE((4; — V), m)
b+ 8${0,1} // Sample bit b uniformly at random.
ifb=0: . B
¢+ Op(sig, A;, V' i= (Bpp, V1, . . ., Vig)sm, Set(V) N PH)
CtxtChall «— CtxtChall U {c}
else
¢« II.Ey(ssk;, 0 = (rpkpp, V1, ., V)g]), M)
CtxtNonChall < CtxtNonChall U {c}
Define event &’ as: £;’ := CtxtChall N CtxtNonChall # 0
if 51, :
Guess(0) // Makes reduction output 0 as its guess.
OuTpPUT(WRITE(C))

(P € F)-WRITE({[Forge]A; — V), m) o
OuTpuT(WRITE(FORGE (A, V, m, Set(V) N PH)))

(B; € R")-REaD
outputList < 0
ciphertextSet < 0
for (id, ¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet < ciphertextSet U {c}
((A; = V), m) « DECRYPTION(Bj, ¢)
if ((A; = V),m)#L:
outputList - outputList U {(id, ((A; — V), m))}
OuTPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OuTpPUT(OsK (Aj))

(P € PH)-WRITE(c)
OuTpUT(WRITE(c))

(P € PH)-READ
OuTpPUT(READ)

TERMINATION
b+ ${0,1}
Guess(b) // Makes reduction output b as its guess.

Algorithm 50 Reduction C®"¢! for [Lemma 2| Below, we only specify the
reduction for operations for which it differs from COTR-¢1,

(A; € ST):-WRITE((A; — V), m)
b+ ${0,1} // Sample bit b uniformly at random.
ifb=0:
g = (rpkpp,vl, S ’vIV\)
§:= (L,rskq,... ,rsk‘ﬁl) // For each Vi: if Vi € PH, 5,41 is V}’s secret key; else is L.

¢ < II.Forge,,(spk,, 7', m, )

else .

c+ OE(Ai, V' = (Bpp, V1, .. ., V“;‘),m)
Op (B, c) // Allows winning the correctness and forgery invalidity games.
OuTpUT(WRITE(c))

(P € PH)-WRITE(c)
OuTpPUT(WRITE(c))




Algorithm 51 Reduction CForgenvalid-&i for T emma 2| As for [Algorithm 50| we
only specify the reduction for operations for which it differs from COTR-¢1,

(A; € ST):-WRITE((A; — V), m)
b+ 8${0,1} // Sample bit b uniformly at random.

ifb=0:
¢+ OForge(Ai, V' i= (Bpp, V1, ..., Vig))sm, Set(V) N PH)
else

p—
¢+ II.Epp(ssky, ¥ = (rpky,, v1, .. ., v|5]), M)
Op (B, c) // Allows winning the correctness and forgery invalidity games
OuTpPUT(WRITE(c))

(P € PH)-WRITE(c)
OuTpPUT(WRITE(c))

Algorithm 52 Reduction COTR¢2 for [Lemma 3|
(A; € ST):-WRITE((A; — V), m)
c+ O (sig, A, V= (Bpp, Vi, -+, VI‘7\)’ m, Set(\7) al 'PH)
if ¢ € Dec : // Event &
Define event &30 := (Dec|c] # 1)
Define event &3,1 := (Decc] = 1)
if 5210 :
Guess(0) // Makes reduction output guess 0.
else // Event £ 1 occurred
Guess(1) // Reduction outputs guess 1.
OuTPUT(WRITE(C))

(P € F)-WRITE({[Forge] A; — V), m)
OUTPUT(WRITE(FORGE(A;, V, m, Set(V) N PH)))

(B; € R")-ReaD
outputList «
ciphertextSet <+
for (id, c¢) € READ with ¢ ¢ ciphertextSet :
ciphertextSet <— ciphertextSet U {c}
((A; > V), m) « DECRYPTION(Bj, ¢)
if ((A; = V), m) # L :
outputList + outputList U {(id, ((4; — V), m))}
OuTpPUT(GETDELIVERED(Bj, outputList))

(J)-SENDERKEYPAIR(A; € S)
OUTPUT(OSK (Al))

(P € PH)-WRITE(c)
a + Op(By,c)
if o # test : // ¢ not written before by WRITE operation at some interface A; € SH.
Dec[c] + a
OuTpPUT(WRITE(c))

(P € PH)-ReaD
OuTPUT(READ)

TERMINATION
b« ${0,1}
Guess(b) // Makes reduction output b as its guess.




Algorithm 53 Reduction C<°">0-%2 for Lemma 3| We only specify the reduction
for operations for which it differs from COTR-¢2,

INITIALIZATION
CtxtChall + 0 // Additional Initialization.

(A; € ST)-WrITE((A; — V), m)
¢ Op(Ai, V' i= (Bep, V1, ..., Vi), m)
CtxtChall + CtxtChall U {c}
if ¢ € Dec :
Op (B, c)
OuTPUT(WRITE(c))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtChall :
Dec[c] = Op (B, ¢)

OuTpPUT(WRITE(c))

Algorithm 54 Reduction C®"1-¢2 for [Lemma 3l As for [Algorithm 53| we only
specify the reduction for operations for which it differs from COTR<2,

INITIALIZATION
CtxtChall + @ // Additional Initialization.

(A; € ST):-WRITE((A; — V), m)
¥ o= (rpkpp,'ul7 S 71)“7‘)
§:=(L,rsky,... ’ISk\Vl) // For each Vj: if V| € PH 5.1 is V)’s secret key; else is
c H.F(n"gepp(spki7 7', m, s
CtxtChall «— CtxtChall U {c}
if ¢ € Dec :
OD(BPP’ C)
OuTpPUT(WRITE(c))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtChall :
Dec[c] <= Op (B, ¢)

OuTPUT(WRITE(C))

Algorithm 55 Reduction C“"™¢2 for [Lemma 3, We only present this reduction
for completeness (note that it is the same reduction as CCons-0-82).

INITIALIZATION
CtxtChall + 0 // Additional Initialization.

(A; € ST):-WRITE((A; — V), m)
¢ 0r (A, V' == (Byp, Vi, -, Vi), m)
CtxtChall +— CtxtChall U {c}
if ¢ € Dec :
Op (B, ©)
OuTpUT(WRITE(c))

(P € PH)-WriTE(c)

if ¢ ¢ CtxtChall :
Dec[c] = Op (Bgp, ¢)

OuTpPUT(WRITE(c))




Algorithm 56 Reduction CForgeInvalid-&2 f6, T emma 3l As before, we only specify
the reduction for operations for which it differs from COTR-¢2,

INITIALIZATION
CtxtChall + 0 // Additional Initialization.

(A; € SH):-WRITE((A; — V), m € M)

¢ Ororge (Ai, V! == (Byp, Vi, -+ -, Vi), m, Set(V) N PH)
CtxtChall «— CtxtChall U {c}
if ¢ € Dec :
Op (B, )
OuTPUT(WRITE(C))

(P € PH)-WRITE(c)

if ¢ ¢ CtxtChall :
Dec[c] <= Op (Bpp, ¢)

OuTPUT(WRITE(C))
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