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Abstract. The transition to post-quantum cryptography has been an
enormous challenge and effort for cryptographers over the last decade,
with impressive results such as the future NIST standards. However, the
latter has so far only considered central cryptographic mechanisms (sig-
natures or KEM) and not more advanced ones, e.g., targeting privacy-
preserving applications. Of particular interest is the family of solutions
called blind signatures, group signatures and anonymous credentials, for
which standards already exist, and which are deployed in billions of
devices. Such a family does not have, at this stage, an efficient post-
quantum counterpart although very recent works improved this state
of affairs by offering two different alternatives: either one gets a system
with rather large elements but a security proved under standard assump-
tions or one gets a more efficient system at the cost of ad-hoc interactive
assumptions or weaker security models. Moreover, all these works have
only considered size complexity without implementing the quite complex
building blocks their systems are composed of. In other words, the prac-
ticality of such systems is still very hard to assess, which is a problem if
one envisions a post-quantum transition for the corresponding system-
s/standards.

In this work, we propose a construction of so-called signature with effi-
cient protocols (SEP), which is the core of such privacy-preserving so-
lutions. By revisiting the approach by Jeudy et al. (Crypto 2023) we
manage to get the best of the two alternatives mentioned above, namely
short sizes with no compromise on security. To demonstrate this, we
plug our SEP in an anonymous credential system, achieving credentials
of less than 80 KB. In parallel, we fully implemented our system, and
in particular the complex zero-knowledge framework of Lyubashevsky et
al. (Crypto’22), which has, to our knowledge, not be done so far. Our
work thus not only improves the state-of-the-art on privacy-preserving
solutions, but also significantly improves the understanding of efficiency
and implications for deployment in real-world systems.

Keywords: Lattice-Based Cryptography - Signature - Efficient Proto-
cols - Privacy - Anonymous Credentials


mailto:sven.argo@rub.de
mailto:tim.gueneysu@rub.de
mailto:corentin.jeudy@orange.com
mailto:mail@georg.land
mailto:adeline.roux-langlois@cnrs.fr
mailto:olivier.sanders@orange.com

1 Introduction

Digital signatures have become pervasive in electronic systems, ensuring au-
thentication at very moderate cost. We use them on a daily basis, to secure
web browsing, digital payments and ID documents, e.g., passports. This cryp-
tographic primitive enables an issuer to authenticate some set of data {m;} by
generating a signature sig that can be verified with the sole knowledge of the is-
suer’s public key. In practice, this can be done with a remarkable efficiency. From
the security standpoint, the situation also seems entirely satisfactory. Current
standards like ECDSA are more than 25 years old and have so far withstood all
cryptanalytic attempts. It might then seem that this area of cryptography is set
to evolve quietly, without significant hitches, until transition to post-quantum
cryptography becomes legally mandatory.

This seemingly ideal situation must be considered with caution as standard
digital signatures have inherent limitations that are undesirable in many use-
cases. One of these limitations is that the verification of the signature sig requires
the knowledge of the full set {m;}, even if one is only interested in checking the
authenticity of a single element of this set. In the context of digital identity, this
concretely means that a user must reveal all his attributes, e.g., name, address,
date of birth, etc, to prove authenticity of only one of them. Another limitation
is the traceability enabled by the signature. Each presentation of the signature
involves sending the same value sig which can be used to trace its owner.

The topical example of age control to access adult-only websites epitomizes
these problems. The current debates in France® or United Kingdom” show the
same divide between two groups. One group is obviously unhappy with the cur-
rent declarative approach, where the user certifies being old enough to access the
website, and thus calls for stronger forms of authentication. Digital certificates
could easily address this problem but the other group points out the obvious
privacy issues resulting from the limitations mentioned above. Actually, unnec-
essarily providing sensitive information to a website is likely to lead to severe
security issues that go well beyond mere privacy concerns: phishing, imperson-
ation, etc.

Fortunately, we are not stuck with this endless debate on law enforcement
versus personal liberties. For decades, cryptographers have indeed worked to de-
vise privacy-preserving authentication mechanisms that could reconcile these two
sides. According to the use-cases they address, these mechanisms are called blind
signatures [Cha82|, group signatures [CvH91|, DAA [BCC04|, EPID [BLO07],
anonymous credentials [FHS19], etc. but they all share the same fundamental
security principle: limiting information disclosure to what is strictly functionally
necessary. Far from being mere theoretical contributions, these mechanisms can
be implemented very efficiently [PS16,CDL16,San21] leading to a small overhead
compared to a non-private version built upon standard digital signatures. Some
of them have been included in standards [ISO13a,ISO13b| and even embedded

5 CNIL recommendations for online age verification and user privacy
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in billions of devices [TCG15,Int16]. Very recently, they have been advocated®
by the GSMA (an organization gathering most industrial actors of the telecom-
munication ecosystem) for implementing the future European Digital Identity
Wallet?. Interestingly, this GSMA document depicts privacy as a “positive dif-
ferentiator”, thus contrasting with the usual perception of privacy which was so
far seen as a legal constraint. If it reflects an evolution of the industrial position
on this topic, then we could see more applications of those privacy-preserving
mechanisms in a near future.

Incidentally, this evolution towards more private systems coincides with a
post-quantum transition that is urged by most security agencies across the
world. A natural question before adopting a group signature or an anonymous
credential scheme is then whether there exists an efficient post-quantum vari-
ant that could take over when the quantum threat will become more tangible.
Clearly, the situation is not as positive as the one of classical'? cryptography. Al-
though some post-quantum variants of the primitives above have been proposed,
e.g., [dPLS18,CKLL19,BEF19], we note that they suffered from quite large sizes
that are likely to be incompatible with industrial constraints.

To understand the challenges faced when designing post-quantum versions of
these privacy-preserving authentication mechanisms, it is necessary to recall how
they work at a very high level. Such mechanisms do not fundamentally change
the authentication paradigm as they all rely on a central issuer that generates
signatures on the users’ data to authenticate them. The difference with the
standard approach lies in the way this signature is obtained and then presented
by the users. In some situations, the user may indeed need to obtain a signature
on some hidden data. In some other situations, the user may have to use the
received signature to authenticate some of his personal data while hiding the
signature and the other signed data. All these situations call for zero-knowledge
(ZK) proofs [GMRS5] that are indeed designed to prove statements while hiding
the corresponding witness. By carefully crafting the ZK proof, one can ensure a
minimal leakage and thus achieve the privacy properties claimed by the privacy-
preserving mechanisms. We note that this approach does not necessarily exclude
standard digital signature schemes as one can always build dedicated ZK proofs
to manage the situations described above. However, the resulting system is likely
to be totally impractical.

To tackle the efficiency problem which is also in focus of this work, it is
necessary to approach it from a very different perspective. Instead of starting
from a standard digital signature scheme and then trying to adapt ZK proofs
to it, it is better to design from scratch a signature scheme that will smoothly
interact with ZK proofs. This is the approach successfully adopted by classical
cryptography which led to the design of several so-called “signatures with efficient
protocols” (SEP) [CL04,BB08,PS16| and thereby to the remarkable efficiency or
privacy-preserving mechanisms using them.

8 GSMA Official Response: eIDAS 2.0 and Privacy
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For a long time, no post-quantum SEP was known, except the one from
[LLM™16] which was mostly a proof-of-concept because of its very high complex-
ity (see [JRS23]). Fortunately, this started to change with a very recent line of
works [JRS23,BLNS23,LLLW23]|. In [JRS23]| the authors proposed a SEP scheme
based on standard lattice assumptions leading to relatively short ZK proof of
knowledge of a signature (a key building-block for most privacy-preserving mech-
anisms). When plugged in an anonymous credential framework, this results in
a presentation transcript of about 700 KB which is a considerable improvement
over [LLM™16]. Soon after, [BLNS23| managed to reduce the size of this tran-
script to slightly under 100 KB but at the cost of relying on new ad-hoc compu-
tational assumptions. Similarly, [LLLW23] considers different security models to
achieve different sizes. These approaches are then complementary as they share
the same goal but with a different tradeoff between security and efficiency. The
results are summarized in Table 1.1 and discussed more thoroughly in Section
8.1.

Assumptions Interactive Security ~ Credential Size
Assumption
[JRS23] M-SIS/M-LWE No Adaptive 724 KB
NTRU-ISISy No Adaptive 243 KB
[BLNS23] 1 NTRU-ISIS, Yes Adaptive 62 KB
M-SIS/M-LWE No Selective 193 KB
[LLLW23| M-SIS/M-LWE No Adaptive® 372 KB
M-SIS/M-LWE No Adaptive 25365 KB
Ours M-SIS/M-LWE No Adaptive 80 KB

Table 1.1. Comparison of exisiting post-quantum anonymous credentials reaching 128
bits of security.
* The adaptive security proof incurs an exponential loss.

Regarding efficiency, we nevertheless note that these constructions have so
far only considered the size metric which is not sufficient when we consider
real-world deployments. To our knowledge, there is no public implementation
of these schemes, which prevents us to assess their actual computational com-
plexity. This is particularly problematic as they rely on intricate ZK frameworks
(e.g., [LNP22]) whose performance are hard to evaluate based on their sole formal
descriptions. This concretely means that, despite the relatively small sizes offered
by those schemes, it is still impossible to affirm that they provide a real-world
solution for the post-quantum transition of privacy-preserving authentication
mechanisms.

For completeness, we also mention [BCRT23| that appeared at ARES 2023.
While it does provide implementation benchmarks, it is rather different from
usual anonymous credential systems in many aspects. In particular, in [BCR 23],
each attribute is individually signed whereas usual constructions, such as those



mentioned above, generate one signature on all attributes. One of the conse-
quences is that one must now prove knowledge of one signature per attribute,
which can quickly become cumbersome. Moreover, even for one attribute, the
presentation transcript in [BCR123] is about 1.9 MB large, which is already
much larger than those in [JRS23,BLNS23] that yet support several attributes.
We will therefore not discuss [BCR 23| further in this paper.

Our Contributions

In this work, we propose a construction of SEP and apply it to anonymous cre-
dentials. By revisiting the approach of [JRS23|, we manage to drastically improve
its performance with credentials under 80 KB, without compromising on secu-
rity. We also implement our solution and show concrete practicality of our post-
quantum anonymous credentials. Our natural starting point is the very recent
construction of [JRS23] as it is general enough to cover most privacy-preserving
use-cases while relying on standard computational assumptions. In [JRS23|, a
signature on a message m is a preimage of some syndrome u+ Ar+Dm mod ¢R
for a matrix At = [A|TG — ARJ, where:

— ris a short random vector chosen by the signer with a potential contribution
by the user in some use-cases,

— R is a short trapdoor matrix,

— u, A, AR and D are parts of the public key,

— T is an invertible tag matrix,

- G =I;®[1)p|... bkt € Z¥*? is the gadget matrix in base b > 2, with
k = [log, q.

We provide the following contributions, which significantly decrease the size
of the signatures and associated proofs, as illustrated in Table 8.4.

Solving the double trapdoors problem. One of the main source of ineffi-
ciency in [JRS23| is the use of statistical security arguments that requires to
increase the number of columns of A to roughly dk and in turn the size of
the signatures and of the associated zero-knowledge proofs. Our first improve-
ment is thus to use computational security arguments based on well-studied
assumptions so as to move to more compact elements and in particular smaller
matrices A with only 2d columns. Far from being a mere switching of param-
eters, this move introduces a very technical issue that was already identified
in [dPLS18,LNPS21,BLNS23| but for which no fully satisfactory solution has
been proposed so far.

Let us first recall this issue. The core idea of security proofs of signature
schemes based on MP trapdoors [MP12] is to change the public key so as to have
a valid trapdoor for all tags but one, which we denote T*. This is concretely done
by replacing AR in the public key by AR+ T*G. As a result, for this new public
key, we have At = [A|(T — T*)G — AR] where the gadget vanishes for T = T*.
In the computational setting, this change in the public key is done through a
series of games where AR is first replaced by a random matrix U which is



then replaced by AR + T*G. At first sight, indistinguishability of these games
seems to directly follow from the LWE assumption. Unfortunately, the proof is
not that easy because the reduction must still produce valid signatures in the
intermediate game (the one with public key U) whereas there is no longer any
trapdoor. In [dPLS18,LNPS21], this problem was solved by artificially extending
the public key so as to introduce a second trapdoor. In the case of MP trapdoors,
this concretely means using matrices of the form At = [A|TG — AR|G —
AR/] € Rgd“kd where R’ is a second trapdoor whose only purpose is to sample
preimages in this intermediate game'®. In other words, one must almost double
the dimension of the signatures because of a peculiarity of the security proof,
which is quite frustrating. In [dPLS18] the authors already question the actual
need for this second trapdoor whereas the ones of [BLNS23] see it as an “artifact”
of the proof and propose to remove it in one of their instantiations. At this
stage, we therefore end up with two unsatisfactory solutions. Either we use this
redundant trapdoor to prove security or we remove it to get a more efficient
scheme without security proofs.

In this paper, we show a more satisfactory solution with no compromise
on security and with only a very moderate efficiency loss. We indeed leverage
the specificities of preimage sampling with MP trapdoors to move from AR to
AR + T*G by only replacing k£ columns simultaneously per game hop. More
specifically, we ensure that, in each game, at most & columns of the public key
have been replaced by random vectors. We therefore have, at all time, a partial
trapdoor allowing to inverse all components of a syndrome but one. We then
only need a way to deal with the missing component, which can be done by only
adding a d x k matrix Az to At instead of a d x dk matrix AR’ as in the double
trapdoors approach. We provide more details on this proof strategy in Section 5.
As this new strategy directly decreases the dimension of the signatures, it leads
to a significant improvement of their size for most!'? of the parameters we use in
practice. We believe it is of independent interest, although it is very specific to
MP trapdoors.

Finer Security Analysis. In the same vein as the previous improvement, we
also adopt a finer analysis of the security arguments which remains statistical
arguments. More precisely, we need the outputs of the Gaussian samplers to be
close enough to their ideal Gaussian distributions. So far, the authors of [JRS23]
only considered the statistical distance for such arguments. Other approaches
based on the the Rényi divergence (say of order 2\ as suggested in [Prel7])
yield tighter security proofs and in turn more compact parameters. We thus
depart from the statistical distance whenever possible. Also, as we are interested
in implementing our scheme, such analyses have also proven to be beneficial
to reduce the floating-point precision needed. We carry a precision analysis of

1 In the real-world, R’ can be discarded after having generated the public key or,
alternatively, one can replace G — AR’ by a random matrix.

12 More specifically, this strategy is more efficient than the one based on double trap-
doors in the module case, i.e., whenever d > 1.



our samplers and show that a precision of 53 bits is sufficient and leads to no
noticeable security loss.

Removing signer’s randomness. Next, we also leverage different security ar-
guments based on rejection sampling, which is inspired from the proof technique
of [CKLL19, Lem. 3.1]. The idea is to decrease the reduction loss entailed by
the probability preservation property of the Rényi divergence in [JRS23], and
use rejection sampling instead to only suffer a (small) constant reduction loss
factor. The difference with [CKLL19] is however that we tolerate a small amount
of leakage on the rejection sampling step which allows to benefit from the best
of both approaches.

This modified security argument also allows for removing the randomness r
added to the syndrome by the signer. In [JRS23|, this was necessary to prove
security in the chosen message setting. Although r can be merged with the first
part of the signature, it negatively impacts the parameters as it increases the
norm of this first part. Our new security reduction shows that this additional
randomness is no longer necessary, which means that we can remove it altogether.

Elliptic Sampler. Another improvement comes from leveraging the elliptic
sampler of [JHT22] that we revisit in Algorithm 3.2 to further reduce the signa-
ture size. This sampler stems from the observation that the perturbation used in
the MP sampler is unnecessarily high for the second component of the preimage.
Splitting the perturbation vector into two components with different bounds
yields smaller preimages, thus resulting in smaller signatures but also smaller
M-SIS bounds allowing for increased security or better parameters. More details
are provided in Section 3.

Hermite Normal form. Then, using Hermite Normal Form assumptions and
matrices, we can use similar tricks as [PFHT20,EFG 22, ETWY?22| to reduce the
signature size without affecting security by sending only part of the signature
and recovering the remaining part during verification. Unfortunately, it has no
impact on the zero-knowledge proof size because one needs to recompute the full
preimage to perform the proof.

Tighter bounds. Finally, we use parameter optimizations by using tighter prob-
abilistic bounds in several places. The first stems from a better use of the Gaus-
sian tail bound of [Ban93| to get a probability of 27* instead of 272" in [JRS23],
where n is the dimension of the Gaussian which is usually much bigger than
A. Then, we change the distribution of the secret key from uniform U(S;) to
centered binomial B; as it leads to smaller spectral norms (which defines the
quality of our sampler). We can also use spectral norm bounds that are sat-
isfied only with constant probability instead of overwhelming, as long as the
bound is enforced during key generation. It means that key generation might
sample several secret keys until it finds a good one, and it only reduces the size
of the secret key space by a constant factor. Then, at many occasions we need
to bound the norm ||Sx||, for a ternary matrix S and a short integer vector x.
Although one could use the spectral norm of S, it turns out to overshoot the
bound we expect in practice. Instead, we use Johnson-Lindenstrauss-like bounds,
as is done for example in [GHL22|. We obtain bounds of O(v/N)||x||, instead of



O(V'N ++vM)||x||,, where N is the number of rows of S and M the dimension of
x. Since N is usually much smaller than M, we get much tighter bounds leading
to an improved parameter selection.

Performance and Implementation. Together, these modifications yield sig-
nificant improvements over [JRS23], leading to a credential under 80 KB. We
note that this is the first scheme to achieve such sizes in the post-quantum set-
ting while relying on standard and non-interactive assumptions. A comparison
with existing post-quantum anonymous credentials [JRS23,BLNS23, LLLW23] is
given in Table 1.1 and the full discussion is deferred to Section 8.

Finally, we implemented our anonymous credential scheme in C'3 to evaluate
its concrete performance when run on a laptop. Although our code is designed
to be portable (it uses a generic arithmetic backend and does not use paral-
lelisation), we get timings that we deem reasonable for most use-cases on this
type of hardware. In particular, issuance and showing (including verification) of
a credential take respectively 400 ms and 500 ms on average, values that seemed
beyond reach a few years ago.

More generally, our code, which is publicly available, allows to better under-
stand the actual performance of the ZK proof system from [LNP22]|, a powerful
tool that was so far mostly used as an abstract building block. It is therefore
likely to have applications outside the sole anonymous credential area, by pro-
viding a way to assess the performance of related privacy-preserving primitives
such as group signatures and blind signatures.

Organization

We start by recalling the necessary notions and results in Section 2. Section 3
introduces the elliptic sampler used in our construction, and we present the
trapdoor switching method in Section 4. Then, Section 5 and 6 are dedicated
to presenting the signature with efficient protocols and anonymous credentials
respectively. We describe the zero-knowledge arguments used in our anonymous
credentials in Section 7. Finally, we present our implementation in Section 8 and
carry the precision analysis of the Gaussian samplers in Section 9 necessary for
our implementation.

2 Preliminaries

In this paper, for two integers a < b, we define [a,b] = {k € Z : a < k < b}. When
a = 1, we simply use [b] instead of [1,b]. Further, ¢ is a positive integer, and
we define Z, = Z/qZ. We may identify the latter with the set of representatives
(—q/2,q/2) N Z. Vectors are written in bold lowercase letters a and matrices
in bold uppercase letters A. The transpose (resp. Hermitian) of a matrix A is
denoted by AT (resp. Af). The identity matrix of dimension d is denoted by
I;. We use ||-[|, to denote the £, norm of R? ie., [all, = (Zie[d”ai\p)l/p for any

13 https://github.com/Chair-for-Security-Engineering /lattice-anonymous-credentials
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positive integer p, and ||al| . = max;c[g|a;|. We also define the spectral norm of
a matrix A by ||All, = maxx.ol Ax||y/ x5

2.1 Algebraic Number Theory

We now give the necessary notions in algebraic number theory. We present our
results over a power-of-two cyclotomic ring. We take n a power of two and let
R = Z[z]/{z™ + 1) be the power-of-two cyclotomic ring of degree n. We also
define R, = Zg[x]/(z™ + 1) for any modulus ¢ > 2. We sometimes use real-
valued polynomials and consider elements in Kg = R[z]/{z" + 1).

Subring Embedding. The ring R can naturally be embedded into Z", but one
can generalize the embedding to the subrings of R. Using subrings can lead to
interesting performance improvements in our system as our signature scheme of
Section 5 is designed to interact with zero-knowledge arguments. As explained
in [LNPS21], using a ring of smaller degree allows for reducing the proof size. This
is however at the expense of a lower compression of the keys for the signature
scheme. A solution to obtain the best of both worlds is to use a ring R of
degree n for the signature, and a subring R of degree n|n for the zero-knowledge
proof. This requires embedding the relations over R into relations over R (in
turn increasing the dimension by k = n/n). Although this is folklore algebra
and already used implicitly in [LNPS21,LNP22|, we give for completeness all
the algebraic details needed to map R to R. We let n|n be a power of two, and
k = n/n. In addition to R, we define R = Z[z]/(z™ + 1). To avoid confusion,
when relevant and not clear from the context, we use ®g to denote the product
in R, and ®p for the product in R.

Even though there are many ways to embed R into ﬁk, we define the embed-
ding 6 : R — RF as follows. For a = > eef0n—1] apx’ € R with (ag), € Z", and
for all i € [0,79\ — 1], define @; = 31071 anij € R. Then, the embedding
of a is defined by 0(a) = [ao|...[a;_,]* € RF.

This embedding relies on the fact that a can be uniquely written as a =

2 ic0f-1] 2oje(0,a—1] anJria?’”“", which itself equals 32, o 7y @;(z*)®@px’. This
in particular defines the inverse embedding 6~!.
Operations and Multiplication Matrix. The embedding 6 (and its inverse)
is clearly linear, which means that addition in R can be performed over R¥
coefficient-wise and vice-versa. In [LNPS21, Lem. 2.11], Lyubashevsky et al.
recall that the multiplication a @g b can also be performed on the embeddings
f(a),0(b) using a carefully defined multiplication ®zz : RF x R* — R*, that
can be carried using only additions and ®p. For two elements a,b € R such
that 6(a) = [@o| ... [az_,]” and 6(b) = [bo| ... [b;_,]”, we have 8(a) @z 0(b) =
[col...[e;_ )7, where

. PO E3
= a; ®pb; @pat =,
0<i,j<k
i+j=¢ mod k



for all £ € [0, k- 1]. We can simplify this expression by observing that for a fixed
Jj€|o, k— 1], there is only one i € [0, k— 1] verifying i + j = £ mod %, namely
1=L—jifl >, andz—ﬁ—j+kotherw1se We thus get

¢ E—1
Q=) AjOpbi+ Y Uz OpTORD;
j=0 j=t+1
= [ay|...[aolag_ | ... [@r12] - 0(D).

This rewriting highlights the expression of a multiplication matrix My(a) so that
0(a @p b) = 0(a) @z 0(b) = Mp(a)f(b) where the latter matrix-vector product
is performed in R. Formally, we have

a() agill‘ . El\l.%'
@ . .
MG(a) - .1 . . ) (1)
. . - ap_,x
ak‘_l aq Qg

Another useful way to express My(a) is by observing that for i € [0,74;\ — 1], the
i-th column of Mjy(a) corresponds to 8(a @r x'). Hence My(a) = [0(a)|0(a
7)|...|0(a ® 2*71)]. We naturally extend the embedding 6 to vectors and the
multiplication map My blockwise to vectors and matrices over R, ie., for A =
laij)i; € R™ by Mp(A) = [Mp(ai;)i; € RFF™.

Coeflicient Embedding. A specific case of the subring embedding 6 is when
the subring R is of degree 1. In this case, we are considering 7 = 1, k = n and
R = Zz]/(x + 1) = Z. Tt is then called coefficient embedding and we denote
it by 7 to avoid confusion. This corresponds to mapping ring elements to their
coefficient vectors, i.e., for all a = 3,5, @i’ € R, 7(a) = [ao|. .. [an—1]".
We can also consider the associated multiplication matrix map, which we call
M., that is defined as in Equation (1). The difference is that in this ring of
degree 1, x is equal to —1, thus yielding

ap —Aap—1 ... —ai
aj Ry . .
M:(a)=| . . ,
: R
Ap—1 . al ap

so that for all a,b € R, 7(ab) = M,(a)7(b) € Z"™. We also extend 7 to vec-
tors of R? by concatenating the coefficient embeddings of each vector entry,
and M, blockwise to matrices over R. Then, for an integer 1, we define S, =
77 Y([=n,n]") and T,, = 771([0,7]™). We also define the usual vector norms (R
over R by |[|r||, :=[[7(r)],, and the spectral norm [|A||, by [[M;(A)|l,.

The coefficient embedding can be defined with respect to R but also with
respect to a subring R of R. If needed, we differentiate them by 7 and 75. When

10



both are present, we use §,, and fn for the corresponding sets .S,, and T;, but
with respect to the subring R.

Remark 2.1 (Coefficient Embedding and Subrings). For an element a of R ex-
pressed as a = Zee[o n—1] aezt, we define only here Qij = A4 Then, we have

kj
TR(a) = [a070| e |CLE_1,O| . ‘a07ﬁ_1‘ ‘e |aE—1,ﬁ—1}T
m2(0(a)) = [aoo| .- laom-1]---laz_; ol .- |aE71ﬁ71]T,

which means that embedding through 6 only permutes the coefficients. More pre-
cisely, we define the permutation matrix Py by its entries being [Pg}Ej Vi) = 1

for all (i,5) € [0,k — 1] x [0,7 — 1], and 0 elsewhere. We thence have Tr(a) =
Py - 75(6(a)). This implies that proving statements such as 7g(a) € {0,1}" (i.e.
a € Th) or |[Tr(a)||, < B is strictly equivalent to proving these statement on

0(a) over RF, that is 75(0(a)) € {0,1}" or HTE(H((I))HP <B.

Conjugate. We later use the conjugate a* of a ring element a € R. More
precisely, we define a* = a(z~!) which in the case of power-of-two cyclotomic
rings equals ag — Zie[nq] an—iz'. For a matrix A = [a; ];; € R™™, we define
A* = [a},;]; ; which is the conjugate transpose. We use the same notations when

working over a subring R and keep the latter implicit in the notation.

2.2 Lattices

A full-rank lattice £ of rank d is a discrete subgroup of (R¢, +). The dual lattice
of £ is defined by £* = {x € Spang(L) : Vy € L,xTy € Z}. A lattice over R?
is identified with the lattice corresponding to its embedding into R™¢. For any
A € RP*™ we define the lattice £ (A) = {x € R™ : Ax = 0 mod ¢R}. For any
u € RY, we similarly define £'(A) = {x € R™ : Ax = umod ¢R}.

2.3 Probabilities

For a finite set .S, we define |S| to be its cardinality, and U(S) to be the uniform
probability distribution over S. We also let 1, be the centered binomial distri-
bution of parameter n € N\ {0} defined by the distribution of Zie[n] a; — b; for
ai,bi,...,ay, b, independently drawn from U({0,1}). We then use B, to denote
the distribution over R whose coefficients follow 1,, that is T_l(z/J:;). We use
x < P to describe the action of sampling x € S according to the probability
distribution P. In contrast, we use z ~ P to mean that the random variable x
follows P. The statistical distance between two discrete distributions P, Q over
a countable set S is defined as A(P,Q) = 1> _o|P(z) — Q(z)|. If P and Q
are such that the support of P, denoted by S, is a subset of that of Q, then
we define the Rényi divergence of order a € (1,00) from a P to Q is defined by
RDo(P||Q) = (X res P(x)*/Q(x)2 1)1/ (@=L The Rényi divergence of infinite
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order from P to Q is RD(P||Q) = maxxecs P(x)/Q(x). We give the following
lemma which simply combines the probability preservation from [BLRT18| and
the relative error lemma from [Prel7|.

Lemma 2.1 (|[BLR"18, Lem. 2.9]|[Prel7, Lem. 3|). Let Pi, P be two dis-
tributions having the same support. Let § > 0 be such that Vx € Supp(P1),
1—460 < Py(x)/P2x) < 1+6. Then, for all a € (1,00) and all events E C
Supp(P1), it holds that

a(a_ 1)62 1/a (a—1)/ a—1 2 (a—1)/
< a a ~ a a
P1(E) < (1 + 72(1 — 5)a+1> PQ(E) o 1+ B ) PQ(E)

Probabilistic Norm Bounds. The quality of our preimage sampler depends
on the spectral norm of our secret key which we need to bound. For that we
rely on the following (heuristic) bound inspired by the proven bound of [Ver12]
in the case of unstructured matrices. We note that even though it does not
fit the exact requirements of [Ver12], this bound has been extensively used,
e.g. [MP12,GMPW20,LNP22], and verified by our experiments.

Lemma 2.2 (Heuristic). Let d,m be two positive integers. It (heuristically)
holds that PRNBfX"”[ R|, £ L(Vd+ m+6)] = 1/O(1) (in particular non-
negligible).

We also use the following Johnson-Lindenstrauss-type bound stating that for
an arbitrary vector m and a random short matrix S, then Sm is not significantly
larger than m except with negligible probability. We prove the first following
lemma and then provide a tighter bound which is backed up by experiments.
The first lemma generalizes the bound provided in [JRS23, Lem. 2.5].

Lemma 2.3. Let d,m be two positive integers and A > 0. Let m € Z™ and P
be a distribution with subgaussian moment s > 0. Then it holds that

A [ 8 A N
xm > - - — + = . <277
Py, pa |Sm|, > |4+ 2\/;< 7 + 3 + d) In2 sx/&HmH2 <2

Proof. Define 3 = ||m]||,, and s be the subgaussian moment of P. Let S ~ P4*™,
Let i € [d] and t € R. Then,

Es, [eXp(tsle)] = Eq, H etmisi,;
Jjelm]

= H Esi,j [exp(tmjsiaj)}

j€[m]

< JJ exp(s*(tm;)?/2)

J€[m]

= exp((Bs)*t?/2).
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So z; = s'm; is Bs-subgaussian for each i € [d]. Let y; = 22 and p; = Es, [y:].
Because z; is fs-subgaussian, it means that

Vp > 1,Eg,[|2:["] < p(vV2Bs)PT'(p/2).

In particular, pu; < 2(v/28s)2I'(1) = 48%s%. As a consequence, it holds that

Es, [exp(t(yi — 1)) = 1+ tEs, [yi — pa] + Z (27 — pi)")
p>2
P
<14+) ;!Esi [227]
p>2

< 1+Z 1 (20(V285)"I'(p))
p>2
=142 (2t8%s°)"

p>2

1
=142 ——  _(14+28%s%t
+ (1—2ﬁ232t (1+26% )>
8t2l8484

1y 75
+ 1—2825%t

where the second to last equality holds if [t| < 1/(28%s?). So for some o > 1,
and for all t such that [t| < 1/(2a/3%s?), we have

1664s*a 152)

Es, [exp(t(y; — p))] < exp ( a_1 2

meaning that y; — p; is a centered sub-exponential random variable with param-
eters v = 44%s%\/a/(a — 1) and § = 23%s%a. Thence, y — p = Zie[d] Yi — Mg 1S
subexponential with parameters 4/ = vv/d and ¢’ = §. Using the sub-exponential
tail bound, we obtain that for all r € (0,'2/8"),

Psly — p > 7] < exp(—17/(2+?)).

This can be re-written as follows. For all A € (0 ), it holds that

2d
’ a(a—1)In2

5 2a0ln2 A _
Ps [||Sm||2 > 4dp%s? <1+ — ~d>] <27,

We now fix A and d and optimize over a. More precisely, need to maximize o > 1
while ensuring that A < 2d/(a(o — 1) In2). The optimal value is then

1 8d
o (11 20
@ 2<+ T\ 2)
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We then obtain a bound on [|Sm|3/(d5%s?) as

200In2 A A A 8 A
7—4<1+ o =1 'd> —4+21“2'ﬁ'<\/;+vm+d>-

We then conclude that Pg.paxn[||[Sml|, > /7 - sV/d||ml|,] < 27 as desired. In

general, d is much larger than A, meaning that the factor in front of :5\/§||m|\2
can be bounded by a constant, and goes to 2 for smaller ratios A/d. O

The bound on |[Sm||, from Lemma 2.3 is only needed in the proof of un-
forgeability of our signature. As a result, it only needs to be verified with a
probability that is non-negligible, say a constant, but it does not have to be
overwhelming!4. For example, if the bound is verified only with a probability
of 1/2, it only entails a couple of extra bits in the security loss. This allows
us to obtain tighter bounds and in turn tighter parameter constraints. We note
that such results are obtained with overwhelming probability in [GHL22,LNP22]
based on the normal-distribution heuristic but the latter is not verified for struc-
tured matrices. This is why we provide the following bound which is empirically
verified in the structured case.

Lemma 2.4 (Heuristic). Let R = Z[x]/(z™ 4+ 1) with n a power-of-two. Let
d,m be two positive integers. For an arbitrary m € R™, it heuristically holds
that ]P’SNB?XM[||Sm||2 < %\/ndeHQ] = 1/C with C = O(1) (in particular

non-negligible).

More generally, we observe that IPSNB;LXm[HSmHz < yWnd|ml|,] is negligi-

ble for some « that is at most 1 for typical values of n and d, and such that
lim,,g 00 ¥ = 1/v/2. It is also empirically verified for other centered subgaussian
distributions but where lim,4 ,o, 7 = s, s denoting the subgaussian moment of
the distribution.
Gaussian Measures. For a center ¢ € R? and positive definite S € R?*?, we
define the Gaussian function p /g . : x € R? = exp(—n(x — ¢)"S7*(x — ¢)). For
a countable set A C R, we define the discrete Gaussian distribution D AS.c
of support A, covariance S and center c¢ by its density D AVBe P X E A —
Pv5.e(X)/pys.(A), where p g (A) =3 c 4 Py5.c(X). When ¢ = 0, we omit it
from the notations. When S = s2I,, we use s as subscript instead of v/S.

For ¢ € K and a positive definite matrix S € R"¥*"? we define the dis-
crete Gaussian distribution over R? by T_l(DT( Ri)/S,7( c)), which we denote by
D RA/S.c Since 7(R?) = Z"4, the distribution corresponds to sampling an integer
vector according to ’Dan} VB.r(c) which thus defines a vector of R via 77 1. As

14 Similar bounds for unstructured matrices are used in the zero-knowledge proof sys-
tem. The (heuristical) bound of [LNP22, Lem. 2.8] is v/337||m]||, for P = 11 and
(d,\) = (256, 128). In this case, we need an overwhelming probability. For the same
parameters, our proven result yields a bound of +/1037||m/||, instead.
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coined by Micciancio and Regev [MRO7], we define the smoothing parameter of
a lattice £, parameterized by € > 0, by 7.(£) = inf{s > 0: py/,(L*) =1 +¢}.

We will need a Gaussian regularity lemma from [GPV08, Lem. 5.2] general-
ized to non-spherical distributions. We state it over rings for coherence but it
also applies to the integers. We first prove the generalized version of [GPV0S,
Cor. 2.8] stated here.

Lemma 2.5 (J[GPVO08, Cor. 2.8] adapted). Let d be a positive integer, and
L' C L C RY be two full rank lattices. Then, let ¢ € (0,1), S € R¥? be such
that S — n.(L")?14 is positive semi-definite, and ¢ € RY. We denote by Py =
Dy /5. mod L and Py = U(L mod L'). It then holds that

, l1—¢ 1+¢
Vx € Lmod L', Py(x) € [1+€,1_6 .

When ¢ = 0, we have Po(x) € [(1 —¢)/(1+¢),1 + ¢]P1(x).

Proof. Let z be distributed according to D, g .. Let v+ L be a coset of L/L'.
Then, it holds that

Pys.eV+L)

P,lz =vmod L] =
| | Pys.c(L)

By Poisson’s summation formula and our condition on S, it holds that p g v+
L) =p /g5 (L)€ Vdet S(Vol £')~'[1 — &,1 + ¢]. Similarly, because 7. (L) >
Ne(L), we get Pys.c(L) € Vdet S(Vol £)~'[1—¢,1+¢] (it becomes [1,1+¢] when
c = 0). As a result, we have

1 1—-¢1 1 1-¢1
Pz[z:vmodﬁl]evoc{ c +€} [ c —Hﬂ

Vol £/ [14e'1—¢ :\£/£’| l1+e'l1-—¢
as desired. ]

Lemma 2.6 ([GPV08, Lem. 5.2] adapted). Let d,m,q be positive integers,
and A € R>*™ such that AR = RY. Then, let e € (0,1) and S € R"™*™™

such that S — ng(ﬁj‘(X))QInm is positive semi-definite. We finally define P =
ADy,. ;g mod gR. It holds that Vx € R}, P(x) € [(1 —¢)/(1 +¢),1 +¢lg "

Proof. Tt clearly holds that its support is AR™ mod ¢R = KRZ’ = Rfll. Applying
Lemma 2.5 to £ = R™ and L' = L (A) (through their embedding to Z"™), we
directly obtain that Vx € RI, P(x) € [(1—¢)/(1+¢),1+¢]- £/ Yet £/
is isomorphic to AR™ mod gR = R¢ so |L/L'| = ¢"* as desired. O

We now give the standard tail bound for the discrete Gaussian distribution
from [Ban93]. Notice that when ¢ = 0, the smoothing requirement s > n.(£) in
the following is not needed.
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Lemma 2.7 ([Ban93, Lem. 1.5]). Let £ C R? be a lattice of rank d, and
s> 0. Then, for all ¢ > 1/+/27, it holds that

o\ d
Pup, . |I1%[5 > csx/g] < (C\/%cf’rC )

Typically, for ¢ = 1, the probability is at most 272¢ which is a little too
conservative. Instead, we later use a slack ¢ to tweak the tailcut probability. To
be more precise, ¢ now denotes a function that takes the dimension d as input and
a parameter )\, and outputs the smallest ¢ > 1/4/27 such that (cx/%e’“g)d <
2. For example, it holds for any dimension d that ¢(d,d) ~ 0.767. As an other
example, we have ¢(512,128) ~ 0.5751. For clarity, we simply use ¢4 to denote
e(d, A+ O(1)) where A is the security parameter. Heuristically, we could even
choose ¢y = 1/v/2m =~ 0.4 and have the bound verified with high probability.

Rejection Sampling. We first give the rejection sampling results from [DFPS22,
Lem. 2.2, Lem. 4.1, Lem. C.2] which are needed in the zero-knowledge arguments.
It makes use of the algorithm Rej; from Algorithm 2.1.

Algorithm 2.1: Rej, (z,s, s, M)

1. u <« U([0,1)).
2. return 1 if u < 7 exp (%(”T(S)Hg —2(r(2z), 7(s)))), and 0 otherwise.

s

Lemma 2.8 (Adapted from [DFPS22, Lem. 2.2, Lem. 4.1, Lem. C.2]).
Let d be a positive integer. Let S C R® be a set of vectors of 5 norm at most
T > 0, and Ps be a distribution over S. Let M > 1, ¢ € (0,1/2] and let

o= lr‘l/f/[(\/ln el +InM+VIne=1). Then, let s > oT. We define the following
distributions.

f Sample s <= Ds, y <> Dga , and set z =y +v. Then let b < Rej,(z,s,s, M). If

Pll b =1, output (s,z), and L otherwise.

,P( Sample s <= Ps and z <> Dpa .. Then sample a continuous v < U([0,1)). If

I2 u < 1/M, output (s,z), and L otherwise.

Then, A(Py,Pa) < e/M, and RDoo(P1||P2) <1+¢/(M —1).

We also need another rejection sampling result from [LNS21] which leaks at
most one bit of information if it is to hide ephemeral randomness. It is similar
to the previous one except that it also rejects based on the direction of z with
respect to s. Note it cannot be used for long-term secrets as leakage would
increase with repetition.

Lemma 2.9 ([LNS21, Lem. 3.2]). Let d be a positive integer. Let S C R?
be a set of vectors of o norm at most T > 0, and PDs be a distribution over
S. Let M > 1 and o = \/7/In M. Then, let s > oT. We define the following
distributions.
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[ Sample s <> D5,y <> Dpa , and set z =y + v. Then, sample u <> U([0,1)). If
P1(r(z), T(v)) <0 orifu> grexp (Z(Ir(s)ll3 — 2(7(2), 7(s)))), output L. Else

| output (s,z).

(
Pa

|

Sample s <> Ps and z <> Dra .. Then sample u <> U([0,1)). If (7(z), 7(v)) <0
or if u > ﬁ, output L. Otherwise output (s,z).

Then, P1 outputs (s,z) #L with probability at least 1/2M, and conditioned on
not aborting it holds that P1 and Py are identical.

2.4 Hardness Assumptions

The security of the signature of Section 5 is based on the Module Short Integer
Solution (M-SIS) and Module Learning With Errors (M-LWE) problems [LS15],
which we now recall. We consider both problems in their Hermite Normal Form,
i.e., we specify the identity in the M-SIS matrix, and we use the same distribution
for the M-LWE secret and error.

Definition 2.1 (M-SIS). Let R = Z[z]/{z™ + 1) with n a power-of-two. Let
d,m,q be positive integers and B > 0 with m > d. The Module Short In-
teger Solution problem in Hermite Normal Form M-SIS, 4.m 45 asks to find
x € Ly ([I4|A]) \ {0} such that ||x||, < 8, given A’ «= U(RI*m=4).

The advantage of a probabilistic polynomial-time (PPT) adversary A against
M-5IS,, 4,m,q,5 is defined by

Advyrsis[A] = P[[I4/A'lx = 0mod gR A0 < ||x||, < B:x+ A(A)],

where the probability is over the randomness of A’ and the random coins of A.
When the parameters are clear from the context, we define the hardness bound
as ep.sis = sup 4 ppr Advarsis[A]. We now present the M-LWE problem in its
multiple secrets variant which we use throughout the paper.

Definition 2.2 (M-LWE). Let R = Z[z]/(z™ + 1) with n a power-of-two. Let
d,m,k,q be positive integers and 2, a distribution on R. The Module Learn-
ing With Errors problem M-LWEﬁ,d’mq’% asks to distinguish between the fol-
lowing distributions: (1) (A’, [I,,|]A']R mod qR), where A’ ~ U(R™%) and
R ~ 28mF and (2) (A',B), where A’ ~ U(R™?) and B ~ U(R]™F).

The advantage of a PPT adversary A against M—LWEZd’m’ 0.2, 18

AdvywelA] = [P[A(AY, [I,|AR) = 1] - P[A(A', B) = 1]],
When the parameters are clear from the context, we define the hardness
bound as enrowe = sup 4 ppr Advaowr[A]. Additionally, a standard hybrid

argument shows that M—LWEfL’d,m’q’% is at least as hard as M_LWE}L,d,m,q,@,.
at the expense of a loss factor k£ in the reduction.
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2.5 Digital Signature

A digital signature corresponds to a collection of four algorithms Setup, KeyGen,
Sign, Verify. The Setup algorithm generates the public parameters pp from the
security parameter \. Then, each signer runs the KeyGen algorithm and obtain a
secret key sk for signing, and a public key pk for verification. The Sign algorithm
takes a message m and a signing key sk (and sometimes pp, pk) to produce a
signature sig. Finally, from the message m, the signature sig and the verification
key pk (and pp), Verify outputs 1 if sig is a valid signature on m for the key pk,
and 0 otherwise. The signer can also maintain a state st which is used to keep
track of some information necessary for the signing procedure. The state can be
as simple as a counter, but can also be more complex like a table storing all the
previously emitted signatures.

Security-wise, we expect the digital signature to be correct, that is that
honestly generated signatures produced by honest keys pass verification with
high probability. Formally, we expect that for any pp < Setup()), (pk,sk) +
KeyGen(pp), and any message m, Verify(pk, m, Sign(sk, m, pk, pp), pp) = 1. We
also expect unforgeability which captures the fact that an adversary able to see
or request signatures on message of their choice cannot produce a valid signature
on a new message without knowing the signing key. It is modeled by the security
game from Figure 2.1. If the probability that the polynomial adversary wins
the corresponding security game is negligible in A, the signature is said to be
existentially unforgeable against chosen-message attacks or EUF-CMA secure.

Challenger C Adversary A
pp < Setup(1?)
(pk, sk) <= KeyGen(pp) pp, pk
m®

o HETT
sig; < Sign(sk, m”, pk, pp) sig; Choose m®

_—

m*, sig® Choose m*, sig*

A wins if m* ¢ {m®;i e [Q]}
and Verify(pk, m*, sig*, pp) = 1

Fig. 2.1. Existential Unforgeability against Chosen Message Attacks game

2.6 Anonymous Credentials

An anonymous credential system can essentially be seen as an elaborate digi-
tal signature scheme where an organization generates credentials on attributes
for users through an interactive process Issuep 7. The credentials can thus be
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shown to werifiers through an interactive protocol Showy y . In other words,
Issuep v and Showy y can be seen as the interactive counterparts of Sign and
Verify algorithms which handle credentials and attributes instead of signatures
and messages. Anonymous credentials extend the EUF-CMA security notion to
this context but primarily introduce privacy considerations that do not exist for
standard digital signatures.

As in [JRS23], we use the formal definition and security model from [FHS19]
that we formally recall below. This model defines two main security properties,
namely unforgeability and anonymity. The former essentially requests that no
adversary can convince a verifier that it owns a valid credential on a set of at-
tributes if it has not received such a credential from the organization. Anonymity
requires that no one, even the organization, can identify the user running the
Showy;,y protocol unless the set of disclosed attributes trivially allows it to do so.
This means that no information leaks on the credential nor on the undisclosed
attributes.

We now formally describe the necessary notations and security definitions.
An anonymous credentials system is a collection of four algorithms OKeyGen,
UKeyGen, Issuep 7, Showy 1y, where OKeyGen and UKeyGen take public param-
eters and output the organization’s and user’s key pairs respectively, which are
denoted by (opk, osk) and (upk, usk). Then, Issuep i is an interactive protocol be-
tween the organization O holding (osk, opk, upk, pp, st) and the users’ attributes
m, and a user U holding (usk, upk, opk, pp) and its attributes m. The user re-
ceives a credential cred on m if the protocol went through, while O only knows
whether or not the execution was successful. Finally, Showy y is a (possibly
non-interactive) protocol between a user U with (usk, opk, pp, m,cred,Z) and a
verifier V having (opk, pp, mz). It outputs 1 to V if cred is valid for the disclosed
attributes mz and 0 otherwise, while U gets no output.

We require such a system to be correct, anonymous and unforgeable. The
latter two properties are defined using the following notations.

— HU: Set of user indices of honest users (& at the outset).

— CU: Set of user indices of corrupt users (& at the outset).

— ctr: Issuance counter (0 at the outset).

— A: Set of triplets (j,j’, (m;);cjg) filled after a successful issuance of creden-
tials for user j on attributes m and issuance index 5 (Ooptiss OF Ossue)-

— Opu(jy): Given a user index j, it returns L if j € HU U CU. Otherwise, it
samples (upk;, usk;) < UKeyGen(pp), adds j to HU and returns upk;.

— Ocu(j,upk): Given a user index j and optionally a public key upk, it adds j
to CU, and it registers a new user with public key upk if j ¢ HU. Otherwise,
it returns usk; and sets HU <= HU \ {;}.

— Oobiss(j, m): Given some j € HU and attributes m, it runs the proto-
col Issueo i ((osk, opk, upk;, pp, st,m); (usk;, upk;, opk, pp, m)) assuming the
roles of both O and user j. If successful, it increments the issuance counter
ctr, stores the resulting credential and stores (j,ctr,m) in A. It returns T if
the execution succeeded. If j ¢ HU, it simply returns L.
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— O0btain(j, m): Given j and attributes m, it returns L if j ¢ HU. Otherwise, it
runs Issue4 7 (+, (uskj, upk;, opk, pp, m)) with the adversary A posing as the
organization.

— Olssue(J, m): Given j and attributes m, it returns L if j ¢ CU. Else, it runs
Issuep, 4((osk, opk, upk;, pp,st,m), ) with the adversary assuming the role
of the user. If successful, it increments the issuance counter ctr, stores the
credential an§1 adds (j,ctr,m) in A.

— Oshow (5’ ,m(I] )): It takes as input an issuance index j’ and disclosed at-

-/
tributes m(I] ). The issuance index corresponds to a successfully issued cre-

dential cred¥”) on m(Ij/) for a user j during the j’-th query to Ojssop: or

Oobtain- If 7 € HU, it runs Showy 4((usk;, opk, pp,m(Ij/),cred(j’)7I),-) with
the adversary posing as the verifier, and returns L if j ¢ HU.

We expect the anonymous credentials system to be correct, i.e., honest ex-
ecutions of Issuep iy succeed, and that honestly generated credentials pass ver-
ification in the Showy  protocol. We also want the anonymous credentials to
be anonymous, that is showings should not reveal the credential nor the hidden
attributes and user secret key, and different showings should be unlinkable. The
security game is depicted in Figure 2.2. The scheme is anonymous if

[P[b* = b A Ocy was not queried on jg nor ji] — 1/2| < negl(A)
in the anonymity game. As in [JRS23|, we assume without loss of generality that
(opk, osk) are honestly generated. To ensure this in practice, the organization
could provide a zero-knowledge proof of such a statement.

The unforgeability property not only captures the inability of an adversary to
forge credential but more generally its inability to convince a verifier that they
hold a valid credential. It therefore encompasses forgeries where an adversary
would (1) impersonate an honest user, (2) trick the verifier with a falsified proof,
and (3) forge a fresh credential, i.e., signature. We give the unforgeability game
in Figure 2.3. The adversary wins the game if the challenger does not abort and if
the challenger’s output of the execution of Show is 1. We say that the anonymous
credentials system is unforgeable if for all PPT adversary A, its probability of
winning is negligible.

Remark 2.2. The security model of [FHS19] assumes that all attributes, except
the user’s secret key, are revealed during issuance. Our scheme of Section 6
(like [JRS23]) is compatible with this model but also allows to conceal some
attributes at issuance thanks to the zero-knowledge property of the proof system
and the hiding property of the commitment scheme (M-LWE). More generally,
our scheme enables selective disclosure of attributes at both the issuance and
showing of credentials.

3 Preimage Sampler

We start by introducing the preimage sampler we use in our signature. We detail
the overall loss of the sampler aiming for a finer parameter selection, and also
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Challenger C Adversary A

pp + Setup(1?)

(opk, osk) « OKeyGen(pp)
opk, osk

Oracle Queries to
OHU-, C)CU 3 C)Obtam 5 C)Show

Choose issuance indices
jo, j1 on same disclosed
-/ -/ .
Jos J1, Mz attributes mz

Aborts if (jo, jo, mU0)) ¢ A

or (Jlaj(,)am(Ji)) ¢ A
b« U{0,1})

Showc, 4 ((usk;, , opk, pp, m(jlg), cred(jl/r),I), 4
-—>

Oracle Queries to
Onu, Ocu, Oobtains Oshow

b* Choose b* € {0,1}

D ——
J

Fig. 2.2. Anonymity Game for the Anonymous Credentials System. The ingex Ja is
the user index associated to the issuance index j,. The attribute vector mYe) is the
attribute vector used in the j/, issuance, and must satisfy m(IJ o) = mz.

e N

Challenger C Adversary A

pp « Setup(1*)
(opk, osk) <— OKeyGen(pp)

opk

Oracle Queries to
C)HUs OCU ) C)Obtlss- C)Issuc- C)Show

Choose disclosed
(my)ier attributes (m;)iez
-/ <~
Aborts if (5,5, m")) € A
for some j € CU

with (mgj,))ie:r = (m;)iez

Show.4c (-, (opk, pp, (m;)ic1))

Fig. 2.3. Unforgeability Game for the Anonymous Credentials System.
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to ease the floating-point precision analysis of Section 9. For that, we specify all
the samplers used as subroutines (perturbation and gadget samplers).

3.1 Description

We here revisit the sampler introduced in [JHT22] which breaks the symmetry
between the top and bottom parts of the perturbation p in [MP12], and use
instead two different parameters s; and so. More precisely, we sample a pertur-
bation over R¥2tF) of covariance

2 *
_ 2y 0 ] o [RR* R
S= MT <|: 0 S%Idk:| sa l: R* Idk

_[$na 0] [MA(R)MA(R)T M, (R)
0 s3Lae| *¢| MR L

where s, will hopefully be much smaller than s; because z (as defined in Step 5
of Algorithm 3.2) has to be perturbed by a smaller amount than Rz. For that,
we use the module sampler from [BEP'21] (and Klein’s sampler [Kle00,GPVO0S|
for the gadget sampling part) which we describe in Algorithm 3.1. We slightly
adapt their algorithm to our elliptic distribution featuring two Gaussian widths
s1 and sy instead of one. The only difference comes in step 3 in the definition of
S’ as the Schur complement is slightly different. The analysis still goes through in
the very same way, as their sampler is an extension of the sampler from [GM1§]
which was already general enough to encompass the elliptic case.

Algorithm 3.1: SamplePerturb(R, s1, s2, sg)

Input: Trapdoor R € RZdXdk, Gaussian parameters s, s2, sg > 0.

Pz Dpow. /1=
C24 —5%;/(53 - Sé)sz
Soq + s1I2q — (sg° — 55 2) 'RR".
for i =2d,...,1 do
. _ Si s _ c;
Write S;,c; as S; = [S;_k 7, and ¢; = a |
pi DR TRTANI > SampleFz in [GM18, Fig. 4]
,/\/ Tifll)» i
Ci—1 < ¢, + f; " (pi — di)si.
Si—1 < S} — f's;s).
pP1 < [p1]. .. |p2d

© N o gtk =

I

Output: p = (p1, p2) > Statistically close to Dypaca+k) g

The first step only involves spherical sampling over Z"%  while the sampling of
p; has a covariance /M, (f) for some f € Kg verifying f* = f. This can be
handled using the sampler SampleFz from [GM18, Fig. 4] as is done in [BEPT21].
We then obtain the following elliptic preimage sampler.
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Algorithm 3.2: SamplePre(R; A’,u, T, s1, 52, sG)

Input: Trapdoor R € R**% Matrix A’ € RZ*?, Syndrome u € R, Gaussian
parameters s1, 2, sa > 0, tag T € GLq(Ry).

1. p= [p’{‘pg]T ~ DR4(2+k),\@' > SamplePerturb (Algorithm 3.1)
2. W+ Tﬁl(u — [A|TG — AR}p) mod gqR. > Syndrome correction
3. c+ G_I(W). > Arbitrary solution
4. y < DL;—(G),SG,fc' > Klein (Algorithm 9.1)
5. z+c+Yy.

6. Vi +— P1 + Rz.

7. Vo ¢ p2 + 2.

Output: (vi,va).

3.2 Security Analysis

We now study the closeness between the distribution outputted by Algorithm 3.2
and the ideal distribution. For that, we not only need to account for the loss
captured in [MP12] but also from that of the samplers we use for the perturbation
p and the gadget sample y. These can be obtained from the literature. For the
perturbation sampler of Algorithm 3.1, we follow the proof from [BEP21| but
by specifying the loss at each step (as is done in [GM18| from which it takes
inspiration). In the end, we obtain the following lemma.

Lemma 3.1 (|[GM18, Thm. 4.1] adapted). Let ¢ € (0,1) be such that
S - ns(Z”d(2+k))2Ind(2+k) is positive semi-definite. Denote by P the distribution
outputted by SamplePerturb. Then, it holds that

Vp € Rd(2+k)7p(p) € [6_1a 5] : DRd(2+k)7\/§(p)7

where § = (1 +¢)/(1 —¢))%4=D+1 ~ 14 2(6d(n — 1) + 1)e.

e—0

For the gadget sampling step, we use Klein’s sampler [K1le00,GPV08| which
was thoroughly analyzed by Prest [Prel7].

Lemma 3.2 (|[Prel7, Lem. 8] adapted). Let ¢ € (0,1/4) and let sg >

ne(Z"%)\/b2 4+ 1. Denote by P the distribution outputted by Klein’s sampler for
the lattice L (G) and a center c. Then, it holds that

Vy € de,P(y) € [671, 5] 'DLQL(G),SG,C(Y)v
where § = ((1 + ¢/ndk) /(1 — ¢/ndk))"* ~ 1+ 2e.
e—

Following the proof of [MP12, Thm. 5.5] but by using the imperfect samplers,
we can derive the overall loss of SamplePre compared to the ideal distribution,
ie., Dﬁ;([A|tG*AR]),diag(slbnd,szlndk)' We then obtain the following result.
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Lemma 3.3 ([MP12, Thm. 5.5] adapted). Let ¢ € (0,1/4) and sg >
Ne(Z™%*)\/b2 + 1. Assume that S — ng(an(2+k))21nd(2+k) and S — s&/(s& —
DM, (R)TI)T[M, (R)T|1] are positive semi-definite. Denote by P the distribu-
tion outputted by SamplePre. Then, it holds that for all v € L}([A|TG — AR])

P(v) € [61,02] - Drw((A|TG-AR)),diag(s1Tana,saTnar) (V)

where
1o\ 6dn=1+3 /1y e /ndk ndk
! (1—|—5> <1+e/ndk> €0 (6d(n —1) +4)e
14e\0dn=0+2 /4 e/ndk nek
— I — ~ 1 2 — 1 .
02 (15> (ls/ndk> o LT 26dn —1) +3)e

3.3 Parameter Setting

To guarantee that the sampler is correct, we need to satisfy parameter constraints
of Lemma 3.3. For that, we set sq = 1.(Z"%)v/b2 + 1 and then determine the
values of s1,s2 so that S verifies the necessary conditions. We thus use the
following lemma.

Lemma 3.4. Let m,{ be positive integers, R. € R™**, and a, 3,7 positive reals.
The matriz )
_|& I’m 0 2 R T
s= "o sin) [

is positive definite if and only if o > \/1+1/(c2 = 1)y||R|y and B > ¢y for
some ¢ > 1. For c = /2 it yields o > V/27||R||, and B > V/27.

Proof. We can re-write S as

g _ a’l,, — v RRT  —’R _|A B
—’}/QRT (62 _ 72)15 |IBT C| -
Then, by using the characterization by Schur complements, it holds that S is

positive definite if and only if C is positive definite and S/C = A — BC~'B”
is also positive definite. This means having

(62 — I, and (aglm — ’yzRRT) — (—72)R- (62 — 72)_1I¢ . (—72)RT

positive definite. The condition translates to 8 > v and a? > Apax (72 +74(8% —
'72)_1)RRT), where Apax denotes the largest eigenvalue. It comes down to 8 >
cyand o > /1+1/(c?2 —1)7|R|, for any ¢ > 1 as claimed. O

As a result, we have to choose the Gaussian widths s; and s, such that
V53 — 0o (Znd2+R))2 > /256 ||R||, and \/s3 — 1. (Z"42TR))2 > /25, and also

such that s1 > /254 /(s& — 1)||R||, and s2 > /254 /(s& — 1). We can therefore

set s1 = 1/25&/(s%, — 1)||R||, and s = /2% + 1-(Z"¥(2+F))2 and still inherit
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from the analysis of [MP12]. This allows us to drastically reduce the size of the
bottom part for free, while keeping the size of the top part (almost) the same as
before. Additionally, the overall norm of v is smaller which can result in slightly
increased concrete security. Using the perturbation sampler of Algorithm 3.1
leads to slightly improved parameters over [JHT22|, but, more importantly, a
drastic computational efficiency gain over the Peikert sampler [Peil0] implicitly
used in [MP12] and in turn [JHT22]. We also note that [JHT22] only provide
the simulation for uniform targets u, and not arbitrary ones as in [MP12]| and
our case.

4 Trapdoor Switching

We now formalize the (partial) trapdoor switching sketched in Section 1 and the
detailed loss it incurs in the following lemma. We give a more detailed explana-
tion in Section 5.1 on how it is used in the security proof of our signature.

Lemma 4.1. Let d,q,k be positive integers, b = [¢q/*]. Let ¢ € (0,1/4) and
s > N(Z"*)Vb2 + 1. Then let A’ € R A = [I4]A], (R))jca+1 €
(R24XFYITL “and the partial gadget matrices (G;)jejq = (e; @ [1[b] ... [bF71]); €
(RTF)E. Let () jepar) € (RX)UT. Let i € [d]. We define G = [Gy]...|Gq],
R = [R4]...|Rq4] and R_; the matriz where the block R; in R has been re-
placed by Rgr1. We also call T = diag(ty,...,tq) and T_; the matriz T where
the i-th diagonal entry is replaced by tg+1. Let s1,s2 be two positive reals such
that 1 > v/25% /(% — D -max([Rlly, [R—ill,) and 5 > /2% + 0 (ZHCFR)2,
Finally, fitu € Rg.

We call A the matriz [A|TG — AR|ty11G; — AR4y1] mod qR for clarity,
and then define the following distributions.

f Sample v3 <= Dy,
Py

1
( Sample V2 <~ DRk,527 (V1,(V2’1,...,V27l‘_1,V3,V2’Z‘+1,...,Vz,d)) <

Py SamplePre(R_;, A’ u — (G, — AR;)ve,; mod qR,T_;,s1,582,5c), define
| and output (v1,(Va,j)je[d], V3)-

\s97 (Vl, VQ) < SampIePre(R7 A/, u— (fd+1 Gz — ARd+1)V3 mod
qR,T, s1,s2,sc) and output (vi,va,vs).

It holds that Vv € LE(A), Pi(v) € [671,8] - Pa(v), where

12d(n—1)+5 2ndk
_(1+¢ 1+e/ndk

Proof. We additionally define A = [A|TG — AR] and refer to v as the random
vector [v]|vl|vI]T. First starting from Py, conditioned on v3 = ¥3, Lemma 3.3
yields that the distribution of (vy, va) is [d1, d2]-close to D£33 (&) diag(s1,52) where
u3 = u-— (ty+1G; — AR44+1)v3 mod gR. However, this distribution corresponds
) conditioned to A'[VI'vT]T = a3 mod

exactly to the distribution Dga+5) diag(s, s
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qR. Hence, we have
7)1 (Vila Vi?, Vi?)) S [61; 52] . DR’“,SZ (TS)D[/:;S (K,),diag(sl,sz)(vil’ V72)
= [01,02) - (DRac+0+x ding(sy,00,50) | AV = umod qR) (V1, V3, V3)

= [517 52] : IDL{;(X),diag(sl,sz,sz) (W’ V2, V73)

Similarly, starting from P and conditioning on vy ; = V3 ; yields
,PQ(Th Vo, V73) S [51v 62] . DL;(K),diag(sl,sz,&)(vil’ Va, V73)

Combining both gives the result with a loss § = d2/d1. The expression of d1, s
and their asymptotic equivalent for small ¢ are obtained from Lemma 3.3 and
yield the expression and asymptotic equivalent for ¢. O

We note that our partial trapdoor technique can be used in other construc-
tions as well. For example, the group signature [LNPS21] would benefit from our
technique allowing to reduce the group signature size as well as the user secret
key size.

5 The Signature

5.1 Intuition

We here provide the intuition behind the most noticeable modifications we are
making to [JRS23]. Other modifications, such as finer precision analysis or bound
optimisations are not discussed here because they do not intrinsically change
the construction of [JRS23|, but primarily because they require to be presented
with many intricate details that do not fit this section. Those details are thus
postponed to Sections 5.3, 3 and 9.

Step 0: The [JRS23]| construction. In [JRS23], a signature v on a message m
is a vector of dimension roughly 2dk following a spherical Gaussian distribution
such that

Arv =[A|TG — AR]v = u+ Ar + Dm mod ¢R.

We refer to Section 1 for a definition of each of the elements involved in this
relation. As explained in the same section, moving from the statistical setting to
the (more efficient) computational setting introduces a problem in the security
proof which is currently solved (see e.g., [{PLS18,LNPS21]) by adding a second
trapdoor. In the case of MP trapdoors [MP12], we would end up with a matrix
At =[A|TG — AR|G — AR/] of dimension 2(d + k).

Step 1: Reducing dimension of At (and hence v). We recall that the
core idea of security proofs for this family of signatures is to transform the
public key AR into T*G + AR, for some tag matrix T*. This is currently
done through hybrid games where AR is replaced at some stage by a random
matrix, without associated trapdoor. The second trapdoor therefore takes over
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signature generation during this intermediate game before being discarded when
the transformation to T*G 4+ AR is complete.

We significantly improve over this approach by presenting a new strategy
that does not need a full extra trapdoor, but only part of one. Using this extra
partial trapdoor slot in a hybrid argument allows the same security proof (namely
moving from AR to T*G + AR) to go through in a much more compact way.

The idea is as follows. The gadget matrix G = I; ® g’ can be written as
[e1 @ gT|...|leq ® gT], where e; is the j-th canonical vector of R%. For clarity,
we define G; = e; @ g7 € Rk Assume we have a matrix of the form A =
[AITG—AR|t;11G; — ARgy1] with T = diag(ty, ..., ts). To sample a preimage
of uby A, we could proceed in two ways that we show are statistically close (see
Section 4). The first way is to sample v3 from Dgsx 4, and then use SamplePre
with the trapdoor R to find a preimage of u— (t441G; — ARg4+1)vs. The second
way is to essentially exchange the j-th block of TG — AR, that is, the columns
jk+1,...,(j+1)k, by the final block t;41G; — ARg4y1. Concretely, one samples
va, j from Dgi g, and then samples [vi,va1,...,V2-1,V3, V2 ji1,..., V2] from
SamplePre with the trapdoor [R4]...|R;j_1|Ra+1|Rj+1] ... |Rq] on the syndrome
117(tj Gj*ARj)VQJ, and with tag diag(’q, ‘e 7tj—1a td+1, tj+17 ey td) The point
of this second case is that R; is no longer needed for preimage sampling, so the
unused block AR; can be replaced in the public key by k random vectors without
impacting the ability to answer signature queries. Those random vectors can then
be replaced by t;- G, + AR; for arbitrary t;- in a second game hop. In both cases,
indistinguishability between those games relies on the M-LWE assumption.

A standard hybrid argument is then used to finalize the proof. More con-
cretely, we set t;11 = 1. At the beginning of the proof, any signature with tag t
is answered normally with t; = t for ¢ < d. Then, at the j-th hybrid, 7 — 1 ap-
plications of the strategy above lead to a situation where the first (j — 1) blocks
AR; of the public key has been replaced by t*G; + AR;, which means that
signatures with tag t are actually generated using t; = ... =t;_; =t —t* and
t; = ... =ty = t. Note that this is transparent to the adversary as the signatures
do not leak any information on the actual tag: this is actually the core argument
of the security proofs in [MP12,JRS23| where the adversary obliviously use tags
(T — T*). Moreover, generating a signature for tag t* is still possible using the
very classical approach consisting in programming the public key u accordingly.
Our reduction can thus answer all signing queries at any stage using only this
extra block t441G; — ARg41. As a consequence, the dimension of At and hence
the one of our signatures will be 2d + k(d 4 1) instead of 2(d + kd), which leads
to much better performance. This idea of trapdoor switching is formalized in
Section 4, and the full security proofs using it can be found in Section 5.3.

Step 2: Changing signature distribution. At this stage, we then have a
shorter signature v which still follows a spherical Gaussian distribution. The
main step in the procedure to generate v is the preimage sampling algorithm
used on syndromes of the form u + Ar + Dm mod gR. When using the MP
sampler, as is done in [JRS23], the preimage must be perturbed so as to hide
information on the trapdoors. Concretely, this is done by generating a pertur-
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bation p which is then added to the preimage whereas the syndrome is modified
accordingly. In [MP12], all parts of p were generated so as to obtain the spherical
distribution mentioned above, which is not optimal as noted in, e.g., [JRS23].
One could consider alternatives such as those described in [LW15,CGM19] but
their analysis requires statistically uniform syndromes, not computationally uni-
form ones, which would bring us back to Step 0.

To find a middle way between the original MP sampler and the ones requiring
statistical regularity arguments, e.g., [LW15,CGM19|, we revisit the sampler
which was very recently introduced in [JHT22|. The idea is to tweak the MP
sampler to generate the perturbation p with two different Gaussian widths, one
for the upper part and one for the lower part, leading to elliptical Gaussians.
This allows for reducing the size of preimages, and thus signatures, at no cost
on security. We provide details on this elliptical sampler in Section 3.

Step 3: Removing Signer’s Randomness. As explained above, the goal of
the security proofs of signature schemes based on the MP sampler is to end up
with a situation where the reduction can normally answer all signing queries
but one, for which it has no trapdoor. For this special query, the reduction
leverages some information hidden in the public parameters but, as the latter
are defined at the beginning of the game, they do not necessarily compensate the
Dm component of the syndrome which is adaptively chosen by the adversary.
As a consequence, the distribution of the signature in this case may not be
correct, leading the reduction to fail. In [JRS23|, this problem is solved using
a rather conventional approach where the signer contributes to the syndrome.
Concretely, instead of computing a preimage of u + Dm mod gR, it selects a
random vector r and then computes a preimage of u+ Dm + Ar mod gR. This
additional randomness r, chosen with the knowledge of m, is sufficient to prove
security using a standard noise drowning argument with the Rényi divergence
as shown in [JRS23].

Besides making the signing procedure more complex, the downside of this
approach is that it adds an element r to the signature. Although it can be merged
with the signature thanks to the approach of [JRS23|, it still has a cost as it
increases the norm of the first part of the signature. To remove r, we follow in our
proof a different approach based on rejection sampling, as in [CKLL19]. The core
idea is to abort the reduction if the message m leads to an invalid distribution
of the signature while tolerating a small amount of leakage using Lemma 2.9
(contrarily to [CKLL19]) so as to improve performance. As this leakage only
occurs once in the reduction, it does not significantly impact security. In all
cases, this approach only entails a small constant reduction loss factor compared
to the previous one based on the Rényi divergence. More precisely, we achieve
a constant loss factor, but without having to increase the Gaussian width by
a ©(V/)) factor. Decreasing the reduction loss allows us to use much smaller
parameters as we need to aim for around 165 bits of M-SIS core-SVP hardness
instead of 210 in [JRS23].

We nevertheless stress that this only allows to remove the signer’s random-
ness. Some situations (e.g. obtaining a signature in a privacy-preserving protocol)
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may indeed require the user to hide his message by adding Ar, to the commit-
ment Dm and this remains true in our case. We will therefore need to consider
two variants of our scheme, one for the standalone version of our signature and
one for usage in the situations mentioned above. Actually, the only difference will
be located in the verification bound on the first part of the signature (v1). For
the signature itself, we have ||v1[|, < B; where B; is determined by Lemma 2.7,
while in the protocols, we have [|vi||, < By + [[ryl[,- At this point, changing to
a rejection-based analysis also improves upon [JRS23|. The choice of Gaussian
randomness seemed motivated by the use of the Rényi divergence in the noise
drowning step. Using a rejection-based method allows us to rely on a computa-
tionally hiding commitment and use r, to be composed of binary polynomials,
which results in only a v2nd additive term in the verification bound.

In the end, our signature v on a message m is now a vector of dimension
2d + k(d + 1) following an elliptical distribution such that

Arv =[A|TG — AR|A3]v = u+ Dm mod ¢R,

where Agj is a d X k random matrix. Together with the optimizations mentioned
at the beginning of this section, it leads to significant performance improvements,
as illustrated in Tables 8.1 and 8.4.

5.2 The Scheme

The formal description of the Setup, Keygen, Sign and Verify algorithms that
constitute our signature scheme is provided below.

- Algorithm 5.1: Setup
Input: Security parameter \.
1. Choose a positive integer d.
2. Choose k < n to be a power of two.
3. Choose a prime ¢ s.t. ¢ = 2k + 1 mod 4k and ¢ > (2/k)".
4. Choose positive integer w. > Hamming weight of tags
5. Choose positive integer b. > Gadget base
6. Tw < {f el : ||'£||1 = w} > Tag space
7. k + [log, q].
8. Choose a positive integer m. > Maximum bit-size of m is nm
9. G=I1)® [1 cee bkil] S Rngk. > Gadget matrix
10. 7 < /In(2nd(2 + k)(1 +e-1)) /. > 7 2 e (ZnZHR)
11. sg < rVb2 + 1. > Gadget sampling width
12. 81 + max (1 / ﬁn\/%, 1/ 325%1 . %(\/ 2nd + vVndk + 6)) . > Top preimage
width
13. s2 < rv/2b% + 3. > Bottom preimage width
14. o+ - Stlm > Rejection sampling slack
15. M «+ exp(w/aQ). D> Repetition rate
16. D « U(Rgxm). > Message Commitment Key
17. A’ < U(RI).
18. Az <+ U(RI*F).
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19. u <« U(RY).
20. A « [I4|A'] € RI*24,

OUtpl'lt': pp = ()‘7”7 d7Q7w7b7 k,m,r, SG7517827O‘7M7D7AI7A37U)'

- Algorithm 5.2: KeyGen
Input: Public parameters pp as in Algorithm 5.1.

1. R+ B?**% conditioned on ||R|, < 15(v2nd + v/ndk + 6).
2. B+ AR mod gR € RI*¥*.

Output: pk = B, and sk = R.

Algorithm 5.3: Sign
Input: Signing key sk, Message m € T7", Public key pk, Public Parameters pp,
State st

¢ < Dm mod ¢R. > Biding commitment to m
t < F(st). >te Ty
V3 < DR"’,SZ'

(vi,v2) « SamplePre(R, A’ u+c — Azvs mod qR, t, s1, 2, 5G)

if HV1||2 > By V HV2H2 > By V ||V3H2 > B3 goto 3)

st < st+ 1.

Parse vi = [V{1|V£2]T with vi1,vi2 € RY.

A

Output: sig = (t,v1,2, V2, V3).
r Algorithm 5.4: Verify
Input: Public key pk, Message m € T7", Signature sig, Public Parameters pp.

1. vii < u+Dm—A'vis — (tG —B)vy — Asvs mod gR € RY.
2. Vi [vfl\vfg}T
3. by +— ||V1H2 < Bj. > By = chdsl\/m
4. by ||V2H2 < Bs. > By = cndkszm
5. bg + ||V3H2 < Bs. > Bs = cprs2Vnk
6. by +—te Ty,.
7. bs <~ meT".
Output: by Aba Abs Abg Abs. > 1 if valid, 0 otherwise )

Remark 5.1. As usual with tag-based signatures, a tag t must never be used
twice. This condition is easily met when plugged in an anonymous credential
system as one can derive the tag from, e.g., user-dependent information. But at
this stage, we must remain general and thus choose to describe our signature
in its stateful variant, as was done in [JRS23]. We refer to the latter paper for
further discussion on this topic.

Lemma 5.1 (Correctness). The signature scheme of Algorithms 5.1, 5.2, 5.5,
and 5.4 is correct.

Proof. Let pp, and (pk,sk) = ((B,u),R) be obtained by running Setup(1*),
and KeyGen(pp) respectively. Let m € {0,1}™ be an arbitrary message and
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(t,v1,2,Va,v3) < Sign(sk, m, pk, pp, st) a signature. We define
Vil =1u + Dm — A/VLQ — (tG — B)Vg — A3V3 mod qR S Rd.

Then, vi = [v{;|v],]" and v, were obtained from SamplePre(R, A, I, u +
Dm — Asvs mod ¢R, s1, s2, Sg). Using the same argument as the one from the
proof of Lemma 4.1, we get that the distribution of (vy,va,v3) is [01, d2]-close
from the elliptical distribution Dg2aci+r) diag(s,,s,,s,) cOnditioned on Avy +(tG —
B)vs+A3zvs = u+Dm mod ¢R, where d1, 02 are defined in Lemma 3.3. Applying
Lemma 2.7 yields the bounds By = ¢angs1V2nd, Bs = cpapsavVndk and Bs =
cnkS2Vnk on ||[vily, [[Vally, [[V3]ly- It gives that by Aby AbsAbsAbs = 1 except with
probability 6,2~ AFOM) by definition of capng, Cnid, Cuk- Since we set € so that
d2 = 14+0(1), we indeed obtain the correctness with overwhelming probability as
claimed. Note that since we reject signatures that exceed the bounds during the
signing process, the correctness of outputted signatures is actually guaranteed.
Nevertheless, the correctness error we just derived is helpful to establish that
generated signatures are never rejected except with negligible probability, thus
bounding the number of rejections during the signing procedure. O

Remark 5.2. We note that the bounds B; are set so that generated signatures
are rejected only with negligible probability 2-A+O() by definition of can4,
Cnkd, and cpi. We can have smaller tailcuts by aiming for a probability bound
of say 2712 so that all three bounds are verified except with probability at most
2710 This would slightly improve the signature sizes and the M-SIS bounds used
in the security assessment, but at the expense of rejecting signatures more often.
It then provides a trade-off between size performance and computational perfor-
mance. We decide not to feature this optimization for clarity of presentation, and
because it is already quite standard in lattice schemes parameter optimization,
e.g., [PFHT20].

5.3 Security Analysis.

We now give the formal security statement of our signature scheme. We distin-
guish between two different types a forgeries and treat them separately. Com-
bining both Theorem 5.1 and 5.2 proves the EUF-CMA security.

Theorem 5.1. An adversary produces a forgery (t*,vi 5,v5,v3) of Type @ if
the tag t* does not collide with the tags of the signing queries. The advantage of
any PPT adversary A in producing a type @ forgery is at most

Advel Al < h°4(C(|Tw| — Q)ensis)

where C' is a small constant from Lemma 2.4, en.sis @S the hardness bound of
M-SISn. a2+ k+m+1.4.60 fOT

Po = \/(31 +VndBs)? + B3 + nm + 1,
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and h°? is the function h composed d times, where h is defined by

5 5 \ 1-1/2X
h(z) = kem-twe + 1 <2k5M—LWE + 1 (ken.owe + x)1—1/2 ) 7

with em-Lwe the hardness bound of M-LWE,, 4.4.4.5, -

Proof. Throughout the proof, we consider an PPT adversary A interacting with
the challenger B, and which aims at producing a valid Type @ forgery. We
proceed by a game hop to modify the distribution of the view of A in a way that
is indistinguishable from the real distribution. In the last game, the constructed
elements that compose the distribution given to A allow to easily exploit the
forgery to obtain a solution to M-SIS. Under the assumption that M-SIS is
hard, it should thus be infeasible for A to produce a valid type @ forgery. We
proceed using a game-based proof which follows the sequence summarized in
Figure 5.1.

- Go > Original game
- G > Sample tags at the start
— For j € [d]

- For i € [0, 9] > Hiding tag guess in partial key j

Gy
Solve M-SIS using A against Gq,9.

Fig. 5.1. Overview of the unforgeability reduction (type @)

Games Hops. We define the following games which are composed of three
stages: setup, queries, forgery. Past the queries stage, the view of the adversary
does not change so we only describe the first two stages. The matrix A’ (and
in turn A = [I4|A’]), the matrix D, and the syndrome u are always generated
the same way, i.c., A’ <= U(RP*?), D <= U(R%*™) and u <> U(RY), and we
thus do not specify them in the games below. In each game, the view of A is
(Aa Da B7 u, A37 (Slg(l))ze[Q})

Game Gq. This corresponds to the original unforgeability game where the key
material generation and signing queries are handled honestly. More precisely, we
have

£ 1 R« B st IR, < 35 (V2nd + Vndk + 6)
= 2. B=AR modgR
o 3. Ag > U(RIXF)
aQ ( Given m € T/™, compute t{Y) = F(st) and increment st. Then
0z
E 1. vgi) — DRk,s
é 2. (vgl)l, vgg, véi)) + SamplePre(R, A’,u + Dm(9 — A;;véi)7 4 51,50, 5a)
| 3. Send sig®) = (t(”,vii%,véi), vgi)).

Game G;. In G, we simply change the way tags are generated. Instead of com-
puting t(*) at each signing query, we first generate and store all the Q tags during
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the setup stage. In the query stage, we simply look-up the corresponding tag. It
also samples a tag guess tT < U(T, \ {t®;i € [Q]}), but it is so far not used.
The view is exactly the same in GG; because we only changed the moment when
the tags are generated. Since they are generated deterministically from the state,
both views are identically distributed.

We are now aiming to hide the tag guess within the public key, that is replace
the public key B = AR by B = AR + t" G, while keeping the ability to answer
signing queries. For that, we proceed with a hybrid argument defined by a se-
quence of games G, ¢ for j € [d] and ¢ € [0,9]. Recall the notation G; = e; @ g”
from Section 4, which corresponds to having the gadget only on the i-th row,
thus allowing to invert only to i-th entry of a syndrome. In game G 9, the public
key has been transformed to B = AR+ [t"G4|...[t"G,|0|...|0]. We construct
the games so that G1,9 = G1, that for all j € [d — 1], Gj 9 = Gj41,0 and we give
detailed arguments to go from G, to G, 9. Let j € [d].

Game G . In this game, the challenger performs the setup phase as follows.

It computes all the t) at the outset and samples a tag guess t+ < U(T, \
{t®;i € [Q]}). Tt then samples (Ri)ig[q) from B3> such that R = [Ry]. .. |Ry]
satisfies |R|, < 15(v2nd + vndk + 6). Then, for i € [j — 1] it defines B; =
AR, + t7G; mod ¢R, and for i € [j,d] it defines B; = AR,; mod gR. It then
constructs B = [By]...|B4] as the public key. Note that when j = 1 we simply
have B = AR mod ¢R. It then samples A3 from U (Rng), and sends the public
key and public parameters to A.

When receiving a signing query on m(, the challenger looks-up the tag t(*

(@)

and proceeds as follows. It samples v~ <> Dge and then samples

;829
(vgi)7 vg)) = SamplePre(R, A’,u + Dm() — Asz())i), T;, 51, 82, 5G ),

where ' ‘ 4 4
T, = diag(t® — ¢, 1@ — ¢+ (@ (@),

j—1 times d—(j—1) times

It then returns the signature sigt® = (¢, vgg, Véi), v:(f)). Note that although the
signature tag is t() the effective tag in the preimage sampling is T,. Since t* is
different from all the ), and since t(¥) — ¢ has infinity norm bounded by 2, we
can use [LS18] to argue that ) — t* is in R) as desired. Hence, T; € GLq(Ry).
Also, notice that when j = 1, we can directly see that G is exactly the game
G from before.

Game G ;. This game is the same as G except in the way Aj is generated.
Instead of sampling Ag uniformly, we hide the gadget G, by first sampling A%
from U(RZX’“) and defining Az = G; — A3 mod ¢R. In G, 1, Aj is sampled
uniformly and independently of G;. Thence, A3 = G; — A5 mod ¢R is also
uniformly distributed, as in Gj . So the views are identically distributed.
Game G, 2. We now hide a short relation in Aj. That is, we sample R/ from

BI"* such that R_; = [Ry|...[R;_1|R}[Rjt1|...|Rqa] satisfies [[R_j[|, <
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%(\/ﬁ + Vndk + 6). It then defines A5 = AR mod gR. At this point, the
matrix Az is now equal to G; — AR/, mod ¢R.

We now argue that if one distinguishes G2 from Gj 1, then it can solve
M-LWE. Let D be a distinguisher between the views from G;; and G;2. We con-
struct a distinguisher D’ for M‘LWEZ,d,d,q,B .- Given a multiple-secret M-LWE
challenge (A’, A}) € RI*? x RI*F D’ assumes the role of the challenger in the
games and uses A’, A} to perfectly simulate the interaction with A. It then sends
the resulting view to D. If D responded G 1, then D’ respond 0 (uniform), and
1 (LWE) if D responded Gj . Indeed, if A% is uniform, then the view exactly
simulate that of G, and if Aj = [I4/A']R] for some R/ ~ B4 then it
correctly simulates Gj 2. As a result, it holds that

VD PPT distinguisher, AdVGJ’thY2 [’D] < kevLLWE,

where eyipwe is the hardness bound for M-LWE,, 4.4, 4.8, defined as enpowe =
suppr ppr AdvyLwr[D”']. Note that here, we implicitly use a standard hybrid
argument showing that M—LWthd’m’ 4.2, 1s at least as hard as M—LWE}L dm,q, D
at the expense of a loss factor k£ in the reduction.

Game G 3. In game G; 3, we modify the way signing queries are answered by
switching the partial trapdoor R; for R}. Concretely, upon reception of a mes-
sage m(Y) € TJ", the signer gets the tag t(*)| sample vgg <> Dpgk 4, and then
compute

(Vi v,

= SamplePre(R_;, A, u + Dm() — (t(i)Gj — Bj)véf;, T_;,s1,52,5G),

TR RV XY RN 150

where _ _ ' '
T_; = diag(t® — ¢+, ... D —¢F 1,40 (D),
j—1 times d—j times
It then sends the signature sig(i) = (t(i),vﬁ)z,véi),véi)). Using the trapdoor

switching result from Lemma 4.1 on a single query gives a relative error between
P1 and Py of § — 1. Indeed Py /Py —1€ 671 =1, —1] C [-(6—1),(6 — 1)]. We
then use the relative error lemma of Lemma 2.1 and the multiplicativity of the
Rényi divergence (of order 2)\) to get

Advg, ,[Al S 1+ QA —1/2)(0 — 1)2)Advcj,3[y4]1_1/2’\.

In our scheme, we set § so that Q(A—1/2)(§—1)% < 1/4, thus resulting in a factor
of less than 5/4. We note that we have 6 — 1 ~ Ke for K =2(12d(n—1)+7) =
poly(A). When setting parameters (e.g. n = 256,d = 4,Q = 232), choosing
e ~ 2736 is sufficient to guarantee Q(A — 1/2)(6 — 1)? < 1/4 meaning it only
incurs a loss of less than half a bit.

Game G 4. By noticing that the partial trapdoor R; is no longer used in Gj 3,
we can now simulate the public key B;. More precisely, we sample B; directly
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from U(RZ*F). Using the same argument as for G;,1-G;,2 on the M-LWE instance
(A’,B;) this time, we obtain

VD PPT distinguisher,Adijy&GM[D] < keMLWE-

Game G 5. We now hide the guess on the forgery tag within the public key B;.
For that, we sample B <= U(RZ**) and define B; = B/, + t*G;. Since B} is
uniform and independent of t"G;, then B; = B;- + tTG; is also uniform, as in
Gj,4. So the views are identically distributed.

Game G . We then re-hide a short trapdoor in the matrix B;-. We thus sample

R; from Bi*** conditioned on |R||, < £(V2nd + Vndk + 6), and then de-
fine B;- = AR, mod ¢R. At this point, the matrix B; is now equal to AR; +
t*Gj mod gR. The same argument as for G 1-G;2 on the M-LWE instance

(A',Bj) yields
vD PPT distinguisher, /A\(IiVGj“,”Gj’6 ['D] < keM-LWE-

Game G 7. In game G 7, we again modify the way signing queries are answered
to use the partial trapdoor R; instead of R;-. This means that when receiving
m® ¢ 17", the signer gets the tag t@) | sample v3 < Dy

s, and then compute

(vgl;)l, V§7)2, vg)) = SamplePre(R, A’ u + Dm() — A3Vi())i)7 Tji1,51,52),

where A A ‘ A
T, = diag(t® — ¢, ... ¢ —¢F (@ (@),

J times d—j times

and sends the signature sig'V = (t(i),vgg,vg),vgi)). As for Gj2-Gj 3, the trap-
door switching lemma the relative error lemma yield

Advg, ([Al S 1+ QA —1/2)(0 — 1)2)Advcj’7[v4]1_1/2’\.

Game G 5. We then remove the short relation in Aj. That is instead of sampling
R and defining Aj = AR/, we simply sample A} « U(Rflle). The same
argument as for G;1-G, 2 on the M-LWE instance (A’, Aj) yields

VD PPT distinguisher,AdvGN’Gj’S[D] < keyLwE-

Game G 9. We finally remove the gadget from in As. Instead of sampling Af
uniformly and defining As = G; — Aj, we directly sample Az <= U(RI*F).
Since in G; g, Aj is uniform and independent of G;, then Ag = G; — A} is also
uniform, as in G 9. So the views are identically distributed.

We can clearly see that Gj 9 = G410 for j € [d — 1], meaning we can indeed
chain these games in a hybrid argument. Additionally, hoping from G to Gj g
results in a loss characterized by the following inequality.

22—1

22—1 2
21

5 5
Advg, ,[A] < kemrwe + 1 <2/€EM-LWE + 1 (kEM-LWE + Advg, , [.A]) ) )
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that is Advg, ,[A] S h(Advg, ,[A]), where

5 5 22—1 22;1
h(z) = kemowe + 1 (2k5M-LWE +t1 (kexowe + ) 2 )
Because h is non-decreasing, looping over all j € [d] thus gives
Adve, o[A] S h*4(Advg, , [A]). (2)

Although the powers 22;1 will stack up with composing the function h d times

due to the hybrid argument, the exponent is sufficiently close to 1 and d is a very
small integer (typically d = 4) so that it only incurs a loss of a few bits, typically
around d bits. We give more details on how to bound h°¢ in Appendix A. We
thus end up with the following game.

r

1. Vie [Q], ) = F(st+i —1)
2. t7 = U(To \ {54 € [Q]})
3. R+ B st |R||, < 15(V2nd + Vndk + 6)
4. B+ AR +dt+kG mod gR
X
5. Az ¢ U(RI*K)
G : ;
d,9 Given m® € T/, get (V). Then
(4)

1. Vg — DRk,sg

2. (VY,)U vgg, véi)) + SamplePre(R, A’ u + Dm( — A;;véi)7 ) — ¢t gy, 82)
3. Send sig(i) = (t(i),vig,véi),vgi)).

J

Bounding the advantage. We now need to bound Advg,,[A]. For that we
use an adversary in Gg9 can be used to construct an adversary B to solve
M-SIS,, d,2d+k+m+1,9,8¢- UPoOn reception of the M-SIS instance, B parses it into
[I4]A’|A3|DJ|u] and uses these elements to simulate the challenger in Gg9. After
the queries stage, it receives a type @ forgery from A, i.e., it receives a forgery
sigh = (t*,v] 4, V3, Vv3) on m* such that Verify(pk,sig®, m*) = 1. At this point, if
t* # t* then B aborts which happens with probability 1 — 1/(|7| — Q). Then,
it also aborts if ||Rva|, > %mnvﬂb By Lemma 2.4, this happens with
probability at most 1 — 1/C for a small constant C' (typically C = 2 in our
parameter setting), because R is hidden in B under M-LWE. If it did not abort,
it computes

vii =u+Dm* — (A'vi, + (t*G — B)v; + A3vj) mod ¢R,

and defines vi = [v] ;7 |v} ,T]". Since t* = t*, we have t*G —B = [I5|A’|R mod
qR. Also, as verification passes, we know that |[vi|,, ||vi||, are bounded by
By, Bs respectively. We can re-write the definition of vj ; as

* *
Vi — f{vg
V3
m*

-1

[I4|A’|As|DJujx* = 0 mod qR, where x* =
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It directly holds that x* # 0 and we have

2
[[x*[|5 < (31 + \/ndBQ) +BZ+nm+1=p3.

It thus means that x* is a solution to M-SIS,, 4 2d+k+m+1,q,8 @0d the advantage
of Bis Advg, ,[A] - (C(|Tw| — Q)" It in turn gives

Advg, ,[A] < C(|Tw| — Q)emsts, (3)

where e1.g15 is the hardness bound of M-SIS. Combining Equations (2) and (3)
and the fact that h is non-decreasing and that Adve[A] = Advg, ,[A] yields the
result. O

Theorem 5.2. An adversary produces a forgery (t*,v{g?v.;,vg)_ of Type o if
the tag t* is re-used from some i*-th signing query (t(i*),v§f2)7vg ),vg )). The

advantage of any PPT adversary A in producing a type @ forgery is at most
14+e€. 44 9
Adve[A] < memwE + 2M(717_€h (QC=em_s1s) + negl(N).

where C' is a small constant from Lemma 2.4, enisis @s the hardness bound of
M-SIS;,,d,d(2+k),q,60 fOT

Beo = \/(2B1 +2VndBy + nvVdm)? + 4B3.

and h is the function of Theorem 5.1 depending on en.pwg which is the hardness
bound of M-LWE, 4.4.4,8, -

Proof. Throughout the proof, we consider an PPT adversary A interacting with
the challenger B, and which aims at producing a valid Type @ forgery. We
proceed by a game hop to modify the distribution of the view of A in a way that
is indistinguishable from the real distribution. In the last game, the constructed
elements that compose the distribution given to A allow to easily exploit the
forgery to obtain a solution to M-SIS. Under the assumption that M-SIS is
hard, it should thus be infeasible for A to produce a valid type @ forgery. We
again proceed using a game-based proof which follows the sequence summarized
in Figure 5.2.

Games Hops. We define the following games which are composed of three
stages: setup, queries, forgery. Past the queries stage, the view of the adversary
does not change so we only describe the first two stages. The matrix A’ (and in
turn A = [I4|A’]) is always generated the same way, i.c., A’ <> U(RZ*%), and
we thus do not specify them in the games below. In each game, the view of A is
(Aa D,B,u, A3, (S'g(l))ze[Q])

Game Gq. This corresponds to the original unforgeability game where the key
material generation and signing queries are handled honestly. More precisely, we
have
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(- Go > Original game
- G1 > Sample tags at the start
- G2 > Hiding short relation in D
- G3 > Simulating u
— Gy > Enforcing norm bounds
- Gs > Adding rejection
- Gsg > Simulating i T-th query
— For j € [d]

- For i € [0, 9] > Hiding tag guess in partial key j
J,1
— Solve M-SIS using A against Gg,9.
J

Fig. 5.2. Overview of the unforgeability reduction (type ®)

~

[ 1 Re B24X st IR, < 35 (V2nd + vndk + 6)
o, 2. B=AR mgdlgR
- X
S 3 Ag e URPH)
7 4 D« U(RI™)
| 5. u < U(RY)
Go [ Given m € T/™, compute tY) = F(st) and increment st. Then
0
; 1. véi) — DR’“ 5o
é 2. (vgl)l, vgg, véi)) + SamplePre(R, A’,u + Dm(9 — A;;véi)7 4 51,50, 5a)

3. Send sig(i) = (t(”,vig,véi), vgi)).

J

J

Game G1. In G, we simply change the way tags are generated. Instead of com-
puting (V) at each signing query, we first generate and store all the Q tags during
the setup stage. In the query stage, we simply look-up the corresponding tag. In
addition, we make a guess on the tag that will be used in the forgery (although
it is not used at this point). More precisely, we sample it <> U([Q]) and define
t+ = 0" The view is exactly the same in G; because we only changed the
moment when the tags are generated. Since they are generated deterministically
from the state, and since the tag guess t+ does not intervene, both views are
identically distributed.

Game G5. We now hide a short relation in D. More precisely, we sample S from
B%de and define D = AS mod ¢R. We now argue that if one distinguishes
G5 from G7, then it can solve M-LWE. Let D be a distinguisher between the
views from G and Gg. We construct a distinguisher D’ for M-LWE, ;. 5, -
Given a multiple-secret M-LWE challenge (A’, D) € Rng X Rgxm, D’ assumes
the role of the challenger in the games and uses A’, D to perfectly simulate the
interaction with A. It then sends the resulting view to D. If D responded Gj,
then D’ respond 0 (uniform), and 1 (LWE) if D responded Ga. Indeed, if D is
uniform, then the view exactly simulate that of G1, and if D = [I4|/A’]S for some
S ~ dexm, then it perfectly simulates Go. As a result, it holds that

VD PPT distinguisher, AdVGl,Gz [D] S MEM-LWE»

where eyipwe is the hardness bound for M-LWE,, 4.4.4,8, defined as enrowe =
Suppr ppT AdVM_LWE [DN].
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Game G3. We then change the way u is generated by hiding a short relation
within it. Concretely, we sample vi <> Dpoa 5, V2,V3 <> Dpgar 4, and v3 <
DpRar 4, and define

u=Av; + (t'G — B)vy + A3v3 mod ¢R.

To argue that it is well distributed, we use the regularity lemma from Lemma 2.6.
We indeed define A = [A|tTG — B|A3] and v = [v{|v]|vl]T. The covariance
matrix of v is diag(s? 12,4, $212,k4)- By our conditlons on s1, so obtained for the
correctness of preimage sampling, we have s; > so > 775(53' (A)), where ¢ is the
same used to set r = ns(Z"d(2+k)). For the range given by Lemma 2.6, we can

obtain the inverse and thus get
Advg,[A] € [1/(1+¢€),(1+¢)/(1 —¢)]Advg, A

Game G4. In this step, we enforce a bound on the iT-th query and aborting
if this bound is not verified. Concretely, for ¢ = i+, when receiving m(") the
reduction aborts if HSm H > Vn Hm ’ If it did not abort, it handles the

rest of the query as before. As S is hidden Wlthln D under M-LWE, Lemma 2.4
yields that the norm constraint is verified with a probability negligibly close to
1/C for a small constant C' (typically C' = 2 in our parameter setting). We thus
get

Advg, [A] = (é — negl()\)) Advg,[A].

Game G5. Now, we add the main rejection in the i*-th query only to anticipate
the next game. For i # i T, the queries are handled honestly, while for i = i™ w

proceed as follows after the norm check introduced in G4. The signer samples

"
vgl ) Dpr 5, and then computes

(v%zp,vg2 ,V (z )) = SamplePre(R, A’,u + Dm0 M A3V§i+),t+,81,32,8(;),

which so far is as usual. Then, it samples a continuous p <= U([0,1)). Now,
the reduction continues only if p < 1/M and if (v, Sm(")) > 0. We insist on

the fact that at this point vy is the one used to define u which is different from
(i*)
vy .

First, since p is independent from the rest, the first condition is verified with
probability 1/M. Then, since the distribution of S is centered and because vy

is hidden in u, the probability that (v , Sm(i+)> is non-negative is negligibly
close to 1/2 as A cannot predict the sign of vy from u. All in all, it means that

Adve, [A] = <2]1w _ negl(A)) Adve, [Al.

Game Gg. We now change how the iT-th signing query is answered. Upon re-
ceiving m(*"), the challenger samples p < U(]0,1)) and computes § = (v; +
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Sm(") | Sm(ﬁ)). Then, it aborts the reduction if

1 .
0<0orp> 2 &P <; <HSm(l+)

)

(") , , ,
lvéii)] =vi+ Sm(ﬁ),véﬁ) = vq, and V§Z+) =vs,
Viz2

If it did not abort, it sets

) i+ i+ i+
and sends the signature sig(ﬁ) = (t+,v§f2),vg ),v:()f )).

We now use the rejection sampling result of Lemma 2.9 to argue on the
it
views of G5 and Gg. For that we simply need to ensure that s; > aHSm( )H
2

for M = exp(m/a?). This is subsumed by the condition
51> a-Vnd-/nm,

as we enforce the bound on Sm("). For the correctness and security of sampling,

we also need 51 > \/2s& /(s — 1) 15 (vV2nd++v/ndk+6). Depending on the value
of m, we choose sy and « as follows. If \/2s& /(s% — 1)+ 55 (v2nd + Vndk +6) >
7/In(2) - nvdm, we set s1 = /25§ /(5% — 1) - 15(V2nd + V/ndk + 6), and

s1 \/2s&/(s% — 1) 15(V2nd + Vndk + 6)
nvdm nvdm .

On the other hand, if the inequality is not verified we set o = /7/In(2), and
s$1 = anvdm,

which indeed satisfies the sampler’s requirements as we have

o1 > 1/258 /(5% — 1) - %(MJF Vndk + 6).

o+
In both cases, this ensures that s; > aHSm( )H for some « > y/m/1In(2). Note
2

however that in the first case, it can lead to a much larger than \/7/In(2) if m
is small, which in turn yields a smaller repetition rate M. Both conditions can
be expressed as

™ 1 9 7
$1 = max <1 /mn\/%, 25 /(sg — 1) - m(\/ﬁ+\/ﬁ+6)> )

o =

Based on these parameter constraints, we use Lemma 2.9 to argue that con-
ditioned on not aborting, the distributions are identical. Hence, the view of A
in G5 and Gg are identical.
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From the previous game hops, we already have

1
Adve[A] < menwr + ZMCT_:AdvGG [A] + negl(N). (4)

At this point, we use the same hybrid argument that of the proof of Theorem 5.1.
That is we are aiming to replace the public key B = AR by B = AR + t"G.
In order to do so while keeping the ability answer signing queries for i # it, we
use the exact same sequence of games Gj o to G, for j € [d] but by keeping
the modifications we made up to Gg. Since the trapdoor is not used in the i*-
th query, we are able to perform these modifications. To avoid repetition we
only briefly explain the sequence, recalling that u, vy, vy, vs, S, D and the iT-th
query are unchanged in all of them. Game G, corresponds to G but where
the public key is B = [AR; +t7Gq]...|AR;_1 + t7G,_1|AR;|...|ARy]. The
signing queries for i # i are answered with the tag matrix

T; = diag(t? — 7, 40 —¢" ) 4D),

j—1 times d—(_j—l) times

Then in G;; we introduce a gadget in Ag = G; — Aj. In G2, we introduce
a short relation as Az = G; — AR/, under M-LWE. In G} 3, we change the
partial trapdoor R; for R} under the trapdoor switching lemma. In G4 we
simulate the public key B; by sampling it uniformly under M-LWE. We then
add the tag guess in G5 as B; = B, +t7Gj. In G} ¢ we re-introduce the short
relation as B; = AR +t*G; under M-LWE. Then, in G, 7 we use the trapdoor
switching once more to use R; instead of R). In G5, we simulate Aj; and get
A3 = G; — A} under M-LWE. Finally, in G, ¢ we remove the gadget and simply
sample A3 uniformly.

Using the exact same reasoning, we have G190 = Gs, Gj9 = Gjy1,0 for all
j € [d—1], and it holds that Advg,,[A] < h(Advg,,[A]) where h is the same
function as that of Theorem 5.1. As a result, we get

Adve, [A] < h°(Adva, o[ A)). (5)

We end up with the following game.
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1. Vi€ [Q), ) = F(st4+1i — 1)
2. it U(Q]), t+ = (D)
3. R« B st |R|l, < +5(vV2nd + vndk + 6)
4. B+ AR+ t7G mod qR
5. Az <> U(RI*F)
6. S« BIixm
7. D < AS mod gR
8. vi > Dpoa V2 ¢ Drak V3 <> Dprak ,,
9. u+ Avi + (t*G — B)va + Agvs mod gR
Given m®) ¢ ", get (). Then
Ifi#4it:
(i)
G Vs Drk, v
d,9 2. (VY)1 , V(11,)2, vél)) — SémplePre(R, A’ u+Dm® — Agvél)7 ) —t+ 5y, 89)
3. Send sig(?) = (t(i),vy)z,vél),vg’)).
Ifi=it:
Gh) VadllmGh
1. If ||Sm , > Vnd|lm 5 then abort
2. p e U0, 1)
3. 6 ¢ (vi+5mD) | smGh)
12
4. If § <Oorif p> 4 exp (s% (”Sm(l*’)” — 25)), then abort.
i 2

(i+)
v ) + 4
5. Otherwise, set |: zz}r):| =vi + Sm("+), and vél ) = va, vél ) = V3.
Vi

6. Send sig“Jr) = (t+,v§i'2 ),vg' %vél >).

Bounding the advantage. We now need to bound Advg, ,[A]. For that we
use an adversary in G49 can be used to construct an adversary B to solve
M-SIS,,.d,2d+k,q,86- Given the M-SIS instance, B parses it into [Iz|A’|As] and
uses these elements to simulate the challenger in G49. After the queries stage, it
receives a type @ forgery from A, i.e., it receives a forgery sig” = (t*,v{ 5, v3,v3)
on m* such that Verify(pk, sig", m*) = 1. At this point, if t* # t* then B aborts
which happens with probability 1 — 1/Q. Then, it also aborts if |R - Ava|, >
Vnd| Ava||, or [|S - Am]||, > Vnd| Am||,, where Avy = Vgﬁ—) —v3 and Am =
m(") — m*. Because R, S are independent and hidden in B and D respectively
under M-LWE, Lemma 2.4 gives that the bounds are verified with probability
at least 1/C? for a small constant C (typically C' = 2 in our parameter setting).
Hence this step aborts with probability at most 1 — 1/C?. If it did not abort, it
computes

Vf,1 —u+Dm* — (A’vi2 + ("G —B)v} + A3v}) mod ¢R,

and defines vi = [vi,T|vi,"]". Since t* = t*, we have that t*G — B =
—[I4|A’]R mod ¢R. Since verification passes, we know that ||vi],,||v3|, are
bounded by Bj, Bz respectively. Then, by definition of u and the i*-th query
seen by the attacker, we can re-write this equation as

AV - ARVE+A3vE = A —Sm ) ARvE D+ Asvl) + ASm* mod ¢R,
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which leads to
[I4]A’|As]x* = 0 mod ¢R,

W — v =R —v3) — S(ml) —m*)

where x* = i
V)
3

*
7v3

There, we use the same argument as in [JRS23] to argue that x* # 0 with
overwhelming probability. More precisely, since m(") # m*, at least one column
s* of S appears in x*. Yet, S is hidden in D at the exception of at most one bit
due to the rejection sampling leak of the sign of 0. As is done in [LNS21,LNP22],
under an extended version of M-LWE which is proven to be at least as hard as
M-LWE, s* is unpredictable resulting in x* # 0 with overwhelming probability.
Finally, it holds that

2
Ix*))? < (231 +v/nd - 2By +Vnd - \/ﬁ) +(2Bs)* = P,

where the inequality holds based on the Gaussian tail bound from Lemma 2.7
and the Johnson-Lindenstrauss bound from Lemma 2.4 we enforced.

It thus means that x* is a solution to M-SIS,, 4.24+%,q,8 and the advantage
of B is at least Advg, ,[A]/(QC?). It in turn gives

Adve, ,[A] < QC%enisis + negl(N), (6)

where eppsis is the hardness bound. Combining Equations (4), (5), (6), and the
fact that h is non-decreasing, yields the result. O

6 Anonymous Credentials

The protocols associated to the signature scheme, namely the issuance for ob-
taining a signature on a hidden message and the showing for proving knowledge
of a valid credential, follow the same blueprint as [JRS23]. We recall them in Al-
gorithms 6.3 and 6.4. We note that we could define generic protocols OblSign and
Prove as in [JRS23] to encompass a larger variety of applications, but we decide
to focus on the anonymous credentials. Adapting them to other contexts is fairly
straightforward. As opposed to the original paper, the signer does not need to
contribute to the commitment randomness during issuance for the security proof
to hold. So we only have to introduce the randomness from the user to ensure
the hiding property of the commitment. As is done in [JRS23], we can use the
matrix A as the commitment matrix in order to merge the randomness with the
vector vy. However, we do not need to use a Gaussian randomness. The authors
of [JRS23] chose a Gaussian distribution in order to have a statistically hiding
commitment. Here, to improve the efficiency, we aim at a computationally hiding
commitment and choose r to be uniform over T¢%. Under the M-LWE assump-
tion, Ar is indeed indistinguishable from uniform. This means that the signature
the user obtains features vi — r. As a result, we need to adjust the verification
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bound on v;. In addition, we also need to slightly adjust the rejection sampling
condition on s; for the reduction to go through because the randomness from
the user is now part of the vector we perform rejection sampling on in the it-th
query. As such we change Algorithm 5.1 with

4
$1 = max 1/L(n\/dm+v2nd), 228G ~l(\/2nd+\/ndk+6) ,
In2 sg—1 10

S1

A= ——
nvdm + v2nd

and the verification bound becomes B] = By + vV2nd = c2,451V2nd + V2nd.
To avoid confusion, we call Verify’(pk, m, (t, v1 2, v2, v3); pp) the modified verifi-
cation where the bound Bj is replaced by Bj.

6.1 The Construction

The resulting anonymous credentials is then very similar in design to that

of [JRS23]. The differences between our schemes is mainly due to the underlying

signature, and a more precise description of the zero-knowledge proof system.

r Algorithm 6.1: OKeyGen
Input: Public parameters pp as in Algorithm 5.1.
Output: (opk,osk) < KeyGen(pp). > Algorithm 5.2

- Algorithm 6.2: UKeyGen
Input: Public parameters pp as in Algorithm 5.1.

J

1. s+ U(Tlms). D> ms =2d
2. t + Dss mod ¢R.

Output: (upk,usk) = (t,s).

Algorithm 6.3: Issue (Credential Issuance Protocol)

Input: Organization O with osk, opk, upk, pp,st, and a user U with m € 77"
and usk, upk, opk, pp, m.

User U.

1. r < U(TE).

2. ¢+ Ar + D;s+ Dm mod gR.

3. Send c to O.
User U <— Organization O.

4. Interactive zero-knowledge argument between U and O. In this syntax,
i.e., [FHS19], the organization knows m but not usk. Hence, in the ZKAoK,
U proves knowledge of short (r,s) such that ¢ — Dm = Ar + D,s mod ¢R,
and additionally that Dss = upk mod gR. If O is not convinced, the protocol
aborts. The zero-knowledge argument is described in Section 7.1.
Organization O.

5. v3 <> Dpi

t < F(st).

7. v/ < SamplePre(R, A’ u +c — Azvs, t, 51, 82).

82"

&
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8. Parse v/ = [vi T |vi T |va]"

9. Send (t, v} 2, va,vs) to U.
10. st ¢—st+1

User U.

11. Parse r as [r{ ;|r] 5] with r1; € R
12. Vi,2 < V/172 —Ir1,2.

13. if Verify’(pk; m; (t,v1,2,v2,Vv3);pp) = 1, then return (7, v). > Algorithm 5.4
14. else return L

Algorithm 6.4: Show (Credential Showing Protocol)
Input: User U with usk, opk, pp, m, sig, Z, and verifier V' with opk, pp, (m;)iez.

User U <— Verifier V.

1. Interactive zero-knowledge argument between U and V', where U proves knowl-
edge of (s, (m;);¢z; sig) such that Verify'(pk, m, sig, pp) = 1. The zero-knowledge
argument is described in Section 7.2.

6.2 Security Analysis

We now provide the security proofs of the anonymous credentials for complete-
ness, even though it follows the same proof structure as that of [JRS23|. Notice
that similarly to [JRS23|, and as opposed to the constructions of [BLNS23]
and [LLLW23], we do not require straightline extractable proofs. This is because
the security proof of the anonymous credentials presented in Algorithms 6.1
to 6.4 only requires to extract one issuance proof corresponding to the tag guess,
and one show proof to extract the forgery. The proof techniques from these
other constructions [BLNS23,LLLW23| require straightline extraction as they
essentially need to extract every issuance proof to detect a forgery.

We give the formal statements for the correctness, anonymity and unforge-
ability in Lemma 6.1, 6.2, and 6.3.

Lemma 6.1. The anonymous credentials system of Algorithms 6.1 to 6.4 is
correct.

Proof. Let pp « Setup(1?). Let (opk,osk) < OKeyGen(pp) and (upk, usk) <
UKeyGen(pp). Then, let m € T{™ and Z C [m]. We consider an honest execution
of the issuance protocol Issuep 7 ((osk, opk, upk, pp, st, m); (usk, upk, opk, pp, m)).
From the completeness of the zero-knowledge argument of knowledge, we only
have to check the abort condition of step 13. First, note that t € T, and m €
Tf”"’mS. Then, we define vi; = u+Dm+D ;s—A'v; o — (tG—B)va— A3svs mod
qR. As the signature was honestly generated, it holds that vi = v| — r and
that (v, vs) were obtained by a call to SamplePre. Lemma 3.3 ensures that the
distribution of (v}, v2) is a factor within [d1, d2] of the elliptical discrete Gaussian
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(we call it D here for clarity) over the appropriate coset. We thus have that

Pvi,erSamplePrE[”ViHQ > BV HV2||2 > BQ}
< o2 Py vy pll[Villy > BiV[vally > Bo]
< 52<2—(>\+O(1)) + 2—(>\+O(1)))

5, . 9~ (0.

where the second inequality follows from the Gaussian tail bound of Lemma 2.7
and the union bound. As v3 is sampled directly from Dgx ,,, we can also apply
Lemma 2.7 and get that it is bounded by Bj3 except with probability at most
2-(A+0M) Combining it all, along with the triangle inequality ||v1 |, < ||V}, +
Il < [[vil, + v2nd. we obtain

Py, vawalllVilly > By VI[Vally > BV |[vslly > Bs] < (82+1)27 MO = negl(N),

as desired.

‘We now consider a successful execution of the credential issuance process, i.e.,
(L;cred) < lIssuep 7 ((osk, opk, upk, pp, st, m); (usk, upk, opk, pp, m)). Because it
did not abort, it means that the outputted credential passed verification, i.e., that
Verify' (pk, m, sig, pp) = 1. The completeness of the zero-knowledge argument
then yields that Showy v ((usk, opk, pp, m, (7,v),Z); (opk, pp, (m;);cz)) outputs
(L, 1). O

Lemma 6.2. The anonymous credentials of Algorithms 6.1 to 6.4 is anonymous
based on the zero-knowledge property of the proof system of Section 7.2.

Proof. The proof follows the same idea as that of [JRS23]. It simply consists in
simulating the zero-knowledge proof in the Show interaction in the anonymity
game, relying on the zero-knowledge property of the proof system. More for-
mally, we define the modified game to be exactly that of Figure 2.2 except
that when interacting with A in Showe 4((uskj,, opk, pp7m(jl'=),cred(j{’),l'),~),
the challenger C simulates the zero-knowledge argument, i.e., without resorting
to usk; (m(j’/’))igL creds). By Lemma 7.6, the advantage of A in the modified

Jb? 7
game is negligibly close to that it would have been in the original game under
the assumption that M'LWEﬁ,mz—(J+256/ﬁ+e+1),m2,qul is hard.

()

Now, the view of A only depends on (m,;

)iez, which does not depend on b

as we require (ml('jo))iez = (my)iez = (mgjl))iez. Thence, the view of A is
independent of b and therefore its advantage is 0. It proves that the advantage
of A in the original anonymity game is negligible. O

Lemma 6.3. The anonymous credentials of Algorithms 6.1 to 6.4 is unforgeable
based on the hardness of M-ISISy . _ o /mms, the zero-knowledge and soundness
properties of the proof systems of Section 7.1 and 7.2, and on the EUF-CMA
security of the signature scheme of Section 5.
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Proof. The proof follows the exact same blueprint and distinguish two types of
forgeries: (1) impersonation forgeries, and (2) credential forgeries (either tam-
pering with the proof or by forging a signature). The first case relies on the
Lemma 7.3, 7.6 and Lemma 7.5 and the M-ISIS assumption on the matrix Dj.
The second relies on the Lemma 7.2, 7.5 and the EUF-CMA security of the
signature captured by Theorems 5.1 and 5.2. For the sake of completeness, we
provide the proof by following the proof structure of [JRS23].

We consider a PPT adversary A against the unforgeability game. It receives
opk and gives a set of disclosed attributes mJ while proving possession of a
credential cred” on said attributes in a successful execution of Show with the
honest organization. If mJ corresponds to an attribute vector m that was queried
for issuance by a corrupt user, the forgery is not valid. We thus have two possible
cases: (1) A tried to impersonate an honest user, or (2) it did not. As A must
convince a the challenger they know a secret s* satisfying D s* = t, this means
that (1) corresponds to the scenario where there exists j € HU such that s* =
uskj, i.e., verifying Dss* = upk; mod ¢R, and (2) where for every j € HU,
s* # usk;. We tackle these two types of forgeries separately.

(1) Impersonation Forgery. The challenger receives the M-ISIS instance
(Ds,t). It then runs Setup by setting D, = D, instead of sampling it them-
selves. It then makes a guess on which honest user will be targeted. For that
it samples j1* <> U([|Tw|]). As in [JRS23|, the number of users requesting cre-
dentials to the organization is bounded by the number of possible tags, which
is polynomial. It then runs OKeyGen(pp) to obtain (opk, osk) = ((B,u),R), and
sends opk to A. We now describe how the oracle queries are answered.

— Ony: Given an index j, the challenger runs (upk;, usk;) < UKeyGen(pp) and
outputs upk; if j # j*, and outputs t if j = j*.

— Ocy: Given j, it gives usk; to A if j # jT. If j = jT, the challenger aborts
the reduction altogether as the guess was wrong.

— Ooptiss: Given j and an attribute vector m € 777, it sends L to A if j € CU.
Otherwise, if j # jT, the challenger can assume the role of the issuer and the
user in the Issue protocol as it knows the issuer’s key osk and the key usk; of
user j. If the execution fails, it sends | to A, and nothing if it succeeds. If
j =J7T, it instead generates ¢ as Ar +t + >, D;m; mod ¢R, and simulates
the zero-knowledge argument when assuming the role of the user in Step 4
of Issue. By Lemma 7.3, this is unnoticeable by the adversary. Again, if this
modified execution fails, it sends L to A, and nothing if it succeeds.

— Oissue: Given j and an attribute vector m € 77", it returns L to A and does
not engage in the issuance protocol if j ¢ CU. Otherwise, since the challenger
knows osk, it can run the Issue protocol where the adversary embodies the
user j with public key upk;, and the challenger embodies the signer. Then,
either A gets L if the execution failed, or obtained a credential sig on m.

— Oshow: Given an issuance index j' corresponding to the j'-th credential issued
on m") for some user 7, and also disclosed attributes m(I] /)7 the challenger
outputs L to A if j € CU. Otherwise, if j # jT, it runs the legitimate protocol
Show where A assumes the role of the verifier, which can be done as the
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challenger knows usk;, the attributes and the credential. If j = j* however,
it cannot run Show. Instead, it simulates the zero-knowledge argument with
the adversary as the verifier. By Lemma 7.6, this remains unnoticeable by

A.

If the guess jT is correct, which implies that jT is never queried to Ocy, then
the game is correctly simulated. Indeed, the differences stem from the public
key of user 1 and the simulation of the zero-knowledge arguments. Since t is
uniform, it is indistinguishable from regular keys Dgs under M-LWE, g ; v/(1,)-
Hence, if A has advantage ¢ in performing a forgery attack satisfying (1), it can
successfully prove knowledge of (s*, (m});¢z-,sig") with disclosed attributes m}
such that Verify’(opk, m*,sig*, pp) = 1 where m* = [S*T|m*T]T. The challenger
then extracts s* by Lemma 7.5. As it verifies the conditions of (1), there must
exist j* € HU such that s* = usk;, thus implying Dss* = upk;.. If j* = jT, the
challenger’s guess is correct and this happens with probability at least 1/|7,|
because jT was never queried to Ocy and was therefore independent of the view
of A. In that case, we thus have D s* = t mod qR, and s* € T} yielding
ls*[l, < /nmg. The challenger thus solves the M-ISIS instance with advantage
at least &/|T.,| — negl(N).

(2) Credential Forgery. If the challenger expects this type of forgery, it expects
a forgery on the signature scheme of Section 5. It therefore tosses a coin to guess
which of type @ or type @ the forgery will be. Note that the M-SIS bounds
underlying the security against those forgeries are updated to use B] instead of
Bl-

If it expects a type @ forgery, it proceeds exactly as in the proof of Theo-
rem 5.1, without having to extract the commitment randomness in the issuance.
This is because signature queries are answered legitimately without having to
tamper with the randomness. As a result, once the challenger has changed the
setup, it can answer all the oracle queries Ony, Ocu, Oobtiss,; Olssues Oshow legiti-
mately. When A eventually proves knowledge of (s*, (mj);¢z,sig”) with disclosed
attributes m’ such that Verify’(opk, m*,sig*, pp) = 1, the challenger can extract
(s*,(m});gz,sig”) by Lemma 7.5. Then, sig” is a valid type @ forgery for the
signature as m* is a fresh message. Indeed, by definition of type (2) forgeries,
we have that s* # usk; for all j € HU. This first fact means that m* differs from
all the m involved in calls to Ogpyss- Secondly, by the definition of a forgery of
the anonymous credentials, it must hold that for all j € CU, (j,7',m*) ¢ A),
which means that m* must differ from all the m involved in calls to Ojggpe. As
a result, we can invoke Theorem 5.1, thus relying on M-LWE and M-SIS.

If it expects a type @ forgery of the signature, it proceeds as in the proof
of Theorem 5.2 with the only difference that it needs to control the commit-
ment randomness for the i*t-th signature query. In this context, in the issuance
corresponding to the tag t* = t(0") that will be used in the forgery extracted
from the showing, the challenger proceeds as follows. By Lemma 7.2, it extracts
(r(i+),s(i+)) such that ¢() = Ar@") + D,;s¢") + Dm") mod qR. As opposed

4 )
to the proof of Theorem 5.2 where it performed rejection on v? ) = Vi +SIY1(Z+),
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4 T o T
with M) = [s¢7 |mE)7 T here, it performs rejection on
vgﬁ) = vy +8Sml") 40,

The rest of the proof remains the same. In the end, when A engages in Show to
attack the unforgeability of the anonymous credentials, the challenger extracts
(s*, (m]);gz,sig"). It thus obtain a valid type @ forgery for the SEP on message
m* (which is fresh as explained above). We can thus invoke Theorem 5.2, thus
relying on M-LWE and M-SIS.

In the end, if A has advantage ¢ in producing a forgery of type (2) for the
anonymous credentials system, it holds that § < sup 4/ ppt AdyBUF-CMA [A] 4+
negl()\), where AdvEUT-MA[ 4] denotes the advantage of A’ in producing a valid
forgery (type @ or type @) for our signature. O

7 Zero-Knowledge Arguments

We now give the zero-knowledge arguments needed in the anonymous credentials.
For that, we follow the blueprint of [LNP22] and detail the arguments for (1)
the proof of opening and proof of registration (for Algorithm 6.3) and (2) the
proof of credential possession (for Algorithm 6.4).

This situation is typical of anonymous credentials (and related primitives)
and sometimes leads to extractibility issues where the reduction would have to
rewind several zero-knowledge proofs (potentially in parallel) to extract all the
witnesses. This is specifically the case for (1) when one wants to prove unforge-
ability under the EUF-CMA security of the underlying signature scheme: one
needs to “decapsulate” the committed messages so as to submit them to the
EUF-CMA oracle and this is usually done through extraction of the correspond-
ing witnesses. In such cases, one either needs to bound the number of parallel
executions of the protocol (which is only possible in the interactive setting) or
resort to straight-line extractable zero-knowledge proofs which are more com-
plex. The latter strategy was chosen in [LLLW23] for example which actually
presents it as an advantage over the state-of-the-art.

We however stress that the proof strategy of [JRS23] and therefore of our
construction is not concerned by those extractibility issues. It indeed does not
exactly rely on the EUF-CMA security of the signature scheme but directly on
the underlying assumption. Most importantly, it only requires to extract one
commitment opening proof and is thus immune to the problems stemming from
parallel rewindings. We therefore do not see any benefit in requiring straight-line
extractability for step (1), and this remains true even if one considers using our
SEP for a related privacy-preserving primitive (group signature, blind signature,
ete)

The case of step (2) is harder to consider in general but we note that most
models allow to clearly identify the zero-knowledge proof that needs to be ex-
tracted. This is exactly the situation in our case: we only need to extract the
one zero-knowledge proof that is produced by the adversary when it “proves”
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authenticity of a set of attributes for which it never received a credential. As
a consequence, we do not need straight-line extractable proof as our reduction
only needs to perform two rewindings [LNP22].

As opposed to the result of [JRS23|, we make use of subrings to improve the
zero-knowledge proof size. As explained in [LNPS21] and recalled in Section 2.1,
using a smaller ring reduces size of elements that are not dependent on the
witness dimension, and thus reduces the overall proof size. To benefit from this
improvement while keeping compact keys for the signature scheme, we consider
aring R of degree n for the signature, and a subring R of degree ni|n for the zero-
knowledge proof. We explain for each protocol exactly how to use the subring

embedding ¢ and My of Section 2.1 to map relations over R into relations over
R.

7.1 Proof of Commitment Opening and User Registration

In Algorithm 6.3, the user needs to prove knowledge of a commitment opening as
well as the secret key associated to its public key (which we call user registration).
We present the argument so that the attributes remain hidden even though
it differs from the presentation of Algorithm 6.3. Revealing the message will
only make the proof simpler and smaller, so we deal with the worst case where
everything must be concealed.

Relation. The relation entails proving knowledge of r € R?**, m € R™ and
s € R™s such that

Ar + Dm = ¢ — upk mod ¢R and D,s = upk mod ¢R
reTH seT™ meTl

where A € Rg“d, D, € Rgxmd, D e Rgxm7 (S R? and upk € Rg are public
elements part of the statement. To prove such a statement, we first lift the
equation to Rg where ¢ = ¢1q is the modulus for the proof system. We require
that ¢; has the same splitting behavior as ¢, that is ¢ = 2k + 1 mod 4k, and we
also need ¢; large enough so that difference of challenges are invertible modulo
q. Then, since all the vectors must be proven binary, we compact everything into
a single equation. We also use the subring embedding 6 and My of Section 2.1
to map the relation to R. Recall that using My, proving the linear relation
Mx = y mod ¢R is equivalent to proving My(M)0(x) = 0(y) mod gR. In the
end, we prove the following.

Cs; =umod gR, and s; €Ty,

where s; = [0(r)710(s)7|0(m) 7|7, my = k(2d + ms +m), and

_ A Ogxm, D _ c — upk
C_q1M0<|:0d><2d D, Ode]>’ and u_q19<[ upk '

Then, we define ¢m;, = min(q1, q), and let £ = [A/10gy gmin | the parameter used
for soundness amplification, i.e., so that ¢_¢ < 272

min
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Challenge Space. We use the same family of challenge spaces as [LNP22].
Recall that for any element ¢ = >, » c;x’, its conjugate is defined as c* =
c(z™) =co— Zie[ﬁ,l] cr_;xt. For vectors and matrices, the superscript denotes
the conjugate transpose. The conjugate operator corresponds to the automor-
phism o_; in [LNP22|. One can see that if ¢* = ¢ then ¢; = —cz_; for all
i € [n — 1], thus implying ¢z /o = 0. We define

¢ ={cebl,: ¢ =c}

where p is a positive integer. The challenge space is defined by

Cc=feec: /e, <n).

where 17 is a positive integer, and k' is a power-of-two that we later choose to be
k' = 32. From the observation above, we have |C’| = (2p+1)"/2. We thus choose
p so that this size is at least 2**1, that is

p= B (22(””/ﬁ - 1)}

Then, we determine 7 heuristically so that P.ir e[ 23/ [|c?¥[l; < n] > 1/2. As a
result, we would end up with |C| > 2*. The challenge space places the constraint
Gmin > (2p/k)" which is almost always verified for typical parameters as x is
chosen to be either 2 or 4, and p is also small.

The Protocol. First Round. We start by the main commitment phase. We
sample s from x™2 where Supp(x) C S1 and compute an Ajtai commitment of

s1 with randomness s, as t4 = A18; + Asss mod @]TE, where A U(ngml)

and Ay <« U (ﬁ‘ix"h) are part of the common reference string crs. Then, we
sample the Gaussian masks for what will later be ¢s; and c¢se. More precisely,

we sample y; from Dg.,, o and yz from Dg, o and compute the commitment

w = A1y + Asys mod qAﬁ

We then sample a mask y3 from Dgas6/5 o5 and a vector for soundness ampli-
fication by g <= U({x € EqA : To(x) = 0}%) where all the entries are polynomials
with a constant coeflicient equal to zero. We later use m to denote the vector
m = [yd|g”]" € R?*6/7+, We commit to it via tz = B, 4s2+m mod gR, where
B, , <~ U(ﬁ((;%/"'%)xmz) is part of crs.

The prover sends msg; as the first message and receives chal; as the first
challenge, where they are both defined as

msg = (b4, b w) € FRTHESO/TH

N\ 2
chal; = H(1,crs,x,msg;) = (Ro,Ry) € ({0’ 1}256><m1n)
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Second Round. Now, we conclude the approximate range proof part. We define
R = Ry — Ry. In the second round, we respond to the challenge by masking
R7(s1) with 7(y3). So we compute zZ = 7(y3)+R7(s1) € Z%55. Then, we perform
rejection by sampling ug <= U([0,1)) and rejecting if

1 (ﬁ—z@% . Rr(s1)) + ||R7<s1>||§> .

Uz > — €x
3 M3 p O'%

If the ug is smaller, then the prover accepts, sends msg, as the second message
and receives chaly, as the second challenge where they are defined by

msg, = z% € 7,256
chaly = H(2, crs, x, msgy, msgy) = (Vi,5) il € ngzml
JE[257)

Third Round. We now need to prove the following equations over Zz.

7(ys) + Rr(s1) = 23, (3.1)
<T(Sl) y T(Sl) - 1?Lm1> =0,

As observed in [LNP22], the equation (x, y) = 0 is equivalent to
To((r (%)) 77 (¥)) =0

which allows us to interpret Zgz-equations as ]§~equations with automorphisms
instead. We write 15, = 77 '(155) = [Z” ' Jies)- We also write eZ to be
the j-th canonical vector of Z%", where the dimension ¢ is implicit, and let
e =T 1( ) € R°. As a contrast, we later write e to be the j-th canonical

vector of R5 for a rank ¢ implicit, that is ef has a 1 at position j and 0 elsewhere.
The equations above are thus equivalent to

Vj € [256],70 (e]ys + sy — 25 ;) =0, (3.1%)
T0 (S’{ (81 — 1&,,,,1)) = 0, (32*)

where r; = 771( RTeJZ-). We combine all of these quadratic equations with auto-
morphisms by computing elements h; for each ¢ € [¢] as follows

hi =g; + Z Yi,j(€jys +rjs1 — Z%,j) +7i,257(81 (81 — 1gm, ) (7)
j€[256]

The prover then sends msg; as the third message and receives chals as the third
challenge, where they are both defined as

msgs = (h1,...,h¢) € }Aﬁg

chals = H(3, crs, x, msg;, msgy, Msgs) = (/‘i)z‘e[zudﬁ] c Rtt2dk.
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Fourth Round. We now need to prove all the equations over fia. We need to
prove that the h; are well-formed and equal their expressions above, and we also
need to prove the linear relation Cs; = u. The latter represent 2dk equations.
We prove them all at once by combining them linearly with the challenges pu;
and prove that

0= Z Hi | gi + Z Yij(€ys +ris1 — 25 ;) + Viasr(si(s1 — 1gm, ) — h

i€[f) j€[256]
AT
+ Z tevi | € Csp—uy .
ic[2dk]
For that let us define 8 = [s7 |s|m”|m } Then, the equation to be proven is

equivalent to 8TFS + f7S + f = 0 mod §R, where

Z”l Z VigZa, +hi | — Z Hpii

i€l JE[256] ic[2dk]

Zie[l] Zj€[256] i, 5 ro + Zie[QdE} fue+:CTeft
iele MiYi,2571 gmy
f= Zie[e] Hi Zje[256] %‘,jef (8)
[ - |pe]™
0256/7
0y

F_ Oy xma Diepe HiYi,2570my Oy x2(256/7+0)
Oy +2(256 /7-+0) x 2(m +256/7i+£)

Once we have defined these (public) elements, we can compute the garbage terms
and commit to them. More precisely, we define

_ v R2(m1+256/7+0) 9
v=| 8y |8 : (9)

(By,QY2)*T

and compute ey = y’ Fy mod qR e1 =8 Fy +yTFs + ny, and the commit-
ments tg = b”ys + ep mod qR and t; = bTss + e; mod qR where b < U(Rmz)
is part of crs. The prover then sends msg, as the fourth message and receives
chaly as the fourth challenge, where they are both defined as

msg, = (to,t1) € E%

chaly = H(4, crs, x, msg,, msg,, msgs, msg,) = ¢ € C.

Fifth Round. In the final round, the prover responds to the challenge by masking
cs1 and cse with y; and yo respectively. So we compute z; = y; + ¢s; and
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Zy = y2 + ¢sz. Then, we perform rejection by sampling wuy, us < U([0,1)) and
rejecting if

1 —2(7(z1) , 7(cs1)) + [I7(cs1)3
up > M exp <7T J%
1 -2 2
or up > — exp <7T (r(z2) T(CSS» + |T(CS2)”2> .
Mo 2

If the ui,us are both smaller than these respective bounds, then the prover
accepts, sends msgy as the final message defined by

msgy = (z1,22) € RmMitmz,

Verification. Upon receiving msgs, the verifier computes F, f, f, as well as

ctp — By 29
(CtB — ByngQ)*T

and then checks the following six conditions.

|Z1]ly < Crim, o1V Tm, |22y < Cam, o2/ Tima, |25 |2 < c25603V/256
Vi € [(},To(hl) =0

(11)
(12)
A1z + Aszy = W + ct 4 mod qAé (13)
2"Fz + of Tz + A f — (ct; — b zy) = to mod GR. (14)

Transcript and Communication Complexity. The transcript is thus com-
posed of the five messages and four challenges. Note that in the interactive
setting, the challenges are selected uniformly in their respective space and not
computed from #. The hash function H is presented here if one desires to make
the proof non-interactive.

The total size of the messages send by the prover to the verifier can be
details as follows. The elements t 4, tg, w, h1,..., hy,tg,t1 cannot be compressed
as they all'® look uniformly random modulo §. To evaluate the size of the discrete
Gaussian vectors z, 22,75, we use the entropy bound which can be achieved
using the rANS encoding as discussed [ETWY22]. More precisely, for a discrete
Gaussian over Z" of width s, the estimated bit size is N(1/2 + log, s). It means
the total bit-size of the message part can be estimated by

~ 256 ~ U
<2d + — +20+ 2) nflogy ql + nmq(1/2 + log, o1)
+ ﬁm2(1/2 —+ 10g2 0'2) + 256(1/2 =+ 10g2 0'3).

15 The elements hi, ..., h¢ have a constant coefficient equal to zero, so it may not be
necessary to send this coefficient.
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For the challenges, the maximal bit-size can be easily bounded by
2256 - my7 + (£(256 + 3) + (2dk + £)7) [log, G + ni[logy (20 + 1)].

As w, tg and the challenges can be re-computed from the rest, the proof can be
condensed to 7 = (ta,tp, 25, hi, ..., he, t1,c, 21, 22) in the non-interactive case.
In that case, the overall proof size can be bounded by

256 BN ~ o~
|| < (dJr — + 20+ 1> n[logy q] + nmq(1/2 + log, 01)

+ nma(1/2 + logy 02) 4+ 256(1/2 + log, 03) + nlogy(2p + 1)].

Security Analysis. The proof of completeness from Lemma 7.1 follows by the
rejection sampling result of Lemma 2.8, the tail bound of Lemma 2.7 and careful
inspection of the verification equations with respect to the committed variables.
We detail the proof for reference.

Lemma 7.1. Let 1,e9,e3 be in (0,1/2] and let My, Mo, M3 in (1,00). Fori €
[3], we define a; = /w/In(M, \/ln ) 4 In(M;) + \/ln(gi )). Let x be
a distribution over Sl, and let o1 = ainynmy, oo = asny/nms and o3 =

a3V/337vnmy. Then, the (interactive) zero-knowledge argument in Figure 7.1 is
complete.

Proof. First we look at the correctness of the different rejection sampling step
and the probability of aborting. First, we have that [[cs1 ||, < 28/[[c¢2*'[|,|Is1]l, <
nvnmy as s; € flml By setting a1, 071 as in the lemma statement, Lemma 2.8
yields that this step aborts with a probability that is within [1 — 1/M;,1 —
1/My +e1/M;] and that the real distribution is within statistical distance 1 /M
and Rényi divergence 1 4 ¢1/(M; — 1). Similarly, we have |[csz|, < nvnms.
The same reasoning gives that this step aborts with probability that is within
[1—-1/Ms,1—1/Ms+ e2/M>] and that the real distribution is within statistical
distance g2 /M> and Reényi divergence 1+€5/(Ms—1). Then, by [LNP22, Lem. 2.§]
we have ||R7(s1)||, < v/337v/Am; with overwhelming probability (heuristically).
So the rejection sampling step on z% with probability that is within [1—1/M3, 1—
1/M3+e5/Ms] and that the real distribution is within statistical distance e3/Ms
and Reényi divergence 14-¢5/(Ms3—1). The probability of not aborting is therefore
negligibly close to 1/(Mj;MsMs3).

Now we study the completeness of non-aborting transcripts. It holds by the
previous arguments that

P, [l|z1 ||2 > Caim, 01 \/ﬁ]

= g
S Poynpim, (21l > ciim, 01V i) - (1 +— )

M, —1
< 9-( o) . (1 €1
< v

= negl()‘)v
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Prover P Verifier V
So sz

ta ¢+ Ais + Assy mod GR
yi <> Dpm, ,, fori e {1,2}

w <+ Ai1y1 + Azy2 mod qAE

ys3 < D§256/n,03

g < U({z € R; : 7o(x) = 0}%)
tp < Bygss + [y3 |g”]" mod gR

(tA7 ts, W)
(RO Rl) (ROv Rl) « U({Oa 1}256><m1ﬁ)2
R « Ro = R1
25 < 7(ys) + Rr(s1)
L if Rej, (25, R7(s1),03, M3) =0
z5
B —
(Yirg)ig = UZG®)
(Vig)i
Compute all h; as in Equation (7)
(hi,. .., he)
_— >

(lli)ie[é+2d%] (/Li)iﬂ“?d@] S U(R?Qdk)
Compute 8,y, F, f, f as in Equations (9) and (8)
eo + y'Fy mod ?]\E
e1 + 8TFy + y"Fs + fTy mod §R
to < bTys + eo mod (’j]?i
t1 bT82 + e1 mod (/]\ﬁ

(to,t1)
c+U(C)
PR  E—
Z] < Y1+ cs1
1 if Rejl(zl,csl,al,Ml) =0
Zo < y2 + CS2
L if Rej,(z2,cs2,02, M2) =0
(thz)
—_—
Checks Equations (11), (12),
(13), and (14)

Fig. 7.1. Interactive zero-knowledge argument for commitment opening and user reg-
istration

where the first inequality holds by the probability preservation property of RDy,
and the second inequality by Lemma 2.7. The exact same reasoning shows that
the bounds on zy and z% are also verified with overwhelming probability. So
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Equation (11) holds. Next, for all i € [é], we have

To(h' =170 gz Z Yi,; € ] yS) + RT(sl) - Zg)
j€[256]

+Yi,257(7(81) 5, T(81) — Lam,)
=0+ Z Yij 0+ Y2570
j€[256]
= ()7
as desired, thus verifying Equation (12). Then, by definition of z,zs, Equa-
tion (13) directly holds as A1Z1 + A2Z2 = (A1Y1 + Agyg) + c(A151 + AQSQ) =

W+ ct 4 mod GR. Finally, using the fact that ¢* = ¢, we observe that z = y + ¢8.
We can thus compute

2'Fz+ fTz+ P2f =eg+ cey + AETFs + 15+ f)
= eg + ceq; mod é\fi

Since we have ct; — b%zy + ty = g + ce; mod qAﬁ, it means that Equation (14)
also holds. O

The proof of knowledge soundness of Lemma 7.2 follows the exact blueprint
of that of [LNP22, Thm. B.7] and we thus do not include it.

Lemma 7.2. Let e1,e9,e3 be in (0,1/2] and My, My, M3 in (1,00). Fori € [3],
we define a; = /7 /In(M, \/ln 1) 4+ In(M, )—i—\/ln(sfl)). We let B = v/nmy

be a bound on ||s1|],. Then, let x be a distribution over §1, and let o1 = a1nB,

02 = aany/ima, 03 = a3V/337B, and define Basg = ca5603V/256. Assume that
¢r > max(B2,82/1/26 - i'my Basg, 2B254/13 — Basg).

Then, the (interactive) zero-knowledge argument in Figure 7.1 is knowledge
sound with an extractor running in expected polynomial time, and soundness
error

2 —n/k
0= + Qmin
C]
where en.sis is the hardness bound for M-SIS_ ~ dmatme.d.B for

8 = 80\ (Crma 01 V/AT)? + (Camg 72/ F2)?

The zero-knowledge property follows from the M-LWE assumption (albeit in
its knapsack form, which we detail in the proof) and the rejection sampling result.
Although it is generally interesting to use the Rényi divergence that is provided in
Lemma 2.8, its use for distinguishing problems such as this one is more delicate.
In particular, as our situation does not satisfy the public sampleability property
from [BLR*18], we are bound to use the statistical distance. As such, one needs
to choose ¢; that are negligible in the security parameter. We give the proof for
completeness.

+ q,;fn + 27128 4 EM-SIS
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Lemma 7.3. Let e1,e2,e5 be in (0,1/2] and My, My, M3 in (1,00). Fori € [3],
we define a; = \/7/ ln(M,-)~(\/ln(€i_1) + ln(Mi)—F\/ln(si_l)). Let x be a distribu-
tion over §1, and_let o1 = ainynmy, o2 = agnynmy and o3 = azV337vnm;.
We define mh = d+ 256/n + £ + 1 and assume that mg > mf. Then, the (inter-
active) zero-knowledge argument in Figure 7.1 is honest-verifier zero-knowledge.

More precisely, there exists a simulator S that outputs a distribution that is
e-indistinguishable from that of an honest transcript, where

€1 €2 €3 ,
S S R Y
= Tt T amin (M2, M) +

EM-LWE
L = G4y, (M2, M2 — M)

where ey.Lwg @S the hardness bound of M-LWE.. and

fiyma—(d4256 /A+04+1),m2,d,x’
Ogmin (@, 0) = PMNU(EE};;)[M -R3 # Rp s the singularity probability'®.
Proof. We show by a sequence of hybrids how the transcript is simulatable with-
out resorting to the secret s;. We first denote by Hg the distribution of an honest
transcript. Late H; denotes the distribution of the transcript in the protocol they
describe.

‘H.. The prover performs the honest execution until it obtains the final challenge ¢
from the verifier V. It then rewinds V’s inner randomness and restart the honest
execution until it gets ¢’. If ¢/ # ¢, it aborts, and else finishes the execution.
Since V is an honest verifier, the challenges only depend on its inner randomness
as they are sampled uniformly. As a result, because its inner randomness was
rewound, it always holds that ¢’ = ¢. This means that Hg and H; are identically
distributed.

‘Hs. The prover P obtains ¢ as in H;. On the following execution, after sampling
¥1,¥2, it directly computes z; = y;+cs; and keep, = Rej; (z;, cs;, o;, M;). Instead
of computing w as usual, it sets it as

W < A1Z1 + AQZQ —cty mod Z]\E
It then proceeds as usual until it gets the challenges (Mi)ie[e +2dR)" Instead of

computing to as usual, it sets it as
to « 2z Fz + cf'z 4+ *f — (ct; — bT'zy) mod qA}AE,

where z is defined as in Equation (10) from z1, zo. It then aborts at this stage if
keep; A keep, = 0. By careful inspection, except for the new definition of w and
to, the transcript is identical to that of the previous game. Regarding w and ¢,
they are uniquely determined by all the other elements because of the verification
of Equations (13) and (14). As such, the distribution of the transcript in Hs is
identical to that from H;.

6 This quantity is introduced in [BJRW23] and the authors show it can be bounded in
—(a=b+1)n/k -n/k

. Since we already require ¢, ;./" = negl(\) for soundness,

(+,-) are negligible.

our case by bk-q, ;.
it holds that all the ¢

9min
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Hs. It proceeds exactly as in Hz except that it samples zy directly from Dy, o2’

and sets keep, = 1 with probability 1/Ms and 0 otherwise. By Lemma 2.8 and the
data processing inequality of the statistical distance, it holds that A(Hz, H3) <

£2
My *

H4. The execution is the same as H3z except in the way t4,tp and ¢, are gener-
ated. At this step we invoke the hiding property of the ABDLOP commitment
scheme where the commitment randomness is so. Observe that zs no longer de-
pends on sy because of the previous hybrid change. More precisely, in the initial

commitment phase, it samples uy from U(ﬁg), up from U( A;‘E’G/ﬁﬂ

from U(Rjy). It then sets t4 = ua, tp = up. After receiving the challenges (1;);,
it sets t1 = u;.

), and uy

~

Ay
By,
bT
based on the knapsack version of M-LWE. More precisely, it is based on the
hardness of Knap-M-LWE5 ,.; 1, 3.y Where m5y = d+256 /ni+¢+1. This knapsack
version is proven as hard as the standard version of M-LWE in, e.g., [BJRW23,
Lem. 4.1]. They show that there is a reduction from M-LWEz 1, —mj m,q,x t0 the
knapsack problem Knap-M-LWEg7 ;1 m, 7,y such that we can relate the hardness

bounds of each problem as

The hiding property relies on s being pseudorandom, which holds

EM-LWE
1 — Ogpin (M2, mo —mj)’

/
EKnap-M-LWE < 25qmin (mQ; mg) +

where dq,,., (a,b) =Py g R [M'ﬁf}mm # ﬁgmm] is the singularity probability.

By [BJRW23, Lem. 2.6], the singularity probability can be bounded in our case
as

=0

b—1 K
1 —(a—b+1)7/k
bnta < 1= I (1 ) <o
Because we already require q;ﬁ/ " = negl()\) for soundness, it holds that all the
Ogmin (- ) We consider are negligible. Since a distinguisher between Hs and Hy

leads to a distinguisher for Knap-M-LWE, we have for any PPT adversary A
IPLA(H3) = 1] — PLA(H4) = 1]| < exnap-M-LWE

EM-
325 M-LWE

1- 5‘]min (mQ’ ma — m/Q) .

(va mIQ) +

gmin

Hs. It proceeds exactly as in H4 except that it samples z; directly from D, o1

and sets keep; = 1 with probability 1/M; and 0 otherwise. By Lemma 2.8 and the
data processing inequality of the statistical distance, it holds that A(Hy, Hs) <

€1
My

He. It proceeds exactly as in Hs except that it samples the h; directly from
U({x € ]SLqA : 7o(x) = 0}). Since the g; are uniform in this set, and that the other
terms also have a constant coefficient of zero, it holds that the h; are identically
distributed in Hs and Hg. It yields that Hs and Hg are identical.

99



‘Hz. It proceeds exactly as in Hg except that it samples zZ directly from Dy2s6 4,
instead of ys, and sets keep; = 1 with probability 1/M3 and 0 otherwise. By
Lemma 2.8 and the data processing inequality of the statistical distance, it holds
that A(He, Hr) < 71

Simulator §. We now describe for completeness the simulator S which produces

samples from H; without resorting to the secret s;.
[ 1. cU(C).

. ta > U(RD

. Zp DE""l,O'l
. Zo D§77‘2,a‘2

2
3
4
5. w <+ A1z + Aszy — ct 4 mod Z]\/R
6
7
8

tp (_)U(’\;56/ﬁ+l)

. (Ro, R1) — U({O, 1}256><ﬁm1)2
. R+ RO — Ry
9. Z% — DZ25670'3
10. keeps = 1 with prob. 1/Mj3
11. (’yiﬂ')i,j — U(ng257)
5 12 (hi)i < U({z € By : 7o(x) = 0})
13. ()i = g(Rf}Hdk)
14. t; < U(Rfi)
15. Compute F, f, f, z from Equations (8) and (10)
16. to « zTFz + of Tz + 2 f — (ct; — bT2z5) mod GR
17. keep; = 1 with prob. 1/M;
18. keepy = 1 with prob. 1/M;
19. if keep; = 0 then
20. return ((t4,tz,w),(Ro,R1),1)
21. elif keep; = 1 and keep; A keep, = 0 then
22. return ((tA7 tp, W)’ (RO’ Rl)’ Z%’ (’Vi,j)i,ﬁ (hz)u (:ui)ia (t07 t1)7 C, J—)
23. else return ((ta,ts, w), (Ro,R1),25, (Vij)ij, (hi)i, (110)is (tos t1), ¢,
(21,22))
The simulator S follows the construction of a transcript described in H; in

the honest-verifier setting. From the hybrids above, it holds that for any PPT
adversary A,

J

IPLA(Ho) = 1] — PIAS) = 1]] < — + -2 4 =2

+ €Knap-M-LWE
M, My M; nap ’

as desired. O

7.2 Proof of Valid Credential

Algorithm 6.4 solely relies on a zero-knowledge argument for the signature ver-
ification of Algorithm 5.4. The user needs to hide its secret key, the desired
attributes and the credential, while convincing the verifier that it holds such
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elements. We use the same techniques as in Section 7.1, although this relation
is slightly more complex as it directly involves quadratic equations. Although
we use the same notations, all the parameters of the proof system in this sec-
tion (e.g. m1, ma, q1,d, ¢, p,n,e;, M;) are most likely different from those of the
previous protocol unless specified otherwise.

Relation. The prover starts by reconstructing v; as in Algorithm 5.4. For
clarity, we denote by mz the sub-vector of attributes that are revealed and myg,,
the sub-vector of concealed attributes concatenated with the secret key s. We
similarly define Dz and Dy, such that Dgs + Dm = Dy, m,, + Dzmz. In
particular, we let mg,, be the dimension of my,,, namely mg,, = ms+ (m —|Z|).
We use the same process to lift the relation modulo ¢ = ¢1¢ and to select the
soundness amplification parameter ¢, and the challenge space parameters k', p, 7.
The user proves knowledge of (vy, vy, v, t, my,) € R2Hkd+h+1+man guch that

q¢1 (Avy — Bvy + Asvs + G(tve) — Dg,my,,) = 1 (u+ Dzmyz) mod gR

[vill, < By, [[vally, < Ba, HV3||2m§ Bs
Ht”Q = \/wvt S Tlamsm S T1 sm

where A € RV?! B, A; € R*, G € R, D, € RI*™n Dz e Ry,
ue Rg, my € Tlm, w, BY, By and Bjg are public elements part of the statement.
We then embed everything using 6 and Mjy. For clarity, we define A’ = g1 My(A),
B = (hMO(B)a G = (J1M9(G)7 Aé = qlMQ(AS)v Dlsm = q1M0(Dsm)ﬂ and
u = ¢10(u+ Dzmy).

As it is needed later in the protocol, we detail how to tackle the quadratic
term G'6(tvy), in particular how to express its i-th coefficient in terms of 6(t)
and 6(vs). Let i € [0, dk—1]. We decompose it as i = i1 k+is for iy € [0,d—1] and
19 € [O,E — 1]. We call e; the vector RI* that is 1 at position % and 0 elsewhere.
We also call e;, the vector of RF that is 1 at position is and 0 elsewhere. It holds
that

[e(thg)]i = eZTQ((Id X f)GVg) = eZT(Id X Mg(t))Mg(G)@(Vg).
T My(t)|0

We have that el (I; @ My(t)) = [01x¢1E|ei2 1x(d71171)E]7
zero block is at the block position ;. We can now express

where the non-

el My(t) = Rowi, (My(t)) = 0(x* "2 @z )7 - P = 0(t)T My (2~ —2)TP,

where P is the permutation of [O,E — 1] having 1 only on the anti-diagonal, i.e.,
1

P =
1

As a result, we have that [§(tGvs)]; is equal to

007 - 05, 5[ Mo (") P10,y 17 Mo(G) - 6(v2),
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which means the i-th coefficient of §(q;tGv3) can be expressed as 0(t)T G.0(vz),
where

k 1—ig\T
G =10 k><zlk|M0 l) P|0k><(d i — l)k]G/’

where the non-zero block is at position i1, where i = 7;17€\+i2 for i1 € [0,d—1] and

iz € [0, k— 1]. In the remainder of the protocol description, we define v; = 6(v;)
for J € [3]7 t/ = 9({), em - e(mgm)

The Protocol. We start by expressing Bj? — ||v} ||§ as the sum of four square
integer aio + a%l + aiQ + aig. Then, define a1 = a1,0+a1,12 + a112$2 + al,gscg
and v = [v{T|a1]" so that ||v{|, = B]. We perform the same decomposition
and define az,asz, vy, v4. We also define A” = [A']|04], B” = [B'|04], G =
[G}|0;] and A3 = [A5]04]. Later, we also pack the witnesses into the vector s; =
(VV vy v ¢,ml,) € R™ for my = (2dk+1)+ (kdk+1)+ (kk+1) +k +mapk-.

First Round. We start by sampling so from x"2 where Supp(x) C 51 and
compute an Ajtal commitment of s; with randomness S as ta = Ays; +
Aysy mod GR, where A U(Rdxml) and Ay < U(Rdxmz) are part of the
common reference string crs. Then we sample the Gaussnm masks for what will
later be cs; and csy. More precisely, we sample y; from D5 and y, from

D

R™1,04
Bma oy and compute the commitment w = A;y; + Asys mod qR.
We then sample a mask y3 from D R256/7 oy and a vector for soundness ampli-

fication by g <= U({x € }A%qA : To(x) = 0}%) where all the entries are polynomials
with a constant coeflicient equal to zero. We later use m to denote the vector
m = [yd|g”]" € R?°6/7+, We commit to it via tz = B, 482 +m mod gR, where
B,, < U(E‘(IA%(S/"M)X"”) is part of crs.

The prover sends msg; as the first message and receives chal; as the first
challenge, where they are both defined as

meg, = (st w) € R/

_\ 2
Cha|1 = ?‘l(l,Cf’S7 X, mSgl) = (RO’ Rl) c ({O7 1}256><7n1n)

with (Rg, R1) conditioned on ||Ryp — Ry, < v/337.

Second Round. We define R = Ry — R;. In the second round, we respond to the
challenge by masking R7(s;) with 7(y3). So we compute z% = 7(y3) + R7(s1) €
Z2°¢. Then, we perform rejection by sampling uz <= U([0, 1)) and rejecting if

1 —2(z%, R R
u3>exp<ﬁ (25, Rr( >>+||Ts1>||2>.
M3

2
03
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If the ug is smaller, then the prover accepts, sends msg, as the second message
and receives chal, as the second challenge where they are defined by

msg, = z5 € Z2°°

chaly = H(2,crs,x, msgy, msgy) = (Vi ;) icl) € ng%‘z.
j€[262]

Third Round. We now need to prove the following equations over Zz.

7(ys) + Rr(s1) = 2, (3.1b)
(r(v), 7(v)) = By%, (3.2b)
(r(vy), 7(v3)) = B3, (3.3b)
(r(v§), 7(v§)) = B, (3.4b)
(r(t), 7(¢)) = w, (3.5b)
(T(t), 7(¥) =1.2) =0 (3.6b)
(r(my,,), 7(mg,) =15, )=0. (3.7b)

Using the same method and notations as in Section 7.1, we combine the quadratic
equations with automorphisms over Rj and define for all ¢ € [¢]

hi =gi + Z Vij(€fys +risy — 25 ) + visr (v V] — B?)
j€[256]

+ i,258(V5 VY — B3) + i 250 (V3 Vi — B3) 4+ Vi 260t *t —w)  (15)
+ 7i261 (" (¥ — 152)) + Yi262(ml,, " (M, — 155,,.,))-

The prover then sends msg; as the third message and receives chals as the third
challenge, where they are both defined as

msgs = (h1,...,he) € }A%f%

chaly = (3, crs, x, msg,, msg,, msgs) = (1) ;104 a7y € Rgﬁrdk.

Fourth Round. We now need to prove all the quadratic equations over Eg. We
need to prove that the h; are well-formed and equal their expressions above,
and we also need to prove the main quadratic relation A”vY — B"v} + A{vY —

D mg, +tG"v) = u'. The latter represents dk equations. We prove them all
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at once by combining them linearly with the challenges u; and prove that

0= Z Ki | 9i + Z Yi,j(€jys +rjs1 — Z:?,j) + 71,257 (Vv — B?)
1€[{] J€E[256]
Hx_ 1

+ 7i,258(Vy Vg — B3) + Yi,250 (V5 V5 — Bg) + vi260(tt —w)  (16)

!

+ yi261 (€ (Y = 15z)) + i 262(ml, " (M, — 157..,,)) — hi
~T
+ > mei(CTGIVE + el (A'V] = B'vY + AYv{ - D}, m/, —u).
ie[dk]

For that let us define s = [sT|s7|m”|m*]7. We also define ry j, raj, r3., re
and rep, ; such that

/

* % 1 * 1 * 1 * g/ *
ris1 =11,V +ry vy +r3,;vy +r ;U +rg, mg,.

Then, the equation to be proven is equivalent to 8T Fs + f7s + f = 0 mod (’jﬁ,
where

f=- Z 7% Z ’Yi,jzéj + Yi,257B1% + Vi 258 B3 + Vi,250 B3 + vi 260w + by

i€[4] j€E[256]
- Z [he4i;
ie[dk)
Xicl] 2jelse] Hivid g + 2 ieldf] W“A”Tefj
Zie[é] Zj6[256} i, r%,j;‘ - Zie[d@] preiB" el

Zie[e] Z]’e[256] Hii,j r§7; + Zie[dE WHAgTeZR
ZiG[Z] Zj€[256] 1iYi,5 ' R
Dic) 2jelzse) Hivig Fmg 2 icldR] peiDY, " et
2dk+1
04711
0,741
=D ieqe Mivi2e11pr
=D ic HiYi,2621 Brmenm

iele) Hi Zje[256] Vi,je;T
[ - - el
0256/7
0,

Fo [F' F” 0y, x2(256/7+0)
| Oy +2(256/7+0) x2(ma +256 /7+0) |
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where
0%(2d+kd+k)+3Xm1
F' = 0% x2df+1 Zie[d] 1o+ GY Ozx(ml_d2(2+k)_2) )
Emsmxml

and
F' = z pi - diag(vi,2571y 474 15 Vi2s8 Ly gm 10 V259541
1€[4]
(7,260 + Vi261) 15, i 2621, )

Once we have defined these (public) matrices, we can compute the garbage terms
and commit to them. More precisely, we define

| e R, 5
*(Byng2)*T

and compute ey = y”Fy mod §R, ey = s'Fy + y'Fs + Ty mod gR, and the
commitments g = bTy, + ep mod gR and t; = bTsy + e; mod GR, where b <
U (Rg”) is part of crs. The prover then sends msg, as the fourth message and
receives chal, as the fourth challenge, where they are both defined as

msg, = (to, 1) € RZ

chaly = H(4, crs, x, msg,, msg,, msgs, msg,) = ¢ € C.
Fifth Round. In the final round, the prover responds to the challenge by masking
cs; and ¢sy with y; and ys respectively. So we compute z; = y; + ¢s; and

Zo = y2 + ¢so. Then, we perform rejection by sampling wuy,us <= U([0,1)) and
rejecting if

2
- M%exp (ﬂ—zwzl) , ﬂc:%» + |T<cs1>||2>

1 —2(r(22) , T(cs2)) + |I7(cs2)ll
> — .

or Ug A exp (ﬂ' o

If the ui,us are both smaller than these respective bounds, then the prover

accepts, sends msgs as the final message defined by

msgs = (z1,22) € R™ 1™,
Non-Interactive Proof. We summarize the proof and verification in Fig-
ure 7.2. The proof is m = (ta,tp,25,h1,...,he,t1,¢,21,22) as the elements

w and tg and the challenges can be re-computed from the rest. The elements
ta,tp, h1,...,he,t1 cannot be compressed as they all look uniformly random
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modulo ¢,. We again use the entropy bound to evaluate the bit-size of discrete
Gaussian vectors. It means the total bit-size can be bounded by

~ 256 P P
|| < (d—i— = +20+ 1) nllog, q] +nm1(1/2 + log, 01)

+ nmg(1/2 +logy 02) + 256(1/2 + log, 03) + nflogy(2p + 1)].

7

\.

Proof

keep < 0
while keep = 0 do
sg <= X2
ta < Aisi + Assz mod GR
yi <> Dgm, ,,, for i€ {1,2}
W+ A1y1 + Aoy, mod GR
Y3 & Dﬁ256/ﬁ,03
g < U({z € Ry : 1o(z) = 0}Y)
ts < Bygsz + [yig"]" mod ‘ll\fi
msg; < (ta,ts,w)
(Ro, R1) < H(1,crs,x, msg;) € ({0,1}256xm17)2
R+ Ro —R:
25 < 7(y3) — R7(s1)
keep, < Rej, (25, R7(s1), 03, M3)
msg, 75
(Vid)ig < H(2,crs,x, msg,, msgy) € 2%
Compute all h; as in Equation (16)
msgg < (h1,...,he)

(1) sepeam  H(3,crs, x, msg;, msg,, msg;) €

Compute 8,y,F,f, f as in Equations (18) and (17)

eo — yTFy mod Zjﬁ
e1 + 8TFy + y"Fs + fTy mod qAIA%
to < b y2 + eo mod ﬁﬁ
t1 < bTsy + e mod ZI\E
msg, < (to,t1)
¢ < H(4,crs, x, msg,, msg,, msg;, msg,) € C
Z1 < Y1+ 81
keep, < Rej;(z1,cs1,01, M1)
Z2 < Y2 +cS2
keep, < Rej, (22, cs2, 02, M2)
keep < keep; A keep, A keepy
w4 (ta,ts, 25, b,y ... hety, c 21, 22)

return m

Verification

Hl+dk
RE

W A1z1 + Aszs — cba mod GR

msg, < (ta,tz, w)

(Ro, R1) < H(1,crs, x, msg, )

msg, 25

(0)i = H(2,crs, x, msg,, msg,)

msgy < (h1,...,he)

(1) ieetamy  H(3,crs,x, msg;, msg,, msg;)

Compute F, f, f as in Equation (17)

z1
z;7
ctp — By 422

(ctp — By,gzz)*T

Z

to <+ z ' Fz+cfTz + ch — (et1 — bTZQ) mod qAﬁ
msg, = (to,t1)

b1+ |lz1lly < cam,o1vVAML

by  ||Z2]ly < Crm,02vV/RiM2

bz HZ§||2 < c25603V/256

by < Vi € [€],70(hi) =0

bs < M (4, crs, x, msg,, msg,, Msgs, Msg,) = ¢

return by A bz A b3 Abs Abs

Fig. 7.2. Non-interactive zero-knowledge argument for credential showing



Security Analysis. The proofs of Lemmas 7.4, 7.5 and 7.6 follow the same
reasoning as that of Section 7.1. As the proof is presented to be non-interactive,
there are a few modifications. In the completeness, the equations that would
need to be satisfied on w and ¢y are automatically verified as these elements
are recovered from c in the verification. Instead, one simply need to check that
c indeed corresponds to the correct hash output. For knowledge soundness and
zero-knowledge, the proof in the non-interactive case follows the same arguments
as e.g. [BLNS23], which only slightly differs from the proofs of Section 7.1.

Lemma 7.4. Let €1,e3,¢e3 be in (0, 1/2] and My, My, M3 in (1 00). For i €
[3], we define a; = \/7/In(M, \/ln )+ In(M;) + \/ln ). Welet B =

/B2 + B2 + B} + w + nmgy, be a bound on ||sy ||2 Let x be a dzstribution over

§1, and let o1 = a1nB, 09 = asny/nme and o3 = aszV337B. Then, the zero-
knowledge argument in Figure 7.2 is complete.

Lemma 7.5. Let £1,e3,¢3 be in (0, 1/2] and My, My, M3 in (1 o0). For i €
[3], we define a; = /) In(M, \/ln )+ In(M;) + \/ln ). We let B =
\/B’2 + B% + B2 4+ w + nmgn, be a bound on ||s; H2 Then, let x be a distribution

over Sl, and let o1 = a1nB, 0o = aony/ima, o3 = a3\/337B, and define Basg =
Co5603V/256. Assume that § > max(B?,82/1/26 - im Base, 2B356/13 — Basg)-

Then, the zero-knowledge argument in Figure 7.2 is knowledge sound with an
extractor running in expected polynomial time, and soundness error

2 n/K
5= |C\+qm‘“/ +qt 42712 L evisrs

where ey_sis @S the hardness bound for M-SIS.. - Audma+ms..f for

B = 87’}\/(Cﬁm10'1 V1mi)? + (Caim, 02/ ima)?

Lemma 7.6. Let €1,e3,e3 be in (0, 1/2] and My, My, M3 in (1 00). For i €
[3], we define a; = \/7/In(M, \/ln )+ In(M;) + \/ln . Welet B =
/B2 + B2 + B} + w + nmgy, be a bound on HS1||2~ Let x be a dzstribution over
S1, and let o1 = aunB, 09 = aanyv/nme and o3 = azv/337B. We define mb, =
d+256/n+£+1 and assume that mg > mb. Then, the zero-knowledge argument
in Figure 7.1 is zero-knowledge. More precisely, there exists a simulator S that

outputs a distribution that is e-indistinguishable from that of an honest proof,
where

€1 €2 ’
=L =223 195, (m
¢ 1\41+1\42+z\43+ amin (M2, M) +

EM-LWE
/
1- 6qmin (m27 ma — m2)

where exi.Lwg @S the hardness bound of M-LWE_.

Ama— (@4256 /A 04 1).ma g OV
_ N Db
Ogumin (3, b) = PMNU(Rng;n)[M # R

is the singularity probability.

q min min }
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8 Implementation and Performance

8.1 Parameter Selection and Estimated Performance

We now detail the parameter selection and evaluate the performance in terms of
sizes that we expect for the signature and the proof systems. Our construction
aims for a security target of A = 128 bits of classical security. The security of
the different algorithms and protocols rely on the structured lattice assumptions
M-LWE and M-SIS. We estimate their hardness as described in Appendix A
thus lower-bounding the security of our constructions. The security of our sig-
nature scheme however is set by a reduction from M-SIS with a loss described
in Theorem 5.1 and 5.2. For a target of 128 bits, the security reduction entails
a loss of around 38 bits for type @ forgeries and 41 bits for type @ forgeries for
our parameters'”. Concretely, this means we need to aim for 166 bits for the
first M-SIS assumption and 169 bits for the second one. To meet this security
requirement, we adjust the values of n,d, ¢ and b, and set the rest according to
Algorithm 5.1. For the proof systems, the parameters are set so as to minimize
the proof sizes while providing sufficient security according to Lemmas 7.1 to 7.6.
We also choose the rejection sampling parameters to achieve fewer rejections for
a better computational efficiency at the expense of a slightly larger proof size. We
suggest parameter sets for the signature scheme Table 8.4, and for the issuance
and verification proof systems in Table 8.5 and 8.6 respectively, and summarize
the estimated performance in Table 8.1. They correspond to a credential over 10
hidden attributes for comparison purposes with prior works, while also being the
same order of magnitude as for the typical use case of identification documents,
e.g., passport, national ID.

Security  Assumptions |opk| |osk| |upk| |usk| |sig| |cred|
128  M-SIS/M-LWE 47.53 kB 10 KB 2.38 KB 0.25 KB 6.81 KB 79.58 KB

Table 8.1. Size and security estimates of our anonymous credentials. All sizes are
expressed in KB. opk, osk represent the organization keys, upk, usk the user keys, sig
the emitted signature, and cred the credential proof.

We compare our scheme to the existing lattice-based anonymous creden-
tials [JRS23,BLNS23,LLLW23] on their compromise between security and cre-
dential size, i.e., the size of a non-interactive proof in Algorithm 6.4, which
represents the main metric we want to optimize over. First, in comparison to
the figures reported in [JRS23], our construction drastically improves upon their
performances on all metrics and with a tighter security proof. In particular,
compared to their efficiency estimates in [JRS23, Tab. H.4], we gain factors of
200, 1080, 45, 9 on the organization public key, organization secret key, emitted

17 Although we evaluate the composition h°? for our parameter selection, we explain
in Appendix A how to bound h°? to support this loss.
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signature, and credential proof respectively. We also achieve more compact sizes
than [LLLW23]. In the latter, the authors propose parameter sets for three dif-
ferent security reductions. The first achieves credential proofs or around 190 KB
but for selective unforgeability. The second builds upon the selective parameter
set and achieves adaptive security via complexity leveraging for a credential of
370 KB, but it results in a reduction loss of 2'?8. The third achieves adaptive
security directly but results in much larger credentials of around 24.7 MB. Fi-
nally, in [BLNS23|, the authors relaxed the hardness assumption by introducing
the NTRU-ISIS; (and its interactive version) to reach smaller credentials. We
reach credential proofs around 3 times smaller than their construction based
on NTRU-ISIS¢, and get close to the performance of their construction based
on the interactive assumption Int-NTRU-ISIS¢, but by relying on standard non-
interactive assumptions (M-SIS, M-LWE). We summarize this comparison in Ta~
ble 1.1. In particular, we are the only scheme achieving credentials smaller than
100 KB without relying on interactive and non-standard assumptions.

8.2 Implementation Details

To showcase the feasibility of our proposed construction, and to facilitate future
research in this direction, we have implemented a proof of concept in C'®. Apart
from the complexity of the protocols themselves, the first notable challenge we
faced was implementing polynomial arithmetic in five different rings, each pre-
senting unique characteristics. Among these rings, three operate with coefficients
modulo single-precision primes or single-precision products of two primes, posing
challenges for efficient multiplication as they inherently lack native support for
NTT. Another ring operates over multi-precision integers in order to estimate
the spectral norm during the key generation whose methodology is described in
Appendix B. The fifth ring is over R for the SEP perturbation sampling. We
carried a precision analysis of the different Gaussian samplers in order to deter-
mine the necessary floating-point precision needed in the implementation of our
scheme. It can be found in Section 9. Overall, we show that a precision of 53
bits is sufficient and leads to no noticeable security loss.

Faced with the intricacies of polynomial arithmetic across multiple rings, and
considering that the actual construction is highly complex already'®, we chose
FLINT [tea23| as our arithmetic backend. However, it is important to acknowl-
edge several downsides of this choice: Firstly, FLINT implements arithmetic
operations usually in a very generic way which may be non-optimal given that
our parameters are static at compile time. Moreover, this generic arithmetic also
includes the usage of branches for trivial cases, which breaks the constant-time
paradigm for cryptographic implementations. Secondly, FLINT heavily relies on
dynamic memory allocations, both internally and when handling passed data.
In contrast to stack allocations, which are usually used in cryptographic imple-

'8 https://github.com/Chair-for-Security-Engineering/lattice-anonymous-credentials
19 Excluding any arithmetic, our implementation has about 4700 lines of code compared
to, e.g., 890 lines for the official Kyber code without arithmetic.
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mentations, these dynamic ones are significantly slower. To mitigate this perfor-
mance drop to a certain extent, we employ static, pre-allocated variables within
the wrapper.

For these reasons, our implementation prioritizes accessibility and clarity for
future research. We have abstracted calls to FLINT functions with a wrapper
which offers the flexibility to replace the FLINT-based arithmetic with custom
constant-time, parameter-specific code without the necessity of touching the
protocol layer. Importantly, it requires no other dependencies beyond FLINT,
and the code is thoroughly documented to enhance comprehension.

We want to emphasize that, apart from an parameter-specific, optimized
arithmetic backend, our code could be further optimized by deploying AVX2-
vectorized hashing. Through profiling, however, we have confirmed that for our
code hashing is not the main bottleneck for both proof generation procedures as
well as the verifications.

8.3 Implementation Performance

We benchmark our implementation on a laptop featuring an Intel Core i7 12800H
CPU running at 4.6 GHz and the scaling governor set to performance. Both our
code and the FLINT library have been compiled with gcc 11.4.0 with the
options -03 -march=native. For building FLINT, we explicitly enabled AVX2
and disabled the pthread option to ensure that no thread pools are used and
the program runs on a single core.

Time (ms)
Protocol Procedure -
min  mean med max

key gen. 241.01 414.21 270.33 1086.56
SEP sign 57.36 58.83 58.51 61.73
verify 1.68 1.69 1.69 1.70
user commit 0.79 0.81 0.81 0.88
signer sign cmt. 56.42 56.84 56.75 62.49
Credential  S€T verify 1.68 1.69 1.69 1.76
Issuance  User key gen. 0.46 0.47 0.47 0.53
user embed 0.74 0.78 0.78 0.86
user prove 126.57 221.33 167.20 644.58
signer verify 100.01 100.94 100.78 103.98
Credential  5€T embed 2.35 2.39 2.38 2.52
Showing  USer prove 197.42 354.59 280.29 1019.18
user verify 145.96 147.14 147.10 152.21

Table 8.2. Benchmark results. Statistics over 100 executions. Where applicable, the
key and message were randomized (e.g., the SEP signing is benchmarked over random
keys and random messages). High variance timings are due to rejection sampling. Note
that we omitted the benchmark result for the oblivious signing user signature comple-
tion, which takes on average 1.2 ps.
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Time (million cycles)

Protocol Procedure ;
min mean med max

key gen. 675.60 1161.12 757.79 3045.88

SEP sign 160.78 164.90 164.00 173.03
verify 4.68 4.71  4.71 4.75

user commit 2.20 2.25  2.25 2.44

signer sign cmt. 158.15 159.30 159.06 175.15

Credential "S€T verify 4.69 472  4.71 4.91
Tssuance USer key gen. 1.27 1.30  1.29 1.48
user embed 2.07 217 217 2.40

user prove 354.80 620.44 468.68 1806.93

signer verify 280.32 282.93 282.50 291.48

Credential USeT embed 6.56 6.67  6.65 7.05
Showing USer prove 553.41 993.99 785.72 2856.98
user verify 409.15 412.46 412.32 426.67

Table 8.3. Benchmark results. Statistics over 100 executions. Where applicable, the
key and message were randomized (e.g., the SEP signing is benchmarked over random
keys and random messages). High variance timings are due to rejection sampling. Note
that we omitted the benchmark result for the oblivious signing user signature comple-
tion, which takes on average 1611 cycles.

The timing results are shown in Table 8.2 in milliseconds, while the cycle
counts are given in Table 8.3. As expected, there are notable variations in the
timings due to rejection sampling, but also for procedures that do not involve
rejection steps, which stems from the use of FLINT. Note, however, that we clear
all FLINT-internal caches after each iteration of the benchmarked function.

The most important steps for anonymous credentials are Issuance and Cre-
dential Showing as they directly impact the user experience. Regarding Issuance,
the full protocol takes about 400 ms (on average) which we deem very reason-
able. Credential Showing is slightly slower as it takes about 500 ms (including
Verification) on average, which should be imperceptible in most cases.

We also recall that the point of our implementation was to provide a better
understanding of the performance of privacy-preserving solutions, not to provide
the most optimized code for a specific setting. In particular, we did not imple-
ment our own arithmetic backend tailored to our moduli, nor did we leverage
the multiple cores of modern CPUs (our timings were obtained without any par-
allelisation) or precomputations. In other words, there are many ways one could
improve performance without changing the cryptographic protocol itself and,
given the already appealing benchmarks as shown in Table 8.2, we are confident
that our solution should be sufficiently practical for most use-cases.

9 Samplers’ Precision Analysis

In this section, we detail the precision analysis of the different samplers that we
require to determine the minimal floating-point precision for our implementation.
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The systematic analysis of floating-point arithmetic (FPA) precision in Gaussian
samplers has been bootstrapped by Prest and Lyubashevsky [LP15,Prel5,Prel7].
In these works, they provide a detailed floating-point precision analysis of Klein’s
sampler [K1e00,GPV08| and Peikert’s sampler [Peil0)].

Our construction uses three kinds of Gaussian samplers. The first is a spher-
ical Gaussian sampler over Z (or Z~ or R), and is used as a base sampler for the
others as well as for the masks in the zero-knowledge arguments. The second is
the one presented in Algorithm 3.1 which samples a non-spherical perturbation
over R. Finally, the third is the gadget sampler to sample points on E;-(G) where
we use Klein’s sampler on the basis (and its gram-Schmidt) of £ (G). The base
sampler is well understood and well studied which is why we only focus on the
remaining two by assuming a perfect base sampler over Z.

9.1 Klein’s Sampler on the Gadget Lattice

The analysis of Klein’s sampler has been thoroughly done in the general case by
Prest [Prel5,Prel7]. We state the result in the case of integer bases and integer
centers, and also specify how it changes when the (scaled) Gram-Schmidt is
known exactly. Indeed, if the basis is integral, its Gram-Schmidt is rational and
can be represented exactly if the denominators are not too large. The proof
follows the blueprint of [Prel7] but we include it for completeness. We give the
version of Klein’s sampler that we use, which is rigorously equivalent to the
standard formulation. In particular, it takes the basis B € ZN*N | the scaled
Gram-Schmidt B’ whose columns are the b;/||b;||3, the widths s; = s/|b;|2
and a center t € ZV.

- Algorithm 9.1: Klein(B, B', (s;);,c)

Input: Basis B € ZV*V | Scaled Gram-Schmidt B’ € Q¥ *N, Widths (s;);c(n) €
(RT)N center t € ZV.

1. VN +~— 0.

2. fori=N,...,1do_
4. Z; DZ»Swdi'

5 Vi1 < Vi + zib;.

Output: vo > Statistically close to D.

BZN s,t°
J

Lemma 9.1 ([Prel5, Lem. 3.12] adapted). Let N be a positive integer,
B c ZV*N t € ZN, e €(0,1) and s > 2n.(Z)||BJ|. We let P be the output
distribution of Klein(B, B/, (s;);,t) with B’, (s;); precomputed with infinite pre-
cision. Similarly, let P be the output distribution of KIein(B,E, (8i)i,t) with
E, (3;): precomputed with finite precision. Let 6 € [0,1) be such that

~ Vi € [N, [[B} — Blles < 6
— Vi€ [N], ‘Sl _§i| < és;
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We then define

_ @N ~ (1+0)%e
1 € 7621 + (1 + 6)2)c% N3||BJ|?
2 2+ — N
+ ( +5)(CN+27T+1—5>>+ 5E
~ ON(@2rc N|BJ| + 27k + 1).
5,e—0

Then, it holds that for all v € BZN, P(v) € [e=C,eC|P(v). When B’ can be

computed exactly, the expression of C' is improved to

27(1446/2)
(1-149)?

1
C =6N <c?v+2+ c ) ~ ON(2mck 4 1).
N

1—¢) 6e=0
Proof. Let v € BZ" be a possible outcome of P and P. There exists a unique
z € Z" such that v = Bz whose entries are the outputs of the base sampler
in the loop. In particular, there exists a unique (d;); (resp. (d;);) such that the
infinite (resp. finite) precision sampler computes those centers in the loop.

We first bound the differences |d,; — d7| Let ¢ € [N]. We can rewrite d; in
terms of v rather than v; as d; = (t—v, b)) +2z;. Hence, d; = (t—v, bl +68;)+2z; =
d; + (t — v, 9;), where by assumption [|d;]|, < ¢. This gives

|d; —di| < ||t = v|,]|8;]l, < ensVN -6V N = cysdN,
where the last inequality comes from Lemma 2.7. Note that d; = d; if E can be

computed exactly.

Now, we bound the ratio P(v)/P(v). Since both sampler output v only if the
base samplers output the z;, we have

P(V) H Ps;,d; (zi)pgiﬂi (Z) o 11_\/[ eui(zi) pgi,ai (Z)

i€[N] p§iﬁi (Zi)psi,di (Z) i1 Ps;.d; (Z)

where u;(z) = 7(z—d;)? /32 —n(2—d;)?/s?. By [Prel5, Lem. 3.10], we can bound

=

the ratio of Gaussian sums and get

P(v)
P(v)

A= Z ui(2) — E,up,[ui(2)] < In < Z wi(z) —E, 5. [ui(2)] =: B,
i1€[N] i€[N]

where D; = Dy, 4, and D; = Dy <, 3,- We now have to show that —C' < A and

B<C. ’

First, we rewrite u;(z) in two different ways as in [Prel5]. We have

ui(z) = §%((di — i)’ +2(di — di)(z — di) — 0:(2 4 6:) (2 — di)*)

UZ(Z) = 3(—(1 + 51)2((11 — 31)2 + 2(1 + 5@)2(d1 — EZ)(Z — 81) — 51(2 + 51)(2 — Ei)Q),

12
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where 5; = (1 + 0;)s; with |d;| < § by assumption. We use the first expression
and have the following inequalities

A< Y 5@l — di|(lz — dif + [Eanp, [z~ dil])

i€[N]
+0i(246:) (2 — di)* 4+ Bz, [(2 — d4)?)))

< " 3 2ensON by |31z — dil + [Esnp, [ — dil])
(1 _5) 5 1E€[N]
+ 82+ 8)|bill3((2 — di)? + B, [(= — di)?)

L (n t||1+Nsli€)

2ren N26|B|| (CN+ € >+ 7r5N(2+5) ( 1 € >

(1-10)2 1—¢ (1—6)2 Nt o T Io

<C,

where the second inequality comes from the bound on |di — Ei| and the fact that
S; = (14 6;)s/|[bsll2 > (1 — 8)s/||bs||2. The third inequality comes by bounding
[bill2 by [IB], by the fact that >, [|bill2]zi — dil = [lv—t[l;, 35, [bF[l2(z —
di)? = ||v— t||§ and by bounding the expectations using [MRO07, Lem. 4.2] as

we have s; > 2n.(Z). The fourth inequality comes from the Gaussian tail bound
of Lemma 2.7.

Following the method of [Prel5]|, we use the first expression of u; for the u;(z;)
and the second expression for the expectations. Using the same arguments as
before, we obtain

6N ~ (14 6)% , 1 €
< 7 Y e il
3= 2 (2enMIB (e + L) 1 40) (4 0+ 15

N 76%(1 4 (1+6)%)c% N3|B| ]2
(1-9)2

=C

The equivalence is taken at the first order in 6 and € which indeed simplifies to
SN(2mcA N||B| + 2nc% + 1).

Finally, the expression of C when B’ can be represented exactly comes from the
exact same process. The only difference is that d; = d; which simplifies the two
expressions of u;(z) to u;(z) = —7w6;(2 + §;)(z — d;)?/32. O

In our case, we apply Klein’s sampler on the gadget lattice for centers which
have integer coefficients. Since the gadget lattice has a specific structure, we can
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derive a closed-form expression of the scaled Gram-Schmidt which is why we may
decide to store it exactly. More precisely in our case, N = nkd, |B| = vb* + 1.
For typical parameters as those from Table 8.4 where n = 256, k = 5, d = 4,
b = 14, we have cy ~ 0.453 and therefore C' ~ 228825 in the general case and
C ~ 215195 in the exact scaled Gram-Schmidt case. Plugging this in our security
proof gives a requirement of 50 bits and 36 bits of precision respectively aiming
for C' = 1/2,/AQ. The standard precision of 53 bits for floating points is therefore
enough to incur almost no security loss.

9.2 Perturbation Sampler

The perturbation sampler is very similar to the Fast Fourier Sampler of [DP16]
which is used in the Falcon signature scheme [PFH"20]. The algorithm is recur-

sive in the subroutine that samples from DR7 Noarar R In particular, it makes

an overall number of 2d - n calls to integer samplers Dz,s,,e;- We can, as is done
for the Fast Fourier Sampler, analyze the precision needed for Algorithm 3.1
using an adapted version of the analysis of Klein’s sampler. More precisely, we
assume a relative error of at most d, on the s; and an absolute error of at most
de on the centers e;. We thus bound the quantities [€; — e;| by d. in the above
proof, and the |z; — e;| by s;t using [Lyul2, Lem. 4.4| for a slack t ~ 6. Using
those upper bounds, and the fact that s; > 7.(Z), we obtain that the relative
error between the infinite and finite precision versions of the sampler is of e¢ —1,
for

o=y (wip (ra+erys)

1 € 62 14 (1+46,)?
2 - e s
+ 05(1+65/2) (t too _E) + (L) 5 >

< N(27t? + 2my/2 4+ 1) (65 + ),

where N = 2nd, and where the inequality holds for all ¢, 85,6, < 2710, In our
context, this gives C' < 218:83(§, + 6,), which when plugged into our security
proof gives a precision requirement of §, + 6, < 27394,

We use the same methodology than [PFHT20| to verify this bound. More
precisely, we ran the signature process in both standard precision of 53 bits
and high precision of 200 bits using the same random tape’. By comparing the
values of the s; and e; between the two versions, we observe that we have 65 +
d. < 27369 Although this is slightly higher that 27394, choosing the standard
precision of 53 bits gives a sufficient margin so that it incurs no noticeable loss
of security.

20 Sampling can easily be made deterministic by generating the needed randomness via
an extendable output function such as SHAKE256.
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Conclusion

Practical signatures for privacy [CL04,PS16,San21] have been successfully im-
plemented and even standardized [ISO13a,ISO13b], resulting in very efficient
systems. Up until a few years ago, only theoretical alternatives existed in the
post-quantum setting. Several recent works [JRS23,BLNS23,LLLW23] have im-
proved the state-of-the-art by reducing the bandwidth, sometimes at the cost of
a weaker security. We continue this line of works by showcasing promising sizes
without compromising security but also extend it by demonstrating practical-
ity of such mechanisms. Although we use anonymous credentials as a common
benchmark with previous works, we stress that our SEP and its implementation
are very versatile and could easily be adapted to other cryptographic primitives.
Our work thus fosters practical post-quantum privacy and makes a significant
step towards it.
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A Concrete Security Analysis

In this section we recall the methodology we use to estimate the hardness of the
M-LWE and M-SIS assumptions. The best attacks use lattice reduction and rely
on the BKZ algorithm as a subroutine. In our security estimates, we evaluate
the cost of running the sieving SVP oracle with blocksize B by 20-2928+16:4 foy
the classical security and 2°-257B+16-4 for the quantum security.

Under the Gaussian Heuristic and the Geometric Series Assumption, the BKZ
algorithm with blocksize B would find a vector v in a N-dimensional lattice £
with ||v]|, < 6N Vol(£)YN, where by [Chel3] we have

5 ~ (WB)B> o (19)

2me

A.1 Key Recovery and Zero-Knowledge: M-LWE

In the signature scheme of Section 5, the public key is given by A’ € Rng and

B = [I;/A’]R mod ¢R and the secret key by R ~ BI*** Key recovery thus
corresponds to an instance of search M-LWE,, 4 44 5, With kd binomial ternary
secrets. We use the lattice estimator [APS15] on the instance LWE, g na,q,8, t0
determine the minimal BKZ block size B among all the evaluated attacks. We
discard the structure of the underlying ring and simply extend the dimensions
by the ring degree n by considering the matrix M, (A’). To account for the kd
secrets, we consider the final cost to be that of running kd times BKZ which
gives a cost of kd2vB+16-4 for v € {0.292,0.257}.

For the zero-knowlegde property of the proof system, we evaluate the hard-

ness of M'LWEﬁ,m2—(3+256/ﬁ+é+1),m2,6,81 using the same method.

A.2 Forgery and Soundness: M-SIS

The complexity of the forgery and soundness are estimated either by the M-SIS
assumption. To estimate the security of M-SIS;, 4.m,q¢,3, We find the cost of finding
v € L ([I4|A]) such that [|v], < 8 given A ~ U(RI*™=%). We again look at the
unstructured problem SIS;q nm.q.8- A standard optimization consists in finding
a solution in a lattice of smaller dimension nd < m* < nm and completing the
solution with zeros. We then use BKZ in block size B such that

8> min Jf gy
nd<m*<nm

More precisely, for a fixed 8, we find m* that maximizes ég = ﬁl/m*q_”d/m*z

and then use Equation (19) to determine the corresponding block size B.

A.3 Bounding the Forgery Reduction Loss

The forgery reduction loss from Theorems 5.1 and 5.2 involves the d-th functional
power of the function f, which stacks up the exponents 1 — 1/2\. It makes it
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slightly less intuitive to see why these d compositions do not deteriorate the
reduction loss too much. For the sole sake of simplifying this intuition, we give
the following bound on h°?. We insist that this bound is used only to justify that
the reduction is controlled despite the hybrid argument, but in the parameter
selection we directly compute h°? and do not use this bound.

Lemma A.1l. Let a,b,c, u be positive reals, and let o be in (0,1). We define the
function h over RT as

h:ze€RT —a+pb+plc+z))”.

Then, for all positive integer d, it holds that for all x > 0
. . o2i—2 . a2i—1 . o2
hod(z) < pr= Z ((ulaa) + (lea b) + (umc) )
Jjeld]

1—a2d 2d

+ Mﬁma

Proof. We proceed by induction on d. For d = 1, we need to prove that h(z) <
pt/=a) . ((u—l/(l—a)a) + (M—l/(l—a)b)a + (M—l/(l—a)c)aQ) + M(l—a2)/(1—a)xa2
which can be re-written as h(z) < a + pb® + /LIJ”)‘(CC‘2 + xo‘z). The inequality
follows by the non-increasing property of p-norms for p > 0, that is 0 < p < ¢
implies ||-[|, < ||[|,,- Here, we thus have [|-[|; < ||-[|, as @ < 1, and thus (3 z;)* <
> x¢ for non-negative z;. Hence, we get that for all z > 0

h(z) < a+ pd* + (u(c+2)*)*)
< a+p(b* + p(c+2))
S a+Mba _|_M1+0‘(CO‘2 +xa2).

Now let us look at the induction step. Assume the inequality is verified at rank
d > 1. Let x > 0. We have h°@+1)(z) = h(h°%(x)). From the above, we get

ho(d+1)(1,) < a+ubo‘ +MlJraCoﬂ +M1+a(h0d(f£))a2.
Then, the induction hypothesis and the inequality ||||?2 < ||H32 yields

2 2 -1 a? 1 . Q2it2
e < Y () () ()T

Jj€ld]

Q2i+1

a2 _q2d+2

+Mﬁx

a2d+2

Then, because 1 + a + a?/(1 —a) = 1/(1 — a), and by reindexing the sum, we
obtain

o _1 a? —1 o
p R @) <pme Y (0“‘1““) H(amen) o (ne) )
J€[2,d+1]

1_q2d+2

+/’l/ 1—a €

a2d+2
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Finally, we observe that a+ ub® —l—,ul“‘“co‘2 is equal to the missing term p'/(1—2).
(=g 4 (p= Y/ O=2)p)> 4 (u=1/0=2)¢)27) which concludes the proof. [

Applying the above lemma for « = 1 —1/2\, a = ¢ = keyppwe, b =
2a = 2keypwe and p = 5/4, we can bound the corresponding loss terms
from Theorems 5.1 and 5.2. The additive term depending can be bounded by
e = dpt 0= (afpt /0= g (bt (=002 T (et (1=0)o™) which
in our case yields about a 12 bit loss compared to enpwr. We then have that
he(C(|To| — Q)eresis) < e4 + 6(C(|Tw| — Q)enesis)®™". We can then plug this
bound and obtain the required M-SIS hardness to achieve an advantage of 2.
In particular, for the parameters given in Table 8.4, we get that ep.g1g should
be smaller than 271678 to ensure an advantage of at most 2728 against type @
forgeries using the bounds we provide in this section. This is not far from the
thorough parameter selection which gives a value of 2716, Doing the same for
type @ forgeries would give 27171% instead of 27169,

B Spectral Norm Estimation

During the key generation of the signature, we need to enforce a bound on
the secret key, ie., |[M-(R)|, < :5(V2nd + Vnkd + 6), which requires the
computation of || M-(R)||,. To avoid performing a singular value decomposition,
we only approximate the value of || M- (R)]|,. For that, we use the iterated power
method, which we tweak to our specific use case. The iterated power method
estimates the largest eigenvalue of a matrix M over C by selecting a random
u over C and iterating ¢ times the update u <~ Mu/||Mul|, before returning
ufMu as the estimate of Amax(M). The method is rather simple, but usually
converges faster when M has separated eigenvalues, which is not the case of
M, (R)M.(R)T where each eigenvalue is doubled by conjugation symmetry.

We thus change the approach to optimize this computation. First, we observe
that || M;(R)||, = max;cp[|os(R)[|, by [BJRW23, Lem. 2.3], where the o; are the
complex embeddings of the field. As we work in cyclotomic fields, the conjugation
symmetry allows to only look at n/2 embeddings. Hence, we have

IM, (R, = max los(R)l, = max v/ Apex(o:(RR7)).

i€[n/2] i€[n/2]

We thus only have to estimate n/2 maximal eigenvalues of complex matrices with
small dimensions ((CQdXQd). For that we can update the iterated power method
as follows. First, the updated vector u does not have to be re-normalize at each
step, meaning that the estimate computes 1 = M‘u and returns ﬁHMﬁ/HﬁH; =
ufM?*+1u/u”M? u. Second, the starting vector u does not need to be random.
In our experiments, choosing u to be the first column of M actually converges
faster. In this case, the output value is

e{M%—H’)el [M2€+3]1,1

e’{MMJrQel [M2Z+2]1,1 .
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Since M is some o;(RR*), we have that

2 max oi([((RR*)*F%]1 1)
|M-(R)[5 ~ iehnr2) oy (((RRY)2H2], 1)

)

To minimize the number of matrix multiplications, we choose ¢ = 2¢ — 1. As
we need to compute RR* to generate the perturbation sampling material, the
spectral norm estimation thus requires ¢ + 1 matrix multiplication over R2%*2¢
to get (RR*)?*2, 1 extra multiplication to get (RR*)?*? and then the compu-
tation of 2-n/2 complex embeddings, i.e., two half FFT. In our implementation,
we choose ¢/ = 4 which gives the estimate

o RR* 33
IM-(R); ~ max M'

It approximates the actual norm with at least 10~° precision, which is more
than sufficient for our purposes. We note that although this estimate is rather
fast, it requires computing (RR*)3% in R and not R,. As a result, the coef-
ficients of (RR*)3® become extremely large (around 420 bits) which calls for
multi-precision integers. The renormalization in the iterated power method may
mitigate this blow-up of coefficients but would require working over the complex
embedded matrices directly. It in turn leads to more FFT computations (for all
the matrix embeddings) and operations over floating-point complex numbers.
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Symbol Description Value
Signature Parameters
A Security target 128
n Signature ring degree 256
d Module rank 4
m Number of attributes 10
ms Secret dimension (2d) 8
q Modulus 425801 ~ 2187
k Gadget length 5
b Gadget base 14
€ Smoothing loss for samplers 940
s1 Top preimage sampling width 5854.109
S2 Bottom preimage sampling width 68.170
w Hamming weight of tags 5
K Number of splitting factors of ¢ 4
Q Maximal number of signature queries 232
e Rejection sampling slack (type ) 2.63997
M Rejection sampling repetition rate (type ) 1.569
B First verification bound 128719.006
B Second verification bound 2210.639
Bs Third verification bound 1242.685
Security Estimates
Ao Security target for M-SIS (type @) 166
e Security target for M-SIS (type @) 169
Axr  Security target for M-LWE (key recovery) 152
Beo Euclidean bound for M-SIS (type @) 199463
Be Euclidean bound for M-SIS (type @) 401099
BKZ¢ Required BKZ blocksize for M-SIS (type @) 653
BKZe Required BKZ blocksize for M-SIS (type @) 560
BKZxr Required BKZ blocksize for M-LWE (key recovery) 486
Ao Reached M-SIS (classical) security (type @) 207
Ao Reached M-SIS (classical) security (type ®) 179
%r  Reached M-LWE (classical) security (key recovery) 158
Efficiency Estimates
|pk|  Size of public key (B, rest generated from seeds) 47.5 KB
|sk| Size of secret key (R) 10 KB
|sig]  Size of signature (t,vi2,va, vs) 6.81 KB

Table 8.4. Example parameter set for Anonymous Credentials (Signature Scheme).
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Symbol  Description Value
Proof System Parameters
A Security target 130
n Proof system ring degree 64
k Subring embedding dimension 4
d Module rank 20
qQ Modulus factor 524201 ~ 21°
Qmin Smallest modulus factor 425801
q Proof system modulus (gq1) 223205310001
14 Soundness amplification dimension 7
|Z| Number of disclosed attributes 0
mi Witness dimension 104
mo Dimension of ABDLOP randomness 58
X Distribution of ABDLOP randomness B
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
(a1,a2,a3) Rejection sampling slacks (48.64, 48.64,48.64)
(M1, M2, M3) Rejection sampling repetition rates (2,2,2)
o1 First rejection sampling width 369050.897
o2 Second rejection sampling width 275602.779
o3 Third rejection sampling width 72848.106
Security Estimates
B8 Euclidean bound for M-SIS 11551631225.350
BKZm-sis  Required BKZ blocksize for M-SIS 395
BKZwm-twe  Required BKZ blocksize for M-LWE 386
AM-SIS Reached M-SIS (classical) security 131
AMLLWE Reached M-LWE (classical) security 129
) Soundness error 9—128.26
Efficiency Estimates
|7 Verification proof size 35.99 KB

Table 8.5. Example parameter set for Anonymous Credentials (Proof System) for the

issuance proof.
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Symbol  Description Value
Proof System Parameters
A Security target 128
n Proof system ring degree 64
k Subring embedding dimension 4
d Module rank 23
qQ Modulus factor 549755813881 ~ 239
Qmin Smallest modulus factor 425801
q Proof system modulus (gq1) 234086575306343681
14 Soundness amplification dimension 7
|Z| Number of disclosed attributes 0
mi Witness dimension 211
mo Dimension of ABDLOP randomness 74
X Distribution of ABDLOP randomness B
p Infinity norm of challenges 8
n Manhattan-like norm of challenges 93
(a1,a2,a3) Rejection sampling slacks (48.64, 48.64,48.64)
(M1, M2, M3) Rejection sampling repetition rates (2,2,2)
o1 First rejection sampling width 582380223.293
o2 Second rejection sampling width 311304.541
o3 Third rejection sampling width 114957846.739
Security Estimates
B8 Euclidean bound for M-SIS 21756342921843.957
BKZm-sis  Required BKZ blocksize for M-SIS 396
BKZwm-twe  Required BKZ blocksize for M-LWE 382
AM-SIS Reached M-SIS (classical) security 132
AMLLWE Reached M-LWE (classical) security 127
) Soundness error Q- 128.37
Efficiency Estimates
|7 Verification proof size 79.58 KB

Table 8.6. Example parameter set for Anonymous Credentials (Proof System) for the
verification proof.
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