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Abstract. We propose Scloud™, a lattice-based key encapsulation mech-
anism (KEM) scheme. The design of Scloud™ is informed by the follow-
ing two aspects. Firstly, Scloud™ is based on the hardness of algebraic-
structure-free lattice problems, which avoids potential attacks brought by
the algebraic structures. Secondly, Scloud™ provides sets of light weight
parameters, which greatly reduce the complexity of computation and
communication complexity while maintaining the required level of secu-
rity.

Keywords: post-quantum cryptography - key encapsulation mechanism
- learning with errors - lattice code - Barnes-Wall lattice

1 Introduction

Shor’s quantum algorithm [1] makes the migration to post-quantum public key
cryptography an inevitable. Amongst the post-quantum public key schemes,
those based on the learning with errors (LWE) problem are prevalent. The LWE
problem was firstly studied by Regev in 2005 [2], which roughly requires to solve
a noisy linear equation system modulo a known positive integer. Regev proved
that the LWE problem is at least as hard as the approximate shortest vector
problem (SVP) and the shortest independent vectors problem (SIVP) on random

lattices, which are believed still to be hard in quantum world.
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Since the first LWE-based public encryption algorithm proposed by Regev [2],
various schemes have been developed based on the hardness of LWE. According
to whether adopting algebraic structure in the LWE problem, these schemes can
be divided into two classes. The first class bases its security on the hardness
of the LWE problem without introducing additional algebraic structures, which
includes FrodoKEM [3]. The second class of schemes are constructed based on
some variants of the LWE problem with algebraic structures, e.g., the Ring-LWE
problem [4,5] and the Module-LWE [6]. These schemes include CRYSTALS-
Kyber [7], Saber [8], LAC [9], Aigis [10], etc.

The biggest benefit of introducing algebraic structure is making it possible to
construct LWE-based public key schemes that are ‘compact’, i.e., efficient with
respect to the computation and communication complexity. However, the alge-
braic structure also makes it unlikely to reduce the hardness of the Ring-LWE
problem and the Module-LWE to the hard problems on (algebraic-unstructured)
random lattices, such as the approximate SVP and the SIVP. Alternatively, it
is known that the variant LWE problems can be reduced to the problems on
with algebraic structured lattices. Specifically, the Ring-LWE problem is proved
at least as hard as the approximate Ideal-SVP [4], and the Module-LWE prob-
lem is roved at least as hard as the approximate Module-SVP [6]. However,
different from the approximate SVP and the SIVP, the hardness of the approx-
imate Ideal-SVP and the approximate Module-SVP under quantum computing
remain debatable. In fact, several efficient quantum algorithms for the approxi-
mate Ideal-SVP are discovered recently. In 2016, Cramer et al. proved that the
approximate Ideal-SVP for specific cyclotomic fields with approximation factor
20(vV7) can be solve in quantum polynomial time [11], while the best known
algorithm for the approximate SVP with the same approximation factor is still
sub-exponential [12]. This result has been extended to general cyclotomic fields
[13,14,15,16], and arbitrary number fields [17,18]. Although it seems unlikely to
extend these approaches to directly tackle the approximate Module-SVP and
the Ring-LWE /Module-LWE problems, the impact of the algebraic structure on
the security is still far from clear.

1.1 Design Rationale

Scloud™ aims to provide a key encapsulation mechanism (KEM) scheme based on
the hardness of the algebraic-unstructured LWE problem. Notably, FrodoKEM [3]
has already provided such a solution. This choice enables resistance to poten-
tial attacks against algebraic structures but also limits efficiency. To optimize
communication and computation efficiency, Scloud™ leverages carefully selected
secret/error distributions and finely designed error-correcting codes, offering sets
of lightweight parameters. These techniques significantly enhance efficiency while
maintaining the required level of security.
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Scloud™: a Lightweight LWE-based KEM 3
2 Preliminaries

2.1 Notations

Vectors and Matrices. Vectors are denoted by bold lower-case letters, e.g., v,
and matrices are denoted by bold upper-case letters, e.g., A. The i-th entry of
an n dimensional vector v is denoted by v[i],0 < i < n. The (4, j)-th entry of an
m X n matrix A is denoted by A[i, j],0 <i < m,0 < j < n, and the i-th row (or
the i-th column) of A is denoted by Ali, -] (or A[-, j]). For a vector v, let wg (v)
denote the hamming weight of v, i.e, wg(v) = the number of nonzero elements

in v[i)’s,0 < i < n. For a real vector v € R", let ||v| = Z?:_Ol v[i]? denote its

Euclidean norm. For two n-dimensional vectors u, v, let (u,v) = Z?:_()l ufi] - v[i]
denote their inner product.

We use V(") to denote the set of n dimensional vectors which contains
exactly (n — 2h) ‘0’s, h ‘1’s and h ‘—1’s. Let H(™™") and L(™™") be two sets
of m x n matrices such that H™™" = {A : A[i,-] € V(M for 0 < i < m},
and let LM = (B : B[.,i] € V(™M for 0 <i < n}.

For x € R, we use |x| to denote the largest integer less than or equal to z,
and use |x] = |z + 1/2] to denote the integer closest to .

Distributions and Sampling Functions. For a distribution x, let x <+ x
denote sampling an x according to x. Let U(g) denote a uniform discrete dis-
tribution on [0,1,---,q — 1]. We also define the other two distributions here,
central binomial distribution and fixed Hamming distribution.

Central binomial distribution. Let p(k) denote the centered binomial distri-
bution with parameter k. For a random variable X <= p(k), it can be written
as X =11 + a2 + - -+ + o, where x; is the variable defined over {—1,0,1} with
Pr(z; = 0] = 1 and Pr(z; = 1] = Pr[z; = —1] = L.

Fized Hamming Distribution. For a random variable X that follows a fixed
hamming distribution with parameter h, denoted as z <= 3(h), is sampled with
exactly (n —2h) ‘0’s, h ‘1’s and h ‘—1’s.

2.2 LWE and LWR Problems

An n dimensional full rank lattice L is a discrete additive group in R™. For a
lattice L with the basis B = [by, ba, -+ , b,], the vectors in L can be represented
as the integer combinations of B, i.e.

L(B) := {i zibi 1 z; € Z}.

For the lattice L, we use A1(L) denotes the length of shortest non-zero lattice
vector.
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4 A. Wang, Z. Zheng, C. Zhao, Z. Qiu, G. Zeng, and X. Wang

One of the average-case problem related to lattice is the LWE problem that
is proposed by Regev [2] and its security is based on the hardness of lattice
computational problem. First we give the related definition here.

Definition 1 (LWE Distribution). Let n,q be positive integers, and let x be
a distribution on Z. Given s € Zy, choosing a <— U(Zy) and e < x, the LWE
distribution As . outputs (a, (a,s) +e mod q) € Zy x Zq.

There are two versions of the LWE problem, i.e., the search version and the
decision version. For the two versions of the LWE problem, the distribution of
s € Zy can be considered as uniform (called uniform secret) or X" mod ¢ (called
normal form secret).

Definition 2 (Search-LWE). Let n,m,q be positive integers and let x be a
distribution on Z. The uniform-secret (normal-form-secret) search-LWE with
parameters (n,m,q,x) (called SLWE,, , g or nf-SLW E,, 1, q.1) is that: given
m LWE samples with a fized secret s € Zy, find s.

Definition 3 (Decision-LWE). Let n,m,q be positive integers and let x be a
distribution on Z. The uniform-secret (normal-form-secret) decision-LWE with
parameters (n,m,q,x) (called DLW E,, s, g or nf-DLW E,, , 4 ) is that: given
m samples chosen form LWE distribution with a fized secret s € Zg or uniform
distribution, decide which distribution the samples follow.

Variants of LWE problem are proposed successively, for example, the Ring-LWE,
Module-LWE and the LWR problem[TODO ADD CITE|. The LWR problem
can be seen as the derandomized version of LWE problem and its definition is
as follows.

Definition 4 (LWR Distribution). Let n,q,p(p < q) be positive integers,
and let x be a distribution on Z. Given s € Zj, choosing a <~ U(Zy), the LWR
distribution Ay outputs (a,[E((a,s))mod q|) € Zi X Zy.

Similarly, the LWR problem also has the search and decision version. It is easily
seen that the noise of LWR is deterministic since it can be written as

f§<<a, s) mod q]) = §<<a7 s) + e mod q)

where e is determined by the reminder of (a, s) and can be seen as the uniformly

distribution over the interval (—g-, 3].

2.3 Barnes-Wall Lattice

The Barnes-Wall lattice [19] is a family of lattice and has been well studied
in coding theory and mathematics. It is well known for its packing property
especially for the lower dimensional BW lattice. For n = 2,4, 8,16, the lattices
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Scloud™: a Lightweight LWE-based KEM 5

are known as Z2, D, Eg, L lattice which are of densest packing in its dimension
respectively.

Let ¢ = 1+1i, the BW lattice of dimension n = 2¥ in C" is a lattice generated
by the rows of the matrix

11
09

Equivalently, it can be defined iteratively as follows.

Rk
Wn _ [ :| c (Can

Definition 5 (Barnes-Wall lattice [20]). For any positive integer n = 2% >
4, the n-th Barnes-Wall lattice BW,, is defined as

BW, ={[u,u+¢v]:u,ve BW,,}
where BWy = Z]i].

According to the definition, for the BW,, lattice vectors, it can be written as

the form
10| |u
1¢ v
then for the shortest vectors in BW lattice, it has the following property.

Lemma 1 For any positive integer n = 2F where k > 1, there is \{(BWa,,) =
\/i)\l(BWn)~

As X\ (BWs) = 1, we have A\;(BW,) = /3. For the packing radius p of BW
lattice, there is
/\1(BWn) n/2

BW,) = —
p(BW,) 5 5

For the determination of BW,, it has det(BW,) = 2% (det(BWz))?, and thus

det(BW,,) = (%) ’

Several algorithms have been proposed to decode BW lattices, which can
be broadly categorized into two types. The first category focuses on Maximum
Likelihood Decoding (MLD). A notable example is the algorithm proposed by
Forney in 1988, which utilizes the trellis representation of BW,, [21]. However,
this algorithm becomes computationally infeasible for n > 32 [22]. The sec-
ond category, initiated by Micciancio and Nicolosi in 2008, centers on Bounded
Distance Decoding (BDD) [23]. This approach aims to find the unique lattice
point u in BW,, such that dist(y, BW,,) = dist(y, u) for any given point y where
dist(y, BW,,) < p(BW,,). Additionally, the list decoding of BW lattices has been
explored by Grigorescu et al. in 2012 [20].

3 Message Encoding and Decoding using BW Lattice

In this section, we introduce our message encoding and decoding method using
the BW lattice.
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6 A. Wang, Z. Zheng, C. Zhao, Z. Qiu, G. Zeng, and X. Wang

3.1 Encoding in the BW Lattice Code

Let m € {0,1}? denote the d-bit message vector. We consider encoding m into
the lattice vector in BW,,NZ%. for a modulus parameter . Let B € Z"*" denote
the basis matrix of BW,,. The encoding of a lattice code is typically performed
as follows:
d Step 0 n Step 1 r
me {0,1} ——xe€Z" ——y=Bx mod?2" € BW,.

Note that the above process needs to be injective to ensure that decoding is
possible. Clearly, the message space must satisfy

27’71
d<lo — .
- (det(B))
Additionally, B should be selected to ensure the injective property. For large
dimensions n, storing a selected B as a "magic matrix” can hinder readability

and optimization in implementation. To address this, we propose a new iterative
encoding procedure which is more natural to implement.

An Iterative Encoding Method. Recall that one vector in BW,, is always
combined with two vectors in BW,, ;5 , i.e.

BW, = {[u,u+¢v] :u,v € BW, 5}

Take the BWi4 as an example, for a vector y € BWig, it could calculated by
the two vectors in BWg, and for the vectors in BWg, they could be written with
vectors in BW, and so on, which is shown in the Figure 1. The iterative method
is given in Algorithm 1. Instead of calculate the matrix-vector multhiplication,
our iterative method avoid the store of the specific basis B.

y16 € BWie
ys1 € BW3g ys2 € BWs
Yya1 € BW,y Y12 € BW,y Y21 € BW, Y22 € BWy

/SN /N NN

Y21 € BWa y22 € BW3 ya3 € BWa yau € BWa ya5 € BWs yog € BWa Y27 € BW2 y2s € BWs

Fig. 1. The construction structure of vectors in BWig

In order to be compatible with the space in B € Z™*"™, we need to deal with

the zero space in the mapping. Here we give our observation.
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Algorithm 1: Iterative Encoding(x, n = 2F)

Input: x € Z2"
Output: y € BW,

1: (?417927 e 7yn/2) = (131 +’i$2, oy Tp/2-1 +Zﬂ,’n/2) « (3,’1,3327 o 73:")
2: Fori=1,2,--- Jk—1
3: (y17y27"' 7yn/2) <~ (y17y27"' y Yais (y17y27"' 7y2i) +
¢(92i+17312i+27"' :yzi+1)7"' s Yok —2i, Yok—2i4 1, " 7y2k*'i7(y2k*2iayzk*2i+17"' :y2k*i)+

¢(y2k*i+1ay2k*i+27 S, Yn))
4: return y € BW,

Lemma 2 Let K = Z[i] = {a + bi : a,b € Z}, n = 2F. Let B denote the basis
matriz of BW,, corresponding to iterative encoding process. Assume that ¢F~1|2",
Let® = (27'7 %’ %’ %7 e ¢£L1) c Kn/Q where @[l] — 27'/¢the hamming weight ofi;
there exists an bijective map from x € Z™ /P to f(x) = Bx mod 2".

Proof. For the map
f:xeZ"/® — Bx mod 2",

Recall that for the matrix B, it could written into k£ — 1 matrix multiplication,
that is

B = Bi_1Bx—2---By,

where
_ ([ Lar-2xok-2 0 n/2xn/2
Bk71 B (12k2 X2k—2 ¢12k—2 ng—2 E K ’
Ioi—3yok—3 0 ; 0 0
| Ior-syok—3 Qlok-35on-3 0 0 n/2xn/2
S R e ) it B I
0 0 1[2k—3><2k—3 ¢I2k—3><2k—3
Lixi 0 | | \
Toadha! SR
dixa 0 \
o Muaohxy v
B, = : : : c Kn/2><n/2.
| | |
| | |
777777 T
\ \ Iix1 O
|
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Firstly we prove that the map is single mapping, we only need prove that for x €
Z", if there is f(x) = 0,1i.e. Bx =0 mod 2", then x €< & >. Since the matrix B
corresponds to the iterative encoding process, let * = (1,22, -+, x,) which can
be written into y(® = (Y1,Y2, -+ Yny2) ¢ (T1 + 02, Tpo1 +iTy) € Kn™/2,
So the map could be written as

Bx = Bk—lBk—2 s Bly mod 2".
— According to the iterative definition, if

Bk—lBk—2 s Bly =0 mod ZT,

let .
vi
Ys
y;/z;
y(l):BlBly mod 2" = |- - - - G]KH/Q7
Y /a1
y;/4+2
y;/z
then according to the structure of By_1, we can get the property of y+=2)
which is
k—2 (k—2)
% ) yn/4+1
(k—2) (k—2)
°. =0 mod 2, | %/42 | =0 mod2/s,
(k—2) k2
yn/4 y£/2 )

— As the y(*~2) is obtained from the multiplication of By_5 and y*~3), then
combined the structure of By _s, there is

k— (k—3)
(k=3

1 yz(k73)+1
(k—3) (k—3)
Y2 =0 mod?2", | Y20-942 | =0 mod 2" /¢,
(k=3) k-3
Yo(r—3) y;(k—Q))
k—3 (k—3)
y(zi’“‘?f}“ Yt
Yoo-242 | =0 mod 2"/, Ys-mya | =0 mod 2" /$?,
(k—3) (k=3)

Yoe—1) Yoy
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— Therefore it is easily to found that for y(©, for d = 1,2,3,--- ,n/2, there is
y;o) —0 mod 2r/¢HammingWeightOf(d—1)’ i.e.y(o) ccd>

180 Secondly we only need to prove that the number of elements in Z"/® and
181 #(E) is the same. We prove it by induction.

— For n = 2, there is

#P = (27)?,i.e.2*" n dimensional elements in Z",

182 since det(B) = 1, there is #{LB) = 22" which is equal.
183
— For n = 22, there is
#¢ _ ((227"))2 _ 24r _ orn
o) "2 " dum)

184 which is equal.
185
— For n = 2¥ where k > 2, Let HW(-) denote the Hamming weight, assume
that the equality is true, we have

- (2rn/2)2 B orn
#P = (|¢|HW(0)+HW(1)+~»+HW(2’~‘—1—1))2 - det(B)’

186 then for n = 2¥+1 recall that det(BW,,) = 92""% (det(BW,,/2))?, we have

27‘2k+1 27‘2)c 27‘2k
det(B) — det(BW,2) 22" 2 det(BW,, )5)

2r2k 27‘2’“

(|| HW (O)+HW (1)+--+ HW (25 -1 —1))2 ) 22572 (|| HW () + HW (1) -+ HW (251 -1))2

27‘2k 27“2’c

(‘¢|HW(0)+HW(1)+---+HW(2’€*1—1))2 (|¢‘2k71 ‘¢|HW(0)+HW(1)+---+HW(2’C*171))2

27"”
(|| W O)FHW (1) HW (K1 1)+ HW (28 ~1))2

(1)

Note that the last equation is true according to
HW(n/2+1i)=HW(n/2)+ HW (i) for 0 < i < n/2.
Therefore we finish our proof. a

187 Based on the Theorem 2, we give our whole encode process as shown in
s Algorithm 2.
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Algorithm 2: Encoding Into BW Lattice Vector(m, n = 2*)

Input: m € {0,1}% where d < logz(%)
Output: y € BW,, N Zy-

1: xeZ"/P+—m

2: y <— Iterative Encoding(x,n)

3: return y mod 2" € BW,

19 3.2 Decoding in the BW lattice code

In this subsection, we give our decode process. Given a vector in the t € R™, the
BW decode problem is to find the closest lattice point to it.

t e R 2P0, y € BW,which is closest to t Stepl, o — B~ 'y mod 2" S me {0,1}4.

10 For the Step 0, we consider the decoding method of the bounded distance decod-
ing problem shown in [24] . For the Step 1, we would apply the inverse iterative

Algorithm 3: Decoding in BW lattice(t € R™, n = 2¥) [24]
Input: t = (t1,t2) € R”
QOutput: y € BW,
1: Y1 <— BDD(tl,BWn/Q), y2 < BDD(tz,BWn/Q),
2: yi?) «— BDD(y1 — t2, pBW,2), let di = dist((y1,yi” + t2), (t1,t2)),
5 «— BDD(ys — t1,¢BW,)2), let ds = dist((y5” + t1,12), (t1,t2))
3: if dy < da, return (y1,y\? + t2)

4: else, return (yg2> +t1,92).

191
102 encoding process as shown in Algorithm 1 to get the x, we give it in Algorithm

193 4

Algorithm 4: Iterative Decoding(y, n = 2F)

Input: y € BW,
Output: =z € Z"

L (z1,@2, ,@y2) = (Y1 + Y2, Ynj2—1 + WYny2) < (Y1, 92,7 1 Yn)

2 Fori=k—1,k—2,---,2,1

3: ({L‘l,xg,- .. ,xn/g) <~ ($1,$2,~ sty Toiy [($2i+171'2i+27' .. ,$21,+1) —
(l‘1,$2, ce ,1‘21)}/417 50ty Tok—2i, Tok—2i4 1, ", Lok—i, [(lfgk—i+1,:r2k—i+2, e ,x")—
($2k—2i,m2k—2i+1, te ,:L'Qk:—i)]/¢)

4: return x € Z"
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4 Algorithm Description

Then we combine the encoding method with the construction of a IND-CPA
PKE scheme and finally give the IND-CCA KEM using the Fujisaki-Okamoto
transformation.

4.1 Sub-Functions and Cryptographic Primitives

Scloud® make use of a pseudo-random function PRF : {0,1}2°¢ — {0,1}*, two
hash functions H : {0,1}* — {0,1}?°¢ and G : {0,1}* — {0,1}?% x {0,1}%%6,
and a key-derivation function KDF : {0, 1}* — {0,1}*. The symmetric primitives
PRF,H, G and KDF are instantiated as follows.

H: SHA3-256;

— G: SHA3-512;

KDF: SHAKE-256:

PRF(r): AES-256 in CTR mode, where the key is set to be r, the nonce is
set to be 0, and the counter is initialized to 0.

The sampling functions gen, ¢, ¢ and CenBinom are specified as follows.

— gen(seed, ) first generates a sequence of random integers (o, t1,. - ., tmn—1) €
{0,1,...,¢ — 1}* from the random coins seeda, and then returns a m x n
matrix A which is filled by these integers.

— ¢(r, (m,n), h) first generates random integers (¢o,¢1,...) € {0,1,...,n—1}*
from the random coins r, and then determines a matrix S by Algorithm 5.

— (r, (m,n), h) is computed similarly while interchanging the rows and columns.

— CenBinom(r, (m, n),n) first generates random bits (¢, t1, ..., tapmn—1) € {0, 1}%,
and then determines a matrix E by Algorithm 6.

4.2 Construction of Scloud".PKE
Scloud™ .PKE contains the following parameters.

— Modulus: powers of 2 integers q, qx, q1, q2;

— Matrix size parameters: positive integers m, n, m, n;
— Secret weight parameters: hg;

— Error parameter: 7;

— Message length: [,,, € {128,192, 256};

Scloud™ . PKE includes three algorithms, i.e., the key generation (Algorithm 7),
the encryption (Algorithm 8) and the decryption (Algorithm 9). The MsgEnc and
MsgDec functions are defined based on specific parameters, which are detailed in
Section 5.
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Algorithm 5: The function ¢(r, (m,n), h)

Input: A sequence of random integers (to,t1,...) € {0,1,...,n —1}"
Input: Positive integers m,n, h such that n > 2h
Output: An m X n matrix S € H(™™M)
S = O xn
:73=0
: for i from 0 to m — 1 do
while wg (S[i,-]) < h do
S[i,t;] = —1
j=7+1
end while
while wg (S[i,]) < 2h do
S[i, tj] =2x% S[i, t]'] +1
J=J+1
11: end while
12: end for
13: return S

NI Al T

—
=

Algorithm 6: The function CenBinom(r, (m,n),n)

Input: A sequence of random bits (to,t1, ..., t2pmn—1) € {0,1}*
Input: Positive integers m,n,n
Output: An m X n matrix E
: E=0mxn
:1=0
: for i from 0 to m — 1 do
for j from 0 ton — 1 do
E[i][j] = Y00 (tir2a — tirzat)
l=1+2n
end for
end for
return E

LCRXIPTR W

Algorithm 7: Scloud™ .PKE.KeyGen()

Output: Public key pk € Z7"*™ x {0, 1}°¢

Output: Secret key sk € Z3*"

: o {0,1}%5°

(seeda,ri,rs) = PRF(ax) € {0, 1}255%3

A = gen(seeda) € Z7 <"

S = ¥(r1, (n,n), hs) € Z"*", E = CenBinom(rs, (m,n),n) € Z™*"
B=A -S+Eecz*"

B=|% B

return pk = (B,seeda), sk =S
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Algorithm 8: Scloud™ .PKE.Enc(pk, m, r)

Input: Public key pk = (B,seeda) € ZJ"*" x {0,1}?*°
Input: Message m € {0,1}!

Input: Random coins r € {0, 1}?5°

Output: Ciphertext C € ZQ’”“”*’”

1: A = gen(seeda)

(r1,r2) = PRF(r) € {0, 1}256%2

S’ = é(r1, (M, m), hs) € Z™*™

E' = (E1,E2) = CenBinom(rs, (m,n + 72),n), where E; € Z™*" Ey € Z™*"
i = MsgEnc(m) € Z]**"

C, :S,'A"'El, CQZS,'B+E2+H

Ci= (-G, C= [%-Cy]

return C = (Cl, Cg)

Algorithm 9: Scloud™.PKE.Dec(sk, C)

Input: Secret key sk =S € Z;*"
Input: Ciphertext C € Zi**(" ™)
Output: Message m € {0,1}'

L Cl=[L-Ci], C’Q? L%-Cg]

2. D=C)— C|S € zm*"

3: return m = MsgDec(D) € {0, 1}

Algorithm 10: Scloud ™. KEM.KeyGen()

Output: Public key pk € Z7"*™ x {0, 1}>°°

Output: Secret key sk € Zi™™ x Z7"*™ x {0,1}2%6*3
1: (pk, sk") = Scloud™.PKE.KeyGen()

: hpk = H(pk) € {0,1}%°

2z {0,1}2%¢

: sk = (sk', pk, hpk, z)

: return (pk, sk)

OU ks W N

Algorithm 11: Scloud™.KEM.Encaps(pk)

Input: Public key pk € Z;**™ x {0,1}%°°

Output: Ciphertext C € Z’le("*m

Output: Shared session key ss € {0,1}"
1: m« {0,1}

 (x,k) = G(ml[1(pk)) € {0, 1}755<2

: C = Scloud*.PKE.Enc(pk, m, r)

: ss = KDF(k||C)

: return (C,ss)

Ttk W N
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Algorithm 12: Scloudt.KEM.Decaps()

mx(n+n)

Input: Ciphertext C € Z4
Input: Secret key sk = (sk', pk, hpk,z) € Zi*™ x Z7"*™ x {0,1}?°6%3
Output: Shared session key ss € {0,1}"

1: m’ = Scloud™.PKE.Dec(sk’, C)

2: (r', k') = G(m'||hpk)

3: C’' = Scloud™ .PKE.Enc(pk, m’, r)

4: if C = C’ then
5:  return ss =KDF(k,C)
6
7
8

: else
:  return ss = KDF(z, C)
: end if

4.3 Construction of IND-CCA KEM

Scloud™ . KEM is obtained by apply the Fujisaki-Okamoto transformation to
Scloud ™ .PKE. Particularly, we follow the approach adopted in [3,25]. Scloud*.KEM
consists of three algorithms, i.e., key generation (Algorithm 10), encapsulation
(Algorithm 11), and decapsulation (Algorithm 12).

5 Parameter Selection

We provide three parameter sets for Scloud™, which are called Scloud*-128,
Scloud™-192, and Scloudt-256. The parameter sets are listed in table 1.

Table 1. Parameter sets of Scloud™.

lm (Q7 gk, 41, q2) (m7 n) (TT’L, ﬁ) hs
Scloud*-128 128  (4096,512,512,256)  (640,640)  (8,8) 160

ScloudT-192 192 (4096, 2048, 2048,1024)  (900,900)  (8,8) 225
ScloudT-256 256 (4096, 2048,1024,256)  (1120,1120) (12,11) 280

[ e ey

The MsgEnc and MsgDec Functions.

— Scloud™-128: The 128-bit message is first divided into two 64-bit vectors, mg
and m;. Then, the iterative message encoding process described in Section 4
is applied to mg and m; to obtain two vectors, vg and vy, in 222. Finally,
v and v are rearranged into an 8 x 8 matrix over Z,.

— ScloudT-192: The 192-bit message is first divided into two 96-bit vectors, my
and m;. Then, the iterative message encoding process described in Section 4
is applied to my and m; to obtain two vectors, v and vy, in Z3*. Finally,
v and v; are rearranged into an 8 x 8 matrix over Z,.
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— Scloudt-256: The 256-bit message is first divided into four 64-bit vectors,

mg, mj, ms, mg. Then, the iterative message encoding process described in
Section 4 is applied to mg, mj, mo, m3 to obtain four vectors, vg, vy, va, Vs,
in Zgz. Finally, vg,v1, va,v3 are rearranged into a 12 x 11 matrix over Zj.
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