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Abstract

We propose a new NTRU-based Public-Key Encryption (PKE) scheme called NTRU+PKE, which
effectively incorporates the Fujisaki-Okamoto transformation for PKE (denoted as FOpkg) to achieve
chosen-ciphertext security in the Quantum Random Oracle Model (QROM). While NTRUEncrypt, a
first-round candidate in the NIST PQC standardization process, was proven to be chosen-ciphertext se-
cure in the Random Oracle Model (ROM), it lacked corresponding security proofs for QROM. Our work
extends the capabilities of the recent ACWC, transformation, proposed by Kim and Park in 2023, by
demonstrating that an ACWCs-transformed scheme can serve as a sufficient foundation for applying
FOpke. Specifically, we show that the ACWCs-transformed scheme achieves (weak) ~y-spreadness, an
essential property for constructing an IND-CCA secure PKE scheme. Moreover, we provide the first
proof of the security of FOpkg in the QROM. Finally, we show that FOpkg can be further optimized
into a more efficient transformation, FOpkg, which eliminates the need for re-encryption during decryp-
tion. By instantiating an ACWC,-transformed scheme with appropriate parameterizations, we construct
NTRU+PKE, which supports 256-bit message encryption. Our implementation results demonstrate that
at approximately a classical 180-bit security level, NTRU+PKE is about 1.8 times faster than KYBER +
AES-256-GCM in AVX?2 mode.
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1 Introduction

Public-Key Encryption (PKE) is a fundamental cryptographic primitive that enables secure communication
between parties without the need to share secrets in advance. In a typical PKE setup, one party (the receiver)
generates a pair of public and private keys (pk, sk) and distributes the public key pk to potential senders
over an authenticated channel. The sender can then use the public key pk and randomness r € R to encrypt
a message m € M, where R and M represent the spaces of randomness and messages, respectively. This
encryption process is represented as ¢ = Enc(pk, m; r), where Enc is the (randomized) encryption algorithm
of the PKE scheme, and c is the resulting ciphertext. The receiver can then use the private key sk to decrypt
the ciphertext c, either recovering the message m if c is valid, or outputting a decryption error L if c is
invalid. This decryption process is denoted as {m, 1.} = Dec(sk, ¢), where Dec is the decryption algorithm
of the PKE scheme and 1 indicates explicit rejection.
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For practical use of a PKE scheme, it is desirable for the message space M to consist of short (fixed-
length) bit-strings. For instance, if M = {0, 1}2%, then the message m could be either an arbitrary short
message encoded in fewer than 256 bits or a compressed elliptic-curve point on Curve25519. To encrypt such
short messages, a PKE scheme alone is sufficient, without the need for a symmetric-key primitive known
as a Data Encapsulation Mechanism (DEM). This is the primary advantage of PKE over another public-
key primitive called a Key Encapsulation Mechanism (KEM). Indeed, whenever a KEM scheme is used to
encrypt short messages, a hybrid KEM-DEM framework is required, which results in longer ciphertexts.
Due to this advantage, PKE schemes are still worth considering for applications that need to encrypt short
messages.

Indistinguishability under Chosen-Ciphertext Attack (IND-CCA) security is the widely accepted secu-
rity notion for PKE. To date, several well-known methods [5, [14} [31]] have been developed for constructing
an IND-CCA secure PKE scheme without relying on the KEM-DEM paradigm. One such method is the
Fujisaki-Okamoto (FO) transformation [14] for PKE, denoted as FOpkg. In this method, for a sufficiently
large message space M, (1) a message m is concatenated with randomness r, forming a new message
m||r € M, and (2) m||r is then encrypted using new randomness H(m||r), generated by a hash function
H, resulting in a ciphertext ¢ = Enc(pk, m||r; H(m||r)). During decryption, the message m/||r is recovered,
and then m is returned only if the re-encryption of m/||r results in the same ciphertext c. [14] showed that
the resulting FOpkg-transformed scheme is IND-CCA secure in the Random Oracle Model (ROM) if the
underlying PKE scheme is secure against chosen-plaintext attacks (i.e., IND-CPA security).

In the context of lattice-based cryptography, FOpkg has not been widely considered an appropriate
method for achieving IND-CCA security. The primary reason is that most lattice-based PKE schemes do
not have a message space M that is large enough to contain the randomness required for FOpkg. For
example, Module-Lattice (ML) PKE schemes, such as the IND-CPA secure KYBER [30] and Saber [9]],
are specifically designed to encrypt a 256-bit message, which is insufficient for including the additional
randomness needed to meet current security levels. Instead, such ML PKE schemes can be converted into
IND-CCA secure KEMs by applying another FO transformation [[15] for KEM (denoted FOkgm), where the
256-bit (random) message is used to derive a symmetric key for a DEM. While it is theoretically possible
to increase the message length in ML PKE schemes by enlarging the basic unit of the module lattice, doing
so would result in FOpkg-transformed PKE schemes that are significantly less efficient compared to the
KEM-DEM framework.

NTRU-Based PKE Schemes Suitable for FOpkg. In contrast to ML PKE schemes, NTRU-based PKE
schemes [8, 23] provide message spaces that are sufficiently large to apply FOpkg. For a positive integer ¢
and a polynomial f(x), let R, = Z4[z]/(f(x)) denote a polynomial-based ring for NTRU. For example, if
the degree of f(z) is 768, then the message space of the scheme in [23] is M = {0, 1}7%%, allowing a short
256-bit message m to be encoded with 512-bit randomness 7 as m||r € M. When encrypting long messages,
the FOpyke-transformed NTRU-based PKE schemes can be used as part of a hybrid encryption scheme, i.e.,
PKE combined with DEM, where the 256-bit random message is used for DEM. This means that in the
NTRU-based construction, PKE offers advantages over KEM because it (1) supports the encryption of both
short and long messages and (2) avoids ciphertext expansion when encrypting short messages.

Let PKE be the underlying scheme for FOpkg, and let PKE' be the resulting FOpyg-transformed
scheme. As mentioned above, proving the IND-CCA security of PKE’ in the ROM requires PKE to be IND-
CPA secure. However, PKE should also meet two additional information-theoretic properties: d-correctness
[19] and ~-spreadness [15]. Roughly speaking, for a fixed pair of keys (pk, sk), d-correctness means that
decrypting a valid ciphertext ¢ = Enc(pk, m;r) returns m correctly, except with a negligible correctness



error §. In a chosen-ciphertext attack against PKE', a ciphertext is generated as ¢ = Enc(pk, m/;r’) where
m’ = m||r and v’ = H(m/|r). Assuming H is modeled as a random oracle, as usual, every decryption-oracle
query c can be answered correctly without knowing sk by examining the adversary’s queries {m/||r} to H.
In this case, d-correctness is essential to argue that so-called ‘ROM-based decryption’ is almost identical to
real sk-based decryption. This is because ROM-based decryption has no correctness error for all decryption-
oracle queries, whereas sk-based decryption has a correctness error §. Thus, with a negligible ¢ (depending
on a security parameter), it would be difficult for an adversary A to distinguish between the two types of
decryption.

In general, -correctness considers a valid ciphertext ¢ = Enc(pk, m;r) forany m € M andr € Rasa
worst-case correctness error [[19]. This is particularly important for almost all NTRU-based PKE schemes,[]
because their §-correctness depends on both m and r, which are adversarially chosen [20]. However, for a
valid ciphertext ¢ = Enc(pk, m'; ") by FOpkg, r’ is honestly created with H(m/||r). Thus, the focus is on
whether m’ is also honestly generated from m||r. If that is the case, d-correctness can be analyzed as an
average-case scenario by assuming that m and r (in terms of PKE) are honestly chosen from their spaces.
To resolve this problem, [8] 23] introduced their respective encoding methods called NAEP [8] and SOTP
[23]: at a high levelE] an encoded message Encode(m, T)EI is used as ¢ = Enc(pk, Encode(m,r);r), and
the encoding method is also applied to PKE’, where ¢ = Enc(pk, m’; ') with m’ = Encode(m/||r,r’) and
r’ = H(m||r). As aresult, m’ is controlled by Encode and r’ is controlled by H, even though A can choose
m/||r adversarially.

Next, v-spreadness means that, roughly speaking, for a fixed message m and every possible ciphertext
¢, the probability that Enc(pk, m; ) maps to ¢ for all honestly-sampled randomnesses {7} is less than 277,
That is, with a probability of less than 277, it is difficult to sample a specific randomness 7 that allows
m to be encrypted into c. When generating a ciphertext ¢ = Enc(pk, m’;r’) in PKE’, A must query m||r
to H in advance to sample the randomness 7' = H(m||r). Otherwise, y-spreadness implies that A faces
difficulty in generating a valid ciphertext. Thus, in ROM-based decryption, if a decryption-oracle query c
is not computed from the H-oracle queries {m/|r}, c is invalid, except with a probability of 277, and the
error | can be returned. For a probability of 277 ¢gp, ROM-based decryption returns L for all ¢gp numbers of
possibly invalid ciphertexts queried by .4, which is almost identical to the sk-based decryption. Importantly,
given that PKE’ naturally produces L as explicit rejection for an invalid ciphertext, -spreadness becomes
even more essential to the design of a PKE scheme.

One advantage of an NTRU-based PKE scheme is that it is easy to analyze the y-spreadness because
of the simplicity of a ciphertext ¢ = Enc(pk, m;r). Under pk = h € R,, a ciphertext (without using the
encoding method mentioned above) is computed as ¢ = rh + m after generating two polynomials r and
m (in R,) that correspond to r and m, respectively. For a fixed m (and thus m) and a possible ¢, suppose
there are two randomnesses r; and ro such that ¢ = r1h + m = roh 4+ m. This equality leads to the fact
that ry = ro (assuming h is invertible in 12;), meaning that there exists at most one randomness that allows
m (and thus m) to be mapped to c. Therefore, for a fixed m, the ~y-spreadness is bounded as the maximum
probability that any randomness is sampled from R. This contrasts with ML PKE schemes [30, 9], where
two colliding ciphertexts are possible by solving a computational SIS (Shortest Integer Solution) problem,
thereby making it difficult to analyze the «-spreadness in an information-theoretic manner.

'In contrast, the d-correctness of ML PKE schemes depends only on the randomness controlled by H, making it relatively easy
to analyze their J-correctness as an average-case one.

2We note that NAEP is NTRU-specific and SOTP is generic, but SOTP requires a randomness-recovery algorithm that is still
NTRU-specific.

3To decode Encode(m, r), recovering r is required during decryption, which is easily done in NTRU-based PKE schemes
[8L123].



1.1 Our Results

We present an efficient NTRU-based PKE scheme that is IND-CCA secure in the (Q)ROM. The only prior
work, NTRUEncrypt [38]], appeared in the first round of the NIST PQC (Post-Quantum Cryptography)
competition. NTRUEncrypt was constructed by (1) combining the NTRU-based PKE scheme [17] with the
NAEP encoding method [21]] to achieve IND-CPA security, and then (2) applying FOpkg to the combined
scheme to achieve IND-CCA security. However, its security proof was analyzed in the ROM, and for security
analysis in the QROM, NTRUEncrypt relied on the inefficient Q-OAEP method [34]], which requires an
additional length-preserving hash function. Although NTRUEncrypt was later modified to suggest a KEM
in the third-round submission by merging it with NTRU-HRSS-KEM |[29], it remains an open problem [8]]
to present an efficient NTRU-based PKE scheme that achieves IND-CCA security in the QROM.

Our construction is based on the recent work [23] that proposes a new NTRU-based KEM scheme, which
we refer to as NTRU+KEM. To achieve this, [23] introduced the SOTP encoding method, by which the un-
derlying SOTP-applied PKE has the following properties: (1) it provides M = {0, 1}" as a sufficiently
large message space, (2) it enables the PKE to achieve d-correctness and -spreadness, and (3) it ensures
that the PKE is IND-CPA secure in the (Q)ROM. By applying FOkgm [19} [10], [23]] showed that the un-
derlying SOTP-applied PKE can be converted into a KEM that is IND-CCA secure in the (Q)ROM. Since
the underlying PKE has all the properties necessary to apply FOpkg, our research direction is to consider
whether FOpkE is also applicable in the QROM. In doing so, our contributions are as follows:

1. We reprove that the underlying SOTP-applied PKE from [23] satisfies y-spreadness. In [23]], the
Encode function, SOTP, is used as Encode(m, G(r)) with a hash function G. In the underlying PKE,
a ciphertext is generated as ¢ = Enc(pk, Encode(m, G(r)); r). To analyze ~-spreadness, the message
m must be fixed for each randomness r (honestly chosen from R). However, when using SOTP,
the encoded message Encode(m, G(r)) also changes as  changes. Indeed, [23] did not consider this
point, so their proof of y-spreadness needs to be revised.

2. We reprove that FOpgg is secure against IND-CCA in the ROM. Following the analysis of FOkgp in
[19]], our proof clarifies that FOpkg can be proven using J-correctness and y-spreadness. The original
proof [[14] did not account for correctness errors, thereby establishing FOpkg only for an underlying
PKE scheme with perfect correctness. Additionally, instead of relying on ~y-spreadness, the original
proof relied on the notion of plaintext-awareness [3]]. Our revised proof of FOpkg is applicable to an
NTRU-based PKE scheme (with a worst-case correctness error) and is easier to understand.

3. We prove that FOpkg is secure against IND-CCA in the QROM. Following the security analysis of
FOkem in the QROM [10Q], our proof uses an extractable random oracle simulator. This simulator
overcomes the challenge of measuring inputs in the QROM without significantly disturbing the quan-
tum states, which is essential for simulating decryption queries with explicit rejection without using
the secret key. Furthermore, to bound the advantage of an IND-CCA adversary, who operates in a
two-phase game, we utilize the two-phase Adaptive One-way-to-Hiding (AO2H) Lemma [35]]. As in
the ROM, the security proof in the QROM also relies on §-correctness and ~y-spreadness.

4. We apply FOpkg to the underlying SOTP-applied PKE to obtain an IND-CCA secure PKE scheme in
the (QQROM. As in [23]], we further show that there is an equivalent transform, FOpkg, which works
identically to FOpkg but is more efficient because it eliminates re-encryption during decryption. We
revise the previous proof [23] of this equivalence to be more rigorous, based on the rigidity properties
of both PKE [6] and SOTP [23]. Consequently, by using FOpkg, the underlying SOTP-applied PKE
is transformed into its final form as an IND-CCA secure PKE scheme in the (Q)ROM.



5. We instantiate the underlying SOTP-applied PKE by adapting the constructions of PKE and SOTP
from [23]]. Since the underlying PKE is based on a basic NTRU setting, we refer to the final form
obtained through FOpke as ‘NTRU+PKE’. Following [23]], we propose four parameter sets for
NTRU+PKE, with some modifications, to encrypt 256-bit messages. We implement NTRU+PKE
using these four parameter sets and compare the performance against ‘KYBER + AES-256-GCM’,
where KYBER is a KEM and AES-256-GCM is a DEM for 256-bit message encryption. Our re-
sults show that, at an approximate 180-bit classical security level, a single encryption/decryption with
NTRU+PKE is about 1.8 times faster than with KYBER + AES-256-GCM in AVX2 mode.

1.2 Related Works

In 1998, the first NTRU encryption scheme was proposed in the literature by Hoffstein, Pipher, and Silver-
man [17]. In their initial construction, M and R were defined as {—1, 0, 1} with certain distributions, which
were not naturally suited to accommodate arbitrary bit-string messages from M. Several padding schemes
[L8, 27]] were suggested for encrypting (short) bit-string messages, based on the OAEP [5]] scheme and the
FOpke [14]] transformation. However, these padding schemes were shown to be insecure [20] due to the
ability to manipulate messages, leading to decryption failures. In other words, these padding schemes did
not account for worst-case correctness errors.

In 2003, Howgrave-Graham et al. [21]] proposed an encoding method called NAEP, which is used to
generate ¢ = Enc(pk, NAEP(m, G(r)); r) for a bit-string message m. The original NAEP was designed to
output a polynomial with binary coefficients, but it was later revised to produce a ternary polynomial with
coefficients sampled uniformly from {—1,0, 1} [16]. This uniformity within {—1, 0, 1} is essential for hid-
ing information about m from c. Regarding the underlying NAEP-applied PKE, (worst-case) d-correctness
was estimated in [L6], but vy-spreadness has not yet been clearly analyzed. Nevertheless, by applying FOpkg,
the underlying NAEP-applied PKE was transformed into NTRUEncrypt, which has already been standard-
ized according to IEEE P1363.1 [12] and ANSI X9.98 [4], and submitted to the NIST PQC competition
process [38]. However, as mentioned earlier, the IND-CCA security of NTRUEncrypt was proven only in
the ROM, not in the QROM.

In 2021, Duman et al. [11]] proposed two generic transformations, ACWC, and ACWC, which make the
average-case correctness error of an underlying scheme PKE? nearly equal to the worst-case correctness
error of a transformed scheme PKE. ACWC, requires ciphertext expansion in addition to the ciphertext
of PKE®, whereas ACWC does not. Instead, ACWC relies on an encoding function, GOTP, exemplified
by the One-Time Pad modulo 3 in [11], meaning that uniformity within {—1,0,1} is still required, as
in NAEP. In 2022, Kim er al. [23] proposed another generic transformation, ACWCy, based on SOTP.
Unlike NAEP and GOTP, SOTP is realized using a centered binomial distribution (CBD) in {—1,0, 1},
which is straightforward to implement in constant time. Using FOkgnm and their claims that the underly-
ing {ACWCy, ACWC, ACWC, }-transformed PKEs satisfy ~y-spreadness, [11} 23] proposed their respective
NTRU-based KEMs with explicit rejection and proved their security against IND-CCA in the (Q)ROM.

Recently, Fouque et al. [13] proposed a new NTRU-based KEM, called BAT, which reduces the size of
a ciphertext. Instead of generating a typical NTRU ciphertext as ¢ = rh + m, BAT encrypts a message m
as ¢ = (|rh], G(r) @ m) using a rounding operation |-| and ACWCy. For the secret key sk, BAT requires
the generation of an NTRU trapdoor basis [28]], which is used to find the NTRU-lattice point rh closest to
|rh]. Consequently, the key generation algorithm of BAT is much slower than that of other NTRU-based
KEMs. More recently, Zhang et al. [37] introduced another NTRU-based KEM, called NEV, which aims to
reduce the modulus g of R, = Z4[z]/(f(x)) and, consequently, the size of a ciphertext. The key idea behind
NEV is to devise a novel NTRU-based key structure that integrates the vector decoding method [2] into the



NTRU variant by Stehle and Steinfeld [33]]. Although both BAT and NEV provide compact ciphertext sizes,
their proposed parameter sets are very limited in meeting the desired security levels because they use the
polynomial f(z) = z™ + 1 with a power-of-2 n. Additionally, in terms of ~y-spreadness, it is difficult for

them to achieve an appropriate  for similar reasons as in ML PKE schemes, meaning that FOpkg is not
applicable to BAT and NEV.

2 Preliminaries

2.1 Basic Notations

The set Z is defined as {—(¢—1)/2, ..., (¢ —1)/2}, where ¢ is a positive odd integer. Mapping an integer
a from Z to Z4 uses the modulo operation, setting x = a mod g as the unique integer in Z, satisfying
q | (z — a). The polynomial ring R, is defined as Z4[x]/(f(z)) with a polynomial f(z). Cyclotomic
trinomials ®3,,(z) = 2™ — 2™/2 + 1 where n = 2 - 37 for some positive integers i and j are used as f(z) in
our construction. Polynomials in 12, are denoted in non-italic bold as a, with a; as the i-th coefficient.

For sampling, u© <— X indicates that « is sampled uniformly at random from a set X, and v <— D indi-
cates that u is drawn according to a distribution D. The notation u < D’ forms a vector u = (ug, ..., us)
with each u; drawn independently from D. Especially, a <— D indicates that all coefficients of a polyno-
mial a is drawn according to a distribution D. Sampling from the centered binomial distribution (CBD) ),
involves 2k bits that are independent and uniformly random, summing the first k£ bits and the second k bits
separately, then outputting their difference.

2.2 Definition of PKE and Related Properties

Definition 2.1 (Public-Key Encryption). A public key encryption scheme PKE = (Gen, Enc, Dec) with

message space M, randomness space R, and ciphertext space C consists of the following three algorithms:
* Gen(1*): The key generation algorithm Gen is a randomized algorithm that takes a security parameter

1* as input and outputs a pair of public/secret keys (pk, sk).

* Enc(pk, m;r): The encryption algorithm Enc is a randomized algorithm that takes a public key pk,
a message m € M, and randomness € R as input and outputs a ciphertext ¢ € C. We often write
Enc(pk, m) to denote the encryption algorithm without explicitly mentioning the randomness.

* Dec(sk, ¢): The decryption algorithm Dec is a deterministic algorithm that takes a secret key sk and a
ciphertext ¢ € C as input and outputs either a message m € M or a special symbol L ¢ M to indicate
that c is not a valid ciphertext.

Correctness. PKE has (worst-case) correctness error § [19] if

E | max Pr[Dec(sk, Enc(pk,m)) # m]| <4,

me

where the expectation is taken over (pk, sk) < Gen(1*) and the choice of the random oracles involved (if
any). PKE has average-case correctness error ¢ relative to distribution 154 over M if

E [Pr [Dec(sk, Enc(pk, m)) # m]] <4,

where the expectation is taken over (pk, sk) <— Gen(1?%), the choice of the random oracles involved (if any),
and m <+ Y.



GAME INJ

(pk, sk) < Gen(1%)
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¢ = Enc(pk, m;r)
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Figure 1: GAME INJ for PKE

Injectivity. Injectivity of PKE is defined via the following GAME INJ, which is shown in Figure |1} and
the relevant advantage of adversary A is

Advie (A) = Pr[INDpke = 1].

Unlike the definition of injectivity in [7,[19]], it is defined in a computationally secure sense in this work.

Spreadness. PKE is v-spread [19] if

i ~1 Pr [c = Enc(pk, m; > 1,
e ﬁ%gkmk)( ogrgggwiR[c (p m?“ﬂ) ol

where the minimum is taken over all key pairs that can be generated by Gen. This definition can be relaxed
by considering an expectation over the choice of (pk, sk). PKE is weakly ~y-spread [10] if

—logE Pr [c = Enc(pk,m;7)]| >
o8 [mgﬁi‘ﬁecwin[c nelp ’m”)]]—”’

where the expectation is over (pk, sk) < Gen(1%).

Randomness recoverability. PKE is defined as randomness recoverable (RR) if there is an algorithm
RRec such that for all (pk, sk) < Gen(1*), m € M, andr € R,

Pr |Vm' € Pre™(pk,c) : RRec(pk,m’,c) ¢ R
V Enc(pk, m’;RRec(pk,m’, c)) # c|c + Enc(pk,m;r)] =0,

where the probability is taken over ¢ < Enc(pk, m;r) and Pre™(pk, c¢) defined as {m € M| Ir € R :
Enc(pk, m;r) = c}.

Message Recoverability. PKE is defined as message recoverable (MR) if an algorithm MRec exists such
that for all (pk, sk) < Gen(1*), m € M, andr € R,

Pr |Vr' € Pre"(pk, ¢) :MRec(pk,r’,c) ¢ M
V Enc(pk,MRec(pk, ', c);r") # c|c « Enc(pk,m;r)] =0,

where the probability is calculated over ¢ <— Enc(pk, m;r) and Pre" (pk, c) defined as {r € R|I3m € M :
Enc(pk, m;r) = c}.



Rigidity. PKE is said to be rigid if, for all key pairs (pk, sk) < Gen(1*) and for any ciphertext c € C, the
following holds:

If m' = Dec(sk, c) € M and r’ = RRec(pk,m’, c) € R, then Enc(pk,m’;r’) = c.

2.3 Security of PKE
Definition 2.2 (OW-CPA Security of PKE). Let PKE = (Gen, Enc, Dec) be a public-key encryption scheme

with message space M. Onewayness under chosen-plaintext attacks (OW-CPA) for message distribution
s defined via the GAME OW-CPA, which is shown in Figure 2] and the advantage function of adversary
Ais

AdvEREPA(A) := Pr [OW-CPASe = 1] .

Definition 2.3 (IND-CPA Security of PKE). Let PKE = (Gen, Enc, Dec) be a public-key encryption scheme
with message space M. Indistinguishability under chosen-plaintext attacks (IND-CPA) is defined via the

GAME IND-CPA, as shown in Figure[2] and the advantage function of adversary A is
1
Adviyr “PA(A) = |Pr [IND-CPAZg = 1] — 2‘ :

Definition 2.4 (IND-CCA Security of PKE). Let PKE = (Gen, Enc, Dec) be a public-key encryption scheme
with message space M. Indistinguishability under chosen ciphertext attacks (IND-CCA) is defined via the
GAME IND-CCA, as shown in Figure[2] and the advantage function of adversary A is

AdviyE ““A(A) := |Pr [IND-CCApye = 1] — ;‘ :
GAME OW-CPA GAME IND-CPA
1: (pk,sk) < Gen(1*) 1: (pk, sk) < Gen(1?)
20 m 4 P 2: (mg, m1) < Ao(pk)
3: ¢* < Enc(pk,m) 3: b+ {0,1}
4: m' + A(pk, c*) 4: ¢* < Enc(pk,my)
5: return [m = m/] 500« Ai(pk, c¥)
6: return [b =10]
GAME IND-CCA Dec(c # ¢*)
1: (pk,sk) < Gen(1?*) 1: return Dec(sk,c)
2 (mg, my) + AR (pk)
3: b+ {0,1}
4: ¢* < Enc(pk, mp)
5: 0« AP (pk, ¢¥)
6: return [b =10]

Figure 2: GAMES OW-CPA, IND-CPA, and IND-CCA for PKE



2.4 Complexity Assumptions

Definition 2.5 (The NTRU problem [17]]). Let +) be a distribution over R,. The NTRU problem NTRU,, ,
is to distinguish h = g(pf’ +1)"' € R, from u € R,, where f',g < ¢ and u < R,. The advantage of

adversary A in solving NTRU,, ; , is defined as follows:

Adv) TRV (A) = Pr[A(h) = 1] — Pr[A(u) = 1].

Definition 2.6 (The RLWE problem [25]]). Let ¢ be a distribution over Iz;. The RLWE problem RLWE,, , ,
is to find s from (a,b = as + e) € R, x R,, where a <— R, s, e < 1. The advantage of an adversary A
in solving RLWE,, ; ; is defined as follows:

Advi'E(A) = Pr[A(a,b) = ).

2.5 One-way to Hiding

The O2H lemma, first introduced by Unruh [36], serves as a important proof tool for the QROM. This
lemma quantifies the advantage of a quantum adversary in distinguishing between two scenarios: one that
uses random oracle outputs for specific inputs and another that uses truly random values. The fundamental
idea is that the probability of an adversary successfully measuring the specific input, for which the hash
function output has been replaced with a truly random value, bounds the advantage between these two
scenarios. In the ROM, the corresponding concept is the difference lemma proposed by Shoup [32]], which
similarly analyzes the differences between two games but is applicable in a classical context. This subsection
outlines the variations of the O2H lemma used in the security proofs presented in this work.

Lemma 2.7 (Adaptive O2H, Lemma 14 of [33]). Let H : {0,1}" — {0,1}" be a random oracle. Consider
an oracle algorithm .4; that uses the final state of .4y and makes at most ¢; queries to H. Let C; be an oracle
algorithm that on input (j, B, x) does the following: run At!(z, B) until (just before) the j-th query, measure
the argument of the query in the computational basis, output the measurement outcome. (When .4 makes
less than j queries, C; outputs L ¢ {0,1}".) Let
Pl=Prlt) =1:H+ ({0,1}* = {0,1}"),m « A} (), z « {0,1}",
b A (, H(z[lm))],
PA:=Pr[t =1:H « ({0,1}* = {0,1}"),m « A} (), z « {0,1}",
B« {0,1}", 0 « AY(z, B)],
Pe:=Prlz =2/ Am=m':H <+ ({0,1}* = {0,1}"),m « AJ(),z « {0,1}",
B« {0,1}",§ « {1,...,q. },2'||m’ < C (4, B, z)].

Then |P} — P3| < 2q1v/Fe + qo2~?+2,

Lemma 2.8 (Classical O2H, Theorem 3 from the eprint version of [3]]). Let S C R be random. Let G and
F be random functions satisfying Vr ¢ S : G(r) = F(r). Let z be a random classical value (5, G, F, z may
have an arbitrary joint distribution). Let C be a quantum oracle algorithm with query depth gg, expecting
input z. Let D be the algorithm that, on input z, samples a uniform ¢ from {1, ..., g }, runs C right before its
i-th query to F, measures all query input registers, and outputs the set 7' of measurement outcomes. Then

Pr[CS(2) = 1] = PrlCF(2) = 1]| < 26\/PrSNT # 0 : T + DF ()]
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2.6 Extractable RO-Simulator S

The extractable random oracle simulator [10] is another important proof tool for security proofs in QROM. It
addresses challenges in retrieving hash inputs from superpositioned queries. This random oracle simulator is
indistinguishable from a real random oracle and can extract queried inputs under specific conditions, thereby
enabling security proofs in the QROM settings.

Definition 2.9. For a function f : X x {0,1}" — T, define

I(f) i=max|{y | f(z,y) = t}] and I"(f) = max

wF#a! Y’

{y| fla,y) = f(2'. 9}
Theorem 2.10 (Theorem 4.3 of [10]). The extractable RO-simulator S constructed above, with interfaces
S.RO and S.F, satisfies the following properties.

1. If S.F is unused, S is perfectly indistinguishable from the random oracle RO.

2. (a) Any two subsequent independent queries to S. RO commute. In particular, two subsequent clas-
sical §.RO-queries with the same input « give identical responses.

(b) Any two subsequent independent queries to S.F commute. In particular, two subsequent classi-
cal S.E-queries with the same input ¢ give identical responses.

(c) Any two subsequent independent queries to S.E and S.RO 8/2I'(f)/2"-almost-commute.

3. (a) Any classical query S.RO(x) is idempotent.
(b) Any classical query S.FE(t) is idempotent.

4. (a) If & = S.E(t) and h = S.RO(&) are two subsequent classical queries then
Prif(#,h) #t A& # 0] < Pr(f(2,h) # |3 # 0] <2-27"T(f).

(b) If h = S.RO(x) and & = S.E(f(x, h)) are two subsequent classical queries such that no prior
query to S.F has been made, then

Priz =0] <2-27".

Furthermore, the total runtime of &, when implemented using the sparse representation of the compressed
oracle, is bounded as

Ts = O(qro - q - Time[f] + qro)
where gg and qro are the number of queries to S.F and S. RO, respectively.

Theorem 2.11 (Proposition 4.4. of [10]). Let R C X x T be a relation. Consider a query algorithm A that
makes ¢ queries to the S. RO interface of S but no query to S.E, outputting some t € T . For each 1, let &;
then be obtained by making an additional query to S.F on input ¢;. Then

P El A‘,t‘ ER/ <128 21’1 277,’
teAS'RO,a%I;%S.E(ti)[ i (@0 t) I < ¢ I'r/

where R C X x Y is the relation (z,y) € R < (z, f(z,y)) € R’ and

I'r == max|{y € {0,1}"|(z,y) € R}|.
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3 ACWC, Transformation

3.1 Semi-Generalized One-Time Pad (SOTP)

Following [23]], we define the semi-generalized one-time pad (SOTP), a variant of the generalized one-time
pad (GOTP) from [[L1]]. See Figure[I6]for an example of SOTP.

Definition 3.1. A semi-generalized one-time pad SOTP = (Encode, Inv) with a message space X', a random
space U, and a code space ) (with respective corresponding distributions x, 14, and ¢y) consists of the
following two algorithms:

* Encode(x, u): The encoding algorithm Encode is a deterministic algorithm that takes a message = €
X and random u € U as input, and outputs a code y € ).

* Inv(y, u): The decoding algorithm Inv is a deterministic algorithm that takes a code y € ) and random
u € U as input, and outputs a message z € X' U {L}.

It also satisfies the following three properties:
1. Decoding: For all x € X and u € U, Inv(Encode(z,u), u) = x.

2. Message hiding: For all z € X, the random variable Encode(z, u), for u < 1y, has the same
distribution as 1)y .

3. Rigidity: For all u € ¢ and y € Y with Inv(y, u) #.L, Encode(Inv(y, u),u) = y.

3.2 Description of ACWC; Transformation

We describe the ACWCs transformation [23], denoted as PKE' = ACWC,[PKE,SOTP, G]. First, let
PKE = (Gen, Enc, Dec) be an underlying PKE scheme with message space M and randomness space R,
where a message M € M and randomness r € R are drawn from distributions ¢ and 1z, respectively.
Additionally, assume that PKE includes a randomness recovery algorithm RRec and a message recovery
algorithm MRec. Define SOTP = (Encode, Inv) as a semi-generalized one-time pad with distributions
(Y, Y at, YA ), such that Encode : M/ xU — M and Inv : M xU — M’. Additionally, let G : R — U be
a hash function where every output is independently 1,-distributed. Next, let PKE' = (Gen’, Enc’, Dec’) be

Gen'(1%) Dec’(sk, c)

1: (pk, sk) := Gen(1*) 1: M := Dec(sk,c)

2: return (pk, sk) 2: r := RRec(pk, M, c)

3: m:= Inv(M,G(r))

Enc’(pk,m € M';R € R') 4: ifr¢ Rorm=1

1: r < Y using the randomness R 5 return 1

2: M := Encode(m, G(r)) 6: return m

3: ¢:= Enc(pk, M;r)

4: return c

Figure 3: ACWC;[PKE,SOTP, G]
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the transformed PKE scheme with message space M’ and randomness space R’, where a message m € M’
and randomness R € R’ are drawn from distributions 1) r¢ and 1%/, respectively. The ACWCs-transformed
scheme PKE' = ACWC,[PKE, SOTP, G| is described in Figure 3]

Theorem 3.2 (Average-Case to Worst-Case Correctness Error [23]]). Let PKE be RR and have a randomness
space R relative to the distribution ¢)z. Let SOTP = (Encode, Inv) be a semi-generalized one-time pad
described above, and let G be a hash function (mentioned above) modeled as a random oracle. If PKE is
§-average-case-correct, then PKE' := ACWC,[PKE, SOTP, G| is §’-worst-case-correct for

¥ =0+ wxll - (14 VIIMT=Wv=])/2),
where ||z == /D, ¥r(r)%.
ROM

Theorem 3.3 (OW-CPA of PKE = IND-CPA of ACWC,y[PKE,SOTP, G] [23]]). Let PKE be a public-
key encryption scheme with RR and MR properties. For any adversary A against the IND-CPA security of
ACWC,[PKE, SOTP, GJ], making at most g random oracle queries, there exists an adversary BB against the
OW-CPA security of PKE and an adversary C against the injectivity of PKE such that

Advlﬁ{\lc?/i/%zA[\PKE,SOTP,G] (A) < AdvpRESA(B) + Advie(C),

where the running time of B is about Time(.A) + O(gg).

Theorem 3.4 (OW-CPA of PKE T2 IND-CPA of ACWC,[PKE, SOTP, G] [23])). Let PKE be a public-

key encryption scheme with RR and MR properties. For any quantum adversary A against the IND-CPA
security of ACWC,[PKE, SOTP, G| with a query depth of at most ¢g, there exists a quantum adversary B
against the OW-CPA security of PKE and an adversary C against the injectivity of PKE such that

AdvicwespresoTe g (A) < 246 \/AdVngE'CPA(B) + Advpie(C),

and the running time of B is about that of 4.

3.3 New Proof on the ~-Spreadness of PKE’

Our approach leverages the fact that, assuming G is modeled as a random oracle, the encoded message
M = Encode(m, G(r)) is ¢ p-distributed due to the message hiding property of SOTP. In general, proofs
in the ROM can exploit the randomness of G [22]], and thus, for a fixed message m, we can treat M as
a random variable chosen according to 1) 4. In this context, the /-spreadness of PKE’ is analyzed as the
maximum probability Pr[c = Enc(pk,m;r)] for M < 1aq and r < 1r of PKE. For each sampled
message M € M with probability (M), we consider the y-spreadness of PKE. To account for all
possible messages {M} from M, we upper-bound the maximum probability by multiplying 2~7 by the
value |[M| - maxpre g Y (M).

Theorem 3.5. If PKE is (weakly) ~-spread, SOTP has the message hiding property, and G is modeled as a
random oracle, then PKE’' = ACWC,[PKE, SOTP, G is (weakly) v/-spread with

7' =~ —log, (\M! : Ar}lgﬁwM(M)),

where M is the message space of PKE and 1, (M) is the probability that M is sampled from M according
to the distribution 4.
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Proof. For a fixed key pair (pk, sk) and a fixed m in PKE’, we consider the probability Prr. z/ g[c =
Enc’(pk, m; R)] for every possible ciphertext c. Because G is modeled as a random oralce, the probability
is taken over random choice of G. Given that r is sampled as 7 < 1 using the randomness R + R/, the
probability can be rewritten as

P = Enc'(pk, m; = P = Enc(pk, Encod G(r));r)].
o [e=Enc(ph.miB)] = Pr o= Enc(pk. Encode(m. G(r)):r)]

Using the law of total probability based on all possible values of r; € R into conditions:

Pr [ec = Enc(pk, Encode(m, G(r)); )]

7’<—’L[JR,G
= Z Pr[c = Enc(pk, Encode(m, G(r));r) | r =] - Pr [r=r]
G T’<—’L/JR
riER
= Z Pr[c = Enc(pk, Encode(m, G(r;)); )] - Pr [r=r].
r,€ER ¢ revR

By the fact that G(r;) is iy-distributed, the message hiding property of SOTP holds using G(r;), so the
output M = Encode(m, G(r;)) is ¥ a¢-distributed over random choice of G:

Z Pér[c = Enc(pk, Encode(m, G(r;));7i)] - Pr [r =1

T €R reir
= Z Pr [c = Enc(pk, Encode(m,u);r;)] - Pr [r =1
TZERW_'IZ}M PR

= Pr [c=Enc(pk,M;r;)]- Pr [r=mr.

reR Mg YR
For the ease of analysis, we define an indicator function I(pk, M, r, c) = [¢ == Enc(pk, M;r)]. Then,

Pr [c=Enc(pk, M;r;)]- Pr [r=r

r€R Me—dm YR
U (S bt e ) e
r€R  M;eM Mepm YR

B M;M (r;%I(ph Mjﬂ’i,C) ' ”EIZZR[T - TZ]) ' MEQI;JM[M - Mj]

= Z Pr [c = Enc(pk, Mj;r)]- Pr [M = M;j].
MjEM riYRr M <—1paq

Considering Pr,. ., [c = Enc(pk, Mj; )] as the y-spreadness of PKE on any message 1/}, the 7/-spreadness
of PKE' is upper-bounded as follows:

Pr [c= End'(pk,m; R)] = Z Pr [c = Enc(pk, Mj;r)]- Pr [M = M;]

R«R/',G MyeM YR M+
< |M|-277- M).
< [M] max (M)
By averaging over (pk, sk), the weak +'-spreadness of PKE’ is also obtained. O
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4 FOpke Transformation and Its Security Proofs in the (Q)ROM

Figure {4] presents the FO transformation FOpkg [14] for PKE, described as PKE” := FOpkg[PKE', H].
For some positive integers £,,, and £,., let M’ = {0,1}m+4 and M” = {0,1}%, be the message spaces
of PKE' and PKE”, respectively. A message m € {0,1}%" of PKE” is converted into a new message
m :=ml|r € {0,1}¥m*4 of PKE' by concatenating a sufficiently large random bit-string r € {0, 1}*" with
m. During decryption of PKE”, m is recovered by taking [r],,, , which denotes the most significant £,, bits
of /. PKE” preserves the worst-case correctness error of PKE’ since Dec” works correctly as long as Dec’
performs correctly.

Assuming that PKE’ is IND-CPA secure and that the hash function H is modeled as a (quantum) random
oracle, we prove that PKE” is IND-CCA secure in the (Q)ROM. In the ROM, our proof is based on the
previous work [[14], but we more clearly make use of the worst-case d-correctness and weak ~y-spreadness
of the underlying PKE’. In the QROM, in addition to these two information-theoretic properties, we use the
adaptive O2H lemma [35] and the extractable random oracle (RO) simulator [10] to prove the IND-CCA
security of PKE”.

Gen”(1%) Dec”(sk, c)

1: (pk, sk) := Gen'(1?) 1: m' = Dec/(sk,c)

2: return (pk, sk) 2: R :=H(m)

3: if m/ =L or ¢ # Enc'(pk,m'; R))

Enc”(pk,m € {0,1}"") 4. return L

1r < {0,1}" 5: else

2 =mlr € {0, 1}t 6:  return [m],

3: R:=H(m)

4: ¢ := Enc'(pk,m; R)

5: return c

Figure 4: FOpkg[PKE’, H] = (Gen”, Enc”, Dec”)

4.1 Security Proof in the ROM

Theorem 4.1 (IND-CPA of PKE' 2% IND-CCA of PKE”). Let PKE' be a public-key encryption scheme
with worst-case correctness error § and weakly ~y-spreadness. For any classical adversary A against the IND-
CCA security of PKE”, making at most gp queries to the decryption oracle Dec” and at most g queries to
H: M — R, there exists a classical adversary B against the IND-CPA security of PKE’ such that

Advpyes A (A) < 2- Advpe A (B) + (an +ap) - (27 +0) + w27

Proof. For the security proof, we analyze hybrid games G to G's, defined in Figures [5|and [6] with a fixed
key pair (pk, sk). To do this, we define ds;, := max,e s Prycy, [Dec’ (sk, Enc’(pk, m;r)) # m] as the
maximum probability of a decryption error and i, := — log max,,e pm,cec Prryp[c = Enc’(pk, m; 7)) as
the negative logarithm of the maximum probability of any ciphertext for the fixed key pair (pk, sk), ensuring
E[6s] < & and E[277s*] < 277, with expectations taken over (pk, sk) <— Gen’(1}). A detailed explanation
of the security proof is provided below.
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GAMES Go-Go H(m)
11 (pk, sk) < Gen”(1%) 1: if 37 such that (m, 7) € Ly
2: (mo,my) < AE’DeC (pk) 2:  return 7
3: b+ {0,1} 3T+ R
4 7+ {0,1}" 4 Ly = Ly U{(m,7)}
50 1 = my||r € {0, 1}t 5: return 7
6: 7= H(m) . .
7. ¢* = Enc'(pk,m;7) Dec”(c # ¢*). en
8: b «— AlH’DeCN(pk,c*) L. mCT Dec’(sk, c)
9: return [b= V] 2: ifm' = Lor
¢ # Enc'(pk, m'; H(i'))
GAME G3 3. return |
1: (pk,sk) < Gen”(1*) 4: else, return [n/],
2 (mg,m1) — AP (pk) v
% (ro,r1)  {0,1)% x {0,1} Declfe#£ ") I1G-Gy
4 b+« {0,1} 1: m’ = Dec/(sk,c)
50y = my||ry € {0, 1}”:£m+@r 2: if 3(m, 7) € Ly such that
6: 7 = H(riw) ¢ = End'(pk,m; 7) 1G1-Gi3
7. ¢* := Enc(pk, my; ) and m = fnj 11G1
g b« AMDPe” (pk, c) return [m] 0
9. return 1[[b =] ’ 4: else, return L

Figure 5: GAMES Gy-G3 for the proof of Theorem 4.1]

GAME Gjy. Gy is the IND-CCA game against PKE” with a fixed key pair (pk, sk) (see Figure . Here, we
define the advantage of an adversary A in the IND-CCA game against PKE” for a fixed key pair (pk, sk) as:
1

AR () = PriGit = 1] - 3.

GAME G;. G is defined by modifying the Dec” oracle, as shown in Figure [Sl In G, the Dec” oracle
is altered to first compute m’ = Dec'(sk,c) and return /]y, if there exists (m,7) € Ly such that
Enc(pk,m;7) = c and m = m/. The Dec” oracle in Gy differs from that in G if H(17) has not been
queried, which occurs with probability -277s+. By the union bound:

|Pr[Ggt = 1] — Pr[G = 1]| < (gn + qp) - 27 7.

GAME G3. Gy is defined by modifying the Dec” oracle, as shown in Figure[S] In G, Dec” no longer checks
whether . = m/, where M’ = Dec/(sk, ¢). Instead, it returns 7 directly if there exists (7, 7) € Ly such
that Enc’(pk, m; ) = c. Since the Dec” oracle in G is identical to that of G if there are no hash queries to
H that lead to a correctness error, by the union bound, the following holds:

IPr[Gf = 1] — Pr[G3' = 1]| < (g4 + D) - Os-

Note that the Dec” oracle in G2 no longer requires the secret key.
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GAMES G4-G5 Dec”(c # ¢*)

1: (pk,sk) « Gen”(1%) 1: if 3(m, 7) € Ly such that

2: (rhg, m1) + CH(pk) c = Enc'(pk, m; 7)

3: b+ {0,1} 2:  return ],

4: 7 = H(myp) /Gy 3: else, return L

57— TR G5

6: c* := Enc(pk, my; 7) Ch (pk)

7 Y CP(pk, ') I (mo,m1) — AP (pk)

8: return [[b = b]] 2. (7“0,7’1) . {0’1}&- % {071}37»
H(’rﬁ) 3: return (’rﬁo,’rﬁl) = (moHT‘o,mlHTl)

1: if 37 such that (m, 7) € Ly

2:  return 7 c{" (pk)

3: else, 7 < R o .

4: Ly := Ly U {(Th, f)} S AII—L/D (pk,c )

s return 7 2: return b

Figure 6: GAMES G4-G's5 of Theorem .1

GAME G3. G3 is defined by replacing 1 by 1y, as shown in Figure[5] Since this change is only conceptual,
the following holds:

Pr[Gy' = 1] = Pr[G4 = 1].

GAME Gy. Gy is defined by moving part of the game into an adversary CH = (C{!,C}), defined in Figure@
Since the change is only conceptual, the following holds:

Pr[G4! = 1] = Pr[G3t = 1].

GAME G5. G5 is defined by changing how 7* is chosen. In G5, instead of generating 7* using H, 7* is
chosen randomly from R, which will not be noticed by .4 as long as .A does not query 7 to H. Let QUERY
be an event that .4 queries H on ;. Due to the difference lemma [32], the following holds:

IPr[G' = 1] — Pr[G%' = 1]| < Pr[QUERY].

Also, since the adversary C in G is playing the original IND-CPA game against PKE', the following holds
1 IND-CPA
|Pr[Ge = 1] — 5 = AdvaE i (€).

Now, construct an adversary D’ = (D}t, D]!) in Figure [7| that solves the IND-CPA game with PKE’
when the event QUERY occurs. Since 7, is completely hidden from the adversary .A, the probability that
A ever queries 1 = (m1_p||r1_p) to H can be bounded to gy - 2%, Therefore, the following holds:

PrQUERY] < Advy &N (D) +gn - 277

Combining the intermediate results and folding C and D into one single adversary B against IND-CPA
with PKE’, and then taking the expectation over (pk,sk) ¢ Gen’(1*) yields the required bound of the
theorem. O
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DY (pk) H(m)
1 Ly, L =10 1: if 37 such that (7, 7) € Ly
2 (rhg, m1) + CH(pk) 2:  return 7
3: return (mg,m1) 37+ R

4: Ly := Ly U {(Th,f)}

5

6

DY (pk, c*)
1: CH(pk,c*)
2: if o € Lz, returnt’ =0
3: else, return b’ = 1

L= L7 U {m}
: return 7

Figure 7: The adversary D in Theorem 4.1]

4.2 Security Proof in the QROM

Theorem 4.2 (IND-CPA of PKE' T2 IND-CCA of PKE”). Let PKE' be a public-key encryption scheme

with a worst-case correctness error J that satisfies weak ~y-spreadness. For any quantum adversary A against
the IND-CCA security of PKE”, making at most gp queries to the decryption oracle Dec” and at most gy
queries to H : M — R, there exist a quantum adversary B against the IND-CPA security of PKE’ such that

Adviyrr A (A) < (2qu + 2gp + 1)\/ 2AdVRETA(B) + € + (qn + qp) - 27 /22

where & = 128(qn + ¢0)”6 + go - (gn + qp) - 207F9/2 4 gp - 2701,

The proof strategy for Theorem [4.2] closely follows Theorem 6.1 in [10], with a key distinction in the
application of the O2H lemma. While [10] used Lemma (Theorem 3 of [3]) to prove the IND-CCA
security of the KEM, an adaptive version of the O2H lemma, as outlined in Lemma[2.7] is used to prove the
IND-CCA security of PKE”.

Proof. The security proof begins by analyzing hybrid games with a fixed key pair (pk, sk). To do this, we de-
fine 0, := max,,epm Pryy, [Dec (sk, Enc’(pk, m; 1)) # m] as the maximum probability of a decryption
error and Y, 1= — logmax,,e m,cec Prryp [c = Enc/(pk, m;r)] as the negative logarithm of the maxi-
mum probability of any ciphertext for the fixed key pair (pk, sk), ensuring E[ds;] < 6 and E[277s+] < 277,
with expectations taken over (pk, sk) « Gen’(1*). A detailed explanation of the security proof is provided
below.

GAME GY. Gy is the original IND-CCA game against PKE” with the fixed key pair (pk, sk). Here, define
the advantage of adversary A in the IND-CCA game against PKE” for a fixed key pair (pk, sk) as:

, 1
AR () = Pricit = 1] - 3.

GAME G1. G is defined by moving parts of the game into a set of algorithms C" = (C}!, C!'), as shown in
Figure|8] Since this change is only conceptual, it holds that:

Pr[Gyl = 1] = Pr[Gt = 1].
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GAME Gy Dec”(c # ¢*)

L H+« (M—=R) 1: m’ = Dec/(sk, c)

2: (pk,sk) < Gen(1*) 2: 7 =H(m')

3. (o, my) AH Dec” (pk) 3: if ¢ # Enc/(pk, m/; ')

4: b+« {0,1} 4:  return L

501« {0,1}7 5: else, return /],

6: 1 = my||r € {0,1}"m Tl

7 7 = H(m) 'O

8: c* = Enc'(pk,m;7) 1: (pk,sk) < Gen(1%)

9. b AMP<" (pk, c*) 2 (mg,mq) — AP (pk)
10: return [b = b'] 3. b« {0,1}

4: return my

GAMES G1-G3

- H+ (/\/l —R) ci(r,7)

2: my + Clf () 1: ¢* < End'(pk,m;T)
307+ {0,137 2: b .A;"Decu(pk,c*)

4 m = myl|r 3: return b

5. 7 := H(m) NGy

6: T+ R lIGy-Gs DH(r,7)

7: b/%C{'(T,’F) 1G1-Go 1: ’i(—{l,"' aQH}

8: m/ < DH(r,7) IIG3 2: Run CH(r,7) till i-th H-query
9: return [b =] I1G1-G2 3. 1/ < measure i-th H-query
10: return [y, = m'] IG3 4. return m/

Figure 8: GAMES Gy-G3 for the proof of Theorem 4.2]

GAMES G2 AND (3. G2 and G5 are defined by applying Lemmato G4 and CH (see Figure . Note that
G4 and ('3 generate 7 < R instead of 7 = H(m). As a result, it holds that:

[Pr[Gf' = 1] — Pr[G5' = 1]| <2 (gn + q0) v/ Pr[G3 = 1] + (gn + qp) - 277/*2.

Combining the analyses of G to (53, the following inequality holds:

- 1 1
AdvVRGEIN(A) = [Pr(Ggt = 1] = 5| = [Pr(Gf' = 1] - o
1
< |Pr[Gft = 1] — Pr[Gst = 1]| + [Pr[Gy = 1] — 5!
<2 (gn+qp)V/Pr[Gs = 1]+ (gn + qp) - 27/*F + |Pr[G3 = 1]—*’ (D

GAME Go.1. Go.1 is defined by modifying G2, moving parts of the set of algorithms C" (CO ,CM) into the
game, as shown in Figure[9] Since this change is only conceptual, it holds that:

Pr[Gy' = 1] = Pr[GyY, = 1].
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GAMES G2.1‘G2.2

LH+«M—-=TR)

2: (pk,sk) < Gen'(1%)

30 (mo,my) — AP (pk)
a: (ro,r1) + {0,1} x {0,1}*
5: b« {0,1}

6: r « {0, 1}&"

70 o= myl|r

8 m = mbHrb

9. 7+ R

10: ¢* < Enc/(pk,m;7)

11: b+ AlH’DeC”(pk,c*)

12: return [b = 0']

GAMES G9.3-Go .7
He(M-—=TR)
H=S.RO

(pk, sk) < Gen'(1%)
(o, m1) 5(?’Dec” (pk)
b+ {0,1}

r< R

c* « Enc'(pk,my; )
b €1H’Dec” (pk, c*)
return [b =1V']
while i € I do

R A A T o T

[EN
— O

Dec”(c # ¢*)

1: m’ = Dec/(sk, c)
2. 7 = H(Th,)
3. if ¢ # Enc/(pk, m'; )
/IGoo 4 return L
5: else, return [m/],,,
/|Gs1 6 1 + S.E(c)
/IGy,  7: if M =L, return L
//Gso 8 else, return [1i],
g(l)-I,Dec” (pkﬁ)
1: (mo,ml) — .AOH’DeCH
2 (ro,r1) < {0,1} x
3: return (mo,ml) = (moH’Fo,mlHTl)
//G2_3 g{—I’DeC“(pk,C*)
NGoa-Gor ———— - ,
10— AT (pk, )
2: return v/
esw
1G4

(pk)
{0, 1}€r

1G2.1-Gag
G2.1-Ga s
G2.1-Gas
1G2.6-Ga.7

Figure 9: GAMES G 1-G> 7 for the proof of Theorem §.2]

GAME G23. Go.2 is defined by modifying the generation of /m, as shown in Figure [9] Since this change is

only conceptual, the following holds:

GAME G 3. G2 3 is defined by moving parts of the game into a set of algorithms

Pr[Gsl, = 1] =

Pr[Gs, = 1].

as shown in Figure[9] Since this change is conceptual, it holds that:

Pr[Gsly = 1] =

Pr[Gsly = 1].

gH,Dec”

( é—I,Dec”’ gi-l,Dec”)

GAME G2 4. G 4 is defined by replacing the random oracle H with the extractable RO-simulator S for the
relation R = {(z,y) | f(z,y) = t}, where f(x,y) = Enc'(pk, z;y) from Theorem [2.10} as shown in
Figure 0] Furthermore, at the end of the game, the extractor interface S.E is invoked to compute 77; :=
S.E(¢;) for each ¢; that A queried to Dec” during its run. According to the first statement of Theorem

Pr(Gyly = 1] =
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Furthermore, applying Theorem[2.11]for R’ := {(m, c) : Dec'(sk, c) # m}, the event
P .= Vi : 1n; = )} := Dec'(sk, ¢;) V iy = (]
holds except with probability €} s, := 128(gn + qD)QFR/]R] = 128(qn + qD)Qésk. Thus,
|Pr[Gy'y = 1] — Pr[G3'y = 1 A PT]| < &by

GAME Goj5. G5 is defined by moving each query S.E(c;) to the end of the Dec”(c;) oracle. Since
S.RO(m) and S.E(c;) now form consecutive classical queries, it follows from the contraposition of 4.(b)
of Theorem that, except with probability 2 - 27, 7; = () implies Enc’(pk, m;; S.RO(m;)) # c;.
Applying the union bound, P! implies

P = [VZ tm; =my; V (mz =0A Enc'(pk:, mz,SRO(mZ)) #* Cz)]

except with probability ¢p - 2 - 27", Furthermore, by 2.(c) of Theorem [2.10} each swap of a S.RO with a
S.E query affects the final probability by at most 8,/21°(f)/|R| = 8V2 - 277sk. Thus,

|Pr[GsYy = 1 A PT] — Pr[Gs's = 1A P]| < 9.1

with €9 5 = 2gp - ((qn + gp) - 4V2 - 277k 42757,

GAME G 6. In G 6, the decryption oracle Dec” uses 7, instead of 7, to response to the queries. However,

Dec” still queries S.RO(}), maintaining the interaction pattern between Dec” and S.RO as in Ga 5.
Note that if the event

P; := [m}, = m; V (m; = 0 AEnc’(pk, m;; S.RO(m;)) # ¢;)]

holds for a given i, then the above change will not affect the response of Dec” and thus will not affect the
probability for P41 to hold as well. Therefore, by mathematical induction, the following holds:

Pr[Gss = 1 A P = Pr[Gy's = 1 A P].

GAME Gao.7. In Go 7, all 7/ = H(1m/) queries in Dec” are dropped or, equivalently, moved to the very end of
the game execution. Invoking 2.(c) of Theorem [2.10[once again, the following holds:

[Pr[Gs's = 1 A P] = Pr[G3; = 1 A P]| < e3.4.

with €3 s = gp - (¢p + gH) - 8V2 - 277sk. Also, note that G5 7 works without knowledge of the secret key
sk and thus constitutes a IND-CPA attacker £ against PKE for a fixed key pair (pk, sk). Therefore,

1
IPr(Gsl; = 1A P] — §| < AdVg\IKDé,%EA@%

where AdeNKDE'g,'ZA(S ) is the advantage of the adversary £ in the IND-CPA game against PKE for a fixed key

pair (pk, sk). Combining the analyses from Gy to G2 7 so far, the following holds:
A 1 A 1
Pr{Gs = 1] - 5| = [Pr(GHy = 1] - |

1
< [Pr[G3Yy = 1] - Pr[Galy = LA PT]| + |Pr[Galy = LA P] - 5!
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< |Pr(Gfy = 1A P1] = 5] +210

< [Pr[Gfy = 1A P~ PriGfs = 1A P+ [PriGes = 1A Pl — o] + v

< |P1r[G§‘?5 = 1AP]— %| +e1sk + €25k

= [Pr(CHs = LA P) = o] +e 22

< |Pr[Gss = 1 A P] — Pr[Gy, = 1 A P)| + |Pr[Gs'y = 1 A P] — %\ + 1,5k + 2,5k

< [Pr[Gyl; = 1A P] - %| + €15k + E2,5k + €3,k

< AdvRRESIAN(E) + st (2)
where €4, = €1 5k + €25k + €3 sk-

GAME G31. G is defined by modifying G'3, moving parts of the set of algorithms CH = (C{!, C}) to the

eC”

game and the algorithm .7-"1H D , as shown in Figure |10} Since this change is only conceptual, the following

holds:
Pr[G4 = 1] = Pr[G4Y, = 1].

GAME G3.2. G329 is defined by modifying the generation of 7725, as shown in Figure[I0] Since this change is
only conceptual, the following holds:

Pr[G4Y, = 1] = Pr[G5Yy = 1].

]:-H ,Dec”’

GAME G73.3. G3 3 is defined by moving parts of the game into the algorithm F , as defined in Figure

Since this change is only conceptual, the following holds:
Pr[G'y, = 1] = Pr[G4y = 1].

GAME G'34. G3 4 is defined by replacing the random oracle H with the extractable RO-simulator S for the
relation Ry = {(z,y) | f(z,y) = t}, where f(x,y) = Enc'(pk, z;y) from Theorem [2.10} as shown in
Figure Furthermore, at the end of the game, the extractor interface S.E is invoked to compute m; :=
S.E(c;) for each ¢; that A queried to Dec” during its run. According to the first statement of Theorem

Pr[Gyly = 1] = Pr[G5Y, = 1].
Furthermore, applying Theorem[2.11|for R’ := {(m, ¢) : Dec’(sk, c) # m}, the event
P = Vi : 1h; = )} := Ded(sk, ¢;) V 1; = 0]
holds except with probability € g := 128(qn + qD)25sk. Thus,
|Pr[G3ly = 1] — Pr[GgYy = 1 A PT]| <) .
GAME G35. G35 is defined by moving each query S.E(c;) to the end of the Dec”(c;) oracle. Since

S.RO(m) and S.E(c¢;) now form consecutive classical queries, it follows from the contraposition of 4.(b)
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GAMES G3.1-G3g DEC”(C 7& C*)
L H« (M —>R) 1G31-G33 1. m/ = Dec'(sk, c) 1G31-Gs6
2: H=S8.RO 11G3.4-G38 2. 7 = H(Th,) 1G3.1-G3¢
3: (pk,sk) < Gen'(1%) 3. if ¢ # Enc/(pk, m'; ) 11G31-G3 5
4: (mg, my) + AP (pk) /|G 1-G3o 4  return L /IGl1-Gls 5
5. (ro,m1) + {0,1}7 x {0,1}" /MGy 5 €lse, l’et“rlz [[)ﬁl’]]em 1G31-Gy 5
- - H.Dec” 6: m' — S.Elc //G3.5-G3.8
6: ’ k /1G3 3-
7. é@’?glif_ fo (p ) G3'3 G3'8 7: if m/ =1, return L //G3.6—G3.8
. ) . 3/ -
§ 1y {0, 1}gr em 8: else, return [rn/]y, . 11G3.6-G3 g
9: Thb = mbHTb //Gg.l—Gg.Q H,Dec”
10: 7+ R 7}—0 (PF)
11: ¢* « Enc(pk, ig; 7) 11 (mo,my) + AJP (pk)
12: 1/ < FrPe (pk, ¢¥) IG31-Gsr 20 (ro,r1) < {0,1}% x {0,1}*
13: b < GH(pk, c*) /IGss 3 return (mo|ro, mal|r1)
14: return [[mb = Th/]] 1G31-G3.7 H Dec”
ec
15: return [b=V] IGss F1 (pk,c)
16: while: € I do /1G3.4 1: 74— {1, s ,qH}
17: 1, + S.E(¢;) /IG3.4  2: Run AP (v, 7) till i-th H-query
3: m/ < measure i-th H-query
4: return m/
GH (pk, ¢)
1: /< FH(pk,c*)
2: if rhg = ™/, return 0
3: else if 1y = 177/, return 1
4: else, return b’ < {0,1}

Figure 10: GAMES G3 1-G3 g for the proof of Theorem 4.2

of Theorem m that, except with probability 2 - 27, 1h; = () implies Enc’(pk, m;; S.RO(m;)) # ci.
Applying the union bound, P! implies

P = [Vi: 1 = m; V (1 = 0 A End(pk, mi; S.RO(my;)) # ¢;)]

except with probability ¢p - 2 - 27", Furthermore, by 2.(c) of Theorem 2. 10[, each swap of S.RO with §.F
affects the final probability by at most 81/2I°(f)/|R| = 8V/2 - 2-7sk. Thus,

|Pr[GgYy = 1 A Pl — Pr[G4s = 1A P]| < eg.

with 2 5 = 2gp - ((qu + qp) - 4V2 - 277k 4 276r),
GAME G3. In Gs¢, the Dec” oracle uses 7} instead of 7/} to respond to the queries, but still queries
S.RO(m}), maintaining the interaction pattern from G's 5.

Note that if the event

P; := [} = m; V (1h; = 0 A Enc (pk, mi; S.RO(my;)) # ¢;)]

)
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holds for a given i, then the above change will not affect the response of Dec” and thus will not affect the
probability for P; 4 to hold as well. Thus, by mathematical induction,

Pr[G3's = 1 A P] = Pr[G5s = 1 A P].

GAME G37.In G3 7, all # = H(m/) queries in Dec” are dropped or, equivalently, moved to the very end of
the game execution. Invoking 2.(c) of Theorem [2.10} it holds that:

[Pr[G3ls = 1 A P] — Pr[Gs'; = 1A P]| < 3.4,

where €3 51, = qp - (g + qn) - 8V 2 - 277sk. Note that G'3.7 works without the secret key sk.

GAME (35. G35 is defined by constructing the adversary G = (Fy, G1) from the adversary F = (Fo, F1),
as shown in Figure The adversary G is now playing an IND-CPA game with PKE for a fixed key pair
(pk, sk). Similar to the analysis in G 7, it holds that:

1
IPr(Ggls = 1A P] — 5‘ = AdV'pNKDE'EEA(Q)-
Also, since G3.8 = 1 holds if G3.7 = 1 hold, the following holds:

PrGys = 1 A P| = PrlGay = 1A P| + %(1 Pr[Gar = 1A P))
= %Pr[G3,7:> IANP]l+ =
The above equality can be simplified as follows:
Pr[Gs7 = 1 A P] = 2Pr[Gss = 1 A P] — 1 < 2AdvRE S (G).
Combining the analyses from G5 to G'3 g so far, the following inequality holds:

Pr[G3' = 1] = Pr[G3, = 1] = Pr[G3, = 1] = Pr[G3'; = 1] = Pr[G3%, = 1]
< Pr[GsYy = 1A P + ey
< PI‘[G35 = 1AP|+ o5k + €1,k —Pr[Gg6 = 1AP|+eg5k + €1,k
< Pr[G3; = LA Pl +e3.4 + 2,6k + €15k
= 2AdviE A (G) + ek 3)

The claimed bound is obtained by combining inequalities (I]), (2)), and (3) as follows and then taking the
expectation over (pk, sk) < Gen'(1*):

AdVINECPA(A) < 2 (g + ap)V/PrGs = 1] + (gn + gp) - 275/%+2 + |Pr[G! :»1]—4

<2 (g -+ o) PAWNETAG) + e+ (an + ap) -2/ 4 AGIRSEA(E) + <

< (2QH + 2QD + 1)\/2AdV:3NKDE-§ZA(g) + e + (qH + qD) . 27£7‘/2+2.
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5 FOpke-Equivalent Transformation Without Re-encryption

In the previous section, we presented the construction of PKE” := FOpkg[PKE', H], which can be proven
to be IND-CCA secure in the (QQROM. When using PKE' := ACWC,[PKE, SOTP, G] as the underlying
scheme, the resulting PKE” = (Gen”, Enc”, Dec”) can be obtained as shown in Figure (11} However, re-
encryption during the decryption of PKE” is necessary to verify whether a ciphertext c is valid. As shown
in [23]], FOpkg based on ACWC, can be identically converted into a more efficient transformation, denoted
as FOpkg (shown in Figure , where the ciphertext comparison ¢ L Enc(pk,m/; R') in Dec” is replaced
with a simpler comparison 7’ = . This is achieved by first changing Dec” from Figure [11|to the version
in Figure [12] which are conceptually identical. The equivalence of Dec” in Figure |12|and that in Figure
is proven in Lemma [5.1] primarily based on the injectivity and rigidity of PKE. Additionally, it is required
that the decryption output of PKE is always within its message space M, meaning it does not produce 1,
which is a weak requirement that can be easily satisfied. A typical example is GenNTRU[¢)]'], described in
Figure [I5] where the use of modulo 3 during decryption ensures that a recovered message always belongs
to its message space. Since the proof of Lemma [5.1]is independent of the (Q)ROM, the resulting schemes
FOpke[PKE’, H] and FOpkg[PKE', H] operate identically.

Gen” (1) Dec” (sk, c)
1: (pk, sk) := Gen'(1%) 1: m/ = Dec/(sk, c)
2: return (pk, sk) - M'" = Dec(sk, ¢)
- 7" = RRec(pk, M, ¢)
Enc”(pk,m € {0,1}"") il = Inv(M, G(r"))
1o« {0, 1} -if ' ¢ Rorm/ =1, return L
2 m = mlr e {0,1} 1 - return 17/
30 R:=H(im) 2 R :=H(W)
4: ¢ = Enc(pk,1n; R) 3. if m/ =L or ¢ # Enc/(pk, m'; R)
- 7 < 1) using the randomness R 4:  return L
- M := Encode(m, G(r)) 5: else
- ¢ := Enc(pk, m;r) 6:  return [m],
5: return c

Figure 11: FOpkg[PKE’, H] with PKE" := ACWC,[PKE,SOTP, G]

Lemma 5.1. Assume that the output of Dec in PKE always belongs to M, PKE is injective in the injectivity
game of Figure/[l] and PKE and SOTP are rigid. Then, ' € R and ¢ = Enc’(pk,7/; R') in FOpkg holds if
and only if ' = r” in FOpkg holds.

Proof. Assume that m’ #1, " € R, and ¢ = Enc'(pk,m/; R') holds in the Dec” of FOpkg. By the
definition of Enc/, we have ¢ = Enc(pk, Encode(m/, G(r"));r"), where " < 1) is sampled using the
randomness R’. Furthermore, since M’ = Dec(sk,c) € M and ' = RRec(pk, M',¢) € R, the rigidity
of the PKE leads to the equality ¢ = Enc(pk, M’;r’). Because PKE is injective, these two equations with
respect to ¢ imply that ' = .

Conversely, assume that 7’ #1 and ' = r” holds for a ciphertext ¢ in the Dec” of FOpkg. By
the rigidity of the SOTP, m’ = Inv(M’,G(r")) #L implies M’ = Encode(m/,G(r')), thus M’ =
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Dec”(sk, c) Dec”(sk, c)

1: M’ = Dec(sk,c) 1. M’ = Dec(sk,c)

2: " = RRec(pk, M, ¢) 2: " = RRec(pk, M, ¢)

3. m' = Inv(M’',G(r")) 3. m' = Inv(M', G(r")

4 R = H(ﬁl/) 4 R = H(m/)

5. if m' =1L or|r’ ¢ R or ¢ # Enc'(pk,m’; R') 5: ‘r” < 9 with the randomness R’
6: return L 6 if i’ =L or|r’ # 1"

7. else ., 7. return L

8  return [m'], g else

9:  return [m'],
Figure 12: Dec” of PKE” = FOpkg[PKE', H] Figure 13: Dec” of PKE” = FOpkg[PKE', H]

Encode(m’, G(r")). Also, since 7’ < 1 is sampled using the randomness R’ and ' = 7", it follows
that 7’ € R. Since M' = Dec(sk,c) € M and v’ = RRec(pk, M’,c) € R, by the rigidity of the PKE,
¢ = Enc(pk, Dec(sk, ¢);7") = Enc(pk, Encode(1n/, G(r")); r"") = Enc'(pk,m’; R') holds. O

6 Instantiation of NTRU+PKE

In this section, we present our NTRU+PKE scheme, which can be proven to be IND-CCA secure in the
(QROM. We begin by adapting two central components, GenNTRU[%]'] and SOTP, from [23]]. Next, by
sequentially applying the ACWC,, FOpkg, and FOpkE transformations, we obtain the final NTRU+PKE as
the resulting scheme. Figure[I4]provides an overview of the security reductions used to achieve NTRU+PKE.

OW-CPA IND-CPA IND-CCA o IND-CCA
PKE ACWC, PKE’ FOpke PKE” FOpke PKE"

* average-case * worst-case

correct. error 4 Th'(ROM,) correct. error &’ Th‘(ROM,) * w/ re-encryption Lem.[51] * w/o re-encryption
* y-spread Th.[34(QROM) | * 7'-spread Th.EZJ(QROM) |+ M = {0,1}¢m | =——> |e M = {0,1}'m
e injective | ------- - e M ={0,1}" | --—---- >
* rigid n="Lm +£r)
* RRec & MRec
GenNTRU[y?] CPA-NTRU+ CCA-NTRU-+PKE NTRU+PKE
— : tight security reduction - —» : non-tight security reduction <= : tight security equivalence

Figure 14: Overview of Security Reductions for NTRU+PKE

6.1 GenNTRU[¢}!'] and SOTP Constructions

Let R, = Zg4[x]/(f(x)) be a polynomial-based ring for a modulus ¢ and a degree n of a polyno-
mial f(x), and let ¢)]" be n consecutive centered binomial distributions, each obtained by subtracting two
uniformly random bits from one another. Figure [15| presents GenNTRU[%]] relative to the distribution

1 over R,, including two additional algorithms: RRec and MRec. To apply the ACWC,, FOpkg, and
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Gen(1") Enc(h, m < ¢7;r < ¢})

1. /g« Yp I: return ¢ = hr + m

2. f=3f+1

3: if f, g is not invertible in Rz, Dec(f, c)

4:  restart 1: return m = (cf mod ¢) mod 3
5. h = 3gf!

6: return (pk,sk) = (h,f) RRec(h, m, c)

1: return r = (¢ — m)h~!

MRec(h,r, c)
I: return m — c — hr

Figure 15: GenNTRU[¢]] (= PKE)

FOpke transformations, Gen NTRU[%7] (as the underlying PKE) must have the following properties: (1)
OW-CPA security, (2) average-case correctness error 9, (3) y-spreadness, (4) injectivity, and (5) rigidity.
[23] already showed that GenNTRU[«]'] satisfies all those properties. In particular, the OW-CPA security of
GenNTRU[v]']is based on the decisional NTRU and the computational Ring Learning-with-Errors (RLWE)
problems with respect to the parameters (n, ¢, 1}"). We restate the following theorems from [23].

Theorem 6.1 (OW-CPA security of GenNTRU[¢7]). For any adversary A, there exist adversaries 5 and C
such that

AdvEanrufpy) (A) < Advy i85 (B) + Advis V5 ().

Next, Figure [16| presents the SOTP construction, which is designed to fit the distribution 7" well. Us-
ing ACWC; based on SOTP, GenNTRU[%7] can be transformed into an IND-CPA secure PKE’, called
CPA-NTRU+, which achieves worst-case ¢’-correctness and (weak) +/-spreadness. Theorem shows
that the worst-case correctness error 6’ of CPA-NTRU+ is nearly identical to the average-case error §
of GenNTRU[7]. Additionally, Theorem bounds the +'-spreadness of CPA-NTRU+ by v/ = ~ —
logy (|IM| - maxpre m Y1 (M)), where y-spreadness and M refer to those of GenNTRU[]]. For the mes-
sage space M = {—1,0,1}" according to 9], we have | M| = 3" and maxp;erq Y (M) = 27, Since
GenNTRU[4]] is n-spread [23], the value of 7/ becomes n — logy(3™ - 27™) & 0.415n. For instance, with
n = 768 in GenNTRU[¢]], CPA-NTRU+ is approximately 318-spread. Moreover, due to SOTP with re-
spect to ¢}, the message space M’ of CPA-NTRU++ becomes a very natural set of bit-strings with arbitrary
distributions. Indeed, M’ = {0, 1}" is sufficient to apply FOpkg for parameters with a large degree n.

Encode(z € M’ = {0,1}",u « U?") Inv(y € M = {—1,0,1}",u € {0,1}*")
I u=(ur,ug) € {0,1}" x {0,1}" u = (u1,uz) € {0,1}" x {0,1}"
2 y=(r®u) —u € {-1,0,1}" ify +ug ¢ {0,1}", return L
3: return y z=(y+u2) du € {0,1}"
return

Ll N

Figure 16: SOTP instantiation
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6.2 NTRU+PKE Construction

We now achieve an IND-CCA secure PKE” (denoted as CCA-NTRU+PKE in Figure by applying FOpke
to CPA-NTRU+-. Next, we obtain our final scheme NTRU-+PKE by applying FOpkg to CCA-NTRU+PKE,
described as NTRU+PKE := @éKE[CCA—NTRU—FPKE, HJ. Figure shows the resultant NTRU+PKE,
which is the basis of our implementation in the next subsection. By combining Theorems 4.1 4.2} and
Lemma [5.1] we achieve the IND-CCA security of NTRU+PKE in the (Q)ROM, based on the two assump-
tions NTRU,, 4 y» and RLWE,;, 4 y». As in NTRU+KEM [23], NTRU+PKE preserves the worst-case cor-
rectness error of the underlying CPA-NTRU+-.

Gen” (1) Dec”(sk, c)
1: f’, g <« 1/)?
2. f=3f+1
3: if f, g are not invertible in 12, restart
4: return (pk,sk) = (h = 3gf~1,f)

1: m = (cf mod ¢) mod 3
2r=(c—m)h!
3: m = Inv(m, G(r))
4: R' = H(m)
, . 5: r’ < ] using the randomness R’
Enc”(pk,m € {0,1}"™) 6
1: 7 {0,1}" 7
2 1 = ml|r € {0, 1}t 8
3: R= H(Th) 9
4: r < 77 using the randomness R
5
6
7

cifm=_Lorr #1r
return |

. else
return [,

: m = Encode(m, G(r))
:c=hr+m
: return c

Figure 17: NTRU+PKE

6.3 Parameters and Implementations

Table |1| presents four parameter sets for NTRU+PKE. We refer to them as NTRU+PKE{576, 768, 864,
1152}, respectively, based on the degree n of f(x) over Ry = Zy[x]/(f(x)). Following [23], we set f(z) =
2" — 2™? 4+ 1 and ¢ = 3457 to perform the Number-Theoretic Transform (NTT) in all parameter sets. The
worst-case correctness error ¢’ of CPA-NTRU+ (and thus NTRU+PKE) was calculated [23] by adding the
average-case correctness error § of GenNTRU[7] and the value A = ||z ||(1+ /(In|[M'[ — In|[¢%])/2)
using the equation from Theorem where g = ] and ||Yr|| = /D, ¥Yr(r)? and M’ = {0,1}".
Additionally, the 7/'-spreadness of CPA-NTRU+ is computed as 4" = 0.415n, as mentioned above. For each
parameter set of NTRU+4-PKE, we set ¢,,, = 33 bytes to encrypt messages of up to 32 bytes (including a
1-byte indicator that specifies the start of a message), with ¢, = n/8 — ¢, bytes allocated for randomness.
Regarding the concrete security level of NTRU+PKE, we analyze the classical and quantum hardness of
the two problems RLWE,, ; y» and NTRU,, 4 yn for each parameter set, using the Lattice estimator [1] and
the NTRU estimator [8]. Currently, the concrete security level of the NTRU problem is similar to that of
the RLWE problem when using the Lattice and NTRU estimators. Recently, Lee et al. [24] proposed a
combinatorial attack that improves upon May’s Meet-LWE attack [26] and analyzed the concrete security
level of NTRU+KEM, which uses the same parameters as NTRU+4PKE. Their analysis demonstrated that
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Table 1: Parameter Sets for NTRU+PKE

S it
Scheme cotity n q pk ct sk | (b, lr) | logy &' |+
c q
NTRU+PKE576 114 101 576 | 3457 | 864 864 | 1760 | (33,39) | -487 239
NTRU+PKE768 164 144 768 | 3457 | 1152 | 1152 | 2336 | (33,63) | -379 318
NTRU+PKE864 189 166 864 | 3457 | 1296 | 1296 | 2624 | (33,75) | -340 358
NTRU+PKE1152 | 263 233 1152 | 3457 | 1728 | 1728 | 3488 | (33,111)| -260 478

c: classical. q: quantum. n: polynomial degree. ¢: modulus.

(pk, ct, sk, £,): bytes. §': (worst-case) correctness error. y': (weak) spreadness.

the security of NTRU+4KEM against their combinatorial attack does not degrade below the level predicted
by the above Lattice and NTRU estimators.

Tablecompares KYBER [30], the NTRU finalist [8]], and NTRU+PKE. For a fair comparison, KYBER
and the NTRU finalist are implemented with AES-256-GCM to encrypt a 256-bit message using the KEM-
DEM framework. At an approximate 180-bit classical security level, we compare NTRU+PKE864 with
KYBER768 and ntruhps4096821 in terms of encryption/decryption cycles in AVX2 mode. As shown in
Table 2, NTRU+PKES864 is approximately 92/50 ~ 1.8 times faster than KYBER768 + AES-256-GCM
and approximately 423 /50 ~ 9.8 times faster than ntruhps4096821 + AES-256-GCM. Regarding ciphertext
size, KYBER and the NTRU finalist include an additional 48 bytes (32 bytes for encryption and 16 bytes for
authentication), compared to their KEMs.

Table 2: Comparison between NTRU+-PKE, finalist NTRU, and KYBER

Scheme Security ok it | log,d reference AVX2

c q Gen ‘ Enc ‘ Dec | Gen ‘ Enc ‘ Dec

NTRU+PKE576 | 114 | 101 | 864 | 864 | -487 | 270 89 116 24 22 13
NTRU+PKE768 | 164 | 144 | 1152 | 1152 | -379 | 318 116 | 154 27 27 17
NTRU+PKE864 | 189 | 166 | 1296 | 1296 | -340 | 303 137 | 186 27 30 20
NTRU+PKE1152 | 263 | 233 | 1728 | 1728 | -260 | 731 179 | 258 53 39 26
KYBER512* 118 | 104 | 800 | 816 | -139 | 116 139 | 160 36 38 24
KYBER768* 182 | 160 | 1184 | 1232 | -164 | 181 | 205 | 233 51 55 37
KYBER1024* 255 | 224 | 1568 | 1616 | -174 | 269 | 322 | 360 65 73 52
ntruhps2048509* | 104 | 93 699 | 747 | -oo | 7979 | 746 | 1383 | 373 | 262 37
ntruhrss701* 133 | 119 | 1138 | 1186 | -oo | 14585| 1026 | 2617 | 362 | 168 55
ntruhps2048677* | 144 | 127 | 930 | 978 | -oo | 13789| 1197 | 2435 | 541 | 349 52
ntruhps4096821* | 178 | 158 | 1230 | 1278 | -oo | 20253| 1638 | 3508 | 704 | 423 66

c: classical. q: quantum. (pk, ct): bytes. 0’: (worst-case or perfect) correctness error. (Gen, Enc, Dec): K
cycles of reference/AVX?2 implementations. *: means that 32-byte messages are encrypted using AES-

256-GCM.
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