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Abstract. Lookup arguments have recently attracted a lot of devel-
opments due to their applications in the constructions of succinct non-
interactive arguments of knowledge (SNARKS). A closely related topic is
subsequence arguments in which one can prove that string s is a subse-
quence of another string t, i.e., deleting some characters in t can achieve
s. A dual notion, namely, non-subsequence arguments, is to prove that
s is not a subsequence of t. These problems have a lot of important
applications in DNA sequence analysis, internet of things, blockchains,
natural language processing, speech recognition, etc. However, despite
their applications, they are not well-studied in cryptography, especially
succinct arguments for non-subsequences with efficient proving time and
sublinear verification time.

In this work, we propose the first succinct non-subsequence argument.
Our solution applies the sumcheck protocol and is instantiable by any
multivariate polynomial commitment schemes (PCSs). We achieve an ef-
ficient prover whose running time is linear in the size of sequences s, t and
their respective alphabet Y. Our proof is succinct and the verifier time
is sublinear assuming the employed PCS has succinct commitments and
sublinear verification time. When instantiating with Sona PCS (EURO-
CRYPT’24), we achieve proof size O(log, |s| + log, |t| 4+ log, | X|), prover
time O(|s| + [t| + | Z|) and verifier time O(+/[s| + +/[t] + /1Z]).
Extending our technique, we can achieve a batch subsequence argument
for proving in batch k interleaving subsequence and non-subsequence
arguments without proof size suffering a linear blow-up in k.
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1 Introduction

SNARKS. Zero-knowledge proofs [I3] allow a party to convince another party
about the truth of some statement without leaking anything beyond its valid-
ity. During their history, zero-knowledge proofs have been developed in multiple
aspects for multiple purposes. Among them, succinct non-interactive arguments
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of knowledge (SNARKs) [I2/T1] are a kind of zero-knowledge proof that is non-
interactive and has sublinear proof size. SNARKSs have been employed to prove
various problems including general NP statements [21] and incrementally veri-
fiable computation (IVC) [I6/19]. One way to achieve SNARKS is to construct
polynomial IOP (PIOP) [4] from sumcheck arguments [I7]. Then, we compile
PIOP by any multilinear polynomial commitment schemes (PCSs) [1525/22)
with succinet commitment and (possibly) sublinear verifier time.

Lookup, Subsequence, and Non-Subsequence Arguments. One of the
famous problems in SNARKSs is proving lookup arguments. Initially introduced
by Bootle et al. [3], lookup arguments aim to prove that a length-n vector
s = (s1,...,8yn) is contained in a lookup table t = (¢1,...,tn), le., each s;
belongs to {t;};cn]. Recent lookup arguments, cq [7], cq®,cq™* [5] and Locq
[28] achieved fast lookup arguments by pushing large amount of computing into
pre-precessing. The core of these results is Habock’s logarithmic derivatives [14].
Habock’s technique is suitable with sumcheck, avoids rearranging elements of
s and t as in Plookup [9], achieves constant proof size, linear prover time (in
the total length of s and t) and sublinear verifier time. Another lookup argu-
ment, namely, Lasso [22], aims to optimize efficiency when the lookup table is
structured.

A closely related problem to lookup is the subsequence argument. Here, a
string s is a subsequence of t if elements in s appear in t in the same relative
order. Equivalently saying, s is a subsequence of t if we can delete some char-
acters in t to achieve s. Besides, if s is not a subsequence of t, we call this
case non-subsequences. Arguments for subsequences and non-subsequences have
a large number of applications in various fields including DNA sequence analysis,
internet of things (IoT), blockchains, natural language processing, speech recog-
nition, computer vision, and financial analysis [I0]. We list below a few specific
examples.

— In DNA sequence analysis, (non-)subsequence arguments show whether a
sequence s, of DNA characters A, T, G, and C, is a subsequence of another
sequence t, revealing some relationship between two species. In IoT, we can
deploy health care systems for determining whether a DN A sequence of a par-
ticular person is vulnerable to some kind of disease. In some situations, this
can be done by showing the person’s DNA is a subsequence/non-subsequence
of some other DNA sequences related to some disease.

— In blockchains, stored transactions are usually huge. Nowadays, some appli-
cations/smart contracts in blockchains may involve supporting illegal activ-
ities. For example, Tornado Cash can facilitate money-laundering activities.
A person can prove himself not involved in such illegal activities by showing
that his transaction history in a specific blockchain is a non-subsequence of
transactions related to those potentially supporting-illegal-activities appli-
cations/smart contracts.

— In natural language processing, one can determine whether a list of words is
a subsequence in a large (encoded) text, identifying the necessary properties,
e.g., languages, topics (history, geography, or mathematics), etc.



— In speech recognition, (non-)subsequence arguments show whether a se-
quence of phonemes is a subsequence in sounds.

Although there are various applications, when putting them into the con-
text of cryptography, they are not well-studied, especially SNARKSs for sub-
sequences and non-subsequences with efficient running time. Since data about
DNA, languages, and sound is usually large, using SNARKS for proving and ver-
ifying the above examples would achieve great benefits, especially for verifiers
with little resources of computations. To our knowledge, the only result from
Thakur [23] proposes a SNARK for subsequences with sublinear verification
time. However, there is no result proposing non-subsequence arguments with ef-
ficient running time and succinct proof size. Moreover, constructing SNARKs for
non-subsequences is not a trivial task. To check whether length-n string s is not
a subsequence of a length-N string t, a trivial way is to check that all possible
length-n subsequences of t do not match s. This checking costs an exponential
blow-up in running time as there are (JT\L’ ) such subsequences in t. Thus, we are
asking the following question.

Can we construct succinct non-subsequence arguments with efficient proving
time and sublinear verification time?

1.1 Owur Contributions

In this result, we answer the above question by proposing the first construction
of succinct non-subsequence arguments for proving that s is not a subsequence
of t. Our construction is a PIOP [4] from sumcheck and combine it with any
multivariate polynomial commitment scheme (PCS) to achieve SNARKs. We
achieve a proof size bounded by the total commitment sizes and evaluation proof
sizes of related polynomials. The prover’s running time is linear in N, n, | X,
and the total committing and evaluating time, while the verifier’s running time is
bounded by the verification time of evaluations of polynomials. If the employed
PCS is secure and has succinct proof size and sublinear verifier time, then our
construction achieves a SNARK for non-subsequences. Specifically, when using
lookup arguments adapted from Habéck [14] and Sona PCS from [22] we achieve
succinet non-subsequence arguments with proof size O(log, n+logy, N+log, | X]),
linear prover time O(n+ N +|X|) and sublinear verifier time O(y/n+vN++/]X])
(see Section [4.4)).

Moreover, of independent interest, we briefly discuss how to prove batch
subsequence arguments by showing in batch k interleaving subsequence and non-
subsequence arguments without proof size suffering a linear blow-up in k.

1.2 Technical Overview

Before discussing the technical overview, we formally define subsequences and
non-subsequences as follows. For s = (s;);e[n and t = (t;),¢n], S is a subse-
quence of t, denoted by s <1 t, if there exists idq,...,id, s.t. 1 <idy < -+ <



SubseqSearch :

Inputs: n, N € Z, alphabet ¥ and s € ", t € ¥V,
Goal: Determine whether s <1 t, i.e., whether s is a subsequence of t.
Execution: This algorithm works as follows:
1. Set po :=0 and s,+1 :=L.
2. For j from 1,...,N:If s,, 11 =1, set pj :=pj—1 + 1; else, set p; :=pj_1.
3. Return 1 indicating s < t, if py = n; and 0, otherwise.

Fig. 1. Algorithm SubseqSearch.

id, < N and tig; = s; Vj € [n]. For non-subsequence, s is not a subsequence of t,
denoted by s 4 t, if no such a sequence (idy, ..., id,) exits. For non-subsequence,
if s is not a subsequence of t, we write s 4 t.

We now discuss the technical overview. First, we recall the subsequence ar-
gument from Thakur [23] and discuss its exponential blow-up in the prover’s
running time. Then, we provide our technique, which can be plugged by any
PCS and lookup arguments, to avoid such mentioned blow-up. At last, we dis-
cuss how to achieve batch subsequence arguments.

Subsequence Argument from Thakur [23]. The construction proves that
s <t by showing that the indices corresponding to each element of s in t are
in increasing order. Let s = (s;);e[n) and t = (t;);c(n) be strings of length n
and N, respectively. The prover convinces that s <1t by proving the existence of
(idj)jem) st {(idy, 85) }jem) € {4, 1) }jeny and (idj) e is increasing, namely,
idy < --- < id,. To show the latter, one can prove that (id; —id;_1);ej2,n) is a
sequence of positive integers.

Our Non-Subsequence Argument. To prove s « t, using the above tech-
nique would require considering all (17\[ ) possibilities for (id;);e[,). However, (JZ )
is exponential in N. To remove this exponential blow-up, we use algorithm
SubseqSearch, described in Figure I} to determine whether s is a subsequence of
t. Then, we can achieve the non-subsequence arguments by proving its correct
execution.

The algorithm SubseqSearch tracks the maximal subsequence positions of s
within t by looking for a sequence (p;);efo,n7 8.t pj € [n] is the maximum index
satisfying (s1,...,sp,)<(t1,...,t;). If pxy computed from SubseqSearch equals to
n, namely, the length of s, it means (s1,...,$py) = (51,..., ) < t. Otherwise,
when py < n, it implies s 4 t. The correctness of this algorithm is based on the
following Lemma [I] whose proof is deferred to Appendix [A]

Lemma 1 (Correctness of Algorithm SubseqSearch). Let n, N € Z,, X be
an alphabet, s € X" and t € XN, Let spy1 :=L where L¢ X. Let (p;)jefo,n]
satisfy that po = 0 and, for j € [N], p; is the mazimum index satisfying
(81,...,8p;) <(t1,...,t5). Then, for j € [N], pj =pj_1+1, ifsp,_ 41 =15, and
pj = pj—1, otherwise.

Having (p;)e[o,n] computed from algorithm SubseqSearch, for non-subsequence
arguments, the prover needs to prove that (p;) jelo,n] is computed correctly and
pn < n as specified in Figure[I] To this end, we reduce all related constraints, in-



volving computing (p;);e[n] from s and t into an equivalence system containing
only lookup arguments as follows.
From Lemma for j € [N], the relationship between p; and p;_; is either

pPj —Dj—1 = 1 <— Spi_14+1 = tj or p; —pj—1 = 0 <— Spi_14+1 75 tj. (1)

Therefore, to capture this equivalence, we define the set enc(s) ) containing ele-
ments of the form (¢, ¢,v) € {0,1} x [n+1] x XU{L} s.t. ¢ = 1 iff s, = v. Specifi-
cally, c is the predicate capturing whether the /-th entry of s is equal to v. Then,
we can capture equivalence (1) by proving that (p; —p,;_1,pj—1+1,t;) € enc(s,)
for j € [N]. Hence, holds iff (p; — pj—1,pj—1 +1,t;) € enc(s ) for j € [N].
However, enc(s ) has (n + 1) - (|X| + 1) elements. This requires prover to
work in time O(n - | X]) for constructing it. Moreover, in the proof, the prover
needs to capture the correct formation of enc(s) ) as we expect verifier time to
be sublinear without verifying it in the clear. To avoid this inefficiency, we devise
the following solution. For j € [N], as computing p; is based on p,;_; and the
condition whether s,,_, 1 = t;, we introduce v; := s,._, 41 with an associated
proof that v; is correctly computed. This proof can be proceeded by proving

{(pj—1+ L,v5)}jev) € {0, 55)}jem+)- (2)
With v;, prover can determine whether s,,._, 11 = t; or not by simply comparing
t; and v;. Let ¢; = (t; = vj), namely, ¢; = 1, if t; = v; (or, t; —v; = 0)

and c¢; = 0, otherwise. To show that c; is correctly computed, we assume that
Y U{L} = {i}ic)o, 5|, namely, a set of [X| + 1 elements from 0 to [X]. One sees
that t; —v; € [— |2, |X|]. Therefore, the prover shows that

{(cirt; —vi)}jemn) €0, ) ez 1zm oy Y {(1,0)} 3)
which captures the well-formedness of (c;);ecin). In fact, ¢; = 0 iff t; —v; €
[—12],|2]] \ {0}. Finally, with ¢; indicating whether s,,, , 11 = t;, we can then
prove the relationship between p; and p;_; via proving that

pj —pj-1=c¢; Vj€[N] (4)

according to . Hence, we removed the inefficiency discussed above by showing
the two tuple lookup arguments and . When using appropriate lookup
argument (e.g., [14]) from sumcheck, prover time is only O(N + n + | X|) which
does not contain factor O(n - |X|) incurred by enc(s, ) discussed above.
Finally, we achieve the following Theorem [l} an informal version of Theo-
rem 2] for capturing subsequences and non-subsequences. In this theorem, we di-
rectly replace ¢; by p; —p;j_1 for j € [N] without the need to prove ¢; = p;—p;_1.

Theorem 1 (Informal Version of Theorem. s At (respectively, s<it) iff
there exist sny1, (pj)jepo,N), with po = 0 by default, and v = (v;)jcn) satisfying
{sitjem) €% snr1 =1, {tj}jen €%,
{pj-1+ L vj)}jeny € {0 s5)}jem+1
{(p; —pj-1.t; —vi) ey € {0, )} ie(— 1 =m 0y Y{(1,0)},

and py < n (respectively, py = n).



Hence, we can construct succinct subsequence arguments from sumcheck
based on (lookup) constraints in Theorem |1} Since there are various choices for
lookup arguments and PCSs, for simplicity, we choose lookup arguments adapted
from Habock [14] as running time is linear in O(n+ N +|X|) or any other lookup
argument with similar running time. As Theorem [I|requires computing (p;);e[n
when s is known, we cannot apply pre-processed lookup arguments like cq [7]
because running time will be dominated by O(N -log, N). For PCS, we can in-
stantiate by Sona [22] with constant proof size, linear prover time, and sublinear
verifier time (see Section for efficiency of the final protocol).

Extension to Batch Subsequence Arguments. We briefly discuss how the
approach above can be extended to batch subsequence arguments with the fol-
lowing context. Given k € Z., {8V}, {t}iepsy and {60 )}ze , prover shows
that b = s 9t for i € [k], i.e., b =1, if s() 9t and b ) = 0, otherwise.
Although SNARKS, especially sumcheck arguments, are well-known for batch
arguments, i.e., by aggregating and proving all k arguments at once, proving
such batch subsequence arguments is non-trivial. We observe that, if the verifier
knows exactly each bit in {b(i)}ie[k], i.e., the verifier can distinguish subsequence
and non-subsequence arguments for each i € [k], then, to optimize prover time,
prover and verifier proceed either Thakur’s approach for () = 1 (subsequence)
or approach from Theoremfor b =0 (non-subsequence). Arguably, Thakur’s
approach is better in efficiency for prover time when proving subsequence argu-
ments. However, this way requires the verifier to know entirely {b(i)}ie[k] which
requires a linear blow-up in the communication if k is large.

Assume that k is a power of 2. To reduce communication, we can encode
{6@},cix) into a polynomial f,(X) € F[ly] where I, = log, k. Then, prover can
commit to f,(X) to obtain and send commitment o(fy) to verifier. If a( )
is a succinct commitment, verifier cannot know entire {b( )}1€[k even if o fb) is
hiding or not. Therefore, the prover and verifier cannot proceed batch arguments
with both methods from Thakur and Theorem || as they are not compatible. To
avoid such incompatibility, let prover and verifier follow Theorem [I|to prove the
well-formedness of sequence (pgz), cee pN) for i € [k], from running algorithm
SubseqSearch on inputs s() and t(*) for the i-th (non-)subsequence argument.
Hence, for b equal to either 0 or 1, we prove the same way for well-formedness

of such sequence (pg ), e ,p%)) Consequently, we can make a batch proof for

well-formedness of all (pg ), pN) for ¢ € [k]. The only difference is showing
that, for i € [k], either p() < nif b =0 or pg\i,) = n if b = 1. These can
be proven in batch by proving the tuple lookup argument {(b(i),pg\i,))}ie[k]
{(0,/)}je,n—1) U {(1,n)}. Specifically, by writing s = (s} @ 555)), t() =
(t:(LZ), . tgv)) and extending Theorem |1 I we can construct thls batch argument

by proving knowledge of (s\) )icgu1, (5" )i, jerv) and (v))icqu jen) satisfying



{Sy)}ie[k],je[n] cx, sU, =1 Vielk, {tg'i)}ie[k],je[N] Cx,

(G py + 1,0 ey ey € {Grd 857 i) et

{(péi) —p§?1’t§i) - U;‘i))}ie[k],je[N] C{(0,9) bie(— 2, 1mm 0y U {(1,0)},
{00, 0 iew € £0,7)} ey U{(1n)}.

This system contains only four lookup arguments. The first three lines of the
above system are the extension of Theorem [I] with associated index ¢ indicating
the i-th (non-)subsequence argument. The last line is already explained above.

1.3 Related Works

Besides lookup arguments and subsequence arguments from Thakur [23], another
line of research [I81201262] is to prove correct execution of a regex searching. A
regular expression (regex) searching algorithm uses a regex, such as keywords,
to look for the appearance of such patterns in a long string, like documents. The
general methodology requires transforming the regex into a graph-like structure,
such as non-deterministic finite automata (NFA) or related notions like SAFA [2],
TNFA [24] and ADFA [I]. To construct a non-subsequence argument, i.e., to
prove s 4 t, one can transform the sequence s into a regex. (For example, if s =
“abac”, we can transform into “. xa.*b. x a. x c.+”.) Then, prove that the regex
does not match the sequence t. However, this approach leads to a complicated
proof. In terms of efficiency, [I826] achieve O(N - |Qtnra|) constraints where
QTnra is the description of the TNFA [24], [20] achieves O(N + |Qapra|) where
Qapra is the description of ADFA [I] with size O(n - |X]), Reef [2] with SAFA
achieves the resulting number of constraints at least O(N - logy, N).

From Section|1.2], our approach reduces to lookups with sets of sizes bounded
by O(n + N + |X), achieving prover time O(n + N + |X|). Hence, we adopt a
different approach whose running time outperforms those for proving regexes.

2 Preliminaries

2.1 Notations

Denote by F, Z and Z, to be the finite field of prime order, the ring of integers,
and the set of non-negative integers, respectively. For any a,b € 7Z satisfying
a < b, denote by [a, b] the set {a,a+1,...,b}. When a = 1, we write [b] to indicate
[1,b]. For a finite set S, denote by |S| to indicate its cardinality. Given n € Z, let
(84)icn] = (81,--.,5n) denote a vector of length n and {s;};cn) = {51,...,5n}
denote a set of size n. We write bin;(a) = (by,...,b) € {0,1} to indicate the
binary representation of a € Z4 in [ bits s.t. a = Zie[l] 2i=1.p;. Given | € Z
and b = (by,...,b) € {0,1}!, define int;(b) = Diel 2i=1 . b,. We usually write
negl(A) to indicate the existence of a function negligible in A.

Regarding multivariate polynomials, for | € Z,, we denote by F[l] the set
of I-variate polynomials over F. A polynomial f(X) € F[l] is of degree p if the
maximum of individual variables’ degrees in f(X) is p.



2.2 Succinct Non-Interactive Arguments of Knowledge (SNARKS)

A succinct non-interactive argument of knowledge (SNARK) for an NP relation
(z,w) € R is a non-interactive proof produced by a prover P and verified by
a verifier V. A SNARK should satisfy completeness, knowledge soundness, and
succinctness as below. Detailed properties are in Appendix In this result,
we are interested in SNARKS with sublinear verification time.

— Completeness. An honest prover P will always be accepted by V.

— Knowledge Soundness. If a malicious prover P* outputs an accepted proof
m for the statement x, one can extract the witness w* s.t. (z,w*) € R.

— Succinctness. The proof size is sublinear in the size of the statement x.

Sublinear Verification Time. The verification time is sublinear in |z|.

2.3 Multilinear Extension (MLE)

We recall the multilinear extension (MLE) of a function f. Let I be a positive
integer and f : {0,1}! — F be a function. The MLE of f, denoted by f(X) =
MLE(f), is the polynomial

F(X)=MLE(f) = Y f(i)-eq(X]|i) € FlI,

ie{0,1}
where, for X = (X1,...,X;) and e = (eq,...,¢;) € F,

eq;(X|le) = i (Xiei + (1 — Xi)(1 — ;).

2.4 Polynomial Commitment Schemes (PCSs)
A polynomial commitment scheme (PCS, [15]) is a tuple (Setup, Com, Open, Eval).

Setup(1*) — pp: On input 1%, ouput the public parameter pp.

Com(pp, f(X)) = (o(f),aux): On input pp and f(X) € F[l] for some | € Z,
output the polynomial commitment o(f) and an auxiliary information aux.

Open(pp, o(f), f(X),aux) — b: On input pp, polynomial commitment o ( f), poly-
nomial f(X) € F[l], for some [ € Z4, and an auxiliary input aux, return a
bit b € {0,1} indicating accepted or rejected.

Eval (P(f(X),aux),V) (pp,o(f),r,e) — b: Thisis an interactive protocol between
a prover P and a verifier V with common inputs pp, o(f), r € {0,1}, for
some ! € Zy, and e € F. P additionally holds f(X) € F[l] and aux. After the
execution, V outputs a bit b € {0, 1} indicating whether V accepts f(r) = e.

Security. We briefly recall the security of a PCS. In Appendix [B.2] we pro-
vide detailed security notions. A PCS is secure if it satisfies completeness and
binding. A PCS is extractable if Eval is knowledge-sound. For completeness, if
o(f) is correctly computed and f(r) = e are correct, V always accepts. Regard-
ing binding, given a polynomial f and its commitment o(f), a PPT adversary



A cannot find a second opening f*. Regarding knowledge soundness, given the
commitment o(f), if a malicious prover P* is accepted by V in Eval, one can
extract the polynomial f by some extractor.

Notations. We write o(f) to indicate a polynomial commitment to f(X) €
F[l], for some | € Zy, when f(X) is clear in the context. Moreover, regarding
efficiency-related notations for PCSs, let tp(1), tv(l), cs(I) and ps(l) respectively
denote the prover time (including committing and evaluating), verifier time,
commitment size and the proof size from executing the evaluation protocol Eval
from PCS for multilinear I-variate polynomials. Moreover, €eya(l) denotes the
soundness error of the evaluation of the employed PCS.

There are many PCSs [25129/27] in the literature. Here, we focus on Sona
(recalled in Table[I]), a recent PCS introduced in [22].

Table 1. For | € Z,, this table contains the costs of Sona [22] for committing and
evaluating f(X) € F[l]. H is collision-resistance hash, F is a finite field and G is
cryptographic group. For commitment size, writing 1H means that the commitment
size is 1 hash value. For running time, writing O(2")F means that it requires O(2')
computations with operations in F.

PCS Setup cs(D)|ps(l)  |eeval(?) |tp(1) tv(1)
Sona [22]|transparent|1H |O(1)G|negl(1)|O(2)F, O(V2)G|O(V2)G

2.5 Sumcheck Protocol and Lookup Protocol from Sumcheck

Sumcheck Protocol. The sumcheck protocol originally proposed in [I7] is heav-
ily studied to achieve SNARKSs [2IJ6l22]. In a sumcheck protocol, given a poly-
nomial f(X) € F[l] of degree at most p, for a claimed S € F, a prover P aims
at proving S'=3_; cio1} " Dieqo1y (i1, - ;i) Instead of sending f(X) di-
rectly, P executes an l-round interaction with the verifier V. Let r = (r1,...,7)
be the randomness that V chooses in the protocol. At the last step, P outputs
fi(X;) and V accepts if f(r) = e where e = fi(r).

When being instantiated to construct SNARKS, f is committed under some
PCS to achieve commitment o(f). Then, the sumcheck f(r) = e is conducted
through the evaluation protocol of the PCS. In Appendix we recall the
sumcheck protocol 1, for relation

Raum =4 (S €F,0(f); f(X)€F[l],aux): S= > f(i)y, (5)

ie{0,1}!

where aux is the auxiliary input in the PCS. As discussed previously [I712T122],
the sumcheck protocol I, satisfies completeness and knowledge soundness.
The soundness error and efficiency of II,m are summarized in Table 2]



Lookup Argument Adapted from [I4]. We consider the lookup protocol
Iyp adapted from [I4] for relation

leup:{ (0(fa), o (fo); fa(X).fo(X), aux):{ fa (§) Fye 0,131 © {fb(i)}iE{O,l}lb} (6)

where Iy, Iy, € Zy, fo(X) € Fll,] and f,(X) € F[l3], and aux is the auxiliary input
in the PCS. The protocol I, shows the satisfaction of R, by reducing the
lookup argument to sumcheck. Detailed protocol is deferred to Appendix [B-3]
See Table 2 for the related costs.

Remark 1 (Tuple Lookup). We will encounter tuple lookup arguments in this
result. Here, tuple lookup captures the fact that a set of fixed-length tuples is a
multisubset of another set of fixed-length tuples.

Specifically, let 7,lq,ly € Zy, ng = 2!« and n, = 2. Let (aj)jemna. €
(FY)"e and (b;)icpn,) € (FY)™. We would like to prove tuple lookup argument
{aj}jemna) € {bi}icn,)- Notice that ITjp is only suitable for the cases that v = 1,
which we call the ordinary lookup arguments. Therefore, to conduct this tuple

lookup argument, we use a challenge & F and instead run Ip to prove the
_(Ri—1y, (Ri—1Y,
reduced lookup argument {<a]7 8 )ie[w] >} C {<bl, (8 )ie[7]>}ie[nb]

j€lnal
which is an ordinary lookup. If the tuple lookup argument satisfies the lookup

condition, then it is obvious that the reduced lookup argument is also satisfied.
However, regarding soundness, this reduction certainly incurs some soundness
error which can be analyzed as follows. Assume that there exists some j € [n,]

s.t. a; ¢ {bi}icn,)- Then, for each 4, the probability that <aj, (B%’l);em> =
<bi,(ﬁifl)geh]> is at most = O(y/|F|) by Schwartz-Zippel Lemma. Taking

union bound over all j € [n,] and all i € [ny], the reduction error for the reduced
lookup is at most (y—1)-ne-np/ |F| = O(y-nq -1/ |F|). Running M, (adapted
from [14]) on this reduced lookup argument, we achieve the total soundness error
Oy - na - 1/ |F| + €eval(la) + €eval(lp)) where €eya) is introduced in Section

Table 2. This table contains efficiency of protocols from sumcheck (c.f. [6/I4]). Pa-
rameters [, [, ad I, are described in those protocols (see relations Rsym and Rikyp in
and @, respectively). Notations cs, ps, tp, tv and e€eva are introduced in Section

Protocol|Proof size Soundness error |Prover time Verifier time
Iam 6] |00 p+ps()) [0 (5 +eanl)  [02'plogd p+tp(1))| 00 p + tu(1))
Iy [1] O(ly + 1y O((la + 1p) /|F| O(2l + 20 Oy + 1y

tup +p5(la) + ps(ly)) | +€eval (la) + €eval () |[+tp(la) + tp(le))  |+tv(la) + tv(ly))

3 Handling (Non-)Subsequence Arguments

In this section, we introduce our method to prove (non-)subsequence relations.
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We now recall the initial discussion for proving non-subsequence arguments
in Section [I.2 with the employment of algorithm SubseqSearch in Figure [I} In
this setting, for n, N € Z, and alphabet X C F, we have s € X", t € XV and
sequence (p;);co,n] viewed as the trace after executing SubseqSearch. Assume
that s; = (s|| L), namely, a concatenation of s and some dummy character
1 not belonging to X. Hence, we assume that s; = (s1,...,8n, Spt1) Where
Sp+1 =-L. This setting of s,41 is tricky because it ensures p; € [0,n] for all
j € [N] since L is different to all characters in t. We also denote by ¥} =
X U{L} = {i}icp, x|, namely, a set of values from 0 to |X|. For simplicity, we
assume that L= 0 and ¥ = {1,...,[¥|}. We denote by p = (p;),ec;n] Which
excludes pg = 0. In Section to show that p is well-formed, we additionally
use v = (v;);e[n] and show that p is well-formed, i.e., p; is the largest index such
that (s1,...,sp,)<(t1,...,t;). This is formally proven in the following Lemma
We remark that system is the aggregation of , and .

Lemma 2 (Well-Formedness of p). Let n, N € Zy and X = {i};cx). Let
se€ X" andt € XN. Let p = (p;);e(n) € ZY . Then, for j € [N], p; is the largest
index satisfying (s1,...,5p,) < (t1,...,t;) iff there exists v = (v;);e[n) satisfying

{{(pj—l +1,v5) }ien) S 85) iems)s X

{(pj —pi—1,t; —vi)}ien € {(0,9) biel— =1, =00y U {(1,0)}.
Proof. We first observe that
{(pj—1 +Lvj)}ienv) € {0 85) Y jeimt1 <= Sp,_1+1 =v; Vj € [N].

On the other hand, we see that, for each j € [IN],

(pj — pi—1,t; — v;) € {(0,9) }iej— =1, =0y U {(1,0)}
<~ (pj —pj—1=1AN¢%; :’Uj)\/(pj —pj—1 =0A%; #’Uj).

Then, one sees that p; — p;_1 indicates whether t; = v; (i.e., p; —pj—1 =1) or
not (i.e., p; —pj—1 = 0). Hence, by combining the above arguments, one has

(8p;_1+1 = V) A((pj —pj—1 =1 At; =v;) V(p; —pj—1 = 0AL; #v;))
— (p_] —Pj-1= 1A Spjfl"l‘l = tj) \ (p] —DPj-1 = OA 5;!7]'714-1 7é t])

Finally, we achieve the equivalence
(@ = (i —pi-1 =1Nsp, 141 =1)) V(P —Pj1 = 0Asp,_ 41 # 1j).
Equivalently, the RHS of the above equivalence can be written as
pj—Pi-1=1 < sp, 1 =tjorp;—pj-1=0 < s, 11 #t;. (8)
By Lemma the sequence (p;);e[n] satisfying above property captures the fact

that, for j € [N], p; is the largest index satisfying (s1,...,sp,) < (t1,...,t;).
This concludes the proof. a
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Putting All Together. With well-formedness of p captured by Lemma [2]
we can show that s <t or s 4 t by showing either py = n (for s < t) or
pn < n (for s 4 t). This is true because, by its definition, py is the largest index
satisfying (s1,...,8py) < (t1,...,tn) and py = n means that s = (s1,...,5py)
while py < n means that (si1,...,Sp,) is a proper prefix of s. Hence, we unify
everything into the following Theorem

Theorem 2. Let n,N € Z. Let s; = (s;)jeim+1) € X1, and t = (t;),en) €
XN, Then, s 4t (respectively, s <1t) iff there exist (Pj)jelo,n], with po = 0 by
default, and v = (vj)cin satisfying

{si}iem) €%, sny1=L, {tj}jen CZ,
{(pj—1 + 1L,95)}ien) €U, 55) }jemss (9)
{(p; = pj—1.t; —vi) ey € {0, iel— =1 1mm oy Y{(1,0)},

and py < n (respectively, py =n).

Proof. The first line of @ captures the correct domains of s; and t. The re-
maining lines are from Lemma [2] Thus, the proof directly follows Lemma[2 O

4 Description of Succinct Non-Subsequence Arguments

In this section, we provide a protocol for non-subsequence arguments from sum-
check. We first introduce frequently used notations in Section In Section [£.2]
we discuss the transformations of constraints in Theorem [2] into the forms suit-
able for using sumcheck. The description and efficiency of our non-subsequence
argument are in Sections [4.3] and respectively.

4.1 Notations

We recall from Sectionthe encoding int : {0, 1}/ — Z, for some | € Z, that
maps any vector i = (iy,...,4;) € {0,1} into i = Zje[l} 27=1.4;. This notation
is suitable for 0-based indexing. However, in some places of our result, we may
use 1-based indexing instead. Therefore, we additionally introduce

inc; : {0,1} — Z, mapping i+ int;(i) + 1

where inc stands for “increment”. We denote by int;(X) € F[I] and inc;(X) € F[i]
respectively the multilinear extensions of int; and inc;. Define

In =logy, N, I s.t. 2% > |2, |1, =logy(n+ 1) € Z,.
We now define the following functions encoding components s | = (s;);e[n+1]

t = (t;)jev;, P = (pj)jernv), d = (dj)jen) = (pj—1)jev) and v = (v))en)
introduced in Theorem 1

12



fo:{0,1} — F maps j — s, vj € {0,1}'" where j = inc;, (j).
fi: {0,1}' — F maps j — t; vj € {0, 1}~ where j = inc;, (j
fp : {0,1}' — F maps j — p; Vj € {0,1}'~ where j = inc;, (j
fa:{0,1}' - Fmaps j— d; =pj_1 Vje€{0,1}' where j = inci,, (j
fo i {0,1}' — F maps j — v, Vj € {0,1}'~ where j = inc;, (j

Notice here that f; is introduced to encode d = (dj)jen] = (Pj—1)je[N]-
This is due to the constraint {(p; —p;j—1,t; —v;)}ieny € {(0,9) bie— 21, =\ {03 Y
{(1,0)} in Theorem [2| requiring computing p; — p;_1, for all j € [N], which is
a linear combination of elements in entries of (p;);e[o,n]- Therefore, we extract
(Pj—1)je;n) and encode them into fy for ease of handling such constraint.

DgnOte by fs(X> € F[Zn]v ft(X> € IF[ZNL fP(X) € FUNL fd(X) € ]F[lN]
and f,(X) € F[in] to be multilinear extensions of above functions. We also
assume that prover commits to f(X), f;(X), f,(X), f2(X) and f,(X) to obtain
polynomial commitments O’(fs), U(ft), a(fp), U(fd) and O'(fv), respectively.

4.2 Transformations

We aim to design a protocol from sumcheck for relation
7znon—subseq = {(U(fs), U(‘];t); fs()()7 ]?t(X), aux): S 75] t }

where f, (X) and ft(X ) encode s and t, respectively, as introduced in Section
and aux is some auxiliary input for executing evaluation protocol of PCS. Our
idea of proving s £ t strictly follows system @D in Theorem [2| We divide the
constraints in (9) into following cases w.r.t. the notations in Section
Proving {s;}cin) € ¥, snr1 =L and {t;}; C X. We first encode ¥, into
a polynomial as follows. Let Ix € Z, satisfy 2! > |¥||. We form a sequence
char = (char;);c(pix) from X'y s.t. {char;};cpi5) = X't Notice that |2 | may not
be a power of 2. Therefore, we simply duplicate elements (if necessary) to reach
the desired cardinality. Hence, {s;}jepmi1) € {chari}t;coisy it {s;}jemriy € 21
Define g5 : {0,1}'> — F that maps i — char; for i = inc;,,(i). To show that
{sj}jem € ¥ and s,41 =1, define sequences ch = (ch;);co15) € {0, 1}2l2 and
Ch/ = (Ch;)je[n—&-l] S {07 1}n+1 s.t.

chi=1 <= char; #1 Vi€ 2""] and ch =1 <= s; #L Vj € [n+1].
Notice here that both ch and ch’ can be determined by any party. We see that

{S,j}je[n] CYASpq1 =1 = {(Ch;,Sj)}je[nJrl] - {(chi,chari)}ie[zzz]. (10)

Since we would like to show the LHS of , we equivalently show that its RHS
holds. Therefore, we encode ch and ch’ by Gen(X) € F[ls], mapping i ~ ch;
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for i = inc; (i), and g (X) € F[l,,], mapping j — ch;- for j = incy, (j). Lookup
argument {(ch}, s;)};em41) € {(chy, char;)};coix) in RHS of is hence proved
through reduced lookup {vs(j) }je0,131n {Bg(i)}ie{o’l}lz, where

}NLZ‘(X) = gch(X)+§E(X)ﬂ € FUE]? \75(X) = gch'(X)+f~s(X)6 € F[ln] (11)

and 8 & F*, with reduction error at most 2 - 2=/ [F| = O(n- | 5| / [F|) (see Re-
mark . Similarly, we can show that {\E(j)}je{o,l}lN C {hx(i)}icfo,1}t=, where

Vi(X) =1+ fi(X) - 5, (12)
to prove {t;};en] € X with reduction error O (N - |X|/ [F]).
Well-Formedness of f;(X) e Fliy]. In Section fa(X) € Flly] encodes
d = (dj)jen) = (Pj—1)jev)- As fp(X) € Flin] encodes p = (pj);en], We see

that fd(X ) has a tight relationship with fp(X ). In fact, this is a linear mapping
from p to d written as d = A - p for some A € FV*V of the form

00---00
10---00
A= |01 00fcpN=N ity exactly NV — 1 non-zero entries.
00---10
To prove d = A - p, we follow [21] to encode A into g4(Y||X) € F[2ly] and
commit to it by some PCS. Hence, we show well-formedness of d by proving

fa¥)="Y" qa¥llj) - £0)- (13)

je{0,1}'n

A way to prove this equation is to have ry & pin from the verifier. Then, prover
shows that eq = fa(ra) = > jc(01y~ Ja(ralli) - fp(j). In this way, the prover
must commit to g.(X) = ga(rq||X) € Fliny] to make succinct proof size and
sublinear verification time. Notice that A is sparse, i.e., having exactly N — 1
non-zero entries. Therefore, we can write

gAY X)= 3 ai;-€, (Y|bin (i) - €, (X|lbiniy (5))
1,jE€[N]

= > ai,j - €qp, (Y|[bing (i) - eq;, (X||bin; (5)).
1,7E[N] s.t. a; ;70

(14)

Hence, to evaluate ga(rq[X), one can evaluate all a; ; = a;; - €q;, (ral/bin(i))
for ¢,j € [N] satisfying a; ; # 0. This cost O(N) time for prover as prover can
compute €q; (rqlli) for all i € {0,1}'~ as follows. Let rq = (rq1,...,74,y) and

i=(i1,...,41,). Then, by definition, we have

eqy (ralli) = ] (a5 + (1 =ray) - (1=1y)).

JE[IN]
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Set PO = 1.
For each k form 1 to In, the k-th round runs as follows:
— For all (i1,...,i) € {0,1}%:
o Compute Py (i;,...i,) = Proe1,6i1,..ip_1) " (Tak -6 + (1 —rag) - (1 —ig)).

Fig. 2. Algorithm for computing all éq(r4||i) for all i € {0, 1}'~.

By denoting Py i,,....i) = [Ijep (ra; -4 + (1 —ra;) - (1 —i5)) for k € [In] and
(i1,...,ix) € {0,1}*, we see that

Pro iy osineriin) = Po1,(in,in_y) - (T ik + (L =7g k) - (1 —ig)).

With this idea, we can compute €q; (rq|i) for all i € {0,1}'~ in time O(N) by
using algorithm in Figure 2] This algorithm in the k-th round has time complex-
ity O(2%). Hence, in all Iy rounds, it costs total time > kelln] O(2%) = O(2v).
Prover now can compute a; ; = a; ; - €q;, (ra||bin(i)) for all i,j € [N] satisfying
a;j # 0 in time O(N) by using Py ; = €q;, (rql|]i) where i = bin; ().

Finally, prover commit to

9r(X) = ga(ra| X) = > a; ;- €, (X [[biniy (7).
1,jE[N] s.t. a;,;7#0

However, this way will incur verifier time to be O(N) to recompute §a(rq||X)
since this is the only way for verifier to check whether prover compute commit-
ment to ga(rq||X) honestly after pre-precessing. To reduce verifier time, we use
techniques for committing to sparse polynomials, i.e., [-variate polynomials hav-
ing a few non-zero entries among evaluations at i € {0, 1} for some [ € Z , from
[2122] to optimize prover and verifier time with properties specified in Table

Table 3. This table contains properties of sparse PCS [2122] for (2{x)-variate poly-
nomials with at most N non-zero entries. This sparse PCS is a generic construction
employing a PCS as a building block. Notations cs, ps, tp,tv and €eva (introduced in
Section are for PCS.

Commitment size|Proof size|Soundness error|Prover time|Verifier time
es(in) O@ps(n)) [0 (F + eem(in)) [Otp(n)) — [O(tv(in))

Hence, in the execution, initially, we have prover to commit to g4(Y || X) by
the sparse PCS and verifier to send rg. Prover computes g.(X) = ga(rq||X)
in time O(N). Let eg = fa(rq). Prover and verifier follow Il for reducing
argument eq = > ;e 1y 9r(J) - fp(J) to checking that e, = g,(rp) - fp(rp)
with (rp,ep) is output of Ilgm. Eventually, run evaluation of sparse PCS to
evaluate §4(Y||X) and of PCS to evaluate §,(Y) and f,(X) to check whether

ga(rdllry) = go(r,) (implying ga(rql|X) = §-(X)) and e, = g (vp) - fy(xp).
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Proving {(pj—1 + 1,vj)};einvy € {(4,55)}jemt1)- As fa(X) encodes sequence
d = (dj)jen) = (Pj—1)je[n], We prove this argument by defining

W(X) = (fa(X) + 1) + fu(X) - B € Flin],

A ) (15)
vx(X) =inc;, (X) + fs(X) - B € F[I,)]

where [ is the challenge discussed above in . Then, we can reduce proving
{(pj—1+1L,v5) ey S s5)}jemrn to {W(i) eqo,1pin € {vx(3)}jeqo,13t With
reduction error at most 2+ - 2!¥ / [F| = O(n - N/ |F|) (see Remark [1)).

PI‘OVil’lg {(p] _pj—17tj — Uj)}jE[N] - {(0, 7’)}16[7|E|,|E|]\{0} U {(1,0)} To show
this tuple lookup argument, we introduce the sequence (iz;, diff;);e[m) for some
m € Zy s.t. {(izi, diff;) bicpm) = {(0,9) bie—121, 2\ {0y U {(1,0)}. Here, for ease
of handling with sumcheck arguments, we assume that m is a power of 2 and
m = O(|X|). Hence, if {(0,7)}ic— 2, =\ q03 Y {(1,0)} is less than m entries,
we simply duplicate elements (if necessary) s.t. {(iz;, diff;)};c}m) has exactly m
entries. Let [,,, = logy m. We now encode them as follows.

giz : {0, 1}' — Fmapsi—iz;  Vie{0,1}' where i =inc,, (i).

gaife < {0,1}™ — F maps i+ diff; Vi€ {0,1}' where i = inc;,, (i).

Denote by §i,(X) = MLE(gi,) € F[l,,] and gairr(X) = MLE(gairr) € Flln]. We
now observe that (p; — p;j—1);je[n is encoded by f,(X) — fa(X). Therefore, for
B introduced in , by defining

Ve(X) = (fp(X) = fa(X)) + (fi(X) = fo(X)) - B € Flln], (16)

haitt(X) = Gio(X) + Gair(X) - B € Fll],
we can reduce proving {(p; —pj,lltj—vj)}je[N] C {(0,9) Yie— =1, =\ qoy UL(1,0) }
to proving {ve(j)}jcqo,13iv € {hairr(i) ticfo,130m With reduction error at most
2l . olm [ |F| = O(N - |X| / |F|) (see Remark since m = O(|X]).

4.3 Description for Non-Subsequence Arguments from Sumcheck

We present our non-subsequence argument Ilnon-subseq fOr relation Rpon-subseq i
Figure [3] w.r.t. notations and transformations in Sections [{.1] and [{:2] respec-
tively. The protocol is divided into two phases, namely, pre-processing and execu-
tion. The pre-processing phase is for committing supporting polynomials fp(X ),
fd(X ) and fo (X) in advance. Regarding the execution phase, the prover and
verifier proceed with the interactive proving as discussed above. The security
of protocol Ilnon-subseq is discussed in Theorem @ Protocol Ilhon-subseq Can be
transformed into a SNARK by applying Fiat-Shamir heuristics [§].

Theorem 3 (Security of Il onsubseq). Let €; be the soundness error of II; for
i € [5]. Hnon-subseq 15 complete, with completeness error O((2!n + 2!~ 4-21=) / |F|),
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and knowledge-sound, with soundness error

o

n-N+n-|Y|+N-|¥
L ),
i€[5]

where €eyal 18 introduced in Section if (i) IIy,...,IIs are complete and
knowledge-sound, and (ii) employed PCS is secure and extractable.

In particular, when I, and I3 are adapted from [T])] and [21]22], respec-
tively, by following Tables[q and[3, we have

Z € = O ((ln + lN + ZZ))/|F| + 6eval(ln) + 6eval(lN) + 6eva\I(ZZJ)) .
i€[5]

Proof. Completeness is straightforward. Completeness error is computed due to
the union bound on completeness errors of I1y, Ils, I14, and I5. In other words,
the completeness error is bounded by

2ln +212> <21N +212> (le +2ln) (21N +2lm>
o < +O0|—%— |+O0|—— |+ O | ——
|| || || ||

oln 4 2Iv 4 9lz 4 Olm 2ln 4 9lv 4 9ls
_0 ( +2'V +2'F + ) _0 ( + 2V 4 )
|F| ||

since O(2') = O(m) = O(|X]) = O(2'7). Regarding knowledge soundness,
we first notice that, for the evaluations on f,(X), fi(X), fp(X), fa(X), fo(X)
and g, (X)), both parties run the evaluation protocol at least once since running
protocols ITy, ..., ITs w.r.t. commitments o(fs),o(f:),o(fp),o(fa), o(f,) and
o(g,). Since the evaluation process of extractable PCSs is knowledge sound, there
are corresponding extractors to extract fo(X), fi(X), f,(X), fa(X), f,(X) and
Jr(X). Hence, we can obtain s,t,p,d and v from those extracted polynomials
as in step [3] of protocol ITnon-subseq in Figure [} Moreover, from extracted and
common polynomials, we can also form polynomials EE(X), fdiff(X), vs(X),
vt(X), w(X), vx(X) and vc(X). Since ITy, . .. IT5 are knowledge sound and are
all accepted by V, we hence deduce the followings:

= {vs(i) }jeqo,1yn € {ﬁg(i)}ie{o’l}b;, from [Ty, holds with error probability €;.
Notice that hx(X) = gen(X) + 92(X) - 8, v8(X) = g (X) + fo(X) - §
and 3 & F*. Since common polynomials g, (X) and gep (X) encode ch =
(chi);epiz) and ch’ = (ch’)jen+1), respectively, with constraints in (TT), we
deduce that RHS of holds with error probability (1 -0 (VLUIHEI )) €1+

O ("I]‘F‘E‘) which is simplified to be O (61 + nl]IF‘E\) where O (% is sound-
ness error of reducing tuple lookup {(ch},s;)}jcmi1 S {(chs, ai)bicpiz) to
{vs(3) Fieq0,13m C {ilz‘(i)}ie{o)l}lz (see Section . RHS of hence im-
plies its LHS, namely, {s;};efn C ¥ A snp1 =L

17



— As from above, reducing to and proving {\/~t(_])}J - {Bg(i)}i with IT, have

Nz
soundness error O (62 + IJP“\ I).

—€a = D ieqoayn Ir() - fp(j), from II3, and the check §,(rp) = Ga(ra|r,)
deduce that d = A - p with soundness error O (63 + % + ee\,a|(lN)).

— Similarly, {W(j)}jer0138 S {¥x()}jefo,13in from 11, implies tuple lookup
{(pj—1 +1L,v5)}ien) € {, 85)}je[n+1) With soundness error O (64 + %]‘V)

— Lookup argument {vc(j) }je0.13in € {}Nldiff(i)}ie{071}1m from IT5 implies {(p;—
Pi—1,t; — ;) bien) € {00,4) bici— =) 2\foy YU {(1,0)} with soundness error

@] (65 + N\i‘f‘) as 2% = N and 2! = m = O(|2)).

— Evaluating fy(rs) = eq and f,(1) < n hold with soundness error O (€eyai(In’)).

By using Theorem [2|land union bound, the extracted components with the above-
satisfied properties imply s 4 t with the soundness error (total soundness error

from above analysis) bounded by O (W + 2 e q). O

4.4 Efficiency

Recall notations cs, ps, tp,tv and €eya from Section [2:4] Then, the efficiency of
I on-subseq is computed based on the efficiency of component protocols 14, ..., II5
as follows.

— Input size. O(cs(l,) + cs(ly) + cs(ls)).

— Proof size. O(cs(In) +1n +In + s+ ps(ln) + ps(In) + ps(lx)) since there is
one commitment to §.(X) € F[ly] sent to verifier, sumcheck protocols are
bounded by O(l, + Iy + lx) rounds, and evaluations are from polynomials
over l,, Iy and [x variables.

— Prover time. O(n+ N + | X| + tp(l,) + tp(iy) + tp(lx)) since all sums from
sumcheck protocols are bounded by O(n + N + |X|) addends.

— Verifier time. O(l,, +Iny +1x+tv(l,) +tv(ly) +tv(lx)) since the verifier only
verifies low-constant-degree univariate polynomials in the rounds of protocols
from sumcheck and evaluations of polynomials over [,, I, and [ variables.

Instantiation. When instantiating with Sona PCS [22] (see Table[l)), we achieve

Input size. O(1)H.

— Proof size. O(l, + Iy +1x)F, O(1)H and O(1)G.
Prover time. O(n + N + | X|)F, O(v/n + VN + /| X])G.
Verifier time. O(v/n + VN + /| 2])G.
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Hnon-subseq :
Inputs: The inputs to this protocol include:

— Common Parameters: n,N € Z, ¥ CF, ¥, = YU{L}, m = O(|X]) € Z4,
ln =logy(n+1), In =logy N, s s.t. 212 > |21 |, Iy, = log, m € Z.

— Common Inputs: .

e Common polynomials inc (X) € Flin], ga(Y||X) € F2in],gn(X) €
FUELS?ch'(X) € FU"]?.&E(‘X) € ]F[ZE],Q,Z(X) € ]F[lm]agdiff(X) € FUL”]?
e Commitments o(fs), o(f:) to fs(X), f:(X), respectively, and o(inc;y ), o(§a)
(sparse), o(geh); 0(Gen), 0(G5), 0(giz), o(gaifr) to common polynomials.
— P’s Inputs: fs(X)EF[l,], f:(X)€F[in], and auxiliary inputs for evaluating PCSs.
Goal: All constraints in system @ hold._ y
Pre-Processing: P determines fp(X), fa(X), fo(X) € F[in], commits and sends to
V commitments o (fp), o(fa) and o(f,).
Execution: This protocol works as follows:

1. V samples 3 & F* and rq & F'N and sends (B,rq) to P.

2. P evaluates eq = fd(rd) and §r(X) = ga(rq||X). Commit to g,(X) to obtain
o(gr). Sends eq and o(g,) to V.

3. Both P and V determine combined polynomials (see , , and )
he(X) = gen(X) + g=(X) - B € Fllz], hair(X) = Giz(X) + airr(X) - B € Fllm],
V8(X) = g (X) + fo(X) - B € Fllua], vt(X) =1+ fo(X) - B € FlIn],
wW(X) = (fa(X) + 1) + fo(X) - B € FlIn], vx(X) =inc;,, (X) + f5(X) - B € Fl.],

ve(X) = (fp(X) = fa(X)) + (fe(X) — fo(X)) - B € F[In].
Here, an evaluation of the combined polynomial is computed through the evalua-
tions of its component polynomials. For example, to evaluate vs(r) for some r € F»,
both parties run the evaluation protocol w.r.t. polynomial commitments o (geh) and
J(fs) to evaluate ech = gen(r) and e; = fs (r), and then compute vs(r) = ecn +es- 5.
4. Both P and V run (independently and in_parallel) sumcheck-related protocols:
— Iz run Il for {Vs(§)}jc o1y € {hﬂ(i)}ie{o,l}lz-
— IIo: run Iy for {v~t(j)}j6{0’1}zN c {hz(i)}ie{o,l}lz'
— II3: run Iy, for eq = Zje{o,l}w gr () - fp()-
— I4: run Il for {‘K’(j)}je(og}w € {vx(§)}jeqo,13tn -
— IIs: run Il for {‘k(j)}jg{o,”lw C {hair (1) Hie ro,1ytm -
— Run evaluation protocol of PCS to check whether eq = fa(ra), gr(ry) =

ga(rallrp), where r;, is random string in the end of T3, and f»(1) < n from

o(fa); o(fp), o(gr) and sparse o(ga).
5. V accepts if Iy, ..., II5 are accepted and the evaluations are satisfied.

Fig. 3. Protocol Ilhon-subseq-
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A Proof of Lemma 1l

Proof (Proof of Lemma . We prove this lemma by induction.

For the base case with pg = 0, it is trivial since an empty string is a subse-
quence of an empty string.

Assume by inductive hypothesis that, for j € [N — 1], pj_; is the maximum
index satisfying

(81, ceey spj71) < (tl, . 7tj—1)~

Now, we prove that this is also true w.r.t. p;, i.e., the maximum index satisfying
(81,.++,8p;) < (t1,...,t;). We claim that p; 1 < p; < pj_1 + 1. It is trivial to

see that p;_1 < p; since a subsequence to (¢1,...,t;_1) is also a subsequence of
(t1,...,t;). What happens if p; > p;_1 + 27

Since (s1,...,8p,_,) < (t1,...,t;_1), we know that there exist idy,...,id,,_,
satisfying

idy < <idy,_, <j-1,
(51,...,81,7.71) = (tid17~ .. ’tidpj_l)'

Hence, if p; > p;_1 +2, we know that there exist id,, ;11 and id,,_, 12 satisfying

{id1 < <idy, 4o <,

(s1,- -+ 8p,_142) = (tidy, - -5 Tid,,_10)-

If idp,_,+1 < j — 1, then it contradicts to the fact that p;_; is the maximum
index satisfying (s1,...,5,,_,) < (t1,...,t;_1). Hence, j —1 < id,,_,41 < j.
Therefore, we also have j — 1 < idpjfﬁl < idpj71+2 < j, a contradiction since
there cannot exist two distinct integers in (j — 1, j]. Thus, pj_1 <p; <pj_1+1.

With the above argument, we know that, if p; = p;j—1 + 1, then it must
hold that id,,_, 11 = idy, = j which only happens when s,._,+1 = t;. Thus, we
deduce that p; = p; 1 +1,if 5, _, 11 = t;, and p; = p;_1, otherwise. We hence
conclude the proof. a
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B

B.1

Additional Preliminaries

Security of SNARKSs

In this appendix, we recall the security of SNARKs. A SNARK for an NP lan-
guage £ (with respect to some NP relation R) must satisfy the following.

Completeness. Given pp « Setup(1*), for any statement = € L, there exists
a witness w s.t.

pp < Setup(1?),
Pr | V(pp,z,m) =1|R(z,w) = 1, > 1 —negl()),
7 < P(pp, x,w)

where negl()) is a negligible function of A.
Knowledge Soundness. For any PPT adversary A, there exists a PPT ex-
tractor £ s.t. for any x, it holds that

_ | PP Setup(1Y),
o | = Alpp, ), | < negl(N),
w' <« E(pp,z, )

V(pp,z, )
Pr AR(z,w") =0

where negl()) is a negligible function of .

Succinctness. The communication between P and V is sub-linear in the size
of x € L.

Sublinear Verification Time. The verification time is sublinear in |z|.

B.2 Security of Polynomial Commitment Schemes

In this appendix, we describe the security of PCSs. An extractable PCS

PCS = (Setup, Com, Open, Eval)

is secure if it satisfies completeness, binding, and knowledge soundness as follows.

Completeness. For any l-variate multilinear polynomial f(X) € F[l], the
following probability is overwhelming by in A, i.e., at least 1 — negl(\):

Eval (P(f(X),aux),V(r)) (pp, o (f), S) = 1| pp « Setup(1*),

AS = f(r) (0(f),aux) <= Com(pp, f(X))

Binding. For any PPT adversary A, the following probability is negligible in
A, 1.e., at most negl(\):

Pr

pp + Setup(1?),

o (0, fo(X), f1(X),auxo, aux1) < A(pp),
Pr bO B bl =1A fO(X) # fl (X) bO <_Oopen([1)p’0_7 fo()%)?aulxo)>
bl — Open(pp,a, fl (X),aUX]_)

Knowledge Soundness. Given pp < Setup()), Eval is a succinct argument of
knowledge for NP relation

_ , S(X)EFAfr) =e
Reval = {(U(f)7rv€’ F30:20): 1 Open(pp. (). £(X), aux) = 1}'
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IHsym:

Parties: Denote by P and V the prover and verifier, respectively.
Inputs: The inputs to this protocol include:
— Common Parameters: Integer | € Z.. .
— Common Inputs: polynomial commitment o(f) and sum S € F.
— P’s Input: f(X) € F[l] and auxiliary input supporting evaluating from o(f).
Goal: 31y f(i) =5S.
Execution: This protocol runs as follows:
1. P sends polynomial

XD = > f(Xl).

ic{0,1}!-1
V rejects if f1(0) + fi(1) # S and degree of fi(X1), denoted by deg;, equals to

that of X in f(X), denoted by deg(X1). V chooses sample 71 & F and sends
to P.

2. For each j runs sequentially from 2 to I, P sends the polynomial

HX) = > f((r,. i, X))
ic{0,1}!—J
V rejects if f5(0) + fj(1) # fij—1(rj—1) and degree deg, = deg(X;). V samples

r; & F and sends r; to P.
3. V accepts if e = f(r1,...,7r1), where e = fi(r;), by running protocol Eval of the
respective PCS. This protocol also returns (r,e) where r = (r1,...,7;).

Fig. 4. Protocol IHsym.

B.3 Protocols from Sumcheck

Sumcheck Protocol. The sumcheck protocol I, for relation
Rsum = {(S,O’(f), f(X) € F[Z]aaux): S = ZiE{O,l}l f(i) } )

recalled from (), proceeds as in Figure [df We use the following Lemma [3] to
show its security.

Lemma 3 ([I7]). For an l-variate polynomial f(X) € F[l] of degree p, the
above sumcheck protocol is perfectly complete and sound with soundness error
O((L-p)/|F| + €eval(l)) where €eval(l) is introduced in Section .

Table 4. This table contains communication cost, soundness error, prover time
and verifier time of sumcheck protocol IIgym (c.f. [6]) for polynomial f(X) =
h(g1(X),...,9.(X)) € F[l] where ¢ € Z4 is a constant, g.(X) is of degree 1 and
h(-) is of degree p. Notations cs, ps, tp, tv and €eval are introduced in Section

Proof size Soundness error|Prover time Verifier time
O p+ps(0)|0 (1 + can(D) [0 1083 p+ tp(1)|OU - p+ tv(1))
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In Table [4] we recall the communication cost, soundness error, prover and
verifier time of sumcheck protocol Igym from [6], w.r.t.

F(X) =g (X), ..., ge(X)) € F[I]

where ¢ € Z; is a constant, g.(X) is of degree 1 and h(-) is of degree p.

Lookup Argument Adapted from [14]. As said above, as we are only in-
terested in the lookup protocol from [I4], in this appendix, we only consider
the lookup protocol adapted from [I4]. Other lookup protocols can be found in
[122]. Let l,,1y € Z4. Protocol Iy, in Figure [5| aims to show the satisfaction
of relation

Rikup = {(U(fa)aa(fb); Fa(X), fo(X),aux): {fa(G)}ieqo1ya € {fb(i)}ie{m}lb }

recalled from (), where fa(X) € F[l,] and f,(X) € F[ly] are multilinear. Ac-
cording to [14], {fa(j)}je{o,1}la C {fb(i)}ie{o,l}lb iff there exists mul(X) € F[l)

satisfying -
1 I(i
je{0,1}ta fa(G)+Y {01} o)) +Y

The intuition for Iy, for relation Rikyp is as follows. To show (17]), prover
instead shows the reduced formula

1 mul(i
) DI B LU (1)
seforya Jad) 7 ie{0,1}% Fold) +

where g given by verifier, holds with completeness error O (2%‘%'2%) (due

to potential division by zero) and soundness error O <2LT;”> (i.e., the original

formula is false but reduced formula holds). Then, prover computes f/(X) and
FyX) encoding (@) +)7") . ond (mel@)- () +0)7) e
spectively. Then, prover must show that f(X) and f}(X) are computed hon-
estly. Hence, prover show that f.(j) - (fo(j) +7)~* —1 =0 for all j € {0,1}

and f1(i) - mul(i) - (fo(i) + 7)1 —1 =0 for all i € {0,1}. Hence, we apply the
well-known technique to show that

> (f;(j) (fa@) +y) - 1) -€g;, (r1]]j) = 0 and
je{0,1}ta
S (fath) - mulli) - (@) +) 7" = 1) - €ay, (ra]1) = 0,

i€{0,1}%

for some ry i Fle and ro i F% . by running two instances of Ilg,m for the two
formulas. The use of eq;, (r:[|X) and eq, (r2||X) is employed in Spartan [21]
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Hikyp:

Parties: Denote by P and V the prover and verifier, respectively.
Inputs: The inputs to this protocol include:
— Common Parameters: lq,ly € Z+.
— Common Inputs: Polynomial commitments o(fa),o(f3)-
— P’s Inputs: fo(X) € F[la], fs(X) € F[ly] and auxiliary inputs supporting evaluating
polynomial commitments in common inputs. Notice here that fa(X) and fb(X)
1
ie[0,2% —1] € Ei/b
Goal: {a;}jci02ta—1) S {bi}icpo0to 1 by showing the existence of mul(X) € F[iy]

satisfying Zje{o,l}la (fa()+Y) ' = Zie{o,l}lb mul(i) - (fo(i) +Y) " .
Pre-Processing: P determines mul(X) € F[l], commits and sends to V polynomial

encode vectors a = (a;)e(0,2ta —1] € F2* and b = (bs)

commitment o (mul).
Execution: This protocol runs as follows:
1. V samples ~ & F and sends v to P.
2. P does the followings:
— Compute f}(X) € F[l,], for v € {a, b}, to be MLE of function f : {0,1}"* — F
mapping i — (f,(i) +7)"' €F Vie {0, 1},
— Compute T = 5c 11310 fa33)-
— Compute and send polynomial commitments a(ﬂ) and a(f,ﬁ) to V.
3. V samples rq <E Flo,ry & F and sends (rq,rp) to P.
4. P and V run Ilsm for checking whether

0= > (ful) (Ful) +7) 1) - €@y, (1)
i€{0,1}la
0= > (A6 R+ - 1) &, ()
ie{0,1}'
T = Z fo () where fi(X) is of degree 1,
je{0,1}ta
T= > mul)-f)
ie{0,1}%
For the first argument, we remind that ITsum reduces the cl}eck to a Qair (ra,e€aq)
and then both parties run the evaluation protocol w.r.t. o(f,) and o(fs) to check
whether e, = (f,; (ra) - (fa(ra) +7) — 1) - eqy, (r1]|re). Similar ways of checking

apply to the remaining three executions of Ilsym.
5. V accepts if all four executions of Ils,m are accepted.

Fig. 5. Protocol Ilkyp.

and HyperPlonk [6]. This implies well-formednesses of f/(X) and f;(X) with
high probability. Eventually, run the other two instances of Ils,m to show the
two formulas

T= Y f@adT= Y mul()f)

je{0,1}a ie{0,1}%
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Lemma 4 (Security of IIi,,). Let €eval be the total soundness error from invo-
cations (in a constant number of times) to the evaluation protocol of the employed

PCS incurred in Ily,. Then, protocol Iy, for relation Rywp satisfies com-
p P P
pleteness, with completeness error O (%), and knowledge soundness, with

soundness error O (Z“E‘l" + eeva|(l)), where €eyal 18 introduced in Section if

(i) Hsum satisfies completeness and knowledge soundness, and (ii) the employed
PCS is secure and extractable.

In our result, we are only interested in polynomials fa(X ) and fo(X ) of
degree 1. Hence, the protocol Ilj,, only deals with polynomials of degree at
most 3. Eventually, the cost of Iy, is summarized in Table @

Table 5. This table contains communication cost, soundness error, prover time, and
verifier time of sumcheck protocol I, (adapted from efficiency of IIgm discussed in
[6]). Notations cs, ps, tp, tv and €eval are introduced in Section

Proof size Soundness error Prover time |Verifier time
O(le + 1y Loty 02l + 20 O(ly + 1y
+ps(la) + ps(lb)) © ( Fr Tt conl(la) + ee“'(lb)) +tp(la) + tp(ly))|+tv(la) + tv(ls))
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