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Abstract

We present Mova, a folding scheme for R1CS instances that does not require com-

mitting to error or cross terms, nor makes use of the sumcheck protocol. We compute

concrete costs and provide benchmarks showing that, for reasonable parameter choices,

Mova’s Prover is about 5 to 10 times faster than Nova’s Prover, and between 1.05
to 1.3 times faster than Hypernova’s Prover (applied to R1CS instances) — assuming
the R1CS witness vector contains only small elements. Mova’s Verifier has a similar

cost as Hypernova’s Verifier, but Mova has the advantage of having only 3 rounds of

communication, while Hypernova has a logarithmic number of rounds.

Mova, which is based on the Nova folding scheme, manages to avoid committing
to Nova’s so-called error term E and cross term T by replacing said commitments
with evaluations of the Multilinear Extension (MLE) of E and T at a random point
sampled by the Verifier. A key observation used in Mova’s soundness proofs is that
E is implicitly committed by a commitment to the input-witness vector Z, since E =
(A-Z)o(B-Z)—u(C-Z).

We also note that ProtoGalaxy [EG23] can be specialised to an R1CS folding scheme
with similar properties. Some of our further contributions are that 1) Mova is described
with a language that sheds new insights into the topic of “Nova-style folding”; 2) we
provide concrete costs, benchmarks, and optimisations for the Prover; 3) we describe

how to fold two accumulated instances (which is important for applications in Proof
Carrying Data); and 4) provide non-trivial knowledge soundness proofs in the context of

multilinear polynomials.
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1 Introduction

Folding schemes have been an active area of research in the last years [BGH19, BCMS20,
BCL"20, KST21, KS23b, BC23, EG23, BC24b]. Informally, these schemes can be described
as interactive proofs in which a Prover and Verifier create a new instance-witness pair in
a certain relation Ry from two instance-witness pairs in relations R, Rs. The validity of
the newly created instance-witness pair implies the validity of the original instance-witness
pair, except with negligible probability. The idea is that if this combination process is
less expensive than proving an individual instance-witness pair (in prover time, memory
requirements, or proof size), one can save costs by reducing the task of proving many
instance-witness pairs to proving a single pair. Initially, folding schemes were created
with the intention of improving the construction of primitives like Incrementally Verifiable
Computation (IVC) [Val08] and Proof-Carrying-Data (PCD) [CT10].

Nova [KST21] is a celebrated folding scheme due to Kothapalli, Setty, and Tzialla where
R, is the R1CS relation, and Ry is the committed relaxed R1CS relation. Nova features
only one round of communication, a very lean Verifier with O(1) complexity, and a relatively
simple and efficient Prover. For the purposes of this paper, the main drawback of Nova
is the need for the Prover to compute a commitment to a vector T with arbitrarily large
entries, i.e. a vector whose entries have roughly log(|F|) bits, where F is the underlying
finite field used in R; and Ry. Nova requires using a homomorphic commitment scheme,
which in practical scenarios is typically chosen to be an elliptic curve-based scheme such as
Pedersen or KZG. Then, to compute the commitment to T, the Prover ultimately has to
perform a Multiscalar Multiplication (MSM) of a vector with large entries. This is a costly
operation that dominates by far the rest of the Prover’s costs (assuming the R1CS matrices
are reasonably sparse, and not counting the cost of committing to the R1CS witness — see
below for a discussion on this). For reference, over the Pallas curve, Table 1 in [Hab22]



estimates the cost to be, roughly, 349|T| field operations when |T| = 26, and 256|T| field
operations when |T| = 22,

Notice that, in all folding schemes discussed in this work, the witness in (x,w) € R;
always needs to be committed. In many practical scenarios', the witness is a vector that
contains small entries, i.e. much smaller than the size of the underlying field F. In that case,
as observed in [STW23b] and in our benchmarks in Table 7, an MSM for such a vector can
easily be an order of magnitude cheaper than an MSM with a vector containing arbitrarily
large entries. Hence, for such applications, removing or lowering the cost of committing to
T in Nova can lead to dramatic efficiency improvements of the system where Nova is being
used. Otherwise, in an application where witnesses have arbitrarily sized entries, removing
the commitment to T in Nova has less of an impact (still significant though, cf. Tables 2
and 8), as already the overall system is paying for expensive commitments (cf. Section 5).

Hypernova [KS23b] is a folding scheme due to Kothapalli and Setty where, unlike in
Nova, the Prover does not commit to any vectors (within the folding scheme). However,
Hypernova performs log(m) rounds of communication, as opposed to Nova, which performs
only 1. This difference is significant when using folding schemes to enable IVC or PCD. This
is because in that scenario, at each folding step, besides running the folding protocol, the
Prover also has to create a proof that the folding is done correctly. Then, each round of
communication of the folding scheme translates into the need to create a proof of correct
hashing (where the hash is used as a replacement of the Verifier’s randomness). Thus, having
a large number of communication rounds can introduce significant overheads when using
folding in IVC/PCD.

We remark that Hypernova has the benefit of being usable also for folding instance-
witness pairs from the CCS [STW23a] relation, which is a high degree generalisation of the
R1CS relation. Nova cannot efficiently handle this relation when the degree d is large, due
to certain costs scaling by a quadratic factor on d.

Since their publication, many subsequent works have built upon Nova and Hypernova
[BC24a, NDCT24, ZGGX23, BC23, EG23, KS23a, ZZD23, Sou24]. We refer to [Awe| for a
vaired colletion of resources on the topic of folding.

In this work we investigate the the following (loosely formulated) question:

Does there exist efficient folding schemes for the R1CS relation where the Prover does not
commit to any vector besides the commitment to the R1CS witness, and with O(1) rounds of
communication?

We describe and benchmark a scheme that answers this question affirmatively, and which
we call Mova?. We also identify ProtoGalaxy as a scheme that can be specialised so as to
solve the above question (see below).

ProtoGalaxy Upon completion of this work, the authors of [EG23] brought to our
attention that the ProtoGalaxy scheme can be specialised in a way that resolves the above

'For example, when proving statements involving non-native arithmetic, in which numbers are decomposed
into small chunks (or limbs),

2Mova stands for Nova, with an “M” stemming from the fact that the commitment to Nova’s error and
cross term vectors are replaced by evaluations of their Multilinear Extension (MLE) at a random point.



question affirmatively as well. In fact, our Mova scheme can be seen as a variation of this
specialisation, in which, among others, the multilinear Lagrange base is used, as opposed
to the monomial base. To obtain such specialisation, one should apply ProtoGalaxy on
the trivial special sound protocol for the R1CS relation where the Prover simply sends
the witness to the Verifier, and the Verifier checks whether the witness is valid. Then, the
pow, (X) polynomials from [EG23] play the role of our eq(i; X) polynomials.

In [EG23], ProtoGalaxy is presented with a very different language and with different
goals than ours. Indeed, the scheme in [EG23] is described as being a Protostar-based
[BC23] folding scheme for special sound protocols, featuring an efficient Verifier, and with
capacity for folding multiple instances at once.

We believe that our description and benchmarking of Mova both provides new insights into
the topic of “Nova-style folding” (cf. Section 2), and highlights further attractive properties
and applications of ProtoGalaxy. These insights are essentially that the commitment to
the error term in Nova is redundant in many steps of the scheme, and that, whenever this
commitment is needed, one can use alternative, less expensive, methods.

We also: 1) provide specific Prover optimisations and cost counts for our use-case (cf.
Section 5.2), resulting in a especially lean protocol for folding R1CS instances (cf. Section 5);
2) allow for efficient R1CS-based Proof Carrying Data (PCD) by describing how to fold two
accumulated instances — this is necessary in PCD due to its inherent non-linear recursion
topology (we believe that similar methods can be used to extend [EG23]); and 3) provide
non-trivial knowledge soundness proofs in the context of the multilinear Lagrange basis,
whose principles may be applicable in other similar proofs (cf. Remark 4.3).

1.1 Mova in a nutshell

In Mova, R; = RRics is the R1CS relation (cf. Eq. (1)) and Ry = Racc is, essentially, the
committed relaxed R1CS relation R,crics of Nova (cf. Eq. (2)), except that the commitment
to the error term E is replaced by an evaluation v of the MLE mle[E](X) of E at a point r,
i.e. the constraint Com(E) = E from Nova’s committed relaxed R1CS relation is replaced by
the constraint mle[E](r) = v. Here r,v are part of the public instance, see Eq. (3) for a full
description of Rcc.

At a high level, the reason why Mova does not require commitments to the error term
E is because, intuitively speaking, E is implicitly committed by the commitment to the
instance-witness vector Z (or to the underlying witness). This is because E is uniquely
determined by such vector, indeed: E=A-Z o B-Z —uC -Z (see Eq. (2) for the details).
Hence, one can see that, when it comes to folding instance-witness pairs of the committed
relaxed R1CS relation, it is actually possible to remove the commitments to E altogether,
without any further modification. This is explained in more detail in the first part of
Section 2.1.

However, this is not enough when aiming to fold instance-witness pairs for the R1CS
relation RRics with instance-witness pairs for the relaxed R1CS relation Rycrics. This is
because the first instance-witness pair, say (x,w), needs to first be transformed into an
instance-witness pair from R,crics. In Nova, this is achieved by simply adding an error term
E which equals zero, and adding the constraint that Com(E) is a commitment to the zero
vector. Since our goal is to not use commitments to E, we instead have the Verifier send a



random point r € F°¢™ and add the constraint that mle[E](r) = 0. This is the reason why
our accumulated relation R,cc is precisely the committed relaxed R1CS relation R crics,
after removing all mentions of a commitment to E, and adding the constraint mle[E](r) = v
for some public values r,v. Precisely (we use blue to highlight the differences with the
standard committed relaxed R1CS relation),

(A-Z)o(B-Z)=u-(C-Z)+E,
Z=(W,x,1),

Com(W) =W, mle[E|(r) = /g,
x € FY, W e F"~t~1 ¢ c Flogn

Racc = (X§W) = (X,W,u,&.;,r;W,E)

This aspect of Mova is explained in more detail in our technical overview (cf. Protocol 3), or
in full formality in Section 4.1.

We are almost done now. It remains to design a way of folding two instance-witness
pairs from R,cc, say (x1;wy) and (x2; we). Say the MLE evaluation point in these instances
is r1 and ra, respectively. It is relatively simple to see that, if r; = ro, then Nova’s scheme
works as is, replacing any operation with the commitments to errors or cross terms with
the evaluation of the MLE of these terms at r; = ry. See Protocol 2 for further details, or
Section 4.3.

Finally, if r1 # ro (which, in general, will always be the case), we employ a reduction of
knowledge whereby the two claims mle[E;](r1) = v; and mle[Ez](r2) = v are transformed
into two claims of the form mle[E;](r) = v] and mle[Eq](r) = v} for some new r/, v, v}. At
this point, we have reached the case above, where r; = ry, and we can proceed accordingly.
This reduction of knowledge is based on a technique used in GKR, in which the polynomials
mle[E;] are composed with a line passing through the points r; and ry. This is explained in
more detail in Protocol 4 from our technical overview, and in full formality in Section 4.2.

1.2 Mova compared to Nova and Hypernova

In Table 1 we provide the concrete dominating costs of Mova, Nova, and Hypernova when
used on the same R1CS structure (cf. Table 3 for more detailed costs). Later in the paper,
in Table 4, we see that, for reasonable concrete parameter choices, Mova’s Prover is roughly
5 to 10 times more efficient than Nova’s Prover, and roughly 1.2 to 1.4 times more efficient
than Hypernova’s, assuming the entries in the R1CS witness vector W are small, by which
we mean they all belong to the range {0, ...,|W| — 1}. If the entries of W are arbitrarily
large, then the improvement is of a factor between 1.8 to 2.8 in Nova, and of about 1.02 to
1.1 in Hypernova (cf. Table 4 for some details).

On the other hand, Mova’s Verifier concrete cost is similar to Hypernova’s, but Mova
has only 3 rounds of communication, as opposed to Hypernova, which has log(m).

We implemented Mova and benchmarked its Prover against Nova and Hypernova’s
Prover, corroborating the above findings for the case where the R1CS matrices A, B,C

3For the Prover’s costs, we only display the number of field multiplications, as these can be up to an order
of magnitude more expensive than field additions. For the Verifier’s costs, we display the number of additions
and multiplications because, in many applications such as IVC or PCD, V’s algorithm will be arithmetised
and proved recursively.



P \ Round(s)
3n+5mF
Nova [KST21] 2G ops., 2G exp. 20 1
Com. vector of m elements in F | 2G ops., 2G exp.
Com. W
6n + 14m F 20+ O(log(m)) F
Hypernova [KS23b)] 1G op., 1G exp. 1G op., 1G exp. | log(m)+ O(1)
Com. W
3n+ 12m F 20+ 7log(m) + 5F
Mova (this work) 1G op., 1G exp. 1G op., 1G exp. 3
Com. W

Table 1: Dominating concrete costs of Mova, Nova, and Hypernova. Here m is the size of
the vectors used in the various R1CS relations. In particular, the R1CS matrices A, B, C are
m X m matrices. n denotes the number of nonzero entries in each of these matrices. £ is the
size of the public input vector. The F symbol indicates the number of field multiplications
in column 1, and the number of field additions and multiplications in column 23. The G
symbol indicates the number of group operations or exponentiations. We write “Com. a
elements in ” to mean that a commitment to a field elements of bit-size roughly log(|F|)
must be made. “Com. W” means that the witness vector W of the R1CS relation has to be
committed.

are the identity matrix. We remark that the performance improvement is expected to
be less steep when A, B, C are more complicated matrices (cf. Table 4 and Remark 5.1).
Running benchmarks for more general matrices is currently work-in-progress of ours. Further
work-in-progress is to implement the optimised method for computing the cross-term T,
described in Section 5.2.

A simplified report of the results is provided in Table 2. Further details can be found in
Section 5.1. We have made the code publicly available?.

2 Techniques

In this section we provide a technical overview of how and why Mova works.

2.1 The Mova folding scheme

Fix a finite field F and three m x m matrices A, B,C with n = {(m) nonzero entries in
F. Let Com be an additively homomorphic vector commitment scheme. Define the R1CS
relation as

(A-Z)o(B-Z)=(C-7Z),
RchCS = (X;W) = (X;W) Z= (W7X? 1)7 ) (1)
x eFY, Wepm 1

‘https://github.com/NethermindEth/sonobe/tree/paper
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m | W entries Mova Nova Hypernova

216 0 36.0216 ms 400.4406 ms | 150.0280 ms
216 Small 64.5093 ms 428.9283 ms | 178.5157 ms
216 Large 411.6056 ms | 776.0246 ms | 525.6120 ms
220 0 761.5190 ms | 5470.6681 ms | 3195.2789 ms
220 Small 1316.0204 ms | 6025.1695 ms | 3749.7803 ms
220 Large 5675.1007 ms | 10384.2498 ms | 8108.8606 ms

Table 2: Benchmarks of Mova, Nova, and Hypernova’s Prover runtime on a single core, when
the R1CS matrices are the identity matrix, using an unoptimised way of computing the
cross term T (see Section 5.2 for the optimised method). As in Table 1, m denotes the size
of the R1CS vectors. The column W indicates whether the entries in the R1CS witness are
“small” (in the range {0,...,|W| —1}) or “large” (sampled randomly in |F|). The @) symbol
indicates that the time to commit to W was not included. See Section 5.1 for further details.
Hypernova’s implementation does not use certain known optimizations and thus its runtime
does not correspond to the concrete costs from Table 1, cf. Remark 5.2.

where £ > 0 is fixed, o is the Hadamard product, and A-Z denotes matrix-vector multiplication
(and similarly for B-Z,C -Z). For the purposes of this overview, we omit several formalities;
for example we fix the public parameters F, A, B, C,n,m,{ and omit referring to them as
such. We also omit refering to the parameters and keys used in Com. We refer to the
beginning of Section 3 for an explanation of the basic notation used in this section and
throughout the paper.

In the Nova paper [KST21], Kothapalli, Setty and Tzialla introduce a new relation called
relaxed committed R1CS relation. This is defined as

(A-Z)o(B-Z)=u-(C-Z)+E,
Z=(W,x,1),
Griw) = e W BEW.B) | o w) =W, Com®) =B, [

x e F, W e F—¢-1

chRlCS =

The Nova authors go on to describe a reduction of knowledge [KP23] (i.e. a folding scheme)
from Rycrics X Ricrics to Ricrics. We reproduce the protocol in Protocol 1. Since it is
required to understand why our scheme Mova is sound, in Section 2.2 we provide a quick
overview of its knowledge soundness proof.

Suppose, for illustrative purposes, that in R,.rics we use two commitments schemes,
Comy and Coms, so that W is committed with Com; and E is committed with Comsy. Then
suppose we modify Protocol 1 so that P uses Comy to commit to T. It is clear that the
resulting scheme works in the same way as the original one.

Our first observation is that, perhaps surprisingly, one does not need Coms to be binding
for Protocol 1 to be knowledge sound. This is readily apparent from our overview in
Section 2.2 of the knowledge soundness proof of Protocol 1. Indeed, the only property used
from Coms is its additivity. With this observation in mind, it is not difficult to see that
one can replace Coms in R,crics and in Protocol 1 by any linear map £, and still obtain a
complete, publicly reducible, and knowledge sound folding scheme. Looking ahead, for us £



Protocol 1 Nova [KST21] folding scheme R,cr1ics X Ricrics — Ruicrics
Input: Let (Xi;Wi) = (xi,Wi,ui, Ei;WZ’, El) S chRlCS (Z == 1, 2)
P receives (x;; w;) as input (i = 1,2).
V receives x; as input (i = 1,2).
1. First, P computes T = (A-Z1)o(B-Z3)+(A-Zs)o(B-Z1) —uy-(C-Zy) —uz- (C-Zy),
and sends V a commitment T to T.
2: V replies with a uniformly sampled challenge o < F.
3: P and V both output x = (x, W,u,E) where x = x; 4+ axo, W = W; + aW,,
u=uj + aus, and E = E; + aT + o’E,.
4: Additionally, P outputs w = (W, E), where W = W; + aWy and E = E; + aT + o2E,.

will be the map that assigns, to a vector E, the evaluation of its Multilinear Extension (MLE)
at a fixed point r (with r being the same each time £ is applied), i.e. L(E) = mle[E](r).

More precisely, let £ : F* — G be an additive homomorphism from F" to some group G.
Define:

(A-Z)o(B-Z)=u-(C-Z)+E,
Z=(W,x,1),

Com(W) = W, L(E) = (g,

x e FY, W e =41

Ripics = 4 (xyw) = (x, W, u, lg; W, E)

Then the same proof as in Section 2.2 (i.e. the knowledge soundness proof of Nova) can
be adapted to show that Protocol 2 is a reduction of knowledge from Rrﬁchcs X Rrﬁchcs to
R.cr1cs- We use the color blue to highlight the differences between R,crics and Rfchcs,
and between Protocol 1 and Protocol 2.

: L L L
Protocol 2 Mova folding scheme R g;cs X Riirics — Ricrics

Input: Let (x5 w;) = (X3, Wy, ui, L(Ei); Wi, Ei) € Rigycs (i = 1,2).
P receives (x;;w;) as input (i = 1,2).
V receives x; as input (i = 1,2).
1: First, P computes T = (A-Z1)o (B -Zo)+ (A-Z3)o(B-Zy) —uy - (C-Zy) —us - (C-Zy), and
sends L(T') to V.
2: V replies with a uniformly sampled challenge o < TF.
3: P and V both output x = (x, W,u, L(E)) where x = x; +axs, W = W1 +aWy, u = uj + aus,
and L(E) = L(E1) 4+ aL(T) + o*L(E,).
4: Additionally, P outputs w = (W, E), where W = W1 + aW, and E = E; + oT + o?E,.

In fact, when looking only at folding schemes for R,crics X Rrcrics = Ricrics, it is even
possible to forget altogether about the commitments to E and the linear maps £. Another way
of seeing this is that, when Protocol 2 is instantiated with £ : F — {0} being a degenerate
map that maps all vectors to 0, then Protocol 2 is still a reduction of knowledge from
Rrﬁchcs X Rrﬁchcs to R'rCchcs- We remark, however, that for such degenerate map, the relation
Rrﬁchcs is equally degenerate. Indeed, for any x, W = Com(W), u, W, there exists E such
that (x;w) = (x, W, u,0; W,E) € R&g,cs. It suffices to take E = (A-Z) o (B-Z)—u(C-Z),
where Z = (W, x, 1).



The situation is more involved if one wishes to fold an instance-witness pair from Rgrics
with an instance-witness pair from R,crics, i.e. if one wants to build a reduction of knowledge
from Rrics X Ricrics to Ricrics. One can easily construct one as follows: first, design a
reduction of knowledge Ny from RRrics to Ricrics:

My : RRics — Ricrics.

Then, build a reduction of knowledge Ny from R,cr1cs X Ryicrics to Ricrics:

M2 : Ricrics X Ricrics — Ricrics.

Once this is done, use the parallel composition theorem from [KP23] (cf. Theorem 3.4)
to obtain a reduction of knowledge N; from Rgrics X Rycrics to Ricrics X Ricrics (here
we compose in parallel ] and the trivial reduction of knowledge from R,crics to Ricrics
where the instance-witness pair from R,crics remains unchanged). Then, use the sequential
composition theorem from [KP23] (cf. Theorem 3.3) to obtain the desired reduction of
knowledge (here we compose Iy with [g).

We next describe a simple way to obtain a reduction of knowledge Iy from Rgics to
Ricrics. This construction is implicit in the Nova paper [KST21]. Let (x;w) = (x; W) €
Rcrics. Then P sends a commitment W to W, and P and V output x' = (x, W,u, E).
P additionally outputs w = (W,E), where u = 1 and E = 0. Here, we assume V has
precomputed Comz(0) (with a fixed commitment randomness that is reused every time this
reduction of knowledge is applied).

Thus, even though we concluded above that the commitments to E are not necessary for
the Nova folding scheme, one does in principle need to include them when reducing from Rrics
to Ricr1cs, and afterwards carry them over to the reduction R,crics X Rrcrics = Ricrics
(Protocol 1).

Our second main observation is the following: assume one has designed a reduction of
knowledge from RRrics to RfchCS, for some efficient linear function £, in particular, for £
not requiring committing to the error vector. Then, following the same strategy as above,
we obtain a reduction of knowledge from Rgicg X RféRlcs to RﬁRlcs- In particular, the
resulting scheme does not require committing to the error vector E, instead, it requires
computing L(E). Again, looking ahead, and informally speaking, we will take £ to be the
evaluation of mle[E] at a random point sampled by the Verifier.

As we will see next, our final Mova folding scheme almost follows the blueprint above.
The difference is that, instead of using a reduction from RRrics to Rff:RlCS for a suitable
map L, we describe a reduction from RRics to a union of relations of the form RfchCS, for
different maps L.

More precisely, define

(A-Z)o(B-Z)=u-(C-Z)+E,
Z=(W,x,1),

Com(W) =W, mle[E|(r) = /g,
x e F, W e F» 1 ¢ Flogn

Rice = (X§W) = (X,W,U,EE,F;W,E) (3)



Notice that, for a fixed r € F'°8™ this relation becomes Rf:cli?lcs’ where L, maps vectors
E from F” to the value mle[E](r), i.e. L;(E) = mle[E](r). Indeed,

— Lr
Racc = U chRlCS'

rcFlogn

In Protocol 3 we describe our reduction of knowledge from Rgics to Racc. The main idea is
that the constraint Coma(E) = Comy(0) in Nova’s reduction of knowledge, is replaced by the
constraint mle[E](r) = 0 for a point r € F°6™ randomly sampled by V. Loosely speaking, as
we see later in the paper, by the Schwartz-Zippel lemma, this forces E to be the zero vector
with high probability, and allows the extractor to obtain a satisfying witness for the initial
instance from RRics. We remark that the knowledge soundness proof of this reduction of
knowledge is not trivial (cf. Lemma 4.1 and Remark 4.3). One of the main conceptual points
in the proof is that the vector E is implicitly committed by the commitment to the witness
W, because E = (A-Z)o (B-Z)—u(C -Z). This comes up in a few other spots throughout
our proofs.

Protocol 3 Mova’s reduction of knowledge Rrics — Racc

Input: Let (x;w) = (x;W) € Rpics. P receives (x;w) as input. V receives
X.

1: P computes a commitment W = Com(W) to W, and sends W to V.

2: V samples r + Flog”,

3: P and V both output x’' = (x, W, u, /g, r) where v = 1 and /g = 0.
4: Additionally, P outputs w’ = (W, E), where E = 0.

Are we done? Not yet, since we have not described a reduction from Rcrics to RféRlCS
for a suitable £, and thus we cannot use our reduction from RfchCS X RfchCS to RfchCS
from Protocol 2. We need to build instead a reduction of knowledge from Racc X Racc to
R.cc. We do this in two steps:

e First, we describe a reduction of knowledge from Racc X Race t0 Requal, Where Requal
consists of pairs (x1, wy), (x2, wy) from R, with the same evaluation point r both in
x1 and xg . Precisely,

Requal = {(XI,XQ;WI,WQ) Exists r € F°8" such that (x;;w;) € Rfclklcs, 1= 1,2}

e Observe that an instance-witness pair from Requal consists of two instance-witness
pairs each from Rrﬁcli?lcs for some r € F'°¢”  Hence, here we can use our reduction
from R%r. x R4x to R%x in Protocol 2.

acc acc acc

Once this is done, it suffices to use the sequential and parallel composition theorems from
[KP23] (cf. Theorems 3.3 and 3.4) so as to obtain our desired reduction from Rgrics X Racc
to Race. Precisely, the proof workflow is as follows: First, use the parallel composition
theorem to obtain a reduction from Rgics X Racc to Rrics X Race (composing Protocol 3
and the trivial reduction from R,cc to Racec). Then, use the reduction from R,ee X Raec to
Requal from Protocol 4. Finally, Protocol 2 is naturally adapted to become a reduction of
knowledge from Requal t0 Race.
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In Protocol 4 we describe our reduction from Race X Race t0 Requal- The scheme is based
on what we call the “point-vs-line” argument (cf. Section 4.5.2 from Thaler’s book [Tha22]).

The point-vs-line argument allows to take two evaluation claims for multilinear poly-
nomials (at different points) and turn them into evaluation two evaluation claims at the
same point. The argument works as follows. Say we have two claims of the form fi(r1) = ¢;
and f2(re) = co for some multilinear polynomials fi, fo in n variables, some rq,ro € F”, and
some ¢, cp € F. Let £ : F — F” be the parameterised line such that ¢(0) = r; and ¢(1) = ro,
and set h; := f; ol for i = 1,2. Then, we have that the h; are univariate polynomials of
degree at most n, and h1(0) = c¢1, ho(1l) = co. Once this has been checked, we ask for
the Verifier to pick a random uniform g € I, and the new claims are f;j(r') = ¢}, where
v’ :={(B) and ¢, := h;(B) for ¢ = 1,2. Importantly, the new claims are about the evaluations
of the f; at the same point r’. We will show that this is a knowledge sound reduction of
knowledge from the initial evaluation claims to the new evaluation claims at the same point
(see Section 7.1).

Protocol 4 Mova’s reduction of knowledge Racc X Racc —+ Requal

Input: P receives (x;;w;) = (x;, Wi, u;, /g, vi; Wi, E;) € Raee as input, for i = 1,2, V
receives x1, X9 as input.
1: If ry = ro, then P outputs (pp, x1,xX2; w1, w2), and V outputs (pp,x1,X2).
Otherwise, let £ : F — F'°80™) he the linear function satisfying £(0) = ry,¢(1) = ry. P sends V
polynomials hq, he of degree at most log(m). Supposedly,

hi(X) ;== mle[E;] 0 ¢(X), i=1,2.

2: V checks that h1(0) = v; and ha(1) = ve, and aborts if this check fails. V samples a random
B+ F.

3: Pand V set fg := h;(B) and r' := ().

4: P and V output x; = (xi,Wi,ui,€£i7r’) fori=1,2.

5: Additionally, P outputs w} = (W, E;), for i = 1,2.

2.2 Knowledge soundness proof of Protocol 2

For completeness, in this section we provide a brief overview of the knowledge soundness
proof of our reduction of knowledge from RZg; s X REg; s to REg s cf. (Protocol 2). The
knowledge soundness proof of Nova [KST21] (i.e. Protocol 1) can be recovered by replacing
L with any homomorphic commitment Coms (typically, Comy = Com).

The proof uses the forking lemma for reductions of knowledge [KP23, KST21, BCS21].
This lemma states that, to prove that a reduction of knowledge is knowledge sound, it
suffices to describe a PPT extractor that outputs valid witnesses, given a tree of accepting
transcripts.

When applied to Protocol 1, the forking lemma can be applied in the following way. Let
X1, X9 be a pair of instances for the relation Rfchcs, let

@ = () o), i=1,2,3
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be three accepting transcripts for Protocol 1, and let (x(i),\w(i)) be instance-witness pairs in
RféRlcs output after each of the transcripts tr(i), 1 =1,2,3. Assume the challenges o are
pairwise different, and that E,(Il,) = K,(IQ‘) = ESI%), thus we can omit the superscript and write
1. Now the forking lemma states that knowledge soundness of Protocol 1 is guaranteed
by the existence of a PPT extractor Ext that outputs valid witnesses w1, wy, when given
x1,%x9, 7% (i = 1,2,3) as input.
Let (x(i);\w(i)) = (x(i),w(i),u(i),]:](i); w@, E(i)). By correctness of transcripts, it holds
that
WO =W, +aOW,, i=1,23. (4)

Using interpolation for ¢ = 1,2, Ext constructs vectors W7, W3 such that w@ = Wi +
oz(z)W; for i = 1,2. Using the linear properties of Com together with Eq. (4), one deduces
that

Com(W1) + o Com(W3) = Com(W®) = W = W, + aOW,, i=1,2.
Then, again by interpolation, Com(W?) = W1 and Com(W3) = W,. Now
Com(W®)) = WO = W; + a®Wy = Com(Wi + a®W3),

and hence, by the binding property of Com, we have W) = Wi + 04(3)W§, e.w.n.p.
Next, by correctness of transcripts,

(g = le, + o Vip + (D), i=1,2,3. (5)

Using interpolation, Ext constructs vectors E*, E3, T* such that E®) = Ef 4o T*+(a))2E}
for i = 1,2,3. Now, similarly, as above, using the linearity of £, together with Eq. (5), one

obtains
L(E]) + ol L(T") + (o) L(E3) = tm, + oz + (o) ?fp,.
Again by interpolation, L(E}) = (g, L(E}) = (g,, L(T*) = {1.
Now Ext outputs w; = (W7,E}) and wo = (W3, E}). We are left to show that
(A-Zj)o(B-Zj) =uj-(C-Z;)+E; for Z; = (Wj,x;,1), j = 1,2. This follows in the same
exact way as in the Nova paper [KST21], and does not require using any properties of Com

or L.

3 Preliminaries

Throughout the article we fix a finite field F. Given an integer k > 1 we denote [k] := {1,...,n}.
We let B := {0, 1}. Similarly

B = {0,1}* := {(b1,...,by) | b; € B, for all i € [k]}

is the hypercube of dimension k, or, in other words, the set of all sequences of k bits.

For n > 1 and d > 0, we let F<4[X] be the set of multivariate polynomials in the variables
X = (Xy,...,X,) with degree in each variable at most d.

Given an mqy X mg matrix A and a vector Z of size mo, we write A - Z to denote the
multiplication of the matrix A with Z in column form.

12



Given two interactive algorithms Aq, As, we let

(Ax(inpy), Az (inp,))(inp;)

be the random variable whose outcome is the output of the interaction of A; and As on
inputs (inpy,inp;) and (inpy,inps), respectively.

Negligible functions We use A to denote the security parameter. A function f(\) is said
to be negligible if for all ¢ € N and k € R with k£ > 0, there exists \g such that f(\) < kA™¢
for all A > Ag. In that case we write f(A) = negl(\). Whenever an event occurs with
probability 1 — negl()\) we will say that it holds except with negligible probability, and we
abbreviate this as e.w.n.p.

Remark 3.1. Let f(A),g(\) be two negligible functions and g(A) # 1 for all A\. Define
h(A) = f(A)/(1=g()\)). Then h()) is also negligible. Indeed, let Ag be such that g(\) < 3 -1
for all A > Ag. Thus for such A we have 1 — g(A) > 1. Thus

G,
L—g(N)

It is clear that the function 2 - f(\) is negligible and a function dominated by a negligible
function is again negligible.

h(\) < 2. f(N), for all A > Ao

Indexed relations An indezed relation is a subset R C {0,1}* x {0,1}* x {0,1}*. Given
(pp,x; w) € R, the string pp are the public parameters (sometimes referred to as index in
the literature); x is called an instance, and w a witness. In this work we often interpret
instances and witnesses as vectors of field elements, natural numbers, and field descriptions.

All relations considered in this work are indexed relations. We always use the syntax
(pp, x; w) to denote a triple in R. The usage of ; denotes a separation between public and
private data.

3.1 Multilinear polynomials

Let n > 1 and let X = (X1,...,X,,) be a tuple of variables. It is well-known that a
multilinear polynomial f(X) € FS![X] is uniquely determined by the values it takes on B",
i.e. its restriction to B"™. In other words, for any two polynomials f, g € FS[X] the following
holds

f(x)=g(x) forallx e B" = f=g.

Further, given a map f : B" — [F, there always exists a unique multilinear polynomial in
n variables, denoted mle[f](X), such that mle[f](x) = f(x) for all x € B™. It is given by the
expression

mle[f](X) := ) f(x)ealx; X) (6)

xeBn”

where eq(x; X) is the unique multilinear polynomial in n variables that takes the value 0 on
all points of the hypercube B™, except at x where it takes the value 1. Precisely,

&q(x;X) = [ (@iXi — (1 - z:)(1 - X,)).

i€[n]
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This unique multilinear polynomial mle[f](X) is called the multilinear extension (MLE) of
f. Given a vector v = (vy,...,vy) € FN, where N = 2", we define the MLE of v as the
MLE of the map v : B" — F assigning to each element x € B” the element vk, where here
we interpret x as the natural number whose binary representation is x. We denote the MLE
of v by mle[v](X).

Throughout the paper we use the following observation without further reference:

Lemma 3.2. Let v,u € FN be two vectors, and let r € F*. Then
mle[v + u](r) = mle[v](r) + mle[u](r)

Proof. This follows immediately from Eq. (6). O

3.2 Commitment schemes

Throughout this section we follow [KST21].
Definition 3.1. A commitment scheme for vectors in F* is a tuple of three protocols

o Gen(1* k) = ppcom: Takes a security parameter 1\ and a length parameter k. Outputs
public parameters ppcom-

e Com(ppcoms W, s) — C: Takes as input ppcom, a vector W € Fk and s € F. Outputs
a commitment C'.

e Open(ppcom; C, W, s) — {0,1}: Checks whether C' = Com(ppcom, W, ).

The scheme is required to be binding. This means that for any PPT adversary A, the
following probability is negl(\):

PPcom < Gen(l)\a k)a
bO =b = 17 (Ca WO € Fkawl € Fka S0 € F, S1 € F) A A(ppCom)>
Wy # Wi | by < Open(ppcom, C; Wo, s0),

bl < Open(ppComv Oawla 51)

Pr

Throughout the paper we fix a commitment scheme that is succinct and additively
homomorphic, as defined below.

Definition 3.2 (Succinctness). A commitment scheme for vectors in F*, (Gen, Com, Open),
is succinct if for all ppcom < Gen(1*, k), and for any W € F*, s € F, |Com(ppcom, W, 5)| =
Ox(polylog(|W/)).

Definition 3.3 (Additively Homomorphic). A commitment scheme for vectors in F¥,
(Gen, Com, Open), is additively homomorphic if for all ppcom «— Gen(1*, k), and for any
Wi, Wy € F¥ 51,80 € F, it holds that Com(ppcom, W1, 51) + Com(PPcoms W2, 52) =
Com(ppcoms W1 + Wy, s1 + s9).
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3.3 Reductions of knowledge

Reductions of knowledge were formally defined in [KP23]. We reproduce the main concepts
from [KP23] that will be used in this paper.

Definition 3.4 (Reduction of Knowledge). Consider indexed relations Ry and Re consisting
of public parameters, input, witness tuples. A reduction of knowledge from Ry to Ry is
defined by PPT algorithms (Gen,P,V) denoting the generator, the Prover, and the Verifier,
respectively, with the following interface.

e Gen(1Y) — pp: Tuakes security parameter X. Outputs public parameters pp.

e P(pp,x1,w1) — (x2;w2): Takes as input public parameters pp, and input-witness pair
(x1;w1). Interactively reduces the input (pp,x1;w1) € Ry to a new input (pp,xa; wa) €
Ro.

e V(pp,x1) — xo: Takes as input public parameters pp, and input x1 associated with
R. Interactively reduces the task of checking x1 to the task of checking a new input
X9 associated with Rs.

Let (P,V) denote the interaction between P and V. We treat (P,V) as a function that takes
as input (pp,x1,w1) and runs the interaction on Prover’s input (pp,x1,w1) and Verifier’s
input (pp,x1). At the end of the interaction, (P,V) outputs the Verifier’s input xo and the
Prover’s witness wy. A reduction of knowledge (Gen, P, V) satisfies the following conditions.

1. Perfect Completeness: For any PPT adversary A, given pp < Gen(1)) and
(x1;w1) < A(pp) such that (pp,x1;w1) € Ry, we have that the Verifier accepts at the
end of the protocol, the Prover’s output is equal to the Verifier’s output, and

(pp, <P,V>(pp,X1,W1)) S RQ.

2. Knowledge Soundness: For any expected polynomial-time adversaries A and P*,
there exists an expected polynomial-time extractor Ext such that given pp < Gen(lA)
and (xi,st) < A(pp), we have that

Pr[(pp,xl, EXt(ppa X1, St)) € Rl] ~ Pr[(ppv <P*7 V>(ppa X1, St)) € RQ]

3. Public Reducibility: There exists a deterministic polynomial-time function ¢ such
that for any PPT adversary A and expected polynomial-time adversary P*, given
pp « Gen(1%), (x1,st) « A(pp), and (x2;wz) <+ (P*,V)(pp,x1,st) with interaction
transcript T, we have that o(pp,x1,T) = Xa.

We write IT : R1 — Ro to denote that protocol 11 is a reduction of knowledge from relation
R to relation Rs.

Theorem 3.3 (Sequential Composition, Theorem 5 of [KP23]). Consider ternary relations
Ri, Ro, and Rs. For reductions of knowledge 11} = (Gen,P1,V1) : R1 — Ry and Iy =
(Gen, P2,Vs2) : Ry — Rg, we have that 113 o I1; = (Gen, P, V) is a reduction of knowledge
from Ry to R3 where

P(pp,x1,w1) = P2(pp, P1(pp, x1, w1))
V(pp,x1) = Va(pp, V1(pp, X1, W1)).
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Theorem 3.4 (Parallel Composition, Theorem 6 of [KP23]). Consider ternary relations
R4, R, R3, and Ry. For reductions of knowledge II; = (Gen,P1,V;1) : Ry — Rg and
Il = (Gen,Py,Vsa) : Ry — Ry, we have that 11} x Iy = (Gen,P,V) is a reduction of
knowledge from Ry x R3 to Ry x Ry where

P(pp, (x1,x3), (W1, w3)) = (P1(pp,x1, w1), P2(pp, x3, w3))
V(pp, (x1,x3)) = (Vi(pp,x1), V2(pp, x3)).

Definition 3.5 (Tree of transcripts). Consider an m-round public coin interactive protocol
(Gen, P,V) satisfying Definition 3.4. A (ni,...,nmy)-tree of accepting transcripts, for an
mput X, is a rooted tree of depth m, with each node of depth i having n; descendants, such
that:

e cach vertex of layer i is a Prover’s message of round i;

e cach edge connecting a node of layer i to a node of layer i + 1 is labeled by a different
Verifier’s challenge from round i;

e cach leaf of layer m is labeled with an accepting instance-witness pair output, that
corresponds to the interaction along the path.

Lemma 3.5 (Tree Extraction Lemma). Consider an m-round public-coin interactive pro-
tocol (Gen, P, V) that satisfies the interface described in Definition 3.4 and satisfies perfect
completeness. Then (Gen,P,V) is a reduction of knowledge if there exists a PPT extractor
X such that for all instances x, outputs a satisfying witness w with probability 1 — negl(\),
gwen a (ny,...,n,)-tree of accepting transcripts for x where the Verifier’s challenges are
sampled from a space Q such that |Q| = O(2*), and []; n; = poly(\).

4 The Mova folding scheme

Throughout the rest of the paper we fix a security parameter A and a finite field F with
IF|~! = negl()\). Further, we let pp denote public parameters ppgics = (F,m,n, ¢, A, B,C),
where m,n, ¢ > 0 are nonnegative integers with m < |F|; A, B,C are m x m matrices each
with at most ©(n) nonzero entries in F. The parameter ¢ denotes the size of public input
vectors. We fix a vector commitment scheme (Gencom, Com, Open) for vectors in F", and
public parameters ppcom < Gencom(1*,m). Then, we let pp = (PPrics, PPeom )

In this section we describe a reduction of knowledge from Rrics X Racc t0 Race. Along
the way, we also construct a reduction of knowledge from Ricc X Racc t0 Racc. Here RRics
denotes the R1CS relation:

x e F, WeFm !
Rrics = ¢ (PPrics:x=x;w =W) | (A-Z)o(B-Z)=C"-Z ;. (7)
Z =(W,x,1)
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The relation R, is defined as

( x €F', E€F",r € F™,
pp v,s €eF, W € meé—l
Racc := x = (x,v,u, W,r); (Z 27\: ( sl (8)
w = (W,E,5) =Woxw)
Com(ppCom7W7 3) =W,
\ mle[E](r) = v

To construct our reduction of knowledge from Rgrics X Racc t0 Race we describe three
separate reductions of knowledge, and then we apply the sequential and parallel composition
theorems from [KP23] (cf. Theorems 3.3 and 3.4) to obtain our desired protocol. Precisely,
we describe reductions of knowledge for:

e RRrics to Ryec. This reduction transforms an instance-witness pair from RRrics into
an instance-witness pair from Rcc.

® Ricc X Race to Requal- Here we define Requal as follows:

X1.I' = X9.I'

PP, X;; W;) € Race, i = 1,2,
1?{equal = {(pp, (lex2); (Wl;WQ)) ( ) 2 .

In words, Requal is the set of pairs of instance-witness tuples from Racc that have the
same evaluation point.

o Requal to Ryec. Intuitively, this reduction transforms two instance-witness pairs
(pp, x1;w1), (pp, x2; wa) from R,ec with x;.r = xg.r, into an instance-witness pair
from Rjcc.

In Section 4.4 we put together these reductions of knowledge and describe the full Mova
folding scheme.
4.1 From RRlCS to Racc

In Protocol 5 we describe Mova’s reduction of knowledge from Rgrics to Racc. In Lemma 4.1
we prove that the protocol is, indeed, a reduction of knowledge. In Remark 4.3 we explain
why the proof of Lemma 4.1 is more involved than one would expect at first.

Protocol 5 Mova’s reduction of knowledge Rrics — Racc

Input: P receives (pp,x; W) € Rgics. V receives (pp, x).
1: P samples s « FF, computes the commitment W := Com(ppcoms W, s) and sends it to V.
2: V samples a random vector r < F°8™ and sends r to P.
3: Pand V set v = 0,u = 1, and output x,e where X,cc = (x,v,u, W,r). Additionally, P outputs
Waee = (W,E =0,5).

Lemma 4.1. Protocol 5 is a reduction of knowledge from Rrics to Racc.
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Proof. Public reducibility. We construct a deterministic function ¢, with input (pp,x,7),
that outputs x’. Suppose x = (x) and 7 = (W, r), otherwise the function ¢ aborts. The
function ¢ takes the values W and r from the transcript 7, then outputs (x,v = 0,u =
0,W,r).

Let A, P* be PPT adversaries and let (x,st) «+ A(pp). Let 7 be a transcript of the
interaction between P* and V, with input (pp, x, st), following Protocol 5. Let (x; w’) be the
output of this interaction. It is not hard to see that ¢(pp,x,7) is the output that V obtains
from the interaction with P*, following Protocol 5, after having received W and sampled r.

Perfect completeness. Let A be a PPT adversary and let (x,w) < A(pp) be such that
(pp,x;w) € RRrics. Write x = (x) and w = (W). Let x' = (x,v = 0,u = 0,W,r)
and w' = (W,E = 0,s) be the outputs of V and P after honestly executing Proto-
col 5 with inputs (pp,x;w). We have that (pp,x’;w’) is in Raec. Indeed, the relation
(A-Z)o(B-Z)=u-(C-Z)+E is satisfied by the choice of E =0, u = 1, and by the fact
that (pp,x;w) € Rrics. Moreover, since E = 0, also mle[E](r) = v = 0.

Knowledge soundness. Let A and P* be expected polynomial-time adversaries. Let (x,st) <
A(pp), with x = (x).

Fix the notation (P*,V) = (P*,V)(pp, x, st), i.e. (P*,V) is interactive protocol in which P*
and V interact following Protocol 3, with inputs pp, x and st. We also look at (P*,V) as a ran-
dom variable modelling the output of such interaction. Let eroral = Pr[(pp, (P*, V)(pp,x,st)) €
Racc]-

The extractor Ext proceeds as follows. Ext receives (pp,x,st) as inputs. Then:

e Step 1. Ext runs the protocol (P*,V) once. Let (pp,x(M; w()) be the output of this
interaction. If (pp,x(); w") ¢ Ry, then Ext aborts. Otherwise, (pp,x(");w(l)) ¢
Racc. Say we have

<) = (x,v(l) - O,u(l) - 1,W,r(1)), w = (W(l),E(l), s(l)).
If E® = 0, then Ext terminates and outputs W),

e Step 2. Next, Ext repeatedly runs (P*, V), keeping always the same first message sent
by P* to be W. To do so, Ext rewinds P* only to the point where P* has already sent
W.

As soon as Ext obtains an output (pp,x(2); W(2)> € R, Ext terminates and outputs
w,

Let & be the event that P*’s first message in Step 1 of Ext is W. Fix one such first message
W, and let ¢ be the probability that (pp, (P*,V)(pp,x,st)) € Race. We next prove that,
conditioned on &5, Ext runs in expected polynomial time and outputs a valid witness for
(x) with probability ¢ — negl()\). For readability purposes, we avoid for now referring to W
in our notation. In what follows, unless stated otherwise, we consider all probabilities and
events referring to Ext as conditioned on &y .

First of all, we prove that Ext terminates in expected polynomial time. Notice that
Ext always runs (P*,V) once in Step 1. Let £ be the event that Ext does not abort in
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Step 1, which happens with probability . Denote by Z the random variable (over Ext’s
random coins) representing the number of times Ext runs the interaction (P*,V) in Step 2
(if EM =0 and, thus, Ext terminated, then Z = 0). Let Zia be the random variable (over
Ext’s random coins) representing the total number of times (P*,V) is run when executing
Ext. We have

E[Zeowat] = 1+ Pr[€] ‘E[Z | €] < 14 é o ()

Hence, Ext runs in expected polynomial time, and it does not abort with probability at least
€.

Let Epinding be the event that Ext, on inputs (ppcom,X,st) is not able to break the
binding property of the commitment scheme Com, i.e. Eyinding is the event that at no point
Ext has computed two vectors Uy, Uy and elements s, s such that Com(ppcom, U1, $1) =
Com(ppcoms Uz, s2). We have Pr[Epinding] = 1 — negl(A). Let &ero be the event that both
€ occurs and the vector EM) output at the end of Step 1 satisfies E(Y) = 0. Similarly,
let Enonzero be the event that £ occurs and E®D # 0. Now, conditioning on £ occurring,
these two events are complementary and mutually exclusive. Hence, by the law of total
expectation,

]E[Z | g] = E[Z | Enonzero OF gzero}
:]E[Z | gnonzero}Pr[gnonzero] + E[Z | gzero]Pr[gzero] (10)

:]E[Z ‘ gnonzerokl + ]E[Z ‘ gzero}(l — 61),

where €1 = Pr[€nonzero]. Note that E[Z | Ezero] = 0, because if, at the end of Step 1, EW® =0,
then the extractor terminates. We now make the following claim:

Claim 4.2. E[Z ’ gnonzermgbinding]i1 = negl()‘)'

Assume Claim 4.2 is true for now. We next argue that ¢; = negl(\). Note that this
will complete the proof (barring the proof of Claim 4.2)that Ext runs in PPT time and
outputs a valid witness with probability € — negl()), conditioned on P*’s first message being
W, i.e. conditioned on the event Ew. Indeed, if Ext does not abort and E() = 0, then
clearly (pp,x(l); W(l)) € RRics. Further, we have already argued that Ext runs in expected
polynomial time, and that it does not abort with probability at least €. If, additionally, the
probability that Ext does not abort and EM) £ 0 is negligible, i.e. e; = negl()\), then we
conclude that Ext is a PPT algorithm that outputs a valid witness for x with probability
e — negl(\).

We now prove that €1 = negl()), assuming that Claim 4.2 is true. Indeed, plugging (10)
into (9), and using E[Z | Ezero] = 0, we obtain

2> E[Ziotal] =14+ €cE[Z | €] = 1 4+ €21 E[Z | Enonzero) (11)
Using again the law of total expectation,

E[Z | Enonzero]
:E[Z ’ gnonzermgbinding]Pr[gbinding] + E[Z ‘ gnonzerm _‘Sbinding]Pr[_‘gbinding] (12)
>E[Z | Enonzeros Ebinding] Pr{Ebinding]-
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Note that 7 < ¢, since €7 is the probability that Ext does not abort at Step 1, which occurs
with probability e, and, additionally, E(") # 0. Hence from (11), (12), and Claim 4.2 we
obtain

5% <ege< E[Z ’ gnonzero,gbinding]_lPr[gbinding]_1 = negI(A)>

where the last equality follows from Remark 3.1 and the fact that E[Z | Enonzeros 5b;nding}_1 =
negl(\) and Pr[€inding] = 1 — negl(X\). This implies that e; = negl()), as needed. It only
remains to prove Claim 4.2.

Proof of Claim 4.2. Assume Epinding holds, i.e. Ext does not break the binding property of
the commitment scheme Com. Assume further we run Ext up to Step 1 and Enonzero holds.
Then Ext does not abort. Let x(1) = (x,0™ = 0,4V =1, W, r(M), w) = (WD ED s0)
be the output of (P*,V) at the end of Step 1. By assumption E(1) #£ 0.

By construction of Ext, during Step 2, Ext successively repeats an experiment =, until =
is successful. The experiment = consists in running (P*,V), and Z is successful if the output
(x®), w(z)) of (P*,V) is in Racc. Importantly, note that the random challenge r(? sent by V
during this experiment is uniformly random and independent of E().

Let x® = (x,0® = 0,u® = 1,W,r®), w® = (W® E® 52)) be an output of
(P*,V) obtained after running the experiment Z, not necessarily successfully. We argue that
if (pp,x?, w®) € Race, then mle[EM](r)) = 0.

Indeed, assume (pp,x(2),w(2)) € R, and set Z()
E®) = (A-Z0)o(B-ZW) - (C-ZW). Since (pp,x1); wl)

we have

= (W(i),x,l) for 7+ = 1,2. Let
) and (pp,x®; w®) are in Ry,

Com(ppcom; W, sM) = W = Com(ppcom, W, 53)).

Since we assumed Epinding holds, it must hold that w® = W(2), and hence also Z(M) = Z(2),
Using again that (pp, x(1: w(1)) and (pp,x®; w®) are in Racc, we have that, for i = 1,2,

EW = (4-2D)o(B-ZW) - (C-2Y). (13)
Using twice Eq. (13), the fact that Z()) = Z(3) and that mle[E®)](r() = 0, we obtain

mle[EW] (@) = mle[(A - ZM) o (B-ZW) — (C - ZW))(x?)

=mle[(A-ZP) o (B-Z®) - (C-Z®)](x?) = mle[E?)(x?) =0, 14

as required.
Hence, for Z to be successful, it is necessary that r(®) is a root of mle[EM](X). Since
1) =£ 0, we have mle[E(V](X) # 0. Then, by Schwartz-Zippel lemma, and because r(®) is
sampled uniformly at random after E() is determined, the probability that Z is successful
is at most |F|™! = negl()\). Since E[Z | Enonzero] = Pr[Z is successful] =, we conclude that

E[Z | Enonzero) ' = negl(A). This completes the proof of Claim 4.2. O

Recall that &z denotes the event that P*’s first message at Step 1 of Ext is W. We
have so far proved that, conditioned on &, Ext runs in expected polynomial time and
outputs a valid witness for x with probability € — negl()), where € is the probability that
(pp, (P*,V)) € RRics, conditioned on P*’s first message being W. Let us denote now ¢ by
eww- Since the aforementioned negligible function negl(\) also depends on W, we denote it

by vz (A).
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Clearly, it follows that Ext runs in expected polynomial time, regardless of what is P*’s
first message in Step 1. We prove that, also, Ext outputs a valid witness with probability
Etotal — Negl(A), no matter what is P*’s first message.

Consider the function

v(\) = max{iw (V)},

where the maximum is taken over the (finite) set of all possible commitments W. Note that
v(A\) = negl()\). Now, by the law of total expectation and what we have proved so far,

Etotal >Pr[(pp; x, Ext(pp, x, st) € Rrics]
= Z Pr[(pp7 X, EXt(ppa X, St)) € Rrics | SW] ’ PF[SW]

stnﬂ £

(ew — vw(N) - PriEw] = (e — ¥(N) - PriEw]
w

=Y ew Prigw] | — [v(V) D Priew]
W W

A%%
=CEtotal — V()‘) -1 = etotal — negl()\),

where the summations run over all possible commitments W. This completes the proof of
the lemma. 0

Remark 4.3 (On the knowledge soundness proof of Lemma 4.5). The proof of knowledge
soundness in Lemma 4.1 may look at first glance as being more complex than it needs to be.
Here we informally discuss some difficulties in it. First, it is intuitively convincing that the
knowledge soundness of Protocol 5 follows from the Schwartz-Zippel lemma. As such, at first
glance, it seems like the tree extraction lemma (Lemma 3.5) is a perfect tool for proving that
Protocol 5 is knowledge sound: one would simpy need to take a tree of accepting transcripts
of arity large enough that would force the output error vector E® to be 0. However, it is not
possible to make this argument work if we restrict (as we must) to polynomially sized trees.

The next natural approach is to directly describe an extractor Ext that executes a single
run of (P*,V). If the output of this interaction is a valid instance-witness (x, v, u, W.r; W, E)
for Racc, then Ext simply outputs W. One hopes that Schwartz-Zippel lemma yields then
that E = 0 e.w.n.p. However, this argument does not work because E is output at the end
of (P*,V), once the random evaluation point r is already known. Hence, a priori, r is not
independent of E. It does not seem feasible to use the commitment to W in order to argue
that P* chose E before knowing r, at least if we only rely on the binding property of the
commitment scheme (and we do not want to add extra assumptions).

The next natural approach is to have the extractor execute (P*,V) twice, and only
produce an output if both interaction outputs belong to Racc: the binding property of
the commitment scheme forces P* to use the same W and E in both outputs, so now the
challenge in the second run of (P*,V) is indeed independent of E, e.w.n.p. This is mostly
correct, but the issue is that now Ext has a success probability of €2, which is too low.

5E is the same, e.w.n.p. for all transcripts, due to the binding property of the commitment to W, and
due to E = (A-Z) o (B-Z)—uC - Z being uniquely determined by Z = (W, x,1).
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We thus naturally arrive at the extractor as described in our proof (or a similar one).
One may be tempted to use a simpler argument to the one in our proof, and say that the
challenge rj,s in the output of the last run of (P*,V) is independent of E, and then use
Schwartz-Zippel lemma to conclude that E = 0. The problem with this argument is that it
is not clear whether the random variable counting the number of times that (P*,V) is run is
independent of E (here by E we mean the error term output in Step 1 of our extractor).
Since rjyst depends on this random variable, it is unclear then whether r|,s is independent
of E. Our proof avoids making this assumption.

4.2 Reduction to common evaluation point

In this section we describe Mova’s reductions of knowledge from Racc X Race t0 Requal- Recall
that Requal was defined as the set of pairs of instance-witness tuples from Racc with the
same evaluation point. More precisely,

(PP, xi; W;) € Race, ©=1,2,
Requal = {(pp7 (XhXQ); (WHWQ)) v ace .
X1.I = Xo.I

Our reduction of knowledge (see Protocol 6) is based on a classic technique based on
first computing a line ¢ : F — F'°8” passing through the points x;.r, xs.r, and then using
the composition univariate polynomials mle[E;] o £ and mle[E3] o £ in a clever way. The
technique, which we call point-vs-line, can be found in Section 4.5.2 of [Tha22].

Protocol 6 Mova’s reduction of knowledge Racc X Racc —+ Requal

Input: P receives (pp,(x1,x2); (w1, w2)) € R as input, for ¢ = 1,2. V re-
ceives (pp, (x1,X2)) as input. Let x; = (x;,v;,u;, Wi, r3), w; = (Wi, B s:), i =
1,2.
1: P and V define the linear function ¢ : F — F'°8™ satisfying ¢(0) = r; and £(1) = ry. Then P
sends V the polynomials hq(X), ha(X), of degree at most logm, of the form

hi(X) :=mle[E;] o 4(X), i=1,2.

2: V checks that hi(0) = v; and ha(1) = ve, and aborts if this check fails. Then V samples a
random challenge 8 < I and sends 3 to P.
3: P and V set v] = hi(B), vh = ho(B) and ' = £(5).
4: P and V output
xi = (x4,05,u;, Wi, '), i=1,2.
In addition, P outputs the witnesses w}, w}, that are defined as

w; = (W, E;,s), i=1,2.

Lemma 4.4. Protocol 6 is a reduction of knowledge.

Proof. The proof is a combination of the ideas used in the proof of Lemma 4.1, together
with the proof of the classic point-vs-line argument we have alluded to before. Due to its
length, we defer it to Section 7.1. OJ
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4.3 Folding two instances in R,.. with the same evaluation point

As the last piece of Mova, in Protocol 7 we describe a reduction of knowledge from Requal to
Racc-

Protocol 7 Mova’s reduction of knowledge Requal = Racc

Input: P receives (pp,x; wi) = (pp, X, vi, ui, Wi, r; W, Ey, 55) € Racc as input, for i = 1,2.
V receives (pp, x;) as input, for i = 1, 2.
1: P computes t := mle[T|(r), where

T:=(A-Z1)o (B Zs)+(A-Zy)o(B-Z1) —uy-(C-Z3) —uz- (C-Zn),

and Z; := (W, x;,u;) for i = 1,2, and sends it to V.
2: V samples a random challenge o <— FF and sends « to P.
3: Both P and V output xacc = (x,v,u, W,r) where
X = X1 + Xa,
v =wv1 + at + v ,
1 2 (15)
U = uy + aus,
W = Wl + OéWg.
Additionally, P outputs wa.c = (W, E, s), where

W = W1 —+ CkWQ,
E=E; +aT + o’E,, (16)

S = 81 + aSa.

Lemma 4.5. Protocol 7 is a reduction of knowledge from Requal t0 Racc-

Proof. Public reducibility. We construct a deterministic function ¢, with input (pp, x1, x2, 7),
that outputs x'. Let x; = (X;,v;,u;, Wy, r), i = 1,2, and let 7 = (¢,a) (if the input has
another form the function aborts). The function ¢ simply outputs (x,v,u, W,r), where
X, v,u, W are computed as in Eq. (15).

Let A*,P* be PPT adversaries and let (x1, xg,st) < A(pp). Let 7 be a transcript of the
interaction between P* and V, with input (pp,x1, X2, st), following Protocol 7. Let (x'; w’)
be the output of this interaction. It is not hard to see that the output of ¢(pp,x1,x2,7)
coincides with (x'; w').

Perfect completeness. Let A be a PPT adversary A and let (x1,x2; w1, w2), < A(pp) such
that (pp,x1,X2; W1, W2) € Requal. Write x; = (xi,vi,u;, Wi, r), w; = (W;,Ey,s;), for
i=1,2. Set Z; = (W;,x;,u;) for i =1,2.

Let x = (x,v,u, W,r) and w = (W, E, s) be the outputs of P and V after honestly
following Protocol 7 with inputs (pp,x1,x2; w1, w2). To prove that (pp,x;w) € Racc it
suffices to check three properties. First of all that Com(ppcem, W,s) = W, then that

mle[E](r) = v and finally that
(A-Z)o(B-Z)=u-(C-Z)+E. (17)
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The first property is immediate by the definition of W and W in Egs. (15) and (16)
respectively, and using that the commitment scheme Com is additively homomorphic.
Similarly, using that mle[E;|(r) = v; for i = 1,2, that t = mle[T](r) and the definition of E
in Eq. (16), we directly obtain that mle[E](r) = v.

We now want to prove Eq. (17). The proof of this equality is analogous to the proof of
Lemma 6 of [KST21]. Expanding the terms of Eq. (17), we obtain

(A-(Z1+ aZy)) o (B (Z1+ aZs)) = (u1 + auz) - (C - (Z1 + aZy)) + E
and by distributing and reordering we obtain
E=(A-Z1)o(B-Z1)+a[(A-Z1)o(B-Zy)+ (A-Zy) o (B-Zy)]
+ OZQ(A . ZQ) o (B . Zz) — Ui - (C . Zl) — a(ul . (C . Zg) —+ ug - (C . Zl)) (18)
—a?uy - (C - Zo).
By construction, we have the equality
Tz(AZl)o(BZg)—i—(AZg)o(BZl)—ul(CZQ)—ug(Czl)
Now by hypothesis ((pp, x1; w1), (PP, X2; W2)) € Requal, and in particular

(A-Zy)o(B-Zy) —uy-(C-Zy) =Ey,
(A'ZQ)O(B-ZQ)*’UQ'(C-ZQ):EQ.

Using these equalities, via direct substitution in Eq. (18) we have that Eq. (17) is true if
and only if
E=E{+aT+ OZQEQ,

which is satisfied by the definition of E in Eq. (16).

Knowledge soundness. The proof is similar to the knowledge soundness proof of Nova
[KST21]. We prove knowledge soundness by means of Lemma 3.5.

Precisely, let (x1,X2) be an instance, where x1 = (x1, v1, u1, Wi, 1) and xo = (X2, v, u2, Wa, T).
Suppose we are given three transcripts 7'(1), 7'(2),7'(3) and corresponding outputs

=D, w), %@ w?), (x® w)

of the interaction between P and V for the input (pp,xi,x2). Assume the three transcripts
all share the same first message ¢, so that, for i = 1,2,3, 7(0) = (t, a(i)). For each 7 =1, 2, 3,
assume (pp,x(i);\w(i)) € Racc, and let
(X(i)7w(i)> - (X(i)’ @ O WO WO EO, S(i)>

be the output of the interaction between P and V at the end of

Assume further that the three challenges a®, a@ B are pairwise different. These
three trancripts and outputs form a tree of depth 2 and arity 3 (in the sense of Definition 3.5).
We describe a PPT extractor Ext that, for any such tree, outputs a valid witness wy, wo for
X1, X9, €. W.ILD.
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Before we proceed, we introduce the following terminology: given k,r > 0, vectors
U, ..., UK ¢ Fr, and pairwise field elements 81, ..., Bk, by interpolation of the tuples
(ﬂ(l), U(l))7 . (B(k),U(k)) we mean the process of finding vectors Vy,..., Vg € F" such
that Vi1 4+ 8, Vo+... + ﬂfflvk = U® for all i € [k]. This is achieved by, for each coordinate
j € [r], using standard interpolation on the points (80, UM[4]), ..., (B®), UF[j]), and
then taking V1[j], ... Vi[j] be the coefficients of the resulting interpolating polynomial.

We are ready to describe the extractor. First, by interpolating (oY, W), () W®?)),
Ext finds two vectors W7, W3 such that

W+ Wi =WO  for =12 (19)

(note that here we use o) # (?)). Similarly, by interpolating the points (o)), (1), (o) 5(2)),
Ext constructs s7, s satisfying ' ‘
st + oW = 0 (20)

for ¢ = 1,2. Again via interpolation, but this time using
(2, EW), (ol E®), (¥ EP),
Ext obtains vectors E7, T* and Ej satisfying
T 4 (0D)E; =EY for i=1,2,3. (21)

(Similarly as before, here we have used that the challenges a® are pairwise different). The
extractor algorithm outputs wj = (W7, E}, s7) and wi = (W3, E3, s5). To complete the
proof, it suffices to check that (pp,x1,x2; W], w3) € Requal-

We claim that Com(ppcoms Wi, s5) = W, for i = 1,2. Indeed, by Egs. (19) and (20) and

19 9%

the fact that the final output of the transcripts 7™, 7(?) is in Requal, we have for i = 1,2
that

Com(ppC0m7 WT? ST) + a(l) Com(ppComa W;7 8;)

= Com(ppcom, W1 + VW3, 57 + al?)s3)

= Com(ppcom, W, 5) = W)

= Wl + Oé(i)Wg.
The linear polynomials Com(ppcoms W7, 5%) + XCom(ppcom, Wi, s5) and Wi + X W take

the same value on the two distinct points o) and a(?). Therefore they must be the same
polynomial, and so

Com(ppCom7 WI? ST) = Wla

. (22)
Com(ppCom7 Wy, 52) = Wo.

Using Eq. (22) we prove that Eq. (19) is valid also for ¢ = 3. Indeed

Com(pPcom: Wi + W3, 57 + o¥s3)
= Com(ppComv WT» ST) + a(g)com(ppComv Wév 5;)
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= Wl + Oé(S)WQ
_ WO
= Com(ppcom, W, s)).

By the binding property of Com, e.w.n.p., we have
P aPWE = WO, (23)

We now prove that mle[Ej|(r) = v; and mle[E3](r) = ve. Indeed, using Eq. (21) and the

fact that the outputs in (pp;x®, w(?) € Ry for i = 1,2,3, we have that

mle[E](r) + o@D mle[T*](r) + (a?)>mle[E3](r)

= mle[E] + aWT* + (oV)?E3](r)

=mle[ED](r) = v® = v; + oDt + (a?)20,
for i =1,2,3. Again, we look at both the left and right-hand side above as two polynomials
of degree 2 evaluated at a(. Since these polynomials take the same values evaluated at the
three distinct values oV, a(®, o), we obtain that they are the same polynomial, and in
particular mle[Ej](r) = v; and mle[E3](r) = vs.

It remains to prove that (A-Z)o (B-Z}) —u- (C-Zf) = Ef, where Z7 := (W}, x;, u;)
fori=1,2. Set Z() := (W(i),x(i),u(i)) for i = 1,2, 3. Since (pp,x"; w(?) € Ruec, we have
that for i = 1,2, 3, ‘ ' ‘ '

(A-ZDY o (B-ZY) —u-(C-Z20)=ED, (24)

By definition, x(V) = x; +a(Ixy and u® = u; +aDuy for i = 1,2, 3. Together with Eqs. (19)
and (23) we obtain that yAQRS 77 + a(i)Zg for i = 1,2,3, e.w.n.p. Expanding Eq. (24), and
using Eq. (21), we obtain for i = 1,2, 3, e.w.n.p.,

(A-Z5)o (B 23) +aD[(A-Z}) o (B-Z5) + (A-Z5) o (B - Z3)
HaP(A-25) 0 (B-25) — - (C 21) — aluy -+ (C - 25) +ua - (C- 23]
_(a(i))2u2 . (C . Z;) — E’{ + a(l)T* 4 (a(l))QE;

Again, we see both the left hand side and the right hand side of the equality as two
polynomials of degree evaluated at a®. Since o, o aB) are pairwise different, the two
polynomials must coincide coefficient-wise. Hence, e.w.n.p.,

(A-Zi)o(B-Zy) —u-(C-Z7) = E;
(A-Z3)0(B-Z5) —u-(C-Z3) = Ey

This concludes the proof that (pp,x1, w}), (pp, x2, w3) € Racc, e.w.n.p. O]

4.4 Putting everything together

Protocol 8 describes the Mova folding scheme in its entirety. It is a simple composition of
the previous schemes Protocols 5 to 7.
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Protocol 8 Complete Mova’s reduction of knowledge Rrics X Racc — Racc

Input: P receives (pp,x1;w1) € Rgrics and (pp,x2; wa) € Racc as input. V receives
(pp, x1,x2) as input.
1: P and V follow Protocol 5 with input (pp,x;;w;) and (pp,x1 ), respectively. Let (x};w}) be the
output of this interaction.
2: P and V follow Protocol 6 with input (pp,x},xo; W}, ws). Let (x§2); W?)), (xg); \wg)) be the
output of this interaction.
3: P and V follow Protocol 7, with input (pp,xgz);\wgz)), (pp,xgz);wg)). Let (x(®);w®) be the
output of this interaction.
Finally, P and V output x®), and P additionally outputs w®.

Lemma 4.6. Protocol 8 is a reduction of knowledge from Rrics X Racc 10 Race.

Proof. Consider the trivial reduction of knowledge IMysvial from Riec to Race in which P and
V perform no rounds of interaction and simply output their inputs.

By Lemma 4.1, Step 1 is a reduction of knowledge I from Rgrics to Racc. Step 1
followed by Step 2 is equivalent to the protocol one obtains by composing My and [MNiyyial in
parallel, yielding a reduction of knowledge Rrics X Racc — Race X Race, and then running
Step 2, which is a reduction of knowledge from Racc X Racc to Requal- By the Parallel and
Sequential Composition Theorems 3.3 and 3.4, and by Lemmas 4.1 and 4.4, we obtain that
Step 1 followed by Step 2 is a reduction of knowledge from Rrics X Race t0 Requal-

Finally, using again the Sequential Composition Theorem 3.3 and Lemma 4.6, we obtain
that sequentially performing the above reduction of knowledge, and then running Step 3
results in a reduction of knowledge from Rrics X Racc 10 Race- O

5 Performance

In this section we present and compare the concrete costs of Mova, Nova [KST21], and
Hypernova [KS23b] when applied to the same R1CS structure. The costs are displayed in
Table 3. We defer the explanation of how these costs were derived to Section 5.2.

We evaluate the scenario in which the Prover and Verifier are folding an instance-witness
pair from RRics and an instance-witness pair from Rcc.

We consider different scenarios depending on whether the R1CS witness vector W has
“small” or “large” entries. Here, by “small” we mean that entries in W all belong to the
range {0,...,|W|—1}. By “large” we mean that W has entries sampled randomly in F.
In many practical applications, W does contain small entries, and in this case the cost of
committing to it is much lower than if W contains large entries. Namely, if W contains small
entries, then the cost of committing to W is roughly equivalent to the cost of computing
|W| group operations [STW23b], which in turn is roughly equivalent to the cost of 15|W|
field multiplications [zka]. In Table 7 we provide benchmarks that show that this is, roughly,
indeed the case. We refer to [STW23b] for further discussion on this topic.

SFor the Prover’s costs, we only display the number of field multiplications, as these can be up to an order
of magnitude more expensive than field additions. For the Verifier’s costs, we display the number of additions
and multiplications because, in many applications such as IVC or PCD, V’s algorithm will be arithmetised
and proved recursively.
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P \ Round(s)
3n+5mlF
Nova [KST21] 2G ops., 2G exp. 20F 1
Com. vector of m F-elements | 2G ops., 2G exp.
Com. W
6n + 14m + O(y/m) F 20 4+ O(log(m)) F
Hypernova [KS23b)] 1G op., 1G exp. 1G op., 1G exp. | log(m) + O(1)
Com. W
3n + 12m + 3log(m) F 20+ Tlog(m) +5F
Mova (this work) 1G op., 1G exp. 1G op., 1G exp. 3
Com. W

Table 3: Comparison of the concrete costs of Mova, Nova, and Hypernova. In all cases,
we consider the same size bounds m,n, £, meaning that R1CS matrices are in F™*™ with
n = Q(m) nonzero entries, and witnesses are in Fm—¢1,

The symbol F in the Prover P column indicates the number of field multiplications. In the
Verifier V column, F indicates the number of field multiplications and additions®. We write
n group operations (resp. exponentiations) as nG ops. (resp. nG exp.). “Com. vector m
elements in F” indicates that a vector of size m with arbitrarily sized entries in IF must be
committed. “Com. W” means that the R1CS witness vector W must be committed.

In Mova and Nova, the cost of computing T is of 3n + 2m field multiplications plus some
field additions (see Eq. (25)). If A, B, C are binary matrices, this cost can be replaced by
2m (cf. Section 5.2). In Hypernova, computing all the necessary matrix-vector products
costs 6n + m field multiplications plus some field additions (cf. Section 5.2). If A, B, C are
binary, then this cost is only m.

In Table 4 we display the relative speed-up of Mova’s Prover with respect to Nova’s
and Hypernova’s Prover. We make this comparison by taking Table 3 and setting different
specific choices of parameters.

We assume the commitment scheme is the Pedersen or the KZG scheme over the Pallas
curve. We estimate the costs of computing a vector with arbitraily large entries (such as
Nova’s cross term T) using Table 1 in [Hab22]. For example, the cost of committing to
a vector of size m = 20 is estimated to be 349m field multiplications in [Hab22]. When
m = 229, the same source estimates the cost to be roughly 28m field multiplications. When
W has small entries, we estimate the cost of committing to W as explained above.

As we see in Section 5.2, each major step in Mova’s Prover has a cost of no more than,
roughly, 23m field multiplications (assuming the matrices A, B,C are not very complex),
not counting the cost of committing to the R1CS witness W. The dominating costs of Mova
are no longer the commitment to T as in Nova, but either the execution of the point-vs-line
reduction of knowledge (Protocol 6), which costs ~ 4m multiplications (Section 5.2), or the
computation of T itself, which costs &~ 3n multiplications, where n = Q(m) is a bound on
the number of nonzero entries in each matrix A, B,C (cf. Eq. (25)).

In Section 5.1 we present our benchmarks for the Prover’s runtime in the three schemes.
Then, in Section 5.2 we describe how the costs in Table 3 were computed.
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m | n | Binary RICS | W entries | fovajrover Hyﬁfgfggger
matrices?
216 [ m Yes Small 13.667 1.074
216 [ m No Small 12.400 1.167
216 [ 3m Yes Small 13.667 1.074
216 1 3m No Small 10.500 1.306
220 [ m Yes Small 10.222 1.074
220 | 'm No Small 9.300 1.167
220 1 3m Yes Small 10.222 1.074
229 | 3m No Small 7.917 1.306
216 [ m Yes Large 1.864 1.005
216 [ m No Large 1.857 1.013
216 | 3m Yes Large 1.864 1.005
216 [ 3m No Large 1.844 1.027
220 | m Yes Large 2.779 1.014
220 | 'm No Large 2.741 1.035
220 1 3m Yes Large 2.779 1.014
220 | 3m No Large 2.671 1.074

Table 4: Concrete comparison of Mova’s Prover with Nova and Hypernova’s Prover. The two
last columns compare the approzimate equivalent field multiplication work of the Provers of
both protocols. Larger numbers are better. The third column indicates whether the R1CS
m X m matrices A, B,C are binary or not, i.e. whether all their entries belong to {0, 1}.
The 4th column indicates whether W contains small or large entries. By small and large we
mean that all entries are sampled randomly in the sets {0,...,|[W|— 1} or F, respectively.
As commitment scheme we use the KZG commitment scheme over the Pallas curve. As
per Table 1 in [Hab22], the cost of committing to a witness W with large entries, or to
the cross-term T, is estimated as approximately 349m and 2%m field multiplications, for
m = 2'6 and m = 2?0, respectively. When W contains small entries, we estimate the cost of
committing to W as 15|W/| field multiplications. This is equivalent to the cost of 1 group
multiplication per entry in W [zka, STW23b].

5.1 Experimental evaluation

In this section we evaluate the performance of our Mova implementation against the Nova
and Hypernova implementations in the Sonobe [St] framework. For cryptographic operations,
we used Pedersen commitments [Ped91] over the Pallas curve [Hop], and Poseidon [Arkal
for cryptographic hashing.

We set the R1CS matrices A, B, C as the identity matrices”. We populated the vector Z;
with random numbers of size from 1 to 384 bits, and Zy with random numbers of size from
1 to 20 bits. For Nova and Mova, we chose u to be a random field element. We computed
T naively through the formula T=A-ZooB-Z1+A-Z10B -2y —u1CZy — usCZ;. In

"We leave running benchmarks with more complex matrices as future work. See Remark 5.1 for a discussion
on how using more complex A, B, C' would affect the benchmarks
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Section 5.2 we describe a more efficient approach which is roughly twice faster than the
naive method. In the previous Tables 3 and 4 we used the optimised method.

The concluding numbers are the results of the average time of 100 runs measured on
a 16 GB memory, 16-core Intel i7-11800H laptop CPU restricted to a single core. Table 5
presents the benchmarking results, not including the cost of committing to the R1CS witness
vector W. Within parentheses we indicate the costs of the main steps that are unique to
each folding scheme. In Table 6 we display the costs of the main common operations in the
three schemes.

Table 7 shows the costs of committing to a vector V of different sizes and with either
small entries, or large entries. Finally, Table 8 displays the benchmark results for Mova,
Nova, and Hypernova, including the costs of committing to the R1CS witness W. We
consider two cases, depending on whether W contains small or large entries.

The code used for the experiments is publicly available on GitHub®.

m | Mova (pt-vs-line + MLE eval.) | Nova (Commit to T) | Hypernova (Sumcheck)

210 36.0216 ms 400.4406 ms 150.0280 ms
(10.4999 ms) (375.5840 ms) (106.7538 ms)

2% 761.5190 ms 5470.6681 ms 3195.2789 ms
(223.4527 ms) (4913.5817 ms) (1975.6348 ms)

Table 5: Comparison of Prover runtimes for a single fold across Nova, Mova, and Hypernova,
not including the cost of commiting to the witness vector (cf. Table 8 for those costs). In
all cells, the time without parentheses indicates the total Proving runtime. In Mova, the
time within parentheses indicates the duration of the point-vs-line step (Protocol 6) plus
the evaluation time of mle[T] at a point r. For Nova, it shows the time taken to commit to
T, and in Hypernova, it reflects the duration of the sumcheck. We remark that Hypernova’s
implementation does not leverage certain optimizations and thus its runtime does not reflect
the concrete costs from Table 3 (cf. Remark 5.2)

m | Computing T | Miscellaneous
216 1 20.7591 ms 4.0797 ms
220 | 416.5537 ms 84.1495 ms

Table 6: The two main operations that Nova and Mova Provers have in common (besides
committing to W), namely computing the cross-term T, and performing miscellaneous
operations such as computing the resulting folded witness and error vectors, and computing
their commitments by using the homomorphicity of the commitment scheme.

Remark 5.1 (On the complexity of the R1CS matrices A, B,C). The benchmarks were
run taking the R1CS matrices A, B, C to be the identity matrix. The complexity of these
matrices affects the cost of computing the cross-term T, which is a common cost to Mova
and Nova, and also affects Hypernova’s costs (see Section 5.2). However, unlike in Nova and
Hypernova, this computation represents the dominating cost of Mova’s Prover work, and so

Shttps://github.com/NethermindEth/sonobe/tree/paper
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m | Entries in {0,...,m — 1} | Entries in F
216 28.4877 ms 375.5840 ms
220 554.5014 ms 4913.5817 ms

Table 7: Time taken to commit a vector V with size |V| = m where m = 26 or m = 229,
and so that either V contains random entries within the range {0,...,|V| — 1}, or random
entries in F. Here we used the Pedersen commitment over the Pallas curve. The Hypernova
library we used [St] does not make use of known optimisations such as [DT24].

m | W entries Mova Nova Hypernova

216 Small 64.5093 ms 428.9283 ms | 178.5157 ms
216 Large 411.6056 ms | 776.0246 ms | 525.6120 ms
220 Small 1316.0204 ms | 6025.1695 ms | 3749.7803 ms
220 Large 5675.1007 ms | 10384.2498 ms | 8108.8606 ms

Table 8: Benchmark of Mova, Nova and Hypernova’s Prover runtimes including the cost of
committing to the R1CS witness W. We consider two scenarios, one where the entries in W
are “small”, and one where the entries are “large”. As usual, by “small” we mean that the
entries are randomly sampled in the range {0,...,|W| — 1}, and by “large” that the entries
are sampled in F. The benchmarks follow the same configuration as those in Table 5.

using more complex matrices A, B, C' will result in a less favorable comparison for Mova.
Table 4 presents cost comparisons for matrices A, B, C' of varying sparseness.

Remark 5.2 (On Hypernova’s benchmark results). As we discuss later in Section 5.2, when
estimating the concrete costs of Hypernova’s Prover in Table 3, we use [DT24] to bound
the cost of the sumcheck protocol as 10m. However, for our benchmarks, we used the
less optimised framework [St]. This explains that the benchmarked Hypernova Prover is
significantly more expensive than what Table 3 suggest.

5.2 Computing the concrete costs of Mova, Nova, and Hypernova

In this section we detail how the concrete costs in Table 3 were derived. We first look at the
concrete field operation cost in Nova and Mova, then we analyse the concrete field operation
cost of the point-vs-line reduction (Protocol 6), and finally we explain how we obtained the
concrete field operation cost of the Hypernova protocol applied to R1CS.

Concrete costs of Mova and Nova In both Nova and Mova, the Prover has to compute
the cross term
T = AZ1 0 BZy + AZo o BZ1| — u1CZy — usCZ4

However, note the equality:
A(Z1+Zy)oB(Z1+Zs) — (u1 +u2)C(Z1+Zy) =E1 + T+ Ey

This means that the Prover can compute the expression on the left hand side of this equality,
and then subtract the error terms. In general, for an m X m matrix M with non-zero rows,
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the multiplication of M with a vector in F™ costs Y 1" (kM — 1) = n —m field additions and
S kM = n field multiplications, where for all i € [m], kM > 0 is the number of non-zero
entries of row i, and n = Q(m) is the number of non-zero entries of M. This is because each
entry in the matrix-vector product is the result of klM multiplications, and k:ZM — 1 additions.
To compute the cross-term T, apart from the matrix-vector products, the Prover needs
to perform the following operations: compute the vector Z; + Zo; perform a Hadamard
product between vectors of length m; perform a multiplication of a vector of length m by
the constant u; + ug; and perform three subtractions of a vector of length m. Therefore, the
computation of the cross-term can be done in:

dm+ Y (K= 1)+ (kP = 1)+ (k¢ = 1)) = 3n+m, field additions, and

i=1

m (25)
2m + z(k:;4 + kB 4+ kY) =3n+2m, field multiplications,

i=1

where k£ is the number of non-zero entries in the i-th row of A (similarly for k2, k¢). If all
entries in A, B, C are either 0 or 1, then the cost of the matrix-vector products is reduced

(there is no need for multiplications), and the total cost is reduced to
3n + m additions, 2m multiplications. (26)

Additionally, both Mova and Nova’s Prover has to update the witness and error vectors
in the last step of the protocol. This costs 3m field multiplications (required to compute
aWsy, aT,a’Ey) and 3m field additions. We do not count other negligible costs.

This suffices to count the cost of Nova’s Prover and Verifier. The additional field operation
work for Mova’s Prover and Verifier consists of:

e The field operation work in the reduction Racc X Race — Requal- This is the point-vs-line
reduction of Section 4.2. The costs are computed below.

e The evaluation of the MLE of the cross-term at a random vector of field elements. This
can be done in at most 2m field additions and 3m field multiplications (see Lemma
3.8 in [Tha22]).

Concrete costs of the point-vs-line reduction of knowledge (Protocol 6) In the
point-vs-line reduction (Section 4.2), the field operation costs are as follows:

e The Prover needs to compute the polynomials hq(X), ha(X). In Section 6 we describe
an algorithm that, in general, allows to compute each h; with 4m — 2logm — 4 field
multiplications and 5m — 2logm — 5 field additions.

In the application where the Prover and Verifier fold an instance-witness pair from
RRics with an instance-witness pair from Racc, the Prover’s costs for computing 1 (X)
are 0. This is because, if P is honest, then hj(X) = mle[E;1] 0 4(X) = 0 because E; =0
is the zero vector. Hence, the total field multiplication cost of computing 1 (X), ha(X)
in Mova (Protocol 8) is 4m — 2logm — 4.

We note that if the Prover and Verifier were folding two instance-witness pairs from R ,cc,
then this cost would double, since then both hj(X), ha(X) are nonzero polynomials.
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e The Verifier needs to compute hi(0), ha(1), the first of which can be read off as the
constant coefficient of hq, and the second of which is the sum of the coefficients of hs.
In total, this costs log(m) + 1 field additions and no field multiplications.

e The Prover and Verifier need to compute the evaluations of hy, ho, ¢ at 5. By using
Horner’s method, computing hi(8), he(8) costs at most 4(log(m) + 1) field multi-
plications. Computing ¢(3) takes at most log(m) field additions and log(m) field
multiplications.

All in all, we obtain the concrete cost in Table 9 for the point-vs-line reduction.

‘ P ‘ Vv ‘ Rounds
Point-versus-line (Protocol 6) | 4m + 3log(m) F | Tlog(m) + 5 F | 1

Table 9: Concrete cost of the point-versus-line method, in field multiplications for P, and
field additions and multiplications for V. Rounds indicates the number of communication
rounds in Protocol 6.

Concrete costs of Hypernova We next discuss the costs of Hypernova. We adopt the
notation from [KS23b], and we refer to this reference for a full description of the Hypernova
protocol.

Hypernova has the Prover perform a sumcheck on the function:

9X) = | Y007 LX) | +94QX)
Jel]
where v € F is random, and the L;, @ are defined as:

Li(X)=eq(r, X) - | Y. AX,y)-A(y)
y€EBlog(m)

Ly(X) :=€q(r,X)- [ > BX,y)-(y)
y€Blog(m)

L3(X) :=eq(rz, X) - Z C(X,y) - zi(y)
y€Blog(m)

Q(X) :=€q(8,X) - Yo AXy) A || Y. BXy)- ()

ye]Blog(m) yEBlOg(m)

- > CX.y)-z(y)

yeElog(m)
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Here z1 = (w1, u,x1), 22 = (we, 1,x2) are concatenatations of the witnesses for the linearised
R1CS instance and the R1CS instance (respectively) with a field element (either w or 1),
and the public inputs.

In [DT24], Dao and Thaler bound the Prover’s number of field multiplications when
performing the sumcheck on a polynomial of the form Q(X). They bound this cost as 5m.
By applying their optimisations to the remaining term ~ - L (X) ++2 - La(X) 4+ 73 - L3(X),
the Prover can perform the sumcheck on this term in 4m + O(y/m) field multiplications,
with the constant being such that the O(y/m) term is well below m. All in all, we estimate
that the Prover performs no more than 10m field multiplications in total for the sumcheck
involving g.

The costs above assume the Prover knows all the evaluations of the sums in the definition
of Ly, Ly, L3, ().We next explain how Prover can compute these.

Note that for any x € B°8(™) the sum > yemosm) A(X,¥) - Z1(y) is equal to the x-th
coordinate (the coordinate whose index has binary representation x) of the product A - 2,
and similarly for B,C and zo. Therefore, the Prover needs to compute A - 21,B - z1,C -
21, A 29, B+ 29,C - z9. We estimate the cost of these as follows: to compute A - z1, one needs

m

Z(sz—l):n—m

=1

field additions, where kZA is the number of nonzero entries in the i-th row of A, and

field multiplications. Recall n = Q(m) is the number of nonzero entries in the R1CS matrices.

The rest of matrix-vector multiplications can be computed similarly. Overall, the total field

operations to compute the necessary matrix vector quantities is 6(n —m) field additions, and

6n field multiplications. If A, B, C' are binary matrices, then there are no multiplications.
The Prover also needs the quantities:

o=y Alrey)-2(y)

yGBlOg(m>

oyi= Y Blry,y)-a(y)
yeBlOg(m)

o5:= Y Clrw,y) Zly)
ye]ElOg(m)

=Y Alry,y) Z(y)
yeBlOg(m)

Oy:= Y Blrw,y) Z%(y)
yeBlog(m)

O5:= Y Clra,y) Zl(y)
yeBlog(m)
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where r,s is determined during the course of the sumcheck protocol. The Prover already
has all o;’s at the end of sumcheck. It also knows the quantity #; - 8o — 03, so it may
only compute two out of the three ;. Because at this point, the Prover already has the
products A - zo and so on, each of the two 6; can be obtained by computing the evaluation
of the MLE of the corresponding matrix vector product at the random point r,s. This
can be separated into computing the evaluations of €q(r,,x) for all x € B'°&("™)and then
performing two inner products with the dense representations of the corresponding matrix-
vector products. The former costs no more than m field multiplications, and the latter costs
2m field multiplications in total. Finally there is the added cost of updating the witness,
public inputs, and commitments among other things. Barring negligible costs, this amounts
to m field multiplications and m field additions.

The Verifier needs to perform the sumcheck, which costs clog(m) field operations
(counting both additions and multiplications) for some very small ¢. The Verifier also
computes the quantity:

ZVj'el'0’j+74'€2'(91'92—93)
€3]

where e := eq(r,, ) and eg := €q(3,ry). Computing eq, ea costs at most 5log(m) field
operations, so this costs at most 5log(m) + 13 field operations. Then, there is also the cost
to update the commitment, and the public inputs among other things. We do not make the
constant hidden in the asymptotics explicit in Table 3, since we believe the Verifier cost is
comparable to Mova.

6 An efficient algorithm for composing a multilinear polyno-
mial with a line

In Section 4.2, we described a reduction of knowledge that uses the point-vs-line method as a
subroutine. In the point-vs-line method, the Prover needs to compute univariate polynomials
of the form mle[E] o ¢, where E € F™ and ¢ : F — F™ is a line in " (a polynomial of the
form ro + X (r; —rg) for ro,r; € F™). If done naively, this could easily cost O(mpolylog(m))
field multiplications. In this section we provide a cost analysis of an algorithm that allows to
compose a line and a log m-variate MLE over a field F in O(m) time and O(m) space. We
will be using the MLE point evaluation algorithm first proposed by Vu et al. in [VSBW13] (cf.
[Tha22] for a detailed exposition) and implemented in the arkworks algebra library [Arkb].
Our observation is that the algorithm can be used for point values from any commutative
ring F C R. This is because using the addition, subtraction and multiplication in R leaves
the algorithm unchanged, while division is not used at all. Therefore, we can evaluate the
MLE on the “point” rg + (r; — rg)X € F[X]'°8™ using the O(m) evaluation algorithm. The
algorithm is described in full in Algorithm 1. The result is similar to Claim 4.4 in [EG23].

We identify the boolean hypercube points b € B™ with the binary integers they represent
in little endian form, i.e. (1,1,0,1) is equivalent to 061011 (cf. [Arkb]).
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Algorithm 1 MLE-after-line composition

Input: MLE evaluations [Ep]pegm and line points ro,r; € Flo8™,

Output: The coefficients of the univariate polynomial mle[E](rg + (r1 — ro)X).
1. poly[0..(m — 1)] <= [Ep|penm; // Treat each Ej, € F as a constant polynomial € F[X]
2: for i =1 to logm do

30 U < ro[i — 1] + (r1[i — 1] — ro[i — 1])X; // compute the line coordinate polynomial
4. for b=0to 2™ _1do

5: left « poly[2 - b];

6: right < poly[2 - b + 1];

7 poly[b] < left + ¢; - (right — left);

8: end for
9: end for
10: return poly|[0];

A natural question is whether this algorithm is still linear in space and time. Now
addition can cost up to O(logm) field operations and multiplication up to O(log? m) field
operations, assuming univariate polynomial multiplication is done naively. Will it bring
a (poly)logarithmic factor to the time complexity? In addition, one atomic storage now
can contain up to logm field elements, will it also lead to increase in space complexity?
Fortunately, the answer is no to both questions!

Lemma 6.1. Algorithm 1 can be executed in at most bm — 2logm — 5 field additions,
4dm — 2logm — 4 field multiplications, and with a total memory consumption of at most
2m+2logm — 2 field elements, given that the univariate polynomial multiplication algorithm
s the naive quadratic one.

Proof. Let us analyse the time complexity first. We will count field operations required to
perform the algorithm.

Let us count how many multiplications p each iteration of the loop 2-9 does and compute
the degree d of the auxiliary polynomials stored in the array poly.

i = 1: At the beginning, all the auxiliary polynomials are field elements. We do 2'°e™m~1 =
m/2 (the loop 4-8) multiplications of field elements by a linear polynomial ry[0] + (ri[0] —
ro[0])X (line 7). That is 2-m/2 = 2-1-m/2 multiplications. The degrees of m/2 resulting
auxiliary polynomials is 1 now. So

1 =2-1-m/2and d; = 1.

i = 2: At the beginning, all the auxiliary polynomials are degree d; = 1. We do 298™~2 =
m/4 multiplications of linear polynomial by a linear polynomial ro[1] + (ri[1] — ro[1])X.
That is 2 - 2 - m/4 multiplications. The degrees of m/4 resulting auxiliary polynomials is 2
now (linear by linear). So

2 =2-2-mj/4 and dy = 2.

i = i: At the beginning, all the auxiliary polynomials are degree d; 1 =i — 1. We do m /2
multiplications of degree-(i — 1) polynomials by a linear polynomial ro[¢ — 1] + (r1[i — 1] —
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roli — 1])X. That is 2 -i - m/2¢ multiplications. The degrees of m/2!*! resulting auxiliary
polynomials is @ now (¢ — 1 by linear). So

pi=2-i-m/2" and d; = i.

Summing up p1, ..., fllogm We get the expression for the number of multiplications
logm logm iom logm i
Dmi=d T MY
i=1 i=1 i=1

Using the method of differentiation of geometric progression we compute the sum

e 2logm + 4
mz i1 =M <4—m> =4m — 2logm — 4.
=1

The number of additions on the ith iteration can be derived similarly. let us focus on the
line 7 of the algorithm. We do d;—1 + 1 additions in right — left. Then we need d;_; additions
for the multiplication by the linear polynomial ¢;. And finally to add to left we do d;_1 + 1
additions as well. That sums up to 3d;—; + 2. Knowing that d;_; =7 —1 we get 37 — 1
additions. And that happens m/2° times in the loop 4-8. This finally gives m(3i —1)/2¢. In
addition to that, at each of the log m iterations of the loop 2-9 we compute the polynomial ¢;
at line 3. The only field operation we do for that is r1[i — 1] — rg[¢ — 1], which is an addition
(we do not distinguish addition and subtraction). Thus we arrive to the following sum for

the number of additions 1
ogm .
. —1
3 <m(32) n 1) .
i=1 2

Using the same summation techniques we obtain the number of additions:
5m — 2logm — 5.

Summing the two formulas together the number of field operations is
9m — 4logm — 9.

Regarding the memory, we have variables ¢;, left and right that are always there and that
occupy in total 3logm. The array poly occupies by the end of the algorithm

mlogm i
5 Z 51 =2m —logm — 2
=1

field memory cells. Hence the total memory consumption is

2m + 2logm — 2.
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7 Deferred proofs

We end the paper with a proof that Protocol 6 is a reduction of knowledge.

7.1 Proof of Lemma 4.4

Public reducibility. We construct a deterministic function ¢ that, with input (pp,x1,x2, 7),
outputs (x},x%). Let 7 = ((h1(X), ha(X)), 8) (otherwise abort). Define v} := hi(B), v} :=
ha(B) and r’ = (x2.r — x1.r)3 + x1.r and notice that these values are polynomial-time com-
putable from x;,x9 and 7. We have ¢ output (x},x}), where x| = (x1.x, v}, x1.u,x1.W, ')
and x), = (x9.X, v, X9.u, x2. W, 1').

Let A,P* be PPT adversaries and let (x1,x2,st) < A(pp). Let 7 be the transcript
of the interaction between P* and V, with input (pp,x1,x2,st) following Protocol 6. Let
(x},x5; wi, w)), be the output of the interaction. The output of ¢(pp,x1,x2) is by construc-
tion equal to (x),x}), as required.

Perfect completeness. Let A be a PPT adversary and let (x1;w1), (x1;ws2) < A(pp) be
such that (pp, x;; w;) € Racc for both i = 1,2.

Write (pp,xq; w;) = (pp, Xq, Vs, ui, Wi, s Wi, E;, 54) € Raee, for i = 1,2, Assume P and
V honestly follow Protocol 6 with inputs (pp,x;; w;) and (pp,x;), i = 1,2. We argue that
the output of the interaction (P,V) is in Requal and V accepts. The case when r; = r is
immediate. Assume ry; # ro. By definition of hy(X), ho(X) (the first message sent by P)
and ¢, we have

h1(0) = mle[E;] 0 £(0) = mle[Eq](r1) = v;1.

In exactly the same way, we obtain ha(1) = ve. Hence, V does not abort at the end
of Protocol 6. Let (x|,x5; wi,ws) be the output of the interaction between P and
V. Write x} = (x;,v},u}, W;,r}) and w = (W;,E;,s;), i = 1,2. We now argue that
(pp, x|, x5; Wi, w)) € Requal- Indeed, by construction, rj = ry = r’ for some point r’.
Hence, it suffices to check that (pp,x};w;) € Racc for both i = 1,2. We show this for
(pp, x; w}), the reasoning for (pp,x}; w)) being analogous. Since (pp,x1;w1) € Race, we
have (A-Z1) o (B-Z1) =uy - (C-Z1) + Eq, and Com(ppcom, W1, 51) = W1. Hence, it only
remains to check that mle[E;](r") = v|. However, it is clear that this is the case after inspect-
ing Step 3 in Protocol 6. More precisely, we have v{ = hi(8) = mle[E;] o £(3) = mle[Eq](r’).

Knowledge soundness. The proof follows the same structure as the knowledge soundness
proof in Lemma 4.1. Some of its arguments are a word-by-word repetiton of reasonings used

in said proof.

Let A and P* be expected polynomial-time adversaries. Let (x1,x2,st) < A(pp). Write
(xi, w;) = (x5, Wy, v5,ui,v5; Wi, Ey 55) for 4 = 1,2,. Assume r; # ro. Let £ be the linear
function £ : F — F'°8™ gsatisfying £(0) = ry and £(1) = ra.

Fix the notation (P*,V) = (P*,V)(pp, x1,x9, st), i.e. (P*,V) is interactive protocol in
which P* and V interact following Protocol 3, with inputs pp, x1,x2 and st. We also look at
(P*,V) as a random variable modelling the output of such interaction.

Let etotal be the probability that P*, with inputs (pp, x1, X2, st), succeeds in obtaining
an output in Requal, i.€. €total = Pr{(pp,x, (P*, V) (pp, X1, X2,st)) € Requall-
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We define the extractor Ext as follows. Ext receives (pp,x,x2,st) as inputs. Then:

1. Ext runs the protocol (P*,V) once. Let (pp,xgl),xgl); wgl), Wél)) be the output of this
interaction. If V rejects the interaction, or if (pp,xgl),xgl);wgl), wgl)) & Requal, then
Ext aborts.

Otherwise, say we have

(pp, Vs wi) = (pp,xi, 0, u, Wi, e W ED st
for i = 1,2, where r) = £(8()) and () is the Verifier’s challenge. Let hi(X), ho(X)
be the Prover’s first message of the interaction.

Let Ejines be the event that Ext does not abort in Step 1 and both Ay (X) = mIe[Egl)] o
(X)) and ho(X) = mIe[Eél)] 0l(X). Let Epad—lines be the event that Ext does not abort
in Step 1 but either hy(X) # mle[E\"] o £(X) or hy(X) # mle[ESY] 0 (X).

If Ejines holds, then Ext terminates and outputs wgl) = (WEI),E?), sgl)) fori=1,2.

2. Next, Ext repeatedly runs (P*, V), keeping always the same first message sent by P* to
be (h1(X), ho(X)). To do so, Ext rewinds P* only to the point where P* has already
sent (hi(X), ho(X)).

As soon as Ext obtains an output

(PP, X?) ) XgQ) ; W52)> ‘W§2)) € Requal

and V does not reject, Ext terminates and outputs ng) = (W(I), EZ(I), 351)) fori=1,2.

)

Let &, h, be the event that P*’s first message in Step 1 of Ext is (h1(X), ho(X)). Fix one
such first message (h1(X), ha(X)), and let € be the probability that (pp, (P*, V)(pp,x1,x2,st)) €
Ricc. We next prove that, conditioned on &, p,, Ext runs in expected polynomial time and
outputs a valid witness for (x1,x2) with probability £ — negl(A). For readability purposes,
we avoid referring to (hq, ha) in our notation. In what follows, unless stated otherwise, we
consider all probabilities and events referring to Ext as conditioned on &, 4,.

First of all we prove that Ext terminates in expected polynomial time. The argument is
analogous to that in the proof of Lemma 4.1. Let £ be the event that Ext does not abort in
Step 1. We have Pr[Ext] = ¢. Denote by Z the random variable (over Ext’s random coins)
representing the number of times Ext runs the interaction (P*, V) in Step 2 (if Ext terminated
or aborts in Step 1, then Z = 0). Let Ziotal be the random variable (over Ext’s random
coins) representing the total number of times (P* V) is run when executing Ext. We have

E[Ziow)] = 1+ Prl€] -E[Z | €] < 1+¢- é _9. (27)
Hence, Ext runs in expected polynomial time, and it does not abort with probability at least
€.

Let Epinding be the event that Ext, on inputs (pPpcom,X1, X2, st) is not able to break the
binding property of the commitment scheme Com, i.e. Epinding is the event that at no point
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Ext has computed two vectors Uj, Uy and elements sy, s such that Com(ppcom, U1, 51) =
Com(ppcoms Uz, 52). We have Pr[Eyinding] = 1 — negl(\).

Now, conditioning on £ occurring, since the events Ejines and Epad_iines are complementary
and mutually exclusive, by the law of total expectation,

E[Z ’ 5] = E[Z | Elines OT 5bad—|ines}
:E[Z ’ glines]Pr[glines] + E[Z | 6bad—|ines]Pr[gbad—lines] (28)
=E[Z | Ebad—iines)e1 + E[Z | Elines) (1 — £1),

where €1 = Pr[€pad—iines) 1s the probability that Ext does not abort in Step 1 and &jines does
not hold. Note that E[Z | Ejines) = 0, because if, at the end of Step 1, &jines holds, then the
extractor terminates. We now make the following claim:

Claim 7.1. E[Z | Epad—iines, Ebinding] = negl(\).

Assume Claim 7.1 is true for now. We now claim that if Ext does not abort in Step 1
and &jines holds, then both (pp,xl;wgl)) and (pp,xQ;ng)) belong to Racc. Indeed, since Ext

does not abort, we know that (pp,xgl),xgl);wg),wgl)) € Requal- Further, hy(0) = v; and

ha(1) = v, because V did not reject. Since Ejines holds, this implies that

iy

mie[B{"](r1) = mie[B{"] o £(0) =

5 i (0) =v (20)
mle[ES](ra) = mle[E] 0 (1) = hao(1) = v,

[\

Finally, since (pp,xgl);\wgl)) € Riacc for both i = 1,2, we conclude that (pp,xi;\wgl)) € Racc
(1)

as well, due to Eq. (29) and x;,x;’ only differing in the evaluation points r;, v and

evaluation values v;, vi(l).

We next argue that 1 = negl(\). Note that this will complete the proof (barring the
proof of Claim 7.1) that Ext runs in PPT time and outputs a valid witness with probability
e — negl()), conditioned on P*’s first message being (h1(X), ho(X)), i.e. conditioned on the
event 5}117}12. .

Further, we have already argued that Ext runs in expected polynomial time, and that it
does not abort with probability at least €. If, additionally, the probability that Ext does not
abort and —&ines is negligible, then we conclude that Ext is a PPT algorithm that outputs a
valid witness for x;, xo with probability € — negl(\).

We now prove that €1 = negl()), assuming that Claim 7.1 is true. Indeed, plugging (28)
into (27), and using both Claim 7.1 and E[Z | jines] = 0, we obtain

2> E[Ztotal] =1+ EE[Z ’ 5] =1+ é‘ElE[Z ’ gbad—lines] (30)
Using again the law of total expectation,

E[Z | Ebad—lines]
=E[Z | Ebad—lines; Evinding|Pr[Ebinding] + E[Z | Ebad—lines: "Ebinding] Pr[~Ebinding] ~ (31)
>E[Z | Epad—lines; Ebinding] Pr[Ebinding]-
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Note that 7 < ¢, since €7 is the probability that Ext does not abort at Step 1, which occurs
with probability e, and, additionally, Epad—jines holds. Hence from (30), (31), and Claim 7.1
we obtain

et < e16 < E[Z | Epad—liness Ebinding] Pr[Ebinding) + = negl(N),

where the last equality follows from Remark 3.1 and the fact that E[Z | Enonzeros Eb;nding}_l =
negl(A) and Pr[&pinding] = 1 — negl(A). This implies that €; = negl(\), as needed.
Now it only remains to prove Claim 7.1.

Proof of Claim 7.1. Assume Epinding holds, i.e. Ext does not break the binding property of
the commitment scheme Com. Assume we run Ext up to Step 1 and Epad_iines holds, so
in particular Ext does not abort. Let (pp,xgl),xg);wgl),\wgl)) be the output of (P*,V)
obtained at the end of Step 1. By definition, this output belongs to Requal-

By construction of Ext, during Step 2, Ext successively repeats an experiment =, until
= is successful. The experiment = consists in running (P*, V), and = is successful if the
output (pp,x@,xé ), W(Q), (2 )) of (P*,V) is in Requai. Importantly, note that the random
challenge 8@ sent by V durmg this experiment is uniformly random and independent
of (pp,xgl),xgl);wgl),\wgl)) Suppose one such output (pp,x?),xg ),\W§2),Wg2)) is in Race.
Write

(pp7 X§2)7 WZ(2)) = (pp? Xi, UZ-(Q), Us, Wiv r(2); WZ(2)7 E(2) 8(2))7 1= 17 2.

We next prove that W(l) = WEQ) and that Egl) = EEQ) for both i = 1,2. Indeed, since in
particular (pp,x; (1 ),w( )) and (pp, (-2)7W( )) are in Racc, we have

Com(ppcom: Wi, st) = W, = Com(ppcom, Wi, 7)) for i =1,2. (32)

) ’ 2

Since we assume Epinding holds, we obtain ng) = W?) and ng) = Wg). Setting
Zgl) = (WEI),X,L', 1) and ZZ@) = (WZ@),XZ', 1), it also follows that Zgl) = ZZ@ for both i =1, 2.

To show that Egl) = EZ(?) for both 7 = 1,2, we use that (pp,xgl);wgl)) and (pp,xgz);wgm)
are in Ry, and that Z(l) = Z(2):

(33)

I
N
HN
S
(0]
Sy
N
S
!
g
s
Q
N
=
I
=
xS

1
An analogous argument shows that Egl) = Eg).
We now prove that 5(2) is a root of hl(X)—mIe[Egl)]oE(X) and of ho(X)—mle[E E{ )]oﬂ( X).
Recall that the univariate polynomials hi(X), ho(X) constitute P*’s first message in all runs
of (P*,V). Since we assumed that

(Ppaxg )75&%2)7“7‘75 )7 §2)) € Requal (34)

and V did not abort, we have h1(0) = v; and ha(1) = vg, and U%Q) = h1(6(2)), 1)52) = hg(ﬁ@)).
Further, due to (34), vl( ) = mIe[EEz)](r(Z)) for ¢ = 1, 2. Hence, using that Egl) = Egz)’ and
Egl) = E§2) we have that that

Bi(B89) = o = mie[B”](r®)) = mie[B{"](x?)

= mle[EL](£(8?)) = (mle[EM] 0 £)(52) )
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for i = 1,2, as claimed. Hence, for = to be successful, it is necessary that () is a root of both
degree < log(m) univariate polynomials h; (X)) —mIe[Egl)] ol(X) and ho(X) —mIe[Eél)} ol(X).
Since we assume Epad_lines holds, we have that at least one of these polynomials is not the
zero polynomial. Then, by Schwartz-Zippel lemma, and because 32 is sampled uniformly
at random after E(M, ¢(X), and hi(X), ho(X) are determined, the probability that Z is
successful is at most logm/|F| = negl(\). O

Recall we have only proved so far that, conditioned on P*’s first message in Step 1
of Ext being (hi(X),h2(X)), we have that Ext runs in expected polynomial time and
outputs a valid witness for x with probability € — negl()\), where ¢ is the probability that
(pp, (P*,V)) € RRics, conditioned on P*’s first message being (h1(X), ha(X)).

We have to prove that, without conditioning on any P*’s first message, Ext is a PPT
algorithm that outputs a valid witness with probability eiotal — negl(A). At this point, this
follows word by word as the last part of the proof of Lemma 4.1.

Finally, recall we assumed that the evaluation points rq,ro were different. If ry = ro,

then it is trivial to build a PPT extractor that outputs a valid witness with probability eiotal-
O
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