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Abstract

Streaming functional encryption (sFE), recently introduced by Guan, Korb, and Sahai
[Crypto 2023], is an extension of functional encryption (FE) tailored for iterative computa-
tion on dynamic data streams. Unlike in regular FE, in an sFE scheme, users can encrypt and
compute on the data as soon as it becomes available and in time proportional to just the size
of the newly arrived data.

As sFE implies regular FE, all known constructions of sFE and FE for P/Poly require strong
cryptographic assumptions which are powerful enough to build indistinguishability obfuscation.
In contrast, bounded-collusion FE, in which the adversary is restricted to making at most @
function queries for some polynomial @@ determined at setup, can be built from the minimal
assumptions of public-key encryption (for public-key FE) [Sahai and Seyalioglu, CCS 2010;
Gorbunov, Vaikuntanathan, and Wee, CRYPTO 2012] and secret-key encryption (for secret-key
FE)[Ananth, Vaikuntanathan, TCC 2019].

In this paper, we introduce and build bounded-collusion streaming FE for any polynomial
bound @ from the same minimal assumptions of public-key encryption (for public-key sFE)
and secret-key encryption (for secret-key sFE). Similarly to the original sSFE paper of Guan,
Korb, and Sahai, our scheme satisfies semi-adaptive-function-selective security which is similar
to standard adaptive indistinguishability-based security except that we require all functions to
be queried before any of the challenge messages.

Along the way, our work also replaces a key ingredient (called One-sFE) from the original
work of Guan, Korb, and Sahai with a much simpler construction based on garbled circuits.
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1 Introduction

Streaming functional encryption (sFE) [GKS23] is an extension of functional encryption (FE)
[SWO05, BSW11, O’N10] designed for scenarios involving iterative computation on dynamic and
evolving data streams. In a standard FE scheme, given an encryption of x generated using the
master public key, and a function key for some function f generated using the master secret key,
a user should be able to compute f(x) and nothing else. In streaming FE, we extend the mes-
sage space to data streams x = x1 ...z,, and the function space to streaming functions which can
perform iterative computation on these message streams. Furthermore, we allow encryption and
decryption to be done piece by piece as the data becomes available.

In more detail, streaming FE considers streaming functions which are stateful functions that
take as input a value x; and a state st;, and output a value y; and the next (updated) state st;;1.
We say that the output of streaming function f on a stream z = x;...xz, (denoted f(z)) is the
sequence of values y = yj ...y, resulting from iteratively computing (y;,st;+1) = f(x;, st;) starting
from sty = L.
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Figure 1: Computation of a streaming function f on a data stream z = x ... 4.

Using the master secret key, an authority can generate function keys for streaming functions
f of their choice. Then, as soon as the i" value x; of the stream becomes available, a user can
generate a ciphertext ct; for z; using the master public key.! Finally, given a function key for f and
access to a stream of ciphertexts ct;...ct, encrypting stream x = x1...x,, a user can iteratively
decrypt each ciphertext ct; (as soon as it arrives) to learn the corresponding i** output y; of f(x).
For security, we desire that the user only learns f(x) = y; ...y, and nothing else. Furthermore, we
require the scheme to be streaming efficient, meaning that the runtime of all algorithms should be
independent of the stream length n.

We remark that the standard notion of FE has garnered significant attention in the literature
(e.g. [SS10,GVW12,GGH"13,GKP ™13, GGG T 14a, GJKS15, AV19, AMVY21,JLS21,JLS22]), with
major applications like building indistinguishability obfuscation? (i0) [AJ15, BV15]. iO itself is
very powerful and can be used to build a wide-variety of objects [SW14, CLTV15, BPR15]. FE
has also been used to build other cryptographic applications, including reusable garbled circuits
[GKPT13], adaptive garbling [HJO™16], multi-party non-interactive key exchange [GPSZ17], uni-
versal samplers [GPSZ17], and verifiable random functions [GHKW17,Bit17, BGJS17].

Our goal: Building sFE from weaker/minimal assumptions. The only known construc-
tions of sFE are [GKS23, DGKS24], the latter of which builds an adaptively secure sFE scheme

! Ciphertexts corresponding to the same input stream = = z ..., must be generated under the same encryption
state Enc.st which can be generated once using the master public key and which does not need to be updated during
encryption. This is to prevent mix and match attacks between ciphertexts of different streams.

2The particular notion of FE that can be used to build iO is called compact FE, where the runtime of the
encryption algorithm is assumed to be independent of the function sizes supported by the scheme.



from i@ and injective PRGs, and the former which builds a semi-adaptive-function-selectively® se-
cure sFE scheme from standard FE.* Both these constructions require the usage of heavy duty
primitives. FE and ¢O are notoriously complex to build and, at present, requires three different
cryptographic assumptions [JLS22]. Indeed, these difficulties seem inherent to the construction of
sFE, since sFE implies standard FE which implies ¢0. However, we would ideally like to build a
version of sFE which does not require such strong assumptions.

This gives us the following goal: Can we construct a notion of sFE which maintains a meaningful
notion of security, but that requires much weaker assumptions than ¢O or FE? To this end, we will
construct a bounded-collusion® sFE scheme from the minimal assumptions of public-key encryption
(for public-key sFE) and secret-key encryption (for secret-key sFE). As we explain below, this
notion of security is still meaningful in many real world scenarios.

The advantages of sFE, even with bounded collusion. Streaming FE allows us to extend
the usage of FE to a variety of new applications and scenarios in which using standard FE may
incur a significant cost in efficiency or usability. In particular, sFE is especially useful in situations
where the data we wish to encrypt either is not concurrently available, is too large to store or
compute on all at once, or is being continually added to and updated. All of these situations make
it difficult to compute on the data in one go, which therefore creates a need to process the data in
batches or as a stream. Furthermore, sFE allows users to obtain partial outputs as and when the
encrypted data becomes available, rather than needing to wait for all of the data to arrive.

As a motivating example, consider the following use case: Suppose several medical institutions
would like to run machine-learning algorithms on a large set of patient data stored by some hospital.
While the hospital is supportive of this research, it cannot simply give out the patient data as that
would violate patient privacy laws. However, using sFE we can easily facilitate this process! The
hospital can first generate and distribute function keys for each of the machine learning algorithms
requested by the research institutions. Then, the hospital can start encrypting its large medical
database in batches as the data becomes available and as computing resources are freed up. The
flexibility of being able to encrypt smaller chunks of data at a time allows the hospital to both use
a smaller number of simultaneous computing resources and to easily incorporate any new patient
data it may gather from future patients. As soon as the first batch of encrypted data arrives, the
research institutions can begin processing their algorithms on the data. Then, upon receipt of each
subsequent batch of encrypted data, the institutions can update their algorithms to incorporate
the new data in time proportional to the size of just the newly arrived data. The correctness of
sFE ensures that each institution will learn the output of its algorithm on the data received so far,
while the security of sFE ensures that no other patient data is leaked.

Observe that if we had tried to use standard FE rather than sFE, then this process would become
much more difficult as both the hospital and the research instutions would need to compute on the
entire database all at once. This requires both parties to have much larger simultaneous computing
power and also may incur delays since they would need to wait until all of the data becomes available
to them. Furthermore, if the data evolves or changes, then the entire encryption and decryption

3Semi-adaptive-function-selective security is similar to adaptive security, except that we require all function
queries to come before any message query.

4In particular, [GKS23] build their scheme from a selectively secure FE scheme, in which security is only required
to hold when the challenge messages are chosen at the beginning of the experiment. Though [GKS23] state that their
scheme must also be compact, this is not a necessary requirement since compact, selectively secure FE for P/Poly can
be built from (non-compact) selectively secure FE for P/Poly [AJS15,BV15].

5This is the notion where an adversary can only query for an a-priori bounded number of function keys in the
security experiment.



process would need to be restarted.

Bounded collusions. In the example use case mentioned above, the hospital may need to gen-
erate a large number of ciphertexts, since each institution may wish to run their algorithms on
different sets (or streams) of evolving patient data, depending on the nature of the experiment.
However, the number of function keys that are ever left outstanding is equal to the number of
current medical researchers working on patient data. This group may not be exorbitantly large
since computing on the data requires both a large amount of computing power as well as permission
(and appropriate background checks) from the hospital or regulators. Thus, it could be reasonable
to place an a priori bound on the number of researchers allowed to concurrently operate on the
data. Combined with careful data deletion policies for no longer needed function keys, the hospital
could ensure that the number of function keys in circulation never exceeds this bound.

This brings us to the notion of bounded-collusion sFE, which is a variant of sFE in which
security is only required to hold when the number of function keys released does not exceed some
a-priori bound @ specified during setup. We will call @) the collusion bound, and will use the term
@-bounded to refer to a bounded-collusion scheme which is secure against () function key queries.
While weaker than the standard notion of security, this notion of security still permits many natural
use cases such as the one described above.

Indeed, bounded-collusion security for standard FE and other related primitives (such as IBE
and ABE) has been studied extensively in the literature (e.g. [SS10,GLW12,GVW12,AR17,Agrl7,
ISVT17, GKW18, AV19, GSW21, Wee21, AKM ™22, GGLW22, GGL24, DKXY02, HK04, CHH'07]).
As it turns out, there is a massive gap between the assumptions needed to build fully secure
FE and bounded-collusion FE. While fully secure FE requires the same assumptions needed to
build 1O, @Q-bounded FE for any polynomial @ of the security parameter can be built from the
minimal assumptions of one-way functions (for secret-key FE) or public-key encryption (for public-
key FE) [AV19]. Given this massive difference in assumptions, it is natural to ask whether a similar
difference holds for sFE. Thus, we ask the following question:

Can we construct a bounded-collusion sFE scheme from weaker (minimal) assumptions
such as one-way functions or public-key encryption?

Our results. In this paper, we answer the question in the affirmative and prove the following
theorem:

Theorem 1.1 ((Informal)). Assuming the ezistence of CPA-secure public-key (resp. secret-key)
encryption, there exists a Q-bounded, semi-adaptive-function-selectively secure, public-key (resp.
secret-key) sFE scheme for P/Poly for any polynomial Q = Q(X\) of the security parameter X.

Our assumptions are identical to those needed for building adaptively secure, bounded-collusion
standard FE [AV19], and indeed are the minimal assumptions needed to build this primitive. (Note
also that one-way functions are equivalent to CPA-secure secret-key encryption.) Additionally, this
is the first sSFE construction that does not depend on assumptions which imply 0.

Our final scheme is @-bounded, semi-adaptive-function-selectively secure (see Definition 3.15),
which is the same as standard bounded-collusion indistinguishability based security except that we
require all function keys to be queried before any challenge message queries. We remark that this
restriction on the ordering of function and message queries is not a novel development of our work.
The original construction of sFE in [GKS23] achieved only semi-adaptive-function-selective security
which is the corresponding notion of security in the unbounded-collusion setting. Furthermore,



while [DGKS24]| - the only other known construction of sFE - achieved adaptive security, they were
only able to do so by utilizing complex iO-based techniques, which we do not wish to use here.
We leave the construction of Q-bounded, adaptively secure sFE from weaker assumptions as an
interesting open problem.

Indeed, not only do we achieve new results, we also significantly simplify the construction of
[GKS23] along the way. Let’s recall the basic 2-step blueprint of [GKS23]:

1. First, they construct a secret-key sFE scheme One-sFE that is only required to be secure
against one challenge function and one challenge stream.

2. Then, they bootstrap this scheme into a bounded-collusion public-key (or secret-key) sFE
scheme.

Our construction completely reworks the first step in a much simpler way, using minimal assump-
tions. This reworked step can completely replace the much more complicated FE-based construction
found in [GKS23]. We also make some modifications to the second step which are needed in order
to make it work in the bounded-collusion setting.

In more detail, in prior work, the first step relied upon a recursive FE computation, which led
to circular parameter dependencies. To solve these parameter issues, prior work had to add a lot of
strong assumptions and additional machinery, including using two alternating FE schemes, one of
which was strongly-compact.® In our construction, we build One-sFE using just one way functions!

For the second step, prior work required unbounded-collusion FE. As we only know how to
build such FE schemes from strong assumptions, we had to modify the procedure. We were able
to downgrade the unbounded-collusion FE scheme to a bounded-collusion FE scheme by careful
reorganization and restructuring of the construction.

Related works. As mentioned, [DGKS24] builds an adaptively secure sFE scheme from O and
injective PRGs, and [GKS23] builds a semi-adaptive-function-selectively secure sFE scheme from
standard FE.

There has been a long line of work on bounded-collusion FE [SS10, GVW12, AR17, Agrl7,
GKW18, AV19] culminating in the construction of public-key bounded-collusion FE from PKE.
[GGLW22, GGL24] construct a dynamically-bounded FE scheme from IBE.” [AMVY21, AKM*22]
build bounded-collusion FE schemes for TMs.

Two two types of FE most similar to SFE are FE for Turing machines [GKP*13, AS16] and
multi-input FE (MIFE) [GGG™14b, ACFT19,BKS16,GJO16]. While FE for Turing machines also
involves iterative computation, unlike sFE, the entire input must be known at encryption time
and no output can be generated before the computation is completed. MIFE, like sFE, allows for
different portions of the input to be encrypted at different times. However, in MIFE, decryption
can only occur once the decryptor receives ciphertexts for all portions of the input. In contrast, in
sFE, the decryptor can begin decryption on the stream of ciphertexts as soon as they arrive.

A strongly-compact FE scheme is one where the size of the setup and encryption circuits are independent of the
size of the functions used in key generation.

"In a dynamically-bounded FE scheme, the collusion-bound @ can be independently specified for each new
ciphertext. In particular, the collusion-bound does not have to be chosen at setup.



2 Technical Overview

Following the general blueprint used in prior work [GKS23,DGKS24], we will construct our bounded-
collusion sFE scheme in two steps:

1. First, we construct a secret-key sFE scheme One-sFE that is only secure against adversaries
who are given just one function key followed by one encrypted challenge stream. We prove
the following:

Theorem 2.1. Assuming OWFs, there exists a single-key, single-ciphertext, function-selectively
secure, secret-key sFE scheme for P/Poly.

2. We then bootstrap One-sFE into a bounded-collusion, public-key sFE scheme.
Theorem 2.2. Assuming

(a) a Q-bounded, adaptively secure, public-key (resp. secret-key) FE scheme for P/Poly

(b) a single-key, single-ciphertext, function-selectively secure, secret-key sFE scheme for
P /Poly

there exists a Q-bounded, semi-adaptive-function-selectively secure, public-key (resp. secret-
key) sFE scheme for P/Poly.

As bounded-collusion FE can be built from PKE (for public-key FE) or OWFs (for secret-key
FE) [AV19], this gives us our main theorem (Theorem 1.1).

Contrasting this with prior work, for Step 1, [GKS23] construct One-sFE from compact® FE,
and [DGKS24] construct an adaptively secure variant of One-sFE using iO and injective PRGs.
We remark that since compact FE can be used to build :O [BV15], we only know how to build
compact FE from the same assumptions needed to build ¢O. In particular, we do not have any
constructions of compact FE from PKE/OWFs. For Step 2, both [GKS23] and [DGKS24] use
unbounded-collusion FE to bootstrap their One-sFE scheme into an unbounded-collusion, public-
key sFE scheme. Their final scheme maintains the same type of security (i.e. function-selective
or adaptive) as their One-sFE scheme. In contrast, we will bootstrap our scheme using bounded-
collusion FE. As we will explain below, this requires some non-trivial changes to the bootstrapping
construction.

2.1 Single-Key, Single-Ciphertext, Secret-Key Streaming FE

We will first focus on constructing One-sFE. As all prior work crucially required either compact
FE or ¢O, which we do not know how to build from PKE/OWFSs, we will need new ideas.

Starting Point: Iterative Use of Functional Encryption As our starting point, we consider
the following natural idea: We will use regular FE to execute each iteration of our streaming
function. Here, we assume the existence of a simulation secure, single-key, single-ciphertext, secret-
key functional encryption scheme FE which can be built from OWFs [SS10, GVW12|. Since this
scheme is only secure for one message and one key, we will use a different FE scheme for every
iteration 7.

8Specifically, they require that the size of the setup and encryption algorithm of the FE scheme are independent
of the size of the functions for which function keys are generated.
9This was also an idea from [GKS23].



Now, in a streaming FE scheme, we need to combine three elements in each iteration: a function
f, aninput z;, and a state st;. However, regular FE only allows us to securely combine two elements:
a function g and a message m. Therefore, we will place both the function f and the state st; inside
the function key and will place the stream value z; in the ciphertext. Then, our FE scheme will
allow us to securely compute (y;,st;+1) = f(x;,st;). In order to pass on st;y; to the FE scheme of
the next iteration, we will have the ¥ FE scheme output a function key containing both f and
st;;1 under the (i + 1)"* scheme. This gives us the following construction, depicted in Figure 2:1°

In more detail, our master secret key will be a PRF key K, which can be used to generate FE
master secret keys msk; for each iteration i. To encrypt the i*" stream value z;, we will encrypt
x; and the master secret key msk;;; for the next iteration under the i" FE scheme. To generate
a function key for f, we will create a function key for g¢, (where sty = L and gfg, is as defined
below) using the 1% FE scheme. This will enable us to begin the decryption process, starting at
iteration 1. We can then decrypt the ciphertext for x; using the i* FE scheme and the function
key for gf<, generated from the previous iteration (or given in the function key if i = 1) to get the
correct output value y; and the function key for the next iteration.

Encrypted Under Function Message
msk, f Y955ty Xy, msk,
W > yl
msk, 9t sty X5, msks
w J .y,
msks sty X3, msky
~~—
L] L] [ ]
® L ] [ ]
L] L ] [ ]

9f.st; (i, mskip1):
L. (i, stiv1) = f(zi,sti).

2. Output (y;, FE.KeyGen(mskit1, gfst; 1))

Figure 2: Initial Idea for Building One-sFE

The correctness of our One-sFE scheme follows from the correctness of the underlying FE scheme.
For security, the idea is to sequentially simulate each FE scheme starting from iteration 1. Observe
that simulating the i*" scheme will hide the values present in the " ciphertext, namely z; and
msk; ;1. This means that after simulating the i** FE scheme, msk;,; will be removed from the
experiment, which will allow us to invoke the security of the (i + 1) FE scheme in the following
iteration. Then, after simulating every iteration, the entire stream = = z ...z, will be hidden.

Unfortunately, there are a few issues with the scheme laid out above.

Figure 2 is imported from [GKS23] as our starting idea is the same as the starting idea from [GKS23].



1. Standard FE only allows us to generate function keys for deterministic functionalities. How-
ever, since FE.KeyGen is, in general, a randomized function, then g, may also be a random-
ized function.

2. Since standard FE does not guarantee function privacy, the intermediate states st;, which are
placed in the function keys, are not hidden. This compromises the security of our sFE scheme
as we require both the stream values and the intermediate states to remain hidden.

3. Our definition of gy, is recursive since it needs to output a function key for gy, ,. Since
we are using an FE scheme for circuits, this means that the size of each gy ¢, must be strictly
larger than the size of gfst,,,. Thus, the size of the initial function gfe, will depend on the
total number of iteration n we wish to compute, breaking the efficiency requirements of our
sFE scheme.

The first two issues end up being relatively easy to solve. For the first issue, we can either instantiate
FE with a scheme that has a deterministic key generation algorithm (such as [SS10]) or can provide
the randomness needed for key generation in the ciphertexts.

For the second issue, rather than placing st; directly in the function key, we will instead place
an encryption st; of st; (using a one-time pad) in the function key. When encrypting z;, we will also
generate and encrypt one-time pads p; and p; 1. These pads will be generated using a PRF key K
which will be the master secret key of our One-sFE scheme. We will then modify each function g; 5.
(as shown below) so that we encrypt and decrypt the intermediate states as appropriate using the
one-time pads p;, p;+1 provided by the corresponding ciphertext. Observe that since our security
proof relies on us simulating every ciphertext, then we will eventually hide all of the one-time pads
pi, and thus will eventually hide all of the states st;.

9y &, (Tiy Piy Pit1, Mski1):
1. st; = st; @ p;
2. (yi,stiv1) = f(as,st;).
3. stip1 = stir1 ® pit1

4. Output (y;, FE.KeyGen(msk;11, 95, ,))-

Figure 3: Definition of g ..

The third issue, however, ends up being quite problematic. In [GKS23], they solve the third issue
by using a complicated construction which involves splitting their FE scheme into two alternating
FE schemes and utilizing the compactness of one of these FE scheme to prevent circular parameter
dependencies. However, as previously mentioned, we do not wish to use compact FE as we are
trying to build our scheme from simple assumptions such as OWFs.

In this paper, rather than just adding machinery on top of this blueprint (as was done in
[GKS23]), we will instead instantiate the underlying FE scheme with a particular construction,
and then make non-black-box modifications which involve the particulars of both the choice of FE
scheme and the general blueprint. Our starting FE scheme will be from [SS10] which we describe
below.



Summary of [SS10]. We now summarize the simulation-secure, secret-key FE scheme from
[SS10] which is only secure against adversaries who are given one function key followed by one
challenge ciphertext. Let £ denote the length of circuits supported by our FE scheme, and let SKE
be a secret-key encryption scheme.

e Setup(1"): Generate 2¢ SKE keys {skjp}icler),pe{o,13- Output these keys as the MSK.

e Enc(MSK, z): Define circuit U, which takes as input a function f and computes Uy (g) = g(=).
Garble U, using a circuit garbling scheme (e.g. [Yao86]) to get garbled circuit U and input
labels {'abj,b}je[e],be{o,l}- Encrypt each label lab;; under sk;, to get ct;,. Output CT =

(U, {etyp}jeipefo.n))-
o KeyGen(MSK, g): Output SKy = {sk; 4j}jeq Where g[j] is the ;' bit of g.
e Dec(SKy,CT,): Use the secret keys {skjgi;i}jeiq from SK, to decrypt the corresponding

ciphertexts from CT,, and recover {lab; 4} efg- Then, evaluate the garbled circuit U on
these labels to learn Uy (g) = g(z).

..............

\

u

X

l Garble

{tab; g1}, (0. {laby,},, )
Encrypt
g(x) {etin},,,

- /

Figure 4: FE scheme from [SS10].

Correctness follows from the correctness of SKE and the garbling scheme. To argue security, we
can first switch all ciphertexts ctj1-g[j] for the unused labels Iabj71_g[j] to encryptions of | since
the corresponding secret keys skj71,g[j] are kept hidden from the adversary. We can then use the
security of the garbling scheme to simulate both the garbled circuit U for z and the input labels
{lab; g(j1}jejes) for g from (g,g(z) = U(g)). Since the circuit U is now being simulated, nothing

about the input z is leaked beyond what is revealed by g(x), giving us the desired security.

Can we just use [SS10] directly? Suppose we directly plug [SS10] into our initial construction
(Figure 2). Then, the ciphertext for x; will consist of a garbled univeral circuit U; (with z; and
other values hardwired into it) and encryptions of the corresponding input labels. The function
key for iteration 7 will simply be a series of secret keys, one for each bit in the description of 9t
Unfortunately, as previously mentioned, we would still have an efficiency/size problem with our
function keys since the definition of 9, is recursive.

10



Exploiting the structure of garbled circuits. However, we observe that in the construction
of [SS10], the structure of the function key is relatively simple, and most of the heavy lifting is
done by the ciphertext. In particular, the function key for g, depends only on the bit-string
description of gy s,.

Our key observation is that the description of our function g does not change much between
iterations. In particular, the only thing that changes in the description of g between iteration ¢
and ¢ + 1 is that the encrypted state changes from st; to state st;; ;. Thus, the only parts of the
description of gr, that are unknown to the encryptor at encryption time are the function f and
the encrypted state st;. Therefore, we can greatly simplify our function keys by offloading the static
parts of g to the encryptor! As we will show, this change will solve the issue of exploding key sizes!

Let us go into more detail. If we we directly plug in [SS10] to our initial construction, then the
ciphertext for x; consists of a garbled circuit and encrypted input labels for the following function:

Ulzi, pis pit1, mskit](9y g,):

1. Output g . (%4, pi, Pit+1, mski+1)

where we define g; 5. as in Figure 3 and where msk;; is the [SS10] master secret key for iteration
1+ 1.

Our change will be to eliminate g in its entirety, by modifying U as below. Here, we expand
out mski11 = {skjt1;p};p along with [SS10]’s key generation algorithm which simply outputs a
selection of SKE keys. We use (f,st;11)[j] to denote the j** bit of the tuple (f,st;y1).

Ulzi, pis Pit15 {SKit1,56 }j.0) (f5 Sti):
1. p; = st; ® p;.
2. (yi,stit1) = f(s,sty).

3. stit1 =stit1 ®piy1.

4. Output (y;, {Skz’+1,j,(f,s§”ti+1)[j]}j,b)‘

Observe that we no longer have any recursive function definitions! This is because our main function
U is generated by the encryptor, and thus does not need to recursively generate copies of itself.
The only thing that needs to be passed onto the next iteration are the SKE keys sk; 1,5, (F5E) ]
representing the (i + 1) [SS10] function key, which can be of fixed size only dependent on the size
of (f,st;). Thus, we have fixed our parameter issues!

As one further optimization, we can modify U so that rather than outputting the SKE secret
keys for both f and st;; 1, it only outputs the secret keys corresponding to st; ;. Since the function
f does not change between iterations, we can provide the SKE keys corresponding to f directly in
the One-sFE function key for f. More precisely, the One-sFE function key for f will contain PRF
keys which will allow the user to generate the corresponding SKE keys for f for every iteration i.

Final Construction. This gives us the following scheme, depicted in Figure 5. Let {r and £s
be the lengths of the functions f and intermediate states st; supported by our scheme, and let SKE
be a secret-key encryption scheme.

e Setup(1?): Generate PRF keys for computing pads p; along with 2({x + fs) SKE keys
{ski b} jeler]befo,1}s 15Ki b} reles] beqo,1} for every iteration i. Output these PRF keys as the
master secret key MSK.
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e EncSetup(MSK): Output Enc.st = L.
e Enc(MSK, Enc.st, i, x;):

1. Use MSK to generate the 2({x + ¢s) SKE keys for indices i and i + 1.

2. Define circuit U; = Ulx;, pi, Pit15 {5Kit+1,5,6} 50> {SKi+1,k, J10] s below where U; has input
7, the pads p; and p;11, and the secret keys {ski 1,55} jc(er],e{0,1} 15Ki+1,k,b} keles],be{0,1}
for the next iteration hardwired into it.

3. Garble U; using a circuit garbling scheme to get U; and input labels {la bi,j,b}je[gf},be{071},
{1ab; &b} kejes) pefo,1} Where the first set of labels will correspond to the input wires for
f and the second set of labels will correspond to the input wires for st;.

4. Encrypt each label lab; ;;, under sk; ;; to get ct; ;5. Similarly, encrypt each label lab; ;
under sk; ;. to get ct; i p.
5. Output CT; = (Us, {ctijp}ibs {Ctikphp)-

o KeyGen(MSK, f): Use MSK to compute the SKE keys {sk; . 5, j}refes) for the first encrypted

state st; = p; @ st;. Then, use MSK to generate a limited selection of PRF keys which will
allow the user to compute {sk; ; 719 }jcer for every iteration i, but no other SKE keys. Output
these PRF keys along with the SKE keys for st; as the function key SK;.

o Dec(SKy¢, Dec.st;, i, CT;): Use the SKE keys for f and st; 41 provided in SKy and/or Dec.st; to
decrypt the corresponding ciphertexts from CT; and recover {lab; ; (1 }jees, {1ab; 1. g, k) trees)-

Then, evaluate the garbled circuit U; from CT; on these labels to learn U (£, st;) = (ys, {5kt 1 g5t [ 1R
Output y; and Dec.st;11 = {Ski+1,k,s~ti+1[k])}k'
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{skez,j, 00} E*{Skz-kjﬂz[k]}k [{“z,j.b}j,b’{Ctz.k.b}k,b 52]

B — 7
)

{labz’j,ﬂj]}j, {‘[abZ.jﬁz[k]}k

\

Y > V2
(ks i) (ks ki), ‘{“3,111} s (tsknl, U ’
{labs  rj1} r {labs j 5,1},
> V3

/ U [xt‘,Pinpi+1{5ki+1vk1b}k,b]\

lGarble

( [71- , {Iabi,j’b}j‘b ’ {labf,k.b}k,b )

o

l Encrypt l

{etijn},,  {etirnly,

U2, pis Pit1{ ki1, i) (f: Sti):
1. p; = st; & p;.
2. (yi,stiv1) = f(wi,sti).
3. Stit1 = Stit1 D Pit1.

4. Output (yi, {sk; 1 5.,k ob)-

Figure 5: Construction of One-sFE.

Correctness follows from the correctness of the garbling scheme and the SKE scheme. For
security, we will sequentially simulate each of the garbled circuits U; starting from iteration 1.
Observe that simulating the (i —1)*" circuit will hide all of the values hardwired into U;_1, including

z;—1 and the SKE keys for the next iteration.

Thus, after simulating iteration ¢ — 1, we can

switch all ciphertexts {ct; j1—r(;)};j, {ct; j 1_gijp bo for the unused labels {ct; ;1 rpj1}s, {ct; p1_gpte
to encryptions of L since the corresponding secret keys are now kept hidden from the adversary.
Then, we can use the security of the garbling scheme to simulate both the garbled circuit U; for
z; and the input labels {lab; ; r(;)} ;e {1ab; ; 511 }jes) from ((f, st;), Ui(f,st;)). Once we have
simulated all of the circuits, then the entire stream = = x7...x, will be hidden beyond what is
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learned from f(x). Furthermore, even though we reveal the padded states st;, the intermediate
states st; are also hidden, since the pads p; embedded in each U; are also hidden. Thus, we have
the desired security.

Function-Selective Security. Our final One-sFE scheme inherits the function-selective security
of [SS10], meaning that the scheme is only secure if the adversary makes its function query before its
message queries. This is due to the selective security of our garbled circuits. It might be tempting
to try to get adaptive security by either using an adaptive garbling scheme or to use a (single-key,
single-ciphertext) adaptively secure FE scheme from OWFs, such as [GVW12], instead of [SS10].
However, there are some barriers to this approach. In particular, adaptive simulation-secure sFE is
impossible even in the secret key setting and even when the adversary receives just one function key
and one stream of challenge ciphertexts.!! This means that any adaptive version of One-sFE would
need to rely on additional techniques beyond just simulation techniques. However, we observe that
both adaptive garbling schemes and (single-key, single-ciphertext) adaptively secure FE schemes
like [GVW12] are simulation-secure, and thus we should expect to find additional problems if
we directly try to insert them into our construction. Indeed, using these primitives will lead to
parameter issues as adaptive garbling schemes have large input encodings, and [GVW12] has large
function keys. Consequently, we leave adaptively secure One-sFE from OWFs (or any assumption
weaker than 7)) as an interesting open problem.

2.2 Bootstrapping to a ()-Bounded Public-Key Streaming FE

We now adapt techniques from [AS16,GKS23] to bootstrap One-sFE to a Q-bounded, semi-adaptive-
function-selective secure, public-key FE scheme.

Prior Work. Let us first review the prior work. [GKS23] show how to bootstrap a single-
key, single-ciphertext, secret-key sFE scheme One-sFE into an unbounded-collusion public-key sFE
scheme using unbounded-collusion public-key FE. At a high level, the idea is to generate a new
One-sFE master secret key for every (function, stream) pair. This way, each One-sFE master secret
key will only ever be used once, allowing us to use a reduction to the security of One-sFE.

In more detail, we will utilize three functional encryption schemes:

e One-sFE: the single-key, single-ciphertext, secret-key sFE scheme we wish to bootstrap.

e FE: an (unbounded-collusion) public-key FE scheme. This scheme will be responsible for gen-
erating a new One-sFE master secret key One-sFE.msk and a corresponding One-sFE function
key One-sFE.sks for every (function, stream) pair.

e FPFE: an (unbounded-collusion) function-private, secret-key FE scheme.!? This scheme will
use the One-sFE master secret key generated by FE to encrypt each stream value z; under
One-sFE.

To perform the bootstrapping, we will do the following:!3

1 An adaptive simulation-secure scheme necessitates simulation of an unbounded number of ciphertexts (one for
each element of the stream) without knowledge of any of the output values; followed by the simulation of an a priori
bounded-size function key that provides the correct output values for all of the ciphertexts (c.f. [BSW11]).

12 A function-private FE scheme hides both the messages and the functions. In the secret-key setting, we can build
a function-private FE scheme from any standard FE scheme using the function-privacy transformation of [BS18].

13For ease of explanation, we have omitted some details from this construction. In particular, in the actual
construction, G and H have additional branches of computation which are only ever used in the security proof.
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e Our setup algorithm will generate FE keys (FE.mpk, FE.msk) which will be the master public
key and master secret key of our scheme.

e To generate a function key for a streaming function f, we will create an FE function key
FE.skg for the function Gy defined below where s is a random value. Gy will generate a
fresh One-sFE master secret key One-sFE.msk along with a corresponding encryption state
One-sFE.Enc.st and a corresponding function key One-sFE.sk; for f. The output of G, will
be One-sFE.sk; and an FPFE ciphertext encrypting (1) One-sFE.msk, (2) One-sFE.Enc.st and
(3) a PRF key.

e To encrypt a stream x = x1...2,:

1.

We will first create an FE ciphertext FE.ct of (FPFE.msk, PRF.K) where FPFE.msk is an
FPFE master secret key and PRF.K is a PRF key. We will provide FE.ct with the first
ciphertext of our sFE scheme.

. Upon receiving the i*" stream value x;, we will create and output an FPFE function

key FPFE.sky, for the function H; = H; 4, s, defined below where ¢; is a random value.
H; will take as input a One-sFE master secret key (and a few other needed values) and
output a One-sFE encryption One-sFE.ct; of z;.

e To decrypt:

1.

We can first use FE to decrypt FE.ct (from our first sFE ciphertext) with FE.skg (from
our sFE function key) to get One-sFE.sk; and an FPFE ciphertext FPFE.ct.

. We can then use FPFE to decrypt FPFE.ct with FPFE.sky, (from the i'® sFE ciphertext)

to get One-sFE.ct;.

. Finally, we can use One-sFE to decrypt each One-sFE.ct; using One-sFE.sk; to learn the

corresponding output values ;.
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Encrypted Under Function Message

_____________

FE.mpk, FE.msk G | FPFE.msk,PRF.K |

Fori € [n],

FPFE.msk (One-sFE.msk,One-sFE.Enc.st,PRF2.K)
Fori € [n],

One-sFE.msk ¥» f X;
\

G s(FPFE.msk, PRF.K):
1. (7Setups TEncSetups TKeyGen, TPRF2, TEnc) <— PRF.Eval(PRF.K s).
2. One-sFE.msk < One-sFE.Setup(1*; TSetup)-
3. One-sFE.Enc.st <~ One-sFE.EncSetup(One-sFE.msk; rgncSetup)-
4. One-sFE.sky < One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)-
5. PRF2.K « PRF2.Setup(1*; rprr2).
6. FPFE.ct < FPFE.Enc(FPFE.msk, (One-sFE.msk, One-sFE.Enc.st, PRF2.K); rgnc).

7. Output (One-sFE.sky, FPFE.ct).

H; », +;(One-sFE.msk, One-sFE.Enc.st, PRF2.K):
1. r; + PRF2.Eval(PRF2.K,t;)

2. Output One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, x;; ;)

Figure 6: [GKS23]’s technique for bootstrapping to public-key sFE.

Correctness follows from the correctness of the underlying functional encryption schemes. For
security, we will focus on each (function,stream) pair at a time to define the hybrids. We will
first program the output values (One-sFE.sk, FPFE.ct) inside the function key for G, as part of
an SKE ciphertext, where FPFE.ct is encrypting the tuple (One-sFE.msk, One-sFE.Enc.st, PRF2.K),
and put the corresponding SKE secret key inside the FE ciphertext output during encryption of
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the first block. This allows us to get rid of the values FPFE.msk and PRF.K from the FE ci-
phertext, so that we can now use FPFE security to hardwire the One-sFE ciphertext, encrypting
the " input block x;, inside the FPFE function key for function H;. This is to remove the values
(One-sFE.msk, One-sFE.Enc.st, PRF2.K) from the FPFE ciphertext and z; from the FPFE function
key for H;, so that we can now use One-sFE security and make the final switch for this (func-
tion,stream) pair.

Adapting to the bounded-collusion setting. As a first natural idea, we will try replacing
each of the (unbounded-collusion) schemes in the bootstrapping with @-bounded schemes which
can be built from PKE using the work of [AV19].

Let us count the number of FE and FPFE function keys that will be generated during the security
game of the (Q-bounded sFE scheme. For our FE scheme, we see that we only need to generate
one FE key per function key of our sFE scheme. Thus, a collusion-bound on the FE scheme would
match the collusion-bound of our One-sFE scheme. Unfortunately, for our FPFE scheme, we need
a number of function keys each to the length n of the challenge stream. This can be an arbitrary
polynomial which may be larger than our collusion-bound Q.

Our key observation is that while we may need to generate many FPFE function keys, we
actually only need to generate one FPFE ciphertert per (function, stream) pair (or equivalently,
one FPFE ciphertext per function per FPFE.msk). Then, since a function-private FE scheme is
symmetric with respect to the hiding properties provided for the function and the message, we can
solve our issues by swapping the roles of the ciphertexts and the function keys in our FPFE scheme.
This gives us the scheme depicted in Figure 7.

This means that for each function key in our sFE scheme, we will only need one FE and FPFE
function key per corresponding FE or FPFE master secret key. Thus, in the security proof of our
@-bounded sFE scheme, it suffices for the FE and FPFE schemes to be -bounded since we will
never need more than ) function keys per schemes. As -bounded FE and FPFE can be built from
PKE, then the bootstrapping step only requires PKE. This completes our construction.
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Encrypted Under Function Message

_____________

FE.mpk, FE.msk G | | FPFE.msk,PRF.K |

____________ ]
Fori € [n],

H[One-sFE.msk, i Xt
FPFE.msk One-sFE.Enc.st,PRF2.K] oD
\ Y_/
Fori € [n],
One-sFE.msk ¥» f X;
\ Y J
f(x)

Gy.s(FPFE.msk, PRF.K):
1. (7rSetup, "EncSetup, "'KeyGen, TPRF2; TEnc) <— PRF.Eval(PRF.K s).
2. One-sFE.msk ¢ One-sFE.Setup(1*; T'Setup)-
3. One-sFE.Enc.st <~ One-sFE.EncSetup(One-sFE.msk; 7EncSetup)-
4. One-sFE.sky < One-sFE.KeyGen(One-sFE.msk, f;7keyGen)-
5. PRF2.K « PRF2.Setup(1*; rprr2).
6. FPFE.sky < FPFE.KeyGen(FPFE.msk, H[One-sFE.msk, One-sFE.Enc.st, PRF2.K]; rgnc).

7. Output (One-sFE.sky, FPFE.sk).

H[One-sFE.msk, One-sFE.Enc.st, PRF2.K](i, z;, t;):

1. r; + PRF2.Eval(PRF2.K, ;)

2. Output One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, x;; ;)

Figure 7: Our technique for bootstrapping to public-key sFE.
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3 Preliminaries

Throughout, we will use A to denote the security parameter.

Notation

e We say that a function f()) is negligible in X if f(A\) = A=“(), and we denote it by f()\) =
negl(\).

e We say that a function g(A) is polynomial in A if g(\) = p(\) for some fixed polynomial p,
and we denote it by g(\) = poly(X).

e For n € N, we use [n] to denote {1,...,n}.

e If R is a random variable, then r < R denotes sampling r from R. If T is a set, then i < T
denotes sampling ¢ uniformly at random from 7.

We use the standard definitions of one way functions (OWFs), pseudorandom functions (PRFs),

and secret-key encryption (SKE) with pseudorandom ciphertexts. We formally define the latter
two notions in Appendix A.1.

Definition 3.1 (Garbling Scheme). A garbling scheme is a tuple of PPT algorithms GC = (Garble, Eval)
defined as follows:

° Garble(l’\,C): takes as input the security parameter A and a circuit C'" with n-bit inputs,
and outputs a garbled circuit C and input labels {labg p}ein) pefo,1) where each label labyy €
{0, 1}

e Eval(C, {laby}repn)): takes as input a garbled circuit C and input labels {labg }pepn); and out-
puts a value y.

Correctness: For all A € N, all circuits C with n-bit inputs, and all inputs x € {0,1}",
Pr(Eval(C', {laby o brepm) = C(x) 1 (C, {labip}efnl pefo,1y) < Garble(1*,C)] =1
where z[k] denotes the k'™ bit of x.

Selective Simulation Security: There exists a PPT simulator Sim and a negligible function p
such that for all PPT adversaries A and all A € N,

PI‘[EXptGC -Sel- SIM(lz\ 0) _ ] PI‘[EXptGC -Sel- SIM(l)\ 1) — 1] < M(/\)

where for b € {0,1} and X\ € N, we define

EXptGC -Sel- SlM(l/\ b) .

1. A takes as input 1* and outputs (C,z) where C is a circuit with n-bit inputs and = €

{0,1}".
2. If i =0, (C,{labyp}rein)pefo.1y) < Garble(1},C).
3. Ifl = 17 (67 {labk,w[k]}ke[n]) — Slm(l)\7 1|C‘7m7 C($))

4. Send (C, {laby 11 hepn)) to A.
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5. A outputs b’ which is the output of the experiment.

Lemma 3.2 ( [Yao86]). If there exist OWFs, then there exists a garbling scheme.

3.1 Functional Encryption

Here we provide some fundamental definitions for functional encryption (FE) schemes. In this
paper, we focus on @-bounded FE schemes in which the adversary is restricted to obtaining at
most @ functional keys. [AV19] show how to build such schemes from minimal assumptions.

Theorem 3.3 ( [AV19]). Assuming the existence of a public-key (resp. secret-key) encryption
scheme, there exists a Q-bounded, adaptive-IND-secure, public-key (resp. secret-key) FE scheme
for P/Poly.

To define FE for P/Poly, we first define a class of functions parameterized by function size,
input length, and output length.

Definition 3.4 (Function Class). The function class F[(r,Lx,ly] is the set of all functions f that
have a description f € {0,1}'F, take inputs in {0,1}%, and output values in {0, 1},

3.1.1 Public-Key Functional Encryption

Definition 3.5 (Public-Key Functional Encryption). A public-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, Enc, KeyGen, Dec) defined as follows:**

e Setup(1?, 167 1tx 153’): takes as input the security parameter A\, a function size £x, an input
size Ly, and an output size {y, and outputs the master public key mpk and the master secret
key msk.

o Enc(mpk,z): takes as input the master public key mpk and a message x € {0,1}%, and
outputs an encryption ct of x.

o KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr, Ly, ly],
and outputs a function key sky.

o Dec(sky,ct): takes as input a function key sky and a ciphertext ct, and oulputs a value
y € {0,1}".
FE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all Ly, Ly, ly < p()), all x € {0,1}%, and all f € F[lr,lx,{y)],

(mpk, msk) < Setup(1*, 167, 1¢x 1)
Pr | Dec(sky, cty) = f(x) : cty < Enc(mpk, z) >1—pu(N).
sk < KeyGen(msk, f)

Definition 3.6 (Q-Bounded, Adaptive-IND-Security for Public-Key FE). A public-key functional
encryption scheme FE for P/Poly is Q-bounded, adaptive-IND-secure if there exists a negligible
function p such that for all A € N and every PPT adversary A,

Pr[Expt’e @A MNP (12 0) = 1] — Pr[Expt’ e @M MNP (1A 1) = 1]| < u())

where for each b € {0,1} and A € N, we define

Y4 We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*, 1471 1% as input, but omit them
from our notation for convenience.
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EXptZE—Q—Ad—IND (1,\7 b)

1. Parameters: A takes as input 1, and outputs a function size 1#, an input size 1“,
and an output size 1%V,

2. Setup: (mpk, msk) < FE.Setup(1*, 17, 1¢x 1%),
3. Public Key: Send mpk to A.

4. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query: The adversary can make at most Q = Q(\) such queries:
i. A outputs a function query f € Fllr, Ly, ly]
ii. sky <— FE.KeyGen(msk, f)
iii. Send sky to A
(b) Challenge Message Query: The adversary can make at most one such query.
i. A outputs a challenge message pair (xg,x1) where xg,x1 € {0, 1}“.
i1. ct < FE.Enc(mpk, xp)
1. Send ct to A.

5. Experiment Outcome: A outputs a bit b/ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point f(xg) # f(x1) for some message query (xo,z1) and function
query f submitted by the adversary.

Definition 3.7 (Other Public-Key FE Security Definitions). There are many variations of the
security definition. We list a few below:

e ()-Bounded, Semi-Adaptive-IND-Security: The adversary is required to make the mes-
sage query before the function queries. This is identical to Definition 3.6, except that we do
not allow the adversary to make a Challenge Message Query after it has made a Function
Query.

e (Q-Bounded, Semi-Adaptive-Function-Selective-IND-Security: The adversary is re-
quired to make all function queries before the message query. This is identical to Defini-
tion 3.6, except that we do not allow the adversary to make a Function Query after it has
made a Challenge Message Query.

e (Q-Bounded, Selective-IND-Security: The adversary is required to make the message
query at the beginning of the experiment. This is similar to Definition 3.6, except that we
allow the adversary to made a Challenge Message Query in between the Setup step and the
Public Key step, but do not allow the adversary to make any Challenge Message Queries after
the Public Key step.

e (Q-Bounded, Function-Selective-IND-Security: The adversary is required to make all
function queries at the beginning of the experiment. This is similar to Definition 3.6, except
that we allow the adversary to make up to (Q Function Queries in between the Setup step and
the Public Key step, but do not allow the adversary to make any Function Queries after the
Public Key step.
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3.1.2 Secret-Key Functional Encryption

We can also define FE in the secret-key setting.

Definition 3.8 (Secret-Key Functional Encryption). Secret-key FE is the same as public-key FE
except that Setup only outputs a master secret key and Enc requires the master secret key instead
of the (non-existent) master public key.

Remark 3.9 (Security Definitions). We can analogously define our public-key definitions of security
in the secret-key setting. The only difference is that we do not give the (non-existent) master public
key to the adversary and will therefore allow the adversary to make multiple challenge message
queries. We formally define these security definitions in Appendix A.2.

Remark 3.10 (Function Privacy). In the secret-key setting, we can also achieve a notion of function
privacy. We defer this definition to Appendix A.2.

3.2 Streaming Functional Encryption

Guan, Korb, and Sahai [GKS23] define streaming functional encryption (sFE) as functional cncryp-
tion (FE) for a class of streaming functions. In this paper, we focus on @-bounded sFE schemes in
which the adversary is restricted to obtaining at most () functional keys.

3.2.1 Streaming Functions

Definition 3.11 (Streaming Function). A streaming function with state space S, input space X,
and output space Y is a function f: X xS = Y x S.

o We define the output of f on x = x1...x, € X™ (denoted f(x)) to be y = y1...y, € Y
where'® we have sty = L and

(Yi,stiv1) = f(wi,sts)

Definition 3.12 (Streaming Function Class). The streaming function class F[lx,Ls,lx,ly] is the
set of all streaming functions f that have a description f € {0,1}7, state space S = {0, 1}, input
space X = {0,1}% and output space Y = {0,1}%>.

3.2.2 Public Key Streaming Function Encryption
Following the syntax of standard FE, we define public key sFE as follows.

Definition 3.13 (Public-Key Streaming FE). A public-key streaming functional encryption scheme

for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-

lows:'6

e Setup(1?, 167 16s 1t~ 153’): takes as input the security parameter \, a function size {x, a
state size £s, an input size £x, and an output size {y, and outputs the master public key mpk
and the master secret key msk.

15We assume that all streaming functions have the same starting state L (or the all zero string) which is included
in their state space. Note that we can still begin computing from any arbitrary starting value by simply hardwiring
that value into the description of our streaming function.

16We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*, 147 1%s 1% 1% as input,
but omit them from our notation for convenience.
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e EncSetup(mpk): takes as input the master public key mpk and outputs an encryption state
Enc.st.

e Enc(mpk, Enc.st,i,z;): takes as input the master public key mpk, an encryption state Enc.st,
an index i, and a message x; € {0, l}e’f and outputs an encryption ct; of x;.

o KeyGen(msk, f): takes as input the master secret key msk, and a function f € F[lr,ls, Ly, ly]
and outputs a function key sky.

o Dec(sky, Dec.st;, i, ct;): where for each function key sk, Dec(sky, -, -,-) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st;y1 and an output y; € {0,1}%.

sFE must be streaming efficient, meaning that the size and runtime of all algorithms of sFE
on security parameter X\, function size {r, state size ls, input size {x, and output size {y are
poly()\, f]:, 63, 5;\{, fy).

sFE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all N €N, all bx,ls,0x,0y < p(N\), alln € [2V], all x = 21 ... 2, where each x; € {0,1}%, and all
[ E€Fllr ls, lx, ly],

(mpk, msk) < Setup(1*, 147 1% 1¢x 1),
Pr | Dec(sky,ct;) = f(z) : ct, < Enc(mpk, ) >1—pu(N)
sky < KeyGen(msk, f)

where we define'”

e Enc(mpk, z) outputs ct, = (cti)iein) produced by sampling Enc.st <~ EncSetup(mpk) and then
computing ct; < Enc(mpk, Enc.st, i, z;) fori € [n].

o Dec(sky,cty) outputs y = (yi)ien] where (yi, Dec.stiy1) = Dec(sky, Dec.st;, i, ct;) for i € [n].

Definition 3.14 (Q-Bounded, Adaptive-IND-Security for Public-Key sFE). A public-key streaming
FE scheme sFE for P/Poly is Q-bounded, adaptive-IND-secure if there exists a negligible function
u such that for all A € N and all PPT adversaries A,

Pr[Expt’ - AN (12 0) = 1] — Pr[Expt T AMNP (1A 1) = 1]) < p(N)

where for each b € {0,1} and X € N, we define

ExptjE-Q-Ad-IND(l)\’ b)

1. Parameters: A takes as input 1, and outputs a function size 147, a state size 1°S, an
mput size 1£X, and an output size 1.

2. Setup: (mpk, msk) < sFE.Setup(1*, 167, 14, 1¢x 1),
3. Public Key: Send mpk to A.

4. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query: The adversary can make at most Q@ = Q(X) such queries:

17 As with all streaming functions, we assume that Dec.st; = L if not otherwise specified.
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i. A outputs a streaming function query f € Fllr,ls,lx,ly].
ii. sky < sFE.KeyGen(msk, f).
iii. Send sky to A.
(b) Challenge Message Query:

i. If this is the first challenge message query, sample Enc.st < sFE.EncSetup(mpk)
and initialize the index i = 1. Else, increment the index i by 1.

it. A outputs a challenge message pair (xgo),azz(»l)) where xgo)’ngl) € {0,1}¢x.
(b))

i

iti. ct; < sFE.Enc(mpk, Enc.st, i,z
w. Send ct; to A.

5. Experiment Outcome: A outputs a bit b/ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields different
outputs on the challenge message streams submitted so far (i.e. if f(z0) # f(zM) for some

(

function query f submitted by the adversary where {(xz(o),xi

0 40 0 L))

submitted so far, (0 = x ,and z(M) = x

1))}ie[t] are the message queries

Definition 3.15 (Other Public-Key sFE Security Definitions). There are many variations of the
security definition. We list a few below:

e (Q-Bounded, Semi-Adaptive-IND-Security: The adversary is required to make all mes-
sage queries before any function queries. This is identical to Definition 3.14, except that we
do not allow the adversary to make a Challenge Message Query after it has made a Function

Query.

e (Q-Bounded, Semi-Adaptive-Function-Selective-IND-Security: The adversary is re-
quired to make all function queries before any message queries. This is identical to Defini-
tion 3.14, except that we do not allow the adversary to make a Function Query after it has
made a Challenge Message Query.

e (Q-Bounded, Selective-IND-Security: The adversary is required to make all message
queries at the beginning of the experiment. This is similar to Definition 3.14, except that
we allow the adversary to make a polynomial number of Challenge Message Queries in be-
tween the Setup step and the Public Key step, but do not allow the adversary to make any
Challenge Message Queries after the Public Key step.

e (Q-Bounded, Function-Selective-IND-Security: The adversary is required to make all
function queries at the beginning of the experiment. This is similar to Definition 3.1/, except
that we allow the adversary to make up to QQ Function Queries in between the Setup step and
the Public Key step, but do not allow the adversary to make any Function Queries after the
Public Key step.

3.2.3 Secret-Key Streaming Functional Encryption

We can also define sFE in the secret-key setting.

Definition 3.16 (Secret-Key Streaming Functional Encryption). Secret-key sFE is the same as
public-key sFE except that Setup only outputs a master secret key and EncSetup and Enc require the
master secret key instead of the (non-existent) master public key.
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Remark 3.17 (Security Definitions). We can analogously define our public-key definitions of secu-
rity in the secret-key setting. The only difference is that we do not give the (non-existent) master
public key to the adversary and will therefore allow the adversary to submit multiple pairs of
challenge streams. We formally define these security definitions in Appendix A.3.

Definition 3.18 (Single-Key, Single-Ciphertext Security). In our security definitions, we may use
the modifier “single-key, single-ciphertext” instead of “Q-bounded”. This is a weakening of the
security definition where we only require security against an adversary who is restricted to making
only one function query (i.e. 1-bounded) and submitting only one pair of challenge message streams
(though each stream may consist of many elements) in the relevant security game.

Remark 3.19 (Simulation Security). We will also define a weak notion of simulation security in
the secret-key setting. We formally define this in Appendix A.3.
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4 Single-Key, Single-Ciphertext, Secret-Key Streaming FE

In this section, we construct our main building block: a single-key, single-ciphertext, function-
selective-SIM-secure, secret-key sFE scheme. We prove the following:

Theorem 4.1. Assuming OWFs, there exists a single-key, single-ciphertext, function-selective-
SIM-secure, secret-key sFE scheme for P/Poly.

To prove Theorem 4.1, we build an sFE scheme from the following tools, which can each be
built from OWFs using standard techniques. [Gol01, Gol09, Yao86]

Tools.

e PRF{,PRFy, PRF3, PRF,: Secure pseudorandom function families where
PRF. = (PRF..Setup, PRF..Eval) for all ¢ € {1,2,3,p}.

e SKE = (SKE.Setup, SKE.Enc, SKE.Dec): A secure secret-key encryption scheme.

e GC = (GC.Garble, GC.Eval): A secure garbling scheme.

4.1 Parameters

On security parameter 1, function size {7, state size £s, input size £y, and output size Ly, we will
instantiate our primitives with the following parameters:

o We instantiate our PRFs with the following parameters:

Security Parameter Input Size Output Size
PRF, A log(¢r) + 1 A
PRF2 A A A
PRF; A A+log(ls) +1 A
PRF, A A ls

e SKE: We instantiate SKE with security parameter \. We will use SKE to encrypt messages
of length A.

e GC: We instantiate GC with security parameter \. We will use GC to garble circuits of
the form Uz, pi, pit1, {sKj 41 xs kefes]befo1}] as defined in Figure 8 where z; € {0,1}*,
pi, pir1 € {0,1}5, each 5k;+1,k,b is a secret key of SKE, and which takes inputs of size £r + £s.
Let £;7 be the size of such circuits. Recall that each of the input labels of a garbled circuit
are size A.

Remark 4.2. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length \. If the original algorithm required additional randomness, we
can replace it with a new algorithm that first expands the A\ bits of randomness using a PRG of
appropriate stretch and then runs the original algorithm. Note that this replacement can be imple-
mented with OWF's and does not affect the security of the above schemes (as long as ¢r, s, {x,ly
are polynomial in \).
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4.2 Construction
We now construct our single-key, single-ciphertext streaming functional encryption scheme One-sFE.

Notation For notational convenience, when the parameters are understood, we will often omit the
security, input size, and output size parameters from our algorithms.

e One-sFE.Setup(1*, 147, 1% 1tx 1%):

1. K < PRFy.Setup(1?), K’ < PRF3.Setup(1*), K, +- PRF,.Setup(1?).
* Throughout, for i € [2*], j € [¢£], k € [£s], b € {0,1}, we will define

K, = PRFy.Setup(1*; PRF;.Eval(K, (4,b)))
sk; ;5 = SKE.Setup(1*; PRF2.Eval(K 4, 1))
sk! ., = SKE.Setup(1*; PRF3.Eval(K’, (i, k,b)))

pi = PRF,.Eval(K), 1)

Observe that these values can be computed from ¢, j,k,b, K, K', and K.
2. Output MSK = (K, K', K,,).

e One-sFE.EncSetup(MSK): Output Enc.st = L.
e One-sFE.Enc(MSK, Enc.st, i, z;):
1. Parse MSK = (K, K', K,).

2. Garble circuit:
(a) Compute pi, pit1, {sKi 1k pteefes]befo, 1y from K', Kp.
(b) Let U; = Ulxi, pi, Dit1, {5Ki 1.1 Y heles] befo,1}] as defined in Figure 8.
(C) (Uu {Iabi,j,b}je[@;},be{o,l}a {lab;,k,b}ke[fs],be{o,l}) — GC.GarbIe(l)‘, UZ').IS
3. Encrypt function labels: For j € [(£], b € {0,1},
(a) Compute sk; jp from K.
(b) Ctijp SKE.EnC(Ski’jyb, Iabl-7j7b).
4. Encrypt state labels: For k € [(s], b € {0,1},
(a) Compute sk, ;, from K'.
(b) ct;’k’b — SKE.Enc(skgvkvb, Iab;’k,’b).

5. Output CT; = (Ui, {Ctijp}icitppe(0.1} s {ct] 1o reles)befo1})-

8For notational convenience, we split the input labels for U; into two categories depending upon what part of
the input they represent. We use {lab; jv};e[e;]5e{0,1} to refer to the labels for the part of the input representing
[ (i.e. the first £z bits of the input), and use {lab; ; ;}rejes],pefo,1} to refer to the labels for the part of the input
representing st; (i.e. the last £s bits of the input).
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Uli, pis Di 1, {SKi 41 15 b refes) vego,13] (5 sti):

1.

2
3.
4. O

st; = st; ® p;.

- (Yi,stiz1) = f(wi, sti).

Stip1 = Stit1 D Pig1.

utput (y’m (gtiJrl’ {Sk;+17k7§:i+1[k]}k€[ﬁs}))'

Figure 8: Definition of Ulx;, pi, piv1, {SK} 11 p frelts) befo,1}]

e One-sFE.KeyGen(MSK, f)

1
2

3

4

. Parse MSK = (K, K', Kp).

. Compute PRF keys for generating SKE keys for f:
(a) Compute {Kj f(j}jeles] from K.

. Compute SKE keys for st;:

(a) Compute p; from K.

(b) S~T_1 =Pp1. _
(Here, we assume st; = 0°S for all streaming functions so that st; = st; @ p; = p1.)
(c) Compute {Skll,k,s?l[k]}ke[fs} from K.

- Output SKy = (f, {5 g5 jerer], (St {sK) g5, Freres)-

e One-sFE.Dec(SKy, Dec.st;, i, CT;):

1
2

w

0o =

- Parse SKyp = (f,{K s }jelex), (5t {sK] ;5 g reles))):
. If i > 1, parse Dec.st; = (st;, {Sk;ks}.[k]}kews]>'

. Parse CT; = (Us, {cti v }ieler befo1}s 1t 1 b Hreles] be{0.1})-
. Recover function labels: For j € [(£],

(a) 7ijf;) = PRF2.Eval(Kj g5, %)

(b) skij ) = SKE.Setup(lA;riJ’f[j]).

(C) Iabi7j7f[j] = SKE.Dec(skZ-7j7f[j], Cti,j,f[j})'
. Recover state labels: For k € [(g],

(a) labl, Sl = SKE.Dec(sk’

/
i ko4 k]t

z,k,gti[k])'
. Evaluate garbled ciruit:

(@) (i, (Stivr, {SK] 4 g, i Pheles)) = GCEval(Us, {lab j pij)}jeges)s (1B, g, Hreles)-
. Dec.st;1q = (§Ci+1, {Sk;+1,k,§ci+1[k]}kews])'

. Output (y;, Dec.stit1).
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4.3 Correctness and Efficiency

Efficiency: Using our discussion above on parameters, it is easy to see that the size and runtime
of all algorithms of our One-sFE scheme on security parameter 1%, function size {7, state size (s,
input size £y, and output size £y are poly(A,{x,ls,lx,ly).

Correctness Intuition: The i*" ciphertext consists of a garbled circuit for U; (which has z;
embedded within it) along with encryptions of each of the input labels for the garbled circuit.
Using the function key for f, we can recover the input labels corresponding to input f. Using the
decryption state (or the function key if ¢ = 1), we can recover the input labels corresponding to
an encryption st; of st;. Then, we can use the garbled circuit to evaluate U;(f,st;) which gives us
yi, an encryption st; ;1 of st;y1 where f(x;,st;) = (y;,stiy1), and keys for later recovering the input
labels corresponding to st; 1. This gives us the desired output.

Correctness: More formally, let p be any polynomial and consider any A and any ¢r,{s,lx,ly <
p(A). Let SKy be a function key for function f € F[lr,{s,lx,ly], and let CT = {CT,;};c|, be a

ciphertext for stream z where x = z1 ... 2, for some n € [2*] and where each z; € {0, 1}%*.

The function key SK; consists of
e The function f
e PRF; keys {Kj f(j1}jeje,) for computing SKE keys {sk; ; f[;}jej¢-] corresponding to f.
e A (one-time-pad) encryption st; of state sty
e SKE keys {5k1,k,§t1[k]}ke[fs} corresponding to stj.
The i** ciphertext CT; consists of
e A garbled circuit U; for the circuit Ulzi, pis pit1, {SKit1,kb Fkeles) befo,1}] depicted in Figure 8.
e Ciphertexts ct; j; encrypting labels lab; ;; for each j € [¢£],b € {0,1}.
o Ciphertexts ctj , , encrypting labels lab; ; , for each k € [(s],b € {0,1}.
Thus, we can prove by induction on 7 starting with ¢ = 1 that
One-sFE.Dec(SKy, Dec.st;, i, CT;)
= GC.Eval(U;, {SKE.Dec(sk; j i), Cti s 1)) Ficlts)s {SKE.Dec(sk, 1, g, 1)+ 1ab &, 1 Yhelts)

= GC.Eval(Us, {1aby j i)} jeies)s {1ab] 4 & g Hieles))
= Ulzi, pi, pit1, {Ski+1,k,b}ke[és],be{o,l}](f, st;)

= (i, Dec.st; = (&Hl, {5k2+17k7;ti+1[k}}ke[es]))

where (y;,stiy1) = f(2i,st;), st;y1 is a (one-time-pad) encryption of st;, 1, and {SK; 1158000 1] FRelts]
are SKE keys corresponding to st; ;. Here, the first equality follows from the definition of One-sFE.Dec
and our use of PRF, keys, the second equality follows by the correctness of SKE, the third equality

follows by the correctness of GC, and the fourth equality follows from the definition of U. Thus,
we get the correct output value y; at each step.
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4.4 Security

In this section, we prove that One-sFE is single-key, single-ciphertext, function-selective-SIM-secure.

4.4.1 Proof Overview

To build intuition, we provide a brief overview of each hybrid in our proof.

. Hybridff‘(A): This is the real world experiment where we use the algorithms defined in our
construction.

° Hybridf()\): Here, we reorder several steps from the previous hybrid. In particular, the
challenger now computes the random (one-time) pads p;, the PRF keys, and the SKE keys
earlier in the hybrid. For each message query z;, the challenger also computes and stores
the output value y; and the updated state st; ;. This hybrid is identically distributed to the
previous hybrid.

° Hybridf‘(/\): The outputs generated by the PRF keys K, K’ and K, are replaced with truly
random strings. Indistinguishability follows from the security of PRF;, PRF3, and PRF,.

° Hybridg“()\): For each index i, we change how st; and p; are generated. In the previous
hybrids, we sampled a random p; and set st; = st; @ p;. Now, we sample a random st; and
set p; = st; @ st;. Since we have just swapped the roles of two random variables in an XOR
equation, the two hybrids are identically distributed

° Hybridf()\): We remove usage of the PRFy keys corresponding to the negation of the bit-
string for function f. More precisely, when answering the function query for f, the challenger
only samples keys { K r(;1}je[¢,) and does not sample keys { K ;_ ;1 }jee-)- When answering
the challenge message queries, the challenger samples SKE keys sk; ;1_y[;, for j € [¢F], by
using true randomness instead of using K 1_s[;) as was done previously. Indistinguishability
follows by the security of PRFs.

° Hybridf()\): We replace the ciphertexts ct; j_f;) with encryptions of L. This removes the
input labels corresponding to the negation of the bit-string for f from the adversary’s view.
This is feasible since the corresponding secret keys sk; ;1_r[; are completely hidden from the
adversary due to the change made in the previous hybrid. Indistinguishability follows from
the security of SKE.

e We now go through the following hybrids for o € [Bound 4] where Bound 4 is a bound on the
runtime of A, and thus an implicit bound on the number of challenge message queries made
by the adversary. On iteration o, the goal is to switch to a hybrid where we simulate the o!”
garbled circuit.

- Hybridéa,o()\): For i < «, we generate the garbled circuit U; and the input labels
corresponding to (f,st;) using the simulator for the garbling scheme. Since we are
simulating the garbled circuit for U,_1, we no longer need to embed the secret keys
sk’a K 1—ta] into Uy—1. Thus, we can replace the ciphertexts ct’a k1—t[a] with encryptions

of 1. This removes the input labels corresponding to the negation of the bit-string for

st,, from the adversary’s view. For a = 1, this hybrid is indistinguishable from Hybridg4

by the security of SKE.
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- Hybridéa’l()\): We generate the garbled circuit U, and the input labels corresponding
to (f,st,) using the simulator for the garbling scheme. This is feasible because we have
already removed the o input labels for both the negation of the bit-string for f and
the negation of the bit-string for st; from the adversary’s view. Indistinguishability
follows from the security of the garbling scheme. Additionally, the indistinguishability
of Hybridéml and Hybridéa 41,0 follows from the security of SKE.

. Hybrid“74()\): This is the ideal world experiment written using an explicit simulator Sim.
This hybrid is identically distributed to HybridéBound .1 since Hybrid“éBound 1,1 simulates
every circuit U; using the garbling scheme, and thus does not need to know any of the stream
values x; which were previously embedded in the circuits U;.
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4.4.2 Formal Proof

We now formally prove Theorem 4.1 via a hybrid argument.

Hybridg'(1"): This is the real world experiment.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

2. Setup: K < PRF;.Setup(1), K’ < PRF3.Setup(1)‘),Kp — PRFp.Setup(lA).
3. Function Query:

(a) A outputs a streaming function query f € F[lr,ls, lx,ly].
(b) Compute PRF keys for generating SKE keys for f:
i. Compute {Kj f(j}jejes] from K.
(c) Compute SKE keys for st;:
i. Compute p; from K.
ii. sty = p1.
iii. Compute {Skll,k,Stl[k]}kE[fs} from K.
(d) Send SKy = (£, {K pi Yyefes) (St {sK) &,y Hreles)) t0 A
4. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message x; € {0,1}¢*.
(b) Garble circuit:
i. Compute pi, pis1, {5Kf o kb heits)ve o1y from K7, K.
ii. Let Ui = Ulzi, pi, pit1, {5Ki11 1o b reles]befo,1}) as defined in Figure 8.
iii. (ﬁl, {|abi7j7b}j€[[f]’b€{0’1}, {lab;,k,b}ke[&s],be{O,l}) — GC.GarbIe(l)‘, Ul)
(¢) Encrypt function labels: For j € [(£], b € {0,1},
i. Compute sk; ;, from K.
il. Cti b < SKE.EnC(SkZ”jb, Iabi’j’b).
(d) Encrypt state labels: For k € [¢s], b € {0, 1},
i. Compute sk; ; , from K.
ii. ctj, < SKE.Enc(sk;j ,1ab; 1 ;).
(e) Send CT; = (Us, {ctijv}jelerbefo1}s 1€t ko ueles] pefo,1}) t0 Al

5. Experiment Outcome: A outputs a bit " which is the output of the experiment.
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Hybrid;'(1}): We reorder several steps of the hybrid.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
147 , a state size 1657 an input size 16x , and an output size 14,

2. Setup: K < PRF;.Setup(1*), K’ <+ PRF3.Setup(1*), K, +- PRF,.Setup(1?").
3. Function Query:

(a) A outputs a streaming function query f € F[lr, ls,lx,ly].
(b) Compute keys and pads:
i. st = p; = PRF,.Eval(K),1).
ii. For j € [¢x], b€ {0,1}, K;, = PRF2.Setup(1*; PRF;.Eval(K, (4,b))).
iii. For k € [(s], b€ {0,1}, ski ; , = SKE.Setup(1*; PRF3.Eval(K’, (1,k,b))).

(c) Send SKy = (f, {K} s} jetes): (Str, {sK| . g, iy reles])) to A.
4. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message z; € {0, 1}¥.
(b) Compute keys and pads:
i, pis1 = PRF,.Eval(K,,i+ 1).
ii. For j € [(x], b€ {0,1}, sk; ;5 = SKE.Setup(1*; PRF.Eval(Kj,1)).
iii. For k € [(s], b € {0,1}, ski,, 1., = SKE.Setup(1*; PRF3.Eval(K’, (i 4+ 1, k, b))).
(c) sty = 0fs.
(d) Compute (y;,st;i1):
1. (~yi,st¢+1) = f(wi,st;).
. stjy1 =sti;1 ®pit1-

(e) Garble circuit:

i. 15 P ) 1+ 1k, €lls],6€40,
ii. Let U; = Ulxs, pi, Pit1, {5Ki 11 kb Freles]befo,1}) 88
iii. (Ui, {1abi i} jefer) eto.nys {1854 b kefes) befo,1y) <= GC.Garble(1%, U).
(f) Encrypt function labels: For j € [(x], b € {0, 1},

9 o
defined in Figure 8.

i T, :
ii. ctj b < SKE.EnC(SkZ’J”b, Iabi7j7b).

(g) Encrypt state labels: For k € [(s], b € {0,1},
i ct];;, < SKE.Enc(skj 4, labj ; ;).
(h) Send CT; = (Us, {cti i} jefer)befon}s 1tk treles)befo}) to Al
5. Experiment Outcome: A outputs a bit & which is the output of the experiment.

Lemma 4.3. For all adversaries A,
Pr[Hybrid;'(1*)] — Pr[Hybrid{'(1*)]| = 0.

Proof. The hybrids are identical. O
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Hybridf‘(lA): We exchange the randomness generated by K, K', K, with true randomness.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
1Ef, a state size 165, an input size 1 and an output size 14,

3. Function Query:

(a) A outputs a streaming function query f € F[lr, ls, lx,ly].
(b) Compute keys and pads:
i. sty = py < {0,1}%s.
ii. For j € [(x], b€ {0,1}, K, + PRF2.Setup(1?).
iii. For k € [(s], b€ {0,1}, ski , , + SKE.Setup(1%).
(c) Send SKy = (f,{ K tj1}jcler]s (st1, {Sk/17k7§t1[k]}ke[zs})) to A.
4. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message z; € {0, 1}¢¥.
(b) Compute keys and pads:
i. piy1 « {0,1}%.
ii. For j € [(£], b € {0,1}, sk;j., = SKE.Setup(1*; PRF5.Eval(K;, 7)).
iii. For k € [(s], b€ {0,1}, ski ;. , < SKE.Setup(1*).
(c) sty = 0fs.
(d) Compute (y;,sti+1):
i (yi,stiv1) = flzi, sti).
. stjy1 =sti1 @ piy1.
(e) Garble circuit:
i. Let U; = Ulwi, pis Piv1, {15Ki 41 1 b Yhelts) peqo,1}] as defined in Figure 8.
i, (Us, {labs i} jererpe 01y 118D) 4 treles pefo1}) < GC.Garble(1),U;).
(f) Encrypt function labels: For j € [(x], b € {0, 1},
i. ct; jp < SKE.Enc(sk; jp,lab; ;).
(g) Encrypt state labels: For k € [(s], b € {0,1},

L. ctj ., « SKE.Enc(ski 1 5, labj 1 ;).

(h) Send CT; = (Ui, {ctijjp}jeler] befo1}> {ti kb trees) beto1}) to A
5. Experiment Outcome: A outputs a bit & which is the output of the experiment.

Lemma 4.4. If PRF{,PRF3 and PRF, are secure PRFs, then for all PPT adversaries A,

Pr[Hybrid;'(1")] — Pr[Hybrids'(1%)]| < negl()).
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Proof. We will first show indistinguishability between Hybrid;' and an intermediate hybrid Hybridi' (1*)
which is the same as Hybrid“l4 except that all the outputs of PRF; have been replaced by truly
random strings (but the outputs of PRF3 and PRF, are still pseudorandom values). Suppose for

sake of contradiction, that there exists a PPT adversary A such that

Pr[Hybrid{'(1*)] — Pr[Hybrid{'; (1*)]| > negl(}) (1)

We build a PPT adversary B that breaks the security of PRF;. B gets the security parameter from
its PRF; challenger and provides it to A who outputs parameters (1¢7, 14 1% 1) to B. B samples
keys K’ < PRF3.Setup(1*) and K, < PRF,.Setup(1*). B also queries its PRF; challenger on values
{(4,0)}jejer) pefo,1) and receive values {74} e+ pe{0,1}, Where the string r;; is the output obtained
on query (7,b). Upon receiving a function query from A for some function f € F[lr,ls,lx,ly], B
samples PRF; keys K, = PRF2.Setup(1*;7;) for j € [¢x],b € {0,1}. B then performs the rest of
the operations as in Hybrid{'(1") (while interacting with A) and eventually outputs the output
bit b’ received from A as its own output.

Observe that if B’s PRF; oracle was a uniform random function R, then B exactly emulates
Hybridfl, and if B’s PRF; oracle was PRF;.Eval(K,-) for some PRF; key K, then B emulates
Hybrid“f‘. Moreover, B does not need to know the PRF; key K for performing these experiments, as
it is not used in any place other than for the function query responses. Therefore, by Equation 1, this
means that B breaks the security of PRF; since B has a non-negligible advantage in distinguishing
between the two challenge oracles in the PRF; experiment.

Using a similar argument, we can prove that the outputs of PRF3 and PRF,, can also be replaced
with random values, resulting in Hybridé.

O]
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Hybridff‘()\): For each i, we now determine p; by XOR-ing the true state st; with a random value
st;.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 1¢S5, an input size 1%, and an output size 1.

2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) Compute keys and pads:
i. pp = sty < {0,1}%s.
ii. For j € [(£], b€ {0,1}, K;, < PRF2.Setup(1*).
iii. For k € [(s], b€ {0,1}, sk, , < SKE.Setup(1*).
(c) Send SKy = (f, {K; s1j}jefer)s (st1, {Sk/Lkgtl[k]}ke[Es])) to A.
3. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message x; € {0,1}¢*.
(b) Compute keys and pads:
i. stiq < {0,1}%s.
ii. For j € [(x], b€ {0,1}, sk; ;5 = SKE.Setup(1*; PRF.Eval(Kj,1)).
iii. For k € [(s], b€ {0,1}, sk, 1,  SKE.Setup(1*).
(c) sty = 0fs.
(d) Compute (y;, pit1):
i (yisstiv1) = f(wi,sty).
ii. piy1 = stit1 © stiq1.
(e) Garble circuit:
i. Let U; = Ulx;, pis Dit1s {skgﬂ’k,b}ke[gs]7b6{071}] as defined in Figure 8.
ii. (U, {labijp}jefer1beiony 11abl g breleslveto,ny) < GC.Garble(1X, Uj).
(f) Encrypt function labels: For j € [(£], b€ {0,1},
i. ct; jp < SKE.Enc(sk; jp,lab; ;).
(g) Encrypt state labels: For k € [(s], b € {0,1},
L. ct ., = SKE.Enc(sk; ; 5, labj 1. ;).

(h) Send CT; = (Us, {ctijn}jcer)pefo1ys {<ti 1 st reles]befo}) to A
4. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.
Lemma 4.5. For all adversaries A,

Pr[Hybrids'(1*)] — Pr[Hybrids'(1*)]| = 0.

Proof. The hybrids are identically distributed since we have just switched the roles of variables p;
and st; which were uniformly distributed random variables conditioned on st; = p; ® st;. O
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Hybridf()\) We exchange the randomness generated by Kj;_yf; with true randomness.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1%

2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls, lx,ly]
(b) Compute keys and pads:

i. pp =st; « {0, 1}123
ii. For j € [(r], Kj s + PRFa. Setup(1?).
iii. For k € [(s], b € {o 1}, skj ., < SKE.Setup(1*).
(c) Send SKy = (f,{K f[]]}je [€£]> (Stl, {Sk1 kstl[k]}ke [£s] )) to A.
3. Challenge Message Queries: For i =1,2,3

(a) A outputs a challenge message x; € {0,1}¢*.
(b) Compute keys and pads:
i. stiyq < {0,1}%s.
ii. For j € [(x], b€ {0,1},
A. If b= f[j], sk ;» = SKE.Setup(1*; PRF.Eval(Kj, 1))
B. If b # f[j], skijp < SKE.Setup(1?).

iii. For k € [(s], b € {0,1}, sk, 1., < SKE.Setup(1*).
(c) st; = 0fs.

(d) Compute (y;, pit1):
L (i, stit1) = f(@i,sti).
ii. pit1 = stiy1 D stisr.
(e) Garble circuit:

i. Let U; = Ulwi, pis Piv1, {15Ki 41 1 b Yhelts) pefo,1}] as defined in Figure 8.

(Us, {1abi b} jefer)petony {12b5 4 b brefes) befo.1}) < GC.Garble(1*, U;).
(f) Encrypt function labels: For j € [(x], b € {0, 1}

1. ctj b < SKE.EnC(SkiJ‘,b, Iabm b).
(g) Encrypt state labels: For k € [(s], b € {0,1}
1. Ctl kb — SKE EnC(Sk,L kb |ab; k,b)
(h) Send CT; = (Ui, {Cti,j,b}je[é_-,:],be{o,l}? {Ct;k,b}ke[fs},bE{O,l}) to A.
4. Experiment Outcome: A outputs a bit & which is the output of the experiment

Lemma 4.6. If PRFs is a secure PRF, then for all PPT adversaries A

Pr[Hybrids'(1")] — Pr[Hybrid;'(1*)]| < negl(}).

37



Proof. For J € [lr]|, we define sub-hybrid Hybridé ;(1*) to be the same as Hybrid; except
that for j < J, we do not compute Kj;_;; during the hybrid and thus sample the corre-
sponding keys sk; ;1 _f;) < SKE.Setup(1?) for each i using uniform randomness. In other words,
with regards to PRFs, sub-hybrid Hybridé 7(1") behaves identically to Hybridz'(1*) for j < J,
and Hybridg‘} 7(1") behaves identically to Hybrids'(1") for j > J. Observe that Hybridé‘}(J =
Hybrid;' and Hybridg!, = Hybrid".

We now show that for all J € [(f], Hybridg‘} 7_1 and Hybrid“g‘} s are indistinguishable. This
proves our lemma. Suppose for sake of contradiction, that there exists a PPT adversary A and an
index J € [¢f] such that

Pr[Hybridg',_;(1*)] — Pr[Hybridg';(11)]| > negl()) (2)

We build a PPT adversary B that breaks the security of PRF,. B follows the steps of Hybridé 7
by interacting with A except that on each challenge message query x;, B computes sk; j1_rs
SKE.Setup(l’\,ri,J) where 7; ; is the output of B’s PRF; oracle on input ¢. B outputs whatever A
outputs.

Observe that if B’s PRFs oracle was a uniform random function R, then B exactly emulates
Hybridék,fl, and if B’s PRF; oracle was PRF2.Eval(K ;1 _y(j],-) for some PRFy key K ;;_y(;], then
B emulates Hybrid;f J- Moreover, B does not need to know the PRF2 key K j,_ s for performing
these experiments. Therefore, by Equation 2, this means that B breaks the security of PRFs since
B has a non-negligible advantage in distinguishing between the two challenge oracles in the PRF,
experiment.

O]
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Hybridf()\): We replace the ciphertexts ct; ;;_s[;; with encryptions of L. This removes the input
labels which don’t correspond to f from the adversary’s view.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
167, a state size 1¢5, an input size 1%, and an output size 1.

2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) Compute keys and pads:
i. pp = sty < {0,1}%s.
ii. For j € [(x], K; s  PRF2.Setup(1%).
iii. For k € [(s], b€ {0,1}, sk] ;, + SKE.Setup(1*).
(c) Send SKy = (f,{K} s} jetes): (Str, {sK] ;. &, iy Hreles])) to A.
3. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message z; € {0, 1}¢¥.
(b) Compute keys and pads:
i. stiq < {0,1}%s.
ii. For j € [¢£], b € {0,1},
A. If b= f[j], skijp = SKE.Setup(1*; PRFs.Eval(Kj, )).
B. If b # f[j], skij» < SKE.Setup(1*).
iii. For k € [(s], b € {0,1}, sk, 1., < SKE.Setup(1*).
(c) sty = 0fs.
(d) Compute (y;,pit1):
L (yi,stip1) = f (@i sti).
il. piy1 =stiy1 Dstipr.
(e) Garble circuit:
i. Let U; = Ulxi, pi, i1, {5K 1 1. Y oeles] befo,1}] as defined in Figure 8.
i, (Us, {labj i} jeierpe 01y {1b) ks breies] pefo1}) < GC.Garble(1),U;).
(f) Encrypt function labels: For j € [(x], b€ {0,1},
i. If b= f[j], ctijp < SKE.Enc(sk; j,lab; ;).
i, I b £ flj], cty i < SKE.Enc(skyjp: L)-
(g) Encrypt state labels: For k € [(s], b € {0,1},
L. ct < SKE.Enc(ski ; 5, labj ;. ;).

(h) Send CT; = (Us, {ctijp}jefer] pe{o}s 1t kb reles)pelo,i}) t0 A
4. Experiment Outcome: A outputs a bit &’ which is the output of the experiment.

Lemma 4.7. If SKE is a secure secret-key encryption scheme, then for all PPT adversaries A,

Pr[Hybrid;'(1")] — Pr[Hybrid£'(1%)]| < negl()).
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Proof. For the sake of contradiction, assume that there exists a PPT adversary A such that
Adv4(\) = [Pr[Hybrid;'(1})] — Pr[Hybridz'(1)] (3)

is a non-negligible function in A. Let n be the number of challenge message queries requested
by A. For each I € [n] and J € {0,...,¢r}, we define sub-hybrid Hybridjf}LJ to be the same
as Hybrid;' except that for indices (4, j) where either i < I or (i = I and j < .J), HybridﬁL J
computes ct; ;1_[;] as an encryption of L rather than an encryption of lab; ;1_f(;-

For each I € [n],J € [¢F], let

Adv’;’ () = Pr[Hybridy'; ;_,(1%)] — Pr[Hybridz; ;(1*)]
Then, by Equation 3, since
o Hybridj'(1*) = Hybridy' (1),

e Hybridz'(1*) = Hybridy , (1%),

Anlr

o for all i € [n], Hybrid;';_, ,. = Hybridj';,

there must exist an I € [n] and J € [(#] such that Advi{‘]()\) is a non-negligible function in A. Let
(I,J) be such values. We build a PPT adversary B that breaks the security of SKE.

B receives the security parameter from its SKE challenger and provides it to A who outputs
parameters (1éf ,16s 16x 153’) to B. When A outputs a challenge function query f, B behaves identi-
cally to Hybridij g_1( 1"). When A outputs a challenge message query x;, B behaves identically to
HybridjéLJfl(l)‘) except that if i = I, rather than computing ct; j,_y[;) as in Hybridjél’g,,l(l’\),
B sends challenge message pair (laby j;_y1), L) to its SKE challenger, receives back ct* from its
SKE challenger, and sets ct; j;_yj = ct*. At the end of the experiment, B outputs whatever A
outputs.

Observe that if ct* was an encryption of laby ;1 _y(, then B exactly emulates Hybrid;f}L J-1s
and if ct* was an encryption of 1, then B emulates Hybridjﬁ 1.5+ Bis avalid SKE adversary because

the secret key sky j1_ [ is not needed by B. Therefore, B has non-negligible advantage Advi{‘] in
breaking its SKE game, contradicting the security of SKE.
O
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We now go through the following hybrids for a € [Bound 4] where Bound 4 is a bound on the
runtime of A, and thus an implicit bound on the number of challenge message queries made by the
adversary. On iteration «, the goal is to switch to a hybrid where we simulate the ot garbled circuit.

Hybridéayo()\): We replace the ciphertexts ct; k1—t[o] with encryptions of L. This removes the

input labels which don’t correspond to st, from the adversary’s view.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/5, an input size 1¢x and an output size 1.

2. Function Query:

(a) A outputs a streaming function query f € F[lr, ls,lx,ly].
(b) Compute keys and pads:
i. p; =st; < {0,1}%s.
ii. For j € [(F], K; s|; < PRF2.Setup(1*).
iii. For k € [(s], b€ {0,1}, sk, , + SKE.Setup(1*).

(c) Send SKy = (f, {Kj fij1}jelers (st1, {Sk/Lk’;tl[k]}ke[fs})) to A.
3. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message z; € {0,1}¢¥.
(b) Compute keys and pads:
i. stiy1 < {0,1}%s.
ii. For j € [¢x], b€ {0,1},
A. If b= f[j], skij» = SKE.Setup(1*; PRF.Eval(Kj,1)).
B. If b # f[j], skijb « SKE.Setup(1*).
iii. For k € [(s], b € {0,1}, ski,; 1, < SKE.Setup(1*).
(c) st; = 0fs.
(d) Compute (y;, pi+1):
L (i, stiv1) = f(@i,sti).
ii. piy1 = stip1 @ stiq1.
(e) Garble circuit:
i Ifi > «a,
A. Let U = Ulxi, pi, piv1, {Ki 41 1 Yhelts] pefo}] as defined in Figure 8.
B. (Ui, {labs b} jefer bef0.1y {125} 1 brefes)befo,1y) < GC.Garble(1},T).
i Ifi < a,
A (Ui, {1aby j g1 jeiers {1ab 5 5 Hreles)
— GC.Sim(1*, 17 (f,sty), (vs, {Sk;—i-l,k:,;t [k}}ke[fs]))

i1
(f) Encrypt function labels: For j € [(£], b€ {0,1},
i Ifb= f[]], ctj b SKE.EnC(SkZ‘J"b, Iabi7j7b).
ii. If b 7é f[j], Cti,j,b — SKE.Enc(skiyjyb, L)

(g) Encrypt state labels: For k € [(s], b € {0,1},
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i If i > aorb=stk], ct], , + SKE.Enc(sk] .}, lab] 1 ;).
ii. If i <o and b # st;[k], ct] j.p < SKE.Enc(sk] ;. 4, L).

(h) Send CT; = (T, {ctijb}jelerbefo,1}> {Ct & p trelts) befo,1}) tO A
4. Experiment Outcome: A outputs a bit &’ which is the output of the experiment.

Lemma 4.8. If SKE is a secure secret-key encryption scheme, then for all PPT adversaries A,
‘Pr[Hybridg‘(ﬂ)] - Pr[HybridéLO(l)‘)]’ < negl(\).

Proof. Suppose for sake of contradiction, that there exists a PPT adversary A such that
‘Pr[Hybridg“(ﬂ)] - Pr[Hybridg}LO(ﬂ)]‘ > negl()) (4)

We build a PPT adversary B that breaks the security of SKE. B receives the security parameter from
its SKE challenger and provides it to A who outputs parameters (17,15, 1¢¢ 1%) to B. When A
outputs a challenge function query f, B behaves identically to Hybridg“(lx) except that B does

not compute sk’1 o=, K] When A outputs a challenge message query x;, B behaves identically

to Hybrid?(l’\) except that if 4 = 1, rather than computing ct’1 F1—gti [y & in Hybridg“(lk), B
sends challenge message pair (la b, o154 [K] 1) to its SKE challenger, receives back ct* from its SKE

challenger, and sets ct;_ ke —st[k] = ct*. At the end of the experiment, B outputs whatever A outputs.

Observe that if ct* was an encryption of Iabl’k’lfgtl[k], then B exactly emulates Hybridg‘\, and

if ct* was an encryption of L, then B emulates Hybridélvo. Moreover, B does not need to know

the SKE key sk, o151 [K] for performing these experiments. Therefore, by Equation 4, this means

that B breaks the security of SKE since B can distinguish between the two SKE ciphertexts with
non-negligible probability.

O
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Hybridéayl()\): We simulate the garbled circuit for U,.

1. Parameters: The adversary A receives security parameter 1%, and outputs a function size
167 a state size 1/, an input size 1% and an output size 1.

2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) Compute keys and pads:
i. pp =st; « {0,1}%s.
Cr), Kjppy) < PRF3.Setup(1?).
ls], b€ {0,1}, ski 1., + SKE.Setup(1*).

(c) Send SKy = (f,{K} s} jeres): (str {sK] ;. &, iy Hreles])) to A.

3. Challenge Message Queries: For i =1,2,3,...

ii. For j €
iii. For k €

—_—

(a) A outputs a challenge message x; € {0,1}¢*.
(b) Compute keys and pads:
i. stiyq < {0,1}%s.
ii. For j € [¢r], b€ {0,1},
A. If b= f[j], ski;» = SKE.Setup(1*; PRF.Eval(K,1)).
B. If b f[j], skijp < SKE.Setup(1%).
iii. For k € [s], b € {0,1}, sk, 1, + SKE.Setup(1*).
(c) sty = 0fs.
(d) Compute (yi,pi+1):
i (i, stiv1) = f(@i,sti).
ii. piy1 = stiz1 @ stiq1.
(e) Garble circuit:
i Ifi > a,
A. Let U; = Ulxi, pis piv1, {Ki 41 1 thelts] pefo}] as defined in Figure 8.
B. (Ui, {labi s} jeferbeion)s 112} g breles)veto,ny) < GC.Garble(1X, U).
i, Ifi<a,
A (Ui, {1aby j g5 }yefer)s 120 ) g beles)
 GC.SIm(IA, 1, (f,st), (i, (Stiv1, {sKiy g, g Preles)-
(f) Encrypt function labels: For j € [(£], b€ {0,1},
i. If b= f[j], cti jp < SKE.Enc(sk; ;,lab; ;).
ii. If b # f[j], ctijp < SKE.Enc(sk; jp, L).
(g) Encrypt state labels: For k € [(s], b € {0,1},
i Ifi > aorb=stk], ct], , « SKE.Enc(sk ;,lab] ;).
ii. If i < a and b # st;[k], ct], , < SKE.Enc(skj;, 1).

(h) Send CT; = (U, {ctijiv}icler1befo,1)s {Ct kot heles) befo,1}) to A.

4. Experiment Outcome: A outputs a bit &’ which is the output of the experiment.
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Lemma 4.9. If GC is a secure garbling scheme, then for all o € N and all PPT adversaries A,
’Pr[Hybridg}mo(lA)] - Pr[Hybridéa’l(l’\)]‘ < negl(\).

Proof. Suppose for sake of contradiction, that there exists a PPT adversary A and an index o € N
such that
’Pr[Hybridéa’O(l)‘)] - Pr[Hybridéml(l)‘)]) > negl()) (5)

We build a PPT adversary B that breaks the security of GC. B receives the security parameter
from its GC challenger and provides it to A who outputs parameters (1“,1&5,13?{,163’) to B.
When A outputs a challenge function query f, B behaves identically to Hybridéa’o(lA). When
A outputs a challenge message query x; where i # «, B behaves identically to Hybridémo(l)‘).
When A outputs the a® message query z,, B acts similarly to Hybridémo(lA) except that rather

than computing (Ua, {laba,jp}jcfer]pefo,1}s 11805 kot keles)befo1}}) as in Hybridg!, o(1%), B first
computes (Uy, (f,sty)) as in as Hybridéa@(l)‘), sends (U, (f,sts)) to its GC challenger, and sets
(Us, {laba j i1 }jelers {Iab;’k,&[k}}ke[@s]}) equal to the values output by its GC challenger. Observe
that the missing input labels {labq, j1—f[;1}jele,5 {lab;,k,ks}[k]}ke[ﬁs}} which are not output by the
GC challenger are not needed by B in these hybrids. At the end of the experiment, B outputs
whatever A outputs.

Observe that if the GC challenger generates the garbled circuits and input labels honestly, then
B exactly emulates Hybridémo, and if the GC challenger simluates these values, then B emulates
Hybridéavl. Thus, by Equation 5, B breaks the security of GC since B has a non-negligible

advantage in distinguishing between a real garbling and a simulated one.
O

Lemma 4.10. If SKE is a secure secret-key encryption scheme, then for all « € N and all PPT
adversaries A,

Pr[Hybridg, ;(1*)] — Pr[Hybridg, 1 o(1V)]| < negl()).

Proof. This proof follows by a straightforward reduction to the security of SKE using a proof similar
to Lemma 4.8. In particular, for k& € [{s], we can use the security of SKE to change ciphertexts

/ . / . .
cta+1,k’1_s~ta+1[k’] from encryptions of laba+1,k,175~ta+1[k] to encryptions of 1. This can be argued

since the secret keys sk’ are no longer used anywhere in these hybrids because the

a+1,k,1—s}a+1[k]
garbled circuit for U, is now being simulated. For brevity, we omit further details. O
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Hybrid“74()\): This is the idea world experiment written using an explicit simulator Sim. This

hybrid is identical to HybridéBound 1 Where Bound 4 is a bound on the runtime of A, and thus an
implicit bound on the number of message queries A will make.

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size

17| a state size 1/, an input size 1¥, and an output size 1%. The simulator Sim receives
(1A, 167 18 1fx 1),

2. Function Query:

(a) A outputs a streaming function query f € F[lr, ls, lx,ly].
(b) Simulated Function Key: Sim receives f and computes the following:
i. Compute keys and pads:
A. pp = sty < {0,1}5s.
B. For j € [f]:], Kj,f[j] — PRFQ.Setup(l)‘).
C. For k € [(s], b € {0,1}, sk ;,, « SKE.Setup(1*).
ii. Send SKy = (f, {Kj j1}jeles (St1, {sK| | 5, Preles)) to A.

3. Challenge Message Queries: For i =1,2,3,...

(a) A outputs a challenge message x; € {0,1}¢*.
(b) Compute Output Value: (y;,st;11) = f(z;,st;) where st; = 0%s.
(c) Simulated Ciphertext: Sim receives y; and computes the following:
i. stiyq < {0,1}%s.
ii. For j € [¢x], b€ {0,1},
A. If b= f[j], skij» = SKE.Setup(1*; PRF.Eval(Kjp,)).
B. If b # f[j], skijp « SKE.Setup(1*).
iii. For k € [(s], b€ {0,1}, ski,, 1,  SKE.Setup(1*).
iv. Garble circuit:
A. (Ui {labi g, sij o) 1125 4 5,4 brees))
— GC.Sim(l)\7 1tu, (f, s~t$)7 (yi, {Sk;+1,k,s~ti+1[k]}kews]))'
v. Encrypt function labels: For j € [(£], b € {0,1},
A. If b= f[j], ctj jp < SKE.Enc(sk; ;p,lab; jp).
B. If b # f[j], ctyjp < SKE.EnC(SkZ‘7j7b, J_).
vi. Encrypt state labels: For k € [(s], b € {0,1},
AL TIf b= st[k], ct] ),  SKE.Enc(skj; ;, labj ;).
B. If b # sty[k], ct] ., + SKE.Enc(ski 5, L).
vil. Send CT; = (Ui, {ctijp}jeler) bef0,1} 1€ pp ) keles] befo,1}) to A.
4. Experiment Outcome: A outputs a bit & which is the output of the experiment.

Lemma 4.11. For all adversaries A,

Pr[Hybridg goung 1 (1*)] — Pr[Hybrid#'(1V)]| = 0.
where Bound 4 is a bound on the runtime of A.

Proof. The hybrids are identical.
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Thus, our lemmas give us the following corollary:

Corollary 4.12. If
o SKE is a secure secret-key encryption scheme,
e PRF{,PRFy, PRF3, PRF, are secure pseudorandom function families,
o GC is a secure garbling scheme,

then One-sFE is a single-key, single-ciphertext, function-selective-SIM-secure, secret-key sFE scheme
for P/Poly.

Proof. The corollary immediately follows from Lemmas 4.3-4.11. O

Corollary 4.12 then implies Theorem 4.1 since we can instantiate each of the required primitives
from OWFs.
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5 Bootstrapping to a ()-Bounded Public-Key sFE Scheme

In this section, we prove the following theorem:
Theorem 5.1. Assuming

1. a Q-bounded, adaptive-IND-secure, public-key (resp. secret-key) FE scheme for P/Poly

2. a single-key, single-ciphertext, function-selective-IND-secure, secret-key sF'E scheme for P /Poly

there exists a Q-bounded, semi-adaptive-function-selective-IND-secure, public-key (resp. secret-key)
sFE scheme for P/Poly.

Then by applying Theorem 4.1 and a theorem from [AV19], we get our main theorem.’

Theorem 5.2. Assuming the existence of a public-key (resp. secret-key) encryption scheme, there
exists a Q-bounded, semi-adaptive-function-selective-IND-secure, public-key (resp. secret-key) sFE
scheme for P/Poly for any polynomial Q = Q(\) of the security parameter X.

To prove Theorem 5.1, we build an SFE scheme from the following tools.

Tools.
e One-sFE = (One-sFE.Setup, One-sFE.EncSetup, One-sFE.Enc, One-sFE.KeyGen, One-sFE.Dec):

A single-key, single-ciphertext, function-selective-IND-secure, secret-key sFE scheme for P /Poly.

e The following primitives can be built from a Q-bounded, adaptive-IND-secure, public-key
(resp. secret-key) FE scheme for P/Poly:

PRF = (PRF.Setup, PRF.Eval): A secure pseudorandom function family.
— PRF2 = (PRF2.Setup, PRF2.Eval): A secure pseudorandom function family.

SKE = (SKE.Setup,SKE.Enc,SKE.Dec): A secure secret-key encryption scheme with
pseudorandom ciphertexts.

FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec): A Q-bounded, selective-IND-secure, public-
key (resp. secret-key) FE scheme for P/Poly.

FPFE = (FPFE.Setup, FPFE.Enc, FPFE.KeyGen, FPFE.Dec): A @-bounded, function-private,
function-selective-IND-secure, secret-key FE scheme for P/Poly.

Instantiation of the Tools. Let AdFE be a @-bounded, adaptive-IND-secure, public-key (resp.
secret-key) FE scheme for P/Poly.

e We can build PRF, PRF2, SKE from any one-way function using standard cryptographic tech-
niques (e.g. [Gol01,Gol09]). As functional encryption implies one-way functions, then we can
build these from AdFE.

e AdFE already satisfies the security requirements needed for FE.

e AdFE immediately implies a Q-bounded, function-selective-IND-secure, secret-key FE scheme
SKFE for P/Poly. We can then build FPFE by using the function-privacy transformation
of [BS18] on SKFE.

Tn particular, [AV19] show how to build a Q-bounded, adaptive-IND-secure, public-key (resp. secret-key) FE
scheme for P/Poly from a public-key (resp. secret-key) encryption scheme. We show in Theorem 4.1 how to build a
single-key, single-ciphertext, function-selective-SIM-secure, secret-key sFE scheme for P/Poly from OWFs. Note that
OWFs can be built using secret-key (or public-key) encryption and SIM security can be easily shown to imply the
equivalent IND security.

47



5.1 Parameters

On security parameter A, function size ¢z, state size £s, input size £y, and output size fy, we will
instantiate our primitives with the following parameters:

Security Parameter | Input Size | Output Size | Function Size | State Size
One-sFE A EX fy f]: f,s
PRF A A 5\
PRF2 A A A
SKE A
FPFE A CFPFE.m CFPFE.out 193
FE A LrEm CFE.out la

where we define
® JeprEm = 2\ + 20y + Lone-sFE.ct Where £one-sFE.ct 1S the size of ciphertexts of One-sFE.
® JepFE.out = LOne-sFE.ct Where £one-sFE.ct 1s the size of ciphertexts of One-sFE.

e /p is the maximum of

— the size of H[One-sFE.msk, One-sFE.Enc.st, PRF2.K] defined in Figure 10
— the size of H'[One-sFE.msk, One-sFE.Enc.st, PRF2.K] defined in Figure 11
— the size of H* defined in Figure 12

for any master secret key One-sFE.msk and encryption state One-sFE.Enc.st of One-sFE, and
any key PRF2.K of PRF2.

® lrem = CrPFE.msk + PPRF.K + 1 + lske.sk where fppre.msk 1s the size of master secret keys of
FPFE, ¢prr.i is the size of keys of PRF, and fskg <k is the size of keys of SKE.

® rE.out = LOne-sFE.sk + LFPFE.sk Where £one.sFE.sk 1S the size of secret keys of One-sFE and frprg sk
is the size of function keys of FPFE.

e /g is the maximum size of Gy . defined in Figure 9 for any f € F[lr,{s,lx,ly], s € {0, 13,
and c of size fskg.t where lske ¢ is the size of ciphertexts of SKE when encrypting plaintexts
of size lske.m = lFE.out-

Notation For notational convenience, when the parameters are understood, we will often omit the
security, input size, output size, function size, or state size parameters from each of the algorithms
listed above.

Remark 5.3. We assume without loss of generality that for security parameter A, all algorithms
only require randomness of length A. If the original algorithm required additional randomness, we
can replace it with a new algorithm that first expands the A bits of randomness using a pseudoran-
dom generator (PRG) of appropriate stretch and then runs the original algorithm. Note that this
replacement can be implemented with OWFs and does not affect the security of the above schemes
(as long as ¢r, ls,lx,ly are polynomial in \).
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5.2 Construction
We now construct our -bounded streaming functional encryption scheme sFE.

Remark 5.4. We provide our construction in both the secret-key and public-key settings. In the
secret-key seting, sFE and FE are both secret-key schemes, and in the public-key setting, sFE and
FE are both public-key schemes. We use input MSK/MPK to denote that the algorithm receives
MSK in the secret-key setting and MPK in the public-key setting.

Remark 5.5. Recall that for notational convenience, we may omit the security, input size, out-
put size, function size, or state size parameters from our algorithms. For information on these
parameters, please see the parameter section above.

e sFE.Setup(1*, 147, 1%, 1tx 1%):

1. Secret-Key Setting:

(a) FE.msk < FE.Setup(1%).
(b) Output MSK = FE.msk.

2. Public-Key Setting:
(a) (FE.mpk, FE.msk) < FE.Setup(1%).
(b) Output (MPK, MSK) = (FE.mpk, FE.msk).
e sFE.EncSetup(MSK/MPK):

Secret-Key Setting: Parse MSK = FE.msk. Set FE.ek = FE.msk.
Public-Key Setting: Parse MPK = FE.mpk. Set FE.ek = FE.mpk.
PRF.K < PRF.Setup(1%).

FPFE.msk < FPFE.Setup(1?).

FE.ct < FE.Enc(FE.ek, (FPFE.msk, PRF.K, 0, 0skesk)),

Output Enc.ST = (FPFE.msk, FE.ct).

AN e

e sFE.Enc(MSK/MPK, Enc.ST, 1, z;):

1. Parse Enc.ST = (FPFE.msk, FE.ct).

2. t; + {0, 1}

3. FPFE.ct; - FPFE.Enc(FPFE.msk, (i, t;, z;, 0/ 0fOnesFect)),
4. If i =1, output CT; = (FE.ct, FPFE.cty).

5. Else, output CT,; = FPFE.ct;.

E

e sFE.KeyGen(MSK, f):

Parse MSK = FE.msk.

s« {0, 1}

c < {0, 1} sKeet,

Let G = G[f, s, c] as defined in Figure 9.
FE.skg < FE.KeyGen(FE.msk, G).
Output SK; = FE.skg.

AR R S
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G[f, s, c](FPFE.msk, PRF.K, o, SKE.sk):
1. If a =0,

(a) (rSetupv TEncSetup; "KeyGens TPRF2, TH) < PRFEV3|<PRFK, S).

)
(c)
(d) One-sFE.sk; <— One-sFE.KeyGen(One-sFE.msk, f; rkeyGen)-
) PRF2.K < PRF2.Setup(1*; 7prr2).

)

)

(h) Output (One-sFE.sk¢, FPFE.skz).
2. Else,

(a) Output (One-sFE.sk¢, FPFE.skg) <= SKE.Dec(SKE.sk, c¢).

Figure 9: Definition of G[f, s, (]

H[One-sFE.msk, One-sFE.Enc.st, PRF2. K| (4, t;, x;, 2}, v;):
1. r; + PRF2.Eval(PRF2.K,t;).
2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, x;;7;).

Figure 10: Definition of H[One-sFE.msk, One-sFE.Enc.st, PRF2.K]

o sFE.Dec(SKy, Dec.ST;, 4, CT;):

1 Ifi=1,
(a) Parse CTy = (FE.ct,FPFE.ct;) and SK; = FE.skg.

(b) (One-sFE.sk¢, FPFE.sky) = FE.Dec(FE.skg, FE.ct).
(c) Set One-sFE.Dec.st; = L.

2. If i > 1,

(a) Parse CT; = FPFE.ct;.

(b) Parse Dec.ST; = (One-sFE.sky, FPFE.skg, One-sFE.Dec.st;).
3. One-sFE.ct; = FPFE.Dec(FPFE.sk, FPFE.ct;).

4. (yi, One-sFE.Dec.st;11) = One-sFE.Dec(One-sFE.sk ¢, One-sFE.Dec.st;, 4,
One-sFE.ct;).

5. Output (y;, Dec.ST; 1 = (One-sFE.sky, FPFE.skz, One-sFE.Dec.st;y1)).

We also define the following functions which will be used in our security proof.
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H'[One-sFE.msk, One-sFE.Enc.st, PRF2.K](i, t;, z;, 2}, v;):
1. r; PRFQEV3|(PRF2K, ti).

2. Output One-sFE.ct; < One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, ¢, z; 7).

Figure 11: Definition of H’'[One-sFE.msk, One-sFE.Enc.st, PRF2.K]

H*(i,t;, x;, 2%, v;): Output v;.

Figure 12: Definition of H*

5.3 Correctness and Efficiency

Efficiency: Using our discussion above on parameters, it is easy to see that the size and runtime
of all algorithms of our FE scheme on security parameter 1%, function size £z, state size £g, input
size £y, and output size £y are poly(A, {r,ls,lx,ly).

Correctness Intuition: Our ciphertext consists of (FE.ct,{FPFE.ct;};c[n)), and our function
key consists of SK; = FE.skg. We can combine FE.ct and FE.skg via FE decryption to get a
function key One-sFE.sk; for f under One-sFE.msk, and a function key FPFE.sky for H which has
One-sFE.msk hardwired into it. Then, for i € [n], we can combine FPFE.ct; and FPFE.sky to get
the i*" ciphertext One-sFE.ct; of the encryption of z under One-sFE.msk. We can then combine
One-sFE.sky and {One-sFE.ct;};c[, using One-sFE decryption to compute f(x).

Correctness: More formally, let p be any polynomial and consider any A and any ¢r,{s,lx,ly <
p(A). Let SKy be a function key for function f € F[lr,{s,lx,ly], and let CT = {CT,;};c}, be a
ciphertext for  where z = z1 ..., for some n € [2}] and where each z; € {0,1}%*.

First parse SK; = FE.skg, CT; = (FE.ct,FPFE.cty), and CT; = FPFE.ct; for i € [n]\{1}. Then,
by correctness of FE, except with negligible probability,

FE.Dec(FE.skg, FE.ct) = G[f, s, ¢|(FPFE.msk, PRF.K, 0, 0‘skesk)
= (One-sFE.sky, FPFE.skgr)

where One-sFE.sk; is a One-sFE function key for f generated under One-sFE.msk, and FPFE.sky; is
an FPFE function key for H[One-sFE.msk, One-sFE.Enc.st, PRF2.K]| as defined by

(TSetups TEncSetups TKeyGen, "PRF2, 'H) <— PRF.Eval(PRF.K, s)

One-sFE.msk < One-sFE.Setup(1*; T'Setup)

One-sFE.Enc.st <— One-sFE.EncSetup(One-sFE.msk; gncsetup)

One-sFE.sk <— One-sFE.KeyGen(One-sFE.msk, f; 7keyGen)

PRF2.K <+ PRF2.Setup(1*; rpre2)

Let H = H[One-sFE.msk, One-sFE.Enc.st, PRF2.K] as defined in Figure 10.
FPFE.sky < FPFE.KeyGen(FPFE.msk, H; 7).
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Then, by correctness of FPFE, except with negligible probability, for all i € [n],

FPFE.Dec(FPFE.skj, FPFE.ct;) = H|[One-sFE.msk, One-sFE.Enc.st, PRF2.K](i, t;, ;, 0°% , 0fOnesFE.ct)
= One-sFE.Enc(One-sFE.msk, One-sFE.Enc.st, i, z;; PRF2.Eval(PRF2. K, t;))
= One-sFE.ct;

where One-sFE.ct; is the i*" One-sFE ciphertext for z under One-sFE.msk. Thus, if One-sFE.Dec.st; =
L is the proper starting decryption state for One-sFE, and if we define One-sFE.Dec.st; for ¢ > 1
inductively by

(4, One-sFE.Dec.st;; 1) = One-sFE.Dec(One-sFE.sk ¢, One-sFE.Dec.st;, i, One-sFE.ct;)

then by correctness of One-sFE, except with negligible probability, y = y1 ...y, = f(x). Therefore,
for ¢ = 1 and using the values we defined above,

sFE.Dec(SKf, Dec.STy,1,CTy) = sFE.Dec(FE.skg, L, 1, (FE.ct, FPFE.cty))
= (y1,Dec.STy = (One-sFE.sky, FPFE.skz;, One-sFE.Dec.sty))

For ¢ > 1, using the values defined above,

sFE.Dec(SKy, Dec.ST;, 4, CT;) = sFE.Dec(FE.skg, (One-sFE.sk s, FPFE.skfr, One-sFE.Dec.st;), i, FPFE.ct;)
= (yi, Dec.ST;41 = (One-sFE.sk¢, FPFE.skg, One-sFE.Dec.st; 1))

Therefore, decryption correctly outputs y = f(x).
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5.4 Security

In this section, we prove that sFE is Q-bounded, semi-adaptive-function-selective-IND-secure.

5.4.1 Proof Overview

To build intuition, we provide a brief overview of each hybrid below.
° Hybrid()“: This is the real world experiment with b = 0.

e For each stream id w, we proceed through a sequence of hybrids to swap the encryption of
0) _ .(0) (0) (0) (1 _ .1 @) (1)

stream Zw’' = Z,, 1%y 9 - - - Lwmn with an encryption of stream z,,’ = x,), 1% - - - Twn.
— Hybridfw70: For stream identities id < w, we encrypt acl(dl ) instead of aci(c? ). For w = 1,
this hybrid is identical to Hybridy'.

- Hybridwa: For each function key SKy, = FE.skg;, we hardwire the output of G on
stream w into the ciphertext c¢; embedded within G;. Indistinguishability follows from
the pseudorandom ciphertext property of SKE.

— Hybridfwvg: We swap ciphertext FE.ct,, from an encryption of (FPFE.msk,,, PRF.K,,, 0, OESKE“)
to an encryption of (0‘FPFEmsk (fPrF.K 1 SKE.sk). Now, when decrypting FE.ct,, with
FE.skg,, we will invoke the o = 1 branch of Gj, and output the value encrypted
within ¢j. Since the value within ¢; had been previously set to the correct output

value, indistinguishability follows from the security of FE. This change also removes
(FPFE.msk,,, PRF.K,,) from the hybrid..

— Hybridfwﬁ: We replace the values generated by PRF.K,, with true randomness. This
includes the randomness used to generate the One-sFE, PRF2, and FPFE keys for stream
w. Indistinguishability follows from the security of PRF.

— Within each ciphertext FPFE.ct; for stream w, we encrypt both x( ) and :c( ) Then, for

each k € [Q], we proceed through a sequence of hybrids to change FPFE. sk Hy,,, from a

(0 ) (1)

function key which decrypts using x,; to a function key which decrypts using x,),

* Hybrid{! wA ko Within each c1phertext FPFE.cty; for stream w, we add1t1onally

) and Ukw,i = FPFE.Dec(FPFE. sk, ,,» FPFE. Cty,;). For j < k, we set

w,e
function Hj,, to a function which computes its output using xS). For 5 = k,

we set Hj, to a function that simply outputs vi, ;. For £ = 1, this hybrid is
indistinguishable from Hybridﬂmg by the security of FPFE.

encrypt x

* HybridfwA,k’l: We exchange the randomness generated by PRF2.K,, with true
randomness. This randomness is used to compute vy, ., ;. Indistinguishability follows
from the security of PRF2.

* Hybridfw k2 We invoke the security of One-sFE to change each vy, ; from an

()

encryption of x( ) to an encryption of z, ;. Indistinguishability follows from the

security of One- sFE.
* Hybrid“f}wA’k’g: We revert back to using PRF2.K,, to compute the randomness
needed for determining vy, ,, ;. Indistinguishability follows from the security of PRF2.
* HybridfwA’kA: We change Hy ,, from a function that simply outputs vy ,; to a
(1)

function that decrypts using xy,’. Indistinguishability follows from the security of
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FPFE. Additionally, the indistinguishability of Hybridi',, , , , and Hybrid{', , ;.1
follows by the security of FPFE.

- Hybridf}wﬁz This is identical to HybridfwA’QA Observe that every FPFE.sky, , now

(1) instead of :E(O)

decrypts using z,,; w it

(1)

w,i?

— Hybridfwﬁ: Within each ciphertext FPFE.ct,, ; for stream identity w, we encrypt x

0 oy Ukwi- We also change each FPFE.skp, , back to

w,i
its original value. Since we now only encrypt CES ), we will continue to compute using

stream xﬁj ), Indistinguishability follows from the security of FPFE.

but no longer encrypt either z

— Hybridfwj: We revert back to using PRF.K,, to generate the randomness needed for
computing the One-sFE, PRF2, FPFE keys for stream w. Indistinguishability follows
from the security of PRF.

- Hybridfmsz We change FE.ct,, back to its original value. Indistinguishability follows
from the security of FE.

— Hybridfmg: We change the ciphertexts c¢; back to pseudorandom values. Indistin-
guishability follows from the pseudorandom ciphertext property of SKE. This hybrid is
also identical to Hybridfw +1,0-

° Hybridf‘: This is the real world experiment with b = 1. This hybrid is identical to

Hybrideound 1,0 Where Bound 4 is a bound on the runtime of A and thus an implicit bound
on the number of stream identities queries by A.
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5.4.2 Formal Proof

We now formally prove Theorem 5.1 via a hybrid argument. We will be simultaneously proving both
the secret-key and public-key versions of the theorem. The differences are explicitly highlighted in
the hybrids and theorem statements.

Remark 5.6 (Multiple Pairs of Challenge Streams). In the secret-key setting (Definition A.9),
the adversary is allowed to make message queries across multiple pairs of challenge streams. For
each message query, the adversary may choose to either append new stream values to an existing
pair of challenge streams or to start a new pair of challenge streams from index 1. The adversary
indicates which pair of streams each message query belongs to using a stream identity id. We
assume without loss of generality that whenever the adversary makes a query to a new stream
identity id, the adversary sets id = 7 where 7 is the number of unique stream identities queried thus
far including this one. Note that this can be accomplished via relabeling.

In the public-key setting (Definition 3.14), the adversary is only allowed to make message
queries for one pair of challenge streams. Thus, the stream identity is not specified in the security
game since we do not need to differentiate between multiple pairs of challenge streams. However,
since we are simultaneously proving security in both the public-key and secret-key settings, we
will nevertheless refer to the stream identity in the following hybrids and proof of security. In the
public-key setting, we will assume that any message query made by the adversary has a default
stream identity id = 1.%0

Remark 5.7 (Abort Condition). We require all of our hybrids to immediately halt and output 0
if the adversary ever aborts or if it at any point some function query f submitted by the adversary
yields different outputs on any of the challenge message streams submitted so far (i.e. if f (:Ui(c? )) #+

f (a:l(dl)) for some function query f submitted by the adversary where {(xi(do,)i?xi(dl,)z‘)}idt] are the

message queries submitted so far under some stream identity id, xi(g ) = xi(‘? )1 .. .xi((? )t, and a:l(j ) =

xl(j )1 . xl(j )t) For notational simplicity, we will omit this requirement from the description of our

hybrids.

Remark 5.8 (Bootstrapping in the Adaptive Setting). In fact, if our One-sFE scheme was adap-
tively secure, then our bootstrapping would produce an adaptively secure sFE scheme.

More precisely, assuming (1) a @-bounded, adaptive-IND-secure, public-key (resp. secret-key)
FE scheme for P/Poly, and (2) a single-key, single-ciphertext, adaptive-IND-secure, secret-key sFE
scheme for P/Poly, there exists a @-bounded adaptive-IND-secure, public-key (resp. secret-key)
sFE scheme for P /Poly.

The construction is identical to the construction given in section 5.2. The proof of security is
also identical except that (1) we change step 5 in the hybrids to “The adversary may make up to
@ function queries and any polynomial number of message queries in any order”, and (2) we use
the adaptive security of One-sFE to prove Lemma 5.15. It is easy to check that this modified proof
works regardless of the order in which message and function queries are received.

20 Alternatively, we could allow the adversary in the public-key setting to also make message queries across multiple
pairs of challenge streams in a similar manner as in the secret-key setting. By a standard hybrid argument, this
modified security definition is equivalent to Definition 3.14.
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Hybrid()“(lA): This is the real world experiment with b = 0. Note that we have rearranged some
steps and thus will compute the Encryption Setup step early on rather than when we receive the
message queries. This does not affect the outcome of the experiment since we can receive at most
Bound 4 stream identities id during the hybrid where Bound 4 is a bound on the runtime of A.

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 153, an input size lz’f, and an output size 14,

2. Setup:

o Secret-Key Setting:

(a) FE.msk < FE.Setup(1%).
(b) FE.ek = FE.msk.
o Public-Key Setting:
(a) (FE.mpk, FE.msk) < FE.Setup(1%).
(b) FE.ek = FE.mpk.
(c) Send MPK = FE.mpk to the adversary.

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.

(a) PRF.Kiq < PRF.Setup(1*).
(b) FPFE.msk;q < FPFE.Setup(1*).
(¢) FE.ctig < FE.Enc(FE.ek, (FPFE.mskq, PRF.Kiq, 0, 0/sKEsk)),

4. Precompute Values: Do nothing. (Will be added in a later hybrid.)

5. The adversary can make up to @) function queries followed by any polynomial number of
message queries.

(a) Function Query: For the j' function query f; € F[¢r, (s, Lx, (y] made by the adver-
sary:
i. s; < {0,1}*
ii. ¢j < {0, 1} ke,
ili. Let G; = G|[fj, s}, c;] as defined in Figure 9 (page 50).
iv. FE.skg, + FE.KeyGen(FE.msk, G;).
v. Send SKy, = FE.skg, to the adversary.

(b) Message Query: For the i"" message query made to stream identity id, A outputs a
message pair (a:i(i)i, xl(dl)z) where xl(g)z,xl(j)l € {0,1}¢x.
it < {0,137
ii. FPFE.ctig;  FPFE.Enc(FPFE.mski, (i, tig,i, 2}y ), 0% , 0foresect)).
iii. If i = 1, set CTiq1 = (FE.ctiq, FPFE.ctiq 1). Else, set CTiq; = FPFE.ctiq;.
iv. Send CT,q; to the adversary.

6. Experiment Outcome: A outputs a bit b which is the output of the experiment.
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Hybridfw’o(l’\): For stream identities id < w, we encrypt :vl(dl ) instead of xi(do).

This is the same as Hybrid()4 except that we change the following steps:

5b. Message Query: For the i*" message query made to stream identity id, A outputs a message

pair (xl(g’)z,xl(j)z) where acl(do)z,xl(j)z € {0,1}¢x.

(a tid,z‘ — {0, 1}>‘.
(b) If id < w, FPFE.ctiq; « FPFE.Enc(FPFE.mskig, (i, tig s, 2l ), 0% , 0onesFect)).

(d Ifi =1, set CT;dJ = (FE.Ctid, FPFE.Ct;dJ). Else, set CTidJ‘ = FPFE.Ctid,Z‘.

)
)
(c) If id > w, FPFE.ctig,; + FPFE.Enc(FPFE.mskig, (7, tia,;, 2y j, 0%, %0resfect))
)
(e) Send CTiq; to the adversary.

Lemma 5.9. For all adversaries A,
Pr[Hybridy'(1*) = 1] — Pr[Hybrid{', ((1) =1]| =0

Proof. The hybrids are identical since we have assumed that each stream identity id > 1. (See
Remark 5.6.) O
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Hybrid;! w, 1(11): For each j, we hardcode into ¢; the values

(One-sFE.sky, ., FPFE.sky, ) = G;(FPFE.msky,, PRF.K,, 0, 0/sKE)

which would be generated in the real world experiment. This will allow us to later switch to the
a =1 branch in G using the security of FE. Observe that the values being hardcoded into ¢; can
be computed before receiving any message queries.

This is the same as Hybridfw’o except that we change the following steps:

2. Setup:

e Secret-Key Setting:
(a) SKE.sk « SKE.Setup(1?).
(b) FE.msk < FE.Setup(1%).
(c) FE.ek = FE.msk.
o Public-Key Setting:
(a) SKE.sk + SKE.Setup(1?%).
(b) (FE.mpk, FE.msk) < FE.Setup(1*).
(c) FE.ek = FE.mpk.
(d) Send MPK = FE.mpk to the adversary.

4. Precompute Values: For j € [(Q)],

(a) s; « {0,1}*.

(b) (Tsetupj w> TEncSetup, j,w» "KeyGen, j,uws TPRF2,j,w, TH,jw) < PRF.Eval(PRF.Ky, s;).

(c) One-sFE.msk; ,, <— One-sFE. Setup(1* i TSetup,j,w)-

(d) One-sFE.Enc.stj,, < One-sFE.EncSetup(One-sFE.msk; .; TEncSetup,j,w)-

(e) PRF2.K;, < PRF2. Setup(1* s TPRF2,j,w)-

(f) Let Hj,, = H[One-sFE.msk; ., One-sFE.Enc.st;.,, PRF2.K ]| as defined in Figure 10

(page 50)
(2) FPFE.skHj)u, < FPFE.KeyGen(FPFE.msky,, Hj ; TH,j.w)-

5a. Function Query: For the ji* function query f; € F[lx,{s, Lx,y] made by the adversary:
(a) s—fo P
(b) One-sFE.sky, ,, < One-sFE.KeyGen(One-sFE.msk; v, fj; TkeyGen,j.w)-
(¢) ¢juw < SKE.Enc(SKE.sk, (One-sFE.sky; .,, FPFE.sky;, ).
(d) Let G; = G[fj, 84, ¢jw) as defined in Figure 9 (page 50).
(e) FE.skg,; < FE.KeyGen(FE.msk,G}).
(f) Send SKy, = FE.skg, to the adversary.
Lemma 5.10. If SKE has pseudorandom ciphertexts, then for all PPT adversaries A and all
w € [Bound 4],

Pr[Hybrid{', ((1*) = 1] — Pr[Hybrid{', ; (1) = 1]| < negl(})
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Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a w € [Bound 4]
such that
Pr[Hybrid{', ;(1*) = 1] — Pr[Hybrid{', ; (1*) = 1]| > negl(}) (6)

We build a PPT adversary B that breaks the pseudorandom ciphertext property of SKE. B first
runs steps 1-3 as in Hybridfml except that B does not compute SKE.sk. For j € [Q], B computes
(55, One-sFE.msk; v, "keyGen,j,w, FPFE.skg, ) as in step 4 of Hybrid“f}w’l.

e For each function query f; output by A, B does the following: B computes One-sFE.sky, ., <
One-sFE.KeyGen(One-sFE.msk; ., f;; TKeyGen,j,w) and sends my ,, = (One-sFE.sky; ,,, FPFE.skg; )
to its SKE challenger. B receives c;,, which is either an encryption of mj,, or a uniform ran-
dom value. B computes FE.skg;, < FE.KeyGen(FE.msk, G;) where G; = G|fj, s}, cjw], and
sends SKy, = FE.skg; to the adversary.

e For each message query (xi(g,)w 37|(dl)z) output by A, B computes CTiq; as in step 5b of Hybrid“f}w’l,
and sends CTiq; to A.

After A is done making queries, A outputs &’ which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if every c¢; ., is an independent uniform random
value, then B exactly emulates Hybridf}wyo, and if each cj, is an encryption of m;,, then B
emulates Hybridfwyl. Additionally, B does not need to know SKE.sk to carry out this experiment.
Thus, by Equation 6, this means that B breaks the pseudorandom ciphertext property of SKE
as B can distinguish between receiving random values and valid ciphertexts with non-negligible
probability. O
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Hybrid“f}wg(l’\): We change the message encrypted in FE.ct,, so that we use the & = 1 branch of
every Gj. This allows us to remove FPFE.msk,, and PRF.K, from FE.ct,,.
This is the same as Hybridf}w’l except that we change the following steps:

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.
(a) PRF.Kiq + PRF.Setup(1*).

(b) FPFE.msk;q < FPFE.Setup(1*).

(¢) If id # w, FE.ctig < FE.Enc(FE.ek, (FPFE.msk;q, PRF.Kiq, 0, 0fsKEsk)),

(d) If id = w, FE.ctjq < FE.Enc(FE.ek, (0‘FPremsk (fPrF.k 1 SKE.sk)).

Lemma 5.11. If FE is a public-key (resp. secret-key) Q-bounded, selective-IND-secure scheme,

then for all PPT adversaries A and all w € [Bound 4], for the public-key (resp. secret-key) version
of the hybrids,

Pr[Hybrid{, ;(1*) = 1] — Pr[Hybrid{', ,(1*) = 1]| < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a w € [Bound 4]
such that

Pr[Hybrid{', ;(1*) = 1] — Pr[Hybrid{', , (1) = 1]| > negl(}) (7)

We build a PPT adversary B that breaks the Q-bounded, selective-IND-security of FE. B first runs
step 1 of Hybridfwg and computes (SKE.sk, {(PRF.Kq, FPFE.mskiq) }igc[Bound,]) @ in steps 2-3 of
Hybrid{',, ,.

B sends challenge message pair (mgw, m1,w) = ((FPFE.msk,,, PRF.K,, 0, OfsKesk),

(OfFprEmsk (fPRF.K 1 SKE.sk)) to its FE challenger and receives FE.ct, which is an encryption of
either mg, or M1 4.

For id € [Bound4]\{w}, B sets miq = (FPFE.msk;q, PRF.K 4,0, 0°KEsk). In the secret-key setting,
for id € [Bound 4]\{w}, B sends challenge message pair (mjq, miq) to its FE challenger and receives
an encryption FE.ctjy of miq. In the public-key setting, B receives FE.mpk from its FE challenger,
computes FE.ctjy <+ FE.Enc(FE.mpk, m;q) for id € [Bound 4]\{w}, and sends MPK = FE.mpk to .A.

e For each function query f; output by A, B does the following: B computes G; = G|fj, s}, ¢j.w]
as in step Ha of Hybrid“f}wg. B sends function query G to its FE challenger and receives a
function key FE.skg,. This is a valid function query since for all j € [Q],

Glf}, 55, Cjaw] (FPFE.msky,, PRF. K, 0,0Es) = G[f;, 54, ¢ (0FPFEms (fFPREE 1 SKE k)

because cj,, encrypts (One—sFE.skfj,w, FPFE.skg; ) which are generated in the same way as
in the a = 0 branch of G[fj, s}, ¢jw]. B then sends SKy, = FE.skg; to A. Note that since A
can only make at most ) function queries, than B will also make at most @) function queries
to its FE challenger.

e For each message query (:Ui(do )i, :cl(dl )l) output by A, B computes CTiq ; as in step 5b of Hybridfwg

and sends CTiq; to A.

After A is done making queries, A outputs b’ which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received FE ciphertexts for the first message
in each challenge pair (i.e. either mg, or miq), then B exactly emulates Hybridfml, and if B
received FE ciphertexts for the second message in each challenge pair (i.e. either my,, or miq),
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then B emulates Hybridf}w’Q. Additionally, B does not need to know FE.msk to carry out this
experiment and makes at most () function queries. Thus, by Equation 7, this means that B breaks
the @Q-bounded, selective-IND-security of FE as B can distinguish between the two security games
with non-negligible probability. O
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Hybrid“f}w’?): We exchange the randomness generated by PRF.K,, with true randomness.
This is the same as Hybrid“f}wz except that we change the following steps:

4. Precompute Values: For j € [Q],

etup,j,w> | EncSetup,j,w | KeyGen,j,w> s T Hjw : Xy o7

One-sFE.msk; ., < One-sFE.Setup(1%; #serpw)-

(page 50).
(g) FPFE.skijw «— FPFE.KeyGen(FPFE.msky,, Hj.; ##5w)-

5a. Function Query: For the ji function query f; € F[lx,{s, Lx,ly] made by the adversary:

(a) One-sFE.sky, ,, < One-sFE.KeyGen(One-sFE.msk; v, f;; *reyGenjw)-
(b) ¢jw < SKE.Enc(SKE.sk, (One-sFE.sky; .,, FPFE.sky;, ).

(c) Let G; = G[fj, 54, ¢jw) as defined in Figure 9 (page 50).

(d) FE.skg, < FE.KeyGen(FE.msk,G}).

(e) Send SKy, = FE.skg; to the adversary.

Lemma 5.12. If PRF is a secure PRF, then for all PPT adversaries A and all w € [Bound_4],
Pr[Hybrid{', ,(1") = 1] — Pr[Hybrid{', 5(1*) = 1]| < negl(})

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a w € [Bound 4]
such that

Pr[Hybrid{', ,(1*) = 1] — Pr[Hybrid{', 5(1*) = 1]| > negl()) (8)

We build a PPT adversary B that breaks the security of PRF. B first runs steps 1-3 as in Hybridﬂmg
except that B does not compute PRF.K,.

For j € [Q], B samples s; + {0,1}* and queries its PRF challenger on input s; to receive values
(Tj,la ’r‘j72, T‘j’g, ’r‘j74, T‘j75).

B then runs steps 4-6 as in Hybridfwa except that for each j, instead of computing the values
(TSetup,j,w» TEncSetup, j,w» TKeyGen, j,ws TPRF2,j,w> TH,j,w) from some PRF key PRF.K,,, B sets these values
equal to (T’j71, 752,753,754, ’I”j75).

At the final step, A outputs ¥’ which B also outputs. If the experiment for A aborts for any
reason, B instead outputs 0. Observe that if B’s PRF oracle was a uniform random function R, then
B exactly emulates Hybridfwg, and if B’s PRF oracle was PRF.Eval(PRF.K,,, -) for some PRF key
PRF.K,, then B emulates Hybridfmg. Additionally, B does not need to know PRF.K,, to carry
out this experiment. Thus, by Equation 8, this means that B breaks the security of PRF as B can
distinguish between a random function and PRF evaluations. O

62



HybridfwA,k,O(l)‘): Our next goal is to change the ciphertexts for stream identity w from encryp-

tions of :n£3 ) to encryptions of ZL‘S ). We begin this process by changing the behavior of the hybrid

one function at a time.

For j < k, we set Hj,, = H'[One-sFE.mskj, One-sFE.Enc.st, PRF2.K}] which will operate on

the second stream input given, namely xq(j)l which we will additionally encrypt inside FPFE.ct,, ;.

For j = k, we set H},,, = H* which simply outputs the last value of its input tuple. To maintain
consistency, for each i, we set the last value of the tuple encrypted in FPFE.cty, ; to v ,,; which we

compute as the output of the original Hy, ., on (7, %y, 331(1?,)w 0fx, 0foresFEct) These changes allow us

to remove (One-sFE.msky, ,,, One-sFE.Enc.sty, ,,, PRF2.K}, ,,,) from FPFE.skm, ., -

1. Parameters: The adversary A receives security parameter 1, and outputs a function size
lef, a state size 155, an input size 1“, and an output size 14,

2. Setup:

o Secret-Key Setting:

(a) SKE.sk < SKE.Setup(1*).
(b) FE.msk < FE.Setup(1%).
(c) FE.ek = FE.msk.
e Public-Key Setting:
(a) SKE.sk < SKE.Setup(1*).
(b) (FE.mpk, FE.msk) < FE.Setup(1?%).
(c) FE.ek = FE.mpk.
(d) Send MPK = FE.mpk to the adversary.

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.
(a) PRF.Kiq + PRF.Setup(1?).
(b) FPFE.msk;q < FPFE.Setup(1%).
(c) If id # w, FE.ctiq + FE.Enc(FE.ek, (FPFE.mskiq, PRF.Kig, 0, 0fskEsk)).
)

(d) If id = w, FE.ct,, + FE.Enc(FE.ek, (0%FPrems (fPrr.x 1, SKE.sk)).

4. Precompute Values: For j € [Q],

)
) One-sFE.msk;,, < One-sFE.Setup(1?%).
c¢) One-sFE.Enc.st;,, <— One-sFE.EncSetup(One-sFE.msk; ;).
) PRF2.Kj,, < PRF2.Setup(1?%).

)

If j < k, let Hj,, = H'[One-sFE.msk;,, One-sFE.Enc.st;,,, PRF2.Kj,,] as defined in
Figure 11 (page 51).

(f) If j =k, let Hy,, = H* as defined in Figure 12 (page 51).

(g) If j >k, let Hj,, = H[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.Kj ] as defined in Fig-
ure 10 (page 50).

(h) FPFE.skp, , « FPFE.KeyGen(FPFE.msky, Hj ).
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5. The adversary can make up to @) function queries followed by any polynomial number of
message queries.

(a) Function Query: For the j function query f; € F[lx,ls, Lx,ly] made by the adver-
sary:
i. One-sFE.sky, ., «— One-sFE.KeyGen(One-sFE.msk; ., f;)-
ii. ¢jw + SKE.Enc(SKE.sk, (One-sFE.sky; ., FPFE.sky;, ,,)).
iii. Let Gj = G[fj, s}, ¢jw] as defined in Figure 9 (page 50).
iv. FE.skg, <+ FE.KeyGen(FE.msk, G;).
v. Send SKy, = FE.skg, to the adversary.
(b) Message Query: For the i message query made to stream identity id, A outputs a
message pair (a:i(?i, a:l(dl)z) where ml(g)l,:nl(dl)l € {0,1}~.
it < {0, 1}
ii. If id < w, FPFE.ctiq; + FPFE.Enc(FPFE.mskig, (i, tig,1, 2y ), 0%, 0fonesrect)).
i, If id = w,
A. Thwi < PRFQ.EV3|(PRF2.K;MU,twﬂi).
B. vk, < One-sFE.Enc(One-sFE.msk, ,,, One—sFE.Enc.stWU,i,mq(l?’)i;rk_wﬂ;).
C. FPFE.cty,; ¢ FPFE.Enc(FPFE.msky, (i, tu,i, 20t 20 0k 1))
iv. If id > w, FPFE.ctiq; < FPFE.Enc(FPFE.mskid, (i, tia,1, 2y}, 0% , 0fonesrect)),
v. If i =1, set CTid,l = (FE.Ctid, FPFE.Ctid’l). Else, set CTid,i = FPFE.Ctid,Z‘.
vi. Send CTiq; to the adversary.

6. Experiment Outcome: A outputs a bit b which is the output of the experiment.

Lemma 5.13. If FPFE is Q-bounded, function-private, function-selective-IND-secure, then for all
PPT adversaries A and all w € [Bound 4],

Pr[Hybrid', 5(1*) = 1] — Pr[Hybrid{', 4 ; o(1) = 1]| < negl(})

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and a w € [Bound 4]
such that
Pr[Hybridf', 5(1*) = 1] — Pr[Hybrid{', ,; o(1") = 1]| > negl(}) (9)

We build a PPT adversary B that breaks the @-bounded, function-private, function-selective-
IND-security of FPFE. B first runs steps 1-3 as in Hybridfw73 except that B does not compute
FPFE.msk,,.

For j € [Q], B does the following: B computes (s;, One-sFE.msk; ,,, One-sFE.Enc.st;,,, PRF2.K} ;)

as in step 4 of Hybridfwg, and sets H](O,u)) = H[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.K} ,,].

o If j =1, B sets its 1% challenge function pair to (H(O) H*)

1w
e If j > 1, B sets its jth challenge function pair to (H](%,H](%)

B then sends all Q challenge function pairs to its FPFE challenger and receives {FPFE.sky; , }jcq)-

e For each function query f; output by A, B computes SKy, as in step 5a of Hybridﬂw’g, and
sends SKy, to A.

64



e For each message query (z |(d)w Fd)z) output by A:
If id # w, B computes CTiq; as in step ba of Hybridfwﬁ, and sends CTiq; to A.

If id = w, B computes (ty.;, V1,1,;) as in step 5b of Hybridfw7471’0. B sends challenge message

pair ((4,ty, 0 0% | Qfoneskect) (i 1, ;, Su)w‘r'ful’vl w,i)) to its FPFE challenger and receives

w 0
FPFE.cty.;. This is a vahd message query since

— For j =1, H(O) (Z tw iy T 1(u)z70£X (fOne-sFE. Ct) = H*(Z‘;tw,z’v Su)z’ 9551,)17111 wz)
since H* simply outputs v14,; which has been programmed to be equal to the lefthand

side of the equation

~ For j € [QN\1}, HO) (i, tu,i, &), 0% 0foresrea) = HO) (i 1y, 5,2 2l 01 04)

wz’ w,i? Y w,?
(0)

since H; , ignores its last two inputs.

If i =1, B sets CTy,1 = (FE.ct,, FPFE.ct,1). Else, B sets CT,,; = FPFE.ct,, ;. B sends CT,,;
to A.

After A is done making queries, A outputs ' which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received only ciphertexts and function keys
for the first message or function of each of its challenge pairs, then B exactly emulates Hybridfwg,
and if B received only ciphertexts and function keys for the second message or function of each
of its challenge pairs, then B emulates Hybridﬂw’m’o. Additionally, B does not need to know
FPFE.msk,, to carry out this experiment and makes only @) function queries. Thus, by Equation 9,
this means that B breaks the Q-bounded, function-private, function-selective-IND-security of FPFE
as B can distinguish between the two security games with non-negligible probability. O
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HybridfwA,k,l(l)‘): We exchange the randomness generated by PRF2.K}, ,, with true randomness.
This is the same as Hybridfw 4.k,0 €xcept that we change the following steps:

5b. Message Query: For the i’ message query made to stream identity id, A outputs a message

pair (xl(g)l,xl(j)z) where xi(g)z, dz € {0,1}¢x.

I
(a) tia;  {0,1}*
(b) If id < w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tid i, i ;, 0%, 0foresrec))
(c) If id = w,

ii. v < One-sFE.Enc(One-sFE.msky, ,,, One-sFE.Enc.sty, 4, 2. FrwT)-

Y wlﬂ

. FPFE.cty,; ¢ FPFE.Enc(FPFE.mskuy, (i, tw,i, (s, 20, V).

(d) If id > w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tig i, 2y, 00, 0%0resfEct))
(e) If i =1, set CTiq1 = (FE.ctig, FPFE.ctig1). Else, set CTiq; = FPFE.ctjq;.
(f) Send CTiq4; to the adversary.

Lemma 5.14. If PRF2 is a secure PRF, then for all PPT adversaries A, all w € [Bound 4], and
all k € [Q)],

Pr[Hybrid\, , , o(1}) = 1] — Pr[Hybrid{, , . (1") = 1]’ < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A, w € [Bound 4], and
k € [Q] such that

)Pr[Hybridﬂw74’k70(1’\) = 1] - Pr[Hybrid{, , ,,(1") = 1]‘ > negl()\) (10)

We build a PPT adversary B that breaks the security of PRF2. B first runs steps 1-4 as in
Hybridf}w’&k’l except that B does not compute PRF2.K}, .

e For each function query f; output by A, B computes SKy; as in step 5a of Hybridf}w/}’k’l,
and sends SKy, to A.

e For each message query (x |(d )Z, :Bl(d)l) output by A, B computes CTig ; as in step 5b of Hybrld1 Akl

except that if id = w, instead of computing 74, ; using PRF2, B samples t,,; + {0, 1}*, sends
tw, to its PRF2 challenger to receiver r;’i and sets 1y, ; = r;j” B then sends CTiq; to A.

After A is done making queries, A outputs ' which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B’s PRF2 oracle was a uniform random function
R, then B exactly emulates Hybridﬂw,z;,k,h and if B’s PRF2 oracle was PRF2.Eval(PRF2.K}, ,,, -)
for some PRF2 key PRF2.K}, ,,, then B emulates HybridfwA’k’O. Additionally, B does not need to
know PRF2.K} ., to carry out this experiment. Thus, by Equation 10, this means that B breaks
the security of PRF2 as B can distinguish between a random function and PRF2 evaluations. [
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Hybrid“f‘w k2l ): We now invoke the security of One-sFE to change each vy, ,, ; from an encryption
(0 ) (1 )

of z,; to an encryption of x,,

ThlS is the same as Hybr1d17w7 1,1 except that we change the following steps:

5b Message Query: For the i message query made to stream identity id, A outputs a message

pair (Ifd)z’xl(d)z) where x|(d)z7 |(d)z € {0,1}%~.

(a) tid,i — {0, 1}>‘.
(b) If id < w, FPFE.ctiq; + FPFE.Enc(FPFE.mskig, (i, tid i, fd)z,ofx QfonesFE.ct)),

(c) Ifid = w,
i. Vg, < One-sFE.Enc(One-sFE.msky, ,,, One-sFE.Enc.sty, ., 7, 18)2)
. FPFE.cty; « FPFE.Enc(FPFE.msky, (i, ty, o §U) L}l, Vkwi))-

() If id > w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tig,s, 2y ), 00, 0%0resfEct))
(e) If i =1, set CTig; = (FE.ctig, FPFE.ctig1). Else, set CTiq; = FPFE.ctig;.
(f) Send CT;q; to the adversary.

Lemma 5.15. If One-sFE is single-key, single-ciphertext, function-selective-IND-secure, then for
all PPT adversaries A, all w € [Bound 4], and all k € [Q)],

Pr[Hybridt',, 4 1(1") = 1] = Pr[Hybridf!, , ;,(1") = 1]| < negl())

Proof. Suppose for sake of contradiction that there exists a PPT adversary A, w € [Bound 4], and
k € [Q] such that

[Pr{Hybridft, ;.1 (1) = 1] - Pr{Hybridf, , ;»(1") = 1]| > negl(}) (11)

We build a PPT adversary B that breaks the single-key, single-ciphertext, function-selective-IND-
security of One-sFE. B first runs steps as in 1-4 of HybridfwAM except that B does not compute
(One-sFE.mskj, ,,, One-sFE.Enc sty ,,) in step 4. Note that these values are not needed to compute
these steps since Hy,,, = H*.

e For each function query f; output by A:
If j # k, B computes SKy, as in step 5a of Hybridfw747k72, and sends SKy, to A.
If j = k, B sends fj, to its One-sFE challenger and receives a function key One-sFE.sky, . B com-

putes ¢y, < SKE.Enc(SKE.sk, (One-sFE.sky, , FPFE.sky, ) and FE.skg, < FE.KeyGen(FE.msk, G},)
for G, = G[fk, Sk, Ckw)|.- B sends SKy, = FE.skg, to A.

e For each message query (z |(d)w I(d)z ) output by .A:

If id # w, B computes CTiq; as in step 5b of Hybridfw 4k2> and sends CTig; to A.
0 @

If id = w, B sends challenge message pair (a:w i Ty, Z) to its One-sFE challenger and receives
One-sFE.ct, ;. This is a valid message query since A is restricted to function and message
queries that satisfy

@) = filal))

B then computes ty, ; < {0, 1}* and FPFE.cty, ; < FPFE.Enc(FPFE.msky,, (7, ty . 20 L0 One-sFE.cty ;).

w,? Yw,n)

If i =1, Bsets CTy,1 = (FE.ct,, FPFE.ct1). Else, B sets CT,,; = FPFE.ct,, ;. B sends CT,,;
to A.
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After A is done making queries, A outputs b’ which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received ciphertexts for a:l(f,) ) from its One-sFE
challenger, then B exactly emulates Hybrid“f}wA’k’l, and if B received ciphertexts for xz(ul ), then B
emulates Hybridfw,47k72. Additionally, B does not need to know (One-sFE.msky, ,,,, One-sFE.Enc.sty, )
to carry out this experiment and makes only one function query followed by one message query
to its One-sFE challenger. Thus, by Equation 11, this means that I breaks the single-key, single-
ciphertext, function-selective-IND-security of One-sFE as B can distinguish between the two security

games with non-negligible probability. O

68



HybridfwA,k,g(l)‘): We revert back to using PRF2.K} ,, to compute the randomness needed for
determining each vy 4, ;.
This is the same as HybridfwA,k,Q except that we change the following steps:

5b. Message Query: For the ith message query made to stream identity id, A outputs a message

pair (:Ul(g)l,xl(j)l) where xl(g)z,xl(dl)z € {0,1}¢x.

(a) tia; < {0,1}*.
(b) If id < w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tig i, 2y ), 00, 0%0resfEct))
(c) Ifid = w,

i, 7w < PRF2.Eval(PRF2.K )y, ti)-

ii. v < One-sFE.Enc(One-sFE.msky, ,,, One-sFE.Enc.sty, 4, i,xi}’)i; Thai)-

iii. FPFE.cty,; ¢ FPFE.Enc(FPFE.msky, (i, tu,i, &b, 240, Uk 0))-
(d) If id > w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tia,s, 2y ), 00, 0%0resfEct))
(e) If i =1, set CT;dJ = (FE.ctjq, FPFE.Ctid’l). Else, set CTidJ‘ = FPFE.Ctid,Z‘.
(f) Send CT,qg; to the adversary.

Lemma 5.16. If PRF2 is a secure PRF, then for all PPT adversaries A, all w € [Boundy], and
all k € [Q],

Pr[Hybrid{', , ;. »(1*) = 1] — Pr[Hybrid',, 4, 5(1*) = 1]| < negl())

Proof. This proof is essentially the same as the proof of Lemma 5.14. O
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HybridfwA,kA(l)‘): We change function Hy, ,, from H* to H'[One-sFE.msk, ,,, One-sFE.Enc.sty, ,,, PRF2. K}, ],
1)

which operates on the second stream input given, namely Loy i

This is the same as Hybridfw 4.k,3 except that we change the following steps:

4. Precompute Values: For j € [Q],

)
) One-sFE.msk;,, < One-sFE.Setup(1%).
c) One-sFE.Enc.st;,, <— One-sFE.EncSetup(One-sFE.msk; ;).
) PRF2.Kj,, < PRF2.Setup(1?).

)

If j < k, let Hj, = H'[One-sFE.msk;,, One-sFE.Enc.st;,,, PRF2.K},,] as defined in
Figure 11 (page 51).

(g) If j >k, let H;,, = H[One-sFE.msk; ,,, One-sFE.Enc.st; ,, PRF2.K} ;] as defined in Fig-
ure 10 (page 50).

(h) FPFE.skp,, < FPFE.KeyGen(FPFE.msky, Hj.).

Lemma 5.17. If FPFE is Q-bounded, function-private, function-selective-IND-secure, then for all
PPT adversaries A, all w € [Bound 4], and all k € [Q)],

PT[HybridfwA,k,g(l/\) =1] - Pr[Hybridf}wA’kA(l’\) = 1]‘ < negl(})

Proof. Suppose for sake of contradiction that there exists a PPT adversary A, w € [Bound 4], and
k € [Q] such that

Pr[Hybridf', 4, 3(1*) = 1] — Pr[Hybrid{', , , 4(17) = 1]‘ > negl(\) (12)

We build a PPT adversary B that breaks the @-bounded, function-private, function-selective-
IND-security of FPFE. B first runs steps 1-3 of Hybridf}wA’kA except that B does not compute
FPFE.msk,,.

For j € [Q], B does the following: B computes (s;, One-sFE.msk; ,,, One-sFE.Enc.st; ,, PRF2.K} ,;))

as in step 4 of Hybridi',, ; ;4. B sets H\") = H[One-sFE.mskj,, One-sFE.Enc.st;,,,, PRF2.K;,,] and
HY — H'[One-sFE.msk;.,,, One-sFE.Enc.st; ,,, PRF2.Kj ,,].

j7w

o If j < k, B sets its j* challenge function pair to (H(l) g

j7w7 j7w).

o If j = k, B sets its j™ challenge function pair to (H*, H,SZ})

o If j > k, B sets its j! challenge function pair to (HQO) H(O)).

J7w7 ]71’”

B then sends all () challenge function pairs to its FPFE challenger and receives {FPFE.sky, , }ic(q]-

e For each function query f; output by A, B computes SKy, as in step 5a of HybridfwA’kA,
and sends SKy, to A.
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e For each message query (gz:i(d0 )i, :cl(dl )Z) output by A:
If id # w, B computes CTiq; as in step 5b of Hybridfw747k74, and sends CTiq; to A.

If id = w, B computes (ty,i, Vkw,i) as in step 5b of Hybridﬁw747k74. B sends challenge mes-

sage pair ((Z, ty,i, xq(l?)i, 331(1;1)@7 ki), (5 tw,is l‘q(l?)i, xS)Z, Ukw,i)) to its FPFE challenger and receives

FPFE.ct, ;. This is a valid message query since
. . 0 1 1. 0 (1
— For J= k; a* (Z) tw,iv xq(u,)ia ngv)i’ 'Uk,w,i) = H]i’z) (Za tw,ia $£U7)i7 x’l(u,)’];7 Uk,w,i))
since H* simply outputs vy, ; which has been programmed to be equal to the righthand
side of the equation

— For j € [Q]\{k}, the functions and messages in each function or message pair are the
same.

If i =1, B sets CTy,1 = (FE.ct,, FPFE.ct,1). Else, B sets CT,,; = FPFE.ct,,;. B sends CT,,;
to A.

After A is done making queries, A outputs b’ which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received only ciphertexts and function keys for
the first message or function of each of its challenge pairs, then B exactly emulates HybridfwA,k,S,
and if B received only ciphertexts and function keys for the second message or function of each of its
challenge pairs, then B emulates Hybridﬂm 4.k,4- Additionally, B does not need to know FPFE.msk,,
to carry out this experiment and makes only ) function queries. Thus, by Equation 12, this means
that B breaks the Q)-bounded, function-private, function-selective-IND-security of FPFE as B can
distinguish between the two security games with non-negligible probability. O

Lemma 5.18. If FPFE is Q-bounded, function-private, function-selective-IND-secure, then for all
PPT adversaries A, all w € [Bound 4], and all k € [Q — 1],

’Pr[HybridfwA’kA(l)‘) =1] - Pr[HybridfwA,kH,o(l)‘) = 1” < negl(})

Proof. Suppose for sake of contradiction that there exists a PPT adversary A, w € [Bound 4], and
k € [Q — 1] such that

‘Pr[HybridfwA?kA(l)‘) — 1] - Pr[Hybridfl, 4 4.1 0(1%) = 1}) > negl(\) (13)

We build a PPT adversary B that breaks the ()-bounded, function-private, function-selective-
IND-security of FPFE. B first runs steps 1-3 of HybridfwA,kA except that B does not compute
FPFE.msk,,.

For j € [Q], B does the following: B computes (s;, One-sFE.msk; ,,, One-sFE.Enc.st;,,, PRF2.K} ;)

as in step 4 of Hybridfw747k’4. B sets Hj(% = H[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.K ,,] and
Hj(lu)) = H'[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.Kj ,,].

o If j < k+1, B sets its j*" challenge function pair to (H(l) H(.l)).

]7w’ ]’w

o If j = k+ 1, B sets its j*" challenge function pair to (H,g(l)1 w HY)
o If j > k+ 1, B sets its j*" challenge function pair to (Hj(gg, HJ(%)

B then sends all () challenge function pairs to its FPFE challenger and receives {FPFE.sky;, ,, }jc(q]-
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e For each function query f; output by A, B computes SKy, as in step 5a of Hybridf}wA,kA,
and sends SKy, to A.

e For each message query (l‘i(do )i, :cl(dl )Z) output by A:

If id # w, B computes CTiq; as in step 5b of HybridfwA,M, and sends CTig; to A.

If id = w, B samples t,,; < {0,1})‘ and uses this to compute vy, ; as in step 5b of
HybridfwA,kA and Vg1, as in step 5b of Hybrid'ffwAJ€ +1,0- B sends challenge message

pair ((iatw7ivx1(1?)iaxq(j)iavk,w,i)7 (’L.,twyi,xfl?)i,f,l(j),i,vk+17w7i)) to its FPFE challenger and receives

FPFE.ct, ;. This is a valid message query since
. 0 ) 0 (1 . 0 (1
— For j =k +1, H,i_glyw(z,tw,i,xi%)i,va;, Vi) = H* (1, tw,i, :I:Eu,)i7xz(u,)i’vk+17w7i))
since H* simply outputs vi1.,; which has been programmed to be equal to the lefthand
side of the equation

— For j € [Q\{k + 1},

H(O)(i,tw,i,x(o) x(l) Vkwsi) :H(O)(z’,tw7i,$1(1?y)i,xq(j’)i,vk+1,w’i))

Jyw w,i? Yw,i VRW, Jw

1), 0 (1 1), 0
H](,,l)j(l7 twi, w&l, 3350),, Vkw,i) = H](ﬂz(l, tw,is qu(u)z, $EU)Z, Ukt 1,w,i))

since H and H ](-1) ignore the last input.

Jw yW

If i =1, B sets CT,1 = (FE.cty, FPFE.cty 1). Else, B sets CT,,; = FPFE.ct,, ;. B sends CT,,;
to A.

After A is done making queries, A outputs b’ which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received only ciphertexts and function keys for
the first message or function of each of its challenge pairs, then B exactly emulates Hybridf}wA,kA,
and if B received only ciphertexts and function keys for the second message or function of each
of its challenge pairs, then B emulates Hybridﬂw747k +1,0- Additionally, B does not need to know
FPFE.msk,, to carry out this experiment and makes only () function queries. Thus, by Equation 13,
this means that B breaks the Q-bounded, function-private, function-selective-IND-security of FPFE
as B can distinguish between the two security games with non-negligible probability. O
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Hybrid“f}w’g)(l’\): This is identical to Hybrid“f}wA’QA. Observe that we have now set each Hj,, to

H'[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.Kj )] which means that every function key will com-

pute its output values for stream identity w using xz(ul ) instead of a:z(l? ),

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
167 a state size 1/, an input size 1¢x and an output size 1.

2. Setup:

o Secret-Key Setting:

(a) SKE.sk < SKE.Setup(1*).
(b) FE.msk < FE.Setup(1%).
(c) FE.ek = FE.msk.
o Public-Key Setting:
(a) SKE.sk < SKE.Setup(1*).
(b) (FE.mpk, FE.msk) < FE.Setup(1*).
(c) FE.ek = FE.mpk.
(d) Send MPK = FE.mpk to the adversary.

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.

(a) PRF.Kiq + PRF.Setup(1*).

(b) FPFE.msk;q < FPFE.Setup(1*).

(¢) If id # w, FE.ctiy < FE.Enc(FE.ek, (FPFE.msk;q, PRF.Kiq, 0, 0/sKEsk)),
)

(d) If id = w, FE.ct, + FE.Enc(FE.ek, (0fFPremsk PRk 1 SKE.sk)).

4. Precompute Values: For j € [Q],
(a) 5 < {0, 1}
(b) One-sFE.msk;,, <+ One-sFE.Setup(1?%).
(c) One-sFE.Enc.st;,, <— One-sFE.EncSetup(One-sFE.msk; ).
(d) PRF2.Kj,, < PRF2.Setup(1*).
)

(e) Let Hj,, = H'[One-sFE.msk; ,,, One-sFE.Enc.st;,,, PRF2.Kj,] as defined in Figure 11
(page 51).
(f) FPFE.sky; , < FPFE.KeyGen(FPFE.msky,, Hj ).

5. The adversary can make up to @) function queries followed by any polynomial number of
message queries.

(a) Function Query: For the j** function query fj € Fllr,ls, Ly, ly] made by the adver-
sary:
i. One-sFE.sky, ,, «— One-sFE.KeyGen(One-sFE.msk; ., f;)-
ii. ¢jw ¢ SKE.Enc(SKE.sk, (One-sFE.sky, .,, FPFE.sky; ).
iii. Let Gj = G[fj, s}, ¢jw] as defined in Figure 9 (page 50).
iv. FE.skg; «+ FE.KeyGen(FE.msk, G}).
v. Send SKy, = FE.skg; to the adversary.

73



essage Query: For the """ message query made to stream identity id, outputs a
b) M Q For the " d identity id, A
message pair (l’i((?)l-, :El(dl)z) where xi(g)i,mi(j)i € {0,1}~.
1. tid,i — {0, 1})‘.
ii. If id < w, FPFE.ctig; + FPFE.Enc(FPFE.mskig, (i, tig i, 24 s, 00% , 0fonesrer)).
jii. Tf id = w,
A. TQuwi « PRF2.Eval(PRF2. Ky, tu)-
B. vQw,i < One-sFE.Enc(One-sFE.mskg . One—sFE.Enc.stQ@,i,$$7)i; TQuw,i)-
C. FPFE.cty,; ¢ FPFE.Enc(FPFE.msky, (i, tui, 2}, 20 ), 0.0))-

iv. If id > w, FPFE.ctig; + FPFE.Enc(FPFE.mskig, (i, tig i, 20), 06%  Oforesrect))

Lid,i»
v. If 1 =1, set CT;d,l = (FE.Ctid, FPFE.Ctid’l). Else, set CTid,i = FPFE.Ctid,i.
vi. Send CTiq; to the adversary.
6. Experiment Outcome: A outputs a bit ¥’ which is the output of the experiment.
Lemma 5.19. For all adversaries A and all w € [Bound 4],

Pr[Hybridf', 4 5 4(1*) = 1] — Pr[Hybrid{, 5(1*) = 1] = 0

Proof. The hybrids are identical.
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Hybr1d1 w1 A): Since every function key now computes its output values for stream identity w

using x§,} ) instead of acf,(u), we can fully switch to using a:l(u). For every i, we change FPFE.ct, ; to

an encryption of (¢, ;, 1(1;)@’ 0fx, Oforesrect) and for every j, we restore H, jw to its original value.

This is the same as Hybridfwj except that we change the following steps:

4. Precompute Values: For j € [Q)],
(a) 55 {0,1}%,
(b) One-sFE.mskj,, < One-sFE.Setup(1%).
(c) One-sFE.Enc.st;,, <— One-sFE.EncSetup(One-sFE.msk; ).
(d) PRF2.Kj,, <+ PRF2.Setup(1?*).
)

(e) Let Hj, = H[One-sFE.msk;.,, One-sFE.Enc.st; ,,, PRF2.K},,| as defined in Figure 10
(page 50).

(f) FPFE.sky,, = FPFE.KeyGen(FPFE.msky, H; ).

5b. Message Query: For the i*" message query made to stream identity id, A outputs a message

pair (z |(d0)z’x|(dl)z) where xl(d)z, |(d)z € {0,1}~,

(a) tia; < {0, 1}
(b) If id < w, FPFE.ct;dyi YA FPFE.Enc(FPFE.mskid, (i,tid iy T

|(d )z’ OEX OKOne sFE. ct))

1. KUK} : AXQwy twyi )+

(d) If id > w, FPFE.ctiq; < FPFE.Enc(FPFE.mskig, (i, tid, iy s, 0%, 0foresrec))
(e) Ifi =1, set CTid,l = (FE.Ctid, FPFE.Ctid’l). Else, set CTId,’L = FPFE.Ctid’i.

(f) Send CT;qg; to the adversary.

Lemma 5.20. If FPFE is Q-bounded, function-private, function-selective-IND-secure, then for all
PPT adversaries A and all w € [Bound 4],

Pr[Hybridi\, 5(1") = 1] - Pr[Hybrid\, 4(1*) = 1]‘ < negl()\)

Proof. Suppose for sake of contradiction that there exists a PPT adversary A and w € [Bound 4],

Pr[Hybrid{, 5(1") = 1] - Pr[Hybrid{, 4(1) = 1]‘ > negl()\) (14)

We build a PPT adversary B that breaks the Q-bounded, function-private, function-selective-IND-
security of FPFE. B first runs steps 1-3 of Hybridf}wﬁ except that B does not compute FPFE.msk,,.
For j € [Q], B does the following: B computes (s;, One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.K} ;)

as in step 4 of Hybr1d1w6 B sets H]((g = H[One-sFE.msk; ,,, One-sFE.Enc.st;,,, PRF2.K} ,,] and
H](U)J H'[One-sFE.msk; ,,, One-sFE.Enc.st; ,,, PRF2.K} ,,].

e B sets its j'" challenge function pair to (H(l) H( ))

Jw?
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B then sends all () challenge function pairs to its FPFE challenger and receives {FPFE.sky; , }ic(q)-

e For each function query f; output by A, B computes SKy, as in step 5a of Hybridfwﬁ, and
sends SKy, to A.

e For each message query (x |(d)z’ |(d)z) output by A:
If id # w, B computes CTiq; as in step 5a of Hybrid“ffwﬁ, and sends CTig; to A.
If id = w, B computes (i, vQ,w,i) as in step 5b of Hybridfmg). B sends challenge message

pair ((7,ty,,x 1(1;)17 fv)z,vsz) (1, tw,is @ S)Z,OEX 0fFPFet)) to its FPFE challenger and receives
FPFE.cty;. This is a valid message query since for all 7,

(it 24 20 00 0) = H oy (i by 2y, 0%, 0FFPFEr)
If i =1, B sets CTy,; = (FE.ct,, FPFE.cty1). Else, B sets CT,,; = FPFE.cty, ;. B sends CT,,;
to A.

After A is done making queries, A outputs ' which B also outputs. If the experiment for A aborts
for any reason, B instead outputs 0. Observe that if B received only ciphertexts and function keys
for the first message or function of each of its challenge pairs, then B exactly emulates Hybridfwﬁ,
and if B received only ciphertexts and function keys for the second message or function of each of its
challenge pairs, then B emulates Hybridfwﬁ. Additionally, B does not need to know FPFE.msk,,
to carry out this experiment and makes only ) function queries. Thus, by Equation 14, this means
that B breaks the @)-bounded, function-private, function-selective-IND-security of FPFE as B can
distinguish between the two security games with non-negligible probability. O
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Hybrid“f}wj(l’\): We revert back to using PRF. K, to compute the randomness needed for One-sFE,
PRF2, and FPFE.KeyGen on stream identity w.
This is the same as Hybridf}w’ﬁ except that we change the following steps:

4 Precompute Values: For j € [Q)],
(a) s; < {0,1}*.
(b) (7Setup,jw: "KeyGen.j,w»> TEncSetup,j,w»> TPRF2,j,w, TH,jw) < PRF.Eval(PRF.Ky, s;).
(c) One-sFE.msk;., < One-sFE.Setup(1%; rsetup jw)-
(d) One-sFE.Enc.stj,, <— One-sFE.EncSetup(One-sFE.msk; v; "EncSetup,juw)-
e) PRF2.K;,, + PRF2.Setup(1*; rpre2j.w)-
)

f) Let Hj,, = H[One-sFE.msk;,, One-sFE.Enc.st;,,, PRF2.K,] as defined in Figure 10
(page 50).
(g) FPFE.sky, , = FPFE.KeyGen(FPFE.msky, H;w; 7 jw)-

(
(

5a. Function Query: For the j* function query fj € Fltr,ls,lx,ly] made by the adversary:

(
(

a) One-sFE.sky, ,, <— One-sFE.KeyGen(One-sFE.msk; v, f;; "KeyGen,jw)-
b) ¢jw < SKE.Enc(SKE.sk, (One-sFE.sky; .,, FPFE.sky, ).

(c) Let G; = G[fj, 55, ¢jw) as defined in Figure 9 (page 50).

(d) FE.skg, < FE.KeyGen(FE.msk, G}).

(e) Send SKy, = FE.skg; to the adversary.

Lemma 5.21. If PRF is a secure PRF, then for all PPT adversaries A and all w € [Bound 4],
Pr[Hybrid{', 4(1*) = 1] — Pr[Hybrid{', ;(1*) = 1]| < negl())

Proof. This proof is essentially the same as the proof of Lemma 5.12. O
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Hybrid“f}w’g(l’\): We change the message encrypted in FE.ct,, back to its original value.
This is the same as Hybrid“f}wj except that we change the following steps:

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.

(a) PRF.K;q < PRF.Setup(1*).
(b) FPFE.msk;q < FPFE.Setup(1%).

)
)
()
)

Iid- - FE.ctiq + FE.Enc(FE.ek, (FPFE.mskiq, PRF. K4, 0, 0fsKEsk)).
(d) H ‘

_ 4 14

Lemma 5.22. If FE is a public-key (resp. secret-key) Q-bounded, selective-IND-secure scheme,

then for all PPT adversaries A and all w € [Bound 4], for the public-key (resp. secret-key) version
of the hybrids,

Pr[Hybrid{', ;(1*) = 1] — Pr[Hybrid{', 5(1*) = 1]| < negl(})

Proof. This proof is essentially the same as the proof of Lemma 5.11.
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Hybrid“f}w’g(l’\): For each j, we replace c;,, with a uniform random value ¢;. Note that this hybrid
is the same as HybridwarLo.
This is the same as Hybridf}w’g except that we change the following steps:

2. Setup:

o Secret-Key Setting:

(a) SKE.sk<+—SKESetup(1}):
(b) FE.msk < FE.Setup(1%).
(c) FE.ek = FE.msk.

o Public-Key Setting:

(a) SKE:sk<—SKESetup(12):
(b) (FE.mpk, FE.msk) < FE.Setup(1*).
(c) FE.ek = FE.mpk.
(d) Send MPK = FE.mpk to the adversary.
4. Precompute Values: Do nothing.
5a. Function Query: For the j* function query fj € Fllr,ls,lx,ly] made by the adversary:
(a) 5 < {0, 1}
(b) ¢j «+ {0,1}*.
(c) Let G; = G|[fj,sj,c;] as defined in Figure 9 (page 50).
(d) FE.skg, < FE.KeyGen(FE.msk,G}).
(e) Send SKy, = FE.skg; to the adversary.

Lemma 5.23. If SKE has pseudorandom ciphertexts, then for all PPT adversaries A and all
w € [Bound 4],

’Pr[HybridﬁmS(l’\) = 1] - Pr[Hybrid{, 4(1*) = 1}‘ < negl(\)

Proof. This proof is essentially the same as the proof of Lemma 5.10. O

Lemma 5.24. For all adversaries A and all w € [Bound 4 — 1],
‘Pr[Hybridfwﬁg(l’\) — 1] - Pr[Hybrid{\, ,, ,(1") = 1]‘ =0

Proof. The hybrids are identical. O
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Hybrid;'(1"): This is the real world experiment with b = 1. This is identical to Hybrideound 49"

1. Parameters: The adversary A receives security parameter 1*, and outputs a function size
147 , a state size 165, an input size 1 and an output size 14,

2. Setup:

o Secret-Key Setting:
(a) FE.msk < FE.Setup(1%).
(b) FE.ek = FE.msk.
o Public-Key Setting:
(a) (FE.mpk, FE.msk) < FE.Setup(1%).
(b) FE.ek = FE.mpk.
(c) Send MPK = FE.mpk to the adversary.

3. Encryption Setup: For id € [Bound 4] where Bound 4 is a bound on the runtime of A.

(a) PRF.Kq < PRF.Setup(1*).
(b) FPFE.msk;q < FPFE.Setup(1%).
(c) FE.ctiq + FE.Enc(FE.ek, (FPFE.mskig, PRF./q4, 0, 0fsKEsk)).

4. Precompute Values: Do nothing.

5. The adversary can make up to () function queries followed by any polynomial number of
message queries.

(a) Function Query: For the j function query f; € F[lF, s, Lx,ly] made by the adver-
sary:
i. s; < {0,1}*
ii. ¢j < {0, 1}fskec,
iii. Let G; = G|[fj, s}, ¢;] as defined in Figure 9 (page 50).
iv. FE.skg, < FE.KeyGen(FE.msk, G;).
v. Send SKy, = FE.skg, to the adversary.

(b) Message Query: For the i message query made to stream identity id, A outputs a
message pair (ZL‘S)’)Z-, xl(dl)l) where xl(g)z,wl(j)l c {0,1}¢x.
i tig; < {0, 1}
ii. FPFE.ctig,; < FPFE.Enc(FPFE.mskig, (i, fig ;, 2 ;, 00 , 0fonesrect) ).
iii. If ¢ =1, set CTid,l = (FE.Ctid, FPFE.Ctid’l). ElSé, set CTid,i = FPFE.Ctid,Z‘.
iv. Send CT,q; to the adversary.

6. Experiment Outcome: A outputs a bit ¥’ which is the output of the experiment.

Lemma 5.25. For all adversaries A,
Pr[Hybrid;'goung . o(1) = 1] — Pr[Hybridz' (1) = 1]| = 0

Proof. The hybrids are identical. O
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Thus, our lemmas give us the following corollary:
Corollary 5.26. If

e One-sFE is a single-key, single-ciphertext, function-selective-IND-secure, secret-key sFE scheme
for P/Poly,

PRF and PRF2 are secure pseudorandom function families,

SKE is a secure secret-key encryption scheme with pseudorandom ciphertexts,

FE is a Q-bounded, selective-IND-secure, public-key (resp. secret-key) FE scheme for P/Poly,

and FPFE is a @Q-bounded, function-private, function-selective-IND-secure, secret-key FE
scheme for P /Poly,

then sFE is a Q-bounded, function-selective-IND-secure, public-key (resp. secret-key) sFE scheme
for P/Poly.

Proof. The corollary immediately follows from Lemmas 5.9-5.25. O

Corollary 5.26 then implies Theorem 5.1, since as shown earlier, we can instantiate the required
primitives from a Q-bounded, adaptive-IND-secure, public-key (resp. secret-key) FE scheme for
P/Poly and a single-key, single-ciphertext, function-selective-IND-secure, secret-key, sFE scheme
for P/Poly.
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A Preliminaries Continued

A.1 Standard Notions

Definition A.1 (Pseudorandom Function (PRF)). A pseudorandom function family (PRF) with
key space I = {Kxn.m}xnmen is a tuple of PPT algorithms PRF = (PRF.Setup, PRF.Eval) where

e PRF.Setup(1*,1™,1™) is a randomized algorithm that takes as input the security parameter
A, an input length n, and an output length m, and outputs a key K € Ky p.m

e PRF.Eval(K,x) is a deterministic algorithm that takes as input a key K € K ,m and an
input € {0,1}", and outputs a value y € {0,1}™.

Security requires that there exists a negligible function p such that for oll A € N and all PPT
adversaries A,

Pr[Expt’ {7 (1%,0) = 1] — Pr[Expt’fF (14, 1) = 1]| < p(N)

where for each b € {0,1} and A € N, we define

Exptt X (14, 0)
1. Parameters: A takes as input 1 and outputs an input size 1™ and an output size 1™.
2. Setup:

(a) If b =0, sample K + PRF.Setup(1*,17,1™).
(b) If b = 1, sample R < Ry m where Ry is the set of all functions from {0,1}" to
{0,1}™.

3. PRF Queries: The following can be repeated any polynomial number of times:

(a) A outputs a value z € {0,1}".
(b) If b =0, send y = PRF.Eval(K, z) to A.
(c) If b=1, send y = R(x) to A.

4. Experiment Outcome: A outputs a bit b’ which is the output of the experiment.

Definition A.2 (Secret Key Encryption (SKE)). A secret key encryption scheme with key space
K = {Kx}x and ciphertext size m(-) is a tuple of PPT algorithms SKE = (SKE.Setup, SKE.Enc, SKE.Dec)
where

o SKE.Setup(1?) is a randomized algorithm that takes as input the security parameter A and
outputs a secret key sk € Ky
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e SKE.Enc(sk,x) is a randomized algorithm that takes as input a secret key sk € KCx,, and a
message x© € {0,1}* and outputs an encryption ct € {0, 1}’”()"'“”‘) of .

e SKE.Dec(sk,ct) is a deterministic algorithm that takes as input a secret key sk € Ky and a
ciphertext ct € {0, 1} for some n and outputs a value y € {0,1}".

Correctness requires that for all \,n € N and every x € {0,1}",
Pr [SKE.Dec(sk, SKE.Enc(sk,z)) = = : sk ¢ SKE.setup(ﬂ)} =1

Security requires that there exists a negligible function p such that for all A € N and all PPT
adversaries A,

PrExptSKE(1%, 0) = 1] — Pr[ExptSKE(1}, 1) = 1]] < u(\)

where for each b € {0,1} and A € N, we define

Expt3 (1%, 0)
1. Parameters: A takes as input 1.
2. Setup: sk + SKE.Setup(1*).

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:
(a) A outputs a challenge message pair (xo,x1) where |zo| = |x1].
(b) cty < SKE.Enc(sk, xp)
(c) Sent cty to A.

4. Ezxzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

We will sometimes require that our secret key encryption scheme has pseudorandom ciphertexts.

Intuitively, this means that ciphertexts should be indistinguishable from random strings of the same
size.

Definition A.3 (Secret Key Encryption with Pseudorandom Ciphertexts). A secret key encryption
scheme with key space K = {KCxn}rnen and ciphertext size m(-) has pseudorandom ciphertexts if
there exists a negligible function p such that for all A € N and every PPT adversary A,

Pr[ExptiKE-Pseudorandom-CT(1/\, 0) — 1] o Pr[ExptiKE-Pseudorandom-CT(1/\, 1) — 1] < N(/\)

where for each b € {0,1} and A € N, we define

ExptilKE—Pseudora ndom-CT (1)\ , b)

1. Parameters: A takes as input 1.
2. Setup: sk « SKE.Setup(1*)

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:

(a) A outputs a challenge message x where x € {0,1}*.
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(b) Ifb=0, ct - SKE.Enc(sk, z).
(c) Ifb=1, ct « {0,1}MD)
(d) Send ct to A.

4. Ezxzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

A.2 Secret-Key Functional Encryption
In this section, we formally define secret-key functional encryption.

Definition A.4 (Secret-Key Functional Encryption). A secret-key functional encryption scheme
for P/Poly is a tuple of PPT algorithms FE = (Setup, KeyGen, Enc, Dec) defined as follows:*!

e Setup(1?, 167 1tx 153’): takes as input the security parameter A, a function size £Lx, an input
size Ly, and an output size fy, and outputs the master secret key msk.

e Enc(msk,z): takes as input the master secret key msk and a message x € {0, 1}“, and outputs
an encryption ct of x.

e KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr, Ly, ly],
and outputs a function key sky.

o Dec(sky,ct): takes as input a function key sky and a ciphertext ct, and oulputs a value
y € {0,1}.
FE satisfies correctness if for all polynomials p, there exists a negligible function p such that for
all 1" €N, all £x, Ly, by < p(1Y), all x € {0,1}%, and all f € F[lr,lx,y],

msk < Setup(1*, 147, 1tx 1)
Pr | Dec(sky, cty) = f(z) : ct, < Enc(msk, x) >1—pu(N).
sk < KeyGen(msk, f)

Definition A.5 (Q-Bounded, Adaptive-IND Security for Secret-Key FE). A secret-key functional
encryption scheme FE for P/Poly is Q-bounded, adaptive-IND-secure if there exists a megligible
function p such that for all A € N and every PPT adversary A,

Pr[SKExpt’m @A NP (12 0) = 1] — Pr[SKExpt' NP (14 1) = 1]| < p(1?)

where for each b € {0,1} and 1* € N, we define

SKExpt T @ AN (1A p)

1. Parameters: A takes as input 1%, and outputs a function size 1°7, an input size 1%,
and an output size 1%V,

2. Setup: msk <+ FE.Setup(1*, 17, 1¢x 1),

3. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query: The adversary can make at most Q = Q(N) such queries:

21We also allow Enc, KeyGen, and Dec to additionally receive parameters 1*, 1%, 1% 1% as input, but omit them
from our notation for convenience.
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i. A outputs a function query f € Fllr,lx,ly]
ii. sky < FE.KeyGen(msk, f)
iii. Send sky to A
(b) Message Query:
i. A outputs a message pair (xo, 1) where xg, x1 € {0, 1},
i1. ct < FE.Enc(msk, xy).
i13. Send ct to A.

4. Ezxzperiment Outcome: A outputs a bit b’ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point f(xg) # f(x1) for some message query (xg,z1) and function
query f submitted by the adversary.

Definition A.6 (Other Secret-Key FE Security Definitions). There are many variations of the
security definition. We list a few below:

e (Q-Bounded, Selective-IND-Security: The adversary is required to make all message
queries at the beginning of the experiment. This is identical to Definition A.5, except that we
do not allow the adversary to make a Challenge Message Query after it has made a Function
Query.

e (Q-Bounded, Function-Selective-IND-Security: The adversary is required to make all
function queries at the beginning of the experiment. This is identical to Definition A.5, except
that we do not allow the adversary to make a Function Query after it has made a Challenge
Message Query.

In the secret-key setting, we can also achieve function privacy. We define it below for the case
of Q-bounded, function-selective-IND-security.

Definition A.7 (Q-Bounded, Function-Private, Function-Selective-IND-Security for Secret-Key
FE). A secret-key functional encryption scheme FE for P/Poly is Q-bounded, function-private,
function-selective-IND-secure if there exists a negligible function p such that for all A € N and
every PPT adversary A,

Pr[sKEXptZE—Q—FuncPriv-FuncSeI-IND(1)\’ 0) _ 1] B Pr[SKEXpti‘E—Q-FuncPriv-FuncSeI—IND(1>\’ 1) _ 1] < /L()\)

where for each b € {0,1} and A € N, we define

SKEXpt;E-Q-FuncPriv-FuncSeI-IND (1)\7 b)

1. Parameters: A takes as input 1%, and outputs a function size 1°7, an input size 1%,
and an output size 1%V,

2. Setup: msk <+ FE.Setup(1*, 17, 1¢x 1),
3. Function Queries: The following can be repeated at most QQ = Q(\) times:

(a) A outputs a function query pair (fo, f1) where fo, f1 € F[lr,lx,ly]
(b) sky < FE.KeyGen(msk, f3)
(c) Send sky to A

89



4. Message Queries: The following can be repeated any polynomial number of times:

(a) A outputs a message pair (xo,x1) where g,z € {0,1}5x.
(b) ct < FE.Enc(msk, xy).
(c) Send ct to A.

5. Experiment Outcome: A outputs a bit b/ which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point fo(xo) # f1(x1) for some message query (zo, 1) and function
query (fo, f1) submitted by the adversary.

A.3 Secret-Key Streaming Functional Encryption
In this section, we formally define secret-key streaming functional encryption.

Definition A.8 (Secret-Key Streaming FE). A secret-key streaming functional encryption scheme
for P/Poly is a tuple of PPT algorithms sFE = (Setup, EncSetup, Enc, KeyGen, Dec) defined as fol-
lows:*?

1. Setup(lA7 167 16s 1¢x 1123;)'. takes as input the security parameter X\, a function size {r, a
state size s, an input size Lx, and an output size {y, and outputs the master secret key msk.

2. EncSetup(msk): takes as input the master secret key msk and outputs an encryption state
Enc.st

3. Enc(msk, Enc.st, i, x;): takes as input the master secret key msk, an encryption state Enc.st,
an index i, and a message x; € {0, 1}“ and outputs an encryption ct; of x;.

4. KeyGen(msk, f): takes as input the master secret key msk and a function f € F[lr,ls,lx,ly]
and outputs a function key sky.

5. Dec(sky, Dec.st;, i, ct;): where for each function key sky, Dec(sky, -, -, -) is a streaming function
that takes as input a state Dec.st;, an index i, and an encryption ct; and outputs a new state
Dec.st;+1 and an output y; € {0, 1}ey.

sFE must be streaming efficient, meaning that the size and runtime of all algorithms of sFE
on security parameter X\, function size {r, state size s, input size lx, and output size {y are
pOIy()\’g]'—vg‘SvEXuEy)‘

sFE satisfies correctness if for all polynomials p, there exists a negligible function u such that for
all N €N, all bx,ls,0x,0y < p()\), alln € [2V], all x = 21 ... 2, where each x; € {0,1}**, and all
f € Fllr, ls, lx, by,

msk < Setup(1?*, 167, 1¢s 1fx 1),
Pr | Dec(sky,ct;) = f(z) : ct; + Enc(msk, 1), >1—p(N)
sky < KeyGen(msk, f)

where we define®3

22We also allow Enc, EncSetup, KeyGen, and Dec to additionally receive parameters 1*, 147, 1%5 1¢% 1*¥ as input,
but omit them from our notation for convenience.
23 As with all streaming functions, we assume that Dec.st; = L if not otherwise specified.
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e Enc(msk, ) outputs ct, = (cti)ign) produced by sampling Enc.st <~ EncSetup(msk) and then
computing ct; < Enc(msk, Enc.st, i, x;) for i € [n].

e Dec(sky,cty) outputs y = (yi)iepn] where (yi, Dec.stiy1) = Dec(sky, Dec.sty, i, ct;) for i € [n].

Definition A.9 (Q-Bounded, Adaptive-IND-Security for Secret-Key sFE). A secret-key streaming
FE scheme sFE for P/Poly is Q-bounded, adaptive-IND-secure if there exists a negligible function
w such that for all A € N and all PPT adversaries A,

Pr[SKExpt® = AN (12 0) = 1] — Pr[SKExpt’y =~ @A NP (12 1) = 1]| < u())

where for each b € {0,1} and A € N, we define

1. Parameters: A takes as input 1, and outputs a function size 147 | a state size 1°S, an
mput size lﬁ’f, and an output size 1%,

2. Setup: Compute msk < sFE.Setup(1*, 17, 1¢s 1¢x 1),

3. For a polynomial number of rounds, the adversary can do either one of the following in
each round:

(a) Function Query: The adversary can make at most Q = Q(\) such queries:
i. A outputs a streaming function query f € Fllr,ls,lx,ly].
ii. sky < sFE.KeyGen(msk, f).
iii. Send sky to A.
(b) Message Query:
i. A outputs a stream identity id.
a. If this is the first message query with stream identity id, sample Enc.styq <
sFE.EncSetup(msk) and initialize indexiq = 1. Else, increment indexjq by 1.
b. Set i = indexq.
1. A outputs a message pair (wl((?)l, |(d Z) for stream identity id where w|(d)17x|(dl)z
{0, 1}~
iii. ctig; <— sFE.Enc(msk, Enc.stjqg, 7, l‘l(j)z)
iv. Send ctiq; to A.

4. Experiment Outcome: A outputs a bit V' which is the output of the experiment.

Additionally, when running the experiment, we immediately halt and output 0 if the adversary
ever aborts or if it at any point some function query f submitted by the adversary yields

different outputs on any of the challenge message streams submitted so far (i.e. if f(a;i((?)) #*

f(a:l(dl)) for some function query f submitted by the adversary where {(xl(c?)l, .(dl)z>}ze[t] are the

message quem’es submitted so far under some stream identity id, l'i(é)) = xi(g)l |(d)t7 and :Ui(j) =

|(d 1- |d t)

Definition A.10 (Other Secret-Key sFE Security Definitions). There are many variations of the
security definition. We list a few below:
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o (Q-Bounded, Selective-IND-Security: The adversary is required to make all message
queries before any function queries. This is identical to Definition A.9, except that we do
not allow the adversary to make a Challenge Message Query after it has made a Function
Query.

e (Q-Bounded, Function-Selective-IND-Security: The adversary is required to make all
function queries before any message queries. This is identical to Definition A.9, except that
we do not allow the adversary to make a Function Query after it has made a Challenge
Message Query.

We also define a weak notion of simulation security in the secret-key setting.

Definition A.11 (Single-Key, Single-Ciphertext, Function-Selective-SIM-Security). A secret-key
streaming FE scheme sFE for P/Poly is single-key, single-ciphertext, function-selective-SIM-secure
if there exists a PPT simulator Sim and a negligible function p such that for all A € N and all PPT
adversaries A,

Pr[RealExptQ"*FE>M(1%) = 1] — Pr[ldealExptQ&ar =M (1) = 1]| < p(A)

where for A € N, we define

ReaIEXptane_SFE_SIM (1)\)

1. Parameters: A takes as input 1, and outputs a function size 137, a state size 165, an
input size 1% and an output size 1% .

2. Setup: msk « sFE.Setup(1*,1¢7,1%s 1fx 1%)
3. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) sky < sFE.KeyGen(msk, f)
(¢) Send sky to A.

4. Challenge Message Queries: The following can be repeated any polynomial number
of times:

(a) If this is the first challenge message query, sample Enc.st < sFE.EncSetup(msk) and
initialize the index i = 1. FElse, increment the index ¢ by 1.

(b) A outputs a challenge message xz; € {0,1}¢x.

(c¢) ct; < sFE.Enc(msk, Enc.st, i, z;).

(d) Send ct; to A.

5. Experiment Outcome: A outputs a bit b which is the output of the experiment.

Ideal ExptQ&ar E51M (1)

1. Parameters: A takes as input 1*, and outputs a function size 17, a state size 1S, an
input size 1'%, and an output size 1%, Sim receives (1%, 167, 1% 1¢x 16),
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2. Function Query:

(a) A outputs a streaming function query f € F[lr,ls,lx,ly].
(b) Sim receives f and outputs a function key sky.
(c) Send sky to A.

3. Challenge Message Queries: The following can be repeated any polynomial number
of times:

(a) If this is the first challenge message query, initialize the index i =1 and set st} = L.
Else, increment i by 1.

(b) A outputs a message x; € {0,1}¢x.

(¢) (yi,stiv1) = f(@i,sti).

(d) Sim receives y; and outputs a ciphertext ct;.

(e) Send ct; to A.

4. Experiment Outcome: A outputs a bit b which is the output of the experiment.

Remark A.12. In the secret-key setting, single-key, single-ciphertext, function-selective-SIM-
security implies single-key, single-ciphertext, function-selective-IND-security.
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