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Abstract

As the use of the internet and digital devices has grown rapidly,
keeping digital communications secure has become very impor-
tant. Authenticated Key Agreement (AKA) protocols play a vital
role in securing digital communications. These protocols enable
the communicating parties to mutually authenticate and securely
establish a shared secret key. The emergence of quantum comput-
ers makes many existing AKA protocols vulnerable to their im-
mense computational power. Consequently, designing new proto-
cols that are resistant to quantum attacks has become essential.
Extensive research in this area had led to the design of several post-
quantum AKA schemes.

In this paper, we analyze two post-quantum AKA schemes pro-
posed by Dharminder et al. [2022] and Pursharthi and Mishra. [2024]
and demonstrate that these schemes are not secure against active
adversaries. An adversary can impersonate an authorized user to
the server. We then propose reliable solutions to prevent these at-
tacks.
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1 Introduction

A mutual authenticated key agreement scheme between two en-
tities, A and B, is a protocol that enables parties to authenticate
each other as well as establish a shared secret key [15]. Achieving
a shared key along with mutual authentication has many applica-
tions in the real world [2, 16, 24, 25, 28, 31, 33, 34], two common
ones are as follows.

First, the development and expansion of IoT in recent years have
increased the data produced by smart devices [23]. This increase
has led to challenges such as determining efficient solutions for
storing, maintaining, and accessing these data, in a way that if
these data are stored and maintained on a cloud server, users can
access them when needed. Access to and retrieval of data by users
from the cloud server must be such that no one other than the au-
thorized user can gain knowledge of or access the exchanged data.
For this purpose, one of the existing solutions is the use of mutual
authenticated key agreement schemes. In this case, after mutually
authenticating each other, they establish a shared session key and
securely exchange data.

Second, another use case for these schemes is in establishing
secure communications on mobile devices [32]. Nowadays, peo-
ple use mobile devices for many daily activities. In many cases,
the proper functioning of these devices is contingent upon estab-
lishing connections with the outside world and other devices to
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exchange data and access provided services. As mentioned in the
previous section, to ensure security in these communications such
that the confidentiality of sensitive data is protected and access
to this data and services is restricted to authorized individuals, the
use of mutually authenticated key agreement schemes is desirable.

Many of these schemes use classical computational hard assump-
tions such as integer factorization [22] and discrete logarithm prob-
lem [7, 20] to establish their security.

With the advent of quantum computers and consequently quan-
tum algorithms, many cryptographic schemes based on the hard-
ness of classical computational assumptions will be broken and
will no longer be secure [19, 30]. Post-quantum cryptography refers
to cryptographic systems that remain secure even if an attacker
possesses a quantum computer [3]. These cryptographic systems
use various approaches to maintain security against quantum at-
tacks. Lattice-based cryptography [21] and problems such as Learn-
ing With Errors (LWE) [29] and Ring-LWE [18], which are fun-
damental lattice-based problems, receiving significant attention in
the design of post-quantum schemes [26]. According to the predic-
tions that quantum computers capable of breaking classical schemes
will be produced within the next 20 years, there is a need to design
schemes resistant to quantum attacks [4]. Consequently, Dharmin-
der et al. [6] have proposed a lattice-based post-quantum mutually
authenticated key agreement scheme for the Internet of Things
(IoT), and Pursharthi and Mishra [27] have designed a lattice-based
post-quantum mutually authenticated key agreement scheme for
communications in mobile devices.

In this paper, we analyze the two aforementioned schemes and
we demonstrate that [6] is vulnerable to impersonation attacks and
[27] is vulnerable to replay attacks and then propose a solution to
address the existing flaws.

The rest of the paper is organized as follows. In Section 2, the
lattice-based authenticated key agreement schemes are reviewed.
In the next section, we present the necessary preliminary concepts
to examine the two protocols [6, 27]. In Section 4, scheme [6] is re-
viewed, followed by a discussion of its vulnerabilities. Then a solu-
tion is proposed to fix its vulnerabilities. The next section follows
a similar structure as Section 4 and is dedicated to examining the
scheme proposed in [27]. Finally, we conclude this article in the
last section.

2 Related Work

Katz and Vaikuntanathan [14] in 2009 first proposed a password-
authenticated key exchange (PAKE) scheme based on the LWE as-
sumption, allowing two parties to establish a new shared key using
a low-entropy password, with security that can be proven under
the LWE assumptions. Then in 2012, Ding et al. [10] proposed a
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scheme based on the RLWE assumptions to agree on a session key.
This key exchange protocol was inspired from the Diffie-Hellman
key exchange [8]. However, the scheme was vulnerable to man-in-
the-middle (MitM) attacks because it lacked mutual authentication.
Consequently, an authenticated version of this scheme [35], secure
against active adversaries, was subsequently proposed.

In 2017, Ding et al. [9] introduced a new attack called the sig-
nal leakage attack (SLA) on [10], unveiling new vulnerabilities in
RLWE-based key exchange schemes. Utilizing this idea, Liu et al.
[17] were able to find out the vulnerability of scheme [1] against
this type of attack. In 2020, Islam [13] proposed a lattice-based au-
thenticated key agreement (AKA) scheme, which was proven se-
cure in the random oracle model. Just like other schemes that used
RLWE assumptions, this scheme was also insecure against SLA [5].

In 2018, Feng et al. [12] proposed an anonymous ideal lattice-
based authenticated key agreement scheme for client-server envi-
ronments, which was proven secure based on the hardness of the
RLWE problem in the random oracle model. In this environment,
authorized users can authenticate and utilize services provided by
the server without worrying about their identity privacy being
compromised. Ding et al. [11], upon reviewing [12], realized that
this scheme was insecure against the SLA and consequently pro-
posed a secure anonymous AKA scheme against this attack. Subse-
quently, Pursharthi and Mishra [27] reviewed [11] and realized the
vulnerabilities of this scheme against attacks such as device-stolen
attacks, password-guessing attacks, and insider attacks. They pro-
posed a secure scheme against these attacks with improved compu-
tational complexity compared to the previous ones. In this paper,
we will demonstrate that the scheme [27] is vulnerable to replay
attacks. Additionally, by reviewing the scheme proposed by Dhar-
minder et al. [6], which is a lattice-based AKA scheme for the In-
ternet of Things, we will show that this scheme is insecure against
active adversaries because an adversary can impersonate an autho-
rized user to the server.

3 Preliminaries

In this section, we will cover the basic concepts required for the
schemes[6, 27]. Suppose g is an odd prime number, Z is the set
of all integers, R" is the set of all non-negative real numbers, Z*
is the set of all non-negative integers, and R is the set of all real
numbers. Let g represent a discrete Gaussian distribution where
B is a scaling parameter affecting the variance of the distribution,
defined over R* and n = 2¢ where t € Z*. Also, let Z[X] and
Zg4[X] represent the rings of polynomials over Z and Zg, respec-
tively. Consider two polynomial rings R = Z[X]/(x™ + 1) and
Rq =Zq[X]/(x"+1).Suppose M = {—|q/4], ..., q/4]} is a subset
of Zg ={-(g-1)/2,...,(g-1)/2}.

DEFINITION 1. For any x € Zg, the characteristic function Cha is
defined as follows:

Cha(x) = {(1) i 21\]\; (1)

DEFINITION 2. The auxiliary mod function Mody : Z¢x{0,1} —
{0, 1} is defined as follows:

Mody(r,s) = (r +s-(q—1)/2 (mod q)) (mod 2) 2)
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wherer € Zq and s = Cha(r).
This function is denoted by ¥, in [27].

LEmMA 1. Ifq is an odd prime number, c, e € Ry such that | e |<
q/8 andw = c+ 2 - e, then Modz(c,Cha(c)) = Moda(w, Cha(c))

Now, we want to extend two functions Cha and Mod> on Ry:
each element ¢ = co+c1xl+. . .+cp_1x" L e R4 can be described as
¢ = (cp,c1,...,cn—1). Forany random vector u = (ug, u1,...,uUn—1) €
{0, 1}, the definitions of the above functions are extended as fol-
lows:

Cha(c) = (Cha(co), Cha(c1), . .., Cha(cn-1)) (3)

Mods(c,u) = (Moda(co, ug), Modz (c1,u1), . .., Modz(cp—1, un—1))
(4)

DEFINITION 3 (RING LEARNING WITH ERRORS). Suppose Ag y; is
a distribution over (c,c - s +e) € Rg X Ryq where ¢, s «— Ry and
e < xp are chosen randomly. The distinction of As,y; from a uniform
distribution over Rq X Ry for any PPT adversary is computationally
infeasible.

4 Cryptanalysis of Dharminder’s protocol

In this section, we first examine protocol [6]. Then, we analyze its
security and point out the existing vulnerability. Finally, we con-
clude this section with a proposed secure approach to address the
existing security flaw. The symbols used in this protocol are de-
scribed in Table 1.

Table 1: Symbols and Their Descriptions

Notations Descriptions

U; ith user
MD; U;’s smart (mobile) device
S cloud server

Cha Characteristic mapping
Mod; Auxiliary modular mapping
Identity of U;

SK Session key shared between U; and S
PW; U;’s chosen (sufficiently strong) password

x Master secret key of server S
ay,,rny, Random secrets generated by U;
i, T Current timestamps
AT Maximum allowable transmission delay
q A sufficiently large prime
Rq Finite ring
x < A  xisrandomly chosen from the set A
X Discrete Guassian distribution
h(-) Collision-resistance hash function
c c is randomly chosen from Ry
n Positive integer of the form 2k, k>0
P Public key of server
® Bitwise excelusive-OR (XOR)

[ String concatenation
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Figure 1: Sequence Diagram of Dharminder’s Protocol

4.1 Dharminder’s protocol

Protocol [6] is a post-quantum mutual authenticated key agree-
ment protocol in which two entities, a user and a server, intend to
establish a session key after mutual authentication. This protocol
is divided into four main phases:

o Setup Phase: In this phase, the server, after executing the
setup algorithm, makes the parameters {n, q,c, X P, h()}
publicly available to the users and keeps x private.

o Registration Phase: As shown in Figure 1, the user U; ini-
tially sends a registration request to the respective server
after determining IDy,, PW; and calculating RIDy,, G, by
sending < RIDy,,Gy, ® rny, > through a secure channel.
The server then uses the received values and x to calcu-
late G1, Gy, and after storing Gi, sends Gy back to the user
through a secure channel. Now, the user calculates the val-

ues < Gz, aZ‘Ii,GU > in such a way that by storing these

values on his/her mobile device, he/she can later use them
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along with input, after user authentication by the mobile
device, to calculate Gy.

e Login and Mutual Authentication Phase: After a suc-
cessful registration in the previous phase, as shown in Fig-
ure 1, the user inputs IDy,, PWy, to create a new session key.
Subsequently, the mobile device calculates G,, using these
values along with those stored during the registration phase
and compares it with G,. If G, = G, holds, the user is au-
thenticated by the mobile device, and the login phase is suc-
cessfully completed. In the next phase, MD; by calculating
and sending < Xy, Gy, G3,Cy, T1 > through a public chan-
nel to the server, requests authentication and the creation
of a new session key. Upon receiving the user’s message
at time T}, the server verifies the validity of the received
timestamp by checking the condition [Ty —T}'| < AT.If Ty is
valid, the server uses the received values and x to calculate
Gy, and compares it with Gy If G};, = Gy holds, the user
is authenticated by the server. Then, the server calculates
Xs, Ks, Cs, Mg, Gz, and the shared session key SK. The server
sends < Gz, Cs, Xs, T2 > to the user, enabling the user to au-
thenticate the server and compute the shared session key.
Finally, upon receiving the server’s message, the user first
verifies the validity of the received timestamp by checking
the condition |T; — T,| < AT.If T; is valid, the user uses the
received values and G to calculate SK” and G. Then, the
value G} is compared with G;. If G, = G, holds, the server
is authenticated by the user, and the key SK” is stored as the
new session key.

e User Password Change Phase: In this phase, if the regis-
tered user wishes, their password can be updated to a new
one locally without the need to establish a connection with
the server.

4.2 Attack on Dharminder’s protocol

We want to show that in Protocol [6], an adversary A can authen-
ticate themselves as user U; to the server S. The adversary A can
bypass the login phase on the user’s mobile device and send a mes-
sage as U; in the public channel. Now, to authenticate U; to the
server using the received message, it is sufficient for the adversary
to calculate and send valid < Xy, Gy, G3, Cy > to the server. For
this purpose, the adversary A first randomly selects 1/, f” from yg
and calculates the following values:

Xy=c-r'+2-f )
Ky=r-P (6)

Cy = Cha(Ky) (7)
My, = Mody (Ky, Cy) ®)

Then, in addition to generating the timestamp T at the same time,
the adversary produces a random value RI. DU,» with a length equal
to the hash function’s range h(-). The adversary calculates the val-
ues Gs, Gyy as follows:

Gs = RIDy, ® h(My, & Xy,) 9)

G = h(Gs||Xul[Mul[RIDy, || Th) (10)
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And finally, the adversary sends < Xu, Gw, Gg, (:’u, T1 > tothe server
S on behalf of user U;. Upon receiving the message, if the times-
tamp Tj is verified to be fresh, the server uses the received data
and x to calculate the following values:

Ky =x- Xu (11)
My = Moda(Kyy, Cy) = My, (12)
RIDy, = G3®&h(My ®Xy) = RIDy, ®h(My,®Xy)®h(My ®Xy) = RIDy,
(13)
G}, = h(Gs||Xul|My ||RIDy;, || Ty) (14)

Since M, = Mu,RIDUL. = RIbUL., then G}, = GW, and the sender’s
identity is authenticated as user U; by the server. As a result, the
adversary A successfully authenticated herself as user U; to the
server S. Note that although the adversary A is not able to compute
the session key, she managed to impersonate U; to the server by
executing this attack.

4.3 Suggestions

To prevent the attack described in the previous section, it is suffi-

cient to change the structure of G,,, where G, = h(Gs3||Xy||My||RIDy;, || T1),

as follows:
Gw = h(G1]|Gs|[Xy||My||RIDy, || T1) (15)

where Gj is Gé @ Gy, which the user’s mobile device calculates
during the login phase. Additionally, the server securely stores this
value during the user U;’s registration phase. Now;, if the adversary
A wants to authenticate herself as user U; to the server, she must
be able to obtain Gj, which is the long-term private key shared
between the server and the user, in addition to the values described
in the previous section.

5 Cryptanalysis of Pursharthi’s protocol

In this section, similar to the previous section, we first examine the
main protocol, then describe the existing security flaw, and finally
conclude with a proposed solution. Additionally, the symbols used
in this protocol are described in Table 2.

Table 2: Symbols and Their Descriptions

Notations Descriptions
U; ith user
S Server
Bio; Boimetric of U;
T; Current timestamp
Hy () Biohashing function
Ho (") Hash function
Hy(+) Maps {0,1}* — xa
Xa Guassian distribution
a a € Rq public parameter
n Positive integer of the form 2k k>0
p Prime number
Sj € Xa Server’s private key

pj=a-sj+2-ej Server’spublic key wheree; € y,
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Figure 2: Sequence Diagram of Pursharthi’s Protocol

5.1 Pursharthi’s protocol

Protocol [27] is also a post-quantum mutual authenticated key agree-
ment protocol in which two entities, the user and the server, intend
to establish a session key after mutual authentication. This proto-
col is divided into three main phases:

o Setup Phase: In this phase, after executing the setup algo-
rithm, the server sends the parameters {n, p, x4, g, pj» Ho, Hy}
publicly to the users and keeps s; private.

o Registration Phase: As shown in Figure 2, user U; initially
sends his/her registration request to the server through a se-
cure channel to access the server’s services. Upon receiving
the user’s registration request, the server randomly selects
a PID; and, after calculating the value KU;, sends the values
< KUj, PID; > to the user through a secure channel. Now,
the user calculates the values < A;, V; > using his/her cho-
sen password Pw; and Bio; in such a way that by storing
these values and PID; on his/her mobile device, he/she can
later use them and the input information to calculate KU;
after authenticating the user through the mobile device.

¢ Login and Mutual Authentication Phase: After success-
ful registration in the previous step, as shown in Figure 2,
the user initially enters Bio;, Pw; to establish a new session
key. The mobile device then uses these values and the values

stored during the registration phase to calculate Hy (KU;||Pw;||B;)

and compares it with V;. If V; = Hy(KU;||Pw;||B;) holds, the
user is authenticated by the mobile device, and the login
phase is completed successfully.
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In the next step, the user’s mobile device calculates x; and
¥; and sends < PIDj, x;,T;, £; > through a public channel
to the server, requesting authentication and consequently
the establishment of a new session key. Upon receiving the
user’s message, the server checks the freshness of the re-
ceived timestamp T;. If T; is valid, the server uses the re-
ceived values and s; to calculate Hy(x;||KUjl||c) and com-
pares it with ;. If £; = Ho(x;||KUj||c) holds, the user is au-

thenticated by the server. The server then calculates kj, wj, 0, %

and the shared session key sk ; and sends the values < w;,%; >
to the user so that the user can authenticate the server and
calculate the shared key. Finally, upon receiving the server’s
message, the user calculates k;, o; using the received val-
ues and KUj, and then compares Hy (o, KUj, d) with ;. If
% = Ho(oi, KUj, d) holds, the server is authenticated by the
user, and the session key Sk; is established as the new ses-
sion key.

5.2 Attack on Pursharthi’s protocol

We want to demonstrate that Protocol [27] is vulnerable to a replay
attack. An adversary A can bypass the login phase on the user’s mo-
bile device and send a message in the public channel as user U;. To
authenticate U; to the server using the received message, the ad-
versary only needs to send a valid < PID;, x;, T;, £; > to the server.
Suppose the adversary has already eavesdropped on the public
channel and obtained at least one valid < PID;, xj, T;, %; >. In this
case, the adversary can send a message < PIDj, x;, Tl.c'”re”t, X >
where Tl.cur rent is the timestamp at the moment the adversary
wants to send the message to the server. Upon receiving the mes-
sage, the server first verifies Tl.C“r rent and, after confirming its
freshness, uses s;j and the received message to calculate ¢ and KUj,
and then uses them to calculate Hy (x;||[KUj||c) and compare it with
3;. Since it is assumed that the adversary has previously eaves-
dropped on a valid < PID;, x;,%; > and because T; is not used in
the structure of any of them, it results in %; = Ho(x;||[KUj]|c), and
the adversary A is authenticated as user U; to the server.

5.3 Suggestions

5.3.1 Prevent Replay Attack. To prevent the described replay at-
tack, it is sufficient to change the structure of 3;, which is currently
in the form Hy(x;||[KUj]|c), to the following form:

%; = Ho(x;||KUj|c|| T;) (16)

In this case, even if the adversary eavesdrops on the sent messages
and replaces Tl.C”rre”t with T; by sending a fresh message, consid-
ering the new structure of %;, her identity will ultimately not be
authenticated by the server.

5.3.2  Password Change Phase. One of the main limitations of Pro-
tocol [27] is the lack of a mechanism for updating the user’s pass-
word to a new one. In this protocol, once the user sets a password,
he/she is no longer able to change it. By using the following algo-
rithm, if the registered user wishes, his/her password can be up-
dated to a new one locally without the need to communicate with
the server.
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function PasswoRDCHANGE(Bio;, Pw;, Pw]'¢")
B; = Hy(Bio;)
KU; = A; ® Ho(B;||Pw;)
if V; £ Ho(KUj||Pw;||B:) then
AT = A; @ Ho(Bi||Pw;) ® Ho(Bi||Pw]*™)
V" = Ho(KUs, Pwie¥, B;)
Update (A;, PID;, V;) by computed (A7¢", PID;, V/**Y)
end if
end function

Figure 3: User password change phase (execute by user’s mo-
bile device)

In the pseudocode described in Figure 3, in the first step, the
user’s authenticity is verified by computing Ho (KU;||Pw;||B;) us-
ing the input Bio;, Pw; and A; stored on the user’s mobile device.

Then, if the user’s authenticity is confirmed, the new values A?e w Vi”ew

are calculated using the new password Pw]'*" and the existing val-

ues on the user’s mobile device. These new values replace the pre-
vious ones so that, in addition to the expiration of the previous
password, the user is able to log into the application with the up-
dated password.

6 Conclusion

In this paper, we conducted security analysis of two quantum-safe
authenticated key exchange schemes [6, 27]. We demonstrated that
an active adversary, after bypassing the login phase in [6], by gen-
erating the necessary values using the described method can im-
personate the user to the server. In protocol [27], by eavesdropping
one successful session, the adversary can manage a replay attack to
impersonate an authorized user to the server. Thus, both schemes
fail to provide user authentication. Then, by proposing effective
countermeasures, we fortified both schemes [6, 27] against the de-
scribed attacks. Moreover, by providing a secure mechanism for
updating the user’s password locally, we eliminated the limitation
of [27] in this regard.
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