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Abstract. At Eurocrypt’24, Mureau et al. formally defined the Lattice
Isomorphism Problem for module lattices (module-LIP) in a number field
K, and proposed a heuristic randomized algorithm solving module-LIP
for modules of rank 2 in K? with a totally real number field K, which
runs in classical polynomial time for a large class of modules and a large
class of totally real number field under some reasonable number theo-
retic assumptions. In this paper, by introducing a (pseudo) symplectic
automorphism of the module, we successfully reduce the problem of solv-
ing module-LIP over CM number field to the problem of finding certain
symplectic automorphism. Furthermore, we show that a weak (pseudo)
symplectic automorphism can be computed efficiently, which immedi-
ately turns out to be the desired automorphism when the module is in
a totally real number field. This directly results in a provable determin-
istic polynomial-time algorithm solving module-LIP for rank-2 modules
in K? where K is a totally real number field, without any assumptions or
restrictions on the modules and the totally real number fields. Moreover,
the weak symplectic automorphism can also be utilized to invalidate
the omSVP assumption employed in HAWK’s forgery security analysis,
although it does not yield any actual attacks against HAWK itself.
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1 Introduction

Lattices are discrete additive subgroups of R™ which provide rich geometric
structures that can be used to define various computationally hard problems,
such as the famous shortest vector problem (SVP) and the closest vector problem
(CVP). Based on the hardness of these problems or their variants, lots of lattice-
based cryptosystems have been constructed. It is widely believed that lattice-
based cryptosystems are quantum-resistant, and some of them are selected as the
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standard algorithms in NIST’s Post-Quantum Cryptography Standardization
Project.

Lattice Isomorphism Problem (LIP) is another lattice-related computational
problem. Two lattices £ and L5 are said to be isomorphic if there exists a
bijective orthogonal transformation from £; to L,. The search version of LIP
refers to the question of finding such orthogonal transformation given the lattice
bases of £1 and Lo, and the decision version asks to determine whether the
two given lattices are isomorphic or not. Research on LIP dates back to [20] in
the 1990s, in which the LIP for low-dimensional lattices was considered. In [13],
Haviv and Regev proposed an n®™-time algorithm for solving the general LIP,
which remains the fastest known algorithm for LIP. Since then, many more
cryptanalytic works have been proposed [11,6,9,3,7,8,12,16,17,21,5].

Most of these works focus on a special case of LIP, namely, ZLIP, in which
L is the hypercubic lattice Z™, such as [11,4]. Recently, Ducas [5] explored a
reduction from n-dimensional ZLIP to 5-dimensional SVP, which means that
ZLIP can be solved with 2%/2 time complexity due to the best provable algorithm
[2] for SVP. A similar algorithmic result can be concluded by employing Bennett
et al’s reduction [3] from ZSVP to O(1)-uSVP with the well-known reduction
from ZLIP to ZSVP.

To improve the efficiency of LIP-based cryptosystems, an algebraic variant of
LIP, called module-LIP problem, was introduced by Ducas et al. [7], where the
module can be chosen as free module over a CM number field instead of just the
ring of integers. By taking the module M as O? where the field L is a cyclotomic
field with conductor being a power of 2, Ducas et al. [7] presented a signature
scheme called HAWK, whose security relies on the hardness of O2-LIP problem.
HAWK is now a candidate algorithms in the first round of NIST’s Post-Quantum
Cryptography Standardization Project for additional digital signature proposals.
However, in spite of the additional algebraic structure, we always treat O2-LIP
problem as an LIP on non-structured lattices when analyzing the security of
HAWK. Hence, a natural problem is how to solve module-LIP more efficiently
than LIP with its special algebraic structure.

For LIP with algebraic structures, the most well-known algorithm originates
from the work of Gentry and Szydlo [12], which tries to recover the secret key of
NTRUSign [14] by solving some special ZLIP instance with algebraic structure.
Later, Silverberg made [16,17] lots of in-depth analysis of the Gentry-Szydlo
algorithm, and Lenstra and Silverberg [18] generalized it to check isomorphism
of lattices over CM-orders. The essence of these algorithms lies in using sufficient
lattice automorphisms to solve LIP. Note that the automorphisms provided by
the algebraic structure of rank-1 module enable the Gentry-Szydlo algorithm
and its variants to solve the corresponding rank-1 module-LIP problems over
CM number fields.

At Eurocrypt’24, Mureau et al. [19] formalized the framework for module-LIP
using the concept of pseudo-bases, allowing it to be defined on module lattices
over general number fields. Furthermore, as their main technical contribution,
they presented a heuristic algorithm for solving module-LIP when the module
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M c K2 has rank 2 and when the number field K is a totally real number field.
Roughly speaking, the strategy in [19] mainly utilizes the prime decomposition of
the principal ideal generated by the sum of squares 22 4y to guess the principal
ideal generated by its factor x +1i-y. To avoid factoring a general integer during
the process of prime ideal factorization, which is still hard on classical computers
by now, the ideals should be selected carefully such that their norms are easy
to be factored under some heuristic assumption. However, guessing the desired
principal ideal by enumerating the possible combinations of prime ideals, still
makes the time complexity of the final algorithm exponential in the number of
distinct prime ideals factors (Theorem 4.6 in [19]). Therefore, the algorithm in
[19] runs in polynomial time under some reasonable heuristic assumptions for
a class of certain module-LIP, which relates to the arithmetic properties of the
module and the field . It should be noted that their algorithm does not impact
the security of HAWK; as pointed out in [19].

1.1 Ouwur Contributions

In this paper, we present a provable deterministic polynomial-time algorithm to
solve O2-LIP where L is a CM number field, with the help of a new module
lattice automorphism defined by a symplectic matrix with rank 2. Therefore,
we reduce the problem of solving O2-LIP to the problem of finding out the
certain module lattice symplectic automorphism. Although it seems not easy
to find the exact symplectic automorphism in general, we can compute another
weak module lattice symplectic automorphism for O? efficiently when L is a
CM number field. Specially, the weak symplectic automorphism will become
a module lattice automorphism immediately when a totally real number field
K is considered, which directly yields a provable deterministic polynomial-time
algorithm solving O%-LIP where K is a totally real number field.

Note that the forgery security of HAWK [7] is based on the hardness of the
one more SVP (omSVP), which asks the adversary to find one more short enough
non-trivial element in OF that is out of the trivial set {ax}qe, ) where z is a
given short element. However, our weak symplectic automorphism ¢, which can
be computed efficiently, will yield another non-trivial short element ¢(x) directly,
whose length is as the same as z’s. This invalidates the omSVP assumption
used in HAWK’s forgery security analysis, although it does not yield any actual
attacks against HAWK itself. An easy way to fix this issue is just adjusting the
omSVP assumption by adding the new short elements we find into the trivial
set.

We also generalize the algorithm to solve module-LIP for the rank-2 module
M C K? where the number field K is a totally real number field. By introducing
a similar pseudo symplectic automorphism and utilizing eigenspaces to acquire
isomorphism invariants, we have the following theorem.

Theorem 1.1 (informal) Let K be a totally real number field. M C K2 is an
module lattice of rank 2 with pseudobasis B and pseudo-Gram matriz G. G’ is
the pseudo-Gram matriz of M’ isomorphic to M. If U is congruence matrices
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between G and G’. Then there is a deterministic polynomial time algorithm to
find U, given a basis of Ok, B, and G'.

The main contributions are summarized as below:

— We introduce a new tool called module lattice symplectic automorphism
into designing algorithms solving module-LIP, and reduce the problem solv-
ing module-LIP to finding the certain symplectic automorphism. With this
framework, we propose a provable deterministic polynomial-time algorithm
that solves module-LIP for the rank-2 module M C K2 where K is a totally
real number field.

— Compared with algorithms in [19], our algorithms are provable deterministic
polynomial-time algorithm while the algorithms in [19] need some heuristic
assumptions. Moreover, our algorithm, that solves module-LIP for the rank-
2 module M in totally real number field, always runs in polynomial time
regardless of the the arithmetic properties of the module, whereas the time
complexity of algorithm in [19] relates to the arithmetic properties.

— We invalidates the omSVP assumption introduced by HAWK to prove its
forgery security. Therefore, necessary adjustment about the omSVP assump-
tion should be made to guarantee the validity of the security proof. We stress
that our results haven’t yielded any actual attack against HAWK.

1.2 Technical Overview

Isomophism and Automorphism. From a geometric perspective, LIP is to
find the unitary matrix O such that OM = M’ for isomorphic module lattices
M, M'. In this perspective, we call a unitary matrix A such that AM = M an
automorphism of M. If O is a unitary matrix such that OM = M’, then the
automorphisms of M’ all have the form OAO~!, where A is an automorphism
of M. From the Gram matrix perspective, LIP is to find the congruence matrix
U such that U*GU = @'. In this perspective, we call U such that U*GU = G
an automorphism of G. If we assume G = B*B, then the automorphisms of
G all have the form B~'UB, where U is a unitary matrix. There have been
many works showing that automorphisms can play important roles in solving
LIP [12,16,15].

The key to our technique is that, for the module lattice OF, we find a lattice
isomorphism that has not been considered before. In particular, if the base field
is also considered to be a totally real number field, this lattice isomorphism will
also be a module lattice isomorphism with more algebraic structures.

Specifically, we will exploit the symplectic property of rank 2 matrices (i.e.
BT JyB = J5, VB € SLy(L)) and its variants to extract automorphism, such as
computing B~1J,B from BT B (See Subsection 3.1).

Analysis of O2-LIP. We reduce the problem of solving O2-LIP to the prob-
lem of finding out the certain module lattice symplectic automorphism by using
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the Lenstra-Silverberg algorithm proposed in [18]. Informally speaking, this al-
gorithm can find an isomorphism between a lattice and its certain canonical
form using specific automorphisms of the lattice. The module lattice OF has
the automorphisms {alz|a € (L)} inherently, but these automorphisms are not
enough for Lenstra-Silverberg algorithm. We discovered and carefully demon-
strated that adding the certain module lattice symplectic automorphism to the
above-mentioned automorphisms meets the requirements for the algorithm’s use.

It is worth mentioning that the main theorem in [18] will be used over and
over again as a powerful tool in our technique. However, before us it seems that
people only focused on the original version [12].

As the discussion before, this sympletic automorphism can be computed if the
considered field is a totally real number field. For HAWK, we can obtain a weak
sympletic automorphism, and it will affect the existing omSVP assumptions.
This invalidates the assumption used in their security analysis, although it does
not yield attacks against the construction itself.

Algorithm for rank-2 module-LIP over totally real number field. We
now explain how our algorithm for module-LIP works when the module M C K2
has rank-2 and when the number field K is a totally real number field. Firstly,
we can still first obtain a pseudo-automorphism of M, which we call pseudo
because it does not preserve M. To be specific, for M/ = OM where O €
Us(Kg), we can obtain OJ,O~ L. If we look at the pseudo-automorphism from
the perspective of matrix conjugation, then the eigenspace before conjugating
differs from the eigenspace after conjugating by only one transition matrix for
the same eigenvalue.

From a high level view, a fundamental reason why the module isomorphism
problem for rank 2 is harder than for rank 1 lies in the fact that it is hard
to find rank 1 submodule N C M, N’ C M’ such that N’ = ON. The inter-
section of the modules and eigenspaces of pseudo-automorphisms provides the
submodules N, N’ s.t. N’ = ON, but previously we only knew automorphisms
of pure quantities, that is, they only have trivial eigenspaces. This new (pseudo)
automorphism fits our requirements nicely. And then rank 1 module-LIP can be
solved by using algorithm in [18]. It should be pointed out that the eigenvalues
and eigenvectors of this automorphism need to be lifted to be considered in O,
and thus need to be argued more carefully.

In addition, for better intuition, we here give our technical overview from a
geometric point of view. However, the geometric perspective and Gram matrix
perspective can be transformed into each other. For computational reasons, the
actual algorithm will be performed from the Gram matrix perspective. We will
give a sketch of the actual algorithm at the beginning of Section 4.

Roadmap. The rest of the paper is organized as follows. Section 2 provides basic
definitions and preliminaries. In Section 3, we present a provable deterministic
polynomial-time algorithm to solve O2-LIP where L is a CM number field, with
the help of a new module lattice symplectic automorphism, and we also show
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how to find a weak module lattice symplectic automorphism efficiently, which
can invalidate the omSVP assumption introduced by HAWK to prove its forgery
security. In Section 4, we present the provable deterministic polynomial-time
algorithm to solve module-LIP for the rank-2 module M C K2 where the number
field K is a totally real number field. Section 5 concludes the paper shortly.

2 Notations and preliminaries

2.1 Notations

— The Euclidean norm of a € R™ is denoted by ||a||. The transpose of A is
denoted by AT and (A71)T is abbreviated as A~T. Let GL,,(R) and GL,,(Z)
be the general linear group of rank n over R and Z respectively.

>, Jp to represent B~'J,B for

1
We use Jy to represent the matrix _01 0
some 2 x 2 matrix B. We use I, to represent the matrix diag(r,r,--- ,r), and

. . . T . Iy
sometimes use 7 to represent 1, in matrix multiplications(such as r 2] =
2

(:il) ). We will also emphasize this point from time to time in the proof.
2

— For a number field K, the parameter K denotes degree of K, log Ak, and a

basis of Ok.

For z in a number field L, we call z* is the complex conjugation of x if

o(z*) = o(z), Vo € Homg(K,C). For matrix H = (h,;), let H* denote

(hfj)T and H denote (hy;) if all h;; exist.

— For a ring A in a number field that are closed under complex conjugating ,
the unitary matrices over A is U, (A) :={T € M, (A)|T*T = 1,,}.

— We use p(F) to denote the roots of unity in the number field F. Note u(F) C
Or and u(F) = U (Or)

— Assume G is an abelian group. For abelian groups A, B equiped a bilin-
ear map ¢ : A X B — @G, we define the group product A - B as the
abelian group generated by {¢(a,b)}. We also usually use a - b to denote
©(a,b). Further more, if there are canonical bilinear maps respectively be-
tween (4, B), (B,C), (A-B,C), (A, B - C) satistying associative law i.e.
(a-b)-c=a-(b-c),Yae€ A be B,ce C, then the group product also have
associative law, i.e. (A-B)-C = A- (B -C). For example, matrix groups
ACKmm B C K™ ¢ CKX or A, B,C are ideals of a ring.

2.2 Lattices

Lattices are discrete additive subgroups of R™. A lattice is usually defined by a
set of n linearly independent basis vectors by, bs, ..., b, € R™. Any point in the
lattice can be expressed as an integer linear combination of the basis vectors.

A lattice £ of rank n and dimension m is a set of points in R™ that can
be expressed as integer combinations of n linearly independent basis vectors
b1,...,bn. Denote B = (by,...,b,) as the basis of the lattice £, and then £ =
{Bz:z€Z"}.
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2.3 Number Theory

A number field K is a finite extension of the rational numbers Q. Any such K
is isomorphic to Q[X]/(P) for an irreducible monic polynomial P. The degree
of P matches the degree of the extension. For any extension K of degree d,
there are exactly d embeddings o1, ...,04 from K into the complex numbers C.
If an embedding sends K into the real numbers R, it’s called a real embedding.
Otherwise, it’s called complex. If an embedding is not real, it can be paired
with its complex conjugate to give another distinct complex embedding. We
use 71 to denote the count of real embeddings and ro to denote the count of
complex embeddings up to conjugation. Therefore, the total count of embeddings
is d = r1 + 2r3. When all embeddings are real (i.e. r; = d), we say the extension
K|Q is totally real. Conversely, when all embeddings are complex (i.e. 2ro = d),
we call it totally imaginary.

CM number field A CM (number) field L is a number field if it’s a quadratic
extension L/K where the base field K is totally real but L is totally imaginary.
There is a complex conjugation in Gal(L/K), i.e 37 € Gal(L/K) s.t. Vz €
L,o;(7(z)) = o;(x). We usually denote 7(z) by x*.

Canonical embedding We call this map o : € K (01(2),...,04(x))T €
C? canonical embedding of number field K. We will often identify K with the
image underlying its canonical embedding, then O is a lattice. But note that
we are not representing elements in K using the canonical embedding.

The norm map defined over K is Nk (z) =[], 0i(2). Similarly, the trace map
is Trg(z) = >, 0i(2). Regard z € K as Q-linear map m, : v € K — zz € K,
then we have Nk (z) = det(m,) and Trg(z) = Tr(m,). Especially, if z € K, then
Nk(z), Trg(z) belong to Q. When there is no ambiguity, we drop the subscript.

The R-algebra Kg := K®gR is a real vector space of dimension d. If write K
as Q[X]/(P), then we can use R[X]/(P) to denote K@gR. To keep the discussion
concise, this paper will not delve deeply into the discussion about Kg.

Rings of integer Let Ok denote the ring of integers of a number field K. Ok
is a free Z-module of rank d. The discriminant of K, denoted Ag, is defined
as (det(o;(c))ij)? € Z, where (a;)1<j<q is any basis of Ok. Specifically, there
exists some absolute constant ¢ > 1 such that Ag > ¢? for all number fields K.
In particular, we always have d = poly(log Ak).

When K is a totally real number field and L = K[X]/(X? + 1), Mureau et.al.
showed log Ar, = poly(log Ak) and the following lemma in [19, Section 2.2].

Lemma 2.1 ([19, Lemma 2.6]) Let K be a totally real number field and L :=
K[X]/(X?+1). There exists a polynomial time algorithm A that, given as input
a Z-basis Bx of Ok , computes a Z-basis By, of Or.

Lemma 2.2 Let L be a CM number field with degree n. Then Yz € Oy \ {0},
we have: Tr,(z*x) > n, and Tr(z*z) = n iff x is a root of unity.
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Proof. Note V1 <i < n, o;(z*x) = (0:(2))*os(x) = |oa(z)|* > 0. So Try(z*z) =
S oi(zta) > ([, loi(@*z) )Y/ = n(N(z*z))/™ > n. The last inequality
holds for Vr € O, N(r) > 1. This means Try(z*z) = n iff all the equals are
taken iff |o;(z)] = 1 for all 1 < i < n iff' z is a root of unity. O

Ideals. An (fractional) ideal Z is an finitely generated additive subgroup of K
such that = -Z C 7 for all x € Og. Principal ideal is an ideal generated by
a single element a € K i.e. aOg. The product of two ideals Z and J is their
group product i.e. ZJ = {> . xsyilz; € I,y; € J}. An ideal T has the form
L a, where d € Ok \ {0},a C Ok. Then we can define the algebraic norm
N(Z) := #(Ox/a)/4(Ox/(dOk)).

Modules. Assume K is a number field. An Og module M is a subset of K¢
of the form b;7Z; + + b,Z,., where the Z;’s are non-zero fractional ideals of K
and (b1, ..., b,) are K-linearly independent vectors of K¢, for some ¢ > 0. We call
B = (B, (Z;)1<i<r) a pseudo-basis for M, where B is the matrix whose columns
are the b;. The integer r is called the rank of the module. When r = ¢, we say
that the module has full rank.

2.4 Module-LIP

Definition 2.1 Let B = (B, (Z;)1<i<¢) be a pseudo-basis of a rank-f module
M in KE. The pseudo-Gram matriz associated with B is denoted by G :=
(G, (Zi)1<i<e), where G = B*B.

Definition 2.2 Let G = (G, (Z;)1<i<¢) and G’ = (G, (Ji)1<i<e) be two pseudo-
Gram matrices (with G and G’ in H;°(Kg)). They are said to be congruent if
there exists U = (u; j)1<i j<¢ € GL¢(K) such that G' = U*GU and u; ; € L—jj_l,
Vi € JZ-I;1, where V = (v; j)1<ij<¢ = UL, Such U is called a congruence
matriz between G and G'. This defines an equivalence relation ~ on the set of
pseudo-Gram matrices.

In [19] Guilhem Mureau et al. proposed three equivalent definitions of iso-
morphism between module lattices, and we only elaborate here the one we will
use.

Definition 2.3 Let M, M’ C Kﬂg be two modules of rank € with respective
pseudo-bases B = (B, (Z;)1<i<¢) and B' = (B',(Ji)1<i<s). Let G (resp. G')
be the pseudo-Gram matriz associated with B (resp. B’ ). We say that M, M’ are
isomorphic as module lattices if G and G’ are congruent.

Definition 2.4 (module-LIPE) For B a pseudo-basis of a module lattice M C
K& with associated pseudo-Gram matriz G, the (worst-case) search module lattice

! This is a basic result in number theory. One can find a argument in [19, Lemma
2.14].
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Isomorphism Problem with parameter K and B, denoted by module-LIPE, is,
given as input any pseudo-Gram matric G’ ~ G (see Definition 2.2), to find a
congruence matriz between G and G’.

2.5 Algorithmic consideration

Representation of ideals and modules Assume B, is a basis of Og. We
represent elements in K (resp. Kg) by their coordinates in the basis Bo,, which
is a vector in Q? (resp. R?). For = € K represented by the vector (z1,...,z4)T €
Q?, we define size(z) = Y, size(z;), where size(a/b) = [log, |a[] + [log, |b|]
for a,b € Z coprime. As is customary, we assume that in this paper the Bp, is
always an LLL-reduced basis of Ok, meaning that o(Bp, ) forms an LLL-reduced
basis of Og. This choice is made to ensure that the coefficients of a;c; under
Bo, representation do not blow up. In fact, o(Bp,) being LLL-reduced implies
that for any integral x € Ok, size(xz) = poly(d, ||o(x)|).Inversely, |o(z)| <
S ] - flo(en)]| < d3/2 - 24 - (AYY) - max; |z;] since Ag(Ok) < Vd - (AY®). This
implies that the arithmetic operations on elements in Ok are in polynomial time.
And then the arithmetic operations on elements in K are in polynomial time.

A fractional ideal Z is represented by a Z-basis (y1, ..., y4) of the ideal, such that
(0(y:))1<i<q is an LLL-reduced basis of o(Z). In particular, we have ||o(y;)|| <

2% \g(T) < Vd-2¢- A%/(Qd) - N(Z)Y4. We define size(Z) := Y, size(y;).

Lemma 2.3 ([19, Lemma 2.9]) Let B = (B, (Z;)1<i<r) be a pseudo-basis of
a rank r module M in K¢. Then, one can compute in polynomial time a basis
C € C¥xd of o(M) such that the column vectors ¢; of C satisfy ||ci|| < Vd-22-

(A%/(M)) -maxi<j<, ||o(b;)]| - N(Z;)Y/?, where bj is the j-th column of B.

Basic algorithms

Lemma 2.4 ([10, Lemma 2.8]) With the representation of ideals as described
above, one can sum up two ideals T and J in time poly(size(I), size(J )), multiply
two ideals T and J in time poly(size(I), size(J ),log Ak ), inverse an ideal T in
time poly(size(Z),log Ak ).

As a generalization of the product of ideals, when the bilinear map between two
abelian groups satisfies that it runs in polynomial time in the input size and
outputs a lattice vector of polynomial size in the input size, we can compute the
group product of these two abelian groups with the Z-basis of them as input in
polynomial time.

The following lemma guarantees that the computation of roots of unity in a
given field is efficient.

Lemma 2.5 ([19, Corollary 2.11]) Let K be a degree d number field. Then,
K has at most 2d? roots of unity, and there exists a polynomial-time algorithm
that, given a basis of the ring of integers Ok, computes the roots of unity in K.
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Lenstra-Silverberg Algorithm Gentry and Szydlo initially proposed an al-
gorithm in [12] to recover = from z*z and xR (where R is a certain type of
polynomial ring). Later, Lenstra and Silverberg extended this in [16,17,18]. We
describe here the main theorem presented in [18], which will be used later in
Section 3 and Section 4.

Definition 2.5 An order is a commutative ring of which the additive group is
isomorphic to Z" for some n € Z>y. A CM-order A is an order such that:

1. A has no non-zero nilpotent elements.
2. A is equipped with an conjugate automorphism x — T of A such that o(T) =
o(x) for all x € A and all ring homomorphisms ¢ : A — C.

Definition 2.6 Let A be a CM-order. A lattice L is an A-lattice if it’s given
an A-module structure with the property that for all a € A and x,y € L one has
<a$7y> = <.Z‘,6y>.

An example of an A-lattice is the A-module A itself, with inner product {(a,b) =
Tr(ab); here Tr: A — Z is the trace function of A as a Z-algebra. This A-lattice
is called the standard A-lattice.

In algorithms, we can represent an order by a system (b )} ; k=1 of integers
with the property that, for some Z-basis o, ..., o, of the order, one has o;a; =
Zzzl bijray for all 1 < 4,7 < n. In other words, for Z-basis a1, ..., o, of the
order, we specify the order by matrix representation of m,, under the basis
a1, ..., @y, Where m,,, means the action of multiplying «;. A lattice is specified
by the Gram matrix of a Z-basis by, ..., b,,. An A-lattice is specified as a lattice
and a system of nm? integer coefficients that express a;bj on by, ..., by, where
the (a;)j-; and (b;)7", are as above.

Definition 2.7 An A-isomorphism f: L — M of A-lattices is an isomorphism
of A-modules with (f(x), f(y)) = (x,y) for all z,y € L.

One can see that if there is an A-isomorphism between an A-lattice L and A-
module M which is also a lattice, then M is also an A-lattice.

Theorem 2.1 ([18, Theorem 1.5]) There is a deterministic polynomial-time
algorithm that, given a CM-order A and an A-lattice L, decides whether or
not L is A-isomorphic with the standard A-lattice, and if so, computes such an
A-isomorphism.

3 Solving O2-LIP with module symplectic automorphism

In this section, we focus on the OZ-LIP, in which B is taken to be (I3, (OL)) in
module-LIPE, and L is a CM number field.

We firstly present a deterministic polynomial-time algorithm solving O2-
LIP with the help of certain module lattice automorphism of OE. It seems not
easy to find such a module lattice automorphsim, but we can compute another
weak module lattice automorphism. This weak module lattice automorphism will
invalidate the omSVP assumption used in the security analysis of HAWK.
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3.1 An algorithm for O?-LIP with automorphism of O?

In this subsection, we will mainly give a direct application of the Lenstra-
Silverberg algorithm on OZ-LIP as Theorem 3.1. Essentially, this provides a
reduction from OH%—LIP to finding certain module lattice automorphisms of OH%.

Recall J5 := (_01 é)

Theorem 3.1 Let L be a CM number field with degree 2d and B € GL2(OL).
There is a deterministic polynomial-time algorithm that, given a basis of O,
B*B, and B~'J,B, outputs Us(OL)B.

Lemma 3.1 Let L. be a CM number field with degree 2d. Then

()= 1(§ &)l e @ Ut(Q 5 ) oo € wlL.

Furthermore, $(Uz(OL)) < 24(u(LL))? < 128d*.

ab
cd
Trp(a*a) + Trp (b*b). By Lemma 2.2, one of a or b is zero, and the other is a root
of unity. Do same discussion for ¢, d, one of ¢ or d is zero, and the other is a root
of unity. Similarity, one of a or c¢ is zero, and the other is a root of unity. a

Proof. Assume U = € Us(OL), then 2d = Trp (1) = Trp(a*a + b*b) =

Lemma 3.2 Use the notation in Theorem 38.1. Denote B~'J,B by Jp, Op by
R. Take H := (Jg) = {I2,Jp,—I2,—Jp}. Then we can define modified group
ring R(H) := R[H]/ (I + (=12)) = R- 1o+ R- Jp. Denote I by e, Jp by o,

R(H) by R.Then R is a CM-order. We usually use ae+bo to denote the element
in R, where a,b € R. And then Tr(ae + bo) is just 2Tn.(a).

Proof. R, H is communicative, so R (H) is communicative and the additive group
is isomorphic to Z?. N

Assume ae + bo is nilpotent in R, in which a,b € R. Then (ae+bo)™ = 0 for
some m € Z, . Consider (bz+a)™, 22 +1 € R[z]. Then Ir(z) € R[x] s.t. deg(r) <
1, and (bz + a)™ — r(z) € (2?+1). Assume r(z) = cz + d, then we have
(ae+bo)™ — (co +de) = 0 for 0? + e = 0. Therefore, co +de = 0 and this means
c=d=0.If bxr +a # 0 then r(z) # 0 since 2% + 1 doesn’t divide (bz + a)™. It’s
a contradiction. So bo + ae = 0. _

The conjugate automorphsim is ae + bo — a*e — b*o. Then Vo : R — C,
p(ae) = p(ae) since R is a CM-order and its conjugate automorphism is the
complex conjugation. And p(0)? = ¢(0?) = —1 = p(0) € {£i} = ¢(0) =
—o(0) = (7). So ¢(F) = o(r) for all r € R.

Thus R is a CM-order. Note R = Re & Ro and Re, Ro are invariant under
ae = Tr(ae) = Tr(aelre) + Tr(aelry,) = 2Trg(a) = 2Try(a). Here Trr means
trace on R. Similarly, since bo(Re) C Ro, bo(Ro) C Re, Tr(bo) = 0. O
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Proof (proof of Theorem 3.1). Use the setting in Lemma 3.2. We take M := 02
with the inner product (,),, : (z,y) € M?  2Tr(z*B*By) € Z. R acts on M
as (ae+bo,m) € Rx M — a-m+b-o-m(matrix multiplication). It makes M a R-
module (Note that the commutativity between 75 and o matrices multiplication
is utilized here to ensure the associativity of the ring operation.)

Assume e; = B! (é) =c-e,e = B! (_01> = 0 -e; € M. Define

f:re Rer- e1. Then we have Vaie + byo,ase + byo € E,

N | =

5 (flare +b10), flaze +b20))
—TI"[L((G,l e; + by - eg) B*B(CLQ -e1 + by - 62))

m<a1,b* )~'B*BB" (b2>)
o (%)

—TI"]L a1a2 + b3 bz)

:§Tr((a{a2 + biba)e + (ajby — bias)o)

1 .
:§Tr ((ale + byo)(aze + bgO’))

1
=3 (are + bio,ase + byo) .

Obviously f is homomorphism of R-module. Note flae+bo)=a-e1+b-ex =
B! (ab) f is injective since f(ae +bo) = 0 = B! (ab) =0= (ab> =

0= a=05b=0. f is surjective since Vv € M, assume Bv =

flae +bo) = B! (_“b) = .

In conclusion, we obtain M is A-isomorphic with the standard A-lattice, and
then is a A-lattice. Using the polynomial-time algorithm in Theorem 2.1, we
can get an A-isomorphsim ¢ between the standard A-lattice and M. Assume

p(e) = B~1 <Z;> for some a,b € R. Then Try(ajar +bib1) = 3 (d(e), ¢(e))y, =

) € 02, then

3 (e,e) = n. By Lemma 2.2, we have a; € u(R),b; = 0 or by € pu(R),a; = 0.

Assume ¢(0) = B! 22). Similarly, we obtain as € p(R),ba = 0 or by €
2

#(R), a2 = 0. Note M = Ro(e) P Ro(o), so ay,as are not both 0. This means

(¢(e)|d(a)) € B~ 1Uz(Op)(by Lemma 3.1). Then we compute (¢(e)|p(0))-Ua(Or) =

B7(u(A) - v)Us(Or) in polynomial time since #(Us(OL)) < 128d*. O
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3.2 New pseudo lattice automorphisms of rank 2 Module lattices
over a CM number field

A very simple but important lemma is given below. It’s actually the symplectic
property of the 2 x 2 matrix.

Lemma 3.3 YU € GLy(K), UT JLU = det(U) - Jo.

Proof. Assume U = (CCL Z), then

o= (50) (o) (60) = (Lot 0 ™5 ™) =)

Proposition 3.1 Let K be a number field, B € GLy(K), and r € K. Given as
input a basis of Ox, G = BT B, and det(B), we can compute Jp := B~1J,B
and m,. := B~ (rIy)B in the time of polynomial of the input size.

O

Proof. We claim that
Jp = (det(B)I5) - G™' - Jy and m, = (rly),

and then the time to compute Jg and m, is polynomial.
It is obvious that 7o = B~1(rl3)B since 715 is in center of M(K), and we
also have

(det(B)L,) - G~ ' -
=(det(B)I,)B~!(B ) ',B™'B
=B~ !(det(B)L>) (B"")"J.B™")B
B~ !(det(B)I,)(det(B~1))JoB
=B~ 'J,B
where the third equality holds by Lemma 3.3. a

Lemma 3.4 Let L be a CM number field. Define t, : <9yc) €L? (;) € L2.
It’s an Q linear map. We claim that YU € GLy(L), U*Jat, .U = det(U)* - Jats.

Proof. Note VB € My(L), t. o B = (B*)T ot, as Q linear map. Assume U =

ab . _fa"c* 0 1\ (a* b* _ 0 (ad — be)* _
<c d)’thenU St U = <b* d*) (—1 o) <c* d*) b= (—(ad—bc)* 0 )t* =

det(U)* - Jot.. O

Proposition 3.2 Let L be a CM number field, B € GLy(L), and r € L. Given
as input a basis of Op, G = B*B, and det(B), we can compute B~1Jot, B and
m, = B7Y(rly)B in the time of polynomial of the input size.
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Proof. The computation of m, is same as Proposition 3.1. Similarly we claim
B~ ')t B = (det(B)*I3) - G~ - Jst,, and then the time to compute B~1.Jot, B
is polynomial.

where the third equality holds by Lemma 3.4. ad

Remark 1. We call it pseudo automorphism since: it holds the inner product
induced by G = B*B, but it’s not always a module automorphism.

3.3 Impact of additional automorphism on HAWK

In this section, we will show the impact of additional automorphism on HAWK
[7]. HAWK? is one of the brightest prospects at round one of the NIST for
additional digital signatures [1]. HAWK is defined over a degree n, which is a
power of two (equal to 256, 512 or 1024). A HAWK private key is a randomly
generated basis for the lattice Z2", consisting of four polynomials f, g, F,G €
R, = Z[X]/(X™ 4 1), where f and ¢ have small coefficients and together they
satisfy the NTRU equation

fG—gF =1(mod X" +1)

The lattice secret basis B is <]gc g) and the public key is

_pep_ ([Tftg9 [F+g9G
Q_BB_<F*f+G*gF*F+G*G

In order to provide formal justification for the strong unforgeability under
chosen message attack of HAWK, they formally introduce omSVP and they pro-
vide reductions in the (quantum) random oracle model from HAWK to omSVP?,
i.e., If there exists an adversary A against the (Q)ROM-SUF-CMA game of
HAWK, then there exists an adversary B against the SAMPLE game in Fig-
ure 1. The omSVP is defined as follows.

Definition 3.1 (Average case omSVP [7]). An average case omSVP instance
is the pair ac-omSVP = (Init, samp). On input 1™, Init returns a form Q

% see https://hawk-sign,info
3 See chapter 6 of the HAWK specification document for details.
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sampled from some distribution over Hy, (K,), the roots of unity u(K,) for K,,
a length bound L,, and a Gaussian parameter o,. On input QQ, samp returns
a sample from Dg .. The adversary in Figure 1 wins whenever it can utilize
the form @Q and the samples it receives from samp to produce a non-trivial new
element of Of that is sufficiently short.

SAMPLEac-omsve,4 (1™) samp(Q)

1: L+ {0} 1 x + DQ,D-

2: (Qa M(K)v La U) — Init(ln) 2: Esamplcs <~ Esamplcs U {O‘x}aEH(K)
3: o AmP@)((Q) 3: return x

4: return [lz*]|, < LA 2" € Lsamples |

Fig.1. The SAMPLE game

Here the ” non-trivial new ” depends on the definition of Lsamples in samp(Q)
in the SAMPLE game. In the SAMPLE game of HAWK, Q = B*B, we can
think that the sample x we get has the form z = B~! (?) and || (?) | < L.

2 2
However, Proposition 3.2 tell us that in addition to {a}qe,(x), there is another
type of trivial new vector that we can obtain efficiently. More specifically, we
can compute the automorphism B~!Jyt, B by Proposition 3.2 and for a given

sample x = B! ?), Applying this automorphism to x we will obtain an
2

element 2* = B~ 1Jyt,B - B~} (3:1) = B! (xj*) in Figure 1. Note that

X9 1
lz*|| = l|lz|| < L and 2* & {ax}aeu), thus the {ax*},e, k) are non-trivial new
elements. In the case of HAWK, u(K) = {X*:i=0,...,2n— 1}, combined with
automorphism B~1Jot, B, we get a subgroup G of Aut(Q) and G is isomorphic
to the dihedral group Da,*. At present, it seems that this automorphism has
little impact on HAWK, but whether this automorphism will have a greater
impact on HAWK requires further research in the future.

It is worth noting that omSVP and forging signatures on Hawk are not com-
pletely equivalent. Intuitively even if one can find an 2* that wins the SAMPLE
game, one must also find a message and salt that hashes into a particular coset
to make this a successful signature forgery. For more information see HAWK [7].

What’s more, Theorem 3.1 tells us that in secret key recovery of HAWK, given
Q = B*B, if we can find B~!.J,B, then we can get the secret key B efficiently by
Theorem 3.1, or equivalently, we have the following corollary, namely, if we have
additional information BT B, then we can find the secret key B. This provide
new perspectives for cryptanalysis of HAWK.

4 Dy, refers to the symmetries of the 2n-gon, a group of order 4n
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Corollary 3.1 Let L be a CM number field and B € GLy(OL). There is a
deterministic polynomial-time algorithm that, given a basis of O, B*B, and
BT B, computes Us(Op)B.

Proof. Recall t, : (Zj) e L? — (2*) €lL?and t,oB = (B)T ot, as Q

linear map. We can compute (BT B)~1(B*B)Tt, as Q-linear map. Then note
(BTB)~Y(B*B)Tt, = B~1(B*)Tt. = B~1t.B. By [19, Theorem 2.15] or Propo-
sition 4.1, we can find det(B) from det(G) in polynomial time. Using Propo-
sition 3.2, then we can compute B~ 'Jot.B. In conclusion, we can compute
B %.B-B 'Jst,B= B 'J,B in polynomial time. Then we use Theorem 3.1.

O

4 An algorithm for module-LIP in rank 2 over totally
real number fields

In this section, let K be a totally real number field and L = K[X]/(X? + 1).
By Lemma 2.1 and the discussion of size, we can always assume that the input
parameter K and the input parameter L are equivalent. We can think of X as
the imaginary unit 2, but sometime we use X again. We’ll use this notation a
lot.

In last section, all operations performed on LL in Corollary 3.1 can be directly
applied to K, then we can directly obtain a algorithm for solving O]I?(—LIP. This is
a deterministic polynomial-time algorithm for O%-LIP, where K is a totally real
number field. In contrast, the result in [19] only offers a heuristic polynomial-time
algorithm for it.

In this section, with different approach and more elaborate processing, we
present a deterministic polynomial-time algorithm for the module-LIP of rank 2
over a totally real number field as this following theorem.

Theorem 4.1 Let K be a totally real number field and L = K[X]/(X? + 1).
M C K2 is an module lattice of rank 2 with pseudobasis parameter B. Algorithm 7
takes as input parameter K, B, and G’ an instance of module—L[Pﬁ, TUNS N

the polynomial time in the size if the input and finds all congruence matrices
between G and G'.

Our algorithm is roughly divided into three steps. Firstly, we extract a ’au-
tomorphism’ of G’ from the information of parameters B and G’, denoted by
Jpu = (BU)™1Jo(BU). Secondly, we identify the intersection of the eigenspace
of this automorphism and the direct product of ideals in G, showing that it
differs from the eigenspace of J, intersected with the lattice defined by B only
by a factor of BU. This intersection is essentially a rank 1 module lattice, and
with the BU factor accounted for, we can easily compute a pseudo-basis for it.
Finally, we multiply the lattice obtained from the intersection by the inverse
of the ideal derived from the previously computed pseudo-basis, resulting in a
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cyclic module lattice O, -v. Again, we will also obtain the value BUwv. So we can
use the Lenstra-Silverberg algorithm to recover v from O, - v, in the sense of a
difference of one root of unity. With BUv and v known, we can easily recover
BU.

We use ConjOfJ, EigenSubLat and UseLS to denote the algorithm repre-
sented by these three steps respectively, then we can informally describe the
algorithm flow as follows.(The names of these algorithms mean conjugation of
Ja, sublattice composed by eigenvector, using Lenstra-Silverberg algorithm.)

Algorithm 1: FindU(Informal)

Require: Parameter B = (B, (Z;);) and K. An module-LIPE instance
G’ = (G, (7))

Ensure: A congruence matrix U between G(the pseudo-Gram matrix associated
with B) and G.

1: +Jpu « ConjOfJ(B, K, G')

2: (Ig,vs, (BU) 'Igug) + EigenSubLat(Jpv, B, K, G’)

3: u(L) - (BU) 'up < UseLS(Zs,vm, (BU) 'Zpvg, B,K,G’)
4: BU < (vs|vB)((BU) *vs|(BU) lug)™*

5: U <+ B™'BU

6: return U.

4.1 Application of Lenstra-Silverberg algorithm

First we use the Theorem 2.1 (Lenstra-Silverberg algorithm) to give two spe-
cific algorithms, which will play an important role in the subsequent proofs.
The first algorithm in the proposition is just Theorem 2.15 in [19], while the
second algorithm can be seen as a high-dimensional generalization of the first
algorithm. It is worth noting that the two algorithms in Proposition 4.1 are ac-
tually algorithms for solving rank-1 module-LIP in K and K2, respectively. We
can generalize them into a unified form for solving rank-1 module-LIP, but we
have chosen this current representation for easier understanding. So far, it seems
that only the first algorithm has received attention, both in terms of applications
and implementations.

Proposition 4.1 Let F be a CM-field or a totally real number field with degree
n. Let A be the ring of integers of F. [18, Examples 3.7(i)(ii) )] showed that A is a
CM-order. The conjugate automorphsim is just the complex conjugation x — x*,
and the trace function is just Try.

1. Fora € F, there is a deterministic polynomial-time algorithm LS1 that, given
A, aA and o*a, then we can find au(A) in polynomial time, where u(A)
means roots of unity in A.
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2. Forv = <51) € F? and B € GL3(F), there is a deterministic polynomial-

2
time algorithm LS2 that, given A, B*B, v*v = v1v} +vov}, and B~1(A-v) ,
then we can find B~ (u(A) -v) in polynomial time, where u(A) means roots
of unity in A.

Proof. 1. Let M = aA. It’s an (fractional) ideal of A, so is an A-module. Define

the inner product in M as (,),, : (z,y) € M? — ’I‘W(i*i) € Trp(A) C Z.
Then M is a integral lattice. Consider f :a € A — aa € M. Obviously it’s
an isomophsim of A-module, and one can see (f(x), f(y)),, = (x,y) for all
z,y € A by the definition of (,),,. So f is an A-isomorphsim, and M is an
A-lattice isomorphic to standard A-lattice.

Using the polynomial-time algorithm in Theorem 2.1, we can get an A-
isomorphsim ¢ between the standard A-lattice and M. Assume ¢(1) = a-a
for some a € A. Then Trr(aa*) = (¢(1), #(1)),, = (1,1) = n. By Lemma 2.2,
we have a € pu(A). Then we compute ¢(1)-u(A) = ap(A) in polynomial time
since f(u(4)) < 2n?.

. Let M = B71(A-v) = A-(B~'v). It’s an A-module. Define the inner product

in M as (,), : (z,y) € M*> — Trﬂ%) € Trp(A) C Z. Then M is a
integral lattice.

Consider f:a € A+ B~ (av) = a(B~'v) € M. Obviously it’s an isomoph-
sim of A-module, and one can see (f(x), f(y)),, = (z,y) for all z,y € A
by the definition of (,),,. So f is an A-isomorphsim, and M is an A-lattice
isomorphic to standard A-lattice.

Using the polynomial-time algorithm in Theorem 2.1, we can get an A-
isomorphsim ¢ between the standard A-lattice and M. Assume ¢(1) =
B~!(av) for some a € A. Then Trp(aa*) = (¢(1),¢(1)),, = (1,1) = n. By
Lemma 2.2, we have a € p(A). Then we compute pu(A)-¢(1) = B~(u(A)-v)
in polynomial time since #(u(4)) < 2n2. O

Algorithm 2: LS1(informal)

Require: Op; lattice aOf for some a € F;a*a
Ensure: au(Or).

1 () ((z,9) € (20F)? > Tre( L))

2: M+ (aOr, (,) /)

3: W + LS(OF, M)

4: return W.

4.2 Find JBU

Using the Proposition 3.1, we only need to know det(BU) to obtain Jpy using G'.
We have known B and thus det(B). It remains to find det(U). This can be done
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Algorithm 3: LS2(informal)
Require: Op; lattice B~!(Op - v) for some v € F?;v*v,B*B
Ensure: B~ (u(OF) - v).
(Vs — (z,9) € (B™(Or - v))? — Trp(2EBlvy)
: M« (B7HOr ), (,) )
: W« LS(Or, M)
return W.

Wy e

by Gentry’s algorithm i.e. LS1. To do so, we first need to extract det(U)-Ok from
(Z;) and (J;), which is not unexpected since U actually gives an isomorphism

from @ Z; to P J:.

Lemma 4.1 According to the setting provided in Definition 2.2. We have det(U)-
¢ ¢ _
Ok = Hk:lzk Hk:l T g

Proof. For any permutation o € Sy, Hi:1 Uko(k) € Hizl ijo_(i) = Hizl Iy H[,i:l Tt
By the definition of determinant, det(U) € Hf;:l Ty Hi:l T e det(U) Ok C
Hi:l Ty Hi::1 J. ', Symmetrically, we have det(V) - Og C Hizl Tk Hf;:l 7.t
Note that det(V) = det(U) ™!, so det(U) - Og = H£:1 Tk Hi:l Tt 0

Proposition 4.2 According to the setting provided in Theorem 4.1. U is a
congruence matrixz. There is a deterministic polynomial-time algorithm that,
gien parameter B, K, G’, computes +Jgy .

Proof. We show Algorithm 4 satisfies the requirements.

Correctness: Step 1 is right by Lemma 4.1. Step 2 is right since det(G’) =
det(UTBTBU) = det(UT) det(BT) det(B) det(U) = det(B)? det(U)2. Step 3 is
right by Proposition 4.1.

Complexity: At Step 1, both ideals’ multiplication and inversion run in polyno-
mial time. At Step 2, both elements’ multiplication and inversion run in poly-
nomial time. Step 3 also runs in polynomial time by Proposition 4.1. O

Remark 2. Here, Algorithm LS1 can be replaced by an algorithm for computing
square roots over algebraic number fields.

Remark 3. If we consider B as a matrix over Kg, where det(U) is still an element
of K, we can therefore obtain an approximate value of det(U)? by calculating

%, and then recover the exact value of det(U)2.

4.3 Find sub module lattice composed by eigenvectors of Jpy

For the remainder of this section, we need to transfer the whole setting from K
to L, since the eigenvalues 42 of J5 are not in K. Specifically, we will consider
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Algorithm 4: ConjOf]

Require: Parameter B = (B, (Z;);) and K. An module-LIPE instance
G' = (G, (J:)i).
Ensure: +Jpy for a congruence matrix U between G(the pseudo-Gram matrix
associated with B) and G'.
det(U) - Ox < [They Ze [They Tt
det(G’
det(U)” S5
W« LS1(K, det(U) - Ok, det(U)?)
Wo < det(B) - W1 -Gt Jy
return Ws.

(B, (Z;0L)) instead of (B, (Z;)), (G', (J;0OL)) instead of (G', (J;)). We can com-
pute Z; O, by calculating Z;l:l y;;OL, where {y;;} are a LLL-reduced Z-basis
for Z;. It can be done in time poly(size(Z;),log Ar). We do the same thing for
Ji. So we can assume we input (B, (Z;OL)), (G’, (J;0OL)) when we input B, G'.
The following lemma tells us that the congruence matrix U does not change.

Lemma 4.2 According to the setting provided in Definition 2.2. Define I :=
Ty -Ou, J, = Tp-OL1 <k < (. Then U(EBf;:l J) = @2:1112. Here, the term

“direct sum” refers to the Cartesian product.

Proof. Assume e; € LY and its i-th component is 1, while the rest are 0.
Then 69112:1 I]/c = Zi:l O]L ~Ik c e = O]L ch:l Ik c € = O[L @izl Ik.(Note
that the products here can all be viewed as group products of Abelian groups,
and it is easy to verify the second equality sign from the point of view of
Abelian groups.) Similarly, @iﬂ J. = 0L @izl Ji. Since U and elements in
O, commute under matrix multiplication, it’s enough to show U (@izl Ti) =
@izll’k. In the setting in Definition 2.2, U = (u;;) and u;; € Z; - \7;1. So
Yu € @2:1 Jr, Uv’s i-th component is in Z; i.e. Uv € EB[;C:l 7. This means
U(@i=1 Ji) C @izll'k. Symmetrically, we have U’l(@izl Tr) C @i:l Tk
Thus U(B_, T) = Bty Tn- O

Remark 4. Lemma 4.2 essentially states the following: if (B, (Z;);) and (B’, (J;):)
are two pseudo-bases of the same module lattice M C K¢, then (B, (Z;0r);) and
(B',(J;0L);) are two pseudo-bases of the same module lattice Oy, M C L.

In the following we show by computation the intersection of the eigenspace
of Jo with the module lattice defined by B. And then consider the analogue after
conjugating.

Definition 4.1 Let K be a totally real number field and L = K[X]/(X2+1). For

Z 2) € K2*2, Define Ig = (b — 1a)T, 0L N

(1c— d)Z20L, and vg = ;= (a) - <2> We can see Ip is an (fractional)

parameter B and K, assume B =

—a \ p 1wc—d
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ideal of Op, vg € L2, and IB,UB,I];l can all be computed in polynomial time
with inputs of the parameters B, K.

Lemma 4.3 According to the setting provided in Theorem 4.1. U is a con-
gruence matriz. Denote BU by B. Assume Jg = B~ 1JgB and m, = 1l =

B~ ZIQB Then ker(J2 —1ly) N B(ZiOL @ I,0L) = Ip - vB and ker(Jz —m,) N
(J10L P J20L) = B~ (Ig - vB).

Proof. Firstly,

B(LOL (&5) IQO]L)

|7 € T,0L, Ja(r (‘;) +7 (2)) =1 (Z) +7) (2) )}

_ _ rb+red \ _ (u(ria+ rec)
) I € Z; O, (—rla—rgc> o (z(r1b+7‘2d) ¥

={r > + 7y d> |rj € Z;Or, r1(b —1a) = ro(ic — d)}

—~(; ! (‘;) - (2) r € (b—1a)T,0L N (1c — d)T,OL}

—a w—d
—(b—1a)T10p 1 (16— DT0n - {—— (V) + —— ()
B ‘)L e 2L e\ w—d \d
:IB-’UB.
And then

ker(Jz —m,) N (J10L © J20L)
=ker(B~(Jy — 1I3)B) N (J10L & Jo0OL)
“L(ker(Jo —1I2) N B(J10L @ J20L))
“(ker(Jy — 115) N B(TyOL @ Z,01)) (use Lemma 4.2)
~(Zp - v)(by above).

O

The following lemma guarantees that we can compute the intersection above
efficiently (without knowing B). In fact, the integer version of intersection is
already well known, we just need to modify it slightly.

Lemma 4.4 Let L be a number field with degree n, and Bo, be a basis of Or.
Then for A € 1L2*2 and a lattice L C L2, there is a deterministic polynomial-time
algorithm that, given Bo,, A, and a basis Bz of L, outputs ker(A) N L.
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Proof. Assume rank(L) = r. Note that ker(A)NL = B (ker(A-Bz)NZ"). Since

A- By € L2*" we can compute some U € Q?"*" in polynomial time such that

A-B, = (B(()DL BO ) U. Then ker(A) N £ = Be(ker(U) NZ"), and ker(U) N Z"
OL

can be computed by using Hermit Normal Form (or Smith Normal Form) in

polynomial time. a

Combining the lemmas and definitions in this subsection, we can directly
obtain the following proposition.

Proposition 4.3 According to the setting provided in Theorem 4.1. U is a
congruence matriz. There is a deterministic polynomial-time Algorithm 5 that,
given Jpy and parameters B, K, G’, output the ideal Iy, the vector vg, and
the rank 1 module lattice (BU) 'Igvg.

Remark 5. Here we have computed a concrete pseudo-basis of Zgvg directly. In
fact, if we first figure out Zgvg by finding ker(Jy — ¢I2) N B(Z1 01, @ Z,OL), and
then find any pseudo-basis of Zgvg, it will not affect the following operations.
From this point of view it is better to generalize our algorithm to the case on
Kg (in this case our Zg is not a fractional ideal of Ok).

Algorithm 5: EigenSubLat

Require: Parameter B = (B, (Z;);) and K. An module-LIPE instance
G’ = (G, (J:)i). Ju for a congruence matrix U between G(the pseudo-Gram

matrix associated with B) and G’. Write B = (Z 2)

Ensure: Ip,vs, (BU)fllng.
1: Ig < (b —1a)Z1 0L N (1c — d)Z2 O,

. 1 a 1 c
2: UB < b—wa \ p + we—d \

3: (BU) 'Igvp + ker(Jpy —m,) N (J10L @ J20L)
4: return 7Zg,vs, (BU)flIBvB.

4.4 Use Lenstra-Silverberg algorithm.

In the last subsection we ended up with a rank 1 module lattice. Just turn it
into a cyclic module and we can use the Proposition 4.1.

Proposition 4.4 According to the setting provided in Theorem 4.1. U is a
congruence matriz. There is a deterministic polynomial-time Algorithm 6 that,
given Ig,vB, (BU) *Igve and parameters B, K, G', output u(L) - (BU) tvg,
where p(L) is the roots of unity contained in L.
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Algorithm 6: UseLS

Require: Parameters B = (B, (Z;);) and K. An module-LIPE instance
G’ = (G',(J:):)- The ideal Zg, vector vg. The rank 1 module lattice
(BU)'Zguvg for a congruence matrix U between G(the pseudo-Gram matrix
associated with B) and G'.
Ensure: p(L)- (BU)™!
1: £+ Ig"(BU) 'Zgvg(regard r € Ig" as r1>)
2: w4+ VRUB
3: W+ Ls2(L, G, w, L)
4: return W.

Proof. Denote BU by B and (BU)~ 1 Tgvg by L.

Correctness: We have £ = Zg' - (B)~ 1IB’UB = B 'I5' I -vg = B~1(O-vB).
By Proposition 4.1, we can use L, G’ = B*B, L = B"Y(Op - vg), w = VRUB to
find B~1u(L) - v

Complexity: On Step 1, one can compute I]glﬂ'l(ﬁ’ ) firstly, where 7 is the pro-
jection of vectors onto their first component (WLOG, we can assume 71 (L) #
{0} ie. m (B~ o) # 0). Note m (L) is fractional ideal of Op.(we have shown
L' = Ig(Blvp), then m (L) = Igm (B tvp).) So it’s a product of fraction
ideals and can be computed in polynomial time. Then take one vector (";2)
of the reduced basis of £’ and consider embedding ¢ : z; € Zg'm (L) —
<x1($l;)11y0)> € L2 We have «(Zg'mi (L)) = L'.(L = Ig(B~'vg) =V (5) €
L', 27y is a constant.) Therefore the image of a basis of Zg'm (L) under ¢ is
a basis of £’ and can be computed in polynomial time. So step 7 runs in poly-
nomial time. Step 2 is just conjugation and matrix multiplication. Step 3 runs
in polynomial time by Proposition 4.1. a

Remark 6. If the reader can accept the language of group products, then Step 1
is just a group product that corresponds matrix multiplications as the bilinear
map and lattice vectors in L2 as output.

4.5 The algorithm

Proof (proof of Theorem 4.1). Correctness: Denote BU by B. Assume U is a
congruence matrix U between G and G'. By Proposition 4.2 we can assume o =
(B)~1Ja(B) after step 3. This time we have (Z, v, £') is just (Zg, vB, (B) " 'Zgvg)
by Proposition 4.3. Next, by Proposition 4.4 we have W = E_IM(L) -vg, where
u(IL) is the roots of unity contained in L.

Then we assume w = = B~y after Step 6. In this time, w = B-ly = B-1
B~ % (note B € K2%2) and v, are L-linear independent (note (v,7) =
(w|w) = B~1(v|v) and then D = B. Finally, we get V = B~'B =U.

)
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Algorithm 7: FindU
Require: Parameter B = (B, (Z;);) and K. An module-LIPE instance
G’ = (G, (Ti)i)-
Ensure: A congruence matrix U between G(the pseudo-Gram matrix associated
with B) and G'.

1: P« ConjOfJ(B,K,G')

2: S+ o

3: for 0 € P do

4:  (Z,v,L') + EigenSubLat(o, B, K, G"))
5. W « UseLS(I,v,£,B,K,G’)

6: for we W do

T D « (v|7)(w|w) ™!

8: V<« B7'D

9: if V is a congruence matrix between G and G’ then
10: S+ Su{Vv}

11: end if

12:  end for

13: end for

14: return S.

Complexity: We can compute matrix products and inverses over K(resp. L) in
polynomial time. By Proposition 4.2, 4.3, 4.4, Step 1, 4, 5 all run in polynomial
time of size(B, K, G’). And §(P) = 2,§(W) = §(U2(OL)) are in poly(degree(K)).
In summary, the whole algorithm runs in polynomial time. a

Remark 7. We could do argument similar to the proof of Corollary 3.1 to show
that: under the additional condition that a hint BT B is given, Theorem 4.1 still
holds for CM number fields.

5 Conclusion

In this paper, we introduce a new tool called (pseudo) symplectic automorphism
of the module, with which we can solve O2-LIP efficiently for a CM number
field L. Although we do not know how to find such automorphism efficiently in
general, a weak one can always be computed in polynomial time, which is enough
to invalidate the omSVP assumptions utilized in HAWK’s security proof and
directly results in a provable deterministic polynomial-time algorithm solving
module-LIP for rank-2 modules in K? where K is a totally real number field.
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