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Abstract

We propose a generalization of Zhandry’s compressed oracle method to random permutations, where
an algorithm can query both the permutation and its inverse. We show how to use the resulting oracle
simulation to bound the success probability of an algorithm for any predicate on input-output pairs,
a key feature of Zhandry’s technique that had hitherto resisted attempts at generalization to random
permutations. One key technical ingredient is to use strictly monotone factorizations to represent the
permutation in the oracle’s database. As an application of our framework, we show that the one-round
sponge construction is unconditionally preimage resistant in the random permutation model. This proves
a conjecture by Unruh.
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1 Introduction

The random oracle model [BR93| is a popular heuristic in the analysis of cryptographic protocols, that
abstracts cryptographic objects as random functions and provides oracle access to other algorithms. From
a theoretical standpoint, the random oracle model allows one to prove unconditional statements about
cryptographic protocols, in a clean and well-defined model. On the practical side, the random oracle model
enables efficient cryptographic schemes and essentially every construction (be it a digital signature or a
public-key encryption) used in practice relies, in one way or another, on this heuristic in order to analyze
security.! When considering security against quantum algorithms, it is natural to extend this model to allow
the algorithms to query the random function on a superposition of inputs. This is commonly referred to
as the quantum random oracle model (QROM) [BDF*11]. However, many of the techniques (and proofs)
developed in the (classical) random oracle model do not immediately carry over to the QROM. To illustrate
the difference, it suffices to note that in the classical settings the reduction can read the queries of the
algorithm, whereas the same action in the QROM may arbitrarily disturb the state of the algorithm.

To cope with this, the community has developed a series of new techniques to analyze quantum algorithm in
these settings. An important method in these settings is the compressed oracle technique [Zhal9|. Conceptually,
this technique is the quantum analogue of the classical lazy-sampling method, which allows the reduction to
define the random function only on the inputs queried by the attacker. At a more technical level, the technique
considers a purified version of the random function, that allows the reduction to directly inspect the internal
state of the compressed oracle simulation (the so-called database), in order to gain partial /approximate
knowledge about the queries made by the algorithm. An extremely useful property in this context is that the
compressed oracle simulation stores (a superposition of) a list of input-output pairs, so to learn something
about the value H(z), and whether H(z) is known to the adversary, it is only necessary to inspect one
register. This technique has proven extremely successful in analyzing indifferentiability of cryptographic
schemes [Zhal9], security reductions for the Fiat-Shamir transformation [LZ19b, DEMS21, DFMS21] and the
Fujisaki-Okamoto transformation [BHH 19, DFMS21, HHM?22], and even new lower bounds on the query
complexity of quantum algorithms [Zhal9, LZ19a, CFHL21| and space-time trade-offs [HM23].

The Random Permutation Model. In the random permutation model, algorithms are given oracle
access to a uniformly sampled permutation 7= € Sy, as well as its inverse 7—!. This variant of the random
oracle model is motivated by cryptographic schemes, such as the Feistel construction for pseudorandom
permutations [LR88| or the industry-standard SHA-3 hash function [Dwol5], where an attacker has access to
both the permutation and its inverse. When considering quantum attackers, it is therefore equally natural to
assume that such a permutation can be implemented on a quantum computer (as it is publicly known), and
hence queried in superposition. Accordingly, it is natural to model this situation by a quantum-accessible
random permutation oracle, where one considers the unitary?

U™ |z) ly) = |z) ly @ m(x))

and one gives the adversary query access to U™ and ur . Classically, the random oracle and the random
permutation model are essentially equivalent. This is in stark contrast to the quantum setting where no such
connection is known. So far, it has proven difficult to repeat the success of Zhandry’s compressed oracle
technique for analyzing quantum query access to a uniformly random permutation: Despite several attempts
to come up with a full-fledged compressed permutation oracle [CMSZ19, Unr21, Cza21| the problem is still
open. On the other hand, few existing results rely on a bare-bones, “un-compressed” superposition oracle for
permutations [ABKM?22, ABK™, ABPS23], whereas recent works [Ros21, Unr23| have made partial progress
on this problem but without being able to apply the formalism towards new query bounds.

Arguably, the main reason for the lack of progress is, that the compressed oracle technique relies on
the statistical independence of the output values of a random function, but the output values of a random
permutation are, of course, not independent (more discussion on this later). The purpose of this work is to
make progress on this front, and expand our technical toolkit in the analysis of random permutation oracles.

!Note however that the ROM (and QROM) are both fundamentally uninstantiable [CGH04].
2 Alternatively, one can consider the in-place permutation V™ defined as V™ |z) = |n(z)), which is well defined since 7 is a

bijection, and give the adversary query access to V"™ and v = (V")TA For the purposes of query bounds both models are
equivalent, since either can be simulated using two queries to the other. We discuss this in more detail in Section 4.
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Figure 1: The 1-round sponge.

1.1 Summary of Contributions

In this work we propose a new approach to analyze quantumly-accessible permutation and prove query lower
bounds in this setting. Our main ingredient is a new analysis of a representation of a permutation, known as
its strictly monotone factorization, which may be of independent interest. At a technical level, we prove a
series of lemmas that facilitate proofs of query lower bound in the random permutation model. Specifically:

e We present a permutation oracle (Section 4), that is the permutation analogue of Zhandry’s compressed
oracle technique. Our oracle makes crucial use of a particular representation of a permutation, known
as its strictly monotone factorization (Section 3).

e We prove a fundamental lemma for permutation oracles (Section 5), where we describe a procedure to
(approximately) determine whether an input was queried by the adversary, and we give a bound on the
precision of its output.

e We propose a progress measure for permutation oracles (Section 6), that bounds the success probability
of an algorithm after ¢ queries to find an input/output pair that satisfies a given relation.

e We prove, as our main theorem, a general bound (Theorem 6.11) for any adversary to produce an
input-output pair satisfying some relation R, for any R. This bound states the following;:

Theorem 1.1 (Informal). Let A be an algorithm with quantum query access to a random permutation ™ € Sy
and its inverse 7%, and let R be a relation. If A makes at most q queries and outputs x, then

@ rmax In(N) >

Pr[(z,m(z)) € R] < O ( N

where rmax = max{max, |R.|, max, |[R™|}, with R, = {y : (z,y) € R} and R} = {x : (z,y) € R}.

Illustrating the power of the new approach, we obtain as special cases the pre-image resistance of the
sponge construction for the special case of one absorption round (see Fig. 1), and the double-sided zero-search
conjecture [Unr23|. The former is the problem of finding an x such that = (z||0°) = y||0° for some y; it was
the original motivation of our work. Thus (Section 7):

Corollary 1.2 (One-Round Sponge, informal). Let A be an algorithm with quantum query access to a random
permutation T € Sqo 1yn and its inverse 771, let c € [n], and let y € {0,1}"¢. If A makes at most q queries
and outputs x, then
3
q°n
Pr[3y’ € {0,1}°: m(z[|0°) = y[ly'] < O (Tnm(cnc)) -

Corollary 1.3 (Double-Sided Zero-Search, informal). Let A be an algorithm with quantum query access to
a random permutation m € Sy 1y» and its inverse 71 and let ¢ € [n]. If A makes at most q queries and
outputs x, then

¢*n
Pr[3y € {0,1}"“: 7(x(|0°) = y/|0°] < O < 5 ) :



1.2 Key Challenges and Techniques

To understand the main challenges of extending Zhandry’s method to permutations, and how we overcome
these to prove our results, it is useful to recall the key properties of the compressed oracle method, and see
why they fail for the case of permutation. The output values of a random function are independent as random
variables. The crucial implication of this fact is that there exists a list of random variables that are

(i) independent, and
(ii) learning one output requires looking at only one of the random variables, and
(iii) each variable stores only information about one output.

It is easy to find a representation of a random permutation as a list of random variables that has some of the
properties, but it is manifestly impossible to find one that has all, as the outputs are not independent. For
instance, by knowing that 7(z) = y we can also infer that 7(z’) # vy, for all 2’ # x.

One can therefore parameterize the set of approaches by which of the properties is given up on. In [Unr21],
for example, a formalization using lazy sampling of permutations as partial functions is used, giving up on
independence. In [Ros21], an analysis via the representation theory of the permutation group is conducted,
which yields independent data via the decomposition into irreducible representation and symmetries, but
gives up at least partially on locality.

Random Permutations from Independent Transpositions. Our main idea is to use the well-known
fact that any permutation m € Sy admits a unique decomposition

™= (N tN) (N—l tN_1>---(2 tg) (1 tl) (11)

where we denote by (k tx) the transposition that sends k to ¢, and viceversa. If one leaves out trivial
transpositions (i.e., the factors with k = ¢;), one obtains a so-called strictly monotone factorization of a
permutation. It is well-known that any permutation 7= € S has a unique strictly monotone factorization,
with number of terms equal to the Cayley distance between 7w and the identity permutation, that is, the
minimum number of transpositions (of arbitrary type) in any factorization of .

A useful property of this representation is that the transpositions making up a uniformly random
permutation via the strictly monotone factorization are independent; tj is uniformly chosen from the set
{1,...,k}. The main, less easy-to-see, property of this decomposition that we are going to use, is the fact
that we can “track” the set of transpositions that act non-trivially on a given input x (which we refer to as
being active for ). Crucial to our analysis is the fact that, for any given input x, the expected number of
active transpositions is small, i.e., at most about In(/N). To compute the random permutation, only a small
amount of information about non-active transpositions is retrieved, namely that they are not active. On the
other hand, the output sensitively depends on the value t; for an active location k, in the sense that changing
tr to any other value changes the output. This gives us a way to quantify the sparsity of the (quantum
analogue of the) list of transposition that has been read. Although this means we only have an approximate
and relaxed variant of the second property above, we will be able to show that this quantity is small enough
to emulate the functionality of the compressed oracle method for the case of permutations.

The Permutation Oracle. With the above discussion in mind, let us now describe (a simplified version
of) our permutation oracle. The simulation initializes a database of N registers D = D; ... Dy and the k-th
register Dy, is initialized with the state

Lk
\+k>:@;!t>

which will be interpreted as the uniform superposition over all possible values t; in Eq. (1.1). Since any given
permutation m € Sy uniquely determines a basis state |7) = |t1,...,tn), it is easy to see that the initial state
of the database corresponds to a uniform superposition over all possible permutations:



We can then define the forward query oracle (O359,) and the inverse query oracle (O?g?gnv) provided to the

adversary by their actions of the basis states |z) y, |y)y-, and |7), as:

O?(PYOD |z, y,7) xyp = |2,y ®7(x), T) xyp
SPO.i _
OXYDmV |z, y, 7F>XYD =|lz,ydm l(fﬁ)aﬂxyz)‘

In other words, the oracles apply a series of transpositions controlled on the current state of the database.

A Fundamental Lemma for Permutation Oracles. What makes the Zhandry’s framework so useful is
the ability to read off the database information about the adversary’s state.> Thus our next task is to develop
the necessary machinery for doing so. The first step is to prove a fundamental lemma, a statement akin to
the existing bound for random functions [Zhal9, CFHL21|. Fix an input « and an output y, simplifying a
bit, the content of the fundamental lemma is the approximate equivalence of the following two experiments:

Ezxp. I: Read the value m(x) off the database state and accept if 7(z) = y, reject otherwise.

Ezxp. 1I: Check if the adversary has queried z, and reject if this is not the case. Else proceed as above.

The (approximate) equivalence of these two experiments is useful to implement a somewhat “gentle” measure-
ment on the database state, for a given input z, since if we detect that the adversary never queried x, there
is no need to disturb the state any further.

Of course at this point it is not clear what we exactly mean by “the adversary has queried z”, and so
the next step is to make this notion more precise. We observe that querying the superposition oracle on a
basis state |x) must have a non-trivial effect on database location D, in the computational basis, since it is
determining the value of the first transposition, which is always active for . Thus, we can formally define
this quantity via a binary-outcome projective measurement

Mp, == {[+z){+zlD,s I — [+2)(+z|D, }

and conditioning on the second outcome occurring. As a sanity check, note that if the first outcome is
observed instead, then the database state is in its initial condition. With some routine calculation, we can
then derive a bound

1
|Pr[Exp. I accepts] — Pr[Exp. II accepts]| < \/7
x

where the term 1/x comes from the non-commutativity of the measurement Mp_ and the standard basis
measurement used to determine 7.

Unfortunately this bound on its own is not very meaningful: To see why, simply take z = 1 where we
obtain a trivial bound. The source of this problem is the asymmetric treatment of different registers in the
representation of the permutation, where lower registers have a much smaller set of possible transpositions.
To deal with this, we introduce our next idea.

Twirling the Oracle. We overcome the challenge by randomizing the order in which we apply the strictly
monotone decomposition. We address this by pre- and post-composing, or “twirling”, the permutation oracle
with two random permutations 7 and o. In other words, we define the twirled version of the permutation
oracle as

TSPOo™ -
Oxyp |y, M) xyp=Iz,ydT I(W(U(l’)))aﬂxyz)
TSPO7 i 1, —
Oxvp "y T xyp =z, y®0 "o (@), ™) xyp

for forward and inverse queries, respectively. This yields our final construction, which we call the twirled
superposition permutation oracle. Note that the permutations 7 and o are treated differently than 7 in the

3 Although the analogy with Zahndry’s technique is helpful for understanding our framework, the direct comparison is
somewhat inaccurate. In particular, contrary to Zhandry’s method, we will not attempt to compress the database in any way.
As a consequence of this, our simulation will not be computationally efficient, which is sufficient to prove query lower bounds.
We leave the development for an efficient version of our framework as ground for future work.



simulation, since we do not require any special property from their representation and their sole purpose is to
randomize the view of the adversary in the sense that the adversary does not know which inputs correspond
to small values x in the untwirled oracle. Another way to describe the twirled superposition permutation
oracle is that it is constructed based on the strictly monotone factorization in a random order. This technique
renders the permutation actually stored in a quantum register independent from the view of the algorithm
interacting with the twirled superposition permutation oracle.

Equipped with this oracle, our bound obtained in the analysis of the fundamental lemma translates into
an expectation over the random choice of the register x. Considering the square of the difference between the
success probability of the two experiments, and taking the expectation over x, we obtain the bound

N
N x N
=1
using a standard bound on the harmonic sum. Note that the final bound is independent of x.

The Progress Measure. Once we have established a procedure to read information off the database, what
is left to be decided is what we want to read from the database. Due to the challenge described above, we
cannot straightforwardly implement a predicate that checks whether there exist an input-output pair (x, 7(zx))
that was read by the adversary, such that (z,7(z)) € R, for some relation R. Instead, for a given input z,
our progress measure is defined in terms of the following two-step procedure:

(i) Apply the projective measurement M, defined above, and reject unless the second outcome is obtained
(intuitively, this rejects unless the permutation was queried on input x by the adversary).
(ii) Check if (z,7m(x)) indeed satisfies the relation R, which can be implemented by the following predicate:

nyte= > |o"b.

TeSN:(z,m(x))ER

This procedure can be summarized by the following measurement operator:
Ep® = H5"(I = [+2){+alp.)-

It is easy to bound the progress measure if the adversary makes no query, since the above projection is acting
on a uniform superposition. The challenge, which is the technically most involved part of our work, is to track
the bound on the progress measure as the adversary queries the oracles in the forward and inverse direction. At
a very high-level, we achieve this by splitting the effect of the action of the oracle Q332 = {035, infi;nv

in two terms
| i st 10)]| - |25 100
<||EBr QB - BE)10)|
< | EE" QS (T ~ )T — 1) (el ) 16)| + || B QB0 l+0) . 16}

for any state |¢). We bound the two summands separately.

The RHS summand is bounded with a delicate analysis on the effect of the query unitary on the joint
database-adversary state. We refer the reader to the technical sections for the calculations and we only
mention here that the bound that one obtains with such analysis will not be sufficient for our main theorem.
Instead, we will once again use the randomization of the register x and the twirling of the permutation 7 to
transform the worst-case bound in a much sharper average-case bound

N

1 > 2 @Tmax In(N)

N ZHES QXypl+e) (+zlD, ’¢>H <0 <]v2
r=1

where rpax is the maximum number of y such that (z,y) € R, for all z. We can then turn this inequality
back to a worst-case bound over x with a pidgeonhole argument, at the cost of losing a factor N in the bound.
Fortunately, the resulting term is still small enough to obtain a good bound. Next, we deal with the LHS
summand of the above bound.



Sparsity Analysis. To bound the LHS of the summand, let us first manipulate the expression

R, R, R, R,
| ER QB0 ) (1 = 1+a)(alp) 10) | = | ER* (1 = QD (L = 1+a)+2n,) 6)
R, R,
< ||ER7 (1 = QSR || 17 = 1+2) e, 1)

= | -1 1 = ) alp.) 19)]

<\ = ) () 18]

where the first inequality follows by the submultiplicativity of the operator norm and the second inequality is
obtained by observing that

R, R,
HED”(I — 1k

= [ = el p, (T~ )

< 57 el |

which can be bound to \/7max/x using the same argument as in the fundamental lemma. Thus, bounding this
term boils down to bounding the amount of locations read by the adversary, i.e., the number of active registers
in the database. Once again, the number of active locations on the initial state of the database is zero, so
bounding this term involves analyzing the effect of the query unitary QQxyp on the joint database-adversary
state. A delicate analysis leads to a bound of

N

1 |R| 2 @ Tmax In(N)

S e ) 1)) < 0 (Lrmach ()
=1

in expectation over x, which we can once again turn into a worst-case bound on every = at the cost of an

extra 1/N factor. We refer the reader to the technical sections for more details.

Putting Things Together. Overall, the above analysis allow us to bound, via our progress measure, how
the success probability of the predicate E® evolves as the adversary performs more queries. The final but
crucial observation is that if « is the output of the algorithm A, the measurement Ef® accepts precisely
if Exp. IT accepts. Applying the fundamental lemma to this bound, we obtain a bound on the acceptance
probability of Exp. I (as defined above), which is the quantity that we are interested in.

This outline ignores many subtle aspects of the proof, but it contains the main ideas. Putting the bounds
on the two main terms together, we obtain Theorem 1.1 and hence Corollaries 1.2 and 1.3.

1.3 Concurrent Independent Work

A recent manuscript by Carolan and Poremba [CP24|, developed concurrently and independently from our
work, also shows a proof for the double-sided zero-search conjecture of Unruh and the one-wayness of the
one-round sponge. The techniques used to prove the bound are quite different and their work achieves the
result using a worst-case to average-case reduction for random permutation, then appealing to known bounds.
The advantage of their approach is that the bound obtained is tight. In contrast, our paper proposes a
new framework to analyze permutation oracles and a theorem that applies to arbitrary relations on (single)
input-output pairs, promising opportunities for generalization.

2 Preliminaries

We abbreviate [N] := {1,2,..., N}. For convenience, we assume that N = 2", so we can identify [N] = {0,1}"
and use @ to mean bitwise addition. For a set S, a probability distribution p and a (classical or quantum)
algorithm A, we write z <+ S, x < D, and = < A for sampling a uniformly random element x from S,
sampling x according to the distribution D, or running an algorithm A to produce an output z. If the output
is quantum, we usually use upper-case letters, following our conventions for quantum registers discussed
below.



Combinatorics. We will also use the fact that for the harmonic numbers

ARy
Hy = =, (2.1)
k
k=1
the quantity Hy — In N is monotonically decreasing with N. In particular, it holds that
Hy <In(N)+1 (2.2)

for every N > 1.

Quantum Information. Here we provide some preliminary background on quantum mechanics and
quantum information. For more in-depth accounts we refer the reader to [NC00, Wat18].

We will label quantum systems by A, B, X, Y, etc. Any quantum system A is characterized by a Hilbert
space H 4. When H 4 = C>4 for some finite set ¥4, we call A a quantum register. This means that H 4 has an
orthonormal standard basis |a) labeled by the elements a € ¥ 4. When ¥ = [N], we can identify H = CV with
its standard basis |a) for a € Zy. If we have quantum system composed of two registers, say A and B, then the
corresponding Hilbert space is the tensor product of the individual Hilbert spaces Hap = Ha @ Hp = C¥4B,
with Y 4 = ¥4 x Xp labeling the standard product basis. Accordingly, we may think of the composite
system AB = (A, B) as a register, and similarly for any collection S of registers.

States of a quantum system are given by density operators, that is, positive semi-definite operators of trace
one. We call a state pure if this operator is a rank-one orthogonal projector, i.e., equal to |p)(¢|, where |¢) is
a unit vector. We will often identify pure states with unit vectors. The trace distance between two states p
and 7, denoted by Td(p, 7) is defined as

Tdlp.7) = 3llo 7l = 5 r (o= io= 7).

The operational meaning of the trace distance is that (1 + Td(p, 7)) is the maximal probability that two
states p and 7 can be distinguished by any (possibly unbounded) quantum channel, when given one or the
other with equal probability.

There are two basic kinds of quantum operations. The first is to apply unitary operators, or unitaries.
If U is a unitary on A and we apply it to a state p, the result is UpUT, which is again a state. We denote
by U(H) the group of unitary operators on H, and abbreviate U(N) = U(CY). The second is to measure
the quantum state. We will only require projective measurements, which are given by a family of orthogonal
projections {P,}ucq, labeled by some finite index set €2, such that ) o P, = I. If one applies such a
measurement to a system in state p, then the probability of seeing outcome w € Q is p,, = tr(P,p), in which
case the state changes to P, pP,/p,. If {P,} = {|a)(a|} consists of the projections onto the standard basis of
some register, this is called a standard basis measurement.

We will use subscripts to denote the corresponding quantum system or tensor factors, e.g., pap denotes a
density operator on Hap = Ha ® Hp, and pap = |V)(¥|4p in the case of a pure state, with |¥) ,5 € Hap.
Similarly, we write U4 in the case of a unitary on H 4. In particular, 14 denotes the identity operator on H 4.

For unitaries and measurement operators (but never for states), it will be useful to identify operators on
some Hilbert space with operators on some any other Hilbert space which includes the former as a tensor
factor, by tensoring with the identity operator. For example, we will often abbreviate the operator Ug ® Ip
on Hap simply by Uy, if no confusion can arise. This is useful if we want to quantum operations to a subset
of registers. For example, if Uy is a unitary and pap a state, then UApABUI1 =(Us® IB)pAB(Uj1 ®Ip) is
the result of applying the unitary U4 to the first register A when the overall system starts out in state pap,
and similarly for measurements.

We also recall the gentle measurement lemma [Will9, Lemma 9.4.2].

Fact 2.1 (Gentle measurement). Let p be a quantum state, and let {P,I — P} be any projective measurement
with two outcomes. If tr(Pp) > 1 —§, the post-measurement state p' := PpP/ tr(Pp) satisfies

Td(p, p') < V0.



Quantum Algorithms. In this work we consider the query complexity of algorithms with quantum access
to oracles. An oracle is modeled by one or more unitaries O operating on an input/output register Z and
possibly some internal register D (which will always be initialized explicitly). A quantum algorithm .4 making
queries to this oracle has, without loss of generality, two registers — the oracle’s input/output register Z and
an internal work register A. It takes the following form: First, the algorithm’s registers are initialized in the
initial state |0) ,,. Then the algorithm alternatingly applies oracle-independent unitaries and query unitaries:

qu%OZDUiqgl)OZD - ,Ellz)OZDU,EXOZ) (2.3)

Note that A can be given access to any oracle with input/output register Z. Finally, some (sub)registers
might be measured or returned directly to obtain the classical and quantum outcomes of the algorithm. We
write A© for such an application of a query algorithm to an oracle O. In the above situation, we say that the
algorithm makes g queries to the oracle. Thus we only consider the query complexity of an algorithm, but not
the time complexity of the unitaries U®) . In other words, these unitaries need not be efficient. In particular,
any advice state can be placed in the adversary’s quantum memory by using the first unitary U(©).

3 Random Permutations

We denote by Sy the permutation group on N elements, that is, the group of bijections of [N]. We have
a chain of subgroups S; C S> C --- C Sy, where for each j € [N—1] we think of S; as those permutations
in Sj41 that fix the element j + 1. For k,[ € [N], we denote by 7 = (k [) the transposition that sends 7(k) =1
and 7(l) = k. It will be convenient to allow k = [, in which case (k[) = (k k) is the identity permutation.
3.1 Random Permutations from Independent Transpositions

The starting point for our work is the following representation of permutations.

Lemma 3.1. For any w € Sy, there exist unique numbers ty, € [k] for k € [N] such that
7T:(N tN) (N—l tN—l)"'(2 tg) (1 t1>. (31)
While we always have t1 = 1, it is useful to include this term to obtain simpler formulas below.

Proof. Any permutation m € Sy has a unique decomposition of the form
T =(Nt)o, (3.2)

where t € [N] and 0 € Sy_1. Indeed, for (3.2) to hold we must have ¢ = m(N) and hence ¢ = (N ),
but these formulas always define a valid decomposition of the form of Eq. (3.2). The lemma follows by
induction. O

If one leaves out trivial transpositions in Eq. (3.1) (i.e., the factors with k = ¢;), one obtains a so-called
strictly monotone factorization. It is well-known that any permutation m € Sy has a unique strictly monotone
factorization, with number of terms equal to the Cayley distance between 7 to the identity permutation, that
is, the minimum number of transpositions (of arbitrary type) in any factorization of .

Corollary 3.2. A random permutation 7 € Sy is uniformly random if and only if the numbers ty € [k]
for k € [N] in Eq. (3.1) are independent and uniformly random.

Given a permutation in the form of Eq. (3.1), it is easy to compute the inverse:
7'[‘_1 = (1 tl) (2 tg)---(N—l tN—l) (N tN). (33)

Note however that this decomposition is in general not of the form of Eq. (3.1). It will also be convenient to
introduce the following notation:

Tk = (N tN) (N—l tN_l)"'(k+1tk+1)7

Tk = (K —1tp_1)---(2t2) (1 t1). (3.4)



Note that 7 = 7sy (k tg) T« and 71 = (k)" (k tg) (7>x)~!. We use the convention that the subset-

of-transpositions subscripts take precedence before other operations modifying a permutation, e.g. wzé =

(mer) ™t
The following lemma will be useful in Section 6.2.

Lemma 3.3. Let m € Sy be uniformly random and k € [N].

(i) If & € Sk is uniformly random and independent from m, then =& is uniformly random in Sy .
(ii) If & € Sk is uniformly random and independent from 7, then {nsy is uniformly random in Sy .
(iii) For every € € {k+1,...,N}, it holds that Pr(msy(k) = £) = .

Proof. (i) This is clear from Corollary 3.2.
(ii) Using the notation of Eq. (3.4), we have

Emsy =E(NtN)EE(N=1tn_1) € E(k+1ty1) €
=(N&(tn)) (N=1&(tn=1)) - (k+1&(tks1)) &,

where we used that £ € S; and hence it fixes k 4+ 1,..., N, Now, the ¢, € [¢] for £ > k are uniformly
random and independent from &, so the same is true for the £(ty) € [¢] for £ > k. Thus we see that the
distribution of {m~ is the same as the distribution of 7w, and the claim follows from part (i).

(iii) This follows from the preceding:

Pr(msi(k) = 0) = Pr((€msi)(k) = 0) = .

with € as in part (ii).

3.2 Active Transpositions

In the following we characterize the transpositions that, in the above decomposition of a permutation, are

relevant to determine the action of the permutation on a given element. The results of this section will not

be needed to prove our main theorem, but we include them here for the purpose of building up an intuition.
Given a permutation m € Sy, consider its unique decomposition as in Lemma 3.1:

7= (Nty)(N=1tn-1) - (2t2) (1 t1),

When does a given transposition (k ¢;) impact the computation of 7(z) for some given x € [N]? To study
this we introduce the following definitions:

Definition 3.4 (Active sets). Given a permutation 7 € Sy and x,k € [N], we say k is active for m and x
if mo(x) € {k,tx}. Similarly, for y € [N] we say that k is inverse-active for = and y if (7sx) " *(y) € {k,tx}.*
We denote by A(m,z), A™ (7,y) C [N] the set of active and inverse-active k, respectively, defined as above.

If k is active for m and x then changing ¢ to any other value will lead to a different 7(z). Similarly, if &
is inverse-active for 7 and y then changing ¢; (in the decomposition of 7) to any other value will lead to a
different 7=!(y). (The converses of these statements are in general not true.) Note that 7 (z) = k if and
only if x = k, since m; € Sgp_1.

It is clear that the action of a permutation or its inverse on some element only depends on the corresponding
active set:

Lemma 3.5. Let m € Sy be a permutation. For any x € [N], let A(m,x) = {k1 < --- < k¢} denote the active
locations, sorted in increasing order. Then we have:

m(x) = (ke t,) (et tiy_y) - (k2 tiy) (k1 thy) (2).
Similarly, if y € [N] and A™ (7,y) = {k1 < --- < k¢} are the corresponding inverse-active locations, then:

N y) = (k1 tey) (k2 thy) - (ko1 te, ) (ke ti,) (9).

4Note that this is in general not equivalent to saying that k is active for 7~ ! and y, as the latter would refer to the
decomposition of 7! in the form of Eq. (3.1), rather than to Eq. (3.3).
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We now show that the event that & is active for a random permutation (and fixed x) is independent of
the numbers ¢1,...,%;_1, and compute the probability with which this happens:

Lemma 3.6. Let x € [N]. Then, for a uniformly random m € Sn, we have:

% if x <k,
Pr(/{)EA(ﬂ',.%')‘tl,...,tkfl)z 1 z'fa;:k,
0 ifx>k,

hence this is also equal to Pr(k € A(m,x)). In particular, the events k € A(w,x) for k € [N] are independent.
Proof. Recall that k € A(w, z) means that mx(z) € {k,t;}. For x < k, we have mi(z) € [k — 1], hence the

event m.p(z) € {k,tx} is equivalent to m(z) = tr. For a uniformly random 7, the numbers ¢, %o, ..., 1t are
independent and uniformly random (by Corollary 3.2). Hence t;, € [k] is uniformly random given ¢1,...,¢t5_1.
As mo(z) € [k — 1] only depends on the latter, it follows that it coincides with ¢; with probability %
For x > k we have m.(z) = x, hence the event m.x(z) € {k, {1} is equivalent to = = k. O

Next we are going to bound the expected number of active locations for a random choice of the permutation.
Lemma 3.7. Let © € [N]. Then, for a uniformly random w € Sy, we have: E|A(m,z)] <1+ In(N/x).
Proof. Recall that we denote by H,, =Y % the harmonic numbers. Then, using Lemma 3.6, we have

N
1
ElA(m,z) =1+ > s =1+Hy—H;<1+hN -z
k=z+1
where the inequality holds as H,, — Inn is monotonically decreasing with n. This completes the proof. [

We also provide a bound on the expected number of inverse-active locations. Since this is not the same as
the expected number of active locations for the inverse, the bound differs from Lemma 3.7.

Lemma 3.8. Let y € [N]. Then, for a uniformly random « € Sy, we have: E|A™ (7,y)| < 1+ 2y 2 < 3.

Proof. Suppose first that there is some k& € [N] such that ¢, = y. Let k* € [N] denote the largest
such k. Since t3 € [k*], we clearly must have k* > 3. Then we have (7s) '(y) = y ¢ {k,t;} for
all k > k*, (msp) t(y) = y = i, and (ms1) 1(y) = k* ¢ {k,t;} for all & < k*. Together, we see
that A™ (7,y) = {k*}. On the other hand, if ¢, # y for all k € [N] then (7s;) ' (y) =y for all k > y and
hence A™ (7, y) = {y} U A" (7y, t,). Combining the above observations, we find that

E|A™(m,y)| =1+ Pr(ty #y,....tn #y) E[A™ (ny,ty) [ty # yo .. tn # ]

y_l inv

Yy—
= Z Amv 7r<y> )]a

where we first used that 7, is 1ndependent from t,,...,ty, and the last step holds because t, is uniformly
random in [y — 1] conditional on t, # y. Since 7, is uniformly random in Sy_;, we obtain the following
recurrence for e(N,y) := Ex g, |A™ (7,7)]:

e(N,y) =1+ — Z ) =1+ f( 1), (3.5)

where we introduced the notation f(n) := > 2/_, e(n,y), with f(0) = 0, which in turn satisfies the recurrence

n n—1
1 1
Fo) =3 (1 i) =0t 5 50
y=1 k=0
for all n > 0. It is easy to see that f(n) < 2n for all n > 0 by using induction Indeed this is clearly true
for n = 0, and if it holds that f(k) < 2k for all k < n then also f(n) <n+ 137" 2k=n+n—1<2n.
Using this estimate in Eq. (3.5) we obtain the desired result:

: 1 2y —2
BJA™ (r,y)| = e(N,y) = 1+ —fly—1) < 1+ 2=,
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4 Quantum Random Permutations Oracles

The decomposition of a random permutation introduced in Section 3.1 provides a way of sampling a random
permutation by sampling many independent and smaller random data, namely the individual transpositions
that make up the permutation (Corollary 3.2). Importantly, typical input-output pairs of the random
permutation only depend on a few of them (Lemmas 3.7 and 3.8). In this section we will use this idea to
construct an oracle that exactly simulate a quantum-accessible random permutation, but has an internal
state that can be used to analyze quantum query algorithms. We first introduce some notation. Given any
permutation 7 € Sy, we denote by U™ the corresponding permutation operator on CV ® CV, that is,

Ut |z,y) = e,y ®m(x))  Vao,y € [N].
This defines a unitary representation of Sy on CV @ CV.

Definition 4.1 (Quantum-accessible random permutation). A gquantum-accessible random permutation
consists of query access to U™ and to U “_1, for a permutation m € Sy chosen uniformly at random.

When A is a query algorithm that gets query access to two oracles that act on CY @ CV and 7 € Sy is a
permutation, we write AYU"  to indicate that we use the unitaries U™ and U ™" as the two oracles.

Above we defined U™ by the usual formula for a quantum oracle corresponding to a Boolean function, but
because 7 is a bijection we could also instead work with oracles that modify their input in-place, that is,

VTlz) = |n(z)) Vz € [N].

However, to prove a query lower bound we will be able to consider either type of oracles. This is because the
standard and the in-place variants can simulate each other at the cost of doubling the number of queries, if
one is given access to the permutation as well as its inverse: it holds that

Uy = VE  CNOTx_y VZ,
ULy = VECNOTy_y VE ',

as well as .
V¥ |O>Y = Uky SWAPx .y Uky |O>Y )

VE ' [0)y = U%y SWAPx oy UZy [0)y .

4.1 Superposition Permutation Oracle

We first construct a superposition oracle for random permutations. Like those for random functions, it is
obtained by replacing the random (classical) choice of permutation by a uniform (quantum) superposition.
Our oracle is specified by an internal quantum state space, an initial state, query unitaries (one for the
random permutation and one for its inverse), and a recovery routine. The query unitaries will be constructed
by applying the transpositions (k t;) in the right order, with each ¢; obtained from the internal state of the
oracle. Generalizing the approach of [CFHL21], we propose the following definition.

Definition 4.2 (Superposition permutation oracle). The superposition permutation oracle (SPO) is defined
as follows:

e The state space, called the database, consists of N registers, D = Dy --- Dy with the k-th register Dy,
having dimension k and computational basis [1),...,|k). Any permutation m € Sy, determines a basis

state |m), = |t1,...,tN)p, where the numbers ¢, € [k] are chosen as in Eq. (3.1).
e The initialization routine Init%PO initializes each register in a uniform superposition over the basis states.

That is, the initial state of the database is

N
1 1
|Pspo)p = —— E I p = ®H’k>p , where |+)p = —= E t)p, -
VNI = * FoVE "

" meSy k
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e There are two query unitaries, OE’(P}QD and O;P;) binv, that define the two interfaces available to the query

algorithm and that simulate oracles for a random permutation and its inverse. They are defined as
follows: For all z,y € [N] and 7 € Sy,

SPO
OXyp |7, y, ™) xyp = 2,y ©7(2), 7) xyp >

SPO,i _
Oxvh |z, y, ™) xyp =2,y &7 (2),7) xyp -

e The recovery routine Rec%PO simplify measures all registers D1, ..., Dy in the computational basis to
obtain t, € [k] for k € [N]. It outputs the corresponding permutation according to Eq. (3.1).

When A is a query algorithm that gets query access to two oracles acting on two N-dimensional register X
and Y, and if D is the database register of a superposition permutation oracle, we write ASPOD to indicate
that we use the interfaces O;PSD and O?g,obmv, respectively, to implement the two types of oracles queries. It

is straightforward to verify that the SPO then exactly simulates a quantum-accessible random permutation.

Lemma 4.3. Let A be a query algorithm that gets query access to two oracles that act on CN @ CN. Then
the joint state of the classical random variable w and the quantum register B is the same for the following two
experiments:
e L
(i) Sample m < Sx uniformly at random and run B < AV"U" .
(ii) Run Init3F©, then B < ASFOD  and finally 7 < Rec3O.

Proof. We show that both experiments give rise to the same joint state as the following:
(iii) Run Init3F©, then 7 < Recyy©, and finally B « ASPOD,

Indeed, (i) and (iii) are equivalent by Corollary 3.2 and the fact that measuring a uniform superposition
yields a uniformly random sample, while (iii) and (ii) are equivalent because measuring in the computational
basis commutes with unitaries that are controlled on this basis. O

A consequence of Lemma 3.1 is that 7(z) = m>z(x), so in particular 7w(x) does not depend on ¢, for
2/ < x. For the SPO, this means that when a query is made with input z, the registers D,/ for 2’ < x are not
used, i.e., the query operator acts as the identity on them.

Lemma 4.4. The SPO query operator fulfils the equation

SPO
OXvp |Z)x [¥)y ’7"-290>DZI = [2)x [y ® 7> (2))y ‘W2x>DZ$ ®Ip.,-

Proof. This follows directly from Definition 4.2 and Lemma 3.1. O

4.2 Twirled Superposition Permutation Oracle

Just like is the case for Zhandry’s compressed oracle for random functions, we would like to be able to inspect
the internal state of the oracle (that is, the database) to gain partial, approximate knowledge about the
queries made by the algorithm. However, there are two important caveats in the permutation case.

First, Zhandry’s compressed oracle satisfies the extremely useful property that the compressed oracle stores
(superpositions of ) input-output pairs. This means that in order to learn something about the value H(z) of
the random function H at some point = € [N], and whether this value is known to the adversary, it is only
necessary to measure one register. In contrast, we represent permutations as a product of transpositions and
hence the database of our permutation oracle stores the analogous information in a less localized fashion. If
we want to determine the value m(x) of the random permutation 7 at some point = € [N], in general we may
need to inspect all registers Dy, for k > x. On the other hand, recall that for any fixed x, typically only O(l)
permutations are active and suffice to determine 7(x) (see Lemmas 3.5, 3.7 and 3.8).

Second, Zhandry’s compressed oracle has the desirable feature that one can “jointly measure” whether a
query algorithm has accessed a register and what function value it holds, with only a small error. In our permu-
tation oracle the analogous procedure is to apply the binary measurement My, := {I—|+){+%| Dy, |*+&) (+&| D, }
to learn whether the k-th transposition has been accessed and, if so, measure in the computational basis to

13



learn what its value is. However, since the size of the support of the uniform superposition |+) p,, depends
on k, the error in this “joint measurement” depends on k. For example, suppose an algorithm managed
through some combination of queries and measurements to learn ¢; with certainty for some particular k£ € [N].
Then, conditional on this event, the database register Dy, is in state |t;). Applying the measurement M;, in
this state will, however, return outcome |+) 5 with probability [{+[tx)]* = %, which need not be small!
Both challenges can be addressed by pre- and post-composing, or “twirling”, the SPO with two random
permutations. This yields our final construction, which we call the twirled superposition permutation oracle.

For convenience we first define a version where the twirls are fixed.

Definition 4.5 (Twirled superposition permutation oracle). For any two fixed permutations o, 7 € Sy, the
(o, 7)-twirled superposition permutation oracle (TSPO?7) is defined as follows:

e The state space consists of the same database D as the superposition permutation oracle.

e The initialization routine is the same as for the superposition permutation oracle and hence we will
SPO

continue to denote it by Initpy
e There are two query unitaries, O}S)}DBU’T and O;F(S;’S M’inv, that define the two interfaces available to the

query algorithm and that simulate oracles for a random permutation and its inverse. They are defined

as follows. For all z,y € [N] and 7 € Sy

TSPO”™ -
OXD |y, M xyp = e,y @77 (7(0(2))), ™) xyp »
TSPO“7 i -1/ -1
Oxyp "oy mxyp=lv,y@ o (77 (7(2)), T) xyp -

where X and Y are the N-dimensional target register of the oracles.

TSPO®
D

e The recovery routine Rec " first applies the recovery routine Rec3PO to obtain a permutation w € Sy,

and then returns 7 '7o.

When A is a query algorithm that gets query access to two oracles acting on two N-dimensional register X
and Y, and if D is the database register of a superposition permutation oracle, we write ATSPOL” 0 indicate
that we use the interfaces O)T(SYPBU’T and O;r(sfgw’mv, respectively, to implement the two types of oracles
queries.

It is easy to see that the twirled superposition permutation oracles exactly simulate the ordinary one
(whether the twirls are fixed or randomly sampled). Hence it also exactly simulates a quantum-accessible

random permutation.

Lemma 4.6. Let A be a query algorithm that gets query access to two oracles that act on two N -dimensional
registers, and let 09,790 € Sy be fized permutations. Then the joint classical-quantum state of the random
variable ™ and the register B is the same for the following three experiments:

(i) Run Init}h©, then B + ASPOP  and finally w + Rec3©.
(ii) Run Init}y©, then B « ATSPOD"™ and finally <+ Rec 707"
(iii) Sample o < Sy and T + Sy, run ity 0, then B «+ ATSPO5" | and finally © < Rec ;7O

Moreover, in part (iii), o, T, and (7, B) are independent, and the three permutations o, T,m are independent
and uniformly distributed.

Proof. Tt suffices to argue that (i) and (ii) result in the same joint state. By using Lemma 4.3 twice, we see
that it suffices to compare the following two experiments:

oL

(i") Sample 7 < Sy uniformly at random and run B + AY"U"

.. . ot T[ro o5t L w5 tro (7'_17\'0' )71
(ii’) Sample 7 + Sy uniformly at random, run B < AY° UTUT0UT0 UT UT0 _ AU OUT0 O Cand

update 7 < Ualﬁag.

These are indeed equivalent, since if 7 € Sy is uniformly random then so is 7, 171'00, for fixed og, 79 € Sy. O
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It will be convenient to relate the twirled superposition oracle to the untwirled one by viewing the twirling
as an action on the database D. To this end, define the left and right actions of Sy on D as

LT |m) = |rm)
R |n) = |mo™ 1) .

Then we have the following lemma, which states that the superposition oracle can be expressed in terms of
the untwirled one, sandwiched by a basis change implemented by the operators L. and R, as defined above.

Lemma 4.7. For all 0,7 € Sy, it holds that
o, T T o T_1 0.—1
Ox D = (LpRp)OFp (LD RY, ),
Oxyp ™ = (LhRD)OHL™ (LD RE ).
Proof. For all m € Sy and z,y € [N], we have
-1 -1 _
(LHRD) O (LD ' RY ) 2,9, m) = (LHRD) OS5 [y, 7' 7o)
= ( TDR"D) lz,y ® 7 no(x), 7

=le,y o7 (n(o(2)),7) = OXFD  |a,y.7),

Lro)

which establishes the first equation. The second one is proved in the same way. O

Clearly, these two operations commute with each other, and they leave the initial state |®spo), of the
oracle invariant:

Ly |®spo) = Ry |Pspo) p = |Pspo) p - (4.1)

Thus we obtain the following lemma that allows us to compare the behavior of an algorithm when using
either the twirled or the ordinary oracle, strengthening Lemma 4.6.

Lemma 4.8. Let A be a unitary query algorithm on registers AXY , where X and 'Y are N-dimensional
registers, that gets query access to two oracles that each act on XY . For every o,7 € Sy, let |¢77) 4xyp be
the joint state of algorithm and oracle defined by running Init%')O and then ATSPOL" . Moreover, let |®) AxyD
denote the joint state of algorithm and oracle defined by running Init%PO and then ASPOD . Then,

197) axyp = LDRD |9) axyp -
Proof. Without loss of generality, the quantum query algorithm takes the form (cf. Eq. (2.3))

(@ ) (g—1) ~(g—1) (1)~ (0)

Uaxy@xyvpUaxy @xvp - Uaxy@xypUaxy>
where each Qg?)y p is either a forward or an inverse query, and is applied to the initial state |0) 4 vy ® [®spo) p-
When expressing the twirled oracles in terms of the ordinary ones using Lemma 4.7, we see that the

“twirls” LT, R7, and LElR"D_1 in-between any pair of queries cancel (note that they commute with the

unitaries U/(‘j))(y). Moreover, by Eq. (4.1) the initial twirl leaves the initial state |®spo),, of the database
invariant. Accordingly, the output state in the two scenarios only differs by an application of L, R?,, as

claimed. O

Lemma 4.7 simulates queries to the twirled superposition oracle (for known o and 7) by a single query to
the ordinary one but requires access to the database. This can also be achieved by acting on the input/output
registers X and Y, but in this case more than one query is required. The following lemma shows that an
algorithm can always be converted into a “standard form” such that an analogous replacement is possible, at
the cost of doubling the number of queries, which will be useful in Section 6.

Lemma 4.9. Let A be a unitary query algorithm on registers AXY , where X and Y are N-dimensional
registers, that gets query access to two oracles that each act on XY . Then there exists a unitary query
algorithm C on registers BXY , with B = AZ and Z an N-dimensional register, that gets query access to four
oracles acting on XY such that, for every o,7 € Sy (and for any initial state of the database register D), the
following three experiments result in the same state of the registers BXY D:
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i) Run ATSPOL" and initialize the register Z in state |0) .
Z
(i) Run BTSPOET, where the query algorithm B gets access to two oracles on XY and is defined as follows:

BOxv,.0xy .— 0Oxv,Oxy, Oxy, OXy

(iii) Run BCS,,PTOD, where the query algorithm By . gets access to two oracles on XY and is defined as follows:

RBOXYORY . o(VE VY OxvVE), (VR OxyVEVY), (VE Vg ORLVE), (VR Oy VEVY)

o, T

Moreover, if A makes in total q oracle queries then C (and hence B and By ;) makes in total 2q oracle queries.

Proof. Note that

O 10), = SWAPy.,, 01337 CNOTy_,, 013" SWAPy .~ (0),

— SWAPy .7 (V¥ OSRpVEWT ) CNOTy 2 (VW OSEpVE ) SWAPy (2 [0)
and

OFO"™ Y 10) . — SWAPy .,z Oxain "™ CNOTy L,z One” ™ SWAPy .,z |0),

— SWAPy .., (V;loipyogmv;vg) CNOTy_, 7 (v;lv;f*l();@’,gmv;) SWAPy, [0},
Thus we see that if we define the query algorithm C as follows,

/ i 7inv
COXy,OX},,O}‘;‘g,,O XY -—

A(SWAPYHZ O/XY CNOTy_ 7z Oxy SWAPy ., z), (SWAPy .,z “)I(“)I/ CNOTy_ .z O?‘{/ SWAPy . z) ’0>Z
’

then the claim follows. O

5 The Fundamental Lemma of the Permutation Oracle

We know from the preceding section that the superposition permutation oracles exactly simulate a quantum-
accessible permutation, with the permutation being obtained by measuring the database in the computational
basis. However, to learn about queries made by the adversary, we wish to also measure whether database
registers are in the uniform superposition states. The following result, which we call the Fundamental Lemma,
shows that this only slightly changes the statistics. It resembles [CFHL21, Corollary 4.2] which goes back to
Zhandry, but our result applies to random permutations rather than random functions. We state and prove it
for arbitrary relations involving a single input-output pair.

Lemma 5.1 (Fundamental Lemma of the Permutation Oracle). Let R C [N] x [N] be a relation. Let A be
a quantum algorithm that gets query access to two oracles that each act on CN @ CV, and which returns a
pair (z,y) € [N] x [N]. We consider the following two experiments:

x L
(i) Sample © < Sy uniformly at random, and run (z,y) + AVSU" .

If 7(z) =y and (x,y) € R then return 1. Otherwise return 0.

(i) Sample o < Sy and T < Sy, run Init%PO, and then (z,y) < ATSPOL™ . Neat, apply to register Do (2

the projective measurement {|+q)){(+o@ |, I = |+o@){(to@l}. If the second outcome is observed,
run w < Rec PO, If m(z) = y and (x,y) € R, return 1. In all other cases, return 0.

Let pi), pi) denote the probability that first or second experiment returns 1, respectively. Then:
In(N)+1
VP S \/Pai) T (]\3
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Thus, if we want to upper bound the probability that the algorithm learned a pair (z,y) such that 7(z) =y
satisfying some relation R, then we can just imagine first measuring whether D, is not ]+U(x)>, without
significantly increasing the error — we will see that this typically yields a quantity that is easier to upper
bound. This bound is essentially identical to the one known for random functions, except for the extra term
In(V) 4+ 1, which is due to the varying dimensions of the database registers.

The idea of the proof is to recall that, by Lemmas 4.3 and 4.6, the first experiment is exactly simulated
by the following:

(i’) Sample o < Sy and 7 + Sy, run Init%Po, and then (z,y) + ATSPOL”  Measure the entire database in
the computational basis and interpret the outcome as a permutation 7 € Sy. If w(o(x)) = 7(y) and
(z,y) € R, then return 1. Otherwise return 0.

TSPO?""
D

For comparison, expanding the definition of the recovery routine Rec , the second experiment can be

written as follows:
(ii’) Sample o < Sy and 7 < Sy, run Init%PO, and then (z,y) « ATSPOL”  Next, apply to register Dy (s the
projective measurement { |44 (z)) (+o(z)|s I = [+o(2)) (+o@) |} If the second outcome is observed, measure
the entire database in the computational basis and interpret the outcome as a permutation m € Sy. If

m(o(x)) = 7(y) and (z,y) € R, then return 1. In all other cases, return 0.

Note that (i’) and (ii’) only differ in that the latter contains the additional measurement of the register D, (,)
and subsequent check that the desired (second) outcome occurred. To prove the fundamental lemma, we
therefore need to argue that this “postselection” does not impact the probability of acceptance much. We first
state and prove a technical lemma that contains the core argument, and then use it establish Lemma 5.1.

Lemma 5.2. Let © € [N] and Y C [N]. Then it holds that:

Y mmb— Y ImrlpU — ) {+elp,)|| = Y Immplte)p,| < iy

T
reSN:m(x)EY reSN:m(x)EY reSN:m(z)EY

Proof. The first equality is clear. Now, for any operator X the operator norm can be computed as || X|| =
max||=1/[X |¢)|. Thus there exists a vector |A) € Hp,. = Qj_1.42, Hp, such that

2 2

S Wb, = X Wb (1+)n, ©18)5,.)

meSN:m(z)eY reSN:m(z)EY

-5 et (.ot

reSN:m(x)eY

This can be upper bounded by
Pr(m(z) €Y |ty < [z], (t1,. .. toe1,tat1, .-, tN)  Q),

where the permutation 7w € Sy is defined in terms of the numbers t1,...,ty via Eq. (3.1), and where Q is
some probability distribution on [];_; ;. [k] (namely the distribution obtained by measuring [A)p, . in the
standard basis). Now,

m(x)eY < (Nitny)(N—=1tn_1)-2ta)(1t1)(z) €Y & msu(ty) €Y & i€ 7r;1(Y),

T

where we recall the notation 7>, = (N tn) (N—1tn_1) - (x + 1 tz41). Thus, whatever m~,, there are at
most |Y'| choices of ¢, € [x] such that w(z) € Y. Since 7>, and ¢, are independent and the latter is chosen
uniformly at random in [z], we have

Y
Pr(m(z) €Y |ty  [a], (t1, .- ta1,tat1, - tN) < Q) < |$|

This concludes the proof. O
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We now prove the fundamental lemma.

Proof of Lemma 5.1. As discussed it suffices to compare the two experiments (i’) and (ii’). Let p(o, T, z,y)
denote the joint distribution of the uniformly random choices of o, 7 € Sy and the output (z,y) of ATSPOD
and choose, for each o,7,x,y, a purification |A(o,7,2,y)) pp of the corresponding state of the database.
Then:

buy = Z p(J, 7-7337y) b (Ua 7-733,3/) and Pbairy = Z p(O, T,l',y) Py (07 Tax7y)a
o,TESN,(z,y)ER o,TESN,(z,y)ER

where

2

p(i’)(0'77-,$,y) = Z |7T><7T|D|A(Ua Taxay»DE )
meSN:m(o(x))=7(y)

Par) (07 T,, y) = Z |7T> <7r‘D (I - ’+O’(I)> <+a(x) ‘Dg(z)) ’A(U7 T,Z, y)>DE
reSN:m(o(z))=7(y)

Using Lemma 5.2 (with Y = {7(y)}) and the Cauchy-Schwarz inequality, it follows that

2
1
Py < D o T,%y)( PGy (0T, y) + \/;)

o,TESN,(z,y)ER

/ 1 1
= P(iv) +2 Z p(O’, T,l’,y) p(ii’)(aa T,ill’,y) m + Z p(a‘, T7aj>y)@

o,rESN ()R o,reSn(wy)ER

1 1
Sp(ii’) +2\/p(ii’) Z p(U’TaI’y)m + Z p(U, T,S[?,y)@-

o,7TESN,(z,y)ER o,7€SN,(z,y)ER

Thus,

1
P < PGy + Z p(U, T, T, y)@
o,7TESN,(z,y)ER

Finally, we note that as a consequence of Lemma 4.6, o, 7, and (z,y) are independent with respect to the
distribution p(o, 7, z,y). Thus,

O',TGSN,(JL’,y)GR
OJ

In order to apply the fundamental lemma, it is useful to upper bound the probability p(;) in way that
only refers to the state of the database. This is achieved by the following lemma.

Lemma 5.3. Let R C [N] x [N] be a relation. Let A be a quantum algorithm that gets query access to
two oracles that each act on CN @ CV, and which returns a pair (z,y) € [N] x [N]. For o,7 € Sy, let
|p®7T) denote a purification of the state of the database after running InitSDPO and then ATSPOD” . Then, the
quantity p;) in Lemma 5.1 can be upper bounded as

2

Pii) < U,TESN Z Z H<7T‘D (I - ’+U(m)><+g(x)’Dd(z)> ‘¢O’,T>
(z,y)ER TESN s.th.

T (m(o(x)))=y
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Proof. Without loss of generality we can assume that A is a unitary query algorithm on registers AXY such
that the classical outcomes x and y can be obtained by measuring the X and Y registers. For every o,7 € Sy,
let [¢77) 4 vy p be the joint state of algorithm and oracle defined by running Init3F© and then ATSPOB" . Then:

PGi) = aresN Z Z H<7r|D (I - ’+U(x)><+0(w)|Da(z)> (zylxy |¢J’T>AXYDH2‘

z,y)€ER wESN s.th.
N (o(x)))=y

Because the projection (zy| commutes with the operators on D and never increases the norm, we can upper
bound the above as

Phiy < UT%SN > > H<7T|D (I - ‘+U(m)><+o(x)’Dg(z)> |¢U7T>AXYDH2‘

z,y)€ER wESN s.th.
T Hm(o(z)))=y

Since this expression only depends on the reduced state on D, the claim follows. O

6 Bounding the Success Probability for Search

In this section we generalize Zhandry’s compressed oracle technique [Zhal9] to the case of random permutations,
but using our (twirled) permutation oracle. The high-level strategy for proving such theorems is as follows:
For the compressed oracle for a random function H, it can be approximately determined whether a certain
input = has been queried, and if so whether z, together with the corresponding function output y = H(x),
fulfils a certain relation. This test is performed by a measurement acting on the database register D, only.
For different inputs z, these tests commute, and hence there exists a projective measurement answering the
question whether there exists an input = such that the described test would trigger. The probability that this
measurement outputs yes after g queries then serves as a convenient progress measure. This is reminiscent to
the progress measures used in the so-called “hybrid method” that was introduced earlier to prove the query
lower bound for the unstructured search problem [BBBV97|.

We would like to generalize this technique to the case of random permutations. We follow a similar
strategy, and begin by devising a generalization of the test for a single input. To test whether a certain
input x has been queried in forward direction or output in an inverse query, and if so, whether, together with
the corresponding function output y = 7(z), it fulfils a certain relation R C [N] x [N], we define the following
operators:

R,x Rz R
™ = Z [m) (D, Ep” =151 = o) (+alp,)-
TESN:T(T)ER,

where we have defined R, := {y € [N]: (z,y) € R}. For later use, we also set Rl := {x € [N] : (z,y) € R}
and

Tmax ‘= max{ max |R;|, max |Rmv|}
€[N] y€e[N]

Unfortunately, the operators Ef% for different  do not commute, so we cannot simply use these to
construct a measurement answering the existence question. Instead, we will check whether a random x has
this property. To lift the worst-case bounds established in the previous section to the average case, we further
consider running the query algorithm with the twirled permutation oracle for uniformly random o, 7 € Sy.
Because the permutation in the database is now twirled as compared to the action of the oracle, we must also
consider the twirled relation R%7 that is defined as follows in terms of R:

(z,y) € RO = (0 (z), 7" (y)) € R. (6.1)

Thus we are led to consider the following natural progress measure:

2
|5 e

x| N]
o, 7SN
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where |¢”7) denotes the joint state of (a unitary realization of) the algorithm and database obtained by
running the algorithm with the twirled permutation oracle TSPO%". Remarkably, this progress measure not
only has an intuitive operational interpretation, but it is also directly related to the upper bound furnished
by the fundamental lemma (cf. Lemma 5.3):

Lemma 6.1. For any relation R C [N] x [N], it holds that
7 e = B S 3T s (T o) aw pan ) 1977

UT<—SN (z,y)GR WESN s.th.

H(m(o(x)))=y

Proof. We calculate:

Uﬂ_SN Z Z H<7T|D (I - |+o-($)><+a(x)’Dg(x)) |677) i

(z,y)éeR 7wESN s.th.
T (o(x)))=y

- Z S s (T e owlne, ) 1677

O’T(—S
N meSN s.th.

(U(w) m(o(z)))eRTT

= Z . Walp U = e {+alp,) 1677

O’T(—SN
r=1 wEeSp s.th.

(z,m(x))ERTT

=~ B [E5 e
z [N, IIT°P
o, 7SN

We can now summarize the plan for the remainder of this section:

(i) We bound the effect of a single query on any fixed location x of the database in Section 6.1.
(ii) We derive a bound on the success probability of the adversary in Section 6.2, but in expectation over
the random choice of the database location and the choice of the twirling.
(iii) We bound the (weighted) average probability that a database register is no longer in the uniform state,
which is necessary to complete the proof, in Section 6.3.
(iv) We combine (ii) and (iii) with the fundamental lemma to obtain our main theorem in Section 6.4.

6.1 Bounding the Success Probability in the Worst Case

We start with a useful lemma that follows readily from Lemma 5.2.

Lemma 6.2. Let Q389 € {0389, O;P}E)[;nv

(i) || BT QR0 (I - 1I5")|| < o/l
(i) |ER"QSESs 10)|| — |IER™ |9)]| < 4/ 1!

pure state |) 4xyp-
(iii) | B QY5 " 1+a) (olp, || < 20/l for all = € [N], where QY5 := (2] x Q% 12)x

, and x € [N]. Then:

(I = [+2){+alp, ) 0] + | ER* QSECp [ +a) (+2lp, |9 for any

Proof. (i) Since Q§(P39D is a unitary controlled on register D, it commutes with computational basis projections,
and hence with Hg’m. Therefore, and using unitary invariance, we obtain

|-

= |0 (- 15 Qs |
= [ (= o) el (= 1)

= [ ) el (7~ )|

|
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i)

x

< 5" oo | <

The last inequality holds due to Lemma 5.2.
(ii) Since

R R R R R
QS0 |6) = ER QRO ER" 10) + R Q0 (1 - EE) |9).
and ||ERI %PQDEg’x |oY || < ||Eg’x |o) ||, we have, by the triangle inequality,

|EE=@Bon 10| - |BE* 1) < | EEr@sio (1 - EF") 10|

Since I — Eg’m = (- Hg’m)(I — |4+2){+z|D,) + |H+z){+z|D,, we can bound the right-hand side by

| Ei Q320 (1~ BE) 10)]

< HES@ SO~ )T = [+2) (+21,) 90| + | B QS o), 1)

ol (1= 1) el 0]+ | EE= QB )l )]

using another triangle inequality and, in the last step, part (i).
(iii) We can proceed similarly as in part (i):

HERJT SPO,z ><+m’D HR:E I_’+:c><+z‘D SPOZ’+¢><+$‘D
HHR“QS?’ZHmHaDz + HHR@|+I><+I\DIQ§F;§” ) (+2lp,
R, | Ra |
<2 ), | < 2y 0

We now bound the effect of a single forward query on the probability amplitude.

Lemma 6.3 (Forward query). For any pure state |§) 4y p such that (7] ) sxy pll> = 77 for all T € S,
and for any x € [N], we have

HEg’mOg(P)QD [o) H - HERx H < H( — o) (+elD.) 10 || + 24/

where |¢z) gy p = (| x |9) axyp and

IRI 1%

M2+

Qi)

H(TFJEC‘DIC |92) i

z2=1 mrpcimye(2)ER,

Proof. By Lemma 6.2 (ii), we have

|25 0% 100 - 11 1601l < \/ 212 = 1) (ol ) )] + BB O e (el 163

(6.2)

To upper bound the right-hand side norm, we compute its square as follows:

2
i S O»
|EE=0% % ) (elo 18)] = 3 ||¢elx EE=OLEEo 42 chal, 13| = 3 | A0 el I8

z€[N] 2€[N]

9

where we defined Of,F}?’Z = (2] OF9) |2) x. We analyze the summands and distinguish three cases:
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(i)
(i)

(iii)

For z > «x, O;Fzg)’z acts trivially on D, by Lemma 4.4, and hence commutes with |+,)(+2|p,.

As Eg’x|+$><—l—x\ p, = 0, we see that the corresponding summands vanish.
For z = z, then we have the following bound from Lemma 6.2 (iii):

2 R
3 S 07
| 5050 o) ki, 0| < a2 oy

For z < z, the argument is more involved. We begin by computing the action of 035/%0’2 on computational

basis states. For m € Sy, let us write m = 7>, ( t) T« as in Section 3.2, with ¢ € [z], and define 7ye :=
TszT<z. We may identify m,e with the indices t; for k # x; accordingly we shall write |r), =
[t)p, Tz} p .- Note that if 7, (2) = ¢ then 7(2) = 7>, (), while otherwise 7(z) = mze(2). Thus, for
every m € Sy and y € [N], we have

|y %) 77>$(£)> l, TrmC>YDzch if 7T<I(Z) =t,
|y @ mpe(2),t, Mae)yp,p..  otherwise.

SPO, SPO,
Oyp “ly:m)yp =0yp " |yt Tac)yp,p,. = {

It follows that

SPO,
Oyp )y I+2)p, [Tae)p.. = Y & Tae(2))y |[+a)p, |Tae)p.

+ \}5 (Iy D7s0(@))y —ly @ mc(z»y) Im<a(2))p, I7ae) e »

hence
SPO, > 1
(I = [+2)(+2|D.) Oy " [y)y |+2)p, |Tze)p . = ﬁ(‘y O T>a(T))y — [y ® WmC(z»y)
1
@ (In<e(Mp, = =14+, ) ® Ime),.
and finally

R,z 4SPO,
ENT Oy 57 W)y [+e)p, T2e) .

= jg(y @ moe@y ~ WO ey ) © (Lnoer, Ire@p, — = 3 Wp,) @ Imachp,.

telz]NmS 2 (Ra)

2 1 1
=M | zloly @ (e, raa(@lo. 5 X p.) @ e, |
tefz)NmZi(Ra)

where the operator M}(,Zl))zc is defined by M}(,Zg)mc Wy [Tze)p. = (Y S Tsa(2))y — |y & mae(2))y) [Tae) p .
and has operator norm < V2. Thus:

R,z ASPO, 1 1
BEOFD" 1+, ) p,e = Mo = (Lo, Ires@p, =3 30 p,) Imach,.
te[{l‘]ﬂﬂ';;(Rz)
We can now bound the desired norm:
2
| B0 " +a) (+1p, 162)

= | B O3S 1+a) (alp, 3 |Tae) (Tae D, |2)

TgC

R,z ASPO,
= ZED YOy p " |+ p, Imee) p. . (Falp, (Taclp, . [62)
TgC

2

2

1 2

2 1
= [45,. 3 Z (rcer rs@n, =5 X 10,) Iedi,e Cralp, (el 162)

Tz telz]NmI L (Re)
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i;\\(lwwem\w(z»m—1 S 1n,) (el el 162}

te[z}ﬂﬁ>x(Rx

IN

2

sZ( ree(2)eRs || (Falp, (Taelp.. [62) —H ST 0, (+elp, (Teelp. [62) )

e ‘U]m”>alc(Rx)

4
SR SN (CPRCEPTS! =D SRS DR [P TP TS

e imac (2)€Re Tae tefa]nmsl(Ry)

4 4
=B DR (G PR L SR DI [C ) [

Tpeimgpe(2)ERy Tz te[x}ﬂwgi (Rz)

Here the first inequality follows from the bound on the operator norm of M}(,%xc, and the fact that all
mye are orthogonal, the second inequality follows by Cauchy-Schwarz, and the last inequality follows by
the fact that |+5) is a unit vector. It follows that

z—1
2
R, SPO,
S| EEOF9 ) (. 162)
z=1

z—1 z—1
4 2 4 2
SODIND I [N = D) DD DR SRSl
z=1 ryeimye(2)ER z=1 Tz¢ te(z]NnI 2 (Ra)
4 z—1 9 4 N
< .TZ Z <7Txc|ch |¢z> +EZ Z H<7TIc|ch |¢>H
2=l mpeimye(2)ERy T2¢ te(z]Nm3 s (Ra)
r—1
4 2 4 1
= mz Z (Tae|p,. [02) +;Z Z NI
z=1 TpC T gC (Z)ER;E TgC te[x]ﬂﬂ-;;(Rx)
where we used that [|(m|,, |¢)||* = 3 for all 7 € Sy and hence [(72e . |9)]|? = 3. Since
11 | Re|
Z Z NI M Z 1 =Pr(r(z) € Ry |7+ Sn) < N
Tze tG[I]ﬂTr;;(RI) TESN:T(T)ER,
we find that
z—1 -1
4 2 4R
R,x ASPO,z T
S| g oF oo < 15 [macl e 600+ 5 el
z=1 =1 mycimpe(2)ER,
Altogether, we obtain the following bound for the right-hand side term in Eq. (6.2):
R,z ASPO ’ z\ 2y 2 4 |R,|
| EE0SR +a) el 18| < )2+ Z > |Eelp o]+

z2=1 mrycimpc(2)ER,

R, 2
= o, | Bl e 4 |recl, I

2=1 mrycimpc(2)ER,

and the lemma follows. O

Next, we now bound the effect of an inverse query on the probability amplitude.

Lemma 6.4 (Inverse query). For any pure state |®) sxyp such that |{7|p | axypl® = ~, and for

NT
any x € [N], we have
o) < VB0~ 1) (ol )] + 4y

R,z ~SPO,inv R,x
|570%5%™ el - |5
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where |¢z) gy p = (T|x () axyp and

. R, R
= Dol g+ Bl L 2 5m S el 100

zER;,; Tpe: 7r>m(z)<x

N
+ % Z Z [z] N 73h(Ry)| H<7Tzc|ch |¢2)

2=+l :w;i (z)=x

2

Proof. By Lemma 6.2 (ii), we have

|EB=oseei 3] - | E5= 100 < /2211 = 1) halna) 100 + [ EEOEE™ e el 191 (69

and we need to bound the right-hand side term, which we can rewrite as

)

2 2
|EE 00 ek relp, )| = S | BEZOF ™ +ad e, 162)
z€[N]

where O}S)DDO’inV’Z = (2| x O?g?DmV |2) y. We analyze the the right-hand side summands and distinguish three
cases:

(i) For z = z, we have the following bound from Lemma 6.2 (iii):

2 _ 1Bl
< 4= lga)]*.

| BSOS 2} . )

(ii) For z < z, we proceed similarly as in the corresponding case of Lemma 6.3. For m € Sy, let us again
write m = ms, (¢ t) <, as in Section 3.2, with ¢ € [z], define mye := T, Ty, identify mye with the
indices tj, for k # z, and write |m)p, = [t)p_[7ue)p . Let

Sy = {mpe + Toh(2) <a} = {mpe 1 SL(2) <a} = {mpe : Wop(2) =2} = {mpe ¢ ty # 2z Yw >z}
If mpe & Sy 2, then n71(2) = z for any choice of t. Hence OSPO "% acts trivially on D, and we have

R,z ~SPO,inv,z
ED OYD

R, SPO,inv,
>DI ’W$C>Dmc = EDgC >Dz Oy p : ‘W$C>Dmc =0. (6.4)

Now suppose that m,c € S; .. Then,

ly & z,t, 7oe)yp p. if t =z,

OSPO,inV,z
YD ] g
ly & oo (2),t, 7“3“>YDQCDIC otherwise.

|yat>7"xc>y[)szc = |y@77_1(z)7t77710>YDzch = {

It follows that

SPO,inv, -
OYD inv,z |y>Y |+€E>Dz |7Txc>ch = |y S 7T<QIC(Z)>Y |+I>Dg; |7TxC>ch

+ \;E(LU )y —|y® W;;(z»},) 12)p, ]77:58>ch 7

hence
(T = I+2) (2|0, ) OV ™™ o)y o), Imac)p,. = V}(w O )y - ly®7ZH(2))y )
® <|Z>Dm - \}5 |+JJ>D$> ® |Tze) .
and finally

R,x ASPO,inv,
Ep 0y 5™ % ly)y |+2)p, |7Tm”>ch
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x 1
telz]NmS , (Rz)

= (e sy~ ) ® (Len dp, -3 Y In,) Sl

1 1
=M | ey (Ler oo, =3 X 10n,) @, ).

tefz]nmS (Ra)
where the operator M}(}%CEC is defined by M}(,ZDZC Wy [Tee)yp . = (ly®z)y — ly®moa(2))y) [Tze) b
and has operator norm < V2. Thus:
R,z ASPO,inv, 1 1
EN* Oy ™ 42 p, Tze)p . = Mx(/zl))zcﬁ(lzel%x 12)p, — 7 Z |t>Dm) ® |Tze) .

telz]nm3 2 (Ra)

Using the above and Eq. (6.4), we can now bound the desired norm:

2
HER:EOSPO inv, Z|+:L‘><+x|Dz ‘Qsz)

. 2
= Eg7$O§IDD()71nV7Z’+x><+x‘Dz Z’ﬂ'wc><ﬂ'mc‘[)zc |¢z>
T gC
2
= 3o EETOY™ +a)p, ITae) b (ol p, (Taclp,. [62)
chesac z
(2) 1 1 2
| ¥ (erlto, 1 X 190) Maedo o, (Rl 16:)
Tge €52,z tefz]Nm3I L (Ra)
2 1 2
<2 Y (ertedn— 1 X 10, (el (Tacl,. 162)
Ty €Sz tefz]NmZ2(Ra)
4 1 2
< z Z l:cr, <+$’Dz <W$C’Dmc 62| + EH Z ‘t>DI <+I‘DI <7r$C‘D1c |¢2)

Tpe €Sz te[z]Nm ) (Ra)

1Y 5 Y elo, ool

<‘|'x|D96 <7T:L“C|D o 02)

Tpc €Sz, 2 chesx z te[z]ﬂW>I(Rz)
4 2
< p Z Leer, |[{Taelp, . |92) Z Z H<7T$C‘Dxc |62
Tpc €Sy~ TrTCESI 2 te[z}mﬂ->T(RI)

following the same reasoning as the proof of Lemma 6.3. It follows that

2
)(+zlD, |92)

r—1

R,z ~SPO,inv,z
ZHED OYD
z=1

4 r—1 9 4 r—1 9
MDD EN L PAS] E=D DD DENED DI APATS
2=17,c €Sy, > z2=1 7, cE€Sy, - te[x]ﬂﬂ‘;; (Rz)
4m—1 9 4 9
<2l X tenfmelpel] <5 X b o)
2=1 T c €Sy, > Tge tE[a:]ﬂﬂ> (Rx)
4171 9 4 |R |
<2 2 Lenr|(melp el + 5y

z=1 chESI’Z

x|

)

2 4 |
(Taclp,. 102)|| +

4 z—1
= E Z Z 1Z€Rz

z=1 ch:ﬂ;i(z)<x

where the last inequality follows from the same argument as in the proof of Lemma 6.3 and is using the
assumption that [[(mze|p |9)||? = % for all m € S.
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(iii) For z > x, we use the same notation as above, but instead of S, ., we consider
/ -1
St = {mae : 7I4(2) <z},
"o . -1 _
Sy, = {mae + 754(2) =z}

If mpe &SI, , U SY , then we see as above that 7~ '(2) does not depend on the choice of ¢ and hence

T,z

R,z ~SPO,inv,z
ED OYD

+$>Dz |7Tffc>ch — E'g:m |+:L">Dz O}S/PDO,inwz 7TxC>DIC —0. (65)

Next, suppose that m,c € S;ﬁz. Then,

ly ®z,t, Toe)yp p . if t = 72l(2),

SPO,inv,
OYD mv,z 1 )
|y ® e (2),t,Tze)yp,p,.  Otherwise.

Y, tv 7T$C>YDszc = {

Sk O,l‘IIV,Z I — T z xC

+ \}5 (!y D)y —ly® w;cl(z»y) 722 (2) p, [Tae)p.. s

hence
SPO,inv,z 1 -1
(I = ) (el ) OFE ™ Iy o, Imae)p,. = = (lw @ 2)y =y © ! (2))y )
_ 1
@ (I3 p, = 7z [+aln, ) ® Ime),.
and finally

R,z ~SPO,inv,z
ED OYD

= \}EOZ/ D)y — |y ﬂ;cl(z»y) ® (lzGRx |7T;;(Z)>Dz — % Z ’t>Dz) ® |mae) .,

tefe)nms ) (Re)

Yy |+z)p, I7ze) p

xC

2 1 _ 1
=M, | ey @ (Ler InsiGDp, =5 X0 [0p.) @ lmalp,. |

telz]NmS L (Ra)

where the operator My, . is defined by My, . |y)y [7ee)yp . = (ly®x)y — ly @7 (2))y) Imae) p
and has operator norm < V2. Thus:

xC

R,z ~SPO,inv, 1 _ 1
Ep xOYD : H‘x)Dz |7T1:c>Dxc = MXI/ch,ziﬁ (1Z€Rz ’7T>;(Z)>Dz T E ’t>Dz) ® ‘7%0>ch . (6.6)
telz]nNmI L (Re)

Finally, suppose that m.c € Sy .. Then,

SPO,inv, <
OYD inv,z |y’ t, Fx“)YDszC = ’y D 7T<:i(t)7 t; 7T:cC>YDszc )

hence
1 x
SPO,inv, —
(T = ) el D) OFF ™ by ), Imae)p,e = = 3y © wh )y
=1
1
@ ([t)p, — z [+e)p, | ® |Tze)p_. s
and finally

R,z ~ASPO,inv,
ED xOYD s ‘y>Y ‘+-’E>Dz |7rxc>Dﬂc

c
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1
Z ly & Ty (t))y ® L .()eRr. It p, — z Z ) p, | ® |Tze) .
t'€[z)NmI L (Ra)

1
YD 7z )y ® Z t)p, @ mee)p . |

telz]nNmI L (Ra)

with M{ip [y, t, mae) = (J[y @ 72a(t))y — 130 _ ly@t)y) t)p, |Tze)p, ., an operator of norm < 2,

hence

R,z ~SPO,inv, 1
En IOYD B |+I>Dm ’W$C>D,;c = MSI;DE Z ’t>Dm ® ‘WIC>DQCC .
telz]Nm3, (Ra)

Together with Egs. (6.5) and (6.6), we obtain

HER :(:OSPO inv,z

2
)(+z|D, |02)

2
= HER $OSPO 1nvz’+ﬂc><+m‘Dx Z’WICM%?C‘DZC ‘¢Z>

TgC

. 2
R,z ~SPO,inv,
=| > ERTOFT tadp, 1meedp, (Falp, (Tarlp, |62)
ﬂ—zceslz,zusg,z

. 2
R,z ~SPO,inv,
Ep ZOYD e H‘w>Dz ‘ﬂw°>ch <+w’Dz <7T:BC’D,CC |2)

T pC ES;/L',Z

. 2
R,z ~SPO,inv,
+2| 3 BETOYRM adp, Imeedp,. (+olp, (aclp,. |62)

"
chESm’Z

<2

1 _ 1 2
=2 Mip.e Y (e msiGp, — 5 X 100,) e, (ralp, (reclp,. 162)

x

Tpe€S) - te[x]ﬂw;lc (Rz)

1 2
vy 3 o X Ip, Imeedp,. el (el 162)
-1

|(ter. m22@n, =5 3 100,) (b, (marl 162

Tpe€S) . t€lz]Nm32 (Ra)

S0 D> |t>Dz<+erz<wlec!¢z>2

wzceSg’ 2 te[z]NmIL(Rae)
2
S teen b, (el 00| + = SO > ||¢eln, (marlp, 62)

wxceS; . Traccescc 2 t€[z]NmS L (Ra)

+§ DS H<+z|D,c<w|ch|¢z>2

T2 €57 - telz] NS L (Ra)
] 2
<3 Y Lenfmelp el +x X X [l b

WLCGSQC z chesa: z tE[l‘]ﬂﬂ'>I(Rz)

YD H<szc|¢z>2

71-a:‘jesclvl,z te[x]ﬁw;;(Rm)

By summing the above estimate over all z > x, we obtain

N
. 2
Y B0 )l 162)
z=z+1
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N
= DD DS R [EFRTE Sy % [reslo 16

z=z+1mc€S) , z=a+1 mee €55, te[z]NmI L (Ra)

s > > [melp 162
1 -1

8 - 2 8 |R, 8 & 2
<=y Ler|[(melp, 02| + 552 +2 3 > 2 [l 162)
s+l mye€S) a=r+1 14 €87, tefelnmsl (Ra)
N
8 2 8 |R
3 Y ter|melp b+
z=z+1 2Ct 7r>ac( )<:E
8 o 2
=D o] N 7S H (R | o [2)
z=x+1

Tpems s (2)=x
The last estimate follows as in part (ii).

By combining the results of (i), (ii), and (iii), we obtain the following bound on the right-hand side Eq. (6.3):

Biel 16,12 + Z > ten

L e TS z)<a

4 |R,|
TN

2
(mae|p,. |62)

8 | Ry
+ 2 N

2
(e |ch [

8
HERIOE(PYODIHV|+96><+JZ‘DZ |¢>H < | T Z Z Lecr,

2=+l 17'(;3: (z)<z

8 N -1 2
23 N TSR (el 162)

z=x+1 Tge :ﬂ;; (z)=x

N
|R$| 2 1 |Rx| 1 2
— o) [1” + 2N 3 Z 21: Lier, |[(Taelp,. |92)
z=1 Tpeims . (2)<z
<4
< o y )
=Y Y RN E)l |l [2)
z=ax+1l g cop (z2)=z
=" >z
|R | 1 |R 2
lgall? + =D DD DR [CHRTS
ZGRI Tgems s (2) <z
<4 LN )
=3 o] N TS H (R |[(oe |, [92)
Z=T wﬁc:w;;(z):x
Now the lemma follows. O

As a consequence of the preceding lemmas, we obtain a bound that holds for any query algorithm that
makes ¢ queries.

Proposition 6.5. Let A be a unitary query algorithm on registers AXY , where X and Y are N-dimensional
registers, that gets query access to two oracles that each act on XY . Let |¢) 4y p be the joint state of
algorithm and oracle defined by running InltSPO and then ASPOP . Suppose that A makes in total q queries to
its oracles. Then for any = € [N],

Jet o = 3 (VL o= teato 1] 4y
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< 2q2( Bl (1= o, )+ 1662),

7j=1

where |¢(j)>AXYD denotes the state right before the j-th query of ASPOP and where we defined Céj) = C\tﬁ“’)m

as in Lemma 6.3 if the j-th query is a forward query and otherwise Cg(g : Cﬂ%) , as in Lemma 6.4.

Proof. We will prove the first inequality, since the second follows directly using the Cauchy-Schwartz inequality.
To this end, we first observe that ||(7|, |09)) 1y pl? = 4 for every j € [g] and m € Sy. This is because

the database is initialized in a uniform superposition of the basis states |r),, the query unitaries O§(P§9D

and O;P;)Dmv are controlled on D in this basis and hence commute with a basis measurement, and all other
unitaries applied by A only act on registers AXY. Thus the states |¢pU )> Axyp Satisfy the requirements of

Lemmas 6.3 and 6.4 and hence we see that, for Q5P € {O3PO, OSPOMV1 and any = € [N],

|E57a% 190 - |81 < {2 - ety WO+ 0/ o)

We will now show the following inequality for every k € {0,1,...,q}, with ]¢(q+1)> = |):

HERI ¢k+1 H< (\/T H ~ ) +x|Dz ¢(J H+4\/>> (6.8)

This will conclude the proof, since for & = ¢ it is the desired inequality. We use induction over k. For k = 0,
the inequality holds trivially, since all database registers are initialized in a uniform superposition and
hence (I —|4+4){+z|p,) |¢) = 0 and Eg’x |¢) = 0. For the induction step, note that for any k£ > 0 we can write

¢(k+1)> SPO ‘gb(k

R,x _ Rz SPO k o R,x
Ep axyp = Ep UaxyQ¥yp 19%) axyp = Uaxy ER Q350 16™) axy b

for some unitary Uaxy, where Q3P0 € {O5FC, O5PO:vY depending on A’s choice for the k-th query. Here
we have used that the operators Usxy and Eg’x act on disjoint registers. Using first the unitary invariance
of the norm, then Eq. (6.7), and finally the induction hypothesis, we get

HESJ W(kﬂ))H = HER’ng(F;QD |¢(k)>AXYDH

< 00 - el 0] 4
< Z(W | (1= 1+a) (el ,) 169 +4\/@>.

Jj=1

This concludes the proof of Eq. (6.8) and hence proof of the corollary. O

6.2 Bounding the Success Probability in Expectation

As discussed at the beginning of the section we will now lift the worst-case bounds established in the previous
section to the average case by running the query algorithm with the twirled permutation oracle for uniformly
random o, 7 € Sy and also averaging over the choice of x € [N], corresponding to the progress measure

2
|5 =160

o, 7SN

where R is the twirled relation defined in (6.1). Note that rmax = max{max,c[n)|R2"|, max,cn| (R”’T)ZHV]}.

The main result of this section is the following. It shows that the randomized test for the twirled relation
rarely succeeds for algorithms making not too many queries, up to an error term that captures the “sparsity”
of the database and that will be bounded in Section 6.3.
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Proposition 6.6. Let A be a unitary query algorithm on registers AXY , where X and Y are N-dimensional
registers, that gets query access to two oracles that each act on XY . Suppose that A makes in total q
queries to its oracles. For every o,7 € Sy, let |¢77) yxyp be the joint state of algorithm and oracle defined
by running |n|tSPO and then ATSPO5" . Let B be the query algorithm on registers BXY as in Lemma 4.9,
with B = AZ and Z another N-dimensional register. Then,

2 2q _ om )y |2
|5 lomm) \2 < 3844 Tmax(ln(zN) 2 eSS B )Gl ) 197700
<_[N] N z+[N], T
o,7+SN j=t 0,7+SN

where |¢‘”(J)>BXYD 18 the state given by running InltSPO and then BTSPOL" until right before the j-th query.
Proof. By Lemma 4.9 for every o, 7 € Sy it holds that

TSPO%™ __ 13SPO
BTSPO5T — gSPOb,

with B, - defined in the statement of the lemma. Moreover, the joint state of the algorithm and oracle defined
by running Init}} © and then either of these two algorithms is given by X7 gpxyp = 1677) axyp @ [0) .
Thus we can apply Proposition 6.5 with the relation R°7 and the algorithm B, -, which makes 2¢ queries to
the untwirled standard oracle, to obtain

2q o,T
2 R
<4q) <| " |
j=1

where ‘XU’T’(j)>BXYD denotes the state right before the j-th query of B(ST,F;OD and

o, T 2 o, T
HE% s ‘¢o’,7’> ‘ — HEII'; T ’XO',T>

2 .
— |+l {+alD,) |XU’T’(])>H + 16g‘g”7(9)>, (6.9)

xT

o) _ {<|X”T )y, if the j-th query of B, - is a forward query,
CII;IZT @), if the j-th query of B, ; is an inverse query;
the right-hand side quantities are defined in Lemmas 6.3 and 6.4. In view of the relation between B, and B
in Lemma 4.9, we can express the pre—query states of the former in terms of the pre-query states of the
latter: we have |x*"()) e {vg |7y VEVE \d)c” ' )} if the j-th query of B, ; is a forward query, and
otherwise |x"0)) € {VT [¢om)) VIV ](b‘” )}. Using the unitary invariance of the norm, we see that

(T = 1+2) al,) D™ = [ (1 = 12l ) 16770 (6.10)

and

o, (7) —
T inv

VI |po™ ()Y 2

CV)? 6o if the j-th query of B is a forward query,
if the j-th query of B is an inverse query.

o,7,(j)

o)) . We distinguish the two cases:

To prove the proposition, we need to upper bound E; ; - ¢

(i) If the j-th query is a forward query, we have

] |R | ( 0‘77" 1 z—1 ) 2
G0 = g o = T gy e+ L 15 [ a1, 5T
2=l eimye(2)ERGT
Where |¢O—77—7(J)>BYD .

the above term by term, beginning with the first term. Now, p = || |¢U Y >||2 is a function of the
reduced state of an algorithm that makes queries to the twirled standard oracle (the part of B right up
to the j-th query), so it follows from Lemma 4.6 that this quantity is independent of o, 7 € Sy. Thus:

= (|5 197™Y)) gy p (as in Lemma 6.3). We Will now upper bound the average of

‘Rx | H’quT () >H2 E Tmax p(]) _E Tmax E p(j) “E ’I“maX (j)

a:o,q- —I(z) z,007 T o~ 1(z) x T or o~ 1(z) T T g;/ Py
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N
1 1 G) In(N)+11
= —_— —_ < e
Tmax(zv;a)( Zp ) = Tmax =Ny

z’'=1

= (In(N) + 1)7";;" (6.11)

since 25:1 pg) = |||¢=™@)||?> = 1. The second term can be bounded straightforwardly:

N
1 T'max 1 w2 Tmax Tmax
B = E:ESEN2§2N2' (6.12)

We defer bounding the third term to Lemma 6.7 (i), where we get

B = Z DI [C WZ’Z@QHQ < (In(N) +3) 5. (6.13)

2=l cimpe(2)ERG T

Combining Eqgs. (6.11) to (6.13), we obtain

E () < (2In(N) +6) r]fyg‘. (6.14)

(i) If the j-th query is an inverse query, we have

SR YT DD D [P v 51 |

ZERz Tge: 7r>1 (z)<z

+1i >l st el 67|

e :7r;glc (2)=x

T
o,7,(j) _ sinv |R |
T T SVE ‘(;ynf,(j))7

9

where \(ﬁg’T’U ) pyp = Elx 077 ) pxyp (as in Lemma 6.4). The average can again be bounded term
by term. For the first two terms we proceed as above and for the last two we use Lemma 6.7 (ii) and (iii).

Altogether we obtain

E ¢om0) < (In(N) +1) ]‘33" +2 ;\‘};" (In(N) +1) ]“\;a" (In(N) + 1)3“\}3"

P (6.15)
= (3In(N) + 5) .
From Egs. (6.14) and (6.15) we see that in both the forward and the inverse case, we can bound
o,7,(J Tmax
E & U) < 3(In(N) +2) N
We can now use the above and Eq. (6.10) to further bound Eq. (6.9) and obtain
RT, O’T G’T | ch 2
B |E5" 107 <64qz E_(770)+4q ZIET B = o elon) 9|
T < 7
< 3842 (In(N) + 2) 22 4 44 Zx% Rz (1= 1+2)(+alp,) 1677 ”>H
2 2q _ PRONIE
q TmaX(ln(N) + 2) H(I ’+x><+x|Dz) |¢ Y >H
= 384 N2 + 4qrmax Z xE . ,
J_
which is the desired result. O
Lemma 6.7. In the situation of Proposition 6.6 and with |¢JTU >BYD (€] x 1677 5yy s we have:
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7,(7) H +3)T’max'

<7TxC|D c ’¢ o—1(z)
( Tmax
<7TCEC|D c |¢T 1(z) H + 1) .

_ ) kR [tmael |¢jTi(Q)>H < (In(N) + 1)y

. 1 z—1
(7') Ez(—[N}, o, 7SN ¢ Zz:l Tpe mae(2)ERST

y 1
(ZZ) E:E(—[NL 0'77_<_SN 5 ZZERU’T Zﬂ'zc 7T> ( )<£L’

(%) Ep (N], 0,75y 3 Zz z+1 Zm

e 7r>cc

Proof. Note that the quantity

Qo = H(TWO’71|D ‘¢Z’T’(j)>H2 = H(Twafl‘p (€lx |¢0’T’(j)>H2

can be interpreted as the joint probability of the outcomes of the following procedure: initialize the database,
run an algorithm (namely, B up to right before its j-th query) that makes queries to the twirled standard
oracle, measure the X register to obtain an outcome { € [N], and also apply the recovery operation to the
database to obtain an outcome w € Sy. Accordingly, Lemma 4.6 shows that ¢, ¢ does not depend on the
choice of 0,7 € Sy (which justifies the notation) and that the marginal distribution of w with respect to g, ¢
is uniform, i.e., de[ N wg = % for all w € Syy. This observation will be used to establish all three parts of
the lemma.

(i) We start by writing

EAS Y el - 8

o, T z7 77—
z2=1 1 cime(2)ERY z

r—1

1
; Qr—lno,0-1(z)" (616)
1 mimge(2)eRST

§3

Recall that m = 7w, (z t5) 7>, for some ¢, € [z], as in Eqgs. (3.1) and (3.4). We will write t,(7) := t, to
make explicit the dependency of ¢, on the permutation. Because z < x, we have

e (2) = {ﬂz) if 7ea(2) # ta(m),

m(x) if mep(z) =ty (m),

so we can write the right-hand side of Eq. (6.16) as a sum of two terms,

IE:E')T - Z Z dr—170,0-1(2)

z=1 1 e (2)ERTT

- :c:zETJT T Z Z 17r<z )FEt (T QT Lro,o—1( + IET T Z Z 17r<z ta( q’T lro,o—1(2)

z=1mm(z)eRy7 z=1mr(z)eRT”
1
= xl:E0}.7. O'(CIZ/) Z Z 17r<o'(z’)(a'(z/))7éto-(z/)(7—71—/0'71) q7TI7Z,
- sreo—1([Lo(@)]) w'in ()€ R,
1
LE s D L o)t o) Gt

Zeo([Lo(a)) 7w (¢ )ER,

where the last step follows by substituting x = o(2'), z = o(2’), and 7 = 77’0 ~!, noting that (z',0,7)
is still uniformly random, and using the relation w(§) € RZ" < 77 1((£)) € R,-1(;). As T only appears
in the indicator functions, we can rewrite and bound this as

1 —
Eow X3 Blreewfol) o (rre ) e
’ Z'eo—([1,0(x’)]) n':m' (2 )ER
+ IEJ () Z Z I;r(w<g($,)(a(z/)) = to(:p/)(Tﬂ'lafl)) Q'

Z'eoc—1([1,0(a")]) w':w! (' )ER 1

T

1
:a:]’:ﬂa'o‘l‘/ Z Z
o o) &

Z’eo—1([1,0(z")]) =’

Pr  (megp(o(Z t') Gur o
B reolo ) £ ) 6o
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> > Pr (Tep@)(0(2) =) qu

ser([Lot) i (@er, "7

1 1 1
< a::!i,}a O'(CL’,) Z Z qn’ 2 + .Z’/E,)O' m Z Z mq#,z’

Z’eéoc—1([1,0(x')]) w':w' (2" )ER, Z'eoc—1([1,0(a")]) 7w (z')ER

1
Z qr’ 2 + x:!i,)U W Z Z qr’ 2

Z'eo—([1,0(a’)]) n':w! (2 )ER z'€o—1([1,0(z")]) w':w! (x')ER

since, for any fixed 2/, 2/, o, 7, the permutation 77'c ! is uniformly random in Sy, so to(e (Tm o) is
uniformly random in [o(2")] (by Corollary 3.2) and hence equal to any fixed integer in this interval with
probability ( - We can finally upper bound the above by

1 1
x]/'?'g O‘(aj‘/) Z Z qr’ 2! + a:]’E,)a W Z Z qn' 2!

Z’Ga*l([l o(a")]) w'im (2" )€ Ry Z'eo ([0 (2")]) w':w' (2 ) ER

1 N
= m, e J Z Z qn’ .2’ + EZEJU W Z qn’ .2’

z’ 1l (2')ER,, Z'=1n":w'(z')ER,

N
Z qn’ 2

Z'=1n"n'(z")eER, Z'=1x"7'(z')ER,
N N
In(N)+1
< (]\)[ZEJ: Z Z qr’ 2! + Z Q7r’,z’
Z'=1rn"7'(2')ER '=17":n'(2')ER,
N
IH(N) +1 / inv 2 1 /
~HOE S S R e+ oy B <
s N 2=
ID(N) + 1 rmax 4 ﬁirmax

where we first enlarging the sum over 2’ to all of [IN], then we bounded the expectation over o by
using that o(2’) € [N] is uniformly random for any fixed 2/; in the last equality we also used that the
marginal distribution of 7" with respect to g, s is uniform as discussed above.

(ii) Similarly as above, we begin by writing

xET; Z Z H<7TmC|D |¢:Ti((jz >H2:w]§7_; Z Z Qr—1ro,r1(2)

2€RTT mpeimIL(2)<z 2€RYT mrIl(2)<x

We can upper-bound this by omitting the constraint on 7, which gives the bound

1
JI:ETE Z Z r=tmo.r= =) = ac,I;JT Z QT_I(Z) z! o, O’ Z @

2€RTT 7 7r>z(z)<x 2€RST Z'€R
1 In(N) +1
= E < — E /
B(e,0) X s E Y
z'ERx/ Z/GRJC/
N
In(N)+1 ;
= = Y. Pr(’ € RI)qr < (In(N) + )35,
z'=1

where we use the notation g¢ := ) . Sy dw,¢ for the marginal distribution of § with respect to g, ¢; the
second step follows by substituting z = o(z’) and z = 7(2/).
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(iii) Again we begin with

z=z+1 Ty F;i (z)=x
N
_ 1 —1 o, T
- o Z |[z] N 7T>LI)(R:E )| dr—17g,7-1(2)
I’U7T :E
2=+l rn ()=
1 N
< Pmax :v,]E,T ; Z Qr—lror=1(2)
z=z+1 mrs L (2)=c
1
= T'max x’,Eo,T T(.’IJ/ Z Z 1((7#’0*1)>T(x/))*1(T(z’)):T(x’)QTr/,z/7

Zer—t({r(z’)+1,...N}) =’

where the last step follows by substituting z = 7(2), z = 7(2/), and 7 = 77’0 ~!. As ¢ only occurs in
the indicator function, we can rewrite and bound this as

1 _ _
Tmax z]’BT T(%l) Z Z :F;r(((Tﬂ'/U 1)>T(I,)) 1(7'(2/)) = T(-f/))qﬁf,z’
’ Zer—1({r(z’)+1,..,N}) =

1
= Fmax B —— > > Pr(0r(@)(T(2) = 7(2)) g (6.17)
ser-1({r(z')+1,.,N}) =
since, for any fixed 7 and 7/, the permutation 77’0 ! is again uniformly random. Using part (iii) of
Lemma 3.3, we see that the inner probability is simply equal to % Hence the above is equal to

T'max 1 T'max 1 T'max 1 Tmax
E 1 < E = E— <(In(N)+1 .
N orr@) 2 2 4 ST BT T N By s +DTn
Zer—t({r(z")+1,...,.N}) =
O
6.3 Sparsity Analysis
The goal of this section is to upper bound the term
A2
I — +(E +£B 0777(])
= o) ralo,) [6 618
z+[N], x
o, 7SN

which remains to be estimated in the right-hand side of Proposition 6.6. Intuitively, this quantifies the extent
to which a random database register D, has been queried by the algorithm, weighted by 1/x-.

To analyze Eq. (6.18), recall that |¢77()) Axyp denotes the joint state of the algorithm and database
right before the j-th query when run with the twirled oracle. By Lemma 4.8, we have

|¢0’T7(j)>AXYD = LBRUD ‘¢(j)>AXYD )

where |¢(j )> denotes the state right before the j-th query when the same algorithm is run with the untwirled
oracle. We can thus express Eq. (6.18) as follows:

NN
I— +x +a: Dy ¢U7T7(]) i i
p M= P el ) WL _ i gty (6.19)
z<[N], x
o, 7SN
where we have introduced the operator
1 T ag T ag
I'p:= E — E_(LpRH)NI - |+2){+:|p.) (LHRD) (6.20)

z+[N] T o,7<-SN
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where we recall that Hpy denotes the harmonic numbers, see Eq. (2.1).
To upper bound the quantity of interest, we now observe that that we can upper bound its growth with
each additional query as follows, in terms of the norm of a commutator:

<¢(j+1)‘I‘D‘¢(j+1)> — <¢(J')‘I‘D‘¢(j )

(1 ’QE(YDFDQXYD —TploW)

= (69|Q%y p[Tp, Qxvpll6V)
< [I[T'p, @xvolll (6.21)

where Qxyp € {0355, O?g?DmV} depending on whether the j-th query is a forward or an inverse query.
The first equality holds because the unitary that the algorithm performs inbetween the two queries does not
act on the oracle’s database register D.

We now calculate the operator I'p explicitly and use the result to estimate the norm of the commutator.

Lemma 6.8. We have

oo Hx-HY  HD - HY o) Hy - 3HY £2HT
D = N D N D N D >

where we denote H](\? = Zévzl x% and WO .= E, t-cycte B = Ey pcyere L0

Proof. We first compute the action of |+,)(+z|p, in the permutation basis. For any 7 € Sy, we have

[+a)(+zlp, [7)p = T2 (€ 8) T<a)
s(—[

= T2 (T te) T<a 7T<z (@ ta) T<a 7T<i: (z 5) T<a)
s(—[x]

= 7 (2 725 (te) (2 72(5)))

s(—[:r;

_ g Ruopglrrm)

T
s [x] ‘ >D

where we denote by ¢, € [z] the number in the decomposition (3.1) of 7, i.e., # = Ty (¥ t3) T<y; in the last
line we write ¢, (7) to make the dependence on 7 explicit. Thus,

xs) z 723 (ta(T))
) (elp, = S0 B REIRE TGO 10y iy

oy s¢—[x]

We first average this over the left action, which commutes with the right action, and obtain

- - zs T 77_; (tz(m)) _
B (L) o) (alp, Lh = 3 B REIRG ™) B i i,
TSN e s [z] T<—SN
=+Ip
_ E E R® Jpleretm) _ o REIRED _ g REOE,
TESN s+ [x] b s, t4—[z] b s, t—[x] b

If we now average over the right action, the permutation (x s) (x t) is conjugated into a random permutation
of the same type (either the identity, a transposition, or a 3-cycle, depending on the cardinality of {z,s,t}):

T PO T po o~ z) o71(s)) (o7 (z) o7 1(¢)
E (LpRD) [4+2) (telp. (LpRY) = E B RV I )

o, 7SN s t<—[:c] oSN
Z Pr (|{s,t.2} —)wl
= ol
1 2(x —1) (2) (z—1)(x—2) (3)

°To see this, note that E, RY |7) = B, |7y~ ") = E, [iy"'77'n) = E, |yn) = E, L, |n), since if v is a uniformly random
l-cycle then so is 7y~ 'n ™!, for any permutation 7 € Sy.
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and finally, using Eq. (6.20) and E,_y) ﬁ = H](\f)/N,

1
I'p= E =(Ip— E (LLHRL) |+.)(+s T po
P m<—[N}:U<D Cf,ﬂ—SN( pBRD)+2) (+z|D.( DRD)>
= 11, 2e-Dpe @-DE-2),e
_f‘”f[m((fﬁ $2>ID PR 23 Wp" ) O

Lemma 6.9. For Qxyp € {O%@D,O?ygnv}, we have ||[I'p, Q@xypl|| < %.

Proof. We prove the bound in the case that Qxyp € {O}PSD — the other case is identical except for using the

formula W in terms of the left instead of the right action. We first observe that since O%F;?D is controlled

on X,

|0, 03881 = mas |, O

where O}S/Fg)’z = (2| O35y |2) - Next, note that if v € Sy is any permutation such that y(x) = x, then

SPO,z
[Rp,Oyp ] =0.

SPO,:UR'Y

since for any y € [N] and 7 € Sy we have Oy, “R), [y, m)yp = ly @ n(v (@), 7y Yy p = ly & n(@), my 1)y p =

R%Oisf[?’m ly, )y p- Otherwise, if v(z) # x then it still holds that | R}, O)S/I}?,x]u < 2 since the commutator
of any two unitaries has operator norm at most two. Accordingly,

= 4
|0y <2 pr (i) #2) = 5
x 6
|, 089 | <2 Pr (3(@) #2) = <
v 3-cycle N

and hence, using Lemma 6.8, the fact that Hy > H](\?) > H](\:,)’) >0, and Eq. (2.2),

Y - g Hy —3HY +2H
SPO,z 2 SPO,z N 3 SPO,z
o, 08597 < 2= | Wl o3 | + NI w0350
_GHY —HY L - 3HY +2H
=5 N N?
6Hy — 10HD + 40P 6Hy _ 6(In(N) +1)
- N2 SN2 S N2

Corollary 6.10. For all j, it holds that

I

(I = o) ol p) 677D 7 (V) +1)

z<[N], €T - N2
o, 7SN
and hence
S (1= 1+2) (Falp) 1677O° P rma(In(N) + 1)

4qTmax M_E[JN] . <72 e
J=1 O’,T(—S}(]

Proof. The first formula follows from Eqs. (6.19) and (6.21) and Lemma 6.9 by using induction, since
(PO Tp [ = (Bspo| I'p |Pspo) = 0. The second formula follows at once. O
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6.4 Main Theorem

Finally, we can use the preceding analysis, together with the fundamental lemma, to establish our main
theorem (which formalizes Theorem 1.1 announced in the introduction):

Theorem 6.11 (Search). Let A be a quantum algorithm with quantum query access to a random permuta-
tion m € Sy and its inverse (Definition 4.1), which returns an x € [N], and let R C [N] x [N] be any relation.
If A makes fewer than q queries, then the probability that it returns an element x such that (x,7(x)) € R is

Crmax (ln(N) + 2)
N )

Pr [(z,7(z)) € R] <914

SN, Tz~ AUTUT
where we recall ryax = max{max;, |R,|, max, ]Riy“"|}, with Ry = {y : (z,y) € R} and R;‘“’ ={z:(x,y) € R}.

Proof. Without loss of generality we can assume that A is a unitary query algorithm on registers AXY,
where X and Y are the two N-dimensional registers that the oracles get applied to such that the classical
outcome x can be obtained by measuring the X register. Let B denote the unitary query algorithm that
first runs x + A, then makes one more query to load 7(z) into the Y register. Since A makes fewer than ¢
queries, the algorithm B makes at most ¢ queries. For every o,7 € Sy, let |¢77) 4y p be the joint state of
algorithm and oracle defined by running |n|tSPO and then BTSPOD" Then, Proposition 6.6 and Corollary 6.10
combine to

2 max (In(N) + 2 3 o (IN(N) + 1
¢*Tmax (In( )+)+72q7" (In(N) +1)

2
< 384 3 7

|E5 " 1977)

x| N] ‘
o, 7SN

Crmax (ln(N) + 2)

< 456 =

Using Lemmas 5.3 and 6.1, we can upper bound the quantity p(; defined in the fundamental lemma
(Lemma 5.1) as follows:

Crmax (ln(N) + 2)

2
< 456
- N

by <N B HE “1o77)

o T<—SN

Finally, the fundamental lemma states that

In(N) +1
VPO < VPt T
and hence
In(N)+1 Crmax (In(N) + 2
Pa) < 2(20(11) + (]\)[> <914 (N )
concluding our proof. O

7 Application to One-Round Sponge and Unruh’s Conjecture

We can now apply our results to obtain bounds for the hardness of search problems for algorithms given
quantum query access to a random permutation and its inverse.

We first show a bound on the pre-image search problem for the sponge construction, instantiated with a
random permutation, restricted to one absorption round and one squeezing round. The sponge function in
this special case, for a permutation m € Sg 1)» and with capacity ¢ < n, is given by

f7r: {07 1}n—c - {07 1}n—c, fﬂ(x) = 7-‘—('CI’IHOC)[Lnfc]’

where s[; ;) denotes the first r bits of a string s. The following result was stated as Corollary 1.2 in the
introduction.
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Corollary 7.1 (One-round sponge). For any y € {0,1}"7¢, the probability that a quantum algorithm A with
quantum query access to a random permutation w € S{O,l}n and its inverse returns a preimage x € {0,1}"¢
under the one-round sponge function fr, by making fewer than q queries, can be upper bounded as

¢*(n+2)

9min(c,n—c)

Pr X [fr(z) =y] <914

71'<—S{0,1}n, :L‘F.AUW7UW7

Proof. Let B denote the algorithm that runs = + A and returns 2’ := z||0°. Clearly, f,(x) = y if and only
if (2/,7(2")) € R, where

r= {(.Z‘/,y/) < {0’ 1}n X {07 l}n : xl[n—c-l—lm] =0°, y{l,n—c] = y}
Note that
e = g, g [ = 20000,
! y'

Applying Theorem 6.11 to B, which makes the same number of queries as A, we find that

32max(c,n—c) (n + 2) q3(n + 2)
= = ! ! < q == (e n—a) "
wesf{)(il}n, [fw(x) y] weg{);l}n, [(x (@) € R] = 914 2n o1 2min(c,n—c) -
x(—AUTUW?I &/ BUT U

Next we consider the double-sided zero-search conjecture, which states that no adversary making poly-
nomially many quantum queries to a permutation m € S{o )2~ and its inverse is able to find z € {0,1}"
such that 7(x[|0")[,41,2,) = 0" with non-negligible probability [Unr23, Conjecture 1]. The following corollary
confirms Unruh’s conjecture and establishes more generally an upper bound on the success probability for the
problem with an arbitrary number c¢ of zeros. It was stated as Corollary 1.3 in the introduction.

Corollary 7.2. The probability that a quantum algorithm A with quantum query access to a random
permutation m € Sy 1y2n and its inverse returns € {0,1}" such that 7(z||0")(,41,2n) = 0", by making fewer
than q queries, can be upper bounded as
3
n+1
Pr [Ty € {0,1}" : w(z]0") = y[j0"] < 1828 M
TS g 1y2n, T AUTUT 2

More generally, it holds for any c € [2n] and any algorithm A that returns bitstrings x € {0,1}2"=¢ that

S(n+1
Pr ) [Ty € {0,1}*"¢: 7(2|0°) = y[|0°] < 1828 M

— C
™ ™ 2
7"(_5{0’1}271, < AUTU

Proof. 1t suffices to establish the second claim since it implies the first for ¢ = n. Similarly to the proof of
Corollary 7.1 we can reduce to a relation, namely

R= {(x’,y’) € {0,13%" x {0, 1}*" - x/[Qn—c—&-l,?n} = yf2n—c+1,2n] = OC}-

Note that rpax = 2277¢. Thus, Theorem 6.11 yields, with N = 22",

392n—c 3
q°2 (2n+2):1828q(n+1)'

2271 9c 0

Pr By € {0,137 s w(2|09) = y]|0°] < 914

71'%5'{0 132n T AU U™
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