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Abstract. Proving security bounds in contexts with a large number of
users is one of the central problems in symmetric-key cryptography today.
This paper introduces a new method for information-theoretic multi-
user security proofs, called “the Squared-Ratio method”. At its core, the
method requires the expectation of the square of the ratio of observing
the so-called good transcripts (from Patarin’s H-coefficient technique) in
the real and the ideal world. Central to the method is the observation that
for information-theoretic adversaries, the KL-divergence for the multi-
user security bound can be written as a summation of the KL-divergence
of every single user.

We showcase the Squared-Ratio method on three examples: the Xor
of two Permutations by Bellare et al. (EUROCRYPT ’98) and Hall et
al. (CRYPTO ’98), the Encrypted Davies-Mayer by Cogliati and Seurin
(CRYPTO ’16), and the two permutation variant of the nEHtM MAC
algorithm by Dutta et al. (EUROCRYPT ’19). With this new tool, we
provide improved bounds for the multi-user security of these construc-
tions. Our approach is modular in the sense that the multi-user security
can be obtained directly from single-user results.

Keywords: symmetric-key cryptography, provable security, multi-user security,
pseudorandom function

1 Introduction

Commonly used cryptographic constructions in practice are usually deployed in
contexts with a large number of users. An obvious question is to what extent
the number of users will affect the security bound of these cryptographic con-
structions, this question leads to consider adversaries that may try to analyze
the mode of operation with multiple independent keys at the same time. This
setting is known as multi-user security and has been attracting more and more
attention from researchers in recent years.



From a cryptographic perspective, a potential weakness of the multi-user se-
curity can be interpreted as the following. Let Adv(A) and Adv“(A) be an
advantage of single-user security and w-user security with an adversary A, re-
spectively. Under an assumption that each user exploits independent keys, it
gives an obvious relation Adv"“(A) < u - Adv(A) by the hybrid argument (for
short, the factor u is called security loss). If the worst-case bound holds, the
multi-user settings would not be as secure as the cryptographic scheme requires
for a sufficiently large security loss, even if the single-user security is provably
guaranteed. On the one hand, this worst-case loss is unfortunately unavoidable
in the case of key-recovery attacks against block ciphers [9]. On the other hand,
in some cases, it is shown that the gap between single-user and u-user security
is relatively small [8, 14]. These results indicate that there is no general rela-
tionship between currently known single-user security and multi-user security. It
simultaneously gives a natural question of how known single-user security results
can be rearranged into multi-user security.

Multi-User Security. The multi-user security was first considered in the prov-
able security setting by Mouha and Luykx [34], by proving the multi-user se-
curity of the Even-Mansour cipher. Since then, various constructions have been
analyzed in the multi-user setting [10, 25, 26, 39, 38]. These works show that
evaluating how security degrades as the number of users grows is a challenging
technical problem. Firstly, a dedicated proof is required for each construction
that we want to consider, even when the security is known in the single-user set-
ting. Secondly, the security analysis of all the aforementioned work is performed
in the ideal cipher model. Assuming that a construction is based on perfectly
random primitives can be too strong, which can lead to an overly optimistic secu-
rity bound that does not cover practical attacks. Recently at ASTACRYPT 2022,
Chen [12] proposed a modular approach to proving the multi-user security of
permutation-based constructions that satisfy certain properties. Unfortunately,
as the author himself mentioned in the paper, his technique is not extendable
to the block cipher-based setting. This is because his technique is based on the
mirror theory in the ideal permutation model and therefore cannot be easily
extended to the ideal cipher model.

A different avenue. We revisit the multi-user provable security suggested by
Bhattacharya and Nandi [8]. To be precise, they have shown that a mu-prf ad-
vantage of multi-user security for bitwise-xor of three n-bit pseudorandom per-
mutations (for short, XORP[3]) is bounded by < \/t~ ¢maz/2", where u is the
number of users and @,q; is the allowed number of queries the adversary can
make to each user. It implies that XORP[3] for O(2") users with O(2") queries
to each user still guarantees the mu-prf security. For this purpose, the authors
leverage the chi-squared method described by Dai et al. [21].

Subsequently, Choi et al. [14] have proposed two variants of truncated xor
of two n-bit pseudorandom permutations, named SaT1l and SaT2 respectively.
Here SaT1 uses a single n-bit pseudorandom permutation with domain separa-
tion, while SaT2 employs two independent permutations. At the same time, the



authors state that both SaT constructions also satisfy a multi-user security with
the advanced techniques.

While this proof regime has the advantage that it proves a tighter security
bound rather than the naive one for the multi-user security, it seems that this
proof technique is not easily extendable to the other constructions. This obsta-
cle arises from the characteristic that for the chi-square method, it is not easy
to compute an expectation of chi-square divergence when responses adaptively
depend on the adversary’s queries.

Our contribution. This paper aims at investigating generic techniques that
are applicable to more constructions in the case of multi-user security.

Technically, we describe two novel inequalities to achieve the goal. We assume
that adversary A can access to one of two systems Sy or S7, where Sy is an
“ideal” system and S; is a real one. A common way to see if two systems are
indistinguishable is to bound the statistical distance of ||ps, (-) — ps, ()|, where
ps;(+) is the probability distributions of the responses of the ¢ queries when
A interacts with system S;. In the prior work by Dai et al. [21], the authors
suggested using well-known relations to bound the statistical distance:
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where (2 is the support of ps, (-).

In this work, we follow similar inequalities as above. Because we consider
the multi-user security, we have the u-system (S;1,...,8;4) for ¢ € {0,1}. For
simplicity, we let S; denote the u-system and z be a set of u-strings {z1,..., 2z, }.
We assume that the adversary gets u responses simultaneously from each query.
Let ps,(z) (resp. ps, ;(zj)) be a probability that the j-th system answers z; for
all 1 < 7 < u (resp. for index j). Following the footsteps of [8, 14], we assume
that in the standard model, an information-theoretic adversary D makes distinct
queries to individual user interfaces. Since those interfaces have identical distri-
bution (for the same transcript), previous interactions with other interfaces do
not impact subsequent user interactions,, which means the systems are mutually
independent. It gives one more relation:

ps,(z) = H Ps;; (25)-

w



Combining it together, this auxiliary relation enables to hold that
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where the first equality comes from the properties of logarithm and the other
equalities are trivially derived.

It can be interpreted as for information-theoretic adversaries, the KL-divergence
for the multi-user security bound can be written as a summation of each secu-
rity bound. It means that to guarantee the multi-user security it is sufficient to
bound the KL-divergence for a single user. For this purpose, we mimic a stan-
dard proof based on Patarin’s H-coefficient technique [36]. Patarin’s H-coefficient
shows that

PSl,l(z)
PSO71 (Z)

In addition to this, we aim at proving that

PSlyl(Z)

>1-—e (1)

<1+,
except for bad cases. Combining it together, it holds that
- 1‘ <e (2)

It allows bounding the KL-divergence in a function of €, which eventually gives
a bound for the statistical distance between two systems.

Our approach, called the Squared-Ratio method, combines the chi-squared
method with the H-coefficient technique. Here, we employed the notion of tran-
scripts and good/bad partitioning. For u = 1, it appears more similar to the
expectation-method [25, 26]. The requirement of our method is the same to that
of expectation-method, but an upper bound of good ratio instead of a lower
bound. This allows our method to be applicable to most constructions. Note
that we utilize “each user’s transcript” rather than “each query (chi-squared
method)” or “entire transcript (H-coefficient technique)”. We refer to Section 3
for more details.

From the explanation above, we see that the Squared-Ratio method allows
us to get the multi-user security directly from the single-user bound, where
Patarin’s Mirror theory [37] is used for the counting arguments in the single-user
case. Mirror theory allows one to sharply lower bound the number of solutions to



a certain type of system of equations and non-equations. In our security proof,
we will consider the following system of equations; for two sets of unknowns

Vp=A{P1,..., P} and Vg = {Q1,...,Qq4,}, and for constants \;, i = 1,...,q,

Pr,®Qr, =M,
PIz 69le :)‘2»
PI,I@QI,I :>\q-

This system of equations can be represented by a simple graph G = (V, £), where
V = VpUVg. The unknowns Py, and @), are connected by a A;-weighted edge for
i =1,...,q and are mapped to Vp and Vg using two surjective index mappings.
This graph consists of ¢ edges, and the size of the largest component in this
graph is denoted by &max. This system of equations has been studied in [37], and
later revisited with more complete and detailed arguments [19, 22].

To apply our Squared-Ratio method here, we want an upper bound on the
ratio of observing the good transcripts in the form as given in equation (2),
instead of a lower bound in the form of 1 — ¢ (as in (1)) given in the traditional
mirror theory. We prove the result both when there are large components (¢, > 0)
and when there are only isolated edges (g. = 0), where g, refers to the number
of edges in the large components. We refer to Section 4 for more details.

We then illustrate the Squared-Ratio method by applying it to prove the
multi-user prf security of Xor of Permutation (XoP), Encrypted Davies-Mayer
(EDM), and nonce-based Enhance Hash-then-Mask (nEHtM). These three con-
structions have been chosen because of their practical relevance and a large
amount of attention they have received in recent years. In the rest of this paper,
we will use gmax to indicate the maximum number of queries the adversary can
make against each of its u users in the multi-user setting, while ¢ indicates the
total number of queries that the adversary can execute in the single-user setting.
Depending on the context, we have gmax < ¢ < ugmax-

Applications: Xor of Permutations. Block ciphers are usually considered
to be pseudorandom permutations (PRPs) under a uniform random key. That
means someone cannot distinguish a secure block cipher from a random permu-
tation before performing a specific number of encryption and decryption queries
in a black-box manner. On the other hand, various cryptographic constructions
such as encryption modes [2], MAC algorithms [3, 7] and authenticated en-
cryption schemes [15] need pseudorandom functions (PRFs) to achieve beyond-
birthday-bound security. When such PRFs are replaced with block ciphers, it
may degrade security up to the birthday bound [4, 6, 11, 24, 27]. To solve the
problem of security degradation, Bellare et al. [5] and Hall et al. [24] initiated
the study of constructing a good PRF from block ciphers with security beyond
the birthday-bound barrier, i.e., above 2"/2. Given two n-bit (keyed) PRPs P
and Q, their sum, denoted as the Xor of Permutations (XoP), maps x € {0,1}"
to

XoP[P, Ql(z) ¥ P(z) & Q().



Subsequently, after the introduction of this XoP construction, a series of works
improved this seminal result [1, 18, 31, 35], culminating with the proof by Dai
et al. [21] and Dutta et al. [22] that the sum of two n-bit random permuta-
tions is (fully) secure up to O(2™) queries, using the chi-squared method and
a verifiable version of the mirror theory respectively. Recently, Choi et al. [14]
showed for the first time that the XoP construction achieves a multi-user se-
curity of O(y/Ugmax'®/21°"). As the first application of our Squared-Ratio
method, we give a fairly simple proof giving us a multi-user security bound
of O(v/UGmax?/2%"). One can argue that the improvement is small. However, we
believe the analysis of the XoP construction is fundamental, and a tight security
bound has been sought for nearly two decades. On the other hand, the result of
Choi et al. requires a dedicated proof, while our approach is modular in that we
can obtain the multi-user bound directly from the single-user result using our
Squared-Ratio method. We refer to Section 5 for more details.

Application: The EDM Construction. As another application of the Squared-
Ratio method, we consider the Encrypted Davis-Meyer (EDM) construction,
proposed by Cogliati and Seurin [20], defined as

EDM[P, Q](z) % Q(P(z) @ z).

They proved PRF-security of EDM up to 0(2%”) queries. The best known multi-
user security bound for EDM is O (ug?/2'5™), obtained from the combination of
hybrid argument with the result of Dai et al. via the Chi-squared method [21]. Us-
ing our Squared-Ratio method, we show a significant improvement that achieves
a multi-user security of O (n\/ﬁqmax4 / 23”). We refer to Section 6 for more de-
tails. We note that in the work of Mennink and Neves [32], they proved that
EDM achieves a single-user security of O(q/2") for ¢ < 2" /&ax. However, their
result uses an unverified version of Patarin’s mirror theory, while we aim for a
simpler-to-use framework for multi-user security with verifiable proofs. Whether
the multi-user security of EDM can be improved by improving the mirror theory
result for the single-user security is an interesting future research direction.
Application: The nEHtM MAC Algorithm. As our final application, we
consider the two-permutation variant of the nonce-based Enhanced Hash-then-
Mask (nEHtM) construction, proposed by Dutta et al. [23], defined as

nEHtM[P, Q](z) & P(N) @ Q(H, (M) & N).
Note that nEHtM is structurally similar to the Enhanced Hash-then-Mask (EHtM)
construction first proposed by Minematsu [33|, except that the random salt is
used instead of a nonce and a PRF instead of a block cipher. We also note this
two permutation variant was the Flgzp construction considered in the work of
Chen et al. [13]. For the original single permutation variant, Dutta et al. [23]
proved that the single-user security of nEHtM is up to 22*/3 MAC queries and 2"
verification queries in a nonce-respecting setting. Later, Choi et al. [16] improved
this result, and showed that nEHtM is secure up to 2"/4 MAC queries and 2"
verification queries. Chen et al. [13] considered the single-user PRF security of
this two-permutation variant and showed that it is secure up to O(23"/*) queries.



Indeed the original construction was defined as the form:
nEHtM[P](z) ' P(0 | N) @ P(1 || Hg, (M) & N).

It is obvious that this construction cannot yield a n-bit zero value. That is
why this construction has a naive and tight advantage bound wg/2™ for the
mu-prf security. On the other hand, we show nEHtM[P, Q] can achieve better
security than nEHtM[P] in the nonce-respecting setting. Our application serves
the evidence that there is a security gap between them in the case of multi-user
security. As a result of our new Squared-Ratio method, we end up with a multi-
user security bound that improves significantly over the previously best-known
result when the number of users is large. When the number of users is O(2"/?),
previous results [16, 13] on nEHtM are totally insecure for the case ¢ = ugmax,
and only reached 0(2”/ 2) birthday bound security for the case ¢ = gmax. While
our new result shows that nEHtM achieves beyond birthday bound security for
u = O(2™?), and is still birthday bound secure even when the number of users
is close to O(2™). We refer to Section 7 and Figure 1 for more details.

We believe that a similar approach also works on the nonce-misuse setting,
however, the combinatorics will be very complex. We emphasize that our contri-
bution is providing a new hybrid method to prove better mu-security which can
be applied to most constructions including hash-based ones. Note that the ex-
pectation of chi-squared divergence should be taken over the real world. We can
handle hash-based constructions like nEHtM thanks to expectation over ideal
world. To the best of our knowledge, there is no proof via the chi-squared-method
for MAC or AEAD security (hash-based). In this regard, our method is more
versatile and can be applied to all constructions if they can be proven via the
coefficient-H technique/expectation-method.

2 Preliminaries

NoOTATION. Throughout this paper, we fix positive integers n and u to denote

the block size and the number of users, respectively. For a non-empty finite set
X, we let X*¢ denote a set {(z1,...,7,) € X | ; # x; for i # j}. For an
integer A and b, we denote (A), = A(A—1)...(A—b+1). A notation z +—g X
means that x is chosen uniformly at random from X. |X| means the number of
elements in X'. The set of all permutations of {0, 1}" is simply denoted Perm(n).
The set of all functions with domain {0,1}" and codomain {0,1}™ is simply
denoted by Func(n,m). For a keyed function F' : K x X — ) with key space K
and non-empty sets X and Y, we will denote F'(K, ) by Fi(-) for K € K. When
two sets X and ) are disjoint, their (disjoint) union is denoted X' ). We write
Tie and Tiq as random variables following the distribution of the transcripts in

the real world and the ideal world, respectively. For any positive integer ¢, and

ai,...,a;,b € {0,1}", We denote {al,...,ai}@bdéf {a1®b,...,a;, Db}.



2.1 Security Notions

PSEUDORANDOM PERMUTATIONS. Let E : K x {0,1}" — {0,1}" be a keyed
permutation with key space K, where E(K,-) is a permutation for each K €
K. We will denote Ex(X) for E(K,X). A (g,t)-distinguisher against F is an
algorithm D with oracle access to an n-bit permutation and its inverse, making
at most ¢ oracle queries, running in time at most ¢, and outputting a single bit.
The advantage of D in breaking the PRP-security of E, i.e., in distinguishing F
from a uniform random permutation 7 <—g Perm(n), is defined as

Advi?(D) = ‘Pr [K —s K DFFi = 1] —Pr [71’ g Perm(n) : DT = 1} ‘ .

We define Adv%°(g,t) as the maximum of Adv%"(D) over all (g, t)-distinguishers
against . When we consider information-theoretic security, we will drop the
parameter t. In the following analyses, we will consider PRP-based constructions,
such as XoP, EDM, or nEHtM. Those constructions can be built upon a block
cipher, and in this case, one can obtain a security bound by simply adding PRP-
security of the given block cipher.

MULTI-USER PSEUDORANDOM FUNCTION. Let C : K x {0,1}" — {0,1}™ be
a keyed function with key space K. We will consider an information-theoretic
distinguisher A that makes oracle queries to C and returns a single bit. The
advantage of A in breaking the mu-prf security of C, i.e., in distinguishing
C(Ky,-),...,C(Ky,-) where Ki,..., K, <g K from uniformly chosen functions
Fi,...,Fy g Func(n,m), is defined as

AV A) = [Pr K, Ky s K5 AT OG0 1]

We define AdvZ" ™" (u, gmax, ) as the maximum of AdvZ"P"(A) over all the
distinguishers against C for w users making at most guax queries to each user
and running in time at most t. When we consider information-theoretic security,
we will drop the parameter t.

ALMOST XOR UNIVERSAL HASH FUNCTIONS. Let § > 0, and let H : KCp, x M —
X be a keyed function for three non-empty sets Kp, M, and X. H is said to be
0-XOR almost universal (6-XAU) if for any distinet M, M’ € M and X € X,

PIU(h€—$KhL:fﬁgiﬂ4)@}1Khuwﬁ)=4X]S(&

2.2 Total Variation Distance, KL Divergence and Chi-Squared
Divergence In a Subspace

Let P and @ be two probability distributions over discrete set I'. The total
variation distance of P and @) is denoted by

1P(@) ~ Q) & 3~ max{Px) ~ Q(), 0} = 3 3" 1Pa) ~ Q)]

xzel’ zel’



This total variation distance is related to the Kullback-Leibler (KL) divergence
by Pinsker’s inequality, where the KL divergence is

Awr (P,Q) % S” P(2)In Plz)
wPO= 2 = (56)

and Pinsker’s inequality says that

1

2

IP- @l < (345 (P.0))

Note that @ should have full support to define KL-divergence well. On the other
hand, there is well-known inequality between KL divergence and x? divergence.

A (P.Q) < (P.Q) Y Z W

We modify these inequalities over a subset IV C I'. In other words, we define
the quantity

zel’

Agpr (P,Q) Y S P(z)In Plz)
e 2; <Q(x)>

and prove the following lemmas:

Lemma 1. For any subset I'" C I, one has

[N

> IP@) = Q)| < |24k, (P,Q)+2 Y Plx) - Qx)
zel” w€\I
The proof of this Lemma is given in Supplementary Material A.
Lemma 2. For any subset I' C I', one has
(P(z) — Q=)

Agr,r (P,Q) < Z Q@)

xzel”

Y. Pla) - Q).

awel\I"

The proof of this Lemma is given in Supplementary Material B.

2.3 Useful Lemma

Lemma 3. If (A1,..., ;) € ({0,1}™)? are uniformly randomly distributed and
C= ‘{(z,]) celg?|<iHnn= /\j)}|, for any A >0, one has

2

q
Ex[C] < IS
2 4
2 q q
Ex [C] < 05 + J3rs

2 2 4
q q q
Pr |:C 2 + A:| S ogn+1 A2 + 22n+2 A2 :



The proof of this Lemma is given in Supplementary Material C.

This lemma will be used for the computation of Ex [61(2)2] and e in The-
orem 1. The expectation can be identified to an expectation taken over the
distribution of all transcripts in the ideal world (and so, regardless of what is a
real construction).

3 The Squared-Ratio Method

We fix a set of random systems and a deterministic distinguisher A that makes
exactly ¢(= ugmax) oracle queries to one of the random systems. Each random
system has u interfaces with independent random but identical distribution, and
A makes ¢« queries to each interface in order. We also fix a set {2 that contains
all possible transcripts for oracle queries to an interface of random systems. For
a random system S = (S',...,8%) and i € {1,...,u}, let Zs: be the random
variable over {2 that follows the distribution of the transcripts obtained by A
interacting with S%. Let

def
Zs < (Zsi, ..., Zsu),

def
psi(z) = Pr[Zsi = 7]

and
def

ps(z) = Pr|Zs = z]
for z € 2 and z € 2%. A’s distinguishing advantage is upper bounded by the
total variation distance of pg,(-) and ps, (-). In the following, we aim to show
that

Ips, () = pso ()l < O (v Ex[e()7]) .

Psi (=)
Ps1(2)
€(z) may not exist over 2. Therefore, we try to show a similar upper bound
under some constraints. To do this, we split the set {2 into two distinct sets
Tgo0d U Thag = £2 in a way inspired by Patarin’s H-Coefficient technique [36]. The
sets satisty following conditions:

where €(z) is a function such that

— 1’ < €(z). However, such a function

1. For all z € I'yo0d, there exists a function €;(z) such that

Ps! (2)
Psi (2)

—1 S 61(2)

2. and there exists a constant es such that

Pr [ZS% c Fbad} < e

10



Since we consider a multi-user case, the target set is multi-set 2%, not (2.
Whereas 2\ I'good = Ibad by the definition, £2% \ I 60 # Iy, for any u > 2.
We thus rearrange the set 2%\ Féﬁ)od. Let I'bad; denote an event {z; € I'bag}. On
the one hand, the event {z € 2%\ Iz 4} can be interpreted as Uj_;Ibad;- On
the other hand, thanks to the inclusion-exclusion principle, the set includes a set

de
o U1 Thadi \ Ui,y (Ibadi M Ibad;) -

An adversary can adaptively choose queries on S* after the end of the in-
teraction with S7 for ¢ > j; however, we assume that an information-theoretic
adversary D makes distinct queries to individual user interfaces, and previous
interactions with other interfaces do not impact interactions with next users. We
are allowed to make this assumption since our work focuses on standard model
proofs for information-theoretic adversaries. In the standard model, we assume
an independent random distribution for each user (but the opponent already
knows what the distribution is). In the information-theory setting, block-ciphers
based on independent uniform keys will be replaced by independent random per-
mutations. Each user in our construction uses independent keys based on random
primitives, hence the other users’ queries cannot increase the power of the ad-
versary. This implies that the query-response pairs of one user cannot affect the
selection of queries for other users. Therefore, querying all users simultaneously
is equivalent to querying each user separately without loss of generality. The
same assumption was previously used in [8, 14].

Since Zg: are mutually independent, for z = (z1,..., 2, ), it holds that

ps(z) = H psi (21)-

Combining this equality and the set identity, it holds that

Z Z Psi(#i) — Z Z Ps: (2i) - psi (%))

i=1 2; € Ipa i,j=1 2;,2; € Thad
u
< D pa@<) D psia)
i=

z€Qu\T¥ 1 2;€Tbad

good

11



Putting it together, we are now ready to bound the total variation of pg,(-)
and pg, (+) using Lemma 1:

Ips, (-) = ps, ()l = Y max{ps,(z) - ps, (2),0}

ZEQ“'

= Y max{ps,(9)— ps, (@0} + S maxps,(z) —ps, (), 0}

zeFEood zefn \ €°°d
< Y ps,(2) — sy (2)] + ues

Zergood
< [2Akrry, (s, (1) Ps,(+)) +2 Z ps, (z) — s, (2) + uez

ZGQ“\ good
u
< | 24k.re (b5, (). psi(- +2u< S psie Psg(z)>+2<2) S by (22 + ues
2€ 1 bad 2€ 1 bad

<

24k L1y, (Psi(4),Ps, (1) + 2u ( Z Psi(z) — pst (Z)> + u?€l + ue

2€ L bad

<\ |2AkL.r, (s, ()P, () + 2u ( S psi() sy <z>) + 2ue,

2€Thad

We next rearrange the (partial) KL-divergence term with respect to one
random system S'. It follows that

Axrrp, (Ps, () Ps, () = Z ps, (z)In (P& (Z)>

ey, P, (2)

=Y ps(@h (f[ pS?@’j))

z2=(21,.,2u) € ooy

X Yo (20)
(

z2=(21,..,2u) €L ooy

A
N
7,
&
x
=)

= Psi (i)
-3 3 et (255
=1 2; € yood Psj\%i

= Zu: AKL Tyond (Ps{ (), Ps; ())
i=1

=u-Agy, Tyood (Psi(')v psé()) :

12



where the last equality comes from the fact that the distributions of S? are the
same. A remarkable property is that this conversion replaces the u-product term
with the u-summation term. This rearrangement is quite helpful in understand-
ing the security of multiple systems. From Lemma 2, we have

(bt ()~ py(2))

AKL, Tyood (Ps}(')vpsg(')) < Z - Z (psll (2) = pSS(Z))

2€good psg(Z) 2€Tbad
< Y psal?- Y (psi(2) - psy(2)
<Ex[a(x)?] - Y (ps;() —psy(2)) -
2€Tbad

Putting it together, we have

Ips, () = ps, ()]l < v/ 2uEx [€1(2)?] + 2ues .

where the expectation is taken over the distribution of Zgs:. In summary, we can
prove the following theorem.

Theorem 1. Suppose whenever ps:(-) > 0 then psi(-) > 0. Let £2 = I'gooqUI bad-
If a function €1(z) and a constant eo holds the following constraints

Ps! (2)

-1
Pst (2)

<e(z)

for all attainable z € I'gooq and
Pr [ng € Fbad} < e,

one has
[Ps.(*) = Psy (Il < V2uEx [€1(2)?] + 2ues

where the expectation is taken over the distribution of Z, St
Remark. Many typical proofs based on Patarin’s H-Coefficient technique shows

Psi (2)
Pst (2)

>1—e(2)

for almost all z as good transcripts. Compared to the prior one, we need one
step more to apply our method:

o

St (2)
St (2)

<1+ ¢(z).

el

Indeed, there is a lack of such analysis due to no requirement for the previous
proofs. In the following section, we show that the €(z) is well bounded for highly
secure constructions.

13



4 Upper Bounds from Mirror Theory

For any two systems Sy and S; except for p S1 (z) = 0, it is obvious that there
exists €(z) such that

Ps! (2) B
Ps! (2)

< e(z).

From the result of the Section 3, it is desirable to show that the €(z) function is
as small as possible so that the two systems are indistinguishable. In this section,
we aim to serve a useful theorem to sharply bound the ratio of the probabilities
when Sy is an ideal world and S is a real world via revisiting the Mirror theory.

DEFINITIONS AND NOTATIONS. For fixed positive integers ¢, qp,qqg, let P =
{P1,..., P} and Q = {Q1,...,Qq,} be sets of unknowns such that P;, Q; €
{0,1}" for ¢ € [gp] and j € [gg]. For a sequence of constants (Ai,...,\;) €
({0,1}™)?, consider a system of equations

Pop1) ®Qupo) = A1,
Pop2) ®Qpq2) = A2,

Popq) ®Qupqe) = Aa»

where pp and g are two surjective index mappings such that

@P:{la"'aQ}_){lf"’qP}’
(pQ:{l,...,q}—>{1,...,QQ},

for gp, qg < ¢. This equation system I is then uniquely determined by (¢p, g,
(A, 5 Ag))-

We will represent this system of equations I" by a simple graph containing no
loops or multiple edges. Let G(I") = (V,£) be a graph where V = P L Q, and let
PQ € &€ be an edge for P, @ € V. If this edge is labeled with \; for i =1,...,q,
then it represents the equation P & Q = \;. We will sometimes write P — ) when
an edge PQ is labeled with x € {A\1,...,A;}. Here, G(I") contains no isolated
vertex; every vertex is incident with at least one edge.

As a natural extension of the label over an edge, we consider a trail of {-length

A1 Ao A
L:Vo—-V1—--- =V,
in G(I'), its label is defined as

MO Y N @rd - @

Since we only consider acyclic graphs, the label between two vertices is uniquely

determined, and thus the following definition is well-defined: A(Vg, V;) def A(L).

14



When there is no trail between V and V', we denote A\(V, V) def ) Additionally,

a connected path is called a component. For a component C, we let £(C) denote

. . . . def
the number of vertices in C. We then define the maximum component size ax =

max{&(C) | C € G(I')}. We also define two notions related to the graph:

Definition 1 (acyclic). In case G contains no cycle, we call the graph acyclic.

Definition 2 (non-degenerate). A\(L) # 0 for any trails £ of even length in
g.

Any graph G(I") which is acyclic and non-degenerate will be called a nice graph [30,
16]. For a nice graph G(I'), G is a bipartite graph with no cycle, where every
edge connects a vertex in P to one in Q. So G is decomposed into its connected
components, all of which are trees; let

G=CUCoU--UCyUCpuy1 UCasoU--UCasp

for some «, 8 > 0, where Cy, ..., C, denote the components of size greater than 2,
and Cq1, - - - ,Cayp denote the components of size 2. We also define the following
sets for i € [a + f] to state our theorem.

def

Ri = {({Vi,V{},{Va,V3}) € C;** x C;** | j < i and A(Vi, V) = A(Va, V) } .

Any solution to G(I') (identifying G(I") with its corresponding system of equa-
tions) should satisfy all the equations in I', while all the variables in P (resp. Q)
should take on different values. The number of solutions to G(I") will be denoted
h(G(I')). We remark that if we assign any value to a vertex P, then the labeled
edges determine the values of all the other vertices in the component containing
P, where the assignment is unique since G(I") contains no cycle. The values in
the same part are all distinct since A(£) # 0 for any trail £ of even length. For
any nice graph, we can then bound the term %, which will be appeared

(2)
Gk To be precise, we have the following:

. . . Pst
in computing the ratio o
So
Theorem 2. Let G be a nice graph, let q denote the number of edges of G, and
let q. denote the number of edges of C1 U---UC, of size > 2. We then have

(a) When q < % and 0 < q. < q, it holds that

‘ h(G)N* _1’<exp 25000 (Rl 4 2mantle | Abmaxted’ | 06’ |
(N)QP(N)QQ B N N2 N3 ’

(b) When q < % and q. = 0, it holds that

\umpqu@ e

q atB . 2 2
MONT o (XSS R 207 6+ )P
N N2 N

15



The full proof is given in Supplementary Material D. From Theorem 2, the below
corollary immediately follows from the fact eX —1 < 2X for X < 1.

Corollary 1. With the same notation of Theorem 2, we have

(a) When q < ,0<q.<gq, and

45 nax

2P IR + 26maxte  Abmax@ed® | 20Emaxg’
N N2 N3

<1,

it holds that

MGNT 4Z“ﬁmw+%mwﬁ+%mmw2 406 maxg®
(N)gp (N)gq N N2 N3

(b) When q < 21—;, g. =0, and

3 IR 6(n—+1)2
R S A
N + N2 + N =b
it holds that
MGNT 6E“+5 IR 12(n 4 1)?
(N)ap (N)gq N N2 N

Proof Overview. We give here a brief overview of the proof. The proof is almost
similar to that of the existing Mirror theory. To be precise, the former proof

shows that 9" _ 1 has a lower bound. We complete the proof by showing
(N)QP (N)(IQ

that e (Vs N})L(g)(jj\\f,j — 1 has an upper bound in the same vein. To prove it, we count
ap Q

the number of solutions in each component involved in G = uf‘jf C; as shown
by the lower bound. We do that first for the part consisting of components
of size greater than two and then for the part of components of size two. We
abuse the aforementioned notation h(-) for ease of description. Let h(7) be the
number of solutions to U§»=1Cj and h(0) = 1. Under this notation, it holds that
h(a + B) = h(G). The key strategy is to show that h(i + 1) is bounded by
a function of h(7). Then the term h(G) = h(a + B) can be computed by the
recursive relation between h(i) and h(i + 1).

In order to perform a sharp estimation, we also need to bound a term, namely
B (P,Q), that appeared in the recursive relation tightly. Depending on whether
there are large components (whether ¢. > 0), we can distinguish the analysis of
h'(P,Q) into two cases, namely for g. > 0 and ¢. = 0. For the case ¢. = 0, we
reuse some results of [17] to obtain optimal bound. O

5 Multi-User Security of XoP

In this section, we consider the XoP construction that was first proposed by
Bellare et al. [5]. This construction is used to obtain a secure pseudorandom
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function from a block cipher. Here, in particular, we consider a version that
involves two independent permutations.

Let n € N and P,Q <—g Perm(n). One can define XoP : Perm(n) x Perm(n) x
{0,1}™ — {0,1}" as the generic construction that takes permutations P,Q €
Perm(n) as keys, and on input X it returns

XoP(X) ¥ P(X) & Q(X).
Theorem 3 below gives the new mu-prf security of XoP.

Theorem 3. Letn, u and qumax be positive integers such that n > 10 and quax <
42171' Then one has

- 10’LLé max2 11U;(7’L+1)2
m f q
‘AdecL:Ppr (U’ qlllax) <— 22n mn :

The upper bound of adversarial advantage to distinguish between (multi-user)
XoP and the uniformly random function in terms of the threshold number of
queries is given by O (\/ﬂqmax2 / 22”). This is strictly better bound to compare
with the previous result of Choi et al. [14] by setting m = n for SaT2 at ASI-
ACRYPT 2022, where the result is O (\/ﬂqmaxl'5 / 21'5”> . The difference between

the above bounds comes from the difference between single-user bounds obtained
by the Mirror theory and the x? method. This way, the Squared-Ratio method
can prove multi-user security tighter than previous analyses.

Proof. Suppose that a distinguisher D makes gmax queries X; € {0,1}", obtain-
ing the corresponding responses Z; € {0,1}" for i = 1,..., ¢max- In this way, D
obtains a transcript

T = ((X17 Zl)a A (quax7 ZQmax))'

In the real world, P; def P(X;) and Q; ef Q(X;) should be a solution to the

following system of equations.

PioQ =2,
P,® Qo = 2o,

Pqn]ax @ qux = Z‘Imax'

“BAD” TRANSCRIPT ANALYSIS. To upper-bound |R;| corresponding to this sys-

tem of equations for any ¢ € [¢max], we define a bad event as follows:

— bad & El(il,ig R ,’Ln) S [qmax]*” such that Zi1 = Zi2 == Zin-

17



For this bad event, we have

gmax n n
Pr [bad] = 2&(272) < q;zg; — (q;:X) _ (3)

“GooD” TRANSCRIPT ANALYSIS. Let T, and T;q be random variables follow-
ing the distribution of the transcripts in the real world and the ideal world,
respectively. Then we have

Pr [T, = 7] h(G(7))2mdmax

Pr [Tid = T] B (Zn)qmax (2n)fImax -

Furthermore, since we ignore the “Bad” transcript, it holds that |R;| < n for all
indices 4. It then implies that

Rl | 2qmax” | 6(n+1)? _ 3ngmax | 2qmax” | 6(n 4 1)

< <1
2n 22n on — on 22n on —
for n > 10 and qpax < i—n Therefore, by Corollary 1,

G2 tew | 6N Rl Adma® | 12(n+ 1)
(2n)‘P|(2n)|Q| — 2n 22n on

CONCLUDING THE PROOF. Therefore, we can define

Zdex ‘R | 4Qrﬂax2 N 12(7’1 + 1)2
on 22n on ’

e1(r) =

and e; = (q;“ﬁ) To apply the Theorem 1, we need to bound the expectation
of €1(7)? where the expectation is taken over the distribution of the ideal world.
To be precise, we have

Gmax 2 2 2
4Gmax 12(n+1
Bx [a(r)?] = 25 Bx (ZIR I) +( T ))

9 n 2 Gmax
12 <4qmax 12(n +1) ).EX ZR”}. (4)

2n 22n an
i=1

On the other hand, by Lemma 3, we have
dmax 2

qmax
Z |Rl|] < on+1 ’
i=1

. 2
=) qmaXQ qmax4
Ex | (Y[R S St T 9antz

i=1

Ex

18



Using the derived bounds in (4), we obtain

49(]111&)(4 18Qmax2 168Qmax2(n + 1)2 + 144(” + 1)4

2
Ex [61(7—) ] S 24n + 23n 23n 22n
49Gmax?  169Gmax>(n+1)?  144(n + 1)*
— 24n 23n + 22n ' (5)

By utilizing (5) and (3) in the Theorem 1, we have
AV (0, o) < /2UEX [e1(7)?] 4 2uea(7)

49 m. X4 169 III'X2 12 144 14 max n
S\/2u< Q' | 169ma®(n + 12 <n+)>+2u(qa)

24n 23n 22n on

9RUGmax? 288u(n + 1)* Gmax\™
< |y BRI ()

10U%Qmaxz 17uz (n+1)?
— 22n on :

This completes the proof. a

6 Multi-User Security of EDM

In this section, we consider the EDM construction proposed by Cogliati and
Seurin [20]. Let n € N and P, Q <—g Perm(n). One can define EDM : Perm(n) x
Perm(n) x {0,1}™ — {0,1}"™ as the generic construction that takes permutations
P,Q € Perm(n) as keys, and on input X it returns

EDM(X) ¥ Q(P(X) & X).

Theorem 4 below gives the new mu-prf security of EDM.

Theorem 4. Let n, u and gmax be positive integers such that n > 5 and qmax <
93n/4
4n

. Then one has

9 2 ngmax® 1220 2ngmax?
224571 23n

-prf
AdVESMpr (U7Qmax) <

Therefore, the upper bound of adversarial advantage to distinguish between
(multi-user) EDM and the uniformly random function in terms of the threshold

number of queries is given by O (n\/ﬂqmax4 / 23"), significantly better than the

result of Dai et al. [21] at CRYPTO 2017 with the hybrid argument: O (ug?/2'-5").
Note that for the case where ¢ = ugmax, the result of Dai et al. only gives us

)] (ug’qma,(2/21‘5”)7 which makes EDM insecure even for gma.x = O(1) when the

number of users is u = O (2%). On the other hand, our bound ensures that EDM

is still beyond birthday-bound secure with the same u.
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Proof. Suppose that a distinguisher D makes gmax queries X; € {0,1}", obtain-
ing the corresponding responses Z; € {0,1}™ for i = 1,..., ¢gmax. In this way, D
obtains a transcript

T = ((Xl? Zl)’ Tt (XQmax’ ZQmax))'

In the real world, P, © P(X;) and Q; % Q~1(Z;) should be a solution to the

following system of equations while regarding Q! as a permutation.

PoQ: =Xy,
P,® Qo = X,

P Gmax D quax =X Gmax

“BAD” TRANSCRIPT ANALYSIS. To upper-bound &,,ax (bady), Z?jf |R;| (bads),

and ¢. (bads), for a fixed A > 0, we define bad events as follows:

— bad; & 3(7:172.2 ey Zn) S [qmax]*" such that Z,’l = Z,L'2 = ... = Zin,
- bad2 <~ H(ilaiiai%ié .- -,Z-n—l,i;lfl) € [qmax]*(gn_g) such that Xil @Xlll =
Xi, ® Xy and Z;; = Z; for all j € [n—1],

2
22n

- bad3 < gc > (1212?1

8ngmax? "

1. We have

Gmax n
qmax qmax n
Prbady] = QSz(Z—z) <= (%)

2. Let B = {(il,ill, ’i27i/2 ‘e ,’l:n_l, ifn—l) (= [qmax]*@nf?) | X’Ll @lel = Xij @Xl;
for all j € [n — 1]}, we have

B 2n (4mex/?) < (qmax)”*l .

= <
Pr [badﬂ on(n—2) — 9n(n-2) on
3. By Lemma 3 with A = 87“212%, we have
32n2qmax6 16n2Qmax8
Pr[bads] < 55 56
In conclusion, we have
Qmax n—1 32n2qmax6 16n2Qmax8
Pr|bad; \/ bads \ bad <2( )
I‘[ ady adz a 3] — on + 25n 26n

“GooD” TRANSCRIPT ANALYSIS. Note that

Pr [T, = 7] _ (
Pr[Ta = 7] (2n

h(G(r))2"dmex
D1p1(27)))
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and >, (£(C;) — 1) = g.. In order to upper-bound |R;|, we distinguish into
following two cases, namely when ¢ € [o] and 7 € [a+ 1, a+ ). We first consider
i € [a], note that we have &yax < n by —bad;, hence there are at most

<€(Ci) + 1) < (n+1EC)

2 - 2

ways to choose trails of i-th component. For each of those trails, there can be at
most n — 1 trails with the same label by —bads. So we have

(n+1EC) (¢ PEC).

i| <
Ri| < S

Now we consider i € [a+ 1, a+ (], note that since we are considering the nonce-
respecting adversary, two nonces can never collide, therefore the label values of
two single-edge trails cannot be the same. Hence there are at most

i (E(?)) < n2qc

k=1

trails of two joint edges (in the first a@ components) of which the label can be
the same as the unique label of the i-th component (consists of one edge). Also,
a label of any trail of two joint edges cannot simultaneously collide with the
labels of two different components i and j, for any j # i € [a + 1, + ]. Since
that means the unique label values of components ¢ and j are the same, which
contradicts the nonce-respecting assumption. This observation makes us have

a+pB

ngc
Z IRi| < 5 -

i=a+1

It follows that

a+f a9 2

n g(cz) ngc 3n“q. ngc
E Ril < E _— < .
= | | - ( 2 > + 2 = 4 + 2

=1

Furthermore, by —bads and n > 5, we also have

250 |Ry| + 2ng, | AnGemax | 200 Gma

an 22n 23n
~ 2% N AnGeqmax® | 20nGmax’ _
- 9n 922n 23n - 7

By Corollary 1 and the above, we have

h(g)an 1l < 4n2QC 8n(1c(]max2 40nqmax4
@@ ST e T

CONCLUDING THE PROOF. Hence we can set
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_ 4nq. N 8NGeGmax> . 40NGmax”

61(7—) on 22n 23n ’
and
Gmax \" " | 320 Gmax” | 167G
€9 = 2 ( )
on 25n 26n

for Theorem 1. We need to compute the expectation of €;(7)? where the expec-
tation is taken over the distribution of the ideal world. It gives an identity:

2 2\ 2 2 8
Ex [61(7’)2] _ (4n n 8NGmax > Ex [q2] n 1600m° gmax

2771 22n c 26n
4% 8ngmax? \ 40nqmaxt
+2 ( on + 22n 23n Ex [qc] .

By Lemma 3, we have

2
Gmax
EX [QC] S 21211 b

2 Qma 2 dma 4
Ex [qc] < on+1 + 92n+2

Combining it together, it implies that:

max Gmax®\ (4n% SnGmax? )~ 160012 Gmax®
Ex [e1(7)%] = (q +1 ) ( + 2 ) + a

on+1 92n+2 on 22n 96
+ on+1 27 22n 23n : ( )

3n/4 477.2

Under the constraint gmax < %, it holds that - + 8"‘215";"2 < 9"‘215“;“‘2 <1.
Using the inequality, the equality (6) can be bounded by:

2 4 2 4 2 8 2 8
Ex [61(7) ] < < on+1 22n+2> 24n + 26n + 96n :

The Theorem 1 then gives
9V 2UnGmax > n VT20ungmax?

22n 23n

2
-prf Gmax Gmax
Advglgl\/'l)r (u, Qmax) < (2n/2 + on+1 )

V/3200ungmax® Gmax "1 64un?gmax®  32ungmax®
+ + 4u + + .
23n n 25n 26n

When gmax < %, it can be bounded by

9 2 ngmax® 1220 2 ngpaxt
22.571 23n :

This completes the proof. a
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7 Multi-User Security of a Variant of nEHtM in the
Nonce-Respecting Setting

In this section, we consider mu-prf security of a variant of nEHtM proposed by
Dutta et al. [23], based on an n-bit -AXU hash function H with a hash key
K} and two random permutations P and Q. A tag T is an output of nEHtM
generated by a message M with an n-bit nonce N:

T =P(N)®Q(Hg, (M)®N).

We will consider a nonce-respecting setting that assumes nonces never repeat.
we have the following theorem.

Theorem 5. Let § > 0, and let H : K x M — {0,1}"™ be a 6-almost AXU
hash function. For positive integers u, Gmax, and L such that 4 < n < L <

3 on 237L
in { 2qmax’ 20¢max? }7 we have

mu -pr 420 [ Guax | Gmax> , 47u?(n + 1) Lgmax>0
AV 1 ) < 22 (q wx | ) uM2(n 4+ 1) L

on 271/2 2n+1 on
36“'1/2Lqmax4(s QUQmax25 4uq12nax5 9 qmaxL nt 65U1/2LQmax4
+ o2 ton P t2ul e

Suppose that § = O (2%) for a constant £. We can now optimize the advantage

over L in the Theorem 5 via arithmetic-geometric mean inequality. In other

n 1/3 n 1/3
words, we can set the L to (%ﬁ) and (222 ﬁ) for sufficiently small u,

max

respectively. We thus have the following corollary:

Corollary 2. Assume § = O (%) for a constant €. Then one has

2
2 ¢ 3 Gmax > ; B
f O Zugg)r?x + (un;%gmdx > Zf Gmax é 0(2 2)
mu-pr
AdviE 2y (U, Gmax) <

2 10 °
s’ | 008 Gax S ~ z
O S + =l ) if qmax > O(22)

Since the previous bound of two permutations case [13] is slightly worst than
that of a single permutation [16] in the multi-user setting, we will recall the
result by Choi et al. [16] for comparison (by ignoring the nonce-misuse terms):

uq uﬁq2
PIEPT

where ¢max < ¢ < U-@max in our notation. Figure 1 shows the results of graphing
our bounds and the previous bounds as functions of log, (u): the level of security
given by Choi et al. is in the shaded area of Figure 1 and depends on the value
of ¢. For example, fixing log,(u) = n/2, the security bound of Choi et al. lies
between O(1) (for ¢ = U - gmax) and O(2%) (for ¢ = Gmax). We see that our
new bound improves over the result of Choi et al. [16] when the number of users
becomes large, and is superior for © > O (22%) and 2% ~ 30.3 if n = 128 and
q = U * gmax-
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logs gmax — Ours

n -=- q = Qmax
3n ---- § = UQGmax
4
™
10

n

2

o . > log,y u
2 6 2 n 2n

Fig. 1: Comparison of the security bounds (in terms of the threshold number of
queries per user) as functions of log, u. The solid line represents our bounds,
and the dashed line (resp. the dash-dotted line) represents the previous bound
by the hybrid argument where ¢ = ¢max (resp. ¢ = u * gmax). We neglect the
logarithmic term n.

Proof (of Theorem 5). Suppose that a distinguisher D makes ¢max queries (N;, M;),
obtaining the corresponding responses T; € {0,1}" for i = 1,..., ¢max- Recall
that N; # N if i # j for all i, j € [gmax] by the nonce-respecting assumption. D
obtains a transcript

T = ((N17 M17 Tl)’ Tt (Nq:nax’ MQmax’ TQmax)7 Kh)’

where K}, is given for free at the end of the attack. From 7, one can fix X; def

Hyg, (M;)® N; for i = 1,...,Gmax- In the real world, P, def P(N;) and Q; def

Q(X;) should be a solution to the following system of equations.

PreQ, =1,
P, ® Qe =15,

PQmax S3] Q(Imax = TQmax'

“BAD” TRANSCRIPT ANALYSIS. Let L be an arbitrary number such that 4 <

23n

n < L < min {ML’ 2%74}. To satisfy the non-degeneracy property (bad;)

and to upper-bound &nax (badz), Zf:lﬁ |R;| (bads and bady) and g. (bads), we
define bad events as follows:

bad; < there exists (i,/) € [gmax)*? such that X; = X; and T; = T};

bad; & H(il,ig .. .,7:[,) S [qmax}*L such that Xi1 =X, == XiL,

— bads < J(i1,42,...,0n) € [gmax]™ such that T;, =T;, =--- =T, ,

— bady & 3(i1,ih,02,7h - in—1,0p_1) € [qmax)™""? such that T;, @ Tj =
T, ®Ty and X;; = Xy for all j € [n —1].
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2 .
22n

— bads & g. > q;:bgrl + 1L

dmax? "

1. For (i,)) € [gmax)*? such that X; = X, since N; # N;, Pr[T; = Tj] = 2% in
the ideal world. There are at most ¢2,,.0 pairs (i,7), and thus
ax 20
Pr[bad;] < Lmax 2
2n
2. Let Col be the number of pairs (i, j) € [gmax)*? such that X; = X; and i < j.
2
Since Ex [Col] < qm;"‘s and (N;, M;) # (N;, M;) for all i # j, we can bound
the probability that bads happens as

Pr [bads] = Pr[€max — 1 > L] = Pr [(gmax —1)?> Lﬂ

< Pr fj(&(cn -1)* > LQ}
i=1
< Pr |2Col +§: (£(Ci)—1) > LQ]

i=1
2¢2,..0
2 max

< Pr [4Col > L?] < =P
Note that this is the same technique as Corollary 4.1. in Jha and Nandi [28],
where our result relies on the 0-AXU property instead of the almost universal
property.

3. We have

dmax n
n qnlax qrnax n
Pr{bads] = 2(n(n—2) =g T ( on )

4. We will bound the probability of bad4 under the condition of —bads. Let B =
{(ir, 42,8 - yin—1,05 1) € [qmax]*®""? | Xiy = Xy forall j € [n —1]}.
By —bads, we have

L—1)""
AL ’

Qmax —1 (Qmax(
Bl < L-1)""<
< (1)@ -t
Thus we have

1

2n
and
|B| qmax (L — 1) n
Pr[bady | —bads] = TICE) < on .

2211,

5. By Lemma 3 with A = Tz e have

21;2qn1ax6 (341;2qrnax8
251 26n

Pr [bad5] <
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In conclusion, we have

Pr[bad1 V badg vV bad3 V bad4 \Y bad5]
< Pr[badl] + Pr[badg} + Pr[badg] + Pr[bad4 ‘ —|bad2] + Pr[bad5]

max26 2 2 o max \ " max L-1 nt 2L max6 4L2 max8
<4 +qu+@ )_%q (L-1) 4 2L q
on L2 on an 25n 926mn
< Qmax26 + 2qr2nax6 qmaxL nt 2L2Qmax6 4L2Qmax8
— on L2 on 25n 26n

“GooD” TRANSCRIPT ANALYSIS. Note that

Pr(Tee =7]  h(G(7))NTmax

PrTia=1] (N)p(N)g

and we denote the transcript graph G(7) = (V, £). We define the following sets
s={{nvrinn)er| i nec},
Di=Ri\S;.

Since |R;| = |S;| + |D;|, we will first focus on upper-bounding |D;|. Recall that
Yoo (€(C;) = 1) = ge. In order to upper-bound |D;|, we distinguish into follow-
ing two cases, namely when i € [o] and i € [a + 1, + B]. We first consider
i € [a], note that we have &yax < L by —bads, hence there are at most

(fs(ci) T 1) _ (L+1eEE)
2 - 2

ways to choose trails of i-th component. By —bads and —bady, if the chosen trail

consists of two edges, there are at most n trails of a single edge and (n — 2) trails

of two joint edges with the same label to the chosen trail. Similarly, if the chosen

trail consists of a single edge, there are at most (n — 1) trails of two joint edges.

For each case, there can be at most (2n — 2) trails with the same label. So we

have
(L + 1)E(Cs)
2

|D;| < - (2n — 2) < nL&(C;)

since L > n. Now we consider i € [+ 1, + f], note that there are at most

Za: <§(§k)) < L;]c

k=1

trails of two joint edges (in the first & components) of which the label can be
the same as the unique label of the i-th component (consists of one edge). Also,
by —bads, there are at most n different components in [« 4+ 1, « 4+ ] that share
the same label value (single edge components) with the label of i-th component.
This observation makes us have

a+p
Y Dl < nLQqC :
i=a+1

26



It follows that

a+

Lg. _ 3nLge nLq.
Z|D|<<ZnL§ ) ”q_ nq+n2q < 2nLq .

2

Furthermore, by —bads and —bads, we also have 4 < n < L < min {T

230 1S | 2(n+1)Lq. N 4Lqcqmax®  20Lgmax”
n mn 22n 23n

2Gmax . 20+ 1)Lqe  4LGeGmax® 20 Lqmax*
mn + mn + 22n 23n -

<

By Corollary 1 and the above, we have

on 23n
x 7 20¢max*

h(G)2m~ Z(Hﬁ |Si \ 4(n +1)Lq. N 8LGcqmax’>  40LGmax”

(2n)|73|(2n)‘g‘ B - an an 22n

CONCLUDING THE PROOF. Now we can set

Ay ety [Sil | 4+ DLae | 8Lactmn® | A0LGma"

€1 (T) on on 92n 923n ’

and

€2 = + mn 25n 26n

qmax26 2q25 QmaxL nt 2L2qmax6 4L2QmaX8
2n L2 +

23n

for Theorem 1. We need to compute the expectation of €;(7)? where the ex-
pectation is taken over the distribution of the ideal world. To be precise, we

have

2

a+8 2\ 2
16 4(n+1)L 8L max
s = o (§1) | (1052 ) e

=1
+8
8 [4(n+1)L  8Lgmax? S 1600L qu
+2n((2n) + 22: )Ex ch|S\ L
8 40Lgmax' o [NV 4(n + 1)L 8Lqmax> ) 80Lqmax®
2771 23n Z |S ‘ + 22n 23n

27
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By Lemma 3, we have

a+p q
max
Ex Z|81| S 2n+1 5
i=1
a+p 2 q 2 q 4
max max
Ex <Z |Sl|> < gntl T 9ani2
i=1
2
Bx fg.] < 2220
2 452
qmax 6 qmax 6
Ex [¢?] <
x [ac] 2 4
Note that
a+p o+ q 45
Ex . ) |Si|| = Ex[q] Bx | Y IS | < ¥
i=1 i=1

since ¢. and S; are independent in the ideal world. Combining it together, it
implies that:

Ex [e(r)?] < (q 4+ 1 >+<(n )L | 8La ) a

— ﬁ 2n+1 22n+2 2n 2277, 22n
An+ 1L 8Lgmax?\" [ Gmax20  Gmax 02\  160Lgmax®
L (Aot DL 8L q L4 q
mn 22n 2 4 95
4(n+ 1)L 8Lgmax?\ 40LGmax®0  1600L%qmax’
+ on + 22n 23n 26n ’

and Theorem 1 then gives

. 4v/2u 2 4y/u(n + 1) LoGmax®  V32uLSGax®
mu prf qmax qmax qmax Qmax
Advepim (U, gmax) < on (277,/2 + on+1 ) + 9L.5n + 92n
4v/2 DL 8V2uLgmax? max 20
+< U(QTF L2 S ) (qmaX61/2+q > )

N V320U Lgiax’ N V/320u(n + 1)d Lgmax® N V640u6 Lmax™ N V3200 Lgmax®
22n

22.5n 22.5n 23n
QUQmaX26 + 4Uq12nax6

+ 2n L2

qIIla.XL " 1 + 4UL2 qrnax6 SULQ qIIla,)(8
on 25n 26n '

23n

When L < min {4;—"_, W}’ it can be bounded by

42uWY? (qmax | Gmax>\ | 3uM?(n+ 1)Lamax?6 | 6u'/?Lamax?0
on 2n/2 + gn+1 on + 22n
n—1
+ QUQmax26 n 4uq12nax5 +9 GmaxL 4 65U1/2LQmax4 '
n L2 an 23n
This completes the proof. ad

28



Acknowledgement. Yu Long Chen was supported by in part by the Research
Council KU Leuven: GOA TENSE (C16/15/058). Wonseok Choi was Supported
in part by the Sunday Group and the Algorand Centres of Excellence program
managed by the Algorand Foundation. Changmin Lee was supported by a KIAS
Individual Grant CG080601 at the Korea Institute for Advanced Study. Any
opinions, findings, and conclusions or recommendations expressed in this mate-
rial are those of the author(s) and do not necessarily reflect the views of the Algo-
rand Foundation. We would like to express our appreciation to the anonymous
reviewers of CRYPTO 2023 for their valuable feedback and insightful sugges-
tions. Special thanks are extended to Jooyoung Lee, Byeonghak Lee, and Minki
Hhan for their assistance and fruitful discussions, which greatly contributed to
the development of this research paper.

References

[1] Bellare, M., Impagliazzo, R.: A tool for obtaining tighter security analyses of pseu-
dorandom function based constructions, with applications to PRP to PRF con-
version. Cryptology ePrint Archive, Report 1999/024 (1999), https://eprint.
iacr.org/1999/024

[2] Bellare, M., Desai, A., Jokipii, E., Rogaway, P.: A concrete security treatment of
symmetric encryption. In: 38h FOCS. pp. 394—403

[3] Bellare, M., Guérin, R., Rogaway, P.. XOR MACs: New methods for message
authentication using finite pseudorandom functions. In: CRYPTO’95. LNCS,
vol. 963, pp. 1528

[4] Bellare, M., Kilian, J., Rogaway, P.: The security of cipher block chaining. In:
CRYPTO’94. LNCS, vol. 839, pp. 341-358

[5] Bellare, M., Krovetz, T., Rogaway, P.: Luby-Rackoff backwards: Increasing se-
curity by making block ciphers non-invertible. In: EUROCRYPT’98. LNCS,
vol. 1403, pp. 266—280

[6] Bellare, M., Rogaway, P.: The security of triple encryption and a framework for
code-based game-playing proofs. In: EUROCRYPT 2006. LNCS, vol. 4004, pp.
409-426

[7] Bernstein, D.J.: How to stretch random functions: The security of protected
counter sums. Journal of Cryptology 12(3), 185-192

[8] Bhattacharya, S., Nandi, M.: Luby-rackoff backwards with more users and more
security. In: ASTACRYPT 2021, Part III. LNCS, vol. 13092, pp. 345-375

[9] Biham, E.: How to decrypt or even substitute des-encrypted messages in 2
steps. Inf. Process. Lett. 84(3), 117-124

[10] Bose, P., Hoang, V.T., Tessaro, S.: Revisiting AES-GCM-SIV: Multi-user security,
faster key derivation, and better bounds. In: EUROCRYPT 2018, Part I. LNCS,
vol. 10820, pp. 468-499

[11] Chang, D., Nandi, M.: A short proof of the PRP/PRF switching lemma. Cryptol-
ogy ePrint Archive, Report 2008/078 (2008), https://eprint.iacr.org/2008/
078

[12] Chen, Y.L.: A modular approach to the security analysis of two-permutation
constructions. In: ASTACRYPT 2022, Part I. LNCS, vol. 13791, pp. 379-409

[13] Chen, Y.L., Mennink, B., Preneel, B.: Categorization of faulty nonce misuse resis-
tant message authentication. In: ASTACRYPT 2021, Part III. LNCS, vol. 13092,
pp- 520-550

29



(14]

(15]

[16]

(17]

18]

[19]

[20]

21]

[22]
23]
[24]

[25]

126]
[27]
28]
[29]
130]
131]

32]

(33]

34]

Choi, W., Kim, H., Lee, J., Lee, Y.: Multi-user security of the sum of truncated
random permutations. In: ASTACRYPT 2022, Part II. LNCS, vol. 13792, pp. 682—
710

Choi, W., Lee, B., Lee, J., Lee, Y.: Toward a fully secure authenticated encryp-
tion scheme from a pseudorandom permutation. In: ASTACRYPT 2021, Part III.
LNCS, vol. 13092, pp. 407-434

Choi, W., Lee, B., Lee, Y., Lee, J.: Improved security analysis for nonce-based en-
hanced hash-then-mask MACs. In: ASTACRYPT 2020, Part I. LNCS, vol. 12491,
pp. 697-723

Choi, W., Lee, J., Lee, Y.: Building PRFs from TPRPs: Beyond the Block and
the Tweak Length Bounds. Cryptology ePrint Archive, Paper 2022/918 (2022),
https://eprint.iacr.org/2022/918, https://eprint.iacr.org/2022/918
Cogliati, B., Lampe, R., Patarin, J.: The indistinguishability of the XOR of k
permutations. In: FSE 2014. LNCS, vol. 8540, pp. 285-302

Cogliati, B., Patarin, J.: Mirror theory: A simple proof of the pi+pj theorem with
&max = 2. Cryptology ePrint Archive, Report 2020/734 (2020), https://eprint.
iacr.org/2020/734

Cogliati, B., Seurin, Y.: EWCDM: An efficient, beyond-birthday secure, nonce-
misuse resistant MAC. In: CRYPTO 2016, Part I. LNCS, vol. 9814, pp. 121-149
Dai, W., Hoang, V.T., Tessaro, S.: Information-theoretic indistinguishability via
the chi-squared method. In: CRYPTO 2017, Part III. LNCS, vol. 10403, pp. 497—
523

Dutta, A., Nandi, M., Saha, A.: Proof of mirror theory for émax = 2. IEEE Trans.
Inf. Theory 68(9), 6218-6232

Dutta, A., Nandi, M., Talnikar, S.: Beyond birthday bound secure MAC in faulty
nonce model. In: EUROCRYPT 2019, Part I. LNCS, vol. 11476, pp. 437-466
Hall, C., Wagner, D., Kelsey, J., Schneier, B.: Building PRFs from PRPs. In:
CRYPTO’98. LNCS, vol. 1462, pp. 370-389

Hoang, V.T., Tessaro, S.: Key-alternating ciphers and key-length extension: Exact
bounds and multi-user security. In: CRYPTO 2016, Part I. LNCS, vol. 9814, pp.
3-32

Hoang, V.T., Tessaro, S.: The multi-user security of double encryption. In: EU-
ROCRYPT 2017, Part II. LNCS, vol. 10211, pp. 381411

Impagliazzo, R., Rudich, S.: Limits on the provable consequences of one-way per-
mutations. In: CRYPTO’88. LNCS, vol. 403, pp. 826

Jha, A., Nandi, M.: Tight security of cascaded LRW2. Journal of Cryptology
33(3), 12721317

Jha, A., Nandi, M.: Tight Security of Cascaded LRW2. Journal of Cryptology
33(3), 1272-1317

Kim, S., Lee, B., Lee, J.: Tight security bounds for double-block hash-then-sum
MACGCs. In: EUROCRYPT 2020, Part I. LNCS, vol. 12105, pp. 435-465

Lucks, S.: The sum of PRPs is a secure PRF. In: EUROCRYPT 2000. LNCS,
vol. 1807, pp. 470484

Mennink, B., Neves, S.: Encrypted Davies-Meyer and its dual: Towards optimal
security using mirror theory. In: CRYPTO 2017, Part III. LNCS, vol. 10403, pp.
556583

Minematsu, K.: How to thwart birthday attacks against MACs via small random-
ness. In: FSE 2010. LNCS, vol. 6147, pp. 230-249

Mouha, N., Luykx, A.: Multi-key security: The Even-Mansour construction revis-
ited. In: CRYPTO 2015, Part I. LNCS, vol. 9215, pp. 209-223

30



[35] Patarin, J.: A proof of security in o(2n) for the xor of two random permutations.
In: ICITS 2008. LNCS, vol. 5155, pp. 232-248

[36] Patarin, J.: The “coefficients H” technique (invited talk). In: SAC 2008. LNCS,
vol. 5381, pp. 328-345

[37] Patarin, J.: Mirror theory and cryptography. Appl. Algebra Eng. Commun. Com-
put. 28(4), 321-338

[38] Shen, Y., Wang, L., Gu, D., Weng, J.: Revisiting the security of DbHtS MACs:
Beyond-birthday-bound in the multi-user setting. In: CRYPTO 2021, Part III.
LNCS, vol. 12827, pp. 309-336

[39] Tessaro, S.: Optimally secure block ciphers from ideal primitives. In: ASI-
ACRYPT 2015, Part II. LNCS, vol. 9453, pp. 437-462

31



Supplementary Material

A  Proof of Lemma 1

We will need the following relationship in our proofs. Since > P(z) = > . Q(z) =

1, we have
Y (P@)=Q@) =0& Y (Plx)— Q@)+ Y (P)—Qx)=0 (7)
zel’ el zel'\I"’

Showing Lemma 1 is equivalent to showing that

Acrr (RQ)Eé(ZP(x)—Q(x)I) - Y (P2) - Q)

xzel”

Remark that Axp, (P, Q) is defined as

P(x)
Agr.r(P,Q) = P(x)In
wrh )= 2 P (o)

Plugging r(z) = ggzg — 1> —1 into this equation, we have

Axrr(P,Q) =Y Q@) (1+7(x)) - In(1+r(x))

xel”
= Z Q@) - (1+7(2)) - Wn(1+r(x)) = Y (P(x) - Q(x))
= Q@) - (1+r@) (L +r(@) —r(@) - Y (P)-Q) (8)
zel” xel'\I"

using the relationship defined in (7) (since the extra term added is equal to 0).
Furthermore, we can prove the following claim

Claim.

TQ

def
F(r) = (1+r)-1n(1+r)—r—m20

for all r > —14.

The proof of the claim is deferred to the end of the proof.

) def

4 We will define F(—1 lim, , ;+ F(r) = % since lim, o+ tInt = 0. This slight

abuse of notation is also used for the definition of KL-divergence.



Using the above claim, we derive the following lower bound for (8)

r\x 2
®2 % 00 (srin) - ¥ () - Q@)

xzel\I"’

) Q) @)
- 3 o (s i) - 2 (P -at)

1 (Saer Q@) - Ir(@)))”
25 Q) (L +r)]3) mepz\p,(% ~ Q). (9)

where the last inequality is obtained by applying Sedrakyan’s inequality.
On the other hand, from the definition, we have Q(z)-(1+7(x)/3) = 2Q(z)+

%P(z) It directly implies that > .- Q(z) - (1 + r(z)/3) = >, cp 5Q() +
5P(r) < 1. Hence (9) can be lower bounded by

<9>>;(Z Q<x>-|r<x>|) - 3 (PE) - Q)

el zel\I"

2
1
= (Z |P(a) - Q(w)l> - Y (P) - Q).
zel" zel\I"
where the last equality is obtained by substituting r(x) = % —1 into (9). This
completes the proof of Lemma 1.

Proof (of the claim). Remark that

2

r
F(r)y=(1 ~In(1 —_r .
(1) = (L7) 14 7) =7 = s
We have the following first and second derivatives:
3r(6+1)
F'(r) =1In(1 -
(1) = Inf1+7) = S22

and 1 o7
/!
F(T)il—i—r (B3+7)3"
Note that F'(0) = F”(0) = 0.

Assume that r > 0. One can see that F”(r) > 0. By Mean Value Theorem,
there exist 1,72 € (0,7) such that F(r) = F'(r1)r and F'(r1) = F"(r2)r1. It
follows that F(r) = F"(rg)rir. Since F"(rs), r1, and r are all positive, F(r) is
positive.

Now assume that —1 < r < 0. One can see that F”(r) > 0. By Mean Value
Theorem, there exist r1,r2 € (r,0) such that F(r) = F'(r1)r and F'(r1) =
F"(rq)ry. It follows that F(r) = F"(rg)rir. Since F"(rs) is positive and r; and
r are negative, F'(r) is positive. O
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B Proof of Lemma 2

Since Int <t —1 for all £ > 0, by replacing ¢ with %, we see that

n(Ge) < g !

for all x € I'. We then have

P(x)
A Nl (P,Q)Z P(x)ln
i Z; <Q(rﬂ))

IN

> (55 @)

xzel”

Note that this property also holds when P(z) = 0 < t = 0 with a slight abuse
P

of notation in KL-divergence, i.e., P(z)ln (Qgg = 0. On the other hand, by

subtracting the identity ) . (P(x) — Q(z)) = 0 defined in (7), we also have

P(x)2
A (BQ) = —P(x)) = Y (P(x) ~ Q(a
koo ( ) I;/ ( 0@) ( )) ; (z) )
_ P@)? o N o
z;/(Q(I) 2P(z) + Q( )> xe;\F’(P( ) — Q).

It is obvious that the last term equals to ) % =2 wer\r (P(z) =

Q(z)). This concludes the proof.

C Proof of Lemma 3.
For u < v € [¢], let I, be an indicator variable such that
Liw =14 Ay = Ay

Observe that

C= Y I

u<v€(q]
and, for u < v € [q],
1
Ex[I,,]| = —.
x [Tl = 5o
Therefore we have
ql¢g=1) _ ¢
Ex[C]=Ex | »_ Lw] = o < g (10)
u<v€Elq]




On the other hand,

C2: Z Iuv Z qu;+ Z Z Iu,vlu/,v’-

u<v€E(q] u<v€(q u<v€lg] u' <v’€[q]
(u' v #(u,v)
Note that, unless (u,v) = (v/,v’), I,,, and I, , are independent since at least
three of {A\y, Ay, Aur, Apr} are mutually independent. Hence the following com-
putation holds:

Ex [CQ} = Ex Z Iu v + Z Z Iu,vlu’,v’

u<v€(q] u<velq] ' <v’'€lq]
() (r0)

= Ex Z Luw| +Bx | > Ly >, Luw

| u<velq] u<v€E[q) u' <v’€[q]
(' 0")# ()
ale—1)  alg—1) alg—1) =2
on+1 on+1 on+1
¢ q*

— 2n+1 2277,+2 .

By (10), (11) and Chebyshev’s inequality, the proof is complete.

D Proof of Theorem 2

For readability, we use N = 2™ and G instead of G(I"). Fori=1,...,a+ 3, C
is a bipartite graph, where one part consists of the vertices in Vp and the other
vertices in Vg; the two parts are denoted P; and Q;, respectively For i € [+ 4],
we will also write X; =Py U---UP;, and V; = Q1 U---U Q;. Let h.(¢) be the
number of solutions to C; U --- U C; and h.(0) = 1. In order to find a relation
between h.(i) and h.(i + 1), we fix a solution to C; U --- UC;.

Fix a vertex V* € C; 1. If we assign any value to V*, the other unknowns are
uniquely determined since there is a unique trail from V* to any other vertex in
Ci+1. We can choose the solution to V* from

{0, 13"\ J Wvei,
VeCi

where

Wy déf |_| Pj ifVGPi+1,

1<5<i

|| QifVeQin,

1<5<i
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and Ay € A(V,V*) (it V = V*, then Ay = 0). Let uw; = [Py, v; = |Qil,
U, = 22:1 uj, Vi = 22:1 vj, and Ay = Wy @ Ay. Fori =0,...,a—1, we have

he(i+l)= Y  (N- |J 4v

solutions to Velit
CiU---UC;

< Z N — v Uy — v Vi + Z [ Ay N Ay |

solutions to V#V'€Cit1
CiU---UC;
:(Nqu_lUi *'Ui-s-l‘/i)hc(i)‘i’ E E |AV ﬂ/l\//|.
solutions to V£V'€C; 41
CilU---UC;

For Vi,V{ € Ciy1, Vo € Wy, and Vj € Wy, let 1/(V1,V{,Va,Vy) denote the
number of solutions to C; U --- UC; such that Vo ® VY = Ay, & Ayy. Let

def

HA’i+l = ({Vla‘/l/}7 {‘/27‘/2/}) ’ Vl 7é ‘/1/ € Ci+l7‘/2 S WVN‘/Q/ S WV{? and )‘(‘/2a ‘/2,> = J~} .

Then we have

> S Ay N Ay | =R heli) + > W (i, V]V, V3) .
solutions to VAV'€C, 41 Vi, V{3 V2, V3 })€ELita
CilU---LUC;
(12)

Let h”"(V, V') denote the number of solutions to (C;U---UC;) \ (Cy UCy/) where
V e Cy and V' € Cy. For ({V1,V{},{V2,V4}) € Li41, we have

hl(vhvlla ‘/25 V2,) S N - h”(‘/Qa V2,)

S Ve U V)

h('(l) 2§maX(U + V)N gmax(Ui + ‘/1)2
SN <1 + (N — Emax (U + V7))2 )

he(i) ( 2 max (Ui + Vi)N )
=N (N — Emax (Ui + V)2

hc(l 192£maxqc
SN (1 TN )

73h.(i)

g SEN (13)

since U; +V; < 33“ and q. < ¢ < N/4&nax- By (12) and (13), and since

ILit1] < (u”l +U”1) (Ui + Vi) < (£(Cit1)), (Ui + Vi)? < 9(E(Cit1)), q?

2 2 4 - 16 ’
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we have
2 (£(C 2
he(i+1) < (N = Uit Ui = vi1Vi + [Riga| + (E(H))Qqc) he(i),

and,

he(i + 1) N&C) 1 <NE(C“’1) — (Uis1Ui + 011 Vi — [Riga [)NSCir) 1
he(i)(N = U)oy (N = Vi), — NECis1) — (u;1Uiq — vip1 Vi1 ) NE(Civ1)—1
2 (£(Cit1))y g2 NE(Cinn) =2
NECiv1) — (u; Uiy — 0541 Vi1 )NECiv1)—1
(ufiy + 83 + | Riga JNE(Cirn)
Né&Citr) — (wip1Ui41 — Ui+1Vi+1)N§(Ci+1)—1
2 (£(Cit1)) gz NE(Civr) 2
NECiv1) — (ui+1Ui+1 - Ui+1‘/i+1)N5(Cz+l)—1

2(&(Civ1))y +2|Rig1] n 4(£(Civ1))s a2
N N2

+

<1+

+

<1+

2| Rit1]

et (et (5455 ) - )

<1
<l+ e

By denoting

gmax 4(]2
= 2
¢ (2+ %%

and using the relation

Z _1 _q07

i=1
it follows that

he(a)N% 1 1( o(i + 1) NEC+)-1 )
(N)Ro (N)So - N Uz U@+1 (N ‘/7)1)7+1

IN

O< Q\le C(é(Ci+1)1)>
1

< H( 2WBeal) Ta+ctea -
=0 =0
(14 2ERIRY (1 Ca)’
< el (15)

where

2 q_ Rl 2 (-l_ Rz +2 maxYc 4 max 3
61 — sz_vl | I + ch — Zz_l ‘ ]\|7 5 q + £N2 qc )
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Fori=1,...,8, we will write

. /)\; /
Ca-‘rl'P’_Q

A I

Let hg(i) be the number of solutions to C; U -+ U Cy4yi for ¢ = 1,..., 5. Note
that hq(0) = he(a) and hg(B8) = h(G). In order to find a relation between hg(4)
and hg(i+ 1), we fix a solution to C; U- - - UCqq4. Then we can choose P;, | from
{0,131\ (X U (V@ X,,,)), where

def
XE | PP P = e,

1<j<a
def
Vi< ] Qu{@l - Q= Yar)-
1<j<a
Fori=0,...,8—1, since
A =t g
Vil =v1++va+1i,

we have
ha(i +1) = Z (N =X U @X1)l)
solutions to
Cil---UCayi

= Y (N X -+ 1X AVl e M)

solutions to

Clu---uca+i
= (N =X/ = ViDha() + D XN @)l (16)
solutions to
CiU---UCq i

For P € X! and Q € Y, let W/ (P, Q) denote the number of solutions to C; LI+ - L
Ca+i such that P©Q = A, ;. Let

def

B; (X x V) \ A,

Then we have

oo xniexal= Y. HWPQ

solutions to PeX/,QeY!
Clu---uCaH
= > NP+ Y HPQ)
(P,Q)EA; (P,Q)EB;
- |Ra+i+1| hd(z) + Z h/(Pv Q) ) (17)

(P,Q)EB;

Depending on whether there are large components (whether ¢. > 0), we can
distinguish the analysis of Z( P.O)EB: K (P, Q) into the following two cases.
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Case 1 (g. > 0). Let h”(P,Q) denote the number of solutions to (C; U --- U
Cati)\ (CpUCq) where P €Cp, Q € Cg and C # Q € {C1,...,Cqat;}. We have

W(P,Q) < N-h'(P,Q)
N - ha(i)
(N = &max (1] + [V]1))?
ha(i) (1 n 2max (17| + VN — &2 (1] + |y{)2>
N (N = &max (|47 4 [V]]))?
ha(i) (1+ : 2max (|| + [V N )

<

IN

=N N — max (| X! +V]]))?
ha(7) 16&maxq
<5 <1+ i ) (18)

since |X!| + |Vi| < 2¢ < 251:;); By (17), (18), and since |B;| < |X/||V!|, we have

X/||Yi 168 max .
Z X! N (Vi Nig1)| < <|Ra+i+1 + | 1]‘\|7y1| (1 + fN q)) ha(4)

solutions to
Cq U---UCQ_H'

and by (16),

N + N2

. X! ||V: 16&maxq® )
hd<z+1>s(N—|X;|—|y;|+|na+i+1+' Vi, 16€ q)hdu).

nce Vi < 2¢ < =, we have
Since |X]| + | V]| <2¢< & h

3
ha(i +1)N N2 — (|| + V] = [Rarin1 )N + | X][| Y]] + Loome=t
ha(i)(N — [X)(N = [Y5]) — N2 — (|X]| + [VIDN + [X]]] V]
|R . 1|N+ 16§maxq3
<1+ 2 a+j+ 7 N ARy
N? — (1X][ + VDN + X1V

6 |Ra+i+1| 96§maxq3
<1
=4t 5N * 5N3
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Since g = q. + 8, |P| = | X+ 8, 19| = | V5| + 8 and a+ q. = |X,| + |V}, and by
(15) and (19), we have

h(g)Nq h(g)ch+B

(N)ip(N)jg) (V)] (N = X)) s (N) | (N = Do)
_ h(wNe A ha(i+ 1)N
(V) (V) g E) (hd( (N — | Xi[) (N |yz‘|)>

B-1 3
< et H <1 " G\R;]:L[Hﬂ 96?;1\?;«(]

=0

B
61 <1 + 22?:1 |Ra+z 2Ogmaxq >
Np

< 651+52

where

6 o 22?;1 ‘Ra+i| + 20€maxq4
2 — N N3 )

and therefore

2 a+ﬁR +2 max{c 4mx3 20 max4
i1 5y = LR R Kt | D

On the other hand, from the Mirror theory of Jha and Nandi [29], we have

hG)N1 42 & 2¢>  13¢*
O o1 2N (efey 1) - 2L
=1

(N)p|(N)ig — N Nz N®
> 4(£max - 1)ch2 2q2 13q4
- "N~ N%
A€maxdcq®  13¢*
>1- N2 T N3

In other words,

MONT  _ Abmaxted® | 13¢*

1— < <e¥ 1
(N)p|(N))g] N? N3
where
5o = 4maxqcq® | 13¢
8T N2 N3
3
To sum up, since 45"]“\?5‘% < 45"‘;’,‘2‘1“‘1 and 13q < M , we have

h(G) N4
(N)1p(N)g|

—11<e* -1
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where

QZMB IRil + 26maxte . 4&maxqeq” N 20€maxq”
N N2 N3

which completes the proof for the case of ¢. > 0.

Case 2 (q. = 0). Since there are no large components in this case (a = 0), we
have hq(0) = 1. Recall that &' (P, Q) denote the number of solutions to C;U- - -LIC;
such that P ® Q = )], and here we consider the case (P,Q) € B;. If i > 2n 42,
then we have

ha(i)
N

(15 |Ris1] + 17)ha(i)
N2

W (P, Q)’ <
by Lemma 8 of [17]. So we have

ha(i) 15|Rip| + 17
1 .
N ( + N

By (17), (20), and since |B;| < |X;]|Vi|, we have

RAING 15| Ria1| + 17 .
) |Xiﬂ(y¢69)\i+1)|§<|73i+1|+ J‘\|/‘ |(1+ | R,l‘ ))hd(l)

W(P.Q) < (20)

solutions to
CiU---LUC;

and by (16),

15¢2 X\l 1742 .
hd(z'+1)<(N—|Xi|—|yi|+|7zi+1|(1+ q)+' il q)hdu).

N2 N NZ
Since |X;|, |Vi| < N/13, we have

2 2
ha(i +1)N N2 — (1] + |Vi)N + [Rig1] (N + B35 ) + |45 Ys] + 5
a(i+1)

RN — XN =) N2 — (|Xi| + [ViIN + X[V
\RLHl (N + 150 + 13

- (|XL|+‘yzDN+|XZ||yZ‘

2 \Ri+1| + 18|Rit1]q* | 20>

<1

s+ N N3 N3
3|Riv1] | 2042

<1 —_— .

<1+ N + N

Let m = 2n + 2. Then we have

h(G)NT—™ 9 ( 3|Ris1| | 204> )
1+ +
ha(m)(N = |Xm])g—m (N = [Vm|)q- 21:_[ N N3
IR | 20¢%\*
< <1 + 1 + 3
<eft, (21)

41



where

_3XLLR 204"

b .
! N N3

If i <2n+ 1, then we have
ha(i+1) < N - hq(3).
Then it follows that

ha(i +1)N - N-N
ha(i)(N — |G (N = Vi) = (N = [N = Vi)
<14 N (1] + i)

(N =[N = [¥]) -
Since |X;|, V| < min{i, N/13}, we have

ha(2n + 2)N2m+2 ! 30
RaD)(V)zns2(Nanez <1+ 2 N)
8+ (0 +1)

<1+

By combining (21) and (22), we have
M § 651 (1 + 6(n+ 1)2> < e51+52 .
(N)p|(N))g] N

where

5 = 6(n +1)2
2 — N )
and therefore

3LV Rl | 204, 6(n+1)°

01+ 09 = N N3 N

On the other hand, from the Mirror theory of Choi et al. [17], we have

3 el ; 2
MONT 6t 1) (2@ 201)

>1- —~ + =
(V)21 (N)g) NZ o \N® NG
3 2 3
o1 8t ¢ T¢
= N2 N2 N3
6(n+1)° 2¢°
21- N2 N2
In other words,
q 3 2
NGRS 8- Y
(V)P (V) N N

N - N



where

N2 N2
To sum up, since 6(7?21)3 < 6(”;\;1)2 and 21(\)/%3 < ?Vij, we have
h(G)N1
9) <o
(V)P (V) g

where

(_ 3EEC IR 267 60+ 1)
N N N2 N ’

which completes the proof for the case of ¢. = 0.
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