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Abstract. The Brakerski-Gentry-Vaikuntanathan (BGV) scheme is a
Fully Homomorphic Encryption (FHE) cryptosystem based on the Ring
Learning With Error (RLWE) problem. Ciphertexts in this scheme con-
tain an error term that grows with operations and causes decryption
failure when it surpasses a certain threshold. For this reason, the pa-
rameters of BGV need to be estimated carefully, with a trade-off be-
tween security and error margin. The ciphertext space of BGV is the
ring Ry = Zq[z]/(Pm(x)), where usually the degree n of the cyclotomic
polynomial &,,(x) is chosen as a power of two for efficiency reasons.
However, the jump between two consecutive powers-of-two polynomials
also causes a jump in the security, resulting in parameters that are much
bigger than what is needed.

In this work, we explore the non-power-of-two instantiations of BGV. Al-
though our theoretical research encompasses results applicable to any cy-
clotomic ring, our main investigation is focused on the case of m = 2° - 3,
i.e., cyclotomic polynomials with degree n = ¢(m) = 2° - 3", We pro-
vide a thorough analysis of the noise growth in this new setting using
the canonical norm and compare our results with the power-of-two case
considering practical aspects like NTT algorithms. We find that in many
instances, the parameter estimation process yields better results for the
non-power-of-two setting.

Keywords: Fully Homomorphic Encryption, BGV, non-power-of-two, parame-
ter estimation

1 Introduction

Fully Homomorphic Encryption (FHE) is a revolutionary field that enables com-
putations on encrypted data without the need for decryption. Namely, a set of
operations can be performed over ciphertexts such that these operations are re-
flected as additions and multiplications on the corresponding plaintexts. This
capability presents a powerful tool for privacy-preserving data processing, offer-
ing solutions for different applications such as machine learning, cloud services,
and secure computation outsourcing.
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Several FHE schemes were proposed after Gentry’s breakthrough thesis [26].
Among all FHE schemes, the most practical, efficient and widely adopted are
BGV [10], BFV [9,24], TFHE [15,16] which improves the FHEW scheme [23],
and CKKS [14,13]. The reader interested in FHE and its applications will find
some introductory material in [1,12,38,39].

In this work, we focus on the Brakerski-Gentry-Vaikuntanathan (BGV) [10]
scheme. BGV can be instantiated using either the integers or cyclotomic rings,
yielding a scheme based on Learning with Errors [43] (LWE) or its Ring variant
[36] (RLWE), respectively; the latter version is often preferred for efficiency
reasons.

Roughly speaking, the (decision version of) RLWE problems consist of dis-
tinguishing equations perturbed by small noise from uniformly random systems.
The issue arising from this construction is noise growth. Indeed, to guarantee a
correct decryption, the error added has to be small. Unfortunately, it increases
when homomorphic operations are computed, and to allow a larger number of
supported operations, we have to increase the ciphertext modulus. However, a
higher modulus also decreases the security level of the underlying scheme. On
the other hand, to increase the security level, we can adopt a higher polynomial
degree n at the cost of efficiency. This balancing process called parameter esti-
mation, is one of the main issues that need to be tackled in order to make FHE
practical. See [18,19,27,33,40] for more details on BGV parameter estimation
and [2,5,7,40] regarding frameworks for efficiently selecting parameters.

The ciphertext space of RLWE-based scheme is the ring R, = Z4[z] /(P (2)),
where @,,(x) is the cyclotomic polynomial of degree n = ¢(m). In general, n
is chosen as a power of two because @,,(z) = 2™ + 1 and the ring has a nice
algebraic structure, exploitable in many ways. The main example is polynomial
multiplication, which is one of the main computational bottlenecks in lattice
based cryptography. To address this problem, fast algorithms are necessary for
efficient computation; when n is a power of two, we can use the powerful radix-2
Number Theoretic Transform (NTT) [6] algorithm.

Powers-of-two are sparse, and this can turn out to be a problem: it can
happen that we are forced to choose mon-optimal instantiations of BGV only
because we have to increase the degree n and the jump between two consecutive
powers-of-two is too big. Due to this significant gap, researchers have started
to explore the idea of studying non-power-of-two cyclotomic polynomials [4].
Promising results have been obtained by applying it to NTRU, as demonstrated
in [37].

Our contribution. In this work, we investigate non power-of-two BGV, meaning
we choose the cyclotomic index m to be different from a power-of-two, and
in particular, we consider m = 2° - 3¢. The main change coming with this idea
is that now &,,(z) = 2™ — 2™/? + 1, where n = m/3, which conditions many
different aspects of the BGV cryptosystem. The most important ones are 1)
the algorithms for the NTT; 2) how modular reductions affect the computation
of polynomial products and 3) how reductions modulo the quotient cyclotomic
polynomial @,,(z) impact the error bounds.
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The first topic has been recently addressed in [37], showing how it is possi-
ble to find algorithms that are competitive with the radix-2 NTT also in this
framework, and in our work we explore the latter two aspects thorougly.

Regarding the second subject, we make a significant contribution by demon-
strating how to compute the full covariance matrix of the product of two random
polynomials modulo @,,(z) when m = 2% - 3" (Theorem 3). The proof is based
on a particular factorization of the polynomial @,,(z), suggesting possible gen-
eralizations to scenarios where m is the product of other prime powers.

Concerning the third topic, we provide a comprehensive worst-case analysis
using the canonical norm to estimate the parameters. Specifically, we compute
noise bounds for all homomorphic operations and investigate how to effectively
combine different operations within the BGV scheme to perform complex com-
putations in specific homomorphic circuits. Moreover, using Ljapunov’s Central
Limit Theorem [8], we give a rigorous proof of the widely used fact that the
canonical embedding of a random polynomial yields vectors whose components
have distribution well approximated by a complex Gaussian (Theorem 2). This
result is independent from the factorization of m, hence it is valid for any cyclo-
tomic ring. We believe that the theorems and technical tools developed in this
paper hold the potential to be of independent interest for various other applica-
tions beyond the scope of this work, especially when we consider the amount of
attention drawn by lattice based cryptography in the context of post-quantum
standardization.

On the applied side, we compare our results with the power-of-two setting and
find that there are many scenarios where it is recommendable to use non-power-
of-two BGV. In fact, our examples demonstrate that, while maintaining a similar
modulus size ¢ and comparable performance in NTT algorithms, it is possible
to achieve a 25% reduction in the vector length n. This discovery represents a
significant advancement towards more feasible applications of BGV and suggests
that similar techniques can also be applied to other FHE constructions.

This work is structured as follows.

— In Section 2, we introduce the mathematical notions serving as foundations
to BGV and parameter estimation.

— In Section 3, we describe BGV and our techniques for the parameter estima-
tion, including the tools for the non-power-of-two framework. In particular,
in Section 3.2 we prove our theoretical results (Theorems 2 and 3) which
shed light on the underlying mathematical structure of the rings we work
into.

— In Section 4, we study how the basic operations interact to form the leveled
circuits and how this impacts noise estimation.

— In Section 5, we present our results for non-power-of-two parameter estima-
tion, and draw comparisons with the power-of-two instantiations.

— Finally, in Section 6, we draw our conclusions and propose future research
directions.
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2 Preliminaries

2.1 Notation
We begin by fixing some notation.

— C and Q are the complex and rational fields respectively, Z is the ring of
integers, and for a € Zsq we let Z, = Z/aZ, and [a] = {0,1,...,a — 1}.

— Integer modular reductions modulo odd numbers ¢ are symmetric with re-
spect to the origin: the notation [z], refers to the representative of the class
of z that is contained in [—|2], |4]].

— For any ring R, R* denotes the units of R; for a,b € N, R**? is the set of
a x b matrices with elements in R.

— Coordinate vectors with respect to some basis are indicated by bold letters:
e.g., a = (ag,...,an—1) where each a; lies in some ring, [a], indicates the
vector ([aglgs - -, [an—1]q)- ||a|| is shorthand for the infinity norm of a.

— Given a random vector X = (Xo,...,Xn-1), E[X] = (E[X0],...,E[X;-1])
is its expected value and Var(X) is the vector of variances; for a random
vector Y, CovM(X,Y) = (Cov(X;,Y;))s j=1,....n is their covariance matrix.

— Given a distribution x on some set S, s < x means sampling s € S according
to x, and this generalizes to vectors in a coeflicient-wise fashion. x5 and ye.
will refer to the secret and error distributions for RLWE samples.

— R(z) and X(z) denote real and imaginary part of z € C.

— Given an integer r we call R, = R/(rR). We denote the plaintext and ci-
phertext moduli with ¢t and g, respectively. The plaintext space is Ry =
Z[z])/(Pm(x)), while the ciphertext space is R, = Z[z]/(Pm(x)), where
&, (x) is the cyclotomic polynomial (see Section 2.2).

— ¢(-) denotes Euler’s totient function.

2.2 Mathematical Background

Cyclotomic polynomials For m € N, an m'" root of unity in a field F is
any element ¢ € F such that (™ = 1; if ¢¥ # 1 for any k < m then ( is called
primitive. The set of primitive m‘® roots of unity is {¢* : i € Z*,}. Finally, the
mt" cyclotomic polynomial @,,(x) is

P () = H (x—¢")
i€z,

and it has degree n = ¢(m). Let m = Hézlpfi be a natural number, where p;
are distinct primes. Then the radical rad(m) is the product of its prime factors,
namely, rad(m) = Hi:l Di-
Lemma 1. [20] For any m € N we have @y, (z) = Praq(m) (™ 724M)).

This result implies that for m = 2°3¢ we have ®,,(r) = 2" — 2% + 1.

The following result describes how cyclotomic polynomials factorize over fi-
nite fields. This factorization is a crucial finding with significant implications for
polynomial multiplication algorithms.
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Lemma 2. [35, Theorem 2.47] For any m € N the polynomial @, (x) has
¢(m)/d factors of same degree d over Fy, where d is the multiplicative order
of ¢ modulo m.

The quotient ring K,, = Q[z]/(®,.(x)) is the m'" cyclotomic field. This
extension has degree n = ¢(m) over the rationals.

Lemma 3. [3/, Chapter IV, Theorem 3] The ring of integers of Q((,,) is R =
Z[Gm] = Zx] /(P ().

Canonical embedding and norm The canonical embedding of a polynomial
a(z) € Ky, is the vector (a(¢?) : i € Z7,). Ordering the roots appropriately we
have o : K — H, where

H={(z1,...,2,) ER® xC¥2 10, y; = Tg,1syqi fori=1,...,85} CC" (1)

and this is a ring homomorphism; by identifying the conjugate couples, we have
H = R*1*$2_ The canonical norm ||-||°*" is the pull-back of the infinity norm via
the canonical embedding: || - ||°*™ = || - [|¢". It is sub-multiplicative: V a,b € K

[lad[[*™ < {[a]|*"|[[[**" . (2)

The following two results establish a connection between the infinity norm and
its canonical counterpart. For full proofs and a more extensive background, we
refer to [21].

Lemma 4. Let K be the m*" cyclotomic field, R be its ring of integers, and o
the canonical embedding of K. There exists is a constant ¢, such that for any
a € R we have

lladloo < emllaf "

The constant ¢, is called the ring’s expansion factor and enjoys the following
properties.

Lemma 5. Let m > 2, then

1. for r =rad(m) we have ¢, < ¢
2. if m is odd then cap = Cm;
8. for m = p prime we have

. 2sin(7/p)
P p(1 —cos(m/p)) |

A straightforward application of the properties above is that for m = 253,
we can bound the value of ¢, with

_ 2sin(n/3) 2
= 3(1 —cos(7/3)) /3 )

from which we deduce the bound ¢, < 1.1547.
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Probability theory We assume the reader is familiar with the basic properties
of expected value and covariance, including the complex case; a basic reference
including proofs for the following results is [32]. All distributions in this work are
centred, meaning they are symmetric around the origin. This implies the mean
w1 of the distributions is always zero. We will use the following widely known
distributions:

— the ternary distribution 7, having variance 0% = 2/3;

— for an odd g € N, the uniform centered discrete distribution U, over Z or Z,
with variance is ¢2/12;

— The continuous Gaussian distribution on R with variance o2, denoted as
N, = N(0,0?%), and its discretized version DG(0,0?) obtamed rounding to
the closest integer/rational number.

In our work, we use xs = 7.

A multivariate normal vector is defined as an affine transformation of a stan-
dard normal vector, that is a vector of independent Gaussian random variables
with mean 0 and variance 1. We have the following equivalent definition.

Lemma 6. A random vector (Xo,...,Xn—1) is Gaussian if and only if each
linear combination over R of its components is a Gaussian random variable.

Moreover, we have the following property.

Lemma 7. If the components of a Gaussian random vector (Xo, ..., Xn—1) are
uncorrelated, then they are also independent.

We also recall the statement of Lyapunov’s Central Limit Theorem, to justify
some theoretical results needed for our estimates.

Theorem 1. (Lyapunov CLT) Let Xy, X1,...,X;,... be a sequence of indepen-
dent random variables each with mean p; and variance 02 both finite for each j,

and let s;, = Y~ 01 2. Assume the ezistence of a stmctly positive real number §
such that

n—1
. 1
A5 $270 > EIX; — P =0. (4)
7=0

Then B
i Z —>N(O 1).
Sn 0

Gaussian sampling In order to obtain secure RLWE cryptosystems, one key
aspect is the choice of a secure error distribution .. The error polynomial e € R,
must have a spherical Gaussian distribution in the canonical embedding. While
for the power-of-two constructions, it is sufficient to use x. = DG(0, %) where
o = 3.19 and each component is independent, things get more complicated when
m # 2% due to the geometry of the canonical embedding. In [22] the authors
tackle this issue by showing an efficient way to sample error polynomials securely.
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They first sample an error polynomial € in the ring Z,[z]/(©(x)), where O(z) =
2™/2 4 1, and then reduce & modulo &,,(x) to obtain an error polynomial e €
Rq. Each coefficient of the polynomial modulo ©(x) is sampled independently
according to a Gaussian distribution of variance ma?, where o = 3.19. For every
m # 2F we will denote this distribution by x.. By looking closely at the reduction
modulo @,,(x), we see that each coefficient of e is the sum of two independent
coefficients of &; for this reason, its variance will be V, = 2mo?.

Lattices We assume the reader is familiar with the basic definitions concerning
lattices.

The BGV cryptosystem relies on the hardness of the LWE [43] and RLWE [36]
problems; we will focus on the latter version as it is more efficient. This problem
is based on the RLWE distribution, obtained as follows: sample uniformly at
random a € R, then an RLWE sample is (a,a- s+ e) where s and e are sampled
from two distributions ys and y.. The search and decision versions of the RLWE
(S-RLWE and D-RLWE respectively) are then defined as follows:

Definition 1. (S-RLWE) Recover a fixed secret s from a given number of
RLWE samples with a non-negligible advantage.

Definition 2. (D-RLWE) For a fized secret s, distinguish with non-negligible
advantage between a certain number of independent RLWE samples and inde-
pendent uniform samples.

Under certain assumptions, these problems are as hard as some well-studied
lattice problems such as GAPSVP or SIVP [42,43], and it is widely believed that
quantum computers have no significant advantage over classical ones in solving
them [41].

Polynomial multiplication The main computational bottleneck in lattice-
based cryptosystems is polynomial multiplication, which can be tackled in differ-
ent ways [6]. The best-suited algorithm for our purposes is the Number Theoretic
Transform (NTT), especially the non-power-of-two version proposed in [37].
Let us consider the cyclotomic ring R, with index m = 23" and ¢ = 1
mod m. Then, given a sixth primitive root of unity {, we have the factorization

() =2 — 2™ +1= (22 - ) (a™? =) .

Using the fact that (> = ¢ = 1 — ¢, the Chinese Remainder Theorem (CRT)
isomorphism corresponding to this factorization can be computed with only n/2
additions more than a radix-2 NTT layer. After this step, we can proceed with
some s — 1 radix-2 steps, obtaining 2° rings of degree smaller than 3'~1. We
consider especially the case of t = 2, where at this point it is more convenient to
compute the product of 2° polynomials of degree at most 2 rather than using,
e.g. a radix-3 NTT layer.

This way we obtain an algorithm for polynomial multiplication in non-power-
of-two cyclotomic rings that is competitive with the power-of-two instantiations.
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We point out that to have efficient NTT algorithms, we need the modulus ¢ to
be congruent to 1 modulo m.

3 The BGV Scheme and Noise Estimation

In this section, we present the BGV scheme [10] and our techniques to perform
noise estimation in the setting of a non-power-of-two cyclotomic ring. We perform
a worst-case analysis based on the canonical norm.

3.1 The BGV cryptosystem

BGYV functionalities can be divided into two main categories: the basic encryp-
tion scheme, including key generation, encryption and decryption, and the ho-
momorphic operations.

Basic encryption scheme The three basic algorithms of BGV are as follows:

— Key generation (KeyGen(\)): sample s< x5, a+ Uy, and e+ x.
in Rqr, output the secret key sk = s and the public key
pk = (b,a) = [(—a- s+ te, @)l

— Encryption (Encyk(m)): given a plaintext m € R; and the public key
pk = (b,a), sample u <+ x5, €g,€1 < X and output ¢ = (c,l,v) where
the ciphertext is

c=(co,c1) =[(b-u+teg +m,a-u+tel,,,

and [ and v are quantities related to noise management, whose role we explain
below. The triad ¢ is called extended ciphertext.
— Decryption (Decg(c)): given the secret key sk and the ciphertext ¢ = (¢o, ¢1)
output
m = [[co+c1-slg Ji -

The first part of the decryption can be seen as the polynomial evaluation of
co + c1z € Ry [x] in the secret key s. For this reason, we will often write c(s)
in the place of ¢y + ¢ - s; this notation extends to triples of polynomials in an
obvious way.

In the extended ciphertext, [ is the current multiplicative level, while v = [¢(s)],,
is the critical quantity. For a fresh ciphertext, we have

v=m+tle-ute-s+e)=m+tE, (5)

and this quantity increases through homomorphic operations [17]. The impor-
tance of v lies in the fact that as long as its coefficients do not wrap around
modulo ¢;, the decryption is correct. For this reason, we need to study the quan-
tity ||v||, called noise.
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This work considers the Residue Number System (RNS) representation of
the ciphertext space. Since the modulus ¢ = pg ... pr—_1 is the product of distinct
primes, applying the Chinese Remainder Theorem, we get the isomorphism

Rg=Rpy X ... XRp,_, - (6)

This representation allows the use of native data types for integers because the
p;is can be chosen to fit into 32 or 64 bits. When using BGV with the RNS repre-
sentation, we need to change the modulus of the ring in use, switching from R 4
to Rp, where A = ag---ag, B = by - by are the two product decompositions
used for RNS. For this purpose, we need a Fast Base Extension (FBE) algorithm
[25]. Namely, if a € Rg, X ... X Rq,, then

()

Homomorphic operations We introduce the three homomorphic ring oper-
ations (addition, multiplication and constant multiplication) and two key sub-
routines (key and modulus switching).

— The addition Add(c,¢’) is defined as

k
FBE(a, 4,B) = |

J=0

Al ()

Add(c7 cl) = (([CO + Cé)]qz ) [01 + cll]qz)7 Lv+ V/) = ([C + C/]qul7 VAdd)- (8)
The critical quantity vaqq is v + v/ since we have
e+ )y = () + [ (Nalar = [+ LB+’ + LB,
— The ciphertext multiplication Mul(c, ¢’) outputs

Mul(c,¢') = ((co- ¢, co-cy+e1 ¢y, e1-cy),Lv-v)
= ((06/70/1/70/2/)7Z>VMU|)

(9)

where ¢” = (cfj, ¢/, cy) represents the product of ¢(s) and ¢/(s). This means
that to recover the message hidden in ¢”, we would actually need to calculate

[[e"(s) =cf + ¢ s+ 5 - 5], Jon

However, instead of using this special decryption, we will use a relineariza-
tion procedure to convert the ciphertext ¢” = (cf,cf,¢j) € R3, back to a
ciphertext € = (¢o,¢1) € R2, (see Equation (13)). The critical quantity vmu
is well posed, since

[ (8)]q = [e(s) - € ()]g = [[e(8)] gy - [€'(9)]a)a,
= [(m +tE)(m' +tE)],, .

We point out that in this operation, the noise growth is multiplicative, which
is the worst case among basic operations.
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— The constant multiplication ConstMul(c, ¢) defined as
ConstMul(a,¢) = ((av- o, - ¢1),l, - v) = (- ¢, 1, VconstMul) 5 (10)
where a € R;. The critical quantity is correct because

[Oz ) C(S)]qz = [O‘ : [C(S)]m]qz = [O‘ ) (m + tE)]qz .

The main novelty separating the BGV scheme from its predecessors is the mod-
ulus switching. This operation allows sacrificing one or more of the primes p;
that compose the ciphertext moduli ¢; to obtain a noise reduction.

— Let ¢ = (c,l,v) be the extended ciphertext and let I’ = I — k be a target
level, where k is a positive integer. Then

q

ModSw(c, 1) = <c’ = [%(64-5)} 7l/aVModSw> .
qpr

The polynomial § is a correction term computed as

0= t[_tilc]qz/qy = t[(tilcOa tilcl)]qz/qy ) (11)

and it is formulated only to affect the errors. It makes the ciphertext divisible
by ¢/qr, allowing it to descend in the moduli ladder from ¢; to ¢. The
formal proof of why this procedure reduces the noise is in [10, Lemma 5]. If
we consider only one-step modulus switching, i.e., k =1 and I’ =1 —1, then
qi/qr = 1/p; and we have

c(s)+kq +d(s c(s) +9d(s
s = (o) — gy = COLERUTIE) ) +005)
b b
Hence, the critical quantity for modulus switching is
v+46(s
UModSw = v+9(s) : (12)
Yz

The last procedure that we are going to analyze is the subroutine called
key switching. This procedure is used for (i) reducing the degree of a ciphertext
polynomial, usually the output of multiplication, or (ii) changing the key after a
rotation. For multiplication, we convert the ciphertext term ¢} -s? to a polynomial
ck® + & - s, and for a rotation, we convert the ciphertext term c; - rot(s) to a
polynomial cf* + ck* - s. In the following, we will only analyze multiplication.
This procedure can be divided into two parts: a key generation (KeySwGen)
that somehow encrypts s? under s itself and the actual key switching operation
(KeySw).

— The key generation takes as input s and s?, samples a < U, and e < X,
and outputs

KeySwGen(s, s*) = ks = (ksg, ks1) = [(—a - s +te + 5%,a)], -
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— the key switching operation takes in input an extended ciphertext ¢ =
(c,l,v) = ((co, €1,¢2),1,v) and the relative key switching key ks = (ksg, ks1),
computes

' = (cp,c1) = [(co + c2 - kso, 1 + c2 - ksi)]g,

and outputs
KeySw(ks, ¢) = ¢’ = (¢, 1, Vkeysw) - (13)

The critical quantity after this operation is vkeysw = v + tca - e. Unfortu-
nately, if we tried to compute ||vkeyswl||, especially after a few homomorphic
operations have been performed, it becomes evident that the noise growth in-
troduced by the term tc; - e in the critical quantity is too big. Several variations
of the KeySw procedure have been developed to effectively address this issue,
aiming to control the growth of noise introduced during computations. We focus
on the Hybrid variant presented in [27], called so because it is a mix of the BV
[11] and the GHS [27] variants. From the former we need the following decom-
positions: let b € N be a basis, then for k = |log, ¢;| + 1 and any a € R, if we
define

Dy(a) = ([a]y, [Lor/0]Jb, [La/b? o, - [Le/b" " ]]s)
Py(a) = ([o]q,, [balq,: [Balqs -, 0" alq,) -

Then for any «, 5 € R, we obtain (Dy(ax), Py(8)) = a- 8 [33]. The GHS variant
instead limits the noise growth by performing the key switching with respect to
a bigger ciphertext modulus and then going back to the original ¢; via modulus
switching. A number C' coprime with ¢; is chosen, and the key switching takes
place in Rg where ); = ¢,C. Then, the Hybrid key switching is performed as
follows: with the above notations, the key generation is given by

KeySwGen™Prid (5 s2) = ks™¥Prid — [(—a . 5 4 te + CPy(s%),a)]o,
and the new ciphertext is computed in two steps: first, let
¢’ = [(Ceo + (Dy(c2), ksg ™), Cer + (Dy(ez), kst ™™ )]

and then set § = t[—t~!¢/]¢ and modulus switch back to ¢;:

o [c' + 6}
C q

Finally, the output of the Hybrid key switching is

KeySWHybrid(kSHybrid, C) — (C//7 l, Vﬁybrid) (14)
with critical quantity given by putting together the BV and GHS ones: we set
Hybrid t{Dp(c2),€) +0(s)
KenyW =v+ C . (15)

The Hybrid key switching achieves better efficiency than the BV and better noise
management than GHS, and, for this reason, it is the preferred one when it comes
to implementations [29].
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3.2 Theoretical results for noise estimation

Since the encryption process in BGV involves randomization and we need to esti-
mate the canonical norm of the ciphertexts, we focus on estimating the canonical
norm of random polynomials. We remark that by random polynomial, we mean
a polynomial whose coefficients are sampled independently from some distribu-
tion.

Canonical norm of random polynomials The main result in this section
is Theorem 2, stating a probabilistic bound on the canonical norm of a random
polynomial that depends on the variance of its coefficients. Previous works al-
ready provided similar bounds (e.g. [18,31]). In our paper, we take an additional
step to provide comprehensive proof to support our findings.

Theorem 2. Let a(z) = Y. a;z° € R be a random polynomial whose coeffi-
cients are identically distributed, having mean zero, finite variance V, and that
there exists some 6 > 0 such that

E[la;[**’] <71 € Rso. (16)

for any j. Then for any primitive m*" root of unity ( = cos(a) + isin(a) € C,
the distribution of a(C) is well approxzimated by centered Gaussian distribution
with variance nVj.

Proof. Note that by the independence of the coefficients of a(z), we have

Ela(Q)] = ZE[aj]Cj =0 and Var(a(()) = E[a(¢)a(()]

Since the product of a root of unity and its conjugate is 1, then

n—1 n—1
Var(a(g)) = Z E[ajl Qjo, le CjZ] = Z Cov(ajl,an)le CjQ = nVa-
J1,52=0 J1,52=0

We show that a(¢) has a Gaussian distribution. To prove that, we consider
a(¢) as a random vector Z = (X,Y) = (R(a(¢)),I(a(¢))) over C =2 R? and, by
Lemma 6, we prove that it is a Gaussian vector. The trigonometric expressions
of X and Y are

X =%R(a(Q) = i ajcos(ay) and Y =S(a(()) = i a;sin(ay)

and for any given n, p € R we have

n—1 n—1 n—1

nX +pY =n)_ ajcos(aj) +py_ ajsin(aj) =Y (ncos(aj) + psin(aj))a; .

=0 =0 =0
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We can approximate the distribution of nX + pY using Lyapunov’s CLT (The-
orem 1), treating the coeflicients 7 cos(ayj) + psin(ej) as constants and hence
applying the theorem to the random variables W; = (1 cos(aj) + psin(aj))ay,
which have mean 0 and variance

Var(WW;) = (5cos(aj) + psin(aj))? Var(ay)

This implies

I
-

n

n—1
52 = Z Var(W;) = (ncos(aj) + psin(aj))® Vi
§=0

<
Il
o

and this quantity can be bounded from below by considering that the equation
ncos(x) + psin(z) =0

has at most two solutions in [0,27] for any 7, p. This tells us that the set
J={j€n] : ncos(aj) + psin(aj) = 0} has cardinality at most two. Then for
all j € [n]\ J we have (ncos(aj) + psin(aj))? > 0, implying that there exists
Y2 € R+ such that

72 < (ncos(ag) + psin(aj))?

for these values of j. Since we have 7 cos(aj) + psin(aj) = 0 for any j € J, we
get the bound s2 > (n — 2)y,V,. Let § > 0 be such that E[|a;|?>°] < 71, then
for each j we can bound |(n cos(aj) + psin(aj))|?>T? < 3 for some 73 € R and
get

n—1 n—1
> Ell(ncos(aj) + psin(aj))a;|**°) = Y [(ncos(aj) + psin(af))|*** Efla;|*+°]
=0 =0

< nv173-

Now we are ready to check that Lyapunov’s condition (Equation (4)) holds: we
have

n—1
1 . . . nyivs 1
—— S E[|(ncos(aj) + psin(aj))a;|?>T°] < - 2(9()
Sw; Itneos(og) + psinag))a; %] < i 57

and hence, we can state (always in an approximate way)

n—1
. 1 . S
Jim_ 5 > Bl (ncos(ag) + psin(ag))a; 7] = .
n i=0

Then we can use Lyapunov’s CLT to state that nX 4 pY is very well approxi-
mated by a Gaussian V 77, p € R, hence X and Y are jointly Gaussian and the
random vector Z is Gaussian. O
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If we take a random polynomial a € R, the condition in Equation (16) is
easily satisfied since the distributions of the coefficients are bounded. Then we
can apply Theorem 2 to get the following result

Corollary 1. Let a € Ry be a random polynomial with coefficient variance Vj
and ¢ be a primitive m'" root of unity, then the distribution of a(() is well
approximated by a centred Gaussian distribution with variance nV,.

We can use this result to derive a bound on ||a||*®™ in the following way.
Given a complex centred Gaussian random variable Z = (X,Y) with variance
Vz, we have that |Z| follows a Hoyt distribution [30]. As a consequence, for any
B € Ry we have |Z| > B with probability erf(—B/v2V,) ~ 1 — ¢B*/2VZ In
our case then Z = a(z), Vz = nV,; let B = D+/Vy for some integer D, then we
get

P(|la(z)| > D\/Vz) = e P*/2
This immediately translates into a bound on the canonical norm of a: by defini-
tion ||a||°*™ = max|a(¢)| with ¢ ranging among primitive m** roots of unity. It
follows that the inequality

[la||“*™ < D\/nV, (17)

holds with probability (1 — e=P*/2)" ~ 1 — ne=P*/2 meaning it fails with neg-
ligible probability. In our work, we use D = 6.

Variance of random polynomials Since we can estimate the canonical norm
of a random polynomial using its variance, we study the behaviour of the vari-
ance with respect to ring operations. For the sum of random polynomials and
the multiplication for a constant in Z,, the results do not differ from the power-
of-two case (e.g. see [18,40]) and are widely known.

What changes in our new case is the coefficient variance of the product of two ran-
dom polynomials ¢(z) = a(z)b(z). In the power-of-two case, in [31], it is shown
that V, = nV,V,, where n is the degree of the ring R,. Finding a similar result for
the case where the cyclotomic index is m = 293? is not trivial because the reduc-
tion modulo &,,(x) is more complex. In fact for m = 2° we have &,,,(z) = 2" +1,
while m = 23! implies @,,(z) = 2™ — 2™/? + 1 (where in both cases n = ¢(m)),
and this affects the computations. In [37, Section 3.2], the authors give a bound
on the variance by making some considerations on the behaviour of the product,
finding

3
Ve € SnVai - (18)

We show an alternative way to obtain the same bound, with the difference that
we compute the full covariance matrix of the vector of coefficients of the product
¢(z). This is a generalization of the result in [37], as we compute all the variances
exactly and not only an upper bound, giving deep hindsight on random poly-
nomials’ behaviour. These computations only concern the reduction modulo the
cyclotomic polynomial, not the one modulo ¢; hence, we consider the product of
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two random polynomials in R instead of R,. The formal way to compute such
a product is in two steps: let

a(z) = z_: a;z’, b(x) = Z_: bix' € Z[x] /(P (z)) =R .
i=0 i=0

First we consider a and b as if they were in Z[z], and multiply them to obtain

2n—1

gl@) =Y gz’ = a(z)b(z) € Z[a] .
i=0

After this, we compute ¢(x) by reducing g(z) modulo @,,(z). General formulas
for the coefficients of ¢ can be computed, yielding

Gk = Gntk — Inanj2+k kE=0,...,n/2 -2
Ck = § 9k — Gn+tk k=n/2-1
Ik + Gn/2+k k=n/2,...,n—1

which expands to

k n—1 n—1
p— n
> aibe—j— 3 ajbnpr—j— 3 ajbnizie—; k=0,...,5 -2
Jj=0 Jj=k+1 j=%+1+k
k n—1
cp = Z ajbi_; — Z ajbptk—j k= % —1
3=0 j=kt1
k n—1
_—n
Zajbk,j— _ Z (ljb%Jrk,j k—f,...,n—l
§=0 j=k—2+1

These equations lack the same regularity observed in their power-of-two coun-
terparts: we need three distinct cases, whereas in [31], one formula is sufficient
to express all the coefficients. For this reason, straightforward substitution does
not enable us to compute Cov(c;, ¢;), so we need the following theorem.

Theorem 3. Let m =23/ for i,j€Nsg and R =Z[z]/Pm(z) where
D) = 2™ —2™? + 1 is the m* cyclotomic polynomial (n = ¢(m)). Let
c(xz) = a(x)b(z) be the product of two random polynomials in R with coefficient
variances V, and Vj, respectively, and let ¢ = (co,...,cn—1) be the vector of

coefficients of c¢(x). Then the covariance matrixz of c is formed by four diagonal
blocks of size n/2:

Diag(a07"'7an/2fl) Diag(ﬂ()y"'aﬁn/Zl))
CovM(c) = . .
ovM(e) <D1ag(60, cee ,5n/2—1) Dlag(an/g, cey Q)
where
o — EGn—(k+1) VoV if0<k<n/2
IR OAL ifn/2<k<n
Br=(k+1-—n)V,V, 0<k<n/2.
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Notice how the bound in Equation (18) follows immediately from the theo-
rem: the variances of the coefficients are the values «; in the matrix above.

Proof. The fundamental construction in this proof is the radix-6 NTT isomor-
phism (Section 2.2)

¥R — Zx]/(™? =) x Zlx]/(z™/? = P) =R x RT

where ¢ = 1/2 4+ v/3/2i is a complex primitive 6" root of unity. The idea is to
consider the images a(z), b(x) via this isomorphism and perform the multiplica-
tion in the factor rings where it is easier to keep track of the correlations.

Since Z does not contain a sixth primitive root of unity, we have to embed
Z[z] identically into the polynomial ring Z[(][z]. By doing so, we obtain a CRT
isomorphism represented by:

v Z[a]/ (" — 2" + 1) = Z[()[a]/(«"/? — ) x Z[][e]/(@"/* = ¢°),

whose restriction to Z yields exactly the desired isomorphism. In practice, this
transformation is given by reductions modulo the quotienting polynomials of
the factor rings, and it can be computed on 2 coeflicients simultaneously using
a radix-6 butterfly operation (Section 2.2). Using this isomorphism, we compute
c(x) = a(z)b(x) € R as

() = 0 (P(a(a)) P (b(a))) -

The advantage of multiplying in R and R" is that their quotienting polynomial
is of the form x® + constant, which makes the modular reduction again similar
to the power-of-two case. In other words, using the radix-6 split takes care of
the repetition of coefficients introduced by the reduction modulo z™ — z™/2 4+ 1
mentioned above. We proceed now by examining each of the three steps in more
detail: the direct isomorphism ¥, the product in R and R" (which are essentially
the same) and finally, the inverse isomorphism ¥~1.

Recall that ¢ satisfies { = (° = 1 — ¢ and ¢ — ( + 1 = 0; furthermore for any
z € C we have zz = |z|? where | - | is the complex modulus.

1. The isomorphism ¥. Let a(x) € R, then ¥(a) = (a(z),a"(z)) where

al =a;+Caiyne  and  af =a; + Cajpngp = ai+ (1= Oaitn)2

for any i = 0,...,n/2 — 1. Since ¢(1 — ¢) = 1 and since all coefficients of
a(x) € R are uncorrelated, with mean 0 and variance V,, we have

(ai + Caitny2)(@i 4 Caiqn/2)]
a; + Caititns2 + (1 —)aitipn/2 +¢(1 — C)a722+n/2]
ai] + Elaiain /o) + Ela7,,, o] = 2Va . (19)
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Moreover, each coefficient of a is used to construct exactly one coefficient of
a’ and one of a”. Then, by the independence of the a;s, it follows that for
any i # j we have that each of af and a] is independent of both a§ and aj.
Namely, for all i # j, Cov(a} a;, ]) Cov(at,a%) = Cov(a?,a?) = 0 and the

ARy
only nonzero covariances are glven by

COV(CLf, az) - E[(a1 + Cai n )(az + ( ) 1+n )]
Bl + ol = L+ OWa v (@)

Obviously, the same formulas hold for b(z) with V}, in place of V.

. Product in R* and R". Consider the two left images a’(z) and b*(x) in R'.
We compute the coefficients of c¢‘(z) = a(x)b’(x) by first calculating the
product as if we were working in Z[z] and then reducing modulo z"/? — (.
Let V, e and Vje be the coeflicient variances of the two factors. We have

n—2
g'(z) = nga:l = a’(2)b'(z) € Z[z] with gf = Z afbf .
1=0

itj=l

It is clear that all the gf are uncorrelated and have mean 0, and cf, =
gﬁ +C gﬁ tnj2r Again no gf is repeated in any two distinct cﬁs, implying

Cov(ct b ) = E[(gﬁ + <g£+n/2)(9£ + §9£+n/2)] = 5VaeVie it k1 =k
Far Tk 0 otherwise

The same reasoning holds for R": we have

Zglzfa W' (z) € Z[z] w1thglf2arbr.

i+j=l

Since for any ¢ = 0,...,n/2—1 we have ¢}, = g, + (1 —C)g};+n/2, we get also
for the right side

o 2V Vi if k= ko
COV(Ck17Ck2) = {g ’ otherwise

Regarding the cross-side covariance Cov(ck1 ¢k, ), its computation reduces

by linearity to many terms of the form Cov(a“bﬁ1 ,ap, bl ). As before, we have

Cov(al, b8 ,al b)) #0 <= i1 =iy and j; = jo.

217717 127 ]2

Since no product aébe (ajb}) is repeated in two different g/ (g7), and no
g/ (g7) is repeated in any two distinct cf, (c}), the condition above can be
realized only when k; = ko, meaning that we also have

#£0 ifky =ko
=0 otherwise

Cov(cf;1 1 Chy) {
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Furthermore for k =0,...,n/2 — 1 we have

COV(Cf;v CZ) = COV(gﬁ + <g£+n/27g£ + (1 - C)g£+n/2)
= COV(gﬁ,gZ) + <(]- - C) Cov(g£+n/2?g£+n/2)
:4k+UCwmﬁ@MbWMbﬂ+@(g—w+1»0wm¢MMbWMMy

Thus, we can substitute Equations (19) and (20) obtaining
Vi = Vor = Var(al) = Var(al) = 2V,
Vi = Vir = Var(bl) = Var(bl') = 2V;,
Cov(at,al) = ¢V, and Cov(b%,b]) = (V.

Hence n
Var(c},) = Var(c}) = 5 2Va- 2V =2V W (21)

and
Cov(chcf) = (k+1)CVaCVs + (5 = (k+1))CValVi

= (C+ Qb+ DVaVs = (S VaVh (22)

The isomorphism W~!. The inverse NTT butterfly operation in [37] is given
by the following matrix-vector product: for any k =0,...,n/2 — 1

(o) == (5 ()

Note that, for any k1, ks = 0,...,n — 1, the computation of Cov(cy, , cg, ) Te-
duces by linearity to calculate a linear combination of the terms Cov(cj, , ¢} )
where -
R L ifj<3
kj—g ifj=3%

for any j = 1,2. As seen previously, Cov(cﬁl,c’,;z) = 0 if and only if k1 = ko,
and this implies either ki =kyor kg =ky+ g; hence

COV(CENCEQ) 7£0:>l?:1 2152 or ]51 :%Qﬂ:g

Regarding the exact formulas for the nonzero terms in CovM(c), we have
different cases according to k. Notice that

1 [ D S
1—2<(1—2<)‘W1—2d2_ /

moreover, for any z € C we have z + Z = 2R(z), and by the properties of
covariance Cov(X,Y) = Cov(Y, X).
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For 0 < k < n/2 we have
Var(cx) = Var (%) = 2 (Var(ch)+ Var(ef)~2R((1-C)? Cov(ch, ).
Substituting Equations (19) and (20), we get
Var(ey) = 3 (10Va¥h — 2R (1= O?1(C + Ok + DVaVi — (3 Va1i]))
= (271 — (k+ 1)) VWi

For k > n/2, instead, the behaviour of the variance is constant:

_céé + CZ 1 l r I r
Var(ci) = Var (12<> = g(Var(ck) + Var(cy) — 2R(Cov(cy, cr))) -

Since (24 ¢ = /3i has the real part equal to 0 and thanks to Equations (19)
and (20), we have:

1 n
Var(er) = (4nVaVb PN ((42 FOk+1D)VaV — §§VaVb>) -
1 n 3
=3 (4nVaVb + §Vavb) = SnVa.

Finally, regarding the nonzero covariances for 0 < k < n/2 we find

(1 =)k — ¢t —ck +c£> _

Cov(cg, Crqny2) = Cov <

1-2C ' 1-2
1 : :
=3 (—(1 = ¢) Var(cl) — ¢ Var(cy) + 2R((1 — ¢) Cov(c, c})))
and substituting Equations (21) and (22) we get

1
Cov(ck, Chsns2) = g(—(l - O)2nV,V, — (2nV, Vi +

+ 20 (L= OC + Ok + DVaVi — ¢5VaVil)

1
=3 (=3nV,Vp + 3(k + 1)V, V) = (k+ 1 —n)V,V,

O

The following result is the analogue of Theorem 3 for the power-of-two case;
the proof is much simpler and does not require the use of NTT butterflies. The
results are coherent with the bound on the variance of a random product in [31,
Section 2.8].

Theorem 4. Let m=2' for i€Nsy and R =Zz]/Pn(z) where
S(r)=ax"+1 is the mth cyclotomic polynomial (n = ¢(m)). Let
c(z) = a(x)b(x) be the product of two random polynomials in R and let
c=(coy...,cn—1) be the wvector of coefficients of c(x). Then the covariance
matriz of ¢ is diagonal, and in particular CovM(c) = Diag(nV,V}).
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3.3 Noise estimates for homomorphic operations

In this section, we develop the noise bounds for the operations described in
Section 3.1 with the aid of the results in Section 3.2. The main properties we
use are the following.

— Lemma 4 and Equation (3) to bound the noise with the canonical norm of
the critical quantity. We get

V|| < emllv]]c™ with ¢ = 2/V/3 .

— Equation (17) to bound the canonical norm of v with the variance of its
coefficients. We have

2
[lv]|°“" < 64/nV,, and so ||v|| < %wnv = 44/3nV,

with probability 1 — ne=3.

— The properties of the coefficients variance of random polynomials, including
Theorem 3. For two independent random polynomials @ and b in R, and a
scalar v € Z,

Vo =Vat Voo Vaw =1V, Vi < onVili.

This approach is also referred to as a worst-case canonical embedding analysis
in the literature. A similar work for the power-of-two case is [40)].

Encryption and ring operations After the encryption, the critical quantity
v is given by Equation (5). Recalling that all errors have the same distribution
with variance V., and u comes from the same distribution of the secret key s,

||V‘ |can < 4\/3nvm+t(e-u+el-s+eo)

< 44/3n ﬁ—i—tQ §nVV +§nV Vi + V.
— 12 2 evu 2 €errs €

1
< 4t\/3n (12 + 3nV.V, + Ve) = Belean - (23)

By this computation, we set Bjean as our bound for the noise in a fresh ciphertext.
To estimate vaqd (Equation (8)), we use the triangular inequality for the
canonical norm: we have

[lvagal " = [lv + /]| <[] + [l/[]*" (24)

and this actually applies to any sum of polynomials.
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Regarding polynomial multiplication (Equation (9)), we have vy, = vv/; and
we proceed using the sub-multiplicativity of the canonical norm (Equation (2));
we immediately obtain

o[ < (]| /|| (25)

which is used to estimate the noise.

Finally, for ConstMul (Equation (10)), the critical quantity is again a polyno-
mial product vcenstmul = @v. Note that the two factors are independent, as a can
be seen as a uniformly random polynomial in R;. Thus, we can split the variance

Vo using Equation (18). Moreover, we have V,, = % and ||[v]|°*" = 64/nV,,. So

3
||VConstMu|||can < Gm < GW

This is an improvement on previous bounds, which used again the sub-
multiplicativity of the canonical norm.

Modulus switching After the one-step modulus switching, the critical quan-
tity is given by Equation (12) as vmodsw = vV + (s)/pi, where d(s) is as in
Equation (11). By using the triangular inequality, we get
[wlee™ + 118 (s) [ ="

P '

Hence, we have to estimate the canonical norm of §(s). The two polynomials d
and 6; can be seen as random polynomials with coeflicients in Z;y,,. Thus,

3 / 1
||(5 |can<61/n‘/;;0+515_6\/ (V(;O—&—Qn‘/;;l‘/:g) < p;6t n(12+8nV)

Namely,

can 1
||VModSw||can < HVI|)|l + Bscale  Where Bgeale = Gt\/n <12 + ’er) (27)

Notice that the term Bgcye is independent of p;.

In the general case of k-step modulus switching, we have to consider the RNS
representation. If [ is the starting level and I’ = [ — k the arrival level, then using
Equation (7) we have

[["Modsw || 7" <

§ =tFBE(—t ‘¢, L q1)
q /
which implies the coefficient of the polynomials §; and d; have variance

g 2kql
¢ 12 ¢q

As a consequence of this, we have ||VModsw\|ca" < %HVHC“" + vk Becale -
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Key switching Performing computations similar to those in [40], it is pos-
sible to find the following bounds for the noise in the BV and GHS variants.
Specifically,

[[Keysull“™ < [V + (Dy(c2), €)] "

KeySw
can Ve
<|p||*"™ 4+ b/ (|logy gi] + 1) Bkeysw where Bkeysw = 6tn 3

can

teo - e+ 6(s)
C

q
< HVHcan + 6 BKeySw + Bscale .

GHS
gHS, [[on < H+

Instead, for the Hybrid variant, by Equation (15) we have

Hybrid | |can t{Dy(c2),e) + 8(s) ||“"
gdeon < ||y -+ 2220
. by/log, q
< ||VH o + \/CT BKeySw + Bscale . (28)

The RNS representation affects both the BV and the GHS key switching
variants, and hence also the Hybrid one. In the BV variant, we substitute the
decomposition with respect to a basis b with the one given by the CRT split in
Equation (6). This results in each element of D(«) having coefficients of the size
of the various p; composing the modulus ¢; in use. Consequently, we have

[Vieysw I < ll|°™ + VL + T max(p;) Bis

Regarding the GHS variant, we have to factor in the effect of the base extension
algorithm, which is used two times: once to extend ¢y from ¢; to @, the other
to extend g + 07 - s from C' to Q.

- qi
ez ™11 < W] + VEF T 5 Breysw +Vh Bucate

Finally, by putting together these two analyses, we can find a bound for the noise
after the Hybrid key switching: we have to account for the fact that the RNS
is used to split the ciphertext in modulus A chunks qo,...,Gn_1. This affects the
second summand in the GHS estimate, as we have to account for the BV-style
decomposition of cy: we have

[[E{D(c2), €)[[*" < \/ﬁgg?ﬁ(éii) Breysw

and so

Hybrid — RNS Vi

can can +1 ~
| |VKeySw | ‘ < ||V| ‘ + C \/Errel?}f]((qz) BKeySw +\/E Bscale

max; ey (i)

< can hL 1
< (Il 4+ /R F Dl

BKeySw +\/E Bscale . (29)
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4 Analyzing Error in a Homomorphic Circuit

In this section, we study how to combine the different operations of the BGV
scheme to perform complex computations. We need to model circuits involv-
ing homomorphic sums and products while controlling the noise growth using
the modulus switching technique. Our approach performed modulus switching
immediately after each polynomial product, thereby effectively mitigating the
noise increase caused by the multiplication operation (Equation (25)). However,
an exception arises at the final multiplicative layer, where no relinearization or
modulus switching is performed. Instead, it is more convenient to decrypt the
three-word ciphertext directly. Furthermore, the noise after encryption (Equa-
tion (23)) is already significant. Hence, a modulus switching is performed right
after Enc.

Following these ideas, the number L of primes p; needed to compose the
ciphertext modulus is determined: if M is the multiplicative depth of the homo-
morphic circuit we want to evaluate, then L = M + 1.

Another thing to take into account when modelling a circuit is ciphertext
rotations: these operations are useful from a practical standpoint, as they make
key management easier. We do not go into detail regarding these procedures;
we only mention them because, after each rotation, it is necessary to perform a
key-switching step.

4.1 Building blocks

This work studies Model 1 [40, Section 3]: we assume to be working with 7
independent-computed ciphertexts ¢i, ..., ¢, in parallel and

1. perform on each ciphertext, a constant multiplication o;: ¢ =
ConstMul(«;, ¢;);

2. followed by 7 rotations: ¢! = rot,(...rot;(cl)).

3. Finally, we sum all the results of the previous steps:

M = Add(cl, Add(c}' |, Add(..., Add(...,Add(c}", c]")))))

The resulting ciphertext is used as input to one multiplication Mul(¢//!, EIH).

We now compute a bound Bpjoek for the output noise of one such blocks.
We analyze the noise growth by assuming that each of the 7 input ciphertexts
¢; = (¢4, 1, v;) has noise ||v;]|°“™ < B. Then, by Equation (26), after the step 1.,

[[f]|" < eB where £ = t\/n/8.
For any rotation, we have to perform an Hybrid key switching. These introduce

an additive growth in the error, and using the computations in Section 3.3, we
get that the noise in ¢! is bounded by

11 Yo
[lv; '] < eB+41v where v = el Bkeysw +71 Bscale -
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The values of v9 and v, are given by either Equation (28) or Equation (29) if
we are using the RNS representation. Namely, we have

_ ) (y/logy @1, 1) (Hybrid)
(70’71)_{(mmaxie[h](qi),\/%) (ybrid—RNg) © Y

The next step in the block is the sum of the 7 ciphertexts c!'; by Equation (24),

[l <l < n(e B+7v) .

II

Finally, two ciphertexts computed as ¢! are multiplied together in a building

block. Then Equation (25) implies

Bblock = 712 (5 B +T'U)2 (31)
4.2 Moduli size
In this section, we analyze the size of the different moduli py, . ..,pr—1 depending
on their role in the scheme. All the middle moduli p;, for i = L —2,...,1, are

associated with a building block like the one analyzed in the previous section.
The idea is to move down the moduli ladder from ¢y, _1 = pr_1---po to go = po,
keeping in mind the function each prime modulus has.

— The top modulus does not have to support any homomorphic operations, as
after encryption, we immediately use ModSw to reduce the noise Bejean down
to the base noise B. This implies p;,_1 can be smaller than the other p;s.

— The middle moduli p;, i = L — 2,...,1 are used to reduce the noise back to
B after the corresponding building block has been performed.

— The bottom modulus needs to support decryption without counting on mod-
ulus switching to reduce the noise. This means we can still perform some
homomorphic operations, but py needs to be large enough to contain the
corresponding noise growth.

We now analyze in detail each of the three different categories above.

Middle moduli The noise growth in a building block of the circuit is given
by Equation (31). After the homomorphic product of ciphertexts concludes the
block, we perform two more operations: a key switching to relinearize the product
result and a modulus switching to reduce the noise. In the Hybrid variant, it
is possible to merge these two because in KeySw'¥P"d (Equation (14)), it is
already included a modulus switching: instead of switching down from @; to g,
we can go directly to ¢;—1. This decreases the noise by a multiplicative factor of
qi—1/Qi1 = 1/Cpy, and thanks to Equations (28) and (29) the condition on B is

2 (eB+7v)?
n° ( ), 0

o Cpi BKeySw +71 Bscale < B . (32)
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where 7; are as in (30). Expanding the square in this inequality, we get

2(cB 2 2.2 2,2
W (eBATY)” _ n7e” po wB+ T 2
b b Di b

Following [27], to isolate the terms in B we let

2n%er

2,2
R = U v? + 1o BKeySw +71 Bscale
D Cm
for each multiplicative level [ = 1,...,L — 2. This quantity increases with [,

hence by bounding Rj;_o, we bound all the other R;s; moreover, we want this
term to be as close as possible to Bscale (notice that for sure R > 1 Bscale). We
can modify C to achieve this goal: letting

B € W
C > Kryp—Rersw (33)
scale

for some large K € N, e.g. K = 100, Equation (32) becomes the following
inequality in B:

2.2 2 2,.2.2
€ 2n“Te T
1 82 + ( i n Bscale _1> B _|_77 i Bscale2 +71 Bscale < 0.
b b b

Taking B as a variable, we get a quadratic expression, and we need its discrimi-
nant A to be positive. This implies

2n2Ten, 2 2.2 2,2,2
A= (77plfy Bscale _1> - 417191 1 ” n Bscale2 +7 Bscale

_ 47725/71 (T + 5) Bscale
b
which results in an estimate for the prime moduli:

=1 >0

PLA ...~ pr_s ~ ey (T + £) Becae - (34)
Setting p; as Equation (34), for each [, we have the A = 0. Thus, we recover B

2n%rey
( D 1 Bscalefl) [ TY1

B~ — — = - Bscale
n2e? 2e2
2 p1 217 : :
dn?eyi(T+¢)B T T
~ di ’Ylg 5 2) scale TV Bscale ® M1 (* + 2) Bscale - (35)
e y

To conclude our estimates, we bound the constant C' in the key switching by
looking at the explicit values of vy in Equation (33). For [ = 1,...,L — 2 we

have by/log, ¢ < by/log, q—2 and \/h(L + 1) max;e ) (G) < Kpé/g h(L —1),
implying that

B
Kby/log, qL_g%ylsw (Hybrid)

Bieysw .
Kpé/_h2 h(L — 1)% (Hybrid — RNS)
scale

C>

(36)
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where K ~ 100. According to [40], this is the smallest lower bound for C, and
it is for this reason that the Hybrid key switching is preferred to the other two
variants.

Top modulus After encryption, the noise is bounded by Bgjean. We want the
noise after ModSw to be smaller than a threshold B. Following Equation (27)
the inequality determining the top modulus pr_1 is Been/p, 1 + Bscale < B and
using the approximation in Equation (35) we get

Bclean
((% + 2)71 - 1) Bscale '

pPL-1 >

Bottom modulus At this level, the decryption condition is applied directly to
the noise bound for the building block (Equation (31)), resulting in the bound
Po = qo > 2¢c,n? (e B —|—T1))2. Since the constant C' is quite large, we have

B KeySw

U ="0 +m Bscale = et Bscale -

Moreover, thanks to Equation (35), we have
T
eB +7U &~ €M <g + 2) Bscale +T'71 Bscale = 2’71 (T + 5) Bscale .

Finally, we get the following condition on py:

po > 2Cm772 (2(7’}/1 + 1) Bscale)2 = 86m7727% (T + 5)2 Bscale2

4.3 Parameters specification
We briefly recall the conditions of the parameters.

— m = 2'3/ is the cyclotomic index. It comes with an expansion factor c,, =
2/+/3 and n = ¢(m) = m/3.

- q = Hi:o p; are the ciphertext moduli, for I =0,..., L —1; we need p; =, 1
to have efficient NTT, and the p; need to be word-sized primes ([28]), mean-
ing they need to fit the native data length of the machine we are using
(usually 32 or 64 bits) to exploit the RNS representation fully.

— h is the number of blocks for the RNS decomposition in the Hybrid key
switching, and we take h = 3.

— (' is the auxiliary modulus for the key switching. For the RNS variant, we
need C' = H_];:l Cj and C; =5, 1 again for NT'T related reasons. The size of
C' is determined using Equation (36).

— V. = 2mo?, where o = 3.19, and V, = 2/3 are the variances of the errors
and of the secret key.

— 7 is the number or rotations, 7 is the number of summands in each block.

— € = ty/n/8 is a constant due to the multiplication by the ConstMul step in
the circuit; if we wish to suppress this step, it is sufficient to set ¢ = 1.

In Table 1 and Table 2, we summarize all the results coming from previous
sections.
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Bclean Bscale BKeySw B

1 1 1 Ve T
4t\/3n (E + 3nV. Vs + Ve) 6t\/n (E + gnVs) 6tn\/; T (E + 2) Bscale

Table 1. Intermediate noise bounds

. o p(l=1,...,L —2) PL-1
BK Sw
0 8cmn’e® Buca® 4%’ B @ - 1) Boe
CmT) € scale 71 € 771 DBscale (271 — 1) Bscale
Bclean

#0 8¢’V (T + €)? Bscale® 41%e71(T 4 €) Bocale  ———m
B — Bscale

Table 2. Sizes of the prime moduli

5 Our Results

5.1 Performance comparison

In this section, we draw a comparison between the power-of-two case and the
new setting with cyclotomic index m = 23!, The estimates for the former case
are based on the formulas in [40] and follow the same blueprint of Section 4;
this way we obtain comparable results between the two frameworks. To draw
comparisons, we fix a security threshold A (e.g. A = 128) and look for the
smallest possible parameters supporting a certain circuit with security .
The security of our constructions is evaluated using the Lattice Estimator by
Albrecht et al. [3]. In Tables 3 to 6, we report both the sizes of the ciphertext
modulus ¢ and the modulus ¢C used in the Hybrid key switching (Section 3.1).
Although most of BGV works modulo ¢, the security needs to be assessed with
respect to qC as part of the key switching is public.

To build circuits, we fix the parameters of a building block (Section 4.1) and
then increase the number of multiplications M. Obviously, the security decreases
as M grows, meaning that at some point, we will slip below the security threshold.
When this happens, it is necessary to raise the cyclotomic index, giving us the
margin to show our improvements with respect to the power-of-two case. We call
the instances for which we improve the estimates corner cases.

FEzample 1. We consider a simple circuit where the building block has no con-
stant multiplication, no rotations (7 = 0), two summands for each block (n = 2),
and plaintext modulus ¢ = 64. We will refer again to this construction, thus we
name it Circuit 1. We run the computation for m = 2'3 and m = 2'4, meaning we
work with lattices of dimension n = 2!2 = 4096 and n = 2'3 = 8192, respectively.
The sizes of the ciphertext modulus and the security parameter are reported in
Table 3. Now, assume we want to achieve 128 bits of security on a circuit with
3 multiplications. If we look at our power-of-two parameters, we can see that
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M 1 2 3 4 5 6 7 8 9 10

logg 46 68 115 138 161 185 209 232 256
n =22 logqC 70 100 163 194 225 257 288 320 341
A 203 137 83 70 61 54 48 45 45

logg 48 7196 168 193 208 240 267
n=2%logqC 72 104137 235 268 301 334 367
A 436 286 209 116 101 90 81 75

Table 3. Power-of-two estimates for Circuit 1.

for n = 2'2 this cannot be done, as for M = 3 we have A\ < 128 (the red cells
in Table 3). Considering the power-of-two rings, the only option we have at this
point is to jump to n = 213 where a solution with A = 209 is available (the
green cells in Table 3). Moreover, for this n, it is also possible to use the circuits
with M = 4,5 (the blue cells in Table 3) and decrypt after the desired number
of multiplications since they also feature A > 128. Anyway, this approach is
suboptimal, since it requires significantly larger ciphertext moduli (loggq). The
main issue with all three constructions is that increasing the dimension does not
come for free. Indeed, n is also the degree of the quotient polynomial in the ring
R4 where the cryptosystem lives. Hence, we are doubling the length of all the
vectors involved by moving from n = 2! to n = 2'3. This affects the quantity of
memory involved as well as the computational time required for the scheme to
work. If, instead, we consider the case of n = 2! - 3 = 6144, using the formulas
in Section 4 we get Table 4.

M 1 2 3 4 5 6 7 8 9 10

logg 66 77 102 127 153 176 200 224 249 274
n=2".3logqgC 91 112 144 177 211 242 275 307 340 374
A 265205 153 121 100 87 77 69 63 58

Table 4. Non power-of-two estimates

Similarly to the case of n’ = 2'3, these estimates tell us that it is possible to
support the circuit with three multiplications (the green cells in Table 4), only
this time we have A = 151 instead of 209. This happens because the dimension
of the lattice n is smaller, as 2'! - 3 = 6144 < 2!3 = 8192. Hence, Circuit 1 with
M = 3 is our first corner case.

Our performance comparison is essentially a systematic extension of what
is just seen in Example 1 to different circuits. We focus on rings with cyclo-
tomic index m = 2° - 32, meaning the quotienting polynomial is of the form
Dp(z) = 2273 — 228 4 1, for essentially two reasons. The first is that in this
setting, we can always deploy the NTT algorithm described in Section 2.2, and
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hence, we can be competitive with the power-of-two setting in terms of com-
putational costs. The second reason is that the degree of the polynomial (and
hence the dimension of the lattice used for the security assessment) is exactly
halfway through two consecutive powers of two, which is a reasonable starting
point to look for corner cases. In fact for any s we have 25+! < 2.3 < 25+2
and 2° -3 —25T1 = 2572 _925.3 = 2% meaning we can expect the security of
the construction with n = 2°-3 to be halfway between the two neighbouring
power-of-two constructions.

Circuit 1 We conclude the work started in Example 1 with a full comparison
for Circuit 1: we recall this is one of the most basic constructions, with only
an addition in each building block. We merge and extend Table 3 and Table 4
in Table 5, and get an extensive study involving all multiplicative levels from
1 to 10. For each value of M, we highlight in green the instances optimal with
respect to the security threshold A = 128. It can be seen how for M = 3,6, 7, 8,

M 1 2 3 4 5 6 7 8 9 10

logg 43 65 87 109 131 154 176 199 222 245
logqC 67 96 126 156 185 216 246 276 307 338
A 161104 78 63 53 45 44 44 44 44

n:211

logg 55 76
n=2'.31logqC 78 108
A 146 101

99 122 145 168
139 170 201 232
77T 64 54 46

192
264
45

216
296
45

239 253
327 349
45 45

logg 46 68
log gC 70 100
A 203137

n = 2'2

91 115138 161
131 163 194 225
103 83 70 61

185
257
54

209
288
48

232 256
320 341
45 45

logqg 66 77
n=2".3logqC 91 112
A 265 205

102 127 153 176
144 177 211 242
153 121 100 87

200
275
T

224
307
69

249 274
340 374
63 58

logg 48 71
logqC 72 104
A 436 286

n =21

96 119 144 168
137 169 202 235
209 165 136 116

193
268
101

208
301
90

240 267
334 367
81 75

logg 59 83
n=22.31logqC 85 117
A 652436

108 133 158 183
151 185 218252
318 249 205 173

209
287
149

235
321

260 286
355 389

132 119 108

logg 49 T4
logqC 76 108
A 925618

n:214

99 124 150 175
142 176 210 244
449 350 285 240

201
279
206

227
314
180

235 278
330 382
171 145

Table 5. Study of the estimates for Circuit 1.

the optimal estimate is achieved by a non-power-of-two construction; hence, we

have 4 corner cases.
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Circuit 2 As a second example, we consider a more complex circuit: we allow
for constant multiplication, followed by eight rotations (7 = 8). We also increase
the number of sums from one to eight with respect to Circuit 1 (n = 9) while
we leave the plaintext modulus unchanged (¢ = 64). We obtain the estimates in
Table 6. Again, for each value of M, we highlight in green the optimal instances
with respect to the security threshold A = 128. This time, we find 7 corner cases.

M 1 2 3 4 5 6 7 8 9 10

logg 80 136 193 250 307 364 421 479 536 594
n =212 logqC 127 202 278 354 431 507 583 660 737 814
A 107 68 51 46 45 45 45 45 45 45

logg 82 131 182232 283 334 384 435 487 538
n=2".3logqC 124 191 259 326 394 462 529 597 667 735
A 182 111 81 65 55 47 46 46 46 46

logg 83 141 200 259 318 377 436 496 555 615
n =2 logqC 131 209 288 367 446 525 604 684 762 842
A 220 131 95 75 63 54 47 46 46 46

logg 86 137 190 242 295 348 401 454 507 560
n=22.3logqC 130 204 269 339 410 481 552 622 693 764
A 383 222 161 124 102 87 76 68 62 57

logg 86 146 207 268 329 390 451 513 575 636
n=2" logqC 135 216 298 379 461 542 624 707 789 870
A 476 276 191 147 119 101 88 78 71 65

logg 89 142 197251 306 361 416 471 526 581
n=212.3logqC 134 206 279 352 425 499 572 645 719 793
A 838 493 341 259 208 173 149 131 117 105

logg 89 151 214 277 340 403 467 530 594 657
n=2% logqC 140 223 307 392 476 560 645 730 815 899
A 1080 601 413 310 248 206 176 153 136 123

logg 91 147 203 260 316 371 427 490 548 605
n=2".3logqC 137 213 288364 439 513 588 671 748 824
A 1850 1079 747 562 449 372 317 271 239 214

Table 6. Study of the estimates for Circuit 2.
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6 Conclusions and Future Work

6.1 Conclusions

With this work, we showed how it can be more convenient to implement the BGV
scheme over non-power-of-two cyclotomic rings in order to get better parameters
for specific instantiations. In the process, we established many useful results.

Although it is a widely used fact, we could not find in the literature a satis-
fying proof for Theorem 2. Therefore, ours is the first formal demonstration of
such a statement. The bounds on the variance of the product rings were essen-
tially already established in [31] and [37] for the cases m = 2% and m = 253,
respectively. However, we could not find any general results regarding the co-
variance matrices. While this matter is straightforward for the power-of-two case
(see [31]), the same cannot be said for the case where the cyclotomic index is
m = 23, We think Theorem 3 is a very interesting result because it shows how
to compute the full covariance matrix in this case. Moreover, its proof seems
easy to generalize to other cyclotomic rings. This result sheds some light on
some properties that seem to characterize RLWE with respect to LWE: it makes
no sense to perform a similar analysis in the LWE context because the alge-
braic structure is too simple, and the analogue of polynomial product is just
multiplication in Zj.

Another topic we explored is the techniques used for noise estimation. We
showed how to compute the worst-case canonical norm estimates in our non-
power-of-two setting and obtained an improvement over state-of-the-art meth-
ods for constant multiplication (Equation (26)). The results of the estimations
themselves are quite promising: in Section 5.1, we examine various sets of pa-
rameters and show a number of instances where it is recommendable to choose
a non-power-of-two construction to achieve certain circuit and security targets.
This is mainly connected with the availability of efficient NTT algorithms, which
are non-trivial to develop. However, at least for the case m = 2° - 32, we could
find some solid ground for our idea to grow, yielding some concrete proposals for
alternatives to power-of-two BGV. We point out that all the corner cases we find
in Section 5.1 show a significant improvement with respect to the power-of-two
they outperform. In fact, the size of the modulus g is similar, and the NTT algo-
rithms have comparable performance, but we have vectors whose length n is 25%
shorter. This not only affects the quantity of memory we need but also makes the
cryptosystem more agile. Indeed, the complexity of all the operations, including
polynomial products that are the main bottleneck, depends on the degree of the
cyclotomic ring.

6.2 Future work

Although we showed how it is possible to obtain better parameters for BGV
by also considering cyclotomic rings with index m = 2° - 3%, if we look at the
comparison tables in Section 5.1, we can see how there still are some big jumps
in our estimates. For example, if we consider Table 6, we can see that to achieve
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5 multiplications with A = 128 we need to jump from n = 2'4 to n = 213 . 3,
with A increasing to 208 bits. This is again an overkill for an instantiation of
BGV, meaning that if we could find a cyclotomic ring of degree 214 < n < 213.3
with efficient NTT then maybe we would also achieve more optimal parameters.
A good direction for further work could be explored in cases where m = 2° - 3!
with ¢ > 2.

Another idea could be extending the estimates to cyclotomic rings with
m # 2% or 2°3t; this would also involve generalizing Theorem 3 to new cases. The
proof of Theorem 3 relies essentially on the Chinese Remainder Theorem and
probability theory, and it seems that it can be extended to other quotient rings.
This looks like a promising topic of self-standing interest in theoretical cryp-
tography, also connected to understanding the extra layer of algebraic structure
introduced by considering RLWE instead of LWE.

Regarding parameters estimation for FHE schemes, the most promising lines
of research are those developing new techniques to replace the canonical norm
worst-case analysis. While this analysis has been well-established for power-of-
two BGV, as demonstrated in previous works like [17,18,40], it is not necessarily
the most cutting-edge method. Several recent papers, such as [7,15,19], propose
alternative approaches like average-case analysis in various FHE schemes since
it seems that there is a discrepancy between the estimates based on worst-case
technique and experimental data, as highlighted in [18]. The introduction of the
average-case approach, as seen in [7,19], offers a potential resolution to these
disparities. This topic is fascinating, and any progress makes FHE easier to
deploy in real-life applications.
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