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Abstract. Public-key encryption with keyword search (PEKS) was first
proposed by Boneh et al. (EUROCRYPT 2004), achieving the ability to
search for ciphertext files. Nevertheless, it is vulnerable to inside keyword
guessing attacks (IKGA). Public-key authenticated encryption with key-
word search (PAEKS), introduced by Huang et al. (Inf. Sci. 2017), on
the other hand, is secure against IKGA. Nonetheless, it is susceptible to
quantum computing attacks. Liu et al. and Cheng et al. addressed this
problem by reducing to the lattice hardness (AsiaCCS 2022, ESORICS
2022). Furthermore, several scholars pointed out that the threat of secret
key exposure delegates a severe and realistic concern, potentially lead-
ing to privacy disclosure (EUROCRYPT 2003, Compt. J. 2022). As a
result, research focusing on mitigating key exposure and resisting quan-
tum attacks for the PAEKS primitive is far-reaching.

In this work, we present the first generic construction and instantia-
tion of forward-secure PAEKS primitive based on lattice hardness with-
out trusted authorities, mitigating the secret key exposure while ensuring
quantum-safe properties. We extend the scheme of Liu et al. (AsiaCCS
2022), and formalize a novel post-quantum PAEKS construction, namely
FS-PAEKS. To begin with, we introduce the binary tree structure to rep-
resent the time periods, along with a lattice basis extension algorithm,
and SamplePre algorithm to obtain the post-quantum one-way secret key
evolution, allowing users to update their secret keys periodically. Further-
more, our scheme is proven to be IND-CKA and IND-IKGA secure in a
quantum setting. In addition, we also compare the security of our primi-
tive in terms of computational complexity and communication overhead
with other top-tier schemes. Ultimately, we demonstrate two potential
applications of FS-PAEKS.
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1 Introduction

Traditional PEKS primitive contains three entities, that is, data owner, data
user, and cloud server [1]. PEKS scheme realizes that encrypted data can easily
be retrieved by the specific user through a specific trapdoor, which not only
protects the data privacy but also realizes the searchability [2]. A fundamental
security criterion for PEKS is to against the chosen keyword attacks (CKA)
[3]. Nevertheless, Byun et al. formalized the notation of trapdoor privacy (TP)
for the PEKS scheme since if it only considers the CKA, the protocol may
be threatened by the inside keyword guessing attacks (IKGA) [4]. To circum-
vent this problem, Huang et al. initialized a novel variant of PEKS, namely,
public-key authenticated encryption with keyword search (PAEKS), combining
the message authentication technique into a ciphertext generation algorithm [5].
In this way, the trapdoor can merely be valid to the authenticated ciphertext
for a specific sender. Numerous scholars commenced their research works on the
PAEKS primitive due to its high security [6-11].

However, the above-mentioned PAEKS protocols are totally on the basis
of the discrete logarithm assumption, which is vulnerable to quantum comput-
ing attacks. Liu et al. constructed a lattice-based PAEKS primitive that offers
both CKA and IKGA security while also being resistant to quantum computing
attacks [12]. Unfortunately, the security of ciphertext may be compromised if the
secret key of a receiver is leaked due to inadequate storage or malicious actions
by adversaries. To address this issue, several scholars introduced the notation
of forward security in digital signatures [13-15], which was later adapted by
Canetti et al. for use in a forward secure public key encryption scheme [16]. This
protocol periodically updates the secret key, therefore even if it is compromised
in one period, the security of other periods remains intact.

1.1 Motivation

As inappropriate storage of secret keys may lead to their compromise by mali-
cious attackers [17,18], it is essential to update them within a certain period to
ensure forward security. Zhang et al. formalized the FS-PEKS scheme, achieving
forward security, nevertheless, one disadvantage of this scheme is that a mali-
cious attacker may acquire the keyword from the trapdoor [19]. In contrast,
Jiang et al. presented a forward secure scheme for PAEKS, without considering
quantum computing attacks [20]. Among that, their constructions still need a
trusted authority to calculate secret keys, which will result in additional storage
overhead.

Huang et al. subsequently presented a PAEKS primitive, which was reduced
to be secure under the discrete logarithm assumption [5]. However, with the
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advancement of quantum computers, Shor generalized a quantum algorithm,
demonstrating the feasibility of solving classical cryptographic primitives in
probabilistic polynomial times [21,22]. Consequently, classical PAEKS schemes
are now vulnerable. Hence, several scholars transformed the traditional PAEKS
primitive into the quantum-resistant PAEKS protocol and formalized the generic
constructions based on lattice hardness [12,23]. Nevertheless, their schemes con-
tain flaws due to the secret key leakage problem.
Therefore, the aforementioned issues motivate the following question:

Can we construct and instantiate a generic post-quantum forward-secure
PAEKS satisfied CI, TP, MCI security without trusted settings to mitigate the
secret key leakage problem?

1.2 Owur Contributions

We resolve the above question affirmatively and summarize our contributions as
follows.

— We generalize the first PAEKS with forward security instantiation in lattice
without trusted authorities, mitigating the secret key exposure while enjoying
quantum safety. Our primitive extends Liu et al.’s scheme [12], and proposes a
novel post-quantum forward secure PAEKS construction, namely FS-PAEKS.
In addition, we formalize the CI, TP, and MCI security of the proposed FS-
PAEKS primitive.

— The proposed FS-PAEKS scheme enjoys quantum-safe forward security. We
introduce a binary tree structure to update the receiver’s secret key with
different time periods. It ensures that exposing the secret key corresponding to
a specific time period does not enable an adversary to “crack” the primitive for
any previous time period due to its one-way nature. Additionally, we further
employ the minimal cover set to achieve secret key updating periodically
for the receiver based on the key evolution mechanism. Finally, we utilize
the lattice basis extension technique to maintain quantum-safe for updating
secret keys.

— The proposed FS-PAEKS scheme can be proven secure in strong security
models. Firstly, the initial phase does not need a trusted setup assumption
and the ciphertext can only be obtained by a valid sender. In this way, the
trapdoor is valid from a receiver, which avoids adversaries adaptively access-
ing oracles to obtain the ciphertext for any keyword. Consequently, we intro-
duce a pseudo-random smooth projective hash function to achieve the above
property and forward-secure trapdoor privacy under IND-IKGA. In addition,
our scheme has also proven to be IND-CKA and IND-Multi-CKA secure in a
quantum setting.

— Eventually, we give a security properties comparison with the other eight
PEKS and PAEKS primitives. Besides, we compare with Behnia et al.’s
scheme [24], Zhang et al.’s scheme [19], and Liu et al.’s scheme [12] in terms
of computational complexity and communication overhead theoretically.
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1.3 Overview of Technique

Technical Roadmap. Informally speaking, constructing a forward-secure
PAEKS primitive in the context of the lattice is a combination of PEKS, public
key encryption, smooth projective hash functions (SPHF), binary tree structure,
and lattice basis extension algorithm. More concretely, we begin by revisiting the
post-quantum PAEKS primitive as the basic structure [12]. Next, we employ the
SPHF technique to transform the primitive into IND-CCA secure. We then take
advantage of the hierarchical structure of the binary tree to represent time peri-
ods and utilize node(t) to represent the smallest minimal cover set for secret
key update periodically, following the approach outlined in Cash et al. [25]. To
the best of our knowledge, it is the most efficient mechanism to realize key
updates and it serves as a stepping stone toward our goal. Finally, we introduce
the ExtBasis and SamplePre algorithms to facilitate the post-quantum one-way
secret key evolution.

Smooth Projective Hash Functions. Smooth projective hash functions, ini-
tially proposed by Cramer et al. [26], are utilized to transform one encryption
primitive from IND-CPA to IND-CCA. Moreover, numerous scholars extended
the SPHF tool to realize password-authenticated key exchange protocols [27—
32]. We use a variant kind of SPHF, say “word-independent” SPHF, proposed
by Katz et al. [33] for primitive construction. Generally speaking, the “word-
independent” SPHF scheme includes five algorithms defined for the NP language
L over a domain X.

We define a language family (£para, 7rap,) indexed by the language param-
eter Para; and language trapdoor Trap;. Besides, we consider an NP lan-
guage family (fpaml) with witness relation l%pam“ s.t. ﬁpaml = {x €
XPaTalElwaK:PaTal (wa) = 1} c EPaTal,Trapl c XPGT{I” where XParal is a fam-
ily of sets. In addition, the membership in Xpqrq, and K Para, can be checked
in polynomial time with Para;, and Lpgra, Trap, can be checked in polynomial
time with Para;, Trap;. We describe the approximate “word-independent” SPHF
scheme below.

— Setup(A): Given a security parameter A, this PPT algorithm outputs a lan-
guage parameter Para;.

— KeyGenpash (Para;): Given Para;, this PPT algorithm outputs outputs hk as
the hashing key.

— KeyGenpyoj(hk, Para;): Given hk and Para;, this PPT algorithm outputs out-
puts the projection key pk.

— Hash(hk, Paray, x): Given hk, Para; and a word x € Xparq,, this deterministic
algorithm outputs Hash € {0,1}° as a hash value, where ¢ € N.

— ProjHash(pk, Paray, x,w): Given pk, Para;, x € /jpaml and a witness w, this
deterministic algorithm outputs ProjHash € {0,1}° as a projected hash value,
where § € N.

Informally speaking, an approximate “word-independent” SPHF protocol sat-
isfies two attributes:
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(1) e-approximate correctness: Given a word x € Lpara,, and the corre-
sponding witness w, the SPHF scheme is e-approximate correct when:
Pr[HD(Hash(hk, Paray, x), ProjHash(pk, Para;, x,w)) > € -6 =~ 0, where
HD(a, b) means the hamming distance between two elements a and b.

(2) Pseudo-randomness: For some 6 € N, if a word x € ﬁpam“ its hash value
Hash is indistinguishable from a random element in {0, 1}?; Otherwise, Hash
is statistically indistinguishable from a random element chosen in {0, 1}°.

Binary Tree for Representing Time Periods. We use binary tree encryp-
tion primitive for enrolling time periods [16]. Informally, we define numerous
time periods t € {0,1,---,2% — 1}, where d is the depth of the binary from the
root node to the deepest leaf. In this paper, the time period ¢ will be described in
binary expression ¢ = (t1ty - - - t4). For example, if the depth is four and the last
leaf can be described as t = (1111). On each time period, it only has one path
from the root node to the current leaf node and we define @) = (9192 ... 9,
i € [1,d] as the path, where () = 0 if the i-th level node is the left leaf and
0() = 1 if the i-th level node is the right leaf. We also define node(t) to represent
the smallest minimal cover set containing one ancestor of all leaves on the time
period ¢ and after the time period ¢, say including {¢,t +1,---,2¢ —1}.

For simple understanding, we give an example in Fig. 1, describing a d = 4
binary tree with 16 time periods in total. In this figure, we show the meaning of
node(t) as: node(0000) = {root}, node(0001) = {0001,001, 01,1}, node(0010) =
{001,01, 1}, node(0011) = {0011,01,1}, node(0100) = {01,1}, node (0101) =
{0101,011,1}, node(0110) = {011,1}, node(0111) = {0111, 1}, node(1000) =
{1},node(1001) = {1001,101,11},node(1010) = {101,11}, node(1011) =
{1011,11}, node(1100) = {11},node(1101) = {1101,111},node(1110) =
{111}, node(1111) = {1111}.

Level 1

Level 2

Level 3

+ Level4

Fig. 1. Binary tree of depth d = 4 with binary expression time period (node).
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Lattice Basis Extension. We use the lattice basis extension algorithm to con-
struct a secret key one-way evolutionary mechanism (See Lemma 5 in Sect. 2.3).
More concretely, we discretize the time period to 2¢ segments, where d means
the total depth of a binary tree. The matrix Mg is the public key for receiver
and the matrix Sg(; is the trapdoor, where @) := (0,60, - - - 05,0541, ,0;).
Consequently, the updated trapdoor can be calculated by any ancestor’s trap-
door, and root node is the trapdoor of the original ancestor.

We first define Fgy := [Mg || Aggl) I A(292) Il Agei)] as the correspond-
ing matrix of @), For any depth j < 4, where j,i € [1,d], given the trapdoor
Sew) on time j, we have: Sgu) «— ExtBasis(Fg),Se)). After that, we specify
the secret key update process as below.

SkR(t) = (hRa {rRyl}v {rR,Q}v Tty {rR,H}7 S@<i)),

where ©() € node(t) as the receiver’s secret key on time t. Each node has
the corresponding secret key in a binary tree. Receiver will update skg(t) to
skr(t+ 1) through processing

SkR(t + 1) = (hR, {I‘R’l}, {FR72}7 AR {I‘R’,i}, S@(i)),where @(l) S node(t + 1)

1.4 Related Works

Lattice-Based PAEKS. Boneh et al. constructed the concept of PEKS in
2004 [1]. Zhang et al. argued that its security model for keyword privacy is not
complete and then defined a new security model [34]. However, the basic PEKS
primitive cannot resist the IKGA since an inside adversary may deduce the key-
word from a specific trapdoor. Huang et al. formalized a PAEKS protocol to
solve this problem by combining keyword authentication with PEKS [5]. Nev-
ertheless, Liu et al. and Cheng et al. introduced lattice-based PAEKS primitive
to achieve quantum resistance [12,35]. Many researchers utilized the PAEKS
scheme to preserve privacy for the Internet of Things [9,36,37].

Forward Security. Forward security (FS) in the public-key cryptosystem was
initialized by [16]. Zeng et al. introduced the F'S notation into the PEKS scheme
for cloud computing [38]. Zhang et al. formalized the first lattice-based FS-PEKS
primitive [19]. After that, Yang et al. extended the FS-PEKS and constructed
a lattice-based FS identity-based encryption with PEKS, namely, FS-IBEKS
[39]. Recently, Jiang et al. presented a forward secure public-key authenticated
encryption with conjunctive keyword search [20], but without considering the
quantum attacks.

1.5 Outline

The rest of this paper is structured as follows. Section 2 covers the preliminary
knowledge. In Sect. 3, we present the syntax of forward-secure PAEKS primitive
and its security models. The generic construction will be elaborated in Sect. 4,
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while the security analysis will be specified in Sect.5. In Sect.6, we give the
lattice-based instantiation. The parameters setting with correctness and theo-
retical comparison are illustrated in Sects. 7 and 8, respectively. Section 9 shows
two applications of FS-PAEKS. Finally, we conclude this paper in Sect. 10.

2 Preliminaries

2.1 Public-Key Encryption with Keyword Search Scheme

Public-key encryption with keyword search (abbr. PEKS) was initially proposed
by Boneh et al. [1]. A standard PEKS scheme consists of four algorithms:

— (pkpgks,skpeks) <« KeyGen(\): Given a security parameter A, this
probabilistic-polynomial time (PPT) algorithm outputs pkpgxs and skpeks
as a public key and secret key, respectively.

— ctpeks,kw — PEKS(pkpgks, kw): After inputting a public key pkpggkg and a
keyword kw, this PPT algorithm will output a ciphertext ctpeks, kw-

— Trappggs g < Trapdoor(skpeks, kw’): Given a secret key skpeks and a key-
word kw’, this PPT algorithm outputs a trapdoor Trappgs j-

— (1 or 0) « Test(ctpeks, kws ’I‘rapPEKS’kw/): After input a ciphertext ctpexs kw
and a trapdoor Trappgks ., this deterministic algorithm outputs 1 if kw =
kw'; Otherwise, it outputs 0.

Security Models. A secure PEKS scheme must satisfy the following properties:

(1) Correctness: Given a security parameter A, any valid public-secret key
pairs (pkpgxs, Skpeks), any keywords kw, kw', any ciphertexts generated by
PEKS(pkpgks, kw), and any trapdoors generated by Trapdoor(skpeks, kw'),
the PEKS scheme is correct if it satisfies:

If kw = kw’, Pr[Test(ct, Trap) = 1] = 1;and if kw # kw’, Pr[Test(ct, Trap) = 0] =~ 1.

(2) Ciphertext Indistinguiability: If it does not exist an adversary A can obtain
any keyword information of the challenge ciphertext ctpeks i, this PEKS
scheme has ciphertext indistinguishability against chosen keyword attacks
(IND-CKA).

2.2 Labelled Public-Key Encryption Scheme

Labelled public-key encryption (abbr. Labelled PKE) is one of the variants of
public-key encryption [40]. We employ the Labelled PKE scheme for our con-
struction and refer to it as PKE for brevity. A standard PKE scheme consists of
three algorithms:

— (pkpkg, skpke) < KeyExt(A): Given a security parameter A, this PPT algo-
rithm outputs pkpkg and skpke as the public key and secret key for encryption
and decryption, respectively.



Post-Quantum Public-Key Authenticated Searchable Encryption 281

— ctpke < Encrypt(pkpkg, label, ptpkg, p): Given a public key pkpkg, a label
label, a plaintext ptpkg, and a randomness p, this PPT algorithm outputs
the ciphertext ctpke.

— (ptpkg or L) < Decrypt(skpke, label, ctpie): Given a secret key skpkg, a label
label, a ciphertext ctpkg and a randomness p, this deterministic algorithm
outputs the plaintext (ptpg or L).

Security Models. A secure PKE scheme must satisfy the following security prop-
erties:

(1) Correctness: Given a security parameter A, a public key and secret key gen-
erated by (pkpkg, skpke) — KeyExt()), a label label, a randomness p, a
ciphertext generated by ctpke < Encrypt (pkpgkg, label, ptpkg, p), the PKE
scheme is correct if Pr[Decrypt(skpke, label, ctpke) = ptpke] =~ 1.

(2) IND-CPA/IND-CCA security: A secure PKE protocol satisfies the indistin-
guishability against chosen-plaintext attacks (IND-CPA) if it does not exist
an adversary .4 can obtain any information of a challenge plaintext ptpykg-
In addition, it realizes indistinguishability against chosen-ciphertext attacks
(IND-CCA) if A is permitted to access the decryption query for any cipher-
text ctpke excepting for querying the challenge ciphertext.

2.3 Basic Knowledge of Lattice and Trapdoors

Definition 1 (Lattice). [41] Suppose that by, ba, -+ by € R™ are n linearly
independent vectors. The m-dimensional lattice A is generated by a set of linear
combinations, denoted as A = A(B) = {z1 by +x2-ba+ -+, balz; € Z},
where B = {by,ba, -+ by} € R™*" is the basis of A.

Definition 2 (g-ary Lattices). [42] Given n,m,q € Z, and A € Z3*™,
we define the following g-ary Lattices and a coset: Ag(A) = {e € Z™|3s €
Zy,ATs = emod ¢}, A7 (A) := {e € Z™|Ae = 0 mod ¢}, and Ay(A") := {e €
Z™|Ae = umod ¢}.

Definition 3 (Gaussian Distribution). Given one positive parameter o €

RT, one center ¢ € Z™ and any x € Z™, we define Dy = Z‘"ic((z)) forvx e A

as the Discrete Gaussian Distribution over A with a center c, where py c(x) =

exp(—wM) and pgc(n) = YxeAPoc(x)- Specially, we say Dy o abbreviated as

o2

D, when ¢ = 0.

Definition 4. [43] We define ¥,, as the probability distribution over Z, for the
random variable |qx| by selecting x € R from the normal distribution with mean
0 and the standard deviation \/%

Lemma 1 (TrapGen(n,m,q)). [44] Taking n,m,q € Z as input, this PPT
algorithm returns A € Zy*™ and Ta € Zy*™, where Ta is a basis of
A7 (A) st. {A : (A, Ta) — TrapGen(n,m, q)} is statistically close to {A :

AL Zy ™}, In this way, we say Ta is a trapdoor of A.
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Lemma 2 (SamplePre(A,Ta,u,0)). [{5] Given a matriv A € Zy*™ and
its trapdoor Ta € Zy"™™™, a vector u € Zy, and the parameter o < [Tall -

w(y/log(m)), where m > 2n[logq], this PPT algorithm publishes a sample e €
Ly statistically distributed in DA;.(A)J s.t. Ae = u mod q.

Lemma 3 (NewBasisDel(A,R,Ta,0)). [43] Taking a parameter ¢ € R,
a matriv A € Zy*™, a Lg-invertible matriz R sampled from the distribution
Dinxcm, and trapdoor T A as input, this PPT algorithm will output a short lattice
basis Tp of A} (B), where B=AR™!.

Lemma 4 (SampleLeft(A, M, Ta,u,0)). [46] After input a matrix A €
Zy*™ and its corresponding trapdoor Ta € Zg*™, a matriz M € Zy*™, a

vector u € Zy, and a parameter o < | Tall - w(y/log(m + my)), this PPT algo-
rithm will output a sample t € Z™T™ from the distribution statistically close to

Ds(iaM)0 St [A[M] -t =u mod g.

Lemma 5 (ExtBasis(A”,S)). [25] For an input matriv A € Zy*™, a basis
S €z of AL(A), and a matriz A’ € Z?X"Ll, this deterministic algorithm
outputs a basis S” of AH(A") C Z;”X’”N st. ||S|| = [|IS”||, and A” = A||A’,
m’ =m+m'.

3 Syntax and Security Models of FS-PAEKS

This sector presents syntax and security models of FS-PAEKS. Our scheme
prohibits the use of a token to search for ciphertexts generated after the time
period in which the token was generated.

3.1 Syntax of FS-PAEKS Scheme

We formalize the syntax of FS-PAEKS primitive (including seven algorithms),
IT = (Setup, KeyGeng, KeyGenp, KeyUpdate, FS-PAEKS, Trapdoor, Test).

— pp < Setup(A, d): Given a security parameter A and a depth d, this algorithm
returns a public parameter pp.

— (pkg, sks) < KeyGeng(pp): Given a public parameter pp, this algorithm pub-
lishes a public-secret key pair for a sender (pkg,skg).

— (pkg,skr) < KeyGeng(pp): Given a public parameter pp, this algorithm out-
puts a public-secret key pair for a receiver (pkg,skg).

— skp(t + 1) «— KeyUpdate(pp, pkg,skg,t,d): Given a public parameter pp, a
public key of a receiver pkp, a secret key of a sender skr(t) at time period ¢,
and the depth of binary tree d as input, this algorithm outputs a new secret
key of the sender skg(t+ 1) at time period ¢ + 1. Moreover, the former secret
key of the receiver skr(t) has been deleted.
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— ct «— FS-PAEKS(pp, pkg,sks, pkg, kw,t,d): Given a public parameter pp, a
public key pkg and a secret key skg of a sender, a public key pkp, any keyword
kw at time period ¢, and the depth of binary tree d, this algorithm returns a
ciphertext ct of kw with time ¢ as output.

— Trap « Trapdoor(pp, pkg, pkg, skr(t), kw’): Given a public parameter pp, a
public key of a sender pkg, a public key and a secret key of a receiver skp
with time ¢, and a keyword kw’, this algorithm outputs a trapdoor Trap of
kw'.

— (1 or 0) « Test(pp, ct, Trap): Given a public parameter pp, a ciphertext ct
and a trapdoor Trap, this algorithm returns 1 if the ct and Trap is related
to a same keyword, that is, kw = kw’ holds; Otherwise, it returns 0.

3.2 Security Models

The security criteria are that any probabilistic polynomial-time (PPT) adversary
cannot obtain any keyword information from the ciphertext [1] and any (inside)
PPT attacker cannot acquire any keyword information from the trapdoor [4,47].
We define ciphertext indistinguishability (CI) of forward-secure PAEKS under
indistinguishability against chosen keywords attack (IND-CKA), the trapdoor
privacy of forward-secure PAEKS under indistinguishability against inside key-
word guessing attack (IND-IKGA), and the multi-ciphertext indistinguishability
(MCI) of forward-secure PAEKS under indistinguishability against chosen multi-
keywords attack (IND-Multi-CKA).

IND-CKA Game of Forward-Secure PAEKS

— Setup: After input a security parameter A, the challenger C calls the Setup
algorithm to obtain the public parameter pp. After that, C processes the
KeyGeng and KeyGenp algorithms to compute the sender’s and receiver’s
public-secret key pair (pkg,sks) and (pkp,skg). Ultimately, C sends pp, pkg
and pkp to the adversary A and keeps the initial secret key skgr secret.

— Query 1: In this query, A is permitted to adaptively access three oracles in
polynomial times.

e KeyUpdate Oracle Ogy: If the time period ¢t < T — 1, C will update
the time period from ¢ to ¢+ 1. If the time period t = T — 1, which means
the current period is the last period, C will return an empty string skp.

e Ciphertext Oracle O¢: A requires that the time period t is larger than
the target time period t* selected by an adversary. Given any keyword
kw, C calls FS-PAEKS(pp, pkg, sks, pkg, kw, t,d) algorithm to obtain the
ciphertext ct at time period ¢ and returns it to A.

e Trapdoor Oracle Op: A requires that the time period t is larger
than the target time period t*. Given any keyword kw, C calls
the Trapdoor(pp, pkg, pkg,skgr(t), kw’) algorithm to obtain the trapdoor
Trap in time period ¢ and transmits it to .A. When A accesses Oy, A
is forbidden to issue Op for the past time periods.
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— Challenge: In time period t*, which has not been queried the Or, A selects
two challenge keywords kw( and kwj and sends them to C. This phase restricts
that A never accesses the three oracles (Oxy, Oc and Or) for the challenge
keywords kwg and kwj. After that, C selects a bit b € {0,1} at random
and calls FS-PAEKS(pp, pkg, sks, pkg, kw;,t*,d) algorithm to calculate the
challenge ciphertext ct*. Finally, C sends ct* to A.

— Query 2: A has the ability to continue those queries as similar as Query 1
with a limitation that A4 is not allowed to query the challenge keywords
(kwg, kwy).

— Guess: After finished the above phases, A will output a guess bit ¥’ € {0, 1}.
Therefore, we say that A wins the game if and only if b =¥'.

We hereby define the advantage of 4 wins the above game as
AdvINP-CEA(N) == |Prlb =] — §|.

Definition 5 (IND-CKA secure of FS-PAEKS). We say that an FS-
PAEKS scheme satisfies forward-secure ciphertext indistinguishability (CI)
under IND-CKA, if for any PPT adversary A, the advantage AdviNP-CEA(})
is megligible.

IND-IKGA Game of Forward Secure PAEKS

— Setup: This process is the same as the IND-CKA Game.

— Query 1: In this query, A is permitted to adaptively access three oracles
(Okv,Oc and Or, are same as the IND-CKA Game) in some polynomial
times.

— Challenge: In time period t*, which has not been queried the Op, A selects
two challenge keywords kw( and kw] and transmits them to C. This phase
restricts that A never accesses the three oracles (Oky, O¢ and Or) for the
challenge keywords kwg and kwj. After that, C selects a bit b € {0,1} at
random and calls Trapdoor(pp, pkg, pkp, skr(t'), kw;) algorithm to calculate
the challenge trapdoor Trap®. Finally, C sends Trap® to A.

— Query 2: A has the ability to continue those queries as similar as Query 1
with the limitation that A is not allowed to query the challenge keywords
(kw§, kwy).

— Guess: After finished the above phases, A publishes a guess bit b € {0, 1}.
Thus, we say that A wins the game if and only if b =b'.

We define the advantage of A wins the above game as AdvaN D=IKGA()) .=

|Prlp =] — 4.

Definition 6 (IND-IKGA secure of FS-PAEKS). We say that an FS-
PAEKS scheme satisfies forward-secure trapdoor privacy (TP) under IND-
IKGA, if for any PPT adversary A, the advantage AdviND*IKGA()\) s neg-
ligible.
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IND-Multi-CKA Game of Forward Secure PAEKS

— Setup: This process is the same as the IND-CKA Game.

— Query 1: In this query, A is permitted to adaptively access three oracles
(Okv,0c and Or, same as the IND-CKA Game) in some polynomial
times.

— Challenge: Given two tuples of challenge keywords (kwgi,---,kwp,,),
C firstly selects a tuple (kwg;, kwi,) for some i st. kwg, #
kwy ;. After that, C selects a bit b € {0,1} randomly and calls
FS-PAEKS(pp, pkg, sk, pkp, kw;, t*,d) algorithm to calculate the challenge
ciphertext ct*. Moreover, C selects n — 1 ciphertexts from the output space
of FS-PAEKS algorithm, namely as, (cty,ctg,- - ,cti—1,Ctit1,Ctita, -+ ,Cty).

— Query 2: A can continue the queries as in the Query 1 with the restriction
that A is not allowed to query the challenge keywords kw; ;, where 7 € {0,1}
and j € {1,2,--- ,n}.

— Guess: After finished the above phases, A outputs a guess bit ¥’ € {0,1} and
C uses it as its output. We say that A wins the game if and only if b =¥'.

Definition 7 (IND-Multi-CKA secure of FS-PAEKS). We say that an
FS-PAEKS scheme satisfies forward-secure multi-ciphertext under IND-Multi-
CKA, if it satisfies CI under IND-CKA and it is a probabilistic algorithm.

4 Our Proposed Construction

In this part, we illustrate the first generic construction of post-quantum FS-
PAEKS based on the prototype of PEKS primitive, labelled PKE scheme,
SPHF protocol, and binary tree architecture. Specifically, we define KSpgks
as the keyword space and a standard PEKS scheme includes four algorithms
(PEKS.KeyGen, PEKS.PEKS, PEKS.Trapdoor, PEKS.Test). Moreover, we define
PKSpke and PSpke as the public key and plaintext space, respectively. Finally,
we utilize a binary tree structure and the smallest minimal cover set to realize a
secret key update for a receiver and we also employ ExtBasis algorithm to fulfill
one-way secret key evolution.

A labelled PKE scheme consists of three algorithms (PKE.KeyGen, PKE.
Encrypt, PKE.Decrypt). A SPHF protocol incorporates four algorithms
(SPHF.KeyGenpash, SPHF .KeyGenpyojtiash, SPHF.Hash, SPHF.ProjHash). We first
define the language of ciphertext as (Para;, Trap;) = (pkeke,Sskpke), where
pkpke € PKSpke, £ := {(label, ctpxe, mpke)|3p, ctpke — Encrypt(pkpke, label,
mpKE,p)}, and L := {(Iabel, CtpkE, mpKE)|D§crypt(skaE,Iabel,ctpKE) = mpKE}.
Besides, we also define the witness relation K((label, ctpke, mpke), p) = 1 if and
only if we have ctpke < Encrypt(pkpkg, label, mpkg, p)}.

— Setup(A,d): Given a security parameter A and a depth d, this algorithm pro-
cesses:

e Calculates (pkpkg, skpke) < PKE.KeyExt(\).
e Selects a plaintext mpkg il PKSpke and a label label il {0,1}* randomly.
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e Selects two hash functions:
Hi : PKSpke X PSpke X {0, 1}* — PKSpke; Hsz : KSpeks X {0, 1}* — KSpeks.

e Selects 2d matrices from Zj*™ as Matrices.
e Qutputs pp := (A, mpk, pkpke, mpkE, label, Hy, Hy, Matrices) as a public
parameter.

— KeyGeng(pp): Given a public parameter pp, this algorithm processes these
operations:

o Calculates hg < SPHF.KeyGenpash (mpk) and pg «— SPHF.KeyGenp,;(hs,
mpk).

e Calculates ctpkg g < PKE.Encrypt(mpk, label, mpkg, ps), where pg is a
randomly selected witness s.t. l@((label, ctpkE,s; MpKE); ps) = 1.

e Outputs pkg := (pg, ctpke,s) and skg := (hg, pg) as the public key and
secret key of a sender, respectively.

— KeyGeng(pp): Given a public parameter pp, this algorithm processes the fol-
lowing operations:

o Calculates hr < SPHF.KeyGenpash(mpk) and pp < SPHF.KeyGenpy;
(hg,mpk).

e Calculates ctpkg,r — PKE.Encrypt(mpk, label, mpke, pr), where pg is a
randomly selected witness s.t. l%((label,ctpKE’R, mpke), pr) = 1.

e Calculates (pkpeks,skpeks) < PEKS.KeyGen(A).

e Outputs pkp := (Pg, Cteke, &, Pkpeks) and skg := (hg, pr,skpeks) as the
public key and secret key of the receiver, respectively.

— KeyUpdate(pp, pkp, skgr, t,d): Given a public parameter pp, a public key pkp
and a secret key skr of the initial receiver, a time period ¢, and a depth d,
this algorithm processes as below:

e Defines Fg(:) as the corresponding matrix of O,

e For any j < i where j,4 € [1,d], calculates Sgu) «— ExtBasis(Fo), Sgu)),
where Sg(;) is the trapdoor on time period j.

e Defines skg(t) := (skg, Sgw) ), where O € node(t).

e Defines and outputs skr(t + 1) := (skg, S« ), where O € node(t + 1).

— FS-PAEKS(pp, pkg,sks, pkg, kw, t,d): Given a public parameter pp, a public
key pkg and a secret key skg of a sender, a public key pkp of a receiver, a
keyword kw € KSgs_paeks the time period ¢, and the depth d, this algorithm
processes the following operations:

e Calculates Hashg « SPHF.Hash(hg, mpk, (ctpke, r, MpkE))-

e Calculates ProjHashg «— SPHF.ProjHash(pg, mpk, (ctpke,s, mpke), Ps)-
e Calculates kwg < Ha(kw, Hashg @ ProjHashg)

e Calculates and outputs ct « PEKS.PEKS(pkpgks, kwg).

— Trapdoor(pp, pkg, pkp,skr(t), kw’): Given a public parameter pp, a public key
pkg of a sender, a public key pkp and a secret key skgr(t) of a receiver, a
keyword kw’ € KSFs_paeks, this algorithm processes the following operations:

e Calculates Hashr < SPHF.Hash(hg, mpk, (ctpke,s, mpke))-
e Calculates ProjHashy < SPHF.ProjHash(pg, mpk, (ctpke, r, MPKE), PR)-
o Calculates kw}, < Ha(kw', Hashr @ ProjHashy).
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e Calculates Trap; < PEKS.Trapdoor(skpexs, kwp), Traps < SamplePre
(S@(r,) 5 Hg(kw/), 0'3).
e Defines and outputs Trap := (Trap, Trapz).
— Test(pp, ct, Trap): Given a public parameter pp, a ciphertext ct, and a trap-
door Trap, this algorithm outputs PEKS.Test(ct, Trap).

5 Security Analysis

This section illustrates that the proposed FS-PAEKS construction satisfies CI

under IND-CKA, TP under IND-IKGA, and MCI under IND-Multi-CKA. We
specify the proofs of two theorems and give the analysis of a corollary.

Theorem 1. The proposed FS-PAEKS scheme satisfies Cl under IND-CKA if
the SPHF protocol satisfies pseudo-randomness and the hash function Hs is a
random oracle.

Proof. We finished the security analysis through four games as below.
Game 0: We simulate a real security game for the adversary A and define

Advfﬁo()\) := €. A has the ability to perform three oracle queries and the
challenger C will reply to the following responses after receiving some keyword
kw from A.

— Oky: If the time period t < T — 1, C updates skg(t + 1)
KeyUpdate(pp, pkp,skr, t,d) and returns skg(t + 1) to A. If the time period
t =T — 1, C returns an empty string sky to A.

— Oc¢: Given a keyword kw, C calculates ct « FS-PAEKS(pp, pkg,sks, pkg,
kw, t,d) and returns ct to A.

— O7: Given a keyword kw, C calculates Trap <« Trapdoor(pp, pkg, pkg,
skgr(t), kw') and returns Trap to A.

Game 1: This game is identical to Game 0, except changing the calcula-
tion method of ct* in the Challenge query. To be more specific, C selects

Hashg & OSHashg randomly (OSashg is the output space of Hashg) instead
of calculating Hashg « SPHF.Hash(hg, mpk, (ctpke r, mpke)). For the view of

A, Game 1 and Game 0 are statistically indistinguishable due to the fact
that the output of Hashg satisfies pseudo-randomness. Hence, we acquire:

| AdvGame () — AdpGame 0())| < negl()).
Game 2: This game is identical to Game 1, except changing one more time
of the calculation method for ct* in the Challenge query. In detail, A sends

kw§ and kw;y to C, C then selects a bit b € {0,1} randomly and samples

kwg & KSpeks randomly (KSpeks is the keyword space of PEKS(pkpgks, kw)
algorithm), instead of calculating kwg «— Ha(kwy, Hashg @ ProjHashg). In this
way, the output of Hs(kwy, Hashg @ ProjHashg) is random since Hashg is ran-
domly selected and Hy is also a random oracle. Accordingly, in A’s view,
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Game 2 and Game 1 are statistically indistinguishable. Thus, we can say:
|Adv§a™e 2(\) — AdvGa™e 1()\)| < negl(N).

Game 3: Till now, the keyword is generated by kwg & ks pexs at random, the
challenge ciphertext ct* = ctpgks kw is obtained from PEKS.PEKS(pkpeks, kws)
and kwg & KSpeks- Therefore, ct* does not divulge any information regarding
to the challenge keywords (kwg, kwy). As for A, the only way to acquire the
keyword is by guessing absolutely. Consequently, we obtain: | Adv§*™e 3(\)| = 0.

Theorem 2. The proposed FS-PAEKS scheme satisfies TP under IND-IKGA if
the SPHF protocol satisfies pseudo-randomness and the hash function Hs is a
random oracle.

Proof. We finished the security analysis through four games as below.
Ga/m\g_(£ We simulate a real security game for the adversary A and define
Adv§Ga™e O()\) := €. A has the ability to perform three oracle queries and the
challenger C will reply to the responses (same as the proof of the former theorem)
after receiving some keyword kw from A.

Game 1: This game is identical to Game 0, except changing the calcula-
tion method of Trap™ in the Challenge query. To be more specific, C selects
Hashg & OSHashy, randomly (OShash, is the output space of Hashg) instead
of calculating Hash, «— SPHF.Hash(h g, mpk, (ctpke.s, mpke)). For A, Game 1
and Game 0 are statistically indistinguishable due to the fact thzﬁihe out-
put of Hashp satisfies pseudo-randomness. Hence, we acquire: \Advﬁ’ame T\ -
AdvGame 0())| < negl()).

Game 2: This game is identical to Game 1, except changing one more time of
the calculation method for Trap® in the Challenge query. In detail, A sends
kw§ and kwy to C, C then selects a bit b € {0,1} and samples kw', & KSpexs
randomly, instead of calculating kwj <« Ha(kwy,Hashg @ ProjHashy). In
this way, the output of Hy(kwj,Hashg @ ProjHashy) is random since Hashp
is randomly selected and Hy is a random oracle. Accordingly, in A’s view,
Gﬁi&nd Game 1 L are statistically indistinguishable. Thus, we can say:
|Adv§ame 2(\) — Adv§a™e 1()\)| < negl()).

Game 3: Till now, the keyword is generated by kwlp & KSpeks at ran-
dom, the challenge trapdoor Trap® = (Trap;™, Trapz2™) is generated from
Trapdoor(pp, pkg, pkp, skg (), kw’). Therefore, Trap® does not divulge any infor-
mation regarding to the challenge keywords (kwg,kwy). As for A, the only
way to /agquire the keyword is by guessing absolutely. Consequently, we obtain:
| Adv§ame 3(\)| = 0.

Corollary 1. The proposed FS-PAEKS scheme satisfies MCl under IND-
Multi-CKA if it satisfies Cl under IND-CKA and the PEKS.PEKS algorithm in
our FS-PAEKS algorithm is probabilistic.
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Analysis. Our FS-PAEKS algorithm involves PEKS.PEKS algorithm. To the
best of our knowledge, the existing PEKS.PEKS algorithm satisfies probabilistic

[1,24].

Thus, our FS-PAEKS scheme is also probabilistic. In addition, we have

proved that our scheme satisfies Cl under IND-CKA. Consequently, the proposed
FS-PAEKS scheme satisfies MCl under IND-Multi-CKA.

6 Lattice-Based Instantiation of FS-PAEKS

In this section, we construct the first post-quantum PAEKS with forward secu-
rity instantiation based on the lattice hardness, namely FS-PAEKS, including
seven algorithms.

— Setup(A, d): Given a security parameter A, the depth d of a binary tree, sys-
tem parameters q,n,m,o1,09,«,03, T, where ¢ is a prime, o1, 02 and o3
are preimage sample parameters, « is a gaussian distribution parameter and
T = 2¢ is the total number of time periods, this algorithm executes the fol-
lowing operations.

Calls &, p, £ — poly(n) and selects m = mymg - - - m,, & {0,1}* randomly.

e Selects matrices Ago), A§1)7 Aéo), Aél), e 7A510), ASII) € Zy*™.
e Calls TrapGen(n, m,q) algorithm to generate a matrix Ag and the basis

TAo of AJ‘(Ao)
Sets Ag as a public key of PKE and T a, as a secret key of PKE.

Selects an element u < U randomly as the label of PKE.
Selects three Hash functions

Hy 277 % {0,115 XU — 20 %™ Ha {1, -1} x {0,1}" — {1, -1} H3 : {1, -1}* — Z".

e Selects an Injective function Hy : R — Zg™™.
e Calculates the master public key of PKE: A < H;(Ta,, m,u) € Zg*™.
e Ultimately, this algorithm returns a public parameter as pp := (A, q,n,

m,o1,02,03, K, p, ga TA07A§O)7A§1)3 Aé0)7 Aél)a e 7Ag))7 A(dl)a A7 m, u, H17
H27 H37 H4)

— KeyGeng(pp): Taking a public parameter pp as input, this algorithm will exe-
cute the following steps to generate the public key and secret key of the
sender.

Sets gadget matrix G =1, ®g', g’ =[1,2,---,2],k = [logq] — 1.

0 0
Defines and calculates Ajpel = A + {GHZL(U)} =A+ |:(In ® gT)H4(u)} .

Selects a matrix hg & D7’ at random, and calculates the matrix ps =
Ajabel - hs € Z7.

For i = 1,2,--- , Kk, selects vectors s; & Zq and vectors eg; & Dy
randomly s.t. ||eg;|| < 2¢t/m and then calculates cs; = A/l -s; +es;+

mi[oaov e ,07 (%—I]T mod q.
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Outputs pks = (ps,{cs1},{cs2},---.{csx}) and sksg :=
(hs,{s1},{s2}, -+, {sx})as a public key and a secret key of a sender,
respectively.

— KeyGen(pp): Taking a public parameter pp as input, it executes the following
steps to compute the initial public key and initial secret key for a receiver.

Calls TrapGen(n,m, q) algorithm to generate a matrix Mg and the basis
SR of /1L (MR)

For i =1,2,--- £, selects matrices Mg ; & Zy*™ randomly.

Selects a matrix Cr & ZZX’” and a vector rg & Zq at random.

e Sets gadget matrix G : =1, ®@g', g’ =[1,2,---,2%], k = [logq] — 1.

] =2+ 0o m0)
G Hy(u) (I, ®g" ) Ha(u)]’
Selects a matrix hg & Dy', at random, and calculates the matrix pr =
Aiapel -hp € Zy.

For ¢ = 1,2,--- K, selects vectors r; & Z4 and vectors eg ; & Dy
randomly s.t. |leg;| < 2ty/m and then calculates cp; = Al - 1; +
ep, +m;[0,0,--,0,[4]]" mod g.

Outputs pkr := (Pr,{cr1};{cr2}, - {Crx}, MR, MR 1,Mpga, -,
Mg, Cr,rr) and skg := (hg,{r:},{r2}, -+ ,{rs}) as the initial (root
node) public key and secret key of the receiver, respectively.

Defines and calculates A ;pe = A + [

— KeyUpdate(pp, pkr, skg, t,d): Given a public parameter pp, time ¢, initial pub-
lic key pkg, and initial secret key skpg, this algorithm processes the following
steps.

Defines t := (t1to - - - t;), where ¢t means the binary representation of time
and 7 € [1,d], t; € {0,1}, d is the depth of the binary tree.

Defines @) := (0,05, -+ ,0;) € node(t), where i € [1,d],0; € {0,1} as
the path from the root to the current node.

Defines Fguy := [Mp || Agel) I Ag%) |- AEG")] as the corresponding
matrix of . For example, Fyio0 = [Mp || AY || A3 || AS || AY], Fior =
Mg || Af || AS || A3)-

For any j < i, where j,i € [1,d], given the trapdoor Sg¢) on
time 7, calls ExtBasis(Fg),Sgu)) to generate Sg), where o0 .=
(61,02, ,6;,611,---,6;). Thus, the updated trapdoor can be calcu-
lated by its any ancestor’s trapdoor.

Define skr(t) := (hg,{rr1},{rr2}, " ,{rrx},Sow), where 60 ¢
node(t) as the receiver’s secret key on time ¢. Each node has the cor-
responding secret key in a binary tree.

Receiver updates skgr(t) to skr(t + 1) through calculating skr(t + 1) :=
(hgr,{rr1},{rr2}, -, {rr.x},Sew ), where O € node(t+1). We show
an example here, supposing that receiver updates skr(1010) to skr(1011).
Given skR(1010) = (hR,{rR’l},{rR’2}7"' ,{rR,H},Slol,Su), the
updated secret key is skr(1011) = (hg,{rr1},{rr2}, - .{rrx}
S1011,S11)-
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— FS-PAEKS(pp, pks, sks, pkr, kw,t,d): Given a public parameter pp, the
sender’s public key and secret key pkg, skg, the receiver’s public key pkg,
a keyword kw € {1, —1}¢, the time period ¢, and the depth of the binary tree
d, this algorithm executes the following procedures.
e Fori=1,2,---  k, calculates

hs,i — Lz(c;,i : hS(mOdQ))]’p&i i L2(S’T -Pr(modg))

q q

Defines ys; = hsi - ps,i, and ys = ys,19¥s,2 - - - Ys,x € 10, 1}".
Defines and calculates dks = dks1dks2---dkse — Ha(kw,ys) €

{1, -1}

ES3

Defines and calculates Mg, = Cr + Zle dksiMRp ;.
Calculates Fg, = [Mp || Mgx] = [Mg || Cr + Zle dks;Mpg ;).
Defines Fy := [Mp || AT || AR || - || A].

For j =1,2,--- , p, processes the following operations as below:

Selects b; & {0,1} and s; & Zy randomly;

. $ (d+3)m , (d4+3)m
* Fori=1,2,---,{, selects R;; < {1,-1} =2 X2
* Defines and calculates R; = Zle dksRi; € {4~ +
(d+8)m , (d+3)m
1,--- £} =2 %z
(d+3)m (d+3)m .
* Selects 2j—Wo€Zyandy; «— Wy > €Zg * as noise vectors;

*

_ (d+3)m
Calculates z; — R]y; € Zg * , and ¢o; = (rj + Hz(kw)")s; +

Tj + b 3] € Zq.

Calculates c1, = (Fai, | Fy)Ts; + Z] c Z((Jd+3)m.
j

e Outputs a forward-secure searchable ciphertext ct := ({co,,c1,,b;}/_;).
— Trapdoor(pp, pks, pkr, skr(t), kw'): After input a public parameter pp, the
public key of the sender pkg, the public key of the receiver pkg, the secret
key of the receiver skg(t) with time ¢ and a keyword kw’ € {1,—1}*, this
algorithm will process the following steps.
e Fori=1,2,--- K, calculates

2(cg,; - hr(modq)) 2(sp,; - Ps(modg))
q ‘|va,i — L q —|

hri«— |

Defines yr,i = hr,i - Pr.i, and Yr = Yr,1YR2 - YR,k € {0,1}".
Defines and calculates dkg = dkp1dkr 2 - - dkpe — Hao(kw',yRr).

Defines and calculates My, = Cp + Zle dkr Mg ;.

Invokes SampleLeft(M g, Myx, Sg, rr, 02) algorithm to generate Trap; €

z72m,

o Tfsk r(t) includes the basis S, this algorithm will continue the remain-
der procedures;
If skr(t) does not include the basis Sg«), this algorithm will call
ExtBasis(Fg), See)) to generate it and then continue the remainder pro-
cedures.
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e Invokes SamplePre(Sgw, H3(kw'),03) algorithm to generate Traps €
ng+1)m.

e Outputs Trap := (Trapi, Trapaz).

— Test(pp, ct, Trap):

7

. o Trapl
e For j=1,2,--- ,p, calculates v; = co, Traps cy;-
o Checks whether it satisfies [v; — [2]]: If it holds, sets v; = 1; Otherwise,
sets v; = 0.

o This algorithm outputs 1 if and only if for Vj = 1,2, -- - , p, it satisfies v; =
b;, which implies the Test(pp, ct, Trap) algorithm succeeds; Otherwise, it
outputs 0, which implies the Test(pp, ct, Trap) algorithm fails.

Parameters and Correctness

7.1 Parameters Setting

m > 6nlogq to make TrapGen(n, m, q) algorithm process properly.

5 > Ne(AL(Apper)) for some € = negl(n) and t = o1y/m - (y/logn) to make
KeyGeng(pp) and KeyGenp(pp) run properly.

o1 =2+/n and q > % to make the lattice reduction algorithm is correct.
oo > £-m-w(y/logn) to let SampleLeft(A, M, Ta,u, o) algorithm execute
properly.

m > 2n[logq], o3 >|| B || -w(v/Iogn) to let SamplePre(A, T4, u, o) algorithm
operate properly.

@ is an integer to make FS-PAEKS(pp, pks, sks, pkr, kw,t,d) algorithm
work properly.

q > oym2w(y/logn) to make first error term is bounded legitimately and yg =
YR

a < [oafmw(y/log n)]fl, q = 2(om?) to make second error term is bounded
legitimately.

7.2 Correctness

Theorem 3. We initially consider the condition mentioned by Lemma 6.1 in
reference [48] and € = negl(n) is negligible. That is, if the keywords hold

kw = kw' and the first error term (v, - hs,; and el, - hg;) is less than <L

8

with overwhelming probability, then we obtain the equality dkg = dkp.

Proof. For i =1,2,--- |k, calculates:

2(r; - Ajgbe)) - hg(modq) . 2 ~hs(modq)w _ L2((r: - Appel) - hg(modq))

hsi=| 1="pR,i

q q q

first error term

(s{ - Aube) - hp(modg) 2r§,i¢ha<modq>T _ Lz<<riT - Ajabe) - hp(modq))
q q q

first error term

2
hr,i=1

1=rs,i-



Post-Quantum Public-Key Authenticated Searchable Encryption 293

For i = 1,2,--- ,k, we have the following equalities: ys; = hs; - ps; =
PR PS,i = PS;i " PR,i = RRi-Pr: = Yr,:. Therefore, we can say that yg =
yr. In addition, because of kw = kw’, we obtain that dkg = Hs(kw,ys) =
Hy(kw',ys) = Ha(kw', y ) = dkp,

.

Theorem 4. If the second error term (z; — <Trap1) [yj}) has been bounded
Traps Z;

by ((q-o2-€-m-a-w(y/logm) + O(éagm%)) < 1), then the Test(pp, ct, Trap)

algorithm outputs 1, and b; is correct.

Proof.

Trapi T q Trapi T
vj = coj = (Trapz) c1; = (vf + Hy(kw) )s; +a; +oil5] - (Trapz) C1;

.
q Trap: i
—rhsy oy L1+ Halku) sy = (aPt) (R | PO T + )]

T
’I‘r .
= rgsj + Tj —+ bj LgJ + Hg(k"w)TSj — (’I‘rap1de + 'I‘I'aszt)Sj — ( apl) |:y]:|

Trapz Z;
.
.4 ~_ (Trapa Yj
g (Ben) [

second error term

Therefore, as mentioned in Lemma 22 of reference [46], for j =1,2,--- , p, if
the given keywords are absolutely identical, we can conclude that v; = b;.

8 Theoretical Comparison

We cryptanalyze and compare eight PEKS and PAEKS schemes with regards to
six security properties in Table 1. Then, we compare the computational complex-
ity and communication overhead with several post-quantum PEKS and PAEKS
primitives in Tables 2 and 3.

Table 1. Security properties comparison with other existing PEKS and PAEKS
schemes

Schemes FS|CI|MCI TP | PQ | WTA
Boneh et al. [1] | x |V |V X | x |V
Huang et al. [5] | x |x | X X | x |V
Behnia et al. [24] | x |V |V x |V |V
Zhang et al. [49] | x |V |V x |V X
Zhang et al. [19] | v |V |V x |V |V
Liu et al. [12] X |V |V v VoY
Emura [50] X |V |V v o v
Cheng et al. [35] | x |V |V v v oY
Our scheme v IV Y v v

Notes. PQ: Post-quantum. WTA: Without
trusted authority.
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As for Table2, the abbreviations are multiplication (Tazq), hash function

(Tur), SampleLeft (Tsy.), SamplePre(Tsp), and BasisDel(Tsp) algorithms. With
regard to Table 3, we analyze the communication overhead in terms of ciphertext
size and trapdoor size. d is the depth of a binary tree, £ is the length of a keyword
kw, p, k are related to the security parameter.

9

(1)

(2)

Potential Applications of FS-PAEKS

Combining with Electronic Medical Records (EMRs). Numerous
scholars have utilized PEKS primitive for doctors (data receiver) to search
EMRs and protect the privacy of patients (data sender) [20,51,52]. However,
a malicious attacker may recover the keyword kw from the previous search
trapdoor Trap through keyword guessing attacks. Besides, if secret keys
have been compromised, sensitive medical data may be disclosed. Compared
with the existing schemes, our FS-PAEKS protocol completely avoids those
problems and provides better security.

Combining with Industrial Internet of Things (IToTs). The PAKES
protocol has been employed to safeguard the privacy of IIoTs while simulta-
neously achieving CI and TP security [37]. However, they failed to account
for the potential risks of quantum computing attacks and the likelihood of
secret key leakage during communication. Our FS-PAEKS primitive offers
enhanced security features such as quantum resistance and elimination of
secret key leakage. Besides, we realize MCI security, which addressed a pre-
viously unresolved issue of their work.

Table 2. Computational complexity comparison

Schemes Ciphertext Generation Trapdoor Generation | Test Generation
Behnia et al. [24] p(m2 +2nm~+n—+£+ DT LTviw + Tst 2omTnrul
) Tur +nm*TMul
Zhang et al. [19] | Tur + (pn + nm?® + p)Tarw + Tsp Tur + (bm + nm)Tn
+Tep +Tsp
Liwetal 12 | 7 (k(m +n +1) Tar +(wlm+nt1) -y
+p(m® +2nm+n+ L+ 1)Tyw | +0)Thw + Tse
(p+ 1)Tur + (k(m+n+1)
. 2T, 1
Our scheme (L2 4 (4 3)m e+ (K(m+n+ 1) (d+ 3)pmTur
+0)Tnu + Tst + Tsp
+2n 4+ £+ 1)) Tarw
Table 3. Communication overhead comparison
Schemes Ciphertext Size Trapdoor Size
Behnia et al. [24] | (|g| + 2m|q| + 1) 2m|q|
Zhang et al. [19] | (¢ + ml+ m)|q| m|q|
Liu et al. [12] p(lgl + 2mlq|l + 1) 2m|q|
Our scheme | p(lg] + (d + 3)mlg| + 1) | (d + 3)mlg]
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10 Conclusion

In this paper, we generalize the first post-quantum public-key authenticated
searchable encryption with forward security primitive, namely FS-PAEKS. The
proposed scheme addresses the challenge of secret key exposure while enjoy-
ing quantum-safe security without trusted authorities. Technically speaking, we
introduce the binary tree structure, the minimal cover set, and ExtBasis and
SamplePre algorithms to achieve the post-quantum one-way secret key evolution.
Moreover, we analyze it satisfies IND-CKA, IND-IKGA, and IND-Multi-CKA
in a quantum setting. Besides, we also elaborate on the theoretical comparisons.
Ultimately, we show two applications for FS-PAEKS to illustrate its feasibil-
ity. We hereby address an open problem of how to construct a post-quantum
FS-PAEKS scheme without random oracle models.
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