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Abstract.

We introduce HyperNowva, a new recursive argument for proving incremental
computations whose steps are expressed with CCS (Setty et al. ePrint 2023/552),
a customizable constraint system that simultaneously generalizes Plonkish,
R1CS, and AIR without overheads. HyperNova makes four contributions, each
resolving a major problem in the area of recursive arguments.

First, it provides a folding scheme for CCS where the prover’s cryptographic
cost is a single multi-scalar multiplication (MSM) of size equal to the number of
variables in the constraint system, which is optimal when using an MSM-based
commitment scheme. The folding scheme can fold multiple instances at once,
making it easier to build generalizations of IVC such as PCD. Second, when
proving program executions on stateful machines (e.g., EVM, RISC-V), the
cost of proving a step of a program is proportional only to the size of the
circuit representing the instruction invoked by the program step (“a la carte”
cost profile). Third, we show how to achieve zero-knowledge for “free” and
without the need to employ zero-knowledge SNARKSs: we use a folding scheme to
“randomize” IVC proofs. This highlights a new application of folding schemes.
Fourth, we show how to efficiently instantiate HyperNova over a cycle of elliptic
curves. For this, we provide a general technique, which we refer to as CycleFold,
that applies to all modern folding-scheme-based recursive arguments.

1 Introduction

Incrementally verifiable computation (IVC) [66] is a powerful cryptographic
primitive that allows a prover to produce a proof of the correct execution of a
“long running” computation in an incremental fashion. For example, it enables the
following workflow: The prover takes as input a proof m; proving the the first ¢
steps of its computation and then update it to produce a proof m;11 proving the
correct execution of the first 4 + 1 steps. Crucially, the prover’s work to update
the proof does not depend on the number of steps executed thus far, and the
verifier’s work to verify a proof does not grow with the number of steps executed
thus far. IVC has received recent, renewed interest as it enables a wide variety of
applications in decentralized settings including verifiable delay functions [9I70],
succinct blockchains [44], rollups [71l45I53], verifiable state machines [58], and
proofs of machine executions (e.g., EVM, RISC-V)

This is an extended version of a paper from CRYPTO 2024 [42]. Compared to an initial
version, this version of the paper incorporates material from prior preprints [40/41].
Additionally, this version provides an approach to achieve zero-knowledge in folding-
scheme-based recursive arguments without needing to use zkSNARKs.



Early realizations of IVC [66/4] rely on succinct non-interactive arguments of
knowledge (SNARKSs) [B7/50032l6]. At step ¢, the prover produces a SNARK
proving that it has correctly applied a step of the specified computation using
the output of step ¢ — 1 and that the SNARK verifier represented as a circuit
has accepted a SNARK from step ¢ — 1 [74]. These works require representing
the SNARK verifier as a circuit. To reduce the size of the SNARK verifier when
encoded as a circuit, prior work [4] uses a two-cycle of elliptic curvesﬂ

A flurry of works [I3[TIT0IT84340] reduce reliance on SNARKSs to construct
IVC, culminating in folding schemes [43], a primitive that simply reduces the task
of checking two NP instances with the same “structure” (e.g., circuit description)
into the task of checking a single NP instance. This primitive is sufficient to
construct IVC, and is simpler and far more efficient than a SNARK.

1.1 An overview of the prior state-of-the-art: Nova

We first focus on prior work at the time this paper was written. We discuss
additional related work in Appendix [C] Following a preprint of this work, there
are several follow-up works. Section [T.4] describes subsequent work.

Nova’s computational model proves incremental computations where each step
executes a non-deterministic circuit. To prove such computations, Nova uses a
folding scheme for an NP-complete language to (recursively) transform the task
of proving N steps of a computation into the task of proving a single step of the
computation. It then applies a general-purpose zkSNARK (e.g., Spartan [57]) to
prove that single step, obtaining zero-knowledge and additional succinctness.

Compared to employing a general-purpose zkSNARK; built from from polynomial
IOPs and polynomial commitment schemes (e.g., Spartan [57], Plonk [30], Mar-
lin [21], HyperPlonk [20]), to prove the entire incremental computation, Nova’s
approach is substantially cheaper (as long as each step is sufficiently large, to
offset recursion overheads). Specifically, at each incremental step, Nova’s prover
incurs only two MSMs of size proportional to the size of the circuit proven.
Whereas, general-purpose zkSNARKs need many more MSMs. For example,
Marlin [21} Figure 1] reports 22 MSMs and many more FFTs of size proportional
to the circuit size. In addition, by design, Nova’s proof generation is incremental
(i.e., it produces a proof for each step and then uses its recursion capabilities to
produce a single proof), so it can be more easily distributed and parallelized than
with a non-recursive zZkSNARK where one must unroll program executions into
monolithic circuits. The latter rules out applications where one cannot statically
unroll program executions (e.g., VDF) or makes it inconvenient (e.g., program
executions on machines such as EVM or RISC-V). As presented, Nova does
not immediately support parallel proof generation, but there exists a generic
compiler [7] to transform constructions such as Nova to support parallel proving.

L' A 2-cycle of elliptic curves is a pair of elliptic curves (E1, F2) such that the scalar
field of E1 equals the base field of F> (i.e., the field over which points in E» are
defined over) and vice versa (Section |8 provides details on how a 2-cycle of elliptic
curves is used and how they help with concrete efficiency).



1.2 Open problems addressed by this work

Our work addresses several open problems in the prior state-of-the-art. We first
discuss these problems and provide sufficient context about each of these.

(1) The need to fold customizable, high-degree constraint systems.
In Nova, each step of an incremental computation is expressed with R1CS, an
NP-complete problem that generalizes arithmetic circuit satisfiability [3T/59/3]. In
practice, when zkSNARKs (e.g., Plonk) are applied to prove program executions,
practitioners use custom constraint systems (e.g., Plonkish) that are tailored to a
particular classes of applications. Specifically, Plonkish constraints are multivari-
ate high-degree polynomials. Whereas, R1CS is restricted to checking quadratic
constraints in a specific form. These customizable, high-degree constraint systems
are often more compact than equivalent R1CS. As a concrete example, a single
iteration of MinRoot [36] can be represented with one degree-5 constraint in
Plonkish [74]. Whereas, R1CS needs three constraints.

Sangria [51] shows that Nova can be adapted to handle Plonkish. However, the
number of cross-terms that the prover must commit to increases linearly with
the degree of the constraints d: The prover must incur O(n - d) cryptographic
operations to commit to O(d) cross-terms, where n is the number of constraints.
As a result, in general, there are not significant benefits to employing high-degree
constraints and use Sangria than use Nova with R1CS. Concretely, Sangria’s
prover applied to MinRoot with degree-5 constraints requires 5 scalar multiplica-
tions (and additional field work to compute cross-terms) per MinRoot iteration
whereas Nova applied to MinRoot in R1CS requires 6 scalar multiplications.

A key question is whether one can build a recursive argument for Plonkish, with
Nova-like performance characteristics. In particular, our goal is to prove CCS [60],
a customizable constraint system that simultaneously generalizes Plonkish, R1CS,
and AIR without overheads ([60] provides context on CCS, Plonkish, and AIR).
Additionally, for any solution that handles high-degree constraints, we require
the prover’s cryptographic work to be independent of the degree of constraints
supported. That is, the number of MSMs (or their sizes) performed by the prover
must not depend on the degree of the supported constraints.

(2) The need to achieve an “a la carte” cost profile for proving machine
executions. A classic approach to prove machine executions (e.g., program
executions on EVM) is to employ a universal circuit (e.g., [2/5/553347]) that
can execute any instruction supported by the machine. To prove the correct
execution of programs on the corresponding machine, it suffices to recursively
prove, with an IVC scheme, repeated invocations of this circuit on an input
program and memory state [4]. Unfortunately, the cost of proving a program’s
step is proportional to the size of the universal circuit (i.e., sum of sizes of circuits
of all instructions supported by the machine)—even though the step invokes only
one of the instructions.

Given the high costs imposed by universal circuits, designers of these machines
aim to employ a minimal instruction set, to keep the size of the universal circuit



and thereby the cost of proving a program step minimal [BJ333]. However, this is a
not a panacea: for real applications, one needs to execute an enormous number of
iterations of the minimal circuit (e.g., billions of iterations), making the prover’s
work largely untenable. This also means that emulating real programs that target
existing virtual machines with rich instruction sets (e.g., EVM, RISC-V, Wasm)
via a machine with a minimal instruction set would incur enormous costs.

An open question is whether one can achieve an “a la carte” cost profile, where
the cost of proving a step of a program execution is proportional only to the
size of the circuit representing the instruction invoked by the program step and
independent of the circuit sizes of the uninvoked instructions.

(3) The need for providing zero-knowledge without needing zkSNARKs.
Nova [43] shows how to efficiently achieve zero-knowledge for its IVC proofs
by producing a zkSNARK proving the knowledge of valid IVC proofs. The
zkSNARK scheme that is natively compatible with Nova is Spartan [57], which
internally uses the sum-check protocol [46]. The most efficient way to achieve
zero-knowledge in Spartan is to use the Cramer-Damgard transformation [25/69],
where sum-check messages are committed with homomorphic commitments (e.g.,
Pedersen) and the sum-check verifier’s checks are proven in zero-knowledge using
Schnorr-type proofs. This means that the Spartan verifier must perform public
key operations (e.g., group scalar multiplications), which are far too expensive
especially in blockchain settings where the verifier is deployed on-chain.

An open question is whether one can leverage folding schemes to “blind” the
IVC proof such that one can use a non-zk Spartan, where the verifier verifies the
sum-check messages in plaintext (which are orders of magnitude more efficient).

(4) The need for an efficient instantiation over a cycle of elliptic
curves. Folding schemes leverage additively homomorphic commitments, which
are typically instantiated with elliptic curve groups. To realize IVC, the folding
scheme’s verifier must be represented as a circuit. The best known approach
for this is the blueprint of [4], which leverages a cycle of elliptic curves. Nova’s
implementation [I] adapts BCTV’s approach [4] to the context of folding-scheme-
based recursive arguments and was recently proven secure [52].

Unfortunately, Nova’s approach, like in [4], still requires representing a verifier
(which happens to be the the non-interactive folding scheme verifier) as a circuit
on both curves in the cycle of curves. For Nova [43], which is the only fully
implemented folding-scheme-based approach to date, the circuit defined over the
second curve in the cycle is 2210, 000 multiplication gates (and more than 100,000
non-zero entries in R1CS matrices).

In practice, one often wants to use a “half”-pairing cycle E; /E2E| (e.g., BN254
and Grumpkin, where only BN254 is pairing-friendly). The BN254/Grumpkin
cycle is as efficient as non-pairing-friendly cycle of curves (e.g., Pasta) and also
compatible with Ethereum for proof verification. In this setting, the part of the

2 A 2-cycle of elliptic curves where only one of the curves is pairing-friendly.



IVC proof defined over F; can be compressed easily into a succinct proof with
Spartan [57] using KZG-based commitment scheme [72/12]; the compressed proof
can be verified with a logarithmic number of group scalar multiplications and
two pairings. However, for E5, the corresponding IVC proof must be verified
with a circuit C defined over E; and then proven with a SNARK defined over
E;. Unfortunately, |C| > 70 - 10 gates (far too expensive to prove) |

An open question is whether one can substantially reduce the size of the circuit
defined over the second curve in the cycle, which in turn reduces the size of C.

1.3 A technical overview of results in this work

This subsection provides an overview of HyperNova, which resolves all the four
open problems listed in the prior section.

(1) Multi-folding schemes and a multi-folding scheme for CCS. As noted
earlier, HyperNova’s target is to prove incremental computations where each
step of the incremental computation is expressed with CCS [60]. However, if we
naively build a folding scheme for CCS, perhaps for a “relaxed” variant of CCS
(analogous to relaxed R1CS in Nova [43]), it will have the efficiency issues noted
above for Sangria. To avoid those issues, HyperNova takes a different approach
that involves leveraging the power of the sum-check protocol [46].

To construct HyperNova, we introduce a generalization of folding schemes, and
we refer to it as multi-folding schemes. Recall that a folding scheme for a relation
R is a protocol between a prover and verifier in which the prover and the verifier
reduce the task of checking two instances in R with the same structure s into
the task of checking a single instance in R with structure s. A multi-folding
scheme is defined with respect to a pair of relations (R, R2) and constants
(4, V), and it is an interactive protocol in which the prover and the verifier reduce
the task of checking p instances in Ry with structure s; and v instances in Ro
with structure sg into the task of checking a single instance in Ry with structure
s1—as long as (sy, s2) satisfy a pre-defined predicate (e.g., that the two structures
are equal). Below, we clarify how this generalization unlocks additional power
for constructing IVC.

We also construct a multi-folding scheme for CCS. Our starting point is the
observation that Spartan [57] (more specifically its generalization to handle CCS
called SuperSpartan [60]) transforms the task of checking the satisfiability of a
CCS instance into the task of checking if a multivariate polynomial g of total
degree d 4 1, where d is the degree of the CCS constraints, sums to zero over a
suitable Boolean hypercube. Spartan then invokes the sum-check protocol [46] to
prove that claim about g. At the end of the sum-check invocation, the prover
and the verifier are left with checking certain claims. Fortunately, these claims
concern a restricted form of CCS (we formalize this and refer to it as linearized

3 C proves openings of two vector commitments of 10,000 bases, which costs ~2-10, 000-
3,000 = 60 - 10° gates. Also, C evaluates 10° linear combinations, which require field
emulation and we estimate it to be 10° x 100 = 10 - 10° gates. So, |C| > 70-10° gates.



CCS). Note that Spartan proves those claims about the restricted form of CCS
with an additional invocation of the sum-check protocol, followed by evaluations
proofs of committed sparse multilinear polynomials.

While an “early stopping” version of Spartan (the one with a single invocation
of the sum-check protocol) provides a reduction of knowledge [39] from CCS to
linearized CCS, it is not a folding (or a multi-folding) scheme. So, our second
idea is to redefine the polynomial g to additionally include claims from a running
linearized CCS instance using a random challenge from the verifier. This is
possible as long as the running instance and the CCS instance that is being
folded share a compatible structure (e.g., the same CCS matrices).

The following theorem summarizes our result about the multi-folding scheme.
Notably, our multi-folding scheme avoids commitments to cross-terms altogether.

Theorem 1 (A multi-folding scheme for CCS). Construction[d] is a public-
coin, multi-folding scheme that reduces the task of checking an arbitrary number
of CCS instances and linearized CCS instances with the same structure into the
task of checking a single linearized CCS instance with the same structure. For a
single CCS instance with m constraints of degree d and ¢ monomials, n witness
variables, t CCS matrices, and N non-zero entries in CCS matrices, and a single
linearized CCS instance, the efficiency characteristics are as follows.

e The prover time is O(N 4+t -m+q-m -d-log?d) finite field operations and
O(1) group operations;

o The verifier time is O(d - logm) finite field operations and O(1) group opera-
tions; and

e The communication complexity is O(d - logm) finite field elements.

Since the multi-folding scheme is public coin, we make it non-interactive in the
random oracle model using the Fiat-Shamir transform [28] and heuristically
instantiate it in the plain model using a concrete cryptographic hash function.

(2) Achieving “a la carte” costs with non-uniform IVC. We first introduce
a generalization of IVC [66] to formally capture an “a la carte” cost profile.
Consider a collection of £ + 1 non-deterministic, polynomial-time computable
functions ((Fi, ..., Fr), ¢), where £ > 1. Suppose that each function F; (1 < j < ¢)
takes s inputs and produces s outputs, where s > 0; F; can additionally take
an arbitrary non-deterministic input. Furthermore, ¢ is a function that takes
s inputs and an arbitrary non-deterministic input, and produces an element of
Zy, ., (ie., the set {1,...,¢}).

A non-uniform IVC (NIVC) scheme enables a prover to incrementally prove that
it has performed an n-step computation with an initial input zg to produce an
output z,. In particular, at step 4, the prover proves that it has applied F; on
input (z;—1,w;—1) to produce an output z;, where z;_; is output of step i —1, w;_1
is a (potentially secret) non-deterministic input from the prover for step 4, and



Jj=v(zi—1,wi—1). That is, p selects one of the possible ¢ functions to apply at
step 4 using inputs to step i. A bit more concisely, for a specified ((Fy, ..., Fy), ¢)
and (n, 2o, zn,), the prover proves the knowledge of a set of non-deterministic
values (wo,...,wp—1) and (z1,...,2,—1) such that for all i € {0,...,n — 1},
we have that z;4; = Fw(ziﬁwi)(zi,wi). Crucially, the prover’s work at step i is
proportional only to |F;|, where j = (%, w;), rather than |Fy| + ...+ |Fy|.

We then provide a generic compiler to construct a non-uniform IVC scheme from
non-interactive multi-folding schemes such as the multi-folding scheme for CCS
discussed above. The compiler requires the multi-folding scheme to satisfy certain
requirements, which we formalize as NIVC-compatibility.

In more detail, suppose that the prover is provided with an NIVC proof 7; of
1 steps, which consists of a “fresh” instance u; claiming the correct execution
of step i, a collection of “running” instances (one for each function/instruction
supported in NIVC) U; claiming the correct execution of all prior i — 1 steps,
and the corresponding witnesses w; and W,;. That is, m; = (U, u;, W;, w;).

Then, the prover runs an augmented function, which, in addition to running a
step of the incremental computation, runs a verifier circuit. The verifier circuit
implements the verifier of the multi-folding scheme to fold u; into an appropriate
running instance in U; to produce new running instances U;;; that claims the
correct execution of ¢ steps. Alongside, the prover computes the corresponding
folded witnesses W, 1. The prover then produces a corresponding fresh instance
u;+1 (and the corresponding witness w;11) that claims the correct execution
of this augmented function; this fresh instance claims the correctness of the
latest step of the incremental computation and that U;;; was produced honestly.
Together, m;+1 = (Ujt1, uj+1, Wit1, wir1) represents an NIVC proof of i + 1 steps.

Remark 1. Because a multi-folding scheme folds an arbitrary number of running
instances incoming instances into a single running instance, it affords a natural
generalization of IVC [66] called proof-carrying data [7] using the approach of
Biinz et al. [18]. We focus on IVC for its conceptual simplicity.

(3) Achieving zero-knowledge without zkSNARKSs. To achieve a zero-
knowledge argument of a valid NIVC proof without relying on zkSNARKsS,
we provide a new approach of rerandomizing the NIVC proof using folding
schemes. In particular, given an NIVC proof m; = (U;, u;, Wi, w;), the prover
first folds the fresh instance u; into an appropriate running instance. Next, the
prover uses a folding scheme to fold in a random instance-witness pairs into
(U;, W;), effectively rerandomizing them. The prover then produces a randomized
proof which consists of the rerandomized instance-witness pairs and the prover’s
messages in the folding scheme. A central challenge with this strategy is that
the prover must prove that folding is done correctly without revealing the input
random instances (and witnesses) used to randomize. To solve this, we have
the prover execute the verifier’s checks for the folding scheme inside a circuit
and prove in zero-knowledge once again using a randomizing folding scheme.



The verifier at this point can directly check the randomized instances, or use a
non-zero-knowledge SNARK if further succinctness is needed.

This approach highlights a new application of folding schemes. Until now, folding
schemes were used to construct IVC [43]. Whereas, this result shows that folding
schemes can be used to randomize folding-scheme-based IVC proofs (and NP
instances!) prior to proving them with a non-zero-knowledge SNARK. Thus, we
introduce a simpler, more efficient methodology (as opposed to that in [25]) for
achieving zero-knowledge.

(4) Efficient instantiation over a two-cycle of elliptic curves. We provide a
new approach, which we refer to as CycleFold, to efficiently instantiate HyperNova
over a two-cycle of elliptic curves. In particular, we provide security proofs for
this instantiation of HyperNova, but the approach and proofs generalize to other
folding-scheme-based (N)IVC schemes.

CycleFold’s starting point is the observation that folding-scheme-based recursive
arguments can be efficiently instantiated without a cycle of elliptic curves—except
for a few scalar multiplications in their verifiers (2 in Nova and 1 in HyperNova).
Accordingly, CycleFold uses the second curve in the cycle to merely represent
a single scalar multiplication (/1,000 multiplication gates and ~4,000 non-zero
entries in R1CS matrices). CycleFold then folds invocations of this tiny circuit on
the first curve in the cycle. This is more than an order of magnitude improvement
over the prior state-of-the-art in terms of circuit sizes on the second curve.
Furthermore, to achieve full succinctness for verification of proofs on a blockchain,
|C|] is similarly more than 10x smaller, and is now within the feasible range for
proving with a SNARK defined over a pairing-friendly curve (

Theorem 2 (HyperNova with CycleFold). Given the multi-folding scheme
for CCS (Construction[7) instantiated with the Pedersen commitment scheme,
HyperNova (Constructz'on@) produces an NIVC scheme such that for step func-
tions F; for j € [{] that can be expressed in CCS with m; constraints of degree d
and g; monomials, n; witness variables, t; CCS matrices, and N; non-zero entries
in CCS matrices, and control function  that can be expressed in CCS with m
constraints of degree d and q, monomials, n, witness variables, t, CCS matrices,
and N, non-zero entries in the CCS matrices, the efficiency characteristics are
as follows.

e The NIVC prover time for each step is o single MSM of size O(n, + n;) and
O((Ny + Nj) + (ty +t5) - (my +mj) + (¢, +q5) - (my +my) - d-log® d) finite
field operations

e The verifier circuit size is o(|¢|42-G+(d-logm;)-F+logm;-Rq+2-Hg ¢, 4+2-M)
on the first curve and G on the second curve in a cycle of elliptic curves.

where G is the number of constraints required to encode a group scalar multi-
plication natively (i.e., without field emulation), H is the number of constraints
required to encode a hash function, F is the number of constraints to encode field
operations, R is the number of constraints to encode a cryptographic hash function



used for randomness, and M is the number of constraints to encode to memory
read/write over a memory of size O({).

1.4 Subsequent works

We now discuss subsequent works that follow a preprint of this work.

(1) PCD. Zhou et al. [76] show that HyperNova naturally extends to provide a
generalization of IVC called PCD [7JI9/18].

(2) Protostar and ProtoGalaxy. Like HyperNova, Protostar [I7] provides a
folding scheme for high-degree constraints. Protostar achieves a similar prover
efficiency as HyperNova. Although Protostar does not explicitly invoke the sum-
check protocol, its folding procedure performs the same amount of commitment
work and finite field operations, so it implicitly invokes a sum-check-like procedure.

e When folding two instances, Protostar’s verifier circuit performs three group
scalar multiplications whereas HyperNova does only one. On the other hand,
HyperNova performs O(d - logm) hashes where d is the degree of constraints
and m is the number of constraints folded, and Protostar performs O(d)
hashes. When using SNARK-friendly hash functions (e.g., Poseidon), the
hashing cost difference between HyperNova and Protostar is concretely small.

e HyperNova can fold k£ > 2 instances at once, which makes it easy to realize
PCD [76]. On the other hand, Protostar folds only two instances at once.
Extending it fold £ > 2 instances at once blows up the degree of the polynomial
involved exponentially in k [27, §1.2]. ProtoGalaxy [27] provides details of
this, and avoids avoids this issue by essentially leveraging the sum-check
protocol in a different way than in HyperNova. However, like HyperNova, it
requires a logarithmic number of hashes in the verifier circuit [27, Table 1].

e Protostar does not describe how to instantiate it on a cycle of elliptic curves
nor provide a zero-knowledge layer, whereas HyperNova includes both.

e Protostar describes how to integrate the logUp lookup argument [35] into
IVC. One can easily integrate HyperNova with logUp as well as more recent
lookup arguments (e.g., Lasso [61]). Since Lasso encodes lookups as sum-
check instances, HyperNova can integrate with Lasso by including the lookup
sum-check instances alongside HyperNova’s sum-check instances for CCS.

e Protostar designs its folding scheme for special-sound protocols whereas
HyperNova targets CCS. Both are equivalent as one can represent the verifier
of the special-sound protocol as a CCS instance with standard transformations,
for instance after making the special-sound protocol non-interactive with
Fiat-Shamir transformation [65] §6]. Once that is done, a folding scheme for
CCS can be applied. Note that Protostar too turns its special-sound protocols
non-interactive protocols.

(3) KiloNova. KiloNova [75] extends HyperNova to achieve non-uniform PCD
(a generalization of non-uniform IVC introduced in this paper). But, there are



fundamental problems. Its folding verifier’s runtime is linear in the size of the
NP instance (step-13 of Construction-1 folds CCS matrices), which makes it
unsuitable for IVC, let alone PCD. In IVC, the folding-scheme verifier’s runtime
is O(|F'|), where F’ is an augmented circuit. This causes a well-known sizing
issue because F’ must include the folding verifier as a sub-circuit. KiloNova
does separately suggest an optimization that may (inadvertently) resolve this
issue. It is neither specified nor proven. Their scheme fundamentally relies on
the ability to efficiently fold commitments to sparse CCS matrices, which is
necessary for IVC/PCD. Unfortunately, the “natural” fix of committing to sparse
CCS matrices such that they can be folded is an open problem: existing sparse
polynomial commitments do not provide homomorphic commitments, or require
(impractical) quadratic-sized parameters.

2 Preliminaries

We use A to denote the security parameter and F to denote a finite field (e.g., the
prime field IF,, for a large prime p). We use negl(\) to denote a negligible function in
A. We write Pr[X] & € to mean that | Pr[X]—e€| = negl()\). Throughout the paper,
the depicted asymptotics depend on A, but we elide this for brevity. We write
PPT to refer to probabilistic polynomial time algorithms. For relations R, and
Ro we let R1 X R denote a new relation such that ((ug, us), (w1, ws2)) € R1 X Ro
if and only if (u1,w1) € R1 and (up,ws) € Ro. We write F[X,..., X,,] to
denote multivariate polynomials over field F in the variables X1,..., X, with
degree bound d for each variable. We omit the superscript if there is no bound.

Appendix [A] provides additional preliminaries on multilinear polynomials, the
sum-check protocol, commitment schemes, arguments of knowledge, and IVC.

Customizable constraint systems (CCS). CCS simultaneously generalizes
R1CS, Plonkish, and AIR without overheads. We first provide an arithmetized
variant of the original formulation. The definitions below are characterized by a
finite field F, but we leave this implicit.

Definition 1 (CCS [60]). Consider size bounds m,n, N, t,q,d € N where
n > {. Let s = logm and s’ = logn. We define the customizable constraint system
(CCS) relation, Recs, over structure, instance, witness tuples as follows.

An Rccs structure s consists of

e a sequence of sparse multilinear polynomials in s + s’ variables Ml, ey ]\A/[/t
such that they evaluate to a non-zero value in at most N = 2(m) locations
over the Boolean hypercube {0,1}° x {0,1}* ;

o a sequence of ¢ multisets [S1,..., 9], where an element in each multiset is
from the domain {1, ...t} and the cardinality of each multiset is at most d.
e a sequence of q constants [c1, ..., cq], where each constant is from F.

An Recs instance consists of public input and output vector x € F*. An Recs
witness consists of a multilinear polynomial w in s’ — 1 variables. We have that
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(s,x, W) € Recs if and only if for all z € {0,1}%,

e\l | X Maw-iw]||=o

=1 ye{o)l}logm

where Z is an s'-variate multilinear polynomial such that Z(x) = (w, 1,x)(z) for
all x € {0,1}° .

In this work, we introduce linearized CCS, a variant of CCS that only contains
the linear checks of CCS. We later show that we can fold a CCS instance into a
linearized CCS instance to produce a new linearized CCS instance.

Definition 2 (Linearized CCS). Consider size bounds m,n,N,{,t,q,d € N
where n = 2 - (£ 4+ 1). Let s = logm and s’ = logn. We define the linearized
committed customizable constraint system (LCCS) relation, Riccs, over structure,
instance, witness tuples as follows.

An Ryiccs structure s consists of

e a sequence of sparse multilinear polynomials in s + s’ variables Ml, . ,]Tjt
such that they evaluate to a non-zero value in at most N = £2(m) locations
over the Boolean hypercube {0,1}* x {0,1}* ;

e a sequence of ¢ multisets [S1,...,S,], where an element in each multiset is
from the domain {1,...,t} and the cardinality of each multiset is at most d.

e a sequence of q constants [c1, ..., cq], where each constant is from F.

An Riccs instance is a tuple (u,x,7,v1,...,v;) € (F,FEF,F). An Riccs wit-
ness consists of a multilinear polynomial w in s’ — 1 variables. We have that
(s, (uy X, 7,01, ...,04), W) € Riccs if and only if for all i € [t]

ye{0,1}

where Z is an §'-variate multilinear polynomial such that z(x) = (w,u,x)(z) for
allz € {0,1}°.

R1CS is an NP-complete problem implicit in QAPs [31]. For completeness, we
formally define R1CS in Appendix [A.4] Below, we recall its folding-friendly
variant, relaxed R1CS [43]. We utilize relaxed R1CS for our zero-knowledge layer
and our instantiation of HyperNova over a cycle of curves.

Definition 3 (Relaxed R1CS). Consider a finite field F and a commitment
scheme Commit over vectors over F. Consider size bounds m,n,{ € N where

11



m > {. We define the relaxed R1CS relation, Rrrics, over structure, instance,
witness tuples as followsﬁ

A Rrgrics structure consists of matrices A, B,C € F™*™ with at most n =
2(m) non-zero entries in each matriz. A Rrrics instance is a tuple (u,x) €
(F,F*). A Rrrics witness is a tuple (E,W) € (F™,F™~*"1). We have that
((A, B,C), (u,x), (E,W)) € Rrrics iff for Z = (W,x,u), AZoBZ =u-CZ+E.

Instead of directly working with all of the above relations, we consider variants
where a commitment to the witness is additionally presented in the instance. We
generically refer to such relations as committed relations.

Definition 4 (Committed relation). Consider a relation R over structure,
instance, witness tuples where witnesses are in some space W. Consider a com-
mitment scheme com = (Gen, Commit) over message space W. We define the
corresponding committed relation over public parameter, structure, instance, wit-
ness tuples characterized by com as follows.

bl b 6 R’
Rcom) = { (P (Co. ()| ) <0

We say relation R is the underlying relation for committed relation R(com).

Definition 5 ((Linearized) Committed CCS). Consider an additively ho-
momorphic polynomial commitment scheme, PC, for multilinear polynomials over
a finite field F. We define the committed CCS relation Recccs as Rees(PC) and
the linearized committed CCS relation Ricccs as Rices(PC).

Definition 6 (Committed relaxed R1CS). Consider a commitment scheme
VC over vectors over field F. We define the committed relaxed R1CS relation
Rcrrics as RRRlcs(VC") where VC' commits to pairs of vectors by applying VC
to each vector.

3 Multi-folding schemes

Recall that a folding scheme [43] for a relation R is a protocol between a prover
and wverifier in which the prover and the verifier reduce the task of checking
two instances in R with the same structure s into the task of checking a single
instance in R with structure s.

We introduce a generalization of folding schemes, which we refer to as multi-
folding schemes. A multi-folding scheme is defined with respect to a pair of
relations (R1,R2), a predicate compat, and size parameters p and v. It is an
interactive protocol between a prover and a verifier in which the prover and the

4 As formulated, any relaxed R1CS is naturally satisfiable by setting E appropriately.
As shown by Kothapalli et al. [43] relaxed R1CS is augmented with honestly generated
commitments to E, which sufficiently restricts the prover’s choice of E.
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verifier reduce the task of checking p instances in Ry with structure s; and v
instances in Ro with structure s, into the task of checking a single instance in R4
with structure s;—as long as s; and s satisfy a predicate compat (e.g., compat
might require that s; = s2). Below, we formally define multi-folding schemes.

Definition 7 (Multi-folding schemes). Consider relations Ry and Ro over
public parameters, structure, instance, and witness tuples, a predicate compat
that structures for instances in Ry and Re must satisfy, and size parameters
w,v € N. A multi-folding scheme for (R1, Ra,compat, u,v) is defined by PPT
algorithms (G, P, V) and deterministic KC denoted the generator, prover, verifier
and encoder respectively with the following interface:

e G(1, N) — pp: on input security parameter X and size bounds N, samples
public parameters pp.

o K(pp, (s1,52)) = (pk,Vvk): on input pp, and structures s; and sa among the
instances to be folded, outputs a prover key pk and a verifier key vk.

o P(pk, (U1, W), (U2, W2)) = (u,w): on input a vector of instances Uy in Ry of
size j with structure sy and a vector of instances Us in Ro of size v with
structure so, and corresponding witness vectors Wy and Wo outputs a folded
instance-witness pair (u,w) in Ry with structure s;.

o V(vk, (U1, U2)) — u: on input a vector of instances Uy and a vector of instances
Us oulputs a new instance u.

Let (P,V) denote the interaction between P and V. We treat (P,V) as a func-
tion that takes as input ((pk,vk), (U1, W), (U2, Ws)) and runs the interaction on
prover input (pk, (U1, W1), (U2, Wa)) and verifier input (vk, (U1, Uz)). At the end of
interaction (P,V) outputs (u,w) where u is the verifier’s output folded instance,
and w s the prover’s output folded witness.

Let RM™) be the relation such that (pp,s,d, w) € R if and only if (pp, s, U;, W;) €
R for alli € [n]. A multi-folding scheme for (R1, Ra,compat, u,v) satisfies the
following requirements.

1. Perfect Completeness: For all PPT adversaries A, we have that

pp ¢ G(1*, N),
((slv 52)7 (Ul) L_1‘2)a (V_\;lvv_\;Q)) A A(pp)’

compat(sy, S2) = true,
Pr (ppvsla U,W) S Rl P ( ! 2) ) =1.

(pp7sl7 G)15\/_\;1) S Rgu)a (pp,Sg, LTQaV_\;?) € R(QV 3
(pk7Vk) — Ic(pp,Sth),
(U, ’LU) — <P’ V>((pk7 Vk)7 (Jla 62)7 (V_\;hv_\;Q))
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2. Knowledge Soundness: For any expected polynomial-time adversaries A and
P* there is an expected polynomial-time extractor € such that

pp < G(1*, N),

(PP, s1, 1, W) € RY™, | ((s1,5), (T, 02), 5t) < A(pp, 1),
r | (pp, s, 2, W2) € Ré”) compat(sy, sg) = true,

(W1, Wz) < E(pp,T)
pp < G(1*,N),
((s1,s2), (U1, U2),st) < A(pp,r),
Pr | (pp,s1,u,w) € Ry | compat(sy,ss) = true,
(pk, vk) < K(pp, (s1,52)),
(u, w) < (P*, V)((pk, vk), (U1, U2), st)

where r denotes an arbitrarily long random tape.

A multi-folding scheme is secure in the random oracle model if the above require-
ments hold when all parties are provided access to a random oracle.

Definition 8 (Succinct). A multi-folding scheme is succinct if the communi-
cation complezity and verifier time complexity is at most poly-logarithmic in the
size of the structures and witnesses.

Definition 9 (Non-interactive). A multi-folding scheme (G, K, P,V) is non-
interactive if the interaction between P and V consists of a single message from
P to V. This single message is denoted as P’s output and as V’s input.

Definition 10 (Public-coin). A multi-folding scheme (G,K,P,V) is called
public-coin if all the messages sent from V to P are sampled uniformly.

By applying the Fiat-Shamir transformation [28] we can transform a public-coin
multi-folding scheme into a non-interactive multi-folding scheme in the random
oracle model. We formally describe this transformation in Appendix [B]

Lemma 1 (Fiat-Shamir transformation for multi-folding schemes).
Construction [3 transforms a public-coin multi-folding scheme for

(Rh RQ; compat, Ky V)

into a non-interactive multi-folding scheme for (R1, Ra,compat, i, v) in the ran-
dom oracle model.

4 A multi-folding scheme for CCS

This section describes a multi-folding scheme for CCS. Specifically, we provide
a multi-folding scheme for R; = Ricces and Ra = Rececs, with compat(sy, s2)
requiring s; = so. Our multi-folding scheme supports arbitrary values of p and v.
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Overview. To introduce core ideas, we focus on the case of y = v = 1. Con-
struction [I] formally describes the general case.

Consider structure s; = sy = ([My,..., M, [Sy, ..., Sqlslc1,. .., ¢q]), and let s =
log m, and s’ = logn. We design a multi-folding scheme that reduces the verifier’s
task of checking a linearized committed CCS instance (Cy,u, X1, 7z, V1, .., 0t)
and a committed CCS instance (Ca,x2) to the task of checking a new linearized
committed CCS instance. In particular, the verifier’s goal is to reduce the task
of check/ip\g/that a prover kgo\v_\g satisfying witnesses w; and ws such that for

z1 = (w1, u,x1) and Z3 = (wae, 1,x2) we have that
vi= Y., M;(rsy) - A(y) (1)
ye{0,1}+’

for all j € [t] and

e II | D My 2w | =0 (2)

1=1 Jj€S: \ye{0,1}s
for all z € {0,1}*.

The high-level strategy of the prover and verifier is to first encode the above
claims as a claim about the evaluations of polynomials and then reduce this
claim using the sum-check protocol. The resulting reduced claim is equivalent to
checking two compatible linearized committed CCS instances. The compatibility
ensures that we can reduce the task of checking both instances into the task of
checking a single linearized CCS instance using a random linear combination.

In more detail, consider polynomials
Hi(x)= > M;z,y) -%(y) (3)
ye{0,1}’

and

Ga)=>c [[| 3 My Zb) . (4)

=1 jesi \ye{o,1}

Then, checking H,(r;) = v; for all j € [t] implies checking Equation (1| Then, by
Lemma@7 for Lj(x) = éq(ry,x) - Hj(x), this is equivalent to checking

vi= Y, L) (5)
z€{0,1}*
for all j € [¢].

Similarly, checking G(x) = 0 for all « € {0,1}* implies checking Equation [2| We
define a corresponding Lagrange polynomial, Zze{O,l}S eq(X, ) - G(x), which
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encodes each evaluation of G into its coeflicients. Then checking that this Lagrange
polynomial is the zero polynomial implies checking that G(z) = 0 for all z €
{0,1}*. Then, for a random challenge 8 € F, by the Schwartz-Zippel lemma
(Lemma [7)), for Q(z) = €q(B,z) - G(x), checking

0="> Q@) (6)
z€{0,1}*
implies checking Equation |2] with high probability.
Equations 5] and [6] can be checked simultaneously with high probability by setting

g(@) = D7 L) |+ Q=)
JEt]

T=|Y 7 v +7""-0
JjET

for some random challenge v € F and checking if

T= > g. (7)

z€{0,1}#

Then, the prover and verifier run the sum-check protocol to reduce the task of
checking Equation [7] to the task of checking

c=g(rs) (®)

for some random point J, € F* chosen over the course of the sum-check protocol
and a claimed evaluation ¢ € FF.

To assist the verifier in checking Equation [8| the prover computes claimed values
for sums internal to polynomial g,

g Y Mi(rh,y) - Ely) 9)
yE{O,l}S/

O > M(rl.y) %), (10)
ye{oal}SI

for all i € [t], and sends them to the verifier.

Using these values, the verifier can check Equation [8 However, it must still check
Equations [9] and [T0] that is, that o; and 6; were computed correctly for all i € [¢].

We observe that because both of these equations are defined with respect to the
same randomness 7. So, by linearity, the verifier can sample a random challenge
p, and reduce the task of checking Equations [9] and [10] to the task of checking

citpbi= S Wrhy)- (i) + - B() ()
ye{0,1}°’
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for all i € [t].

Conveniently, letting C/ <+ C1 +p-Co, v/ < u+p-1, X < x1 + p- x2, and
Vi < a;+ p-0; for all i € [t], checking Equation |11} is equivalent to checking that
the prover knows a witness for the following linearized committed CCS instance

!/ li / / ! /
(C"u Xl v, ),

thus completing the reduction. We formally describe our folding scheme below.

Construction 1 (A multi-folding scheme for CCS). Let PC = (Gen, Commit)
denote an additively-homomorphic commitment scheme for multilinear polynomi-
als. We construct a multi-folding scheme for (Ricccs, Rcccs, compat, p, ), where
compat is defined as follows.

compat(sy,sy) — {true, false}: If s;.M; = s,.M; for i € [t], then return true,
otherwise return false.

Let sy =3 = ([My, ..., My],[S1,. .., 5] [c1s- .., cq))-

We define the generator and the encoder as follows.

G(1*, (m,N,!,t,q,d € N)) — pp:
1. Let n=2-(£+1)

2. pppc + Gen(1*,logn — 1)

3. Output (m,n, N, £, t,q,d, pppc)
K(pp, (s1,52)) = (pk, vk):

1. Let pk < (pp,s1) and vk < pp
2. Output (pk, vk)

The verifier V takes p linearized committed CCS instances t; and v committed
CCS instances uUs. The prover in addition to these instances takes witnesses
to all instances w; and ws. We denote p linearized committed CCS instance-
witness pairs with £ and use £, (for k € [p]) to index into the kth linearized
committed CCS instance-witness pair. Similarly, we denote v committed CCS
instance-witness pairs C and use Cy, (for k € [V]) to index into the kth committed
CCS instance-witness pair. Inside an instance-witness pair, we use ¢ to index
into the instance and w to index into the witness.

—_~—

Let s =logm and s’ = logn. Let z1 ; = (w,u,x), where w = Ly.w, u = Li.¢.u,
and x = Ly.¢.x. Similarly, let Z2 ,, = (w, 1,x), where w = Cy.w and x = Ci.¢.x.

The prover and the verifier proceed as follows.
1. V= P: V samples v & F, B & [F*, and sends them to P.

2. V: Sample 7/, & s,

17



3. V < P: Run the sum-check protocol ¢ « (P, V(r.))(g,s,d + 1,T), where:

g@) = > AFVIH @) |+ | D Qulw)

JE[t],kep] kev]

Ly ale) ~q<o:>< S W) Fl)
yE{O’I}SI

Qk () :—eﬁw)-(zq-ﬂ Y M(a,y) - Z2k)

=1 jesi \ye{o,1}

T = Z ’y(kil)'ij -/.Zk.qzﬁ.vj
JEltlkelp]

4. P — V: {0}, where for all j € [t], k € [u]:

Ojk = Z %(T;ay) 21k (Y)
ye{O,l}S/

Similarly, {0, 1}, where for all j € [t] and k € [v]:

Ok = Z J\Z(T;,y) 22 k(Y)
yE{O,l}S,

5. V: Compute ey < éq(ry,r,) and eg < eq(3,r.,), and check that

q
c= Z ,Y(kfl)~t+j ey ok |+ Z AR ey . Zci . H 0,
i=1

Jelt]kelu] kelv] JES;

6. V — P: V samples p & F and sends it to P.
7. V,P: Output the folded linearized committed CCS instance (C,u,x, .,
where for all j € [t]:
C ke oF - Lp.9.C + > ke PPtk C.p.C
U = e P L + e P
X Zke[u] pF - Lp.px + Zke[y] PR Crdx
vy Zke[u] pF ok + Zke[y] PHE 0

8. P: Output the folded witness W < Y410 0+ Low + Yy P - Crow.
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Below, we adapt the proof of Kothapalli et al. [43] to prove the correctness of
our multifolding scheme for CCS (Theorem [1)).

Proof (intuition). We provide a formal proof in Appendix Our multi-folding
scheme is an “early stopping” version of SuperSpartan [60] and the claimed
efficiency follows from the analysis of costs for the first sum-check invocation in
SuperSpartan [60, Theorem 1]. To prove knowledge soundness, we show there
exists an expected polynomial-time extractor that can rewind the interaction
between a verifier and a malicious prover to interpolate for witnesses w; and
Wy. So long as the verifier does not abort, we have that g(r},) = c¢. Then, by the
soundness of the sum-check protocol, we have that Zje[t],ke[u] yk=1)t+7 Uik +

Zke[v] etk = 216{071}5 g(z). By the Schwartz-Zippel lemma, we have that

Uik = D peqoye Lik(@) forall j € [t] and k € [pu] and 0= 3", ¢4 1y Qr(z) for
k € [v]. This in turn implies that w; and w; are satisfying. O

Lemma 2 (Efficiency). Construction[1] is succinct.

Proof. In Step [1] and Step [2] the verifier begins by sampling and sending random
challenges, which takes work O(logm) work, where m is the number of CCS
constraints. Next, in Step[3] the verifier verifies sum-check messages which requires
O(dlogm) work, where d is the degree of CCS constraints. In Step |5 the verifier
computes éq(ry,r,) and €q(8, r.), which requires O(logm) field operations, and
performs O(t - p + v) field operations where ¢, u, and v are constants. Finally,
in Step [7] the verifier computes O(u + v) group scalar multiplication operations
and O((p + v) - |x|) field operations. Combining all these, the verifier’s work and
the space requirements are logarithmic in the number of constraints and linear
in the degree of CCS constraints. Hence, the verifier’s work is succinct. O

By applying the Fiat-Shamir transformation (Construction , and instantiating
the random oracle with a hash function, we have the following.

Assumption 1 (Non-interactivity). There exists a non-interactive multi-
folding scheme for (Ricccs, Reccs, compat, i, ) in the plain model.

5 Non-uniform incrementally verifiable computation

This section introduces non-uniform IVC (NIVC), a generalization of IVC, where
at each step of an incremental computation, the prover proves the satisfiability
of a relation chosen from a set of possible relations (the choice of which relation
to use is made by an additional designated relation), whereas in the standard
IVC, there is only one possible relation. As a result of this generalization, the
overall relation proven by non-uniform IVC can be a non-uniform circuit (i.e.,
circuits without repeating structure), which motivates its name.

As detailed in the introduction, non-uniform IVC implies proofs of program
executions on machines with a pre-defined custom instruction set. In Section [6]
we construct HyperNova, an efficient NIVC scheme.

19



In IVC, for a polynomial-time function F', the prover takes as input a claim (4, 2o, 2)
and a corresponding proof IT; that proves the knowledge of witnesses (wo, - . . ,w;—1)
such that by computing z;11 < F(z;,w;) for all j € {0,...,7 — 1} we have that
z = z;. Given a new witness w;, the prover computes a new proof I1;,; of the
same size, which proves the statement (i + 1, zo, z;4+1) for zi41 = F(z;, w;).

In NIVC, we extend IVC to handle a number of arbitrary polynomial-time
functions (Fi, ..., Fy). The choice of which function Fj for j € [¢] is executed at
a particular step in the incremental computation is handled by an additional
polynomial-time function ¢. More specifically, NIVC captures an incremental
proof system for the following augmented statement: There exists (wo, .. .,w;—1)
such that on initial input zp and claimed output z, by computing z;11

Fy(2; 0, (2,wj) for all j € {0,...,i— 1}, we have that z = z;.

Observe that if we fix £ = 1 and that ¢ outputs 1, we recovers the definition of
IVC [66]. This means that any NIVC scheme is also an IVC scheme.

Definition 11 (Non-uniform IVC). A non-uniform incrementally verifiable
computation (NIVC) scheme is defined by PPT algorithms (G, P,V) and a de-
terministic IC denoting the generator, the prover, the verifier, and the encoder
respectively, with the following interface:

e G(1*,N) — pp: on input security parameter \ and size bounds N, samples
public parameters pp.

o K(pp, (F1,...,Fp),¢)) — (pk,vk): on input public parameters pp, a control
function ¢, and functions Fi, ..., F; deterministically produces a prover key
pk and a verifier key vk.

o P(pk, (i, 20, i), w;, IT;) — II;11: on input a prover key pk, a counter i, initial
mput zq, claimed output after i applications z;, a non-deterministic advice w;,
and an NIVC proof II; attesting to z;, produces a new proof Il;,1 attesting
to ziy1 = Fio(zy ) (26, wi).

o V(vk, (i, 20, 2;), II;) — {0, 1}: on input a verifier key vk, a counter i, an initial
mput zg, a claimed output after i applications z;, and an NIVC proof 1I;
attesting to z;, outputs 1 if II; is accepting, 0 otherwise.

An NIVC scheme (G, KC, P, V) satisfies following requirements.

(i) Completeness: For any PPT adversary A we have that

pp < G(1*, N),

(((Flv B Fg), 50)’ (ia 205 Zi)v (wiyni)) — A(pp)7
(pk, vk) <= K(pp, ((F1,..., Fr), ¢)),

Pr | b=1|V(vk, (4, 20,2:), ;) = 1, =1
Ziv1  Fo(zy 0 (21, wi),

i1 < P(pk, (4, 20, 2i), wi, I1;),
b« V(Vk7 (Z + 1, 20, Zi+1), Hi+1)
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where £ > 1 and ¢ produces an element in Zj, . Moreover, ¢ and each F}
forj e {1,...,£} are a polynomial-time computable function represented as
arithmetic circuits.

(i) Knowledge Soundness: Consider constantn € N. For all expected polynomial-
time adversaries P* there exists an expected polynomial-time extractor €

such that
[ 2, = z where pp +— g(l)‘ N),
Prr Zit1 <;1-7‘80(21,,u11',)(Zi,"di) (((Flv" )7@)7(’20, )7H) <—77*(pp, r)7 ~
Vie{0,....,n=1} | (wo,-..,wn1) ¢ E(pp,T)
[ PP Q(lA, N),
]-:ir V(Vk7 (nvZO7z)’H):1 (((Flv" )7()0) (ZO7 ) )<_7) PP, r)7
i (pk, vk) <—’C(pp7((F17-- Fe), 0))

where r denotes an arbitrarily long random tape.
(iii) Succinctness: The NIVC proof size is independent of the iteration count.

(iv) Efficiency: The prover’s time complexity at any step i is linear in the size
of the function applied at step i and the total number of functions £.

6 HyperNova: NIVC from multi-folding schemes

We now describe HyperNova, a general compiler that takes a multi-folding scheme
for an NP-complete relation with mild requirements and produces an NIVC
scheme. For simplicity, we focus on constructing NIVC, but our construction
extends naturally to provide a generalization of IVC to distributed computations
called proof-carrying data (PCD) [22I7].

In Section we provide an informal overview of HyperNova, instantiated with
the multi-folding scheme for CCCS from Section [d} Next, in Section [6.2] we isolate
the necessary properties for a general multi-folding scheme to be used to construct
NIVC. We refer to multi-folding schemes that satisfy these properties as NIVC-
compatible. We then prove that the folding scheme for CCCS is NIVC-compatible.
In Section we provide a formal construction of HyperNova.

6.1 Overview of HyperNova

We intentionally overlook certain minor complications. We then address these
complications before providing a formal construction. For concreteness, we fix
CCCS as the NP-complete relation.

Consider efficient functions {F7,..., Fy} and ¢. Recall that the NIVC statement
(4, 20, z;) claims the knowledge of (wo, . ..,w;—1) such that by computing 2, <
Fo ) (zh,wy) for all k € {0,...,i — 1} for 2, = zp we have that 2} = z;.

50( ko k:) k 0 7

We now describe a single iterative step of the prover’s work. That is, we explain
how the prover can take a proof I1; for the NIVC statement (i, zg, z;) and efficiently
produce an updated proof IT; 1 for the NIVC statement (i+1, g, z;+1). At a high
level, instead of directly proving the knowledge of a satisfying witness to some
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prescribed Fj for j € {1,...,¢} in each step, the prover proves the knowledge
of a satisfying witness to an augmented function FJ’ The augmented function
FJ’ , in addition to running F}, performs additional bookkeeping using a folding
scheme to help verifiably update the NIVC proof.

At first glance, a straw-man approach is to have each FJ’ take as input a CCCS
instance that claims the correct execution of the latest iteration and then fold that
instance into a running LCCCS instance using the folding scheme in Section [4]
(this is the approach taken by Nova [43]). However, the folding scheme for CCCS
requires that both instances have compatible structure (which requires that they
represent the same computation in their matrices). In the case of standard IVC,
as there is only one function that can be applied at each iterative step, this holds
naturally. However, this is not the case for non-uniform IVC.

To address this, F] instead takes a list U; of running instances, where U;]j]
attests to all prior iterations of FJf up to i — 1 steps. As such, checking all of U; is
equivalent to checking ¢ — 1 steps. In addition, Fj’ takes as input a new instance
u;, which claims the correctness of the i’th step. Instead of directly checking this
instance (which would be concretely expensive), F' ]' folds u; into the appropriate
instance in U; according to ¢ to produce a new list of running instances U; 1.
To claim the correctness of FJf itself, the prover produces a new instance u;i1.

We let the NIVC proof II; contain the list U;, the fresh instance u;, and the
corresponding witnesses. Thus, the prover can use parts of II; as input to the
appropriate function F]’ to produce U;y; and u;y1, and separately compute the
corresponding witnesses. These terms together define I7;1;. At the end of the
iterative computation (or at any intermediate step, if necessary), the verifier can
check i steps by checking proof II; directly.

The prior description overlooks the following minor issues. Prior work [43] ad-
dresses these (except for the first one), and we now provide an overview of these
in light of the above overview.

First, we describe how to update a proof II; to produce a proof I1;;1. However,
we did not define a base case proof I1y and how the prover, the verifier, and each
function F} handles the base case. At a high level, we have F] populate U with
satisfying running instances in the base case.

Second, the non-interactive folding scheme’s verifier run by FJ’ needs additional
advice generated by the non-interactive folding scheme’s prover. To address this,
the prover provides additional non-deterministic input to F j’

Finally, there is a subtle sizing issue in the above description: in each step, because
U;+1 is produced as the public 10 of Féciﬂ, it must be contained in the public
IO of instance u;41. In the next iteration, because u;4 is folded into U1 [pc; 4],
this means that U;;1[pc, ;] is at least as large as U; by the properties of the
folding scheme. This means that the list of running instances grows in each step.
To alleviate this issue, we have each F ]’ only produce a hash of its outputs as
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public output. In the subsequent step, the next augmented function takes as
non-deterministic input a preimage to this hash.

6.2 NIVC-Compatible multi-folding schemes

Generalizing the above discussion, a multi-folding scheme for an arbitrary com-
mitted relation Ro can be used for NIVC if it satisfies the following properties:
First, statements about the correct execution of an efficient function F' can be
encoded (and decoded) as statements in the underlying relation of Ry. We refer
to this property as NP-completeness. Second, structures and instances can be
encoded (and decoded) independently of witnesses. We refer to this property
as partial functions. Third, we must have that any efficient function F' can be
encoded as an R, structure in a way that preserves the size of F. We refer to
this property as monotonicity. Fourth, we must have that there exists a default
satisfying instance-witness pair in R; (this is required for the base case of our
NIVC construction). We refer to this property as default instances. We formally
define NIVC-compatibility as follows.

Definition 12 (NIVC-compatible multi-folding scheme). Consider a re-
lation Ry, and a committed relation Ro over an underlying relation R. A suc-
cinct, non-interactive multi-folding scheme (G, KC, P, V) with deterministic V for
(R1, Ra,compat, 1,1) is NIVC-compatible if it satisfies the following properties.

1. NP-completeness: There exists a deterministic polynomial-time efficiently
invertible function enc such that for any arithmetic circuit F', input x, non-
deterministic input w, and output y, for structure-instance-witness tuple
(s2,u,w) < enc(F, (z,y), w) we have that (s3,u,w) € RY iff F(z,w) =y.

2. Partial functions: There exists deterministic, efficiently-invertible polynomial-
time functions encs, and encinsy such that for any arithmetic circuit F,
input x, non-deterministic input w, and output y, for Ry and R} struc-
tures (s1,s2) < ence(F) and R instance u + encinst((z,y)) we have that
(s2,u,w) = enc(F, (z,y),w) for some RY witness w and that compat(sy,s2) =
1

3. Monotonicity: For arithmetic circuits F and G, given |F| < |G| we have that
lencsir (F)| < |encsr (G)|. The term |F| denotes the total number of gates in F
and the term |ence, (F')| denotes the total number of constraints in ence (F).

4. Default instances: There exists (uy,w ) such that for any public parameters
pp and structure s, we have that (pp,s,u;,w,) € Rq.

Our multi-folding scheme for CCS (Construction (1)) is NIVC-compatible.

Lemma 3 (NIVC-compatibility). Construction |1l is NIVC-compatible.

5 Note that the required property on w is captured in the NP-completeness requirement.
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Proof (Intuition). NP-completeness of Recs follows from [60, Lemma 1], which
reduces an NP-complete relation, R1CS, to Rccs. Moreover, a structure, instance,
and witness tuple in Rccs has enough information to reconstruct the original
function F' and its inputs and outputs. This implies invertibility of enc. Since
CCS generalizes R1CS, we have that that the Rcccs structure (i.e., constraint
matrices) depends only on the function F' (and not inputs) and in turn can be
used to reconstruct F' and that the Rcccs instance depends only on the public
inputs and outputs and can be used to reconstruct these values. This implies the
partial function requirement. Moreover, monotonicity holds from the reasoning
in Setty et al. [60]. Finally, we have that Ricccs has default instances because
for any public parameters and structure, we have that (u = 0,x = 0,7 =0,v, =
0,...,v¢ = 0) and w = 0 is a satisfying instance-witness pair. We provide a
formal proof in Appendix [H:2] O

6.3 A compiler from NIVC-compatible folding schemes to NIVC

Construction 2 (NIVC from multi-folding schemes). Consider a relation
R1 and a committed relation Ry for a commitment scheme (Commit, Gen). Let
NIFS be an NIVC-compatible non-interactive multi-folding scheme for a single
instance of Ry and Ra. Let (uy,w, ) be a default instance-witness pair for Ry
that satisfies any structure and public parameters. We construct an NIVC scheme
as follows.

Consider a deterministic polynomial-time function ¢ and ¢ polynomial-time
functions (Fi,..., Fy) that take non-deterministic input and a cryptographic
hash function hash. We first define augmented functions F} for j € [{], where all
input arguments are taken as non-deterministic advice, as follows.

Fi(vkes, Ui, ug, pey, (4, 20, 23), wi, ™) — X

Compute the next program counter pc;,; € [{] < ¢(z;,w;).
Compute the next output z;41 < Fj(2z;,w;).
Ifi=0:

w b

(a) Check that zp = z; to ensure that the statement holds in the base case.
(b) Set Ujy1 < (up,...,uL).

4. Otherwise:
(a) Parse u; as (C,u}), a commitment to the witness and the remainder.

(b) Check that u} references U; in the output of the prior iteration:
? )
u; = encinst (hash(vkss, 4, 20, zi, Us, pc;)).

(¢) Check that 1 < pc,; < 4.
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(d) Copy U;41 < U; and update U;11[pc,] < NIFS.V(vks[pc,], Us[pc,], ui, 7).
5. Output x < hash(vks, i+ 1, 20, 2it1, Uit1, PCiyq)-

Next, we define the NIVC scheme (G, K, P, V) as follows.
G(1*, N) — pp: Output NIFS.G(1*, N).

K(pp, (@, (F1,...,Fp))) = (pk, vk):

1. Compute (s1,j,52,j) < encs(F}) for all j € [(].

2. Compute (pk ;, vkss j) <= NIFS.K(pp, s1,j,52,5) for all j € [£].

3. Compute and output the prover and verifier keys.

Vk <~ (ppﬂ (kas,:l? et 7kas,f)7 (Sl,lu s 751,6)7 (52,17 L} 52,5))
pk — ((<pa (Fl’ RS FE))v (pkfs,lv LR pkfs,l)7Vk)

P(Pk, (7’7 20, Z’i)a Wi, H’L) — H’H—l:
1. Parse IT; as ((U;, W;), (us, w;), pc;).

2. Compute the next program counter pc;,; € [¢] <= ¢(z;,w;).
3. If i =0: Let (U1, Wipq,m) < ((ur,...,ur),(wp,...,wy),L).
Otherwise: Copy U;31 < U; and W, < W;, and update

(Uigalpe;], Wiga[pe;], ) = NIFS.P(pk[pe;], (Uilpe;], Wilpe,]), (ui, wi))-

4. Compute the output y <+ F[;Ciﬂ(kas, Ui, us, pe;, (4, 20, 2i), wi, 7).

5. Compute an instance-witness pair encoding the valid execution of Féc_ﬂ.

(ﬂ u;;-l,-lvwi-ﬁ—l) <~ enC(F[;ci_'_N (Jﬂ y)7 (kasa Uia u;, pc;, (Z7 20, Zi)awia ﬂ-))

6. Compute the committed instance: u;y1 < (Commit(pp, wit1),uj ;).
7. Output IT; 1 < ((Usp1, Wig1), (Uig1, Wig1), PCiyq)
V(Vk, (Z, 20, Zi), Hl) — {0, 1}

If 1 =0, output 1 if z; = z9 and 0 otherwise.

Parse IT; as ((U;, W;), (u;, w;), pc;).

Parse u; as (C, u}). Check that u; = encinst(hash(vks, ¢, 20, 2i, Us, pc;)).
Check that 1 < pc, < /.

A A

Check (pp,s1,5, Usi[j], Wi[j]) € Ry for j € [¢] and (pp, S2,pc, , Ui, Wi) € Ra.
We formally prove the following lemma in Appendix [H.3]
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Lemma 4 (NIVC from multi-folding schemes). C’onstruction@ takes a
NIVC-compatible multi-folding scheme and produces an NIVC scheme.

Proof (Intuition). To prove knowledge soundness, suppose that we have a ma-
licious prover P; that successfully produces a convincing NIVC proof II; of ¢
iterations with non-negligible probability. Using P}, we construct a corresponding
extractor & _1 which can use this prover to extract a proof II;_; and the witness
w;_1 by the knowledge soundness of the underlying multi-folding scheme. This
extractor then implies a corresponding prover P;_; which can use this extractor
to produce a successful proof I7;_; with non-negligible property. Then, recursively
repeating this process, we can derive the full list of witnesses. O

Below, we state the concrete efficiency characteristics of HyperNova instantiated
with our multi-folding scheme for CCS (Construction , which is in turn is
instantiated with the Pedersen commitment scheme.

Optimization. As an immediate optimization, we have the verifier circuit inside
Fj for j € [{] use standard memory checking techniques to verifiably read and
write the appropriate running instance into externalized memory rather than
directly passing all running instances through each step of F]’ . This provides
asymptotic improvements: For instance the verifier circuits work is O(log ¢) hashes
when using Merkle trees [49I16], and O(1) hashes and elliptic curve hash-to-curve
and point additions when using a multiset-CRHF-based memory [8I23I58]. Then,
we have an NIVC scheme with an a-la-carte cost profile, where the cost of each
recursive step only scales with the particular function executed at that step.

Theorem 3 (HyperNova). Given the multi-folding scheme in Construction
instantiated with the Pedersen commitment scheme, Construction[d produces an
NIVC scheme such that for step functions F; for j € [€] that can be expressed in
CCS with m; constraints of degree d and q; monomials, n; witness variables, t;
CCS matrices, and N; non-zero entries in the CCS matrices, and control function
@ that can be expressed in CCS with m constraints of degree d and q, monomials,
n, witness variables, t, CCS matrices, and N, non-zero entries in the CCS
matrices, the efficiency characteristics are as follows: The NIVC prover time for
a step proving the correct execution of Fj is a single MSM of size O(ny, + n;j)
and O((Ny + Nj) + (ty +t;) - (my +my;) + (ap + q;) - (Mg +my) - d - log” d)
finite field operations. The verifier circuit size is o(|¢| +1-G+2-Hyy, +d -
logm; -F4+logm;-Rq+2-M), where |p| denotes the size of the constraint system
for encoding ¢ in the verifier circuit, G is the number of constraints required to
encode a group scalar multiplication, Hy ¢, is the number of constraints required to
encode hash (which depends on € and t;), F is the number of constraints to encode
field operations, Ry is the number of constraints to encode the RO p, and M is
the number of constraints to encode to memory read/write over O(f) elements.

Proof. The prover time complexity follows from Theorem [I} As for the verifier
circuit size, on input instances U and u, NIFS.V computes U.C < U.C + p - u.C,
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which costs a single group scalar multiplication. Verifying the non-interactive
sum-check proof in the non-interactive multi-folding scheme proof requires the
verifier to perform O(d - logm,, 4+ m;) finite field operations and O(log m, + m;)
calls to the RO to obtain challenges in the sum-check protocol. By construction,
the verifier circuit calls ¢ once and makes two additional calls to hash. Finally,
two memory operations are required to read and write a running instance. [

7 HyperNova’s zero-knowledge and succinctness layer

In HyperNova, NIVC proofs are linear in the sizes of circuits for each supported
function and may reveal information about the secret witnesses in each step of
execution. This section describes how to provide a zero-knowledge argument of
a valid NIVC proof. Formally, our goal is to design a zero-knowledge argument
(Definition for the following relation. We achieve this without employing
zkSNARKSs (solving the problem motivated earlier in Section . For additional
succinctness, one can employ a non-zk SNARK.

Definition 13 (Proof of Valid NIVC Proof). Let NIVC denote the NIVC
scheme described in Construction @ We define the relation Rynive over public
parameter, structure, instance, and witness tuples as follows.

, vk <= NIVC.K(pp, (F1,...,Fe,¢)),
Runive = { (PP, (F1;- .- Fo, ), (i, 20, 2:), IT) NIVC.V(vk (Z'(E(E) ;)1]7) :f ?) }

Recall that an NIVC proof consists of running instances U and the corresponding
witnesses W, the latest instance u and the corresponding witness w, and the
latest index pc. To check a statement (7, 2o, z;), the NIVC verifier checks the list
of running instances U against witnesses W, checks the latest instance u against

witness w with respect to Fj , and checks that u references (i, 29, 2;) and U.

A straw-man solution is to simply run a zkSNARK proving that the NIVC verifier
accepts some proof IT with respect to a prescribed verifier key vk. However, this
is prohibitively expensive, as it would involve a universal circuit that checks all
running instance-witness pairs internally (including the task of checking if the
provided witnesses are valid openings of commitments in the instances). Also, as
noted in Section this entails significant verifier costs in some settings.

Achieving zero-knowledge. To avoid zkSNARKS, our central idea is to instead
rerandomize an NIVC proof using a much more efficient folding scheme.

We formalize this construction and prove its properties in Appendix @ (Con-
struction @ Here, we provide an overview.

To ensure that an NIVC proof II does not reveal any secret information, the
prover does the following: First, to hide the last instruction pc, the prover
verifiably folds (u,w) into (U[pc], W[pc]) without revealing any of the involved
terms. Next, the prover verifiably folds in randomized instances (U,, W,) into
(U, W) to produce a new set of randomized running instances (U’, W), that reveal
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no information about (U,W) or (U,, W,), but can be checked in place of the
original instance-witness pairs. Finally, the prover produces a randomized proof,
which consists of (U, W) along with proofs of correct folding.

The central challenge with the above strategy is that the prover must verifiably
fold the instance-witness pairs in the first two steps without revealing any
information about the randomizing instances (and corresponding witnesses) to
the verifier. Due to this constraint, the prover cannot directly engage in a folding
scheme with the verifier. Instead, the prover executes the verifier’s end of the
folding scheme in an auxiliary circuit blind which takes as secret input (u, U, pc)
and randomized instances U,. blind performs the standard checks on u before
folding in u into U[pc] and then folds each of the randomized instances U, into U
to produce and output the randomized running instances U’. The prover then
produces a corresponding instance-witness pair (Upjind, Whiind) that attests to the
correct execution of the blind circuit itself.

Remark 2. 1If we are interested in randomizing an IVC proof, specifically Nova’s
IVC proof, as opposed to an NIVC proof, then the blind circuit can be avoided
as there is no need to hide pc. We describe this idea further in Appendix [D.4]

Several problems remain. First, we must ensure that there actually exists a
method to sample (U,, W,). Moreover, we must ensure that the folding scheme
used to randomize (U, W) satisfies the following property: Given one of the input
instance-witness pairs is randomly sampled, we must have that the output folded
instance-witness pair is indistinguishable from random. We refer to a folding
scheme that satisfies this property as a randomizing folding scheme (Definition [28))
and argue that the folding scheme for committed CCS is randomizing (Lemma [g]).
Then, we can ensure that (U, W’) reveals no information.

Second, the prover cannot directly reveal the instance-witness pair (Upjind, Wblind )
attesting to the correct execution of blind as wyj,g will implicitly contain pc
and several other sensitive terms. Seemingly, we can use a randomizing folding
scheme again, where the prover samples (U, Wyb) folds it into (Uplind, Wiind) and
only reveals the randomized instance-witness pair (up;.4, Whing) @s well as an
(interactive) proof of correct folding mpjing- However, this may not be sufficient
because mpiing may itself reveal information about wyiing even if (up;.4, Wijing) does
not. To account for this, we require a folding scheme with a slightly stronger
property, in which the transcript (and output) can be simulated so long as
one of the inputs is random. We refer to a folding scheme that satisfies this
stronger property as a hiding folding scheme. Unfortunately, the folding scheme
for committed CCS, as presented, is not a hiding folding scheme as the interaction
may reveal information about the witness. To remedy this, we instead use the
folding scheme underlying Nova, which we demonstrate satisfies the required
hiding property. Then, we can ensure that (Ul 4, Whjing) a0d Thling reveal no
information about Wpgjing.
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The use of Nova’s folding scheme rather than HyperNova’s in the zero-knowledge
layer does not pose efficiency problems: the zero-knowledge layer is applied only
once in the “end” before externalizing NIVC proofs. Furthermore, the work
performed inside blind consists only of the folding scheme verifier (which is quite
efficient to represent in R1CS, the computational model of Nova’s folding scheme).

Altogether, the prover’s final blinded proof consists of the blinded running
instance-witness pairs (U’, W), an instance upjing attesting to the correct execution
of blind, a randomized instance-witness pair (up;,q, Whing), aid an (interactive)
proof mpjing attesting that checking (uénnd,w{)“nd) implies checking upjing.

Achieving non-interactivity and succinctness. Appendix [D| demonstrates
that the above construction is honest-verifier zero-knowledge (i.e., zero-knowledge
only if the verifier behaves honestly in the interaction). One can heuristically
make it zero-knowledge and non-interactive by employing the Fiat-Shamir trans-
formation in a standard manner.

For some applications, further succinctness may be required. In such a situ-
ation, the prover can succinctly prove the knowledge of a randomized proof
((U", W), uplinds (Ubjing> Whiing)» Tblind) by using a SNARK to prove each instance in
U" and uf,4. This is sufficient as the remainder of the blinded proof is constant-
sized. This approach of randomizing first, then adding a succinctness layer affords
two benefits. First, there is no need to use a zero-knowledge SNARK as the
randomizing step ensures that the randomized proof reveals no sensitive informa-
tion. Second, this SNARK can be independently used on each of the instances in
the randomized proof, as opposed to a universal circuit. This avoids having to
simulate the SNARK verifier inside a circuit.

8 HyperNova over a two-cycle of curves with CycleFold

This section describes how to instantiate HyperNova over a cycle of elliptic curves,
which unlocks a concretely-efficient construction that can be implemented. We
motivate a cycle of elliptic curves below, but we refer to prior works [452] for
more details. We focus on HyperNova, but our approach is generic and applies to
other folding-scheme-based IVC schemes. It also improves upon prior approach
that was proposed in the context of SNARK-based IVC [4].

8.1 Prior approaches and downsides of using them for HyperNova

We first recall the 2-cycle approach to instantiate SNARK-based recursive argu-
ments in [4]. We then describe how an implementation of Nova [II52] adapts this
approach to the context of folding-scheme-based recursive arguments.

The 2-cycle approach in [4]. The starting point for [4] is a pairing-based
SNARK (e.g., [64I5]) instantiated over a pairing-friendly elliptic curve E. The
proof system can prove constraint systems defined over E’s scalar field. Fur-
thermore, verifying a proof requires a handful of pairing operations, which are
naturally represented as operations over E’s base field.
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Let (I1y, IT5) denote two SNARK schemes (such as [545]) defined respectively
over (Eq, E3). In particular, IT; can “natively” (i.e., without field emulation)
prove constraint systems (e.g., R1CS) defined over the scalar field of E; and I,
can prove constraint systems defined over the scalar field of EQEI Naturally, proofs
produced by IT; can be efficiently verified by a constraint system supported by
II; and vice versa. This is because the algorithm to verify proofs produced by
11, involves operations over F;’s base field, which, by design, equals the scalar
field of E5. (When the fields do not match, one would need to emulate arithmetic
of the desired field using another field, which entails significant costs in terms
of the number of gates necessary to perform basic operations such as additions
and multiplications over the desired field.) In other words, the constraint system
supported by ITs can efficiently encode the SNARK verifier of I7;.

To realize IVC, at step ¢, in [4], the prover proceeds as follows (for ease of
exposition, we ignore the base case of i = 0).

1. Using I11, the prover produces a SNARK 711(1) that proves that it has executed
the step i of the desired computation and has successfully verified a SNARK
7r§i>1 from step i — 1.

2. Using 12, the prover produces a SNARK 7r£2) that it knows a SNARK ng)
and has successfully verified it.

Note that 7r§2) is the IVC proof at the end of step i. At step i + 1, the prover
starts with 7r§2) and repeats the above procedure for the (i + 1)th step of the
computation. A key take-away is that this approach requires representing the

SNARK verifier as a circuit on both curves in the cycle.

Nova’s instantiation over a 2-cycle of elliptic curves. The Nova library [I]
adapts [4]’s blueprint to the context of folding schemes, and obtains a concretely-
efficient implementation of Nova [43]. Its approach is to essentially replace
“SNARK verifier” with a “non-interactive folding scheme verifier”. Specifically, an
NP instance defined over the scalar field of the first curve can be efficiently folded
using a circuit defined over the scalar field of the second curve and vice versa.
Different from [4], Nova’s IVC proof is a set of instances and witnesses defined
over both curves in the cycle rather than a single SNARK. Nova additionally uses
the public IO of circuits to track folded NP instances. A recent work [52] provides
a detailed description of Nova’s instantiation on a 2-cycle of elliptic curves
and proves its security. This work also exposes a vulnerability in the original
implementation (which is now fixed). Overall, Nova’s approach, like in [4], still
requires representing a verifier (which happens to be the non-interactive folding
scheme verifier) as a circuit on both curves in the cycle of curves. For Nova [43],

5 [@] uses cycles of elliptic curves where both curves are pairing-friendly as they use
pairing-based SNARKs to realize IVC. Unfortunately, such cycles of pairing-friendly
elliptic curves require field sizes to be much larger than ordinary elliptic curves to
achieve a “standard” 128 bits of security.
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which provides the most efficient folding scheme verifier in the literature, the
circuit defined over the second curve in the cycle is /10,000 multiplication gates.

Additional downsides in the context of HyperNova. If the approach in
Nova’s implementation [II52] is applied to HyperNova to instantiate HyperNova
over a 2-cycle of elliptic curves, it requires significant non-native arithmetic. In
particular, HyperNova’s verifier circuit on the scalar field of F5 must verify a
sum-check proof produced on the scalar field of F;. This involves representing
operations over the scalar field of F; in a circuit defined over the scalar field of Fs.
Since the two scalar fields are different, this would require field emulation, which
is concretely expensive (e.g., thousands of constraints for each field multiplication
and verifying a sum-check proof requires O(d - log m) field operations).

8.2 CycleFold’s approach

CycleFold’s starting point is the observation that folding-scheme-based recursive
arguments (e.g., Nova, HyperNova) can be efficiently instantiated without a cycle
of elliptic curves—except for a few elliptic scalar multiplication operations (2
in Nova, 1 in HyperNova) in their verifier circuits that must be handled with
“wrong” field arithmetic (or non-native arithmetic). We further observe that this
scalar multiplication operation can be verifiably delegated to the second curve
with the following approach. We first represent the desired scalar multiplication
operation as a circuit over the scalar field of the second curve. Crucially, this
avoids non-native arithmetic for computing the scalar multiplication operation (as
there is no need for field emulation). Then, by employing Nova’s folding scheme
verifier on the first curve, we fold that scalar multiplication circuit satisfiability
instance into a running instance. Figure |1 depicts CycleFold’s approach.

Note that CycleFold can be viewed as employing a cycle of elliptic curves at
a different level of abstraction than [4] or its adaptation in Nova [43[1152].
Specifically, with CycleFold, the cycle of elliptic curves is used at the level of a
folding scheme. In particular, the specific way the cycle of elliptic curves is used
ensures that the folding scheme verifier can be efficiently represented as a circuit
with a single curve in the cycle. Accordingly, the resulting IVC scheme nor its
proof of security has to reason about the cycle of elliptic curves. Indeed, when
we apply CycleFold to HyperNova, we apply it at the level of a folding scheme.

A preliminary design. CycleFold employs a 2-cycle of curves (E1, Es), but it
instantiates a folding-scheme-based recursive argument as if there is only a single
elliptic curve E;. This means that the folding-scheme verifier is represented as a
circuit, say Cy, on the scalar field of E;. For the case of HyperNova, Cy performs
finite field and hash operations, and a single scalar multiplication (more precisely,
a scalar multiplication followed by a point addition). The finite field and hashing
operations in Cy are over E4’s scalar field so they are represented efficiently in
E4’s scalar field. However, the scalar multiplication and point addition operations
require arithmetic over F;’s base field. Naively, one can perform those operations
with non-native arithmetic inside Cy. Unfortunately, this strategy will result in
Cy containing a million multiplication gates or more.
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Fig. 1. Two incremental steps in HyperNova’s recursive argument instantiated with
CycleFold. u; attests to the computation at step ¢ and U; attests to all prior steps of the
computation. Ugc,i attests to all prior steps of the outsourced elliptic curve operations.
Ckc is a circuit which computes the outsourced elliptic curve operations on F2. u; and
U; are parsed to retrieve inputs for circuit Cgc (represented with a dotted line). ugc,;
represents the correct execution of Cec. The main computation on each step additionally
runs the HyperNova folding scheme verifier (which folds claims regarding the main
computation) by taking as auxiliary advice the result of the elliptic curve operation
(read from ugc,;). The main computation additionally runs the Nova folding scheme
verifier which folds claims about the outsourced elliptic curve operation. u;+1 represents
the correctness of the latest step and (U;, Ugc ;) represents the correctness of all prior
steps and outsourced computations.

We now discuss how CycleFold avoids the non-native arithmetic to compute a
scalar multiplication and a point addition—without using the 2-cycle approach
of [ or its adaptation in Nova [43JT52].

A “co-processor” circuit over the scalar field of E;. CycleFold creates
a circuit Cgc defined over the scalar field of the second curve in the cycle Es
(e.g., on Grumpkin). Cgc performs the desired scalar multiplication and a point
addition operation. Furthermore, the public IO of Cg¢c contains the inputs and
outputs of the scalar multiplication and point addition operation. Since Cgc is
defined over the scalar field of F5, which is the base field of F; since (F1, E2) is a
2-cycle of elliptic curves. As a result, Cgc does not require non-native arithmetic
to compute the desired scalar multiplication and point addition. In particular,
the size Cgc is concretely small (e.g., with ~1,000-1,500 multiplication gates).

Closing the loop. Instead of performing a scalar multiplication and a point
addition with non-native arithmetic (which as noted above is untenable), the
verifier circuit Cy takes as non-deterministic input, among other things, a circuit
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satisfiability instance ugc (i.e., the public IO and a commitment to a purported
satisfying witness to an instance of Cgc). In addition to performing the rest of
folding scheme verifier’s work, Cy consumes the claimed output from the public
IO of ugc after checking that inputs to Cgc match its desired inputs. Cy then
folds ugc into a running instance, using Nova’s folding scheme.

Appendix [E] provides a formal construction of HyperNova over a cycle of elliptic
curves and proves its correctness. We summarize our result with the following
theorem. For simplicity, we formalize the case folding a single fresh instance into
a single running instance. However, our construction naturally generalizes to an
arbitrary number of instances, as in Construction

Theorem 4 (A multi-folding scheme for CCS over cycles). Construc-
tionm is a public-coin multi-folding scheme for (R1 = Ricccs X Rcrrics, R =
Recccs, compat, u = 1, v = 1) with perfect completeness and knowledge soundness.
For a CCS instance with m constraints of degree d and g monomials, n witness
variables, t CCS matrices, and N non-zero entries in CCS matrices, and a lin-
earized C'CS instance with the same structure, the efficiency characteristics are
as follows: The prover time is O(N +t-m+q-m- d-log? d) finite field operations
and O(1) group operations. The verifier time is O(d-logm) finite field operations
and O(1) group operations. The communication complexity is O(d - logm) finite
field elements.

Proof (Intuition). Completeness, knowledge-soundness, and efficiency hold by
similar reasoning as the proof of Theorem [I] and the properties of the folding
scheme for relaxed R1CS [43]. We provide a formal proof in Appendix O

By leveraging Construction [7] made non-interactive in the plain model via the
Fiat-Shamir transformation (Construction [3), we get Theorem [2] which follows
from [43] Lemma 4] and Theorem
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A Additional Preliminaries
A.1 Polynomials and low-degree extensions

We adapt this subsection from prior work [57]. We start by recalling several facts
about polynomials.

Definition 14 (Multilinear polynomial). A multivariate polynomial is called
a multilinear polynomial if the degree of the polynomial in each variable is at
most one.

Definition 15 (Low-degree polynomial). A multivariate polynomial g over
a finite field F is called low-degree polynomial if the degree d of g in each variable
is exponentially smaller than |F| (i.e., d = O(log |F])).

Low-degree extensions (LDEs). Suppose g : {0,1}¥ — F is a function that
maps £-bit elements into an element of F. A polynomial extension of g is a low-
degree (-variate polynomial, denoted g, such that g(x) = g(z) for all z € {0,1}*.

A multilinear polynomial extension (or simply, a multilinear extension, or MLE) is
a low-degree polynomial extension where the extension is a multilinear polynomial
(i.e., the degree of each variable in § is at most one). Given a function Z : {0, 1}* —
F, the multilinear extension of Z is the unique multilinear polynomial Z:F' > F.
It can be computed as follows.

L
Z(xy,. . m) =Y Z(e)~H(:17,;-67;+(17x7;)'(1767;))

I
N
Y
8!
&
LY

e€{0,1}¢
=((2(0),...,2(2" = 1)), (¢q(=,0), ..., éq(x, 2" - 1))

Note that éeg(z,e) = Hle(ei ~x; + (1 —e;) - (1 —x;)), which is the MLE of the
following function:

0 otherwise

eqla, ¢) = {1 ifz=e

For any r € F, Z(r) can be computed in O(2¢) operations in F [67/64].

Dense representation for multilinear polynomials. Since the MLE of a
function is unique, it offers the following method to represent any multilinear
polynomial. Given a multilinear polynomial g : F* — F, it can be represented
uniquely by the list of tuples L such that for all i € {0,1}*, (to-field(i), g(i)) € L
if and only if g(i) # 0, where to-field is the canonical injection from {0,1}* to F.
We denote such a representation of g as DenseRepr(g).
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Definition 16. A multilinear polynomial g in ¢ variables is a sparse multilin-
ear polynomial if |DenseRepr(g)| is sub-linear in 2°. Otherwise, it is a dense
multilinear polynomial.

As an example, suppose g : F2® — F. Suppose |DenseRepr(g)| = O(2°), then g is
a sparse multilinear polynomial because 2° is sublinear in 22°.

A.2 The sum-check protocol

Suppose there is an (-variate low-degree polynomial, g, where the degree of each
variable in g is at most d. Suppose that a verifier V is interested in checking a
claim of the following form by an untrusted prover P:

T= Z Z Z g(x1, T2, ..., Ty)

z1€{0,1} z2€{0,1} z0€{0,1}

Of course, given g, V can deterministically evaluate the above sum and verify
whether the sum is T'. But, this computation takes time exponential in £. Lund et
al. [46] describe the sum-check protocol that requires far less computation on V’s
behalf, but provides a probabilistic guarantee. In the protocol, V takes as input
randomness r € F¢ and interacts with P over a sequence of £ rounds. At the end
of this interaction, ¥ outputs a claim about the evaluation g(r). Let (P, V(r))
denote the interaction between the prover and verifier with verifier randomness r.
We treat (P,V(r)) as a function that takes prover and verifier input (g,¢,d, T)
and outputs the claimed evaluation to be checked.

Lemma 5 (The sum-check protocol [46]). Let g be an £-variate polynomial
with degree at most d in each variable. Then, the sumcheck protocol satisfies the
following properties.

1. Completeness: If T =3 co 1y 9(@), then for all r € F?,

Pr[(P,V(r))(g,4,d,T) = g(r)] = 1.

2. Soundness: If T' # Zl_e{ovl}g g(z), then for any P*

Pr[(P* V() (0. £,d.T) = g(r)] < ¢ d/[F].

3. Succinctness: The communication cost is O(L - d) elements of F.

Lemma 6 (Sums over evaluations). Consider size £ € N. For multilinear
polynomial P € F[ X1, ..., X,| we have that

PX)= 3 @(Xx) Pl).

ze{0,1}¢

where eq is a multilinear extension of eq, which takes as inputs two values in
{0,1} returns 1 if its inputs are equal and 0 otherwise.
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Proof. Let Q(X) = 3", c(0.1y¢ €4(X, ) - P(x) By the definition of eg, we have
that
P(z) = Q(x)

for all x € {0,1}*. However, because P € F[X,...,X,] is multilinear it is
completely determined by 2¢ evaluation points. The same holds for Q. Because
P and Q agree on 2¢ points, they must be the same polynomial. O

Lemma 7 (Schwartz-Zippel [56]). let g: F* — F be an £-variate polynomial
of total degree at most d. Then, on any finite set S CF,

Pr [g(z) = 0] <d/|S].

T+ St

A.3 Commitment Schemes

Definition 17 (Commitment Scheme). A commitment scheme is defined
by polynomial-time algorithm Gen : N2 — P that produces public parameters
given the security parameter and size parameter, a deterministic polynomial-
time algorithm Commit : P x M x R — C' that produces a commitment in C
given a public parameters, message, and randommness tuple such that binding
holds. That is, for any PPT adversary A, given pp + Gen(\,n), and given
((m1,71), (M2, 12)) < A(pp) we have that

Pr[(mq,71) # (ma,r2) A Commit(pp, m1,71) = Commit(pp,ms,r2)] ~ 0.

The commitment scheme is deterministic if Commit does not use its randomness.

Definition 18 (Hiding). The commitment scheme (Gen, Commit) is hiding if
for any PPT adversary A, given pp + Gen(\,n), ((my,71), (m2,73)) + A(pp),
and C; + Commit(pp, m;,r;) for i € {1,2} we have that

Pr[A(pp, C1) = 1] = Pr[A(pp, C2) = 1].

Definition 19 (Homomorphic). The commitment scheme (Gen, Commit) is
homomorphic if the message space M, randomness space R, and commitment
space C are groups and for all n € N, and pp + Gen(\,n), we have that for any
my,mg € M and ri,75 € R

Commit(pp, m1,71) + Commit(pp, ma,r2) = Commit(pp, m1 + ma,r1 + 72).

Definition 20 (Succinct Commitments). A commitment scheme (Gen, Commit),
over message space M and commitment space R, provides succinct commit-
ments if for all pp < Gen(1*), and any m € M and r € R, we have that

| Commit(pp, m,r)| = Ox(polylog(|m])).

Definition 21 (Multilinear Polynomial Commitment Scheme). A4 multi-
linear polynomial commitment scheme over polynomial ring F*[X1, ..., X,] is a
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commitment scheme (Gen, Commit) over message space F1[X1, ..., X,], equipped
with an argument of knowledge (Deﬁnition for relation Rpolyeval defined as
follows

PeFXy,..., X,],

Rpolyeval = (ppv (C, z, y)a (P7 T)) P(x) =Y,
C = Commit(pp, P, )

A.4 Rank-1 constraint satisfiability (R1CS)

RI1CS is an NP-complete problem implicit in the work of GGPR [31]. Below, we
recall its definition.

Definition 22 (R1CS). Consider a finite field F. Let the public parameters
consist of size bounds m,n,¢ € N where m > £. The R1CS structure consists of
sparse matrices A, B,C € F™*™ with at most n = 2(m) non-zero entries in each

matriz. An instance x € F¢ consists of public inputs and outputs and is satisfied
by a witness W € F" =1 if (A-Z)o (B-Z) = C - Z, where Z = (W,x,1).

A.5 Arguments of Knowledge

Definition 23 (Argument of Knowledge). Consider relation R over public
parameters, structure, instance, and witness tuples. A reduction of knowledge
for R is defined by PPT algorithms (G,P,V) and deterministic algorithm IC,
denoting the generator, the prover, the verifier and the encoder respectively with
the following interface.

e G(A\,N) — pp: Takes as input security parameter A and size parameters N.
Outputs public parameters pp.

e K(pp,s) — (pk,vk): Takes as input public parameters pp and structure s.
Outputs prover key pk and verifier key vk

e P(pk,u,w) — L: Takes as input public parameters pp, and an instance-
witness pair (u,w). Interactively proves that (pp,s,u,w) € R.

e V(pk,u) = {0,1}: Takes as input public parameters pp, and an instance u.
Interactively checks u.

Let (P,V) denote the interaction between P and V. We treat (P,V) as a func-
tion that takes as input ((pk, vk),u,w) and runs the interaction on prover input
(pk,u,w) and verifier input (pp,u). At the end of the interaction, (P,V) out-
puts the verifier’s decision. An argument of knowledge (G, K, P,V) satisfies the
following conditions.

(i) Completeness: For any PPT adversary A, given pp + G(A,N), (s,u,w) +
A(pp) such that (pp,s,u,w) € R and (pk,vk) < K(pp,s) we have that

(P, V) ((pk, vK), u,w) = 1
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(i) Knowledge Soundness: For any expected polynomial-time adversaries A and
P*, there exists an expected polynomial-time extractor € such that given
pp < G(A,N), (s,u,st) < A(pp), and (pk,vk) < K(pp,s), we have that

Pr[(pp, s, u, E(pp, u,st)) € R1] = Pr[{P*,V)((pk, vk),u,st) = 1].

Definition 24 (Succinctness). An argument of knowledge is succinct if the
communication complexity and the verifier time complexity is at most poly-
logarithmic in the size of the structure and witness.

Definition 25 (Non-Interactivity). An argument of knowledge is non-interactive
if the interaction consists of a single message from the prover to the verifier. In
this case, we denote this single message as the output of the prover, and as an
input to the verifier.

Definition 26 (Zero-knowledge). An argument of knowledge (G,K,P,V) for
relation R satisfies zero-knowledge if for any PPT adversary V* there exists
an EPT simulator S such that for any PPT adversary A for pp < G(1*,N),
(s, (u, w),sty) < A(pp) such that (pp,s,u,w) € R, and (pk,vk) < K(pp,s)

{sta | sty = (P, V*(st1))((pk, vk), u, w) } = {stz| stz < S(pp,s,u,st1) }

where sty denotes the output of V* after interaction. An argument of knowledge
satisfies honest-verifier zero-knowledge (HVZK) if it satisifes zero-knowledge
under an honest (but curious) verifier that behaves according to the interactive
protocol but produces arbitrary output on the side.

A.6 Incrementally Verifiable Computation

Definition 27 (Incrementally verifiable computation (IVC)). An in-
crementally verifiable computation (IVC) scheme is defined by PPT algorithms
(G,P,V) and deterministic K denoting the generator, the prover, the verifier,
and the encoder respectively, with the following interface

e G(1*,N) — pp: on input security parameter \ and size bounds N, samples
public parameters pp.

o K(pp, F) — (pk,vk): on input public parameters pp, and polynomial-time
function F, deterministically produces a prover key pk and a verifier key vk.

o P(pk, (i, 20, 2i),w;i, II;) — II;11: on input a prover key pk, a counter i, an
initial input zg, a claimed output after i iterations z;, a non-deterministic
advice w;, and an IVC proof II; attesting to z;, produces a new proof IT;11
attesting to ziv1 = F(z;,w;).

o V(vk, (i, 20, 2;), II;) — {0, 1}: on input a verifier key vk, a counter i, an initial
nput zg, a claimed output after i iterations z;, and an IVC proof II; attesting
to z;, outputs 1 if II; is accepting, and O otherwise.
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An IVC scheme (G, K, P, V) satisfies the following requirements.

1. Perfect Completeness: For any PPT adversary A

pp < G(14, N),

F, (i, 20, 2i, I1;) < A(pp),

(pk, vk) <= K(pp, F),

Zi41 F(zi,wi),
V(Vk,i,ZQ,Zi,Hi) = 1,

IIi 1 < P(pk, (i, 20, 2;), wi, 11;)

Pr | V(vk, (i + 1, 20, zi41), i41) = 1

where F' is a polynomial-time computable function represented as an arithmetic
circuit.

2. Knowledge Soundness: For any constant n € N, and for all expected polyno-
maal time adversaries P*, there exists an expected polynomial-time extractor
& such that

[ 2, = 2z where pp + G(1%),
Pr | zip1 < F(zi,wi) | (F) (20, 2), 1I) < P*(pp,r), | =
| Vie{0,....,n—1}|(wo, ..., wn_1) < E(pP, 1)

pp + G(1%),
Pr V(Vka (n,Z(),Z),H) =1 (F7 (3072)7]]) <_,P*(ppa I’),
r (pk, vk) ¢ K(pp, F)

where r denotes an arbitrarily long random tape.

8. Succinctness: The size of an IVC proof II is independent of the number of
iterations n.

B Achieving non-interactivity for multi-folding schemes

Construction 3 (Fiat-Shamir transformation for multi-folding schemes).
Consider a public-coin multi-folding scheme IT = (G, K, P, V) for (R1, Rz, compat, u, v/)
with ¢ rounds. Let p denote a random oracle. We construct a non-interactive
multi-folding scheme IT' = (G',K', P',V’) for (R1, Ra,compat, i, ) in the ran-
dom oracle model as follows.

e G'(1*, N) — pp: Compute and output pp < G(1*, N).
e K'(pp,s) — pp:

1. Compute (pk,vk) + K(pp,s).

2. Compute hs + p(pp,s).

3. Output (pk’,vk’) < ((pk, hs), (vk, hs)).
o P'(pk', (i1, da), (w1, W2)):

1. Parse pk’ as (pk, hs)
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2. Run P(pk, (i1, Us), (W, ws)). On the ith message m;, respond with veri-
fier randomness r;11 < p(m;, r;) where r; = hs. Let (u, w) be the output
of P and let m = (mq,...,my) consist of messages from P.

3. Send 7 to the verifier.
4. Output (u,w).

o V(K (i, 12)):
1. Parse vk’ as (vk, hs)

2. Receive m = (my, ..., my) from the prover. Compute ;11 < p(my,r;) for
r1 = hs.
3. Run V(vk, (@1, i2)) with randomness (71, ...,7,41). In round ¢, send the

prover message m;. Let u be the output of V.
4. Output u.

The Fiat-Shamir transformation affords Lemma [I]

C Additional related work

Halo [I3] and its generalization in [19] propose a way to realize IVC (and
proof-carrying data [221[7]) using SNARKS whose verifiers support the so-called
accumulation schemes. Halo2 [I4] switches the polynomial IOP in Halo [13] from
Sonic [48] to Plonk [30]. Unfortunately, it incurs substantial prover costs as
the prover must produce a SNARK using Plonk at each step of the program
execution. Furthermore, the prover incurs O(n - d) cryptographic operations,
where n is the size of the circuit at each step and d is the maximum degree of
constraints proven. Switching from Plonk to HyperPlonk [20] would reduce the
cryptographic operations to O(n), but it does not avoid the need to produce
a SNARK. Split accumulation [I8] avoids succinct arguments (e.g., SNARKS)
to construct IVC or PCD. Unfortunately, their construction targets R1CS. It is
not clear how to extend it to handle Plonkish without making the prover incur
O(n - d) cryptographic operations, which, as noted above, is undesirable.

Buffet [68], building on Pantry [16] and Ben-Sasson et al. [5], avoids the high
cost of universal circuits yet supports a general class of programs. For exam-
ple, Buffet supports any program in the C programming language as long as it
neither invokes goto statements nor uses function pointers. Furthermore, Buffet
provides an “a la carte” cost profile where the prover’s proof generation costs
are proportional only to the sum of sizes of circuits of the operations invoked
by the program execution. However, Buffet adopts a “line-by-line compilation”
approach [62/T554I16], where it unrolls programs into non-uniform circuits by
translating each program statement into a concise set of constraints. Unfortu-
nately, this approach requires static bounds on program execution lengths. More
importantly, it is unclear how to prove the satisfiability of unrolled non-uniform
circuits in an incremental fashion. Furthermore, although general, it is unclear
how to use Buffet’s approach to prove program executions on a stateful machine
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without producing a non-uniform circuit for each program. Having a separate
circuit for each program is undesirable in practice as it is not clear how in that
model one program can invoke another program (a la “composability”).

A work that follows Buffet, called vRAM [73], achieves Buffet-like costs for pro-
gram executions on vnTinyRAM [4], a RAM machine with a minimal instruction
set. In particular, during program execution, at the granularity of a processor
cycle, vRAM uses a “trimmed” version of the vn'TinyRAM universal circuit where
the trimmed version eliminates circuit elements corresponding to instructions
that were not invoked. Unfortunately, like Buffet, this approach is not incremen-
tal. Specifically, it requires proving that certain global invariants hold over the
entire trace of program execution (e.g., to prove that the trimmed version of the
circuit is correct), using randomized fingerprinting techniques. As with Buffet, it
is unclear how to prove these global invariants hold in an incremental fashion.
Furthermore, this approach reveals, for each program execution, the number
of invocations of each instruction supported by the machine to the verifier, so
vRAM’s approach does not ensure zero-knowledge.

MIRAGE [38] adapts vVRAM’s techniques in the context of Groth’s SNARK [34]
(VRAM uses a CMT-based argument [24]). Like vVRAM, MIRAGE still relies on
proving invariants over the entire execution trace via fingerprinting techniques,
making its techniques incompatible with incremental proof systems.

D Details of the zero-knowledge and succinctness layer

In this section, we formally construct and prove HyperNova’s zero-knowledge and
succinctness layer. Recall that our goal is to design a zero-knowledge argument
for the following relation.

. vk « NIVC.K(pp, (F1, . ... Fi, ),
Runive = {(PP7 (F1s-- 5 Fuy ), (45 20, 21), 1) NIVC.V(vk (Z-(Es ;)117) :f 2 }

D.1 Building blocks: randomizing and hiding folding schemes

We begin by defining randomizing folding schemes, a central building block for
our zero-knowledge layer. We then demonstrate that the Nova folding scheme
for relaxed R1CS features a stronger hiding property, which we will additionally
leverage in our construction.

Definition 28 (Randomizing). A multi-folding scheme (G,K,P,V) for

(R1,Ra2, compat, i, v) is randomizing if there exists a sampling algorithm samplez
for instance-witness pairs in Ry such that for any expected polynomial-time ad-
versary A given pp  G(A, N) and ((s1,2), (t1, W), (d2, W2)) < A(pp) such that
compat(sy,se) = 1, (pp,s1,u1,wW1) € R’f_l, and (pp, S2, U2, W2) € RY we have
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that

o~

$
{ (PP S1, U, W) | (u, w) < sampleRl(pp,sl)}
$
(urv U)r) « SampleRl (pp7 Sl)a
(_

(PP, s1,u,w) | (pk, vk) « K(pp, (s1,52)),
(u, w) = (P, V)((pk, vk), ((ur, ti1), i), ((wr, Wy ), w2))

Lemma 8 (Folding CCS is randomizing). Construction is randomizing.

Proof. We begin by describing a sampling algorithm for linearized committed
CCS.

sample; cccs(PP;S) = (U, w):

(1) Parse size bounds ¢, ¢, s’ € N from s.
(2) Parse matrices M, ..., M, from the LCCCS structure s.

(3) Randomly sample partial instance (u,x,r) € (F,F‘,F) and witness w &
25'71

(4) For i € [t], compute

vie > Mi(ry) - 2y)
y6{071}'§/

e~

where Z is an §’-variate multilinear polynomial such that z(z) = (w,u, x)(x)

for all z € {0,1}%".
(5) Sample 5 < F and compute C' <— Commit(pp, @, )
(6) Compute and output u « (C, (u,x,r,v1,...,v¢)) and w + (W, rg).

Now, consider a linearized committed CCS instance-witness pair (C, (u, x,7,v1, ..., vt))
and (w,rg) that is folded into an arbitrarily chosen instance-witness pair.

By Step [7] of the multi-folding scheme for CCS, we have that the folded linearized
committed CCS instance is computed by taking a random linear combination of
all incoming linearized CCS instances (and CCS instances reduced to linearized
CCS instances by the sum-check protocol). Thus, we have that the folded terms
C, u, and x are indistinguishable from random. Similarly, we have that the folded
witness w is indistinguishable from random. Moreover, by construction of the sum-
check protocol, we have the updated random value 7 is also indistinguishable from
random. Finally, we have that the terms v; for j € [t] are completely determined
by the prior values. Therefore, we have that the folded instance-witness pair is
indistinguishable from one sampled randomly. O
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Construction 4 (A folding scheme for committed relaxed R1CS [43]).
Consider a finite field F and a succinct, hiding, and homomorphic commitment
scheme Commit over F. We define the generator and the encoder as follows.

e G(1*,(m,n, ¢ € N)) — pp: output commitment parameters ppy, and ppy for
vectors of size m and m — ¢ — 1 respectively.

e K(pp, (A, B,C)) — (pk,vk): output pk < (pp, (A, B,C)) and vk + L.

The verifier V takes two committed relaxed R1CS instances (Eq,uy, W1,x;) and
(Ea,u2, Wa,%2). The prover P, in addition to the two instances, takes witnesses to
both instances, (E1,7g,, W1, rw,) and (E2,7m,, Wa, rw, ). Let Z1 = (Wy,x1,u1)
and Zs = (Wa, xa,us). The prover and the verifier proceed as follows.

1. P: Send T := Commit(ppg, T, rr), where rp & Fand

T:AZ10B22+AZ203217U1'CZQ*UQ'OZL

2. V: Sample and send a challenge r &

3. V,P: Output the folded instance (E,u, W,x), where

E «E +r- T 412 E,
U < uy +1r-u
W(—W1+T-W2

X X1 +7-Xo

4. P: Output the folded witness (E,rg, W, ry ), where

E (—El +7"T —|—T2-E2
rg < rg, +r-TT +’I"2'TE2
W(—Wl +7"'W2

W A Tw, T T Tw,
Construction 5 (Sampling randomized relaxed R1CS). We now provide
an algorithm to sample a randomized relaxed R1CS instance-witness pairs.

samplegg;cs (PP, s) — (u, w):

1. Parse s as matrices (4, B, C).

2. Sample a random (W,x,u, g, rw);

3. Compute E + AZ o BZ —u-CZ, where Z = (W, x,u);
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4. Compute (E, W) < (Commit(pp, E,rg), Commit(pp, W, 7w )), where g and
rw are sampled randomly; and

5. Output the instance (E,u, W,x) and witness (E, 7z, W, rw).

Lemma 9 (Folding R1CS is hiding). Consider the folding scheme (G, K, P, V)
for relazed R1CS from Construction[f} Then, for any honest-but-curious deter-
ministic V*, there exists an EPT simulator S such that for all PPT adversary
A for pp «+ G(1*,N), (s,u1,wy) « A(pp) such that (pp,s,u;,w;) € Rrrics, and
(pk, vk) <= K(pp; s)

{ (Stg,Wg)

)

{ (StQ,Wg) | (St2,W2) — S(pp, S, Ul) } .

(urbs Wib) € sampleggcs (PP,S)
(5t27 W2> — <P7 V*>((pka Vk), (u17 Urb)7 <W17 Wrb))

where sty represents the (arbitrary) output of V*.

Proof. Consider an honest-but-curious PPT adversary V*. To prove hiding, we
construct an EPT simulator S that simulates the joint distribution of the verifier’s
output and the prover’s output witness as follows.

S(pp, (A, B,C), (E,u,W,x)) = (E o', W ,X), (E',rg/, W ,ry), 7):

—/

1. Sample the folded instance-witness pair ((E/, u W X)), (B re, Wrw)).
2. Sample the verifier’s challenge r &

3. Sample a uniformly random 7.

4. Solve for the prover’s first message Upjind = (Eblind Ublinds W blind Xblind ):

Eblind —r2. (E/ —-r T—W)

® Upjind < 71+ (U — )
° Wblind L. (W/ —W)
® Xplind 771 (X' —x)

5. Run the verifier V* on input vk, and instances (E, u, W,x) and (Epjind; Ublind, W blind, Xblind ) -
Let st’ be the output of V*. Instantiate the verifier randomness to r and send
the first message 7.

6. Output st’ and (E',rg, W', ry)

We now argue that the simulator (i.e. the ideal setting) produces an output that
is indistinguishable from the prover and the verifier output (i.e. the real setting).
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Indeed, consider an arbitrary adversary A. Suppose that

pp < G(1*,N)
((A,B,C), (E,u,W,x),(E,rg, W,rw)) + A(pp)
(pk, vk) < K(pp, (4, B,C))

In both the real and ideal settings, because the verifier V* interacts honestly with
the prover, the challenge r sampled by V* in the real setting is indistinguishable
from the challenge r sampled by S in the ideal setting.

Moreover, in both the real and ideal settings, T is a hiding commitment, so T is
indistinguishable in the real and ideal settings.

In the real setting, (Eb“nd,ub“nd,Wb“nd,xbnnd) is randomly sampled from the
blinding distribution. And, in the ideal setting, (Eblinmublind7Wblind7Xblind) is
indistinguishable from random as it is computed from the randomly sampled
(E/, u/ 7W/7x' ), T, and r. So, they are indistinguishable.

In the honest setting, by construction, we have that
W' W + 1 Whiind

X' = X+ 7 Xplind
w —u+ 7 Upjing

Because Whiind, Xplind; and upjing are uniformly random, we have that W’, x’, and
u’ are uniformly random. Moreover, 7 and 7, are computed as follows.

/ 2
rp<TrE+rorr+rT TR

/
TW S TW T 7 TWiing
By the same argument as above, we have that r%; and r{;, are uniformly random.

Then, we have that E’, E/, and W are completely determined by the prior values.
Therefore, because W', x/, v/, rf; and r{;, are also randomly sampled in the ideal

setting, we have that the folded instance (E/, u’ ,W/,x’ ) and the corresponding
witness (E',rg, W', ry-) are indistinguishable in the real and ideal settings.

This implies that the view of the verifier V* is indistinguishable in both the real
and ideal setting. Therefore, the output st’ is indistinguishable in both the real
and ideal setting.

Putting everything together, we have that the simulator’s output is indistinguish-
able from that of the interaction between an honest prover and V*. O

D.2 Core construction

We now formally define a zero-knowledge argument for Rynivc.
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Construction 6 (A zero-knowledge argument for Rync). We construct
a zero-knowledge argument of a valid HyperNova proof. Let NIFS be the non-
interactive multi-folding scheme underlying HyperNova for (R1, Ro, compat, v, 1)
that satisfies randomization and where R is a committed relation with respect
to a hiding commitment scheme. Let sampler, be the corresponding sampling
algorithm for NIFS guaranteed by the randomization property. Let sampleggics
be the sampling algorithm corresponding to relaxed R1CS (Construction . Let
NovaFS be the zero-knowledge non-interactive folding scheme for relaxed R1CS.

We first construct a blinding circuit blind that takes as input the non-interactive
folding scheme’s verifier key vkyirs, the NIVC statement (4, 29, 2;), and as non-
deterministic input a list of running instances U, an instance u, an index pc, a
folding proof 7 for u, random instances U,, and the corresponding folding proofs
(71, ...,m¢). It outputs an updated list of running instances U’.

blind((vknies, (4, 20, 2:)); (U, u, pc, ), Uy, (71, ..., ™)) — U

1. Parse u as (C,u’), i.e., the part that commits to the witness and the remainder.
2. Check that u’ = encjns (hash(vknirs, ¢, 20, 2, U, pc)).

3. Check that 1 < pc < /.

4. Fold in the fresh instance: U[pc] < NIFS.V(vknies[pc], U[pc], u, 7).

5. For j € [f], compute U'[j] + NIFS.V(vkuies[s], ULjl, Urljl, )

6. Output U’.

We define a zero-knowledge argument of knowledge (G, K, P, V) as follows.
G(1* N) — pp:
1. Output (PPNive, PPNovars) < (NIFS.G(1*, N), NovaFS.G(1*, N)).
K(pp, (¢, (F1, ..., Fr))) = (pk, vk):
. Compute (pkyrs, Vknirs) <— NIFS.KC(ppies, (@, (F1, - -, Fr))).

1
2. Compute Spjing — encs(blind).

3. Compute (pkyovarss VKNovars) < NovaFS.K(pppovarss Sblind)
4. Compute and output

vk < (pp, (PkyiEs, VKNIFS); (PKNovaFss VKNovaFs))
pk < vk

P(pk, (%, z0, z;), II):
1. If = 0: Output L.
2. Parse IT as ((U,W), (u,w), pc).
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10.

11.

Update (Ulpc], W[pd], ) < NIFS.P (pkyes[pc], (Ulpc], W[pd]), (u, w))

Sample ¢ randomized running instance-witness pairs (U,, W,) in R; with
respect to the structures corresponding to FY,..., F}.

For j € [¢], compute
(U/[jLW/U])’ Ty — NlFS‘P(pkNIFSU]7 (U[j], Ur[j])7 (W[J]vwr[]]))

Compute a relaxed R1CS instance-witness pair corresponding to the execution
of blind

partial partial

(upir ", whir ) <= enc(blind, ((vknies, (4, 20, 2i)), U’), (vknirs, (i, 20, zi), (U, u, pc, ), Uy, (1, . . -

Sample randomness r and let Wyjing (wgﬁ:ﬂal,r) compute the committed

instance

. i l
Uplind <— (Commit(pp, Whiind), Ugﬁ:clia )

Sample a randomized committed relaxed R1CS instance-witness pair (U, Wrb)
with respect to the structure corresponding to blind.

Send upjing and u,p, to the verifier.

Interactively randomize the instance-witness pair corresponding to the execu-
tion of blind

(u{)Iinda Wi)lind) < NovaFS.P(pknovarss (Ublind, Whlind ) (Urb, Wib))-

Send (wy;,q, W') to the verifier.

V(vk, (1, 29, 2:)) — {0,1}:

AR

If i = 0: Output 1 if zg = z; and 0 otherwise.

Receive upjing and u,p from the prover.

Check that enci;:t(ub|ind) references vkyies and (4, 2o, 2;).
Parse U’ from encigslt(ub“nd).

Interactively randomize upjing:
Upjing <= NovaFS.V(vknovaFs, Ublind, Urb)
Receive (Wi,y, W) from the prover.
Check the randomized instance attests to the correct execution of blind

! /
(PP, Sblind Ublind» Whlind) € RRR1CS

where spjing is the structure corresponding to blind.
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8. For j € ¢, check that
(PP, sry, U], W[j]) € Ra

where sg is the structure corresponding to Fj’ .
J

D.3 Proof of properties

We now prove that Construction [6]is a zero-knowledge argument of knowledge.
In particular, we prove the following theorem.

Theorem 5 (A zero-knowledge argument for Rynivc). C’onstructz’on@ 18
an honest-verifier zero-knowledge argument of knowledge for Rynivc.-

The proof of Theorem [5| can be decomposed into the following lemmas. We sketch
the proof for completeness and knowledge soundness, and give a full proof for
honest-verifier zero-knowledge.

Lemma 10. Construction [f satisfies completeness and knowledge soundness.

Proof (Sketch). The completeness and knowledge soundness of Construction [6]
follows from the completeness and knowledge soundness of the underlying folding
schemes. In particular, the proof proceeds similarly to that of Theorem [4] which
also has the prover demonstrate the correct execution of the folding verifier,
by demonstrating the knowledge of a valid instance-witness pair for a circuit
containing the folding verifier (albeit recursively). U

Lemma 11 (Zero-Knowledge). Constmction@ satisfies honest-verifier zero-
knowledge.

Proof. To prove honest-verifier zero-knowledge, we must construct a simulator
(without access to the witness) that can produce a computationally equivalent
transcript to that of an honest prover and a verifier. At a high-level, we observe
that all running instances are randomized by blind and thus can be simulated.
The instance uping attesting to the execution of blind is itself randomized by
NovaFS, and thus the corresponding proof of valid randomization and randomized
witness can be simulated due to the hiding property of the Nova folding scheme.

Indeed, consider an honest-but-curious PPT adversary V*. We begin by con-
structing an honest-but-curious PPT adversary Vy,,.rs for the underlying Nova
folding scheme.

WViovars (VKNovaFs s Ublind Urb) — St

1. Compute
Upjing <= NovaFS.V(vknovaFs Ublind, Urb)

and record the transcript as mpjind-
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2. Output (vk, Uplind, Urb, Upjings Tblind) -
Given V7 .roid 1€t Snovars be the corresponding hiding simulator for NovaFS

guaranteed by Lemma [0} We construct the desired simulator as follows.

S(ppa (Fla .. '7Ffag0)7 (iszaZi)) — T

1. Compute the prover and verifier keys

(pka Vk) — /C(pp, (Fla . '7F£790))

2. Compute the structure corresponding to the blind circuit:

Sblind < €nCstr(blind).

3. Simulate the running instance-witness pairs (U’, W’) with respect to the
structures corresponding to FY,..., Fy:

(U'[7], W'[j]) < sampler (pp, encstr(F})).

4. Simulate a relaxed R1CS instance corresponding to the blinding step that
outputs the randomized running instances U’:

UEE:\tciial < encinst(((VkNlFS7 (ia 20, Zl))? U/))

5. Sample commitment randomness r and simulate the full instance:

Uplind < (Commit(pp, L, ), Ugﬂ:jﬁal)

6. Simulate the randomized instance-witness pair attesting to the correct execu-
tion of blind and the corresponding proof of correct randomization:

((Urm Uénnd, 7Tbnnd), Wf,und) <~ SNovaFS(ppa Sblind s Ublind)~

7. Run the V*(vk, (4, 20, 2;)) with randomness instantiated to the randomness
found in the verifier’'s message in Tpjind:

(a) Send (uplind, Urp) as the first message to V*.

(b) Send prover’s message in mpjing as the second message to V*.

(c) Send w4 and W’ as the third message to V*.

(d) Let stz be the output of V*.

8. Output sts.
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We now demonstrate that the simulated proof is computationally equivalent to
that of an honest interaction. Consider an arbitrary PPT adversary 4. Consider
public parameters pp < G(1*, N) and consider the following adversarially chosen
structure, instance, and witness pair:

((F1, ..., Fe, ), (i, 20, 2:), IT) < A(pp)

Counsider the prover and verifier keys (pk,vk) < NIVC.K(pp, (Fi,...,Fe, ).
Suppose that

NIVC.V(vk, (i, z0, 2;), IT) = 1.

Now, consider the following distribution, which represents the result of an honest
interaction.

(Ublind7 Urb) — P(pka (Za 20, Zi)a H)7
ot |75 V*(vk, (%, 20, #i), (Ublind; Urb))
T, (Whjings W) < P(r)

stg < V*(T', (Wyjings W'))

By construction, we have that P first randomly samples (uyu,w,,) and then
folds it into (Upjind, Whiind) to produce the randomized instance-witness pair
(Ufjings Whiing) and the corresponding interactive proof myjing = (r,7'). Moreover,
by construction of NovaFS, The terms uy, u{)“nd, Thlind, and w{)“nd are uncorre-
lated with U" and W’. Then, by the hiding property of the Nova folding scheme
(Lemma [9) and by the construction of V{,.rs, we have that Snovars can simu-
late ((Urb, Upjings Thlind)s Whying) With respect to the same verifier key vknovars and
instance uUpjing. Therefore, the prior distribution is computationally equivalent to
the following distribution.

uplind < P(pk, (4, 20, 2:), IT),

Sblind < encstr(blind),

(urba (Ta T)> Wi)lind) — SNovaFS(ppa Sblind uinnd)a
r < V*(Vk, (4, 20, 2i), (Uplind, Urb))

W« P(r)

sty < V*(T, (Wijing, W)

sto

Next, we have that ugﬁﬂa' is completely determined by vkyies, (4, 20, 2;), and U’.

Then, because upjing only additionally contains a hiding commitment, we have have
that it can be simulated by randomly sampling a commitment. Crucially, even
though upjing is no longer guaranteed to be satisfying, we have that Syovars cannot
distinguish this fact, and thus performs as if upjng is satisfying. In particular,
letting U’ be the result of parsing the internal state of P, we have that the
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following distribution is computationally equivalent to the former distribution.

U, <7 P(pk7 (Zv 20, Zi)7 H)a

e encins((vknies, (i, 0, 20)), U'))
Uplind — (Commit(pp, L, 7), up ),

Splind ¢~ encstr(blind),

(urb, (1, '), Wijing) 4= SNovaFs (PP; Sbiind; Ublind )
7 < V*(Vk, (7, 20, 2i), (Ublind, Urb))

W'« P(r)

sty < V*(T', (Whjing, W'))

sty

Moreover, by the randomization property of the underlying multi-folding scheme,
we have that (U, W’) produced by the prover is indistinguishable from one
an instance-witness pair sampled randomly. Therefore, we have that the prior
distribution is equivalent to the following distribution.

(U, W) sampled randomly,

ubfiner < encinse(((vknirs, (7, 20, 2)), U')),
Uplind < (Commit(pp7 J—> ’I"), UEIE!i':clial)a

Sto | Splind — encstr(blind),

(Urb, (7, 1), Whying) <= SNovaFs (PP, Sblind, Ublind) s
4= V*(vk, (4, 20, 2i), (Ublind, Urb) )

sto <= V*(T', (Wgjing: W'))

However, the above distribution precisely follows the construction of the simulator.
Therefore, we have that that the above distribution is computationally equivalent
to the following distribution.

{St2 |St2 <~ 8(pp? (Fl,...7F,g,(,0),(i,20,25i))}-

Thus, we have demonstrated that the output of the simulator is computationally
equivalent to that of an honest (but curious) interaction. O

D.4 Specializing the zero-knowledge layer for Nova’s IVC proofs

Suppose that we are interested in randomizing Nova’s IVC proof as opposed
to an NIVC proof, we can substantially simplify the zero-knowledge layer. In
particular, we can avoid the blind circuit as there is no need to hide pc in the
case of Nova’s IVC proofs. We now provide a sketch of this simplification.

The folding scheme used below is NovaFS (Construction , which provides the re-
quired hiding property (Lemma@. Given a Nova IVC proof IT = (U;, u;, W;, wy, 7;)
proving a statement (i, 2o, z;) with a verifier key of vk, the prover produces a
randomized IVC proof II’ with the following steps.

1. Fold the instance-witness pairs (U;, W;) with (u;, w;) to get a folded instance-
witness pair (Uy,Wy) and a folding proof, which is a commitment to a
cross-term, T
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2. Randomly sample a satisfying relaxed R1CS instance-witness pair (U,., W,.).

3. Fold the instance-witness pairs (Uy, Wy) with (U,,W,) to get a folded
instance-witness pair (U}, W!) and a folding proof, which is a commitment
to a cross-term, 7' .

4. Output the randomized IVC proof as IT" = (U;, u;, 74, U, T, T/,Wg).

Given a randomized Nova IVC proof IT' = (U;, us, 73, U,., T, T/,W;), for an IVC
statement (i, zo, z;) with a verifier key of vk, the verifier proceeds as follows.

1. If i = 0, check that zg = z;.
2. Otherwise:

e Check that u;.x = hash(vk, 1, 2q, z;, Uz, ;).
e Check that (u;.E,u;.u) = (ul .E,1).
e Fold the instance U; with u; using T to get a folded instance Uy.

e Fold the instance Uy with U, using T to get a folded instance Uj.
e Check that W} is a satisfying witness to Uj.

E Details of HyperNova over a cycle of elliptic curves

Let (G1,G2) denote a 2-cycle of elliptic curves, where each curve in the cycle can
be used as cryptographic group (i.e. the discrete logarithm problem is hard). Let
F, and I, respectively denote the scalar field and the base field of G;. Naturally,
F, and IF), respectively denote the scalar field and the base field of G.

Suppose Ricccs and Reccs are both defined over F, (i.e., the scalar field of
G1) and Rcrrics is defined over Fy (i.e., the scalar field of G2). We provide a
multi-folding scheme for

(R1 = Ricces X Rerrics; R2 = Reces, compat, =1, = 1)

where the compat predicate is defined below.

Overview. Our goal is to modify the folding scheme for CCS (Construction
such that it can be efficiently instantiated on a cycle of elliptic curves. For
simplicity, we describe and prove the case of y = v = 1. However, both the
construction and proofs naturally generalize to the case of arbitrary values of p
and v. In particular, the generalized version simply uses additional powers of a
random challenge when combining claims (as in Construction .

Suppose that the prover and the verifier are given as input a tuple consisting of
a linearized committed CCS instance and a committed relaxed R1CS instance
(ULcees, Ucrrics), and a committed CCS instance ucccs. The prover additionally
takes as input witnesses (Wicccs, Werrics) and weecs.

The original folding scheme verifier folds the committed CCS instance ucccs into
the the linearized committed CCS instance Upcccs to produce a new linearized
committed CCS instance U cccs. Internally, this involves finite field and hash
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operations. In addition, it involves one scalar multiplication and point addition.
In particular, provided commitment C1 in the linearized committed CCS instance
ULcces and commitment Cs in the committed CCS instance ucccs, the HyperNova
verifier, picks a random challenge p, and computes in Step

C'« Ci+p-Ch

Unfortunately, this computation makes it inefficient to represent the original
verifier over the same curve that represents the computations that it verifies. To
address this, we modify the original verifier to take the resulting value C’ as
non-deterministic advice. Of course, this advice must be verified.

To do so, the prover generates a relaxed R1CS instance that represents the
random linear combination during the original folding protocol. In more detail,
let sec = (A, B, C) denote a committed relaxed R1CS structure defined over Fy,.
Its public IO consists of (p, Cy,Ca,C"), where p € Fp,,Cy € G1,C5 € G1,C" € Gy.
This constraint system enforces that C/ = Cy + p - C, where + is the elliptic
curve point addition and - is the elliptic curve scalar multiplication operation in
G;. Since Fy is the base field of Gy, sec computes the required point addition
and scalar multiplication operations “natively” with a concise set of constraints
(i.e., without the “wrong field” arithmetic).

We modify the original verifier to read the inputs and outputs of this relaxed
R1CS instance (rather than computing the random linear combination itself).
Instead of directly checking this instance, it is folded into a running relaxed
R1CS instance using the folding scheme underlying Nova [43]. Note that this
auxiliary computation is represented on the second curve in the cycle. Thus, the
Nova verifier can be natively represented over the first curve alongside the rest
of the original verifier.

Putting everything together, we achieve a folding scheme that takes a committed
CCS instance and folds it into a linearized CCS instance and a relaxed R1CS
instance to produce a new linearized CCS instance and a relaxed R1CS instance.

Construction 7 (A multi-folding scheme for CCS over cycles). We con-
struct a multi-folding scheme for (R1 = Riccecs X Rerrics, Re = Reccs, compat,
1,v = 1), where compat is defined as follows.

compat(sy, se) — {true, false}

1. Parse s1 as (sLcccs, SRR1CS)
2. Check that s cccs = so and Sgrics = SEC

Let PC = (Gen, Commit, Open, Eval) denote an additively-homomorphic poly-
nomial commitment scheme for multilinear polynomials over F,. Let VC =
(Gen, Commit, Open) denote an additively-homomorphic commitment scheme
with succinct commitments for vectors over F,.
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We define the generator and the encoder as follows.

G(1*, (m,N,{,t,q,d € N)) — pp:

1. Letn=2-(£+1)
2. pppc < PC.Gen(1*,logn — 1)

3. ppyc < VC.Gen(1?*, [sec|), where |sgc| is the maximum among the number of
constraints or the number of witness variables in sgc.

4. ()utput (mv n, N7 gv t,q, d7 ‘SEC|» PPpc; ppVC)

/C(pp, (([Mla .- .,Z\Z], [Sl’ .- '7Sq}7 [61, .- "Cq])), (A7B7C)) — (pk,vk):

1. pk < (pp, (IMy, ..., My),[S1, ., Sq, [e1s- - - ¢q))), (A, B, C))
2. vk + |
3. Output (pk, vk)

The verifier V takes a tuple consisting of a linearized committed CCS instance
and a committed relaxed R1CS instance (Uicccs, Ucrrics), where Uicces =
(C1,u,X1, 74,01, . ..,v;) and Ucgrrics = (E1,u1, W1, 1), and a committed CCS
instance ucccs = (Ca,x2). The prover P, in addition to these instances, takes
witnesses to all instances, W cccs = w1, Werrics = (E1, W1), and weees = wa.

—_~—

Let s =logm and s’ =logn. Let z1 = (w1, u,x;) and 22 = (wa, 1, x2).

The prover and the verifier proceed as follows.
1. V= P: V samples v & Fp, 5 & 7, and sends them to P.
2. V: Sample 1, & F;.
3. V < P: Run the sum-check protocol ¢ < (P, V(r})) (g, 8, d+ 1,370 147 - v)),

where:

g@) = 34 L) | +7*1 Q(x)
JE[t]

Li(z) = éq(ra,2) - | > Mj(x,y)-Z(y)
ye{0,1}’

Q) =ca(Ba)- | doe [T | D2 Mi(ww) %)

J€Si \ye{0,1}’
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4. P —=V: ((01,...,0¢),(01,...,0:)), where for all i € [t]:

oi= Y. M(rh.y) F(y)
y€{071}3,
b; = Z M;(r!,,y) - Z2(y)

ye{0,1}+

5. V: Compute ey < eq(ry, ) and ey < eq(f5,r)), and check that

q
c= Z'yj-el-aj+7t+l~62~ Zci~H9j
J€lt] i=1

JES:

6. V — P: V samples p & F, and sends it to P.

7. P — V: P computes a committed relaxed R1CS instance ucrrics = (Fa, u2, Wa, 2)
with structure sgc and witness werrics = (E2, Wa) to compute the quantity
C1 + p - Oy, such that the following hold: (1) ug = 1, (2) E; = 0, and (3)
x9 = (p,Cy,Co,C") for some C’ € Gy. P then sends ucgrics to V.

8. V: Check that Eo =0, us = 1, and x5 = (p, C1, C2, C") for some C' € G;.
9. P — V:Send T = VC.Commit(ppyc, T), where T = AZ 0 BZy+ AZy0 BZ; —
uy - CZy —ug - CZy, Zy = (Wh,x1,u1), and Zy = (Wa, 22, ug).
10. V' — P: V samples p* & F, and sends it to P.
11. V,P: Output the folded linearized committed CCS instance (C',v', X', 7., v}, ..., v})

and the folded committed relaxed R1CS instance (E*, u*,W*, x*), where for
all i € [t]:
!/

U —u Fp-1

X 4= X1 +p-rXe

¥ —x1 +p" a0
12. P: Output the folded witnesses W cccs = W' <+ w1 + p - W and Wcrrics =
(E*,W*), where E* < Ey + p* - T and W* < W; + p* - Wh.

We recall Theorem [] below. We prove correctness in Appendix [H.4]
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Theorem 6 (A multi-folding scheme for CCS over cycles). Construc-
tionm is a public-coin multi-folding scheme for (R1 = Ricccs X Rcrrics, R =
Recccs, compat, u = 1, v = 1). with perfect completeness and knowledge soundness.

Assumption 2 (Non-interactivity). There exists a non-interactive multi-
folding scheme for (Ricccs X Rerrics, Reccs, 1, 1) in the plain model.

Justification. By applying the Fiat-Shamir transformation (Construction [3)) to
the multi-folding scheme in Construction [7} we obtain a non-interactive multi-
folding scheme for (Ricccs X Rerrics, Reccs, 1, 1) in the random oracle model. By
instantiating the random oracle with an appropriate cryptographic hash function,
we heuristically obtain a non-interactive multi-folding scheme for (Ricccs X
Rcrrics, Reecs, 1, 1) in the plain model. O

Given the above multi-folding scheme, we prove that it is IVC-compatible.

Lemma 12 (IVC-compatibility). The non-interactive multi-folding scheme
for (Ricces X Rerrics, Recees, 1,1) (Construction @ Assumption @) is 1VC-
compatible.

Proof (Intuition). NP-completeness, partial functions, and monotonicity for Rccs,
the underlying relation of Rcccs, holds by Lemma [3] To show the default in-
stances property, we must show that Ricccs and Rcrrics both have default
instances. The former requirement holds by Lemma 3] and the latter requirement
holds due to Kothapalli et al. [43]. O

We recall Theorem Pl below.

Theorem 7 (HyperNova over cycles). Given the multi-folding scheme in
Construction [7 instantiated with the Pedersen commitment scheme, Construc-
tion@ produces an IVC scheme such that for step functions F; for j € [{] that
can be expressed in CCS with m; constraints of degree d and g; monomials, n;
witness variables, t; CCS matrices, and N; non-zero entries in CCS matrices,
and control function ¢ that can be expressed in CCS with m constraints of degree
d and q, monomials, n, witness variables, t, CCS matrices, and N, non-zero
entries in the CCS matrices, the efficiency characteristics are as follows.

e The NIVC prover time for each step is a single MSM of size O(n, + n;) and
O((Ny + Nj) + (ty +t5) - (my +mj) + (¢, + q;) - (my +my) - d-log® d) finite
field operations

e The size of the verifier circuit is o(|p| +2- G+ (d-logm;) - F+logm; - Rg +
2-Hgy, +2-M) on the first curve and G on the second curve in a cycle of
elliptic curves
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where G is the number of constraints required to encode a group scalar multi-
plication natively (i.e., without field emulation), H is the number of constraints
required to encode a hash function, F is the number of constraints to encode field
operations, R is the number of constraints to encode a cryptographic hash function
used for randomness, and M is the number of constraints to encode to memory
read/write over a memory of size O(L).

Proof (Intuition). This follows from [43, Lemma 4] and Theorem O

F nlookup: A lookup argument for HyperNova

This section describes a lookup argument, which we refer to as nlookup, that is
suitable for use in recursive arguments such as Nova, HyperNova, and others.

Suppose that there is a table T of size n. Now consider m variables vy, ..., v,, in
a CCS instance and we wish to enforce that those values are contained in 7.

A classic approach is to store T as a Merkle tree for which the circuit gets as
public input a commitment. Then to prove that a certain value is in T', the prover
could supply as non-deterministic advice to the circuit a Merkle proof of inclusion,
and the circuit verifies the Merkle proof of inclusion. This unfortunately requires
O(m -logn) hash evaluations inside the circuit, which is prohibitive. Plookup [29]
provides an approach where the number of constraints is O(max(m, n)), which
is acceptable when m ~ n. It is unsuitable in the context of recursive SNARKSs
such as Nova where a particular recursive step may perform m << n lookup
operations. A recent flurry of works (e.g., see cq [26] for the latest in this line of
work) consider the case where m << n, but it is unclear how to adapt them to
the setting of recursive SNARKSs without incurring high recursion overheads.

We provide a conceptually simple and yet efficient lookup argument, that we
refer to as nlookup. For m lookups on a table of size n entries, nlookup requires
O(mlogn) multiplications and O(logn) hash operations inside a circuit (with
small constants) and the prover performs O(n) finite field operations. In partic-
ular, the prover does not commit to any additional polynomials. This lookup
argument is not suitable for accelerating bitwise operations in the circuit model of
computation, but it is a perfect tool for expressing finite state machines efficiently
with Nova and HyperNova (e.g., see [63, §2.4]).

nlookup in a nutshell. Without loss of generality, assume that n = 2¢. We
can view T as a function from {0,1}* — F. Furthermore, let 7' denote the
unique multilinear extension of the function T'. In other words, Tisa multilinear
polynomial in ¢ variables where the entries in the table are evaluations of T'
over the Boolean hypercube {0,1}¢. To prove m lookup operations, the prover
specifies m evaluation points qi, ..., g, over the Boolean hypercube such that

T(q;) = v; for all ¢ € [m]. This requires O(mlogn) Booleanity checks in the
circuit to ensure that ¢; € {0,1}¢ for all i € [m].
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We now devise a multi-folding scheme where the prover and the verifier fold the
task of checking the correctness of m lookup operations into task of checking
an evaluation of T" at a single point in its domain. Furthermore, in our context,
the circuit maintains a running claim about an evaluation of T and the folding
scheme folds incoming lookup claims into this running claim.

Suppose that the running claim is f(q,) L v, for some ¢, € F°¢™ and v, € F.
At initialization, g, can be arbitrary and v, < T(g,). Now, the folding scheme
reduces the following claim to an evaluation of T, where p € I is picked by the
verifier at random.

vr + P =
i={1,...,m}
Z BNQ<QMJ)T(.7)+ Z Pi' Z eAZ](ql,j)T(])
j€{0,1}lesn i={1,...,m} je{0,1}logn

The folding scheme applies the sum-check protocol and outputs a new claim

about T(q") L vl.. The prover’s work in the folding scheme is O(n) finite field
operations. The verifier’s work in the non-interactive folding scheme is O(logn)
hash and field operations. Furthermore, at the end of the sum-check protocol (i.e.,
inside the folding scheme), the verifier computes evaluations of m égq polynomials
at a random point, this takes O(m - logn) multiplications.

F.1 Details and security proofs

Definition 29 (Polynomial Evaluation Relation). We define the polynomial
evaluation relation Ryoly as follows. Let the public parameters consist of size
parameter £ € N. An Rpyoly structure consists of T, a multilinear polynomial in £
variables. An Rpoly instance is (r,v) € (F*,F) where r is an evaluation point and
v is a claimed evaluation. An Rpoy witness is L. We define Rpoly as follows.

T(r)=wv

Rpoly = {((f,f),(’r’v)?L) lie N, T € Fl[Xl,...,XgL(r’U) c (FE,F) }

Definition 30 (Lookup Relation). We define the lookup relation Risokup aS
follows. Let the public parameters consist of size parameter £ € N. For vector
T € F™ (where n = 25), an Riookup Structure consists of the corresponding
multilinear extension in { variables, T. An Ricokup instance consists of value
v € F. An Ricokup Witness consists of index q¢ € {0,1}*. We define Riookup a5
follows.

T(q) =

~ (eN,T e F[Xy,...,X,],v €F,qe {0,1}
RlOOkUP:{((E,T)a,UaQ) [ ! Z]U 1 { }}

We now provide a multi-folding between two relations, a polynomial evaluation
instance and a collection of lookup instances.
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Construction 8 (A multi-folding scheme for lookup instances). We
construct a multi-folding scheme for (Rpoly, Ricokup, cOMpat, 1t = 1, v) for arbitrary
veN.

compat(sy,s2) — {true,false}

1. If sy = so, then return true, otherwise, return false.
We define the generator and the encoder as follows.
e G(1N,N) — pp:
1. Sample size bound ¢ € N.
2. Output pp = 4.

o K(pp=1(,T € F'[X1,...,Xs]) = (pk,vk): Output (pk,vk) = ((pp,T), pp).

The prover takes as input pk = (pp = ¢, T) and the verifier take as input
vk = pp = £. The verifier V takes a polynomial evaluation instance (g, v,) and a
vector of lookup instances (v1, ..., v,,) The prover P, in addition to the instances,
takes witnesses to the lookup instances (g1, ..., Gm)-

The prover and the verifier proceed as follows.
1. P=V:(q1,---,Gm)-
2. V: Check that for all i € [m], ¢; € {0, 1}*.

3.V = P: V samples p & F and send it to P.
4. V: Sample ¢ &ops,

5.V ¢ P: Run the sum-check protocol ¢ < (P, V(q;.))(9, 4,2, vr 232, c ) plv),
where:

9(x) = éq(gr,x) - T(x)+ Y p'-éalgi ) - T(x)

1€[m]

6. P — V: v, where v, = T(q.).

~

. V: Compute e « éq(qr,q.) and e; < €q(q;, q.) for all 7 € [m]. Abort if

c#e-v + Zpi-ei-vi.

i€[m]

8. V,P: Output the folded polynomial evaluation instance (g, v}.).

Theorem 8 (nlookup). Construction@ is a public-coin multi-folding scheme
for (Rpoly; Riookup, compat, u = 1,v) for arbitrary v € N.
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Proof (Intuition). Completeness and knowledge soundness holds by the com-
pleteness and soundness of the sumcheck protocol. We provide a formal proof in

Appendix O

G Building HyperNova with a black-box use of Nova

We design a step circuit for Nova that runs the verifier’s logic in any IVC-
compatible non-interactive multi-folding scheme. The step circuit is encoded with
RI1CS (a popular NP-complete constraint system [31]) and proven incrementally
with Nova, but the step circuit is only in charge of running the verifier of the non-
interactive multi-folding scheme, in addition to simple bookkeeping. As a result,
this provides an IVC scheme, where each step of the incremental computation is
expressed with any NP-complete language that has an IVC-compatible multi-
folding scheme. Furthermore, we achieve this with a black box use of an IVC
scheme for R1CS.

In Nova, each step circuit takes as input the output of the previous step and
produces the output for the current step. In HyperNova, besides the application’s
10, we augment them with the latest running instance. At each recursive step,
the step circuit gets as non-deterministic input a purported instance u in Rcccs
and 7, where 7 is the prover’s output in the non-interactive multi-folding scheme.
The step circuit checks that the public input of u matches the application’s input
provided to the step circuit. If so, it runs the verifier of the non-interactive folding
scheme on (vk, U, u, ), where vk is the verifier’s key and U is the latest running
instance passed from the prior step. It then provides uses the public output of u
and the output of the folding scheme verifier to construct the step’s output.

Construction 9 (A step circuit for Nova). Let NIFS be an IVC-compatible
non-interactive multi-folding scheme for (R1,R2,1,1). Let IVC denote the Nova’s
IVC scheme for functions expressed as R1CS constraints.

We first define a non-deterministic polynomial-time function step, represented as
an R1CS structure, that iteratively folds instances expressed in Rcecs.-

step(vk, U, 255 (u,m)) = (vk,U;11, 2i41)

1. Parse (in,out) < enc; . (u’), where u’ represents the portion of u that does

not, contain commitments to the witness.
2. Check that in = z;
3. Compute U;11 < NIFS.V(vk, U;, u, m)
4. Output (vk,U;y1,out)

Given F', we define the corresponding IVC scheme (G, IC, P, V), which uses Nova
in a black-box manner.

G(1*, N) — pp: Output (NIFS.G(1*, N), IVC.G(1*, N))
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K((ppnis; PPive), F) — (pk, vk):

1. Compute (s1,s2) + ence (F)

2. Compute (pkpirs, vknirs) <— NIFS.K(ppyirs, S1,S2)
3. Compute (pkpc, vkive) < IVC.K(pppc, step)

4. Output (Pka Vk) — ((F7 PkniFs, VKNIFS, Pk|vc)7 (step, PPNIFs» VKNIFS, Vklvc))~
P(Pk, (Za 20, Zi)a Wi, Hz) — Hi+1:

1. Parse II; as (II],U;,W;)
Let z;41 < F(z,w;) and compute (u;, w;) < enc(F, (zi, zi+1),w;).
Compute (U; 1, W;11,mi41) < NIFS.P(pknies, (Ui, W,), (ui, w;))

Compute 11} <+ IVC.P(pkyyc, i, (VkniFs, UL, 20), (Vknirs, Ui, 2i), (ui, miq1), 1T7)

AT A

Output IT; 41 = (II{ 1,Us41, Wiy1)
V(vk, (i, 20, 2;), I1;) = {0,1}:

1. Parse I; as (11}, U;, W,).
2. Check that |VC.V(Vk|Vc, 7, (VkN|F5, uj, Zo), (VkN”:S7 u,, Zi), Hz/) =1
3. Check that (ppyes, step, Ui, W;) € Ricces

Theorem 9 (A simple construction for IVC). C’onstruction@ is an IVC
scheme.

H Deferred Proofs
H.1 Proof of Theorem [l (A multi-folding scheme for CCS)

Lemma 13 (Perfect Completeness). C’onstruction satisfies perfect com-
pleteness.

Proof. Consider the public parameters pp = (m,n, N, /,t,q,d, pppc) < G(1*, N)
and let s = logm and s’ = logn.

Consider arbitrary structures (s1,s2), where compat(sy,se) = true

S1 = S2 = (Ml, cee ;Mt)v (Slv sy Sq)a (Clv s acq) < A(pp)
Consider the prover and verifier keys (pk, vk) <= K(pp, (s1,52)). Suppose that the
prover and the verifier are provided p linearized committed CCS instances u; and

v committed CCS instances Us. Suppose that the prover additionally is provided
with the corresponding satisfying witnesses w; and wo.
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e~

As in the construction, let s = logm and s = logn. Let z1 = (w,u,x), where

w = Lrw, u = Ly.¢u, and x = Li.¢.x. Similarly, let z5 , = (w,1,x), where
w = Cr.w and x = Cg.0.x.

Because the input linearized committed CCS instance-witness pairs are satisfying,
we have for all j € [t] and k € [u]

Ujk = Z J\A/-fj(rmy) Z1k(y) By precondition.
ye{0,1}

S @rea) | Y. Mj(ey) Ziuly) | By Lemma[f

z€{0,1}# ye{0,1}%’

Z L; x(z) By construction.
xe{0,1}*

Moreover, because the input committed CCS instance-witness pairs are satisfying,
for all k € [v], we have, for all z € {0,1}® that

0:202»- H Z %(f,y)'gz,k(y)

J€S: \ye{o,1}’

Therefore, for all k € [v], we have that the polynomial in variables ¢

Z évq(t,z)'2q~H Z ]/\Zj(l'yy)'glk(y)

z€{0,1}* i=1 JES; ye{O,l}S'

must be the zero polynomial. Therefore, for 5 sampled by the verifier, we have
that for all k € [v]

0= Z é?](B,x)~Zci~H Z ]\Z(w,y)zzk(y)

z€{0,1}¢ i=1 JESi \ye{0,1}¢
- Z Qi (2) By construction.

z€{0,1}#

Therefore, for v sampled by the verifier, by linearity, we have that

ST kUL L b > Do A L) |+ [ DD M Qi)

JEt],kE[1] ze{0,1}s JE[t],kE[1] kev]

> gl

z€{0,1}*
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Therefore, by the perfect completeness of the sum-check protocol, we have for
€1 = Eq(T’x, 3:) € = EQ(ﬁa 3:)

Ojk = Z Z\Afj(r;,y) Z1k(Y)s
ye{0,1}+’
for j € [t] and k € [p], and
O = > M;(ri,y) - Zax(y)
yE{O,l}SI

J € [t] and k € [v] that

c=g(r,)
_ Z (k 1)-t+j Lg,k(r/) + Z ,}/u.t-',-k . Qk(T;)
JE[t],kE[n] kelv]
= ST e |+ Do e > e [] O
JE[t], k€[] kev] 1€[q] JES;

This implies that the verifier will not abort.

Now, consider the following linearized committed CCS instances obtained by
reducing input committed CCS instances (for all k € [v]):

(Ck'¢-cv 1vck-¢ X, T a:vel ky«e-> Gt,k)'

By the precondition that committed CCS instance-witness pairs are satisfying
and by the definition of (61, ..., 0 &) for all k € [v], we have that kth linearized
committed CCS instance is satisfied by the witness of the kth committed CCS
instances i.e., Cg.w.

Therefore, for a random p sampled by the verifier, and for

C“Zke[up £k¢c+2k P”HC Cr.9.C

U e P Lredu + Dy P

X 4= D pepu A7 L X + Yy T Crdx

Vi ke POk ke AT Ok
we have that the output linearized CCS instance

(Cyuy X, 70,01, o, 0g)

PR

is satisfied by the witness w + Zke[#] Pk Lpaw+ Zke[v] p*tE . Cp.w by linearity
and the additive homomorphism property of the polynomial commitment scheme.
O
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Some of our probabilistic analysis below is adapted from the proof of forking
lemma for folding schemes [43], which itself builds on the proof of the forking
lemma for interactive arguments [11].

Lemma 14 (Knowledge Soundness). Construction |1| satisfies knowledge
soundness.

Proof. Consider an adversary A that adaptively picks the structure and instances,
and a malicious prover P* that succeeds with probability e. Let pp < G(1*, N).
Suppose on input pp and random tape r, the adversary A picks structures
satisfying compat

S=51 :SQ:([Mlﬂ"'aMt]v[Sla"'vsqh[cla"' 7Cq])a

1 linearized committed CCS instances, v committed CCS instances, and some
auxiliary state st. We now construct an expected-polynomial time extractor £
that succeeds with probability € — negl()\) in obtaining satisfying witnesses for
the original instances.

E(pp, r):
1. Obtain the output tuple from A:

((s1,52), (U1, U2),st) < A(pp,r).

2. Compute (pk,vk) < K(pp, (s1,52)).

3. Run the interaction
(), wt) = (P, V)((pk, vk), iy, 2, st)
once with the final verifier challenge p(!) &F

4. Abort if (pp,s,u™,wM) & Ry cccs.

5. For i € {2,...,u+ v}, rewind the interaction
(uD, WD) (P, V) ((pk, vk), Ty, g, st)

with a different verifier’s final challenge p(*) & F while maintaining the same
prior randomness. Keep doing so until (pp,s, u(i)7w(i)) € Ricces-

6. Interpolating points (p(?, w®) for all i € [u + v] retrieve u witnesses Wi =

(Wi,1,...,w1,,) and v witnesses Wo = (Wa,1,...,Wa,) such that for i € [+ v/
w) = Z ok “W1 g+ Z ek “ W . (12)
kelu) =m

7. Output (Wy,Ws).
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We first demonstrate that the extractor £ runs in expected polynomial time.
Observe that £ runs the interaction once, and if it does not abort, keeps rerunning
the interaction until P* succeeds. Thus, the expected number of times £ runs
the interaction is

w+v—1 w+v—1

1 + Pr[First call to (P*,V) succeeds] - Pr(P*.V) succeeds) =1+e¢

= u+u.

Therefore, we have that the extractor runs in expected polynomial-time.

We now analyze E’s success probability. We must demonstrate that £ succeeds
in producing w; and ws such that

(PP, s, U1, W1) € Ricces and  (pp,s, Uz, W2) € Reccs
with probability € — negl()).

To do so, we first show that the extractor successfully produces some output
(i.e., does not abort) in under |F| rewinding steps with probability € — negl(\).
Note that |F| is a worst case bound and we have already established that the
extractor runs in expected polynomial time. By the malicious prover’s success
probability, we have that the extractor does not abort in step (4) with probability
€. Given that the extractor does not abort in step (4), by Markov’s inequality, we
have that the extractor rewinds more than |F| times with probability (px + v)/|F]|.
Thus, the probability that the extractor does not abort in step (4) and requires
less than |F| rewinds is (1 — (u 4 v)/|F]) - € = € — negl(A).

Next, if the extractor does not abort, we show that the extractor succeeds in
producing satisfying witnesses with probability 1 —negl()). This brings the overall
extractor success probability to € — negl(A).

Indeed, for i € {1,...,p + v}, let u® = (CO, u(i),x(i),rg),vy), e ,vt(i)). We
first show that the retrieved polynomials are valid openings to the corresponding
commitments in the instance. For ¢ € {1,..., u + v}, because w® is a satisfying
witness, by construction,

N . ; k .
Z p . Commit(pp, wy i) + Z p(l)lH_ - Commit(pp, wa k)
ke(p] kelv]

, Stk
= Commit(pp, ( Z P(Z)k “Wi k) + (Z ,O(l)wr “Wa k) By additive homomorphism.
kep] ke(v]

= Commit(pp,w(i)) By Equation .

=W Witness w(® is a satisfying opening.

N Ntk
= Z P upp.C + Z pO* ug.C
ke[u] ke(v]
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Interpolating, we have that for all ¢ € [u] and j € [v]

Commit(pp, w1 ;) = uy1,;.C (13)
Commit(pp,WQ,j) = U27j.0. (14)

Next, we must argue that w; and Wy satisfy the remainder of the instances i
and Us respectively under the structure s.

Indeed, consider {o; 1} (for all j € [¢] and k € [u]), and {6, } (for all j € [t] and
k € [v]) sent by the prover which by the extractor’s construction are identical
across all executions of the interaction. By the verifier’'s computation we have
that for ¢ € {1,...,u+ v} and all j € [f]

> (" m+Z POV = oY (15)

kelu]

Now, because w(¥ is a satisfying witness, for i € {1,..., u+ v} we have for all
J € [t] that

o= N Myl y) - E0(y),

ye{0,1}*

where 2 = (w®,u® x®) where w® is the result of interpreting w*) as a
multilinear polynomial.

However, by Equations and (15), for i € {1,...,u+ v} and j € [¢], this
implies that

S (0O ot 3 (0O 0y

kep] kelv]
= (D) DY M, y) - za(y)
k€[p] ye{0,1}5’
+ 30 (PO YT M) - (),
kelv] ye{0,1}¢
where z1 = (wl,km7k.x) for k € [p] where wy  denotes the multilinear

polynomial interpretation of wy j and zg = (wak, 1, us k%) for k € [v] where
wa i represents the multilinear polynomial interpretation of ws ;. Interpolating,
we have that, for all j € [¢]

Yk, o= > M;(rh.y) - zZily)
ye{0,1}

VEE W], 0= Y. M.y Zuy)

ye{0,1}
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Thus, because that the verifier does not abort, we have that

c= Z fy(k—l)'t-H' 1ok |+ Z ,y#-t+k Z ci - H 0,

jeltlrelu] =y cll jes,
= DY AW e, o | | D @) D e [ Ok
jeltlkelu] = icld  Jes:

- Z B0t Gy (g, ) - Z M;(rl,y) - z1x(y) | +

JElt]kelu] ye{0,1}3¢

kz[:] /_y,wtﬁ*k ﬁ’ L Z C;+ H Z J,’ y 22\7;(3/)
clv

€lq] JESi ye{0,1}’

Z (k 1)t+j | Z oM t+k Q)

JEt]kelp] kelv]

=g(r)

By the soundness of the sum-check protocol, this implies that with probability
1—-0(d-s)/|F| =1 — negl(\) over the choice of 77,

T = Z ARG g+ Z Atk

JElt]kelp] kev]
= Y g
z€{0,1}*
= Z Z AF=D L () |+ Z AR L Qp ()
z€{0,1}* JEt],kE[1] kelv]
_ Z ,y(k—l)-t-‘rj . Z Lj,k(x) + Z ,yuvt-l-k . Z Qk(x)
JE[t],kE 1] ze{0,1}# kelv] xe{0,1}#

By the Schwartz-Zippel lemma [50], this implies that with probability 1 — O(¢ -
w+ v)/|F| = 1 — negl(A\) over the choice of y, we have for all j € [t] and k € [y]

vik= >, Ljk()
z€{0,1}*
and for all k € [v]

0= Z Qr(7).

ze{0,1}¢
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Now, for all j € [¢] and k € [u], we have

vk =y L)

z€{0,1}¢

= Z eq(ry, x) - Z M;(z,y) - Z1%(y)

z€{0,1}# ye{0,1}5’
= Z M;(rz,y) - Z16(y)
ye{O,l}Sl

This implies that wq is a satisfying witness to .
Finally, we have that for all k € [v]

0= Z Qr ()

z€{0,1}*

= Z eq(B,z) - ZCZH Z %(x,y)'z2,k(y)

z€{0,1}* J€Si \ye{o0,1}*’

=S I D MjB.y) - Zxly)
=1

JES: \ye{o0,1}*’

By the Schwartz-Zippel lemma, this implies that with probability 1 — s/|F| =
1 — negl(X) over the choice of 3, we have that for all z € {0,1}*

O:ZCZ‘- H Z ]/\‘jj(xay)'zlk(y)

J€Si \ye{0,1}+
This implies that ws is a satisfying witness to us.
Thus, if the extractor does not abort, it succeeds in producing satisfying witness

(W1, Wz) with probability 1 — negl(\). O

H.2 Proof of Lemma (3| (Folding CCS NIVC-compatibility)
Lemma 15 (NIVC-compatibility). Construction|l| is NIVC-compatible.

Proof. NP-completeness of Recs follows from [60, Lemma 1], which reduces
R1CS to Rccs. Furthermore, Gennaro et al. [31] Section 7.4] and Parno et al. [54]
Section 2.2.1] implicitly reduce circuit satisfiability to R1CS (Thaler [65, Sec-
tion 8.4] provides explicit details). These two reductions induce the functions
enc, encg;, and encinst.
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In particular, let the circuit satisfiability relation be characterized by circuits
over n total gates, m multiplication gates, and without loss of generality input
size £/2 and output size £/2. We demonstrate how to reduce circuit satisfiability
to Rccs characterized by size bounds m,n, N = 2(m),4,t =3,q = 2,d = 2.

First, we explicitly describe the function encg,, which takes as input an arithmetic
circuit F' and produces Rccs and Riccs structures s; and s

encgy (F) — (s1,52):

1. Initalize matrices A, B, C' € F™*("+1) with zeros.
2. For each multiplication gate index ¢ € [m] in F, do the following:

(a) let L be the indices of all the upstream left input addition gates such that
gate ¢ is the first downstream multiplication gate. Similarly let R be all
the upstream right input gates such that gate i is the first downstream
multiplication gate.

(b) Let A;; =1for j € L, B;; =1 for j € R, and C;; = 1. This encodes
the constraint that the result of multiplying the sum of all the upstream
left addition gates and the sum of all the upstream right addition gates
results in the wire value assigned at gate 1.

3. Let S7 + {1,2} and S5 < {3}. Output CCS and LCCS structure
S1 =S2 = ((Ava ga 6)7 (Sla SQ)a (15 _1)>

where ﬁ, E, and C denote the multilinear extensions of A, B, and C.

By observation, we have that encg, is invertible. In particular, given matrices A,
B, and C', we can parse out the inputs to each gate in the circuit F.

Next, we explicitly describe the function encj,st, which takes as input an arith-
metic circuit public input z and output y and produces an Rccs instance x

encinst((x,y)) — x:

1. Output (z,y).

By observation, we have that encj,g is invertible. In particular, provided an Rccs
instance x € F¥ we can recover an arithmetic circuit public input and output
tuple (z,y) € (F¥/2 F'/?) by splitting x into its first and second half.

Given encg, and encj,s;, we can explicitly describe enc, which takes as input
an arithmetic circuit F', a circuit input z, a non-deterministic input w, and an
output y, and outputs a corresponding Rccs structure-instance-witness tuple.

enc(F, (z,y),w) — x:

1. Let (s1,s2) + encg, (F).
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2. Let x < encinst ((, ).

3. Let w be the gate wire values that results from executing F' on inputs  and
w excluding the public input x and output y wire values.

4. Output CCS structure-instance-witness tuple (s2,x, w).

By Setty et al. [60, Lemma 1] and Parno et al. [54], for any arithmetic circuit F,
input z, non-deterministic input w, and output y, for (sa, u, w) + enc(F, (z,y), w)
we have that (s3,u,w) € RS if and only if F(x,w) = y.

Moreover, we have that enc is invertible. In particular, Given a CCS structure-
instance-witness pair (so, u,w), we can compute F' and (x,y) by the invertibility
of encg, and encjhst, and compute w by parsing the appropriate gates in w.
By observation, we have that (sy,u,w) = enc(F, (z,y),w). Combining all prior
assertions we have that the NP-completeness property holds.

Next, by construction, for any arithmetic circuit F', an input x, a non-deterministic
input w, and an output y, for R} and R structures (s1,s2) < encer(F) and R}
instance u < encinst((2,y)) we have that (so,u,w) = enc(F, (z,y),w) for some
R witness w and that compat(s;,se) = 1. Combining all the prior assertions we
have that the partial functions property holds.

Moreover, we have monotonicity holds by the construction of encg,. In particular,
each gate in the input arithmetic circuit F' corresponds to exactly one constraint
in the output CCS structure.

Finally, we have that R cccs has default instances because for any public param-
eters and structure, we have that u; = (v =0,x=0,r =0,v;1 =0,...,v9; = 0)
and w, = 0 is a satisfying instance-witness pair in R;. O

H.3 Proof of Theorem (4] (HyperNova)

Lemma 16 (Completeness). Construction|[dis an NIVC scheme that satisfies
completeness.

Proof. Consider arbitrary PPT adversary A. Suppose pp < G(1*, N). Suppose,
on input pp, A produces polynomial-time functions (g, (Fy,...,F;)), instance
(i, 20, 2;), private input w;, and NIVC proof II;. Suppose that for
(pk, vk) <= K(pp, (¢, (F1, ..., F?)))
we have that
V(Vk, i7 205 %y Hz) =1.

Then, for pc;,; € [{] < ¢(zi,w;), given

Zit1 chpr1 (zi,wi)
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and

II; 11 + P(pk, (4, 20, ), wi, I1;)
we must show that

V(vk,i+ 1,20, 2541, Iip1) =1

with probability 1. We show this by considering the case when ¢ = 0 and when
i>1.

Indeed, suppose i = 0. By the base case of P and Fé we have

I = (((uey - eoyun ), (way oo ywy ), (ug,wy), pey)

for some (uy,wi). By definition, the instance-witness pair (u; ,w, ) is satisfying.
Moreover, by construction, (u;,w;) must also be satisfying. Additionally, by the
construction of Fy. , we have

Ull = encinst(haSh(Vk7 ]-7 20, ch1 (ZOa ’lU()), ug, pcl))'

where u] is the portion of u; that excludes the commitment to the wy. Therefore,
we have

V(pp7 17 20, Z17H1) =1.

Suppose instead that ¢ > 1. Let II; be parsed as ((U;, W;), (u;,w;), ;) and let
I1; 11 be parsed as ((U;11, Wit1), (Ujt1,Wir1), miy1). By the construction of P,
we have that

(Uigalpei], Wiga[pe;], m) = NIFS.P(pk[pc;], (Uilpe,], Wilpc;]), (ui, wi)).

Thus, because IT; is satisfying, we have that (u;, w;) and (U;[pc;], W;[pc,]) are satis-
fying instance-witness pairs (with respect to compatible structures). Then, by the
completeness of the underlying folding scheme, we have that (U;1[pc;], Wit1[pc;])
is a satisfying instance-witness pair. Therefore, because (U;y1,W;41) copies
the remaining elements from (U;,W;), we have that (U;;1, W, ;1) contains
satisfying instance-witness pairs. Additionally, by the premise, we have that
u} = encinst(hash(vk, i, zg, 2, U, pc;)) where u} represents the portion of u; that
excludes the commitment to the witness. Therefore, P can construct a satisfying
instance-witness pair (u;11,w; 1) that represents the correct execution of FF;CHI
on input (vks, U, u, pc;, (4, 20, 2;),w;, 7). By construction, this particular input
implies that

“;+1 = enc;nst(hash(vk, 1+ 1, 205 Ri+1, Ui+1, ch_l)) (16)

by the correctness of the underlying folding scheme (again uj,, represents the
portion of u;11 that excludes the commitment to the witness). Moreover, because
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pc; 1 = ¢(2,w;), by construction, we have that 1 < pc;,; < . Thus, by
Equation we have

V(vk,i+ 1,20, zi11, i11) = 1.
O

Lemma 17 (Knowledge Soundness). Construction[dis an IVC scheme that
satisfies knowledge soundness.

Proof. Our approach is inspired by a recursive extraction technique described
by Biinz et al [I8]. Let n be a global constant. Consider deterministic expected
polynomial-time adversary P*. Let pp < G(1*, N). Suppose on input pp and
randomness r, P* outputs deterministic polynomial-time function ¢, ¢ polynomial-
time functions (F7, ..., Fy), instance (zg, z), and NIVC proof IT. Let (pk, vk) +
K(pp, (@, (F1,...,Fy))). Suppose that

V(vk, (n, 20,2), 1) =1

with probability e. We must construct an expected polynomial-time extractor £
that, with input (pp,r), outputs (wq, - ..,wn—1) such that by computing

i1 ng(zi,wi)(zhwi)
we have that z,, = z with probability € — negl(\).
We show inductively that £ can construct an expected polynomial-time extractor

Ei(pp) that outputs ((z;,...,2n-1), (Wi, ...,wn—1), I1;) such that for all j € {i +
1,...,n},

2 = F(s; 1w, (2j-1,w5-1)
and
V(vk, i, 20, 2, II;) = 1 (17)

for z, = z with probability € — negl(A). Then, because in the base case when
i = 0, V checks that zy = z;, the values (wp, . ..,w,—1) retrieved by & (pp) are
such that computing z;11 = F(z;,w;) for all i > 1 gives z,, = z.

At a high level, to construct an extractor & _1, we first assume the existence of
&; that satisfies the inductive hypothesis. We then use &;(pp) to construct an
adversary for the non-interactive folding scheme (which we denote as ’ﬁi,l). This
in turn guarantees an extractor for the non-interactive folding scheme, which we
denote as &;_1. We then use &£;_1 to construct &_; that satisfies the inductive
hypothesis.

In the base case, for i = n, let &,(pp,r) output (L, L, T,) where II, is the
output of P*(pp,r). By the premise, &, succeeds with probability € in expected
polynomial-time.
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For ¢ > 1, suppose £ can construct an expected polynomial-time extractor &;
that outputs ((2s,...,2n-1), (Wi,...,wn—1)), and II; that satisfies the inductive
hypothesis. To construct an extractor &_1, £ first constructs an adversary 751’—1
for the non-interactive folding scheme as follows:

Pi—1(pp, 1):
1. Let (i, 2n—-1), (Wi -+ ywn—1), II;) < E;(pp,r)-
Parse II; as ((U;, W,), (us, w;), pc;).
Compute compatible structures (s pe,,S2,pc,) < encst,(FFﬁci).

. . . . / _1
Parse non-deterministic inputs (U; 1, u;—1,m;—1, pc;_1) to Fp.. fromenc (S2,pc, » Ui, Wi).

AT B o B

Output structures (si,pc, ,»S2,pc, ,), unfolded instances (U;_1[pc; 4], u;i—1),
folded instance-witness pair (U;[pc,_;], W;[pc,;_4]), and folding proof m;_;.

We now analyze the success probability of Pi1. By the inductive hypothesis, we
have that V(vk, i, 2o, z;, II;) = 1, where II; + &;(pp, r) with probability e —negl()\).
Therefore, by the the verifier’s checks we have that (u;,w;) is satisfying, (U;, W;)
consists of satisfying instance-witness pairs, and that

u; = encinst (hash(vk, i, zo, z;, Us, pc;))

where u} represents the portion of u; that excludes the commitment to the witness.
Then, by the construction of Féci and the binding property of the hash function,
we have that 1 < pc,_; </ and

Ui[pcifl] = NlFSV(Vk, Uifl[pC,L-fﬂ7 Uifl,’]'(ifl)

with probability e — negl(\). Thus, P,;_1 succeeds in producing an accepting
folded instance-witness pair (U;[pc;_;], Wi[pc;_;]), for instances U;_1[pc;_;] and
u;—1, with probability e — negl(\) in expected polynomial-time.

Then, by the knowledge soundness of the underlying non-interactive multi-
folding scheme (Assumption there exists an extractor &_; that outputs
(W;_1[pc;_1],wi—1) such that (U;_1[pc,_1], W;_1[pc,_4]) and (u;—1,w;_1) are sat-
isfying with respect to structures sy pc,_, and s pc. _, respectively with probability
€ — negl(A) in expected polynomial-time.

1

Given an expected polynomial-time 751‘—1 and an expected polynomial-time (‘1_1,
& constructs an expected polynomial time &;_; as follows

Ei1(pp, 1):
1. Run P;_(pp,r) to retrieve unfolded instances (u]_,,u;_1) and parse

((Zi7 ey Zn—l), (L«Ji, - ,wn_l), Hz)

from its internal state.
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2. Parse II; as ((U;, W,), (u;, w;), pc;).

3. Compute (s1,pc,;52,pc,) ¢ encser(Fpc )

4. Parse private inputs z;_1, w;—1, and pc;_; to Féci from enc™! (s, u;, w;).
5. Let (W)_,wi—1) ¢ &—1(pp).

6. Set (U;—1,W;_1) + (U;, W;) and update

(Uiz1lpe; 1], Wizi[pe;_q]) = (uj_1,wi_q)

7. Let I1;—1 «+ ((Ui—1,Wi—1), (uji—1,w;_1),pc;_1).
8. Output ((Zifl, ey anl)v (wifl, e ,wn,l), Hifl).

We first reason that the output (z;_1,...,2n-1), and (w;—1,...,w,—1) are valid.
By the inductive hypothesis, we already have that for all j € {i +1,...,n},

2j = Fpe; (zj-1,w5-1),

and that V(vk, i, 2o, z;, II;) = 1 with probability e—negl()\). Because V additionally
checks that

U} = encinst (hash(vk, i, 2o, 2;, Us, pc;)), (18)

where u} represents the portion of u; that excludes the commitment to the witness,
by the construction of Féci and the binding property of the hash function, we
have

Foe,(zi—1,wi1) = 2

with probability € — negl(A). Next, we argue that I1;_; is valid. Because (u;, w;)
satisfies F’, and (U;_1,u;_1) were retrieved from w;, by the binding property of
the hash function, and by Equation , we have that

u;_; = encinst(hash(vk,i — 1, 29, zi—1,Ui_1,pc;_1))

where u}_; represents the portion of u;,_; that excludes the commitment the

witness. Additionally, in the case where i = 1, by the base case check of F (; (20,00)

we have that z;_1 = 2. Because g},l succeeds with probability € — negl(\),
and the remainder of the elements of (U;_1,W,;_1) are directly copied from
(U;, W;) we have that all the elements of (U;_1, W;_1) are satisfying. Moreover,
by construction of F‘;Ci we have that 1 < pc;_; < ¢. Thus, we have that

V(Vk,i - 1720,21',1,1]7;,1) =1

with probability € — negl(X). O
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H.4 Proof of Theorem [4| (CycleFold)

Lemma 18 (Perfect Completeness). Constructionl] satisfies perfect com-
pleteness.

Proof. Consider public parameters pp = (m,n, N, ¢, t,q,d, |sec|, pPpcs PPvc) <
G(1*,N) and let s = logm and s’ = logn. Let sec = (A, B,C) denote a
committed relaxed R1CS structure defined over F, with public IO (p, Cq,Cs, C"),
where p € F,,Cy € G1,C5 € G1,C" € Gy. This constraint system enforces that
C" = C1 + p - Co, where + is the elliptic curve point addition and - is the elliptic
curve scalar multiplication operation in Gy.

Consider arbitrary structures (si,sz2) « A(pp) such that compat(s;,s2) = true.
Let s; = (M, ..., My),(S1,...,5),(c1,...,¢q)), and let sy = (A, B,C). Con-
sider prover and verifier keys (pk,vk) < KC(pp, (s1,s2)). Suppose that the prover
and the verifier are provided with a linearized committed CCS instance and a
committed relaxed R1CS instance

((Cla Uy X1, T2y V1y - -t 7'Ut)’ (Elathla xl))a
and a committed CCS instance
(027X2).

Suppose that the prover additionally is provided with the corresponding satisfying
witnesses (w1, (E1, W1)) and ws.

Because the input linearized committed CCS instance-witness pair is satisfying,

we have, for Z; = (w1, u,x;), that

vy = Z ]\Aij(rr, y) - z1(y) By precondition.
ye{o’l}SI

Z €q(ry, ) - Z J\fzj(x,y) -21(y) By Lemma [f]

ze{0,1}s ye{0,1}s

Z Lj(z) By construction.
z€{0,1}*

Furthermore, because the input committed relaxed R1CS instance-witness pair
is also satisfying, we have for Z; = (Wh,u1,21), AZy o BZy =u-CZ; + E;.

Moreover, because the input committed CCS instance-witness pair is satisfying,
we have, for all x € {0,1}* and for Zo(z) = (w2, 1,x2)(x), that

Ochi- Il Y M@y %

JE€Si \ye{0,1}
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Because the RHS vanishes on all z € {0,1}*, for 8 sampled by the verifier, we
have that

0= Y &J(ﬁ,x)-Zci-H Yo M(a,y)- ()

z€{0,1}¢ JeSi \ye{0,1}¢’

= Z Q(x) By construction.
z€{0,1}*

Therefore, for v sampled by the verifier, by linearity, we have that

A= > oA L) | 4 Q)
jelt jelt

ze{0,1}°

Z g9(z) By construction.
z€{0,1}¢

Therefore, by the perfect completeness of the sum-check protocol, we have for
e1 = €q(re, 1), €2 = eq(B,7,) and

oi= Y My A ad 6= > M) 20)

ye{0,1}* ye{0,1}*

that

c=g(ry)

DA L) | +4Q)

JE[t]
Jelt] i€lg]  JES

This implies that the verifier will not abort on step

By construction, the prover can construct ucgrics such that the verifier does not
abort on step[§] Furthermore, the prover can construct ucrrics such that wegrics
is a satisfying witness under structure sgc. This implies that C' = Cy + p - Cs,
where C’ is parsed from x9, which is the public IO of ucrrics.

Now, consider the linearized CCS instance
(027 17X2, T:/L,, 91, e ,915).

By the precondition that the committed CCS instance (Ca,x2) is satisfied by we
and by the definition of 61, ...,60; we have that this linearized CCS instance is
satisfied by the witness ws.
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Therefore, for random p sampled by the verifier, and for C' = Cy + p - Cs,
W =u+p-1,xX =x3+ p-x2, v; =0; + p-0;, we have that the output linearized
CCS instance

(O X vl vy, )
is satisfied by the witness W’ = w; + p - Wz by the linearity and the additive

homomorphism property of the commitment scheme.

Now, we argue that the the output committed relaxed R1CS instance (E™, u*, W, z*)
is satisfying under the witness (E*, W*), for relaxed R1CS structure sgc =
(A, B,C). We need to establish the following. Let Z* = (W*, u*, z*).

AZ* o BZ* =u* - CZ* + E* (19)
W" = VC.Commit(ppyc, W*) (20)
E" = VC.Commit(ppyc, E*) (21)

The latter two requirements hold from the additive homomorphism of the com-
mitment scheme. We now focus on proving the first requirement. We are given
that the input committed relaxed R1CS instance (Ey,u;, W1,z1) is satisfying
under the witness (E1, W1) and structure sgc. This implies that

AZ]_ 9 BZQ = Uup - CZl + E]_7

where Z; = (W1, uy £1)~ Aslloted above, the committed relaxed R1CS instance
sent by the prover (Ea, ug, Wo, x2) is satisfying under the witness (Fa, Wa) and
structure sgc. This implies that

AZQ o BZ2 = CZQ,

where Zs = (Wa, 1, x2). (This is because by construction ug = 1 and Es = 0.)

Now, consider the LHS of the desired equality.
AZ* o BZ* = A(Zl + p* . Zg) o B(Zl + p* . ZQ)
= AZy0BZy + p* - (AZy 0 BZy + AZy o BZy) + (p*)? - (AZy 0 BZy)
=uy-CZ1+E 4 p* - (AZy0BZy + AZy 0 BZ1) + (p*)? - CZ,
Consider the RHS of the desired equality.

W CZ "+ E = (u1+p") C(Z1+p* - Zo)+E1+p~- T
= (Ul +p*) . (OZl +p* . OZQ) —|—E1 —i—p* . (AZ1 OBZQ —|—AZ2 OBZ1 — U CZQ — OZl)
=wuy-CZy +p* - (AZy 0 BZy+ AZy 0 BZy) + (p*)? - CZy

This establishes the desired requirements. O

Lemma 19 (Knowledge Soundness). Construction @ satisfies knowledge
soundness.
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Proof. Consider an adversary A that adaptively picks the structure and in-
stances, and a malicious prover P* that succeeds with probability €. Let pp <
G(1*,N). Suppose on input pp and random tape r, the adversary A picks

a structure (si,se) = (((Mq,..., ]\Z), (S1,...,8¢), (c1,...,¢4)), (4, B,C)) such
that compat(sy,se) = true, a pair of linearized committed CCS instance and a
committed relaxed R1CS instance

Y1 = ((Clvuvxla’rmavla e avt)v (Elvthlvxl))
and a committed CCS instance
w2 = (Ca,x2),

and some auxiliary state st.

We construct an expected-polynomial time extractor £ that succeeds with proba-
bility € — negl(\) in obtaining satisfying witnesses for the original instances as
follows. Below, let Rl = RLCCCS X RCRRICS and RQ = Rcccs.

E(pp, 1):

1. Obtain the output tuple from A:

(S, 1, P2, St> «— A(pp7 I’)-

2. Compute (pk,vk) < K(pp,s).

3. Run the interaction

(D, (@, (B, W) ) <= (P, V) ((pk, vk), o1, 2, 5t)

once with the verifier’s final challenges p(!) & Fand p*(l’l) S
4. Abort if (pp,s, oV, (@, (B,W))1D) & Ry

5. Rewind the interaction

(@2 (@, (B, W))E2)  (P*, V) ((pk, vk), @1, @2, st)

with a different verifier’s challenge p*(z’l) & F while maintaining the same
prior randomness. Repeat until (pp,s, o2 (w, (B, W))12) € R;.
6. Rewind the interaction

(@(2’1)a (ﬂ]/) (Ea W))(le)) A <7)*a V>((pk7Vk)7 P1, P2, St)

with different verifier’s challenges p(?) & Fand p*(Q’l) & F while maintaining

the same prior randomness. Repeat until (pp, s, oV, (@, (E,W))3V) € R;.
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7. Rewind the interaction
(2, (@, (B, W))32) = (P, V)((pk, vk), 01, 2, 5t)
with a different verifier’s challenge p*(2’2) & F while maintaining the same
prior randomness. Repeat until (pp,s, oV (w, (E,W))?>2) € R,.
8. Abort if p*(1) = pr(12) (1) = p@) op pr@D = p(22),
9. Interpolating points (p), @w(1)) and (p®, @w21), retrieve the witness poly-

nomials w; and wy such that for ¢ € {1,2}

W + p(i) Wy = oD (22)

10. Interpolating points (p*"V (B, W)1D) and (p*?), (B, W)(1:2), retrieve
(E1,W7) and (T, Ws) such that for j € {1,2}

By +prM) T = gD (23)
Wi+ p* ) Wy = W) (24)

11. Output ((w1, (E1, Wh)), w2).

We first demonstrate that the extractor £ runs in expected polynomial time.
Observe that £ runs the interaction once, and if it does not abort, keeps rerunning
the interaction until P* succeeds three additional times. Thus, the expected
number of times £ runs the interaction is

3 3

1 + Pr[First call to (P, V) succeeds] - Pr(P".V) succeeds] =1+e- - = 4.

Therefore, we have that the extractor runs in expected polynomial-time.

We now analyze £’s success probability. We must demonstrate that £ succeeds
in producing (w1, (£, W1)) and w; such that

(pp7sa(pla(ﬂv}17(ElaW1))) € Rl and (ppaslv()027{f)2) € RQ
with probability € — negl(X).

To do so, we first show that the extractor successfully produces some output (i.e.,
does not abort) in under |F| rewinding steps with probability e — negl(A). Note
that |F| is a worst case bound and we have already established that the extractor
runs in expected polynomial time. By the malicious prover’s success probability,
we have that the extractor does not abort in step (4) with probability e. Given
that the extractor does not abort in step (4), by Markov’s inequality, we have
that the extractor rewinds more than |F| times with probability 4/|F|. Thus, the
probability that the extractor does not abort in step (4) and requires less than
|F| rewinds is € - (1 — 4/|F]).
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Now, suppose that the extractor does not abort in step (4). Then, because
the extractor randomly samples p*(l’Q), we have that p*(l’l) #+ p*(l’z) with
probability 1/|F|. Similarly, we have that, p() # p(?) with probability 1/|F| and
p* 3 = px(22) with probability 1/|F|. Thus, we have that the probability the
extractor successfully produces some output in under |F| rewinding steps is

(1= ) (1-3) =e - neaiv.

Next, if the extractor does not abort, we show that the extractor succeeds in
producing satisfying witnesses with probability 1 —negl()). This brings the overall
extractor success probability to € — negl(\).

We first show that the in the transcripts retrieved, the output witnesses for
linearized committed CCS instances do not depend on the choice of p*. More
precisely, we show that, for i € {1,2},w*") = (2,

For i € {1,2} and j € {1,2}, let

o) = ((C(ivj), w(B9) x(03) T;i’j)7vii’j)7 . ,vt(i’j)), (E(i’j)w*(i,j)?Wu}j)’ z*(i,j)))_
By the verifier’s construction and because the transcripts share the same prefix
prior to the choice of p*, we have for i € {1,2} that

(C(i,l)7 u(i,l)’ X(i,l)’ 7,;@1), ng}l)? . ,ng}l)) _ (C(i,Z)’ u(i,Z)yx(i,Q)’ 74562',2)7 Uﬁiﬂ)’ o 7051}2))_
(25)

We are given that for i € {1,2} and j € {1,2}, @) is a satisfying witness and
hence a valid opening of the commitment C'“7), By Equation 25, we have that for
i€{1,2}, C»V) = C(:2) Therefore, by the binding property of the polynomial
commitment scheme, with probability 1 — negl(\), we have for ¢ € {1,2} that

@t = g2, (26)

Given this equality of commitments and the associated witnesses for the output
linearized committed CCS instances, we drop the second index when appropriate.

We now show that the retrieved polynomials and vectors ((wy, (E1, W1)), ws) are
valid openings to the corresponding commitments in the instance.

For j € {1,2}, because (E, W)(17) is a satisfying witness to the folded committed
relaxed R1CS instance, by construction,

Commit(ppyc, W1) + p*(l’j) - Commit(ppyc, Wa)

= Commit(ppyc, W1 + pr ). Wa) By additive homomorphism.
= Commit(ppyc, W(l’j)) By Equation .
= W(l’j) Witness W9 is a satisfying opening.

=W+ p*(l’j) W By the verifier’s computation.
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Interpolating, we have that

Commit(ppyc, W1) = Wy (27)
Commit(ppyc, Wa) = Wy (28)

Similarly,

Commit(ppyc, E1) + p*(l’j) - Commit(ppyc, T)

= Commit(ppyc, F1 + p*(l’j) -T) By additive homomorphism.
= Commit(ppyc, E49) By Equation (23).
A Witness E(!7) is a satisfying opening.

=FE, + p*(l’j) -T By the verifier’'s computation.
Interpolating, we have that

Commit(ppyc, F1) = B4 (29)

For j € {1,2}, because (E, W)1J) is a satisfying witness to the committed re-

laxed R1CS instance (E(l’j), u*(l’j),W(l’j), Z*(l’j)), we have the following, where
7(13) = (W(Lj),u*(lvj)w*(l,j)).

Az o BzMLI) — (L) L 0 z(0) 4 p(Lg)

By Equation , this implies that for j € {1,2}
A(Zi+p* D Zy) o B (Zy + p* ™D - Zy)
= (w + o) C- (2 + p* - Zo) + (B + - T),

where Zy = (Wi, u1,x1), Zo = (Wa,1,25), and x5 is parsed from the transcripts
and is identical across the two executions with the same p.

Because the prover commits to Wi, Wa, and T" before the verifier sends the
challenge p**) we have with probability 1 — negl(\) that
AZl o BZl = Ui - CZl + El (30)
AZQ o BZ2 = CZ2 (31)

This implies that (Eq,W;) and (6, W5) meet the requirements of a satisfying
witness for committed relaxed R1CS instances with structure (A, B,C). In
particular, we have established that (E;,W;) is a satisfying witness to the
committed relaxed R1CS instance in ¢;.

Furthermore, since the verifier checks that x5 = (p"), Cy, Cy, C") for some C’ €
Gy, given that the we have have a witness satisfying Equation this implies
that for j € {1,2}

cWi) = ¢y + pM . o, (32)
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With a similar reasoning via the accepting transcripts with p as the verifier’s
randomness, we can establish that for j € {1,2}:

02:9) — Cy + p(2) Oy (33)

For i € {1,2} and j € {1,2}, because (") is a satisfying witness to the folded
linearized CCS instance, by construction,

Commit(pppc, w1) + Pt Commit(pppc, W2)

= Commit(pppc, @1 + p¥ - @) By additive homomorphism.
= Commit(pppc, @) By Equations and (26).
=) Witness @(*7) is a satisfying opening.
=0+ p(i) -Cy By Equations [32] and 33|
Interpolating, we have that
Commit(pppc, w1) = Cy (34)
Commit(pppc, wa) = Co. (35)

Next, we must argue that w; and wsy satisfy the remainder of the instances
and o respectively under the structure s.

Indeed, consider (o1,...,0¢) and (61,...,6:) sent by the prover which by the
extractor’s construction are identical across all executions of the interaction. By
the verifier’s computation we have that for ¢ € {1,2} and all j € [t]

oj + p(i) . Hj = Uj(-i) (36)

Now, because @(?) is a satisfying witness, for i € {1,2} we have for all j € [t] that

o = Y My E0),
ye{ovl}SI
where (9 = (w@ @) x@),
However, by Equations and , for ¢ € {1,2} and j € [t], this implies that
oi+pD 0= > M(rhy) -z +p" - D M(rh,y) - 2(y),
ye{0,1} ye{0,1}’

—_~—

where 21 = (w1,u,x1) and z3 = (ws, 1,x2). Interpolating, we have that, for all
j € [t]

oj= > M(r,,y) ()
yE{O,l}S/
0= > M,y &)

ye{0,1}*
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Thus, because that the verifier does not abort, we have that

c= Zﬁyj-el-aj + 7t+1-eg-Zci-H9j
jEt i€[q] JjES;
= | D7 -ealrery) oy | + |V eaBor) - Y e T 6
jet i€lg]  JES
- Zqﬂ q(re, ) - Z M;(rl,y) - Z(y) | +
JEt ye{0,1}¢

caBry)- Y e [T D M(rhy) - 2(y)

i€[q] J€Si ye{0,1}%’

Z R )+ Q)

= g(m)

by the soundness of the sum-check protocol, this implies that with probability
1—-0(d-s)/|F| =1 — negl(\) over the choice of 77,

YoV Ht0= Y gl
Jjelt]
= > | X L@ e

z€{0,1}* \j€[t]

Yol YD L@ |+ Y Q@)
Jelt

x€{0,1}# x€{0,1}*

By the Schwartz-Zippel lemma [56], this implies that with probability 1 —
O(t)/|F| = 1 — negl(X) over the choice of -y, we have

v= Y. Lj@)

ze€{0,1}*

for all j € [t] and

0= Z Q(z).

z€{0,1}#
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Now, for all j € [t], we have

vi= Y, Lj)

z€{0,1}*

S i) | Y. M)A

z€{0,1}* ye{0,1}5
ye{0,1}¢

This implies that w; is a satisfying witness to the linearized committed CCS
instance in ;.

Finally, we have that

0= Y Q)

x€{0,1}*

= X aGo- (Y I X Mew ne)

z€{0,1} JE€S: \ye{0,1}*’

q

e Il D MiBy %)

i=1 JES; ye{071}3'

By the Schwartz-Zippel lemma, this implies that with probability 1 — s/|F| =
1 — negl(A) over the choice of 3, we have that for all z € {0,1}®

0=>"c- [T | X My 2w

JES \yefo,1}*

This implies that ws is a satisfying witness to ¢o.
Thus, if the extractor does not abort, it succeeds in producing satisfying witness

(w1, wsy) with probability 1 — negl(\). O

H.5 Proof of Theorem [8| (nlookup)

Lemma 20 (Perfect Completeness). C’onstruction@ satisfies perfect com-
pleteness.

Proof. Consider public parameters pp = ¢ < G(1*, N). Consider a common
structure sy = sy = T € F[X1,..., Xy]. Consider the prover and verifier keys
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(pk,vk) = ( 1) + K(pp, ) Suppose that the prover and the verifier are
provided an instance in Rpoly

(grsvr)
and a vector of Rjookup instances
(Ulv s 7Um)'

Suppose that the prover is additionally provided with the corresponding satisfying
witnesses for the Riookup instances

(Qh ceey q’m)
By the satisfiability of the input instances we have that v, = T(qr) and v; = Tv(qz)
for all i € [m)].

Therefore, for p € F, we have that

vy + Z JAREVEES T (gr) Z P T (@) By precondition.
i€[m] 1€[m]

Z eq(gqr, x) - Zp q(qi,x) - T(x) By Lemma [f]

ze{0,1}¢ i€[m]

g(z) By definition.

Therefore, by the perfect completeness of the sum-check protocol, we have that
¢ = g(q..) Thus, for v. =T(q.), e = €q(qr, q.), and e; = €q(q;, q..) for all i € [m],
we have that

= g(a;)

= éq(qr,q}) - + > ' eqlaiq)) - T(a))

1€[m]

=e-v. + Z pi'eZ
i€[m]

Therefore, we have that the verifier does not abort.

By construction, we have that v, = T(g.). Therefore, the folded polynomial
evaluation instance is satisfying.

O

Lemma 21 (Knowledge Soundness). Construction @ satisfies knowledge
soundness assuming that |F| = ©(2).

Proof. Consider an adversary A that adaptively picks the structure and instances,
and a malicious prover P* that succeeds with probability e. Let pp = ¢ «
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G(1*,N). Suppose on input pp and random tape r, the adversary A picks a
structure s; = so = T € F[Xq,...,X], an Rpoy instance (g, v,), a vector of
Riookup inistances (vi,...,v,), and some auxiliary state st.

We construct an extractor £ that succeeds with probability e —negl(A) in obtaining
satisfying witnesses for the original instances. It works as follows.

On input pp and r, & first obtains the following tuple from A:
(T (g7, v0). (01, vm). st) = A(pp, ).
& then computes (pk, vk) < K(pp, ) Next, £ runs
((gr,v3), L) <= (P7, V)((Pk, vk), (g, vr), (V1 - - Um), St)

and obtains the first message (g1, .. ., ¢mn) from P* by parsing the corresponding
transcript. The extractor £ outputs (L, (q1,-..,¢m)) as the witness. Because the
extractor only runs P* once, it runs in expected polynomial-time.

We must argue that L is a satisfying Rpory witness for (g, v,), and that (¢1,...,¢m)
are satisfying Riookup Witnesses for the input instances (vi,...,v,,) with proba-
bility € — negl(\).

Suppose that we have that the witness L output by P* is satisfying for the
corresponding verifier’s output (g.,v..) with probability e. By definition, this
means that

v =T(q;) (37)

with probability e. Moreover, this means that the verifier does not abort with
probability at least €, and thus we have the following:

c=e-v + Zpi-e,

1€[m]
= GQ(qur v + Z Pt ql,qr) v, By the verifier’s computation.
i€[m]
= eq(qr, ) - Z 0" - éq(qi,q..) T(q’r) By Equation [37]
m]
= 9(q;) By definition.

with probability e.

Then, by the soundness of the sum-check protocol, we must have that

wr Y e Y )
i€[m]

z€{0,1}¢
= Z eq(qr, x) - Z o' - eq(gi,x T(:r) By definition.
z€{0,1}¢ i€[m]
= T (qr) Z P T (¢:) By Lemma [6]
i€[m]
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with probai)ility € — negl(/\~). By the Schwartz-Zippel lemma over p, this implies
that v, = T'(g,) and v; = T'(g;) for all ¢ € [m] with probability € — negl(}).

Moreover, by the verifier’s initial check, we have that ¢; € {0,1} for all i € [m].
Therefore, we have that

(pp7 T, (qT7 UT‘)v J—) € Rpoly

and _ (

(ppa T7 (Uh “ee 7U1’TL)7 (Q17 DR qm)) € RI:(;leup'
with probability e — negl(\). Because the extractor £ outputs the initial message
from the prover, we have that the extractor succeeds with probability € —

negl(}). O
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