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Abstract. Increasing deployment of advanced zero-knowledge proof systems, especially zkSNARKs,
has raised critical questions about their security against real-world attacks. Two classes of attacks
of concern in practice are adaptive soundness attacks, where an attacker can prove false statements
by choosing its public input after generating a proof, and malleability attacks, where an attacker
can use a valid proof to create another valid proof it could not have created itself. Prior work has
shown that simulation-extractability (SIM-EXT), a strong notion of security for proof systems, rules
out these attacks.

In this paper, we prove that two transparent, discrete-log-based zkSNARKSs, Spartan and Bullet-
proofs, are simulation-extractable (SIM-EXT) in the random oracle model if the discrete logarithm
assumption holds in the underlying group. Since these assumptions are required to prove standard
security properties for Spartan and Bulletproofs, our results show that SIM-EXT is, surprisingly, “for
free” with these schemes. Our result is the first SIM-EXT proof for Spartan and encompasses both
linear- and sublinear-verifier variants. Our result for Bulletproofs encompasses both the aggregate
range proof and arithmetic circuit variants, and is the first to not rely on the algebraic group model
(AGM), resolving an open question posed by Ganesh et al. (EUROCRYPT ’22). As part of our
analysis, we develop a generalization of the tree-builder extraction theorem of Attema et al. (TCC
’22), which may be of independent interest.

1 Introduction

Zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKs) allow a computationally-
bounded prover to produce a proof about a NP statement without revealing anything other than its
validity, and with proof size sublinear in the size of the witness [12,32,34]. An important line of recent
works [7,9,13,15,17,20,32,35,38,44,48,60,64] has produced concretely efficient constructions of zkSNARKs
for range proofs (e.g., Bulletproofs [16]) and general arithmetic circuit satisfiability (e.g., Spartan [55])
that have seen widespread deployment, especially in blockchains and cryptocurrencies [8,59,1,54,52,21,65],
along with potential deployment in other areas of interests [40].

As zkSNARKSs are deployed in practice, it is important to understand whether they are actually secure
against the kinds of attacks they are likely to face in real systems. Two security properties in particular give
us pause: first, adaptive soundness, where a malicious prover must be unable to prove false statements
even if it chooses the input after generating a proof; a related notion, adaptive knowledge soundness,
guarantees extraction is possible against such an adaptive prover. The second property is non-malleability,
where an accepting proof cannot be modified into a different one without knowing the witness. Neither
property is implied by standard security definitions like non-adaptive (knowledge) soundness and zero
knowledge, and schemes lacking these properties have been attacked in practice. For example, the voting
system Helios was broken by an adaptive soundness attack on a zero-knowledge proof [11]; subsequent
work found similar issues with the SwissPost voting system [41] for government elections. Though not
against zero-knowledge proofs directly, malleability attacks are common in cryptocurrencies: for example,
a malleability attack was allegedly used® to steal hundreds of millions of dollars from MtGox [47].

** Part of the work was done while the first author was at the University of Michigan.
3 A later study [22] cast some doubt on these claims, but did find evidence that over three hundred thousand
Bitcoins had been involved in malleability attacks.
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Fortunately, a security property called simulation extractability (SIM-EXT) implies adaptive (knowl-
edge) soundness and non-malleability for zkSNARKSs. Intuitively, SIM-EXT requires that the knowledge
extractor succeeds even when the malicious prover can request simulated proofs for arbitrary statements.
If we could prove zkSNARKS that are already used (or are likely to be used) in practice are SIM-EXT, we
could be more confident they would resist advanced attacks that use adaptivity or malleability. Ideally, we
could prove SIM-EXT in idealized models (e.g, the random oracle model, or ROM) and using assumptions
(e.g. discrete-log), which are sufficient to prove standard security guarantees for zkSNARKs; this would
indicate SIM-EXT comes (roughly) “for free”.

A pair [29,30] of beautiful recent works by Ganesh et al. on SIM-EXT for zkSNARKSs lays a path
towards this goal. In [29], the authors give a general SIM-EXT theorem for zkSNARKs with updatable
SRS, and use it to show PlonK [28], Marlin [20], and Sonic [45] are all SIM-EXT. In [30], the authors
show SIM-EXT for Bulletproofs. Unfortunately, these works do not get us all the way towards our goal:
first, because their techniques do not extend to transparent zkSNARKs like Spartan, which use different
building blocks; second, because their results rely on the algebraic group model (AGM) [27] and are not
currently known to hold from discrete log in the ROM.

1.1 Our Results

In this paper we prove that Spartan and Bulletproofs, two state-of-the-art transparent zkSNARKs, satisfy
SIM-EXT in the ROM assuming only that the discrete log assumption holds. Our analyses required
developing some new technical tools which may be of independent interest. Since Spartan and Bulletproofs
were originally analyzed in the ROM and rely on the discrete log assumption, our results imply these
protocols are SIM-EXT “for free”—unmodified and without additional assumptions or stronger idealized
models. More precisely, we prove SIM-EXT for two variants of Spartan—Spartan-NIZK, which has linear
verifier time, and Spartan-SNARK, which has sublinear verifier time—instantiated with the default Hyrax-
based polynomial commitment scheme [60]. These are the first proofs of SIM-EXT for any Spartan variant;
we believe the Spartan-SNARK result is also the first proof of SIM-EXT for any transparent zkSNARK with
sublinear verifier time. Similarly, we prove SIM-EXT for two versions of Bulletproofs—the aggregate range
proof protocol BP-ARP used in several cryptocurrencies [36,46] and the arithmetic circuit satisfiability
proof BP-ACSPf. Our proofs for these protocols are the first that do not rely on the algebraic group
model.

Our results help to build confidence that state-of-the-art and deployed zkSNARKS resist the kinds of
attacks these protocols will face as they see wider deployment in the future. Of more theoretical interest,
they also imply the surprising fact that, in the ROM, a powerful primitive like a SIM-EXT zkSNARK can
be built from a very weak assumption like discrete log.

The proofs of these four theorems are nontrivial; to prove them we built several new technical tools
that may be of independent interest for future SIM-EXT analyses. We extended prior security notions for
SIM-EXT to the transparent NIZK setting. We also needed to develop a nontrivial generalization of the
tree extractor of Attema et al. [2].

Our analyses are also done with an emphasis on concrete security. Where possible we try to explicitly
measure adversarial runtime and success probability. We also evaluate our bounds to estimate bit security
for typical parameters for Spartan and Bulletproofs, and compare the bit security we obtain against
other analyses where possible. Our bounds inherit the non-tightness common to most rewinding-based
knowledge soundness analyses of NIZKs, and so the provable SIM-EXT security we get (in terms of bits) is
quite low. Nevertheless, we believe our results can be improved by future work, and hope they eventually
inform future parameter selection processes for zkSNARK standards [66].

1.2 Technical Overview

We follow the high-level approach to proving SIM-EXT developed by [24] and further generalized in [29,30]:
for a Fiat-Shamir-compiled argument ITgs, SIM-EXT is implied by three other properties: (1) adaptive
knowledge soundness, (2) a form of zero knowledge, and (3) a unique-response property. Since the results
in [24] are specific to X-protocols and those in [30] are specific to the AGM, we take the SIM-EXT



theorem of [29] as our starting point. After suitable adaptations to the transparent setting—we give these
in Section 3—this theorem says that Ilgs is SIM-EXT in the ROM if:

1. it is adaptively knowledge sound (hereafter we will omit “adaptive” if it is clear from context),

2. it is perfect k-ZK, meaning that there exists a simulator that perfectly simulates honest proofs, but
only programs the RO when generating the k-th challenge,

3. it is k-UR for the same round k, meaning no adversary can produce two accepting proofs that are
identical up to the k-th round, even if it can program that round’s challenge.

Proving these three properties is challenging, and required us to develop novel techniques which we
summarize below.

Knowledge Soundness. We prove knowledge soundness for non-interactive versions of Spartan and Bullet-
proofs using a standard chain of reductions: namely, we reduce to the special soundness of the underlying
interactive argument. Intuitively, special soundness of a proof system refers to the ability of an extractor
to extract a witness from a tree of accepting transcripts with suitable structure. For multi-round proto-
cols, special soundness is parameterized by a vector (ni,na,...,n,) describing the needed structure: each
node at level one must have n; outgoing edges, level two nodes have nsy edges, etc. Recently, Attema et
al. [2] proved that knowledge soundness of the Fiat-Shamir-compiled argument IIgs follows from special
soundness of IT. We take it as our starting point; unfortunately, we cannot apply it directly to either Spar-
tan or Bulletproofs. There are two main reasons for this: first, Attema et al. only consider perfect special
soundness, but both Spartan and Bulletproofs only satisfy computational special soundness—roughly,
because an extractor could fail to extract a witness from a tree of transcripts if a malicious prover finds
a nontrivial discrete log relation.

The second reason is more subtle, and has to do with ensuring the tree has the right structure for
extraction to be possible. In Attema et al., each node of the transcript tree is a prover message whose
outgoing edges are labeled with distinct verifier challenges. For certain rounds in both Spartan and
Bulletproofs, these verifier challenges must satisfy an extra predicate (beyond distinctness) for extraction
to be possible. The tree-builder by Attema et al. does not support outputting such trees with extra
structure.

To address these limitations, in Section 4 we give a generalization of Attema et al.’s tree-builder
that has the desired properties. Our generalization captures other predicates on verifier challenges using
the notion of an efficiently-decidable partition of the space of challenges. Intuitively, we build a wrapper
algorithm that that sits between the prover and the Attema et al. tree-builder, and ensures the tree has
the right structure by enforcing a partition of the challenge space.

Armed with this generalization, we prove computational special soundness for all variants of Spartan
and Bulletproofs, which in turn implies knowledge soundness for their Fiat-Shamir-compiled versions. In
both cases, our generalized tree-builder is a crucial component: for example, special soundness of Bullet-
proofs requires verifier challenges to be distinct modulo 41, and Spartan requires linear independence for
batching challenges sent during the sumcheck subprotocol.

Building k-ZK Simulators. For SIM-EXT, we must prove that Spartan and Bulletproofs are perfect k-ZK,
meaning their proofs can be simulated by a simulator that can only program the RO in a single round.
This is a departure from the typical way to build NIZK simulators, which typically reprogram the RO in
every round; in particular, doing this for Spartan and Bulletproofs requires giving entirely new simulators
for these constructions.

We build our k-ZK simulator for Bulletproofs using an approach similar to [29]. Our k-ZK simula-
tor construction for Spartan-NIZK uses a novel strategy that is worth highlighting here: it delays the
round at which the RO is reprogrammed as late as possible in the protocol (in fact, our simulator only
needs to reprogram the very last verifier challenge). Another interesting aspect of our k-ZK simulator for
Spartan is that the same simulator works for both Spartan-NIZK and Spartan-SNARK—though the two
protocols have major differences, we observe that the parts of Spartan-SNARK that work differently than
Spartan-NIZK cousist entirely of evaluating (extensions of) public matrices at a public point, and so are
trivially simulatable.



k-Unique Response. To finish, we need to show Spartan and Bulletproofs are k-UR for the same k as their
respective k-ZK simulators. For Spartan variants, this is straightforward—we need only reprogram the
RO during the final X-subprotocol, and it is well known [24] that X-protocols satisfy unique response.

For BP-ARP and BP-ACSPf, proving k-UR is more challenging. Indeed, prior work relied heavily on
the AGM for analyzing unique response—for example, [30] observe that proving their version of unique
response is the only part of their analysis that seems to actually rely on the AGM, and [29] need the
AGM to show that KZG polynomial commitments are unique response.

We prove k-UR for Bulletproofs using a new proof strategy that, intuitively, replaces the AGM with
extraction. In more detail, we extract witnesses from both proofs output by the k-UR adversary, then
argue that either the witnesses are the same or the adversary has found a discrete log relation. To finish,
we use the (novel) result that the Bulletproofs inner-product argument has unique proofs. Thus, if the
witnesses are the same, the proofs must be the same as well.

Limitations and open questions. Our results do have some important limitations. Notably, our emphasis
on removing the AGM means that the tightness of our Bulletproofs results is worse than the comparable
result of [30]. While this is inherent in some sense because our extractors use rewinding instead of straight-
line extraction, it means that the bit security of Bulletproofs and Spartan we could prove with typical
parameters would come out to be quite poor. We discuss this in Section 7.

An interesting open problem we leave to future work is generalizing our techniques to other transparent
zkSNARKSs. In particular, there is a great deal of commonality between our proofs for Spartan and
Bulletproofs which could be abstracted out and proven more generally. As many later works [44,64,35,56]
have built on Spartan viewed as a polynomial IOP [17,20], it would be interesting to generalize our
analyses into a SIM-EXT framework for polynomial IOPs.

1.3 Related Work

Simulation-extractability (SIM-EXT) for NIZKs was first defined in [53] (using different terminology).
Thereafter, a long line of work refined and studied SIM-EXT [24,50], built SIM-EXT NIZKs [37|, and
showed that SIM-EXT is sufficient for other primitives like signatures of knowledge [19]. Other concurrent
works attacked security of NIZKs in deployed systems, such as the voting system Helios, showing the
importance of adaptive soundness [11] which is implied by SIM-EXT. Other work has looked at UC
security for NIZKs [18] and given results on SIM-EXT in the QROM [23]. These works are not relevant to
our results, since SIM-EXT does not imply UC security in the ROM; further, we study zkSNARKSs built
from discrete log, which is broken by quantum attacks.

The simulation-extractability of zkSNARKSs is comparatively less well-studied. Two important prior
works [29,30] which rely on the algebraic group model [27] (AGM) are described above; [30] proves
SIM-EXT of Bulletproofs, and [29] proves SIM-EXT of Plonk [28], Marlin [20], and Sonic [45].

Other work has investigated generic transforms for achieving SIM-EXT from any zkSNARK [5], par-
ticularly focused on SIM-EXT transforms for the Grothl6 zkSNARK [3,4]. Since Grothl6 [38] is built
using a different approach than either Spartan or Bulletproofs, and relies on non-falsifiable knowledge
assumptions or the AGM, our results are incomparable to theirs.

Our paper analyzes SIM-EXT for Bulletproofs [16] and Spartan [55], two transparent zkSNARKS built
from discrete-log assumptions. There is a line of related work building similar SNARKS, such as Hyrax [60],
and extensions to recursive composition like Halo [15] and Nova [44]. We suspect our techniques would
extend to these constructions, and leave extending them to future work.

A key technical tool our results rely on is a “tree-builder” for proving knowledge soundness of NIZKs
built from multi-round interactive arguments. As described above, our approach is a generalization of a
beautiful recent work by Attema et al. [2]. This work develops a tree-builder for perfect special sound
protocols which are extractable given a tree of distinct verifier challenges; we generalize their result to
support computational special soundness and to allow different conditions on verifier challenges. Wik-
strom [63] gives an alternate construction and analysis of a tree-builder which could have served as a
starting point for us; however, their extractor has a worse concrete running time and tightness than
Attema et al. In a revision of [17], the authors generalize Attema et al.’s tree builder to handle general



predicates on prover messages; since we need more general predicates on verifier challenges, their gen-
eralization is not directly useful to us. Other recent works [33,42] analyze the knowledge soundness of
Bulletproofs in the AGM/GGM without using an explicit tree-builder by, for example, going through the
notion of round-by-round soundness [10].

Concurrent work. After the acceptance of this paper, Ganesh et al. posted a full and revised version [31] of
their conference version [30]. Their revised version proves that Bulletproofs satisfy SIM-EXT in the ROM
only, removing the need for the AGM. We note that their technique is somewhat different from ours:
in particular, they prove that Bulletproofs satisfy a different notion of weak unique response (FS-WUR),
which turns out to be enough for their version of the SIM-EXT theorem (cf. our Theorem 3.4). Their
proof of FS-WUR shares some similarity with ours, however, namely in the use of rewinding to extract
witnesses from non-simulated proofs. Nevertheless, we note that our results additionally include proving
that Spartan satisfies SIM-EXT.

2 Preliminaries

We use F to denote a finite field with F* = F — {0}, and A to denote the security parameter. For k,n € N,

we denote [k,n] = {k,k+1,...,n}, and [n] = [1,n]. We denote uniform sampling from a set S by a &s.
We denote vectors by boldface, e.g. g = (g1,--.,9n), and write g to mean g7* - --- - g%». We denote the
length of a vector a by |a|, the inner product between two vectors a,b by a - b or (a,b), the Hadamard
(entry-wise) product by a o b, and the tensor product by a® b = (a1by,...,a1bm, ..., anb1, ..., anby).

Our relations are of the form R C {0,1}* x {0,1}* x {0,1}* and are efficiently decidable, e.g. there
exists a deterministic polynomial time algorithm that given (pp,z,w) outputs whether (pp,z,w) € R.
We abbreviate PPT for probabilistic polynomial time, and EPT for expected (probabilistic) polynomial
time.

We use code-based games [6] to define many of our security notions. A game An denotes a run
of parties A4, ..., A, on a pre-specified set of procedures given by S, returning a bit b € {0,1}. We denote
Pr[G?l’“"A”] the probability over the random coins used by S and all adversaries that the game’s output
is 1.

Lemma 2.1 (Schwartz-Zippel Lemma). LetF be a finite field and f € F<U[Xy, ..., X,] be a non-zero
multivariate polynomial with total degree at most d. Let S be a subset of F. Then

Pr[f(x1,...,2,) = 0] < d/|S|,

where the probability is taken over the choice of x; &g foralli=1,...,n.

2.1 Assumptions

We assume the existence of a group generator generating global public parameters
ppg = (G,F) + GroupGen(1*), where G is a group of prime order, with F as the corresponding field.
These global parameters are used in the setup phase of every protocol we consider. We also assume a
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generator sampling procedure gy, ..., g, < GenSamp(G, n).
We define the following assumptions with respect to an adversary A running in expected polynomial
time.*

Definition 2.2 (Discrete Log [33]). We say that the discrete log (DL) assumption holds for the
tuple of algorithms (GroupGen, GenSamp) (see Section 2.1) if for all EPT adversaries A, the following
probability is negligible in \:

Advgil'_oquen7GenSamp<A) = Pr {DLé()‘)} .

4 This is because we can only reduce breaking the security of the protocols we consider to such adversaries
breaking DL or DL-REL.



Game DLéroquen,GenSamp ()‘) Game DL_RELéroquen,GenSamp,n (A)

(G,F) < GroupGen(1*) (G, F) + GroupGen(1*)
g,h & GenSamp(G, 2) Gi,- -, 0n & GenSamp(G,n)
a <+ A(g,h) (a1y...yan) <~ Alg1,...,gn)

return (¢ = h)

return <1£[gf1 = 1) A((a1,...,an) #0")

Fig.1: Games for Discrete Log

Definition 2.3 (Discrete Log Relation [33]). We say that the discrete log relation (DL-REL) assump-
tion holds for (GroupGen, GenSamp) if for all EPT adversaries A and all n € N, the following probability
s negligible in \:

Advl(D;II:C;SpE(I;-en,GenSamp,n(Av )‘) = Pr [DL_RELA ()‘):| .

GroupGen,GenSamp,n

The two discrete log assumptions are tightly related.

Lemma 2.4 (Lemma 1 [33]). For every EPT adversary A against DL-REL, there exists a EPT ad-
versary B against DL, nearly as efficient as A, such that

1

DL-REL DL
AdvGroquen,GenSamp,n(A) < AdVGroquen,GenSamp(B) + m

By a slight abuse of notation, we will abbreviate G for (GroupGen, GenSamp) in the rest of the paper.

2.2 Interactive Arguments
We define an interactive argument for relation R C {0,1}* x {0,1}* x {0, 1}*.

Definition 2.5. An interactive argument for a relation R is a tuple of PPT algorithms IT = (Setup, P, V)
with the following syntax:
e Setup(ppg) — pp : outputs public parameters pp given global parameters ppg,
o (P(w),V)(pp,x) — {0,1} : an interactive protocol whereby the prover P, holding a witness w, interacts
with the verifier V on common input (pp,x) to convince V that (pp,x,w) € R. At the end, V outputs
a bit for accept/reject.
We define the following properties for interactive arguments:

e Completeness. For any adversary A,

(pp, z,w) € RV ~ pp + Setup(1*, ppg)
(P(w),V)(pp,z) =1 ~ (z,w) ¢ A(pp)

e Knowledge Soundness. There exists a expected polynomial time extractor £ such that for any
stateful PPT adversary P*,

=1

pp < Setup(1*, ppg)
(z,stp+) < P*(pp)
b« (P*(stp~), V) (pp, )

w <+ E7 (pp, z)

Pr|b=1 A (pp,z,w) € R < negl()\).?

Here £ gets black-box access to each of the next-message functions of P* in the interactive protocol,
and can rewind P* to any point in the interaction.

5 We do not define soundness, but this implies soundness with the same advantage.



Definition 2.6 (Honest-Verifier Zero-Knowledge). A public-coin interactive argument
IT = (Setup, P, V) for a relation R is e-honest-verifier zero-knowledge (e-HVZK) if there exists a PPT
stmulator S such that for all pp < Setup(ppg) and (pp,x,w) € R, the following distributions are e-
statistically indistinguishable

{Viewy (P (pp, z,w), V(pp,x))} ~s {S(pp,x)}.

Here Viewy, (P(pp, z,w), V(pp, x)) denotes the view of the verifier, consisting of the transcript and its own
randomness. I satisfies perfect HVZK if it is 0-HVZK.

Definition 2.7 (Public-Coin). An interactive argument I = (Setup,P,V) is public-coin if in each
round i the verifier V samples its message uniformly at random from some challenge space Ch;, and uses
no other randomness.

Any public-coin interactive argument has a general (2r 4+ 2)-message, or equivalently, (r + 1)-round
format where the verifier sends the 0-th message, and the prover sends the last message. In particular, the
transcript is of the form tr = (¢o,a1,¢1,. .., ar, ¢r,ary1), where (ag,...,a,+1) are the prover’s messages
and (co,...,c,) are the verifier’s messages. Additionally, we have ¢y = ) in all protocols we consider, so
that we will only consider (2r 4+ 1)-message protocols (where the prover sends the first and last message).

2.3 Non-Interactive Arguments in the ROM

In practice, we often use the Fiat-Shamir transform (see Section 2.4) to compile public-coin interactive
arguments into their non-interactive versions, in a model where both parties have black-box access to a
random oracle, i.e. a uniformly sampled function H : {0,1}* — {0,1}*. For public-coin (27 + 1)-message
interactive arguments with challenge spaces Chy,...,Ch,, we will actually need r independent random
oracles H; : {0,1}* — Ch; with ¢ € [1,r]. For simplicity, we will denote these by a single random oracle
H, and it will be clear from context which random oracle is being used in a given round.

Definition 2.8. A non-interactive argument (NARG) in the ROM for a relation R C {0,1}* x {0,1}* x
{0,1}* is a tuple of algorithms IT = (Setup, P, V), with P,V having black-box access to a random oracle
H, with the following syntax:

e Setup(ppg) — pp generates the public parameters,
° PH(pp,x, w) = 7 generates a proof given pp and an input-witness pair (x,w),
o V(pp,z,m) = {0,1} checks if proof m is valid for pp and input x.

We define the following properties of NARGs:
e Completeness. For every adversary A,

(pp,z,w) € RV
W(pp,z,7m) =1

pp < Setup(ppg)

(z,w) < A(pp) | = 1.

™ < P"(pp, z, w)

e Knowledge Soundness. IT is (adaptively) knowledge sound (KS) if there exists an extractor &
running in expected polynomial time such that for every PPT adversary P*, the following probability
is negligible in A: Ks . . &P

AdvTP R (E,P*) == |Pr[KSE 17, (\)] — Pr[KST [ (V)]

The knowledge soundness games are defined in Figure 2.

We define zero-knowledge in a model where the random oracle is explicitly-programmable [61] by the
simulator. Here, the simulator S can reprogram the random oracle H, and this modified oracle is provided
to the distinguisher.

Definition 2.9 (Zero-Knowledge). IT satisfies (statistical) unbounded non-interactive zero-knowledge
(NIZK) if there exists a PPT simulator S such that for pp < Setup(ppg) and any unbounded distinguisher
D, the following probability is negligible in \:
ZK ._ D, P D,S
AdvZE (S, D) = ’Pr [ZKO’HFS’R(A)] —Pr [ZKLHFS’R(A)] ‘

The zero-knowledge games are defined in Figure 3.



Game KSE;YFS (A) Game KSiE:S,R()‘)

pp < Setup(ppg) pp < Setup(ppg)
(z,7) < (P*)"(pp) (z,7) < (P*)" (pp)
b+ Vis(pp, z, ) b + Vis(pp, =, )
return b W EP*(pp,x,W)

return b A (pp,z,w) € R

Fig. 2: Knowledge soundness security games. Here the extractor £ is given black-box access to P*. In
particular, £ implements H for P* and can rewind P* to any point.

Game ZK{ 1 (M) Game ZK 7 »())

pp < Setup(ppg) pp < Setup(ppg)

b DH(<),7’/(PP,<,-)(1>\) b DH(~)75'(PP~,‘)(1A)

return b return b

P'(pp, z, w) S'(pp, z, w)

if (pp,z,w) € R then return L if (pp,z,w) € R then return L
else return P(pp, z,w) else return SF™°(pp, z)

Fig. 3: Zero-knowledge security games. Here the simulator S gets access to a RePro oracle that on input
(a, b) reprograms H(a) :=b.

2.4 The Fiat-Shamir Transformation

We define the Fiat-Shamir transform [25], which removes interaction from any public-coin interactive
argument.

Definition 2.10 (Fiat-Shamir Transformation). Let II = (Setup,P,V) be a public-coin (2r + 1)-
message interactive argument of knowledge. Denote the transcript as tr = (a1,¢1,...,0r,Cpyarp1). The
Fiat-Shamir transformation turns II into a non-interactive protocol Ilrs in the ROM, where:

e Setupps(ppg) is the same as Setup(ppg),
o the prover Pgs, on input (pp,z,w), invokes P(x,w), and instead of asking the verifier for challenge
¢; in round i, queries the random oracle to get

¢i = H(pp,z,a1,...,a;) foralli=1,... r.

Pes then outputs a non-interactive proof m = (a1,...,0r, ari1).
o the verifier Ves, on input (pp,x, ), derives challenges c¢;’s by querying the random oracle as Pgs does,
then runs V(pp, z, (a1,¢1, - .. ,ar, Cr, art1)) and outputs what V outputs.

For all protocols IT considered in this paper, it is clear that both IT and ITgs satisfy (perfect) com-
pleteness. Furthermore, ITgs satisfies knowledge soundness if IT is (computationally) special sound (see
Section 4). For zero-knowledge, we have a canonical simulator Sgs for IIgs based on any HVZK simulator
S for I1.

Definition 2.11 (Canonical Simulator). Let IT be a public-coin interactive argument with HVZK
simulator S. Define the canonical simulator Sgs for ITgs to be an algorithm that on input (pp,x) runs
S(pp,x) to get a transcript tr = (a1,¢1, ..., 0, Cry Grr1), then reprogram H(pp, z,a1,...,a;) = ¢; for all
ielr].



Game SIM-EXTST" (3) Game SIM-EXTES (V)

pp < Setup(ppg) pp < Setup(ppg)
(z,7) < (P*)"*(pp) (z,7) < (P*)"* (pp)
b VI (pp, ) b« V¥ (pp, )
return b A (z,7) € QOsim w EF” (pp, =, )

return b A (z,7) € Qsim A (pp,z,w) €ER

Fig. 4: SIM-EXT security games. In both games, S returns a proof 7 upon an input x (and may reprogram
the random oracle), while Qg records all pairs (x, ) queried by P*. H denotes the modified RO after
all proof simulation queries. £ is given black-box access to P*; in particular, it implements H and S for
P* and can rewind P* to any point in its execution (with same initial randomness).

Remark 2.12. Tt can be shown that Sgs is a NIZK simulator for Ilgs if S is an HVZK simulator and the
fact that the first message a; has sufficient min-entropy [24,30]. Looking ahead, given any simulator S for
Igs, to show that it is a NIZK simulator, it suffices to show that S produces indistinguishable transcripts
tr = (a1,¢1,...,0,41) from honestly generated transcripts, and that the first message a; has sufficient
min-entropy.

3 Simulation Extractability

We define the central notion of our work, simulation extractability (SIM-EXT), which requires that ex-
tractability holds even when the malicious prover is given access to simulated proofs. SIM-EXT implies
adaptive (knowledge) soundness and non-malleability for the proof system [30,43,51], and allows building
secure signatures of knowledge via standard transforms [19,39].

Definition 3.1 (Simulation Extractability). Let IT = (Setup, P, V) be a public-coin zero-knowledge
interactive argument for relation R with associated NIZK IIgs = (Setup, Pes, Ves). We say s satisfies
simulation extractability (SIM-EXT) with respect to a simulator S if there exists an efficient simulator-
extractor £ such that for every PPT adversary P*, the following probability is negligible in A:

AdvIMET(S,£,PF, \) == |Pr[SIM-EXTS 77 ()] — Pr[SIM-EXTS 57 2 (V)]
Games SIM-EXTq and SIM-EXT1 are defined in Figure 4.

We will state an adaptation of the results in [29], which establishes a general theorem about simulation
extractability. In particular, the authors of [29] define the notion of a k-zero-knowledge simulator that
only needs to reprogram the random oracle in round k. Similarly, they define a property of k-unique
response, which roughly states that the malicious prover’s responses are uniquely determined after round
k. Together, these two properties (for the same k) along with knowledge soundness will be enough to
show simulation extractability.

Definition 3.2 (k-Zero-Knowledge). Let IT = (Setup,P,V) be a (2r + 1)-message public-coin inter-
active argument with HVZK simulator S, and k € [1,7]. Let Ilgs be its associated FS-transformed NIZK.
We say IIrs satisfies (perfect) k-zero-knowledge (k-ZK) if there exists a zero-knowledge simulator Srs j
that only needs to program the random oracle in round k, and whose output is identically distributed to
that of honestly generated proofs.

Definition 3.3 (k-Unique Response). Let II = (Setup,P,V) be a (2r + 1)-message public-coin in-
teractive argument, with Ilgs its associated F'S-transformed NARG and k € [0,r]. We say IIgs satisfies
k-unique respounse (k-UR) if for all PPT adversaries A, the following probability (defined with respect to
the game in Figure 5) is negligible in A:



Game k-UR7} ())

pp < Setup(1*, ppg)

(z, 7,7, c) « A" (pp)

b+ VES[('DP’“C’WI’“>HC](pp7 z,m)=1

b Vys[(pp‘m’ﬂ,‘k)'_}c](pp,m, ) =1
returnb A b A m#£ 7 A 7|k :7r'|k

Fig.5: Security game for k-unique response. Here H[(pp, z, 7|;) — ¢| denotes the random oracle where
the input (pp, x, 7|x) is reprogrammed to output c.

AdvHUR(A) = Pr {k_URﬁFS(A)} .
When k = 0, we say that IIgs has (computationally) unique proofs.

We now state a key theorem that relates SIM-EXT to these properties; it is similar to the SIM-EXT
theorem given in [29], with SRS update oracles removed.

Theorem 3.4. Let IIgs be a Fiat-Shamir compiled non-interactive argument for relation R from a (2r +
1)-message public-coin interactive argument IT. Assume Ilgs satisfies KS, has a perfect k-ZK simulator
Srs i for some k € [1,7], and satisfies k-UR (for the same k). Then IIrs satisfies SIM-EXT.

Concretely, let € be a KS extractor for Igs. There exists a SIM-EXT simulator-extractor Esg for
Igs such that, for every PPT prover P* against SIM-EXT of Ilgs that makes at most qq random oracle
queries and gsim simulation queries, there exists another PPT prover Pgg against KS and PPT adversary
A against k-UR such that

Advi R (Ses s Ese, P) < Advip, = (€, Pis) + Advi R (A).

Furthermore, both Pgg and A make at most gy random oracle queries; their runtime is roughly equal to
P*’s runtime plus gsim invocations of Srs . Ese invoked on P* is nearly as efficient as € invoked on Pgs.

We first give the high-level intuition for our proof before presenting the formal details. Our proof
proceeds in a few steps (following the strategy of [29]): first, we show how to build a KS adversary Py
from any SIM-EXT adversary P* using a “wrapper” that takes care of the proof simulation oracle and
the associated reprogramming of the random oracle. Then, we show how to build a SIM-EXT extractor
Ese from an arbitrary KS extractor E—this works by using the wrapper to turn the SIM-EXT adversary
P* into a KS adversary Pgg, then running the KS extractor on this adversary. Finally, we relate the
advantages of P* and Pgg. This steps turns out to be subtle because of how the wrapper emulates the
proof simulation oracle.

In more detail, the wrapper must allow the simulator to “reprogram” the random oracle. (Recall that
by assumption, our simulator only needs to reprogram in the kth round.) However, the wrapper has no
power to program its own random oracle—it can only keep a table of which points the simulator has
reprogrammed, and use this table to answer random oracle queries instead of querying its own random
oracle. Thus, there is some “bad” event where P*’s output does not verify against the random oracle of
Pks- To finish the proof, we need to upper-bound the probability of this happening. We show that this
probability is upper-bounded by the k-UR advantage of an adversary built from P*. Conditioned on this
bad event not happening, we show that the KS advantage of Pgg against £ is an upper bound on the SE
advantage of P* against Esg.

Proof. Below, we abbreviate SIM—EXT‘OSFISY”:S’P* as Hyb, and SIM—EXTfSIEY’i?{“’P* as Hyb,. We start by

defining Esg. However, in order to deﬁne’é’SE, we first describe the folloxx}ing “adversary wrapper” W that
takes in an adversary P* against SIM-EXT and returns an adversary Pgg against KS. This wrapper W
transforms P* into Pgkg as follows:
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Pks gets pp < Setup(ppg) and runs P* on input pp.

o Py keeps a local table T of programmed random oracle queries, and a local table Qsjm of simulated
proof queries.

e To answer P*’s proof simulation queries, Pgg internally runs Sfs i, adds any programmed oracle
queries to 7, and returns the resulting simulated proof.

e To answer P*’s random oracle queries, if the query is not in 7, Pgg passes to its own RO H and
relays back the result; if the query is in 7, Pgg answers with the programmed result in 7.

o When P* outputs (z,m), Pis aborts if (pp,z,n|;) € T, i.e. H has been programmed on the k-th

prefix of 7, and otherwise outputs (z, 7).

From the description of Pgg, it is clear that it provides an identical view of the oracles H, Srs 1 to P*. In
particular, the output of P* when simulated by Pk is identically distributed to the case when P* is run
with actual oracles H, Srs . We now define the simulator-extractor £sg based on £ and W as follows:

— Given an adversary P*, &g invokes the wrapper W to emulate an adversary Pk against KS from its
access to P*.
— &se then runs £ on Pgg and outputs what £ outputs.

We observe the following about the efficiency of Pgg and Esg. Note that Pgg makes at most the same
number of RO queries as P*, and the runtime of PZg is roughly the runtime of P* plus the runtime of
gsim many invocations of the simulator Ss ;. The runtime of Esg is equal to the runtime of £ on Pgg.

Going back to the analysis, let P* be an arbitrary PPT adversary against SIM-EXT. We define Pgq
to be the corresponding adversary against KS, constructed from P* via the wrapper W. We also define
bad to be the event, in either hybrids, that the malicious prover P* outputs (z,7) such that:

— H’ has been programmed on the k-th prefix of 7, i.e. (pp,z,7|x) € T,
- Vi (pp,z,7) — 1 and (z,7) & Qsim-

Note that the second condition is identical to the winning condition of Hyb,. We observe that bad is
well-defined since the two hybrids are identical up until running b < V,';'S(pp, x,m), which is what bad
depends on.

We claim that there exists an adversary A against k-UR, nearly as efficient as Pyg, such that Pribad] <
AdvlffiR(A). We construct A as follows.

o A gets pp + Setup(ppg) and runs P* on input pp.

o A emulates Pgg in answering P*’s queries. In particular, it keeps track of the table T for programmed
RO queries, and the table OQs;, for simulated proofs.

e When P* outputs (z, 7), A searches through the simulation queries to find (z, ') € Qsim that satisfies
7w # n’ and 7|, = 7’|k, aborting if no such query exists; A then looks up the programmed challenge
H(pp, z,|) := ¢ in T and returns (z,r, 7', c).

It is clear that A is nearly as efficient as Pgg. It remains to argue the following points:

— First, we show that A does not abort if bad happens, i.e. we need to show that there exists (z,n’) €
Qsim such that m # 7’ and 7|, = 7. From the first condition of bad, it follows that there must be a
programmed oracle query for the k-th prefix 7| of 7. Such RO reprogramming only happens during
proof simulation using Srs . Since Srsj only programs the RO in the k-th round, there exists a
simulation query (z,7’) € Qgim such that 7’|, = 7|;. The second condition of bad then implies that
m #£ 7', since (x,7) € Qsim-

— Next, we show that A wins the k-UR game, i.e. that VI (pp,z, ) = VE (pp,z,7') = 1, 7 # 7’ and
7|k = 7’|k, where H* = H[(pp, z,7'|x) — ¢]. The last two conditions (m # 7’ and 7|, = 7'|) are
satisfied by the construction of A. Next, we note that relative to the modified random oracle H’, we
have VF'Sl(pp,J;,W) — 1 by the second condition of bad, and Vﬁsl(pp,x,ﬂ") — 1 by the guarantee of
the simulator Srs ;. We finish by noting that H' and H* give identical answers for the prefixes of 7
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and 7' queried by the verifier Vis, i.e. that VIS (pp, z,7) — 1 and VE (pp,z,7’) — 1 as well. This is
because the prefix for the k-th round (pp,z,7|x) = (pp,,7’|x) is programmed to ¢ in both H' and
H*, and neither H' nor H* reprograms H on any other prefix.

We now show that conditioned on bad not happening, for the adversary Pgg constructed above, we
have the following equalities:

Pr[Hyb, A —bad] = Pr[KS(% (A)],  Pr[Hyb, A —bad] = Pr[KS; 7% o (V)].
For the first equality, note that Hyb, A —bad is equivalent to the following conditions:

— H’ is not programmed on the k-th prefix of =, i.e. (pp,x,7|x) € T
- Vi (pp,z,7) — 1 and (z,7) & Qsim-
These conditions are also equivalent to KSZ;’%FS(/\), since it means that:
— Pyg does not abort, which implies (pp, z,7|x) & T,
— VE(pp,z,m) — 1, which by the previous fact, also implies Vpé(pp,x,ﬂ) — 1 (since H and H’ give the
same answers to queries made by Vgs). Furthermore, since (pp, z, 7|)) is not programmed, 7 cannot
be a simulated proof, i.e. (z,7) & Qsim.

A similar argument also establishes the second equality. Namely, Hyb; A —bad has the same conditions
as Hyb, A —bad, plus the condltlon that the witness w <+ €SE (pp, z, 7) satisfies (pp,z,w) € R. Similarly,
KSTEESSR()\) is the same as KS0 T (M) plus the condition that w «+ EPxs (pp, , ) satisfies (pp, z,w) € R.

By the construction of £sg, we see that EgDE* is identical to £Pxs, which means the witness w produced is
the same.

Putting everything together, we get the desired bound:

AV R T (Srs, Ese, P*) < |Pr[Hybg] — Pr[Hyb,]|
< [Pr[Hyb, A —bad] — Pr[Hyb, A —bad]|+ Pr[bad]
< AV R (E,Pis) + Advi IR (A).

4 Tree of Transcripts and Special Soundness

In this section, we show how to establish knowledge soundness (KS) of a FS-transformed protocol ITgs
based on the computational special soundness of the interactive protocol II. The key is to construct an
efficient tree builder TB that, given oracle access to a malicious prover P* for Ilgs, outputs a suitable
tree of accepting transcripts, upon which a valid witness can be extracted.

Definition 4.1 (Tree of Transcripts). Let IT be a (2r + 1)-message public-coin interactive argument
for a relation R, with challenge spaces Chy,...,Ch,. Givenn = (ny,...,n,) € N" and ¢ = (¢1,...,0,)
with ¢; : Chl'* — {0,1} fori € [r], we say that F is a (¢, n)-tree of accepting transcripts for pp if:

1. T is a tree of depth r + 1,

2. For each i € [r + 1], each vertex at depth i is labeled with a prover’s i-th message a;, and if i < r,
has exactly n; outgoing edges to its children, with each edge labeled with a verifier’s i-th challenge
Cily- - Cin; Satisfying ¢i(cin, ..., ¢in;) = 1. Additionally, the root’s label is prepended with x (so the
label becomes (z,a1)),

3. The labels on any root-to-leaf path form a valid input-transcript pair (x,tr).

We additionally define T to be accepting with respect to a input-transcript pair (x,tr) if (z,tr) corresponds
to the left-most path of . We define a predicate IsAccepting((¢,n), pp, z, (7,)7) to check whether T is
a (¢, n)-tree of accepting transcripts for pp and x, and optionally .
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Game TreeBuild75”" (\) Game SSTEA . (\)

s, (6.n) 1,R,(6,n)
pp < Setup(ppg) pp < Setup(ppg)
(z,7) — (P)"(pp) (z, 7) < A(pp)
(7<—TBP*(pp7:c,7r) w <+ TE(pp,x, T)

return (pp,z,w) € R A

return (V" pp,z, ™) =1) A
VA )=1 IsAccepting((¢,n), pp, z, 7)

IsAccepting((¢, n), pp, =, 7, T)

Fig. 6: Games for tree-building and special soundness. Here the tree-builder 7B is given black-box access to P*.
In particular, 7B implements H for P* and can rewind P* to any point in its execution.

The usual definition of a tree of accepting transcripts [2,14] has ¢; be the predicate that the i-th
challenges ¢; 1,...,¢ pn;, coming from a vertex at depth 4, are distinct (we call this the distinctness
predicate). In that case, we will also abbreviate .7 as a n-tree of accepting transcripts. However, we will
need to consider more general partition predicates in our proofs of knowledge soundness for Spartan and
Bulletproofs.

Definition 4.2 (Partition Predicate). Let Ch = Ch)UCh® ... uCh'D) be a partition 2 of a set Ch
into C' blocks. We assume the partition is efficient, i.e. given an index ¢ € [C], we can enumerate the set
Ch® in polynomial time. For n € N, we define the corresponding partition predicate ¢, : Ch" — {0, 1}
to be ¢ n(c1,y...,cn) =1 if and only if c1, ..., ¢y belong in distinct blocks of Ch.

Remark 4.3. Looking ahead, we will consider the following partition predicates:

e When Ch = F* is partitioned into {x, —z} for all z. We abbreviate this predicate into the number n
of challenges as n.

e When Ch = F? is partitioned into {c-z | ¢ € F*} for all z € {(0,0),(0,1)} U{(1,a) | a € F} (this
implies linear independence between two vectors). We abbreviate this predicate into the number n of
challenges as nj;.

We now state a theorem asserting the existence of an efficient tree-builder that can generate (¢, n)-
trees of accepting transcripts, where ¢ consists of partition predicates as defined above. We give the proof
in Section 4.1; our proof relies on the tree-builder constructed in the work of Attema et al. [2]. We give
a comparison of our tree-builder with that of Wikstrém in Appendix A.

Theorem 4.4 (Efficient Tree Builder). Let IT be a (2r+1)-message public-coin interactive argument
with challenge spaces Chy, ..., Ch,. Consider any efficiently decidable partition Ch; = I_I]C;'lChZ-J with
minimum partition size C' = min; C;, and let ¢ = (¢P1,...,¢,) be the corresponding partition predicate.
Consider any n = (nq,...,n,;) € N” with N = [[;_; n;.

There exists a probabilistic algorithm TB for Ilgs with the following guarantees: given oracle access

to a malicious prover P* for IIgs with success probability e(P*) := Pr[KSZi}FS], T B wins the tree-building
B,P*

ST
game TreeBmIdHFS,(d)

n) (shown in Figure 6) with probability at least

QER-1)/2+(@+1)(Xini—r)
. :

A TB,P* *
Pr TreeBwIdHFS)(Qn) > e(P¥) —

Furthermore, TB makes in expectation at most (Q + 1)(N — 1) + 1 rewinding calls to P*, where Q is an
upper bound on the number of RO queries of P*.

Remark 4.5. We note the quadratic dependence on the number of queries Q in our bound. This seems to

be an inherent limitation of our proof technique, which stems from a birthday bound (see Section 4.1),
and we leave achieving a tighter bound to future work.
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We now define computational special soundness, which stipulates the existence of a tree-extraction
procedure T & that, given an appropriate tree of accepting transcripts produced by an efficient adversary,
outputs a witness with high probability.

Definition 4.6 (Special Soundness). Let IT be a (2r+1)-message public-coin interactive argument for
a relation R with challenge spaces Chy,...,Ch,. For anyn = (n1,...,n,) € N" and ¢ = (¢1,..., o) with
¢; = Chl" — {0,1}, we say IT is (¢, n)-computational special sound if there exists a PPT tree-extraction
algorithm TE such that for all EPT adversary A, the following probability is negligible in A:

SS TE,A
AdVT R (. (TEA) = Pr [SSTEH M(A)} .

The special soundness game is shown in Figure 6. We say II is computational special sound (SS) if it is
(¢, n)-computational special sound for some ¢ and n.

Using Theorem 4.4 and Definition 4.6, we get the following consequence that computational special
soundness for an interactive protocol implies knowledge soundness for its non-interactive version.

Lemma 4.7. Let IT be a (2r 4+ 1)-message public-coin interactive argument that is (¢, n)-computational
special sound with tree extractor TE, where n = (ny,...,n,.) € N” and ¢ is a partition predicate with
minimum partition size C'. Then Ilgs satisfies knowledge soundness. Concretely, there exists an EPT
extractor € such that for every PPT adversary P* against KS making at most Q) random oracle calls,
there exists an EPT adversary A against SS such that

QER-1)/2+@+1) (Fiyni—1)
C

Both € and A runs in expected time that is at most O(Q - N) the runtime of P*.

AdviP R (E,PF) <

+ Adv?};(¢7n) (Tg, A)

Proof. Our proof goes through a sequence of hybrids. Hyb,, is the game KSZ;;YFS. Hyb, is the same as Hyby,
except we also run TBP*(pp,x, ) — 7 and output 0 if Z is not a (¢, n)-tree of accepting transcripts
with respect to (pp, z, 7). Note that Hyb, is the same as the game TreeBuiId;Z’ (m)" Using Theorem 4.4,

we get QQ—1)/2+(Q+ 1) (Xi_ ni—r).

|Pr[Hyb,] — Pr[Hyb;]| <

We define Hyb, to be the same as Hyb,, except we also run TE(pg, x,J) — w and output 0 if (pp, z,w) &
R. We define the extractor £ to be as follows: run TBP*(pp,x,w) —  to obtain a tree of accepting
transcripts, then run TE(pp, z,.7) — w to obtain a witness. By definition of £, we can see that Hyb, is
the same as the game KSf;E;R.

We now claim that there exists an adversary A against SS such that

[Pr[Hyb;] — Pr[Hyb,]| < AdV (4.0)(TE, A).
We define A to be as follows: given oracle access to P*, A runs (P*)™(pp) — (z,7) by simulating H for

P*, then runs TBP*(pp,x, ) — 7, and outputs (z,.7). It is then straightforward to argue that Hyb,
returns 0 while Hyb; returns 1 precisely when A wins in SS. O

4.1 Proof of Theorem 4.4

We first introduce the notions of an abstract adversary and an abstract tree of transcripts, which can be
defined independently of any interactive argument IT. Such notions were also considered in [2] in terms
of abstract sampling games, and we will state the tree-builder TBapk of [2] in these terms.

Definition 4.8 (Abstract Adversary). Let Si,...,S, be finite sets. Denote by H= (Hy,...,H,) be a
collection of random oracles H; : {0,1}* — S;. A r-round, Q-query random oracle adversary A against
S1,...,5, is a deterministic adversary having oracle access to Hy, ..., H,., making at most Q total accesses
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to these random oracles, and returning ((a1,...,ar+1),v) where a;’s are strings and v € {0,1}. The
success probability of A is defined to be

e(A) =Prlov=1]A" = ((a1,...,ar41),0)],
where the probability is defined over the randomness of choosing H.

Definition 4.9 (Abstract Tree of Transcripts). Let Si,...,S, be any finite sets, A be any abstract
adversary against Si,...,S,, and n = (n1,...,n,) € N'. A n-abstract tree of transcripts .7 for A and
H=(Hy,...,H,) is a labeled n-tree where:

— Each vertezx at depth i € [r + 1] is labeled with a message a;,

— Each of the n; edges coming from a vertex at depth i € [r] is labeled with a different element s € S,

— For any root-to-leaf path, if the edges are labeled (s1,. .., s,) and the vertices are labeled (ay, ..., ar1+1),
then AN = ((a1,...,ar11),1) where H = (Hifay — s1],...,H[(a1,...,a.) — s.]).

Remark 4.10. Let II be a (2r+1)-message public-coin interactive argument with challenge sets Chy, ..., Ch,..
From any deterministic adversary P* against KS of ITgs, we can build an abstract adversary A against
the set Chy,...,Ch, by running (z,7 = (ai,...,a,11)) + (P*)"(pp) (with pp hard-coded) and also
vV V,':"S(pp, x,m); Athen outputs (((x,a1),as, ..., ar+1),v). A n-tree of accepting transcripts for (pp, , 7)
can be seen as a n-abstract tree of transcripts for A.

We now state the guarantees of the tree-builder TBapk in [2].

Theorem 4.11 ([2], adapted). Consider any sets Si,...,S, and any n = (n1,...,n,) € N" with
N = H;l n;. There exists a probabilistic algorithm T Bapk with the following guarantees: given oracle
access to any Q-query abstract adversary A against Si,...,S, with success probability ¢(A), TBarx
outputs a n-abstract tree of transcript 7 with probability at least

e(A) —(Q@+ 1Dk o . ni—1
e where k =1 ll;[l 1 5] .

Furthermore, T Bapk makes in expectation at most (Q + 1)(N — 1) + 1 oracle calls to A.

Remark 4.12. We simplify the bounds of Theorem 4.11 in two ways: first, we have

“ny—1 S n—vr
T j— 7 .
k<K = < &i=l , where C = min Cj,
— C; C i=1,...,r
i

and secondly, we simplify the success probability of 7B to be at least

A CIDE 5 () (@ + 1w = e(a) - TN Z0),

This leads to a cleaner expression while not sacrificing any tightness, as both x and s’ will be negligible
for our abstract adversaries.

We now give a proof of Theorem 4.4, using the tree-builder 7 Bapk in Theorem 4.11 as a black box.

Proof (Proof of Theorem 4.4). Without loss of generality, we assume that P* is deterministic; this is
because if we can prove the theorem for every choice of P*’s randomness, then by averaging we also prove
the theorem for arbitrary P*. Thus, the only source of randomness in the game KSZ;;YFS, and hence of the
success probability e(P*) := Pr[KSg’}FS], is the choice of the random oracle H.

For i € [r], define Hf : {0,1}* — [C}], where we recall that Ch; = I_If:ilChm. We will construct an
abstract adversary A against the sets [C1],...,[C;], having access to random oracles H* = (H%,..., H})
and to the malicious prover P*. It does the following:
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— Get pp + Setup(ppg) and run P* on pp.
— Initialize an empty table 7 of triples ((4, a, (c, j)), where ¢ € Ch; ;, denoting the result H;(a) = c.
— When P* makes an oracle query to H; on input a, search through 7 for an entry (i,a,(c,-)), and

return c. If no such entry exists, query HX(a) — j, then sample ¢ & Ch; ; uniformly at random, add
(,a,(c,j)) to T, and return ¢ as the answer to P*.

— When P* outputs (z,7 = (a1,...,a,41)), run v < VY (pp,z,7) (where H is determined by 7), and
output (((z,a1),az2,...,ar41),0).

We now define our tree-builder T15. Given oracle access to P*, it emulates the abstract adversary A,
then run the tree-builder 7 Bapk on A. If TBapk returns a n-abstract tree of transcripts s, then 7B
returns a (¢, n)-tree of accepting transcripts 7 for Ilgs as follows:

— For each vertex at depth ¢ € [r + 1] of T with label a;, the same vertex for .7 has label a; as well,
— For each edge labeled j going from a vertex labeled a at depth ¢ € [r], the same edge for .7 has label
¢, where c is the unique challenge such that (i,a, (c,j)) € T.

We argue that 7 is indeed a (¢, n)-tree of accepting transcripts. It is clear that .7 is of the right arity.
For any vertex v at depth ¢ € [r], we know that the edges coming from v are labeled with different
(Jijs---»Jim;) I Tups. This implies that for 7, the edges coming from the corresponding vertex v has
challenges (c;,1,...,¢in,) satisfying ¢; , € Ch; j, , for all k € [n;]. Hence .7 satisfies the partition predicate
.

It remains to analyze the success probability and expected running time of our tree-builder. The
expected running time is easier to analyze. First, the abstract adversary A is nearly as efficient as P*, as
it runs P* once, and does some other tasks in comparable time (managing table 7, running Setup and
Ves). Our tree-builder 7B then invokes TBapk once on A, hence inheriting the expected running time of
T Bark. Concretely, the expected running time of 78 is at most (Q — 1) - (N + 1) + 1 times the running
time of P*.

Next, we analyze the success probability of the abstract adversary A. If A can perfectly simulate the
random oracles H = (Hy,...,H,.) for P*, then it is clear that its winning probability is the same as P*,
i.e. we would have e(A) = e(P*).

Our central observation is that perfect simulation occurs when no two queries to HY, for any i € [r],
result in the same index j where the block Ch; ; has size > 1. We call this event bad. When bad happens,
simulation would not be perfect as we would return the same challenge ¢ € Ch; ; to two different queries
made by P*, whereas a truly random oracle would return independent random challenges ¢, ¢’ € Ch; ;.

We can analyze the probability that bad happens using a standard analysis of the birthday attack.
Assume P* makes Q); queries to H; for ¢ € [r], so that @ = Q1 + --- + Q.. The probability that bad

happens for a given round ¢ can be bounded by at most Ci (QQZ) By an union bound, we have

((P*) — €(A) < Prlbad] < ; (3 <59

where C' = min;¢[,) C;. We now apply the guarantee on the success probability of TBark (see Remark 4.12)
to conclude that
Q@+ 1Dy ni—7)
C
> ((P) - QQ-1)/2+ (Qg D, ni — r)'

Pr[T B succeeds| > e(A) —

5 Simulation Extractability of Spartan

In this section, we use our general theorems to prove SIM-EXT of Spartan [55], a transparent zkSNARKs
with security based on the discrete log assumption. [55] presents two version of Spartan, one with a
linear verifier (called Spartan-NIZK) and one with a sublinear verifier (called Spartan-SNARK) achieved
via encoding the R1CS matrices with a sparse multilinear polynomial commitment.
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5.1 Spartan Preliminaries

Multilinear Polynomials. Let F be a finite field and 1 € N. A multivariate polynomial p(Xy,...,X,) €
F[X1,...,X,] is multilinear if its individual degree in each variable X, is at most 1. Equivalently, it is a
linear combination of 2#* monomials of the form {X{Sl e Xi" }517.__,%6{071}.

FEvaluations on Boolean Hypercube. We can also represent a multilinear polynomial p(Xy,...,X,) by
its evaluations on the Boolean hypercube {p(z)}sef0,13#- These evaluations determine the polynomial
uniquely via the following interpolation formula:

p(X17"'7XM): Z p(y)&l(va)a
y€{0,1}~
where

n
ca(X,y) = [[ea(Xiv), (X)) =X yi+(1-X;)(1-w).
i=1

Note that for x,y € {0,1}*, we have éq(z,y) =0 if  # y, and éq(z,z) = 1.
Multilinear Extension. Given g : {0,1}* — F, we define its multilinear extension g(X1,...,X,) €
F[Xi,...,X,] to be the unique multilinear polynomial with evaluation g(x) = g(x) for all z € {0,1}*.
Dense Representation of Sparse Matrices. Let M € F™*™ be a matrix with n = O(m) non-zero
entries. We can pick some canonical ordering of these non-zero entries, and represent M as three vectors
(row, col,val) € (F")? such that M (row;, col;) = val; is the i-th non-zero entry of M. We can also compute
the multilinear extension M by the following formula:

M(X,Y) =Y val; - éq(row;, X) - éq(col;,Y). (1)
j=1

Multilinear PCS. A multilinear polynomial commitment schemePC is a tuple of PPT algorithms
(Setup, Commit) along with an interactive protocol Open, where:
e Setup(u, ppg) — pp : on input number of variables p and global parameters ppg, outputs public
parameters pp.
o Commit(pp, p;w) — C' : on input public parameters pp and a multilinear polynomial p € F[X4,..., X,],
samples randomness w and outputs a commitment C.
e Open(P,V) — {0,1} : a public-coin interactive argument for the relation

RPCAOpen = { (pp’ (07 z, ’U), (p, OJ)) : } |

C = PC.Commit(pp, p;w) A p is multilinear A p(z) =v

We say that PC satisfies X € {completeness, knowledge soundness, computational special soundness,
honest-verifier zero-knowledge} if and only if PC.Open satisfies X.

We also define a multilinear PCS for random openings by changing the syntax of Open to require
evaluations only on random points x sent as challenge by the verifier. This allows for the extractor to
rewind the evaluation point as well as the other parts of the transcript. Looking ahead, this notion is
useful as one of our subprotocols, PCyypi, is only a multilinear PCS in this weak sense.

5.2 Spartan Protocols

We first describe the two variants of Spartan. Note that in a slight abuse of terminology, we will
use Spartan-NIZK and Spartan-SNARK to refer to the interactive versions of their respective protocols.
When we wish to refer specifically to the non-interactive versions, we will write Spartan-NIZKgg and
Spartan-SNARKs.

Definition 5.1 (R1CS). A RI1CS instance is a tuple (F, A, B,C,m,n,io) where A, B,C € F™*™ each
with at most n = 2(m) non-zero entries, and m > |io| + 1. A R1CS witness is a vector w € Fm=liol=1
such that if Z = (io,1,w), then (A-Z)o(B-Z)=C-Z.

Spartan makes further assumptions on the R1CS instances, namely that m = 2*.,n = 2¥ are powers of
two, and |io] + 1 = |w| = m/2.
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Key ideas. Both the NIZK and SNARK variants of Spartan prove satisfiability of R1CS instances using
roughly the same ideas we now outline. See Figure 7 for a protocol description. It uses the following
sub-protocols (q.v. Appendix B.1):

1. The Pedersen commitment scheme g2 - h* < Commit((n, g, h), a;w).
2. Four X-protocols sharing the same setup:
(a) OpenPf to prove knowledge of a commitment C = g% - h¥,
(b) EqPf to prove equality of two commitments C; = g* - h*1,Cy = g* - h*2,
(¢) ProdPf to prove that three commitments C,, Cy,, Cy, satisfy vy - vy = vs,
(d) DotProdPf to prove that a multi-commitment Cx and a commitment Cy satisfy y = (x,a) for a
public vector a,
3. A (p + 1)-round public-coin interactive protocol PCpyii-Open for proving polynomial evaluations of
any multilinear polynomial p(Xi,..., X,).
4. Additionally, in the case of Spartan-SNARK, we also need PCsparsemuiti-Open for proving evaluations

of sparse multilinear polynomials ﬁ, E, C.

At a high level, the main idea of Spartan is to reduce the satisfiability of the given R1CS instance to
a claim that can be verified via sumcheck. To do this, the matrices A, B, C are interpreted as functions
{0,1}#x{0,1}* — F, and similarly Z : {0, 1}* — F, by writing the indices as their binary representations.

We then take the multilinear extension A, B,C,Z of these functions, and define the polynomial

FoX)=| > AXm)-Zw|-| > BXw-Zuy|-| D, CXy-Zy

y<{0,1}» y«{0,1}# y<{0,1}#

Note that Fio(X) vanishes on {0,1}* if and only if the R1ICS constraint is satisfied. Finally, we turn
this vanishing condition into a sumcheck instance by defining G, - (X) = Fio (X)-eéq(X, ) for a random
7 € F*, supplied by the verifier. The goal is then to prove that Zye{o,l}“ Gio,-(y) = 0. The prover and
verifier engage in sumcheck for this claim. The final step of sumcheck requires the verifier to evaluate
Gio,r at a random point r,, but the verifier cannot do this itself; thus, the prover and verifier engage in
another run of sumcheck (more precisely, three runs batched together with verifier randomness) to reduce
the task of evaluating G, - (1) to evaluating g, E, C all at (ra,ry), and 7 at ry. In both Spartan-NIZK
and Spartan-SNARK, the verifier gets a commitment to the evaluation of the witness, and is convinced
the committed evaluation is correct via PCyyri.Open. (Our analyses below assume PCpyyi is instantiated
with HyraxPC [60].) In Spartan-NIZK, the verifier evaluates g, E, C itself; in Spartan-SNARK, the prover
sends the verifier the evaluations and uses PCsparsemutti-Open, a secondary proof protocol, to convince the
verifier of their correctness.

For completeness, we list the full content of a Spartan-NIZK transcript in Appendix B.1. We can
compute the number of rounds of Spartan-NIZK to be r = 7y + 11. For Spartan-SNARK; the transcript
is the same except for the verifier sending its commitments to A, B,C to the prover, the evaluations
v1, V2, v3, and the O(u)-round transcript of PCsparsemulti-Open. Thus, the transcript of Spartan-SNARK has
O(1) more rounds for evaluating A(rq, Ty), B(re, Ty), C(re, Ty).

5.3 SIM-EXT Analysis of Spartan-NIZK

Following Theorem 3.4, to prove that Spartan-NIZKyg satisfies SIM-EXT, we will need to show that
it satisfies knowledge soundness (KS) along with £-ZK and k-UR for the same round k. By Lemma 4.7,
knowledge soundness in turn depends on computational special soundness (SS) of the interactive protocol
Spartan-NIZK. Our first set of results will be to establish SS of Spartan-NIZK through the following steps:
(1) We first analyze the information-theoretic core of Spartan-NIZK, which is obtained from the protocol
by sending all polynomials and evaluations in the clear, and checking the equalities directly. We call this
variant Spartan-Core. (2) We then analyze how to extract from the various commitments and subprotocols
in Spartan-NIZK to recover Spartan-Core.
The soundness of Spartan-Core has been analyzed in [55].
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R1CS Relation.
((F’ m’ n) A’ B’ C)’ i07 w) :
Rrics = . :
(A-Z)o(B-Z)=(C-Z), where Z = (io, 1,w)

Setup Phase. Let i = logm. Run ppg = (G,F) < GroupGen(1*), pppuii < PCwmuii-Setup (i, ppg) and
ppx ¢ X.Setup(ppg). Run ppgyase ¢ PCwmuti-Setup (i, m, ppg). Return pp = (PPmyiis PP PPsparse )-
Interaction Phase.

0. V computes Cg < PCsparseMum.Commit(pp,)N() for X € {A,B,C}.

V then sends the coins used in this step to P.

1. P computes Cg  PCpyii-Commit(pppc, @) and sends Cy to V.

2. V responds with challenge 7 & pn,

3. P,V engage in sumcheck for Zme{oﬁl}ﬂ Gio,r () L.

At the end, P sends C._ < Commit(pp, e;) supposedly containing e, = Gio r(r5) for ry & P sent by
V.

4. P computes vy = Y cro 1} M(rm,y) . Z(y) for M € {A,B,C}. P then computes

Cy,, < Commit(pp,vys) for M € {A, B,C} and C,,,, < Commit(pp,v4 - vp).
P sends Cy,,Cypy, Coe, Cyup to V.

5. P,V engage in ProdPf to show that vagp = v - vg.

6. P,V engage in OpenPf to show that C, is indeed a commitment to vc.
7. P,V engage in EqPf to show that e, = (vap — v¢o) - €Q(rs, 7).
8

.V responds with challenges 74,75, 7¢ )
9. Let H,,(Y) = ZMe{A,B,C} M - M(rx,Y) : Z(Y) and T' = ZME{A,B,C} M VM-
P,V engage in sumcheck for -, o1y Hr, (y) =T
At the end, P sends a commitment C,, supposedly containing e, = H,, (r,) for r, & Fr sent by V.
10. P,V engage in PCuyii.Open for w((ry)[1]) — vw. At the end, both parties get C,, and compute
Ovz — C&;(Ty)o . C’q(j?"y)o,

io

where vjo = (i0, 1)((ry)p1]) and C, <= Commit(pp, vio; 0).

11. V computes v = A(rm,ry), vy = E(rw,ry), vg = 6’(1“1,7“3/).
Instead V receives vy, vs, v3 from P.

Then P,V engage in PCpyi-Open to check that vy, vs,v3 are correct.

12. P,V engage in EqPf to check that e, = (14 -v1 +rp-va +17¢ - v3) - V7.

% The sumcheck subroutine is described in Figure 8.

Fig. 7: Spartan-NIZK, with modifications for Spartan-SNARK in red .
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Sumcheck Sub-Protocol. The sumcheck relation is ZmE{O 1} p(z) = T, where p is a multivariate
polynomial of individual degree at most d. V is given a commitment C,, and a commitment Cr. The

sumcheck subprotocol reduces this claim to the claim that p(r,) z e, for a random r, & pu sampled
randomly by V, and some claimed value e, € F available as a commitment C._ to V.

Let e =T. Fori=1,...,u

1. P computes the polynomial p;(X) = er{o 1pu—i P(ry,...,m-1,X, ), parse it as a vector of coeffi-
cients, then sends Cj,, - Commit(pp, p;;wp,) to V.

2. V responds with challenge r; &

3. P computes e; = p;(r;), then sends C,, - Commit(pp, e;;we,) to V.

4. V responds with challenges w; 1, w; 2 i F.
5. P,V compute a = w; 1 - (0% + 1%) + w; 5 - r;¥ and C,, = C¢,"} - Ce,””. In addition, P computes
Yi = Wi1 €1+ Wi e and wy, = Wi 1 We,_, + W2+ We, -

6. P,V engage in DotProdPf(pp, (Cy,, Cy,,a), (i, wWp,, Yi, Wy, ))-

Fig. 8: Sumcheck Sub-Protocol

6u+1
[F]

Lemma 5.2 ([55]). Spartan-Core has soundness error
Special soundness for X-protocols was analyzed in another previous work [60].

Lemma 5.3 ([60]). Let IT € {OpenPf, EqPf, ProdPf, DotProdPf}. Then II is 2-perfect special sound.
Concretely, there exists a tree-extraction algorithm TEr that can extract a valid witness for II given any
2-tree of accepting transcripts.

We also need to analyze special soundness of PCpyyti.Open. Note that while [60] introduced this
protocol, they did not provide a concrete soundness result for it. The proof of the lemma below is in
Appendix B.2.

Lemma 5.4. PCyyi.Open is n = (y/m, 44, ...,44,2)-computational special sound. Concretely, there
—_———

/2
exists a tree-extraction algorithm T Epc,,,, such that for any EPT adversary A against SS of PCyuii-Open,
there exists an EPT adversary B against DL-REL, as efficient as A and TEpc,,,, combined, such that

AdV3 L (TEpCy, A) < Adv 2L (B).

Our next step is to analyze the computational special soundness of the sumcheck subprotocol in
Figure 8. Since it is not strictly an interactive argument, we explicitly state the guarantees of the tree
extractor.

Lemma 5.5. There exists a tree extractor TEsc such that given a (1,2, 2)"-tree of accepting transcripts,
produced by an adversary A, for the sumcheck subprotocol, either outputs polynomials p1(X),...,pu(X)
that satisfy the information-theoretic sumcheck protocol, or we can build an adversary B, as efficient as
TEsc and A combined, against DL-REL.

Proof. We will analyze a single iteration i € [u] of the sumcheck subprotocol; all other iterations will
follow the same reasoning. We construct a tree extractor 7Esc that does the following for each iteration
i € [u]: given a (1,2, 2)-tree of transcripts,
1. Run T E€potprodps on each (1,1, 2)-subtree to extract (p;,wp,,Yi, wy, ), where
Cpq‘, - PC.Commit(pp,pi;wm), Cyl = Commit(ppayﬁwyi)a <Puaz‘> = Yi,

and y; is supposedly equal to w; 1 - e;—1 + w; 2 - €;.
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2. Given two pairs of linearly independent challenges (w; 1,w;2), (w;,w; ), with extracted witnesses
(Pis Wpy» Yir Wy, ) (P Wy, Yi, wy, ) from the previous step, we first assert that (p;, wp,) = (p},wy, ). If this
assertion fails, then we have an adversary B against DL-REL since C,, = gP? - h*7i = gpi h Next,
we can solve for e;_1, e;,we, ,,we, from the linear equations

{yi =wi1 €1t Wiz € and {Wyi = Wil Wey g T W2 Wey

- ) ro. ro_ ;o
Yi = Wi €1+ Wig € Wy, = Wi 1 We;_y T W o - We,

Yi

Recall that we also have (p;,a;) = y; and (p;,a}) = y.; taking the same linear combination used to
solve the equations above would give us p;(0) + p;(1) = e;—1 and p;(r;) = e;. Thus, we have extracted
valid polynomials for the information-theoretic sumcheck protocol.

]

Putting together the above special soundness results for the subprotocols, we obtain special soundness
for Spartan-NIZK.

Lemma 5.6. Spartan-NIZK satisfies n-computational special soundness, where
n= (17 (17 2|i7 2)#«7 2) 27 27 ]-a (27 2“’ 2)N7 (4:|:7 e a4:|:a 2)7 2)
/
n/2

Concretely, there exists a PPT tree extractor T Espartan-Nizk such that for every EPT adversary A against
SS of Spartan-NIZK, there exists an EPT adversary B against DL-REL, as efficient as A and T Espartan-Nizk
combined, such that

6u+1

DL-REL

Advé?artan-NlZK,n (TgSpartan—NIZK7 A) < AdvG,\/ﬁ+2 (B) + |F| .

Proof. We describe the tree extractor T Espartan-Nizk. Given a n-tree of accepting transcripts, it runs the
following sub-extractors for the corresponding sub-trees:

1. Run T Esc for the first sumcheck subprotocol on each (1, 2;;, 2)* sub-tree to extract polynomials p;(X)
for ¢ € [p] that satisfy the information-theoretic sumcheck protocol.

2. Run T Eprodpf, T Eopenp; T Eeqps 0N each corresponding 2-subtree to extract claims va,vp,ve such
that e, = (va - vp —ve) - €Q(rs, T).

3. Run T€&sc for the second sumcheck subprotocol on each (1,2;,2)* sub-tree to extract polynomials
p;(X) for i € [p] that satisfy the information-theoretic sumcheck protocol.

4. Run T&pc,,,, for the opening argument PCpyi.Open on the (4+,...,44,2) sub-tree, and on 2#/2 =

—_————

w/2
v/m different challenges r, provided by the (2,2;,2)" sub-tree, to extract a multilinear polynomial
w(X) along with a correct evaluation w(ry) = v,,.
5. Run T Egqpr for the final equality proof to verify the equality e, = (14 - va + 75 - v+ 7rc - vo) - vz.
6. Output the R1CS witness w.

Note that the (2,2, 2)* sub-tree in the second sumcheck subprotocol is necessary for extracting both
from sumcheck, as well as from PCp,ri.Open. We now consider the following hybrids. Hyb, corresponds
to the game SS for Spartan-NIZK with the tree extractor constructed above. Hyb; is the same as Hyb,
but we additionally reject if the extracted R1CS witness is not satisfying. Conditioned on the event that
none of the sub-extractor fails (and when that happens we get a DL-REL adversary B), Hyb, differs from

Hyb, exactly when the soundness of Spartan-Core is violated, which happens with probability at most
6p+1
. ]
[F]

Using Lemma 4.7 with Lemma 5.6, we conclude that Spartan-NIZKg satisfies knowledge soundness.
[F[—1
5

Note that the minimum partition size in the n-tree of transcripts is C' =
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Theorem 5.7. Spartan-NIZKg satisfies knowledge soundness. In particular, there exists an extractor
Espartan-NizK,s such that for every PPT prover P* against KS of Spartan-NIZK making at most Q) random
oracle queries, there exists an EPT adversary B against DL-REL such that

QQ—-1)+(Q+1)(13u+10) +2(6p + 1)
|F| —1

KS DL-REL
AdVsgtan-NizK, (Espartan-NizK,g, P*) < + Advg /mio(B).

Here i = logm. Both B and the extractor Espartan-Nizks TUnS in expected time that is at most o(Q - m"%)
the running time of P*.

Our next task is to exhibit a k-ZK simulator for Spartan-NIZKgg. The high-level idea is to let the
simulator execute all subprotocols except the last with valid witnesses, then only invoke the simulator
for the final EqPf.

Theorem 5.8. Spartan-NIZKgg satisfies (r — 1)-ZK, where r = Tu + 11 is the number of rounds of
Spartan-NIZK.

Proof. See Figure 9 for a pseudocode description of our simulators. Using the sumcheck sub-simulator
Sscgs in the top of the figure, we build the full simulator Sgs 1 for Spartan-NIZKs. From the construction
of Ssr—1, it is clear that the proofs produced are accepting; this is because all the verifier’s checks are
done by checking the various proofs, which are either honestly generated, in which case validity follows
from completeness, or by invoking the simulator, in which case validity follows from NIZK guarantee.
Furthermore, SSpartan-NIZKFs,rfl only makes a single RO reprogramming, which when the simulator Sgqpf.
is invoked.

It remains to show that the output is indistinguishable from that of real transcripts. For the sub-
protocols, namely the X-protocols along with PCpyyii.Opengg, that we generate transcripts by generating
honest proofs, we argue that they are indistinguishable. Firstly, the inputs to the arguments are the
same (being perfectly blinded commitment). Secondly, the sub-protocols themselves are zero-knowledge,
which implies witness indistinguishability. This further implies that the honestly generated proofs made
by our simulator are identically distributed as proofs in real transcripts. In the last sub-protocol EqPfg
for which we use the simulator, we argue indistinguishability using the guarantee of the simulator Sgqpr,, -
This concludes the proof of k-ZK. a

Lemma 5.9. Spartan-NIZKgg satisfies perfect (r — 1)-UR.

Proof. The last two rounds of Spartan-NIZKgg consists of an instance of the X-protocol EqPfrs, which
itself satisfies perfect 1-UR. In more detail, the last message in EqPfrs must be the unique scalar z that
satisfies h* = (C1/Cs)¢ - o, where Cy,Cy, v are group elements determined by the previous messages.
Hence Spartan-NIZKg satisfies perfect (r — 1)-UR. O

Combining our results above, we obtain SIM-EXT for Spartan-NIZKs.

Theorem 5.10. Spartan-NIZK g is simulation-extractable. Concretely, there exists a simulator-extractor
Espartan-NizK,s such that for every PPT adversary P* against SIM-EXT, there exists an EPT adversary B
against DL-REL such that

SIM-EXT *
AdePartan-N|ZKFS7RR1CS (SSpartan-NIZKFS,ka gSpartan—NIZKFsa P )

—1)+ 4+ 1)(13u +10) + 2(6p + 1 B}
SQ(Q ) +(Q |]1)?(|_li ) (61 )_’_AdV(D;I)_\/R%I__W(B).

Both B and Espartan-Nizk.s Tuns in expected time at most O(Q - mb) that of P*.
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Sub-simulator Ssc,.

Input. Public parameters pp, a commitment C. to some value e allegedly equal to »_ . {0,1}# p(x),

with p a multivariate polynomial of individual degree at most d, and previous transcript tr (including
pp, R1CS input (4, B, C,io), and all prover’s messages so far).

Set eg =e. Fori=1,...,

1. Sample p;(X) & F<4[X] randomly conditioned on p;(0) + p;(1) = e;_1. Compute a commitment
Cp, < Commit(pp, p;; wp,) and append Cp, to tr.

2. Obtain challenge r; « H(tr).

3. Let e; = p;(r;), compute a commitment C,, < Commit(pp, e;; w,, ), and append C,, to tr.

4. Obtain challenges w; 1, w; 2 < H(tr).

5. Compute a,Cly,,y;,w,, as specified in the sumcheck subprotocol. Generate an honest proof

T PDotProdeFs (ppv (Cpm ) vaz ) ai)a (pzv wpia Yi, wyl)) Append T to tr.

After p rounds, return Ce,.

Simulator Sks,—1(pp, (F, A4, B,C,io0)):

Initialize tr = (pp, 4, B, C, o).

1. Sample a random multilinear polynomial w & F[Xy,...,X,]
Compute Cg + PCpmyri.Commit(pp, w; wg ), and append Cjg to tr.

2. Obtain challenge 7 + H(tr).
3. Run Ssci on (pp, Ce) with current transcript tr, and get output C,, < Commit(pp, e,;we, ) for some
scalar e, € F.

4. Sample v, vp,vc & F at random conditioned on (va-vp—vc)-€q(ry, 7) = ey, and set vap = v4-VB.
Compute C,,,, + Commit(pp, var;war) for M € {A, B,C} along with C,,,, + Commit(pp,vap;wap),
and append them to tr.

5. Generate an honest proof

TProdPf <= PprodPfes (PP (Cuas Cugs Cuap )y (VA VB, Wa 4 s Wop s Wuap ),
and append it to tr.
6. Generate an honest proof mopenpf <= Popenpfes (PP, (Cuc ), (Ve; woe)), and append it to tr.
7. Generate an honest proof meqpf1 < Peqpfes (PP; (Ce, s Cor), (We,, — wayr)), where v/ = (va - vp — vo) -
&(rg, 7) and Cy = (Cy,,/Coe) ™) then append it to tr.
8. Obtain challenges r4,75,rc < H(tr).
9. Compute Cr = 74 - Cy, + 15 - Cyy + 1rc - Cy.. Run Ssce on (pp, Cr,tr), obtaining output
Ce, <+ Commit(pp, ey; we, )-

10. Generate opening proof 7pcy,..open <= PPCyus.Opengs (PP; (Ca, 7y), (W,wz)); at the end, get
Cy,, = Commit(pp, vy;wy,, ), where vy, < w(ry[l...]), and append it to tr.

11. Compute vz = (1 — r[0]) - v +1[0] - (10, 1)(ry[1...]) and C,, = CL o . oo,

12. Compute v; = A(rg, ry),v2 = B(rg,ry),v3 = C(rg,ry). Generate a simulated proof
TEqPf,2 <— SEqPfes fOr the equality e, = (14 - v1 +rp - v2 +7¢ - v3) - vz. Append the proof to tr.

Return tr.

Fig. 9: Simulators for proof of k-ZK for Spartan.
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5.4 SIM-EXT of Spartan-SNARK

For Spartan-SNARK, the proof of SIM-EXT is similar to that of Spartan-NIZK. In particular, the proofs of
k-ZK and k-UR carries over, and we only need to modify the proof of special soundness to accommodate
for the more complex sparse multilinear polynomial commitment scheme. In what follows, we let r' =
Tuw+ 11+ O(u) be the round complexity of Spartan-SNARK.

Lemma 5.11. Spartan-SNARKg satisfies k-ZK, where k =" — 1.

Proof. We modify the k-ZK simulator of Spartan-NIZKg to also output opening proofs PCsparsemuiti-Opengg
for M (ry,ry) with M € {A, B,C}. Since A, B, C are part of the public input, the simulator has full access
to the matrices, and hence can produce the proofs honestly. a
Lemma 5.12. Spartan-SNARKs satisfies perfect k-UR, where k =" — 1.

Proof. Since Spartan-SNARKgg ends with the same invocation of the equality proof EqPfrg, we obtain
the same result as Lemma 5.9. O

The proof of knowledge soundness for Spartan-SNARKEg is similar to that of Spartan-NIZKg, except
we further need to extract the polynomials involved in PCsparsemuisi-Open. We give a full proof of the
lemma below in Appendix B.2.

Lemma 5.13. Spartan-SNARKg satisfies knowledge soundness. Concretely, there exists an extractor
Espartan-SNARK, such that for every PPT prover P* against KS of Spartan-SNARK making at most Q
random oracle queries, there exists an EPT adversary B against DL-REL such that

KS .
AdVs;rtan-SNARK (ESpartan-SNARKs, P*)

_ QQ=1)+ @+ 1) (25 +|19F|V_+ OO LOUEY) | AavB A 5.

Here i =logm,v = logn. Both B and the extractor Espartan-SNARK.s Tuns in expected time that is at most
O(Q -m™ - (m +n)3) the running time of P*.
Combining the results above, we obtain SIM-EXT for Spartan-SNARKs.

Theorem 5.14. Spartan-SNARKg satisfies SIM-EXT. Concretely, there exists a simulator-extractor
Espartan-SNARK, such that for every PPT adversary P* against SIM-EXT of Spartan-SNARKGEs, there erists
an EPT adversary B against DL-REL with

Advg'F,'\a/',;Ef,(_TsNARKFS’RRmS (Sspartan-SNARKqs, k ESpartan-SNARKes P )
QQ—-1)+(Q+1)(25u+9v +16) +6(m +n) +O(u+v)
|F| —1

B and Espartan-sNARK.s Tun in expected time O(Q - m”5 . (m +n)3) that of P*.

< +Advg R (B).

6 Simulation Extractability of Bulletproofs

In this section, we show that the Bulletproofs protocols in [16] satisfy SIM-EXT, without relying on the
AGM. The authors of [16] introduced two protocols, an aggregate range proof BP-ARP and an arithmetic
circuit satisfiability proof BP-ACSPfS, with both building on an inner product argument BP-IPA.

6.1 Inner Product Argument

We describe the Bulletproofs inner product protocol BP-IPA in Figure 10, which is parametrized by a
number n € N that is assumed to be a power of 2. In the protocol, the public input consists of a group
element P, and the prover wants to prove knowledge of vectors a,b € F” such that P = g2 - hP - u(®P),
The protocol follows a “split-and-fold” approach, where in each round the inner product statement is
reduced to a related one of half the dimension. We will show that BP-IPAgs is knowledge sound and
satisfies 0-UR, meaning its proofs are computationally unique.

5 To keep the naming consistent with [16], we refer to them as proofs even though they are actually arguments.
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Inner Product Relation. Given n = 2* and g,h € G",

Rep-1pa = {((n,g,h, u), P, (a,b)) | P = gahbu<a’b>} .
Interaction Phase.
Set ng + 1,8 g, h® « h, PO « P al® « ab® « b.
Fori=1,...k:
alh -1

1. P computes n; =n;-1/2, cr, = Gni] > Pl ), Cr = <aE:L_}1),bE:]1)>, and

i—1) i—1)
il

( (i-1) (i-1) (
( (i-1)) % G-1)\Pingl . (1)) Bl G—1)\Plnsl .
L;,= (g[m ) : (h[:m] ) utt, Ry = (g[:m] ) ) (h[m:] ) u

P sends L;, R; to V.
2. V sends challenge z; & =,
; 2 ; xfz
3. P, V both compute P() = L - pG-1). R;* , and

g — (g[(:z;]l))xfl . (g[(;i—:]l))ii7 L — (hfln_]l))x ) (h&;]l))z;l.

4. P computes al) = afi;l) x4 aE:l_]l) -z, b = pli—b S X+ b o1,

B [ni:] )
After k rounds, P sends al®), b(®) to V.

a®) b _
Verification. V checks whether P(*) £ (g(k)) . (h(k)) RrR A

Fig. 10: Bulletproofs’ Inner Product Argument BP-IPA

Lemma 6.1. BP-IPAgs satisfies knowledge soundness. Concretely, there exists an extractor Egp.ipags such
that for every PPT adversary P* against KS making at most Q random oracle queries, there exists an
adversary B against DL-REL with

QR -1)+6(Q+1)logn
IF| -1

KS * DL-REL
Advgp ipa (EBPapacs, P) < + Advg 5,11 (B).
Both B and the extractor Egp_ipass Tun in expected time that is at most O(Q - n?) times the runtime of
P*.

Proof. Using Lemma 4.7, it suffices to show that BP-IPA satisfies computational special soundness. The
tree of accepting transcripts is of the formn = (44, ...,441), and the corresponding tree extractor 7 Egp-ipa
———
logn
is given in [16]. The guarantee of the tree extractor is that, given the appropriate tree of transcripts, it
will either output a witness, or we can use it to build an adversary 5 against DL-REL. g

Lemma 6.2. BP-IPAgs satisfies 0-UR. Concretely, for every adversary A against 0-UR that makes at
most @ random oracle queries, there exists an adversary B against DL-REL such that

. QI —-1)+6(Q+1)logn .
AQvg o, () < 20 LEIEHEEIRER 5 pauglyret s,

B runs in expected time that is at most O(Q - n?) times the running time of A.

Proof. We define the following sequence of hybrids. Hyb, is the game 0-U R“B4P_|PAFS. Recall that A4 wins in
Hyb, by producing (P, 7, 7’) such that m # 7’ are valid proofs for P. We then define Hyb; to be the same
as Hyb,, except we additionally run gp_ipa., on modified adversaries A; and Ay respectively, producing
witnesses w = (a,b) and v’ = (a’,b’) for 7 and =n’. Here A;, Ay are wrappers around 4; both run A
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once to get an output (x,w, '), then A; returns (x,7) and Ay returns (z,7’). Hyb; then outputs 0 if
(pp,x,w) € R or (pp,x,w’) & R. Using Lemma 6.1, we can construct EPT adversaries B;, By such that

RQR-1)+6(Q+1)logn
IF| -1

[Pr[Hyby] — Pr[Hyb,]| < 2- +2- Advg5Re (B).

This bound follows from invoking the extractor Egp_jpags two times on adversaries .4; and Az respectively.
Next, we consider Hyb, which is the same as Hyb,, except we also output 0 if w # w’. We claim that
there exists an adversary Bs such that

|Pr[Hyb, ] — Pr[Hyb,]| < Advg3hes (Bs).

This is because if extraction succeeds, then w; = (a,b) and wy = (a’, b’) are witnesses for the same input
P. In particular, this implies the equality

g® - hP. @bk = p = ga' .hP . P

Thus if w # w’, then we can build a DL-REL adversary Bs.

Finally, we argue that Pr[Hyb,] = 0. This follows by a closer inspection of the tree-extractor TEgp_ipa
given in [16]. In the course of extraction, the tree-extractor 7 Egp_ipa actually recovers the representation
of all group elements L1, Ry, ..., Liogn, Riogn sent in the proof, and these representations are according
to how the honest prover would compute them from the witness w = w’ = (a, b) in Figure 10. Thus we
can show by induction that 7|, = 7’|; for all i € [logn], and hence 7 = 7', contradicting the assumption
that m # 7’. O

6.2 Aggregate Range Proof

We give a full description of the aggregate range proof BP-ARP in Figure 11. The value m is the number
of committed values v;, and n is the bit length of the upper bound (i.e., we prove v; € [0,2" — 1] for all
i € [m]). Following the same approach as in Section 5 for Spartan, we need to establish three properties
of BP-ARPgs: (1) knowledge soundness, (2) the existence of a k-ZK simulator, and (3) k-UR for the same
round k. We begin with the proof of knowledge soundness, which is essentially a restatement of the
original result from [16].

Lemma 6.3. BP-ARPgs satisfies (m - n,m + 2,3,2,4,...,41)-computational special soundness, and
—_———
log(m-n)
hence knowledge soundness. Concretely, there exists an extractor Egp.-arpe, Ssuch that for every PPT

adversary P* against KS making at most Q random oracle queries, there exists an adversary A against
DL-REL with

RQA-1)+2(Q+1)(m(n+1)+3log(m-n)+3)
|F|—1

Ks DL-REL
Advgp arpe (EBP-ARPs; P) < AdVE 50 3(A) +

Both A and the extractor Egp-arps U in expected time that is at most O(Q) - m*-n3) times the runtime

of P*.

Proof. The description of a tree extractor T Egp.arp, which either outputs a valid witness or a discrete log
relation, can be found in [16]. This concludes the proof of computational special soundness. Combining
Theorem 4.4 with Lemma 4.7, we conclude knowledge soundness for BP-ARPgs. The expected runtime of
the extractor Egp_arpys, as well as the adversary A, is at most O(Q-(mn)-(m+2)-6-(mn)?) = O(Q-m*-n3)
times the runtime of P*, by Theorem 4.4. O

Lemma 6.4. BP-ARPgs satisfies perfect 2-ZK.
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Aggregate Range Proof Relation.

R _ { (<m7n7g7 h?g? h7u)5V7 (V”y)) : }
BP-ARP = .

Vi=g"h" A v; €[0,2" —1]Vj € [1,m]
Interaction Phase. Denote y™™ = (1,y,...,y™""1) € F™".
1. P samples «, p & F, sr,sgr & prnand computes
ar € {0,1}™" such that ((aL)[j—1)n,jn—1),2") = v; Vj € [1,m],
ar =a; — 1",
A= hog? h?", S = hPgSLho".
P sends A, S to V.
2. V sends challenges y, z &
3. P samples (51, B2 & Fand computes
(X)=(ap—2-1"") +s.- X,
r(X)=y™"o(ap+2-1™" +sp- X) + Em: AL (o<j*1>”||2nuo<m*j>“) ,
j=1
HX) = (UX), (X)) =to+t1- X +t2- X2, Ty =g"h", Ty, =g2n".
P sends 11,715 to V.

4. V sends challenge z &
5. P computes

. j=1

P sends t, By, 1 to V.

6. V sends challenge w &

7. P,V both compute
=n"""  u=u

— T —z 1 zy™ . ZItl.gn £
P/ =h""-A.-5%. g ! : (hl) Y : H(h/)[(j—1?n7jn—l] ' (ul)t'
j=1

8. P,V engage in BP-IPA for the triple ((m - n,g,h’,u’), P’, (1,r)).

Verification.
1. V rejects if BP-IPA fails.
2.V computes R — Vz2_zm '9(2722)4<17n-n7ym-n>72;n,:1 2217 2m) Tf .ng.

2

3. V checks whether gfhﬁf =R.

Fig. 11: Bulletproofs’ Aggregate Range Proof BP-ARP
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Simulator SBP-ARPFS,x(pp = (ma n,g, h7 9, h7 U’)7 V)

1. Initialize tr = (pp, V). Sample «,p & F, ar,agr,sr,Sr & Frnoand compute A = h*g?Lh?R,
S = h?g5.h3k. Append A, S to tr.

2. Obtain challenges y, z < H(tr).

3. Sample z & F* and compute

M:a+p'l',
l=(ap —2-1™") +s -z,

r=y" o ap+z 1 4 spea) + Y 2 (00D 2ol ),
j=1

t=(lr).
I72
4. Sample S, & F, Ty & G, and compute Tp = (gff‘;(y’z) T Ve ~T1_'T) , where
0y, z) = (2 = 2%) - (™™, y™™) = 330, 22 (17,27). Append Th, T to tr.
5. Reprogram H(tr) := z, then append t, By, b to tr.
6. Obtain challenge w < H(tr).

—m-n

7. Compute h’ = hY ,u' = u", and
- x —zlmn Zey™m - LTl .gn h
P'=h"t-A.S g ! : (hl) Y : H(h/)[(jflfn,jnfl] ’ (ul)t-
j=1
8. Generate an honest proof mgp_ipags < Pep-ipags (M - n, g, 0’ w’), P’ (1,r)).

9. Output TBP-ARPgs — (A, S, Ty, T, Ig, By Iy WBP—IPAFS)-

Fig. 12: BP-ARPgs k-ZK simulator

Proof. We present the 2-ZK simulator Sgp.arpgs,z in Figure 12, and argue that its output is identically
distributed to the output of an honest prover. All the challenges are chosen randomly as with real proofs.
Next, in both real and simulated proofs, the proof elements A, 77, 3,, 1t and the underlying vectors L, r
are distributed uniformly among their respective domains. The proof elements S, T5 are then uniquely
determined from the previous ones from the verification equations that they must satisfy. Finally, both
the scalar ¢ and the inner product argument 7gp_ipa is generated deterministically from 1,r; this implies
identical distributions for those proof elements as well. a

Finally, we show the 2-UR property of BP-ARP. This result relies on the fact that BP-IPAgs has
computationally unique proofs, given in Lemma 6.2.

Lemma 6.5. BP-ARPgs satisfies 2-UR. In particular, for any adversary A against 2-UR of BP-ARPkgs,
there exists an adversary B against DL-REL such that

QQ—-1)+6(Q+1)logmn
‘ [F[—1

+3- AchILD;,Lz_SﬁEzLH(B) .

B runs in expected time at most O(Q - m? - n?) that of A’s runtime.

Proof. We proceed through a sequence of hybrids. The high-level idea is to analyze different cases for
where the two proofs m, 7’ first differ after the x challenge, and reduce each case to breaking DL-REL or
the unique proof property of BP-IPA (which in turn reduces to breaking DL-REL).

— Hyb, is the game 2—UR’§P_ARPFS. Recall that in this game, an adversary .4 outputs an input V,
a challenge x € F*, and two proofs m, 7’ that agrees up to the x challenge, i.e. we have 7 =
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(A, S, Ty, Ta, t, Be, 1, TBP.1PA ) and 7' = (A, S, Tl,Tg,fl,ﬂ/z7ﬂ/,ﬂ'/BP_|PAFs). A wins if 7 # 7/ and both
proofs are accepting with respect to the = challenge that it chose.

— Hyb, is the same as Hyb,, except that we also run Egp._jpass on the proofs mgp-ipas, 7TI/3P-IPAF5 to extract
witnesses (1,r) and (I',r’). Hyb, returns 0 if the extractor aborts on either proofs, or ¢ # (I, r) or

£ (1),

We can see that Hyb; is identical to Hyb, except when the extractor Egp.ipas fails in extracting from
either proofs mgp_ipas, ﬂJBP-lpAFS' The probability that this happens is precisely bounded by twice the KS
advantage of BP-IPAgs. Concretely, by Lemma 6.1 there exists an adversary B against DL-REL, running
in expected time at most O(Q - m? - n?) that of A’s runtime, such that

Q(Q—1)+6(Q+1)log(m - n)

|Pr[Hyb0] - Pr[HyblH <2 ‘IF| -1

+2AdvE 5y 5(B)

It remains to show that if Hyb; returns 1, then there exists an adversary B’ that returns a non-trivial
discrete log relation. Adversary B’ is as follows:

o Ift £1 or 3, # BL: since both proofs are accepting and are the same up to the x challenge, we have

gt nPe =V ) e o gl s
o If ({,5,) = (', 3,) but pu # u': since both proofs 7p_ipac., TRp_ipace AT€ accepting, we have
m

or) | M =A.8%. g—z~1’”'" . (h/)zy"”'” . H(h/)szrl‘Z” w-t

[(i—1)n,jn—1] ~ ¥

—mn
gl -h®

Jj=1
m-n

— gl RO

o If (£,8,,1) = (#,B.,1') but mep_ipa # 7T’BP_|PAFS: here, we know that both BP-IPAgs proofs are
for the same statement P’, with extracted witnesses (1,r), (I';r’). By Lemma 6.2, we can build an
adversary B’ against DL-REL given distinct BP-IPAEs proofs.

Note that the first two cases above give discrete log relations, and if Hyb, returns 1, then 7 # 7', hence at

least one of the above cases happens. Putting everything together and unifying B, B’ we get the desired
bound. 0

We finally obtain SIM-EXT from the previous results and Theorem 3.4.

Theorem 6.6. BP-ARPgs satisfies SIM-EXT. In particular, there exists a simulator-extractor Egp-arPss

such that for any adversary P* against SIM-EXT of BP-ARPgs, there exists an adversary B against
DL-REL such that

3Q(Q —1)+2(Q+ 1) (m(n+1)+ 6log(mn) + 3)
[F| -1 '

SIM-EXT DL-REL
AdvEp arpes (EBP-ARPEs: P) < 4+ AdVg 50,4 5(B) +

B runs in expected time at most O(Q - m* - n3) the runtime of P*.
6.3 Arithmetic Circuit Satisfiability Proof
We describe BP-ACSPf and prove the following theorem in Appendix C.

Theorem 6.7. BP-ACSPfrs satisfies SIM-EXT. Concretely, there exists a simulator-extractor Egp-acspfes

such that for any adversary P* against SIM-EXT of BP-ACSPfgs, there exists an adversary B against
DL-REL such that

N . . 3 —1D)4+2Q+1)(n+qg+9logn+6
AVE G (Bop ncspis, ) < 4+ AdvE 18 ) HHC= DI ALt 2 Somn 2 0)

Here n is the number of multiplication gates, and q is the number of committed inputs. B runs in expected
time at most O(Q - q - n3) the runtime of P*.
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‘ Lemma 6.3 (m =1) ‘ [33, Theorem 4]
2 n - n _
O () + AaviE (4) [0 (%) + AdvRRE, (a)
where E[t(A)] =O0(Q - n3-t(P*))| where t(A') =0(Q - n)
Concrete ~ 22 bits of security ~ 164 bits of security

Asymptotic

Fig.13: Comparison of KS advantages, obtained by rewinding (ours) versus AGM [33], for Bulletproofs’
single range proof, e.g. BP-ARP with m = 1. Here ¢(-) denotes the running time. For concrete advantage,
we take |F| ~ 22°¢, n = 64, t(P*) = 248, Q = 240.

7 Quantitative discussion of our SIM-EXT bounds

In this section, we show how to interpret the tightness of our KS bounds for Bulletproofs and Spartan,
and compare them with the previous analyses of [30,33] using the Algebraic Group Model (AGM).

For BP-ARP with m = 1 (range proof of a single value), we compare our KS bound with the AGM-
based bound of [33] in Figure 13. Our approach gives a non-tight bound due to two factors: first, we
lose a factor of @ due to rewinding (shown to be somewhat inherent for the similar case of Schnorr
signatures [57,26]), and second, our DL-REL adversary is expected time, which leads to another “square-
root” loss in security [42] (for generic attacks, this means Advgb’s% (A) < +/t(A)?/|F| for an expected
poly-time adversary A, compared to Adv@}éﬁi'})(A’) < t(A’)?/|F| for a strict poly time adversary A').
Our concrete KS advantages for Spartan are even lower, due to the bigger tree sizes of Spartan. We leave
achieving tighter rewinding-based bounds to future work.

Remark 7.1. We note that Theorem 3.4, which gives SIM-EXT from KS, k-ZK and k-UR, do not rely
on the specific method for which these smaller properties are achieved. In particular, plugging in the
tight AGM-based analysis [33], our results also imply a tight SIM-EXT bound for Bulletproofs—this gives
a comparable result to that of Ganesh et al. [30]. For Spartan, a similar tight AGM-based analysis of
knowledge soundness (which we leave to future work) would also give a tight SIM-EXT bound.
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A Comparison with Wikstrom’s Tree-Builder

In this section, we give comparisons between our tree-builder with the one by Wikstrém in [63]. We begin
by stating the definition of a matroid and its associated matroid predicate.

Definition A.1 (Matroid). A matroid is a pair (S,Z) of a ground set S and a set T C 2° of inde-
pendent sets such that:

1. 7 s non-empty,
2. If A€ and B C A, then B€ T,
3. If A,B €T and |A| > |B|, then there exists an element a € A\ B such that {a} UB € T.

A basis of M is a set B € T such that BU{z} € T for every x € S\ B. The rank of M is the unique
cardinality of each basis in T.

Definition A.2. Given a matroid M = (S,Z) and a subset A C S, the submatroid induced by A is the
pair (A,T N2%), and its rank rank(A) is the rank of the submatroid induced by A. The span of A is
defined by Span(A) = {x € S | rank(AU {z}) = rank(4)}.

A subset A C S is a flat of M if Span(A) = A. It is a hyperplane if it is a flat of rank rank(M) — 1.
The subdensity of a matroid M is defined to be wy = maxa %, where A ranges over all hyperplanes of
M.

Definition A.3 (Matroid Predicate). Let M = (Ch,Z) be a matroid of rank n with underlying set
Ch. We define the corresponding matroid predicate ¢y : Ch™ — {0,1} to be ¢m(cy,...,cn) =1 if and
only if {c1,...,¢cn} is a basis of M.

When M is the uniform matroid, with the independent sets being all subsets of size at most n, we
recover the usual predicate of distinct elements, and the corresponding subdensity is wy = Tci_h\l The

partition predicates ¢4, we consider in this work correspond to partition matroids [49], with subdensity

Ch® |4...|ch(»—D) _
Wy = | [+ |CJF:\‘ |, where without loss of generality we assume Ch(l), ey Ch™~Y are the blocks of

the largest sizes.

Theorem A.4 ([63], adapted). Let IT be a (2r + 1)-message public-coin interactive argument with
challenge spaces Chy,...,Ch,. Consider matroids My = (Chy,Z;),..., M, = (Ch,,Z.) of rank n =
(n1,...,n,), respectively. Denote by ¢y the corresponding matroid predicate.

For any vy > -+ > v._1 > 1, there exists a probabilistic algorithm T Bwik for Ilgs such that, given
oracle access to a malicious prover P* for Ilrs making at most Q@ RO queries with success probability
e(P*) := Pr[KSE}FS], has the following characteristics:

— success probability: Pr [TreeBuiIdgi"’V(‘gﬁ;)} >e(P*)— QY i, wn, H;;ll vj,
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— expected number of queries: at most @ - H;Zl n;j - Co.

Here cq is a constant equal to

1/2 . r—1 V-2 ks
— 3r+1 . T— . i . . 71’
€0 (1 — 1)2 131 vi—1 ko) hGG (k)

where hgﬁc(kzi) is the head bound of the compounded geometric (CG) distribution,” i.e. Prx.cam,nX <
k-E[CG(n,A)]] > hSC(k) for every A € [0,1].

Comparison with Attema et al’s tree-builder T Bapk. Note that in order to match the success probability
of TBark, we need to set vq,...,v,_1 — 1, which would make the expected number of queries goes to
infinity. For values of v; that are bounded from 1, say v; = -+ = v,,_1 = 2 as suggested in [63], and for
logarithmic-round protocols such as Spartan and Bulletproofs, the success probability is worse by a factor
of 200" = pOW) where n is the size of the instance. Accordingly, the expected number of queries is also
worse by a factor of O(3" - 4") = n°(M) as well.

Comparison with our tree builder TB. Since we build on 7 Bagk, we do not suffer from large constants
as mentioned above. However, our tree builder suffers from a gquadratic dependence on ), which for
large values of ) would become worse than the bound for 7 Bwik. Nevertheless, our tree builder has the
same expected running time as T Bapk, which is faster than that of 7 Bwix. Finally, our tree builder can
only handle partition predicates, and some relevant matroid predicates do not lie in this class, i.e. linear
independence of more than 2 challenges.

B Omitted details for Spartan

B.1 Descriptions of Subprotocols
Transcript contents. A transcript for Spartan-NIZK (respectively Spartan-SNARK) consists of the following;:

— a commitment Cg to the multilinear extension of the witness,

— the verifier randomness 7 € FH,

— p sumcheck rounds, each consisting of two commitments, two verifier challenges, and a transcript of
DotProdPf (for a total of 3 inner rounds),

— a commitment C¢, to the claimed evaluation of G, -

— four commitments, one to each of the evaluations v, vg,vc and one to the product v4 - vg,

— a transcript of ProdPf, to verify the product commitment

— a transcript of EqPf and OpenPf to verify the claimed relationship (line 6 of Figure 7) holds in the
exponent,

— three verifier challenges r4,7p,7¢c € F,

— p sumcheck rounds to verify #H,_ (Y") has the claimed sum over the hypercube,

— a commitment C,  to the evaluation H,,(r,),

— a commitment C,, to the evaluation of w at (ry)p;,

— a transcript of PCyyii.Open showing that the commitment C,,, contains the correct evaluation,

— for Spartan-SNARK only, a transcript of PCsparsemuiti-Open proving correct evaluations of g(rm, Ty) =
vi, B(rg,ry) = v2, C(ry,1y) = 03,

— a transcript of EqPf showing that the required relationship (line 11) holds in the exponent of the two
commitments.

Using the listing above, we can compute the number of rounds of Spartan-NIZK to be r = 1+ 3u+ (2 +
24+2)+14+3pu+(p+1)+2="7p+ 1L

Description of X -protocols. We present the X-protocols used by Spartan in Figure 14. We note that
the equality proof EqPf only proves that the two commitments are to the same equal value, but we cannot
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Opening Relation. Equality Relation.
_ J g, h).C, (7)) : _ (g, ), (Cr, Ca), (7)) :
ROpen - T r REq - r
C = g - h Ci=0Cy-h
P—oV:a+gh b2, with ty, 1, & . P —V: a b, where t & F.
VP e &P VPl
P —=V: 21 & xc+1ty, 29 + 1C+ tg. P—=V:zic (ry—ry) +t
?
V : checks that g* - h*2 = C° - q. V@ checks that h* = (C1/C2)¢ - a.
(a) Proof of Opening OpenPf (b) Proof of Equality EqPf

Product Relation.

R _ ((g,h%(X7Y7Z)7(937y,7‘x,7’y,7’z))5
Prod X:gx'hTT’,ngy'hry,Z:gz'y'hrz

P—=V:aegh kb2, B gbs . hb, ’y%Xbths,Wherebl,...,b5<iIF.
V—P: c(i]F*.
Py 214+ bi+c-x, 29 by+c 1y,

z34—bs+c-y, za<ba+c-ry, 25 =bs+c-(r, —ryy).

V. checks that o - X¢ = g?1 - h#2, .Y = g% . h#1, § . Z¢ £ X% . .

(c) Proof of Product ProdPf

Dot Product Relation.

R _ ((nagvgvh)7 (Xa}/aa)? (vaaTXary)) :
DotProd X:gx-hr",ngy-hry,y:(x,a)

P—=V: ﬁ<—gb-h’"ﬁ,(5<—g<a’b>-h”,whereb<£IF" and rﬁ,rtgﬁlﬁ‘.

VP el

P—=V:z<c-x+b,zgc-re+rs, 25 -1y +75.

V. checks that X¢- 8 = g - h*# and Y¢-§ = (@2 . p2s.

(d) Proof of Dot Product DotProdPf

Fig. 14: Y-protocols used in Spartan. In Spartan, the same group elements g, h are used across these
protocols.
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extract the value. Therefore, it is necessary for us to invoke OpenPf in line 6 of Figure 7 to extract the
underlying value ve from its commitment C,,,

Description of PCyuri- We give some intuition on the multilinear polynomial commitment PCyy;
(see Figure 15) used in Spartan, which was first introduced in [60]. Recall that to evaluate a multilinear
polynomial p(Xi,...,X,) given in its evaluation form (p(0),...,p(2* — 1)) at a point x = (x1,...,x,),
we use the following formula:

COEEDIIFOR ) N

ke{0,1}»
u/2 /2

Z Z Heq (zi, k k—|—2”/2 -H&l(mlb/gﬂ,&).
i=1

ke{o,l}uﬂ 66{0,1}“/2 i=1

If we denote

w/2 w/2
H eq(w;, ki) , R= H eA(p 2+, bi) » T'= (p(k + 2u/2£))k tefo,13n/2’
i=1 ke{0,1}n/2 =t 2e{0,1}n/2 7 7

then we have p(z) = L-T - RT. In the commitment phase of PCpypi, the prover P commit to each row
of T, giving a commitment Cp = (Cy,...,Cou/2_1). In the opening phase, the verifier V can compute a

/2_ .
commitment to L-T as Cp.p = QM ! C’L We now reduce to proving an inner product argument that

(L-T)-RT =p(x), with L-T given by a commitment, and R is public. This is handled by a logarithmic-
sized dot product proof LogDotProdPf, which shares many similarities with the inner product argument
BP-IPA of Bulletproofs, but differs in the fact that it is zero-knowledge (while BP-IPA is not).

Description of PCsparsemulti- We give the description of the sparse multilinear polynomial commitment
scheme PCsparsemuiti in Figure 16, and provide the high-level intuition here. Recall that from Equation 1,
given a matrix M € F™*™ with n non-zero entries, we can calculate the value of M (Trow, T'col) for any
Trow; Teol € F* in O(n) operations:

n
Z -eq(row;, X) - éq(col;, Y).

To achieve a sublinear verifier, the prover in Spartan-SNARK will use a secondary proof system
IT for circuit satisfiability, then compute a proof of correct evaluation for M (7ow,Tcor). The circuit
CircuitSparseEval for correct evaluation is described in Figure 17, and utilizes an auxiliary memory-
checking procedure MemorylnTheHead to guarantee soundness.

In the commitment phase for PCsparsemulti, we will commit to the dense representation (row, col,val) of
M, along with the auxiliary time-stamp sequences read-tsx, write-tsx, audit-tsx for X € {row, col}. These
sequences help ensure the correct evaluation of M according to Equation 1. In the evaluation phase, the
prover P will commit to vectors of evaluations

Erow = (ézl(row(h Trow)7 cee 76731(FOWn,1, rrow))v

and similarly for e.,. We can then re-write the evaluation formula as M (Trow, T'col) = 22‘;1 val; - (erow); -

(écot)j- The evaluation circuit CircuitSparseEval would then compute M (Trow, T'col) according to this for-
mula, and additionally prove that e, is consistent with row (similarly e. is consistent with col) via
asserting the equality of two multi-sets

ISet,ow LI WSet,ow = RSet,ow LI ASet ow,

" We refer to [62] for more details on the distribution.
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Description of PCyy;:

o Setup(u, ppg): abort if i is odd. Parse ppg as a group description (G, F). Sample g1, ...,g,/2,h &g
and OUtPUt pp = (F7Gagagla v 7.9;1./27 h)

e Commit(pp,p(X1,...,X,);w): parse the evaluations {p(0),...,p(2"* — 1)} as a 2//2 x 2#/2 matrix
T in column—major order, ie. T; ; = p(i + 2“/2j). For each i € [2”/2], sample w; & Fand compute
C; = H? 2 T | Let w = (Wi)iefanrz)-

Output C (Cl, ey Coupz).

e Open(P(p,w,v,wy), V)(pp, C, x, Cy): given a commitment C, as public input, with a random eval-
uation point x & Fr sent as challenge by V in previous rounds,

1. Let eq; (V) = [T 6q(x;, Vi) and éqp(Y) = ITi=, /041 €a(@i, Ys).

2. P,V both compute P = Cy - [[}.c(0,13ur2 C’,qu(k) and r = (eq(k))kefo,13u/2-

3. P also computes

1= <Zk€{0,1}u/2 Tk '&lL(k)) ;WP =Wyt Zke{o,l}“/2 wg - eqp (k).

je{0,1}r/2

4. P,V engage in LogDotProdPf((2%/2,g,g,h), (P,r), (1,v,wp).

Logarithmic Dot Product Proof. For n = 2%,

RiogbotProd = {((1,9,8,h), (P,a),(x,y,rp): P=g"-g* - h'" y=(x,a)}.

1. Set ng + n,g8@ « g PO « P a® « a xO « x y© 4, r()

Fori=1,...k:

— rp.

(a) P computes y( ) <xfzn_]1), affl_]l)> yg) <XE;_]1), afzn ]1)> then samples T(LZ), r%) < F and sends
. (1,71) (L 1) .
L+ g' (g(i_l)) T Ry gVn - (g“ 1)) LS

(b) V sends challenge ¢; &F

c an oth compute P®) «+ -'?~P(i*1)~R?;2 and
(c) P and V both compute P « L7

el i, 0 e (g5) o ()"

(d) P computes x() « ¢; XEZ;]D 4t xf:l*]l) and

a® ¢

y® 2 ,y(Li) 1 yli=D) +01_72.3}%)7 Tg) —c2.r (z) +T}; fo ey

2. Set § < g™, P+ P® 4 a®) g x®) g y® 5 pH),
P samples d, 75,75 & F and sends 8 < g¢ - h™s, § + g h's.

3. V sends challenge ¢ &
4. Psends z1 < d+c-gand z3 < a-(c-7p +15) +75.

5. V checks that (PC . ﬁ)d e (g . ga)z1 - h*2.

Fig. 15: Multilinear Polynomial Commitment Scheme PCpyi
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where

ISetrow = {(4, (MeMyow )i, 0) Yico,m—1]»

RSetron = {(rows, (€row)i, (read-tsrow)i) Ficjo,n—1]s
WSetiow = {(row;, (€row )i, (Write-tsrow)i) tic[o,n—1]>
ASet,ow = {(i, (memyow )s, (audit-tsiow )i) }ic[o,m—1]-

We can verify this equivalence by showing that their hashes are the same; in particular, [55] proposes to
use the following algebraic hash functions (defined for any 1,72 € F and ¢ € N):

1. hy, : F3 — F defined by h., (a,v,t) =a-7*+v-v+t.
2. Hoy iyt (F)? = F defined by Ho, 4, (A, V, T) = [T'—y (hy, (Ai, Vi, Th) — 72).

The soundness loss for these hash functions, as they are used in CircuitSparseEval, are summarized in
Lemma B.2.

Optimizations for PCsparsemuii- In the reference implementation [58], the proof system II used to
prove CircuitSparseEval is a non-zero-knowledge variant of Hyrax [60], with optimizations for batching
three evaluation checks for A §7 C into one. Due to these optimizations, the commitment and opening
procedure of PCsparsemulti are changed to accomodate three matrices A, B, C' at once. In particular, in the
commitment phase, we concatenate the vectors

OPSpatch = (row, read-ts,ow, Write-ts,oy, col, read-tscol, write-tsco|)

for three matrices A, B, C, and produce a single polynomial commitment Cgs; for them. We also produce
a single polynomial commitment to the vectors (audit-tsyow, audit-tseo) for all three of A, B,C as Crsm.
In the opening phase, a transcript for PCsparsemulti-Open consists of the following:

1. A single polynomial commitment Cz— to the vectors (€row, €col) for all three of A, B, C.

2. Challenges 1,72 € F*.

3. A proof that step 1 in CircuitSparseEval is computed correctly for M € {A, B,C}. We can use a
sumcheck protocol (with all polynomials sent in the clear, since we do not need zero-knowledge) to
verify this part of the circuit.

4. A proof that step 2 in CircuitSparseEval is computed correctly for M € {A, B,C}. We arrange the
product circuit in a binary tree and invoke O(log(m + n)) sumcheck protocols to check this part of
the circuit.

5. At the end of the sumchecks, we need to do three opening arguments for the polynomials we com-
mitted.

We refer to the implementation [58] for full details regarding these optimizations. The crucial point is
that in the proof of knowledge soundness (see Lemma B.3), the extractor only needs to extract from these
three opening proofs, then we reduce to the soundness of the underlying information-theoretic protocol.

B.2 Omitted Proofs

We first prove Lemma 5.4, restated below.

Lemma B.1 (Restatement of Lemma 5.4). PCpu,ii.Open is n-computational special sound, where
n = (ym,44,...,44,2). Concretely, there exists a tree-extraction algorithm TEpc,,, such that for any
—_——

n/2
PPT adversary A against SS of PCyuri-Open, there exists an EPT adversary B against DL-REL such that

Adv?]s,n(TgF’CMum JA) < Advgl,_\_/%ljﬂ (B).
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Requirements for PCsp,rsemulti- A polynomial commitment scheme PC and an interactive argument
II for circuit satisfiability.

e Setup(p,m,ppg): run pp; < PCSetup(p,ppg) and pp, <« PC.Setup(logn,ppg). Output
PP = (PP1; PP2)-

e Commit(pp, M):

1. Let (row, col,val) be the dense representation of M.

Compute Cy + PC.Commit(pp, X) for X € {row, col, val}.

2. Let (read-tsyow, Write-ts,ow, audit-ts,ow ) < MemoryInTheHead(Q“/z,n, row).
Compute Cx,,, + PC.Commit(pp,%) for X € {read-ts, write-ts, audit-ts}.
3. Let (read-tsco|, write-tsco|, audit-tsco)) < MemorylnTheHead(2#/2,n, col).
Compute Cx_, + PC.Commit(pp,)/(cvd) for X € {read-ts, write-ts, audit-ts}.

4. Output
C= (Crowa Ocola Cvah Cread—tsmw; erite—tsrowa Caudit—tsrowa Cread—tsco| ) erite—tscon erite—tsva| ) .

col

b Open(P(M,w),V)(pp,C, (rrowarcol)av):
1. P computes ex = (éq(Xo,7x),...,€q(Xn_1,7x)) for X € {row,col}, then sends
Cey + PC.Commit(pp,ex) for X € {row,col}.

2. V sends challenges 71, 72 &,

3. P,V engage in II to verify that M(rrow, Teol) = v, computed using CircuitSparseEval.

Memory checking procedure MemorylnTheHead(m,n,addr € F™):

1. Initialize empty read-ts,qdr, write-ts,qdr € F™, audit-tsyqqr € F™. For i = 1,...,m:
(a) a < addr;, (c) read-ts; < ts, (e) write-ts; « ts,
(b) ts « (audit-tsaddr)as (d) ts+ ts+1, (f) (audit-tsaddr)a < ts.

2. Output (read-ts,ddr, write-tsaddr, audit-tsadar)-

Fig. 16: Sparse Multilinear Polynomial Commitment Scheme PCsparsemulti

Proof. Note that the first layer in the tree of transcripts consists of y/m distinct verifier’s challenges
T1,..., T sm € F! that serve as evaluation points; the rest of the tree then corresponds to an instance of
LogDotProdPf described in Figure 15. Our tree extractor 7&pc,,, consists of two steps. First, we run the

tree extractor 7€ ogbotProdpf ON €ach (41/ 2, 2) subtree to recover the underlying linear combinations

1= Z p(k + 225 - 6q( (. 9, k)
ke{0,1}n/2 jE{0,1}n/2

Here, the tree extractor TELogbotProdps is similar to that of BP-IPA, and so we refer to the proof of
Lemma 6.1. Note that T &LogpotProdps Will either succeed, or we can build an adversary B against DL-REL.
Next, for each j € {0,1}#/2, we then use the corresponding entry in 1 with y/m different challenges
T1,...,T s to solve for p(k +21/24) for all k € {0,1}*/2. This is possible since the Lagrange polynomials
{ea(@y2), k) }eego,13u/2 are independent for 21/2 different values of T[p/2)- O

Our next lemma summarizes the information-theoretic soundness of the hash functions used in
CircuitSparseEval.
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Public Input. Dense representation (row, col,val) of M, and evaluation point 7 = (Tyow, 7col) € F2#,
where p = logm.
read-ts,o , read-tsco|, Write-ts,on, Write-tseo) € 7,

W itness. ) .
audit-ts,ow, audit-tsco) € F™, €row, €col € F™, 71,72 € F.

1. Compute M(r) = Z?:_OI val; - (€row)i * (€col)i and return M(T’)

2. For X € {row,col}, do the following:

(a) Compute
memy < [€q(0,7x),...,éq(m — 1,rx)] € F™,
ISetx = {(’67 (memX)i,O)}i€[07m_1],
RSetx = {(Xi, (ex), (read-tsx)i) }icfo,n—1)»
WSetx = {(Xi, (ex)q, (write-tsx)i) }ico,n—1],
ASetx = {(i, (memx);, (audit-tsx );) }ico,m—1]-

(b) Compute hi x = Hy 4, (ISetx U WSetx), hox = H,, 4, (RSetx U ASetx), and assert that
hi,x = ho x.

Fig. 17: CircuitSparseEval to evaluate a sparse multilinear polynomial M

Lemma B.2. In CircuitSparseEval, we have the following:

2

PI‘[hLX = hg}x | ISetx LI WSety # RSetx UASetx} < (WFI;_H)
Proof. Note that H., ~,(A,V,T) for A, V,T € F™*" is a polynomial of total degree 2(m + n) in v; and
2. Applying Schwartz-Zippel gives us the desired bound. O

We now establish the special soundness of PCsparsemulti, following the discussion about optimizations
above.

Lemma B.3. PCsparsemuiti satisfies ((2)”/2, 4y, 44, 2)3—computat2'onal special soundness. Concretely,

(ptv)/2
there exists a tree-extraction algorithm TEpc, . Such that for any PPT adversary A against SS of

PCsparsemutti-Open, there exists an EPT adversary B against DL-REL such that

6(m+n)+O0(n+v)
|IF]

AdVE o (TEpCyy, A) < Adve  RE- (B) +

Proof. The tree-extractor TEpcg,, . SIMPLy invokes T Epcy,,,; three times for the three polynomial open-
ings (listed in the optimizations). Once we get all polynomials in the clear, it remains to argue the
soundness of the underlying information-theoretic protocol. This soundness error consists of two kinds:
(1) the error in the sumcheck invocations, which are O(u + v)/|F|, and (2) the error in the hashes for
CircuitSparseEval, which when invoked for three matrices A, B, C' is at most 6(m+n)/|F|. This establishes
the desired bound. O

Combining Lemma B.3 with Lemma 4.7, we obtain Lemma 5.13, restated below.
Lemma B.4. Spartan-SNARKg satisfies knowledge soundness. Concretely, there exists an extractor

Espartan-SNARK,s such that for every PPT prover P* against KS of Spartan-SNARK making at most Q
random oracle queries, there exists an EPT adversary B against DL-REL such that
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KS *
Adepartan-SNARKFS (ESpartan—SNARKFsa P )

< QoD@ U L DB TONE) | AdvE e (5.

Both B and the extractor Espartan-SNARK.s Tuns in expected time that is at most O(Q - m”5 - (m+n)3) the
running time of P*.

Proof. We first show that Spartan-SNARKgg is n’-computational special sound, where

n' = (1,(1,252)",2,2,2,1,(2,2i,2)", (4, ..., 45,2), (22,4, ...,44,2)3,2).
N——— N————

/2 (ut+v)/2

This follows from combining the tree-extractor for 7& Spartan-NIzKgs constructed in Lemma 5.6 with the tree-
extractor TEpcg,, g cONstructed in Lemma B.3. We then conclude the bound above using Lemma 4.7.
O

C Omitted details for Bulletproofs

We describe the protocol BP-ACSPf in Figure 18. Note that n is the number of multiplication gates,
m is the number of committed inputs, and ¢ is the number of equations involving Ws. Our proof of
Theorem 6.7 follows from Theorem 3.4 combined with the results proved in this section.

Lemma C.1. BP-ACSPfgs satisfies knowledge soundness. Let n be the number of multiplication gates and
q the number of equations involving committed inputs. Concretely, there exists an extractor Egp-acspfes
such that for every PPT adversary P* against KS making at most Q random oracle queries, there exists
an adversary A against DL-REL with

Q(Q — 1) +2(Q +1)(n+ g + 3logn + 6)
[F| -1

KS DL-REL
Advgp acspres (EBP-ACSPRs; P*) < Advg 5,41 (A) +

Both A and the extractor Egp-acspfes Tun in expected time that is at most O(Q~q-n3) that of P*’s runtime.

Proof. By the result of [16], given an n-tree of accepting transcripts where n = (n,q+1,7,2,4.,1987 4.),
we can extract. Applying our special soundness result yields the bound.

The expected runtime of the extractor Egp-acspse, as well as the adversary A, is at most O(Q -n- (¢ +
1)-12-n%) =0(Q - q-n?). O

Lemma C.2. BP-ACSPfgs satisfies perfect 2-ZK.

Proof. We present the 2-ZK simulator Sgp_acspfs,z, and argue that its output is identically distributed
to that of honestly generated proofs.
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Arithmetic Circuit Satisfiability Relation.
(m,n,q,8,h,g,h,u),
(WL, Wg, Wy, Wy, V, c),
Rep-acspf = (ar,ar,a0,v,7)
Vi=g¢""h""Vje[l,m] A apoagr=ap A
Wi -ap +Wg-agp+Wp-ap=Wy-v+c

Interaction Phase.

1. P samples «, 3, p & F, sp,sgr & Froand computes
A = hog?Lh®r, Ao = hPg2o, S = hPgSLhsR,

P sends Ay, Ap, S to V.

2. V sends challenges y, z & e,

3. Denote y™ = (1,y,...,y" ') € F" and z'[szll =(z,2%,...,29) € F4.

P samples f; EFforallic {1,3,4,5,6} and computes
UX)=ar-X+ao-X>+y "ozl - Wg) X +s- X7,
r(X)=(y"oar) - X —y" +z{ - (Wr- X + Wo) + (y" osr) - X°,

6

HX) = (U(X), (X)) = Y t:X,
=1

T, = gtihﬂi Vie{l,3,4,5,6}.

P sends Tl, Tg, T4, T5, T@ to V.
4. V sends challenge x & e,
5. P computes
126(37)7 I'ZT(.'II), £:<17r>a N:a'$+ﬁ'$2+0'$3a
6
Be=Pr-a+ (@) Wy ) -a® + ) ;-2
. i=3
P sends t, By, pu to V.
6. V sends challenge w &,
7. P,V both compute
h=h¥" u=uv
Wy = (h/)z?ﬂ'}l.WL’ Wg = gy*no(z?:]l,WR)’ Wo = (l,l/)zgl'*:]l,Wo7
P =hr. AT AL ST ()Y WEWE - W - (W)

8. P,V engage in BP-IPA for the triple ((n,g,h’,u'), P’, (1,r)).

Fig. 18: Bulletproofs’ Arithmetic Circuit Satisfiability BP-ACSPf
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Verification.
1. V rejects if BP-IPA fails.

2. V computes

6(?/7 Z) = <y—n © (Zﬁl—i_]l ’ WR)a Z([Il-i;_]l . WL)a

R= g Coaratie) yot (sl Wy) g IE[ T
=3

3. V checks whether gfhﬂi <R

Fig. 18: Bulletproofs’ Arithmetic Circuit Satisfiability BP-ACSPf (cont.)

Simulator Sgp-acspfes, (PP, X):
1. Sample a, 3, p & Fand ar,agr,a0,SL,SR & Foand compute
Ap=hog?h®", Ao =hPg*, S =hrg*ho"

2. Query random oracle for challenges y, z + H(pp,x, As, Ao, S).
3. Sample x &

4. Compute l=a;-2+ap-22 +y_"0(Zﬁj—1'WR)'$+SL'$37
r=y'oap-z—y"+z0; - (Wr -2+ Wo)+y"osg -1,
t=(Lr).

5. Sample G, & F, T3,T4,T5,Tg & G and compute

—1

6 —x
T, = <g1‘2‘(6(y,z)+(zﬁl+:] )=t p—Ba .V_IZ.z[qlf] Wy HTf>
=3

6. Program H(pp,V, A, S, T1,T5) := .

7. Query random oracle for challenge w « H(pp,V, A, S, Ty, Ts, t, Bz, 1t).
8. Compute h =hY ",
u = uv,

Pl =hmF AT AS ST (W)Y WE L WE - W - (o)
9. Generate honest proof mgp_ipa for the triple ((n,g,h’,u'), P’, (1,r)).
10. Output Tgp-acspres = (A1, Ao, S, T1, T3, Ty, Ts, Ts, t, Bes 11, TBP-IPAgs)-

The indistinguishability argument between the outputs of Spp_acspfs, and honestly generated proofs
goes as follows. In both cases, the proof elements A, T5, Ty, Ts, T, B, pp and the underlying vectors 1, r
are distributed uniformly among their respective domains. The remaining proof elements S, T, , TBP-IPAgs
are then uniquely determined from the previous ones, and thus are identically distributed as well. This
establishes the 2-ZK property of BP-ACSPfEs. ad

Finally, we show the unique response property of BP-ACSPf, starting from after the x challenge.

Lemma C.3. BP-ACSPfgs satisfies 2-UR. In particular, for any adversary A against 2-UR of BP-ACSPfEs,
there exists an adversary B against DL-REL such that

2Q(Q — 1) +12(Q + 1) logn

AdVER Rcspr (A) < 3 Advg3 55 (B) + 1

B runs in expected time at most O(Q - n?) that of A’s runtime.
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Proof. We proceed through a sequence of hybrids. The high-level idea is to analyze different cases for
where the two proofs 7, 7’ first differ after the x challenge, and reduce each case to breaking DL-REL or
the knowledge soundness KS of BP-IPA (which in turn reduces to breaking DL-REL).

— Hyb, is the game 2-UR“B4P_ACSPfFS. Recall that in this game, an adversary A outputs an input V, a
challenge = € F*, and two proofs 7, 7’ that agrees up to the x challenge, i.e. we have

™= (AIaAOaSa T17T37T4aT57T67tAa ﬁ$7M)7TBP-|PAFS))
7T/ = (AI7AO7S7 TlaT?)aT47T5aT6aflaﬁ;/w,u/aﬂJBP-lPAFS)'

A wins if 7 # 7’ and both proofs are accepting with respect to the x challenge that it chose.

— Hyb, is the same as Hyby,, except that we also run Egp.ipags on the proofs mgp.ipa, 7TI/3P—IPAF5 to extract
witnesses (1,r) and (1',r’). Hyb; returns 0 if the extractor aborts on either proofs, or the witnesses
are not satisfying, i.e. that ¢ # (I, r) or ' # (I, r').

We can see that Hyb; is identical to Hyb,, except when the extractor Egp.ipag, fails in extracting from
either proofs mgp_1pas, Tpp_ipa- L he probability that this happens is precisely bounded by (twice) the KS
advantage of BP-IPAgs. Concretely, by Theorem 6.1 there exists an adversary B against DL-REL, running
in expected time at most O(Q - m? - n?) that of A’s runtime, such that

QR -1)+6(Q+1)logn
|F| —1

[Pr[Hybo] — Pr{Hyb,]| <2 +2Adve ;55 (B)
It remains to show that if Hyb; returns 1, then there exists an adversary B’ that returns a non-trivial
discrete log relation. The adversary B’ works as follows:

o If it £ 1 or 3, # BL: since both proofs are accepting and are the same up to the x challenge, we have

6
ot 1) G W) e
=3

This gives a non-trivial discrete-log relation for B’ to output.
o If (t,8.) = (t', B;) but p # p': since both proofs mep_ipacs; Tgp_ipa., ar€ accepting, we have

g hO 7o) = AT gz g (W)Y W WE L W - ut

—m-n /) ’

=g . h® or')  pu

B’ then outputs this non-trivial discrete-log relation.
o If (t,8:, 1) = (¥, By, ') but mep.ipars # Tp_ipa., ¢ We consider the same equation as in the previous

case. Here, by the same reasoning as in Theorem 6.2, it must be that (L,r) # (I',r’), or otherwise the
two inner product arguments are the same. B’ thus outputs the same non-trivial discrete-log relation.

Note that if Hyb; returns 1, then m # 7', hence at least one of the above cases must happen. Putting
everything together (and in particular unifying adversaries BB, B’), we get the desired bound. g
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