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Abstract. We provide identity-based signature (IBS) schemes with tight security against adaptive
adversaries, in the (classical or quantum) random oracle model (ROM or QROM), in both unstruc-
tured and structured lattices, based on the SIS or RSIS assumption. These signatures are short (of
size independent of the message length). Our schemes build upon a work from Pan and Wagner
(PQCrypto’21) and improve on it in several ways. First, we prove their transformation from non-
adaptive to adaptive IBS in the QROM. Then, we simplify the parameters used and give concrete
values. Finally, we simplify the signature scheme by using a non-homogeneous relation, which helps
us reduce the size of the signature and get rid of one costly trapdoor delegation. On the whole, we
get better security bounds, shorter signatures and faster algorithms.
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1 Introduction

Identity-Based Signatures. Secure communication over the Internet heavily relies on the use
of digital signatures, which provide authenticity, integrity, and non-repudiation in an asymmetric
setting. In textbook schemes, each user needs to generate its own (public key, secret key) pair, and
we assume that each user is uniquely identified by its public key. In the real world, this is ensured
by the use of public-key infrastructures (PKI) which map public keys to real-world identities such
as names or email addresses. This usually involves a hierarchy of trusted certification authorities
(CA) that can certify public keys as belonging to a certain user.

To relax the need for such heavy structures, Shamir proposed in his seminal work [30] the use
of so-called identity-based signatures (IBS), where the public key of a user simply is its identity.
The corresponding secret key is issued by a trusted authority, which derives it from a master
secret key that only the authority knows, and which is assumed to have a way to verify the
identity of the user. This simplifies the requirements on PKI and certificates and opens the way
to more efficient schemes. In such a scheme, an honest user with identity id can sign a message
i using its secret key skiy, and its signature o can be publicly verified, given the master public
key mpk and its identity id.

The usual security notion for IBS is Existential Unforgeability under Chosen Message Attack
(EUF-CMA), where an adversary A can obtain a set of secret keys associated to some identities
and get the signatures associated to a certain number of tuples (identity, message) of its choice.
It wins the security game if it is able to produce a new tuple (id, message, signature) for an
identity and a message not already queried. We say it is adaptive if it can adaptively query the
secret keys and signatures (EUF-CMA), non-adaptive otherwise (EUF-naCMA).

The security of cryptographic schemes is usually proved by reduction, meaning that if a
(polynomial-time) adversary A is able to break the security of the scheme, then we can reduce it
to another (probabilistic polynomial time) adversary B that is able to solve an instance of some
hard problem (factoring, discrete logarithm, Short Integer Solution (SIS) [1]...). The success
probability of A is bounded by a factor times the success probability of 1. If this factor is a small
constant (and does not depend logarithmically, linearly or quadratically on the security param-
eter), we say that the reduction is tight. This is a desirable probability since a cryptographic
scheme with tight reduction does not need to increase the key length to compensate a security
loss. Furthermore, with the recent advances made on quantum computers, it is desirable to rely
on quantum-safe hard problems, such as those based on lattices. It is sometimes possible to rely
only on these hard problems, leading to schemes in the so-called standard model. But in order to
gain efficiency, one usually relies on idealized models, such as the random oracle model (ROM).
Its quantum equivalent is the quantum ROM (QROM), where a possibly quantum adversary
is allowed to quantumly query the oracle. Finally, the goal of this article is thus to present
an identity-based signature scheme with tight security, assuming the SIS problem is hard, and
relying on the ROM or QROM.

Related Work. There are two main approaches used to construct IBS schemes (see [18] for
more details), but none of them is directly applicable to tight post-quantum security (more dis-
cussion in [26]). The first one, called the certification approach, transforms a standard signature
scheme into an IBS scheme [9,4]. The generic transformation is not tight, but can be shown
tightly secure if the underlying signature scheme is tightly secure in the multi-user setting with
adaptive corruption [21] (which may be applied to the post-quantum signature scheme designed
in [27], but then the obtained IBS would not produce short signatures). The second one is to
transform a 2—level hierarchical IBE (HIBE) [16] tightly to an IBS scheme [18].

Overcoming these difficulties, Pan and Wagner gave in [26] the first identity-based signature
scheme with tight security from lattices, and we build upon their construction by improving on



it in several ways. They give two constructions, based on either SIS [1] (unstructured lattices)
or Ring-SIS [24] (structured lattices), which are two assumptions believed to be quantum-safe.
The latter one offers better efficiency. Their signatures are short, meaning that they contain
only a constant number of elements, with a size independent of the message length. They use
the Micciancio-Peikert (MP) trapdoor technique [25] and the Bonsai tree technique [6].

They first give a generic transformation trans from a non-adaptive IBS to an adaptive
one. They use the known transformation for digital signature schemes [19] using (R)SIS-based
chameleon hash [6,12] and extend it to the IBS setting ([26, Theorem 1]). They also give a
version in the ROM ([26, Theorem 2]), which is more efficient.

Then, they construct a non-adaptive IBS proved in the ROM and in the QROM, assuming
the (R)SIS assumption is hard. In a nutshell, the master public key is a random matrix A such
that the (R)SIS assumption holds, the master secret key is a MP trapdoor T for A [25], the
identity secret key for id is a trapdoor of (A|/H;(id)) obtained through T using the trapdoor
delegation operation of MP and a signature of a tuple (id, i) is a small vector z computed using
the trapdoor such that (A|H;(id)||Hz2(id, x)) z = 0, where H; and Hy are simulated as random
oracles in the security proof. This finally gives rise to an adaptive IBS in the ROM, and an
adaptive IBS in the QROM assuming chameleon hash. In the proof, the adversary has to output
the lists AskedSk and AskedSign of secret key queries and signing queries before receiving the
master public key (since the scheme is non-adaptive). The key points are that, by programming
the random oracles H; and Hg, the reduction can embed a MP trapdoor into both (Al[H;(id))
and (A|H;(id)|[Ha(id, 1)) for all elements of these lists, while the other values are programmed
on the form Ax for x small elements, allowing to construct a SIS solution, with high probability,
for any valid signature on (id*, u*) not queried by A. The programming being indistinguishable
by A from random output. This implies that the reduction does not need to guess the forgery
(id*, u*), making it tight.

While preparing the final version of this paper, we came across a concurrent paper [31], which
also improves the protocol of [26] as one of their contributions, by getting rid of one delegation as
we do here. But as compared to our article, they only improve the non-adaptive scheme, only in
the ROM case and only based on SIS. As opposed to them, we give here further improvements:
We fix some flaws in the proof of [26], propose other choices of distributions, consider QROM and
RSIS, lower the number of hash calls needed when applying the transformation from EUF-CMA
to EUF-naCMA on it, and give a practical instantiation with concrete parameters.

Our Contributions. In this article, we improve on the work of Pan and Wagner [26] in several
ways. We give here an informal description of these improvements and provide a technical
overview in Section 2 for the interested reader.

We prove the generic transformation from non-adaptive to adaptive IBS of [26] in the QROM,
making it unnecessary to rely on chameleon hashes in this case, we also provide a proof of this
transformation in the strong security setting. We use a former reprogramming result restated in
Proposition 6. Our protocols are thus more modular: all the intermediate results (reprogramming
lemmas) are proved both in ROM and QROM. Furthermore, we improve the transformation by
reducing the number of hash functions to 2 instead of 4, making the final scheme simpler and
more efficient.

The set of parameters used is easier, since we harmonize the value of the modulus to ¢ = 3%
in both structured and unstructured case, as opposed to [26] which used ¢ prime in the latter
case. The main interest is to simplify the use of the MP trapdoor generation algorithms [25], and
in particular to get a simpler gadget matrix (of the form [l,, 3l,, ... 3*7!1,,] in the unstructured
case). This comes at the cost of a more difficult proof for the smoothness lemma (Lemma 1).



We make an effort to be “concrete” and avoid universal constants and asymptotic parameters,
giving parameters in Tables 6 and 7. Note that the two former improvements can be directly
applied to the scheme given in [26], which enables us to compare both schemes fairly.

Our scheme is simpler thanks of the use of a non-homogeneous equation for the signature.
With the same notations as above, a signature of a tuple (id, 1) is a small vector z such that
(A||H1(id)) z = Ha(id, i) (as compared to (A|/H;(id)||Hz2(id, 1)) z = 0), again obtained using the
trapdoors of [25]. This has two consequences. First, the signature has fewer coordinates. Then,
this allows us to manage to avoid the use of one trapdoor delegation operator DelTrap in Sign,
that only consist on a sole application of SampleD. Indeed, we now use the secret matrix to
sample the vector z following a discrete Gaussian distribution, meaning that we can reuse the
trapdoor of the secret matrix whereas the scheme in [26] uses a more complex concatenated
matrix, forcing them to delegate one more time a trapdoor. This is obtained at the cost of a
more difficult proof, especially in the QROM case. More precisely, we give thinner reprogramming
lemmas, of independent interest (see Section 4.4). Another improvement of these lemmas is that
we do not always reprogram using a Gaussian distribution, but rather a uniform distribution
on {—1,0,1} whenever it is possible. In particular, to obtain the result in the structured case,
we give an improved version of Regev’s claim [29, Claim 5.3 for more general distributions, in
Lemma 18, that is applied in Proposition 1 for our case.

Keeping in mind that one DelTrap operation roughly corresponds to k& SampleD operations,
a first consequence of this simplification is that the time complexity of our signature scheme is
at least k times better. Experimentally, this leads to a scheme at least 65 times faster for the
same parameters assuming a 128-bit security for our scheme.

A second consequence is that the security we obtain is better, because we get a smaller
(R)SIS bound. This implies that the parameters we need to obtain 128-bit security only yields
37-bit security for their improved scheme.

A third consequence is that the signatures generated by our schemes are way shorter than
the ones generated in [26], because the use of only one trapdoor delegation yields to a smaller
standard deviation for the signature, and that we have k fewer coordinates for the signature by
design. Experimentally, this leads to a signature half as big, if we use the same parameters for
both schemes. If we consider the same security for both schemes, we even get signatures and
keys five times smaller than theirs.

Other contributions of independent interest. We highlight a few contributions made for
this article that could be used in other contexts:

— We give an extended version of Regev’s claim [29, Claim 5.3], proven for more general dis-
tributions and in a module setting. It is stated and proved in Lemma 18.

— We generalize the reprogramming lemma [5, Lemma 3] in Proposition 7, in order to replace a
quantum random oracle by a bounded number of distributions that are close to the random
distribution. In the initial lemma, there were only two possible distributions.

— We introduce a lemma applicable to a wide class of indistinguability games, that allows to
separate the study of classic and quantum calls to the quantum random oracle, provided the
classic calls are made first. It is stated and proved in Section B.5.

— We prove different results regarding the infinity norm of the minimum of (some) unstructured
g-lattices with ¢ power of a prime, in Appendix B.3 . Then, we use it to prove a variation of
the smoothness lemma [15, Lemma 5.2] for g-ary lattices with ¢ being a power of 3.

— We show a simple characterization of (some) invertibles of R, for ¢ being a power of 3, in
Appendix B.2.

— To simulate distributions obtained with delegated trapdoors, Proposition 5 and Proposition 4
(such as their counterparts for the structured case, in Appendix B.9) are implicitly used in [26]
and needed in our scheme. They have an important role to ensure the ability to simulate the



correct distributions to an adversary against a scheme without master secret key. They are
described in Section 4.
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2 Technical Overview

We focus here on the scheme based on the SIS assumption, the ideas being similar for the scheme
based on RSIS.

Following [26], we proceed in two steps: first a generic transformation from an EUF-naCMA
IBS scheme to an EUF-CMA scheme and then the construction of an EUF-naCMA IBS scheme.

Generic Transformation.

In [26], the authors show that, using a chameleon hash or in the ROM, the non-adaptive
security of an IBS scheme can be tightly transformed into adaptive security.

This implies that the only way to get a scheme secure against a quantum adversary is
to use both chameleon hashes and other hash functions simulated as quantum random ora-
cles in the proof. In this article, we extend this generic transformation to the QROM with a
compatible-with-ROM case proof, using some adaptive reprogramming results of [17] (restated
in Proposition 6).

We can then apply this transformation to our scheme, yielding to a scheme proved in the
sole QROM. Furthermore, it is possible to factor these hash functions to reduce their number
from four to two, which allows getting a scheme in which fewer queries to hash functions are
made.

IBS with Non-Adaptive Security.

In order to exploit the transformation described above, we construct a (weaker) non-adaptively
secure IBS scheme, in which an adversary has to commit its user secret key queries and signing
queries before receiving the master public key. This weaker security gives rise to a tight con-
struction since in the security proof, the adversary’s user secret key queries and signing queries
are known in advance. It is thus possible to tightly embed in the reduction the SIS instances in
the forgery without having to guess anything.

Description of the Scheme. Similarly to [26], our scheme uses the trapdoor setup of [25]
that allows to:

— Instantiate a trapdoor: create a couple of matrix and trapdoor (A, Tja), where A looks
random (meaning that its statistical distance with the uniform distribution is negligible).

— Delegate a trapdoor: for any matrix A’ and trapdoor T A of A, “delegate” the trapdoor T o
into a trapdoor T, of (A|A’), that reveals no information about Ta4.

— Perform Gaussian sampling: for any A, trapdoor Ta of A, vector u and sufficiently big s,
create x following a discrete Gaussian distribution and verifying Ax = u. Furthermore, the
lower bound of s is linear in the singular value of T, up to a negligible term.

Each of these operations is in correspondence with one of the algorithms of our IBS:

— The master public key A € Zi*™ and secret key Ta € ng_"k)xnk correspond to the matrix
and trapdoor created by the trapdoor instantiation.

— The creation of a secret key for an identity id is done by delegating the trapdoor T € ZZ”X”’“

of A into a trapdoor of Tig of (A[[Hi(id)) € Zg ™™ for H with values in Z2*",
— The signature of a message p with skiy = Tjq corresponds to the Gaussian sampling of a
vector z such that (A||Hi(id))z = Ha(u), for Hy with values in Zj.

6



The main difference of our scheme as compared to that of [26] is that their signing algorithm
requires one more trapdoor delegation operation before doing the Gaussian sampling relatively to
this new trapdoor, which explains the better values for parameters and security for our scheme.

More precisely, to sign a message u for an identity id of secret key Tq, their scheme requires
delegating Tiq into a trapdoor Tig, of (A|Hy(id)||H2(id, 1)) (H2 with values in ZZX""’ in their
scheme), then using Tjq ,, to make a Gaussian sampling of a small vector z such that

(AlH1(id)[[H2(id, u))z = O

This makes their signature bigger, on the one hand because it contains an additional component
and on the other hand because it uses a bigger delegated matrix Ty, because of the double
delegation. This double delegation also has an impact on the SIS bound in their reduction,
which is smaller for our scheme. Finally, the additional delegation operation augments the time
complexity of their signature, that can be estimated as at least k time slower than ours, as
explained in Section 8.1.

Idea of the Proof. Our tight proof follows the same blueprint for QROM and ROM. We
denote the list of all identities id for user secret key queries as AskedSk, and the list of all
identity-message pairs (id, u) for signing queries as AskedSign. An adversary A has to output
these two lists before receiving the master public key. The key step in our proof is that, by
programming the random oracles H; and Hs, it is possible to simulate the EUF-naCMA game for
arandom A (without the secret key T a) by hiding the signatures and secret identity keys in the
hash values. More precisely, the idea is to embed a trapdoor Tjq (i.e. a secret key for identity
id) into the values Hj(id) for id € AskedSk and a signature of (id, i), for the values Ha(y,id) for
all (u,id) € AskedSign.

Moreover, for any id ¢ AskedSk, (id, /1) ¢ AskedSign, we program H(id) = ARy and H(id, 1) =
Az, for some small random matrix Ry and vector Zq ,,. Note that we use different distributions
than [26], which contributes to lower the size of the SIS bound. Thus, a valid signature z* =
(z7,2z5) of A for a couple of identity and message (id, ) such that id ¢ AskedSk, (u,id) ¢
AskedSign leads to an SIS solution x = z] + Rig~25 — 2ig» ,~ provided that x # 0, because, by
definition of the signature verification, Az} 4+ H;(id)z5z = Ha(u). Finally, we ensure that x = 0
does not happen more than half of the time by using an indistinguishability technique of [23].

3 Preliminaries

The non-negative integers, integers and reals are respectively denoted by N, Z, and R. Unless
stated otherwise, we always assume ¢ = 3* and d = 2% with k,u € N*. Matrices are written as
bold capital letters and vectors as low-case bold letters. Vectors should be understood as column
vectors. For a,b € R, we define [a,b] = [a,b] N Z. For S C R", we denote by Span(S) C R"
the R-vector space generated by S. For x € R", we denote by ||x|| its Euclidean norm. For a
predicate P, we define [P]] = 1 if P is true and 0 otherwise. A function f(n) is negligible, written
f(n) = negl(n), if Ve € N, f(n) = o(n™¢). We denote log the logarithm in base 2 and log, the
logarithm in a base b € R%,. For m € N*, e > 0, we define r,, . = /In (2m(1 + 1/¢)) /7 .

Modular arithmetic. For any even (resp. odd) p € N* and any z € Z,, we will denote by
z mod Tp the unique representative in | — p/2,p/2] (resp. [-(p —1)/2, (p — 1)/2]). We extend
this definition to vectors and matrices entry-wise. For x € Z,, we define |z| := [z mod *p|. For

any p,n,m € N* and A = (a;5) € Zp*™, we define [|All, = 3, jlai;l, [|All = /3 ;lai ),
|Al, = max;j|a;j|. We extend this definition to vectors, considered as matrices with one
column.



The Ring R,. We will work in R = Z[X]/(X?+1) and R, = Z,[X]/(X?+1) for d a power of 2.
We define Sg = {30 a; X’ € R: (a0, ..., aq-1) € {—4,0,4}¥*x{~1,0,1}#/2x {~4,0,4}%*} C
R. We will consider it as a subset of R for all k& > 2. For a € R, we will denote by Cf(a) € Z¢
the vector whose coordinates are the coefficients of a and Rot(a) € Z%*? the matrix whose lines
are Cf(a),Cf(Xa),...,Cf(X% 'a). We extend this definition for matrix A € R"*™, that leads
to Cf(A) € Z™ 9 and Rot(A) € Z™*9m We also extend this definition modulo ¢ by Cf(A
mod ¢) := Cf(A) mod g.

General Probabilities. In this article, we only consider discrete probability distributions. If
Dist is a probability distribution, « <$ Dist denotes that z is sampled from Dist. The support of a
probability distribution is the set of x such that Pr[Dist = x] > 0. Unless specified otherwise, all
the probability distributions we work with have finite support. If S is a set, x +$ .S means that
x is sampled uniformly in S and U (S) denote the uniform distribution on S. For sets S C X and
Dist a probability distribution with values in X', we denote by Dist|s the probability distribution
x s Dist conditioned to € S. For two probability distributions Dist, Dist’” with support in a
set X, we define their statistical distance SD(Dist, Dist’) = 1 3~ |Pr[Dist = 2] — Pr[Dist’ = z]|.
reX

To help the reading of the article, some generic results about statistical distance are stated in
Appendix A.1. For r €]0, 1[, we denote by P,. the probability distribution such that Pr[P, = 0] =
r,Pr[P, = —1] = Pr[P, = 1] = (1-r)/2. Finally, we denote by Pr, , , the probability distribution

47)?/% X Pf//QQ X 4735/; with support Sg.

Lattices. A lattice of dimension k € N is a Z-submodule A C R¥ that is finitely generated.
It is said full rank if Span(A) = R¥. A R-lattice of dimension k is defined as a R-submodule of
A C R¥. Note that a R-lattice of dimension k becomes a lattice of dimension kd under Cf. We
will often identify R-lattices with their associated lattice through Cf and call them (structured)
lattices. For A € Zng, ueZy Be R;‘Xk, v € Ry, we define the following full-rank lattices

Ag(A)={x € Z": 3s, x=As mod ¢}, Aiq(A) = {x € Z*: Ax=u mod ¢} ,
AR ¢(B)={x € R": 3s, x=Bs mod ¢}, A‘L,?R’q(B)z{x € RF: Bx=v mod ¢} .

We write Aé‘(A) (resp Aﬁ’q(B)) if u =0 (resp. v.=0). The dual A* of a full rank lattice A of
dimension k is the set of all v € R¥ such that x v € Z for all x € A. We have qu(A)* = A (AT).

SIS and RSIS problems. Consider n,m,3,q € N* x N* x R x N*. The SIS, ;,, 3, problem is
defined as follows: for A «s Z;*™, find z € Zj" such that Az = 0 mod ¢ and ||z < 8. The
RSIS,, 3,4 problem is defined as follows: for A <« RéX”, find z € Ry such that Az =0 mod ¢
and [|2]] < 5.

The SIS and RSIS problems are assumed to be hard to solve for quantum adversaries (e.g.
[28]).

Discrete Gaussian Distribution. For x € R", s > 0, we define ps(z) = exp <—7r||x||2/s2 . For
a lattice A C R", ¢ € R" and s > 0, the discrete Gaussian distribution D , o2 18 the probability
distribution with support A + ¢ such that, for all x € A+e¢, D, (z) is proportional to ps(x).
When A+ ¢ C Z", we have D, . . = D%75|A+c' For a Rg-lattice A C Ry, ¢ € Ry and s > 0 the

Gaussian distribution over A, denoted by D Ne,s 18 defined as Cfﬁl(DCf( A),Cf(e) ,)- For example,

)

DRes = Cfﬁl(D%Cf(c)’S). For € > 0, the smoothing parameter of a lattice A of dimension n,

denoted by 7(A), is the smallest s such that p;/, (4" — {0}) < e. The smoothing parameter of
a R-lattice A is defined as 7. (Cf(A)).

Adversary, games and oracles. PPT stands for ” probabilistic polynomial time”. We denote
by Advi the advantage of an adversary A in game G. If the game is applied to a scheme S, we



write Advis or Advfl if it is clear from context. We denote by A" (resp. A|H>) an adversary A
that can make classic (resp. quantum) queries to a hash function H. For an oracle with possible
input = and for an element y, we denote by O*7Y the oracle defined by O 7¥(z) =y if z = x
and O(z) otherwise.

Identity-based signature schemes and security. An Identity-Based Signature (IBS) scheme
is a tuple of PPT algorithms IBS = (Setup, KeyExt, Sign, Verify) such that:

— (mpk, msk) < Setup() outputs a master public key and master private key.

— sk;q « KeyExt(mpk, msk, id) outputs a secret key for identity id.

— o < Sign(mpk, skiq, 1) outputs a signature for a message p and identity id.

— b e {0,1} « Verify(mpk, o, ,id) is deterministic.
The scheme IBS is (&1, &2)-complete if for all mpk, msk, id, i, we have

Pr [Pr [Verify(mpk, o, p1,id) = 1 : skiy < KeyExt(mpk, msk, id),
(mpk,msk)<—Setup()

o« Sign(mpk,skig, )] =1 & 2 1-& .

The usual security notion for IBS is Existential Unforgeability under Chosen Message Attack
(EUF-CMA) (adaptive or non-adaptive), we depict the corresponding security game in Figure 1.
We also define the notion of strong Existential Unforgeability. For Qcerr, Qs € N*, we measure
the EUF-CMA (resp. sEUF-CMA) security of a scheme IBS against an adversary A that can

. ) ] ) EUFCMAS? o

obtain QQcorr identity secret keys and Qg 81gni‘gures by the advantage Adv , =
sEUFCMA

Pr[1 + EUFCMASS o (A)] (resp. Adv Qeor@s = Pr[1 « sEUFCMAS? . (A)]). Note

that the signatures and keys can be adaptively queried in EU FCMA'SCSO ..0s» We speak of adaptive

security. We will speak of strong security when using sEUF-CMA or sEUF-naCMA.



EUFCMAS? o /sSEUFCMAS? o (A) EUFnaCMAS? . /sEUFnaCMAS? o (A)

1: (mpk, msk) < Setup() 1: (mpk, msk) < Setup()
2: cptc :=0,cptg :=0 2: (AskedSk, AskedSign, aux) < .A;(mpk)
3: AskedSk < @, AskedSign < @, sAskedSign < @ 3: if |AskedSk| > Qcor
4: (id*, ", 0" + ACComptOsin (mpl) 4: V |AskedSign| > Qs then
5: if id" € AskedSk 5: return 0
6: V (id*, u*) € AskedSign / for EUF-CMA 6: for id € AskedSk :
7 V (id*, u*,0") € sAskedSign / for sEUF-CMA 7 skiq < KeyExt(mpk, msk, id)
8: V cpte > Qcorr V cptg > Qs then 8: for (id,u) € AskedSign:
9: return 0 9: skig,,, < KeyExt(mpk, msk, id)
10 : return Verify(mpk,id*, u*,0*) 10 : oid,u < Sign(mpk, skig ,, 1)
Osign(id, 1) 11: GivenSk = {(id, sky), id € AskedSk}
epte — cptg + 1 12: GivenSign = {(|.d7u7 Tid,p), '
, 13 (id, ) € AskedSign}
skig,, + KeyExt(mpk, msk, id) e e ]
. 14: (id*,u",0") < A2(mpk, GivenSk,
i Sign(mpk skig,, 1) 15 : GivenSign, aux)

AskedSign = AskedSign U {(id, 1)} / for EUF-CMA
sAskedSign = sAskedSign U {(id, u1, oia,.)} / for sEUF-CMA

16 : if id" € AskedSk

17 : V (id*, u*) € AskedSign then / for EUF-naCMA
return gi,. 18: Vv (id*, u*,0") € GivenSign then / for sEUF-naCMA
Ocorrupe(id) 19: return 0
AskedSk := AskedSk U {id} 20 : return Verify(mpk,id*, u*, o)

cptc :=cptc +1
sky < KeyExt(mpk, msk, id)

return sk,

Fig. 1. EUFCMAS? . /sEUFCMAS® .. and EUFnaCMAS? . /sEUFnaCMAS?  games.

For Qcorrs Qs € N*, we measure the EUF-naCMA (resp. sEUF-naCMA) security against an

adversary A that can obtain Qcer identity secret keys and Qs signature by the advantage

EUF CMA'BS EUF CMAIBS
Adv 4 Qs Pr[l + EU FnaCl\/lAlgcsosz (A)] (resp. by the advantage Advf4 M Qcomas

=Pr [1 < skEU FnaCI\/IA'C'S’CSmQS (A)] ). Note that the signatures and keys have to be queried at the
beginning in EUFnaCMA'C';CSomQS (resp. sEUFnaCMAgcsosz), we speak of non-adaptive security.

Singular values and bounds on singular values. The singular value s;(A) of a matrix

A € R™™ is defined by supy_ %. We extend the definition of singular values of matrices

with coefficients in R to matrices with coefficients in R by taking s;(A) :=s;(Cf(A)).

4 Preliminary results

In this section we recall notions and provide technical results that are necessary to prove the
security of the generic transformation in Section 5 and IBS schemes in Section 6 and Section 7.

4.1 Results on statistical distance

For the security of the IBS scheme, we will use a game-based proof where the statistical distance
between uniform distributions and other distributions are crucial for the main argument of the
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proof. We define these distributions and bound their probability of being close to the uniform
distribution. More precisely, Proposition 1 contains results inspired of [29, Claim 5.3] regarding
the leftover hash lemma, we generalize this result and prove it in Appendix B.6. Then, Lemma 1
states variations of smoothness [15, Lemma 5.2] for the structured and unstructured case with
q=3F.
For s >0, m,n,k,l € N, A € Z;*™, B € R;Xl, we define:
— Dg SA the probability distribution that outputs AR for R «+$ Dgik and D% sB the proba-

bility distribution that outputs BR for R <% D"Xk (we omit k in the notation if k = 1).

— U, the probability distribution that outputs Ax where x +$ {—1,0,1}"" and Ur g the
probability distribution that outputs Bx where x <$ SR and

— P the probability distribution that outputs Ax, where x <$ 73{72 and PrB the probability

distribution that outputs Bx, where x +$ 77% 1/2°

Proposition 1 (Proof in Appendix B.6.). Let m,n,k,l € N,q = 3%, with k > 4, m > 2nk
and | > max(2k,21). Then,
PrlSD(U (Z1) Uy > q_ﬂ <q i, Pr [SD(U (Rg) Ug.a) > q—ﬂ <q i,
YN/ AcRY!
n(2k—1
PrSD(U(Z2),Pa) > ¢ <q ™, Pr [AZI #£70] <q" %
AezpXm Aezp<m
d(k—1
Pr [SD(U (Rq) 7P7€,A) > q704196d] < q704196d7 Pr [A’Ré £ Rq:| < q,%

AcRLX! AeRLX!

Lemma 1 (Smoothness lemma. Proof in Appendix B.3.). Let n,m,k € N, ¢ = 3F,

m > 2nk. Let € €]0,1/2[ and s € R such that s > 12ry, .. Then,

PrAgngm [SD(DS’A, U (ZZ)) > 26] < 2q—n/4 ‘ )

Let d a power of 2, 2k + k/2 > 1> 2k and s > 1214 .. Then,

(2k (2k=1)
3745

PrAeRéXl [SD(DS,Av U (Rq )) > 26] <qgYtq37d (2)

4.2 Singular values of random matrix

Let C' = 8e!'*2/¢\/In(9)/y/7 < 38 and f(m,n) = /m + 21 C <\/ﬁ+ \/mln(S)). We will use
si(Unif)[n,m] = /2/3f(m,n), si(Gauss)[n,m,s| = \/“;?f(m,n), and sj(Binom)[n,m,r] =
V(I =7)f(m,n).

Corollary 1 (Corollary of [13, Theorem 6.1] and Lemma 8, proof in Appendix B.1.).
Let n,m,k €N, ¢ = 3%, Let s €]0,1],a € Z*. Then

PrR<_$U({_a70’a}n><m)[Sl(R) < asy(Unif)[n,m]] >1—-2%3""" |
PrR(7$D£,><m[Sl(R) < as1(Gauss)[n,m,s]] >1—2%37"" |
Prg. sprxm[s1(R) < asi(Binom)[n,m,r]] > 1 —2%37" .

This can be applied in the ring case, by sampling from the distributions U (Sr), D , and P ..

Note that in order to find an upper bound for U (Sr) and Py, ,., the corollary needs to be applied
with respectively products of U ({—4,0,4}) and products of 4P,.
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4.3 Lattice trapdoors

The IBS schemes presented in the article follow the framework of [25] using trapdoor delega-
tion. In this part we recall the results necessary to instantiate the framework, and prove the
adaptations for the cases we consider. More precisely, we use Proposition 2 to instantiate the
trapdoor used to create the master key. Note that we use the binomial distribution instead of
the Gaussian one in [25] for compactness. Then, we use Proposition 3 to delegate trapdoors and
perform Gaussian sampling, to create respectively the secret keys of identities and signatures.
Finally, we give two propositions (Proposition 4, Proposition 5) necessary for the simulation in
the game-based proof, and motivated by the identity-based property of the signature scheme.
Let g =(1,3,...,3* 1) ¢ R¥ and G = [l,, 3l,, ... 3*711,,] € Z"™*"*. A G-trapdoor of a matrix
A € Zy*™ is a matrix Ta € ng_nk)xnk such that A (j:i”‘) = G mod ¢. A g-trapdoor of a

I—k)xdk .

matrix A € Ry*! is a matrix T € R((Il_k)Xk such that Rot(Ta) € Zg( is a G-trapdoor of

Rot(A) € Zngl. Equivalently, using the definition and properties® of Rot, A (7?;“) = g mod gq.

Proposition 2 (Statistical instantiation of trapdoors (adapted from [25, Section 5.2])).
Let n,m,k € N*, ¢ = 3%, m > 2kn. Let Trap(n,m,q) the algorithm that samples A s
Z?X(mfnk), TA <3 Pf%ink)xnk and outputs (A = [KHG —XTA] ,TA). Then, TaA is a G-
trapdoor of A, and A is distributed with statistical distance at most nkq 01967

distribution.

of the uniform

Proof. A direct computation shows that T 5 is a G-trapdoor of A. The statistical distance upper
bound comes from Proposition 1.

Proposition 3 (Gaussian Sampling and Delegation of trapdoors (adapted from [25,
Section 5])). Let n,m,k € N*, ¢ = 3k, m > 2kn. Let 0 < ¢ < 1/2. There exists al-

(m—nk)xnk

gorithms DelTrap,SampleD such that, for A € Zy*™, Ta € Zq a G-trapdoor and

5> rnk,e\/ll (sl(TA)2 + 1), we have:

— SampleD(A,u, Ta,s) returns z such that Az = u and the statistical distance between the

is bounded by a function 72?721}2'6 which is negligible

probability distribution of z and DAJ;—,u(A)vS
if € is.

— DelTrap(A € Z™™ T € Zm—k)xnk Al ¢ 7m5nk o) returns a G-trapdoor of [A||A’] (the
output Ty € 7k satisfies ATy, = A’ — G ). Moreover, the probability distribution of
the output T’y is at statistical distance less than nk’y,SL?nTEIe of the distribution Dgljnk with
output R conditioned to AR = A’ — G. More precisely, if we denote by (u1Hu2H7' < lapk)

the columns of A’ — G, the k™ column of T'y is computed as SampleD(A,uy, Ta, s).

The next proposition will be used to replace some instances of KeyExt (that correspond to
DistmodkExt) by another algorithm that does not use the master secret key (Ta ), of probability
distribution DistsjmmodkExt- NOte that the proposition allows making multiple replacements of
DistsimModkExt by Distmodkext for the same, fixed, pair of master public and secret keys (output
of Distkgxt). This is important because the adversary of EU FnaCMAlQBcsomQS can ask for multiple
secret keys of identities in one instance of the game - this can be easily overlooked when applying
the framework of [25], designed with simple signature schemes in mind which involve only one

pair of keys, to identity-based signature schemes.

5 More details in Proposition 14 (Appendix B.8).
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Proposition 4 (Simulation of delegation of trapdoors. Proof in Appendix B.7.). Let
n,m,k € N*, g =35 m > 2kn. Let s > 0, A € Z"™ and Tp € Zém_nk)mk a G-trapdoor of
A. We define Distmodkext (A, Ta, s) as

{(A",T)) : R<sDy ™ A':= AR+ G, T) < DelTrap (A, T, A’,s) } ,
and DistsimModkExt (A, s) as {(A’,R) : R+ Dgﬁ;”k, A= AR—i—G} )

Then, if s > \/1lryg y/s1(Binom)[m — nk,nk, 1/2]2 + 1, we have

Pr |SD(Distmodkext (A, Ta, s), DistsimmodkExt (A, 5)) < nkﬁ?ﬁfé'e} >1-2¢".
(A, Ta)«Trap(n,m,q)

The next proposition shows that the probability distribution of the signatures (Distsig,) made
with a secret key created by KeyExt (of probability distribution Distkgyt) is close to a Gaussian
distribution (D%":"k ). This will be useful to show the completeness of the IBS scheme, and also
to replace signa‘éures by Gaussian outputs in the proof of Theorem 2. The proposition allows
studying multiple signatures for the same secret key, in a situation where a couple of public and
master keys (output of Distkex) has been taken, and multiples secret keys of identities have
been created. This is crucial because the adversary of EU FnaCMA'QBCSO ..0s can ask for multiple

signatures, made by multiple secret keys of identities in one instance of the game.
Proposition 5 (Proof in Appendix B.7.). Let n,m,k € N*, ¢ = 3*¥, m > 2kn. For s >
0,5>0, A e€Z™m A € ZV"™ and T', € Z™" a G-trapdoor of [A||A’]. We define

Distkext (A, Ta, s) = {(A’,T’A) . A s Z"F T/« DelTrap (A,TA,A’,S)} :

Distsign(A, A, Ty, 3) = {z: z < SampleD([A[|A],u, T, 5),u < Zy} ,

vy = 2¢7" + k(26 + ) + V2qE = negl(n) |

vy = 2nkq 01" 4 47 4 /278 = negl(n) .

Then,  for s > max (x/llrnk,e\/sl(Binom)[m —nk,nk,1/2)> +1, 12rm,6) and
5 > max (\/11rnk7€\/sl(Gauss) [m,nk, s + 1, 12rm+nk,5), we have

Pr | Pr [SD(Distsign(A, A, Ta, 5), DEE™) < 47, ]
(ATA)STrap(mm0) ™ (A7 17 )¢ $Distie(A,TAs)
21—1/1:|21—U2. (3)

The ring equivalent to Proposition 4 is stated and proved in Appendix B.7.
The R, versions of the functions Trap,SampleD, DelTrap are denoted by Trapp, SampleDy,
DelTrapr and the ring equivalent of Propositions 2,3,4 are stated and proved in Appendix B.9.

4.4 Hash reprogramming in the ROM and the QROM

This section gives two generic lemmas that enable the reprogramming of a hash function, in
both the ROM and the QROM (the latter requiring more effort).

The first one is one of the main results of [17], it deals with the tedious problem of adaptive
hash reprogramming in the QROM, for specific situations where only a chunk of the input is
controlled by the adversary; the other chunk being chosen uniformly at random. It will be of
great use for the ROM and the QROM reductions from EU FCI\/IAgCSomQS to EUFnaCMA'SCSomQS
of Section 5.
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The second one is a generalization of [5, Lemma 3], that allows the challenger to replace the
value H(z), by the output of probability distributions Dist; close (in statistical distance) to the
uniform distribution. The probability distribution used depending on which set X; contains z,
for (X;), a partition of the input set, with a bounded number of elements. It will be used for

the proof of the EUF-naCMA security of the schemes.

Proposition 6 ([17, Proposition 1], with added ROM case). Let consider m,n € N* |
X ={0,1}, Y = {0,1}" and A = (A1, A2, A3) be any algorithm issuing at most R queries
to ReprogramOracleOne and Q quantum queries to Op as defined in Figure 2. Then, it can be
shown that the advantage defined by i |Pr[1 +s AdaptReprog(.A)] — Pr[l < AdaptReprog; (A)]|

1s upper bounded by %, / % If the queries to Oy are classical, the upper bound becomes %
Proof. The QROM case is proved in [17, Proposition 1]. We only prove the ROM case. The
only way A can differentiate Oy from O; is to obtain different values from multiple queries to
Oy with the same input. If we denote by (x1,x2) this input, this implies that one of the R query
to ReprogramOracleOne sampled x;. Because ReprogramOracleOne is queried less than R times

and Oy less than @ times, this event has a probability less than %.
AdaptReprog, (A) ReprogramOracleOne(z2)

Xixx, ORACLES = {|Os), ReprogramOracleOne}
Qo s Y b < AORACLES

01 :=0g R O = OgﬂclHﬂm)—W
return b

(r1,y) <3 X1 XY

return x;

Fig. 2. Adaptive reprogramming games AdaptReprog, for bit b € {0,1}. The adversary only decide the chunk in
X of the input

Proposition 7 (generalization of [5, Lemma 3] and addition of the ROM case. Proof
in Appendix B.5.). Let m € N* Y = {0,1}" and Sgit a (possibly infinite) set of in-
dependent probability distributions with values in Y. We assume that for each Dist € Sgist,
SD(U (Y), Dist) < e. We consider the game NoAdaptReprog of Figure 3, with some fized param-
eter P € N*. Then, for any quantum adversary A = (Ay, Az, A3) such that Ay make less than
Q. classical queries to Hy and As less than Qg queries to |Hp), we have,

1
AdvAdePtReProg . 1py[1 « NoAdaptReprog(A) |b=1] — 5| < Qee+ AQ2VPe .

5 Generic transformation from EUF-naCMA (resp. sEUF-naCMA)
to EUF-CMA security (resp. sEUF-CMA) in the ROM and the
QROM

In [26] the authors exhibit two tight transformations from non-adaptive to adaptive IBS schemes:
— With chameleon hash functions [26, Figure 2].
— With hash functions in the ROM [26, Figure 5], as described in Figure 4.

14



NoAdaptReprog (.A)
(P = (x) for z € X then b «+s{0,1}

(Df | ' ie“’pﬂ’s Ho(z) «sY lauxz) + Ab® (P, (Disty),, [aux))

Ist;); C Odist ; ~
elt,pl Y for i € [1,p] then B Agm,) (P, (Dist;),, [aux2))

|3“X>) +— A1() for = € X; then .

. return [b = b]
with p < P and Hi (z) <s Dist;(z)
P partition of X

Fig. 3. Game NoAdaptReprog (A) for A = (A1, Az, As3).

Setup() KeyExt(msk, id) Verify(mpk, id, 11, &)
return Setup() r <= {0, 1} (r;8,05, ;) =0
S id, < Hashi(r, id idy < Hashi(r, id
Sign(skiy = (r,skgy ), 1) a(r, id) I ashia(r, id)

r sk, < KeyExt(mpk, fis < Hashmess(s, 1)
s < {0, 1} msk, ;Ln) return Verify(mpk, ide,
fis < Hashmess(s, 11) skig = (r, sk ) fis, o5, 5.)
Oy, iis € SigN(MPK, return sk

Skﬁxn .LNLS)
Tid,u = (1,805 4 )

return dig,,

Fig. 4. Adaptively secure IBS adapt(IBS) from a non-adaptively secure IBS IBS. The codomains of Hashmess and
Hashmess are respectively SetMess and Setld.

In this section we prove that the transformation of Figure 4 is also secure in the QROM.
Moreover, the proof is modular, it also applies to the ROM. Afterwards, the transformation will
be used to prove the security in the ROM and the QROM of our schemes IBSy (Figure 5) and
IBSr (Section 7, Figure 7) respectively linked to non-adaptive IBS schemes IBSya 7z (Figure 6)
and IBSyar (Section 7, Figure 8). We also show that this transformation work in the strong
security setting, but this will not be used to prove the security of our schemes. Finally, note that
the transformation does not modify the completeness.

Theorem 1 (Adaptive security of adapt(IBS) in the ROM and the QROM provided
IBS is non-adaptively secure, with or without strong security). We assume that Setld =
{0,1}7d, SetMess = {0,1}™™s for Tig, Tmess € N*. Let Qcorr, @s € N*. For a,b,Q € N*, we
denote by FindColq (a,b)q the game of finding a collision for a random function H : {0,1}* —
{0,1}° with access to at most Q quantum queries to H. In order to simplify the notations, we
define the security game FindColld by FindColq (rnonce+rigmia) and we also define the

QHashid+QCorr+QS
security game FindColMess by FindColg (Tn<,nce+f,ness,Tmess)QHash 1os Let (GameSign, GamenaSign) €
{(EUFCMA, EUFnaCMA), (sEUFCMA,sEUFnaCMA)}. Then for each PPT adversary A against

GameSignzztffgis) that makes Quashy, quantum queries to Hashig and QHashnes, quantum queries

to Hashpess, there exists PPT adversaries C against GamenaSigngcsosz, Biq against FindColld
and B, against
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. __adapt(IBS)
GameS|gchomQS

FindColMess such that Adv 4 s upper bounded by

IBS

GamenaSign __ Tnonce+4
Ach Qcom@s +3%2 2 <\/ QHashid (QCorr + QS) + \/QHThmess QS)

FindColld FindColMess
+ Adeid + AdVBH .

Remark 1. Using [32, T_heorem 3.1], we know that there exists a universal constant C.y) such
that the advantage Advg'i:dcwd + Advz':dCdM'ess can be upper bounded by

Ceoll [Q_Tid (QHash;d 4+ Qs + Qcorr + 1)3 + 27 Tmess (QHaShmess + Qs + 1)3 . If all queries are classical,

adapt(IBS)

G.armeSlgchmyQS

Adv 4 is upper bounded by

GamenaSign!BS
g QCorr’

AdVC s + 27 Tnonce (QHaShid + 1)(QCorr + QS) + (QHaShmess + 1) QS
+277d (QHaShid + Qs + Qcorr + 1) + 27Tmess(QHashmess + Qs + 1) ’

Proof. We sum up the changes between games in Table 1.

Hop Change Security loss

ROM 2779 (Quashy + 1) (Qcor + Qs) + 27 ™ (QHashpess + 1)@s
QROM Advgi';d&”d + AdvgdeCﬂMess

G to G R . £ hash ROM 27 Thonee (QHashid (QCorr + QS) + QHashmess QS)
Tnonce +4
1 1O G2 eprogramming (@) as QROM 9 < 3 (\/QTShid(QCOrr + QS) + \/mQS)

function when Osg, or
Ocorrupt is queried.

Go to G; Prohibition of some colli-
sions.

Gz to Gz Precomputation of identi- 0
ties, messages, keys and sig-
natures.
. . GamenaSign'SS Q
Minoration of advantage of last game: < Adv, Corr> S

Table 1. Summary of the changes between the games used for the proof of Theorem 1. Complete games are in

Appendix C. We use FindColg(mnonce="id;Tid) Qg1 =FindColld and FindColq (Tnance=Tmess  Tmess) g, =FindColMess
mess

QHash;d =QCorr =Qs=1

for compactness.

. adapt(IBS
From Gy = Game&gn%jﬁfos ) to Gy

We denote by (6* = (t*,s*,0%),id", u*) the output of .A. We abort the game if one of these two
events happens

fail; :==73(r,id) € NoncesSk : Hashj4(r,id) = Hashjq(t*,id*)” ,
faily :="3(t,id, s, u) € NoncesSign : (t,id,s, ) # (t*,id",s™, u*) A Hashjq(t, id) = Hash;q(t*,id")
A Hashmess(s, 1) = Hashmess(s™, )7 .

Where NoncesSk (resp. NoncesSign) contains the nonces and identities asked to and created by
the oracle Ocorrypt (7esp. nonces, messages and identities asked to and created by the oracle
Osign). Note that (t*,id*,s*, u*) € NoncesSign can led to a valid forgery only in the strong case.
In the QROM case, we can create B, playing the game of finding a collision on Hash;q or Hashpess.
B uses an adversary A against Ga meSignzfso'?:%is) in order to:

— Find a collision on Hashjq if A wins and fail; is realized. B uses at most QHash, + @corr + @s

queries to Hashiq.
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— Find a collision on Hashjgq or Hashpess if \A wins and faily is realized. B uses at most QHashpe. +
Qs queries to Hashpess.

Using B, we can then create two adversaries By and B, that respectively play to FindColld
and FindColMess, and such that the advantage of B is bounded by AdvlF;ii:dC"”d + AdyfndColMess,
We give a better bound in the ROM case than the bound for a collision by noticing that
the collisions founds are specific. Indeed, The collision with Hash;q (resp. Hashpmess) is searched
with the constraint that one of the two elements is on the set NoncesSk (resp. a set linked
to NoncesSign) of Qcorr + Qs (resp. Qs) elements while the other is not and can be found
using QHashy + 1 (7€5p. QHashmee + 1) Hash queries (the ”+17 is for the case where the value is
output by the adversary without being queried). The advantage is bounded by 2779 (QHash,, +
1) (QCorr + QS) (T’@Sp. 2_Tmess(QHashmess + 1)QS)-

G1 to Ga: We use the reprogramming algorithm of Proposition 6 for Hash;q when Osjgn or Ocorrupt
is queried and for Hashmess when Osig, is queried. For example, when the reprogramming oracle
for Hashpmess is queried for a message pu, a nonce s is uniformly sampled in {0, 1} and the
Hash value Hashpess(s, it) is programmed to a uniform value of SetMess.

A double application of Proposition 6 shows that ‘Advff — Advj2 is upper bounded by

__ Tnoncet+4

2772 3 (\ /QHashiy (Qcorr + Qs) + /QHashimess Qs) if the hash queries are quantum and
27 Tnonee (QHashid (QCorr + QS) + QHaShmess QS) if they are classical.

Gy to Gs: In this game, the identities and messages that are sampled by the reprogramming
oracles for H; and Hashpess are precomputed at the beginning of the game. It is thus possible
to precompute the secret keys of identities and signatures computed by Ocorrupt and Os;gn. The
advantage suffers no loss since the distribution of each of these elements remains the same.

Reduction from GamenaSign'QBcs;sz to Gs: We use the fact that the signatures and keys of

Ocorrupt and Os;gn are precomputed in Gg to create an adversary C of the GamenaSign'QBCSo Os of

IBS that uses A.

Thanks to the event fail; and failo that were added in Gi, we observe that C wins the

- IBS
GamenaS|gchoerS

GamenaSign'C';‘CSWQS game for IBS each time that A wins Gz. Thus, Advj3 < Adv,

6 IBS Scheme in the ROM and the QROM, based on SIS

The scheme is defined in Figure 5. The parameters and the conditions they must follow are
summarized in Table 2.

Setup(n,m) Sign(mpk, (r,id, Tid), 1) Verify (mpk, id, i, (r, s, z))
(A, Ta) < Trap(n,m,q) s s {0, 1} if z=0V[A|H(r,id)]z
return (A, Ta) u < Ha (r,s,id, u) # Ha(r,s,id, 1)
z < SampleD ([A|[H1(r,id)], then return 0
KeyExt(A,Ta,id) Tu, u, Ssign) J 2= (z1,25) € Z" x Z;r;k
r < {0, 1} Troree return (r,s,z) return [||z;|| < Bound;
T4 DeITrap(A,TA, A ||lz2|| < Bound]

H1(I‘7 id), Sid)

return (r, Tiq)

Fig. 5. Scheme IBSz.

The proof of completeness will use the tail inequality.
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Notation

Description

q:=3F
Setld
SetMess
SetNonces
n,m
€
Hi, Ha

Sid, Ssign

modulus, power of 3 for k € N,k > 1

Set of identities, of the form {0,1}" for some integer Tiq

Set of messages, of the form {0, 1} for some integer Tmess
Set of nonces, of the form {0, 1} for some integer Thonce
number of rows and columns of A € Z3*™, m > 2nk

used in ry = /In (22(1 + 1/¢)) /7, we take € = €(n) = negl(n)
hash functions with respective values in ZZX"’“ and Zy
standard deviations, with

Sig > max (Vllrnk,e\/sl(Binom)[m —nk,nk,1/2]% + 1, 12rm,€>.

Ssign > Max (\/11rnk,e\/sl(Gauss)[m7 nk, sia]? + 1, 12rm+nk,é) .
bound of ||z1|| for signatures z=(z1,22) € Zy' XZ’q““, Bound: > v/2m Ssign
bound of ||zz|| for signatures z=(z1,22) € Zy' XZZk, Boundz > V2nk ssign

Bound;
Bound.

Table 2. Parameters of IBSz and required conditions.

Lemma 2 (Tail inequality (e.g. [3])). Let m € N, 0 > 1. Then,
Pracspp [llz]| > vV2mo] <27 7.

Proposition 8 (completeness). Consider the scheme |BSy with the parameters of Table 2.

Then, 1BSy is (&1, &2)-complete with & = 2q_”+nk(26+’y7sfnn;2le)+4\/§q_”/8+27wk%l) = negl(n),
and & = nkq=019" 4 4q=/% 4 \/2¢7"/8 = negl(n).

Proof. Direct consequence of Proposition 5 and Lemma 2 that shows that

7 (nk—1)

Pr [Hle > V2msggn V ||z > \/2nka] <o f 4o <o

(21 ,Z2 ) <—sDm

Dk
ZsSsign

Zsssign

From adaptive security to non-adaptive security. In this part we show the adaptive se-
curity of the scheme IBSz (Figure 5). It consists in three steps. First, we prove the EUF-naCMA
property of the scheme IBSya 7 in Theorem 2 of Section 6. Then, the EUF-naCMA property of
IBSna 7z implies the EUF-CMA property of adapt(IBSya z) through Theorem 1. Finally, Proposi-
tion 9 proves that the EUF-CMA property of adapt(IBSnaz) implies the EUF-CMA property of
IBSz.

Setup(n, m) Sign(mpk, (id, Tia), 1) Verify(mpk, id, i, )

(A, Ta) < Trap(n,m,q) u:=Hz(id, p)
return (A, Ta) z < SampleD([A|H:(id)],

Tid7 u, Ssign)

if z=0V[A|H.(id)]z
# Ha(id, p)
then return 0
// z = (z1,22) € ZZT X ng
return [||z1]| < Bound;
A ||zz2]] < Bounds]

KeyExt(A, Ta,id) return z

Tiq < DelTrap(A, Ta,
H1(id)7 Sid)
return (id, Tiq)

Fig. 6. Scheme IBSna 7.

Proposition 9 (EUF-CMA security of adapt(IBSz) implies the security of IBSy. ). Let
Qcorrs Qs € N and A a PPT adversary of EUFCMAIQBCSO%r Os (Figure 5) that makes Qcorr queries
to Ocorrupt; Qs queries to Osign, Qu, quantum (resp. classical) queries to Hy and Qn, quantum
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resp. classical) queries to Ho. Then, there exists a PPT adversary B of EUFCMA242PtUBS2) 4y
QCorr QS

makes Qu, quantum (resp. classical) queries to Hi, Qu, quantum (resp. classical) queries to Ha,

2(Qn, + Qu,) quantum (resp. Qu, + Qn, classical) queries to Hashig, and 2Qu, quantum (resp.

‘ , EUFCMAGZ EUFCMAZ P (22)
Qn, classical) queries to Hashmess, such that Adv , ™S = Advy Corr ™S

Proof. We can see the functions
H(r,id) := Hy(Hashig(r,id)) Ha(r,s,id, 1) := Hy (Hashig(r, id), Hashmess(s, 1t))

are functions if Hy, Ho, Hash;q, Hashness are. The adversary B can then use the random functions
H; and Hs for the game that is playing A. This is sufficient to conclude if A make classical
queries.

If A make quantum queries, we furthermore need to show that B can simulate queries to
|Hy (Hashiq(+,-))) and |[Hy (Hashiq(:, ), Hashmess(, -))) using queries to |H1), |[Ha), |Hashmess) and
|Hashiq). This is shown by Lemmas 13 and 15 of Appendix B.4.

Non-adaptive security in the ROM and the QROM. The non-adaptive security of IBSya z

is, as for the IBS scheme of [26], an ”IBS version” of the proof of the signature scheme of [23],

with the added difficulty of dealing with delegated trapdoors. It is made in two steps:

— The first step consists in replacing EUFnaCI\/IAgiT:’SS, in an indistinguishable way for the
adversary A, by a game Gs that does not use the trapdoor Ta and where A is uniform.
It is done by reprogramming H; and Hs, to give outputs indistinguishable from a random
function, but that contain ”planted” trapdoors, enabling the challenger to respond to secret
key and signature queries. Here, we need a more subtle method than the one used in [26]:
it was using [5, Lemma 3], which corresponds to a particular case of Proposition 7 with
partitions of size 2. However, in our games, the size of the partitions is only bounded by
Qidsign + 1 where Qgsign is the number of distinct identities for which the adversary queries
a signature. Also note that, contrary to [26] that uses distributions of the form Dy s for
reprogramming, we use reprogramming with ¢/, whenever it is possible.

— The second step is a reduction from SIS to Gs that is similar to what is done in [23] and [26].
Note that we find a better SIS bound than [26], partly thanks or use of U, for the repro-
gramming.

Theorem 2 (EUF-naCMA security of IBSya z). Consider a set of parameters respecting the

conditions listed in Table 2. Let Qcorr, Qs € N and A a PPT adversary of EUFnaCMAgiTrAgs

that makes Qu, quantum queries to Hy, Qu, quantum queries to Ha and such that the signature
queries are made for Qiasign distinct identities. Let Boundsis = Bound; s (Unif)[m, nk] Bounda+
vm and mx = max(2e, q*"/4) = negl(n). Then, there exists a PPT adversary B of SIS, 1 Boundss.q

EUFnaCMASSNA’é _
such that Adv 4 Com™S is upper bounded by

2AdVSISn,m,Bounds|s,q

"1* o +4QF, V2nkmx+4QF, v/ Quasign+1v/mx + Aco(n)

+Qcorrnk (mx—l—’yﬁf‘ﬁfé'ﬂ +Qs (’ysample —|—nk(2e—|—’ygf';n“,2|e)—l-4q*”/8—l—(nk—|—2)mx)

n,m+nk,e

n " 4 n
+Q1dsign <2q_2—|—mx> —I—5nkq_0'196”+11q—z+1q7

—_n ?

where ’yﬁ?ﬂ'ﬁle is negligible (defined in Section 4.3) and Aco(n) is negligible and is due to the use

of compressed oracles ([33]). If the queries to Qu, and Qu, are classical, first line of the upper

SIS 1., Bounds.
%Ade IERESIS L Quy nkmx+Qp, mx.

bound becomes il
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Hop Change Security loss

ROM:  (Qn, + Qcorr) nkmx + nkq 196" 4 3¢—n/4
Go to G1 Reprogramming  of
H,. QROM: Qcorr nkmx + 4Qa1 V2nkmx + nkq=0196m 4 347 n/4

ROM: (Qn, + Qs) mx + Qidsign (2~ "™/* + mx) + nkq ™19

G; to G2 Reprogramming  of QROM: Qs mx + 4@%2 /(Quasign + 1)mx
Hz. ’ +Qld5ign(2q7n/4 + mx) + nkq~ %1%
Sample

Go to Gz Ta no more used for Qcornkyiimbe +2q¢7"
Ocorrupt queries.

Qs (VoM oo + 1k (2e + oimPE) + dg~/E

Gs to G4 Ta no more used for e nk)mx) + 9nkq0196n | g/

Osign queries.

G4 to G5 A is taken uniformly. nkqg0-1967

Minoration of advantage of last game: Z
1711*’71/

1 1—q—"
SlSnAm oun -n
QROM: Adv§ < Advy; "R A

ROM: AdVS‘S S _2771' Adviglsn"m’BoundSIS’q + 4q™™
+ Aco(n)

q —n
Table 3. Summary of the changes between the games used for the proof of Theorem 2. Complete games are given
in Appendix D.2.

Proof. We sum up the changes between games in Table 3.
From Gy = EUFnaCMAIBSNAS to Gi: In Gy, the probability distribution of outputs of Hj,

u (ZZ}X”’“), is replaced by D%’fgid A + G for id € AskedSk and Z/{Kk else. Moreover, we abort if the
matrix A is sampled in the set

faili = { A SD(Dy,,a,U(Z)) > € VSD(Un, U (Z])) > a7/}

Using Lemma 1, Proposition 1 and Proposition 2 we see that Pr[fail;] < nkq=0-19" 4 3¢/,
Moreover, when fail; is not realized, we have

SD(Dgh, 4 + G, U (Z3%)) = SD(Dgh, 2, (2377%) ) < 2nke
SD(uxk, u (ngnk)) < kgt

Proposition 7 implies that ‘Advfft0 - Advjl’ is less than the upper bound indicated in Table 3.
From G; to Giy: In Go, the probability distribution of outputs of Ho, U (Zg), is replaced by
D, ssgns (Al (id)) for (id, 1) € AskedSign and U, else. Moreover, with the notation |dAskedForSign =

{id € Setld : 3u € SetMess, (id, 1) € AskedSign}, so |ldAskedForSign| = Qigsign, We abort if the
event failo happens, where

faily = { 3id € IdAskedForSign : SD(Dy.,. (e U (Z5)) > 2¢f

We will use Proposition 7 with the size of partitions bounded by Qgsign + 1. We note that
Pr[faily : A < Trap(n,m,q) AHi as in G;] is upper bounded by
. - AT
Pr[3id € IdAskedForSign, SD (D, (aji ey U (Z5) ) > 26 AppTeplr )|

Hy as in Gy

. . n L Aeszp™m
< Pr [3|d € IdAskedForSign, SD(DZ’SS@,(( Al i) U (Zq)) > 26 At dﬂ;%g,ﬁ}
+ Qidsign Mx + nkq 019"

< QIdSign(2q_n/4 + mx) + nkq™919" by Corollary 5.

by definition of fail; and Proposition 2
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We can then apply Proposition 7 to deduce that Advj1 - Advff is less than the upper bounds

indicated in Table 3.
From Gz to G3: In Gs, for id € AskedSk, the secret key sk;q, is defined as the value Riq of
Hi(id) := ARjq + G, instead of being created by DelTrap. Using Proposition 4, we conclude that

AWG = AT < Qeormkr RS + 207
From G3 to Gy: In game Gy, for (id, u) € AskedSign, the signatures ziq ,, are defined as the z

used to create the hash value Ha(id, ) = [A|H;(id)]z, instead of being computed by Sign applied

to a secret key computed with KeyExt. Thus, the probability distribution of a signature is now
m-+nk
Z,Ssig;n :

Using Proposition 5 and the definitions of fail; and fails, we conclude that AvaGLl3 — Advf(‘
is less than the upper bound indicated in Table 3.

From G, to Gs:* We replace the A made by Trap by a matrix A <s Zy*™. This is pos-
sible because the trapdoor T, is not used in G4. We use Proposition 2 to conclude that
AdVG — AdVS | < nkg 019",

From G5 to SIS, ,; Boundss,q¢ Thanks to the definition of Gs, we can simulate an instance of Gs
to A from an instance A of the SIS, ;;, Boundgs,q Problem.

Note that in order to make the simulation in polynomial time, A cannot precompute all the
possibles values of Hq, Hs as the challenger do. In the ROM, A can simply make lazy evaluation,
by computing the values only when they are queried. In the QROM, A can use the compressed
oracle technique of [33] in order to efficiently simulate the Hash functions. More precisely:

— Except for a polynomial number of values that can be precomputed, Hy(id) can be computed

as AH;(id) with a random oracle Hy : Setld — {=1,0,1}™"* simulated by a compressed
oracle.
— Except for a polynomial number of values that can be precomputed, Ha(id) can be computed

as AHs(id) with a random oracle Hy : Setld — {-=1,0,1}" simulated by a compressed oracle.
Using [33, Lemma 5], we see that the advantage of A with this simulation can only be increased
by a function /\Acg(n) negligible in n.

Suppose A wins an instance of the game with the answer (z* = (z7, z}), id*, ©*). This implies
that [A | Hi(id)]z* = Ha(id*, 1*), ||27|| < Bound, ||z3|| < Bounds, id* ¢ AskedSk and (id*, u*) ¢
AskedSign. Thus:

— There exists Rjq+ which has been sampled uniformly in {—1,0, 1} such that H(id) =

ARjy.

— There exists zjg+ ,+ which has been sampled uniformly in {—1,0,1}" such that Ha(id, ) =

AZid*#* .

This implies that A [z’{ + Rig+z5 — zid*,#*] = 0. Moreover, using Corollary 1 and the bounds on
z}, 25, we know that with a probability less than at least 1 —2¢™" on R4+, we have

121 + Rig=25 — zige - || < l|27]| + s1(Rige) [123]] + [|iae -

< Bound; + s1(Unif)[m, nk] Bounds + v/m = Boundsjs .

If z7 + Rig=25 # Zig» 1+, it is a valid solution of the SIS problem.

We show that, for an overwhelming number of A, the case where z] + Rig+2z5 = Zig» -
happens with lower probability than the previous case, which implies that the attack fails with
probability at most 1/2. Assume that z] + Rig=z5 = Zg* ,-. From the point of view of A,
the instance of the game Gy it is playing is identical for each zg~ ,~ € {—1,0, 1}"™ such that
Az~ v = Azg» ,~. Moreover, Lemma 21 shows that, with a probability more that 1 —¢™"
Zig* .+, an element Zigs « € {—1,0,1}", Zig+ ,« # Zig* 4+, such that Az ,» = AZg~ .+, could
have been taken with the same probability as zjg« ,~ for the computation of Ha(id, ). Such an

in
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element would satisfy z] + Rig+23 # Zig+ ,+. Therefore, from the point of view of the adversary,

the probability that z} + Rig-23 # zig« - is at least 1/2.

We conclude that Adv,

1—q—
2

than (
Table 3.

") A

SISn,m,BoundS|S,q 1—

is more than ( 1

+2¢7 "+ )Tég(n) in QROM, which leads to the upper bound indicated in

7 1IBS Scheme in ROM and the QROM, based on RSIS

The scheme is defined in Figure 7. The parameters and the conditions they must follow are on

Table 4.

Setup(n, m)

Slgn(mpk7 (I‘, id, Tid)7 :u/) Verify (mpk7 id, 1, (1‘7 S, Z))

(Aa TA) — TrapR(l7 q)
return (A, Ta)

KeyExt(A, Ta,id)

s <5 {0, 1} 7o
u < Ha (r,s,id, u)
z < SampleDy ([A|H1(r,id)],

Tid, U, Ssign)

if z=0V[A|H(r,id)]z
?é H2(r7s7id7:u’)
then return 0
// z = (z1,22) € Rf] X R’;

r < {0, 1} 7o
Tig + DelTrapg (A, Ta,
H1(I‘, id),sid)

return (r, Ti)

return [||z1] < Boundg 1
A ||zz2]] < Boundg 2]

return (r,s, z)

Notation

Fig. 7. Scheme IBSx.

Description

q:=3F
Setld
SetMess
SetNonces
l
€
Hi
Ho
Sid

Ssign

Boundr 1
Boundr 2

modulus, power of 3 for k € N,k > 4

Set of identities, of the form {0,1}" for some integer 74

Set of messages, of the form {0,1}™™ for some integer Tmess

Set of nonces, of the form {0,1}7"" for some integer Tonce

number of columns of the matrix A € ’R;Xl, 2k + k/2 > | > max(2k,21)
used in ry = /In (22(1 + 1/¢)) /7, we take € = €(d) = negl(d)

hash function 1, with values in R}**

hash function 2, with values in R,

standard deviation,

Sig > max (\/ﬁrdhe\/lﬁdsl(Binom)[l —k,dk,1/2]2 4+ 1, 12rdl,€).
standard deviation,

Ssign > Max (\/ﬁrdk,s\/dsl(Gauss)[l, dk, sia]? + 1, 12rd<l+k),5) .

bound of ||z || for signatures z=(z1,2z2) € R, xRE, Boundr,1 > v2dlssign

bound of ||z2|| for signatures z=(z1,2z2) € R, x RE Boundr,> > v2dkssign
Table 4. Parameters of IBSg and required conditions.

The proof of completeness will use the tail inequality.

Lemma 3 (Tail inequality, ring case (e.g. [3])). Letl € N, 0 > 1, then
Pr, spi. [HZH > \/2dla] <277,
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Proposition 10 (completeness). Consider the scheme |IBSg with the parameters of Table 4.

.. . _g2k=b 3 (dk—1)
Then, it is (&1, &2)-complete with & = k(2e + 732?5'6) + 3( 3 +2> T negl(d) and
(21@471)_’_3)

&g = 2kq 0190 4 3<_d = negl(d).

Proof. Direct consequence of Proposition 21 and Lemma 3 that shows that

_ (dk-1)

Pr [l > Vaido v |jzol| > Vadho| < 27% +27% <27

(Zl 7Z2)<—$'Dl

xD.
7?"Ssign

k
R>Ssign

From adaptive security to non-adaptive security.

Setup() Sign(mpk, (id, Tiq), 1) Verify(mpk, id, u, z)
(A, Ta) < Trapg(l,q) wu:=Ha(id,p) if z =0 then
return (A, Ta) z < SampleDy ([A|H1(id)],  return 0
Tig, u, Ssign) if [A||H.(id)]z

KeyExt(A, Ta, id) return z # Ha(id, 1) then
Tiq < DelTrapg (A,TA, return 0

Hl(id),sid) ) z=(2z1,22) € Rfl X R";
return (id, Tig) return [||z;| < Boundx,1

A ||z2]] < Boundg 2]

Fig. 8. Scheme IBSya =.

Proposition 11 (EUF-CMA security of adapt(IBSz) implies the EUF-CMA security of
IBSk). Consider a set of parameters with the conditions indicated in Table 4. Let Qcor, Qs € N
and A a PPT adversary of EUFCMASCS:: 0s (Figure 7) that makes Qu, quantum (resp. clas-
sical) queries to Hy and Qu, quantum (resp. classical) queries to Hy. Then, there exists an
adversary B of EUFCMA2PUBSR) 4y ot mmakes Qun, quantum (resp. classical) queries to Hi,

QCorerS . 1 R
Qu, quantum (resp. classical) queries to Ha, 2(Qu, + Qn,) quantum (resp. Qu, + Qu, classi-
cal) queries to Hashyq, and 2Qu, quantum (resp. Qu, classical) queries to Hashmess, such that

EUFCMA'ZR EUFCMAPHIBSR)

Qcorr: Qs __ QcorrsQs
dv 4 = Advg

Proof. Proof is similar to the proof of Proposition 9.

Non-adaptive Security in the ROM and the QROM.

Theorem 3 (EUF-naCMA security of IBSyar). Consider a set of parameters with the con-

ditions indicated in Table 4. Let Qcorrs Qs € N and A a PPT adversary of EUFnaCI\/lAgCSO':'YAg;S
that makes Qu, quantum queries to Hy, Qu, quantum queries to Ha and such that the signa-
ture queries are made for Qasign distinct identities. Let also, take Boundrsis = Boundgr 1 +

4+/dsy (Unif) [, dk] Boundg 2 + \/17/2V1d and mx = max(2¢,q~%*) = negl(d). Then, there exists
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EUF I55NA,R
naCMAQ o
a PPT adversary B of RSIS; Boundgsis,q Such that Adv 4 Com™S is upper bounded by

2Ad RSISI ,Boundrg|s,q

+ 4QF, V2kmx + 4QR, v/ Quasign + 1vVmx + Aco(dl)

1 —qd
k Sample fog—0-196d | g(—d2E=t44) 5 picLE
+QCorr mx+7d7dl’6 +5 q +3 +Q|d5|gn * 37 + mXx
Sampl Sampl —akh 3 477
1 Os <7d?1m15:l) +k(2€+7d2’256)+3( 1 2) + (E+2)mx | + g

where 'ysad'?sle is negligible (defined in Section B.9) Aco(dl) is negligible and is due to the use of
compressed oracles ([33]).
If the queries to Qn, and Qu, are classical, the upper bound becomes

2Ad RSISZ ,Boundrg)g,q

l—q_d + Qu, kmx + Qn,mx

_ 2k l _(2k=1)
ok (mx—}—'ygi;’sle) +5kq =015 130T 1 Quasign (2 #5371 + mX)
_g2k=h) 3 407
s (et + hee o) + 30T 4 s ) ¢ 1— .

Proof. We sum up the changes between games in Table 5.

Hop Change Security loss

ROM:  (Qu, + Qcorr) kmx + kq~0-196¢ 4 3—4 5241

QROM: Qcyr kimx + 4Q3, V2hmx + kq*o 196d ' g-a 54
2k
ROM:  (Qu, + Qs) mx + Qidsign(2 * 374 + mx) + kq 01964

Go to G; reprogramming of H;.

G1 to G reprogramming of Hy. QROM: Qs mx + 4Q7, (QIdSlgn + 1)mx
+Quasign (2% 3747 'y mx) + kq 01964
Gz to G3 Ta no more used for QCOrrk’Yz,a(Eie 42471

Ocorrupt queries.

ample ample _g k=D 3
QS('YZ d(Fl)clJrl)e +k(26+72,dz?l )37

Gs to G4 Ta no more used for oh_1

Osign queries. +(k+ l)mx) + 2kq~0196d 4 3—d TG 43
G4 to Gs A is taken uniformly. kg 01964
ROM: Advj5 < Z AdeSIS”B"“"dRsns,q n 4q—:id
Minoration of advantage of last game: G T RSIS; Bound 14_(;,%
QROM: Adv}® < ﬁ Ady, DBmRsisa 1,qq—d + Aco(dl)

Table 5. Summary of the changes between the games used for the proof of Theorem 3. Complete games are
similar of the ones of the proof of Theorem 2.

From Gy = EUFnaCMAIBSNAQRS to Gyi: In Gi, the probability distribution of outputs of Hy,

U (RéXk), is replaced by DR,Sid,A + G for id € AskedSk and Z/lfa’A else. Moreover, we abort if A
is sampled in the set

faili = { A : SD(Dry,a,U(Ry)) > €V SD(Una. U(R,)) > 4~}
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. ., . . _g2k=l)
Using Lemma 1, Proposition 1 and Proposition 18 we see that Prlfail;] < kq=0-196d 4 3=d*5—+1

Moreover, when fail; is not realized, we have
SD(Dhgpa + G, U (REF) ) = 5D(Dh yya. U (REF)) < 2he

SD (U .U (RY)) < kg1

Proposition 7 implies that ‘Advj0 - Advjl is less than

(2k—1)
in the ROM: (QHl + QCorr) kmx kq70.196d g3—d 55— +1 ,
(2k—1)
in the QROM: Qcorrkmx + 4@%1 Yhemx + kg 01960 4 g—d4

From G; to Gy: In Gg, the probability distribution of outputs of Ha, U(R,), is replaced by
DR,ssigm(AHHl(id)) for (id, ) € AskedSign and Ug a else. Moreover, with notation IdAsked ForSign =

{id € Setld : 3u € SetMess, (id, 1) € AskedSign}, so |ldAskedForSign| = Qigsign, we abort if the
event failo happens, where

fail = {3id € IdAskedForSign : SD(D,, (g U(Ry)) > 2¢} .

We use Proposition 7 with the size of partitions bounded by Qgsign + 1.
We note that

Pr[faily : A <« Trapg(l,q) A Hiprogrammed as in Gy]
=Pr [Elid € IdAskedForSign : SD(DR,ss;gm(AHHl(id))v §] (Rq)> S 2% - AeTrapR(l,q)}

H: as in Gy

< Pr[3id € IdAskedForSign - SD (D (a ey U (Re)) > 26 = (A ]

Vid: Hy (id)«sRE
+ Qidsign mx + kq~ %194 1y definition of fail; and Proposition 18

(2k—1

< Qidsign(2 * 374 : + mx) + kg~ %194 by Corollary 5.

We can then apply Proposition 7 to deduce that ‘Advj1 — Advj2 is less than

(2k-1)
in the ROM: (Qn, +Qs) mx+Qidsign(2 * 345 | ny) kg —0-196d

. ‘ 2 . , 2= ~0.196d
in the QROM: Qs mx+4Q4, 1/ (Qidsign +1)Mx+Qidsign (2 * 3 T +mx)+kq )

From Gy to Gs:

In Gs, for id € AskedSk, the secret key skiqy, instead of being created by DelTrapy, is defined as
the value Rjq of Hi(id) := ARjq+ G. Using Proposition 20, we conclude that Advff‘2 — Advj?’ <
QCorrk’Vs’adTEIe + 2q*d.

From G3 to G4: In game Gy, for (id, ) € AskedSign, the signatures ziq,, instead of being

computed by Sign applied to a secret key computed with KeyExt, are now being defined as the

z used to create the hash value Ha(id, 1) = [A|H;(id)]z. Thus, the probability distribution of a

signature is now ng fsign. Using Proposition 21 and the definitions of fail; and failz, we conclude

that Advj3 — Advj“‘ is less than the upper bound indicated in Table 5.
From G, to Gs: We replace the A made by Trap by a matrix A <% R}IXI. This is possible because

the trapdoor T A is not used in G4. We use Proposition 2 to conclude that Advj4 — Advj5 <
Joq—0-196d
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From G5 to RSIS; goundgs,q: Thanks to the definition of Gs, we can simulate an instance of Gs
to A from an instance A of the RSIS; Boundggs,g Problem.

Note that in order to make the simulation in polynomial time, A cannot precompute all the
possibles values of Hq, Hs as the challenger do. In the ROM, A can simply make lazy evaluation,
by computing the values only when they are queried. In the QROM, A can use the compressed
oracle technique of [33] in order to efficiently simulate the Hash functions. More precisely:

— Except for a polynomial number of values that can be precomputed, Hy(id) can be computed
as A¢(H;(id)) with a random oracle Hy : Setld — {~1,0,1,2}%xk simulated by a compressed
oracle and ¢ defined coordinate by coordinate, that act as identity except on 2 that is sent
to 0, which models that 0 is obtained twice as often as -1 and 1.

— Except for a polynomial number of values that can be precomputed, Ha(id) can be computed
as A (Ha(id)) with a random oracle Hy : Setld — {-1,0,1,2}% simulated by a compressed
oracle and 1, defined coordinate by coordinate as in the previous item.

Using [33, Lemma 5], we see that the advantage of A with this simulation can only be increased
by a function )/\E(;(dl) negligible in di.

Suppose A wins an instance of the game with the answer (z* = (z7, z}),id*, ©*). This implies

that

[A | Hi(id)]z" = Ha(id*, *), ||z7]] < Boundg 1, ||z3|| < Boundr 2 , (4)

and id* ¢ AskedSk, (id*, u*) ¢ AskedSign. Thus:

— There exists R,y that has been sampled uniformly in S}l{k such that Hi(id) = ARjg.

— There exists zg« ,~ that has been sampled uniformly in 8{? such that Ha(id, 1) = Azjg~ -
We write z* = (z7,23) € Ry X ’R’;. Equation (4) becomes A [z’{ + Rig+2z5 — Zid*,u*] = 0. More-
over, using Corollary 1 and Proposition 15, we know that with a probability less that at least
1 —2¢ % on R+, we have

< |1Zil| + Vdsi (Rige) [125]] + || zia= e
< Boundg 1 4 4V/ds; (Unif)[l, dk] Boundg o + Vdi~\/17/2
= Boundgsis ,

|2} + Rig-25 — Zig ,1-

Skl < Vd(1/2)(42 + 1) = Vdl/17/2.

If z7 + Rig~25 # Zig~ ,,, it is a valid solution of the RSIS problem.

We show that, for an overwhelming number of A, the case where z] + Rig+z5 = Zg »
happens with lower probability than the previous case, which implies that the attack fails with
probability at most 1/2. Assume that z} + Rig«25 = zZig+ ,+-

where we use

From the point of view of A, the instance of the game G5 it is playing is identical for each
Zig* € Sé such that Azg+ ,« = Azg+ ,~. Moreover, Lemma 22 shows that, with a probability
more that 1 — ¢~% in Zig* ¢, an element Zig« ,« € S,lQ, Zig* ux 7 Zig* u+, such that Azg . =
Az~ ,+, could have been taken with the same probability as zjg« ,~ for the computation of
Ha(id, i2). Such an element would satisfy z] + Rig=25 # Zig ,,-. Therefore, from the point of view
of the adversary, the probability that z] + Riq+2z3 # 2Zig+ ,~ is at least 1/2.

RSISZ,BoundRS|S,q

We conclude that Advy is more than (l_gid) Advf‘5 —2¢~% in ROM and more

than (1—g’d) AdvVS — 247 + Aco(dl) in QROM, which leads to the upper bound indicated in
Table 5.
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8 Conclusion

8.1 Parameters (proof of concept) and discussion

We propose parameters to give a rough idea of the efficiency of our IBS scheme. The parameters
are not optimized; the main motivation of this proof of concept is to observe the impact of the
tight reduction on concrete parameters. We describe the principle behind our parameter selection
in the following. First, we only study IBSg since it will be more efficient than IBSz for the same
security. Then, we reduce the study of IBSg to the study of IBSya since the tightness of the
transformation between IBSg and IBSya g provides only negligible changes of size (only nonces
are added, that is, less than 1Ko) and of speed (only hash evaluations are added). It also allows
us to directly compare with the non-adaptive scheme IBSya pw [26, Figure 8]. Finally, we take
into account the experimental estimations of C' (Section 4.2) made in [13, Section 6] in order to
set C = % or ﬁ depending on the distribution. More precisely, we make the comparison with
an improved version IBS',\FIA’PW of IBSna pw, where coefficients of the master secret key Ta are
sampled with PR,l /o) 38 in our scheme (this method was already suggested for the unstructured
case in [25] as an example of ”statistical instantiation”), and setting | = 2k + 2 instead of
1 > 2[log(q)| + 2 as in our scheme.

We present in Table 6 two sets of parameters, each one giving 128 bits of security for one of the
two schemes. Table 7 displays the sizes and security related to the schemes IBSya z and IBSJNFA,PW
for these two sets of parameters. We include in Appendix E the script we use to compute sizes and
security bounds for the two schemes, and summarize the principle in the following. Regarding
RSIS concrete security against a quantum adversary, we use the security estimation scripts of [10]
whose initial aim was to assess the security of Kyber [2]| and Dilithium [11] schemes. For IBSya =
the parameters values and security bounds directly come from Table 4 and Theorem 3 while the
sizes are found by direct computation. For IBSya pw the parameters values and security bounds
are given in [26, Section 5.2] while the sizes of signatures and keys are given in [26, Page 25].
However, in [26] the authors use universal constants and asymptotic bounds, that cannot directly
give concrete parameters, thus for a fair comparison we instantiate each asymptotic value by
the one obtained from our results (that is, the same as for IBSya r).

k d 1 —log(e) log(si)=log(s) log(ssgn)=1log(s") log(s”)
PARAMI 65 2048 132 200 20.65 38.92 57.19
ParaMII 153 2048 308 200 21.27 40.16 59.05

Table 6. Parameter set for IBSya,z and IBS;FA,PW. Sid, Ssign are the standard deviations for IBSya,z while s, s’, s

are the standard deviations for IBS;[A’PW.

Scheme Security  Signature mpk msk skiy
IBSna,® (PARAMI) 129bits 20Mo 28Mo  14Mo  699Mo
IBSﬁA’PW (PARAMI) 37bits 41Mo 28Mo 14Mo  699Mo

IBSna,z (PARAMII)  371bits 48Mo  153Mo  77Mo  3940Mo
IBSgapw (PARAMIT)  127bits ~ 100Mo  153Mo  77Mo  3940Mo

Table 7. Security and size for IBSya,z and IBS,J\IFAYPW with parameters of Table 6

From Table 7 we can conclude that we obtain shorter parameter sizes than with IBSKIFA PW
(and thus IBSya pw) for the same security level. More precisely, sizes are around 5 times smaller
for the same estimated level of security. Then, regarding time complexity by definition of DelTrap,
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it uses one call to SampleD to compute each column of the delegated trapdoor, one signature of
IBSKTA,PW (resp. IBSna,pw) needs to use k times SampleD with the same (resp. a bigger) standard
deviation as the one for IBSz/IBSyar. We can thus estimate that the signature algorithm, the
slowest part in IBSya pw/ IBSKTA,PW scheme, is k times faster in our schemes. For a concrete
use of IBS scheme, we observe that these sizes are still several orders of magnitude bigger than
the optimized lattice-based signature proposed for the NIST standardization contest: 3 for the
signatures and public keys for a comparison with Dilithium ([11, Table 1]). Since IBSz scheme
relies on tight security, is not optimized and has the identity-based property, this efficiency
difference is expected, however there are different interesting improvements that could reduce
the gap. We detail some of them in the following part.

8.2 Future work

One of the main improvements on the scheme could come from improving the matrix delegation.
Indeed, the size of the delegated trapdoor is responsible for the big size of the secret key of
identities. Moreover, the singular value of a delegated trapdoor is directly linked to the size
of signatures because it is used to make a lower bound on the standard deviations appearing
in our scheme. The use of subgaussian sampling instead of Gaussian one following the work
of [14] seems to be promising in this direction. Then, it would be interesting to investigate how
the notions of approximate trapdoors [8] could also be used in order to have smaller delegated
trapdoor. Finally, we also think the condition on [, [ > 2klog(q), could be greatly improved and
thus directly lead to more competitive sizes.
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A Generic probability results

A.1 Results about the statistical distance

Lemma 4. Let A, B two sets, X,Y two independent random variables with values in A and
f:A— B a function. Then, SD(f(X), f(Y)) <SD(X,Y) .

Proof.
SD(f(X), F(Y)) = Y IPr[f(X) = 2] = Pr[f(Y) = 2]

2€f(X)

= Z [Pr[X € f7(2)] - Pr[Y € f1(2)]]
zef(X)

= > Z Pr[X =t] — Pr[Y =]
zef(X) Jtef !

<y Z |Pr PrlY = ]
2Ef(X) tef~1(z)

= ) [PrX=t-Pry =1 .

tef~1(f(X))
Since f~1(f(X)) C &, this yields,
> IPrX =t -Pr[y =] <> |Pr[X =] - Pr[Y =¢]| .
tef~1(£(X)) tex
Therefore, SD(f(X), f(Y)) <SD(X,Y).
Lemma 5. Let A, B, C three sets, X,Y two independent random variables with values in A and
a function f: Ax B — C. Then for any random variable Z independent with both X,Y , with

values in B, we have

SD(f(X,2), f(Y,Z)) < SD(X,Y).
Proof. SD(f(X,Z2),f(Y,Z)) < SD((X, Z),(Y,Z)) by the previous lemma. Since the variables
are independent, SD((X, Z), (Y, Z)) = SD(X,Y).
Lemma 6. Letm > 1 and X4,..., X, Y1,..., Yy some independent random variables. Let X =
(X1, X),Y = (Ya,..,Yin). Then, SD(X,Y) < ilsmxi,yi).
Proof. For m = 2, the result holds. By induction, assume the property holds for some m > 1.

Consider X = (X1,..., Xm+1),Y = (Y1,..., Yiq1).
Then by triangle inequality

SD(X7Y) < SD(X7 (X17 s 7Xm7Ym+1)) + SD((Xb s 7Xm>Ym+1)1Y)
< SD(Xm+1, Ym+1) + SD((Xl, . ,Xm), (Yl, . Ym)) .

By induction, this shows SD(X,Y) < SD(X;41, Yim+1) + Y. SD(X;, V7).

30


https://doi.org/10.26421/QIC15.7-8-2

A.2 Other probability results

Proposition 12. Let X,Y two independent random variables with values on sets A and B
respectively. Let f : A x B — {0,1} a function. Suppose that there exists ¢ > 0 such that
Pr,pyesx,v)[f(a,0) =1] > 1 — €. Then, for all X € [0,1],

Procsx|[Prycey[fla,b) =1 >1-\>1— ; .
In particular, with A\ = \/e,
Procsx [Procsy[f(a,b) =1] > 1—/e] >1— /e .
Proof. We define E(A\) ={a € A: Pry.sy[f(a,b) =1] > 1 — A}. We have

1_€<Pr(ab<—$(xy)[f(a ) ]
= > PrX =a]Prygy(f(a,0) = 1]

acE(N)
+ ) Pr[X =a]Procsy[f(a,b) = 1]

<Pr[ X eEQN)]+(1-Pr[X €eEN)])(1—-N)

=APr[X e EQN)]+(1—-))

= AProcsx[Propcsy[f(a,b) =1 > 1 =N+ (1-]) .
We can then conclude.

Lemma 7. Let Dist a random variable with values in a set A and a function f : A — B. Then,
the following probability distributions are equal

Dist; = {(f(a),a) : a < Dist} ,
Dista = {(b,a) : b« f(Dist),a < Dist-1(})} -
Proof. For b € f(X),a € A, we have
Pr[Diste = (b,a)] = Pr|f
= Pr[Dist € f~'({b}) A Dist|p-1((}) = a

[ Dist) = b A Dist|p-1(fp}) = a]
[

r[DISt € f {b} ] PI‘[DISt|f71({b}) = a]
[
[

Pr[Dist € f~1({b}) € {a}]

r|Dist € f {b} ] Pr[DiSt S f_l({b})]

P

Pr[Dist € f~*({b}) N {a}]
{ r[Dist = a] if f(a) =
Pr

0 else

[Dist; = (b,a)] .

B Proofs of Section 4

B.1 Bound on singular values of random matrices

A random variable X over R is subgaussian with parameter s > 0 if for each t € R, E[e%tx ] <
ws2t?

For k € N*, a random variable X over R¥ is subgaussian with parameter s > 0 if for each
i € [1,k], the i*® component of X is subgaussian with parameter s.
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Lemma 8. Let n,a € N*. The probability distribution Dy  is subgaussian with parameter s.

The uniform distribution U ({—a,0,a}) is subgaussian with parameter ay/ . The uniform dis-
tribution a’P, is subgaussian with parameter a\/2m(1 —r).

Proof. The first claim is from [25, Lemma 2.8]. For the last two claims, the proof is an adaptation

of the proof of Hoeffding’s lemma in [7, Lemma A.1]. For example, for U ({—a,0,a}), we have,

E[e?™X] = L (e?ma 4 e=2mta 4 1) = %) with u = 27at and ¢(u) = In (3) + In(e* +e " +1)

A direct computation and analysis shows that ¢(0) = ¢/(0) =0 Vv € R,¢"(v) < ¢"(0) = 2.
Thus, by Taylor’s Theorem, Vv, ¢(v) < “72¢”(0) = %uQ. We then conclude that

E[eQmX] < 6%(27rat)2 — (a %’)%2 '

Proof of Corollary 1. We want to apply [13, Theorem 6.1] with ¢ = /mIn(3), which will
show in both cases that with probability 1 — 2t =1-2%x3™

siR) <o [ Vi + C(s2/0) (Vit Vin@)m) |

where the rows r; are independent, identically distributed, zero-mean, and such that E [rir: } =
o?l. In both cases of the corollary, the coordinates are independent, identically distributed and
zero-mean, thus ]E[rirﬂ = 02| where ¢ is the standard deviation. Lemma 8 and a direct com-
putation of the standard deviation show that:

— For the distribution Dy, 0=s /v/27 and s is the subgaussian parameter.

— For the distribution U ({—a,0,a}), o = a\/g and s = ay/ %”.
— For the distribution aP,, o0 = ay/(1 —r) and s = a\/27(1 — 7).

We then apply Theorem 6.1 with these values.

The ring case can be deduced from this corollary thanks to the definition of singular norm in
the ring case.

B.2 Invertible elements of R,

In this part we provide a simple condition on the invertibility of R, elements, for ¢ = 3k,

Proposition 13 (Simple condition to be invertible in R,). We consider R, = Z,[X]/ X%+
1 for d > 2 a power of 2 and q = 3% for k > 1. Let Co,C1,Ca,C3 subsets of [—(q—1)/4,(q—1)/4]
such that

(—Co) NCiNCy C {0} , (5)
ConCinN(—=Cy) C {0}, (6)
[C1lloc + 1IC2llo

min |z| >
x€C3—{0} 2

Let P € Z[X] of degree < d such that P # 0 mod 3 and
Cf(P) mod * €CyxCy xCyxCs .

Then, P is invertible as an element of R,.
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Proof. We define P = Cy + C1 X¥* + C, X %2 4+ C5 X344 with each C; € Z|X] of degree strictly

less than d/4. We define Q1(X) = X2 4+ X¥* —1,Qo(X) = X¥? — X¥* — 1 and set I =

(Q1),I2 = (Q2), In the proof of [12, Lemma 7] it is observed that the non-zero ideals of R, are
R, itself L D3 D>...03% 1 |
IL,>3L>...03 1, | (3)>(3%) >...o (3.

Thus, P is invertible as an element of R, if and only if
P+#0 mod (I,3*) P#0 mod (I5,3") P#0 mod3 .
Furthermore, we see that

P=0 mod (I,3")

Co+ C1 XY 4 (1 = XYY (Cy+ C3 XY =0 mod (I1,3%)

(Co+ Ca) + (C1 + C3 — Co) X¥* — X42C5 =0 mod (I, 3")

(Co+ Ca — C3) + (C1 4+ 2C5 — Co)X¥* =0 mod 3*

Co+Cy—C3=0 mod3® A C14+2035—-Cy=0 mod 3"

Co+Cy=C3 AN 2C3=C9—C7 Dbecause coefficients of P are
in [-(¢—1)/4,(¢—1)/4]

K T

= C3=0ACyp=—-Cy N Co=C1 by equation (7)
= P =0 by equation (5) ,
Moreover, we can show with the same method, using Equations (7) and (6), that P = 0

mod (I, 3%) implies P = 0. Thus, P is invertible as an element of R, if and only if P # 0
mod 3.

Corollary 2 (of Proposition 13). Let k > 4,q = 3¥. We consider Sg as a subset of R,. Then
Sr={a—d a,d €S8r,a#d}C(Ry)”
Proof. Note that Sg is equal to
{P € Ry: CF(P) € {~8,-4,0,4,8}4x {-2,-1,0,1,2}%/2 x {~8, -4, 0, 4, s}d/4} .
The proposition can be directly applied.
B.3 Proof of smoothing lemma (Lemma 1)

Unstructured case (Equation (1))

In order to prove it, we introduce Lemmas 9 and 10.

Lemma 9. Let m,k € N* b prime and q = b*. For each r > 0, let B2 (r) = {x € Z™ : ||z|| <
r}, B (r)y=A{z € Zy x|l <r}. Then,

VO<I<k,  [BZPN(BZ(q/4b) mod q)‘ < ( a )m . (8)

pit
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Proof. Let Rep = [—(¢ —1)/2,(¢ — 1)/2] if b odd and Rep =] — ¢/2,q/2] if b = 2. The infinity
norm of x € Z, is the infinity norm of the unique representative of x in Rep.
We will first show that

W N B (q/4b) = (blzm N Bg”o(q/4b)) mod ¢ . (9)

The inclusion ” C” comes from the fact that B (¢/4b) C Rep™, which implies that B, (¢/4b) =
B..(q¢/4b)™ mod q. We now show the reverse inclusion ”2”. Let x € b'Z" N (BZ(¢/4b) mod q)
and let X the representative of x in Rep”™. Because x € blZZ”, there exists y € Z™ such that

g="b|x—bly =b'| (i—bly) = bl|x  because | < k .

We can write X = b'x for x € Z™. We know that X = z mod ¢ for some z € BT (q/4b) (because
By (q/4b) = Bii(q/4b) mod q). But B (q/4b) C Rep™ implies that z = X, and therefore
x € By, (q/4b). This proves the inclusion and therefore Equation (9).

,O0

Observe that BY(q/b) C Rep™ implies that
‘ (blzm N Bomo(q/4b)) ‘ - ‘ (blzm N B?O(q/4b)> mod q‘ (10)

Notice that

x € B™ (q/4bl+1) s blx € BIZ™ N B (q/4b)

is a bijection. We can then use Equations (9) and (10) to see that
‘(blZm N ng@/b)) mod q’ = ’Bg (q/4bl+1)‘

Finally, we show that |BZ (¢/4b'")| < (%)™ If I = k— 1, we have | B2 (¢/46"*1)| = {0} =1
and thus |BZ (¢/4b"1)| < 1= (#)m. If | <k —1, we have

Bz o) = (o[ g | 1)

q m
= (2b1+l * 1)

(%)m because q/2b' T > ¢/20F "1 = b/2 > 1.

N

N

Lemma 10. Let k,b € N*, b prime. Let m,n € N*, such that m > 2nk. Then,
Pracgmxn[AC(A(A)) > q/4b] > 1 —q™".

Proof. As in Lemma 9, for each r > 0, we define Bi}(r) = {z € Z™ : ||z|, <1}, B (r) =
{zezZy: |z, <r}
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Notice that for any non-zero s € Zy, there exists 0 <[ < k such that s = b's for § with one
invertible coordinate, and we have

PTAGZng |:HATSHOO < Q/4b:|
= Prpcgmom |:ATS € B (q/4b)} because ¢/4b < ¢/2
= Pryegnxm [blATé € By (q/4b)} because s = b'§

= Praczp [bla € By (q/ 46)] because § has an invertible coordinate

= Pryepizy [X € By (4/4D)]
_ Yz 0By (a/40)

vZ;|
bzZ™ N B 4b
— | d ( /leom(q/ ) q being a power of b and bigger than b
q
_q m
< ( b+ by Lemma 9
~ \(a/¥)

Thus, taking the union for all non-zero s
Pr p pom [as ez — {0} : HATSH < q/b]
q [ee]
1\™ m
<q" <b> = q("_?) because g = b*
<q ™ because m > 2nk .
Lemma 11. Let n,m,k € N, b prime, q¢ = b*, with m > 2nk and € > 0, then
Pry cgmm [ne(Ai(A)) < 4brm,e} >1-q™" .
Proof. Lemma 10 and the fact that AL (A)" = ¢ 'A(AT) shows that
- [Ago (AL(A) ) > 1/(45)} >1-q¢™.

Moreover, [20, Lemma 2.5] shows that, since A1(A) is of dimension m, 7.(A+(A)) < rpe -

1/X5° (/H(A)*).

Proof of unstructured case ((Equation (1))). This is an adaptation of the demonstration
of [15, Lemma 5.2]. Suppose that AZ]" = Zy and s > nE(Aj(A)). We recall that AqL(A) C Zy
is a full-rank lattice. Thus, by [15, Corollary 2.8]

SD(DZ“fS mod AL(A),U(Z") mod Aj(A)) <2 .
Then, because AZ;' = Zy, the application Z™ mod A;-(A) — Zy that send e + A;-(A) to Ae is

an isomorphism and we can thus conclude. We thus need AZy* = Z; and s > 776(/1(1L (A)). This
is done with Corollary and Lemma 11.
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Proof of unstructured part of Lemma 1 (Equation (1)). Thisis an adaptation of the demon-
stration of [15, Lemma 5.2]. Suppose that AZM™ = Z! and s > n(A7(A)). We recall that
Aé(A) C Zg" is a full-rank lattice. Thus, by [15, Corollary 2.8]

SD(Dng mod AL(A),U (Z2) mod A;(A)) < 2.

Then, because AZ;* = Zy, the application Z™ mod AqL(A) — Zy that send e + Aj(A) to Aeis
an isomorphism. We thus need to see when these conditions happen and to estimate n.(A+(A)).
This is done with Proposition 1 and Lemma 11 and we can conclude.

Structured case (Equation (2))

We need the following lemma for the proof.

Lemma 12 (Part of [12, Lemma 7] with reformulation and bound improvement). Let
d a power of 2, ¢ = 3% a power of 3 and | > 2k. We have

(2k—1)
'

PrAe’R}I” 77e(/17lz,q(A)) < 12rld,e] >1-3

Proof. This proof is a adaptation of the proof of [12, Lemma 7] with the condition [ > 2k instead
of I > 2log(q) = 2logy(3)k.
The lemma [20, Lemma 2.5] shows that, since A*(A) is of dimension dl,

M4 (A)) < rae - 1/AF (44(A))

Thus, using Proposition 4 and the fact that the distribution of A* € Ré“ is uniform if the one
of A € Réxz is, we see that it is sufficient to prove that

(2k—1)
d>=5

Procpixi[Arq(B)) > ¢/12] > 1 -3~

We define Q1 (X) = X424+ X441 -1,Qy(X) = X¥2—-X¥* 1 and weset I} = (Q1), I = (Q2).
We observe that the non-zero ideals of R, are

R, itself >3 >...o3
L,o3L>...03 L | (3)>(3H>...o 3.

Let C = {v € Rg ¢ vl < ¢/12}. Fix some x € Rg \ {0} and set J = (x). It is one of
the nonzero ideal listed above. We want to estimate Prg, ix1[Bx € C]. Since the function
q

B e R;Xl — Bx € J is a morphism between additive groups, of image 7!, it can be seen that
the distribution of Bz is uniform over J' and thus

]Cﬂj])l

PI‘B(—$R3X1[BX € C] = ( |j|

We proceed by bounding the ratio |C|r}‘|7|, by disjunction of cases.

Case 1: (J = (3") for h € {0,...,k — 1}). Observe that
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cnal<|(3znl-an2a120)|

(%)

IN

< lifh=k—1 (it is actually equal).
T 36+ 1) <3dk=h-D) i eo,... k—2]
Thus,
lcmy<<[3kh (1/3%7)° Jh=k—1
g - 6 31“ hhl ifhe[[O,...,k:—Q]]andk:zz
s

Case 2: (J = (3"Q;) for h € {0,...,k — 1},i € {1,2}). Start by noting that any element e
of J can be uniquely written e = Q;(X) s where s = Zjﬁ)_l s; X% € (3%) C R is a polynomial
of degree strictly less than d/2. Also note that ||e||,, < ¢/12 implies ||s|| ., < ¢/12. Indeed, for
i €{0,...,n/4 —1} we have e; = —s; and for i € {n/4,...,n/2 — 1}, we have e; 1, /5 = s;. This
fact and the unicity of the s in the decomposition of e imply that

d/Q‘

gnel _ [{EVz0 102,012} gie-n] 1\
‘j‘ — —d(k—h) < 6 3k7—h <3 ,

where the last inequalities are proved as for case 1.
We thus deduce that for any x € R, — {0},

PrB<—$RéXl[BX S C] =<3 2
Taking the union bound over all nonzero x € R, we conclude that

Pr Bx €] < ¢l 7 =31

B+sRy %!

Proof of structured part of Lemma 1 (Equation (2)). Thisis an adaptation of the demon-
stration of [15, Lemma 5.2]. Assume AR, = Ry and s > nc(A+(A)). We recall that A (A) C 7"
is a full-rank lattice. Thus, by [15, Corollary 2.8]

SD(DlZ‘{S mod A% ,(A),U (Zlqd) mod A@(A)) < 2.

Then, since ARé = R, the application: Z!¥ mod A7l27q(A) — R, that sends e + Aﬁyq(A) to
ACf~!(e) is an isomorphism.

We estimate ng(Aﬁ’q(A)) with Lemma 12 and establish the conditions for our assumptions
to hold with Lemma 1, which yields the conclusion.

B.4 Results about the quantum queries of a classical function

For I,m € N* and f : {0,1} — {0,1}™ a function, we denote by |f) the function

|f) Z apylz,y) | = Z apylz,y @ f(2))

(z,y)€{0,1}»x{0,1}™ (z,y)€{0,1}x{0,1}™
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It is the usual way to embed classical functions into quantum ones. In particular, a quantum
query to a hash function H is a query of [H).

In this section, we will see how, given quantum access to |f) and |g), we can compute:

— |go f) (for f and g composable), see Lemma 13.

— |g x f) (for f and g with same domain) Lemma 14.

— lgx, U fix,) (for fg: XgU Xy — Y, and gx, U fly,(z) equal to g(z) if € X4 and f(z) if
x € Xy), see Lemma 15.

Lemma 13 (Composition of functions). Let [,m,n € N*, f : {0,1}} — {0,1}™ and g :
{0,1}™ — {0,1}™, it is possible to implement |go f) using 2 queries to |f) and one query to |g).
More precisely, |go f) can be implemented as the following quantum algorithm,

Comp 7 jq) <‘¢> =D (2,2)€{0,1}1x{0,1}n Va,z ’1'72>>

Insertion of separable qubit |[0™): Z g |z, 0™, 2),
(z,2)€{0,1}! x{0,1}™
Application of |f) ®id : Z z,z |z, f(2), 2),
(z,2)€{0,1}! x{0,1}"
Application of id @ |g) : > Qs |2, f(2), 2@ (g0 (@),
(z,2)€{0,1}! x{0,1}™
Application of |f) ®id : Z g |2,0™, 2@ (go f)(x)),

(x,2)€{0,1}! x{0,1}n

This s a separate state, we return: Z Az,z |, 2® (go f)(x)) =|go f)(|o)).
(z,2)€{0,1}!x{0,1}n

Proof. The algorithm shows the result of each step of the calculus.

Lemma 14 (Product of functions). Let I,m,n € N*, f:{0,1}} — {0,1}™ and g : {0, 1} —
{0,1}™. It is possible to implement |g X f) using one query to |f) and one query to |g).

More precisely. Let V the function

Z agylT,y) — Z Oy

(z,y)e{0,1}x{0,1}™ (z,y)€{0,1}}x{0,1}™

Y, ) .

Then, |f x g) = (d®@V ®id)o (|f) ®@|g)) o (id® V ®id).
Proof. Shown by direct computation.
Lemma 15 (Conditional union of functions). Let m,n € N*, f g : {0,1}"* — {0,1}" and

a partition {0,1}" = X, U Xy. It is possible to implement |f‘Xf L gx,) using one query to |f)
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and one query to |g).

CondUnion ‘f>,X.f,|g>,Xg (’¢> = Z(I,Z)E{O,l}mX{O,l}" Qg 2z ‘x, Z>)

Insertion of separable qubit |[0™): Z Qg |z, 0™, 2),
(z,z)€{0,1}™m x{0,1}™
Application of |id) ® id: Z Az,z,z |2, T, 2),

(z,2)€{0,1}™ x {0,1}"
Application of |f) in the last m + n qubit controlled by the first m qubits with
the condition x € Xy: Z A,z |T, T, 2 D (f‘Xf U id‘X_q) (z)),
(z,2)€{0,1}m x{0,1}n

Application of |g) in the last m + n qubit controlled by the first m qubits with

the condition x € Xg: Z Oz |, 2,2 @ (f|xf U g|Xg) (z)),
(z,z)e{0,1}™ x{0,1}™
Application of |id) ® id: Z g,z |2,0™, 2 @ (f‘Xf I_Ig‘Xg) (2)),

(2,2)€{0,1}™ x {0,1}7
This is a separate state, we return: Z Qa,z |2, 2 @ (fix, Ugx,)(x))
(w,z)€{0,1}™ x{0,1}™

= |fix; Ugix,)(|9)-

Proof. The algorithm shows the result of each step of the calculus.

B.5 Missing proofs of reprogramming Hash lemmas
A lemma to separate classical from quantum queries

Lemma 16. Let m,n € N*, We consider a probabilistic algorithm Setup that, for an input

iNsetup, outputs two functions Ho,Hy : X = {0,1}" — Y = {0,1}" and an auziliary output

aUXsetup- We suppose that:

— The output auxserup @5 determinist in the input ingerup: only the computation of Hy and Hy is
probabilistic.

— For each input inserup and b € {0,1}, the distributions (pys),cx, where pyy is defined by
Hy(x): (Ho, H1) < Setup(insetup), are independent.

Let consider Q¢,Qq € N. Let denote by FindHashq, ¢, the following game, applied to quantum

adversaries A = (A1, Az, A3).

FindHashg, ¢, (A = (A1, As, A3))

1t insetup < Ai()

2:  (Ho,H1, auXsetup) < Setup(insetup)
3: b<«s{0,1}

41 Jaux) < AY? (ingetup, aUXsetup)

5: b+« A" (Jaux))

6: if Az used Hy, more than Q. times

7 V A3 used |Hy) more than Q4 times then
8 b s {0,1}

9: return [b=b]

We omit Az is Q. = 0 and Az if Q4 = 0.

Finally, Let

FindHash 1
Adv "9 = IPr[1 ¢ FindHashg, g, (4)] — 5
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Then, there exist quantum PPT adversaries AcQueries, AQQueries Such that,

Adv" I < AT - Ad
G1,Qe.Qq (A = (A1, A2, A3)) G1LQo.Qq (A = (A1, Az, A3))
1: insetup < Ai() 1: insetup < Ai()
2:  (Ho, H1, auXsetup) < Setup(insetup) 2:  (Ho,H1, auxsetup) < Setup(insetup)
3: b+s{0,1} 3: be<+s{0,1},b4 <s{0,1}
4: Jaux) < .A;"’(insetup7 AUXsetup) 4: |aux) < Agbc (insetup, aUXsetup)
5 /| Let S C X the set of element queried by Ay 5: /| Let S C X the set of element queried by As,
6 /| zero: X — Ythe constant function to 0" € Y’ 6 : /| zero : X — Y the constant function to 0" € Y’
7 / and H‘é"ith"“tCQ“eries = Hy|x_g Uzero|g 7: /| and H‘g’;‘h"“th“eries = Hy, x_gHzerols
s b AT au) s be Al awg)
9: if As used Hp more than Q. times if A used Hy, more than Q. times
10 : V Ajz used |HyithoutCQueries) 10 : V As used |HyitheutcQueriesy 1 oo
11: more than Qg times then ¢ .
12 : if As used Hp, more than Q. times 1 5 than Qg times  then
13 : V As used |Hp) more than @), times then 12: b Ff 0.1}
14 B s (0,1} 13: return b
15: return [b =]

Fig. 9. Games Gy, G; of proof of Lemma 16.

Proof. From FindHash to Gj: Using the notations of the game G; of Figure 9, we define
H,SQ“e”es = Hy|g Ll zero|x _g.

We create an adversary A= (Ay, As, ./Zl?,) of G; such that
G G
Adv ;"9 < Adv ALQC’QQ ,

As, As are described in Figure 10.

Note that A3 can simulate each query to |H) by using one query to ]H‘é"ith°“tCQ”e”es>. Indeed,
it can use the knowledge of classical queries and answers (gs, 75)ses to construct

rs if £ = g5 for s € S

HCQueries (1‘
b zero(x) else

Then, it uses the Lemma 15 with H, = H‘I;Vith(’”th“eries
ithoutCQueri
H\I;\II ou uerles>

x—sUt HCQ“e”eS‘S in order to simulate each

CQueri
Hb uerles> )

query to |Hp) with one query to | and one query to |
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“Hp /. .~ ywithoutCQueries
Ay (insetup, aUXsetup) A, (Jaux))
H; /.

1: |aux) + A2b(msetup7auxsetup) 1 iNsetup A\g\“b))()

2: // Let S C X the set of element queried by As 9 / where Hy = H\évithoutCQueries‘X7S U Hys

3: // and (ins,outs), s € S the (query,response) tuples 3 / so each query of |Hy) can be computed by As
4: ~// asked by Az ‘:’0 Hp 4: / using one query of [H}thoutCQueries)

5: aix) < |aux) U (ins,outs) g 5 // and the knowledge of S, HCQueries

6: return aix =

6: returnbd

Fig. 10. Adversary A of proof of Lemma 16 (Al =A).

Analysis of Gi: we see that,

G17QCaQq
Adv 4

1 -
=3 ’Pr [b:O in G1,9.,q,

b:l} -Pr [1320 in Glequ

o
:% ‘Pr =01in G1 .0, (A) ‘ (besby)=(0,0) | = Pr[6=0 in G1,..0,(A) )(bc,bq):(l, 1)”
= % [Pr[5=0 in G1g..q, (A) | (bes by)=(0, 0) | Pr[B=0in G 0,0, (A) | (besb)=(0, )] |
4 % Pr[5=0 in G100, (A) | (berby)=(0.1)] - Pr[5=0in Gy g 0,(A) | herby)=(1, ]|
:% [Pr[5=0 in FindHasho,qo, (Aqqueres) | =0~ Px[$=0 in FindHasho o, (Aqqueres) | b=1]|
1
3

FindHashonq
-AQQueries

Pr [6:0 in FindHasho, o(Acqueries) ’b:O]—Pr [B:o in FindHasho, o(Acqueries) ‘b:l”

FindHashg_. o
-ACQueries )

=Adv + Adv

Where the adversary AqQqueries 1S (A1, AQQueries,2) (AQQueries,2 is described in Figure 11) and the
adversary Acqueries 15 (A1, AcQueries,2) (AcQueries,2 is described in Figure 11). Note that the two
hypotheses about Setup are used in order to have

1 1 )
5 [Pr [b = 0 in FindHashg, o (AcQueries) ‘ b= 0} _Pr [b = 0 in FindHasho, o(AcQueries) ‘ b— 1} ‘

FindHash
- AdVA R Qec,0 .
CQueries

1 N N
5 ‘Pr [ =0 in FindHasho,q, (Aqqueries) ‘ b= 0]~ Pr[b =0 in FindHasho g, (Aqqueries ’ b=1] ’

FindHash0,Qq

= AdVAQQueries

Proof of Proposition 7 about non-adaptative reprogramming

Lemma 17 (Lemma 9 of [5]). Let A be a quantum algorithm that makes at most QQ queries
to a quantum random oracle O with codomain {0,1}™ (m € N*). Fiz y in the codomain of O.

. o 2Q3
The expected value of the total query probability of all x such that O(x) =y is at most T&-.

Proof of Proposition 7. We use Lemma 16 in order to study separately the case were only
classical (ROM) or quantum (QROM) queries are made.
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AQGeries2 (INsetup; AUXsetup) AL s o (IMsetups aUXcetup)
1: (I:|0, ﬂl,auxsetup) + Setup(insetup) 1: (I:IO, Hl,auxsemp) + Setup(insetup)
2: |aux) « Ago(insetup, aUXsetup) 2: |aux) < Agb (iNsetup, AUXsetup)
3: // queries to Ho answered by AQQueries,2 3: // queries are directly asked by Acqueries,2 to Hp
4: // We note S C X the set of element 4: // We note S C X the set of element queried by As,
5: /| queried by A2, and 5 // and H\{VithOUthueries = Hl\x_s U zerog
6 - / H\l;vithoutCQueries = Hy|x_s Uzeros 6 e Agﬁ\fithoutCQueries> (lawd)
- [ HithoutCQueries, ) . ]
70 b A (Jaux)) 7: /| queries are answered by Acqueries,2
8: /| queries are answered by.Acqueries,2 8: / that knows H\fithOUtCQueries
9: // that ask a query of |Hp) and use 9: returnb
10 : /| the knowledge of S and |zero)
11: // in order to compute \H‘githc’”tCQ“eries>
12: return b

Fig. 11. Adversaries Acqueries,2 and Aqqueries,2 0f proof of Lemma 16.

Proof of the ROM case
We will show that for each fixed partition P = (Xi)ie[[l,pﬂ’ p < P and family of probability
distributions (Dist;);cp; ,; such that for each i € [1,p], SD(Dist;,U(Y)) < ¢, the advantage of
A, making only classical queries, is less that € Q.
We suppose that A makes @); queries on X;, Q = >, Q;. We create the following games:
— G is the game where the oracle is always set to Hj.
— For k € [1,p], G is like Gi_1 except for the modification of the oracle where Disty, is replaced
by U (Y).
We then see that,

AdvS® = | P[0 + A in Go] — Pr[0 + A in G] |

p
< Z ‘ Pr[0 + A in G;] — Pr[0 + A in G;_q] ‘
i=1

p
<> @iSD(U(Y),Dist;) < Qe .
=1

Proof of the QROM case

The proof is an adaptation of the demonstration of [5, Lemma 3| in our more general situation.
We will show that for each fixed partition P = (Xi)ie[[l,p]]7 p < P and family of probability
distributions (Dist;);cp; ,; such that for each i € [1,p], SD(Dist;, U (Y)) < ¢, the advantage of A

to distinguish the uniform oracle Hy and H; is less that 4Q%v/Pe .

We first remark that Hp is the random oracle. Then, as in the demonstration of Lemma [5,
Lemma 3], we will describe another way to construct H; as follows. For each i € [1,p,], we
define ¢; = SD(Dist;, U (Y)) < € and for each i such that ¢; > 0, we define Dist} by :

— If Pr[y = Dist;] < 2™, then Pr[y = Distj] =0,
— If Prly = Dist;] > 27™, then Pr|y = Dist;| = (Pr[y = Dist;] — 27™) 6%,

The demonstration of [5, Lemma 3] shows that it is a probability distribution using the fact that
€ . _ _ .
3= > (Ply=Disyj-27") = 3 (27" Prly = Disti)

y:Pr[y=Dist;]>2—™ y:Pr[y=Dist;]<2—™
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It also shows that H; can be described as:

Hi(z)

1: y<«sHo(z) (i.e, sampled with U({0,1}™))

2 /| we recall that Y = {0,1}™

3: forie[l,p]

4 if x € X; A Pr[y = Dist;] <27 ™ then

5: // Note that this condition never happens if ¢, =0
6 with probability 1 — 2™ Pr[y = Dist,]:

7 y' < Dist]

8 return y’

9: returny

Now, we bound the expected query magnitude of the x € X such that the oracle changed.
Lemma 17 shows that the expected total query probability of any z such that Hy(xz) = y
is 2Q327™. Let o be the query magnitude of points = at which we changed the oracle. The
alternative construction of H; shows that the only elements z where H;(x) can differ from Hy
are the ones where the condition of line 4 is verified. Thus,

E[o]
P
= Z E Z (1 — 2™ Pr[Ho(z) = Dist;]) x (total query magnitude of x)
=1 zeX;:
Pr[Ho(z)=Dist;]<2™™
P
_ _om C Aeer total query magnitude of all
- Z Z (1 2 Pr[y - DIStZ]) X E[ r e X; st Ho(.ﬁL‘) =y
=1 yeY :
Pr[y=Dist;]<2™™
<> > (1 — 2™ Pr[y = Dist;]) x 2Q32™™ by Lemma 17
=1 yeY:Prly=Dist;]<2—™

p
= 2@3 Z Z (27’” — Prly = Disti])
=1 yeY:Pr[y=Dist;]<2—™

= Q3 zp: SD(U (Y), Dist;)
=1

< @3pe < @*Pe by hypothesis on SD(U (Y), Dist;) and p.

Thus, the expected Euclidean distance is

E[vVQo| < VQE] < VQ x PQie = Q*V/Pe .

We then conclude as in the demonstration of [5, Lemma 3| that the expected statistical
distance of the output probability distributions is thus at most 4Q%v/Pe and therefore the
probability distribution of outputs when the oracle is Hg is at most 4Q%v/Pe away from the
probability distribution of outputs when the oracle is Hy.
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B.6 Generalization of [29, Claim 5.3] and proof of Proposition 1

Lemma 18 (Generalization of [29, Claim 5.3]). Let (A,+,z,0,1) be a commutative ring,
M an A-module and Dist a probability distribution of A such that

& # Supp(Dist) := {a —a’ : a,d’ € Supp(Dist),a # a'} C A* .

Let m > 1. For a = (ai)iep ) € A" and m = (m;);cq py € M™, let (a,m) = 3, aimy.
For m € M™, let xmpist the probability distribution that outputs (a,m) for a <« Dist™.

Then, Emenm[SD(U (M), Xm,pist)] < CO|(DiS'E)m/2 \/M, where Col(Dist) := Pry .« pist|z = y] =
erSupp(Dist) Pr[DiSt = 'ﬂ . In particular

Proe st [SD(U (M), Xm.pist) > CoI(Dist)m/4\M|1/4] < Col(Dist)*/4| M|+ .
Moreover, if Col(Dist)™ < |M|™°, then,

Prp,cnr[a € Supp(Dist) — (a,m) € M is surjective] > 1 — CoI(Dist)m/4|]\4]1/4 .

Proof. We have

Z Pr [Xm,Supp(Dist) = h}z = Z Pra<—$Distm[<a7 m> = h]2
heM heM

= ]':)r(a,a/)%$Dist2m [(av m> = <a/’ m>]
o / B ’
< Pr(a,a’)%$Dist2m [a - a] + Pr(a,a’)e$Dist2m [<a —a, m> =0 | a 75 a }

= Z Pr[Dist™ = a]* + PT (o o) sDist2m [(a—a’,m)=0|a##a]
aESupp(D)k

5

(CLl,.. 5

<HPrD|st—az >+ Pr [{a—a’,m)=0|a#a]

p(Dist)™ (a,a’)+sDist>™

= H Pr[Dist = a]® | + Pr[(a—a’ ,m)=0|a+#al
=1 \a€Supp(Dist) (a,a’)<sDist?™
= Col(Dist)™ + Pr[(a—a’,m)=0|a#a’] .

(a,a’)<sDist?™
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Taking the expectation in m.,

Em ZPI” [Xm,Supp(Dist) = h] 2]
heM
< Col(Dist)™ + Em [Pr(a7a,)<_$Dist2m [(a—a',m)=0]|a+# a'H
. \m 1
= Col(Dist)™ + Z g Pr(a 0/« sDist2m [(a—a’,m)=0 ‘ aa|
meM™
= > Prweam[m' =m] Pri.) peen[(a—a m)=0]a#a]

meM™

=Pr mesyum [<a—a',m> =0 ’a;é a’}
(a,a’)+sDist?™

= Col(Dist)™ + > Pr[Dist™ = a] Pr[Dist™ =a'] Pr [(a—a’,m)=0]

a,a’eSupp(Dist)™ meM™
a#a’
K L
= Col(Dist)™ + Z Pr[Dist™ = a Pr[Dist™ = a] W : (11)

a,a’eSupp(Dist)™
a#a’

where ¢a_n : M™ — M is defined by ¢a_o(m) = (a — a’, m).

In order to evaluate this last probability, we will show that ¢,_. is surjective. Because
a,a’ € Supp(Dist)™ and a # a’, there exists ¢ such that a; — a} € Dist C A*. For m € M, We
denote by m the vector such that m; = m and m; = 0 for [ # i. We can see that for each

meM, m=¢ ((ai — ag)_lrh). Thus ¢ is surjective.

We deduce that

[ [M™

K a—a’)| = =
Ker(Ga—a)l > e el = 1001

=M™

and that, using Equation (11),

Em Z Pr [Xm,Supp(Dist) = h}g
heM

= Col(Dist)™ + )
a,a’ eSupp(Dist)™
a#a’

Pr[Dist” = a] Pr[Dist™ = a']
| M]|

= Col(Dist)™ + ik (12)
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Thus,

1
Em Z Pr [Xm,Supp(Dist) = h] - ‘mu
heM
1 1 \2\?
<Em |]W|E Z (Pr [Xm,Supp(Dist) = h] - M)
h
%

= VIM|Em (Z (Pr [Xm supp(Dist) = 1] = @)2)

h

1 2
< V ’M‘ (Em ZPI‘ [Xm,Supp(Dist) = h] 2] - ’M)
h

< Col(Dist)™?\/[M| by equation (12).

Finally, if Col(Dist)”™ < |M|~°, we have ﬁ — Col(Dist)™*|M|"* > 0 and thus

SD(U (M), xm.pist) < Col(Dist)™ 4| 01|14

=VzeM, Prlxmpist=1]> — Col(Dist)™*|M|Y* > 0

1
| M]
= Vr e M? WS Supp(Xm,Dist)

= a € Supp(Dist) — (a,m) € M is surjective .

Corollary 3. Let m,n,l, k,h,d € N*, R = Z[X]/(X?+1),d=2", ¢ =3". Ifk >4, m > 5n+1
and | > 21, then,

l —(m—n)/4 m _ om - (4
PrAeR},XZ [ARQ = Rq} >1-3 s Prpegnom [AZq = Zq} >1-3

Proof. It can be shown by induction on k > 4 than ARg4 = Rz = ARfI = R, and AZT =
7y = AZy" = Zy. For example, if we have already shown that ARéu = Rgu for some u > 4,
we write any y € Raut1 as y = 3y, +y3 mod g with Cf(y,) € {0,3" — 1}, Cf(y3) € {0,3 — 1}
and can thus write y = A(3x; + x2) with x,, and x,, found using the induction hypothesis that
ARéu = Rgu. We then use Lemma 18 with:
— A =173, M = 7% m = m,Dist = U ([-1,1]}). The condition Col(Dist)™ < |M|~° becomes
3% < 375" and if satisfied if m > 5n + 1.
— A= M = Raa, Dist = U (Sg) where Sg = {Z‘ij:_ol a; X" € Raa: (ag,...,aq-1) € {—4,0,4}%*x
{=1,0,1}%2 x {—4,0,4}%*} C R31 The distribution satisfies the condition of the lemma by
Proposition 13. Moreover, The condition Col(Dist)’ < |M|™® becomes ﬁ < 37204 and if

satisfied if [ > 21.

Proof of Proposition 1. The inequalities about statistical distance are consequences of Lemma 18
with:
— A =124, M =Zj; and m elements of M.
— A= M = R,, with [ elements of M. Corollary 2 is used to ensure the distributions satisfy
the invertibility condition.
The two other inequalities are consequences of Corollary 3.
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B.7 Proof of Propositions 4 and 5 about matrix delegation

Lemma 19. Let m,n,q € N*,0 < e < 1/2,s > 0,A € Z™™. If AZ™ = Z" mod q, then, the
two following probability distributions are equal

Disty : z <s$ DAQL(A)er,s’X <8 Z™, Disty:z<$ DA&,q(A)’S,u s Z" .
Moreover, if s > ng(/qu(A)) , SD(Distl,D%s) < 2e.

Proof. It AZy" = Z;, we can consider it as a surjective morphism between groups ((Zg”, 0,+) —
(ZZL, 0,+)) to deduce that the probability distribution Ax,x <3 Zg' is uniform on Zg. Using in
addition A;AX(A) = AqL(A) + x, we conclude that Dist; = Disty. Note now that Dist; and D7’
can be expressed as

mo. 1 m 1
DY 245Dy (54 A7 (A) +% 5 (DZ,S mod A (A)) ,
; m 1
Disty: z < DAql(A)-f-x,s’X 3 (Z mod A, (A))
With this observation and [15, Corollary 2.8], we see
SD(Disty, DY) < SD(U (Zm mod A;(A)) DY, mod A;(A)) <2 .

Proof of Proposition 4. We will use an intermediate probability distribution Dist;.

Distmodkext (A, Ta, 5) Dist1(A) DistsimModkext (A)

R s Dy " R s D} """ R s Dy "

A':=AR+G A':= AR+ G A" =AR+G

Ta + DelTrap(A, Ta,A’,s) R« Dgf;"k conditionned to  Ta =R

return (A, T'y) AR = A’ — G(= AR) return (A, T'y)
Ty = R

return (A, Ty)

We study the statistical distance between Distkg,: and Disty: Proposition 3 shows that

if 5 > rnkﬁ\/n (sl(TA)Q + 1), then

SD(DistMongxt(A,TA,s),Distl(A)) < nkySomele (13)
We show that Dist; and Distsjnmodkext are equal: Dist; and DistgimModkExt are equals
because, for any A, the two following probability distributions are equals
{(AR,R) : R s Dy x"*} |
{(AR,R/) : R s DJX" R’ ¢ D" conditioned to AR = AR’} .

This equality comes from a general probability fact proved in Appendix A ( Lemma 7).

We analyze when s >, \/11 (sl(TA)2 + 1): Proposition 2, Corollary 1 and the condition

s > V/1lryp c+/s1(Binom)[m — nk,nk, 1/2]2 + 1 show that

>1-2¢" . (14)

Pr(A,TA)<—$Trap(n,m,q) [3 > Mmk,e \/11 (51 (TA)2 + 1)
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Conclusion: Using Equations (13), (14) and the equality Dist; = DistsimModkExt, We can con-
clude that

Pr(A T 5)csTrap(n,m.q) | SD(DistsimModkExt (A), DistModkext (A, Ta, 8)) < nkvﬁ?n";fé'e]
>1—-2¢7".

Proof of Proposition 5. The part of Proposition 3 about SampleD and Lemma 19 implies
that, when

(i) 5=n (47 (A7)
(i) (A[AHZ™™ = 7" mod q ,

(i) s1(T)) < s1(Gauss)[m, nk, s] ( =35> rnk75¢11 <51 (T/A)2 + 1) ) ,

we have
SD (Distsign (A, A, Ty, 5), D™ ) <4230, -+ 2 . (15)
We now study these three conditions.
Study of the conditions (i), (ii)
Lemma 11 and Proposition 1 show that
Pr [s > e (A;(AHA')) A (AJ|A)Z™H* = 77 mod ¢
(A,A)SZEX™ X g X F
>1—2¢ " .

This implies, by a general probability fact, shown in additional appendix in Proposition 12, that
Py e [Pras g [s = (A7 (A]|AY)
A (AA)Z™* = 77 mod ¢] > 1 — \/§q*n/8]
>1-V2¢% . (16)

Using the equation (16), the fact that the output A’ of Distkgx is uniform and Proposition 2,
we have

Pr [ Pr [(i) and (i) true] > 1 — \/§q—n/8]
(ATA)<sTrap(nm.q) LA’ T ) -sDistiea (AT )
>1-— (\/iq—n/B + nkq—0.196n> ‘ "

Study of the condition (iii)
Lemma 19 (applied nk times) and Proposition 3 shows that if:

(@) s> n(4;(A)),
(b) AZ™ =7Z" mod q

(c) s1(Ta) <si(Binom)[m — nk,nk,1/2] <:> s> rnk,e\/ll (Sl(TA)2 + 1)) ,

48



ten,

SD(T’A: (A/,T,) ¢ Distkext(A, Ta, s),DgSX”’“) < nk (2e T gamee) (18)

n,m,e
Moreover, Corollary 1 shows that

Pr [s1(R) > s1(Gauss)[m, nk,s]] <2¢7" . (19)

R«sDy' "
Thus, Equations (18) and (19) implies that when (a), (b), (c) are verified,

Prar 1, )« Distex(ATas) [51 (Ta) < s1(Gauss)[m, nk, s]]

>1- (2q*” + k(26 + fy,slf‘;,L"g'e)) . (20)
Finally, Proposition 1, Proposition 2, Lemma 11 and Corollary 1 show

Pr [(a),(b) and (c) true] > 1 — (4(]_”/4 n nk‘q_o‘l%”) . (21)
(A, TA)+s$Trap(n,m,q)

We thus have, by equations (20) and (21)

Pr [PT(A/,TA)eDiStKExt(A7TA,S) [(iii) true}
A T A)«sTrap(n,m,q)
I R e )]

>1- (Zlq_”/4 + nk:q_o‘l%") . (22)

Conclusion
We conclude, with equations (15), (17), (22) and with Proposition 2 that

Pr
(A, T )« Trap(n,m,q)

Pr [SD(Distsign(A, A', Ta, 3), DEE™) <270, 4 2¢]
(AlvT/A)HDiStKExt(A»TA)

> 11— (267" + nk(2e +5m0e) + V2g7%) ]
>1- <2nkq70.196n ag 4 \/iqfn/8>

B.8 Links between lattices and R-lattices

We will use the functions Cf : RgXb — Zngb and Rot : RZXI’ — Zg‘”db defined in Section 3.
We define the dual of an element a = Z?;ol a; X" € R as a* = ag + Z?;ll ag—; X*. The dual of

a matrix B = (b;;) € R™™ is defined as B* := (b,) € R™*". We note that (B*)" = B and

(BT)" = B"".

Proposition 14. Cf and Rot are Z-linear. Moreover, for all A € R"*™ B € R™*!, we have
Cf(AB)=Cf(A) Rot(B) Rot(AB)=Rot(A) Rot(B) Rot(A*)=Rot(A)" .

Proof. The fact that Cf and Rot are Z-linear is verified by direct computation.
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First, a direct calculus shows that for each a,b € R, Cf(ab) = Cf(a)Rot(b). Then, for 1 <
i < n, the il line of Cf(AB) is

m m m
CF | D aibjase s ) aigbj E :Cf ai,jbj1), E ,Cf(aibj) |
j:l j:l :

ZCf (aij)Rot(bj1), ..., ¥ Clai;)Rot(bj,) | .
7j=1 7j=1

(Cf(ai)ll.. [ICf(aim)) Rot(B)

which is equal to the i line of Cf(A)B. The second equation in a direct consequence of the fact
that, for a,b € R, Rot(ab) = Rot(a)Rot(b). To see that, we note that for 1 < i < d the i'® lines
of Rot(ab) and Rot(a)Rot(b) are, by definition, respectively Cf(X?ab) and Cf(X’a)Rot(b) : they
are thus equal by an application of the first equality of the proposition.

The third equation is a direct consequence of the fact that for all a € R, Rot(a*) = Rot(a) ',
and the definitions of Rot and the dual of a matrix in R.

Proposition 15. For A € R™™ and B € R™*!, we have |AB|| < Vd s1(A)|B|.

Proof. We note that ||Cf(A)| = ||A]|, the norm being taken in their respective spaces. We note
that ||Rot(B)|| = v/d||B||. We also note that Cf(AB) = Cf(A) Rot(B). Thus,

IAB|| = [|Cf(AB)|| = [|Cf(A) Rot(B)[| < s1(Cf(A)) || Rot(B)]| ,
=s1(A) || Rot(B)|| < Vdsi(A) B .

Proposition 16. For A € R™ ™ s;(Rot(A)) < Vds1(A)

Proof. For all 1 < i < d— 1, we have s;(Cf(X’A)) = s1(Cf(A)). Thus, for any x € R, we
have,

IRot(A)x]| = H (Cf(A)x, CRXA)X, -, Cf(Xd‘lA)X) H

d—1
=\ [ D_ICA(XiA)x|?
i=0

d—1
ZSl(Cf(X"A))z [Nk

IN

= /i (CHA))? [x]* = Vs (CF(A)) x|

Proposition 17. For A € Rj™",x € Ry,u € Ry, we have

Cf (AuRq(A)) = At (Rot (AT)T> Cf (Arq (A)) = 4, <Rot (AT)T> :

D = Cf!

AT o (A)+x,s ( Cf(u)(Rot(A))—&—Cf(x) s>

u,R,q
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Proof. We will need some properties about Rot and Cf that are shown in Appendix B.8, Propo-
sition 14. The first equality is proved by

x€Ar(A) o x AT =u’ & Cf (XTAT) -
& Cf(x")Rot(AT

Cf(uT
)
& Cf(x) € Adgy <R°t (AT)T>

The second by

X € ARy (A) & ds: x=As
= Cf(x') = Cf (JAT)
& Cf(x") = Cf(s")Rot(AT)
& Cf(x) = Rot(AT) ' Cf(s)

=Ro
T
& Cf(x) € 44 (Rot (A ) >
The equality of probability distributions is a direct consequence of the first equality.
Corollary 4. For all B € R™™, we have q Cf (/17L2’(](B))>k = Cf (Ar 4(B¥)) .

Proof. We use Propositions 17 and 14 for

qCf (A’Jl_z,q(B)) = q <Aj <Rot (BT) T) > * by Proposition 17
= /A, (Rot (BT)) because for A € Z"*", q(/lj (A)>*:Aq (AT)
= A, (Rot ((B*)T)T> by Proposition 14

= Cf (A4 (B¥)) by Proposition 17.

B.9 Lattice trapdoors over R,

In this section we provide the definitions of the algorithms Trapp,DelTrapz and SampleDy, evoked
in Section 4.3. We give the propositions and proofs relative to instantiations on rings, they are
the equivalent (on structured lattices) of the ones presented in Section 4.3 on unstructured
lattices. We will make an extensive use of the propositions of Appendix B.8 in order to pass
from the unstructured to the structured case.

Let g = (1,3,...,3* 1) ¢ RF and G = [I,, 3l,, ... 3*711,] € Z"*™. We recall that a g-
trapdoor of a matrix A € RE*! is a matrix Ta € Rél_k)Xk such that Rot(Ta) € Zg(l_k)Xdk i

is a
G-trapdoor (defined in Section 4.3) of Rot(A) € Zngl. Equivalently, A <7|kA> =g mod q.

Proposition 18 (Statistical instantiation of trapdoors (from [25, Section 5.2]), ring
version). Let | > 2k. We denote by Trapg(l,q) the algorithm that samples A < R},X(l_k),
Ta <3 777(5_1];);]9 and outputs the couple (A = gHg — KTA] ,TA). Then, Ta is a g-trapdoor
of A, and A has a probability distribution with statistical distance at most kq=9196% = negl(d)
from uniform distribution.
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Proof. A direct computation shows that T p is a G-trapdoor of A. The statistical distance upper
bound comes from Proposition 1.

Proposition 19 ([25], Ring version). Let [,k € N*, ¢ = 3% | > 2k. Let 0 < ¢ < 1/2. We
consider g = (1,3,---,3*1) as an element of R’;. There exists algorithms DelTrapg, SampleDy

such that, for A € R}I”, Tp € Rgl_ka) a g-trapdoor and s > rdk’s\/ll (dsl(TA)2 + 1), we

have:

— SampleDy (A, u,Ta,s) returns z € Rf; such that Az = u and the statistical distance between

Sample

the probability distribution of z and D,r is upper bounded by the function” Va.dl.e

R,q,u(A)vs

which is negligible if € is.

— DelTrap(A € R, Tpa € REF¥E A € R s) returns a g-trapdoor of [A||A’] (the output
Ty € R>¥ satisfies ATy = A’ —g). Moreover, the probability distribution of the output T’y
is at statistical distance less than k’ysfd'zsle of the distribution Déé ’; with output R conditioned
to AR = A’ —g. More precisely, with notation A'—g = (uj,ug, - ,ug) € RE, the it column
of T'y is computed as SampleD(A,u;, Ta,s).

Proof. We apply Proposition 3 to Rot(A) with the help of the results of Section B.8. For example,
we use the bound s;(Rot(Ta)) < v/dsi(A) of Proposition 16 and the proposition 17 is used to
see that

D ,r

_ -1
T =Cf <D

ACTF(U>(Rot(A)),s>

Lemma 20. Letl e N*, e N*, 0 <e<1/2,5s>0and A € R;Xl. IfARé =Ry Then, the two
following probability distributions are equals

Dist; : z s D,

L (Ayixs X SR, Disty 1z 8D,
q ’

,u+sR .
R,u,q s

(A),
Moreover, if s > ng(Aﬁ’q(A)), then SD(Distl,Dks) < 2

Proof. Similar to the demonstration of Lemma 19.

Proposition 20 (Simulation of delegation of trapdoors). For s > 0, A € R and
Ta € RUFI¥E 4 g trapdoor of A. We define

Distr Modkext (A, Ta, s) := {(A/,T) : R«sDZ* A':= AR+ G ,
Ty < DelTrapg (A, Ta,A',s) } ,
DistR simModKkExt (A, 8) 1= {(A’, R): R+sDZF A" := AR+ g} :

Then, if s > \/11rgy, 1/16ds1 (Binom)[l — k, dk,1/2]2 + 1, we have

Pr |SD(Distg Modkext(A, Ta), Distr simModkExt(A)) < dkvj‘f"d’}f?'e} >1-2¢%.

A’TA)F-—I—rapR(l7q) . . e . . . .
Proof. We will use an intermediate probability distribution Dist;.

Distr Modkext(A, Ta,s) Dist;(A) DistR SimModKExt (A )

R «s D* R s Dk R «s D"

A’::AR+G A’::AR+G A’;:AR+G

Ta < DelTrapg (A, Ta,A',s) R« D%’; condi:ionned to Th =R

return (A, T) AR = A’ — G(= AR) return (A, T)
M= R

return (A, T)

" The same as in Proposition 3.
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We study the statistical distance between Distg kg and Dist;:  Proposition 3 shows

that if s > rdk,e\/n (dsl(TA)2 + 1)

SD(DiStR,ModKExt(A7TA>5)7DiStl(A)) < lkfgﬂ}fle : (23)

We show that Dist; and Distg simModkext are equal: Dist; and Distr simModkExt are equals
because, for any A, the two following probability distributions are equals

. Ixk
{(AR,R): R+ DRX’S
{(AR,R’) : R s D% R’ s D% conditioned to AR = AR'} .
This equality comes from a general probability fact proved in Appendix A (Lemma 7).

We analyze when s > rdk’e\/ll (sl(TA)2 + 1): Proposition 18, Corollary 1 and the condition
s > /1lrgy e+/16dsy (Binom)[l — k, dk,1/2]2 + 1 show that

>1-2¢7¢. (24)

Pr(a,Ta)esTrap(lq) [S > rdk,e\/ll (dsl(TA)2 + 1)

Conclusion: Using Equations (23), (24) and the equality Dist; = Distg simModkExt, We can
conclude that
Pr [SD(DiStR,SImModKExt(Aa s), Distr Modkext (A, Ta, 5)) Sdkvgﬂfle} >1-2¢77.
(AvTA)<_$Trap(l7q)

Proposition 21. For s > 0,5 > 0, A € R A" € R and T, € R™* a g-trapdoor of
[A||A’], We define

Distr kext (A, Ta, 5) = {(A’,Tg) . A’ s RIXF T/, « DelTrapg (A,TA,A’,S)}
Distsign(A, A", Ty, 5) = {z: z - SampleDr ([A[|A'],u, T, 5),u +$ R}

(2k—=1)
vy = k(2¢ + 722535'6) + 3_‘1%"‘%

(2k

-1
vy 1= 2kq 01964 4 3743 — negl(d) |

Then, for s > max (mrdk7€¢16dsl(8inom)[l —k,dk,1/2]? + 1, 12rdl,€) and
5 > max (\/ﬁrdkve\/dsl(Gauss)[l, dk,s)? +1, 12rd(l+k)7e>, we have

Pr {
(A, Ta)s8Trapg (1,9)
(A, T, )+s$Distr kext(A)

21—1/1}21—1/2. (25)

Pr [SD(Dists;gn(A,A’,TA,é),D;’éf; ’“)) <]

Proof. The part of Proposition 3 about SampleDy and the lemma 19 imply that, when

() 52 n (4%, (AlA)) |
(i) (AJAHYRH* =R modq ,

(iii) s1(T'%) < dsi(Gauss)[l, dk, s] ( =35> rdk,e\/n <d51 (1) + 1) ) ,
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we have

SD(DistRSign(A,A’,TA,§),D§{’§> < el 2 (26)

We now study these three conditions.
Study of the conditions (i), (ii) Lemma 12 and Proposition 1 show that

Pr (s> ne (Ak (A A)) A (AJA)R = R mod g| >1-3 3-d5

(A A) Ry xRG*F L 3—d@+1 |
This implies, by a general probability fact, shown in additional appendix in Proposition 12, that
Pra grix [PTAu—ssR;Xk [s = ne(Az 4(A]|AT))
A (A]JA)YRYF = R mod q] >1- 3_d(2k4;l)+%
>1 -3 (27)

Using the equation (27), the fact that the output A’ of Distg ke is uniform and Proposition 18,
we have

Pr [ Pr ) and (i) true] > 1 — 37457 41]
(A, Ta)<sTrap(n,m,q) L(A’, T’y )<$Distke« (A, TAa,s)
> 1 (3705 g 1) (28)

Study of the condition (iii)
Lemma 20 (applied k£ times) and Proposition 19 show that if

(a) s> ne(Agq(A))
(b) AR'=R mod q

(c) si1(Ta) < 4s(Binom)[l — k, dk, 1/2] (;» s> rdk’e\/ll <dsl(TA>2 N 1)) :

then,
SD<TQX: (A/,Ty) < Distr kext(A, Ta, s),Dg};) <k <26 + ﬂyjjj;;jf'ﬂ . (29)
Moreover, Corollary 1 shows that
PTR%D%;; [s1(R) > s1(Gauss)[l, dk, s]] <2¢77 . (30)
Thus, Equations (29) and (30) implies that when (a), (b), (c) are verified,

PT(A/7TfA)<*Di5t’R,KExt(A7TA) [51 (T:&) < s1(Gauss)[l, dk, 5]]

>1- (2q_d 4 E(2e + 723{‘75'6)) . (31)
Finally, Proposition 1 Proposition 18, Lemma 12 and Corollary 1 show
Pr [(a),(b) and (c) true] > 1 — (3q—d/4 4 3-d®E gkq—O-l%d) (32)
(A, Ta)s$Trapg (n,m,q) .
>1_ (37d( 42 qu70‘196d) (33)
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We thus have, by equations (31) and (33)

Pr [PT(A/,TA)eDistR,KExt(A,TA,s) [(iii) true]
(A, Ta)«s$Trapg (n,m,q) ample
" " >1- (2q_d + k(2¢ + ’YS,dl,EI )) }
>1- (3,d<2k2—l>+2 4 kq70‘196d> ‘ (34)

Conclusion (2ht)
We conclude, with equations (26), (28), (34) Proposition 18 and the fact that 2¢=¢ <3741

Pr

P [SD(D-t o (ALA T ’~7Dl+15:) < ~Sample I
(A, Ta)«Trapg(l,9) " 1S R,S|gn( A S) Ri|] =7 €

dd(k+1)e
(A/»Tk)eDiStR,KExt (AzTA)

(2k=1)
> 1= (ke + 0 + 305 ) ]

>1- (2kq70.196d i de—@’j”w) .

C Detailed games for the proof of Theorem 1 of Section 5
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G1(A) Osign(id, 1)
1: (mpk, msk) < Setup() 1: cptg:=cptg+1
2: cpte :=0,cptg :=0 2: t<s{0,1}monee
3: Hashig ¢ Setld (%1} 7" x5etd 3: s s {0, 1}
41 Hashpess <5 SetMess! 01} xSetMess 4: id := Hashi(t, id)
5: NoncesSk < @&, NoncesSign « @ 5: fi:= Hashmess(s, 11)
6: AskedSk < @, AskedSign < &, sAskedSign < @ 6: NoncesSign := NoncesSign
7: ORACLES = {Ocompt; Osign, |Hashia), [Hashmess) } T U{(t,id,s, 1)}
8: (6" =(t",s",0%),id", u*) « A°RAES (mpk) 8: sky , < KeyExt(msk, id)
9: if id* € AskedSk 9: o ¢ Sign(skg g, 1)
10: Vv (id*, ") € AskedSign then / for EUF-CMA 10: oiap = (t,8,04 ;)
11: V (id*, ", 0*) € sAskedSign then  // for sEUF-CMA 11: /| for EUF-CMA:
12 : return 0 12:  AskedSign = AskedSign U {(id, u1)}
13 fail; ;= ”3(r,id) € NoncesSk : 13:  / for sEUF-CMA:
14 : Hashia(r, id) = Hashia(t*,id*)” 14 :  sAskedSign = sAskedSign U {(id, y, Gid, ) }
15 : faily := 73(t,id, s, u) € NoncesSign : 15: return o,
16 : (t,id, s, u) ;é (tr, |d*,s*,,u*). Ocarmupe(id)
17 A Hashiq(t,id) = Hashig(t*,id*)
18 : A Hashmess(8, 1) = Hashmess(s*, 1" 1: AskedSk = AskedSk U {id}
19 : if cpte > Qcor V cptg > Qs then 2: cptei=cptc+1
20 : return 0 3: 18 {0,1}7r
21: if fail; V failx then 4: NoncesSk := NoncesSk U {(r,id)}
22 : return 0 5: id := Hashi(r, id)
23 : return Verify (mpk, Hashig(t",id"), 6: sky < KeyExt(msk,id)
24: Hashmess(s™, "), ") 7: sky = (r,sky)
8: return sk

Fig. 12. Game G; of proof of Theorem 1.
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Union of FindColq (Thonce + 7id, Tid)QHash-dJrQCorr"“QS

and Findco'Q (Tnonce + Tmess, Tmess)QHash +Qs

{0,1} Tnonce x Setld

1: Hashjg < Setld

2 ¢ Hashmess <5 SetMess {1} e xSetld

3: (u,v)  BlHshia)Hashmes:)
4: if Hashig(u) = Hashiq(v)
5 g V Hashmess(u) = Hashmess(v) then
6: return 1
7: return 0
B()
1: Hashpes <5 SetMess! 01} x SetMess
2: mpk, msk < Setup()
3: cptc :=0,cptg :=0
4: NoncesSk + &, NoncesSign + &
5: AskedSk « &, AskedSign <+ &, sAskedSign «+ &
6: ORACLES = {Ocorupt, Osign, |Hashia), |[Hashmess) }
7o (6 = (8,87, 0%),id", u*) = AORACLES (mpjy
8: /| Any classical or quantum query to Hashiy or Hashmess
9: // is made by B for A
10: if id" € AskedSk
11: V (id", u*) € AskedSign then / for EUF-CMA
12 V (id", u*,0™) € sAskedSign then // for SEUF-CMA
13 : return 0
14 : if cpte > Qcorr V cptg > Qs then
15: return 0
16 : if J(r,id) € NoncesSk such that
17 Hashia(r,id) = Hashiq(t*,id") then
18 : return ((r,id), (t*,id*))
19: if 3(t,id,s, u) € NoncesSign such that
20 : (t,id,s, u) # (t*,id*,s™, u*)
21: A Hashig(t,id) = Hashiq(t*,id*)
22: A Hashmess(s, 1) = Hashmess(s™, #*) then
23 : if (t,id) # (t*,id*) then
24 : return ((t,id), (r*,id*))
25 : else then
26 : return ((s, u), (s, 1))
27 : return |

Osign (id, 1)

1: cptg:=cptg+1

2: t s {0, 1}

3: s+4s5{0,1}"one

4: id := Hashi4(t, id)

5: fi:= Hashmess(s, 1)

6 : NoncesSign := NoncesSign

7: U {(t,id,s, )}
8: sk, < KeyExt(msk, |a)

9: ogu Sign(skiayﬂ,/l)

10: Gig,u = (t,8,05 3)

11: /| for EUF-CMA:

12: AskedSign = AskedSign U {(id, p) }
13 /| for SEUF-CMA:

14 :  sAskedSign = sAskedSign U {(id, u, Gia, ) }
15: return gy,

Ocorrupt (id)

1: AskedSk = AskedSk U {id}

2: cptc:i=cptc +1

3: 1<% {0,1}n

4: NoncesSk := NoncesSk U {(r,id)}
5: id := Hashi(r, id)

6: sk < KeyExt(msk,id)

7: sk = (r,sky)

8: return sky

Fig. 13. Reduction to the search of a collision for Hashiq or Hashmess, for proof of Theorem 1.

o7




G2(A) Osign(id, 11)

1: (mpk, msk) < Setup(X) 1: cptg:=cptg+1

2: cpte:=0,cptg :=0 2: t s ReprogramOracleOne; " (id)
3: Hashig s Setld{0:1} e xSetid 3: s <5 ReprogramOracleOne,(u)
41 Hashpess <5 SetMesg! 01} xSetMess 4: id := Hashig(t, id)

5: NoncesSk < @, NoncesSign < & 5: fi := Hashmess(s, 1)

6: AskedSk < &, AskedSign + &, sAskedSign < @ 6 : NoncesSign := NoncesSign

7: ORACLES = {Ocorrupt; Osign, |Hashiq), [Hashmess) } 7 U{(t,id,s, u)}
8: (6% = (t, s, 0"),id", u*) « ARAES (mpk) 8: sky , < KeyExt(msk, id)

9: if id* € AskedSk 9: 0y« Sign(sky 5, i)

10 : v (id*, u*) € AskedSign then // for EUF-CMA 10: G = (t,8,05 ;)

11 : V (id*, u*, o) € sAskedSign then / for sSEUF-CMA 11: /| for EUF-CMA:

12: return 0 12: AskedSign = AskedSign U {(id, u) }
13 : if cpte > Qcorr V cptg > Qs then 13: /| for SEUF-CMA:

14 return 0 14 :  sAskedSign = sAskedSign U {(id, i, 7ida,.) }
15: fail; :=”3(r,id) € NoncesSk : 15: return Giq,,

16 : Hashiq(r, id) = Hash;q(t",id*)” ]

17 : faily := ”El(t,id,(s,u))e Nonceséign g ) Ocarupt(id)

18 : (t,id,s, u) #£ (t7,id*,s*, u*) 1: AskedSk = AskedSk U {id}

19: A Hashig(t,id) = Hashia(t™,id") 2: cpte:i=cptc+1
20 : A Hashmess(s, 1) = Hashmess(s™, p*)” 3: r <3 ReprogramOracleOne§® (id)
21: if fail; V failz then 4: NoncesSk := NoncesSk U {(r,id)}
22: return( 5: id := Hashi(r, id)
23: return Verify (mpk, Hashiq(t",id™), Hashmess(s™, u*), ™) 6: sky « KeyExt(msk, id)

7: sk = (r,sky)
/ ReprogramOracIeOne%Or and ReprogramOracIeOne?ign (id) 8: return sk

/| correspond to the same reprogramming of Hj.
/| Tt is more convenient to write it in

/| two parts for next games.

ReprogramOracleOne$™ (id) ReprogramOracleOneS™" (id)
1: 1 48{0, 1} 1: t+4s{0,1}mone
2: id < Setld 2: id < Setld

Hashig := Hash{) " 3: Hashig := Hash("™ "
4: returnr 4: returnt

ReprogramOracleOne, (1)

1: s<$4{0,1}™en
2: [ <s SetMess
Hashmess := Hash,(nse’s‘;)%ﬁ

4: return s

Fig. 14. Game G2 of proof of Theorem 1.

o8




Gs(A) Osign(id, 1)

1: (mpk, msk) < Setup(X) 1: cptg:=cptg+1

2: cptc:=0,cptg :=0 2: t «s ReprogramOracleOne; " (id)
3: Hashig s Setld {01} xSetld 3: s <3 ReprogramOracleOne,(u)

41 Hashpess <5 SetMess! 01} xSetMess 4: id := Hashi(t,id)

5: for i€ [1,Qcor] then 5: i := Hashmess(s, )

6: id} <s Setld 6 : NoncesSign := NoncesSign

7: sk + KeyExt(msk, id}) 7 U {(t,id,s, )}
8: for j € [1,Qs] then 8: // We use the precomputed values
9: id; <3 Setld 9: Oidu = (t,s,agpts,/ﬁ)

10: 5 <s SetMess 10:  / for EUF-CMA:
11 : sk% «— KeyExt(msk, id}) 11: AskedSign = AskedSign U {(id, p) }
12 : o5 < Sign(mpk, sk;‘z,,@) 12 : /| for SEUF-CMA:

13: NoncesSk < &, NoncesSign <+ @& 13: sAskedSign = sAskedSign U {(id, i1, 7ia, ) }
14 :  AskedSk < @, AskedSign + &, sAskedSign <+ @ 14: return oi,u

15: ORACLES = {Ocorrupt, Osign, |Hashia), |Hashmess) } .

ok wx wy x ok ORACLES Ocormpt (id)

16: (6" =(t"s",0%),id",u") + A (mpk)

17+ if id* € AskedSk 1: AskedSk = AskedSk U {id}

18 : V (id*, u*) € AskedSign then // for EUF-CMA 2: cptei=cptc +1

19 : Vv (id*, ", 0*) € sAskedSign then // for sEUF-CMA  3: r s ReprogramOracleOneS™ (id)
20 : return 0 4: NoncesSk := NoncesSk U {(r,id)}
21: if cpte > Qcor V cpts > Qs then 5: id := Hashig(r, id)
22: return 0 6: /| We use the precomputed values
23 : fail; :=”3(r,id) € NoncesSk : 71 sky = (r,sk5y)
24 Hashig(r, id) = Hashia(t",id*)” 8: return sk,
25 : faily :=”3(t,id,s, 1) € NoncesSign :
26 : (t,id,s, ) # (t7,id",s™, u*) ReprogramOracleOne, (1)
27 : A Hashiq(t,id) = Hashiq(t*,id*) i s <5 {0, 1)
28 : o /\. Hashmess (s, ) = Hashmess(s™, u*)” 2: =i
29 : if fail; V fail; then 3¢ Hashoe i Hashf,fe’s‘;)ﬁﬂ
30 : return 0
31: return Verify (mpk, Hashig(t",id™), Hashmess(s™, ™), 0™) 4: returns

ReprogramOracleOne{® (id)

ReprogramOracleOne; " (id)

r s {0, 1} 7o 1: t<s{0,1}7
id 1= idfp, 20 id = idfyg

Hashiq := Hashfj’id)Hia

return t

Hashiq := Hashfj’id)ﬁi&

return r 4:

Fig. 15. Game Gs of proof of Theorem 1.
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EUFnaCMAGS? . /sEUFnaCMAS? . (C = (C1,C2)) Osign(id, 11)
1: The game shown in Figure 1 1: AskedSign = AskedSign U {(id, 1) }
2: cptg:=cptg +1
C1(mpk) 3: t «s ReprogramOracleOne; " (id)
1: for i€ [1,Qcor] then 4: s <+s ReprogramOracleOne, (1)
2:  idj <= Setld 5: id := Hashi(t, id)
3: AskedSk := {id; : i € [1,Qcor]} 6: ji:=Hashmess(s, 11)
4: for j € [1,Qs] then 7: NoncesSign := NoncesSign
5:  id} <s Setld 8: u{(t,id,s, p)}
6: p,j <3 SetMess 9: // We use the precomputed values
7: AskedSign := {(id}, 15) : j € [1,Qs]} 100 Giap = (t,8, 0, 115)
8: aux:=g 11: return cig,,
9: return (AskedSk, AskedSign, aux)
Ocorrupt (id)
C2(mpk, GivenSk, GivenSign, aux = &) 1. AskedSk — AskedSk U {id}
1 /| We define: 2: cptei=cptc+1
2 // GivenSk = {(idj, ski) : i € [1,Qcon]} 3: r +s ReprogramOracleOne$® (id)
3 /| GivenSign = {(id}, u5,0%) : j € [1,Qs]} 4: NoncesSk := NoncesSk U {(r,id)}
4: AskedSk := {id7 : i € [1, Qcor]} 5: id:= Hashig(r, id)
5: Hashig < Setld {0} xSetld 6 /| We use the precomputed values
61 Hashmess <5 SetMesg! 01} o xSetMess 71 skig = (r, 5k )
7: cptc:=0,cpts :=0 8: return sk
8 : NoncesSk < &, NoncesSign + &
9: AskedSk < @, AskedSign « @ ReprogramOracleOne, ()
10 : ORACLES = {Ocorrupt, Osign, |Hashia), |[Hashmess) } 1: s4¢s{0,1}7
11 : J/ Oracles are simulated by Cz in order to 2: fii= prts
12 : /| simulate the GameSigngz:'tr(’g:) for A 31 Hashpes := Hash,(,fe’s‘;)ﬁﬂ
13: (5" = (£, %, 07),id", u*)  AORACLES (mok) 4 return s
14 : if id" € AskedSk
15: vV (id*, ") € AskedSign then / for EUF-CMA ReprogramOracleOne(” (id)
16 : Vv (id*, u*,0") € GivenSign then  // for SEUF-CMA | . L., ¢ {0, 1) ronee
17 : return 0 9. id.— idgptc
18 : if cpte > Qcorr V cptg > Qs then (rid) i
9 return 0 3: Hashjg := Hashy
20 : fail; :=”3(r,id) € NoncesSk : ¢ returnr
21 Hashi4(r, id) = Hash;a(t",id*)” ReprogramOracIeOne?ig"(id)
22 : faily :="3(t,id, s, ) € NoncesSign :
23 : (t,id,s, p) # (t*,id",s™, u*) 1: t s {0,137
2 : A Hashi(t, id) = Hash(t*, id*) 20 id 1= idgy
25 : A Hashmess(s, 1) = Hashmess (s*, 1*)” 3: Hashy = Hash(&9—
26 : if fail; V failys then 4: return t
27 : return 0
28 : return (Hashig(t™,id™), Hashmess(s™, ™), 0™)
IBS

Fig. 16. Reduction from Gs to GamenaSigng_
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D Proofs of Section 6

D.1 Some intermediary results for the proof of Theorems 2 and 3

Lemma 21 (Adapted from [22, Lemma 4.2]). Let m,n,k € N*,m > 2nk,q = 3*,. We have
_ 1 .
Pr s 10137 | Prap101ym[2 = 2 | Az = AZ] < 3 >1—q".

Proof. We first see that, for z € {—1,0,1}" if 3z # z € {—1,0,1}" such that Az = Az, then
Pri<_${_17071}k Az=Az| < % Consider A as a map Zg' — Z;;. We want to find a bound
of the number of z in {—1,0,1}" such that there is no other element in {—1,0,1}" with image
Az € Zy. In the worst case, ¢" — 1 elements of {—1,0,1}"™ have this property and all the other

elements have the same value through multiplication by A. Thus,

7=z

Proei_10,1} (32’ € {-1,0,1} : 2’ #2A Az = Az mod ¢

q" —1 kn— -
L AR

the later inequality using m > 2nk.

Lemma 22 (Structured version of Lemma 21). Let I,k € N*,¢ = 3% > 2k, Ry =
Zq/(X44+1),A € R;Xl. We have

1
Prz<—$$ée [Prm—&S‘é [2 =z ’ Az = Ai} < 2} >1- qid .

Proof. We first see that, for z € Sg' if 3z # z € S§' such that Az = Az, then we have

Prz sst [z=2z|Az=Az] < 1. Consider A as a map Rfl — Rq. We want to find a bound of

the number of z in Sll:{ such that there is no other element in Sll:{ with image Az € R,. In the
worst case, ¢* — 1 elements of Sé have this property and all the other elements have the same
value through multiplication by A. Thus,

Proci—101) [Elz’ € Sé( : 2z #£2zNAz= Az mod q}

d_
> -1

kd—ld —kd
> TS B A

the later inequality using | > 2k.

Corollary 5 (of Lemma 1). Let n,m, k,u € N*, ¢ = 3%, m > 2nk. Let € €]0,1/2[ and s € R
such that s > 3ty . Then,

nxXm
A7

Pr [Eli € 1,u] : SD<D5,(AHBZ-)v u (Zg)) > 2¢ vieLu] Bresznx!

} < 2ugM* .
Let d a power of 2, 1 > 2log(q) + 1 and s > 12rq.. Then,

Pr [Eli € 1,u] : SD<D5,(AHBi)v u (ZZ)) > 2€ : AsznXm }

Vie[1,u],B;«sZ7x!

_ (2k—=1)
<2u3~¥E
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Proof. The proofs of the two inequalities are similar. We prove the first one. Let p the probability
we want to bound. Let Bad the set of matrices X & ng(mH) such that SD(DS,X, U (ZZ)) > 2e.
We note that, by Lemma 1,

Pry gnxmix[X € Bad] < 24 (35)
Thus,

4= Pr [E!i e [1,u](A|B;) € Bad : AL }

for i€[1,u],B;«sZy*!

=g Z Pr[EIi € [1,u](A|B;) € Bad : forie [1,u],B; +$ ZZXZ

Aezgnxn
<ug™™ 3 Pr[(A|B)€Bad : Bszp]
Aezznxn
= u Py gy gponso [(A[B) € Bad] < 2ug~™* by equation (35).

D.2 Detailed games for the proof of Theorem 2 of Section 6

Go (A= (Ah ./42)) KeyExt(A, Ta,id)
1: (A, Ta) < Trap(n,m,q) 1: Tiq <s DelTrap (A, Ta,H1(id), sia)
Setld . X
9: Hy s (ZZXM) 2: return Ty
3. HQ s (ZZ)SetldeetMess Verify(id7u, Z)
4: .(AskedSk, AskedSign, |aux)) < A1 (A) L. if z— 0 then
5: if |AskedSkK]| .> Qcorr 9 return 0
6:  V|AskedSign| > Qs then 3: if (A||Hi(id))z # Ha(id, 1) then
7: return 0
i 4: return 0
8 : for id € AskedSk : . 5. J we write 7 = (z1,22) € ZI" x Z:}k
9: Tig < KeyExt(A, Ta, id) 6: return [||z1|| < Bound; A ||zz2]] < Bound:]
10: for (id, u) € AskedSign :
11: Tiq, . KeyExt(A, Ta, Id) Sign(id, Tiq, ,u)
12: id . < Sign(id, Tiq ., .
} Zid.p |gn(.| i 1) 1: wu:=Haz(id, u)
13: GivenSk := {Tq4, id € AskedSk} )
' ' _ ] 2: z < SampleD ((A||H1(id)), Tid, u, Ssign)
14 : GivenSign := {zq,,, (id, 1) € AskedSign}
3: return z
15: (z",id", u*) « Al 1M2) (A GivenSk, GivenSign, |aux))
16 : if id" € AskedSk V (id", u") € AskedSign then
17 : return 0
18 : return Verify(id™, u*,z")

Fig.17. Game Gy = EUFnaCMAanQS, of proof of Theorem 2.
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G1 (A = (A1, A2))

1: (A, Ta) + Trap(n,m,q) E
2: if SD(Dy., .U (Z7)) > ¢ 6.
3:  VSD(Ua,U(Z7)) > ¢ ™" then 17
4 return 0 18 -
5: Hi¢s (Z;’X"k)setld 19:
6: Ho s (Z:;)SetldXSetMess 20 :
7: (AskedSk, AskedSign, |aux)) < A;(A) 21
8: if |AskedSk| > Qcor 22
9: V |AskedSign| > Qs then 23
10 : return 0 24
11: for id € Setld — AskedSk: %5
12 Rig +s {—1,0,1}™*"* 26
13 : Hi(id) := ARy 27

Verify(id, p, z)

for id € AskedSk:
Rig <5 'DZL:dnk
Hi(id) := AR + G
Tia + KeyExt(A,Ta,id)
for (id, 1) € AskedSign :
Tig,,. ¢+ KeyExt(A,Ta,id)
Zid,u := Sign(id, Tia,u, 1)
GivenSk := {(id, Tiq), id € AskedSk}
GivenSign := {((id, p), Zi,.), (id, 1) € AskedSign}
// Only As can call the hash functions.
(z*,id*, u*) « A1 M2) (A GivenSk, GivenSign, Jaux)))
if id" € AskedSk V (id*, u") € AskedSign then
return 0

return Verify(id*, u*,z")

KeyExt(A, Ta,id)

if z =0 then

return 0

return 0

S Ut W N =

if (A|H1(id))z # Hz(id, 1) then

/| we write z = (z1,22) € Z]' X Zg’k

return [||z:|| < Bound: A ||z2|| < Bound;]

1: Tig < DelTrap (A, Ta, Hi(id), sia)

2: return Ty
Sign(id, Tiq, 1)

1: wu:=Ha(id, u)

2: z <+ SampleD ((A]|H1(id)), Ti4, u, Ssign)
3: return z

Fig. 18. Game G; of proof of Theorem 2.
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Gz (A = (A1, A2))

—_

(A, Ta) < Trap(n,m,p)
if SD(Dz .4,V (Zg)) > €
V SD(Ua,U (Z7)) > ¢ ™" then
return 0
if Jid € IdAskedForSign :
SD(D; (ajHy ay)» U (Z7)) > 2¢ then

return 0

nxcnk) Setld
8: Hi<s (Zq )

[\

N O Ot s W

Setld X SetMess

9: Ha s (Zy)
10 :  (AskedSk, AskedSign, |aux)) + A1 (A)
11: if |AskedSk| > Qcorr

12: V |AskedSign| > Qs then
13: return 0

14 : for id € Setld — AskedSk:

15 Rig s {—1,0,1}™*"*
16 : Hi(id) := ARjq

17 : for id € AskedSk:

18 Rig 5 D} 2"

19 : Hi(id) := AR+ G

20 : Tiq < KeyExt(A,Ta,id)

KeyExt(A,Ta,id)

1: Tig < DelTrap (A, Ta,Hi(id), sid)

2: return Ty

Slgn(|d7 Tid7 N‘)

1: u:=Ha(id,p)
2. Z <4+ SampIeD ((AHH1(Id)) , Tid, u, Ssign)

3: return z

21:
22:
23 :
24 :
25
26 :
27
28 :
29 :
30 :
31:
32
33:
34
35

for (id, 1) € Setld x SetMess — AskedSign:
Za 5 {-1,0,1}"
Ha(id, ) == AzZg
for (id, 1) € AskedSign :
Z <8 Dg};’;i:nk
Ha(id, p) := (A[[H1(id))
Tig,;. ¢ KeyExt(A,Ta,id)
Zid,, := Sign(id, Tig, ., 1)
GivenSk := {(id, Ti4), id € AskedSk}
GivenSign := {((id, p1), Zia,.), (id, 1) € AskedSign}
// Only A can call the hash functions.
(z*,id*, u*) « A" IM2) (A GivenSk, GivenSign, [aux))
if id" € AskedSk V (id*, u*) € AskedSign then
return 0

return Verify(id*, u*,z")

Verify(id, p, z)

S TR W N

if z =0 then
return 0
if (A]Hi(id)) z # Ha(id, 1) then
return 0
/| we write z = (z1,22) € Zfln X ng

return [||z;|| < Bound; A ||z2|| < Bound;]

Fig. 19. Game Gz of proof of Theorem 2.
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Gs (A = (A1, A2))

1: (A, Ta) < Trap(n,m,p)

2: if SD(DZ,%,A,U(ZZL)) > €
3: VvV SD(Ua,U(Z})) >q ™" then
4: return 0
5: if Jid € IdAskedForSign :
6: SD(DS,(AHHl(id))y U (ZZ)) > 26 then
7: return 0
Setld
81 Hies (Z)
9 H2 g (Z:;)SetldXSetMess

10 : (AskedSk, AskedSign, |aux)) <+ Ai(A)
11: if |Asked5k| > QCorr

12 : V |AskedSign| > Qs then
13: return 0

14 : for id € Setld — AskedSk:
15 Rig s {—1,0,1}™*"*
16 : Hi(id) := ARig

17 : for id € AskedSk:

18 : Rig 5 D} 2"

19 : Hi(id) := AR+ G

20 : Tia := Ria

21 : /| note that KeyExt is not used here
Sign(id, Tiq, 1)

22 :
23 :
24 :
25 :
26 :
27 :
28 :
29 :
30 :
31:
32
33
34
35
36 :
37

for (id, ;1) € Setld x SetMess — AskedSign:
Zigja <8 {—1,0,1}"
Ha(id, p) := Az

for (id, 1) € AskedSign :

m+nk
Zassign

Ha(id, p) := (A||H1(id)) z
// note that KeyExt is still used here
Tid, . < KeyExt(A, Ta,id)
Zid, i := Sign(id, Tid,u, 1)
GivenSk := {(id, Ti4), id € AskedSk}
GivenSign := {((id, p), Zi4,.), (id, 1) € AskedSign}
// Only Ay can call the hash functions.
(z*,id", 1) + A‘QH1>’|H2>(A, GivenSk, GivenSign, |aux))
if id" € AskedSk V (id*, u*) € AskedSign then

return 0

z <s$D

return Verify(id*, u*,z")

Verify(id, u, z)

1: wu:=Ha(id, u)
2: z < SampleD ((A||H1(id)) , Tiq, u, Ssign)

3: return z

KeyExt(A,Ta,id)

1: T < DelTrap (A,':[‘A7 Hl(id),sid)

2: return Ty

1
2
3:
4
5

return 0
if (A|H1(id))z # Hz(id, 1) then
return 0
[/ we write z = (z1,22) € Z]' X ng

return [||z:|| < Bound; A ||z2|| < Bound;]

Fig. 20. Game Gg of proof of Theorem 2..
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Ga (A = (A1, A2))

9:

10 :
11:
12
13:
14 :
15:
16 :
17 :
18 :
19 :
20 :
21 :
22 :

1
2
3
4
5:
6
7
8

(A, Ta) < Trap(n,m,p)
/| note that T won’t be used
if SD(Dz,5,.4,U (Zg)) > €
V SD((Ua),U (Z3)) > ¢~ "/* then
return 0
if Jid € IdAskedForSign :
SD(D;,(a|H, (iay)> U (Zg)) > 2¢ then

return 0

H Z"X"k Setld
1 <8 q

Setld X SetM
H2 s (ZZ) etld X SetMess

(AskedSk, AskedSign, |aux)) < A;(A)
if |AskedSk| > Qcorr
V |AskedSign| > Qs then
return 0
for id € Setld — AskedSk:
Rig <8 {—1,0,1}™""*
Hi(id) := ARjq
for id € AskedSk:
Rig 5 D} 2"
Hi(id) := AR+ G
Ti := Rig
/| note that KeyExt is not used here

23 : for (id, u) € Setld x SetMess — AskedSign:

24 : Zg g <s{—-1,0,1}"

25 : Ho(id, 1) := Azg

26 : for (id, u) € AskedSign :

27 z s Dy "

28 : Ha(id, 1) := (A||H1(id)) z

29 : Zid,y ‘= 2

30 : // note that KeyExt and Sign are not used here

31: GivenSk := {(id, Ti), id € AskedSk}

32:  GivenSign := {((id, 1), Zia,.), (id, 1) € AskedSign}

33: // Only Az can call the hash functions.

34: (z°,id*, pu") « A‘2H1>’|H2>(A, GivenSk, GivenSign, |aux))
35: if id* € AskedSk V (id*, u*) € AskedSign then

36 : return 0

37 : return Verify(id™, u",z")

Verify(id, p, z)

1: return 0

2: if (A||Hi(id))z # H2(id, ) then
3: return 0

4: [ we write z = (z1,22) € Z" x Zp*
5:

return [||z;|| < Bound; A ||z2|| < Bound:]

/| Sign and KeyExt are no more used

Fig. 21. Game G4 of proof of Theorem 2.

Gs (A = (A1, A2))

1: A<szy*™

2: There is no other changes.

Fig. 22. Game G5 of proof of Theorem 2.
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e e e
S Ot e W N = O

17:

© o0 N O Ut s WwWwN

H o wnk Setld
1 <% q

n\ Setld X SetMess
Ha < (Zg)

(AskedSk, AskedSign, |aux)) < A1 (A)
if |AskedSk| > Qcorr
V |AskedSign| > Qs then
return 0
for id € Setld — AskedSk:
/| lazy evaluation if used in ROM
/| and use of a compressed oracle in QROM,
/| see the proof of Theorem 2
Rig +s {—1,0, 1}m><nk
Hi(id) := ARjq
for id € AskedSk:
Rig s D' "
Hi(id) := AR+ G
Tiq := Rig
for (id, u) € Setld x SetMess — AskedSign:
// lazy evaluation if used in ROM
/| and use of a compressed oracle in QROM,
/| see the proof of Theorem 2
Ziga <5 {—1,0,1}"
Ha(id, p) := AZg

23 :
24 :

25
26 :
27
28 :

29 :
30 :
31:
32:

for (id, 1) € AskedSign :

m+nk
Z,5sign

Ha(id, 1) := (A||H1(id)) z

Zid,y (=2
GivenSk := {(id, Ti4), id € AskedSk}
GivenSign := {((id, 1), 2ia,.), (id, ) € AskedSign}
(z*,id*, u*) « A" H2) (A GivenSk, GivenSign, |aux))
if id" € AskedSk V (id*, u) € AskedSign then

return 0

z +3$D

return (l,,, | Ria=) z2* — Zig=,,0*

S|5n7m,BoundS|5,q (B)

1:
2:
3:

A szZy*™
u <+ B(A)
return [0 < ||u|| < Boundsis A Au = 0]

Fig. 23. Reduction from Gs to SIS, m Boundss,q for proof of Theorem 2.
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E Script for the computation of parameters of IBSys z and IBSKTA,PW

from math import *
# MSIS_security can be found in [10].
from MSIS_security import *

# we use the experimental approximation of C for Discrete

# Gaussians # and Uniforms in {-1,1} made in [13, Section 6.1]
CGaussUnif = 1 / (2*pi)

# we use the experimental approximation of C for P_{1/2}

# made in [13, Section 6.1]

CBinom = 1 / (4*pi)

# auxilliary functions
def f(m, n, C):
return sqrt(m) + 2 x pi *x C * (
sqrt(n) + sqrt(m * log(3)))
def slunif(n, m):
return sqrt(2 / 3) * f(m, n, CGaussUnif)
def slgauss(n, m, s):
return (s / sqrt(2 * pi)) * f(m, n, CGaussUnif)
def silbinom(n, m):
return sqrt(l / 2) * f(m, n, CBinom)
def r(m, eps):
return sqrt(log(2 * m * (1 + 1/eps)) / pi)
def compute_sid(k, d, 1, eps):
return max(
sqrt (11) * r(d * k, eps) * 4 x
sqrt (d * slbinom(l - k, d * k)**2 + 1),
12 * r(d * 1, eps))
def compute_ssign(k, d, 1, eps, sid):
return max(
sqrt (11) * r(d * k, eps) *
sqrt (d * slgauss(l, d * k, sid)**2 + 1),
12 * r(d * (1+k), eps))
# s_PW is taken as sid
# it is smaller than if we took the formulae of
# [26, Section 5.2].
# and it simplifies our estimations
def compute_s_PW(k, d, 1, eps):
return compute_sid(k, d, 1, eps)
def compute_sp_PW(k, d, 1, eps, s_PW):
return compute_ssign(k, d, 1, eps, s_PW)
def compute_spp_PW(k, d, 1, eps, sp_PW):
return max(
sqrt (11) * r(d * k, eps) x
sqrt (d * slgauss(l + k, d * k, sp_PW)x*x2 +
1), 12 * r(d * (1 + 2*k), eps))
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class IBSParameterSet:
# _PW : specific to IBSPW scheme ([26, Figure 8]))
def init__(self, k, d, 1, eps):

self .k = k # the modulus is equal to g=3"k
self.d = d # Ring dimension

self.1 = 1 # Dimension of A

self .eps = eps # epsilon

# Note that
# - IBSPW does not use the probability P_(1/2)
# but gaussian distribution # to create T_A
# - (see their [26, Lemma 12]).
# The use of P_(1/2) led to smaller trapdoor
# and thus better # results : we use P_(1/2) for both,
# wich make a better standard deviation s for IBSPanWan.
# (see equations at [26, Section 5.2])
# - We use our estimations of singular values of matrix
# for both IBSR and IBSPW because the ones
# of IBSPW included universal constants.
self.sid = compute_sid(k, d, 1, eps)
self .ssign = compute_ssign(k, d, 1, eps,
self.sid)
# the standard deviations s, s’, s’’.
self .s_PW = compute_s_PW(k, d, 1, eps)
self .sp_PW = compute_sp_PW(k, d, 1, eps,
self.s_PW)
self .spp_PW = compute_spp_PW(k, d, 1, eps,
self .sp_PW)
sProof _PW is our estimation of the standard
deviation tilde{s} they used for Hash reprogramming
in the proof of [26, Theorem 4] .
We used Lemma 1 to
estimate it (it gives a conditon on std such that
Ax(Discrete Gaussian(std)) is near

H OH HF H O H

# the uniform distribution")
self .sProof _PW = 12 * r(d * 1, eps)
self.signBoundI = sqrt(2 * d * 1) * self.ssign
self .signBoundII = sqrt(

2 x d *x k) * self.ssign
# Bound of the solution, see (([26, Figure 8]
self .signBound_PW = sqrt(

d * (1 + 2*k)) * slgauss(l, d * k,

self .spp_PW)

# RSIS Bound of IBSR, from 3
self .RSISBound = self.signBoundI + 4 * sqrt(

d) * silunif (

1, d * k) * self.signBoundII + sqrt(
17 / 2) * sqrt(l * d)

# RSIS Bound of IBSPW, constructed by looking at the
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# demonstration of [26, Theorem 4]),
self .RSISBound_PW = (
1 + 2 x sqrt(d) =*
slgauss(l, d * k, self.sProof_PW)
) * self.signBound_PW
# Creation of MSISParams for IBSR and IBSPan
#in order to use MSIS_summarize_attacks
self .MSISParams_PW = MSISParameterSet (
d, 1, 1, self.RSISBound_PW, 3*xxk, 7127)
self .MSISParams = MSISParameterSet (
d, 1, 1, self.RSISBound, 3**xk, 7127)
self .size_sign = ceil(
1 x d * log(2 * self.signBoundI, 2) +
k * d * log(2 * self.signBoundII, 2))
# With notation z=(z_1,z_2) we use the fact that
# by definition of the scheme (Figure 7)
# |sign_1|_infty \leq Isign_1]_2 \leq signBoundI
# |sign_2|_infty \leq Isign_2|_2 \leq signBoundII
# so they can be stored respectively modulo 2*signBoundI
# and 2*signBoundII
self .size_sign_PW = ceil(
(1 + 2%k) * d *
log(min (2 * self.signBound_PW, 3*xk), 2))
We use the fact that
by definition # ([26, Figure 8]):
|sign| _infty \leq |sign|_2 \leq signBound_PW
# so it can be stored modulo min(2*signBound_PW, 3%*x*k)
self .size_pk = ceil(l * d * log(3x*xk, 2))
self.size_sk = ceil((1l-k) * k *x d * log(3, 2))
self .size_sk_id = ceil(
(1+k) * k * d *
log(sqrt(2 * d) * self.sid, 2))
# We use the fact that the ouput is close to discrete
# gaussian with standard deviation sid
#(see for example Equation™(29))
# and the tail inequality (Lemma~3) to each coordonate
self.size_sk_id_naive = ceil(
(1+k) * k * d * log(3x*xk, 2))

H H H

def secu(self):

MSISsecu_PW = MSIS_summarize_attacks(
self.MSISParams_PW)
secu_PW = MSISsecu_PW[-2]
# -1 because of the factor 2 in the reduction to RSIS
print(
"\nSecurity of IBSPW (cost with cost_svp): 7
+ str(secu_PW - 1))
MSISsecu = MSIS_summarize_attacks(
self .MSISParams)
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secu = MSISsecul[-2]
# -1 because of the factor 2 in the reduction to
print(
"\nSecurity of IBSR (cost with cost_svp):
+ str(secu - 1))
return secu
def print_params (self):
txt = "k=" + str(self.k)
txt += 7, log(3xxk, 2)=" + str(
round (log (3**xself .k, 2), 2))
txt += 7, d=" + str(self.d)
txt += 7, 1=" + str(self.l)
txt += 7 log(epsilon ,2)=" + str(
round (log(self.eps, 2), 2)) + 7\n”
txt += ”Standard deviations for IBSR:\n”
txt += "s_id=" + str(self.sid)
txt += 7, log(s_sid ,2)=" + str(
round (log(self.sid, 2), 2)) + "\n”

txt
txt

txt
txt
txt

txt
txt

txt
txt

+= ”S,Sig:”

+ str(self.ssign)

+= 7 log(s_sid ,2)=" + str(

round (log(self.ssign, 2),

+= 7 Standard deviations

2)) + 77\1177
for IBSPW:\n”

+= 7s PW=" + str(self.sid)
+= 7 log (s PW,2)=" + str(
round (log(self.s_PW, 2), 2)) + "\n”
+= "sp . PW=" + str(self.sid)
+= 7 log (sp.PW,2)=" + str(

round (log(self.sp_PW, 2),
+= "spp.PW=" + str(self.ssign)
+= 7 log (spp-PW,2)=" + str(

round (log(self.spp_PW, 2),

print (txt)

def pr
txt
txt
txt
txt

txt

txt
txt

txt

int_sizes (self):
= ”SIGNATURE SIZES: ”
+= 7"IBSR=" + str(

round (self.size_sign / 10*x6,

+= 7 IBSRPW=" + str(

2)) + 7’\1177

2))

round (self.size_sign_PW / 10**6,

2) ) + 7 B/IO”
+= 7\nPUBLIC KEY SIZE: ”
+= "mpk=" + str(

round (self.size_pk / 10%%6,

+= 7\nSECRET KEY SIZES:

+= "msk=" + str(

round (self.size_sk / 10%x*6,

+= 7sk_id=" + str(

round (self.size_sk_id / 10%x%*6,
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2)) +

2)) + 371\,1077
771\1077

2)) + 771\/107 ”

2)) + "Mo’
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txt += 7\nRSIS bounds: ”
txt += "IBSR=" + str(self.RSISBound)
txt += 7, of log=" + str(

round (log(self .RSISBound, 2), 2))
txt += "IBSPW=" + str(self.RSISBound_PW)
txt += 7, of log=" + str(

round (log(self .RSISBound_PW, 2), 2))
print (txt)

def summary(self):
print ("PARAMETERS SUMMARY:\n”)
self .print_params ()
print (" SIZES SUMMARY:\n”)
self .print_sizes ()
print ("SECURITY SUMMARY:\n”)

self.secu()

# create the set of parameters
paramsI = IBSParameterSet (65, 2048, 132,

2%%(-200))
paramsII = IBSParameterSet (153, 2048, 308,
2x*x(-200))

# Make a summary of parameters values,
print (”Summary for paramsI:\n”)
paramsI.summary ()

print (”Summary for paramsIl:\n”)
paramsII.summary ()
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