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Abstract. We give the first examples of public-key encryption schemes which can be proven to achieve
multi-challenge, multi-user CCA security via reductions that are tight in time, advantage, and memory.
Our constructions are obtained by applying the KEM-DEM paradigm to variants of Hashed ElGamal
and the Fujisaki-Okamoto transformation that are augmented by adding uniformly random strings to
their ciphertexts and/or keys.

The reductions carefully combine recent proof techniques introduced by Bhattacharyya’20 and Ghoshal-
Ghosal-Jaeger-Tessaro’22. Our proofs for the augmented ECIES version of Hashed-ElGamal make use
of a new computational Diffie-Hellman assumption wherein the adversary is given access to a pairing
to a random group, which we believe may be of independent interest.
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1 Introduction

Secure deployment of cryptography requires concrete analysis of schemes to understand how the success
probabilities of attackers grow with the amount of resources they employ to attack a system. The use of
reduction-based cryptography enables such analysis by using an attacker with running time ¢ and success
probability € to construct a related adversary with running time ¢’ and success probability ¢ against a
computational problem whose security is better understood. A gold standard for concrete security reductions
are tight reductions for which ¢ ~ ¢ and ¢’ ~ e. We refer to such a reduction as TA-tight (time-advantage-
tight) to distinguish from other notions of tightness.

Auerbach, Cash, Fersch, and Kiltz [ACFK17] argued that the memory usage of an attacker can be crucial
in determining its likelihood of success. This kicked of a line of works [WMHT18, TT18, JT19, Din20b,
Din20a, Bha20, GT20, GJT20, DTZ20, SOS20, DGJL21, GGJT22] on memory-aware cryptography which
accounts for the memory usage of attackers in security analyses. Auerbach, et al. focused in particular on
incorporating memory considerations into the study of reductions. We refer to a reduction as TAM-tight if
it is TA-tight and additionally s ~ s’ where these variables, respectively, denote the amount of memory used
by the original adversary and the reduction adversary.

In this work, we construct the first public-key encryption schemes with TAM-tight proofs of multi-
challenge (and multi-user) chosen-ciphertext attack (CCA) security. Our schemes are based on variants of
the Hashed ElGamal and Fujisaki-Okamoto transformation key encapsulation mechanisms. These variants
augment ciphertexts and/or keys with random strings that are included in hash function calls.

MULTI-CHALLENGE SETTING. As mentioned, our focus in this work is on multi-challenge and multi-user
security. This is simply motivated by the fact that encryption schemes get deployed across many different
users each of whom will encrypt many messages, so it is important to understand how the security of a
scheme degrades as the number of encryptions increase. In particular, the goal of tight proofs is to show that
security does not meaningfully degrade. Multiple papers [HJ12, LIYP14, GHKW16] have looked at this in
the non-memory-aware setting, providing schemes with TA-tight proofs of CCA security. However, extending
any of these proofs to the memory-aware setting is quite difficult.

Prior works on memory-tight CCA secure encryption have identified a primary difficulty in the multi-
challenge setting which lies in how the decryption oracle handles challenge ciphertexts. Simply decrypting a
challenge ciphertext would lead to trivial attacks against any scheme, so instead the decryption oracle has
to recognize these ciphertexts and respond to them in a special manner.! This makes writing memory-tight
security proofs difficult because the reduction adversary must emulate this differing behavior on decryption
queries for challenge or non-challenge ciphertexts, but it is unclear how to go about identifying which are
challenge ciphertexts other than remembering and checking against all ciphertexts that were previously
returned to encryption queries. In the single-challenge setting this is a non-issue, because storing the single
challenge ciphertext requires minimal memory.

MEMORY-TIGHTNESS OF HASHED ELGAMAL. In recent years, several papers have discussed the challenge
of providing memory-tight security proofs for Hashed ElGamal. Auerbach, et al. [ACFK17] gave it at as an
example of a proof they considered the memory complexity of, but were unable to improve. Follow-up work
by Bhattacharyya [Bha20] and Ghoshal and Tessaro [GT20] analyzed this further, giving what might seem
at first to be contradictory results. Bhattacharyya gave a memory-tight proof for Hashed ElGamal in the
single-challenge setting while Ghoshal and Tessaro proved a lower-bound establishing that a memory-tight
proof for Hashed ElGamal was not possible.

Resolving this contradiction requires more precisely understanding each result. The lower bound applies
specifically for reductions to Strong Computational Diffie-Hellman (CDH) security [ABRO1] which are “black-
box” in several ways, including that they do not depend on the particular group used. Ghoshal and Tessaro
note that Bhattacharyya’s result (for single-challenge security) avoids the lower bound by not being black-
box in this manner; it depends on the group having an efficient pairing. However, for efficiency it is preferable
to implement schemes using groups for which efficient pairings are believed not to exist.

L An alternate definitional style would disallow the adversary from querying challenge ciphertexts to its decryption
oracle, but prior the works argue this is an inappropriate restriction in the memory-aware setting [GJT20, GGJT22].
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Fig. 1. TAM-tight reductions we provide. Applying transformations T, aV, and aU' in sequence gives a “Fujisaki-
Okomoto-style” construction of a CCA secure KEM. Results are for multi-user, multi-challenge security. $SCCA
security requires ciphertexts be indistinguishable from random ciphertext. Augmentation ek means a random string
is added to each encryption key and augmentation ¢ means a random string is added to each ciphertext. These
random strings are included in every relevant random oracle query.

Our result for Hashed ElGamal is black-box in the sense of Ghoshal and Tessaro. We avoid the lower-
bound without requiring an efficient pairing by introducing and using an assumption (Pair CDH) which is
stronger than Strong CDH, but is reasonable to assume holds in typical groups based on elliptic curves.? We
discuss this assumption in more detail momentarily. Indeed, Ghoshal and Tessaro say in their paper [GT20,
Sec. 3.1, p.42], “it appears much harder to extend our result to different types of oracles than [the Strong
CDH oracle], as our proof is tailored at this oracle.” Our new security notion gives an example of such an
oracle to which their result cannot be extended. The results in [GT20] complement ours in the sense that
any reduction from Pair CDH to Strong CDH is likely to incur the memory lower bound presented in [GT20]

1.1 Our Results

We summarize our results in Fig. 1. In short, we obtain three constructions of $CCA secure KEMs from
CDH assumptions (aECIES, aCS, and aTWIN) as well as one construction of a CCA secure KEM from a CPA
secure public encryption scheme (by applying T, aV, and aU%).
HasHED ELGAMAL. Our first results consider the security of Hashed ElGamal. Following Bhattacharyya,
we actually consider two variants which we refer to as the ECIES [ABR98] and the Cramer-Shoup [CS03]
variants. Additionally we will look at a “T'win ElGamal” construction by applying the ideas of Bhattacharyya
to a construction of Cash, Kiltz, and Shoup [CKS09]. The negative results of Ghoshal and Tessaro apply
only to the ECIES variant.

First we discuss ECIES and Cramer-Shoup. In both, the decapsulation key is a value z € Z; and the
encapsulation key is X = g®. Here g is a generator of a group of prime order p. For encapsulation, one

2 Technically, the lower bound also does not apply because we are considering an augmented scheme which differs
from the one analyzed by Ghoshal and Tessaro. However, the augmentation is not important for this comparison,
because in the single-challenge setting where the lower-bound was proven, Pair CDH TAM-tightly implies security
of the non-augmented scheme as well.



samples a fresh y «s Z% and returns g¥ as the ciphertext. For ECIES the derived key is H(XV), while for
Cramer-Shoup it is H(g¥, X¥). Our main results concern “augmented” versions of both of these schemes
where the ciphertexts are instead (a,g?). For the Cramer-Shoup version, the keys are also augmented and
are of the form (o, ), (a, g%). Here, a and « are uniformly random bitstrings used as additional input(s) to
the hash function. We model H as a random oracle.

To understand these results, let us discuss the high-level idea of proving security for ECIES. A standard,
single-challenge proof would work from the Strong CDH assumption in the random oracle model. In Strong
CDH an adversary is given X = g% Y = g¥ and an oracle O which on input B, C tells whether B* = C.
Its goal is to return X¥. The only way to distinguish H(XY) from random is to query H on input X¥. So
a reduction adversary gives X as the encapsulation key, Y as the challenge ciphertext, simulates random
oracle and decapsulation queries, and checks if any of the random oracle queries are X¥ in which case it
returns that and wins its game. The oracle O is used for checking whether random oracle queries are XV (for
a random oracle query Z, one queries O(Y, Z) to check) and for maintaining consistency between random
oracle and decapsulation queries for non-challenge ciphertexts. A decapsulation query for Y and a random
oracle query for Y, Z should return the same result if Y* = Z. The reduction can maintain this consistency
by remembering all of the queries made to both oracles and then using O to check for this consistency. This
is neither time- nor memory-tight.

Bhattacharyya was able to make this TAM-tight by introducing a new technique for this consistency
aspect. They simulate the random oracle H(C) by h(e(g,C)) where h is a random function and e is a
pairing. Then the output of a non-challenge decapsulation query B can be simulated as h(e(X, B)). In our
proof we use a similar technique, but replace the requirement for a pairing-friendly group by using a new
variant of CDH we will discuss momentarily.

The first step in making the proof work in the multi-challenge setting is to use Diffie-Hellman rerandom-
ization techniques so we can have multiple Diffie-Hellman challenges. We let the u-th user’s public key be X *=
and the i-th ciphertext by Y. For memory-tightness, we pick z,, and y; using a (pseudo-)random function.?
Then if the adversary makes a random oracle query H(C) where C' = X%=¥¥ we have CV/(uw¥:) — Xy A
challenge here is to know which u and ¢ to use for such a random oracle query. A reduction could check each
choice of u, i, but this would lose time-tightness. At the same time, for a decapsulation query B we must be
able to identify if B was a prior challenge query. Storing all prior challenge queries loses memory-tightness.

Both of these issues are solved by our addition of an auxiliary string a to each ciphertext and hash query.
The idea here is based on memory-tightness techniques of GGJT [GGJT22|, in that we are going to hide
the pertinent information we need in a. Rather than sampling a at random, if the i-th challenge query is
made to user u then our reduction adversary picks a to be the “encryption” of (u,4). Now on future random
oracle and decapsulation queries we can recover u, 7 by “decrypting” a. This allows us to properly simulate
the view of the adversary.

CRAMER-SHOUP AND TWIN CONSTRUCTIONS. For the (unaugmented) Cramer-Shoup construction hash
queries have the form H(Y, Z). Bhattacharyya’s main technique for TAM-tightness with this construction
was to simulate the random oracle as h(Y,g) if Z = X°8Y and as h(Y, Z) otherwise. Here h is random
function. The reduction adversary uses its Strong DH oracle to check if Z = X4°8Y holds.

There are two challenges in extending this to the multi-challenge, multi-user setting. The first is analogous
to the discussion above, that we want to be able to identify challenge queries forwarded to decryption. As
before, we use the auxiliary string included in each ciphertext for this. Namely, we select a as an “encryption”
of i for the i-th challenge.

The second challenge is that for the multi-user setting there are multiple encapsulation keys X, — one
for each user. Thus, when simulating the random oracle we want to check whether Z = XJd1°¢Y holds which
is ill-defined because its not clear which u should be used. This is where the second augmentation comes
in, namely the random string « included with each users’ encapsulation key. It acts as a domain separator
between each user’s queries to the random oracle. Moreover, in our proof our reduction adversary will sample
« as an “encryption” of u so that u can be recovered efficiently when simulating random oracle queries.

3 In the body, this is separated out as a proof that single-challenge CDH tightly implies multi-challenge CDH.



In the Twin ElGamal construction, public keys are a pair (X = g% W = g") and the hash computed
in encapsulation is H(g¥, X¥, W¥). By augmenting this in the same way as the Cramer-Shoup we can use
basically the same proof, replacing Strong CDH with Strong Twin CDH. Note that Strong Twin CDH was
shown to be equivalent to plain CDH by Cash, Kiltz, and Shoup [CKS09].

Pair CDH SECURITY. As we have been mentioning, we avoid the need for groups with pairing in our result
for ECIES by making use of a new computational assumption. This assumption, we refer to as Pair CDH
security, extends CDH security by giving the adversary access to an oracle which, on input A and B (with
discrete logarithms a and b) computes a and b then returns a random function applied to a - b. This acts, in
essence, as a pairing from the group under consideration to a randomly chosen group. Our use of this in our
security proof for ECIES takes advantage of the fact that (i) the pairing is only needed for the proof, not in
the construction itself and (ii) the proof does not require the ability to efficiently perform group operations
with the output of the pairing. We think this notion may be of further interest if other proofs can be found
where better tightness can be achieved using a pairing only in the reduction.

To justify our new assumption we analyze how it compares to existing assumptions. Pair CDH security is
implied by CDH security if the group under consideration has an efficient pairing. This holds because we can
emulate the random pairing by first applying the efficient pairing and then applying a random function (which
may be pseudorandomly instantiated for efficiency). In turn, Pair CDH implies the Gap CDH assumption
because a pairing can be used to check whether given group elements form a Diffie-Hellman triple.

These results do not justify the use of Pair CDH security for typical groups based on elliptic curves which
do not have pairings. For this, we turn to non-standard models (i.e. algebraic or generic group models [Sho97,
Mau05, FKL18]). In these models, we are able to show that CDH and Pair CDH are equivalent because
learning anything from the oracle requires the ability to find non-trivial collisions in the pairing. The ability
to find such collisions can in turn be used to solve the discrete logarithm problem.

FuiisaAKI-OKAMOTO TRANSFORMATION. The other KEMs we consider are those derived from the Fujisaki-
Okamoto style transformations which start with a CPA secure public key encryption scheme and apply
several random oracle based transformations to construct a CCA secure KEM. Hotheinz, Hovelmanns, and
Kiltz [HHK17] gave a nice modular approach for proving the security of several variants of this transformation.
Bhattacharyya showed how to make some of these proofs memory-tight in the single-challenge setting (in
some cases requiring one additional intermediate transformation). We extend these to the multi-challenge
setting, focusing on one particular sequence of transformations.

For two of the transforms, we need to consider augmented versions in which random strings are added to
the keys and to each ciphertext and incorporated into the hash queries. As with our CDH-based constructions,
our reduction samples these strings as the encryption of the pertinent information it would need to identify
challenge ciphertexts and responds to them appropriately.

For these results, we require that the starting CPA scheme have good multi-challenge security. This is a
significantly weaker starter point than multi-challenge CCA security because it avoids the issue of having to
be able to identify challenge ciphertexts for the decryption oracle.

LIFTING TO PUBLIC-KEY ENCRYPTION. The approaches described above are for key encapsulation mech-
anisms. This raises the question of whether these tight reductions can be applied to public-key encryption
via the KEM-DEM paradigm. It uses a KEM to generate a new symmetric key for a data encapsulation
mechanism to encrypt the actual message with. This was previously looked at by GGJT [GGJT22], who
gave a TAM-tight proof of security. However, because of their particular motivations, the proof assumed the
KEM was constructed from a public-key encryption scheme. We show that (with some modifications) the
proof works with generic KEMs as well.

1.2 Changes From Proceedings Version

A version of this article previously appeared at Asiacrypt 2022 [JK22]. This is a major revision of that article.
That version omitted the proof of most results. While preparing this article, we found bugs in some of the
omitted proofs and needed to change our constructions to fix these bugs. In the process of correcting these
issues, we decided to improve and extend some of the results being proven.



FIxING ERRONEOUS CLAIMS. Theorems 2 and 5 in [JK22] are incorrect. They claim to provide TAM-tight
security results in the multi-user, multi-challenge setting for versions of the Cramer-Shoup and U+ KEMs that
augment the ciphertexts, but not keys with random strings. We originally wrote single-user, multi-challenge
proofs for these constructions. When attempting to extend them to the multi-user setting we introduced
subtle flaws to the proofs which we unfortunately missed. The current article fixes these issues by defining
schemes aCS (Sec. 4.2) and aUt (Sec. 5) to augment the keys with random strings as well. Single-user,
multi-challenge security proofs for the schemes as defined in [JK22] are captured as a special case of the
proofs in this version by setting this key augmentation string to have length 0.

IMPROVED /EXTENDED RESULTS. In the process of fixing the incorrect proofs we decided to strengthen our
results. First, we now consider a stronger version of security for encryption/encapsulation schemes that
allows attackers to repeat prior queries to the challenge oracle and be given the same ciphertext from the
previous time that query was made. When not considering memory, this change makes no difference as an
attacker can simply remember all prior queries. The attacker cannot do so in the memory-aware setting, so
requiring the game to store this information for the attacker strengthens the security definition. Second, we
add analysis of the Twin ElGamal construction aTWIN which was not present in the prior version. Third, we
also recast aU™ as a transformation applied to a KEM, rather than a PKE scheme. This allows us to observe
that our security results for aCS and aTWIN can actually be viewed as specific instances of the security result
for aU+. By considering the canonical way of constructing a KEM from a PKE scheme (namely, picking the
input message at random and considering that to be the encapsulated key), we still capture the application
of aU* to PKE schemes. Finally, we now give two security theorems for the KEM/DEM construction, one
that achieves the standard version of $CCA security where the adversary is not allowed to repeat queries to
the challenge oracle and the other where the adversary is allowed to repeat queries to challenge oracle. The
proof of the latter is more involved and has a loss in concrete security, requiring longer ciphertexts.

2 Preliminaries

2.1 Notation

We recall basic notation and simple lemmas we will use in our paper.

PSEUDOCODE. For our proofs, we use the code based framework of [BRO6]. If A is an algorithm, then
r « A®(x1,29,...;7) denotes running A on inputs z;,Ts,... with coins 7 and having access to the set of
oracles O to produce output . We use the notation «—s instead of «<— when not explicitly specifying the coins
r. If S is a set, |S| denotes its size,  <s S denotes sampling x uniformly from S, and S, denotes Su {x}. We
use the symbol L to indicate rejection. Sets are assumed not to include x or 1 when not specified otherwise.
When not specified, tables are initialized empty, integers are initialized to 0, and booleans are initialized to
false. Code of the form (z(.),y(.),...) <= X initializes z,y,... as “lazily sampled” tables where 2y, ¥y, ...
are sampled by (Zy, Yy, ...) <s X whenever one of them is first accessed. The code OUTPUT (x1,xa,...)
indicates that an adversary halts immediately with the output (z1,zs,...).

Security notions are defined with games such as the one in Fig. 3. The probability that the game G
outputs true is Pr[G]. We sometimes use a sequence of “hybrid” games in one figure for our proofs. We use
comments of the form //G[; ;) to indicate that a line of code is included in games Gy for i < k < j. To
identify changes made to the ™™ hybrid, one looks for lines of code commented as // Gyi,x) for code that is
no longer included in the k™ hybrid and //Gy; ;) for code that is new to the k™ hybrid.

CoMPLEXITY MEASURES. Following ACFK [ACFK17], we measure the local complexities of algorithms and
do not include the complexity of oracles that they interact with. We focus on the worst case runtime Time(.A)
and memory used for local computation Mem(A) of any algorithm A.

FUNCTIONS AND IDEAL MODELS. We define Fes(D, R) (resp. Inj(D, R)) to be the set of all functions (resp. in-
jections) mapping from D to R. For f € Inj(D, R), we define f~! to be its inverse (with f~!(y) = L if y has
no preimage). If D; and R; are sets for each t € T, then we define Fes(T, D, R) (resp. Inj(T, D, R)) to be the
set of functions f so that f(t,-) € Fes(Dy, Ry) (vesp. f(t,-) € Inj(Dy, Ry)). We let fi(-) = f(¢,-).



For f € Inj(D, R) we let f* denote the function defined by f*(+,z) = f(z) and f*(—,z) = f~1(z). We
often write f(z) or f~'(z) in place of fX(+,z) or f¥(—,z). We let Inj*(D,R) = {f* : f € Inj(D, R)} and
extend this to define Inj™ (T, D, R) analogously.

Ideal models (e.g. the random oracle or ideal cipher model) are captured by having a scheme S specify a
set of functions S.IM. Then, at the beginning of a security game for S, a random H € S.IM is sampled. The
adversary and some algorithms of the scheme S are then given oracle access to H. The standard model is
captured by S.IM being a singleton set containing the identity function.

If F and G are sets of functions, then we define (F,G) = FxG={fxg : feF,ge G}. Here, f xg
is the function defined by f x ¢(0,2) = f(x) and f x g(1,z) = g(z). In the code of an algorithm expecting
oracle access to f x g € F x G, we write f(z) or g(x) with the natural meaning. We extend this notation to
more than two sets of functions as well.

SWITCHING LEMMA. Our proofs make use of the indistinguishability of random functions and injections, as
captured by the following standard result.

Lemma 1 (Switching Lemma). Fiz T, D, R and N = minger |Ry|. For any adversary A making at most
q queries, it holds that | Pr[Af = 1] — Pr[A9 = 1]| < 0.5-q(¢ — 1)/N < 0.5 - ¢%/N, where the probability is
taken over the randomness of A, sampling f <s Fes(T, D, R), and sampling g <s Inj(T, D, R).

SIMPLE PROBABILITY BOUNDING. At various points we will bound a probability by some fraction (z —
n)/(y — n). The following observation allow us a simple method for simplifying such fractions.

Lemma 2. (x —n)/(y —n) < z/y whenever y =z and y > n = 0.

The second condition, y > n > 0, will always hold for us and if the first, y > z, is false then z/y is a
vacuous bound for a probability anyway. As such, we will apply the bound (x —n)/(y —n) < x/y as if it
were unconditional in our proofs.

2.2 Memory-tightness background

F-ORACLE ADVERSARIES. We adopt GGJT’s [GGJT22] oracle adversary formulation for our proofs in the
memory-aware setting, i.e., we allow reductions to access uniformly random functions or invertible random
injections. Our reductions are of the form shown below for some set of functions F and algorithm 5. We call
such an adversary A an F-oracle adversary.

Adversary A (in)
fesF

out «s B9 (in)
Return out

The complexity of adversary A would include the (large) complexity of sampling, storing, and computing
f. However, as proposed in [GGJT22], we present theorems in terms of the reduced complexity of an oracle
aided adversary which is defined as

Time*(A) = Time(B) and Mem*(A) = Mem(B).

We refer readers to Lemma 2 of [GGJT22] which bounds how much an adversary may be aided by a random
object by replacing it with a pseudorandom version of the object. Pseudorandom injections can typically be
instantiated by appropriately chosen encryption schemes.

There is a small issue when pseudorandomly instantiating a random function if the game A plays is ineffi-
cient. This is the case for some of our reduction adversaries playing CDH variants wherein they have access to
some inefficient oracle based on the group. Then the pseudorandomness reduction adversary from [GGJT22]
will be inefficient because it simulates the game that A is playing. However, we can simply use pseudoran-
dom schemes believed to be secure even against adversaries with access to the inefficient oracle. This seems
reasonable as we can choose a pseudorandom scheme which seems unrelated to the group.



PKE Syntax KEM Syntax SKE Syntax
(ek,dk) <—s PKEK |(ek,dk) <—s KEM.K K «sSKE.K
¢ «s PKE.E™(ck,m) |(c, K) «s KEM.E™(¢k) |c «s SKE.E™ (K, m)
m «— PKE.D™(dk,c) |K — KEM.D*(dk,c) |m < SKE.D®(K,c)

Fig. 2. Syntax of a public key encryption scheme PKE, key encapsulation mechanism KEM, and symmetric key
encryption scheme SKE. The ideal model oracle is H.

MESSAGE ENCODING TECHNIQUES. The message encoding technique proposed by GGJT in [GGJT22] pro-
grams randomness that a reduction provides to an adversary in a special way that stores retrievable state
information. This is achieved by generating randomness as the output of random injections. The reduction
may then invert randomness generated thusly to retrieve state information. For example, consider a key
encapsulation mechanism that outputs ciphertexts of the form (a,c) where a is uniformly random. Then a
reduction can simulate challenge ciphertexts by setting a = f(i) where f is a random injection and ¢ is some
pertinent information the reduction would want to know if the adversary later makes oracle queries for the
same ciphertext. Then the reduction can recover this information during future queries as i < f~1(a).

MaP-THEN-RANDOM-FUNCTION. We describe the main proof technique of Bhattacharyya [Bha20], namely
“map-then-rf”.4 This technique allows the reduction to use the composition of an injection and a random
function to replace a random function. This relies on the simple fact that if h € Inj(D, S), then sampling f
according to f «<s Fcs(D, R) or g «s Fcs(S, R); f < g o h are equivalent, meaning, if g is a random function,
and h is any injection, then f « go h is a random function. This allows a reduction to compute the output
f(x) given h(z), even if it does not know .

2.3 Public Key Encryption

SYNTAX. A public key encryption scheme, PKE, specifies three algorithms - the key generation algorithm
(PKE.K) that returns a pair of keys (ek,dk) where ek is the encryption key and dk is the corresponding
decryption key, the encryption algorithm (PKE.E) that takes the encryption key ek and a message m and
returns ciphertext ¢, and the decryption algorithm (PKE.D) that takes the decryption key dk and a ciphertext
¢ and returns message m (or the special symbol L to indicate rejection). The syntax of these algorithms is
given in Fig. 2.

Perfect correctness requires PKE.D* (dk, ¢) = m for all (ek, dk) € [PKE.K], all m, all H € PKE.IM, and all
c € [PKE.E*(ek,m)]. The weaker notion of §-correctness requires that for all (not necessarily efficient) D,

Pr[PKE.D*(dk, PKE.E*(ck,m)) # m : m «<s D" (ek,dk)] < d(q)

if ¢ upper bounds the number of H queries D makes. The probability is over (ek, dk) «s PKE.K, H «—s PKE.IM,
and the coins of D and PKE.E. When not stated otherwise, schemes are assumed to be perfectly correct.

We define the encryption keyspace as PKE.Ek = {ek : (ek,dk) € [PKE.K]} and assume that for each
ek € PKE.Ek and allowed message length n, there exists a set PKE.C(ek,n) such that PKE.E*(ek,m) €
PKE.C(ek, |m|) always holds. We assume this set is disjoint for distinct message lengths and let PKE.C~1(ek;, c)
return n such that ¢ € PKE.C(ek, n). Sometimes we assume that all messages to be encrypted are drawn from
a set PKE.M of equal length messages and then let PKE.C simply denote the set of all possible ciphertexts.
We let PKE.R denote the set from which PKE.E draws its randomness.

Suppose PKE.E is deterministic. Then we say PKE is rigid if PKE.D*(dk,c) = m # L implies that
c = PKE.E* (ek, m) for any (ek, dk) output by PKE.K. Bernstein and Persichetti [BP18] introduced rigidity,
noting that (at the time) some results of [HHK17] analyzing Fujisaki-Okamoto-style transforms were incorrect

4 Bhattacharyya actually uses “map-then-prf”, as they were not using the oracle adversary formulation.



for having omitted rigidity as an assumption.® Bhattacharyya [Bha20] replaced rigidity with a property that
for every message there exists at most one ciphertext that decrypts to it, which they fold into their definition
of deterministic. In proofs, it can be combined with correctness to give a form of rigidity.® As we are not aware
of any schemes of interest that do not achieve perfect rigidity, but do achieve this “uniqueness” property we
stick with rigidity in our proofs.

INDISTINGUISHABLE FROM RANDOM SECURITY. We consider indistinguishable from random, chosen cipher-
text attack ($CCA) security as captured by Fig. 3. The definition is multi-user and multi-challenge (allowing
multiple challenges per user). It requires that ciphertexts output by the encryption scheme be indistinguish-
able from random, even when given access to a decryption oracle. In this game, the adversary obtains the
encryption key ek, for user u (drawn from some set U) by querying NEw(u). It makes an encryption query
ENc(u,i,m) to receive a challenge encryption of m by u and a decryption query DEC(u, ¢) to have u decrypt
c. Here i is a “challenge identifier” drawn from some set Z. The attacker can repeat a query ENC(u,i,m)
to receive the same ciphertext that it was given the first time. At the end of this section, we discuss some
subtleties regarding the choice of U that are unique to the memory-aware setting and our decision to allow
repeated queries (Sec. 2.6).

The adversary needs to distinguish between the real world (b = 1) in which a query to ENC(u,i,m)
returns a real encryption of m and the ideal world (b = 0) in which the same query returns a uniformly
random element of PKE.C(ek,, |m]).

Table entry M|u,c] stores the message encrypted in user u’s challenge ciphertext c. If the adversary
queries DEC with a challenge ciphertext it returns M[u,c] rather than performing the decryption. Prior
works on memory-aware cryptography [GT20, GGJT22] considered other ways a decryption oracle might
respond to challenge ciphertexts and argued that this is the “correct” convention. The advantage of an
adversary A is AdvIEEe?(A) = Pr[Gg‘k’gica(A)] - Pr[GE‘lz'Esigca(A)].

CCA security is captured by the game Gpyg"j® which is defined the same, except ¢y is the encryption of
the all zeros string and CPA security is captured by restricting the CCA security adversary to not query its
decryption oracle. Their advantage functions Adv™ ® and Adv™ “*® are defined as above.

The general framework of capturing multi-user security by allowing the attacker to access separate in-
stances of oracles for each user with shared secret bit across them is originally due to Bellare, Boldyreva,
and Micali [BBM00] who provided a definition for CPA secure public-key encryption.

2.4 Key Encapsulation Mechanisms

SYNTAX. A key encapsulation mechanism, KEM, consists of three algorithms - the key generation algorithm
(KEM.K) that returns a pair of keys (ek, dk) where ek is the encapsulation key and dk is the corresponding
decapsulation key, the encapsulation algorithm (KEM.E) that takes the encapsulation key ek and returns
a ciphertext-key pair (¢, K) where K € KEM.K and the decapsulation algorithm KEM.D that takes the
decapsulation key dk and a ciphertext ¢ and returns a key K (or L to indicate rejection). The syntax of
these algorithms is shown in Fig. 2.

Perfect correctness requires that KEM.D*(dk,c) = K for all (ek,dk) € [KEM.K], all H € KEM.IM, and
all (c, K) € [KEM.E*(ek)]. The weaker notion of d-correctness requires that,

Pr[KEM.D™(dk,c) # K : (¢, K) <s KEM.E™(ek)] < 4.

The probability is over (ek, dk) «s KEM.K, H «<s KEM.IM, and the coins of KEM.E. When not stated other-
wise, schemes are assumed to be perfectly correct.

5 The proofs in the ePrint version of [HHK17] have been updated to account for these bugs. Some proofs are corrected
further in [H6v21, Sec. 2.1-2.2] which adds missing advantage terms due to imperfect correctness of schemes. The
proofs of their Theorems 2.1.5 and 2.1.7 technically miscount the number of random oracle queries, but the proofs
can be written so this does not affect the bound.

6 Bhattacharyya’s definition originally required exactly one ciphertext rather than at most one, but with that notion
the schemes which they claim achieve this property do not necessarily do so.



Game GERe%(A) Game GRE 5 (A) Game GI{%(A) Game GV (A)
H «s PKE.IM H s KEM.IM ‘H s SKE.IM H s T1LIM
(ek(y,dk(y) <s PKE.K |(ek(y,dk)) «<s KEMK |K()«sSKE.K (ek(), dk()) —s T.K
b s ANEW,ENC,DEC,H b s ANEW,ENCAP,DECAP,H b s AENC,DRC,H O« L //'LU = pasa
Return (' = 1) Return (V' = 1) Return (' = 1) O« PC //w = pca
O — (PC,CV ) =

NEW(U) NEW(U) (m u(z) s Al\?E\{',/(zI{[AL,()?'ftva
Return ek Return eky Return PC(u, m, CHAL(u, 1))
ENc(u, i, m) ENCAP(u, ) ENc(u, i, m) NEw (u)
If Clu,i,m] # L: If Clu,d] # L: If Clu,i,m] # L: Roturn ek

Return C[u, i, m] ¢ — Clu,1] Return C[u, i, m] e e. “
c1 «s PKE.E™ (ek,, m) Return (¢, T'[u, c]) ¢1 s SKE.E®(K,,,m) |CHAL(u,1)
co <3 PKE.C(eky, |m|) |(c1, K1) «s KEM.E™ (eky)|co «<s {0, 1}°KE<(mD If Clu,i] # L:
Mlu,cp] < m co <8 KEM.C(eky) Mlu, ] —m Return Clu, ]
Clu,i,m] < ¢ Ko <s KEM.K Clu,i,m] < ¢ K «—sT.M //1 = PKE
Return ¢ T[u,cp] < Kp Return ¢ Cc s I'I.EH(ek:u, K) // = PKE

Clu,i] < e (¢, K) s M.E*(ek,) //T = KEM
Return (cp, Kp) Clu,i] < ¢

DEC(u, ¢) DECAP(u, ¢) DEC(u, ¢) Return ¢
If M[u,c] # L: If T[u,c] # L: If M[u,c] # L: PC(u, K, c)

Return Mu, c] Return T'[u, c] Return MJu, c] K' « N.D*(dk.,c)
m <« PKE.D*(dk, c) K « KEM.D™(dky,c)  |m < SKE.D™(Ku,c)  |Return (K = K')
Return m Return K Return m CV(u,c)
Game Gpge (A) Game Ggevis (A) Game Giigyity (A) K' « N.DM(dky, )
Same except: Same except: Same except: Return (K’ # 1)
co s PKE.E™ (eky, 0™ |co — 1 co s SKE.E™(K,,,0™)

Fig. 3. (Left Three:) Games defining multi-user, multi-challenge $CCA security of a public key encryption scheme
PKE, a key encapsulation mechanism KEM, or a symmetric encryption scheme SKE. The bottom shows how to
change the sampling of ciphertext co for CCA security. For SCPA or CPA security the adversary is not given access
to decryption/decapsulation. (Far Right:) Games defining multi-user, multi-challenge one-wayness security of PKE
or KEM. The parameter w € {pasa, pca, pcva} determines which oracles the attacker is given.

We define encryption keyspace KEM.Ek = {ek : (ek, dk) € [KEM.K]}. For ek € KEM.Ek, we let KEM.C(ek)
denote the ciphertext set {c : (¢, K) € [KEM.E(ek)]} and define |[KEM.C| = mincgekem.ex |[KEM.C(ek)|. We
let KEM.R denote the set from which KEM.K draws it randomness. We say that KEM is e-uniform if for all
ek € KEM.Ek, H € KEM.IM, and (not necessarily efficient) D it holds that

Pr[D(c) = 1: ¢ «s KEM.C(ek)] — Pr[D(c) = 1: (c,-) «<s KEM.E™(ek)] < e.

Note that the key produced by KEM.E is not being given to D.
We define the min-entropy of KEM to be the largest real value Hy, (KEM) which satisfies

Prlc = ¢* : (¢,-) «s KEM.E™ (ek)] < 27 H=(KEM)

for all ek € KEM.Ek, H € KEM.IM, and c¢* € KEM.C.

INDISTINGUISHABLE FROM RANDOM SECURITY. Our notion of $CCA security for KEMs is presented in
Fig. 3, which requires that keys and ciphertexts output by the scheme be indistinguishable from random.
The adversary is given a user instantiation oracle NEwW, encapsulation oracle ENCAP, and a decapsulation
oracle DECAP. Its goal is to distinguish between the real world (b = 1) where ENCAP returns true outputs
from KEM.E and the ideal world (b = 0) where it returns a pair (¢, K) chosen uniformly at random from
KEM.C(ek) x KEM.K. As with the PKE games, users are identified by u € U/ and encapsulation queries use
i € 7 to allow repeated queries.
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The table T stores the keys corresponding to challenge ciphertexts output by the encapsulation oracle.
The decapsulation oracle uses T' to respond to challenge queries. The advantage of an adversary A is defined
as Adviigieea(4) = Pr[G?E;\fffa(A)] - Pr[G’&‘E[\ffga(A)]. We also define CCA security (via Advien - and
GRemG) analogously to SCCA security, except in the ENCAP oracle ¢ is set to equal c; rather than being
sampled at random.

We note that |Adv"K1E,'vs|Bcca(BKEM) — Adviem < (Bkem)| < gencar - € holds for all e-uniform KEM and Bkgwm

making at most gencap queries to ENCAP.

ONE-WAYNESS SECURITY. We consider multi-user, multi-challenge variants of the one-wayness security def-
initions from [HHK17]. The security games are given in Fig. 3. We will use One-Wayness under Plain-
text Checking Attacks (OW-PCA) and One-Wayness under Plaintext and Validity Checking Attacks (OW-
PCVA), but have also included One-Wayness under Passive attacks for completeness (OW-PASA).”

The games are written to use either a KEM or a PKE scheme with messages sampled randomly from
PKE.M. In either case, the adversary is tasked with finding the decryption of a challenge ciphertext. The
difference between each variant w € {pasa, pca, pcva} is in the auxilliary oracle(s) O that the adversary is
given access to. In the game GJ" " P“ the adversary has access to the Plaintext Checking Oracle PC
which takes as input a message-ciphertext pair, and returns true if the message is a valid decryption of the
ciphertext and false otherwise. It is implicitly required that messages input to this oracle not be L. The
adversary has access to both oracles, PC and CV, in Gl " P<"® where CV takes as input a ciphertext, and
returns true if the ciphertext decrypts to a valid message.

The attacker’s queries specify a particular user u € U and its challenge queries additionally specify a
challenge identifier ¢ € Z. It may re-query CHAL(u,?) to get back the same ciphertext. For each variant, we
let M denote either a KEM KEM or PKE scheme PKE and we define Adv*™ """ (A) = Pr[GF“ v ].

Using a PKE scheme PKE with a randomly chosen message m € PKE.M can be viewed as a canonical way
of constructing a KEM. We denote this by CaK[PKE] where CaK[PKE].IM = PKE.IM, CaK[PKE].K = PKE.K,
CaK[PKE].D = PKE.D, and CaK[PKE].E*(ek) samples K «s PKE.M; computes ¢ «s PKE.E*(ek, K); and
returns (c, ). It is straightforward to see that Advpe™ ™ (A) = Advakipke] (A), as the underlying games are
identical. If PKE is §-correct then CaK[PKE] is 6(0)-correct. The uniformity and min-entropy of CaK[PKE]
depend on how PKE behaves on random messages.

2.5 Symmetric Key Encryption

SYNTAX. A symmetric key encryption scheme, SKE, consists of three algorithms - the key generation algo-
rithm (SKE.K) that returns a key K, the encryption algorithm (SKE.E) that takes the key K and a message m
and returns ciphertext ¢, and the decryption algorithm SKE.D that takes the key K and a ciphertext ¢ and re-
turns message m (or L to indicate rejection). The syntax of these algorithms is given in Fig. 2. Perfect correct-
ness requires that SKE.D* (K, c) = m for K € [SKE.K], all m, all H € SKE.IM, and all ¢ € [SKE.E®(K,m)].
We define the ciphertext, message, and expansion lengths of SKE by SKE.cl(|m|) = |[SKE.E*(K,m)| (requir-
ing this to hold for all H, K, m), SKE.mI(SKE.cl(l)) = [, and SKE.xl = min; SKE.cl(l) — I respectively.

INDISTINGUISHABLE FROM RANDOM CCA SECURITY. Our notion of $CCA security for SKE schemes is
captured by Fig. 3, which requires that ciphertexts output by the encryption scheme be indistinguishable
from ciphertexts chosen at random. In this game, the adversary is given access to an encryption oracle ENC
and a decryption oracle DEC. The adversary needs to distinguish between the real world (b = 1), where
ENC returns an encryption of m under K, and the ideal world (b = 0) where the output of ENC is sampled
uniformly at random. As before u € U is used to identify users and i € Z is used to identify challenges. The
advantage of an adversary A is defined as AdvIee®c?(A) = Pr[Gsmk’gfca(A)] - Pr[Gg“k‘Es’;gca(A)]. We will only
need “one-time” security in which the adversary only makes one encryption query per user.

" The last of these is commonly referred to as OW-CPA. We have chosen to use the “passive” nomenclature of [BP18].
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2.6 Modeling Details: Naming Users and Repeating Queries

NAMING USERS. Throughout this paper we provide multi-user definitions of security. In these definitions,
the attacker makes queries about a particular user with oracle queries of the form O(w,...). Here u is acting
as an identifier for the user which is drawn from some set ¢/. This raises a natural question: what choices of
U should be allowed? The challenge identifier drawn from set Z can be considered analogously.

In one direction, for proving that some scheme satisfies our security notion is may be convenient to insist
that U = {1,...,q,} where g, is the total number of different users that .4 will make queries for. For proving
that our security notion suffices for proving the security of some higher-level protocol it may be desirable
to allow arbitrary identifiers so that reduction adversaries can reference them with semantically meaningful
strings. This motivates the most general choice of U = {0, 1}*.

A priori, it may seem that this is all a moot distinction, as all choices of U are equivalent as long as they
are large enough. Let us consider the natural proof approach for this fact. Suppose A is a multi-user attacker
for some security notion using U. We will construct A" using U’ such that Adv(A) = Adv(A’). Namely, U’
will adaptively construct a mapping M from U to U’. Adversary A’ runs A and whenever the latter makes an
oracle query of the form O(u,...) it checks if M[u] is already defined. If not, it defines M[u] to equal some
unused v’ € U’. Then it queries O(M[u],...) and returns the result to .A. In all of the games we consider,
the game is “agnostic” to what u looks like and so A’ will be perfectly simulating the view expecting by A,
giving the claimed result.

However, when we consider this from a concrete, memory-aware perspective we run into an issue. The
above proof required storing a mapping M of size equal to the number of different users queried by A. To
avoid this issue, we can think of hashing the elements of & into U’. Let A’ be a Fes(U,U’)-oracle adversary
which behaves as above except M|u] is defined to equal f(u) for f «sFes(U,U’). As long as A never find
a collision in f, its simulated view is correct. For typical advantage functions, this gives us Adv(A) <
Adv(A’) + 0.5¢2/[U’|.

One can similarly hash down from Z to a smaller Z’. As we do not care about collisions “across users”
this would add a term 0.5¢,q?/|Z’| to the advantage where ¢; upperbounds the number of distinct challenges
that any one users receives.

REPEATING QUERIES. In our definitions we have made the choice that on repeat queries to encryption or
encapsulation the security game will return the same results from the previous query. A more traditional
definition would not allow this. This can be captured by restricting attention to “challenge-respecting”
adversaries that never repeat (u,)’s. When considering such adversaries, we can without loss of generality
restrict attention to attackers which use a global counter for ¢ which then increment after each query. In
a non-memory-aware setting, this change would be without loss of generality as an attacker could simply
remember all of its prior queries. In the memory-aware setting we cannot do so.

For the proof of higher-level primitives having the game remember such information for us can be useful.
Indeed, we switched to using this definitional style on realizing that the proof Theorem 4 (which proves CCA
security of a scheme under the assumption of OW-PCVA security) requires the ability to repeat queries in the
OW-PCVA game, even if we were using a version of CCA security that did not allow this. Moving backwards,
the schemes intended to be used “on the way” to this theorem (those of Theorem 5 and Theorem 6) must
also assume security notions where queries can be repeated. For our proof flows based on Diffie-Hellman
assumptions, we will explicitly prove that we can achieve such security notions.

We give two different quantitative results for the KEM-DEM paradigm depending on whether or not we
restrict our attention to challenge-respecting adversaries.

3 Diffie-Hellman Definitions

In this section, we introduce the Computational Diffie-Hellman (CDH) assumptions we need for our later
proofs. The first is a multi-user, multi-challenge variant of Strong CDH (which we need for one of our coming
KEM proofs). We verify this is TAM-tightly implied by its single-challenge variant. The second is a new
definition we introduce, Pair CDH, which gives the adversary oracle access to a pairing from the group
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Game Gj(A) NEW (u) GapP(A, B,C)

(8,p,0) <G X, — g a — dlog(A); b — dlog(B)
Ty S LE; Yy s Lh Return X, Return (C' = g®)

O« | //chh

O « STRONG //G*
O « Gap //Ge"

CHAL(u, 7) STRONG(u, B, C)
Yo, < g¥wi Return Gar(g®, B,C)

O « Parr //GP<h Return Yui  pyg(4, B)
fsnj(Zy, Zy) //GP" a « dlog(A); b < dlog(B)
(u,i, Z) s ANEW,CHAL,O Return f(ab)

Return (Z = g®«¥Ywi)

Fig. 4. Security games capturing several variants of the computational Diffie-Hellman problem, namely, CDH, Gap
CDH, Strong CDH, and Pair CDH. The last of these is a new notion we introduce which gives the attacker access to
a pairing from G to a random group.

under consideration to a random group. We provide several results to understand the plausibility of Pair
CDH security. We show that it always implies Gap CDH security and is {AM,TM }-tightly equivalent to
CDH in algebraic/generic group models [Sho97, Mau05, FKL18] or if the group has a pairing.

3.1 Group Syntax

A prime order group G is a tuple (g, p, o) where g is a group generator of prime order p under the group
operation o. In our definitions we will treat the group as a priori fixed. We typically omit writing the group
operation o explicitly and instead write group operations using multiplicative notation. We let {g) = { g* :
a € N'}. The discrete log(arithm) of an element X € (g) is the value dlog(X) € Z, such that gd°s(X) = X
We let 1g = g” denote the identity element. A pairing from G = (g,p,0) to Gz = (g2, p2,02) is a map
e : (g) x (g) — {go) satisfying e(g”, g¥) = g5?. We let Time(G) and Mem(G) denote the time and memory
complexity of computing exponentiations or multiplications in {g).

3.2 Computational Diffie-Hellman variants

In this paper we will make use of several variants of the Computational Diffie-Hellman assumption. These
security notions are defined by the game shown in Fig. 4. In each, the adversary is given access to a g
and g¥ with the goal of producing g™¥. For our later security proofs, it was useful to write “multi-user” and
“multi-challenge” version of these games. Thus rather than giving the adversary a single g*, we give it access
to an oracle NEW which on input a string u (which we think of as identifying a user) returns a fresh g.
Similarly, the adversary is given access to an oracle CHAL which on inputs string u and ¢ (which we think of
as identifying a challenge) returns a fresh g¥«i. For the memory-tightness of future proofs, it is important
that the attacker can repeat queries, obtaining the same result as before. The goal of the attacker is to return
g¥u¥Yuwi for any choice of u and i.

The different variants of CDH are captured by the games differing in what (if any) auxiliary oracle O
the adversary is given. The standard notion of CDH security is captured by the game G" in which the
adversary is not given any auxiliary oracle, as expressed by the code O «— L. Gap CDH security [OP01]
is captured by G&" in which the adversary’s oracle GAP takes as input a tuple (A4, B,C) and outputs a
boolean indicating whether this is a valid Diffie-Hellman tuple (i.e. C = gdl°s(4) dlog(B)) The Strong CDH
game G [ABRO1] is a weakened version of Gap CDH in which the oracle only allows tuples of the form
(g™, B,C).

The final variant is a new security notion we introduce called Pair CDH. In this game GP*" the adversary
is given access to the oracle PAIR which on input (A, B) returns f(ab) where a, b are the discrete logs of A, B
and f is a random injection. This oracle can be thought of being a pairing to a random group G2 = (g2, p, 02)
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Adversary By=Y-CHaL0O SIMNEW (u)

(g,p,0) <G o, < g(u)

g s ch((l/{, Z¥) i Return X%u
h<«sFcs(U xI,7 .

X < New(1) SICHAL (v, )

Y « CHAL(1,1) Yui h(u,’ )

If x = scdh then SIMO « SIMSTRONG Return YYu.i

Else SIMO «— O SIMSTRONG(u, B, C)

(u i Z) s ASU\INEW,SIMCHAL,SIMO
)

@, — g(u); Yo < h(u,i)
Return (1,1, Zl/(%%,ﬁ)

zy, < g(u) )
Return O(1, B, C''/%w)

Fig. 5. Adversary used for Lemma 3, proving that single-challenge CDH security TAM-tightly implies multi-challenge
CDH security.

where go = PAIR(g, g) and hog b’ = f(f~1(h)o f~1(I)). Note that A is not able to efficiently compute the
operation os.

For x € {cdh,scdh,gcdh, pcdh} we define Advg(A) = Pr[Gf(A)]. We sometimes need to restrict user
identifiers, u, to be from some fixed set U and challenge identifiers, i, to be a from a fixed set Z.

MULTI-CHALLENGE SECURITY. Standard proofs use Diffie-Hellman rerandomization techniques to show that
single-challenge security TA-tightly implies multi-challenge security for most variants of Diffie-Hellman-based
security notions. The following lemma extends this to TAM-tightness for the notions considered in this paper.
The proof picks the values used for rerandomization as the output of a random function, rather than picking
them randomly and storing them.

Lemma 3 (Single-challenge = multi-challenge). Let G be a group and x € {cdh, scdh, gcdh, pcdh}. Let
A be an adversary for G, with (gNew, gcuar, go0) = Query(A). Then we can construct a Fes(U, Z;‘:) x Fes(U x
I,7Zy)-oracle adversary By (given in the proof) such that

Advi (A) = Advg (By)

Query(By) = (1,1, q0)

Time* (Bx) = O(Time(A) + (gnew + qcuar + go + 1)Time(G))
Mem*(B,) = O(Mem(A) + 2Mem(G)).

Proof (of Lemma 3). Consider the adversary B, shown in Fig. 5. It makes a single query NEW(1) to obtain a
group element X and a single query CHAL(1, 1) to obtain a group element Y. Then it runs A. Let 2 = dlog(X)
and y = dlog(Y).

Tt responds to SIMNEW (1) queries with X®u for x}, the output of its random function. Letting z,, = zz,,
note that X*» = g” and ,, is uniformly random because 2/, is. So this oracle has the correct distribution.
It responds to SIMCHAL queries with YVui for y:M- output by its random function. Letting y.; = yy,, ;, note
that Y¥ui = g¥i and that Yu,i 18 uniformly random because y,, ; is.

For CDH, Gap CDH, or Pair CDH security By gives A direct access to O. For Strong CDH security
(x = scdh), By simulates the oracle by replacing a query (u, B,C) with a query (1, B, Cl/‘”ib) which has the
same behavior.

When A finally halts and outputs (u, i, Z) the adversary B, halts and outputs (1, 1, Zl/(zily'u,,;)). We claim
that B, wins whenever A would. To see this, note that if A wins then Z = g*«¥wi = g(”’/u)(yy'/uvi) and so

The claims on the efficiency of B, are easy to verify. m]
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3.3 Studying Pair CDH

Pair CDH is a new computational assumption that we’ve introduced for this work. In this section we provide
a few results to give a sense of its difficulty. Namely, we note that Pair CDH security implies Gap CDH
security and that it is equivalent to CDH security in certain settings (if G has an efficient pairing to some
Ga, in the algebraic model, and in the generic group model). Given Lemma 3, we focus on the case that the
adversary makes only single query each to NEwW and CHAL. For brevity, we sketch the relationships here.

Pair CDH = Gapr CDH. To see that Pair CDH security implies Gap CDH security we need only note that
GAP(A, B,C) = true if and only if PAIR(A, B) = PAIR(g, C). Hence a Pair CDH adversary can efficiently
simulate the view of a Gap CDH adversary.

CDH + PAIRING = PAIR CDH. We claim that CDH security implies Pair CDH security if G has an
efficient pairing e to some group Go with generator go. We can achieve TAM-tightness in this implication
by using a Inj({g2), Zy)-oracle adversary. Letting f’ denote the random injection, our CDH adversary can
simulate PAIR by responding to queries for (A4, B) with f'(e(A, B)). If a = dlog(A4) and b = dlog(B), then
f'(e(A,B)) = f'(e(g,g)?). Note that F(-) = e(g, g)(") is an injection and so f(-) = f(e(g, g)")) is a random
injection. Hence this perfectly emulates PAIR.

CDH + AGM/GGM = PaIlrR CDH. We claimed that CDH security implies Pair CDH security in the alge-
braic group model. More precisely, we {AM,TM}-tightly show that CDH security implies Pair CDH security
using a ch(Zg, Zy)-oracle adversary. We show how to imperfectly simulate PAIR for algebraic adversaries
such that distinguishing this from the real oracle requires the ability to solve the discrete log problem (given
g¢ for a random ¢, find ¢). Noting that CDH security implies discrete log security gives our claim.

Let X and Y denote the challenge group elements and let 2 = dlog(X) and y = dlog(Y). An algebraic
adversary, when making an oracle query (A, B) to PAIR is required to additionally provide “explanations”
(a1, as,a3) and (by, by, bs) such that A = g% X92Y % and B = g”* X*2Y". Then the true PAIR would respond
with f((a1 + aaz + azy) - (b1 + bax + bzy)). Our CDH adversary will think of this input to f as a degree-
two polynomial P4 p(x,y) € Z,[x,y] whose coefficients it can compute given the explanations for A and
B. Letting (c1,c¢a,...,c¢) denote these coefficients and [’ € ch(Zg,Zp), we simulate the output of PAIR
as f'(c1,ca,...,cq). Distinguishing this from the true oracle requires finding (4, B) and (A’, B’) such that
P4 p # Pa p (as polynomials), but Ps g(x,y) = Pa,p(x,y). Using analysis techniques from [BFL20], we
can use the ability to find such “colliding” polynomials to solve the discrete log problem. We provide details
of this analysis in Appendix A.

To achieve TM-tightness, the discrete log reduction picks two of the PAIR oracle queries at random and
assumes that they give colliding polynomials. To achieve AM-tightness, we can check every pair of queries
for collisions using the memory-tight rewinding technique of Auerbach, et al [ACFK17]. Namely, when we
reach a new PAIR oracle query while running the Pair CDH adversary, we pause and run an extra copy of
that adversary from the start using the same coins. While running this extra copy, each time it makes a PAIRr
oracle query we check if this gives a colliding polynomial with the query we paused at in the first adversary.
Ignoring memory tightness, A could remember all of the PAIR oracle queries and check them at the end of
execution, but then it is not clear how to achieve better time efficiency than checking each pair of queries.

When working in a generic group model [Sho97, Mau05] we can use the same line of reasoning and then
information theoretically bound the probability that an adversary finds colliding polynomials by O(q?/p)
where ¢ is the number of queries the Pair CDH adversary makes.

3.4 (Strong) Twin CDH Assumption

Now we recall the Strong Twin CDH Assumption and extend the proof of Cash, Kiltz, and Shoup [CKS09]
to show in the multi-user, multi-challenge setting it is TAM-tightly implied by CDH.

Consider the games shown in Fig. 6. Therein, the attack can make NEW(u) queries to receive group
elements W, X,, and CHAL(u, i) queries to receive Y,, ; = g¥=i. The attacks goal is to compute Wy™* X"
for some wu,i. The basic notion of Twin CDH security is captured by the game G*@" in which the attacker
has no additional oracle. The Strong Twin CDH security notion is capture by G in which the attacker’s
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Game Gg(A) NEw(u)

(gapy O) G Wy «— g“’u; X, — gzu
Wy <8 Z;:? T() <8 Z;': Return (Wy, Xu)

Y., <3 Z:

O — | //Gtcdh

O « STRONG / /G
(u,i, Z, ) s ANEW:CHALO STRONG(u, Y, Z, )

Return (Z = g¥+Y»¢) and (¥ = g®«¥w1) Return (Z =Y™*) and (¥ = Y")

CHAL(u, 1)
Yu,i < g¥+%; Return Yu ;

Fig. 6. Security games capturing two variants of the twin computational Diffie-Hellman problem, namely Twin CDH
and Strong Twin CDH.

oracle STRONG is a natural extension of the oracle from Strong CDH. Given (u,Y, Z,¥), the oracle tells the
attacker whether (W,,Y, Z) and (X,,Y,¥) are both valid CDH tuples.

For x € {tcdh, stcdh} we define Advg (A) = Pr[G§ (A)]. We assume that user identifiers, u, are drawn from
some fixed set U and challenge identifiers, i, are drawn from a fixed set Z.

CDH = STrONG TwIN CDH. Next we show that CDH security TAM-tightly implies Strong Twin CDH
security. This is a relatively straightforward extension of Theorem 3 from [CKS09] to cover the multi-user,
multi-challenge setting and to take memory-tightness into account.®

Lemma 4 (CDH = Strong Twin CDH). Let G be a group and Asican be an adversary for G%f‘:dh with
(gNew, gonar, 90) = Query(A). Then we can construct a Fes(U, Z,,) x Fes(U, Z,,)-oracle adversary Bean (given
in the proof) such that

AdVE (Agtean) < AdVE" (Bean) + (qnew + 2q0 + 1)/p

QuerY(Bcdh) = (QNEw; 4CHAL, 0)
Time* (Ben) = Time(Asican) + O(gnew + go) Time(G)
Mem™* (Ben) = Mem(Astean) + O(Mem(G)).

The version of this theorem given in [CKS09] erroneously has an additional claim regarding the conditional
probability that (its version of) Ben succeeds given that it has not set the flag false.

The following lemma (taken from [CKS09] with minor modifications), gives a “trapdoor” method for
simulating the Strong Twin CDH STRONG oracle for an algorithm allowed to pick the value of X. We will
implicitly use this in our proof of Lemma 4. To be self-contained we embed a proof of Lemma 5 into our
proof, rather than making explicit use of it.

Lemma 5 (Trapdoor Test, Thm. 2 from [CKS09]). Let G = (g,p,0) be a group. Fix W € (g) and
suppose X,r,s are sampled by r «sZy,, s «s 2Ly, X < g'W™". Further suppose that Y, Z, ¥ are random
variables taking values in {g), which are defined as some function of W, X. Then we have:

(i) X is uniformly distributed in {g);
(i) W and X are independent;
(i5i) If w = dlog(W) and x = dlog(X), then the probability that the truth value of Z™W =Y* does not agree
with the truth value of Z =YY AW = Y7 is at most 1/p. Moreover, if the latter is true, then the former
necessarily is.

8 We could alternatively have used the single challenge version of this result from CKS and then given a variation
on Lemma 3 to show the single challenge version of Strong Twin CDH implies the multi-challenge version.
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Adversary B0 SIMNEW (u) SIMSTRONG(u, Y, Z, ¥)

(g,p,0) < G Wy <« NEW(u) ru — g(u)
g s Fes(U, Zy) ru < g(u) Su < h(u)
h «s Fes(U,Zy) Su <« h(u) Return (Z™¥ = Y*v)
(qu’ Z, EP) s Ailgél:EW,CHAL,SIMSTRDN(} Xu - gsuwfru
7y < g(u); 84 < h(u) Return (W, X.)
If (Z™ew # Y°w)
fail < true

Return (u,i,7)

Hybrids H, for 0 < xk < 3 NEW (u)

(g,p,o) —~G Wy «— gw”; Xy «— gzu
w(.y <3 Z:;; Y(.,) <S8 Z;; Return (W, X.)

w(y <3 Zp [/Hos CHAL(u, )

Ty «<$Zp [/Hp1s)

ml, Return Y, ;
S(y <y +reywey //Hpas)

S(y <8 Lp; 7y <3 Zp //Hiz,00) STRONG(u, Y, Z,¥)
T() <= S() — () W //H|3,oc) bool — ((Z = Y**) and (¥ =Y*"))
(u,i, Z, W) «s ANEW,CHAL,STRONG Return bool //Hjo,1)

Return (Z = g¥»¥»*) and (¥ = g®«¥=?) If bool # (Z™W =Y**): //H[1 o)
bad <« true //H|1_ﬁ)
Return bool //Hp; 2
Return (Z™¥ = Y"™) //Hp1 o)

Fig. 7. Adversary and hybrids used for proof of Lemma 4.

Proof (of Lemma 4). Consider the adversary Begn shown in Fig. 7. It runs Agicdn, giving it direct access to
CHAL and simulating its NEW and STRONG oracles. To simulate NEW it first queries its own oracle NEW
to obtain W, and then locally picks its own 7, s,, using random functions g, h, from which it derives X,
in a manner mirroring the setup of Lemma 5. Then the trapdoor test from that lemma is used to simulate
STRONG. Once Ascan outputs (u,i, Z,¥), adversary Begn sets the flag fail if Z, ¥ fail the trapdoor test and
outputs (u,4, Z) as its final response. We do not make use of fail.

The claims about Begpn’s efficiency are clear from its code. Adversary Begn perfectly simulates the expected
view of Agtedn except that X, is uniform in {(g) rather than {(g)~\ {1g} and SIMSTRONG will sometimes return
true on inputs for which STRONG would have returned false.

Let Hg be a hybrid game which is identical to ch‘jh except each z, is sampled from Z, rather than
ZY%, as defined by Fig. 7. Then /—\dngdh(.Astcdh) = Pr[GEth(Astcdh)] < Pr[Ho] + (gnew + g0 + 1)/p where
(gnew + go + 1) is an upper bound on the total number of z,, values used by the game.

Now consider Hy, wherein variables r(.) and s are introduced. In STRONG, we attempt to return the
boolean (Z™W = Y*u) in place of ((Z = Y¥) and (¥ = Y*+)), but set a bad flag and return the latter if
these two differ. None of this changes the behavior of the game, so Pr[Hg] = Pr[H1].

In Hy, the STRONG oracle always returns (Z™W¥ = Y*v) and so is identical to H; unless bad is set, giving
Pr[Hz] < Pr[H;] + Pr[H; sets bad]. Note that the view of A is independent of r(-) in H;. We will show that
each STRONG query has a probability of 1/p of setting bad, giving an overall bound of Pr[H; sets bad] < go/p.
For a given query let y = dlog(Y), z = dlog(Z), and ¢ = dlog(¢)). Then we care about when the boolean
(a) (zry + ¢ = ys,) differs from (b) ((z = yw,) and (¢ = yz,)), where these are following equations are
evaluated mod p. The following calculation establishes that (a) must hold if (b) does

21y + U = ywyTy + YTy = Y(Wyry + Ty) = YSy.
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The following calculation establishes that (a) must not hold if z = yw, and ¢ # yz,
2ry + '(/J = YWy Ty + ’(/J F YWy Ty + YTy = y<quu + xu) = YSu-

Now suppose that (a) holds, but z # yw,, or equivalently z — yw,, # 0. Then zr, + ¥ = ys, = y(wury + Ty).
Solving this for 7, gives
Ty = (YTu — w)/(z - ywu)

which is well defined because z — yw, # 0. As the view of A is independent of r, we can think of it being
sampled after .4 makes its query, in which case there is a 1/p chance it happens to equal (ya, —¥)/(z —yw,).

Finally, in Hz we switch from sy being defined in terms of x(. to s, being uniform and z(.) defined in
terms of it. This is equivalent, so Pr[H3] = Pr[Hz]. Now the view B, gives to Agcdn is identical to its view
in Pr[Hs]. Note its choice of X,, in SIMNEW implicitly sets z,, = dlog(X,,) to have the desired value. If Agcdn
would win, then Z = g% and so Begn will win. Hence, Pr[H3] < Advg'h(Bcdh). O

4 Hashed ElGamal KEMs

In this section we present the first example of KEMs with TAM-tight proofs in the multi-user, multi-challenge
setting. The KEMs we consider are variants of the ECIES and Cramer-Shoup Hashed ElGamal KEMs. These
variants augment the existing schemes by adding random strings to the ciphertexts and/or keys which are
subsequently included in random oracle queries. Our reductions make use of these strings to store pertinent
information that will be needed to answer later oracle queries.

4.1 Augmented ECIES

AUGMENTED VERSION. We start with the ECIES [ABR9S8| variant of Hashed ElGamal. Our augmented
version of ECIES includes a random string a in the ciphertext. The augmented ECIES key encapsulation
mechanism aECIES|G, K, 1] is parameterized by a group G = (g, p, o), key space K, and length of the random
string, {. The parameters G, K, and [ are fixed for an instance of augmented ECIES, so we use aECIES and
aECIES[G, K, 1] interchangeably. We define the scheme as follows with aECIES.K = K and aECIES.IM =
Fes({0,1} x G, K). Its ciphertext set is defined by aECIES.C(ek) = {0,1}! x ((g) ~ {1g})

aECIES.K aECIES.E* (ek) aECIES.D™(dk, (a,Y))
x s 7% a s {0,1} Z <Yy
ek — g” y <= Zy K « H(a,Z)
dk <z Y « gV Return K
Return (ek, dk) |Z « ek¥
K —H(a, 2)
Return ((a,Y), K)

OVERVIEW OF EXISTING TECHNIQUES AND ASSOCIATED CHALLENGES. Bhattacharyya [Bha20] studied
ECIES in the memory-aware setting. They pointed out that the technique of simulating random oracles with
PRF's introduced in [ACFK17] cannot be used for this family of KEMs, as in general, decapsulation queries
cannot be simulated by the reduction. For example, if a PRF F is used as F(k, Z) instead of the random
oracle H(Z), for a decapsulation query Y the reduction needs to return F(k, Y %) which it cannot compute.’

Bhattacharyya used the map-then-prf technique as a workaround for groups with pairings. In this tech-
nique, the input Z to the random oracle is first operated on by a bilinear map e(g, Z), and then by the PRF
F. Hence, the query H(Z) is simulated as F(k,e(g, Z)) and a decapsulation query for Y can be simulated

9 We discuss the use of PRFs to match prior work, but we use random function oracles in our theorem instead,
following the oracle adversary framework.
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as F(k,e(ek,Y)) for all non-challenge ciphertexts. The reduction remembers the challenge ciphertext and
responds appropriately when it is queried to DECAP.

This does not scale to the multi-user, multi-challenge setting since it requires that the reduction re-
members all the challenge ciphertexts, incurring a memory overhead. Our solution for augmented ECIES
combines Ghoshal et al.’s message encoding technique [GGJT22] with the map-then-rf technique. We encode
the identifying information of challenge ciphertexts in a using a random injection so that this information
can be recovered when an appropriate oracle query is made. To avoid the need for an efficiently computable
pairing we make use of our new Pair CDH assumption. Our result is captured in Theorem 1.

Theorem 1 (Pair CDH = $CCA). Let aECIES = aECIES|G, K, ] where G = (g, p,0) is a prime order
group. Let A be an adversary with Query(A) = (gNew, @Excar, @Decar; qu) and assume 2! = [U x Z|. Then
Fig. 9 gives a Fes({0, 1} x Z,, K) x Inj* (U x T, {0, 1}})-oracle adversary Bpean such that

2
mu-$cca dh 9E~c 2(|I| + qENCAP) * @DECcAP
A VaECIES (A) < AdV(EC (chdh) + ;?AP + 2l(p — 1)
Quer)’(chdh) = ((QNEW + gEncar + @Decar + QH)a (qENCAP + gDEcar + QH)7 (qENCAP + 2¢Drcar + 2(]H))
Time* (Bpeah) = O(Time(A)) and Mem™(Bycan) = O(Mem(A)).

CHOOSING THE AUXILIARY STRING LENGTH. When instantiating this scheme one must choose the parameter
I which determines the length of a. Larger [ incurs a communication cost, while too small of a [ can harm
the concrete security results. We can expect the ¢&.,,/2' term to dominate the information theoretic part
of the bound. Suppose we consider 232 users receiving 23? ciphertexts each (e.g. [U| = |Z] ~ 232 and
@Excar = @peear ~ 20%) with a group of size p ~ 22°°. With a cautious choice of | = 256, the size of the
ciphertext is not too significantly increased, we get ¢2,..,/2 ~ 27128, If we aim for bounding the information
theoretic term to around 2754, then we can pick | = 192.

However, these estimates assumed that |/ and |Z| were roughly equal to the number of users and
ciphertexts per user. As discussed in Sec. 2.6, the names for users/challenges might come from a set which
is much larger than the total number of users/challenge. At an extreme, one might have U = 7 = {0, 1}*.
To resolve this we can consider the technique described in that section of hashing these identifiers down
to smaller sets U’ and Z’, which will require larger choices for . This adds advantage terms 0.5¢2/|U’| and
0.5¢.q?/|Z'| where ¢, and g; are, respectively, the number of distinct users and encryptions per user. Using
the parameter estimates from above (with ¢, = ¢; ~ 23?) we can get a bound around 27* by picking
'] = 2128 and |Z’| = 299 or a bound around 27128 by picking [U’| = 219% and |Z’| = 2244, For the security
bound, I = 192 or | = 256 would suffice, however, we additionally require 2* > |U x Z| so that the injection
is well-defined. Thus, in this case we would require [ = 288 or | = 436.

INTUITION. For each ENCAP query, our Pair CDH adversary programs the random string a as the output
of a random injection applied to user identity v and challenge identifier ¢ and simulates the random oracle
H(a, Z) as H(a, PAIR(g, Z)). This allows us to simulate decapsulations because PAIR(g, g*¥) = PAIR(g”, g¥).

Our adversary simulates the i-th challenge ciphertext for v as CHAL(w, 7). To determine if a decapsulation
query (u,a,Y) is for a challenge ciphertext, the reduction first inverts a to obtain (v,4). If v = wu, it re-
queries CHAL(u, %) to obtain the corresponding ciphertext Y, ;. If Y =Y, ;, the reduction assumes this was
a challenge ciphertext. Finally, when the adversary A queries the oracle H with (a, Z) such that a=! = (u, 1)
and PAIR(g, Z) = PAIR(NEW(u), CHAL(u, 7)), the reduction outputs Z and wins the Pair CDH game.

Proof (of Theorem 1). We use a sequence of hybrids H{ through Hi, H3 through H?, and H} through H?
presented in Fig. 8 where we establish the following claims that upper bound the advantage of A.

1. Adviicicea( 4) = 2 Pr[H] — 1
2. Pr[H}] < Pr[
3. Pr[Hi] = Pr[
4. Pr[H?] < Pr

5. Pr[H3] < Pr[H$] + Pr[b = 0 A H$ sets bad]
Hé] + q]%:NCAP/2l+1 6' Pr[H?] < %
H? ] 7. Pr[b = 0 A H? sets bad] < AdvE®" (Byean)/2
Hg] + (|I| + qu\'CAP) : qDECAP/(2l : (p - 1))
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Hybrids Hj,

b<—s{0,1}

o) s Zy; X() —g"0
7‘[1,7‘[0 «—saCS.IM

Dy < {0,1} x z,

H s Fes({0,1}, D1, K)
gt —sInjt (U x 7,{0,1}")
h s Fes(U x I,Z%)

q <sInj(Zy, Zy)

b/ s ANEW,ENCAP,DHCAP,H
Return (b = b)
NEw(u) //H' H? H?
Return X,

Encap(u,4) //H!

If Clu,i] # L:
(a,Y) < Clu,i]
Return ((a,Y),T[u,a,Y])

Iu] < Iu] v {z}

a < {0, 1}l //HFO,I)

a < g(u,) //H} )

Y <% Z;f‘ //Hllo,l)

Y h(uvi) //H[]L,;c)

Y —g¥ Z < X{

K" —Hi(a, 2)

K’ K //H|lo,2)

K° Ho(ll, Z) //H|12,oc)

Tlu,a,Y] — K*°

Clu,i] < (a,Y)

Return ((a,Y), K°)

DecaP(u,a,Y) //H'

(U7i) A gil(a) //H|13,oc)

If Tlu,a,Y] # L //H; 4

Ifv =uvandie€ I[u] and (a,Y) = Clu,i]: //Hf; .,
Return T'[u,a,Y]

Z «— Y™

K« Hi(a,2)

Return K

H(a, Z) //H

Return H1(a, Z)

ENCAP(u,3) //H?
If Clu,i] # L:
(a,Y) « Clu,i]

Iu] « Ifu] v {i}
a <« g(u,1)
y — h(u,1)
Y —g¥ Z — X!

Tlu,a,Y] « K®
Clu,i] < (a,Y)
Return ((a,Y), K*)

Return ((a,Y),T[u,a,Y])

K" « Hy(a, PAIR(g, 2)) //HE, )
Kb <« 7—Zb(a, PAIR(XU7 Y)) //H%L,’t)

DEecaP(u,a,Y) //H?
(v,9) < g~ '(a)

H(a,Z) //H?

Return #1(a, PAIR(g, Z))

If i € I[u] and (a,Y) = Clu,i]:

Return T'[u, a,Y]

Return Hy(a, PAIR(X.,Y)) //H}, )

Z <Y //H.IZ(]AI)

K < 7'21(@, PAIR(g, Z)) //Hﬁ),l)

Return K

K « Hi(a, PAIR(X,,Y)) //HE, )

PAIR(X,Y) //Internal, H?

z «— dlog(X); y « dlog(Y)

Return g(zy)

ENcAP(u,3) //H?

a < g(u,1)

Y — gh(u,i)

K% — Hy(a, PAIR(X,,Y))
Return ((a,Y), K°)

DEecaP(u,a,Y) //H?
(v,i) < g7 (a)

Ifi # L and a = g(u,?) and Y = gh(“’i): If (u,i) # L: //H[‘l

Return Hy(a, PAIR(X,,Y))
K « Hi(a, PAIR(X,,Y))
Return K
PAIR(X,Y) //Internal, H?

z «— dlog(X); y « dlog(Y)
Return g(zy)

H(a, Z) //H?
(u,9) < g7 (a) //H}1 )
,00)
Y —g"? //H}
If PAIR(g, Z) = PAIR(X,,Y): //H, )
bad « true //H},
Return Hy(a, PAIR(g, Z)) //H:E1 )
Return H, (a, PAIR(g, Z))

Fig. 8. Hybrids games used in proof of Theorem 1. Note that NEW is shared between all hybrids. Oracles labelled

“internal” are not accessible to the adversary. Grey highlighting indicates changes from earlier games.
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TRANSITION TO H}. We claim that the view of A in HJ is identical to its view in GTeeie3 (Fig. 3) if b is chosen

uniformly. We obtained H} by substituting the code of aECIES into Gmu$cca and making some notational
changes. Note that H}’s final output is whether b’ = b, so standard conditional probability calculations give
that AdviEcies® (A) = 2Pr[HY] — 1.

TRANSITION H} TO Hi. First we transition to H}, where we use a random injection g to sample a and a
random function A to sample y. Since the inputs to g and h never repeat, the switching lemma gives us
Pr[H}] < Pr[H!] + g3,00,/(2-2).

In Hi we switch from sampling Ky uniformly at random to assigning it the output of the random function
Ho. As the input to Ho never repeats (in particular the a = g(u,i) component), this does not change the
view of the adversary and Pr[H}] = Pr[Hi].

In H}, we modify the DECAP oracle where we switch the conditional from checking whether T'[u, a,Y] # L
to evaluating the boolean (v = w and ¢ € I[u] and (a,Y) = C[u,i]). Here I[u] tracks the ¢ values for which
ENcaP(u,i) has been queried. The check (a,Y) = C[u,i] implicitly checks if u = v because the first
component of Cfu, ] is g(u, ), so in the next game transition we will drop the v = u check. These conditions
are equivalent since T[u,a,Y] # L iff the attacker queried ENCAP(u, ) (i.e., ¢ € I[u]) which produced the
ciphertext (a,Y) (i.e., (a,Y) = C[u,i] = (g(u, 1), g"®?)). Hence, Pr[H}] = Pr[H}].

TRANSITION H} TO H2 (MAP-THEN-RF). Next we transition to hybrid HZ. We have highlighted the ways
in which H2 differs from H}. We have replaced the hash functions H; with H, o A where X is defined by
Ma, Z) = (a, PAIR(g, Z)). Note that X is an injection because PAIR(g, -) is. As H is a random function and
A is an injection, their composition is a random function. Hence, Pr[H}] = Pr[H3].

TRANSITION HZ TO H?.In game H?, we use the bilinearity of PAIR to compute PAIR(g, Z) without knowing
Z in ENCAP and DECAP. We use the X, and Y from which Z was derived in a way that ensures dlog(Z) =
dlog(X,,) - dlog(Y). We have Pr[H2] = Pr[H?].

TRANSITION H? TO H}. Next we transition to the final set of hybrids H3, starting with H3. We highlighted
important ways in which H3 is different from H?. In H}, have removed the tables I, C, and T. Table T was
not being used anywhere. Where C' was being used we instead recompute a = g(u,4) and Y = g"(®%)_ The
removal of I is the one place where our change modifies the behavior of the game. In DECAP, the check if
i € I[u] has been replaced with simply checking for ¢ # L. Hence, the games differ if the adversary makes a
query DECAP(u, a,Y) with a = g(u,i) and Y = g"®? despite having not queried ENCAP(u, ).

We can information theoretically bound the probability of this. We analyze this probability in H? where
the view of the adversary only depends on values of g(v,¢) and h(v, ) for which i € I[v]. Consider some fixed
point in time when A makes a DECAP(u,a,Y’) query with an a not previously returned by encapsulation.
Using this view, the adversary must guess some a = g(u, i) such that ¢ € Z~\ I[u] along with the corresponding
Y = g"®9), There are |Z| points in the image of g(u, -), of which the adversary has seen |I[u]| from ENCAP.
There are 2! points in the codomain of g(-,-), of which the adversary has seen |I[/]| from ENCAP, where
we define I[U] = { (u,%) : i € I[u] }. Thus we can bound the probability that the adversary picks such an
a€ g(u,-) by

9(u, ) ~ g(u, I[u])] _ [Z] = [I[u]] _ [Z] + [[U]] = [I[u]] _ [Z] + gexear
0.1} ~gIlul)l 2 = 1]~ 2 N 28

In the last inequality we’ve used that |[I[U]| < grncap- The adversary must additionally have guessed the
correct g"*? which it has an 1/(p— 1) chance of having done (as h is a random function). Applying a union
bound across all DECAP queries gives the bound Pr[H?] < Pr[H3] + (|Z] + ¢excar) - qDrcar/(28 - (p — 1)).

TRANSITION H3 TO H$.In H$, we have modified H to add a bad condition. In particular, if the attacker
every makes a H(a, Z) query that could possibly correspond to the calculation of a key in ENCAP, then the
oracle uses H;, instead of H;. Games H3 and H? only differ when b = 0 and the bad flag gets set. By the
fundamental lemma of game playing proofs, Pr[H3] < Pr[H3] + Pr[b = 0 A H3 sets bad].

Now in H$, the bit b is only used for determining which of H, and H, is to be used for hash evaluations
based on challenge ciphertexts inside of ENCAP, DECAP, and H. Because this use is consistent between all
oracles, the adversary’s view is independent of the bit b and Pr[H$] < 1/2.
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Adversary Blljc?;’CHAL’PAIR SIMDECAP(u,a,Y) SiMH(a, Z)
H s Fes({0, 1} x Z,, K) (v,i) < g~ (a) (u,1) < 9 (a)
g<sInjiUd x Z,{0,1}") Xy — NEW(u) If (u,7) # L:
b s ANEW,S[MENCAP,SIMDECAP,SIMH Yu,i — CHAL(u, ’L) Xy «— NEW(U)
Return | Ifi# 1 and a = g(u,4) and Y = Y, ;: Y « CHAL(u,1)
. Return H(a, PAIR(X.,Y)) If PAaIR(g, Z) = PAIR(X.,Y):
SMEN(C—‘W K H(a, PAIR(X,, Y)) OUTPUT(u,, Z)
i((_ﬁ 11\LI7EZW(u) Return K Return H(a, PATR(g, Z))

Y « CHAL(u, )
K « H(a, PAIR(X,,Y))
Return ((a,Y), K°)

Fig. 9. Adversary Bpcan for Theorem 1 proving the security of aECIES.

To bound Pr[b = 0 A H} sets bad], we construct an adversary Bpean given in Fig. 9 against the Pair CDH
security of G. It uses NEwW for obtaining users’ public keys, CHAL for simulating challenge ciphertexts, and
its oracle PAIR wherever the internal PAIR was used in H$ — perfectly simulating A’s view from H? when
b = 0. Following the argument above about Hy and Hy being indistinguishable in H$, the adversary simply
uses a single hash function H. Whenever the flag bad is set, Bpcqn outputs the corresponding (u,4, Z) and
wins the Pair CDH game. Therefore, Pr[H? sets bad|b = 0] < AdVPe™" (Bpean). Clearly Pr[b=0] = 1/2. o

4.2 Augmented Cramer-Shoup KEM

AUGMENTED VERSION. In this section we present a memory-tight reduction for an augmented version of the
Cramer-Shoup KEM [CS03]. The augmented Cramer-Shoup key encapsulation mechanism aCS[G, K, 1, l5]
is parameterized by a group G = (g, p, o), key space K, and lengths of a random strings, l1, l. We often think
of the parameters as fixed and use aCS in place of aCS[G, K, I1,l2]. We let aCS.IM = Fcs({0,1}11+2 x G2, K)
and define the scheme as follows. Its keyspace is defined by aCS.KC = K and its ciphertext set by aCS.C(ek) =

{0, 1} x (&) ~ {1e})-

aCS.K aCS.E"((a, X))  [aCS.D*((a, ), (a,Y))
a «s{0,1}1 a s {0, 1} Z <YY"

T s Zy y s 7% K« H(a,a,Y,Z)

ek — (a,g") Y «—g¥ Return K

dk — (o, x) Z — XY
Return (ek,dk) |K « H(a,a,Y, Z)
Return ((a,Y), K)

OVERVIEW OF EXISTING TECHNIQUES AND ASSOCIATED CHALLENGES. A traditional security reduction for
the Cramer-Shoup KEM (i.e. aCS with Iy = I = 0) from the Strong CDH problem in the single-user, single-
challenge setting uses the lazy sampling technique to simulate H as a random oracle. The reduction maintains
a table T to store H queries and corresponding responses. When the adversary makes a decapsulation
query on Y, the reduction checks the table to see if an entry T[Y, Z] exists such that GAP(X,Y, Z) = true
where X = g” is the public key. If the entry exists, it returns the corresponding value. Otherwise, the
reduction samples a new uniformly random element K from the key set K, stores T[Y,_] « K and returns
K. The second entry is filled in the table T" when the adversary makes a hash query for (Y, Z) such that
GAP(X,Y,Z) = true. The reduction wins the Strong CDH game if it outputs a Z such that Z = g*¥,
which it does by waiting for the Cramer-Shoup adversary to query its hash oracle on inputs (Y, Z) such that
GAP(X,Y, Z) = true. Due to the use of the table T', this reduction is not memory- or time-tight.
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Like with ECIES, the random oracle simulation using PRF technique cannot be used here as it is not
possible for the reduction to simulate decapsulation queries using the PRF. Bhattacharyya avoided this issue
by using the map-then-prf technique, defining (Y, Z) so that when Z = Y% H(Y, Z) is computable from
ek,Y . This allows properly responding to (all non-challenge) decapsulation queries when the reduction only
has access to Y and cannot compute Z = Y%, Since there is only one challenge ciphertext, the reduction
simply remembers the challenge ciphertext so it can respond correctly when the adversary forwards the
challenge ciphertext.

This proof breaks in the multi-user/multi-challenge setting because it is not clear how to identify and
respond to challenge ciphertexts without simply storing them all. Augmenting the scheme with random
strings a and a allows encoding the information needed to appropriately respond to queries. Our result is
captured by the following theorem.

Theorem 2 (Strong CDH = $CCA). Let G = (g,p,0) be a group of prime order p. Let IC, I and ls be
fized. Define aCS = aCS[G, K, 11, l2].

Let A be an adversary with Query(A) = (qxgw, @Excar; @Drcar, H)- Assume that 21 = |U| and 22 > |Z|.
We construct a Fes({0,1}112 x G x G,,K) x Inj= (U, {0,1}) x Inj* (U, T, {0, 1}2)-oracle adversary B such
that

‘U|(|Z/{‘ - 1) Q]%:NCAP 2qDECAP|I|
T YT T
Quer}’(B) = (qNEW7 (qENCAP + gDecar + QH)a QH)
Time*(B) = O(Time(A)) and Mem™(B) = O(Mem/(A)).

AdviEs®? (A) < AdvE™ (B)

The proof of this result is given in Appendix B. We will later observe that this result can be captured as
a special case of our Theorem 4.

The proceedings version of this work claimed security for a version of this scheme captured by setting
l; = 0. There was a bug in our proof of that result and we do not know how to TAM-tightly prove multi-user
security of that scheme. TAM-tight single-user, multi-challenge security is captured by the above with I; = 0
and |U| = 1.

In the proof we observe that the bound could more precisely be written as

mu-$cca scdh qu (Qu - 1) Quqz‘Q 2¢Drcar - ‘I|
Advies®“?(A) < Advg ™ (B) + o + ol + Sla-+Hop (KEM)

where ¢, is the number of distinct values of u that A queries to its NEw, ENCAP, and DECAP oracles and g;
is the maximum number of distinct values of 7 that A queries to any user’s ENCAP(u, -) oracle. Alternatively,
we could use qil in place of g,q?, where g, ; is the number of distinct values of (u,4) that A queries to its
EncaAP oracle.

INTUITION. In this proof, our Strong CDH adversary programs the random string « as the output of a random
injection f applied to user identity u and the random string a as the output of a tweakable random injection
gu (with the user identity u as the tweak) applied to challenge identifier . It simulates the random oracle
H(f(u),a,Y,Z) as H(f(u),a,Y,*) when STRONG(u, Y, Z) is true. This allows us to simulate decapsulations
because STRONG(u, Y, Z) always holds in DECAP.

The adversary simulates challenge ciphertexts using its own CHAL(u, 7). To determine if a decapsulation

query (u,a,Y) is for a challenge ciphertext, the reduction first inverts a to obtain 4. If ¢ % L, it re-queries
CHAL(u, %) obtain the corresponding ciphertext Y, ;. If Y =Y, ;, the reduction assumes this was a challenge
ciphertext. Finally, when the adversary A queries the oracle H with (a,a,Y,Z) such that f~'(a) = u,
g.t(a) = i, STRONG(u,Y, Z) = true, and Y = CHAL(u,i), the reduction outputs (u,i,Z) and wins the
Strong CDH game.
REMOVING KEY AUGMENTATION WITH KNOWN USERS. In aCS (and schemes to come) we augment the
keys with a string o which is included in each random oracle query. The proof uses this as a way to identify
which user a given random oracle query “belongs to”. In a setting where user identifiers are known (and in
particular can be included as an input to the algorithms of the KEM) one could omit refrain from augmenting
the keys and instead directly include u in each random oracle query.
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CHOOSING THE AUXILIARY STRING LENGTH. We consider how the lengths I; and ls affect the tightness of
our result. Assume again 232 users receiving 2°? ciphertexts each (so q, = ¢; ~ 23? and gpgear ~ 2%%) and
aim for the information theoretic term of our bound to be in the ballpark of 27%4 or 27128, For the setting
that [U| = |Z| ~ 232, we can use the alternate statement of the bound to derive that (Iy,l2) ~ (128,160)
gives 274 and (11, 12) ~ (192,224) gives 27128, For the setting that || and |Z| are large so we have to hash
down to U’ and 7', we derive that ([U’|,|Z'],11,12) ~ (21%8,2160 128,160) gives 2754 and (|U'], |Z’|,11,12) ~
(21922224 192, 224) gives 27128,

4.3 Augmented Twin ElGamal KEM

Now we give a TAM-tight proof for an augmented version of the Twin ElGamal KEM from plain CDH
security. The original security proof for the Twin ElGamal KEM given by Cash, Kiltz, and Shoup [CKS09]
(CKS) closely mirrors the security proof for the Cramer-Shoup KEM based on Strong CDH. We modify our
proof for the security of the Cramer-Shoup KEM (Theorem 2) to use Strong Twin CDH to TAM-tightly
establish the security of the augmented Twin ElGamal KEM.

AUGMENTED VERSION. In this section we present a memory-tight reduction for an augmented version of the
Twin ElGamal KEM [CKS09]. The augmented Twin ElGamal KEM aTWIN[G, K, [;,l2] is parameterized
by a group G = (g,p,0), key space K, and lengths of the random strings, l1,l5. We treat the parameters
G,K,, l1, and I3 as constants and often write aTWIN in place of aTWIN[G, K,11,12]. We set aTWIN.IM as
Fes({0,1}11*!2 x G3,K) and define the scheme as follows. Its keyspace is defined by aTWIN.K = K and its
ciphertext set by aTWIN.C(ek) = {0,1}!2 x ((g) ~ {1g}) x ({g) ~ {1g})-

aTWIN.K aTWIN.E* ((a, W, X))|aTWIN.D* ((a, w, ), (a, Y))
a—s {0, 1} |g—s{0,1}2 Z— YU W Y®
(/A y s L} K —H(a,a,Y,Z,W)

ek — (a,g",g")|Y «— g¥ Return K

dk — (c,w,z) |Z — WY, ¥ «— XV
Return (ek,dk) |K < H(a,a,Y,Z, W)
Return ((a,Y), K)

The following theorem captures our TAM-tight security result for this scheme.

Theorem 3 (Strong Twin CDH = $CCA). Let G = (g,p,0) be a group of prime order p. Let K, 11,
and lz be fized. Define aTWIN = aTWIN[G, K, 1, 15].

Let A be a adversary with Query(A) = (gNew, @Excar, qDecar; qH)- Assume that 21t > [U| and 21 > |Z|.
We construct a Fes({0,1}1+2 x G x G2,K) x Inj* (U, {0,1}1) x Inj* (U, Z,{0,1}2)-0racle adversary B as
defined in Fig. 15 such that

n |U|(|U| - 1) + Q]%]NCAP 2qDECAP‘I|
T TG

QuerY(B) = (qNEW7 (qENCAP + qDEcar + QH)7 (IH)

Time*(B) = O(Time(A))

Mem™(B) = O(Mem(A)).

AdviTin: (A) < Advg™"(B)

The proof of this result is given in Appendix C. It is basically identical to the proof of Theorem 2, just
with the two group elements Z and ¥ wherever the prior proof had Z. Consequently, we explicitly write the
hybrids games and relationships between them, but leave the reader to read the explanations from the proof
of Theorem 2 to understand them. Again, we will later observe that this result can be captured as a special
case of our Theorem 4.
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5 Fujisaki-Okamoto Transformation

The Fujisaki-Okamoto [FO99, FO13] transformations use a random oracle to construct an CCA secure
KEM from a weakly (CPA) secure PKE scheme. Hofheinz, Hévelmanns, and Kiltz [HHK17] gave a modu-
lar treatment of several Fujisaki-Okamoto-style transformations by splitting them into modules that could
be analyzed individually. Bhattacharyya presented memory-tight reductions for several modules analyzed
in [HHK17] in the single-user, single-challenge setting [Bha20]. In our work, we present a general construc-
tion for CCA-secure KEMs from weakly secure KEM/PKE using Fujisaki-Okamoto-style transformation. We
use the message encoding technique along with the map-then-rf technique to prove memory-tight reductions
of the Fujisaki-Okamoto-style transformations in the multi-user, multi-challenge setting.

We divide this section into three subsections. First, we introduce the augmented transform aUl that
takes as input a weakly (OW-PCVA) secure KEM and transforms it to a CCA secure KEM by using a
random oracle. We then present a memory-tight proof for aU in the multi-user, multi-challenge setting. We
show that two of the Hashed-ElGamal KEMs discussed in Sec. 4 can be obtained as instances of the aU+
transform. In the following subsections, we introduce the transforms T and aV that can be used in succession
to construct a OW-PCVA secure PKE scheme from a weakly (CPA) secure PKE scheme. After canonically
constructing a OW-PCVA secure KEM from the OW-PCVA secure PKE (see Sec. 2.4), we can apply the
aU+' transform to obtain an augmented version of the scheme QFO™ considered by [HHK17, Bha20]. We give
memory-tight proofs for T and aV.

5.1 Augmented Transformation aU! [OW-PCVA — CCA]

The transformation aU* constructs a CCA secure key encapsulation mechanism aUEM = aU+[KEM, KC, [, I ]
from a OW-PCVA secure key encapsulation mechanism KEM), where the key set /' and lengths [y, [; are
fixed parameters of aUEM. As done before, we use aUEM instead of aUEM[KEM, IC,[;,[5] for notational
convenience. We define aUEM as follows where aUEM.IM = Fcs({0, 1}}1 2 x KEM.K x KEM.C,aUEM.K) x
KEM.IM.

aUEM.K aUEM.EM*M' ((a, ek)) [aUEM.D"*H ((a, dk), (a, ¢))
a«—s{0,1}1 a«—s{0,1} k «— KEM.D (dk, c)
(ek,dk) s KEM.K (¢, k) «s KEM.E™ (ek)[If k = L then return |

Return ((a, ek), (o, dk)) |K — H(, a,c, k) K — H(o,a, ¢, k)
Return ((a, ¢), K) Return K

We note that aUEM is -correct and e-uniform (for aUEM.C(ek) = {0,1}2 x KEM.C(ek)) if KEM is. It has
min-entropy Hy (aUEM) = Ho, (KEM).

We present a memory-tight reduction for the augmented transformation aU' in the multi-user, multi-
challenge setting. Our result is captured in the following theorem which we prove in Appendix D.

Theorem 4 (OW-PCVA = CCA). Let aUEM = aU[KEM, K, 1y,ls] where KEM is §-correct. Let A be
an adversary against aUEM with Query(A) = (qNew ¢Excars Drcars ¢a ) - Assume 21 > [U| and 2'2 > |Z|. We
construct a Fes({0,1}1+2 x KEM.C x KEM.K,, K) x Inj* (U, {0,1}1) x Inj* (U, T, {0, 1} )-oracle adversary B
such that

|U|(|Z/{| - 1) + Q%NCAP + 2¢DEcar - |I‘
2l 212 2l2+Ho (KEM)

QuerY(B> = ((ZNEWa (qENCAP + qDEcar + QH)a 4dH, 4DEcAP; QH)

Time*(B) = O(Time(A)) and Mem™ (B) = O(Mem/(A)).

Adviiien” (A) < Advggy - (B) + 2excar - 6 +

In the proof we observe that the bound could more precisely be written as

Qu(Qu - 1) qi,i 2¢Drcar - ‘Il

21 2l2 2l2+Ho (KEM)

AdvIENT (A) < Adviey P(B) + 2qu,i - 6 +
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where ¢, is the number of distinct values of u that A queries to its NEw, ENCAP, and DECAP oracles and
qu,i is the number of distinct values of (u,¢) that A queries to its ENCAP oracle. Alternatively, we could use
quq? in place of qz’i, where ¢; is the maximum number of distinct values of ¢ that A queries to any user’s
ENcAP(u, ) oracle.

The proceedings version of this work claimed security for a version of this scheme captured by setting

l; = 0. There was a bug in our proof of that result and we do not know how to TAM-tightly prove multi-user
security of that scheme. TAM-tight single-user, multi-challenge security is captured by the above with [; = 0
and |U| = 1.
INTUITION. This proof is very similar to the proof of Theorem 2. Once again, our OW-PCVA adversary
programs the random string « to be the output of the injective function f(u) and the random string a to
be the output of the tweakable random injection g, (i). We use the map-then-rf technique to simulate the
oracle H(a, a, ¢, k) as H(a, a, ¢, *) when k is the decapsulation of c.

The adversary simulates the challenge i ciphertext for user u as CHAL(u,%). To determine if a decap-
sulation query (u,a,c) is for a challenge ciphertext, the reduction first inverts a to obtain . If ¢ # 1, it
queries CHAL(u, %) and checks if this outputs c. To check for invalid ciphertexts in the simulation of DECAP,
it uses its CV oracle. Finally, when the aUEM adversary queries the H oracle with a tuple («,a, ¢, k) such
that PC(u, k, ¢) = true and ¢ = CHAL(u, i) where u = f~*(a),i = g, *(a), the reduction outputs (u, i, k) and
wins its game.

HasHED ELGAMAL KEMS. The Hashed ElGamal KEMs aCS and aTWIN can be captured by applying the
transformation aU* to weakly (OW-PCA) secure key encapsulation mechanisms gkEM and tKEM defined
below for a group G of prime order p.

gKEM.K gKEM.E(X) [gKEM.D(z, ) tKEM.K tKEM.E(W, X)[tKEM.D((w, z), ¢)
Y/ y st k«—c® w, x s L y sk k— (", c")
(ek,dk) — (g%, x)|c — g¥ Return k& ek — (g",8%) |c— gV Return k&

Return (ek,dk) |k « XY dk — (w, ) k— (WY, XV)

Return (¢, k)

Return (ek, dk) [Return (c, k)

For these KEMs, the notions of OW-PCA and OW-PCVA security are equivalent because all ¢ € G are
valid ciphertexts and we assume inclusion in the group can be efficiently checked. The OW-PCA security
of gKEM or tKEM is, respectively, equivalent to the Strong CDH or Strong Twin CDH of the underlying
group (with the strong oracle playing the role of the plaintext checking oracle). It is easy to see that
aCS = aU+[gKEM] and aTWIN = aU*[tKEM]. Both schemes are O-uniform, are perfectly correct, and have
min-entropy logs(p — 1) which allows us to recover Theorems 2 and 3 as special cases of Theorem 4.

5.2 Transformation T [CPA — OW-PCA]

The transformation T constructs a deterministic OW-PCA secure public key encryption scheme TKE
T[PKE] from a CPA secure public key encryption scheme PKE. We define TKE as follows with TKE.IM =
Fcs(PKE.M,PKE.R) x PKE.IM and TKE.M = PKE.M.

TKE.K ITKE.E?*H (ek, m) TKE.D**M'((ek, dk), c)
(ek,dk) <s PKEK ¢ — PKE.E™ (ek, m; H(m))|m — PKE.D™ (dk, c)
Return (ek;, (ek, dk)) [Return ¢ If m = L or PKE.E® (ek, m; H(m)) # ¢
Return L
Return m’

Note that the if statement in TKE.D ensures that TKE is rigid.
The following theorem gives a memory-tight reduction for T in the multi-user, multi-challenge setting
using the randomness programming technique.

Theorem 5 (CPA = OW-PCA). Let TKE = T[PKE]. If PKE is d-correct, then TKE is &'-correct for
8(q) = (¢ + 1)d(q). Let A be an adversary against TKE with Query(A) = (qNpw, qCnaL, qpc, qu). Assume
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PKE’s algorithms make at most gpe oracle queries and define ¢* = qn + qcnan(gpke + 1) + gpc(2gpke + 1).
Assume |PKE.M| = U x T. We construct an Fcs(PKE.M,PKE.R) x Inj™ (U x Z,PKE.M)-oracle adversary
B such that

0.5(qcnar + 1)% + [U| - |Z|(gu + gpc + 1)

AV P2 (A) < Adve™ (B) + U] - 8'(*) + PKEM]

Query(B) = (gNew + qPCs qCuar: @H + qPC - GPKE)
Time*(B) = O(Time(A))
Mem™*(B) = O(Mem(A)).

The proof of this theorem is given in Appendix E. In the proof, we note that the correctness term could
more precisely be written as ¢, - §'(¢*) where ¢, is the number of distinct values of w that A queries to its
oracles or outputs at the end of execution.

INTUITION. For this proof, our CPA adversary programs the random messages m to be the output of a
random injection g(u,i). It simulates the challenge ciphertext ¢ for user u by invoking its own encryption
oracle on g(u,i). It simulates the plaintext checking oracle by seeing if the given message encrypts to the
given ciphertext. If any message that A queries to its random oracle or outputs at the end of execution is in
the image of g, then our reduction assumes it is in the real world and outputs 1. In the ideal world, the view
of A is independent of g so we can information theoretically bound the probability it finds such a message.

5.3 Augmented Transformation aV [OW-PCA — OW-PCVA]

The augmented transformation aV constructs a deterministic OW-PCVA secure public key encryption scheme
VKE = aV[TKE] from a deterministic OW-PCA secure scheme TKE. The unaugmented V transformation
was given (with a single-user, single-challenge memory-tight reduction) in [Bha20]. Our augmentation adds
a random string to the keys which is included with every hash function query. We define VKE as follows with
VKE.IM = Fecs({0,1}! x TKE.M, {0,1}") x TKE.IM and VKE.M = TKE.M, where [ and 7 are fixed.

VKE.K VKE.E®*M' ((a, ek), m)|VKE.D"*M ((, ek, dk), )
a<«s{0,1} c1 — TKE.EM (ek,m) |(c1,¢2) « ¢
(ek,dk) <s TKE.K o — H(a,m) m' «— TKE.D™'(dk, ¢;)
Return ((o, ek), (o, ek, dk)) |¢ (c1,c¢2) If m' = L or H(a,m’) # co or TKE.EHI(ek,m’) #cp:
Return ¢ Return L
Return m’

Note that aV is rigid and if TKE is rigid and ¢’-correct, then aV is ¢’-correct. If TKE is rigid, then the
re-encryption inside of VKE.D is superfluous.

We present a memory-tight reduction for aV in the multi-user, multi-challenge setting using the random-
ness programming technique.

Theorem 6 (OW-PCA = OW-PCVA). Let VKE = aV[TKE] and suppose TKE is rigid and §'-correct.
Let A be an adversary against VKE with Query(A) = (qu, qcuar, @pc, qov, qu)- Assume that 28 > [U|. Assume
TKE’s algorithms make at most grke oracle queries and define ¢* = qrce(2qcuar + 2qu + gpc +qov +1) + qu.
We construct an Fes({0,1}' x TKE.M, {0,1}7) x Fes(U x TKE.C,{0,1}7) x Inj* (U, {0, 1}})-oracle adversary
B against TKE such that

2
AV P () < AV P (B) + 20U - ' (q*) + o + 1O

Query (B) = (qNew, qcnar, qpC, Gi - GTKE)
Time*(B) = O(Time(A)) and Mem™(B) = O(Mem/(A)).

The proof is given in Appendix F.
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INTUITION. Our OW-PCA adversary for this proof programs the random string « as the output of the random
injection f applied to user identity u and simulates hash oracle queries H(c, m) as H(u, VKE.E? (ek,, m))
where u = f~!(a). To simulate challenge ciphertexts, our adversary queries its own CHAL oracle to obtain
the first part of the ciphertext ¢y, and computes the hash 7:L(u, ¢1) to obtain the second part co. Similarly,
to simulate PC queries of the form PC(u, m,¢), it invokes its own PC oracle to check if the first part ¢; of
the input ciphertext ¢ decrypts to m and if so, it checks if the second part ¢y equals 7:l(u, ¢1). To simulate
the CV oracle, our adversary simply verifies the second part of the ciphertext co by hashing the first part
¢1. Finally, when the OW-PCVA adversary A outputs the tuple (m’, u,4), our reduction outputs the same
and wins its game whenever A wins.

Fuiisaki-OKAMOTO CONSTRUCTION. The public-key encryption scheme VKE obtained as a result of ap-
plying the T and aV transforms can be used to construct a CCA secure KEM using the aU' transform.
For this, we first convert VKE to a KEM as KEM = CaK[VKE]. As noted in Sec. 2.4, Advyyg " "7 (A) =

Adv?:l;?‘\A/'_KpEc]va(A) for any A. Therefore, KEM is OW-PCVA secure, and can be used as an input to the

aU* transform to obtain a CCA secure KEM, aUEM. The construction aUEM = aUl[CaK[aV[T[PKE]]]E is
essentially an augmented version of the QFO transform in [HHK17, Bha20], which one could call aQFO~—.

6 Memory-Tight Reduction for PKE Schemes (via KEM/DEM)

In this section, we provide a modified version of the TAM-tight security proof from [GGJS12] to show the
security of the KEM/DEM construction of public key encryption [CS03]. Thus, combining one of the KEMs
studied in the rest of the paper with an appropriate symmetric encryption scheme gives a PKE scheme with
a TAM-tight reduction in the multi-user, multi-challenge setting.

KEM/DEM ScHEME. Let SKE be a symmetric key encryption scheme and KEM be a key encapsulation
mechanism. Then the KEM/DEM encryption scheme KD = KD[KEM, SKE] is defined as follows, with
KD.IM = KEM.IM = SKE.IM. Assuming KEM and SKE use the same ideal model is without loss of gen-
erality as it could be the case that the set of functions is F x G where KEM only actually queries F and SKE
only actually queries G. We assume that SKE.K outputs a uniformly random key from KEM.K.

KD[KEM, SKE].K |KD[KEM, SKE].E* (ek, m)|KD[KEM, SKE].D* (dk, c)
(ek,dk) «s KEM.K|(c*, K) «<—s KEM.E*(ek) |(cF,c?) « ¢
Return (ek,dk)  |c? «s SKE.EM(K,m) K <« KEM.D*(dk, c¥)
Return (c*, c¢?) If K = 1 then return L
Return SKE.D* (K, ¢?)

We will give two different theorems capturing the TAM-tight security of KD. The first, Theorem 7,
restricts attention to challenge respecting adversaries to cover the more typical notion of security in which
repeated queries to encryption are disallowed. The second, Theorem 8, is in the more general setting where
the attacker is allowed to repeat encryption queries, receiving back the same ciphertext from its original
query. The proof of the second is harder and results in worse concrete security, corresponding to a need for
the ciphertexts of the underlying schemes to be longer.

Theorem 7. Let SKE be a symmetric key encryption scheme, KEM be a d-correct, e-uniform key encapsu-
lation mechanism, and KD = KD[SKE,KEM]. Let T = U x KEM.Ek, Dy cxy = T and Ry ) = KEM.C(ek).
Let T" = U x U, pexem ex KEM.C(ek) x N, DEU,C,CJ) = {0,1}}, and R’(%ck,l) = {0,1}3KEAD) | Assume SKE’s
and KEM’s algorithms make at most ¢ queries to the ideal model. Let A be a challenge-respecting adver-
sary against KD with Query(A) = (qpw, ¢Excs @buc, qu)- Then we can construct an Inj* (T, D', R')-oracle
adversary Bxem and Fes(U, KEM.R) x Inj™ (T, D, R)-oracle adversary against Bske such that

A V{?Bﬁcca (A) < 2Adv?chca (BKEM) + Advsmkjé&ca (BSKE) + qEnc - (25 + 6)

2q%}N(‘, + 2qEN0qDEC q]%ch + 2qDEC

T KEMC] 9SKEX
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Query(Bkem) = (qNew; qexc, qDecs g + (quxe + qpec)d’)  Query(Bske) = (¢excs qpse, g + 2qpecq’)
Time™* (Bkem) = O(Time(A)) Time™* (Bskg) = O(Time(A))
Mem* (BKEM> = O(Mem(A)) Mem* (BSKE) = O(Mem(A))

Bkem and Bske are both challenge respecting and Bske makes at most one encryption query per user.

The proof of this theorem is given in Appendix G. In the proof, we are able to make a number of
simplifying assumptions because the adversary is challenge respecting and so we do not have to worry about
maintaining consistency between repeated queries. The following theorem captures the more general case
when repeat queries are allowed, so we cannot make such simplifying assumptions. It differs from the prior
theorem in the oracles used by the adversaries and the information theoretic part of the bound.

Theorem 8. Let SKE be a symmetric key encryption scheme, KEM be a d-correct, e-uniform key encapsu-
lation mechanism, and KD = KD[SKE,KEM]. Let T = U x KEM.Ek, D, .y = T and Ry,eky = KEM.C(ek).
Let T' = U x Joperem.ex KEM.C(ek) x N, Df,, oy = {0, 1}, and R, .,y = {0, 1}°F<D. Assume SKE’s and
KEM's algorithms make at most ¢’ queries to the ideal model. Let A be an arbitrary adversary against KD
with Query(A) = (g¢New, ¢Exc; Drc, q)- Fiz v € N. Then we can construct an Fes(U x T x {0,1}*, SKE.R) x
Inj* (T, D', R')-oracle adversary Bxem and Fes(U, KEM.R) x Inj*(T, D x {0,1}7, R) x Fes({0,1}*,{0,1}7)-
oracle adversary against Bsge such that

Adeg_&ca (A) < 2AdV?E|§|$cca (BKEM) + Advrsnkjé&ca (BSKE) + QgExc * (2(5 + 8)

ZQ%NC + 2¢ENncgDrC Q]%Nc + 2¢prc (I]%:Nc 2¢Dkc |I| =27
‘KEM.C| 2SKE.xI 27 ‘KEM.C|

Query (Bkem) = (quw, qEne, @pre, @ + (qEve + @pre)q’)  Query(Bske) = (qexc, qprc, @i + 2qprcd’)
Time™* (Bkem) = O(Time(A)) Time™* (Bske) = O(Time(A))
Mem* (Bkem) = O(Mem(A)) Mem*(Bskg) = O(Mem(A)).

Bske may (with low probability) make multiple encryption queries to a user.

The proof of this result is in Appendix H. Unsurprisingly, much of the proof overlaps with that of
Theorem 7. Rather than repeat most of the logic, we give the explicit pseudocode for our hybrids and
reductions as well as the associated security bounds. Then we explain specially the places where the games
and analysis differs from the prior proof.

A primary difficulty in the proof comes from simulating the KEM ciphertext after it has been switched
to random. In the proof of Theorem 7 we are able to pick it as the output of a random injection tweaked
by the user u applied to the challenge identifier ¢. This allows us to try inverting the KEM ciphertext
during decryption to see if it could correspond to a challenge ciphertext and react appropriately if so. Doing
this in our proof of Theorem 8 would not work because it would result in two queries ENC(u,,m) and
ENcC(u,i,m’) for m # m' having the same KEM ciphertext when they should have ciphertexts that look
completely independent. So we need to make the KEM ciphertext depend on the message m. Using m as
a tweak does not work, as in decryption we would not know which m to use when using the inverse of the
inject. Using m as an input would be wholly unsatisfying as it would require the KEM ciphertext to be at
least as long as the message! We resolve this issue in our proof by hashing the message down to a shorter
string and including this as input to the injection. This works as long as the attacker does not find a collision
in the hash.

The proof includes a few other minor adjustments required to allow the correct behavior of repeating
ciphertexts when encryption queries repeat while giving seemingly independent outputs when they do not.

INSTANTIATING KD. This result proves the multi-challenge, multi-user security of KD, but requires appropri-
ate choices of KEM and SKE. Naturally, one could choose the KEMs studied earlier in this work for the first
component. Note that aU' was only proven CCA secure, where we require $CCA security. Per an earlier
observation, this gap can be bridged for any e-uniform KEM.
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For symmetric encryption, we need a scheme which achieves single-challenge, multi-user security. We are
not aware of any TAM-tight multi-user analysis of symmetric encryption scheme, so one instead needs to
pick a scheme whose multi-user, single challenge security is sufficiently strong against memory-unbounded
adversaries. Depending on the believed security of KEM, one reasonable option could be GCM with a random
nonce. In the ideal cipher model, Hoang, Tessaro, and Thiruvengadam [HTT18] showed a strong bound for
this setting which is essentially independent of the number of users.
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3.2
Game G (A) Pair([A]g, [B];) Game GE%(A)
(g,p,0) =G Require A = g%t XY 3 (g,p,0) « G
T,y s Ly Require B = g*1 Xb2y®s c sy
X —ghY gl Ol //Gh a — dlog(A); b — dlog(B) | «s A(g°)
O « PaIr //G¥< Return f(ab) Return (c = ¢)
J s Inj(Zy, Zyp) //Gapth
[Z]z —s A°(X,Y)
Return (Z = g®) and (Z = g*' X*2Y*3)

Fig. 10. Security games G* for (single-user, single-challenge) PairCDH and CDH in the algebraic group model and
security game GI1°8 for discrete log.

A Pair Diffie-Hellman in Ideal Models

We will show that in the algebraic group model CDH security and discrete log security together imply Pair
CDH security. As discrete log security is implied by CDH security in the algebraic group model, this implies
that CDH and Pair CDH are equivalent in the algebraic group model. (Indeed, discrete log security is known
to be equivalent to CDH security in the algebraic group model so all three notions are equivalent therein.)
We work with single-user, single-challenge variants of CDH security games as Lem. 3 extends readily to show
it TAM-tightly implies multi-user, multiple-challenge security in the algebraic group model.

In the algebraic group model, each time an adversary .4 outputs a group element (as an oracle query
or final output) it must additionally output a vector over Z, which “explains” how the group element can
be derived from g and all other group elements previously given to the adversary. Security games for Pair
CDH and CDH in the algebraic group model are given in Fig. 10. In these game we use the notation [A]z
to denote a tuple (A, ay,as,as) for which g#1 XY = A. We perform this check explicitly in the code.

In the same figure we give the security game for the standard notion of discrete log security in which
the adversary is given a random group element with the goal of producing its discrete logarithm. For x €
{acdh, apcdh, dlog} we define the advantage function Advg(A) = Pr[GE(A)].

The following theorem captures our security result in the algebraic model.

Theorem 9. Let G be a group and A be an adversary for G%pth. Then we can construct ch(Zg,Zp)-omcle
adversaries B for G%fdh and C for Gélog (both given in the proof) such that

AdvP" (A) < AdvE (B) + AdvEE(C) + (0.5 - gy + 4)/(p — 1)

For the theorem we have simplified by not focusing on memory or time tightness. After the proof we describe
how to modify the adversary C to achieve {AM, TM}-tight tightness.

Proof. We start by considering the adversary B defined in Fig. 11. It uses a random function f’ € ch(Zg7 Zy)
to simulate the PAIR oracle of A.
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Adversary B(X,Y) Adversary C(U) SIMPAIR([A]z, [B];)

f s ch(Zg,Zp) f s ch(Z?77 Zp) Require A = g%t X2Y 3
[Z]5 s ASMPMR(XY) Wo, Wy < L% Require B = gt Xb2y?®s
Return [Z]> Vg, Uy «$ Ly P—Pu{P;;}
X «— Uw”gvx c1 «— aiby
SiMPAIR([A]z, [B]z
([ ] [ ]b) Y — Uwygvy Co «— (a1b2 +a2b1)

Require A = g1 X2Y“3

. P — @ C3 «— (a1b3 + b1a3)
E{eﬂnéebB = ghrxb2yts ([Z]5) s ASPPAR( X, Y) ca — (azbs ;_ asbz)
c; — (;111)2 + a2b1) For P, P € P d/O ol a2b2x2
c3 < (a1bz + bras) Q= [P = Pl(ws - utvs,wy - u o) Cﬁ&a3b3/y
(’11,17 UQ) <« Zeros(Q) Return f (017 C2,C3,C4,Cs, 06)

c4 — (a2b3 + azba)

Cs < a2b2

Ce < (13b3

Return f’(c1,c2,c3,c4,c5,Co)

If g¥* = U then return u
If g“2 = U then return us
Return 0

Fig. 11. Adversaries used for proof of Thm. 9. Polynomial P, ; is defined in the text of the proof. Zeros computes
the (at most two) zeros of the quadratic polynomial Q.

The true PAIR oracle uses a function f € Inj(Z,,Z,) and returns f(dlog(A)-dlog(B)). Using the represen-
tations of A and B provided by A when querying this oracle, we can write this as f((a1 +asx +asy) (b +box +
b3y)). We can expand that input to f as a1b;+(ai1ba+asby)z+(a1bz+bras)y+(azbs+azbs)xy+azsboz?+azbsy?.
We think of this as a degree-two polynomial P, ; € Z, [x,y] evaluated at the point (x,y) = (z,y). Adversary
C computes the coefficients (cy, ..., cg) of this polynomial and returns f’(cq,...,cs).

There are two ways that A could recognize the imperfection of this simulation, by detecting that C is using
a random function, rather than an injection or by detecting that C has changed the input to this function.
Letting Hg denote a hybrid game which is identical to Gz}pth (A) except that f is drawn from Fes(Z,,, Z,) rather
than Inj(Z,,Z,). By the switching lemma (Lemma 1), we have that Pr[GP*"(A)] < Pr[Ho] + 0.5 - ¢3,,./p-

Now let H; denote a hybrid game in which the pair oracle is as simulated by C. The only way that Hg
and H; can be distinguished is if A makes oracle queries which give distinct polynomials that have the same
output on (x,y). Stated more formally, if A makes a pair queries with inputs ([A]g, [B];) and ([A'] 5, [B'];)
such that P,z # Py 5, yet PE,5<x’ y) = PL;,J;(x, y). Letting bad denote the event that this condition holds in
H; for any pair of queries made by A, we have that Pr[Hy] < Pr[H;] + Pr[bad].

Let H} denote a game which is identical to H; except x,y are sampled from Z,, rather than Z;’,‘ and let
bad’” denote the probability of the bad event in this game. Then Pr[bad] < Pr[bad’] + 2/p.

So to complete the proof, we need only provide a bound on Pr[bad’]. We do so using the discrete
log adversary C shown in Fig. 11. Given a discrete log challenge U it samples its own wg, wy < Z; and
Vg, Uy < Zp and defines X « U%+g" and Y « UYvg%. It then runs A on input X,Y and simulates its
oracle exactly as B does, thus perfectly mirroring the view of A in Hj.

While simulating the view of A, it uses a set P to store the polynomials Pd,l; corresponding to each

of A’s oracle queries. If bad” ever occurs, then P will contain polynomials P, P’ for which P # P’ yet
P(z,y) = P'(z,y). At the end of its execution, C iterates over all pairs of polynomials in P, hoping that the
above holds for some pair and trying to use them to solve for u.

Letting u = dlog(U), note that = uw, + v, and y = uw, + vy,. Let P, P’ denote a pair of polynomials
satisfying the above conditions. When it reaches them in the loop, adversary C defines a new polynomial Q)
by [P — P'](wg - u + vz, wy - u + vp). Thus @ is (at most) quadratic polynomial in the formal variable u.
Because P(x,y) = P'(z,y), we have that Q(u) = 0. Assuming @ is not the zero polynomial, it has at most
two zeros. So C can factor @) to obtain its zeros and check which is u. We use Zero in pseudocode to denote
this process (assuming it outputs u; = us = 0 if @ = 0).

It remains to bound the probability that @ = 0 when P # P’. We can first think of @) as a polynomial
from (Zp[Wa, v, Wy, vy])[u], ie. treat wy, vy, wy, vy, as formal variables so that @ is a polynomial of u with

33



coefficients that are polynomials of w, v, wy, v,. From [BFL20, Lemma 2.1], the coefficient of @ of highest
degree is a polynomial of w,, w, with degree equal to that of P — P’ (which is non-zero from our assumed
conditions on P, P'). We can bound the probability that @ is zero by the probability this coefficient is zero.
For this, note that v,, v, act as “one-time pads”, so the view of A is independent of w,, w,. Thus we can use
the Schwartz-Zippel lemma to bound the probability @ is zero by 2/(p — 1). Putting this reasoning together
gives Pr[bad’] < Adv®%(C) + 2/(p — 1). o

AcCHIEVING LIMITED TIGHTNESS. The result above is advantage-tight, but neither time- nor memory-tight
because C uses additional memory to store all of the polynomials and then iterates over all pairs of them at
the end of execution.

We could modify C to achieve TM-tightness by having it pick two of the PAIR oracle queries at random
and assume that they give colliding polynomials. Storing only those to polynomials in P would make it use
only slightly more time and memory than A, but we would have only been able to show that Pr[bad’] <
G\ AVEE(C*) + 2/(p — 1) where C* is this modified version of C.

To achieve AM-tightness, we can check every pair of queries for collisions using the memory-tight rewind-
ing technique of Auerbach, et al [ACFK17]. Namely, we have C remember all the coins it uses by picking
them using a random function. Then each time A makes a new PAIR oracle query, C pauses A and runs a
second copy of that adversary from the start of its execution until it reaches the same PAIR query. While
running this second copy, each time it makes a PAIR oracle query we try to solve for v using the polynomials
corresponding to this query and to the PAIR query in the first copy of A that we paused at. If A makes ¢
oracle queries, then the runtime of this C should be O(q - Time(A)).

EXTENDING TO GENERIC GROUP MODELS. To obtain bound in a generic group model [Sho97, Mau05],
we can follow the same general line of reasoning as above. First, we use standard techniques to convert a
given generic adversary to an algebraic, generic adversary with the same advantage. Then we can bound its
advantage by the probability that B from above succeeds plus the probability that it causes bad to occur.
Using the typical Schwartz-Zippel type of analysis applied to the generic group model, we can bound both
these by O((¢3, + qE,n)/P), Where qop is the number of generic group operations the adversary performs
and gpar 1S the number of oracle queries it makes.

B Proof of Theorem 2 (Augmented Cramer-Shoup)

We prove the security of aCS through a sequence of hybrids presented in Fig. 12. In particular, we establish
the following claims that upper bound the advantage of adversary A as claimed in the theorem.

1. AdvTgs®eea(4) = 2 Pr[HL] — 1 5. Pr[H3] < Pr[H3] + Pr[b = 0 A H3 sets bad]
2. Pr[HY] < Pr[H] + [U|(U] — 1)/28F1 + gEap/22FE 6. Pr[HT] < 1/2

3. Pr[H}] = Pr[H}] 7. Pr[b = 0 A H? sets bad] < AdvE™" (Bacan)/2
4. Pr[H7] < Pr[H§] + gpeear - 1Z1/(22(p — 1))

TRANSITION TO H§. We claim that A’s view in H} is identical to GTgs8¢® (from Fig. 3), if b is chosen

uniformly. The code of this game was obtained by plugging the code of aCS into G™*%¢@ then making some
small notational simplifications in preparation for future hybrids.

Note that H}’s final output is whether &’ = b, so standard conditional probability calculations give that
AdviEs e (A) = 2Pr[H] — 1.
TRANSITION H} To H}. To transition from H} to H3, we first transition to H}. There each use of a, (in
ENcAP, DECAP, or NEW) is chosen as the output of random injection f, rather than being sampled at
random. From the Switching Lemma we get that Pr[H}] < Pr[H}] + |[U/|(|t/| — 1)/2!++L. This term could
more precisely be written as g, (g, — 1)/2"**1 where ¢, is the number of distinct values of u that A queries
to its oracles.

Now in switching to Hi, we use a tweakable random injection g to sample a and using a tweakable random
function h to sample ¥, ; in ENCAP. The inputs to g and h do not repeat so by the Switching Lemma we get
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Hybrids Hj,

b «—s {0, 1}

Z() «—$ Z;:

Ho, H1 <saCS.IM

Dy < {0,1}*%2 x G x G,
H s Fes({0,1}, D1, K)
a() «—$ {07 1}11

£ s InfE (U, {0, 13)

g* s Inj*(U,T,{0,1}"2)
h s Fes(U,Z,Z})

b/ s ANEW,ENCAP,DECAP,H

Return (b’ = b)

Encap(u,4) //H!
If Olu, 1] # L:
(a,Y) « Clu, 1]
Return ((a,Y),T[u,a,Y])
Iu] « Iu] v {i}
a <% {0’1}12 //Hfo,z)
a < gu(i) //Hfs 0
y<—$Z;f‘ //H|10,2)
y < hu(i) //Hp )
Y —g¥ Z <Y
K — Hi(aw,a,Y, 2) //HEO,I)
K — ’Hl(f(u),a,Y,Z) //H[]l‘%)
K° s K //Hfo,a)
K° — Ho(f(u),a,Y,Z) //HI]S.,;)C)
Tlu,a,Y] — K*°
Clu,i] < (a,Y)
Return ((a,Y), K°)

Drcar(u,a,Y) //H'
i — 9;1(‘1) //H[]4,oc)
If i € I[u] and (a,Y) = C[u,1]: //H[14x)
If T[u,a,Y] # L: //H|1(),4)
Return T'[u,a,Y]
Z «— YTu
Return Hi(aw,a,Y, Z) //H}y ;)
Return H1(f(u),a,Y, Z) //Hll )

NEW(u) //H
Return (., g™) //H/ [0,1)
Return (f(u), z)//Hlﬁ)

H(a,a,Y, Z) //H'
Return Hi(o, a,Y, Z)

ENCAP(u,4) //H?

T Clu, 1] 7 L
(av Y) <~ C[u7 Z]

Else
a < gu(i); y < hu(i)
Y gV

Iu] « Iu] v {i}

Z «— YTu

K" — Ho(f(u),a,Y,*) //H )
Tlu,a,Y] « K°

C[U, Z] <« (aa Y)

Return ((a,Y), K®)

Kb — ﬂb()\(f(u),a,Y,Z)) //H[[] 1)

DEecaP(u,a,Y) //H?

i — gy (a)

If i € I[u] and (a,Y) = Clu,i]:
Return T'[u,a,Y] //H‘[z(]tm

Return H,(f(u), a, Y, %) //Hfl ,00)

7 «— Y*u

Return Hy (A(f(uw),a,Y, Z)) //Hﬁu)

Return Hi(f(u),a,Y,*) //Hizl,x*>
New(u) //H?
Return (f(u),g"*)

H(a,a,Y, 2) //H?
Return H1 (Ao, a,Y, Z)) //H|o 1)
u— fHe) //Hf
Ifu# 1 and Z = Y**: //H|1 )
Return 7‘[1(a a,Y, *) //H [1,00)
Return Hl(a a,Y,Z) //H|1 0)
Injection (e, a,Y, Z) //Internal, H?
u— f"H(a)
Ifus# 1l and Z = Y
Return (o, a,Y, *)
Return (o, a,Y, Z)

Encap(u,i) //H’

a < gu(i)

Y ghu(l)

Kb «— ,};zb(f(u)ﬂly Y7 *)
Return ((a,Y), K?)

Decap(u,a,Y) //H°
i~ gu'(a); Vi, — g

Ifi # 1 and a = gu(7) and Y = Y, ;:

Return ﬂb(f(u), a,Y,x)
Return 7:l1(f(u)7 a,Y,x)
NEW (u)

Return (f(u), g**)

H(,a,Y, Z) //H®
u— f(a)
Ifu#land Z =YY"
i—ga'(a) //HY
Ifi#LandY =g ®: //H], )
bad < true //Hf],y;)
Return Hy (o, a, Y, %) //HfLm)
Return Hi(a,a,Y, *)
Return Hi(a,a,Y, Z)

Fig. 12. Hybrids games used in proof of Theorem 2 (TAM-tight security of augmented Cramer-Shoup). Oracles

labelled “internal” are not accessible to the adversary. Grey highlighting indicates changes from earlier games.
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Adversary Bl 1A STRoNG SIMENCAP(u, %) SiMH(a, a,Y, Z)
Di «— {0,1}1*2 x G x G, a < gu(i) uw— f(a)
H s Fes(Dy, K) Y « CHAL(u, i) If u # 1 and STRONG(u, Y, Z):
It s Injt (U, {0,1}1) K < H(f(u),a,Y,*) i—git(a)
g —sInj= (U, Z,{0,1}'2) Return ((a,Y), K) Ifi # L and Y = CHAL(u, i):
b/ s ASIMNEW,SIMENCAP,SIMDECAP,SIMH SIMDECAP(U, a, Y) OUTP~UT('LL, i, Z)
Return L i — git(a); Yu: < CHAL(u,1) Return H(a, a, Y, *)
SIMNEW (u) Ifi# L and a = gu(i) and Y = Y,.: Return H(a,a,Y, Z)
Return (f(u), NEW(u)) Return H(f(u),a,Y,*)
Return H(f(u),a,Y, %)

Fig. 13. Strong CDH adversary Bscan used for proof Theorem 2 (TAM-tight security of augmented Cramer-Shoup).

that Pr[H{] < Pr[H3] + ¢f,c.p/22 7" This term could more precisely be written as g2 ;/22%" or g,q7 /2'>T!
where ¢, ; is the number of distinct values of (u,4) that A queries to its ENCAP oracle and ¢; is the maximum
number of distinct values of ¢ that A queries to any user’s ENCAP(u, -) oracle.

In H}, we switch from sampling Ky uniformly at random to assigning it the output of the random function
Ho(f(u),a,Y,Z). Note that both f and g,, are random injections and the condition at the beginning of ENCAP
ensures that the inputs to Hg do not repeat. Therfore, Pr[H3] = Pr[H3].

Finally, in the transition to H} we replace the check T[u,a,Y] # L with (i € I[u] and (a,Y) = Clu,1]),
where i = g1 (a). Both of these booleans capture exactly whether (a,Y’) was a challenge ciphertext returned
by an earlier query ENCAP(u,i) and so are identical. Hence Pr[Hi] = Pr[H}].

TRANSITION H} TO H? (MAP-THEN-RF). Next we move to the hybrid H3. We have highlighted the interesting
ways in which H2 differs from Hi. We've also reorganized ENCAP slightly. The main difference is that 7 hash
been replaced by Hj o A. Here A is the defined by

Mowa,Y, Z) {(a,a,K x), fZ= .Y“”, where 7 = 2-1(4).
(a,a,Y,Z), otherwise.

As H; is random and ) is an injection, this is equivalent to using the random function # so Pr[Hi] = Pr[H2].

In H2, we apply the logic of A\. In both ENCAP and DECAP, the value Z was just defined as Y% so we hit
the first case, getting A(f(u),a,Y,Z) = (f(u),a,Y,*). In H, we've directly added code to check if the first
or the second condition of A holds. Therefore, this doesn’t change the adversary’s view.

Inside of DECAP of H2, when T[u,a,Y] # L we return Hy(f(u), a,Y, %) in place of T[u,a,Y]. In ENCAP,
we always assign the value H(f(u), a,Y, %) to T[u,a,Y], so this is equivalent. Hence, Pr[H3] = Pr[H3].

TRANSITION H? TO H}. Next we transition to the final set of hybrids H3, starting with H3. We highlighted
important ways in which H3 is different from H?. In H}, have removed the tables I, C, and T. Table T was
not being used anywhere. Where C' was being used we instead recompute a = g, (i) and Y = gl We could
have omitted this in the decapsulation oracle as by definition of 4, the check a = g, (i) will necessarily hold
when i #% | . The removal of I is the one place where our change modifies the behavior of the game. In DECAP,
checking if ¢ € I[u] has been replaced with checking for ¢ # L. Hence, the games differ if the adversary makes
a query DECAP(u,a,Y) with a = g, (i) and Y = g+(?) despite having not queried ENCAP(u, ).

We can information theoretically bound the probability of this. We analyze this probability in H? where
the view of the adversary only depends on values of g, (i) and h, (i) for which ¢ € I[u]. Consider a fixed
point in time when .4 makes a DECAP(u, a,Y’) query with an a not previously returned by an encapsulation
query to u. Using this view, the adversary must guess some a = g, (i) such that ¢ € Z \ I[u] along with the
corresponding Y = g« There are |Z| points in the image of g, and 2'2 points in its codomain, of which
the adversary has seen |I[u]| from ENCAP. Thus we can bound the probability that the adversary picks such
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an a € g(Z\I[u]) by

19u(T) ~ gu(I[u])] _ |Z] = [I{u]] _ |Z]

{0,102 g (I[u])| — 22 — [I[u]] ~ 2%
The adversary must additionally have guessed the correct g+, which it has an a 1/(p — 1) chance of
having done (as h is a random function). Applying a union bound across all DECAP queries gives the bound
PT[H%] < Pr[Hg] + gDrcap - |I|/(212 (p - 1))
TRANSITION H3 TO H3. Finally, in H3 the code of H has been modified to add an extra conditional. The
conditional checks if the hash query corresponds to any ciphertexts that could possibly be returned by
ENcAP. If so, the flag bad is set and the oracle returns ’;':Lb(oz7 a,Y, ). Note this only changes anything when
b = 0. Thus H} and H? are identical-until-bad which implies that Pr[H3] < Pr[H$] + Pr[b = 0 A H} sets bad].

Now in H$, the games only depends on b for determining which H, is used in ENcAP, DECAP, and H.

In all cases this is for inputs on the form (f(u), g, (i), g"®, ). These oracles are always consistent in which
H,, to use for such inputs so the view of A is independent of b and Pr[H3] < 1/2.

PROBABILITY OF BAD. To conclude, we bound Pr[b = 0 A H} sets bad]. When bad is set, the value Z is equal
to g¥+Ywi where x, is a secret decryption key and y, ; is a secret exponent chosen inside an encapsulation
query ENCAP(u, ). We can then use the ability to set bad to win the Strong CDH game. This is captured by
the adversary Byegn given in Fig. 13. It simulates the view of A in H$, using its own NEW oracle to produce
encryption keys of users, its CHAL oracle to obtain g¥+¢ values, and STRONG in simulating the hash function
to check when Z = Y®+. Whenever bad would be set, Bsgn halts immediately. By comparing the code we
can see that Begp perfectly simulates the view of A (up until bad would be set)!? and it wins its own game
whenever bad would be set. Hence, Pr[H? sets bad|b = 0] < Adv{®" (Beegn). Clearly Pr[b = 0] = 1/2. O

C Proof of Theorem 3 (Augmented Twin ElGamal)

We prove Theorem 3 through a sequence of hybrids Hy through H}, HZ through H?, and H3 through H3
presented in Fig. 14. The following claims hold and upper bound the advantage of adversary A as claimed
in the theorem.

1. AdvTindeea(4) = 2 Pr[HA] — 1 5. Pr[H3] < Pr[H3] + Pr[b = 0 A H3 sets bad]
2. Pr[Hp] < Pr[Hi] + | ([U] = 1)/2 %! + gRyonp/22F! 6. Pr[H}] = 1/2
3. Pr[H] = Pr[H?] 7. Pr[b = 0 A H3 sets bad] < AdvE ™" (Byiean)/2

4. Pr[H?] < Pr[H3] + gosear - [Z]/(22(p — 1))

The sequence of hybrids is basically identical to those used in the previous section (Sec. B) to prove the
security of aCS. The only changes are that where those earlier hybrids used the group element Z, the new
hybrids now have both Z and ¥. Because of this similarity, we do not provide individual descriptions to justify
the claimed bounds. The interested reader can understand each transition by reading the corresponding text
from the prior section while considering Figure 14. ]

D Proof of Theorem 4 (Augmented aU' Transform)

We prove Theorem 4 through a sequence of hybrids H} through H}, HZ through H?, and H3 through H$
presented in Fig. 16 where we establish the following clalmb that upper bound the advantage of adversary
A as stated in the theorem.

1. AdvIE (A) = 2Pr[H1] -1 5. Pr[H?] < Pr[Hg] ¥ gbsear - |I|/2l2+Hw(KEM)
2. Pr[H}] < Pr[Hl] +U(U| —1)/28H + gE /22T 70 Pr[HE] < Pr[H3] 4+ Pr[b = 0 A H? sets bad]
3. Pr[Hl] Pr[H O] 8. Pr[H}] < 1/2

4. Pr[HF] < Pr[H?] + gexear - 0 9. Pr[b = 0 A H3 sets bad] < Advire e P?(B) /2

10 Note that Bscan uses a smgle function 7:1, rather than separate 7:11 and 7:10. This is undetectable by the same logic
used to establish that Pr[H$] = 1/2.
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Hybrids H, EncapP(u,i) //H! DecaP(u,a,Y) //H'

vl I Clui] # 1 i g2 (@) /e,

Wy, () <8 Ly (a,Y) < Clu, ] If i € I[u] and (a,Y) = Clu,i]://H{, )

Ho, H1 < aTWIN.IM Return ((a,Y),T[u,a,Y]) I Tlu,a, Y] # L //Hl

D1 —{0,1}1%2 x G x (G4)*  |I[u] « I[u] U {i} Return T[u,a,Y]

H s ch({(),ll}7 Dy, K) a«s{0,1}" //HEUJ) T VWi YTu

aSL) (_$I{(.)4’.}£{1 0,1}1) a< g“ﬁgi) //li'f?f) Return Hi(aw,a,Y, Z,¥) //Hllm)
g lmt

fi "g 10, I y<sZy //Hpz Return H1(f(u),a,Y,Z,%) //H], .,

g= s Inj (U T, (0, 1)%) y (i) /M) 1

h «—s Fes(U,Z, Z;:) Y —g¥ Z — Y‘wuu; U Y%u NEw(u) //H

b/ s ANEW,ENCAP,DECAP,H

K" — Hi(ow,a,Y, Z,¥ Hi, Return (o, g"",g"") //Hl(),l
Return (V' = b) 1( ) // [0,1) [0,1)

K' — Hi(f(u),a,Y, Z,¥) //H}, ., Return (f(u),g"", &™) //H}1 )
K® «sK //H, H(o,a,Y, Z,¥) //H

K°® —sHo(f(u),a,Y, Z,¥) //Hfovg) Return Hi(w, a,Y, Z,¥)
T[u,a,Y] — K°

Clu,i] « (a,Y)

Return ((a,Y), K?)

ENcAP(u,4) //H? DEecAP(u,a,Y) //H?
If Clu,i] # L: i — gat(a)

(a,Y) « Clu,1] If i € I[u] and (a,Y) = C[u,i]:
Else Return T'[u,a,Y] //Hf, 1)

a < gu(i); y < hu(i) Return #s(f(u), a, Y, %, %) //H? )

Y g Z YV e Y
M) < Mol o i) Return 7 (A(f(w), 0, Y, Z,9)) //Hf, 1)
Zo YW Y Return Hi(f(u),a,Y, %, %) //H?
Kb(_Hb(’\(f(u)ﬂ%YaZalp)) //H|ﬂl) 9 B [1,0)
K" F(f(w), 0, Yo%) /M, ) New(u) //H
Tlu,a,Y] — K* Return (f(u), g, g"")
Clu,i] < (a,Y) H(a,a,Y,Z,¥) //H?
Return ((a,Y), K*) Return Hi(\(e, a,Y, Z,¥)) //H 0.1)
Injection A(c, a,Y, Z,¥) //Internal, H? u— f(a) //Hflm)
u— fHa) Ifus#land Z=Y"" and ¥ = Y //Hf,"@
Ifus#1land Z=Y"" and ¥ = Y*u: Return ﬁl(a,a,Y,*,*) //HI1 o)

Return (a, a,Y, %, x) Return Hi(a, a,Y, Z,¥) //HE 0
Return (o, a,Y, Z,¥) '
Encar(u,i) //H? Decap(u,a,Y) //H? H(a,a,Y,Z,W) //H?
a — gu(i) i gat(a); Vi < g'® u— fHa)
Y <—gh u(®) Ifi#1landa=gu(i) andY =Y,;: Ifu#land Z=Y"" and ¥ = Y
K* — Hy(f(u),a,Y, %, %) Return Ho(f(u),a,Y, x, %) i—gu'(a) //H} o
Return ((a, Y),K ) Return Hi(f(u),a,Y,*,*) Ifi#1land Y =gh®: //H:fl_m)

NEW(u) //H? bad «— true //Hf; )
Return (f(u),g"“,g") Return Hy (o, a, Y, %, *) //HE o0

Return 7:l1(a, a,Y, *, %)
Return Hi(w,a,Y, Z,¥)

Fig. 14. Hybrids games used in proof of Theorem 3 (TAM-tight security of augmented Twin ElGamal). Oracles
labelled “internal” are not accessible to the adversary. Grey highlighting indicates changes from earlier games.
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Adversary Bgfg};’CH'\L’STRONG SIMENCAP(u, 1) SiMH(a, a,Y, Z,¥)
Dy «— {0,1}11*2 x G x G2 a < gu(i) u— f1(a)
H —s Fes(Dy, K) Y — CHAL(u, 1) If u # 1 and STRONG(u,Y, Z,¥):
fE —sInjt U, {0,1}1) K —H(f(u),a,Y,x *) i — gut(a)
g —sInjT (U, T,{0,1}'2) Return ((a,Y), K) Ifi # L and Y = CHAL(u, i)
b/ s ASH\U\'EW,SIMENCAP,SIMDECAP,SIMH SIMDECAP(U,, a, Y) OUTP~UT(U, i, Z7 &D)
Return L i« gi'(a); Ya,; < CHAL(u, ) Return H(a, a, Y, *, *)
SIMNEW (u) Ifi # Land a = g.(i) and Y = Yy, ;: Return H(w, a,Y, Z, W)
Return (f(u), NEW(u)) Return H(f(u),a,Y,*,*)

Return H(a, a,Y, *, *)

Fig. 15. Adversary Bsican used for Theorem 3 (TAM-tight security of augmented Twin ElGamal).

TRANSITION TO H{. The hybrid Hj is obtained by substituting the code for aUEM into the game GJUEif3,-
For notational convenience, we wrote KEM’s ideal model H' as a separate oracle from the new random oracle
added by aUL. The bit b is chosen uniformly and H{ checks if b = b/, so standard probability calculations
give Adviyem (A) = 2Pr[H{] — 1.

TRANSITIONS H} TO HJ. We first transition to H}, where instead of sampling the string a at random,
we assign it as the output of the random injection f(u). Using the Switching Lemma, we have Pr[H}] <
Pr[Hi] + [U|(|U| — 1)/251+L. This term could more precisely be written as g, (g, — 1)/24+! where g, is the
number of distinct values of u that A queries to its oracles.

In H, we modify the ENCAP oracle where we switch from sampling a uniformly to assigning it the
output of a tweakable random injection g, (-). As the input to g, does not repeat, the Switching Lemma
gives Pr[H{] < Pr[H3] + ¢fc,p/2" " This term could more precisely be written as g2 ;/22%! or g,q7 /22!
where ¢, ; is the number of distinct values of (u, ) that A queries to its ENCAP oracle and ¢; is the maximum
number of distinct values of ¢ that A queries to any user’s ENCAP(u, -) oracle.

In hybrid Hi, we switch from sampling Ky at random to assigning it the output of a random function
Ho(f(u),a,c, k). Because f and g, are injections applied to u and 7 respectively, the inputs to Ho never repeat.
Therefore, sampling K at random is the same as computing it as the output of Ho and Pr[H}] = Pr[H1].

Finally, in the transition to H}, we modify the DECAP oracle where we switch from checking if T'[u, a, ¢] #
L to checking if (i € I[u] and C[u,i] = (a,c)) where i = g, '(a). These both check if (a,c) was returned by
ENCAP for some user u and are equivalent. Therefore, Pr[Hi] = Pr[H]].

TRANSITIONS HZ TO H? (MAP-THEN-RF). We have highlighted the interesting differences between H} and
H2 in grey. We have replaced all invocations of H;, with Hy o A where A is the injection

(a,a,c,*), if PC(u,k,c) = true where u = f~!(a)

(o, a,c,k), otherwise.

Ma,a, ¢, k) = {

Here, H;, are random functions and PC evaluates the boolean k = KEM.D™'(dk,, ¢). As the composition of
a random function and an injection is a random function, this does not change the behavior of the game.
We also re-organized ENCAP slightly so that the table T' does not have to be read by the oracle. This does
not change the oracle’s behavior so, Pr[H}] = Pr[H2].

Next, we transition to H? where we have replaced calls to A with its output. At the end of DECAP, k is
the decapsulation of ¢ by definition so PC(u, k, ¢) will necessarily hold and A(f(u),a,k,c) = (f(u),a,c,*).
In H we have added code to check which of the cases of A an input («,a,c, k) corresponds to. In ENCAP,
¢ is the encapsulation of k. So, PC(u, k,c) is true unless we’ve found a correctness failure in KEM. The
probability of finding a correctness failures can clearly be bounded by qgxcap - 6. In DECAP we replace the use
of an entry in table T" with the hash value we know will necessarily be stored it in if it is non-_L Therefore,
Pr[H3] < Pr[H?] + gexcar - 0. This term could more precisely be written as g, ; - § where g, ; is the number
of distinct values of (u,7) that A queries to its ENCAP oracle.
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Hybrids Hy,

b<«s{0,1}

(ekm,dk(.)) —s KEM.K
7‘[0,7‘[1 —saUEM.IM

H' s KEM.IM

K < KEM.K; C « KEM.C
Dy« {0,1}12F2 x C x K,
H s Fes({0,1}, D1,aUEM.K)
ag < {0, 13"

[ s Inj= (U, {0,1}")

gt —sInjt U, Z,{0,1}"2)

b s ANEW,ENCAP,DECAP,H,’H/

Return (' = b)

EncaP(u,d) //H'

If Clu,i] # L:

(a,c) « Clu, 1]
Return ((a,c), T'[u, a,c])
Iu] < Ifu] U {i}
a s {0, 1}l2 //H|]0,2)
a < gu(i) //H|12,oc)
(c, k) <s KEM.E™ (k)
K' « Hi(ow, a, ¢, k) //HE(L'U
K' — Hl(f(u)7a767 k) //H%l.oc)
K’ s K //H%o,:s)
K® — Ho(f(u),a,c, k) //Hfii,‘:;c)
T[u,a,c] — K°
Clu,i] « (a,c)
Return ((a,c), K)

DEcAP(u,a,c) //H*

i—gu'(a) //Hi

If i € I[u] and (a,c) = Clu,i]://H{, )

If T[u,a,c] # L: //H%OA)
Return T'[u, a, ]

k — KEM.D™ (dk., c)

If K = L then return L

Return Hi(aw,a,c, k) //H[](u)

Return 7—[1(f(u)7 a,c k) //Hlll,os)

NEw(u) //H*

Return (o, eky) //HE(H)

Return (f(u), eky) //HEMC)

H(a,a,¢,k) //H!

Return Hi(o, a,c, k)

EncaP(u,d) //H?
If Clu, 1] # L:

(a,c¢) « Clu,i]; k — Ku,1]
Else

a < gu(i)

(c, k) <s KEM.E® (ek,,)
Iu] « I[u] v {3}

Kb «— ﬂb()\(f(u)vavcv k)) //H%O,l)

K" Hb(f(u)v a, C, *) //Hfl.«x»)
Tlu,a,c] — K°

Clu,i] < (a,c)

Klu,i] < k

Return ((a, c), K®)

DECAP(u,a,c) //H?

i—g.'(a)

If 4 € I[u] and (a,c) = Clu,i]:
Return T'[u, a, c] //Hfo,,)
Return ﬁb(f(u),a, c, %) //H|21,I/‘>

k — KEM.D* (dk,, c)

If £ = L then return L

Return ’}-Nll()\(f(u), a,c k)) //H%O,l)

Return H(f(u), a,c, %) //Hfl.f[;‘)

NEW (u) //H?

Return (f(u), eky)

H(a,a,ck) //H?

Return #H, Ma, a, ¢, k)) //Hﬁu)

u— fH ) //HE )

If u# L and PC(u, k,c): //H, .,
Return 7:[1(oc, a,c, %) //H|21.f))

Return ﬁl(a,a,c, k) //Hfl,ac)

Injection A(o, a, ¢, k) //Internal, H?
u— f"(a)
If u # L and PC(u, k, ¢):
Return (o, a, c, %)
Return (a, a,c, k)

Encap(u,i) //H?

a < gu(i)

¢ «— CHAL(u, 1)

K"« ﬁb(f(u)a a, ¢, *)

DEcAP(u,a,c) //H?

i—gy'(a)

H(o, a,k,¢) //H?
u— f'(a)

If i # L and ¢ = CHAL(u, 9):
Return Hy(f(u), a,c, *)

Ifu## 1 and PC(@,k,c):
i—gu't(a) //H]

Return ((a, c), K®)
CHAL(u, i) //Internal, H?

k «— KEM.D™ (dk., c)
If K = L then return L

If i # 1L and ¢ = CHAL(u, %): //Hf,.’l)
bad « true; Return Hy (e, a,c,*) //HY )

If Clu,i] = L: ) Return 7:[1(f(u), a,c,*) Return Hi(a, a, c, *)
(c, k) «s KEM.E™ (ek,) NEW(u) //H? Return Hi(a, a, ¢, k)
Clu,i] < ¢ Return (f(u), eky)

Return Clu, i]

Fig. 16. Hybrids used in proof of Theorem 4 (TAM-tight security of aUJ‘). Oracles labelled “internal” are not accessible
to the adversary. Grey highlighting indicates changes from earlier games. The code PC(u, k, ¢) is shorthand for the

boolean (k = KEM.D™ (dk., c)).
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NEw,CHAL,PC,CV,H’

Adversary By Zou-peva SIMENCAP(u, ©) SmMH (e, a, ¢, k)

Dy« {0,1}1+2 x KEM.C x KEM.K, @< 9u(i) ue— f(a)

H s Fcs(D1,aUEM.K) ¢ < CHAL(u,1) If u # L and PC(u, k, ¢):

£ Init U, {0,13") K —H(f(u),a,c,%) i < g (a)

gt — Inj*(U,Z,{0,1}'2) Return ((a, ), K) Ifi # L and ¢ = CHAL(u, 4):
b ASI]\INEW,SI]\IENCAP,SIMDE(‘,AP,SIMH,H/ SIMDECAP (u7 a, C) OUTPUT(U, i, k)

Return L 7 «— g;l(a) R Returl} H(Oé, a”lsv *)
SH\/INEW('LL) If 4 # 1 an(} C = CHAL(’LL, ’l) eturn H(a7 a, ¢, )
oo < NEW(w) Return H(/ (), 0, c, %)

Return (f(w), eku) If CV (u, ¢) = false then return L

Return H(f(u), a, ¢, *)

Fig. 17. Adversary used for Theorem 4 (TAM-tight security of aUt).

TRANSITIONS H} TO H$. We have highlighted the most interesting differences between H? and H} in grey.
In H}, we have abstracted out the part of code that computes the challenge ciphertext into the subroutine
CHAL. Tables T and K are unused in H? so have been removed. Table C' is modified to only store ¢; the
auxiliary string a is always recomputed using g. The ENCAP oracles in H? and H3 are equivalent.

In the DECAP oracle, instead of using the table C to check whether the input ciphertext (a,c) was
previously returned by ENCAP, we use the subroutine CHAL to perform the same check. The calculation of i
from a ensures we do not have to check that part of the ciphertext. Note that the comparison now looks at
if ¢ # L rather than i € I[u] (indeed, the table I has been removed). These two checks can be distinguished
if an adversary queries DECAP with a “challenge” ciphertext that it hasn’t yet seen from ENcAP. We can
information theoretically bound the probability that the adversary does so. We do so by analyzing this
probability in H? where the adversary’s view only depends on “challenge” values a in the set g, (I[u]). So,
to distinguish, the adversary must guess some a = g,,(¢) such that i € Z \ I[u] along with the corresponding
¢ such that (¢, k) «s KEMEM (ek,,) for some k would be calculated by ENCAP(u, ).

We can bound the probability that some a the adversary choses is contained in the set g, (Z ~\ I[u]) by

9Z) ~ gUTuD)| _ 2] = [lu]] _ Z]
0.1} N gu([ul)] 282 — [Iu]] ~ 2=

Conditioned on having guessed a valid a, the adversary must also guess the corresponding c. Since the output
of KEM.E is independent of a, this probability can be bounded by the min-entropy of KEM. Hence, the
probability that a particular DECAP query can distinguish these two games is |[Z|/(2% - 2" (KEM)) " Applying
a union bound over all DECAP queries, we get Pr[H?] < Pr[HZ] + gppcap - |Z|/2%2 e (KEM),

In H$, we have added code to set the flag bad and use Hy rather than 7, if the H oracle is queried on a
challenge ciphertext (and its decapsulation). Games H3 and H? only differ under the event that the bad flag
gets set and b = 0. By the fundamental lemma of game playing, Pr[H3] < Pr[H3] + Pr[b = 0 A H$ sets bad].

In H3, the only use of b is for determining whether H, or Ho is used for challenge ciphertexts in ENCAP,
DEecap, and H. The hash functions both receive inputs of the same form (f(u), a, ¢, *) and are both random
functions so their outputs are indistinguishable to the adversary. The three oracles are consistent in which
of the two hash functions they use for such values. Therefore, the adversary’s view in H? is independent of
the bit b. Hence, Pr[H3] < 1/2.

PROBABILITY OF BAD. To bound Pr[b = 0 A H$ sets bad], we let B be the adversary Bmy-ow-pcva given in
Fig. 17 against the OW-PCVA security of KEM. Note that bad is set in Hf when PC(u, k, ) is true. Adversary
B can now use this to win its OW-PCVA game. We claim that B perfectly simulates H$ with b = 0 for A.
It only uses a single hash function 4 which is undetectable by the above arguments about A’s view being
independent of b in H$. It uses its own challenge oracle CHAL to compute ciphertexts while simulating oracles,
its PC oracle to simulate H, and its CV oracle to check the validity of the input ciphertext to simulate DECAP.
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Hybrids H, for 0 < x < 4 CHAL(u, 1)

H x H' «s TKE.IM If Clu,i] # L then return Clu, ]
(ek(y, dk(.y) «s TKE.K m < g(u,i) //Hpo.a)

g~i s Inj* (U x T,PKE.M) ¢ « PKE.EM (eky, m; H(m)) //Ho,2)
H s Fes(U x Z,PKER) //Hz ) c— PKE.EH/(eku,m; H(u, 1)) //Hpz.
(m, u, Z) s ANEW,CHAL,PC,H,H’ s PKE_E’HI(eku, 0|m|) //H|4 . ’

Return PC(u, m, CHAL(u, %)) //H[o,1) Clu,i] « ¢

Return m = g(u,%) //H[1 ) Return ¢

NEW (u) PC(u,m,c)

Return ek, / HxH'
m/ «— TKE.D"*™ ((eku, dku),c) //Hio,1)
H(m) Return (m = m/) //H[[}.l)
If g~ (m) # L: //Hp2,00) Return (¢ = TKE.EHXHI(eku,m)) //H,0)
Return H(g~"(m)) //Hi2.3)
OUTPUT(true) //H[;;_«f_)
Return H(m)

Adversary BNoW N6 R SiMH(m) SIMCHAL (u, 1)

H s Fcs(PKE.M, PKE.R) If g'(m) # L: ¢« ENC(u,4,g(u, )

g —sInjT (U x Z, PKE.M) / OUTPUT(1) Return ¢

(m7 u, Z) s AN(-:W,SmCHAL,SmPC,SIMH,’H Return ,H(m) SIMPC(U, m, C)

ge(t:?r:og(% #)) then return 1 Return (¢ = TKEESIMHXH'(NEW(u), m))

Fig. 18. Hybrids H,. and adversary B used for proof of Theorem 5 (TAM-tight security of T).

Whenever bad is set, B halts and wins its OW-PCVA game. Hence, Pr[H} sets bad|b = 0] < Advigy "2 (B).
Clearly Pr[b = 0] = 1/2. This completes the proof. =

E Proof of Theorem 5 (T Transform)

For the correctness claim, consider an algorithm D that makes ¢ oracle queries to its oracle H x H' € TKE.IM.
Speaking slightly informally, we can assume it “wins” and halts if makes an oracle query to H on an m such
that correctness fails for TKE on m. Then we can apply a “union” bound over all of D’s queries and its final
output to obtain the claimed correctness bound of (¢ + 1)d(q).

We prove Theorem 5 through a sequence of hybrids Hg through Hy presented in Fig. 18, where we establish
the following claims that upper bound the advantage of adversary A as claimed in the theorem.

mu-ow- JHAL 2
1. AV P (A) < Pr[Ho] + St 4 Pr{H,] < Pr[Hs) -
2. Pr[Ho] < Pr[Hq] + |U] - &' (q*) 5. Pr[H3] < Pr[Ha] + Advgye ™ (B)
3. Pr[Hi] = Pr[H] 6. Pr[Hs] < (qu + qpc +1) - |P|ZP/<[I‘E‘!/I\L|

mu-ow-pca

TRANSITION Hg. Game Hg was created by plugging code of TKE into G{g and then switching from
sampling the message m uniformly at random to assigning it as the output of a random injection g. The
inputs to g do not repeat so, Adviyg " " (A) < Pr[Ho] + (gcuar + 1)%/(2 - [PKE.M]).

TRANSITION Hg TO H;.In game Hy, the PC oracle is modified to check if ¢ is the encryption of m, rather
than if m is the decryption of c. Additionally the end of the game directly checks if m = g(u, ), rather than
if m is the decryption of the encryption of m. In both places, causing the behavior of Hy and H; to differ
gives a message for which the correctness of TKE breaks. Let PC, denote PC as defined in H,. Because
TKE is rigid, it is not possible for PCy to return true when PC; would return false. If PC; returns true
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when PCq would return false, then m encrypts to ¢, but ¢ decrypts to m’ # m, a correctness break. The
end of game check in Hy is whether m = TKE.D***'(dk,, TKE.E®** (eky, g(u,4))) and in H; is whether
m = g(u,i). The only way for these to differ is if g(u,i) # TKE.D**M'(dk,, TKE.E®*H (ck,, g(u,1))), a
correctness break.

Consider an algorithm D (a “0’-correctness adversary”) that simulates H; using its input keys as a random
user u’s keys and its oracles for the ideal model oracle. It checks if each PC(u, -, ) query gives a correctness
break, outputting m if so. If A halts and outputs (m, u, ), then D outputs g(u,i) as a potential correctness
break. If A causes behavior that differentiates Hy and Hy, there is a 1/|U| chance this is for the chosen wu,
in which case D will. More formally, D can be written as follows to perfectly simulate Hy. To save on oracle
queries, we omit having TKE.D recompute encryptions in the case that m # m’.

Adversary DM M (ek* | dk*) CHAL(u, 1)
(ek(y,dk(y) < TKE.K If Clu, ] # L then return Cfu, 1]
u* —sU Clu,i] — PKE.E™ (eky, g(u,i); H(g(u,1)))
(eku*,qui*) — (ek™*, dk*) Return Clu, ]
+ +
g* s Inj= (U x Z,PKE.M)
(m u Z) s ASIMNEW,SH\JCHAL,SIMPC,?-L,H’ Pc(u’m’c)

m' — PKE.DM'(dk,, )

¢ — PKE.E™ (ek,, m; H(m))

NEW (u) If ¢ = ¢ and m’ = m then return true

Return ek, If u =w* and ¢ = ¢ and m’ # m then OUTPUT (m)
Return false

OUTPUT (g(u, 1))

The probability that D succeeds in finding a correctness break must be bounded by ¢’(¢*) where ¢* =
qn + qeuan(geke + 1) + gpc(2gpke + 1) is the number of oracle queries to H or H' made by D. This gives
Pr[Ho] < Pr[H1]+|U|-0’(¢*). This term could more precisely be written as g, - 6'(¢*) where ¢, is the number
of distinct values of u that A queries to its oracles or outputs at the end of execution. For this D would be
modified to select j «s{1,2,...,¢,} and use its input keys for the j-th user that A accesses.

TRANSITION H; TO Hy. In the next transition we redefine # on inputs m in the image of g to be H(g~'(m)).
This redefinition is done for both queries to H and the direct use of H in CHAL. As ¢! is an injection and
H is random, this does not change the behavior of the game, giving Pr[H;] = Pr[Hs].

TRANSITION Hy TO Hs.In Hs, we halt the game early and return true if H is ever queried (directly by the
adversary or through PC) with an m in the image of g. The game halting early and outputting true can only
increase the probability that true is returned so Pr[Hy] < Pr[Hs].

TRANSITION H3 TO Hy. Note that in Hs, the random function H is only ever used inside of CHAL to pick
the coins for encryption. Thus for each (u,i), the message m = g(u,4) is simply being encrypted by PKE
with fresh coins. We can apply the CPA security of PKE to replace this with an encryption of 0/, This
is captured by the adversary BB shown in the same figure. It simulates the view of A, using its encryption
oracle for the encryptions in the challenge oracle. If A would cause its game to output true, then B outputs
1. Otherwise it outputs 0. When B’s oracle is real it correctly simulates H3 and when the oracle returns
encryptions of zeros, it correctly simulates Hy. Thus, Pr[Hs] = Pr[H4] + Advpeg o (B).

GAME Hy. Finally we can information theoretically bound the probability that A succeeds in Hy. To win
A must produce a m that is in the image of g as part of a query to H or PC, or as its final output. So
A gets qu + gpc + 1 “guesses” and its view is otherwise independent of g. A simple union bound give that
Pr[H4] < (qu + gpc + 1) - [U| - |Z|/|PKE.M|. This term could more precisely be written with gz in place of
qu, where g is the number of oracle queries that .4 makes to H. (Note that gg additionally includes queries
to H'.) For query restricting adversaries that use a global counter for 4 it would have sufficed for to replace
g(u, 1) with ¢(¢), in which case [U| - |Z| could be replaced with gcpar- =
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F Proof of Theorem 6 (Augmented V Transform)

We prove Theorem 6 through a sequence of hybrids H} through H} and HZ through H% presented in Fig. 19.
We establish the following claims that upper bound the advantage of adversary A as claimed in the theorem.

L. Advyg P (A) = Pr[H{] 5. Pr[H3] = Pr[H?]

2. Pr[HY| < Pr[H!] + [42/2+0 6. Pr[H2] < Pr[HZ] + Pr[HZ sets bad]

3. Pr[H}] < Pr[H3] + [U|- &' (q1) 7. Pr[HZ] < AdviRe " P(B)

4. Pr[H}] = Pr[H3] 8. Pr[H3 sets bad] < |[U| - 0'(g2) + gcv/2”

Here g1 = grke(qonar + qn + gpc +gov + 1) + qu and g2 = grke(2gcna. + 2qu + gpe) + gu. Note that both
are less than ¢* = qrke(2qcnar + 2gu + gpc + gov + 1) + gn-

TRANSITIONS H} TO Hi. We start with the hybrid H} which is obtained by plugging in the code for VKE
in the game Gy iz *< from Fig. 3. As TKE is tidy, we’ve omitted the re-encryption done by VKE.D in PC
and CV. Hence, Advyg " ""?(A) = Pr[H{].

Next we transition to Hi. In Hi, instead of sampling the random string o uniformly at random, we assign
it as the output of the random injection f. Using the switching lemma, we get Pr[H}] < Pr[Hi] + 0.5]U/|?/2".
This term could more precisely be written as 0.5¢2/2! where ¢, is the number of distinct values of u that A
queries to its oracles.

In Hi, the random function H is replaced with the random function H according to the definition
H(a,m) = H(u, TKE.E® (ek,, m)) where u = f~'(a). When f~'(a) = L, we still used H. Inside PC and
CV, the messages in question were obtained by decrypting a ciphertext ¢;. By rigidity we know the message
will re-encrypt to ¢; so we use c; directly, rather than re-encrypting. This change can only be detected is by
querying H on (f(u),m) and (f(u),m’) where m # m/, but TKE.E¥ (ek,, m) = TKE.E* (ek,,m’). Then at
least one of m and m' must result in a correctness failure for TKE.

In Fig. 20, we design a correctness adversary D; to bound the probability of this. We’ve used highlighting
to indicate the interesting differences between it and H}. In particular, it sets the keys of a random user u*
to be the keys it was given as input. Any time it would make a query 7:[(u*, ¢1) where ¢ is known to be an
encryption of m it queries its internal oracle CHECK(m, c¢). This oracle uses a table T to store a mapping
from ciphertexts that were queries to H and the messages they were the encryptions of. If a collision in T
is ever found, there must have been correctness error. The oracle checks whether this was for m or T'[¢] and
outputs the result. Note that Dy makes ¢1 = grke(gcnarn + qu + gpc + gov + 1) + gu queries to H'. Hence, it
establishes that Pr[H1] < Pr[Hi] + U] - &' (q1).

TRANSITION H} TO HZ. The only change from game Hi to HZ is a slight reorganization of the code of PC
which can easily be seen not to change the behavior of that oracle. Hence, Pr[Hi] = Pr[HZ].

TRANSITIONS HZ TO H3. The changes in this set of transitions are all to the CV oracle. In H?, we rearrange
the code of the CV oracle and set the bad flag whenever co = ¢, but ¢; is an invalid ciphertext (i.e.,
attempting to decrypt it fails). Despite this reorganization, the oracle in H? returns the same values as the
CV oracle in HZ. Therefore, Pr[H3] = Pr[H?].

The CV oracle in H2 is the same as that in H? except when the flag bad is set at which point it returns
true, rather than false. By the fundamental lemma of game playing proofs, Pr[H?] < Pr[H2]+Pr[H3 sets bad].

To bound Pr[H3], we construct the adversary B against the mu-ow-pca security of the underlying scheme
TKE in Fig. 19. Adversary B can readily be seen to perfectly simulate game H3 for adversary A. Therefore,
Pr[H3] < AdvTye " P(B).

Now we analyze the event that the flag bad gets set in H3. We note from Fig. 19 that bad is set when
¢y = ¢ but m = L where m = TKE.DHI(dku, c1). We can define an additional hybrid H3 to be equivalent
to H3 except it halts execution immediately if CHAL, H, or PC ever query ’}:l(u,cl) for some ¢; such that
TKE.DH/(dku, ¢1) = L. Note that this is not possible in PC because it only queries H when ¢; decrypts to the
non-_1 message it was given as input. In CHAL or H, the ciphertext ¢; was obtained by encrypting a message
m so this can only happen if there was a correctness failure for TKE. In Fig. 20, we design a correctness
adversary Dy to bound the probability of this. We’ve used highlighting to indicate the interesting differences
between it and H3. In particular, it sets the keys of a random user u* to be the keys it was given as input.
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Hybrids H,

’]:L x H' «—s VKE.IM

H s Fes(U x TKE.C, {0,1}7)
(ek(y, dk(y) <3 TKE.K

a(') <«—$ {0, 1}11

FE s nj= (U, {0,1}")
(m,u,1) «s ANEW, CHAL,PC,CV,H, 7!
Return PC(u, m, CHAL(u, 1))
New(u) //H', H?

Return (au,eku) //Hlo 1)

Return (f(u), eku) //Hf; ),

[)f)

CHAL(u, ) //H*

If Clu,i] # L:

Return Clu, 1]
m «—s VKE.M
¢1 « TKE.EM (eky,m)
c2 — H(aw, m) //Hlo 1)
c2 — H(f(u),m )//H[lz)

o H(u,cx) //Hl5 )
¢ — (c1,c2)

Clu,i] « ¢

Return ¢

H(a,m) //H'
If f 7o) # Lt //Hps )
ue f7Ha) //Hp2 o)
1« TKE.EY (eku,m) //H}5.,
Return H (u, ¢1) //HfQ,%)
Return H(a, m)

PC(u,m,c) //H!

(c1,c2) < ¢

m' — TKE.D™ (dku, c1)
If m’ = L then return false
ch H(aw, ,) //Hlo 1)

ch — H(f(u),m') //H1 )
CQ <« H(uvcl) //H [2,00)
Return (m = m') and (c
CV(u,c) //H!

(c1,¢2) < ¢

m «— TKE.D™ (dku, c1)
If m = 1 then return false

ch — H (o, m) //Hllo 1)
0/2‘_7'[(() )//H|1z)

ch — H(u,e1) //Hz o)

Return (m # 1) and (cz = c)

2205)

CHAL(u, i) //H?

If Clu, ] # L:
Return Clu, 1]

m «—s VKE.M

¢1 — TKE.EM (eky,m)

co — H(u,cr)

¢« (c1,¢2)

Clu,i] « ¢

Return ¢

H(a,m

) //H?
If f~'(a) # L:
we f(a)
¢1 « TKE.E (eky,m)
Return H(u, c1)
Return H(a, m)

PC(u,m,c) //H?

(c1,¢2) <« ¢
If m = TKE.D™ (dku, c1):
ch — H(u,c1)
Return (cz = )
Return false

CV(u,c) //H?

(e1,¢2) < ¢
m < TKE.D™ (dku, c1) //HE, )
ch — H(u,cr)
If co = ch: //H'fl‘f/)
Iftm=1: //Hfl,2)
bad « true //Hf, ,,
Return false //H%L,Z)
Return true //Hflef,u‘)
Return (m # 1) and (c2 = ¢5) //Hf 1)
Return false //Hfl_,m

Adversary BNEW,CHAL,PC,’H/

H s Fes({0, 1} x TKE.M, {0,1}7)
H s Fes(U x TKE.C,{0,1}7)

fi 3 Injt(Z/L {07 1}l)

(m,u,i) s A

Return (m,u, )

SIMNEW (u)

Return (f(uw), NEW(u))

SIMCHAL(u, 7)

¢1 < CHAL(u,1)
2 H(u,c1)

¢ — (c1,¢2)
Return ¢

SiMH (v, )

If f7'(a) # L:
u — f1(a); ek «— NEW(u)
Return 7 (u, TKE.E* (ek, m))
Return H(a, m)

SIMPC(u, m, c)

(e1,¢2) « ¢
If PC(u,m,c1):
ch — H(u,cr)
Return (cz = c5)
Return false

SIMCV (u, ¢)

(e1,¢2) ¢
¢y — H(u,c1)
Return (c2 = c})

Fig. 19. Hybrid games and the adversary B used in proof of Theorem 6 (TAM-tight security of augmented V trans-

form). Grey highlighting indicates changes from earlier games.
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Adversary Dz{l(ek*, dk™*) SIMCHAL(u, 7) SIMPC(u,m, c)
H s Fes({0, 1} x TKE.M, {0,1}) If Clu,i] # L: (c1,e2) < ¢
H s Fes(U x TKE.C,{0,1}") Return C[u, 1] m' — TKE.D™ (dk,, ¢1)
(ek¢y,dk(y) <s TKE.K m s VKE.M If m’ = L then return false
u* —sU ¢1 — TKE.E™ (eku, m) If w = u* then CHECK(m/, c1)
(kys, dkys) — (ek*, dk™) If u = u* then CHECK(m, c1) ¢y — H(u,c1)
fE —sInjt (U, {0,1}") c2 < H(u,c1) Return (m = m') and (c2 = c3)
(’ITL, u, ’L) s AS]MNI-:W,S]MCH/\MSII\IPC,S[MCV,S[MH,H' C «— (.Cl, 62) SIMCV(U, C)
Return OUTPUT(L) FC{[u, ijc (cnea) —c
SIMNEW () etwrm. ¢ m « TKE.D™ (dku, c1)
Return (f(u), eky) SvH(a, m) If m = L then return false
CHECK(m, ¢) //Internal It fﬁl(a)ﬁf L If u = u* then CHECK(m, c1)
If T[c] # L and T[c] # m: ue (@) 2 ca < H(u,c1) ,
m TKE.DH/(dk* o) c1 «— TKE.E™ (eky, m) Return (m # L) and (c2 = ¢3)
If m’ # m then OUTPUT (m) Ll — e Cancie o)
OUTPUT(T[c]) Return H(u,c1)
Tle] —m Return H(a, m)
Adversary D3 (ek*, dk*) SIMCHAL(u, %) SIMH (a, m)
H s Fes({0, 1} x TKE.M, {0,1}) If Clu,i] # L: If 71 (@) # L
H s Fes(U x TKE.C, {0,1}7) Return Cfu, i] u— f(a)
(6]6(‘), dk(A)) —s TKE.IC m «<—s$ VKE.M/ Cc1 «— TKE,E’HI (eku7 m)
u* —sU c1 — TKE.E™ (eku, m) If u = u* then CHECK(m, c1)
(Eku*,dku*) p (ek*,dk*) Ifu= :LL* then CHECK(m, 01) Return 7:[(111, Cl)
f* s Inf= (U, {0,1}) ez < H(u, c1) Return H(a, m)
(m’ u, Z) s ASIM]\'EW,SIMCHAL,SIMPC,SIM(‘V,SIMH,H/ C «— (Cl, 02) SIMPC(U m C)
Return OUTPUT(L) Clu,i] ¢ —
Return ¢ (c1,¢2) —c
SIMNEW (u) If m = TKE.D™ (dky, c1):
Return (f(u), ekw) SMCV (u, c) ch «— H(u,c1)
CHECK(m, ¢) //Internal izl(’_CQ%[a 601) Return (cz2 = ¢3)
m TKE‘DHl(dk*, o) Return (cs — cb) Return false
If m’ = L then OUTPUT(m)

Fig. 20. Correctness adversaries used for proof of Theorem 6 (TAM-tight security of augmented V transform).

Any time it would make a query H(u*,¢;) in SIMCHAL or SIMH it queries its internal oracle CHECK (m, ¢1).
This oracle outputs m if ¢; decrypts to L. Note that Do makes g2 = gTke(2¢cnar + 2gu + gpc) + gu queries
to H'. Hence, Pr[H3 sets bad] < Pr[H2 sets bad] + U] - §'(g2).

Now in H% the only way the adversary’s view can depend on H(u, 1) for such ¢; is by making queries
CV(u, (c1,¢)) and learning if H(u,c;) = ¢o. So standard analysis gives Pr[HZ sets bad] < gcv/27. This
completes the proof. O

G Proof of Theorem 7 (KEM/DEM Construction, Challenge Respecting)

We prove Theorem 7 via a sequence of hybrid games shown in Fig. 21, 22, 23, and 24. We establish the
following bounds relating the different hybrids.
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Hybrids Hy, for 0 < x < 1 DEec(u, ¢) Adversary By FNeAmDrear i
H «—s KD.IM (Ck, Cd) —c d s ANEW,SIMENG,SIMDEC,H
(ek(, dm)E:S;DP;EMK If Tu,c*] # L Return d’

— ,ENC,DEC, 3
b A / K < Tlu,c”] SIMENC(u, 7, m)
Return (b = 1) Return SKE.D*(K,c?) | % o .

. c*, K) < ENCAP(u, i
M K «— KEM.DH(dku,Ck) gd s )SKEEH(K,(TTL) )

(¢*, K) s KEM.E" (¢k.) //H|10.1) IR =1 then return L Return (c*, ¢?)

Return SKE.D™ (K, ¢?
c* —s KEM.C(eky) //Hh,m ( ) SiMDEC(u, ¢)

K s KEM.K //H!, ., New(u) ko

a o Return ek, (c",¢%) ¢

c <—$I€SKE.E (K,m) K «— DEcaP(u, c®)
T'[u,c"] ‘_k I(d If K = 1 then return L
Return (¢, ¢%) Return SKE.D” (K, c?)

Fig. 21. Hybrids H, (Left) and adversary By (Right) used for proof of Theorem 7.

1. Pr[GRy$e®(A)] < Pr[H{] + gexc - 6 10. Pr[H3] < Pr[H3] + 0.5¢3,./|KEM.C|

2. Pr[HE] = Pr[H1] + Advpgsce (5,) 1L Pr[HZ] < Pr[HG] + 0.5qi./|KEM.C| + 0.5/ 2%
3. Pr[H!] < Pr[H2] + 0.5¢2 . /[KEM.C|  12. Pr[H{] < Pr[H}] + gpec/2°%E

4. Pr[HZ] = Pr[H?] = Pr[H3] 13. Pr[H}] = Pr[H]] + Adv?E[vsfcca(Bl)

5. Pr[H3] < Pr[H3] + ¢excqpee/|KEM.C|  14. Pr[H3] < Pr[H3] + grno - 0

6. Pr[H2] = Pr[H2] + Advas®®(Bskg) 15 Pr[H3] < Pr[Hi] + gune - €

7. Pr[H2] < Pr[H2] + gencqoue/|[KEM.C| 16, Pr[Hi] < Pr[HZ] + gpgc/2%K5

8. Pr[H2] = Pr[H3] = Pr[H3] 17. Pr[H] < Pr[HE] + 0.5¢3,./|KEM.C| + 0.5¢2,./25KEX
9. Pr[H3] = Pr[H3] = Pr[H3] = Pr[H]  18. Pr[HE] = Pr[GRyse2(A)]

Applying these in sequence to Advis 5 (4) = Pr[G[?B'Ecca (A)] - Pr[G[?B',gcca (A)] gives

AdV?B_s;cca(.A) <Adv{?E,'v?cca (Bo) + Advsmkjé&ca(BSKE) + Adv{?,‘_:';\fcca (B1) + grxc - (20 + €)
+ (QQI%:NC + 2‘]ENCQDEC)/|KEM'C| + (Q}%Nc + 2QDEC)/25KE'X|'

The adversary Bkem considered in the theorem statement picks d «<—s {0, 1} and then runs B,. This gives
2AdVIE < (Byen) = AdVIESeea (By) + AdvTEec® (B, ). Statements about the adversaries’ complexity can be
verified by examining their code.

GENERAL SUMMARY. We can broadly view this proof as occurring in three phases, corresponding to the three
reductions we provide. The first phase (H} — H1) is fairly immediate and quick; we apply the security of
KEM to replace its ciphertexts with random. For the second phase (H2 — H32), we want to apply the security
of SKE. Doing so in the naive way requires storing the encryption query that each randomly chosen KEM
ciphertext came from. To avoid this, we carefully re-arrange the game to pick these KEM ciphertexts as the
output of an injection applied to the information we need to remember, allowing us to make the reduction
to SKE TAM-tight.

A priori, it is surprising that a third phase (H? — H3) is needed at all. Haven't we already applied
the two reductions needed to switch both components of the ciphertext with random? It turns out there is
a subtle technical issue with the decryption oracle. The desired behavior is to “automatically” return the
correct message for all challenge ciphertexts forwarded from encryption and to decrypt all other ciphertexts
with KD.D. However, our decryption oracle after the second phase does not do this. In particular, when
given a ciphertext whose KEM component is from a challenge ciphertext, but whose SKE component is fresh,
the decryption oracle will decrypt the SKE ciphertext with a random key when it should be using the key
encapsulated in the (random) KEM ciphertext. Switching this to the correct behavior requires a careful
reduction to the $CCA security of KEM. To perform this reduction in a memory-tight manner, again, we
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Hybrids H2 for 0 < k < 5
H «—s KD.IM

Ky <sSKE.K

r «s Fes(U, KEM.R)

h* <sInj*(T, D, R)

b/ s ANEW,ENC,DEC,H
Return (' = 1)
Enc(u,i,m)

Iu] « I[u] U {3} //H} )
(eku, ) — KEM.K(7(u))
Ck = hu,eku (Z)

¢ s SKE.E*(Ki,m) //Hf, .
Cd s {O7 1}SKE.CI(\m\) //Hf1j,)
T[u, "] « K;

M[iv Cd] «—m //HfQ,oc)
Return (c*, %)

DEc(u, ¢)

(cF,et) —¢
(eku, dky) «— KEM.K(7(u))
i hoy e () //HE o)
If Tu,c*] # L //H, o)
If i € I'fu] //H?l,:s): H?ﬁ,x,)
Ifi# L //Hfs 5

If M[i,c"] # L //Hf, )

Return M{[i, c?] //Hfz.’:,»)

Return SKE.D*(T'[u, ¢*], %) //HﬁM)
Return SKE.D™ (K, ¢%) //H}, )

K «— KEM.D*(dk,, c*)

If K = 1 then return L
Return SKE.D™ (K, ¢?)

NEW (u)

(eku, ) — KEM.K(7(u))
Return ek,

ENnc,DEC,H
Adversary Bgyp

r s Fes(U, KEM.R)

h* s Injt (T, D, R)

b/ s ASIMNEW,SIMENC,SIMDEC,'H
Return b’

SIMNEW (u)

(eku, ) — KEM.K(r(u))
Return ek,

SIMENC(u, i, m)

(eku, ) — KEM.K(r(u))
Ck «— hu,eku (Z)

¢t — ENc(i,i,m)
Return (c*, ¢?)
SIMDEC(u, ¢)

(&, c) —c

(eku,dky) — KEM.K(7(u))
i—h L, ()

u,eky

Ifi# 1

Return DEc(7, ¢?)
K — KEM.D"(dk,, c*)
If K = 1 then return L
Return SKE.D* (K, ¢?)

Fig. 22. Hybrids H2 (Left) and adversary Bske (Right) used for proof of Theorem 7. Adversary Bske is used to
transition from HZ to H?. Recall that T = U x KEM.EKk, Du,ery = Z = [qexc], and Ry,exy = KEM.C(ek).

need to first carefully re-write the game, this time to have the random SKE ciphertexts be the output of a
random injection applied to the message they are supposed to encrypt.

While we do not refer to it as its own phase, there are a few further small transitions (H} — Hg) after
the last reduction which undo some of our memory-tightness tricks to reach the conclusion of the proof.

TRANSITION TO H} (START PHASE 1). We compare the hybrid game H} to the game G'}?Bﬁcca defined in Fig. 3.

In both games, the encryption oracle returns “real” encryptions of the message. In G&‘B:fcca, the messages

underlying challenge ciphertexts are stored in a table which is used to respond to decryption queries on these
ciphertexts. In H}, we instead use a table to store the key underlying the KEM component of the ciphertext.
This key is used for any decryption query involving that part of the ciphertext. The behavior of the game
only differs if there is a correctness error in any ciphertext produced by the encryption algorithm. We assume
d-correctness of KEM and perfect correctness of SKE, so we get Pr[G{?Bﬁcca (A)] < Pr[H}] + qexc - 0.
TRANSITION FROM H} TO Hi (END PHASE 1).In game Hi, we switch from using the real output of the
encapsulation algorithm to sampling the KEM ciphertext and generated key at random. To bound the
difference between the games H} and Hi we use the security of KEM. We construct the adversary By in
Fig. 21. Adversary By perfectly simulates game H! for adversary A when the bit in its game is 1 — k.
Note that the table T in games H! is the same as the table T used of the game played by By. Therefore,
Pr[H}] = Pr[H1] + AdviRgn < (Bo).

TRANSITION FROM Hi TO HZ (START PHASE 2). Now we start phase 2 of the proof where we move toward
using the security of SKE to replace its ciphertexts with random strings of the same length. We want to think
of the random key K used by SKE during an encryption query of the form (u,%,-) as belonging to an SKE
user whose identity is i. Here we are using the fact that A is challenge respecting so we know ¢ will never
repeat across queries. To be able to properly make queries for user 7 in DEC, we will first have to transition
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Hybrids H2 for 0 < k <5 Enc(u,i,m) DEc(u, c)

H <s KD.IM ITu] < Ifu] v {i} (c*, e —c
K, «s SKE.K c’;  hu,er, (i) //Hfo5) i hy e, ()
(ek(.),dk(.)) —s KEM.K c” «—s KEM.C(ek.) //H([;.jf,c) Ifie I[u] and M[lab(u, Ck), Cd] # 1 //Hf()z)

+ £ 3
W= tnf (12D, R) [/Hos) o s {0, 1)5KE0mD It M[lab(u,c*), ¢ # L //HY, .

b/ —s ANEW,ENG,DEC,’H A - ’
Rotun (¥ = 1) Twel— K | Return M[lab(u,c*), 1]
M e ) el i If i € ITu] then K « K; //H}, .,
Return (c 7.C ) If T[u,c*] # L then K « T[u,c"] //H‘l[34m>
Label function lab Else K « KEM.D™ (dku, c*)

lab(u, Ck) = h'l:,%eku (Ck) //H:E(Ll) If K = 1 then return L
lab(u, ¢*) = u, h‘;,leku (c*) //H?l,:;) Return SKE.D™ (K, ¢?)
lab(u7 Ck) =u, c* //Hfii,fx) NEW(U)

Return ek,

Fig. 23. Hybrids H2 for proof of Theorem 7. Recall that T' = U/ x KEM.Ek, Dy,eky = [grxc] and Ry ey = KEM.C(ek).

to a hybrid where ¢* is chosen using an injection applied to i so that i can later be recovered when c* is

queried to DEcC. This will occur over several game hops.

The ways in which game HZ (Fig. 22) differs from game H} have been highlighted grey in HZ. We summa-
rize the interesting changes. To succinctly remember (ek,, dk,,) for each u we generate them as KEM.K(r(u))
where 7 is a random function. We can then re-derive these keys whenever needed. We’ve removed the table
C. As A is challenge respecting, this table was unused.

The change which does affect its view is the switch from sampling the ciphertext ¢ at random to
assigning it as the output of a random injection Ay ek, (-) from Z = [grxc] to KEM.C(ek,). Because A is
challenge respecting, it never repeats ¢ across queries to ENC and we can use the switching lemma to get
Pr[H1] < Pr[H3] + 0.5¢%,./|KEM.C|.

TRANSITIONS FROM HZ THROUGH H3. Next we move toward adding a look-up table M to mirror the table
in Gg‘k‘ggca. It will be indexed by a SKE user identifier 4 and challenge ciphertext ¢? and store the message
encrypted by that ciphertext.

In H?, we start by getting rid of the table 7. We start storing sets I[u] which contain i iff the i-th
encryption query was to user u. In DEC, the check whether T[u,c*] is L is replaced with a check whether
1= h;)leku (c¥) e I[u] and if this check passes we directly use K; rather than recovering it from 7. If
Tlu,c*] # L and ¢* = hyer, (i) then it must have been set by the i-th encryption query of the form
ENC(u,i,-), and so ¢ € I[u]. The same change of logic works in reverse, noting that this i-th encryption
query for user u would have picked ¢* = hy ok, (i). Hence, Pr[H3] = Pr[H?].

Next, in HZ, we add the aforementioned table M to ENC and DEcC. If i € I[u], then the i-th encryp-
tion query had the form (-,¢?) = ENC(u,i,m). Then, by the perfect correctness of SKE, M[i,c?] = m =
SKE.D™'(K;, ¢%), so the use of M does not change the behavior of the game. We get Pr[H?] = Pr[H3].

For H2, we make a modification that does change the behavior of the game. The check whether i € I[u]
is replaced with a check whether i = h;’leku (c¥) is non-_L. This can cause misbehavior of the game, but the
only way to trigger the difference is if the i-th encryption query was not to user u (or has not occurred yet),
but A anyway manages to make a query DEC(u, (hy, ek, (), ))-

We bound this using a union bound over the decryption queries. In H3, the view of A can only depend
on hy, ek, applied to inputs in I[u]. For a query DEC(u, (c*,-)) where ¢* ¢ hy .r, (I[u]) we can bound the
probability of ¢ # L by

|hu,eku ([gExcar]) ~ hoy ek, (I[u])] qene — [I[ul < gdENC
|

[KEM.C(eky) ~ huer, (I[u])]  [KEM.Cleka)| — |I[u]| = [KEM.C|’

Thus we get Pr[H3] < Pr[H32] + ¢excqpec/|KEM.C|.
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TRANSITION FROM HZ 10 H? (END PHASE 2). In game H?, we change ENC so that ¢? is sampled at random
rather than produced by SKE.E. To bound the difference between H3 and H?%, we construct the adversary
Bske in Fig. 22 against the security of SKE.

For encryption and decryption of ¢?, the reduction adversary invokes its own encryption and decryption
oracles. Because i is incremented with each encryption, Bske is making at most one encryption query per
user as claimed in the theorem. The adversary uses the random function r to sample (ek,,dk,) and the
random injection h to sample ¢ while using little memory.

We claim that when interacting with g‘k‘ﬁgca, Bske perfectly simulates game H3 _, for A. These claims

were verified by manually plugging the code of g]zggca into Bske’s oracle queries to compare with H?_,.

Therefore, Pr[H2] = Pr[H2] + AdvZ¥e>®(Bske).

TRANSITION FROM H? TO HZ (START PHASE 3). Phase 3 of the proof will begin in earnest with H3. Before
we get there we quickly switch back from DEC checking if ¢ # L to checking if ¢ € I[u]. Using analogous
analysis to when we switched the other way we get that Pr[H?] < Pr[H2] + grxcqprc/|KEM.C].

TRANSITION FROM H2 TO H3. Now we move to H3 (Fig. 23) where grey highlighting has been used to indicate
differences from H2 that were made to set up for future modifications. First, we switched away from using r
to sample (ek,,dk,). Second, we rewrote the indexing into table M to make use of a “label” function lab.
For the definition of lab in H}, this results in M being indexed no differently than it was before. Finally,
we re-organized the conditional logic in DEC. The initial nested if statements were split into two separate if
conditions, the first for when both of the nested if’s are true and the second for if just the outer if statement is
true. We rewrote the later part of DEC so there is a single invocation of SKE.D with proceeding code deciding
which key to use. The modifications do not change the behavior of the game and so Pr[H2] = Pr[H3]

TRANSITIONS H3 THROUGH H3. In the next steps toward transitioning toward our game matching GEB’%“*’,

we rewrite the behavior of our M table to match the table in that game which means that it should be
indexed by (u, c*, c¢?). Moreover, we switch c* back to being sampled at random. These changes occur over
multiple transitions.

In these transitions we change the definition of the “label function” lab used to index into table M.
For the first transition, we add u to the output of the function and claim Pr[H3] = Pr[H}]. This follows
because if the i-th encryption query is of the form ENC(v,i,), then in H} the table entries M][i, -] will only
be accessed in that encryption query and in decryption queries of the form DEC(v,-). It is clear that MTi, -]
is only written into during the i-th encryption query. To see that no DEC(u, ) query with u # v will read
from M{i, -] note that DEC only accesses M[i, -] after the check i € I[u] succeeds and I[v] will be the only
set containing i. Hence, Pr[H}] = Pr[H3]

For the transition to H3, the i € I[u] check is removed from the first if statement in DEC. Note that
MTu, i,c?] can only be assigned a non-_L by the i-th ENC query being to u. This query would have added i
to I[u] and so Pr[H}] = Pr[H3].

For the transition to H3, lab’s output u, h;’leku(ck) is changed to u, c*. Note that with u fixed, h;’leku is
an injection. Hence, indexing into the table with h;leku (ck) or ¢ is equivalent. This gives Pr[H3] = Pr[H3].

In H}, we switch from the conditional “If i € I[u] then K « K;” in DEC to “If T[u,c*] # L then
K « T[u,c*]”. By examining ENC we can verify that i € I[u] iff T[u,hy ek, (i)] = K; and otherwise
T, hu ek, (1)] is L. Hence Pr[H3] = Pr[H3].

Finally, moving to H3 we switch from using the injection h to pick c* to picking it uniformly at random
from KEM.C. By the switching lemma, Pr[H3] < Pr[HZ] + 0.5¢%,./|KEM.C|.

TRANSITION FROM HZ TO HR. It is tempting at this point to believe that we are done, as (c¥,c?) are

sampled at random and the table M ensures that decapsulation queries are properly responded to as in

G[?B'gcca. Unfortunately, there are some ciphertexts that DEC handles improperly.'! If the i-th encryption

query was of the form (c¥,c?) « ENC(v,i,m), then any decryption query DEC(v, (c¥,¢)) for ¢/ # ¢ will

1 This is a surprisingly subtle detail and easy to miss when not writing the proof with careful detail.
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Hybrids H for 0 < x < 6 DEC(u, ¢) Adversary By ENeAr, Drear,
H s KD.IM () —c gt <sInj*(I", D', R))
(ek(,)7 dk(<)) —s KEM.K If ]\4[,&7 Ck, Cd] % | //H40 " H4) 7) b s ANEW,SMERC S]MDF(‘,’H
s Injt(1",D", R)) k N
g/ s ANJEV\',ENC’,DEC’,'H Return M[u ¢ ] //H|[) 1) |> ) Return 1
Return (' = 1) m—g, ck SKE. m|(|cd|)( ?) //H!11,5) SI}:/IENC(u,z,m)
) If m # L then return m //H[; 5 (c*,) < ENcAP(u,1)
ENo(u,i,m) If T[u,c*] # L then K « T[u,c*] //H} ¢ = Gy o ) (M)
ks KEM.C(eky) //Hiy 0, Hi ’ ’ 09 ey
¢ u 02 Fl4%) Blse K « KEM.D" (dku, c*) //H}) 5 Return (c*, ¢9)
Kk<—$ KEM.XC //H’;L) 2) . K — KEM.DH(dk}u, Ck) //H?.‘L,x) SIMDEC(U, C)
(2 , K) s KEM.E (ekj uw) //H[24) 1t K = 1 then return L (c*, e —c
C gu,ck,\m\(m) //H‘m#(i) Return SKE.DH(K, cd) m «— gt (cd)
d s {0, 1)SKEl(Im]) //H3 Gu,ck SKE.mi(|c])
¢ {0, 1} /Hi6,00) NEW (u) If m # L then return m
Tlu,c ] — K //H 0,3) Return ek, K < DEecap(u, ck)
Mlu,c*, c?] «—m If K = 1 then return L
Return (ck, %) Return SKE.D* (K, ¢?)

Fig. 24. Hybrids H;. (Left) and adversary B; (Right) used for proof of Theorem 7. Adversary B; is used to transition
from Hi to H3. Recall that 7" = U x |, exem e KEM.C(ek) x N, Dy, ) = {0,1}, and R{, i ;) = {0,1}3F<®.

mu-$cca

decrypt c? using the randomly chosen key K; because T[u,c*] # L.'2 The decryption oracle in LCHAS
would instead decrypt c? using K = KEM.D*(dk,,, c*).

To change this decryption behavior we are, perhaps surprisingly, going to again make use of the security
of KEM. For this reduction to be memory-tight we cannot store the table M, so our next game transitions
are aimed at allowing simulation of it in a memory-tight manner. In particular, we are going to switch to ¢
being the output of an injection ¢ applied to the message. Then in decryption we can use g~* in place of M.

To start, we transition to Hi (Fig. 24), the first hybrid in our final set of hybrid games. We used
grey highlighting to indicate the changes. The only change which is not simple rewriting is the treatment of

¢ which is now set to Gu,ck,|m| (M) Where g is an injection. Let us first consider an intermediate hybrid H*,

where instead g was a random function chosen as g «s Fes™ (T7, D', R'). The switch to this hybrid would be
detectable only if ¢ is called with the same inputs twice, which requires the same random c* to be sampled
twice. This gives that Pr[H3] < Pr[H%,] + 0.5¢3,./|KEM.C|.1* Now to move to H we apply the switching
lemma to use a random injection instead which gives Pr[H% ;] < Pr[H{] + 0. 5q%w/2$KE'X'

TRANSITION FROM H$ TO Hf.In H}, we replace the use of M[u,c*, ¢?] in DEC with g ck SKE. m|(|cd\)( 4). Ex-

amining, ENC we can see that if M[u,c¥,c?] # L, then 9. ck SKE. m|(|cd\)( c?) = M[u, c* cd] 4 The other direc-
tion does not necessarily hold, so A can detect this game transition if it is able to query DEC(u, (c¥, ¢?)) where
(ck, ¢?) was not an earlier response to an ENC(u, ) query (so M[u,c*,c?] = 1), yet g !, SKE.ml(\cd\)(cd) # L.
In HY, the view of A only depends on g through queries to ENC so we analyze the probability of this bad event
there, using a union bound over DEC queries. During a DEC(u, (c¥, ¢?)) query where M[u,c* c¢?] = L, let n
denote the number of earlier ENC(u, m) queries with |m| = SKE. m|(|cd|) which returned some ciphertext of
the form (c¥,-). Then we can bound the probability of Y. ck SKE. m|(|cd\)( 4) # 1 by

25KE.m|(|cd\) 2SKE.mI(\cd\) 1

—n
< < .
oled] _ = 9lcd| = 9SKE.xI

Thus we get Pr[H3] < Pr[H{] + gprc/25KEX.
'? Technically, ¢* may have been returned by multiple encryption queries. We refer to the most recent i.

13 With careful analysis we could combine this with the H} to HZ transition to shave gi../|KEM.C| off of our bound.
14 For simplicity we assume ciphertexts of all lengths are possible for SKE.
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TRANSITION FROM H} TO H} (END PHASE 3). Now we switch in ENC from (c?, K) being randomly sampled
to them being the output of KEM.E. This is achieved using a reduction to the security of KEM. Consider the
adversary By shown in Fig. 24.

For encryption queries, it uses its ENCAP oracle to obtain ¢¥ while ignoring the output key and picks c?
using g. For decryption queries it first tries to “decrypt” ¢? with ¢. Failing that it queries DECAP to obtain
a key it uses to decrypt ¢?. The table T used in H* matches the corresponding table inside of G”K“E;\ffbca.

By plugging the code of G?,‘E’,\fcbca we verify that the view of A when run by Bkgm in that game perfectly

matches its view in game H}, ;. Note that Bxgm flips the bit output by A. This give us that Pr[Hj, ] =
1 — Pr[GREise2(Bkem)] and so Pr[H{] = Pr[H3] + Advittyi“ (Bkem)-

TRANSITIONS Hi THROUGH H% (CLEAN UP). The rest of the proof is a matter of “cleaning up” various
changes we made for the above reduction. First, unless there is a correctness error in KEM, if T[u,c*] # L
then it has the value KEM.D*(dk,, c*). Thus both branches of the if statement based on T in DEC are
equivalent when correctness errors do not occur so we simplify this is H3. Using d-correctness, we bound
Pr[H3] < Pr[H3] + grxc - 0.

Now, we switch ¢* back from being generated by KEM.E to being randomly sampled. Note that K is
unused now that 7' has been removed. Hence the e-uniformity of KEM gives Pr[H3] < Pr[H}] + ggxc - €.
In HG, we undo the switch from M[u, c¥, ¢?] to g;,ik,SKE.mlﬂcd\)(cd) in DEC. Then in H#, we undo the switch
from ¢? being random to being the output of g. By the same logic as before, Pr[H}] < Pr[H2] + gppc/25KEX
and Pr[H2] < Pr[HZ] + 0.5¢2,./2%KEX + 0.5¢2,./|KEM.C|).

Now we examine H3. In ENC it picks (c¥,¢?) at random and stores the message in M[u,c*, c?]. This
message is returned using M if a query DEC(u, (c¥, ¢?)) is made. Otherwise, DEC honestly decrypts. This is
exactly the behavior of GEB:%C“ and so Pr[HZ] = Pr[G[?B"gcca (A)], concluding the proof. o

H Proof of Theorem 8 (KEM/DEM Construction, Challenge Repeating)

We prove Theorem 8 via a sequence of hybrid games shown in Fig. 25, 25, 26, and 27. We establish the
following bounds relating the different hybrids.

1. Pr[GR 3 (A)] < Pr[H§] + grxc - 6 10. Pr[H3] < Pr[H2] + 0.5¢3,./|KEM.C|

2. Pr[H3] = Pr[H!] + AdviiEseea(By) 10.5 Pr[HZ] < Pr[HE] + gt o/27 "

3. Pr[H!] < Pr[H2] + qENC/W+1 +q2./(2IKEM.C|) 11 Pr[HZ] < Pr[Hg] + qENc/IKE'\/I C| + gRye/22 EHH

4. Pr[H2] = Pr[H2] = Pr[H] 12. Pr[Hg] < Pr[H{] + gppo/25KE

5. Pr[H2] < Pr[H2] + qpec|Z| - 27/|KEM.C| 13. Pr[H4] = Pr[Hi] + Adviisee2(B,)

6. Pr[H3] = Pr[H7] + Advgie™® (Bske) 14. Pr{H3] < Pr[H3] + grxe - 6

7. Pr[H3] < Pr[HZ] + qDE(,|I| 27 /|KEM.C]| 15. Pr[H3] < Pr[Hi] + qenc - €

8. Pr[HZ] = Pr[H3] = Pr[H}] 16. Pr[H3] < Pr[H5] + gppe/2°"

9. Pr[H}] = Pr[H3] = Pr[H3] = Pr[H3] 17. Pr[HE] < Pr[HE] + ¢2uo/ (2IKEM.C|) + g3y/25KEX+1
18. Pr[H§] = PrGRy §°(A)]

The adversary Bggm is obtained by randomly choosing to run either By or ;. Combining these gives the
claimed bound. The claimed complexity of the attackers can be seen by considering their code.

These hybrids are largely based off of the hybrids used the prove Theorem 7 in Appendix G. The only
changes are because the prior proof considered a challenge-respecting adversary, whereas the proof in this
section allows the adversary to repeat queries to its ENC oracle. We have made an effort to make “matching”
games have the same name (at times adding games with negative indices or skipping some indices to enable
this). In the hybrids and adversary we use blue text to indicate specific places where the code differs in
our new hybrids. Rather than giving a self-contained proof of each of the probability claims above, we
emphasize only the places that the analysis differs from the earlier proof. The reader can understand skipped
explanations by referring to the corresponding text from the previous proof.
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Hybrids H: for 0 <k <1
H s KD.IM
7<sFes(U x T x {0,1}*,SKE.R)

(ek< ) dk( )) —s KEM.K
b/ AI\EV\ ,Enc,DEC,H

Return (' = 1)
ENc(u,i,m)
If Clu,i,m] # L

Return Clu, i, m]
(c*, K) «s KEM.E® (eku) //H[, 1)
* —s KEM.C(eky) //H[, ..,
K s KEM.K //H}, .,
c? « SKE.EM™ (K, m;#(u,i,m))
Tlu,c*] — K
C[u,i,m] (
Return (¥, ¢?

)

)

DEec(u, )
(c*, ) —c
If Tlu,c] # L

K «— T[u,c"]

Return SKE.D™ (K, ¢%)
K «— KEM.D*(dk,, c*)
If K = 1 then return L
Return SKE.D*(K, ¢?)
NEW (u)

Return ek,

NEw,ENcAP,DECAP, H
Adversary B, ’ ’

7<sFes(U x T x {0,1}*  SKE.R)
d/ s ANEW,SIMENC,SIMDEC,H

Return d’

SIMENC(u, ¢, m)

(c*, K) — ENncap(u, (i,m))

c? s SKE.E* (K, m)

¢t « SKE.EM (K, m;#(u,i,m))
Return (c¥, c¢?)

SIMDEC(u, ¢)

(", c?) —c

K « DEcaP(u, c¥)

If K = 1 then return L
Return SKE.D™ (K, ¢?)

N

Hybrids Hi for —2< Kk <5H

‘H s KD.IM

7 «s Fes(U x T x {0,1}*,SKE.R)
K(AM‘) s SKE.K

r «s Fes(U, KEM.R)

t s Fes({0,1}*,{0,1}7) //HF ;.
g <3 FCS(T’ D/ R/)

b/ s ANEW,ENC,DEC,H

Return (b’ = 1)

ENc(u, i, m)

ITu] — ITu] U {(i,t(m))} //H{1 )
(eku, ) — KEM.K(7(u))

ko D, ek (3, t(m))

CX/

¢ — Qu.ck,|m|(m) //Hf4,1;)
T[u,ck] — Bougit(m)

M[(uv 7:7 t(m))v Cd] «m //Hfz)”)
Return (c¥, ¢?)

h «s Fes(T, Dx{0,1}*, R) //H{
t—1 //Hf—Q,—])
h* s Inj* (T, Dx{0,1}", R) //H}

¢t SKE.EM (K, i 1(m), m; 7(u,i,m)) //H? 5.4

DEC(u, ¢)

(cFeh) e

(eku, k) — KEM.K(r(u))

Return SKE.D™(T'[u, ¢*], ¢*

(4, T)(_hu%ik( )//HUT)
IfT[uc];éJ_//H 21)
If (i,7) € []//Hu HE5 o)
If (4, T)?fJ_//H[;))
) If M[(u,i,7),c ];EJ_//HZI)
Return M[(u,i,7),c%] //le‘f‘)

) //HE 2

Return SKE.D™ (K, ; -, c%) //H%l_x)
K « KEM.D*(dk,, c*)
If K = 1 then return L
Return SKE.D™ (K, ¢?)

NEW (u)

(eku, ") « KEM.K(r(u))
Return ek,

Enxc,DEc,H
Adversary Bgge

r «—s Fes(U, KEM.R)

hE —sInj* (T, Dx{0,1}", R)
t <s Fes({0,1}*,{0,1}")

b/ s ASII\'INEW,SIIVIENC,SIMDEC,’H

Return b’

C

SIMNEW (u)
(eku, ) — KEM.K(r(u))
Return ek,

SIMENC(u, i, m)

(eku, ) — KEM.K(r(u))

' — huer, (i, t(m))

4 — Enc((u,4,t(m)),0,m)
Return (c*, ¢?)

SIMDEC(u, ¢)
(cF,e?) —c
(eku, dky) «— KEM.K(r(u))
(i7) — hyle ()
If (4,7) # L

Return Dec((u, i,7), c%)
K «— KEM.D*(dk,, c*)
If K = 1 then return L
Return SKE.D* (K, ¢?)

Fig. 25. Hybrids H. (Top Left), adversary Bo (Top Right), hybrids HZ (Center), and adversary Bske (Bottom)
used for proof of Theorem 8. Adversary Bske is used to transition from H2 to HZ. Recall that T = U x KEM.Ek,
Duery = Z, and Ry,ery = KEM.C(ek). Recall that 77 = U x |J_;cxem ex KEM.C(ek) x N, Dzu oy = {0,1}, and

= {0,1}°%E4® By I we denote the identity function.

/
(u,ck,1)
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Hybrids H2 for 1 < k <6 Dec(u, )

H «—s KD.IM (ck,cd)<—c
K. —sSKEK (4,7) < h;,leku (Ck) //H?LF))
(€k(y, dk()) < KEM.K If (i,7) € I[u] and M[lab(u,c*),¢?] # L //H}, )

h* s Inj= (T, Dx{0,1}", R) //H], 5 It M{lab(u, ¢*), %] # L //H?, .

h s FCS(T7 Dx {07 1}*a R) //H:Esﬁzt) Return M[lab(u Ck) Cd]

3
tos FestO U0 /Mo G, m) € Tful then K o Kuar //H}
e res D ) I Tluyc*] # L then K « Tlu, "] //HY, )
«—s Fes(T", D', ,00
Z/ —s ANEW,EN(‘,’DEQ’H Else K «— KEM.DH (dku, Ck)

If K = 1 then return L
Return SKE.D(K, c?)

NEW (u)
Return ek,

Return (V' = 1)
ENc(u, i, m)

Iu] — Iu] w {(i, t(m)}
cF — R, ek (3, t(m))

cd — G (m Defining label function lab
T[u7 Ck] < Klt,i,t(m) lab(u? Ck) = U, h’;,leku (Ck) //HEI ,3)
M[lab(u’ Ck)v cd] < m lab(uv Ck) = U, ” //H:[BS,%)

Return (c*, ¢?)

Fig. 26. Hybrids H? for proof of Theorem 8. Recall that T = I/ x KEM.EKk, D(y,ery = Z and Ry ey = KEM.C(ek).

HyYBRIDS H!. We start with the H! hybrids and corresponding adversary given in Fig. 25. The only difference
from the equivalents in Fig. 21 is the use of a random function 7. In hybrid H}, the table C' keeps track of
all queries to ENC and returns the same output as before if a query is repeated. The random function 7 is
used to explicitly generate randomness for SKE.E. This serves as a way for By to return consistent results
for repeated queries without having to store C. As the inputs to 7 only repeat on repeated queries, this
modification does not change the analysis.

HYBRIDS H?. Next we move to the H? hybrids and corresponding adversary given in Fig. 25. These contain
more significant deviations from their equivalents in Fig. 22. In several places where the equivalent games
were able to reference different encryption queries with just the challenge value ¢ (as it was guaranteed to
always differ) we instead use either (u,,t(m)) or (¢,t(m)). We use the former for indexing per-encryption
symmetric keys and indexing into table M. We use the latter for storing in I[u] and as input to h.

In H?,, we start with h being a random function and t being the identity function. This ensures proper
behavior of outputs from ENC such that outputs repeat when encryption queries repeat and seem independent
otherwise, giving Pr[Hi] = Pr[H?,]. In H?,, we switch to ¢ being a random function. As t(m) is being used
only as input to the random function i and indexing into the tables K and M, this change is only detectable
if a collision in ¢ is found. Hence, Pr[H2,] < Pr[H2,] + ¢&,./2"*'. Finally, in switching to H3 we switch h
to being an injection, incurring the same switching lemma term Pr[H2,] = Pr[HZ] + 0.5¢2,./|KEM.C| from
the transition to the equivalent of HZ in Appendix G.

The next transition requiring new analysis is the transition to H3. This is the transition where we switch
from checking if (¢,7) € I[u] to checking if (i,7) = L in DEC. This corresponds to the attacker guessing a
point in the imagine of h which they have not been shown through ENc. We calculate

Prw,er, (T X0, 1}Y) N her, (T[ul)| - Z[-27 = o] _ 2] 27
IKEM.C(eka) ~ hucr, (I[u])] IKEM.C(eky)| — [I[u]] = [KEM.C|

Pr[H2] < Pr[H2] + gpec|Z| - 27/|KEM.C|. We incur the same loss between HF and HZ.

In H2, rather than picking ¢? uniformly at random for each query, we pick it as Gu,ck |m| (M) Where g is
a random function. Note that ¢* is chosen such that when u is fixed, ¢* uniquely determines the challenge
value i. Hence ¢? repeats when (u,,m) does, but is uniform and independent for otherwise, as desired.
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Hybrids Hi for 0 < x < 6 DEc(u, c) Adversary By FNeAmDECARH

H —s KD.IM (cF, et —c gt —sInjx(T",D', R))
T «$ ch(u X I x {07 1}*7 KEMR) If M[u, Ck, Cd] %1 //H?().l)’ Hﬁ’)?y;) b s ‘ANEW,S[MENC,SIMDEC,H
K . .)«s SKE.K Return M[u7 Ck,cd] //H?U.l)f H?S‘oo) Return 1 — b’
(ek(.),dk(,)) «—s KEM.K m e g_1 (cd) //H’/l ’ SIMENc(u ; m)
h «s Fes(T, Dx{0,1}* R) u,ck SKE.mi(|cd]) /[1,5) k—” ‘
gt «sInjt(T", D', R') //Hf‘(ua If m # J_k then return m //H’D_5>lC ) (2 ,+) < ENcaP(u, 1)
g<«sFes(T', D', R) //Hﬁi%) If Tlu,c”] # L then K « T[u,c"] //H[y 3 |€ < gu,ckk,\mc\i(m)
b s ANBWENC,DECH Else K « KEM.D*(dk,, c*) //Hﬁ),:s) Return (c”, c¢%)
Return (¥ = 1) K «— KEM.D*(dky, ") //H]5 . SMDEC(u, )
ENC(u, i, m) ftK=1 thenieturndJ_ (cF,ch) «c

k . 4 4 Return SKE.D™ (K, c) me— g~} ()
¢ < huek, (1,m) //Hig2y; Hia o) w,ck SKE.mi(|cd|)
K« Kuim //HY ' NEW(u) If m # L then return m

o (22 Return ek, K — DEcaP(u, c¥)

k H = - 4
(c*, K) «— KEM.E™(eku; 7(u,7,m)) //H(2,4) If K = 1 then return L

¢! — Guch m) (M) Return SKE.D™ (K, c%)
T'lu, Ck] — K //Hfo,:s)
Mlu,c®, c? —m
Return (c¥, c¢?)

Fig. 27. Hybrids H. (Left) and adversary B; (Right) used for proof of Theorem 8. Adversary B; is used to transition
from H{ to H3. Recall that 7" = U x |J_ycxem e KEM.C(ek) x N, D/ ={0,1}, and Ry,  , = {0, 1}°®<®).

(u,ck 1)

HYBRIDS H3. Next we move to the H® hybrids given in Fig. 26. Their deviation from their equivalents in
Fig. 23 are generally inherited from the earlier games.

We can skip the hybrid H3 as we have already been using u when indexing into M. At the end of the
H3 hybrids we switch h to being a random function (consistent with its equivalent in Appendix G switching
to picking the output of h uniformly). In H2, we switch A to being a random function where the equivalent
game got rid of h entirely. We require using h still to maintain the proper consistency between queries. In
the extra hybrid H3, we switch ¢ from being a random function to the identity function. This incurs the loss
of Pr[HZ] < Pr[HI] + q3,./27+.
HyBRIDS H?. Finally we consider the H? hybrids and corresponding adversary given in Fig. 27. Their deviation
from their equivalents in Fig. 24 are generally straightforward. The ciphertext ¢ is picked via random function
h when the equivalent game sampled it at random. A random function 7 is introduced to gives random coins
to KEM that are consistent for repeated queries. The injection g is replaced with a random function rather
than being replaced with random sampling. These modifications ensure the behavior of repeating when
encryption queries do, but looking independent otherwise. We again have Pr[H3] = Pr[G&‘[“):gcca(A)]. o
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