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Abstract

Actively secure two-party computation (2PC) is one of the canonical building blocks in
modern cryptography. One main goal for designing actively secure 2PC protocols is to reduce
the communication overhead, compared to semi-honest 2PC protocols. In this paper, we make
significant progress in closing this gap by proposing two new actively secure constant-round 2PC
protocols, one with one-way communication of 2k+5 bits per AND gate (for x-bit computational
security and any statistical security) and one with total communication of 2k + p + 5 bits per
AND gate (for p-bit statistical security). In particular, our first protocol essentially matches
the one-way communication of semi-honest half-gates protocol. Our optimization is achieved by
three new techniques:

1. The recent compression technique by Dittmer et al. (Crypto 2022) shows that a relaxed
preprocessing is sufficient for authenticated garbling that does not reveal masked wire values
to the garbler. We introduce a new form of authenticated bits and propose a new technique of
generating authenticated AND triples to reduce the one-way communication of preprocessing
from 5p + 1 bits to 2 bits per AND gate for p-bit statistical security.

2. Unfortunately, the above compressing technique is only compatible with a less compact au-
thenticated garbled circuit of size 2k + 3p bits per AND gate. We designed a new authen-
ticated garbling that does not use information theoretic MACs but rather dual execution
without leakage to authenticate wire values in the circuit. This allows us to use a more
compact half-gates based authenticated garbled circuit of size 2k + 1 bits per AND gate, and
meanwhile keep compatible with the compression technique. Our new technique can achieve
one-way communication of 2« + 5 bits per AND gate.

3. In terms of total communication, we notice that the communication overhead of the consis-
tency checking method by Dittmer et al. (Crypto 2022) can be optimized by adding one-round
of interaction and utilizing the Free-XOR property. This reduces the online communication
from 2k+3p bits down to 2k+ p+1 bits per AND gate. Combined with our first contribution,
this yields total amortized communication of 2k + p + 5 bits.

1 Introduction

Based on garbled circuits (GCs) [48], constant-round secure two-party computation (2PC) has
obtained huge practical improvements in recent years in both communication [5, 33, 49, 39] and
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Table 1: Comparing our protocol with prior works in terms of round and communication complexity. Here
K, p denote the computational and statistical security parameters instantiated by 128 and 40 respectively.
Round complexity is counted in the random COT/VOLE-hybrid model. One-way communication is the
greater of the two parties’ communication; two-way communication is the sum of all communication. For

the KRRW and HSS protocol we take the bucket size as B = 3.

9PC Rounds Communication per AND gate
Prep. Online one-way (bits) two-way (bits)
Half-gates 1 2 2K 2K

HSS-PCG [28] 8 2 8k + 11 (4.04x) 16K + 22 (8.09%)

KRRW-PCG [32] 4 4 5K+ 7 (2.53x) 8%k + 14 (4.05%)
DILO [18] 7 2 2k +8p+1(2.25%) 2k+8p+5 (2.27x)
DILOV2 [18] 3 4 26+2p+2(1.32x) 26 +4p+2 (1.63%)

This work, v.1 8 3 2k +5 (1.02x) 4k 410 (2.04x)
This work, v.2 8 2 26+ p+3(1.17x) 2k+p+4(1.17x)

computation [6, 26, 25]. However, compared to passively secure (a.k.a., semi-honest) 2PC protocols,
their actively secure counterparts require significant overhead. Building upon the authenticated
garbling framework [40, 41, 32, 46] and, more generally, working in the BMR family [5, 34, 35, 29,
27], the most recent work by Dittmer, Ishai, Lu and Ostrovsky [18] (denoted as DILO hereafter) is
able to bring down the communication cost to 2« + 8p + O(1) bits per AND gate, where x and p
are the computational and statistical security parameters, respectively.

Although huge progress, there is still a gap between actively secure and passively secure 2PC
protocols based on garbled circuits. In particular, the size of a garbled circuit has been recently
reduced from 2 bits (half-gates [49]) to 1.5k bits (three-halves [39]) per AND gate, while even
the latest authenticated garbling cannot reach the communication efficiency of half-gates. It is
possible to close this gap between active and passive security using the GMW compiler [24], and
its concrete efficiency was studied in [1]. However, it requires non-black-box use of the underlying
garbling scheme and thus requires prohibitive overhead.

Bringing down the cost of authenticated garbling at this stage requires overcoming several
challenges. First of all, we need the authenticated GC itself to be as small as the underlying GC
construction. This could be achieved for half-gates as Katz et al. [32] (denoted as KRRW hereafter)
proposed an authenticated half-gates construction in the two-party setting. However, when it comes
to three-halves, there is no known construction. These authenticated GCs are usually generated
in some preprocessing model, and thus the second challenge is to instantiate the preprocessing
with only constant additive overhead. Together with recent works on pseudorandom correlation
generators (PCGs) [11, 10, 47, 15, 9], Katz et al. [32] can achieve O(k) bits per AND gate, while
Dittmer et al. [18] can achieve O(p) bits per AND gate. However, the latest advancement by
Dittmer et al. [18] is not compatible with the optimal authenticated half-gates construction and
requires an authenticated GC of size 2k + 3p bits per AND gate.

1.1 Owur Contribution

We make significant progress in closing the communication gap between passive and active GC-
based 2PC protocols. We first propose an actively secure 2PC protocol with constant rounds and
one-way communication essentially the same as the half-gates 2PC protocol in the semi-honest
setting. Towards two-way communication, we optimize the consistency checking protocol in DILO



(which is an optimized WRK checking protocol [40] with amortized 3p bits overhead) and reduce
the consistency checking overhead down to p bits per AND gate as compared to the semi-honest
half-gates protocol.

1. We manage to securely instantiate the preprocessing phase with O(1) bits per AND gate. Our
starting point is the compression technique by Dittmer et al. [18], who showed that in authen-
ticated garbling, the random masks of the evaluator need not be of full entropy and can be
compressed with entropy sublinear to the circuit size. This observation leads to an efficient
construction from vector oblivious linear evaluation (VOLE) to the desired preprocessing func-
tionality. This reduces the communication overhead of preprocessing to 5p + 1 bits per AND
gate. To further reduce their communication, we introduce a new tool called “dual-key authenti-
cation”. Intuitively this form of authentication allows two parties to commit to a value that can
later be checked against subsequent messages by both parties. Together with a new technique
of generating authenticated AND triples from correlated oblivious transfer (COT), we avoid the
p-time blow-up of the DILO protocol, and the one-way communication cost is reduced to 2 bits
per AND gate.

2. As mentioned earlier, the above compression technique is not compatible with KRRW authen-
ticated half-gates; this is because the compression technique requires that the garbler does not
learn the masked values since the entropy of wire masks provided by the evaluator is low. We
observe that the dual-execution protocol [31, 30] can essentially be used for this purpose, and it
is highly compatible with the authenticated garbling technique. In particular, the masked value
of each wire is implicitly authenticated by the garbled label. Therefore we can perform two
independent executions and check the actual value of each wire against each other. Since every
wire is checked, we are able to eliminate the 1-bit leakage in ordinary dual-execution protocols.
The overall one-way communication is 2k + 5 bits per AND gate.

3. Towards total communication, we optimize the consistency checking procedure in WRK [40],
resulting in a consistency checking protocol compatible with the compression technique [18]
with amortized communication of p bits, which may be of independent interest. Recall that in
WRK we use an additional garbled circuit to evaluate the MAC tag of the masked output wire
value for each AND gate. First of all, we notice that in the secure computation scenario, we
can settle for evaluating the secret sharing of the MAC tags, whose consistency can be verified
using equality checking. This reduces p bits of communication. Moreover, notice that 1) we
can perform batched MAC checking by checking the random linear combination of all AND
gates, and 2) in Free-XOR compatible garbled circuits, the masked wire values of each wire is
a public linear combination of previous AND gate outputs and circuit inputs. By changing the
summation order, only one multiplication is needed per AND gate and input wire. Together
with the distributed half-gate garbling scheme [32] and our preprocessing protocol, we get a
circuit evaluation protocol with total amortized communication of 2x 4+ p + 5 bits.

We provide a detailed comparison of our protocol with the literature in Table 1. Notice that in
terms of amortized one-way communication we achieve constant additive overhead (5 bits per AND
gate) as compared to the semi-honest half-gates protocol, while for amortized two-way communi-
cation the overhead is p + 4 bits. Under full-duplex networks (e.g., most wired communication)
where communication in both directions can happen simultaneously, the one-way communication
is more relevant and the first variant of our protocol effectively imposes no slow down compared
to semi-honest half-gates; Nevertheless, even our two-way communication is minimal in the litera-
ture, for half-duplex networks (e.g., most wireless communication), we still cannot achieve the same
desirable constant additive overhead in communication.



The DILOvV2 protocol builds upon doubly authenticated multiplication triples [18]. Compared
to DILO, the DILOv2 protocol is less efficient, as DILOv2 requires quasi-linear computational
complexity. The reason is that the current instantiation of such doubly authenticated multiplication
triples PCG based on Ring-LPN [12] is not on the same efficiency level as the random COT/VOLE
PCGs. Moreover, DILOv2 can only generate authenticated triples over Fopr, while authenticated
garbling requires triples over Fo. This incurs a p-time overhead when utilizing such triples.

We also would like to stress that our protocol achieves adaptive security without relying on the
random oracle model while all previous authenticated garbling protocols with adaptive security [40,
32, 29, 18] need the random oracle model.

2 Preliminaries

2.1 Notation

We use k and p to denote the computational and statistical security parameters, respectively. We
use log to denote logarithms in base 2. We write = <— S to denote sampling x uniformly at random
from a finite set S. We define [a,b) = {a,...,b — 1} and write [a,b] = {a,...,b}. We use bold
lower-case letters like a for column vectors, and bold upper-case letters like A for matrices. We let
a; denote the i-th component of a (with a; the first entry). We use {x;};cs to denote the set that
consists of all elements with indices in set S. When the context is clear, we abuse the notation and
use {x;} to denote such a set. For a string =, we use Isb(x) to denote the least significant bit (LSB)
and msb(z) to denote the most significant bit (MSB).

For an extension field Fa of a binary field Fy, we fix some monic, irreducible polynomial f(X)
of degree xk and then write For = Fo[X]/f(X). Thus, every element x € Fox can be denoted
uniquely as x = Zie[o,n) x; - X' with z; € Fy for all i € [0,x). We could view elements over Fa«
equivalently as vectors in F§ or strings in {0,1}", and consider a bit x € Fy as an element in Fax.
Depending on the context, we use {0, 1}", F5 and Fa~ interchangeably, and thus addition in F4§ and
Fox corresponds to XOR in {0,1}". We also define two macros to convert between Fox and Ff.

o z < B2F(x): Given & = (zo, ..., xx—1) € F3, output @ := 3 ;00 ) i - X € Fox.
o x + F2B(z): Given =3,y ) %i - X € For, output & = (20, ..., 14_1) € F5.

A Boolean circuit C consists of a list of gates in the form of (4, j, k,T'), where i, j are the indices
of input wires, k is the index of output wire and 7' € { @, A } is the type of the gate. In the 2PC
setting, we use Za (resp., Zg) to denote the set of circuit-input wire indices corresponding to the
input of Pp (resp., Pg). We also use W to denote the set of output-wire indices of all AND gates,
and O to denote the set of circuit-output wire indices in the circuit C. We denote by C,,q the set
of all AND gates in the form of (i,7,k,T).

Our protocol in the two-party setting is proven secure against static and malicious adversaries
in the standard simulation-based security model [13, 23]. We recall the security model, a relaxed
equality-check functionality Fgq and the coin-tossing functionality Frandg as well as the summary
of the notations and macros used in our protocols at Appendix A.

2.2 Hash Functions

To instantiate our protocol without relying on the random oracle, we require different security prop-
erties for various hash functions that appear in our protocol. Here we recall their definitions. For
the circular correlation robust under naturally derived keys (ccrnd) and tweakable correlation robust



(tcr) hash functions we refer the work by Guo et al. [26] for the respective efficient instantiations
in the ideal cipher model.

Tweakable correlation robustness (tcr) We first recall the tweakable correlation robustness
property which is used in the reduction from correlated OT to string OT. The hash function has
the syntax as H: {0,1}" x {0,1}" — {0,1}", where the first input is the hashed message while the
second input is an index that ensures uniqueness of each hash function invocation. We recall the
definitions as follows.

Definition 1. Let H : {0,1}*" — {0,1}" be a function, and let R be a distribution on {0,1}".
For A € {0,1}", define OX"(x,i) = H(z & A,4). For a distinguisher D, we define the following
advantage
AdvET == | Pr [DOS01%) =1] - Pr DO =1
VH,R AJR[ (1%) ] f{_]_.gm[ (1%) I
where Fo . denotes the set of all functions mapping 2k-bit inputs to k-bit outputs. We call H
(t,q, p, €)-tweakable correlation robust if for all D running in time t and making at most q queries

tcr

to the oracle and all R with min-entropy at least p, it holds that Advij’z < €.

(Circular) correlation robustness under naturally derived keys (ccrnd). We require that
the hash function H ensures the privacy property in the garbling scheme. During garbling, the
tweaks of H are not adversarially chosen, but generated by the honest party in the garbling process.
Tweaks generated in this way are referred to as “naturally derived” in the literature [49, 26].

Definition 2. Let H: {0,1}*" — {0,1}" be a function, and let R be a distribution on {0,1}". For
A € {0,1}", define OX™(z,i,b) = H(z ® A,i) ®b- A. A sequence of queries @ = (Q1, ..., Q) is
natural if each query Q; with response x; is one of the following:

1. 2+ {0,1}".

2. x; = xi P xiy, where i; < i < .
3. x; = H(x;,,1), where iy < i.

4. x; = O(xiy,1,b), where i; < i.

Fiz some natural sequence Q of length q. In the real-world experiment, denoted Realy o, a key
A is sampled from R and then the oracle O in step 4, above, is set to O™ (resp. O™ ). In
the ideal-world experiment, denoted Idealy g, the oracle O is instead a function chosen uniformly
from Fou o (resp. Foutir) (Fnm denotes the set of all functions mapping n-bit inputs to m-bit
outputs). Either experiment defines a distribution (determined by executing the operations in Q in
order) over values x1, ..., xq, which are output by the experiment.

For a distinguisher D, we define the following advantage and use superscript to differentiate the
two cases.

Advor=| Pr Dz} =1- Pr  [D{z}) =1

{xi}%RealH’Q,R {xi}<—IdealH7Q

We call H (t,q, p, €)-correlation robust (resp. circular correlation robust) for naturally derived keys
if for all D running in time t and all Q of length q, and all R with min-entropy at least p, it holds
that Advﬂ?&n <€ (resp. Adv,c_f,g‘fn <e€).



Sum of Random Permutation. A common technique for checking the equality of two long
strings is to perform hashing first and then check for equality in the digests. In some scenarios, the
difference between the preimage of the honest party and the adversary is a secret unknown to the
adversary. L.e., the adversary has to successfully guess the secret before passing the equality check.

Therefore, in the aforementioned setting, we can instantiate the hash function as the sum of
applying random permutation 7 on each of its inputs. We note that this hash function was proposed
previously by Damgard et al. [17].

Definition 3. Let m: {0,1}* — {0,1}" be a random permutation. For each ¢ € N, we define the
hash function H™ : {0,1}% — {0,1}* as

H™(z1,...,x¢) := Zﬂ'(;vz) _

i=1

2.3 Information-Theoretic Message Authentication Codes

We use information-theoretic message authentication codes (IT-MACs) [7, 37] to authenticate bits
or field elements in Fax. Specifically, let A € Fox be a global key. We adopt [z] = (K[z], M[z], z) to
denote that an element « € F (where F € {3, Fax }) known by one party can be authenticated by the
other party who holds A € Fax and a local key K[x] € Fax, where an MAC tag M[z| = Klz]+z-A €
Fyx is given to the party holding z. For a vector & € F, we denote by [x] = ([z1], ..., [z¢]) a vector
of authenticated values. We refer to ([z], [y, [2]) with z = x - y as an authenticated multiplication
triple. If z,y,z € {0,1}, this tuple is also called authenticated AND triple. For a constant value
¢ € Fox, it is easy to define [c] = (c- A,07,¢). It is well-known that IT-MACs are additively
homomorphic. That is, given public coefficients cg, ¢1, ..., ¢y € Fax, two parties can locally compute
[y] = co+ Xy i ],

When applying IT-MACs into 2PC, secret values are authenticated by either Pa or Pg. We
use subscripts A and B in authenticated values to distinguish which party (Pa or Pg) holds the
secret values. For example, [x]a = (Kg[z],Mal[z],z) denotes that Pa holds (z,Ma[z]) and Pg
holds (Ag, Kg[z]). In the case that other global keys are used, we explicitly add a subscript to
keys and MAC tags. For example, when G € Fox is used and held by Pg, we write [z]ag =
(Kg[z]g, Ma[z]g, ) and Maz]e = Kg[z]g + 2 - G. When the context is clear, we will omit the
subscripts A and B for the sake of simplicity.

Batch opening of authenticated values. In the following, we describe the known procedure [37,
17] to open authenticated values in a batch. Here we always assume that Pa holds the values and
MAC tags, and Pg holds the global and local keys. In this case, we write [x] instead of [z]a. For
the case that Pg holds the values authenticated by Pa, these procedures can be defined similarly.
We first define the following procedure (denoted by CheckZero) to check that all values are zero in
constant small communication. Notice that we hash the MAC tags to reduce communication [17].

e CheckZero([x1],...,[z¢]): On input authenticated values [x1], ..., [x¢], Pa convinces Pg that z; =
0 for all i € [1, /] as follows:

1. Pa sends hp := H™(Ma[z1], ..., Ma[z¢]) to Pg, where H™ is defined in Definition 3.

2. Pg computes hg := H"(Kg[z1], ..., Kg[z¢]) and checks that ha = hg. If the check fails, Pg
aborts.

Following previous works [17, 42], we have the following lemma, which we prove for completeness.



Functionality Flcqr

This functionality is parameterized by an integer L > 1. Running with a sender Pa, a receiver Pg and

an ideal adversary, it operates as follows.

Initialize. Upon receiving (init, sid, A1, ..., Ap) from P and (init, sid) from Pg where A; € Fa. for all

1 € [1, L], store (sid,Aq,...,Ar) and then ignore all subsequent (init, sid) commands.

Extend. Upon receiving (extend, sid, ) from Pa and Pg, do the following:

e For i € [1,L], if Pa is honest, sample Ka[u]a, < F5.; otherwise, receive Ka[u]a, € F4. from the
adversary.

e If Pg is honest, sample u < F5 and compute Mg[u]a, = Ka[u]a, +u - A; € Fh. for i € [1,L].
Otherwise, receive u € F§ and Mg[u]a, € F5. for i € [1, L] from the adversary, and recomputes
KA[U}Ai = MB[U]Ai +u- Ai S an for i € [1,L]

e For i € [1, L], output (sid, Ka[u]a,) to Pa and (sid,u, Mglu]a,) to Pg.

Figure 1: Functionality for block correlated oblivious transfer.
Lemma 1. If A € Far is sampled uniformly at random and © is a random permutation, then
the probability that there exists some i € [1,£] such that x; # 0 and Pg accepts in the CheckZero

procedure is bounded by TQJ,QI, where T upper bounds Pp’s running time.

Proof. Suppose x; # 0 for some i € [¢]. Then the value Kg[z;] = Max;] + ;A appear uniformly
random to Pp. Pa learns at most 7 input-output pairs of = by querying = and 7! and the
probability that Kg[z;] falls into this set is at most 5.

Conditioned on this event not happening, m(Kg[z;]) is indistinguishable from uniform random-
ness for Pa and so is hg, which implies that the probability that ha = hg is at most 27%. Applying
the union bound we get the desired soundness bound. O

The above lemma can be relaxed by allowing that A is sampled uniformly from a set R C Fax.
In this case, the success probability for a cheating party Pa is at most ﬁ + 27%. Based on the

CheckZero procedure, we define the following batch-opening procedure (denoted by Open):

e Open([z1],...,[x¢]): On input authenticated values [x1], ..., [z¢] defined over field Fox, Pa opens
these values as follows:

1. Pa sends (z1,...,2¢) to Pg, and then both parties set [y;] := [x;] + x; for each i € [1,/].
2. Pa runs CheckZero([y1], ..., [ye]) with Pg. If Pg does not abort, it outputs (z1,...,xp).

2.4 Correlated Oblivious Transfer

Our 2PC protocol will adopt the standard functionality [10, 47] of correlated oblivious transfer
(COT) to generate random authenticated bits. This functionality (denoted by FcoT) is shown in
Figure 1 by setting a parameter L = 1, where the extension phase can be executed multiple times
for the same session identifier sid. Based on Learning Parity with Noise (LPN) [8], the recent
protocols [10, 47, 15, 9] with sublinear communication and linear computation can securely realize
the COT functionality in the presence of malicious adversaries. In particular, these protocols can
generate a COT correlation with amortized communication cost of about 0.1 ~ 0.4 bits.

We also generalize the COT functionality into block COT (bCOT) [18], which allows to generate
authenticated bits with the same choice bits and different global keys. Functionality .thco-r shown
in Figure 1 is the same as the standard COT functionality, except that L vectors (rather than a
single vector) of authenticated bits [u]g A, .., [u]g A, are generated. Here the vector of choice bits



Functionality Fpyzk

This functionality runs with a prover P and a verifier V, and operates as follows:

e Upon receiving (dvzk, sid, ¢, {[x], [yi], [2i] }ic[1,¢) from P and V where x;,y;, z; € Fax for all i € [1, 4],
if there exists some i € [1,£] such that one of [z;], [y:], [z:] is not valid, output (sid, false) to V and
abort.

e Check that z; = x; - y; € Fax for all ¢ € [1,/]. If the check passes, then output (sid,true) to V, else
output (sid, false) to V.

Figure 2: Functionality for DVZK proofs of authenticated multiplication triples.

u is required to be identical in different vectors of authenticated bits. It is easy to see that Fcot is
a special case of ]-"bLCOT with L = 1. The protocol that securely realizes functionality .FL)LCOT is easy
to be constructed by extending the LPN-based COT protocol as described above. Specifically, we
set A = (Aq,...,Ar) € FL = Fy.r as the global key in the LPN-based COT protocol, and the
resulting choice-bits are authenticated over extension field Fyxr. Note that the protocol to generate
block COTs still has sublinear communication, if L is sublinear to the number of the resulting COT
correlations.

While the COT functionality outputs random authenticated bits, we can convert them into
chosen authenticated bits via the following procedure (denoted by Fix), which is also used in the
recent DVZK protocol [4].

e ([x]g,A,s---,[xlg,Aa,) « Fix(sid,z): On input a session identifier sid of FyhcoT, and a vector
x € IF% from Pg, two parties Pa and Pg execute the following:

1. Both parties call Fl-yr on input (extend, sid, £) to obtain ([r]g a,,--.,[r]s,a,) With a random
vector r € F§ held by Pg, where F o1 has been initialized by sid and (Aq,...,Ap).

2. Pgsends d := x & r to Pa.
3. For each i € [1, L], both parties set [x]g a, := [r]g,A, ® d.

For a field element = € Fax, Pa and Pg can run @ < F2B(z), ([x|g.A,,- .., [®]|s.A, ) « Fix(sid, ) and
([]g,A1s---» [x]B,AL) < B2F([x],A,s - -, [®]B,A, ) to Obtain the corresponding authenticated values.
Note that B2F only involves the operations multiplied by public elements X, ..., X"* ! € Fox, and
thus ([z]g,A,,---, []B,A,) can be computed locally by running B2F. For simplicity, we abuse the
Fix notation, and use ([z]g A,,---,[®]g,a,) + Fix(sid,z) to denote the conversion procedure. The
Fix procedure is easy to be generalized to support that the values are defined over any field F such as
F = F9». The Fix procedure is totally similar for generating authenticated bits [x]a A, ..., [Z]a A,
from random authenticated bits, where here Pg holds (Aj,...,Ar). When the context is clear,
we just write ([x]a,,...,[x]a,) « Fix(sid, ) for simplicity. We further extend Fix to additionally
allow to input vectors of random authenticated bits instead of calling ]-"bLCOT, which is denoted by
[x] < Fix(z, [r]) for the case of L = 1.

2.5 Designated-Verifier Zero-Knowledge Proofs

Based on IT-MACs, a family of streamable designated-verifier zero-knowledge (DVZK) proofs with
fast prover time and a small memory footprint has been proposed [42, 20, 4, 45, 43, 2, 19, 44, 3].
While these DVZK proofs can prove arbitrary circuits, we only need them to prove a simple
multiplication relation. Specifically, given a set of authenticated triples {([xi], [yi], [2i]) }iep,¢ over
Fax, these DVZK protocols can enable a prover P to convince a verifier V that z; = x; - y; for all
i € [1,£]. This is modeled by an ideal functionality shown in Figure 2. In this functionality, an



authenticated value [z] is input by two parties P and V, meaning that P inputs (z, M) and V inputs
(K, A). We say that [z] is valid, if M = K+ 2 - A. Using the recent DVZK proofs, this functionality
can be non-interactively realized in the random-oracle model using constant small communication
(e.g., 2k bits in total [45]).

3 Technical Overview

In this section, we give an overview of our techniques. The detailed protocols and their formal
proofs are described in later sections. Firstly, we recall the basic approach in the state-of-the-art
solution [18].

3.1 Overview of the State-of-the-Art Solution

Recently, Dittmer, Ishai, Lu and Ostrovsky [18] constructed the state-of-the-art 2PC protocol with
malicious security (denoted by DILO) from simple VOLE correlations. ' For one-way communica-
tion, this protocol takes 5p + 1 bits to generate a single authenticated AND triple and 2k + 3p bits
per AND gate to produce one distributed garbled circuit. Their approach is outlined as follows.

In the framework of authenticated garbling [40], for each AND gate (i, j, k, A\), the garbler Pa
and evaluator Pg need to generate one authenticated triple ([as], [bi], [a;], [b;], [ax], [bx]) such that
ir ® by = (a; ® b)) A (aj ®b;). Let b € FY (resp., by € FJ) be the vector of random masks {b;}
held by Pg on the output wires of all AND gates (resp., on all circuit-input wires associated with
the Pg’s input), where n is the number of all AND gates and m is the number of all circuit-input
gates. The key observation by Dittmer et al. [18] is that only evaluator Pg can compute masked
wire values (i.e., the XOR of actual wire values and random masks), and thus b is unnecessary to
be uniformly random if the masked wire values are not revealed to Pa. In particular, when these
masked wire values are not revealed by Pg, a malicious garbler Pa can only guess some masked
wire values by performing a selective-failure attack. This means that for each masked wire value,
Pa can guess correctly with probability 1/2, and the protocol execution will abort for an incorrect
guess. In this case, Pa can guess at most p — 1 masked wire values, and otherwise the protocol
will abort with probability at least 1 — 1/2°. The core idea of DILO is to compress vector b by
defining b = M - b*, where M € FSXL is a public matrix such that any 2p rows of M are linearly
independent, b* € F¥ is a uniform vector and L = O(plog(n/p)). Since IT-MACs are additively
homomorphic, two parties only need to generate [b*] (instead of [b]) for a much shorter vector b*,
and then compute [b] := M - [b*].

Dittmer et al. [18] assume that bz is uniform and authenticated AND triples related to bz
are generated using the previous approach such as [32]. Therefore, we only show how to generate
compressed authenticated AND triples, where random masks held by Pg are compressed. Two
parties can first generate compressed authenticated AND triple ([a;], [bi], [a;], [b;], [ax], [bg]) for each
AND gate with A < Fos, and then convert them into that with A), < Fox using extra 2 bits of
communication per AND gate, where a p-bit global key can guarantee that communication only
depends on p rather than x and A), € Fax is required for garbled circuits. In the following, we
give an overview of Dittmer et al.’s approach on how to generate circuit-dependent compressed
authenticated AND triples {([a], [bi], [a;], [bj], [ak], [bx])} with Aa, Ag € Fap.

1. Pa and Pg generates a vector of authenticated bits [b*] with a uniform b* € F% by calling FcoT.
Then, both parties define [b] := M - [b*].

'WOLE is an arithmetic generalization of COT, and enables Pa to obtain (A,K[u]) € F x F* and Pg to get
(u, M[u]) € F* x F¢ such that M[u] = K[u] + u - A, where F is a large field such as F = Fa.



. Both parties compute authenticated bit [b; ;] for each AND gate (4, j, k, A) via running the Fix
procedure with input {b; ;} where b; ; :=b; - b;.

. Pg samples Ag,y < Fo9p. Then, both parties initializes two functionalities ]:chJroQT and Ff\fgLE

with the same global keys (b} - Ag +7,...,b] - Ag + v, A + 7,7), where ]'—tf\jro%_E is the same
as ]:bLCjt)QT except that the outputs are VOLE correlations over Fo» instead of COT correlations.
Here v is necessary to mask b; - Ag. In particular, a consistency check in DILO lets Pg send a
hashing of values related to b} - Ag to the malicious party Pa, which may leak the bit b to Pa.
This attack would be prevented by using a uniform « to mask b} - Ag. Given [ay: ag+~ and [a],
for any bit a held by Pa, it is easy to locally compute [ab}]a, from the additive homomorphism
of IT-MACs. Similarly, given [a]az+, and [a],, two parties can locally compute [a]ag-

. Pa and Pg calls ]-"bLCJrOQT to generate the vectors of authenticated bits [al, [a] as well as [a;b*]a,

for each i € [1,n], where @ € F} (resp., @ € F}) is used as the vector of random masks {a;}
(resp., {ax}) held by Pa on the output wires of all AND gates. Then, they can locally compute
[aibj]ag and [a;b;]a, for each AND gate (i, 7, k, A) by calculating M - [a;b*]o,. Both parties run
the Fix procedure with input {a;;} to obtain {[a;;]}, where a; ; = a; A a; for each AND gate
(i, 7, Kk, A).

. Pa and Pg call Ff\fgLE to get a vector of authenticated values [a] with a uniform vector a €
F3,. Both parties run the Fix procedure with input (Aa - a,Aa - a,{Aa - a;;}, Ap) to obtain
authenticated values [Aa - al, [Aa - @], {[Aa - a; ]} and [Aa]ag. The Fix procedure corresponds
to calling FA/3 £, and also outputs [Apa;b*]a, for each i € [1,n] and [Aa]pzag for each i € [1, L]
to both parties. Note that [Aa]ag and [Aa]p:ag can be written as [Ag] and [bf Ag] respectively,
where we also use [B}] to denote [b Ag]. Furthermore, Pa and Pg can locally compute [Aaa;b;]ag
and [Apa;bi|ag for each AND gate (i, 7, k,A\) by computing M - [Aaa;b*]a, for each i € [1,n].

. Parties Pa and Pg call Fpyzk to prove the following relations:

e For each AND gate (i, j, k, A), given ([b;], [bj], [bi;]), prove b; ; = b; A b;.
e For each AND gate (i, j, k, N), given ([a;], [a;], [ai;]), prove a; j = a; A a;.
e For each i € [1, L], given ([b}], [Ag], [B}]), prove B = b} - Ag.

. Pg also executes an efficient verification protocol to convince Pa that the same global keys are
input to different functionalities fchfT and Ff\fgLE. It is unnecessary to check the consistency
of Ap-a,Ap-a,{Aa-a;;}, Aa input to Fix w.r.t. ]-'bL\fOQLE. The resulting VOLE correlations on
these inputs are used to compute the MAC tags of Pg on its shares. If these inputs are incorrect,
this only leads to these MAC tags, which will be authenticated by Pa, being incorrect. This is
harmless for security.

. For each AND gate (i, 7, k,A), Pa and Pg locally compute [by]ag = [ai ;] + [aibj] + [a;bi] + [ax]
and [By]ag = [Aaaij] + [Anaib;] + [Aaa;bi] + [Aadx] + [ax], where all values are authenticated
under Ag. Then, Pa sends a pair of MAC tags (MA[I;k], MA[Bk]) to Pg, who computes the
following over Fax

i)k = (KB[i)k] + MA[Z;k]) . Agl and Bk = (KB[Bk] + M/.\[Bk]) . Agl.

It is easy to see that by, = a; jPaibjda;bida, € {0,1} and B = (aijtaibj+ajbi+ag) Ap+ay €
Fop, where the randomness aj € Fos is crucial to prevent that By directly reveals Ap in the case

of I;k = 1. Wg observe that both partieanow optain an authenticated bit [i)k] A, by defining its
local key Kalbg] = ax and MAC tag Mg[bi] = By.
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9. For each AND gate (i, j, k, A), Pa and Pg locally compute an authenticated bit [IA)k]A/i = [br]a, ®
[bi,jla,- Now, both parties obtain an authenticated triple ([as], [bi], [a;], [b;], [ax], [bk]) for each
AND gate (4,7, k, N).

3.2 Our Solution for Generating Authenticated AND Triples

In the DILO protocol [18], the one-way communication cost of generating the authenticated triple
(lad), [bi], [as], [b;], [ax], [bx]) for each AND gate (4, j, k, A) is brought about by producing an authen-
ticated bit [Bk] under Ap that is in turn used to locally compute [l;k] with by = by, @ b;bj. DILO
generates the authenticated bit [by] = (Kalbk], Mg[by], bx) under Ap by computing authenticated
values on by, and MB[IN)k] under Ag. Specifically, we have the following two parts:

e P computes the bit b from the authenticated bit on by under Ag and corresponding MAC tag
sent by Pa in communication of p 4 1 bits.

e Pg computes the MAC tag MB[I;k] by generating the authenticated value on MB[Ek] under Ag
and corresponding MAC tag sent by P in communication of 4p bits.

We observe that the communication cost of the first part can be further reduced to only 2 bits by
setting Isb(Ag) = 1. In particular, Pa can send the LSB xzj of the MAC tag w.r.t. [Z;k]AB to Pg who
can compute by by XORing z;, with the LSB of the local key w.r.t. [Ek]AB- The authentication of
{Ek} can be done in a batch by hashing the MAC tags on these bits. However, the communication
cost of the second part is inherent due to the DILO approach of generating the MAC tag MB[Bk].
This leaves us a challenge problem: how to generate authenticated bit [Ek] A, without the p-time
blow-up in communication.

The crucial point for solving the above problem is to generate the MAC tag Mg [lN)k] with constant
communication per triple. In a straightforward way, Pao and Pg can run the Fix procedure to
generate [l;k] A, by taking one-bit communication after Pg has obtained bi. However, Pp has no
way to check the correctness of by implied in [bg]a,, Where [bx]a, generated by both parties only
allow Pg to check the correctness of b,. We introduce the notion of dual-key authentication to allow
both parties to check the correctness of Bk, where the bit by, is authenticated under global key Ap-Ap
and thus no party can change the bit by, without being detected. We present an efficient approach
to generate the dual-key authenticated bit (5k> with communication of only one bit. By checking
the consistency of all values input to the block-COT functionality, we can guarantee the correctness
of (by), i.e., by, is a valid bit authenticated by both parties. When setting Isb(Aa - Ag) = 1, Pg
can obtain the bit by by letting Pa send one-bit message to Pg (see below for details). By using
Fix, Pao and Pg can generate [l;k] under Ap. Now, Pg can check the correctness of by, obtained, and
Pa can verify the correctness of by, implied in [Bk], by using the correctness of <I~)k) Particularly,
we propose a batch-check technique that enables both parties to check the correctness of {l;k} in
all triples with essentially no communication. In addition, we present two new checking protocols
to verify the correctness of global keys and the consistency of values across different functionalities
(see below for an overview). Overall, our techniques allow to achieve one-way communication of
only 2 bits per triple, and are described below.

Dual-key authentication. We propose the notion of dual-key authentication, meaning that a bit
is authenticated by two global keys Ap, Ag € Fax held by Pa and Pg respectively. In particular,
a dual-key authenticated bit (x) = (Da[z],Dglz],z) lets Pa hold Da[x] and Pg hold Dg[z] such
that Da[z] + Dglz] = x - Aa - Ag € Fax, where x € {0,1} can be known by either Pp or Pg,
or unknown for both parties. From the definition, we have that dual-key authenticated bits are
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also additively homomorphic, which enables us to use the random-linear-combination approach to
perform consistency checks associated with such bits. We are also able to generalize dual-key
authenticated bits to dual-key authenticated values in which x is defined over any field F and
Dalz], Dg[z], Aa, Ap are defined over an extension field K with F C K. This generalization may be
useful for the design of subsequent protocols. A useful property is that (z) can be locally converted
into [zAa]ag Or [xAB]a, and vice versa.

We consider that the bit z is shared as (a,b) with x = a A b, where Pp holds a € {0,1} and Pg
holds b € {0,1}. Without loss of generality, we focus on the case that a is a secret bit. The bit b can
be either a secret bit or a public bit 1, where the former means that no party knows x and the latter
means that only Pa knows x. The DILO protocol [18] implicitly generates a dual-key authenticated
bit by running Fix(aAa) w.r.t. global keys bAg + v,v to obtain [aAalpa, = (ab) = (), which
incurs p-time blow-up in communication (even if a allows to be a random bit). Our approach
can reduce the communication cost to at most one bit. In particular, we first let Ppo and Pg
generate a dual-key authenticated bit (b) = («a, 5) with a + 5 =b- Ap - Ag € Fax, where Pp gets
a and Pg obtains #. Then, both parties initialize functionality Fpcot with a global key 8. If
a € {0,1} allows to be random, both parties call FypcoT to generate [a]g without communication.
Otherwise, both parties run Fix with input a to generate [a]s in communication of one bit. Given
lalg = (Kgla]g, Malalg,a), Pa and Pg can locally compute a dual-key authenticated bit (a) by
letting Pa compute Dalz] := Malalg + a - a € Fox and Pg set Dglz] := Kgla]g € Fax. We have
that Dalz] + Dglz] = (Malalg + Kglalg) +a-a=a- (a+ ) =a-b- Ax - Ag € Fax. To guarantee
correctness of (x), we need to check the consistency of 5 input to FpcoT and a input to Fix, which
will be shown below.

Sampling global keys with correctness checking. As described above, we need to generate
two global keys Ax and Ag such that Isb(Ap - Ag) = 1, which allows one party to get the bit
x = Isb(Dalz]) @ Isb(Dg|z]) from a dual-key authenticated bit (z). To do this, we let Pa sample
Ap + {0,1}" such that Isb(Aa) = 1. Then, we let Pg sample Ag < {0,1}", and make Pa and Pg
run the Fix procedure w.r.t. A with input Ag to generate [Ag]a, (i-e., (1)), where ap® Sy = AaAp.
Pa and Pg can exchange Isb(ay) and Isb(fy) to decide whether Isb(ag) @ Isb(8y) = 0. If yes, then
Isb(AaAR) = Isb(ag) @ Isb(5p) = 0. In this case, we let Pg update Ag as Ag @ 1, which makes
ApAp be updated as ApApg @ Ap, where Isb(ApAAg @ Ap) = Isb(ApAg) @ Isb(Aa) = 1. Since Ap
is changed as Ag & 1, «g needs to be updated as ag @ Aa in order to keep correct correlation.

While we adopt the KRRW authenticated garbling [32] in dual executions, some bit of global
keys Aa,Ap € {0,1}" is required to be fixed as 1. We often choose to define Isb(Ap) = 1 and
Isb(Ag) = 1. While Isb(Aa) = 1 has been satisfied, Isb(Ag) = 1 does not always hold, as Pg
may flip Ag depending on if Isb(ag) @ Isb(8y) = 0. Thus, we let Pg set msb(Ag) = 1 for ease of
remembering. More importantly, msb(Ag) = 1 has no impact on setting Isb(ApAg) = 1.

To achieve active security, we need to guarantee that Aa - Ag # 0 in the case that either Pa
or Pg is corrupted. This can be assured by checking Ap # 0 and Ag # 0. We choose to check
Isb(Aa) = 1 and msb(Ag) = 1 to realize the checking of Aa # 0 and Ag # 0. To enable Pg to

check Isb(Aa) = 1, both parties can generate random authenticated bits [ri]g,...,[r,]s, and then
Pa sends Isb(Kalr;]) for i € [1, p] to Pg who checks that Isb(Ka[r;]) @Isb(Mg[r;]) = r; for all i € [1, p).
A malicious Pa can cheat successfully if and only if it guesses correctly all random bits rq,...,7,,

which happens with probability 1/2°. The correctness check of msb(Ag) = 1 can be done in a totally
similar way. Furthermore, we need also to check Isb(AaAg) = 1, and otherwise a selective failure
attack may be performed on secret bit bi. We first let Pg check Isb(AaAg) = 1 by interacting with
Pa. We make Pp and Pg generate random dual-key authenticated bits (s1),...,(s,). Then, the
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check of Isb(ApAg) = 1 can be done similarly, by letting Pa send Isb(Da[s;]) to Pg who checks that
Isb(Dal[s;]) @ Isb(Dg[s;]) = s; for all i € [1,p]. To produce (s1),...,(sp), Pa and Pg can call Fcot

to generate random authenticated bits [s1]a,, ..., [sp]a,, and then run the Fix procedure w.r.t. Aa
on input (s1Ag, ..., s,Ap) to generate [s1Ag|a,, .., [s,AB]a, that are equivalent to (s1),...,(s,).
Then, the correctness of the input (s1Ag, ..., s,Ap) needs to be verified by Pa via letting Pg prove

that ([si]a,, [AB]A,, [siAB]a,) for all i € [1, p] satisfy the multiplication relationship using Fpvzk.
Due to the dual execution, P needs also to symmetrically check Isb(ApAg) = 1 by interacting
with Pg.

Generating compressed authenticated AND triples. As described above, for generating a
compressed authenticated AND triple ([ag], [bi], [a;], [b;], [ax], [bx]), the crucial step is to generate a
dual-key authenticated bit (5k> with by = by, @ b;b;. From the definition of by, we know that <l~)k> =
(a; ;) ® (aibj) ® (a;b;) & (ar). We use the above approach to generate the dual-key authenticated
bits (a;;), (ax) and (a;b*) for i € [1,n] that can be locally converted to (a;b;), (a;b;) by multiplying
a public matrix M. Then, we combine all the dual-key authenticated bits to obtain (b;). From
Isb(ApAg) = 1, we can let Pa send Isb(DA[Ek]) to Pg who is able to recover by = Isb(DA[Ek]) @
Isb(Dg[bx]). By running the Fix procedure with input by, both parties can generate [by], which can
be in turn locally converted into [Bk] More details are shown as follows.

1. As in the DILO protocol [18], we let Pa and Pg obtain [b*] and {[b;;]} by calling Fcot and
running Fix with input b; ; = b;b;. Then, both parties compute [b] := M - [b*] to obtain [b;], [b;]
for each AND gate (4,7, k, \).

2. Pp and Pg have produced (1) = (ap,Bp) such that ag + o = Aa - Ag € Fax. For each
€ [1,L], both parties can further generate a dual-key authenticated bit (b)) = (ay, ;) with
a;+B; = b - Ap-Ap € For by running Fix w.r.t. Aa with input B} = b Ag. The communication
to generate (b}),...,(b}) is Lr bits and logarithmic to the number n of AND gates due to

L =0O(plog(n/p)).

3. Pg and P initialize ftféblT with global keys fBi,..., 05, Ag, and then call ftféblT to generate
[als,,...,lalg, and [a]a,. For each tuple ([ai]g,,...,[ails, ), we can convert it to (a;b*). By
multiplying the public matrix M, both parties can obtain (a;b;) and (a;b;) for each AND gate
(i,j,k,N). From [a]ag, both parties directly obtain [a;], [a;] for each AND gate (3, j, k, A).

4. Pg and P initialize "rl?COT with global keys 3y, Ag, and then call ‘FECOT to generate [a]g, and
[@]ag. Both parties further run the Fix procedure with input a;; = a; A a; to generate [a; |3,
and [a; j]ag, Where [a; j]ag Will be used to prove validity of a; j. The parties can convert [a]g,
and {[a; ;]g,} into (ax) and (a; ;) for each AND gate (i, 7, k, A).

5. Both parties can locally compute <bk> = (aij) @ (aibj) ® (a;b;) ® (ar). Then, Po can send
Isb(Da[by]) to Pg, who computes by, = Isb(Dal[bx]) ® Isb(DB[b |) due to Isb(ApAg) = 1. Both
parties run Fix on input by to generate [b].

~

6. Pa and Pg locally compute [by] := [b4] @ [bi ;]. Now, the parties hold ([as], [bi], [a,], [bj], [ax], [bx])
for each AND gate (i, 7, k, N).

Consistency check. We have shown how to generate compressed authenticated AND triples.
Below, we show how to verify their correctness. We only need to guarantee the consistency of all
Fix inputs, all global keys input to the bCOT functionality and all bits sent by Pa to Pg. When
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all messages and inputs are consistent, no malicious party can break the correctness of all triples.
Specifically, we present the following checks to guarantee the consistency.

1. Check the correctness of the following authenticated AND triples:

o ([bs],[bj],[bij]) s.t. bij = by Abj for each AND gate (4,7, k, A).
o ([ai],[aj],[aij]) s.t. aij = a; A aj for each AND gate (3, j, k, A).
o ([bf],[AB],[B}]) s.t. Bf =b}-Ap for each i € [1, L].
2. The keys By, B1,...,Br input to functionality FpcoT are consistent to the values defined in

(1), (b1), -, bL)-

3. Pa needs to check that two global keys Al(gl) and Aé) respectively input to functionalities beOT
and FZcot are consistent with Ag defined in (1).

4. Pa checks that the bit by, defined in [bk] is consistent to that defined in <bk> and Pg checks that
by, computed by itself is consistent to that defined in (bk>

The first two checks guarantee the correctness of (by) and [b; j], the third check verifies the consis-
tency of the global keys in [a;], [a;], [ax], and the final check assure the consistency of bits authen-
ticated between (b;) and [b]. Check 1 can be directly realized by calling functionality Fpyzk.

For Check 2, for each i € [0, L], we let Pa and Pg run the Fix procedure w.r.t. 3; on input Ay to
generate [A}]g,, which can be locally converted into [5;]a,, where A} € Fax is sampled uniformly
at random by Pa. ? For i € [0, L], we present a new protocol to verify the consistency of 3; in the
following equations:

ari—ﬁi:bf'AA'AB,
KalBil = Mu[Bi] = Bi - A,

where bj is defined as 1. We first multiply two sides of the first equation by AyY, and obtain
o - A;l + G - A;l = b7 - Ag. We rewrite the resulting equation as Ka[8;] + Mg[8i] = 5; - A;l where
KalBi] = a; - Ax" and Mg[B;] = b} - Ag. Below, we can adapt the known techniques [20, 18] to
check the consistency of 3; authenticated under different global keys (i.e., [5;] ALt and [Bi]a;) in a
batch (see Section 4.3 for details).
(1)
(

For Check 3, we make Po and Pg run the Fix procedure w.r.t. Ag (2))

resp., Ag’) on input Al

to obtain [Ag)} A, (resp., [Ag)] A,)- Authenticated values [AS)] A, and [A(BQ)] A, are equivalent to

<1(Bl)> and (19) where A(BI)AfA and A(BQ)A’A are used as the global keys in dual-key authentication.
Both parties can invoke a relaxed equality-check functionality Fgq (shown in Appendix A) to check

1(81) —1(52) = 0. Using the checking technique by Dittmer et al. [18], we can also check the consistency

of the values authenticated between [A(Bl)} A, and [Ag]a, generated during the sampling phase.
For Check 4, we use a random-linear-combination approach to perform the check in a batch.
Specifically, we can let Po and Pg call Fcot to generate [r|g and then obtain [r|g < B2F([r]g),
where 7 € Fow is uniform. Then, both parties run Fix w.r.t. Aa on input rAg to generate [rAgja,
(i.e., (r)). We can let the parties call a standard coin-tossing functionality Frang to sample a
random element y € For. Then, both parties can locally compute (y) := > x* - <l~)k> + (r) and
[yls == S_x* - [bx]g + [r]g. Then, Pg can open [y]g that allows P to get y in an authenticated

2 An independent global key A} is necessary to perform the consistency check, and otherwise a malicious Pg will
always pass the check if A is reused.
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way. Finally, both parties can use Fgq to verify that the opening of (y) —y - (1) is 0. Since y is
sampled uniformly at random after all authenticated values are determined, the consistency check
will detect malicious behaviors except with probability at most n/2".

3.3 Our Solution for Dual Execution without Leakage

While the evaluator’s random masks are compressed, the state-of-the-art construction of authenti-
cated garbling based on half-gates by Katz et al. [32] is no longer applied. The circuit authentication
approach in [32] requires the evaluator to reveal all masked wire values, which is prohibitive for
the compression technique. Therefore, based on the technique [40], Dittmer et al. [18] designed a
new construction of authenticated garbling without revealing masked wire values. However, this
construction incurs extra communication overhead of 3p — 1 bits per AND gate, compared to the
half-gates-based construction [32].

In duplex networks, communication cost is often measured by one-way communication. This
allows us to adopt the idea of dual execution [36] to perform the authentication of circuit evaluation.
In the original dual execution [36], the semi-honest Yao-2PC protocol [48] is executed two times
with the same inputs in parallel by swapping the roles of parties for the second execution, and then
the correctness of the output is verified by checking that the two executions have the same output
bits. However, an inherent problem of the above method is that selective failure attacks are allowed
to leak one-bit information of the input by the honest party, even though there exists a protocol
to check the consistency of inputs in two executions. For example, suppose that Pa is honest and
Pg is malicious. When Pp is a garbler and Pg is an evaluator, both parties compute an output
f(z,y) where x is the Pa’s input and y is the Pg’s input. After swapping the roles, they compute
another output g(z,y) with g # f, as garbler Pg is malicious. If the output-equality check passes,
then g(z,y) = f(z,y), else g(z,y) # f(z,y). In both cases, this leaks one-bit information on the
input z.

In the authenticated garbling framework, we propose a new technique to circumvent the problem
and eliminate the one-bit leakage. Together with our technique to generate compressed authen-
ticated AND triples, we can achieve the cost of one-way communication that is almost the same
as the semi-honest half-gates protocol [49]. Specifically, we let Pao and Pg execute the protocol,
which combines the sub-protocol of generating authenticated AND triples as described above with
the construction of distributed garbling [32], for two times with same inputs in the dual-execution
way. For each wire w in the circuit, we need to check that the actual values z, and z, in two
executions are identical. We perform the checking by verifying z,, - (Aa ® Ag) = 2., - (Aa & Ap).
Since Ap @ Ag is unknown for the adversary, the probability that z, # 2., but the check passes is
negligible. Our approach allows two parties to check the correctness of all wire values in the circuit,
and thus prevents selective failure attacks.

In more detail, for each wire w, let A, and (ay,b,) be the masked value and wire masks in
the first execution and (A, al,,bl,) be the values in the second execution. Thus, Pa and Pg need
to check that Ay, @ ay ® by = A, @ al, ® V), for each wire w, where the output wires of XOR
gates are unnecessary to be checked as they are locally computed. Below, our task is to check that
(A ® ay ®by) - (Ap D Ag) = (A, ®al, dV,) (Aa ® Ap) holds for each wire w. By two protocol
executions, both parties hold ([ay], [bw], [al,], [b),]) for each wire w. When Pp is a garbler and Pg is
an evaluator, Pa holds a garbled label L, o and Pg holds (A, Ly a,, ). Since Ly A, = Luwo @ AyAa
has the form of IT-MACs, we can view (Ly.0,Lw A, ,Aw) as an authenticated bit [Ay]g, where
Lw,o is considered as the local key and L, A, plays the role of MAC tag. Similarly, when Pa
is an evaluator and Pg is a garbler, two parties hold an authenticated bit [A] ]a. Following the
known observation (e.g., [32]), for any authenticated bit [y]g, Pa and Pg have an additive sharing
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of y- Ax = Kaly] ® Mgly]. Therefore, for all cross terms, both parties can obtain their additive
shares, and then can compute two values that are checked to be identical. In particular, both
parties can compute the additive shares of all cross terms: 2571 ® 2571 = AyAn, Zﬁj"g @ Zg2 =
N, A, Zl s ® Z5 3 = awlp, Ziy 4 ® 25, = al,Ap, Zly 5 & Z8 5 = buAp, Ziy s & Z8 ¢ = b, An. Then,
for each wire w, Pa and Pg can respectively compute

Vi = (@ie[lﬁ]Zqﬁ,i) D awAp D N, Ap ® al, A
VuE); = (@ie[lﬁ]ZE,i) @ bwAp ® AyAp P biUAB,

such that VA = VB, Without loss of generality, we assume that only Pg obtains the output, and
thus only Pg needs to check the correctness of all masked values. In this case, we make Pp send
the hash value of all V2 to Pg, who can check its correctness with V.2 for each wire w.

Optimizations for processing inputs. Dittmer et al. [18] consider that the wire masks (i.e.,
bz) on all wires in Zg held by evaluator Pg is uniformly random and authenticated AND triples
associated with bz are generated using the previous approach (e.g., [32]). This will require an
independent preprocessing protocol, and also brings more preprocessing communication cost. We
solve the problem by specially processing the input of evaluator Pg. In particular, instead of

making Pg send masked value A, := yu @ by for each w € Zg to Pa where ¥, is the input
bit, we use an OT protocol to transmit L, s, to Pg. This allows to keep masked wire values
Ay = yuw ® by for all w € Ty secret. In this case, we can compress the wire masks using the

technique as described in Section 3.2 and adopt the same preprocessing protocol to handle bz.
Since L is logarithm to the length n of vector b (now n = |[W)|+ |Zg|), this optimization essentially
incurs no more overhead for the preprocessing phase. Furthermore, our preprocessing protocol to
generate authenticated AND triples has already invoked functionality Fcot. Therefore, we can
let two parties call FcoT to generate random COT correlations in the preprocessing phase, and
then transform them to OT correlations in the standard way. This essentially brings no more
communication for the preprocessing phase, due to the sublinear communication of the recent
protocols instantiating FcoT. Our optimization does not increase the rounds of online phase. As a
trade-off, this optimization increases the online communication cost by |Zg| - k bits.

In the second protocol execution (i.e., Pao as an evaluator and Pg as a garbler), we make a
further optimization to directly guarantee that the masked values on all circuit-input wires are
XOR of actual values and wire masks. In this case, it is unnecessary to check the correctness of
masked values on all circuit-input wires between two protocol executions. The key idea is to utilize
the authenticated bits and messages on circuit-input wires generated/sent during the first protocol
execution along with the authenticated bits produced in the second protocol execution to generate
the masked values on the wires in Zp U Zg. Due to the security of IT-MACs, we can guarantee
the correctness of these masked values in the second execution. We postpone the details of this
optimization to Section 5.

3.4 Optimization Towards Minimal Total Communication

We also make effort to minimize the total communication of two party computation protocols by
optimizing the DILO-WRK protocol [18], achieving the two-way communication of 2k + p + 5 bits
per AND gate. We explain the intuition behind our optimization as follows.

We first explain the consistency checking protocol in DILO-WRK, which substitutes the state-
of-the-art checking technique [32] in the DILO protocol due to aforementioned security issues. In
the original WRK protocol [40], the garbler essentially utilizes another garbled circuit AuthGC to
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compute the MAC tag of Ay for each AND gate (i, 7, k,A), which ensures that the correct Ay is
acquired by the evaluator. The authors of DILO observe that using the half-gates technique the
original 4p bits communication of WRK (which corresponds to an un-optimized garbled circuit)
can be optimized to 3p bits, resulting in a scheme we dub “DILO-WRK”.

In essence, the goal of the WRK IT-MAC checking is to let the evaluator compute (\x @ (A; &
i) - (Aj @ Aj)) - Ap using the garbled circuit labels and preprocessing information, and compare it
against the Ay -Ap that is locally computable. Since the former term is unalterable by the security of
IT-MAC and is correct by definition, consistency follows when the equality check passes. Therefore,
consistency checking reduces to an efficient comparison operation.

Our first insight is that unlike regular IT-MAC opening where the entire MAC tag has to be
completely conveyed, in the secure computation setting we may settle for evaluating the additive
share of (A @ (A; @ \i) - (A; @ Aj)) - A since it is only used for subsequent equality checking.
Therefore, we focus on the cross-terms A; - M[a;] and A; - M[q;] in the expanded equation below.

M@ N@N) - (AjDA)) - Ap=Ap-Ap DA - Aj-Ag DA - Nj-Ag DA - Ni - Ag DN~ \j- Ap
:)\k-AB@AZ‘~Aj-ABEBAZ")\j-AB@AZ'~bj-AB@AZ'-K[aj]@Aj-bi'AB@Aj-K[ai]

In the DILO-WRK scheme, the two cross-terms are computed as follows. The evaluator sends two
ciphertexts G, | == H(Li0)®H(Li1)®Ma;] and Gy , := H(L;,0)®H(L;,1)®M[a;] to the evaluator and
defines C1 := H(Li ), C2 := H(L;0). The evaluator computes Dy := H(L;a,) ® G} ; = Ai-M[a;]@Ch
and Dy := H(L;a;) ® G}, = Aj - Mla;] & C2, which constitute the additive sharing of the cross-
terms with Cy and Cy. In DILO-WRK the garbler sends an additional message that conveys the
XOR of its local shares. Using our observation, this message can be omitted, leading to 2p bits of
communication per AND gate.

In secure computation, the task of checking the aforementioned equality on every AND gate
can be effectively reduced to only one equality check via random linear combination. The secure
computation task therefore reduces to evaluating »_; . ryec,. xX* - (Ai - Mla;] + A - M[a;]). Our
second observation is that in free-XOR compatible garbling schemes every masked wire value A,
is a public linear combination of the masked values of previous AND gate output wires and input
wires. More generally, we define the public binary vector ¢ for every wire w € W such that
Aw = pewuz 6F - Ak Using this notation, we can expand the target expression as

> Xk'<( > M) Mg+ (> C;i/'Ak/)'M[ai]>

(i,3,k,A) ECand K eWUT K eWUT

By exchanging the summation order, the expression is transformed into a linear operation on all
the masked A, values, where the coefficients can be computed by the garbler. (Notice that the
indices are renamed.)

S e Y XM (e Mlag]+ ¢ - Miag])

keEWUT (i 5’ k' \)ECand

Using the half-gates technique, we can evaluate the target expression by sending G := H(Ly o) &
H(Le, 1) © 2 jr k. n)eCon X - (e -Mlaj] +c,7; -Mla;]) for each index k € WUZ, which has amortized
communication cost of p bits per AND gate. We note that this checking method is applicable to all
distributed garbling schemes that support Free-XOR. Therefore, we believe that this subprotocol
Igccheck (Figure 10) is of independent interest.
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3.5 Adaptive Security without the Random Oracle

Compared with the conference version [16] we removed the reliance of the random oracle model
in our security proof. In particular, we prove the adaptive security of the garbled circuit protocol
without using the random oracle, unlike all previous authenticated garbling protocols with adaptive
security [40, 32, 29, 18]. Recall that with adaptive security the garbler can send the garbled circuit
ciphertexts in the offline phase before the inputs are specified, thus saving online communication.

The change is made possible by utilizing the garbler’s wire masks a,, for each of the evaluator’s
input wire w € Zg. Since the mask a,, is uniformly random in the view of the evaluator Pg, so
is the masked value A,, for w € Zg. Therefore, in the online phase we can let the evaluator first
specify its input Ay = Yuw D by and then let the garbler open its wire mask a,,, which allows the
evaluator to learn Ay = ay & Ay°.

In the security proof, the simulator can generate the garbled circuit using uniformly random
A, values in the offline phase. Then in the online phase, once it receives the evaluator’s A,
message, it can simulate the opening procedure accordingly so that the evaluator learns exactly the
previously generated A,, values. Intuitively, can be done since the simulator knows the evaluator’s
authentication key corresponding to a,, and can flip a,, if necessary. Therefore, we can still argue
adaptive security even if the garbled circuit is generated without the random oracle. We note that
this technique is applicable to both of our online protocol in Section 5 and Section 6.

4 Preprocessing with Compressed Wire Masks

In this section we introduce the compressed preprocessing functionality Fepre (shown in Figure 3)
for two party computation as well as an efficient protocol Ilcpre (shown in Figure 5 and Figure 6)
to realize it. In a modular fashion we first introduce the sub-components which are called in the
main preprocessing protocol. The security of the protocol is also argued similarly: we first prove
in separate lemmas the respective security properties of sub-components and then utilize these
lemmas to prove the main theorem.

On the length of the input masks. In F. the garbler Po has wire masks for each wire
w € Ip UZg UW. Nevertheless, the masks for Zg is only required for the security proof without the
random oracle model since in the security proof the garbled circuit has to be generated according
to the active path and garbler’s input mask for w € Zg allows randomized masked wire value in
the view of Pg. Therefore, if we can settle for the random oracle model or the garbled circuit
ciphertexts are sent during the online phase after the input has been specified, then the wire masks
of Pa can be shortened to |Za| + |W] bits.

4.1 Dual-Key Authentication

In this subsection we define the format of dual-key authentication and list some of its properties
that we utilize in the upper level preprocessing protocol.

Definition 4. We use the notation (x) := (Daz],Dglz],x) to denote the dual-key authenticated
value © € Fox, where Pp, Pg holds Dalx], Dglz| subject to Dalz] + Dgx] = tApaAp and A, Ag are
the IT-MAC keys of Pa, Pg respectively.

3In more detail, due to the compression of Pg’s wire masks, we cannot send Ay, directly but rather feed it to an
oblivious transfer protocol.
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Functionality F .

This functionality is parameterized by a Boolean circuit C consisting of a list of gates in the form of
(4,4,k,T). Let n := [W|+ |Zg| (vesp., m := |[W| + |Z|) be the number of all AND gates as well as
circuit-input gates corresponding to the input of Pg (resp., Pa and Pg), and L = [2plog( \;gp) + 1°g22p1

be a compression parameter where t = |WW|. It runs with parties Pa, Pg and the ideal-world adversary
S, and operates as follows:

Initialize. Sample two global keys Aa, Ag € Fax as follows:

o If Pp is honest, sample Ap « Fa« such that Isb(Aa) = 1. Otherwise, receive Ap € For with
Isb(Aa) =1 from S.

o If Pg is honest, sample Ag < Fa- such that Isb(ApAg) = 1 and msb(Ag) = 1. Otherwise, receive
Ap € Fax with msb(Ag) = 1 from S, and then re-sample Ap < Far such that Isb(ApxAg) = 1 and
|Sb(A/_\) =1.

e Store (Aa, Ag), and output Aa and Ag to Pa and Pg, respectively.

Macro. Autha(z,?) (this is an internal subroutine only)

e If Pg is honest, sample Kg[z] < F.; otherwise, receive Kg[z] € F5. from S.

e If Py is honest, compute Ma[x] := Kg[z] + = - Ag € F4.. Otherwise, receive Ma[z] € F4. from S, and
recompute Kg[x] := Ma[z] + = - Ag € ...

e Send (z,Ma[z]) to Pa and Kg[z] to Psg.

Authg(, ) can be defined similarly by swapping the roles of Pp and Pg.

Preprocess the circuit with compressed wire masks. Sample M «+ IFSXL, and then execute as
follows:

e For w € Ta, set b, = 0 and define [by,].

o If Pp is honest, sample a < F3*; otherwise, receive a € F5* from S. Then, execute Autha(a,m) to
generate [a]. For each wire w € Zp UZg UW, define a,, as the wire mask held by Pa.

e If Pg is honest, sample b* + FL; otherwise, receive b* € F% from S. Let b = M- b*. Run Authg(b,n)
to generate [b]. For each wire w € Zg U W, define b,, as the wire mask held by Pg.

e In a topological order, for each gate (i, 4, k,T'), do the following:
— If T = &, compute [ax] := [a;] © [a;] and [bg] := [b;] & [b;].

— If T = A, execute as follows:
1. If Pa is honest, then sample aj < {0, 1}, else receive a; € {0,1} from S.
2. If Pg is honest, then compute by, := (a; ®b;) A (a; S b;) & ai. Otherwise, receive b € {0,1}
from S, and re-compute ay = (a; ® b;) A (a; ®b;) B by.

Let @ and b be the vectors consisting of bits aj, and by, for k € W. Run Autha(a) and Authg(b) to

generate [a] and [b], respectively.

e Output M and ([a], [a], [b*], [b]) to Pa and Pg.

Figure 3: Compressed preprocessing functionality for authenticated triples.
We remark that for any « € Fax the IT-MAC authentication [xAa]a, can be locally transformed
to (x), which we summarize in the following macro (the case for [Ag]a, can be defined analogously).
In particular, by computing [Ag]a, we implicitly have (1), i.e., authentication of the constant
1€ Fax.

o (v) < Convertlj()([rAg]a,): Set Da[z] := Ma[zAg] and Dg|r] := Kg[zAg].
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For the ease of presentation, we also define the following macro that generates dual key authen-
tication of cross terms (xy) assuming the existence of (y) := («, 8) and [z]a g = (Kg[z]g, Ma[z]g, x).
The correctness can be verified straightforwardly.

o (zy) < Convert2;_,y([7]a g, (y)): Given IT-MAC [z]a s and dual-key authentication (y), Pa
and Pg locally compute the following steps:

— Pa outputs Da[zy] := a -z + Malz]g € Fos.
— Pg outputs Dg[zy] := Kg[z]s.

In our protocol we utilize the following properties of dual key authentication. Since they are
straightforward we only provide brief explanation and refrain from providing detailed description.

Claim 1. The dual-key authentication is additively homomorphic. In particular, given (x1) :=
(Daz1], Dglz1]) and (z2) := (Dalz2], Dg[z2]), Pa, P can locally compute (x1 + x2) := (Dalz1] +
Dal[z2], Dg[z1] + Dgl2]).

The additive homomorphism of dual-key authentication implies that given public coefficients
o, C1, ..., o € Fan, two parties can locally compute (y) := co + Zle ci - {xg).

We define the zero-checking macro CheckZero2 which ensures soundness for both parties. We
note that this is simply the equality checking operations.

e CheckZero2((x1),...(x¢)): On input dual-key authenticated values (x1),...(xz¢) both parties check
z; = 0 for ¢ € [1,/] as follows:

1. Pa computes hp := H™(Da[z1], ..., Da[x¢]), and Pg sets hg := H™(Dg[z1], ..., Dg[z¢]), where H™
is defined in Definition 3.

2. Both parties call functionality Fgq to check ha = hg. If Fgq outputs false, the parties abort.

Notice that the additive homomorphic and zero-checking properties allow us to check that a dual-
key authenticated value (x) matches a public value 2’ assuming the existence of (1) = (Da[1], Dg[1])
by calling CheckZero2((z) — 2’(1)). Similar to CheckZero we have the following soundness lemma
of CheckZero2.

Lemma 2. If Ap, Ag € Far is sampled uniformly at random and are non-zero and 7 is a random
permutation. Then the probability that there exists some i € [1,€] such that x; # 0 and Pa or Pg
accepts in the CheckZero2 procedure is bounded by 72‘”;1 where T upper bounds the running time of
Pa and Pg.

4.2 Global-Key Sampling

We require Ap # 0, Ag # 0, and Isb(ApAg) = 1 in the preprocessing phase to facilitate dual-
key authentication. Considering the requirement of half-gates garbling, we have the constraints
Isb(Aa) =1, msb(Ag) =1, and Isb(ApAg) =1 in Fepre. We design the protocol Ilsamp in Figure 4
and argue in Lemma 3 that the key constraints are satisfied.

Lemma 3. Let @ be a random permutation inside the CheckZero2 command, then the protocol
Isamp satisfies the following properties:

e The outputs satisfy that Isb(Ap) =1, msb(Ag) = 1, and Isb(Aa - Ag) =1 in the honest case.

20



Protocol Ilsmp

Pa samples Ap < Far such that Isb(Aax) = 1. Pg samples Ag + Fo. such that msb(AB) = 1. Then, Pa
and Pg execute the following steps.

1. Pa and Pg call functionality Fcot on respective input (init, sidg, Aa) and (init, sidg), and then call
Fcot on the same input (extend, sidg, p) to generate random authenticated bits [u]g.

2. Then P convinces Pg that Isb(Ax) = 1 by sending a p-bit vector mQ := (Isb(Ka[u1]), ..., Isb(Ka[u,]))
to Pg, who checks that mQ = (Isb(Mg[u1]) @ u1,...,Isb(Mg[u,]) & u,) holds.

3. Pg runs Fix(sidy, Ag) to generate [Ag]a,. Then, Pa sends mj = Isb(Ka[Ag]) to Pg, and Pg sends
my = Isb(Mg[Ag]) to Pa in parallel. If m} © mg = 0, both parties compute [Ag]a, := [Agla, @ 1
where Ag = Apg @ 1; otherwise, the parties set [Ag]a, = [AB]a,-

4. Pa and Pg calls Fcor on respective input (init, sidj) and (init, sidy, Ag), and then call Fcot on the
same input (extend, sidj, p) to generate random authenticated bits [v]a.

5. Then Pg convinces Pa that msb(Ag) = 1 by sending a p-bit vector mg := (msb(Kg[v1]), ..
msb(Kg[v,])) to Pa, who checks that mg = (msb(Ma[v1]) & v1,. .., msb(Malv,]) & v,) holds.

)

6. Pa and Pg execute the following steps to mutually check that Isb(Aa - Ag) = 1.

(a) Both parties call Fcot on the same input (extend, sidg, p) to generate random authenticated
bits [x]g, as well as run Fix(sidg, Ag - @) to generate [Ag - x]g. Pg proves to Pa that a set of
authenticated triples {([z]g, [Ag]s, [r:iAB]B) }ic[1,p) i valid by calling Fpvzk, and Pa aborts if
it receives false from Fpyzk.

(b) Both parties set (z) := Convertly_()([Ag - #]g). Then, Pa sends mj := (Isb(Dal1]), ..
Isb(Da[z,])) to Pg, who checks that m3 = (Isb(Dg[z1]) ® 1, . ..,Isb(Dglz,]) ® z,).

(¢) The parties run Fix(sidj, Aa) to generate [Aa]a.

)

(d) Both parties call Fcor on the same input (extend, sidy, p) to generate random authenticated
bits [y]a, as well as run Fix(sid{, Aa - y) to generate [Aa - y]a. Pg proves to Pa that a set of
authenticated triples {([yi]a, [Aa]a, [yiAa]a) }ie[1,p) is valid by calling Fpyzk, and Pg aborts if it
receives false from Fpyzk.

(e) Both parties set (y) := Convertl_(y([Aa - y]a). Then, Pg sends mg := (Isb(Dg[y1]), ...
Isb(Dg[y,])) to Pa, who checks that mg = (Isb(Da[y1]) ® v, .-, 1sb(Daly,]) ® y,)-

(f) Both parties locally compute two dual-key authenticated bits (1g) := Convertl_ (. ([Ag]s) and
(1a) := Convertl[.]ﬁ<.>([AA]A).

(g) The parties run CheckZero2({1g) — (1a)), and abort if the check fails.

)

7. Pa outputs (Aa, ag) and Pg outputs (Ag, 8p), such that Isb(Aax) =1, msb(Ag) =1, Isb(Aa-Ag) =1
and ag + 8o = Ap - Ag € Fox.

Figure 4: Sub-protocol for sampling global keys.
o Iflsb(Ap) # 1 then Pg aborts except with probability 2=°. Conditioned on Apa # 0, if Isb(An -
Ag) # 1 then Pg aborts except with probability 27°.

o If msb(Ap) # 1 then Pa aborts except with probability 2=°. Conditioned on Ag # 0, if Isb(An -
Ag) # 1 then Pg aborts except with probability 7-242 + 27°, where T upper bounds the running
time of Pg.

Proof. For the honest case since Pp and Pg follow the protocol instruction when sampling keys,
the constraints on Aa and Ap are satisfied automatically. Moreover, notice that Isb(AaAg) =
Isb(Ka[Ag]) @ Isb(Mg[Ag]) and Isb(Ax) = 1. If the parties discover in step 6b that Isb(ApAg) = 0,
Pg sets Ag := AE @1 and |Sb(AAAB) = |Sb(AAAB + AA) = 1.
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For the case of a corrupted Pa, notice that Isb(Ka[r]) & Isb(Mg[r]) = 7 -Isb(Aa) and Isb(Da[r]) &
Isb(Dg[r]) = r - Isb(AaAp) for r € Fy. If Isb(Aa) = 0 then Pa passing the test is equivalent to
mQ @ (Isb(Ka[u1]), ..., Isb(Ka[u,])) = w which happens with 277 probability since u is sampled
independently from the left-hand side of the equation. Conditioned on Ap # 0, the second test
passes when Isb(ApAg) = 0 except with 277 probability from similar argument.

For the case of a corrupted Pg, the checks in step 5 and step 6Ge are equivalent to the corrupted
Pa case. Thus the soundness of the first check is 27°. Also Lemma 2 guarantees that inconsistent
Ag will be detected except with 72421 probability. By union bound the soundness of the second
check is g—tl +27°. O

4.3 Consistency Check Between Values and MAC Tags

In our protocol to generate dual-key authentication, we need a party (e.g., Pg) to use the MAC
tags (denoted as { §; }) of some existing IT-MAC authenticated values as the global keys of another
Fucot instance (denoted as { 8] }). We enforce this constraint by checking equality between values
authenticated by different keys. Our first observation is that the MAC tags are already implicitly
authenticated by A;l.

Authentication under inverse key. We define the Invert macro to locally convert [zx|g =
(Ka[z], Mglz],z) to [y]BAgl = (KA[ZI/]AXI, MB[y]A;1,y). We note that this technique appeared
previously in the certified VOLE protocols [20].

* [yl Azl Invert([z]g): On input [z|g for x € Fax, Pa and Pg execute the following:
— Pg outputs y := Mg[z] and I\/IB[y]A;1 = .
N _ N
Pa outputs KA[y]A;l : KA[:C] AA € Fox.
We demonstrate the correctness of the Invert macro as follows.

Lemma 4. Let [x]g = («a, 8, z) where x € Fox then the MAC tag of Pg, 3, is implicitly authenticated
by A;l, i.e., the inverse of Pa’s global key over Fox.

This claim can be verified by multiplying both side of the equation by A;l.

B =_a +x- Ay = x :a-A;1+ﬁ-A;1.
MB[Z‘] Kalz] MB[’B]Azl KA[mAfl
A

Random inverse key authentication. Notice that in the Invert macro, if we require the input
[x] to be uniformly random, i.e., z < Fax, then the output value y := Ma[z] = 2Ap — Kg[z] is
also uniformly random in the view of Pa. Using this method we can generate random Fax elements
authenticated by A;l.

Equality check across different keys. We recall a known technique to verify equality between
two values authenticated by respective independent keys [18], which we summarize in the EQCheck
macro. We recall its soundness in Lemma 5 and prove it in Appendix D.2.In the following, we
assume that FcoT has been initialized with (sid, Aa) and (sid’, A)).

o EQCheck({[ys]an bicp1.g {[Vilay Fiep,g): On input two sets of authenticated values under different
keys Aa, Ay, Pa and Pg check that y; = g for all i € [1,/] as follows:
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1. Let [yila, = (ki, m4,y;) and [yﬂﬁi\ = (ki,m},y.). Pa and Pg run Fix(sid, {m;}ie[l,g]) to obtain
a set of authenticated values {[m]a, }ic[1,¢, and also run Fix(sid’, {m;};c(1,¢q) to get another
set of authenticated values {[m;]a }iep1 .-

2. For each i € [1,{], Pa computes V; := k; - A) + k; - Aa + Ka[mg]ay + Ka[mi]a, € Fax, and Pg
computes W; := I\/IB[mi]A;\ + Mg[m}]a, € Fox.

3. Pg sends hg := H™ (W1, ..., W;) to Pa, who computes ha := H™(V3,...,V}) and verifies that
ha = hg. If the check fails, P5 aborts. Here H™ is defined in Definition 3.

Lemma 5. Let m be a random permutation. If Ap and A, are independently sampled from Fox,
then the probability that there exists some i € [1,€] such that y; # y, and Pa accepts in the EQCheck

procedure is bounded by T;,QQ where T upper bounds the running time of Pg.

The consistency check. The observation in Lemma 4 suggests that the MAC tags {; } are
already implicitly authenticated by A;l. Moreover, by calling Fix(A}), Pa and Pg can acquire
{[A4]s } and locally convert them to { [3j]a; }. Since Aa and A are independent, we can apply
EQCheck to complete our goal.

We list the differences that inverse key authentication induces to EQCheck. Recall that FcoT
has been initialized with (sid, Aa) and (sid’, A)).

e EQCheck({ [51‘]A;1 Ve, U8, tiepn,q): On input two sets of authenticated values under different
keys A;l, Ay, Pa and Pg check that 3; = ] for all ¢ € [1, /] as follows:

1. Pa and Pg call Fcot on the same input (extend, sid, (k) to get [r1]a,, - - -, [Te]a, With r; € FS.
Then, for i € [1, /], both parties define [r;|a, := B2F([ri]a,) with r; € Fax, and set [si]A;1 =
Invert([r:]a,).

2. Pa and Pg run EQCheck({[Bi]A;1}ie[m], {[Bi]a; tierg) as described above, except that they
use random authenticated values [s;] ALl for i € [1,/] to generate chosen authenticated values

under A;l in the Fix procedure.

It is straightforward to verify the soundness is not affected by changing to the inverse key. Thus
we omit the proof of the following lemma.

Lemma 6. Let m be a random permutation. If Ap and A, are independently sampled from Fox,
then the probability that there exists some i € [1,£] such that B; # [3, and Pp accepts in the EQCheck

procedure is bounded by 7;2 where T upper bounds the running time of Pg.

4.4 Circuit Dependent Compressed Preprocessing

We now describe the protocol to realize the functionality Fcpre. Following the conventions of
previous works, we defer all consistency checks to the end of the protocol. Notice that step 1 to
step 5 corresponds to the circuit-independent phase (where we only require the scale rather than
the topology information of the circuit) while the rest is the circuit-dependent phase (where the
entire circuit is known). The protocol is shown in Figure 5 and Figure 6. We then analyze its
security in Theorem 1. The proof is presented in Appendix D.3.

Theorem 1. Let m be a random permutation and Hy be defined as in Definition 3. Protocol lcpre
shown in Figure 5 and Figure 6 securely realizes functionality Fepre (Figure 3) against malicious
adversaries in the (FcoT, FbcoT, FDVZK, FEQ, FRand)-hybrid model.
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Protocol Tl

Inputs: A Boolean circuit C that consists of a list of gates of the form (i, 4,k,T"). Let n = |W|+ |Zg|,
m=|W|+|Z|, L = [2plog( \%‘p) + 08207 and ¢ = |[W|. Let H, be defined as in Definition 3.

Initialize: Pa and Pg execute sub-protocol Ilsamp (Figure 4) to obtain (Aa, ag) and (Ag, fo) respectively,
such that Isb(Aa) = 1, msb(Ag) = 1, Isb(Aa - Ag) = 1 and oo+ Sy = Aa - Ag € Fax. Thus, both parties
hold (1) (i-e., [Ag]a,)- After the sub-protocol, Fcot was initialized by session identifier sidy and Aa.
Generate authenticated AND triples: Py and Pg execute as follows:

1. Pg samples a matrix M <« FSXL and sends it to Pa.

2. Both parties call Fcot on input (extend, sidy, L) to generate random authenticated bits [b*] where
b* € F and compute [b] := M - [b*] with b € F%.

3. Both parties run Fix(sido, {b; Ag}ie[1,r]) to generate authenticated values [b; Ag]g. The parties locally
run (b;) < Convertlp .y ([b; Ag]a,). Let ay, B; € Fax such that a;+5; = b -Aa-Ap for eachi € [1, L].

4. Pg and Pp call Ft)LcJ(r)l'r on respective inputs (init, sidy, 81, ..., ., Ag) and (init, sidy). Then, both
parties send (extend, sidy,m) to Fichy, which returns ([alg,,. .., [als,,[a]a,) where a € F5*. Then,
Pa samples A}, < Fax, and then two parties run Fix(sidy, A}y) to obtain ([AL]a, ;. .., [AA ]Bu [AL]ag)-
Pa and Pg set <1g)> = Convertl(j(,([As]a;) where [Ag]a; is equivalent to [Aj]a,, and define
[Bilay = [Aps, for i € [1, 1),

5. Pg and Pa call fECOT on respective input (init, sids, 59, Ag) and (init, sids). Then, both parties send
(extend, sids, t) to Ficor, which returns ([alg,, [@]a,) to the parties. Pa and Pg run Fix(sids, A})
to get [Aj]g, and [Aj]ag, and then locally convert to [Bo]a; and [Ag]a;. Then, both parties set

(1)) == Convertlyj_,(([Ag]ar,)-
6. For w € Zp, Pa and Pg set [b,] = [0]. For each wire w € ZU W, two parties define [a,,] in [a] as the

authenticated bit on wire w; for each wire w € Zg UW, define [b,] in [b] as the authenticated bit on
wire w. In a topological order, for each gate (4,5, k,T), Pa and Pg do the following:

o If T =, compute [ag] := [a;] ® [a;] and [bg] := [b;] & [b;].
o If T'= A, Pa computes a; ; := a; A aj, and Pg computes b; j := b; A b;.

7. Both parties run Fix(sido, {bs,j} (i j«,n)ec.q) tO generate a set of authenticated bits {[b; ;]}, and also
execute Fix(sida, {ai;} (i j«,n)ecnq) tO generate a set of authenticated bits {[a; ;]}.

8. Fori € [1,n],j € [1, L], Pa and Pg set (a;b}) := Convert2[)_,(([ai]g;, (b])). Then, both parties collect
these dual-key authenticated bits to obtain (a;b*), and compute (a;b;) and (a;b;) for each AND gate
(i,4,k,A) from M - (a;b*) for i € [1,n]. Further, both parties set (aj) := Convert2[,]_><.>([&k}gg7 (1))
and (a; ;) < Convert2py_,y([as;]s,, (1))

Figure 5: The compressed preprocessing protocol for a Boolean circuit C.

Consistency checks. We explain the rationale of the consistency checks in Ilcpre.

The Fpyzk in step 11 checks that the Fix inputs of Pa in step 6 and those of Pg in step 6 and
step 3 are well-formed.

The CheckZero2 and EQCheck in step 12 ensure to Pa that the multiple instances of Ag in Ilgamp
(Figure 4) and Ilcpre (step 4 and step 5 in Figure 5) are identical. Also, Pg can make sure that
s in step 4 and step 5 of Icpre (Figure 5) are identical.

Pg checks that the message in step 9 of Ilcpre from Pa are correct. To do this, Pg checks its locally
computed value against the dual-key authenticated value, which is unalterable. Moreover, we
reduce the communication using random linear combination. This is done in step 14 and step 15
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Protocol Iy, continued

9. For each AND gate (i, 5, k, A), Pa and Pg locally compute (by) := (a; ;) ® (a;b;) @ (a;b;) @ (a,). Then,
for each k € W, Pa sends Isb(Da[bx]) to Pg, who computes by, := Isb(Da[bx]) @ Isb(Dg[bx]). For each
AND gate (4,7, k,A), Pg computes by, := by & b; ;.

10. Both parties run Fix(sido, {bx }xew) to obtain [by] for each k € W.

Consistency check: Pp and Pg perform the following consistency-check steps:

11. Let [B}] = [bf Ag]a, produced in the previous phase. Both parties call Fpyzk to prove the following
statements hold:
e For each AND gate (i, j, k, A), for ([b;], [b;], [b:,5]), bi,; = bi Ab;.
o For each AND gate (4, j, k, A), for ([a:], [a;], [ai;]), aij = ai A a;.
e For each i € [1, L], for ([bf], [As], [B}]), Bf =bf - Ag.

12. Pa and Pg call Fcot on respective input (init, sids, Aj) and (init, sids). Then they run [AB]A; =
Fix(sids, Ag) and (15”) := Convertl(j_(y([Ag]a;). Pa and Pg run CheckZero2((15") — (157), (157) —

<1(33)>) and EQCheck([Ag]a,,[AB]a;) to check that Aj, Ag are consistent when it is used in different
functionalities. Both parties run [&}A;l « Invert([bfAg]a,) for each ¢ € [0, L], and then execute

EQCheck({[Bi] a-1 Yiepo,z), {18:i]ay Fiefo,L)-

13. Pa and Pg call Fcot on input (extend, sidy, k) to generate a vector of random authenticated bits [r]g
with 7 € F5, and run [r]g < B2F([r]g) where r = >, 7i - X% € Far. Then both parties run
Fix(sido,r - Ag) to obtain [r - Ag]a,. The parties execute (r) <= Convertlp ([ - Agla,)-

14. Pa and Pg call Frang to sample a random element y € Fax.
15. Pa convinces Pg that l;k is correct (and thus IA)k is correct) for k € W as follows.

(a) Both parties compute (y) := >, oy X" - (by) + (r). Then Pg sends y to Pa.
(b) The parties execute CheckZero2({y) —y - (1)).

16. Pg convinces Pa that [Bk] is correct for k € W as follows:

(a) For each AND gate (i, 7, k,A), Pa and Pg compute [bi]g := [br]s @ [bi]8-

(b) Both parties compute [y]g := >, ey X* - [bk]s + [r]5-
(¢) Pa and Pg run CheckZero([y|g — v).
Output: P and Pg output a matrix M along with ([a], [a], [b*], [b]).

Figure 6: The compressed preprocessing protocol for a Boolean circuit C, continued.
of epre (Figure 6).

e P checks that the Fix inputs of Pg in step 10 of Icpre (Figure 6) are correct. This is done by
checking the IT-MAC authenticated values against the dual-key authenticated ones in step 16 of
Hepre (Figure 6).

Optimization based on Fiat-Shamir. In the protocol Ilcpe, both parties choose random public
challenges by calling functionality Frand. Based on the Fiat-Shamir heuristic [22], both parties can
generate the challenges by hashing the protocol transcript up until this point, which is secure in
the random oracle model. This optimization can save one communication round, and has also been
used in previous work such as [10, 47].
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Communication complexity. As recent PCG-like COT protocols have communication com-
plexity sublinear to the number of resulting correlations, we can ignore the communication cost of
generating random COT correlations when counting the communication amortized to every triple.
Our checking protocols only introduce a negligibly small communication overhead. Therefore, the
Fix procedure brings the main communication cost where Fix is used to transform random COT to
chosen COT. Also, since parameter L is logarithmic to the number n of triples, we only need to
consider the Fix procedures related to n.

This includes IT-MAC generation of a; ; (from Pa to Pg in step 6 of Figure 5), b; ; (from Pg to
Pa in the same step), bi (from Pg to Pa in step 10 of Figure 6). In addition, for each triple, Pp
needs to send Isb(D[b;]) to Pg in step 9 of Figure 6. Overall, the one-way communication cost is 2
bits per triple.

5 Authenticated Garbling from COT

Now we describe the online phase of our two-party computation protocol. We first introduce a
generalized distributed garbling syntax which can be instantiated by different schemes and then
introduce the complete Boolean circuit evaluation protocol Ilpc.

5.1 Distributed Garbling

We define the format of distributed garbling using two macros Garble and Eval, assuming that the
preprocessing information is ready. Notice that these two macros can be instantiated by different
garbling schemes. We utilize the distributed half-gates garbling scheme [32] for both of our proto-
cols. For the protocol in this section that optimizes towards one-way communication we apply the
dual-execution technique to check consistency whereas for the second protocol in the next section
that optimizes towards total communication we design a novel consistency checking procedure that
achieves p bits of communication per AND gate. Since our second protocol is inspired by the
optimized WRK garbling of Dittmer et al. [18], we recall that scheme as well as the distributed
half-gates garbling at Appendix E.1 and Appendix E.2.

e Garble(C): Pa and Pg perform local operations as follows:

— Pa computes and outputs (GCa, {Lw,0; Luw,1 fweZauzsuwuo)-

— Pp computes and outputs GCpg.

e Eval(GCa,GCh, {(Aw, Luw Ay ) twezauzs): Pr evaluates the circuit and gets {Aq, Ly A, Jwewuo-

The addition of evaluator’s random masks is to decouple the abort probability with the real
input values (recall that the Eval function only requires masked values). The following definition
captures this security property.

Definition 5. For a distributed garbling scheme with preprocessing defined by Garble and Eval,
consider the event Bad where the evaluator aborts or* outputs masked wire value Ay, that is incorrect
(wrt. the input values of Eval and the masks of preprocessing). We call a distributed garbling scheme
to be e-selective failure resilience, if conditioned on the garbled circuit GCa,GCg, the evaluator’s
candidate input wire labels {(Ly 0, Lw1) }wezs and the garbler’s input wire masked values and labels
{(Aw, L) }wezy, for any two pairs of Pg’s inputs y,y’, we have

| Pr[Badly] — Pr{Badly]| < e ,
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where Pr[Bad|y| denotes the probability that the event Bad happens when the evaluator’s input value
18 y and with aforementioned conditions.

With uncompressed preprocessing the DILO-WRK and KRRW distributed garbling (recalled
at Appendix E.1 and Appendix E.2.) has 0-selective failure resilience [40, 32| since the inputs A,,
to Eval are completely masked and independent of the real input. In Lemma 7 we show that for the
KRRW scheme that we use in this paper, replacing the evaluator’s mask to 2p-wise independent
randomness induces 2 "-selective failure resilience.”The proof is given in Appendix D.4.

Lemma 7. For the KRRW distributed garbling schemes (see details at Appendiz E.1) by sampling
the wire masks a,b using the compressed preprocessing functionality Fepre (Tecall that b := M - b*
is compressed randomness), the resulting schemes have 2~P-selective failure resilience.

The next lemma states that after evaluating the garbled circuit the garbler and evaluator
implicitly holds the authentication of the masked public wire values (color/permutation bits). To
the best of our knowledge we are the first to apply this observation in the consistency check of
authenticated garbling.

Lemma 8. After running Eval, the evaluator holds the ‘color bits’ Ay, for every wire w € W. The
garbler Pa and evaluator Pg also hold Ka[Ay], Mg[Ay] subject to Mg[Ay] = Ka[Aw] + AwAa.

Proof. We can define the following values using only wire labels:
Ay = (Lw,O @ Lw,Aw) : A,Xla MB[Aw] = Lw,Awa KA[Aw] = Lw,O .

It is easy to verify Mg[A,] = Ka[Aw] + Ay - Aa, which implies that [Ay]g := (Lw,0, Lw,A,, Aw) is a
valid IT-MAC. ]

5.2 A Dual Execution Protocol Without Leakage

We describe a malicious secure 2PC protocol with almost the same one-way communication as
half-gates garbling. We achieve this by adapting the dual execution technique to the distributed
garbling setting. Intuitively, our observation in Lemma 8 allows us to check the consistency of
every wire of the circuit. Together with some IT-MAC techniques to ensure input consistency, our
protocol circumvents the one-bit leakage of previous dual execution protocols [31, 30].

In the following descriptions, we denote the actual value induced by the input on each wire w
of the circuit C by z,,. The masked value on that wire is denoted as Ay := 2y D ay D by which is
revealed to the evaluator during evaluation. The protocol is described in Figure 7 and Figure 8.

4Different garbling schemes vary in the choice of where to place the consistency check. For the WRK scheme
the evaluator can detect consistency during the evaluation whereas for the half-gates garbling the circuit values are
effectively committed after evaluation and a subsequent checking phase is dedicated to ensure that the circuit values
are correctly computed. Therefore we define the event Bad as disjunction of the two cases.

®We note that in the proof of Ishai et al. [18] the mask b is assumed to be p-wise independent and the argument
is that one corrupted table entry is equivalent to a coin toss with 1/2 probability of failure. If there are less than p
corrupted table entries then evaluator’s abort probability is input-independent, otherwise (more than p entries are
corrupted) the evaluator would abort with overwhelming probability. Their argument is not very precise so we choose
to focus on the probability that the input-output correlation on each AND gate being falsified, which implies that the
evaluator would abort. Thus, we require the stricter 2p-wise independence in b, but this does not affect amortized
performance of our protocol.
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Intuitions of Consistency Checking. The privacy of garbled circuit guarantees that when the
garbled circuit is correctly computed, then except with negligible probability the evaluator can only
acquire one of the two labels (corresponding to the active path) for each wire in the circuit. Thus,
we can check the color bits of the honest party against the labels that the corrupted party acquires
(in the separate execution) to verify consistency.

Using the notations from Lemma 8, we may define A, using the wire labels L, ¢, Lyy.A, and the
global key A. Our goal is to check the following equations where the left-hand (resp. right-hand)
side is the evaluation result of Pa (resp. Pg). Here Equation 1 is the corrupted P case while
Equation 2 is the corrupted Pg case.

(Lo ar ® Liyo) - Ag' @ ay, &b, = Ay @ 4y & by (1)
A, ®al, ®bly = (Lyry ®Lwo)  Ax' S ay @by - (2)

Multiplying the first equation by Ag, the second by Aa and do summation® gives the Vl',f‘, Vf
values in the consistency checking.

(aw ®al, & AN)AA B Mplay ®al,]  (by &, B Ay)Ap D Mp[by, & 1]

SMA[AL] & Kalbw &V, ®Ay] &Mg[Ay] & Kglaw & al, & Al

Communication complexity. In our dual execution protocol, Pa and Pg sends (2k+ 1)t + (k +
2)|Zal + 2k + 1)|Z| + 2k + |O] and (2 + 1)t + (k + 2)|Zg| + (2k + 1)|Za| + & bits respectively.
Therefore the amortized one-way communication is 2k + 1 bits per AND gate. Since we need to
call Fepre twice in Ippc, we conclude that the amortized one-way (resp. two-way) communication
in the (Fcot, FbcoT, FOVzK, FEQs FRand)-hybrid model is 2k + 5 (resp. 4k + 10) bits.

5.3 Security Analysis

We state the security of our 2PC protocol in Theorem 2 and prove it in Appendix D.5. As an
intermediate step, we prove in Lemma 9 that the difference of the VA and V2 values in the
consistency checking phase actually captures the error on the wire w (indicating whether the result
of w is flipped).

Lemma 9. Let ey := (ay @ by ® Ay) ® (al, ® V), & Al) be the error on wire w € WUTZ after the
execution of Ilppc-1way. Then the checking values Vzﬁ, Vu? satisfy that V£ @ Vf =ey - (Ax D Ap).

Theorem 2. Let Heerng be a (poly(k), 2|W)|, K, €ccrnd) -circular correlation robust hash function under
naturally derived keys, Hier be a (poly(k),|Z|, K, €rcr)-tweakable correlation robust hash function,
and 7 be a random permutation. Protocol Ilppc shown in Figure 7 and Figure 8 securely realizes
functionality Fopc in the presence of malicious adversary in the Fepre, FcoT-hybrid model and the
random oracle model.

6 Optimization Towards Two-Way Communication

In this section we propose an optimization to the DILO-WRK online protocol, reducing the amor-
tized online communication cost from 2x + 3p bits to 2k + p + 1 bits per AND gate. We mainly
focus on reducing the overhead with regard to consistency checking. In particular, our technique

SWe define a., al,, bw, bl, by the MAC tag and keys to implicitly authenticate them.
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Protocol Ilzpc-1way

Inputs: In the preprocessing phase, Py and Pg agree on a Boolean circuit C with circuit-input wires
Ia U Zg, output wires of all AND gates W and circuit-output wires O. In the online phase, Pa holds
an input z € {0, 1}‘1AI and Pg holds an input y € {0, 1}‘IB|; Pg will receive the output z = C(z,y). Let
Heer © {0,1}>F — {0,1}" be a tweakable correlation robust hash function, Heena : {0, 1} — {0,1}" be
a circular correlation robust hash function under naturally derived keys, w be a random permutation,
and H, be as defined in Definition 3.

Preprocessing: Pp plays the role of a garbler and Pg acts as an evaluator, and two parties execute as
follows:

1. Both parties call Fepe to obtain a matrix M and vectors of authenticated bits ([a], [a], [b*], [b]). The
parties locally compute [b] := M - [b*].

2. Following a predetermined topological order, Pa and Pg use ([a], [a], [b], [b]) to obtain authenticated
masks [aq], [bw] for each wire w.

3. Pa and Pg execute the KRRW Garble (using Heerng with tweaks {w]|00,w||01} to instantiate the hash
function H inside Garble) to generate a distributed garbled circuit (GCa, GCg). In particular, For each
wire w, two labels Ly 0, Ly,1 € {0,1}" are generated and satisfy Ly, 1 = Ly,0 © Aa. Pa sends GCa to
Ps.

Online: In the following steps, Pa securely transmits one label on each circuit-input wire to Pg, and
Pg evaluates the circuit.
4. For each w € Za, Pa computes A, := 2y, & ay € {0,1}, and then sends (Ay, Ly a,,) to Ps.

5. I3A and Pg call FcoT on respective inputs (init, sid, I‘Az and (init, szc~l) For each w € Zg, Pg computes
Ay == yu ® by, and then the two parties call Fix(A,) to get [Ay]r,. Then Pa sends my o =

Hier (K[AL ], w||0) ® Ly g, and muy 1 := Hier(K[Aw] @ T A, w||0) @ Ly g, for w € Ig to Pg, who computes
LAy = My, 5, @ Heer (M[Ay], w]|0).

6. Pa and Pg run Open(a,,) for w € Zg, which allows Pg to learn a,, and computes A,, := A @ ay.

7. Pg runs Eval(GCa, GCg, {(Aw, Lw.A, ) twezauzs) (Once again, using Heemg with respective tweaks to
instantiate the hash function H inside Eval) to obtain (A, Ly a,, ) for each wire w € WU O. For each
w € W, both parties define [Ay]g = (Lw,0, Lw.Ay, Aw)-

Figure 7: Actively secure 2PC protocol in the (Fcpre, FcoT)-hybrid model.
is to perform random linear combination prior to hashing so that the cross-terms from different
AND gates can be combined. Then, using the half-gate multiplication technique we can securely
evaluate the cross-term using p bits for each AND gate as compared to 3p bits in the DILO-WRK
scheme. We present the protocol in Figure 9.

We note that in Ilrpc-oway We only use the hash function a la half-gates. Therefore, we only
require the hash function to be circular correlation robust under naturally derived keys (ccrnd),
which can be instantiated in the ideal cipher model by calling one random permutation [26].

Since the consistency checking phase only relies on the Free-XOR properties, we formulate it
as an independent procedure that can be coupled with any distributed garbling protocol that sup-
ports Free-XOR. This may be of independent interest to future protocols that requires consistency
checking without revealing the masked values for each wire.

On the length of Ag. We remark that since the key of Pg no longer serves to garble a circuit,
its length can be reduced to p bits. Since the preprocessing protocol has constant amortized
communication overhead, we can re-use the same preprocessing protocol (thus using the same
functionality Fepre) but truncate all MAC tags and keys related to Ag, including Ag itself down to
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Protocol Ilrpc-1way, continued

Dual execution and consistency check:

8. Re-using the initialization procedure of functionality Fepre (i-e., the same global keys A and Ag are
adopted), Pa and Pg execute the preprocessing phase as described above again by swapping the roles
(i.e., Pa is an evaluator and Pg is a garbler). Thus, for each w € W, Pa and Pg hold [a],] and [b].

9. Pa and Pg run Garble (using Heemd with tweaks {w]|10,w||11} to instantiate the hash function H
inside Garble) to generate a distributed garbled circuit (GCp,GCg). For each wire w, two labels
L., 0. Lot € {0,1}" are generated and satisfy L}, ; =L, o & Ag. Pg sends GCg to Pa.

10. Swapping the roles (i.e., Pa is the evaluator and Pg is the garbler), Pa and Pg execute the online
phase as described above again (using fresh tweaks). In particular:

(a) For each w € Zg, Pg computes A}, := y,, ® b), and then sends (A/,,L! ., ) to Pg.

wr —w, A
(b) Pa and Pg call Fcot on respective inputs (init, sid’) and (init,sid’,I'g). For each w € Za, Pa
computes A}, := x,, ® a;, and then the two parties call Fix(Aj,) to get [A}]r,. Then Pg sends
m;}’o = Hier (K[A ], w||1) ® Ly pr, and mfﬂ’l := Hior (K[AL)] @ T'g, w||1) Lw’% for w € I to P,

who computes L;, \, :==m/ ;, @ Heer (M[AL,], w]1).

w,[\iv
(c) Pa and Pg run Open(b.,) for w € Za, which allows Pa to learn b/, and computes A/, := A/, &V, .

(d) Pa runs Eval(GCh,GCg, {(AL, L, o/ ) wezauzs) (once again, using Hi to instantiate the

w? =w, A7,

hash function H inside Eval) to obtain . For each w € W, both parties define [A! ]an =
(L/w,O’ '—ﬁv A’ ,A;)).

11. Pa and Pg check that (Ay @ ay D by) - (Aa B Ag) = (A, & al, Bb.,) - (Aax® Ap) holds by performing
the following steps.

(a) For each w € WUZ, P and Pg respectively compute

Vi = (aw @ al, & N,)Aa @ Mafay] & Malal,] & Ma[AL] @ Ka[bw] @ Kalb],] ® Ka[Aw],
Vf = (by D, D Ay)Ap ® Mg[by] ® Mg[b,] ® Mg[Ay] ® Kglaw] ® Kgla,,] ® Kg[AL,].

(b) Pa computes ha := H"({VA}wezuw), and then sends it to Pg who computes hg :=
H™({V.B}wezuw) and checks that ha = hg. If the check fails then Pg aborts.
Output processing: For each w € O, Pp and Pg run Open([a,]) such that Pg receives a,,, and then
Pg computes zy := Ay @ (ay B by).

Figure 8: Actively secure 2PC protocol in the (Fepre, FcoT)-hybrid model, continued.
p bits. This can be done by simply discarding the respective x — p higher bits since the messages
that they authenticate are single bits. We use the original notations in the following descriptions
but remind the readers that the MAC keys and tags are truncated and of p-bit length.

Intuitions of the consistency checking. Our starting point is the KRRW scheme, where all
masked wire values are made public so that the checking equation (A; @ A;) - (A; @ A\;)-Ap = (A ®
k) - Ap reduces to equality checking (recall that A; - A; - Ag is already shared after preprocessing).
With compressed preprocessing, the masked values must be kept secret due to not being fully
masked. Therefore, we must securely compute the secret sharing of the multiplication between the
masked wire values and values known to Pa.

In more detail, we need to check for every AND gate (i, j, k, A) the following equation,

(Ai@)\z‘) . (Aj@/\j)-AB = (Ak@)\k) - Ag
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Protocol Ilzpc-2way

Inputs: In the preprocessing phase, Py and Pg agree on a Boolean circuit C with circuit-input wires
Ia U Zg, output wires of all AND gates W and circuit-output wires O. In the online phase, Pa holds
an input z € {0, 1}‘1AI and Pg holds an input y € {0, 1}‘IB|; Pg will receive the output z = C(z,y). Let
Heer : {0,1}%% — {0,1}" be a tweakable correlation robust hash function and Heerng : {0, 1} — {0,1}"
be a hash function that is circular correlation robust under naturally derived keys.

Preprocessing: Pp plays the role of a garbler and Pg acts as an evaluator, and two parties execute as
follows:

1. Both parties call Fepe to obtain a matrix M and vectors of authenticated bits ([a], [a], [b*], [b]). The
parties locally compute [b] := M - [b*].

2. Following a predetermined topological order, Pa and Pg use ([a], [a], [b], [b]) to obtain authenticated
masks [ay], [bw] for each wire w.

3. Pa and Pg execute the KRRW Garble (using Heerng with tweaks {w]|00,w||01} to instantiate the hash
function H inside Garble) to generate a distributed garbled circuit (GCa, GCg). In particular, For each
wire w, two labels Ly 0, Lw1 € {0,1}" are generated and satisfy Ly 1 = Ly @ Aa. Pa then sends
GCa to Pg.

Online: In the following steps, Pa securely transmits one label on each circuit-input wire to Pg, and
Pg evaluates the circuit.

4. For each w € Zp, Pa computes Ay, == x4, B ay € {0, 1}, and then sends (Ay, Ly A, ) to Pe.

5. E’A and Pg call Fcor on respective inputs (init, sid, T'a) and (init, sid). For each w € Zg, Pg computes

Ay = yuw ® by and then the two parties call Fix(]&w) to get [Aw]pA. Then Pa sends my,0 :=

Hier (K[AL ], w||0) ® Ly g, and muy 1 := Heer(K[Aw] @ T A, w||0) @ Ly g, for w € Zg to Pg, who computes
LAy = My, 5, @ Heer (M[Ay], w]|0).

6. Pa and Pg run Open([a,]) for w € Zg, which allows Pg to learn a,, and computes A,, := A @ ay.

7. Pg runs Eval(GCa, GCr, {(Aw, Lw A, ) bweTauzs) (once again, using Heema with tweaks {w]|00, w|01}
to instantiate the hash function H inside Eval) to obtain (A, Ly a,, ) for each wire w € WU O. For
each w € W, both parties define [Ay]g = (Lw,0s Lw,Ay, Aw)-

8. Pa and Pg run Ilgccheck to check for consistency. If the check succeeds then the parties proceed to
the next step. Otherwise, they abort.

Output processing: For each w € O, P5 and Pg run Open([a,]) such that Pg receives a,,, and then
Pg computes zy, := Ay ® (ay D by).

Figure 9: Actively secure 2PC protocol in the (Fepre, FcoT)-hybrid model that optimizes towards
minimal two-way communication. The differences as compared to Ilypc are marked in blue.

We can re-write the equation as follows (notice that B; € Fo can be locally computed by Pg),

(A A @A, Db @b BN b DA b Bar®ar DA -a; ®Aj-a;) - Ag=0 .

B

By expanding the terms and utilizing the IT-MAC relation a; - Ag = Mlag] + Klag] we have,

By, - Ag & Mlay] & Klag] & Mlax] & Klax] & Ai - (M[a;] & Klaj]) & A; - (Mla] & Kas]) =0 .
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By re-arranging the terms according to their membership, we have:

By, - Ag @ Klag] ® Klax] ® A; - Klas] @ A - Kla;] & M[ag] @ Mag] ®A; - Ma;] & Aj - Mlag] =0 .

By, Ag,0

Notice that the value By and Ay o are both locally computable by Pg and Pa respectively, so we
only have to securely compute the rest of the terms. The previous method is to utilize the fact that
the masked value A;, A; are already authenticated by the wire labels. Given such authentication
we can evaluate the multiplication of A; with any value X € Fo» known to Pa as follows. Pa sends
G :=H(Lip) @ H(L;,1) ® X to Pg who later recovers H(L; a,) ® A; - G; = H(L; o) ® A; - X. Clearly
this forms an additive sharing of A; - X, and since there are two multiplications, at least 2p-bit of
communication is needed for every AND gate.

Our insight is that in garbled circuits with free-XOR optimization, the masked value A; on any
wire 7 is a public linear combination of the masked wire values on all the AND gate output wires and
input wires. We formalize this by defining the following public vector ¢! € IF‘QI HV for every wire i
st A=) c}; -Ax. This allows us to collapse the two terms into one by exchanging the summation
order with the random linear combination. In particular, to check the correctness of every AND
gate (i, 7, k, \) we perform random linear combination using public randomness x1, ..., x¢, and our
checking equation becomes the following. (Recall that ¢t = |W|.)

YoxkBe® Y xk-Ao® > xw - (Av Mgyl @ Ay - Mlag]) =0
keW kew (i".3" K" ,A\) €Cand

Using the aforementioned notation, we have,

S Bee Y xeAe® Yo (Y M) Mlagle( Y oAy Mlag]) =0 .

kew kew (@ ,5" k' \AN)ECand keWwWUZ kewuzl

By exchanging the summation order, we have,

S Be® Y xeAwo® Y. Mo > xw(ch Mlagl@c] Mag]) =0 .

kew kew keWUT (i 5" k' ,\) ECand

Ag 1

Using the half-gates technique, Pa sends G}, := Heernd(Lk,0, k(|2) @ Heernd (Li1, B|2) @ Ag1 for every

k€ WUZL to evaluate the additive sharing of Ay - Ay 1. Therefore, we reduce the consistency

checking of AND gate correlation to equality checking using p bits of amortized communication.
Now we formulate this as an independent procedure GCCheck in Figure 10.

Communication Complexity. In the online phase Pp and Pg sends (2 + p + 1)t + (k + p +
D|Zal + (26 + p+ 1)|Zg| + « + |O| and |Zg| bits respectively. Since in this protocol we only need
to invoke Ilcpre once, we conclude that the total two-way communication of Ilopc-oway is 26+ p+5
bits per AND gate.

6.1 Security Analysis

We first claim in Lemma 10 that the soundness error of the consistency checking phase can be
bounded by t;—,} Then, the main security theorem is shown in Theorem 3. The respective proofs

are shown in Appendix D.6 and Appendix D.7.
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Protocol GCCheck

Inputs: Pa and Pg holds the wire masks a, a, b,B authenticated by Ag, Aa respectively. Moreover, Pg
holds the evaluated masked wire bits and the corresponding labels {A,,, Ly o, } for each wire w in the
circuit, while the garbler holds {Ly 0, Lu1}. Let H. g : {0,1}*" — {0,1}” be the hash function that
evaluates Heeng and truncates the output down to p bits. Here Hceng is a circular correlation robust
hash function under naturally derived keys.

Consistency check:
1. Pg samples a random challenge x1, ..., x: € For and sends it to Pa. (Recall that [W| = t.)

2. The parties locally compute the following values.

e Pa computes Ay := Mlag] @ M[ag] for k € W and Ag;1 := 3210 i 10 Ayecag XK (c}; -Mla; ] & CZ ‘
Ml[ay]) for k € WU Z, where ¢’ is a public vector such that >, o\ 7 ¢h - Ax = As.

e Pg computes B]/C = A;- Aj DAL Db D Z)k DA, - bj D Aj -b; and By, := B]/C A @ K[ak] D K[&k} D
Ai . K[aj] (&) Aj . K[al] for (i,j, k', /\) S Cand~
3. For each AND gate (7,7, k,A), Pa sends G}, := H._,4(Lk0,k[|2) ® H.,nq(Lk,1,k]|2) ® Ar1 to Pg. Pa

cecrnd cernd

locally defines Cj, := H._,,4(Lk.0, k||2) while Pg computes Dy, := H._, 4(Lk.a,, k[|2) ® Ag - G

ccrnd ccrnd

4. Pa computes ha := >,y Xk - Ar,0 © Cy and sends it to Pg. Pg computes hg := >, -y Xk - Bx @ Dy,
and aborts if hp # hg. Otherwise Pg continues.

Figure 10: The consistency checking procedure that keeps the privacy of the evaluator’s masked
bits.

Lemma 10. After the equality check GCCheck (Figure 10), except with probability 2%, Pg either
aborts or evaluates the garbled circuit exactly according to C.

Theorem 3. Let Heend be a (poly(k), 3)W| + |Z|, K, €cernd ) -circular correlation robust hash function
under naturally derived keys, Hier be a (poly(k), |Zg|, K, €tcr)-tweakable correlation robust hash func-
tion. Protocol Ilopc-oway shown in Figure 9 securely realizes functionality Fopc in the presence of
malicious adversary in the (Fepre, FcoT)-hybrid model.
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Supplementary Material

A Security Model and Functionalities

A.1 Security Model

We say that a two-party protocol II securely realizes an ideal functionality F if for any probabilistic
polynomial time (PPT) adversary A, there exists a PPT adversary (a.k.a., simulator) S, such that
the joint distribution of the outputs of the honest party and A in the real-world execution where
the party interacts with A and execute II is computationally indistinguishable from that of the
outputs of the honest party and S in the ideal-world execution where the party interacts with S
and F. We adopt the notion of security with abort, where fairness is not achieved in the two-party
setting [14]. For all our functionalities, the adversary can send abort to these functionalities at any
time, and then the execution is aborted. For the sake of simplicity, we omit the description in these
functionalities.

A.2 The Equality-Check Functionality

Our protocol will invoke a relaxed equality-checking functionality Fgq [37] that is recalled in Fig-
ure 11. This functionality can be securely realized by committing to the input and then opening
it, as we allow to leak the inputs if two inputs are different. The protocol realizing Fgq needs two
rounds and takes 2k + £ bits of one-way communication for ¢-bit inputs.

Functionality Fgq

Upon receiving (eq, sid, ¢, ) from Pp and (eq, sid, ¢, y) from Pg, where z,y € {0, 1}e, this functionality
executes as follows:

o If x =y, then send (sid, true) to both parties.

e Otherwise, send (sid, false) to both parties, and also send the input of the honest party to the adversary.
Figure 11: Two-party equality-checking functionality.

A.3 The Coin-Tossing Functionality

Our protocol will use a standard coin-tossing functionality Frand shown in Figure 12, which samples
a uniform element in Fo~. This can be securely realized by having every party commit to a random
element via calling Fcom, and then open the commitments and use the sum of all random elements
as the output.

Functionality Frand

Upon receiving (Rand, sid) from two parties Pp and Pg, sample r < Fax and sends (sid,r) to both
parties.

Figure 12: Two-party coin-tossing functionality.
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B Table of Notation

In Table 2, we summarize the notation and macros used in our protocols to help the reader retrieving
the definition of each notation fast. The notation and macros were also described in the previous
sections.

Notation Definitions

K Computational security parameter

p Statistical security parameter

xS Sample x uniformly at random from S

[a,b) and [a, b] {a,...,b—1} and {a,...,b}

a, a;, A Vector, the i-th component of a, matrix

{z;} A set without specifying the indices

Isb(x), msb(x) Least significant bit of x, most significant bit of .
B2F Macro to convert from [F§ to Fas

F2B Macro to convert from [Fax to Ff5

c, O A Boolean circuit, the set of circuit-output wires in C
Ia, Ig The sets of circuit-input wires of Po and Pg

Cand, W The set of all AND gates and set of their output wires
n,m,t Parameters n = |W| + |Zg|,m = [W| + |Zal,t = |W|

L Compression parameter L = [plog 2%” + 10%1

[Z]ac IT-MAC where x held by Pp is authenticated under G
() Dual-key authenticated value on x under ApAg
CheckZero([x]) Check that z is equal to 0

CheckZero2((z)) Check that z is equal to 0

Open([z]a) Pa opens z to Pg in an authenticated way

Convertl;_y([zAgla,)  Convert [rAg]a, to a dual-key authenticated bit (x)
Convert2)_,y([z]ap, (y)) Convert [x]a g along with (y) to (zy)

EQCheck Check equality of values auth. under different global keys
Garble, Eval Generation and evaluation of distributed garbling

Table 2: Definitions of the notation and macros used in this paper.

C Instantiation of Extended Tweakable Correlation Robustness
in the Random Permutation Model

Lemma 11. Let p < 2¥/2. If 7 is modeled as a random permutation then TMMO™ is (t,q, p,€)-

. 2
extended tweakable correlation robust, where € = %q + 25&1 + ;% =+ 2%.

The original proof of [26] can be applied almost verbatim. Here we recall the proof for com-
pleteness. The proof utilizes the H-coefficient technique [38]. In particular, the notation 7 - Qr
indicates that the permutation 7 is consistent with the transcript Q.

Proof. Fix a deterministic distinguisher D making queries to two oracles. The first is a random
permutation on {0,1}" (and its inverse); in the real world, the second oracle is O (w,i,j) =
TMMO™(A - j @ w, i) (for A sampled from R), but in the ideal world it is a random function from
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{0,1}*" to {0,1}". Following the notation from [26, Section VII-A], we denote the transcript of
D’s interaction by @ = (Qr, Qo,A). We only consider attainable transcripts.
We say a transcript (Qr, Qo,A) is bad if:

e (B-1) There is a query (wg, ig, jk, 2k) € Qo and a query of the form (A - ji & wg, *) € Qr.
e (B-2) There is a query (wg, ik, Jk, 2k) € Qo such that zp = 0.
e (B-3) There are distinct (wg, ix, jk, 2k), (We, e, Je, z0) € Qo such that z; = 2.

Since we require that ji # 0, multiplying by jx over Fax does not change the min-entropy of A
and thus the probability of (B-1) in the ideal world is at most tq/2”. Since each zj is uniform and
independent of A, it is similarly easy to see that the probability of (B-2) in the ideal world is at
most ¢/2%, and the probability of (B-3) in the ideal world is at most ¢2/2%*1.

Fix a good transcript Q = (Qr, Qo, A). Letting Qo = {(wg, ik, jk, 2k)} as above, define uy =
A g @ wy for 1 <k < g,and set U = {uy,...,uy}. Fixing some m F Qr,we may define vy, = m(uy),
sk = U @ ik, and t, = 2z ® vg; set V = {v1,...,v4}. Define a predicate Bad(7) on 7, which is true
if any of the following hold:

e (C-1) For some 1 < k < g,there is a query of the form (sg,*) € Qr, or s € U.
e (C-2) For some 1 < k < g,there is a query of the form (%,t;) € Qx, or t € V.
e (C-3) There are distinct k, ¢ with 1 < k < £ < g, such that s = sy or t; = ty.

We bound the probability of the above events when 7 is a uniform permutation, conditioned on
Tk Q.

Consider (C-1). Fixing some index k, recall that sy = vy @ i = (A - jr © wg) @ 1. Since Q
is good, m(A - jr @ wg) is uniform in a set of size at least 2 — ¢t (and thus so is s;). Therefore,
Pri3(z,y) € Qr : s = 2] < <2 < 2571 Similarly, we have Pr[s), € U] < M < 2

—t > 28

Taking a union bound over all k: we have that the probability of (C-1) is at most q(t+Q)

Next consider (C-2). Fixing some index k, recall that tk = 2 69 vk =z ®7(A- jk @ wy) and
so, arguing as above, we have Pr[3(z,y) € Qx : ty = y] < 5 << 2L

Fixing some vy € V, we have tp = vy iff zp & 7(A - jp ® wi) = W(A - J¢ ® wy). The above can
only possibly occur if A - ji @ wy # A - jy © wy since, if not, then zp = 0 in contradiction to (B-2).
But if A jr ®wr # A - jy ® wy then w(A - j, & wy) is uniform in a set of size at least 2% —¢ — 1
even conditioned on the value of (A - j, ® wy) and thus Pr[t;, = vy] < 54— < & (once again,
using t < 2"‘_1) Taking a union bound over all v, € V we see that the probability that ¢ € V is
at rnost . Finally, taking a union bound over all £ (and considering both sub-cases above) shows

that the probablhty of (C-2) is at most w.

To analyze (C-3), fix distinct k,¢. Then s; = sp iff 7(A - jx ® wg) B ix = 7(A - Jy ® wy) B iy
If A-ji @wp = A - jp @ wy then i # iy and so s = sy is impossible. Otherwise, 7(A - ji & wg)
is uniform in > 2% — ¢ — 1 values even conditioned on the value of (A - j, @ wy), and thus
Prsp = 8] < 5 < 2.

The event t; = t; occurs iff zp & (A - jp ® wi) = z¢ & 7(A - jo & wy). The above can only
possibly occur if A - ji @ wr # A - j, ® wy since, if not, then zp = 2, in contradiction to (B-3).
But if A ji @ wr # A - jp @ wy then 7(A - ji @ wy) is uniform in a set of at least 2% — ¢ — 1
values, even conditioned on (A - j, @ wy), and so Pr[sy = sg] < 2% Taking a union bound
over all distinct k, ¢ shows that the probability of (C-3) is at most 2¢2/2%. In summary, we have

Pr[Bad | 7 b Q] < a2
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The probability that the ideal world is consistent with the good transcript @ is gn[ﬁzfq], where

(2%)¢ denotes 2% - (2% — 1) -...- (2" — ¢t + 1). Now we bound the probability that the real world is
consistent with Q).
The probability that the real world is consistent with the transcript is

Pr[V(w,i,j, 2) S QO : OeAtcr(waivj) =z | = Qﬂ‘] )
(2%)¢

Let by Q if 7+ Qr and O (wy, iy, jo) = 24 for all £ < k. The numerator above is at least

Pr[R = A].

q
Pr[r -, Q A—Bad(n) | 7 F Q] > (1 — Pr[Bad(n) | 7 F Qx]) H r[r b Q | ~Bad(m) A b1 Q]

Consider any 7 such that 7 - Q, and —Bad(7). Note that O (wy, i, jr) = 2k iff 7(si) = tx (for
A, s, tr as defined before). If —=Bad(7), there is no query of the form (s, *) or of the form (x, ;)
in Q. Moreover, since neither (C-1) nor (C-2) occur, neither 7(sy) nor 7~ 1(#;) is determined by
the input/output relations {m(us) = ve}¢=1.. 4. Furthermore, since (C-3) does not occur, neither
m(sg) nor 7 1(t;) is determined by the fact that 7 F;_1 @ or, equivalently, the fact that 7(s,) = t,
for all £ < k. Thus, for all £ we have

Pr[r b Q| =Bad(m) A7 Fi—1 Q] > 1/2%,
and therefore
Prim, Q| -Bad(m) A7 ki1 Q] > 1/27.

Thus the ratio of the probability that the real world is consistent with @) to the probability that
the ideal world is consistent with @ is at least (1 — Pr[Bad(n) | 7 F Qx]). Using the bound on the

probability of Bad(m) we can conclude the adversary’s advantage is bounded by e = 4tq + 2k T+
4k 0

D Proofs of Security

D.1 Row-independence of Random Matrix

Let L = [p+m-log(£) + logml and let M < F7*F be a uniformly random matrix. In the
following we show that M satisfies the (m, L)- 1ndependent property except with probability 27°.

Recall that the property states that any p rows of the matrix are linearly independent. Since
we are working in the binary field, a set of vectors in F¥ being linearly dependent implies that they
XOR to 0, which happens with probability 2=% for uniformly random vectors. Therefore, denote
R as the random variable counting the number of linearly dependent sets with size no more than
p, then by the linearity of expectation we have:



In our secure computation setting m = 2p and n is the number of circuit input gates and AND
gates so we may assume n > 2m. Thus we have

m

n. m
Using Stirling’s approximation and taking L > [p 4+ m - log(%}) + 1°g2m1 we have

n™ m
PriR > 1| < — . o
[ ] 2\/m(?)m (2[3 m m. vm

< 27(p+1) < 279’

which implies Pr[R =0] > 1 —27°.

D.2 Proof of Lemma 5

Proof. Suppose y; # y, for some i € [¢]. Then we have

Vi = kiAp @ kiAx © Ka[mi]a, @ Kalmg]a,
= (m; @ yiAA) A @ (m © YiAQ)Aa @ (Mg [i]a, ® 11 AR) & (Mp[]a, ® m;AA)
= (¥ ® Y) AaAR & (m; @ M) Ap & (m; @ 1) Aa & Me[m5]a, & Maliniay -
Fixing Aa, the probability that (y; @ yi)AaAL & (m; & my;) AR & (m} & m)Ap = 0 is at most
27%. Conditioned on this event not happening, V; is uniformly random to Pg and therefore the
probability that it’s learned by Pg is at most 5. Once again, conditioned on this event not

happening, ha appears uniformly random to Pg and the probability of ha = hg is bounded by 27%.

Using the union bound, we conclude that the soundness error of EQCheck is bounded by 72—4;2 O

D.3 Proof of Theorem 1

Proof. Correctness. Lemma 3 shows that the key sampling procedure Ilsamp returns keys subject
to Isb(AaAg) = 1, which ensures Isb(Da[z]) @ Isb(Dg[z]) = « for any x € Fy. This implies that all
the by values that Pg computes in step 9 are correct.

Now we argue security. We first present the sampling simulation as a separate process and
then describe the simulation for the main protocol Ilcpre. In the following proof there are multiple
instances where the same keys Ap or Ag are used. We use different superscripts to differentiate
those keys received from the adversary.

Corrupted Pa. Sa first simulates the key sampling protocol Ilsamp as follows:
1. Sa receives the input key A}A by simulating FcoT.
2. Sa receives mQ of A. If Isb(Ap) # 1 then it aborts.

3. Sa samples Ap s.t. msb(Ag) = 1, to handle the Fix command and mb message. It also receives
the message mj from A.

4. Sp simulates the init and extend commands of FcoT internally.

5. Sa sends m% following the protocol instructions.
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6.

Sa then simulates the checking procedure as follows:
(a) Sa simulates extend and Fix using previously sampled keys. It also sends true to A to
simulate Fpyzk.
(b) Sa receives m from the adversary. If m3 # Isb(Da[z1]), ..., Isb(Dalz,]) then Sa aborts.
(c) Sa extracts A’s input of Fix as A%.

(d) Sa samples y as the output of extend and extracts A’s input to the Fix command. If the
multiplication correlation does not hold then Sp aborts.

(e) Sa sends m according to protocol instruction.

(f)—(g) If A} # A% then Sa sends h < Fax to A and aborts to simulate CheckZero2. Otherwise it

follows the protocol instruction.

Then Sa simulates the main protocol Ilcpre.

1.

10.
11.

12.

13.
14.

15.

16.

Sa samples M FSXL and sends it to A.

. Sa locally simulates the extend command and samples b*.

Sa simulates the Fix command using previously sampled b* and Ag.

Sa simulates the init command internally and receives a < FJ* and a «+ F% from A in beCJE)lT

and FZ-or. Then it extracts (Aj)(1) and (A%)? respectively from the two Fix commands.
Sa follows the protocol instruction.

Sa simulates Fix using uniformly random messages. It also extracts a; ; from the Fix command
from A.

Sa follows the protocol instruction.
Sa receives the Isb(Daby]) message from A and evaluates the by, values.

Sa simulates Fix using previously computed by, values.

Sa simulates Fpyzk on ([b;], [bj], [bi;]) for each AND gate (i,7,k,A) and ([bf], [Ag], [B]) by
sending true to A. If the previously extracted a;; # a; - a; then Sp aborts.

Sa extracts A’s input to Fcot as (AQ)3). If (A4)M # (AP or (AP £ (AL)B) then Sa
sends h < Fax to simulate CheckZero2 and aborts. Otherwise it follows the protocol instruction
to simulate EQCheck.

Sa follows the protocol instruction and samples 7 < Fox.
Sa simulates Frang internally and sends y < For to A.

Sa sends y 1= >,y ¥ bp + 7 to A. If the previous Isb(DA[Bk]) messages are erroneous then
Sa sends h < Far to Fgq and aborts to simulate CheckZero2. Otherwise it follows protocol
instructions.

Sa follows the protocol instruction for CheckZero.

Now we argue that the ideal world output and the real world output are indistinguishable using

a series of hybrids.
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Hybrid 1 This is the real-world execution.

Hybrid 2 Sa extracts A} in step 1. If Isb(Aa) # 1 then Sa aborts in step 2. By Lemma 3 the
two hybrids are 277-indistinguishable.

Hybrid 3 We make explicit the use of Ag in this hybrid and mark them in blue.

e In step 6g we compute hg = m(Da[lg] ® Da[la] ® (A} & AZ)Ag) where A% is defined as in
the simulation above.

e We compute hg in CheckZero2((1(Bl)> — <1(Bz)>, (1(82)> — <1(B3))) in step 12 as W(DA[I(BU] @
Dal1S)] @ (AR @ (AR)P)Ag), T(DAlLE)] ® DAL @ ((A)) @ (A))P)Ap).

e In step 15 we compute hg as m(Daly] @ y - Da[lg] ® Y., X" ex ARAg) where e, is the error
in by, that A sends in step 9.

Since we merely re-write the input inside the H™ function, Hybrids and Hybridg are iden-
tical.

Hybrid 4 S replaces the blue terms in the previous hybrid with uniform randomness. Since the
preimage in the blue terms are uniformly random to A, except with probability oz the blue
values are uniformly random (7 upper bounds the running time of 4). Thus, Hybrids and
Hybridy are gz-indistinguishable.

Hybrid 5 Sa sends true to A and locally verify the multiplicative relation to simulate Fpyzk in
all subsequent hybrids. Since the functionality Fpyzk is ideal, the two hybrids are identically
distributed.

Hybrid 6 Sa receives the message m3 from A. If m3 # Isb(Da[z1]), ..., Isb(Da[z,]) then Sa aborts.
By Lemma 3 the two hybrids are 27°-indistinguishable.

Hybrid 7 If A}A % A% in step 6¢ then Sp aborts. Since hg is uniformly random to A if A}A =+ A%,
we have that Hybridg and Hybridy are 27 "-indistinguishable.

Hybrid 8 Let (A)M) and (A%)® be the Fix command input of A in step 4 and step 5 respectively.
Let (A\)® be the input of Fcor in step 12. If (AQ)M) # (AP or (AL)P) # (A})®) then
Sa aborts to simulate CheckZero2. Using the previous argument, the two hybrids are 27"-
indistinguishable.

Hybrid 8 If A sends incorrect Isb(Da[bx]) values in step 9 then Sa simulates the CheckZero2
command using previous strategy. By the Schwartz-Zippel lemma the two hybrids are (t;l )-
indistinguishable. This is the ideal world execution.

2 t+7+3
2+

o= )-indistinguishable in the

Therefore, the ideal world and real world executions are (
corrupted Pp case.

Corrupted Pg. &g first simulates the key sampling protocol Ilsamp as follows:

1. Sg simulates the init and extend command internally.

2. Sg sends mOA following protocol instruction.
3. Sp extracts AIB from the Fix macro, sends m} and receives mp. It fixes [AlB]B according to

protocol instruction.
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4. Sg extracts A2B from the init command.
5. Sg receives mQ from A and aborts if msb(A3) # 1.
6. Sg simulates the checking procedure as follows:

(a) Sg sends x < Fo» to simulate extend. It also extracts the input from the Fix command. If
the multiplication correlation does not hold then it aborts.

(b) Sg sends m3 according to the protocol instruction.

(c) Sg samples Ap to simulate Fix.

(e) Sg receives mi from A and aborts if m3 # Isb(Dg[y1]), ..., Isb(Dg[y,]) then Sg aborts.

)
)
(d) Sg samples y to simulate extend and Fix. It then sends true to A to simulate Fpyzk.
)
(f)-(g) If Al # AZ then Sg sends h < Fax and aborts to simulate CheckZero2.

S then simulates the main protocol Ilcpre as follows.
1. Sg receives the compression matrix M from A.
2. Sg receives b* from A to simulate the extend command.
3. Sp extracts the inputs {b; Ag};e[1,z) from the Fix command of A.

4-5 Sg extracts the input (B, ..., 81, A) and (8o, Ag) from the init command. Then Sg follows
protocol instructions.

6-8 Sg follows protocol specifications to generate a; j for each AND gate (i, j, k, A). Then it extracts
b;,; from A’s input to Fix and generates (ax), (a; ;) following protocol specifications.

9. Sg follows protocol specifications and sends Isb(Da[by]).
10. Sg extracts the input {ZA)%} of the Fix command.

11. Sg simulates the Fpyzk functionality by sending true to A. If the extracted values in previous
step 3 and step 6 do not satisfy the multiplicative relation then Sg aborts.

12. Sg extracts the A’s input A% from the Fix command. If A% #* A‘é or A‘é #* A‘g then Sg
sends h < Fax to Feq and aborts to simulate CheckZero2. If A3 # AL (the latter one is from

simulation of Ilsamp) or the { §; } inputs from step 3 are inconsistent then Sg aborts to simulate
EQCheck.

13. Sg receives r + F5 to simulate extend. Define r := B2F(r). Then it extracts r - A% in the Fix
command.

14. Sg simulates FRrand by sending x < Far to A. Define y := ", ., x5 b+

15. Sp receives y? from A. If y # 32 or Ag =+ Aé then Sg sends h < Fax to Fgq and aborts to
simulate CheckZero2.

16. If the I;k extracted in step 10 are incorrect then Sg aborts.

Now we argue that the ideal world and real world are indistinguishable by a series of hybrid
experiments.
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Hybrid 1 This is the real-world execution.

Hybrid 2 Sg extracts A} from the Fix command in step 3. If msb(A[B]') # 1 then Sg aborts.
By Lemma 3 the two hybrids are 27°-indistinguishable.

Hybrid 3 We make explicit the usage of Ap in this hybrid and mark them in blue.

e In step 6g we compute ha = m(Dg[lg] ® Dg[1a] ® (AL @ AZ)Aa) where A2 is extracted as
in the previous simulation.

e In step 12 we compute hp in CheckZero2((1(Bl)> - (1(BQ)>,<1(B2)> — <1§)>) as W(DB[l(Bl)] ®
De[1P]® (AL BAL)AL), 7(Dp[1L] @D 1) 0(ALHAL)Ap). For the EQCheck commands
we simulate them as 7(M[01]a @& M[O2]ar @ (v1 @ v2)AA') where vy, v2 are two values to be
checked and A, A’ are two keys.

e In step 15 we compute ha as T(Dgly] &y - Dg[l] & (eAf @ r(AL & AL))An) where e is the
error in y that A sends in step 15 and Ag is defined as in the above simulation.

Since we merely re-write the input inside the Hetor function, Hybrids and Hybrids are
identical.

Hybrid 4 Sp replaces the blue terms in the previous hybrid with uniform randomness. Since the

preimage in the blue terms are uniformly random to A, except with probability T;,Zl the blue

values are uniformly random (7 upper bounds the running time of 4). Thus, Hybrids and

Hybridy are thl -indistinguishable’ .

Hybrid 5 Sg sends true to A and locally verify the multiplicative relation to simulate Fpyzk in
all subsequent hybrids. Since the functionality Fpyzk is ideal, the two hybrids are identically
distributed.

Hybrid 6 Sg receives the message m3 from A. If m% # Isb(Dg[y1]), ..., Isb(Dg[y,]) then Sa aborts.
By Lemma 3 the two hybrids are 27°-indistinguishable.

Hybrid 7 If AlB % A2B in step 3 then Sg aborts. Since ha is uniformly random to .4, Hybridg
and Hybridr are 27 "-indistinguishable.

Hybrid 8 Let A?é and A‘é be the init command input of A in step 4 and step 5 respectively. Let
(Ag)® be the input of Fix in step 12. If A3 # AL or A # A then Sg aborts to simulate
CheckZero2. Using the previous argument, the two hybrids are 2 - 27 "-indistinguishable.

Hybrid 9 In step 12 if the input to EQCheck does not equal then Sg aborts. Since the ha values
are uniformly random to A, Hybridg and Hybridg are 2 - 27 *-indistinguishable.

Hybrid 10 If the y? that A sends in step 15 does not satisfy y? = D kew X¥ by + 7 or A% £ AL
then Sg aborts. The two hybrids are 27 "-indistinguishable.

Hybrid 10 If the by are incorrect in step 10 then Sg aborts in step 16. By the Schwartz-Zippel

lemma, the two hybrids are (4:1)-indistinguishable. This is the ideal world execution.
Therefore, in the corrupted Pg case the real world and ideal world executions are (2% + Hg%g)—

indistinguishable.
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We conclude that the protocol Ilepe in Figure 5 and Figure 6 securely computes the Ilcpre
functionality in Figure 3 in the (FcoT, FbcoT, FDVZK, FEQs FRand)-hybrid model.
O

D.4 Proofs of Security Lemmas in Dual Execution

In this subsection we prove that with compressed preprocessing Fcpre the KRRW distributed gar-
bling scheme still has 27 °-selective failure resilience. This is essentially a formalization of the results
in the work of Dittmer et al. [18, Appendix B.2].

Proof of Lemma 7. We first recall the notion of (m,L)-independence. We call a matrix
M € FSXL (m, L)-independent if any m rows of M are linearly independent. Thus if we sam-
ple b* + IF% and set b := M - b* then b satisfies m-wise independence. This notion first ap-
pears in [21] and is applied in the authenticated garbling setting in [18]. We show that if we
set L = [p+m-log(%) + h’%] then a uniformly random M satisfies (m, L)-independence ex-
cept with probability 27°. We give the proof in Appendix D.1. Therefore in the following we set
L =12 log(\jgp) + 198207 and assume that a uniformly random n x L matrix satisfies (2p, L)-
independence.

Proof. We consider the corrupted P case and the case for corrupted Pg can be derived analogously.
Observe the equation z, = a, @ by D Ay. We analyze the event Bad inductively. Consider the
following pebbling game, where we consider every input wire, internal gate, and output wire as
nodes on a DAG and place a pebble on that node once the wire label and masked value for that
wire/gate output is known. Specifically, we place a blue pebble if the masked value of that wire is
always correct and a red pebble if the probability that the wire value is inconsistent with respect
to its two predecessor wires (denote this event as Bad’) is non-zero.

Initially, the wire labels {L,,} and masked wire values {A,,} for w € Z, we can place blue pebbles
on all input wires, since they are correct by definition.

As an inductive step, given the preprocessing information and garbler’s share of the garbled
circuit GCa (possibly malformed), the evaluator’s share GCg, we can pebble those gates whose two
input wires are both pebbled. If this is an XOR gate, we place a blue pebble. Otherwise (this is an
AND gate), we can identify the errors in the bit position where the evaluator extract the masked
wire value (usually this is the LSB). Denote this gate as (i, j,k, A), if there are errors in Gy or
G,1 then we place a red pebble on this gate. If there are no errors regardless of the choice of A;, A;
then we place a blue pebble.

Inductively, we can go through the entire DAG until all nodes are pebbled. Notice that the
event Bad occurs if the event Bad’ occurs on any of the nodes with red pebbles. Let ¢ be the
number of red pebble nodes and consider the following two cases.

e / < p: In this case the (2p, L)-independence of M ensures that the A,, values that underlies
all the Bad’ events are completely masked by b and so probability of Bad is independent of the
evaluator’s input.

e /> p: In this case the event Bad implies that p consecutive coin flips all equal to head, which
occurs except with probability 277.

"The additional 2% security less is due to the probability that A’ cancels out the A terms, similar to the argument
in Lemma 6.
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Therefore, for different evaluator’s inputs y and y’, the probability of Bad differs with at most
27° probability. In other words, the KRRW scheme with compressed preprocessing is 27 "-selective
failure resilient.

O

Proof of Lemma 9 We prove that the difference of the V/} and VB values in the consistency
checking phase actually captures the error on the wire w (indicating whether the result of w is

flipped).
Proof. In particular, we can re-write V.2 using the notations from Lemma 8.

Ve = (b ® by, ® Aw)Ag © Ma[by b, ® Au] © Kalaw © ay, © AY]
= (by DY), B Ny) A D (by D), B Ayy) Ap D Kalby Db, & Ay
& (aw & ay, & AL,) A & Malaw & ay, & A
B (aw D ay, ® Ay An & (aw @ ay, & Ay) Ap
= (A ® by ® Ay ® ay, Dby, ®A))Ag
® (aw Dby ® Ay ® al, ® b, ® A)An
® Kalbw Db, & Ay & Malay @ al, & AL & (ay B al, & Al)Ap
= VA Dey- (Aa®Ap) .

D.5 Proof of Theorem 2

In this subsection we prove the security of the two party computation protocol Il,pc based on dual
execution as shown in Figure 7 and Figure 8.

Proof. We first prove the security against a malicious Pa and then prove the case for a malicious
Pg. The running time of A is bounded by 7 = poly(x). We first describe the simulator and then
argue its effectiveness through a series of hybrid experiments. In the following, we simulate the
random oracle by recording all the query-answer pairs and answer the queries from A consistently.

Simulator Sp for malicious Pp

~

1-3 During the simulation of Fepre, Sa receives Ap, a, a, Mla], M[a], K[b*], and K[b] from A
and locally records those values. Then Sa internally samples b*,b and computes K[b*], K[b]
accordingly. Then the wire masks a,,, b,, for each wire w in the circuit are derived according to
the protocol. Sa also receives GCa from A.

4. Sp receives the wire masks and labels (A, Ly a,, ) for each w € Zp and extracts the input @ of
A by computing x,, := Ay D ay. Sa sends the extracted input  to Fopc.

5. Sa uses the all-zero input y (i.e., Ay, = by,) to simulate the Fix command. Then it receives
May,0, My,1 for w € Zg and computes the input label Ly, z, :=m

w,chity & HtCV(MB[AwLwHO)'
6. Sa simulates the Open command with A.

7. Using the information from preprocessing and the adversary’s random tape, Sa defines the
additive error for each AND gate k as 6’2‘0, e’,g‘l. Sa then evaluates the garbled circuit using the
information from previous simulation and derives the result { Ay, Ly A, }-
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8. Sa simulates the preprocessing functionality Fepre by receiving (a*)’, @', M[(a*)'], M[a’], K[b],
and K[b'] from A. Sa randomly samples b', b’ and computes M[b'], M[b] accordingly.

9. S simulates the garbling process by generating GCi and the active path (the labels to be
acquired by A) topologically as follows.

e For an XOR gate (i,], k,®), Sa defines A} = Aj ® A} and L}, AL =L AL ® LJ AL

e For an AND gate (4,7,k,A), Sa samples A} < Fo and generates Gko — Fax, le — an
Then Sa evaluates L/ kAL according to the protocol specification in KRRW and defines ¢, =
ExtBit(L}, AL )@ AL

Finally, Sa sends the simulated GC to A.
10. Sa simulates the online phase as follows.

(a) For each w € Zg, Sa uses the all-zero input y and sends (Al L

w L ar ) t0 Al

(b) For each w € Za, Sa extracts the input @’ of A by simulating the Fix command. Then Sa
simulates the message m;v,/\iu := Heer (MA[AL ], w||1) @ L oA, and m’ + Fow for w € Zp
and sends them to A.

(c) Sa simulates the Open command by opening A/, @ A/, for w € Za. Since Sp knows the key
Ap this can be done efficiently.

(d) Sa locally defines Ma[A!,] for w € W using Eval.

A/

11. Sa receives hp from A and locally computes ha according to the protocol specification. Then
we define e, to be the error for wire w € W UZ as follows. For each input wire w € Za
define e, = x, ® z),, for w € ZIg define e, = 0, and for the AND gate (i,7,k,A) define
e = (A @a; ®b;) - (Aj @ a; ®bj) B A ® ap ® by. Sa checks that ha = ha and e, = 0 for all
w € WULZ. If not then Sp sends abort to Fopc, otherwise it sends continue.

12. Sa checks that A sends the correct MAC tag M[a,,| for w € O. If not it sends abort, otherwise
it sends continue.

Now consider the series of hybrids where the first one is the real protocol execution and the last
one is the above simulated execution.

Hybrid 1 This is the real execution where Sp plays the role of an honest Pg using the actual input
Y.
Hybrid 2 In this hybrid we make explicit the usage of the honest party’s secret Ag and mark
them in blue. In particular,
e In step 10b Sa generates m;}’Aw = Htc,(l\/IA[]\iU],le) D L;U’A, and m;j = HtC,(I\/IA[]\QU] &
FB,wﬂl) ® A ® L;u A for w € Zp.
e In step 11b Sa computes the checking value hg as >, 7T(Vz~A D ew - Ap D ey - Ag), where ey,
is the error for each wire w € W UZ during Eval in step 7.

e In step 9 Sa generates each gate in the garbled circuit GCy as follows. The XOR gates are
garbled as usual, while the AND gates are garbled as G} ; = Heema (L A,,w||10) @ Klaj] ®

Hccrnd(l—LA;@AB» leO)EBb;-'AB and Gk,l = Hccrnd(L;"A; U)Hll)@K[ ]@L;A;@Hccrnd(l—J,A; D
A, wl[|11) @ (b; © Aj) - Ag while the output label L} _,, is derived using the Eval algorithm.
"k
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The first two changes make no difference to the view of the adversary since we just re-write
the hash function input. Due to the observation in Lemma 9 the third change also brings no
change to the adversary’s view. Therefore, Hybrid; and Hybrids are identically distributed.

Hybrid 3 In this hybrid we replace the first blue term with uniformly random values. Due to the
tweakable correlation robust property, Hybrids and Hybrids are ey -indistinguishable.

Hybrid 4 In this hybrid we replace the second blue term with uniformly random values if e,, # 0
for some w € ZUW. Except when A queries the value ViA P ey - Ap D ey - Ag the random
permuted output appears uniformly random to A. Thus, Hybrids and Hybrid, are o-
indistinguishable.

Hybrid 5 In this hybrid we replace the third blue term with uniformly random values. Due to
the circular correlation robust under naturally derived keys property, Hybrid4 and Hybrids
are €ccrng-indistinguishable.

Hybrid 6 In this hybrid we change the simulation of the checking phase. Namely, Sa sends abort
whenever e,, # 0 for a wire w € W. If e,, # 0 in Hybridy then hg is uniformly random in
the view of A, therefore an honest Pg would abort except with probability 27%. Hybrids
and Hybridg are 27 "-indistinguishable.

Hybrid 7 In this hybrid we change the input of Pg from y to all zeros. Since in step 5 Pg’s input
is completely masked the view of A is not changed. As for the honest party’s output, due to
Lemma 7 the probability that Pg aborts changes at most with probability 27°. Therefore,
Hybridg and Hybrid; are 277-indistinguishable. This is exactly the ideal distribution.

Altogether, the ideal world and real world executions are (etcr—l—eccmd+72—";1+2%)—indistinguishable
in the corrupted Pa case.

Simulator Sg for malicious Pg

1-3 During the simulation of Fcpyre, Sg receives Ag, b*, b, M[b*], M[b], K[a], and K[a] from A
and locally records those values. Then Sp internally samples a,a and computes Kla], K[a]
accordingly. Then the wire masks a,,, b,, for each wire w in the circuit are derived according to
the protocol.

Sp simulates the garbling phase by generating GCa and the active path (the labels to be acquired
by A) topologically as follows.
e For an XOR gate (7,7, k,®), Sg defines Ay = A; © Aj and Ly, = Lia, ® Lja,-

e For an AND gate (i,5,k,A\), Sa samples Ay < Fo and generates Gy o < For, Gi1 + Fox.
Then Sa evaluates Ly A, according to the protocol specification in KRRW and defines ¢ =
ExtBit(Ly,a, ) ® Ak

Finally, Sg sends the simulated GCa to A.
4. Sg sets Ay, = a,, (using all zero inputs) and then sends Ay, Ly a,, for w € Za to A.

5. Sg simulates the Fix command and extracts the ianut y of A and sends it to Fopc. Then, Sg
generates the input messages m,A,, = Hier(MB[cbity,], w||0) @ Ly a,, and mg, < Fox and sends
them to A.
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6. Sg simulates the Open command by opening A, & A,, for w € Zg. Since Sg knows the key Ag
this can be done efficiently.

7. Sg locally defines Mg[A,,] for w € W using Eval.

8-9 S simulates the preprocessing functionality Fepre by receiving b/, b, M[Y], M[V], K[(a*)],
and K[a'] from A. Sa randomly samples (a*)’,a’ and computes M[(a*)], Mf] accordingly. Sg
receives the garbled circuit GCg from A. Using the information from preprocessing and the
adversary’s random tape, Sg defines the additive error for each AND gate k as (e’ )’EO’ (e ),5’71.

10. Sg simulates the online phase as follows.

(a) For each w € Zg Sg receives Al , L;U7 AL and recovers the input of A as v/’
(b
(c

(d) Sg evaluates the garbled circuit using the information from previous simulation and derives
the result { A}, L), , } for w e W.

Sg simulates the Fix command and recovers the input labels L! ,, for w € Za.

Sg simulates the Open command with A.

)
)
)
)

11. Sg checks that the A/, values derived from the evaluation of QCfA and QC{B are consistent with
C(0,y) and that y = y'. In particular, for each AND gate (i, j,k, A), Sa checks that (A} & a] @
b;)- (A Daj@b)) = Ay ©ap ®b),. If not then Sg samples ha < Fax and sends it to A. Otherwise,
Sg computes hg = Hz({Vi twezuw) according to protocol specification and sends it to A.

12. If the previous step does not abort, then Sg receives the correct output z,, from Fopc for w € O.
Then Sg sends the corrected MAC tag M[a,|® (20 ©2,)-Ap to A, simulating the Open command.
Here z° denotes the output value of C(0,y).

Hybrid 1 This is the real execution where Sg plays the role of an honest Pp using the actual input
x.

Hybrid 2 In this hybrid we make explicit the usage of the honest party’s secret Ap and mark
them in blue. In particular,

e In step 5 Sg generates My A, = Hier(MB[Aw], ]|0) ® Ly a,, and My Ry = Hier (Mg|[cbit,] &
I'g,w||1) ® Ap @ Ly a, for w e Ip.

e In step 11b Sg computes the checking value hp as >, 7T(VZ~B Dew - A D ey - Ag), where ey,
is the error for w € W UZ during Eval in step 10d.

e In step 3 Sg generates each gate in the garbled circuit GCa as follows. The XOR gates are
garbled as usual, while the AND gates are garbled as G o = Hcernd(Lia,, w||00) & K[b;] &
Hccrnd(l—z’,Ai D AR, wHOO)@aj -Ap and Gk,l = Heernd (Lj,A]- > wHOl)@ K[bz] @ Li,Ai @Hccrnd(l—j,Aj ®
Ap,wl||01) @ (a; & A;) - Ap while the output label Ly, 5, is derived using the Eval algorithm.

Due to the observation in Lemma 9 the third change also brings no change to the adversary’s
view. Therefore, Hybrid; and Hybrids are identically distributed.

Hybrid 3 In this hybrid we replace the first blue term in Hybrids with uniformly random values.
Due to the tweakable correlation robust property of Hi.,, Hybrids and Hybrids are €, -
indistinguishable.
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Hybrid 4 In this hybrid we replace the second blue term in Hybrids with uniformly random
values if e,, # 0 for some w € WUZ. Except when A queries the value V;B Bey - AprDey-Ag
the random permuted output appears uniformly random to A. Thus, Hybrids and Hybridy
are 5r-indistinguishable.

Hybrid 5 In this hybrid we replace the third blue term in Hybrids with uniformly random values.
Due to the circular correlation robust under naturally derived keys property, Hybrid4 and
Hybrids are ecng-indistinguishable.

Hybrid 6 In this hybrid we change the input of P from x to all zeros. Since in step 4 Pa’s input
is completely masked the view of A is not changed. As for the honest party’s output, due to
Lemma 7 the probabilities that Jw € W, e,, = 0 under any pair of input values differ changes
at most with probability 27°. Therefore, Hybrids and Hybrid4 are 2~ *-indistinguishable.
This is exactly the ideal distribution.

Altogether, the ideal world and real world executions are (€tcr+€ccrnd+ 5% +2°)-indistinguishable
in the corrupted Pg case. This implies that the protocol Ilopc shown in Figure 7 and Figure 8
securely realizes Fopc against malicious adversary in the Fcpre, FcoT-hybrid model. ]

D.6 Proof of Lemma 10

In this subsection, we prove the soundness of the consistency checking procedure in Figure 10.

Proof. Let e, := (a; ® b; ® A;) - (aj ® bj & Aj) ® (ar @ by, ® Ay) be the error of the output wire for
an AND gate (i, 7, k, A). Then we can show that the errors are captured in the XOR of ha and hg.
In particular, we can re-write hg as follows.

hB:ZXk'Bk@Dk

k

= Xk(Bj.A @ Klag] @ Klar] ® A - Klaj] © A, - Kla]) @ Dy,
k

= Xe((Ai- Ay O A © b B b DA by B A;-b) - Ap
k

@ Klag] ® Klag] & A; - K[a]‘] DA;- Kla;i]) ® Dy

= > xn((ex - Ag) & Mlag] & Mlag] @ A; - Maj] @ A - Mlai]) @ Ay - Ag1 & Cy,
e

= ZXkek - Ag EBZ(Xk-Ak,o @ Cr) @ ZXk (A - Mla;] ® A - Mlay]) @ZAk A
% % % %

Now we claim that the term marked blue is zero. Recall that we define Ay 1 := Z(i/’jl,k,,,\)ec Xk'*

(¢t -M[aj] @c,i/ -Mlay]) and ¢, is the public vector subject to >, ¢t - Ay, = A;. Then by exchanging
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the summation order in the second part of the blue term, we can get the following result.

S A ="M (D e (6 Mlag] @ o] - Mag)))
k k

(il7jl7k/7/\)ec
-/

= Y Y Ak (d Mag] @, - Mlag])
k

(7'.5' k' ,N)EC

= Zxk/ . ZAk -Cg : M[aj/] @ZX}# ZAk '017: ’ M[ai’]
k! k k! k

= Zxk/ - Ay M[CLJ'/] @ZXW A]/ : M[ai’] :
K’ 4

This implies that the blue term is actually zero. Therefore, we have that hg = ha ® >, Xk - €k-
Recall that xi, ..., x; are uniformly random. Suppose e # 0 for some AND gate (i, j, k,A) then
except with probability 2% we have hp # hg. In this case, suppose A sends a ha that passes the
test, then it implies that Ag = (ha @ hg) - (3", Xk - ex)~*. Since Ag is uniformly random for A in
the Fepre-hybrid model, this happens except with probability 277.

Using the union bound, we conclude that the soundness error of the consistency checking phase
is bounded by 2%. O

D.7 Proof of Theorem 3

In this subsection we prove the security of the two party computation protocol Ilopc-away in Figure 9
that optimizes towards total communication complexity.

Proof. We first prove the security against a malicious P and then prove the case for a malicious
Pg. We first describe the simulator and then argue its effectiveness through a series of hybrid
experiments.

Simulator Sp for malicious Pp

1-3 During the simulation of Fepe, Sa receives Aa, a, @, Mla], M[a], K[b*], K[b], and GCa from
A and locally records those values. Then Sp internally samples b*,b and computes M[b*], M[b]
accordingly. Then the wire masks a,,, b,, for each wire w in the circuit are derived according to
the protocol.

4. Sp receives the wire masks and labels (A, Ly, ) for each w € Zn and extracts the input « of
A by computing x,, := Ay @ aw. Sa sends the extracted input x to Fopc.

5. Sa simulates the Fix command using the all-zero input y (i.e.,NcI;z'tw = by). Then it receives
M0, Ma,1 for w € Zg from A and computes Ly, a,, = Hier(Mg[chity]) ®m,, A for w € Ip.

6. Sa simulates the Open command and computes A, for w € Zg.

7. Sa evaluates the garbled circuit using the information from previous simulation and derives the
result { Ay, Ly A, }-

8. Sa simulates the protocol Ilgccheck as follows.
(a) Sa samples a random challenge x and sends it to A.

(b) Sa locally computes Ay, Ag1 from A’s previous input to Fepre.
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(c) Sa receives the G} messages from A and computes the Dy values for each AND gate
(i,4,k,\) as well as the C}, values.

(d) Sa receives the tag ha from A and computes the ha value according to the protocol speci-
fication. Let ey, be the error of the AND gate (i, j, k, \) defined as e, = (a; B b; B N\;) - (a; @
bj @ Aj) ® (ar ® by ® Ay). If ha % hp or e # 0 for some k, then Sp sends abort to Fopc.
Otherwise, it sends continue.

9. Sa simulates the verification operation inside the Open command. For w € O, let a, be the
message that A sends in this step. If a,, # a, for any w € O then Sp sends abort to Fopc.
Otherwise it sends continue.

Now consider the series of hybrids where the first one is the real protocol execution and the last
one is the above simulated execution.

Hybrid 1 This is the real execution where Sp plays the role of an honest Pg using the actual input
Y.

Hybrid 2 In this hybrid we simulate the Open command as in the simulation described above,
i.e., whenever A sends inconsistent messages Sa sends abort to Fopc. By the soundness of
IT-MAC, Hybrid; and Hybrids are 27 7-indistinguishable.

Hybrid 3 In this hybrid we simulate the consistency checking in step 4 as in the step 8d in

simulation above. Due to Lemma 10, Hybrids and Hybridg are t;pl -indistinguishable.

Hybrid 4 In this hybrid we change the input of Pg from y to all zeros. Since in step 5 Pg’s input
is completely masked the view of A is not changed. As for the honest party’s output, due to
Lemma 7 the probability that Pg aborts changes at most with probability 277. Therefore,
Hybrids and Hybrid4 are 277-indistinguishable. This is exactly the ideal distribution.

Altogether, the ideal world and real world executions are ££2-indistinguishable in the corrupted

2P
Pa case.

Simulator Sg for malicious Pg

1-2 During the simulation of Fepe, Sg receives Ag, b*, b, M[b*], M[b], K[a], and K[a] from A
and locally records those values. Then Sg internally samples a,a and computes M[a], M[a]
accordingly. Then the wire masks a.,, b,, for each wire w in the circuit are derived according to
the protocol.

3. Sg simulates the garbling phase by generating GCa and the active path (the labels to be acquired
by A) topologically as follows.

e For the input wires w € Za, Sg defines A, = a,, (using all zero inputs) and randomly samples
Lw.A, ¢ Fas. Then it samples A, <— Fy and Ly A, < For for w € Zp.
e For an XOR gate (7,7, k,®), Sg defines Ay = A; @ Aj and Ly a, = Lia, ® Lja,-

e For an AND gate (i,7,k,A), Sa samples A < Fo and generates G o < For, Gp1 < Fos.
Then Sa evaluates Ly A, according to the protocol specification in KRRW and defines ¢;, =
EXtBit(L]ﬁAk) & Ay

Finally, Sg sends the simulated GCa to A and locally defines Mg[A,,] for w € W using Eval.
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4. Sg sends Ay, Ly.a,, for w € Za to A.

5. Sg simulates the Fix command, extracts the input y,, = Al & by, and sends it to Fopc. Then,
Sg generates the input messages My, = Hier(Mg[cbity], w||0) © Ly, and mz < Fax and
sends them to A.

6. Sg simulates the Open command by opening the corrected input mask Ay, ® Ay, for w € Zg.
7. We don’t need to simulate this step since it’s non-interactive.
8. S simulates the protocol Ilgccheck as follows:

(a) Sp receives the random challenge y from A
(b) Sg locally computes By, for each AND gate (i, j, k, N).
(c) Sg samples G}, < Foo for each AND gate (i, j, k, A) and sends them to Pg. Then it locally
evaluates Dy, according to the protocol specification.
B computes hg = Xk - @ Dy, and sends 1t to A.
(d) S hg = ;. Xk - B¥ @ Dy, and sends it to A

9. If the previous step does not abort, then Sg receives the correct output z,, from Fopc for w € O.
Then Sg sends the corrected MAC tag M[a,|® (20 @2,)-Ap to A, simulating the Open command.
Here z° denotes the output value of C(0,y).

Hybrid 1 This is the real execution where Sg plays the role of an honest Pa using the actual input
x.

Hybrid 2 In this hybrid we generate the masked bits A,, for w € Zg as in the simulation above,
i.e., by first sampling A,, + F2 and then opening the corrected mask a,, & Ay, @ Al,. Since
a4 is uniformly random in the view of A, Hybrid; and Hybrids are identically distributed.

Hybrid 3 In this hybrid we make explicit the usage of the honest party’s secret Ap and mark
them in blue. In particular,

e In step 5 Sg generates My A, = Htc,(MB[]\w],wHO) @& Ly, and my, 5, = Htcr(MB[f\w] @
I'g, wHO) ® Ap ® Ly, for we Ip.

e In step 3 of Figure 9 Sg generates each gate in the garbled circuit GCa as follows. The XOR
gates are garbled as usual, while the AND gates are garbled as G0 = Hcernd(Li A, £[|00) &
K[bj] D Hccrnd(Li,Ai @ A, kHOO) @ aj - Ap and Gk71 = Hccrnd(Lj,AjkaOU D K[bi] D Li7Ai D
Heernd (Lja; © A, k[01) © (a; © A;) - Aa while the output label Ly 4, is derived using the
Eval algorithm.

e In step 3 of Figure 10 Sg computes G}, = HL_, (LA, k[|2) ® Ap1 ©HL . q(Lia, ®An, k][2).

ccrnd ccrnd

Both changes all make no difference to the view of the adversary since we just re-write the
hash function inputs. Therefore, Hybrids and Hybridg are identically distributed.

Hybrid 4 In this hybrid we replace the first blue term in Hybrids with uniformly random val-
ues. Due to the tweakable correlation robust property of Hi, the two hybrids are egc,-
indistinguishable.

Hybrid 5 In this hybrid we replace the second and the third blue values in Hybrids with uni-
formly random values. Due to the circular correlation robust under naturally derived keys
property of Heeng, the two hybrids are e.cng-indistinguishable.
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Hybrid 6 In this hybrid we change the input of Pa from «x to all zeros. Since in step 4 Pa’s input
is completely masked the view of A is not changed. As for the honest party’s output, due to
Lemma 7 the probabilities that Jw € W, e,, = 0 under any pair of input values differ changes
at most with probability 27°. Therefore, Hybrid4 and Hybrids are 277-indistinguishable.
This is exactly the ideal distribution.

Therefore, the ideal world and real world executions are €y, + €ccrnd + 27 P-indistinguishable in
the corrupted Pa case.

Altogether, the ideal world and real world executions are indistinguishable in the corrupted Pg
case. This implies that the protocol Ilopc-pway shown in Figure 9 securely realizes Fopc against
malicious adversary in the Fcpre, FcoT-hybrid model. ]

E Construction of Distributed Garbling Schemes

In this section, we recall the constructions of two distributed garbling schemes.

E.1 KRRW Distributed Garbling

We recall the distributed half-gates garbling scheme by Katz et al. [32]. Let H: {0,1}" x {0,1}" —
{0,1}" be a hash function and Ax € {0,1}" be the global key held by Pa.

e Garble(C):
1. For each circuit input wire w € Z, Pa samples L, o < F5 and sets Ly, 1 := Liy0 ® Aa.
2. Process the gates topologically. For each XOR gate (i, 7, k,®), Pa sets Ly o := Lo ® L;o and
Lr1 :=Lio ® Aa. For each AND gate (i, j,k,\), Pa computes

G = H(Lio, kI|0) @ H(Ls1, k[0) & a;An & Kalby]
GMN = H(Lj0, k(1) & H(Lj.1, Kl|1) ® a:An @& Kabi] & Lio
H

Lo := H(Lio, k[]0) @ H(Lj0, k1) @ (ar © ar)An ® Ka[br] ® Kalbr] -

We also define Ly 1 := L 0@ Aa and ¢ := ExtBit(L o) where ExtBit is a bit selection normally
instantiated by Isb.

3. Pa outputs {Ly 0, Lu1}wezauzsunwuo and GCA = {Gi’ié, Gf,ffi, Cw bwew-
4. For each (i,7,k,\) € W, Pg defines

B
G\ == Ms[b)]
G == Mglb]

5. Pg outputs GCg = {G(B) Gq(fi}wew~

w,0?

e Eval(GCa, GCr, {(Aw, LAy ) weTauzs ):

1. Pg processes the gates topologically. For each XOR gate (4, j, k, ®) define Ay, := A; @ A; and
LA, == Lia, & Lijj'
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2. For each AND gate (i, j, k, \) compute the output label

Guo =G &GP
Guw ZZGEﬁ@GB)@L“\
Liay, i= H(Lia,, k[|0) @ H(Lj ., k[|1) @ Mg[bi] & Mg [by]

® Ai(Gro ® Mg(bj]) © Aj(Gr1 © Mg[b] © Lia,) ,

and the public value Ay := ExtBit(Lg A, ) @ ck.
3. Output { (Ay, Ly a,) }wGWU(’)‘

E.2 WRK Distributed Garbling with Optimization

We recall the optimized WRK distributed garbling scheme by Dittmer et al. [18]. Let H : {0,1}" x
{0,1}" — {0,1}" and H' : {0,1}" x{0,1}" — {0, 1}” be two hash functions, and Ap € Fox, Ag € Fop
be the global keys held by Pa and Pg respectively.

e Garble(C):

1. For each circuit-input wire w € Z, Pa samples L, o < F5 and sets Ly, 1 := Liy0 @ Aa.

2. Process the gates topologically. For each XOR gate (4, j, k, ®), Pa computes Ly o :=L; 0@ L;j0
and Li 1 := Ljo ® Aa. For each AND gate (4, 7,k,A), Pa computes

G\l = H(Lio, kl|0) ® H(Li1, k0) ® a;An ® Kalby]

Gy = H(Lo. kI[1) © H(Lj1. k1) & a:da @ Kalbi] @ Lip

Lo == H(Li o, k[0) @ H(Ljo, k[[1) @ (ak @ ar) A & Kabx] © Kalbi]
G;fg) .= H'(Li 0, k[|0) ® H'(Li 1, k[|0) ® Ma[ax] & Malax] |

G = H(Lio, k[11) @ W' (Li1, k|[1) & Malgy]

G = H (L0, k[10) @ H'(Lj1, k|[1) @ Malay] -

We also define Ly ; := Ly o @ Aa.

3. Pa outputs {Luw,0, Lw,1 twezauzsuwuo and
A) (A
QCA:{GEU,()), Eu%7Gk07 k1> 2,2}wew .
4. For each (i,7,k,\) € W, Pg defines
G5 = Mg[b;]
G == Mglb;
G;;f(?) := Kglax] ® Kglax] ,

G = Kelay]
Gry' = Kelai

5. Pg outputs GCg = {G5), G101, Gy, 6y P, 6% wew.

w,00 M w,
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i EVal(gCA” ch? {(Aw’ Lw,Aw)}wGIAUIB):

1. Pg processes the gates topologically. For each XOR gate (4, j, k, ®) define Ay := A; & A; and
LA, = Lia @ Lja,
2. For each AND gate (i, j, k, \) Pg first recovers the garbled table as:

Gu,0 = Gfﬁ% ® GfuB,())
Gup =GN o G® @ Lia,

A B

w0 "= G:J(J,o) ©® G;(;,o)

A B

{w,l = G;(;J) ©® G;(;,l)

21)’2 = G/(A) D G/(BQ) 5

w,2 w,

Then Pg computes the label and masked wire value of the AND gate output wire as follows.
Notice that if the value (H'(L; A, [0) © H'(L;j A, k[[1) © G', o © MG, 1 © NG, o) - Ag' ¢ T,
then Pg aborts.
Liay = H(Li,, K[0) @ H(Lja,, kl[1) & Ma[bi] © Mgl[by]
© Ai(Gro © Mebs]) © Aj(Gr1 © Mglbi] @ Li ;)
A, :=b, D i)k» D Aibj D Ajbi D AiAj
& (H'(Lia, k[10) & H (Lja, KIID) @ Gl © MGy © NG 5) - AT

3. P outputs { LuAys Aw Fypepwio-
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