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Abstract. We present a pairing-based traitor tracing scheme for N users with
Ipkl = lctl = ON'73),  Iski = O(D).

This is the first pairing-based scheme to achieve |pk| - |sk]| - |ct| = o(IN). Our construction relies on the (bilateral) k-
Lin assumption, and achieves private tracing and full collusion resistance. Our result simultaneously improves upon
the sizes of pk,ct in Boneh-Sahai-Waters [Eurocrypt '06] and the size of sk in Zhandry [Crypto "20], while further
eliminating the reliance on the generic group model in the latter work.

1 Introduction

Traitor tracing schemes [13] enable a content distributor to generate secret keys for different users, any of whom can
decrypt some protected content (e.g., a cable TV stream). However, if any group of “traitors” get together and publish
some program capable of decrypting the content, then it is possible to use this program to “trace” and identify at least
one of the traitors and therefore hold them accountable. We would like to design traitor tracing schemes with short
parameters, namely short public key pk, ciphertext overhead ct and secret key sk that depend minimally on the total
number of users N.

In this work, we focus on pairing-based traitor tracing schemes, where the most efficient schemes achieve
Ipk|-Iskl-|ct| = ©(N), with the classic result of Boneh, Sahai, and Waters (BSW) [6] achieving |pk| = |ct| = O(N/?),
Isk| = O(1) as well as a recent work by Zhandry [29] achieving |pk| = |ct| = [sk| = O(N'/3).

In view of the state of the art for pairing-based traitor tracing, Zhandry put forth the following conjecture, which
captures the community’s intuition about the optimal trade-offs for pairing-based traitor tracing:

For any a,b,c = 0 such that a+ b+ c = 1, there exists a pairing-based traitor tracing scheme with
Ikl = O(N®), Isk| = O(N), |ct| = O(N®).

He also proved the conjecture for (1) b=0,c = a and (2) b, c = a [29]. In light of this conjecture, we consider two open
problems in this work. The first is a special case of Zhandry’s conjecture:

Does there exist a traitor tracing scheme with |pk| = O(N?/3),|ct| = O(N''3),|sk| = 0(1) from pairings?
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Such a scheme would inherit the short ciphertexts and short keys of the afore-mentioned pairing-based schemes in
[6,29]. We note that minimizing secret key size is important in settings where the decryption devices have limited
long-term cryptographic storage, and perhaps even more important than minimizing ciphertext overhead, since the
total ciphertext size is often dominated by the size of the payload (megabytes) and not the ciphertext overhead coming
from the traitor tracing scheme (kilobytes).

The next question challenges the optimality of Zhandry’s conjecture:

Does there exist a traitor tracing scheme with |pk|-|sk|-|ct| = O(N'79) for some 6 > 0 from pairings?

An affirmative answer would indicate that the trade-off suggested in Zhandry’s conjecture is far from optimal, and
more importantly, that our intuition about pairing-based traitor tracing is in fact flawed!

Traitor Tracing Beyond Pairings. Before we go on to describe our results, we note that from LWE (or obfuscation),
we have “optimal” traitor tracing schemes achieving |pk| + |sk| + |ct| = poly(log N) [18,12,9]. Nonetheless, we believe
there is still tremendous value in obtaining better pairing-based schemes. From a theoretical perspective, we
want (i) good traitor tracing from different assumptions; (ii) to understand what’s the best parameters we can get
from pairings, as also considered in [29]; and (iii) to develop new tracing techniques, and indeed, the LWE-based
schemes with poly(log N) parameters rely crucially on ideas first developed in earlier pairing-based schemes. From a
practical perspective, pairing-based cryptographic schemes are more widely deployed than lattice-based ones (e.g.,
in blockchain-type applications, and with better libraries, etc.) and for moderately small values of N that arise in
applications, could potentially achieve better concrete efficiency than the asymptotically more efficient LIWE-based
schemes.

1.1 Our Results
We answer both open problems in the affirmative: we present a pairing-based traitor tracing scheme for N users with
Ipkl = lctl = ON'"®),  Isk| = O(D).

This is the first pairing-based scheme to achieve |pk| - [sk| - |ct| = o(IV). Our construction relies on the (bilateral) k-Lin
assumption, and achieves private tracing and full collusion resistance. Our result simultaneously improve upon the
sizes of pk, ct in [6] and the size of sk in [29], while further eliminating the reliance on the generic group model (GGM)
in the latter work. As in Zhandry’s work, the O(-) terms hides factors polynomial in the security parameter. See Fig. 1
for comparison with prior works.

1.2 Technical Overview

We proceed to provide a brief overview of our scheme and a technical comparison with Zhandry’s construction [29].
In this overview, for any positive integer N, we define [N] = {1,2,..., N} and [0, N] = {0, 1,..., N}. Note that [0] = @.
Recap: PLBE and BSW Traitor Tracing. An N private linear broadcast encryption (IN-PLBE) [6] is a type of anonymous
broadcast encryption where we can revoke decryption capabilities for the first z users. In particular,

- key generation produces a key sk for each user identity i € [N];
- encryption takes as input a private index z € [0, N] and a message m to produce a ciphertext ct;
- decryption returns m if i > z, or equivalently, i ¢ [z].

The security requirements for PLBE are as follows:

— message-hiding: the message m is hidden given unauthorized keys;



Scheme |pk| et Isk| Assumption  Tracing
folklore + IBE [29] 1 N 1 IBE public
BN08 [5] ** 1 K N2x? IBE private
BP08 [4] * 1 K N2k IBE private
BSWO06 [6] VN VN 1 composite private
BWO6 [8] VN VN VN composite public
PLBE + W20 [28] VN vN 1 bi-k-Lin public
720 [29] VNt VNk* VNk® GGM private
this work (§ 3) VNx VNk K bi-k-Lin private

Fig. 1. Comparison with prior pairing-based traitor tracing schemes for N users, where size L means ©(L) group elements plus
O(L) bits. Here, x denotes the statistical security parameter, with statistical error 2790 In the “Assumption” column, “bi-k-
Lin” (bilateral k-Lin) is a strengthening of the k-Linear assumption in prime-order groups (equivalent to k-Linear for symmetric
bilinear groups), “composite” stands for assumptions in composite-order symmetric bilinear groups (e.g., subgroup membership
assumption), and “GGM” stands for generic group model.

* IBE is used to compress pk [29].

T Threshold elimination compiler [29] is applied.

- index-hiding: encryptions of (z — 1, m) and (z, m) are computationally indistinguishable given all secret keys for
identities i # z.

Starting from an N-PLBE, BSW traitor tracing scheme [6] with identity space [IN] works as follows:

— The public key and secret keys are the same as for PLBE;
- An encryption of m is a PLBE encryption of m with z=0.

Correctness is straight-forward: every secret key satisfies i > 0, or equivalently, i ¢ [0] = @, and is authorized to recover
m.

Given a decoder D with distinguishing advantage ¢, we can identify a traitor i* € [IN] with probability negligibly
close to 1 as follows: for i = 0,1,..., N, revoke the decryption capabilities of the first i users by feeding the decoder
PLBE encryption of (i, m). We know that the advantage of D is ¢ for i = 0 (by the fact that decoder is “good”) and
negligible for i = N (by message-hiding). Therefore, there exists i* € [IN] such that there is a significant drop —at least
roughly £/ N-in the distinguishing advantage of the decoder from i* — 1 to i *; index-hiding ensures that i * is a traitor.

The state of the art for N-PLBE achieves parameter sizes

Ipkl = O(N'2), |ctl = O(N'?), |sk|=0(1)

from the bilateral k-Lin, via functional encryption for quadratic functions [3,28]. The resulting traitor tracing scheme
achieves the same parameter sizes.

Our Starting Point: Revocable PLBE. We will explain our traitor tracing scheme using a generalization of PLBE which
we refer to as (N7, N») revocable private linear broadcast encryption ((IN;, N»)-rPLBE). In an (N}, N»)-rPLBE,

- key generation takes as input a user identity (i1, i2) € [IN1] x [N2] to produce a key sk;

- encryption takes as input a private index z € [0, N;], a private set S € [N7] x [N>] of size at most N,, and a message
m to produce a ciphertext ct.

- decryption returns m if (iy, i2) ¢ ([z] x [N2]) U S.

This allows us to revoke the decryption capability of the first z- N, users as well as additional (at most) N> users in the
set S. We call them index-revocation and set-revocation, respectively. Accordingly, the security requirements for rPLBE
are generalized as follows:



- message-hiding: the message m is hidden given only unauthorized keys.

- index-hiding: encryptions of (z—1, S, m) and (z, S, m) are indistinguishable, even given secret keys for all identities
in{(i1,i2) € [IN1] x [N2] 1 i1 # 2} U S.

- set-hiding: encryptions of (z, Sy, m) and (z, S;, m) with Sy < S; are indistinguishable, even given secret keys for all
identities (i1, i2) € S1 \ Sp.

Note that PLBE corresponds to the special case N =1 and S = @ during encryption. In this case, the identity is of the
form (i, 1); index-hiding reduces to that for PLBE; set-hiding becomes dummy since we always have Sp = S} = @.
Tracing Using rPLBE. Starting from an (IN;, N2)-rPLBE, we build a traitor tracing scheme with identity space

[IN7] x [IN2] as follows:

- The public key and secret keys are the same as for rPLBE;
- An encryption of m is a rPLBE encryption of m with z=0,S = @.

Correctness is straight-forward.
Given a decoder D with distinguishing advantage €, our goal is to identify a traitor (i;,i;) € [N1] x [N2] with
probability negligibly close to 1. The tracing strategy proceeds in two steps:

Step 1: Identifying il* via Index-Revocation. For i} =0,1,..., N1, we revoke the decryption capabilities of the first i; - N

users by feeding the decoder rPLBE encryptions of (i1, @, m). As BSW traitor tracing with PLBE, there exists i{‘ € [IV1]
such that there is a significant drop —at least roughly £/ N1 - in the distinguishing advantage of the decoder from i; —1 to
i, upon which we know that one of the users in {i{'} x[N>] is a traitor by index-hiding security (applied to z = i}, S = ).

Step 2: Identifying i; via Set-Revocation. Next, for i, = 0,..., N2, we revoke the decryption capabilities of the first i»

users in {i;} x [N>] by feeding the decoder rPLBE encryptions of (i} — l,S,-I*,,-Z, m) and (if’sif'iw m), where Sif’iz is
{(iy, j): j € li2]}, and define ¢;, to be the difference between the distinguishing advantages for the two ciphertext
distributions. We begin with the following bounds on €j and ¢, (corresponding to iy = 0 and i, = N, respectively):

(1) &p 2 €/Nj. This follows from Step 1 and the fact that S ir0=9.
(2) en, is negligible. This follows from applying index-hiding to z=i and S= Siz,ny» and holds even when the
adversary gets the secret keys for all possible identities since {(i1, i2) € [N1] x [N2] : i1 Zi{}U Sivaz = [N7] x [Na].

Therefore, there exists iy € [N>] such that Eir —€ir-1 2, €/N1N;. By set-hiding applied to z=1i; -1,Sp = S iz -1
S = Sif'iz* and z=1;,Sp = S,-i«y,-é«,l,Sl = S,-i«,,-z*, the user (i], i;) must be a traitor. Note that, for Step 2, we always have
S| < N>.

Implementing Set-Revocation and Set-Hiding. For set-revocation, we will need to relax the syntax for (N7, N»)-rPLBE
as follows (following “mixed functional encryption” in [18]) :

- encrypting to arbitrary sets S requires knowledge of msk;
- encrypting to S = @ only requires mpk.

As a result of this relaxation, our traitor tracing scheme only achieves private tracing, as is also the case in [18] and in
Zhandry’s work [29].

One-Ciphertext Security. Consider the following construction for set-revocation (i.e., ignoring the index-revocation)
for N, users (cf. Step 2 of our tracing) based on any negated-IBE scheme where a key for id € {0,1}* can decrypt a
ciphertext for id' € {0, 1} iffid #id’.

- The public key consists of N, independent public keys for negated-IBE mpkj,...,mpky,.



— The secret key for user i, is a random u;, — {0, 1}*, together with a negated-IBE key for u;, w.r.t. mpk;,. This means
that u;, is perfectly hidden from the decoder if user iy is honest.

- To encrypt to S < [N2], we provide N, negated-IBE ciphertexts for identities ry,..., 7y, W.L.L. mpkl,...,mpkN2
respectively, where r;, —{0,1}*if i ¢ S, and r;, = u;, if i € S.

Correctness is straight-forward: Pr(r;, # u;, : 1y, — {0,1}*] = 1 —27%. Set-hiding for a single ciphertext follows from the
fact that (1) if the adversary does not see the key for user iy, then u;, is statistically random and (2) we always have N;
negated-IBE ciphertexts (which hides |S|).

Multi-Ciphertext Security via Threshold Broadcast. In order to achieve set-hiding for multiple ciphertexts, as is
necessary for tracing, we adopt Zhandry’s “threshold broadcast” technique. We will rely on an approximated version of
negated-IBE whereid # id’ (i.e., wt(id®id’) > 0) is replaced with wt(id®id’) = 2x /5 where wt(-) corresponds to Hamming
weight. To revoke a user i» € S while preserving set-hiding, we will sample r; from a carefully-designed distribution of
bit-strings close to u; in Hamming distance, where the distribution depends adaptively on the adversary (c.f. Lemma 1

in Section 3.2); for this reason, we will require adaptive security w.r.t. id.

Instantiating rPLBE: Warm-Up. Next, we translate the problem of building an (N}, N2)-rPLBE to a problem about
functional encryption, specifically, that of attribute-based functional encryption (AB-FE) [1]. In AB-FE, a ciphertext is
associated with a private attribute z and a public attribute x, a key with a function f and a predicate P, and decryption
returns f(z) if P(x) is true. Specifically, an (N7, N»)-rPLBE implementing threshold-broadcast-based set-revocation
(sketched above) would follow from AB-FE for

filomp(’]:zm) _ { m, ifi; > ji;

0, otherwise.

ptbe ,_31_\ )L if wt(r;, ® u) = 2x/5;
(1o TN,) =

0, otherwise;

where fl.clomp implements index-revocation and index-hiding, and PZFE,‘;, set-revocation. Recall that set-hiding relies on
the distribution of ry,..., ;.

The recent work of Abdalla, Catalano, Gay, and Ursu (ACGU) [1] presented an AB-FE scheme based on the k-Lin
assumption for the setting where f corresponds to inner product and P corresponds to read-once span programs. It
is easy to see that we can implement f;omp as an inner product over vectors of length O(iV;), and P?Ey‘; as aread-once
span program of size O(N>«). Combined with the ACGU result, we obtain an (N7, N»)-rPLBE with

Ipkl = O(N7 + Nox), |ct| = O(Ny + Nok),  [sk| = O(N2k)

The parameter sizes are essentially the sum of those for (i) inner product FE for vectors of length ¢ = Nj, namely
Ipk| = |ct| = O(¢),|sk| = O(1), and (ii) ABE for read-once span programs of size s = N>k, namely |pk| = |ct| = [sk| = O(s).

Instantiating rPLBE: Ours. We present an (N7, N»)-rPLBE based on (bilateral) k-Lin achieving shorter parameters
Ipk| = O(N{" + Nax), lctl = ON " + Npw),  Iskl = OW),

we highlight the improvements by underlines. Setting N; = N?/3, N, = N'/3 yields our main result. We achieve shorter
parameters as follows:

— To reduce the dependency on N; in pk,ct to N}, we implement f; *"* using quadratic functions over inputs of
length N}/, following [6,3].

- To reduce |sk| to O(k), we observe that the span program computing P}fu is x-local, that is, it depends only on «
bits of its input and show that for such span programs, the ABE key size can be decreased to O(x).

To put these two pieces together, we combine the ACGU construction which only supports linear functions over the
private attribute z with techniques from functional encryption for quadratic functions [28].



Achieving Adaptive Security from k-Lin. We need an additional idea to achieve adaptive security w.r.t. r’s, which
is necessary for our traitor tracing strategy. The challenge lies in the fact that current techniques for realizing ABE
adaptive security from the k-Lin assumption via dual system encryption methodology [26] rely on the guarantee
(provided by the ABE security game) that the predicate P is never satisfied to switch the secret key distribution in
the security proof. In the AB-FE security game, this guarantee goes away. To address this challenge, we observe that
it suffices to construct AB-FE secure under a selective choice of z and an adaptive choice of x, since z (ignoring
the payload m) comes from a polynomial-size domain. When a key query for f,P comes along, we will decide
whether to switch the secret key distribution depending on f(z). More precisely, the security experiment requires
that an adversary selectively specifies z, z;, we only switch the secret key distribution (to a “semi-functional” key) if
f(zp) # f(z1), for which P(x) must be false.

Comparison with Zhandry’s O(N'®) Scheme. We provide a simplified overview of Zhandry’s traitor tracing
scheme [29]. The first step is a traitor tracing scheme for N; N, users with parameters:

Ipkl = O(I\2), Ictl = O(Nzx),  Iskl = O(N; + N2k)

The underlying scheme is a variant of an (N;, N»)-rPLBE, which is adaptively secure in the generic group model.”

Observe that the total parameter size for this scheme is O(N; + N>), similar to that based on ACGU, whereas we
achieve total parameter size O(Nll/ 2 + N,). The construction uses ideas from mixed bit matching encryption [17]
(MBME), which can be instantiated from inner product predicate encryption.® In contrast, we crucially rely on
techniques from quadratic FE to achieve the square-root dependency on N;.

The second step in [29] is to amplify this to a traitor tracing scheme for N; N> N3 users with parameters:
Ipkl = O(I\2), lct] = O(N2k + N3), sk = O(Ny + Nox)

Setting N1 = N, = N3 = N'/3 yields a traitor tracing scheme for N users with |pk| = |ct| = |sk| = O(N''/3).

Note that in addition to achieving better parameters and assumptions, our approach also streamlines Zhandry’s
approach, eliminating the use of MBME and risky tracing [17] and the second step above. Moreover, our scheme
supports partially public tracing, in the sense that we can publicly identify a prefix i]" € [N1] specifying a subset of
No =N 113 jdentities, one of which must be a traitor (via PLBE). This could be useful in applications where identity
prefixes constitute important information, like country of origin or name of company.

Nonetheless, we stress that our results do not completely subsume those in [29]. In particular, the latter achieves
some parameter trade-offs that we do not immediately achieve using our techniques, for instance, |pk|= O(1),
Isk| = O(N), [ct| = O(1) or |pk|= O(N'4),|sk| = O(1), |ct| = O(N3/#). Also, we do not present any broadcast-and-trace
schemes.

5 In a bit more detail, the construction starts with a variant of (O(1), N»)-rPLBE with parameters
Ipkl = O(N2), Ictl = O(N2x), skl =0(1)

which yields a “1/Nj -risky” traitor tracing scheme for N1 N> users following [17]. That is, tracing succeeds with probability 1/ Ny .
This is then amplified to a standard traitor tracing scheme with a blow-up in sk.
6 In MBME, ciphertexts are associated with (z1, ..., z¢) € {0, 13¥ and keys with (y1,...,y,) €10, 1}¥ and decryption is possible iff

/\leziVJ/izl

Security requires both attribute and function hiding. MBME for ¢-bit vectors can be instantiated from attribute-hiding function-
hiding inner product predicate encryption for O(¢)-dimensional vectors, since

?
N_zivyi=1l=Xi 0-zp0-y)=0



1.3 Discussion
Open Problems. We conclude with several open problems:

- Combined with Zhandry’s conjecture which asserts that we should be able to achieve full range of parameters with
the same |pk| - [sk| - |ct|, our result raises the tantalizing possibility of a pairing-based traitor tracing scheme with
total parameter size O(N?/?). In fact, it seems entirely plausible to have a pairing-based traitor tracing scheme
with total parameter size O(N'/4).

- Can we extend our techniques to broadcast with tracing following [19]? Or to public tracing with smaller
parameters than in [6]? For public tracing from pairings, we conjecture that BSW is essentially optimal, namely we
need min(|ct|, |pk] - [sk|) = QWN).

Organization. We provide preliminaries in Section 2. Our traitor tracing based on AB-FE is given out in Section 3. We
develop the AB-FE scheme required by the traitor tracing in Section 4.

2 Preliminaries

Notations. We denote by s — S the fact that s is picked uniformly at random from a finite set S. We use =g to denote
two distributions being statistically indistinguishable, and =. to denote two distributions being computationally
indistinguishable. We use lower-case boldfaced letters to denote row vectors and upper-case boldfaced letters to
denote matrices. We use e; to denote the jth elementary row vector (with 1 at the i’th position and 0 elsewhere, and
the total length of the vector specified by the context). For any positive integer N, we use [N] to denote {1,2,..., N} and
[0, N] to denote {0, 1,..., N}.

2.1 Prime-Order Bilinear Groups

A group generation algorithm G takes as input the security parameter 1* and outputs a description G :=
(p,G1,Gy,Gr, ), where p is a prime, G, G, and Gt are cyclic groups of order p, and e : G; x Gy — Gr is a non-degenerate
bilinear map. We require that the group operations in G;, Gy, Gt and the bilinear map e be computable in deterministic
polynomial time in A. Let g € Gy, g2 € Gy, and gr = e(g1,82) € Gr be the respective generators. We employ the
implicit representation of group elements: for a matrix M over Z, we define [M]; := g?’[, M], = gg’[, M]t:= g%'[, where
exponentiation is carried out component-wise. Also, given [A];, [B]2, we let e([A]y, [Bl2) = [AB]T. We recall the matrix
Diffie-Hellman (MDDH) assumption in Gy [14]:

Assumption 1 (MDDH? o) Letk,¢,d eN. Wesay that the MDDH;CI, ¢ assumption holds in G, if for all p.p.t. adversary A,

MDDH?

Adv,  ““(A):=|PrIA(Y, G, [A]L,[[SATL ) = 11 - PrIA(LY, G, (AL, [[€ly) = 1] |
is negligible in A, where G := (p,G1,G,,Gr,e) — G(11), A — Z,’;X’, S — ng’“, C— Z’;X[.
The MDDH assumption in G, can be defined analogously. Escala et al. [14] showed that

k-Lin > MDDH!

t1s1=MDDHY{, Vkd=1

When ¢ < k, the MDDHZ , assumption holds unconditionally.

Assumption 2 (bilateral MDDH’,’CZ o) Letk,¢,d e N. Wesay that the bilateral MDDH‘; ¢ assumption holds in G, G, if for
all p.p.t. adversary A,

biMDDH{
A

Adv “(A) == | PrlAQ*, G, [A]1,[[SA]1 | [Al,[[SA]z ) = 1] - PrlA(1Y, G, [A]1,[[Cl1 , (A, [Clz) = 11|

is negligible in A, where G := (p,G1,G2,Gr, €) — G, A — Z}nge, S~ Zng, C— ng[_



The bilateral MDDH assumption is a strengthening of the MDDH assumption for asymmetric bilinear groups. It
cannot hold for k = 1 for reasons similar to why DDH cannot hold in symmetric bilinear groups. An implication similar
to that due to Escala et al. [14] holds:

bilateral k-Lin = bilateral MDDH], ., , = bilateral MDDH{ , Vk=>2,d > 1.

1

By the implication, we will work with (bilateral) MDDH,_, ..

(bilateral) k-Lin.

This is sufficient for deriving our results based on

2.2 Traitor Tracing
We follow the definition in [29]. A traitor tracing scheme with key space X consists of four p.p.t. algorithms:

- Gen(1%,1V) — (pk, tk, {sk;};e(n ): The key generation algorithm takes the security parameter 1* and the number 1V
of users as input. It outputs a public key pk, a tracing key tk, and secret keys {sk;};c[n] (one for each user).

- Enc(pk) — (ct, k): The encapsulation algorithm takes pk as input and outputs a ciphertext ct and an encapsulated
key ke X.

- Dec(pk,sk;,ct) — k: The decapsulation algorithm takes pk, sk;, ct as input and outputs a decapsulated key k.

11/5

— TraceP (pk, tk, 176y — j*: The tracing algorithm takes pk,tk, and the error parameter as input. It has oracle

access to a decoder D and outputs a traitor identity i* € [N] or L.

Correctness. We require that for all ¢ € N, there exists a negligible function €(A) such that forall A e N, N € [A€], i € [N],

k, tk, {ski}ie(n1) — Gen(1*,1N)
Pr (p ' ZE[N]) . Dec(pk,ski,ct) =k | =1-¢€(A).
(ct, k) — Enc(pk)

Tracing Security. The scheme is secure if for all €(1) >0 such that 1/¢(A) is polynomially bounded, all efficient

adversary A wins the following game with negligible probability:

— Launch A@1%) and receive 1V from it. Run (pk,tk, {ski}ie[N]) — Gen(1*,1Y) and send pk to A.

- A adaptively queries keys for i4 € [N]. Upon this query, send sk;, to A. This stage can be repeated as many times
as A wants. Let T be the set of i;’s for which the key is queried.

- A outputs a decoder D. Run i* — Trace” (pk, tk, 1/¢W). A wins if

1
Pr|b < {0,1}, ko — X, (ct, k1) — Enc(pk) : D*(ct, kp) = b| — 2 =e(A)

andi*=1,orifi* ¢ TuU{L}.

Note that tracing security implies standard semantic security, cf. [29, Remark 3].

2.3 Attribute-Based Functional Encryption
An attribute-based functional encryption (AB-FE) for

function class F={f : Z — {0,1}*} and predicate P: X x Y — {0,1}
consists of four p.p.t. algorithms:

Setu p(l’l, F,2,X,Y) — (mpk, msk): The set-up algorithm takes the security parameter 1* and the domains F, Z, X, Y

as input, and outputs a master public/secret key pair (mpk, msk).
KeyGen(mpk, msk, f, ¥) — sk: The key generation algorithm takes mpk, msk, f € ¥, y € Y as input, and outputs a

secret key sk.
Enc(mpk, z, x) — ct: The encryption algorithm takes mpk, z € Z, x € X as input, and outputs a ciphertext ct.

Dec(mpk,sk, f, y,ct, x) — d: The decryption algorithm takes mpk, sk, f, y,ct, x as input and outputs d € {0, 1}*.



Correctness. Forall A eN,F,Z,X, Y, feF, yelY, ze Z, x€ X such that P(x, y) = 1, we require

(mpk, msk) — Setup(1*,F,Z, %, Y)
Pr sk — KeyGen(mpk, msk, f, y) : Dec(mpk,sk, f,y,ct,x) = f(2) | =1.
ct — Enc(mpk, z, x)

Our scheme will be based on pairing, for which we require f to take values in Z, and relax the correctness requirement
so that Dec only needs to output [f(z)]t.

Indistinguishability Security with Adaptive x and Semi-adaptive z. For all p.p.t. stateful A, we require

b—{0,1}
(F,2,%0,Y) — AQM
(mpk, msk) — Setup(ll,ff, Z,%,Y)

Pr (20, 21) < A(mpk) -
x (_‘AKeyGen(mpk,msk,-;) 0

D=

ct — Enc(mpk, z, x)

AKeyGen(mpk,msk,-,~) (ct) = b‘

to be negligible, where for each query (f;, y;) made to KeyGen by A, it is required that f;(zo) = f;(z1) or P(x,y4) =0.
We also consider a strengthened notion with partially adaptive z, where part of zy, z; can be chosen with x, after
querying arbitrarily many keys.

3 Building Traitor Tracing

We define threshold broadcast, private linear broadcast encryption (TB-PLBE), a certain kind of AB-FE, and use it
to construct our traitor tracing scheme. We provide a construction for AB-FE that can be instantiated to TB-PLBE in
Section 4; the instantiation can be found in Section 4.5.

3.1 TB-PLBE

We define TB-PLBE as an AB-FE (Section 2.3) for the function class

2=10,N1] x Zp, T P ={f"P 0, xZ)y — 2 | i1 € [N1]}

. ) m, ifiy > ji;
Vire [N, [P GLm) =
! 0, otherwise.

and the predicate

X = ({0,112, Y = [No] x {0,1}%,

. 1, ifwt(r;, & u) =2x/5;
PR ((r1, .0 i), (0, ) = “
0, otherwise;

In Setup, the functionality (??V"lmp,z, X,Y) is represented by 1M, 1M2), In KeyGen and Dec, the function ficlOInlD is
represented by i;. We need a TB-PLBE secure under adaptively chosen j;,71,..., 7y, and semi-adaptively chosen m
(cf. Section 2.3). We will present a construction of TB-PLBE in Section 4 that is secure under adaptively chosen
r,...,Tn, and selectively chosen j;, m based on bi- k-Lin; the fact that N; = poly(A) implies security against adaptively

chosen jj by a standard guessing argument.



Remark 1 (relation with rPLBE). We will build traitor tracing from TB-PLBE directly in Section 3.2. For completeness,
we briefly sketch how to implement (IV;, N»)-rPLBE (with set-revocation suitable for our tracing algorithm) as outlined
in Section 1.2 from TB-PLBE which is a AB-FE for ffrfvol P and PR‘;;K:

- The public key are the same as TB-PLBE; the secret key for user (i, i) € [N1] x [N2] consists of a TB-PLBE key for
(i1; i2, U4y i) Where u;, ;, is fresh for each user.

- An encryption of (z, S, m) where S < {if} x [N>] is a TB-PLBE encryption of (z; (r1,..., n,), m) where we sample r;,
uniformly for (if, i) ¢ S but sample r;, according to the distribution Pit i for (il*, i») € S described in Section 3.2.

Revocation mechanisms are as follows:

— The index-revocation for z relies on the function ?fvolmp of TB-PLBE: i} > z iff (i1, i2) ¢ [z] x [N2]; index-hiding
follows from the security of TB-PLBE, namely z is hidden.

- The set-revocation S relies on the predicate PZ‘\?;K and property of the distribution p;, ;,: this ensures that
wt(r;, ® uif,iz) < 2x/5 for all (iik ,12) € S. However, set-hiding require an additional property of those distributions:
distributions p;,,;, are quite close to random distribution without the knowledge of u;, ;,. See Lemma 1 for the two
properties of p;, j,.

Note that we need the knowledge of u;, ;, for finding p;, ;, (see algorithm Learn in Lemma 1), therefore the encryption
need secret key when S # @ for tracing (Step 2).
3.2 Traitor Tracing from TB-PLBE

Traitor Tracing Scheme. Let TBPLBE be a TB-PLBE scheme as defined in Section 3.1. Our traitor tracing scheme
works as follows:

- Gen(l’l, 1Y) sets ¥ to be any w(logA) function that is polynomially bounded by A, and N = N2134213,
N, = N'3x 13, Treating the identity space [N] as [N;] x [N2], the algorithm samples u;, ;, — {0, 1}* for all i1 € [N;]
and iy € [N,], runs

(tpmpk, tpmsk) — TBPLBE.Setup(l’l, 1M 1Nz
tpsk;, i, — TBPLBE.KeyGen(tpmsk, i1, (i2, 4i;,i,)),
Skil,iz - (tPSkil,igr ilr (i2; uil,iz))) Vll € [Nl], i2 € [NZ],

and outputs
pk=tpmpk, tk={u; i,}iielNi)irelNal 15Ky ipbivelNi L ize Ny -
— Enc(pk) samples m — Z,, and rj, — {0,1}* for j, € [N>]. It runs
tpct — TBPLBE.Enc(tpmpk, (0, m), (r1,...,Tny))

and outputs ct = (tpct, r1,...,7n,) and k = [m]. (Here, j; is set to 0.)
- Dec(skj, ;,,ct) first parses sk;, ;, into (tpsk;, ;,, i1, (i2, 4i;,5,)) and ct into (tpct, r1,..., rn,). It outputs

TBPLBE.Dec(tpsk,,i,, i1, (i2, Uiy i), tpct, (11, ..., I'np)).

- TraceP (pk, tk, 11/¢) is described later.

Correctness. The correctness follows from that of TB-PLBE scheme with the fact that (i) 0 = j; < i; for all i; € [IV;]; and
(ii) wt(r, ® u;),i,) = 2x/5 with probability 1 - 2700 for all i1 € [N7] and iy € [N>].
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Distributions and Lemma for Tracing. Given p =0 ---0€{0,1,x}’ for ¢ < x, we associated p with a distribution and
write r — p for

S;=0j, ifi<tando; €{0,1};
r=8100 Sy
s;—1{0,1}, ifi>toro;=*.

Our tracing algorithm follows the description in the technical overview, except ”;  is sampled from p;, ;, instead of

i
being fixed. The distributions p;,,;, are found iteratively. We rely on the following result:

Lemma 1l (implicit in [29, Section 8.1]). There is an algorithm LearnB(u,1'/%) that given u € {0,1}%, 6 > 0, and oracle
access to a randomized algorithm B with bit output, makes poly(x,1/8) calls to B and runs in additional time
poly(x,1/8). Its output p € {0,1, x}* satisfies the following conditions:

- Each symbol of p is either the corresponding symbol in u, or is .
— The number of x’s in p is no greater than 2x /5.

Moreover, for all B and é > 0,

u—{0,1}¢
Pr

: Pr(B(r)=1]= Pr [B(nN=1]-6|=1-2"90,
p«—LearnB(u,ll/‘s) r—=p r—{0,1}¥

For completeness, we present a proof in Appendix A. We remark that [15,24] solves the same problem using similar
techniques in incomparable parameter regimes that are insufficient for our application.

Tracing Algorithm. Given a decoder D and a distribution D over traitor tracing ciphertexts and encapsulated keys,
we write

1
ep(D)=Pr|b—1{0,1}, kg — X, (ct, k1) — D : D(ct, kp) = b -5

Recall that X is the key space, cf. Section 2.2. For brevity, we represent D by (ji;71,...,7n,) used in TB-PLBE.
The algorithm Trace? (pk, tk, 1!/€) works as follows:

1. Leté; = 10‘3\,1 . Compute estimations &;, of €;, within additive error ¢; for i1 =0,..., N7, where

. K
Eilng(llrrlv---)er), rl,'--erg‘_{Oyl} .

Recall that ep(--+) is defined by the probability of an efficient experiment minus % It suffices to perform

[(klog2 +log(4Ny +4))/ (26?)] independent trials of that experiment and set £;, to be the empirical frequency
minus %

2. Pick any i; € [N7] such that él-l* 11— él-l* = 3¢;. If there is no such i}, the algorithm Trace aborts.

3. For every t < N, and values of Pir1s---»Pir e (tO be found later in Step 4), define Blpis, 1, Pix, (1), which has the

values of p’s hardwired, as
!/
b - {0) 1}) b A {07 1}) kO - gc) m «— Zp) kl = [m]T)
* *
Up 1 =PIy Uix = Pit o
— K K
r'e+1 =1, rt+2‘_{0)1} ’---erg(_{Oyl} ’
* *
R= (uil*’lr--w ui;,t’ Tt4lyeeey er))

output D(TBPLBE.Enc(tpmpk, (i + b',m),R),R, k)@ be b' & 1.

4. Letd = .Fori, =1,...,Np, run

£
540N N>

Blp;* 1y.ry i* o]
Pix 1P i¥ ip-1 (uif,izrlllé)-

11



e . N N I - .
5. Leté, = BN, - Estimate &+, 0,€;x 5 1 OfEif,iZ,O,Eif'iz'l within additive error ¢ for i, =0,..., N2, where

.k / * *
€ ip, bf =ep(if —1+Db ;uil*,l,..., uil*'iz,rizﬁ,...,er),

* * K K
ul‘f,l ‘_pif,lr"-yui;‘,iz (_pl.ik,izr ri2+1 <_{0)1} y-u!er ‘_{0)1} .

They are computed with [(klog2 +1og(8 N + 8))/(25%)] independent trials.
6. Pick any i; € [N] such that &ix,ix-1,0 — &ix,i7-1,1) = €2 iz,0 — €452 1) = 5E,. If there is no such i5, the algorithm
Trace aborts.

7. Output (if, i5) as a traitor.

Tracing Security. We prove the following theorem.

Theorem 1. Assuming TBPLBE being a TB-PLBE secure under adaptively chosen ji,11,...,7N, and semi-adaptively
chosen m (cf. Section 2.3), our traitor tracing scheme is secure (cf. Section 2.2).

Our proof uses the following lemmas which will be proved later:

Lemma 2. Assuming TBPLBE being a TB-PLBE secure under adaptively chosen ji,11,...,rn, and semi-adaptively
chosen m, in the tracing security game, e, < <$2 with probability1 - A~“®.

Lemma 3. Assuming TBPLBE being a TB-PLBE secure under adaptively chosen ji,11,...,7n, and semi-adaptively

£ ith probability 1 — A=W where iy is the index found

chosen m, in the tracing security game, €;x,n,,0 = £*,Np,1 < 357~

in Step 2 of Trace.

It should be noted that in the tracing security game, ey, , € %, Np,00 €, Ny, 1 depend on the random coins of A, and more
importantly, those used to set up the traitor tracing scheme in the security game, so they are random variables (not
constants) even when A, €, A are fixed. Therefore, e, = %M and Ei% Np,0 ~ Ei¥,Np,1 < % are events (i.e., probabilistic)
and the above lemmas bound their probabilities.

Lemma 2 corresponds to the claim in the introduction that e, is negligible, and Lemma 3, €i% N0 = €if Np,1-
They are indeed negligible with overwhelming probability, but we only need the weakened version as stated in those

lemmas.

Proof (Theorem 1). It suffices to prove the following three claims:

— Claim 1: The probability (of the conjunction event) that £ = £(1) and Trace aborts at Step 2 is A7¢1).7

— Claim 2: The probability that Trace aborts at Step 6 is 171,
- Claim 3: Let i} and i, be the indices found in Steps 2 and 6, then sk iri is queried by the adversary in the tracing

Q(x)

security game with probability 1 - 27" poly(N) (i.e., user (i;, i;) is not honest).?

Let GoodEst be the event that all estimations are within the prescribed additive errors:

|&;, —€i 1 =& forall i; =0,..., Ny,

|éif,i2,h’ _gi;‘,iQ,b’| <& forall i, =0,..., N, and b= 0,1.

By the Chernoff bound, the union bound, and how the numbers of trials are set, we have Pr[GoodEst] =1-27%. We
proceed to prove the claims.

7As x = w(log)) and N = poly(A), any statistical error 2~2®) is absorbed by A~“(1) when combined with a computational
argument, and thus omitted in such case.
8 Claim 3 does not care about whether g9 = €(N).
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Proof of Claim 1. By Lemma 2 and our choice of &1, with probability 1 — A~¢®,

(M
1 E0 — €N, 1) - &

max {e;1—€,}=— Y. (€,-1—¢€;) = L > =5¢1,

i1€[Ny] N1 i€V Nl N1

when gy = €(1). Then, GoodEst implies
max {&;, 1 —&;} 2 5¢1 —2& = 3¢;.
i1€[N]

This proves Claim 1.

Proof of Claim 2. GoodEst implies
Eir-1- &4y >£z* 1 _51* —261 =¢1.

Note that ;1 iy = €2 141y Together with Lemma 3 and our choice of §1, &2, with probability 1 - AW,

max {(€;x i,-1,0 = €i,i,—1,1) = (€ ip,0 = €7 ip,1)}

i2€[N>]
()
1 61 ~ 20,
> — % — Eq:x — . — Eq:x S — =
N ((Ezl 00~ €i7,01) = (€52 Ny 0 — €i 1)) = N, 9¢>.

Again with GoodEst, we have

max {(&;xj,-1,0 = ir,i,-1,1) = (Ei,ip,0 = €i i, 1)} = 962 =482 = 5.
ir€[Ns]

This proves Claim 2.
Proof of Claim 3. Let GoodLearn be the event that for all iz € [N2] such that sk;» ;, is not queried by the adversary,

Pr [ [Pz dreeor Pirip— 1(7‘)—1]

r'fpii‘,tZ

b [Blos 1 pi 1)) = 1] -

Note that if skl-l*, i, is not queried, then Ugr i, is independent of the tracing security game until Learn is invoked with it,
and therefore, Lemma 1 applies. By a union bound over Lemma 1, we have Pr[GoodLearn] =1 — 2-0) poly(N).

Following the definition of B (with ¢ = i, — 1) in Step 3 of Trace and that of € ip-1,b N Step 5, and applying the law
of total probability over b/,

r«—{Ol}K[ [le Lo Py ip— 1](7‘)—1]

= EPr[D(TBPLBE.Enc(tpmpk, (if +0,m),R),R,kp) ®bo0e1=1]
1
+ EPr[D[TBPLBE.Enc(tpmpk, (if +1,m),R), R, kp) @ bo1e1=1]
1
= 5Pr[D(TBPLBE.Enc(tpmpk, (if,m),R), R, kp) = b]

1
+ 5(1 —Pr[D(TBPLBE.Enc(tpmpk, (i; +1,m),R), R, k;) = b])
1 1

S€irib-1,01 5

=3 2(1—81';,1'2—1,1)-

Similarly, considering ¢ = i, and Eit i, bl

1
[B[pl RER er Jip— 1](r)—1] 51 120+2(1_5if,i2,1)-

r«—p, Jin

13



Therefore,
rggir;«,,-z [Blpis s it iy-1] (1) = 1] = r_%r,l}K[B[pi;,l,...,pi;,iZ-ll(r) =1]
-1

= 7((6‘1;,12—1,0 - fif,iz—l,l) - (5i1*,i2,0 - 51‘1*,1‘2,1))'

GoodLearn thus implies that for all i» € [N>] such that Skifv i, is not queried by the adversary,
(Ei7,i-1,0 ~ € ip=1,1) = (€i7,i5,0 = €iFip,1) < 20.
Together with GoodEst, for all i € [IN»] such that ski;«,iz is not queried by the adversary,

Eir,i-1,0 = Eirip—1,1) = (i, 5p,0 = €i7,5p,1) S 20 + 462 <58,

Q(x)

i.e., except with probability 27’ poly(IV), such i, cannot be chosen as i; by Trace. This proves Claim 3 and thus

Theorem 1. O

Proving Lemmas. To prove Lemma 2 and Lemma 3, we will use the following trick of advantage sign correction:

Lemma 4 ([7, Exercise 2.22(a)]). Suppose the tuple of a distinguisher D and two distributions Dy, D, follows some
joint distribution. Let
e:= Pr [D(x)=1]- Pr [D(x)=1]
x—Dy x—D,
be the signed advantage of D against Dy, Dy, which itself is a random variable (because D, Dy, D1 are randomized).
Consider

b—1{0,1}, ¥—Dj ¢<DX, D) :=cebeD(x),
g:= Pr [Dx)=1]- Pr [Dx)=1],
x—Dy x—D;

then E[€] = E[¢2].

In our reduction algorithm, ¢ in Lemma 4 is the signed advantage of the decoder D against certain ciphertext
distributions (Dg, D;) used by Trace, and we want to prove that ¢ is negligible with overwhelming probability. However,
if we directly use D as the distinguisher, depending on the sampling of D, Dy, D1, the realization of € could be positive
or negative, causing cancellation in E[g], the advantage of the reduction algorithm. The~ components estimate the sign
of £ with one trial, and D is an attempted correction of D, which is the distinguisher used by the reduction algorithm
and immune from cancellation.

We are now ready to present our proofs.

Proof (Lemma 2). Let A be an efficient adversary against tracing security. We construct the following efficient B
against TB-PLBE security:

- B launches A, receives 1V from it, picks x, N1, N» as specified by the traitor tracing scheme, samples
my — Zp! my < va Uiy, in < {0) 1}1( for il € [NI]r i2 € [Nz]y

sends 11,12 mg, m; to TB-PLBE game, and receives back tpmpk. It sends pk = tpmpk to .A. Here, myg, m; sent to
TB-PLBE game are part of the challenge plaintexts.

- When, and only when, A queries for sk;, ;,, the adversary B queries TB-PLBE game and sends the key to A.

- When A outputs a decoder D, the adversary B samples ry,..., 1y, — {0,1}%, sends N, N, as the rest of the challenge
plaintexts and r4, ..., 7y, as the challenge attribute, and receives back tpct.

14



- B samples and computes
ﬁlO!ml(_Zp’ E(_Zp, ?l)-~-)?N2 4_{0)]-}1(;
tpct «— TBPLBE.Enc(tpmpk, (N1, 7123), (71, ..., Tn,)),
€< D(tpct, 71, ..., TNy, []1),
C‘_D(tpCtr iyeeos rNZ’[mI]T)-

It outputs c & bec.

By Lemma 4, the advantage of B is E[e7, ], which must be A~“(" by TB-PLBE security. It follows that in the tracing
security game with A,

2
Prlen, = %M SPr[Eiq > (8(2)) ]
_ 4 eW? T (s(ﬂt))z]
e 4 M=y
2
- (5(2)) '[E[*??vl] — oW O

Proof (Lemma 3). The reduction is similar to that in the previous proof, with the following changes:

— The selective part of the challenge plaintexts are m, m.
- After A outputs D, the reduction computes 1/£(A), runs Trace to obtain i; and Pix iy ’s, samples u;‘*'iz = Pit iy for
ip € [N»], and sends i} —1,i; as the challenge plaintexts and ul* reeer u;."* N, 38 the challenge attribute.
. ] 5 T
— The~ components sampled by the reduction are

me—=2Z, instead of 7ng, i1,
ok . ~
”il*,iz “— Piri instead of 7;,,
(if —1+b, /) in tpct instead of (N, 7).

We verify the constraints of TB-PLBE. The constraints of sk;, ;, for all i1 # i} and all i, are satisfied as

x x m, 1fl]>lik,
fuliy —1L,m) = fi, (iy,m) = e
0, ifiy=if-1

The constraint of Ski{,iz for each i,

. . . 1, ifwt(u;.k* i & uif,iz) =2k /5;
0:P((ui;,l,...,uif’Nz),(12, uil*,iz)) = 1

0, otherwise;
holds with probability 1 —2~?® by Lemma 1 and a standard Chernoff bound.

The reduction checks the constraints (for both non-- and ~ values) and aborts if any of them is violated. By the
analysis above, the probability of aborting is 2~® poly(N) = A~“(, which we denote by £’. By Lemma 4, the reduction
algorithm has advantage E[(e i, Np,0 ~ €i¥, N2,1)2] — ¢/, which is A=°V) by TB-PLBE security. Let C be a polynomial upper

bound? of 2;1%1 , then

<Pr

£(1)
Priei ny,0 = €ir,Np1 2

2
= (€i* Np0 —Eir N, 1) 2 =
20N, 1Nz, 1Nz,

=z

1
_ 2 2
=C g [(Eif'Nz,O ~Ei )" Z
< (IZ(E[(Eii‘,Ng,O —Einyz,l)z] - E, + E,) = /l_w(l). O

9 Ny is a random variable due to the random coins of A, so it is impossible to write Ny outside probability or expectation. For
non-uniform security we may assume N is fixed for every A, yet it is better to present the more general proof.
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4 Building Attribute-Based Functional Encryption

This section builds TB-PLBE scheme promised in Section 3.1. At the core is an attribute-based functional encryption
(AB-FE) for predicate P : X x Y — {0, 1} and quadratic function class

TR = {2 x 27— 7, 21, 2) — (z 82 | £ 27} M

with Z = Zf;‘ x Zf;z, called AB-QFE. We combine a slightly tweaked version of the FE scheme for quadratic functions
(QFE) in [28] and a compatible attribute-based key encapsulation mechanism (AB-KEM) for P. In the following
sections, we first introduce the two building blocks in Section 4.1 and Section 4.2; for generality, we will work with
general AB-KEM in Section 4.3 where we build our AB-QFE scheme and describe AB-KEM for a certain P (i.e., local
(read-once) monotone span program) in Section 4.4 needed for traitor tracing in Section 3. We show how to instantiate
our AB-QFE to get TB-PLBE in Section 4.5.

4.1 Building Block: Functional Encryption for Quadratic Functions
A functional encryption scheme for function class F = {f : Z — {0, 1}*} consists of four p.p.t. algorithms:

- Setup(l’l, F,Z) — (mpk, msk): The set-up algorithm takes the security parameter 1% and the domains F, Z as input,
and outputs a master public/secret key pair (mpk, msk).

- KeyGen(mpk, msk, f) — sk: The key generation algorithm takes mpk, msk, and a function f € J as input, and
outputs a secret key sk.

- Enc(mpk,z) — ct: The encryption algorithm takes mpk and function input z€ Z as input, and outputs a
ciphertext ct.

— Dec(mpk,sk, f,ct) — d: The decryption algorithm takes mpk, sk, f, ct as input and outputs d € {0,1}*.

Correctness. ForallAeN, JF, Z, f € F, z€ Z, we require

(mpk, msk) — Setup(ll,ff", Z)
Pr sk — KeyGen(mpk, msk, f) : Dec(mpk,sk, f,ct) = f(z)| =1.
ct — Enc(mpk, z)

Semi-adaptive Simulation Security. For all p.p.t. stateful A, there exists p.p.t. stateful (Setup, KeyGen, Enc) such that

(F,2) — A1M (F,2) —AQH
(mpk, msk) <—Setup(17‘,3",Z) Fn_\pikhS,eEuip(l’l,&",Z)
4 z — A(mpk) breq 2= Ampk) 9
ct — Enc(mpk, 2) ¢t — Enc()
output AKeyGenmpkmsk) () output AKeyGent) ()

where for each query f; € 5 made by A, we supply f,;(2) to KeyGen.

QFE. A functional encryption scheme for quadratic functions (QFE) is an FE computing

(z1,22,0) — (z1 ® Z)f +uv'

wherez; € Zf;l ,Zo € Zf;z, ue Zf;S are the function input, and fe Zf,l 42, VE Zf;’j are specified by the function. In this work,

we consider QFE implemented using pairing. We let KeyGen, Dec take (f, [v]2) instead of (f,v) as the description of the
function, let Enc take (z;, 2, [u];) instead of (z1,2z,u), and only require that Dec output [(z; ® z,)f" +uv']1. We also let
the simulator take the function output encoded in G, when simulating a key, which will be convenient for the security
proof of AB-FE for quadratic functions.
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IPFE. Our construction of QFE is similar to that in [28] and uses an inner-product function encryption (IPFE) scheme
which is an FE for u— uv', where ue Zg“ is the function input and ve Zf;‘ is specified by the function. Again, in a
group-based scheme, KeyGen, Dec takes [vl],, Enc takes [u];, Dec outputs [uv']t, and KeyGen takes [uv'],. The IPFE
in [2] is first proved to be semi-adaptively simulation-secure in [27]. Its parameter sizes are (ignoring constants)

Impk| =£4]G1l,  Ict]=441Gil,  Isk] =Gyl

Construction. Suppose k,-Lin holds in G, and bilateral kj»-Lin holds. Let IPFE be a semi-adaptively simulation-
secure IPFE. Our QFE is as follows:

— Setup(1*,1%1,1%2,1%3) samples A; — Zl;‘zxe‘ LAy — Zf,sz, sets the IPFE dimension to ¢4 = ko1 + k1202 + £3, runs

(impk,imsk) — IPFE.Setup(1*,1%4), and outputs

mpk = ([A1]1, [A1]2, [A2]2,impk), msk = imsk.
- KeyGen(mpk, msk, f, [v],) outputs
sk = isk — IPFE.KeyGen(imsk, [(A; ® Ip,)f, (I, ® A2, v],).
— Enc(mpk,z1,2,, [u];) samples s; — Z’;,lz, Sp — Z’;Z, run
ict — IPFE.Enc(impk, [-s1 ® Z3, —(81A1 +Z1) ® S, u]p)
and outputs
ct = ([s1A1 +21]1, [s2A2 + 22]5, ict),
- Dec(mpk,sk,f, [v]2, ct) outputs
[(51A1 +21) ® (S2A; +25) - | - IPFE.Dec(impk, isk, [ (A} @ Ip,)f, (I, ® A)f", v, ict)

inct inct

The correctness is analogous to [28], we defer the details to Appendix B. Its parameter sizes are (ignoring constants)

Impk| = £11G1] + (£1 +£2)|Go| + [impk| = (€1 + 2 + £3)|G1| + (€1 + £2) ]G],
Ict] = £11G1] + €2|Go| + lict] = (€1 + €2 + €3)|G1 | + £21G2|,
Isk| = lisk| = |Gy].

Security. We have the following theorem. The proof is analogous to that for QFE in [28], we defer the details to
Appendix B.

Theorem 2. Assume |IPFE is semi-adaptively simulation-secure, k,-Lin holds in G,, and bilateral k), -Lin holds, our
QFE scheme achieves semi-adaptive simulation security.

4.2 Building Block: Attribute-Based Key Encapsulation Mechanism

We define attribute-based key encapsulation mechanism (AB-KEM) with syntactical properties compatible for

constructing AB-FE for quadratic functions. Fix the source groups G;,G, and the target group Gr, an AB-KEM for

predicate P: X x Y — {0, 1} consists of four p.p.t. algorithms:
- Setup(1*,%,Y) — (mpk, [A]2): The set-up algorithm takes the security parameter 1 and the domains X, Y as input,

and outputs a master public key mpk and a public matrix [A], with A € Z? s,

- KeyGen(mpk,k, y) — sk: The key generation algorithm takes mpk, a vector k € fo’, and y € Y as input, and outputs
a secret key sk.

- Enc(mpk,s,x) — ct: The encapsulation algorithm takes a vector s e fo and x€ X as input, and outputs a
ciphertext ct.

— Dec(mpk,sk, y,ct, x) — d: The decapsulation algorithm takes mpk, sk, y, ct, x as input, and outputs an encapsulated

key d.
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Correctness. Forall 1 eN, X, Y, ke Z?”, s€E Zfﬁ, x € X, y €Y such that P(x,y) = 1, we require

(mpk, [A]2) — Setup(1*,%,Y)
Pr sk — KeyGen(mpk,k, y) : Dec(mpk,sk, y,ct, x) = [sAK' ]t | =1.

ct — Enc(mpk,s, x)

Adaptive Indistinguishability. For all p.p.t. stateful A, we require

(X, Y) —AQY (XY) —AQY
(mpk, [A]2) — Setup(1?,%,Y) (mpk, [A]2) — Setup(1?,%,Y)
S — Zf;j S — Zgj
Pr —Pr
X — ANewKeykem ) ([SA]z) X — ANewKey$() ([SA]Z)
ct — Enc(mpk,s, x) ct — Enc(mpk,s, x)
ANeWKeYkem(") (Ct) -1 . ANewKey$(-) (Ct) — 1‘

to be negligible under the constraint that P(x,y,) = 0 for all query y, made by A, where NewKeyy,n,(y4) and
NewKeyg(y4) run

kem, — [sAk"],, in NewKe ;
kg — ng, sky — KeyGen(mpk, kg, y4), a 1Akl Yicem
kemg — Gy, in NewKeys;

and return (skq, [Ak;]z, kemq) to A. The security notion requires that the encapsulated key be pseudorandom even
when encoded in Gy, which is stronger than the usual requirement for KEM. This strengthening is for security
reduction from AB-FE.

Remark 2. Our formalization basically captures the setting with one key per instance for polynomially many instances
and requires that master secret key have special structure. In more detail, mpk here is the public parameter shared
among all instances and k is the master secret key. We will show a concrete construction for local (read-once)
monotone span programs in Section 4.4. The construction can be generalized to support a broader class of predicates
(see Remark 3).

4.3 AB-FE for Quadratic Functions

We present our AB-FE for quadratic functions (AB-QFE) as defined in (1). In Setup, the functionality 9‘,}?2 is

represented by (191,1%); in KeyGen and Dec, the function ffqua‘]l is represented by f where f € Zf}[z. In this section,
we consider general P, as defined in (1) and Section 4.2, and provide concrete instance for our use.

Construction. Let QFE be the QFE scheme and ABE an AB-KEM for predicate P. Our AB-QFE for P works as follows:
- Setup(l’l,lél,léz,x,‘é) runs
(gmpk, gmsk) — QFE.Setup(l’l, 19,1%2,1%), (abmpk, [A]5) — ABE.Setup(l’l,x,’j),

and outputs
mpk = (abmpk,qmpk) and msk = ([A]z,gmsk).

- KeyGen(mpk, msk, f, y) samples k — fo’, runs
absk — ABE.KeyGen(abmpk,k,y), gsk — QFE.KeyGen(gmsk, f,[AK"]5),

and outputs
sk = (absk, gsk, [Ak']2).
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- Enc(mpk,z;,2y, x) samples s — Zfﬁ, runs

abct — ABE.Enc(abmpk,s, x), qct — QFE.Enc(gmpk,z,2y,[s]1),

and outputs
ct = (abct, qct).

- Dec(mpk,sk,f, y,ct, x) checks whether P(x, y) = 0 and aborts if so. Otherwise, P(x, y) = 1, it runs
dage — ABE.Dec(abmpk, absk, y,abct, x), dqrg — QFE.Dec(gmpk, gsk, f, [Ak']5, qct),

and outputs doredy g

Correctness. When P(x, y) = 1, the correctness follows from those of ABE and QFE which imply that
dqre = [(z1 ®z)f" +sAK ]y, dagg = [SAK T
Efficiency. Our scheme inherits the efficiency from the building blocks:
Impk| = [abmpk| + |[gmpk], |ct| = |abct| + [qct], Isk| = |absk| + |gsk]| + ¢31G2].

Here, ¢35 depends on the assumption used by AB-KEM.

Security. We have the following theorem.

Theorem 3. Assuming QFE is semi-adaptively simulation-secure as defined in Section 4.1 and ABE achieves security
as defined in Section 4.2, our AB-QFE scheme achieves security as defined in Section 2.3.

Let (zo,1,Z0,2,2Z1,1,21,2) be the semi-adaptive challenge message, x be the adaptive challenge attribute and (f4, y4) be
the g-th query. We prove Theorem 3 via the following game sequence where we write 14 = (2,1 ® Zb'z)f; for be {0, 1}.

- Gy is the real game, where the keys and the challenge ciphertext are

mpk = (abmpk, gmpk),
ct = (ABE.Enc(abmpk, s, x), QFE.Enc(qmpk,zp1,Zp2, [s11)),
sky = (ABE.KeyGen(abmpk, kg, y4), QFE.KeyGen(gmpk, f;, [Ak;]z), [Ak;]g).

-

qsky

- G; isidentical to Gy, except we use the simulator for QFE to generate QFE components:
mpk = (abmpk, gmpk ), qct = QFE.Enc(),
asky = QFE.KeyGen (f,, [AK] 12, (4,5 + SAK]2).
We have Gy =~ G; by semi-adaptive simulation security of QFE.

- Gy isidentical to G, except we change sAkTq in gsk, to uniformly random pg — Z, if 40 # 74,1

ask, QFE.KeyGen(fy, [AK] Iz, (14,5 + SAK] 12), if1q0=1g1;
q— Y- .
QFE.KeyGen(fy, [Akgl2, [ngp+ Hq 12), if1g0#Ng,1-

We have G; =, Gy by adaptive security of AB-KEM. Roughly speaking, the reduction algorithm receives abmpk,
[A], [sA]2, and abct from the AB-KEM game. To answer an AB-QFE key query from the adversary, if 40 = 14,1,
the reduction algorithm samples k; — fo and computes sk, using abmpk, [Al, [sA]2, kg, f;. Otherwise, it queries
the AB-KEM game to obtain absk,, [Ak;]z, kem,, where kem, is either [sAk;]g or random, and computes sk, with
[Mg,pl2- kem, as the third argument to QFE.KeyGen.
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The advantage is 0 in G,. To see this, note that b only appears in G, as

({n‘%h}nq,0=ﬂq,l ’ {nl]vb + :”ti}nq.o#nq.l) = ({qu,o}nq.o=nq,1 ’ {ﬁq}an#nq.l)’

thus completely hidden.

4.4 AB-KEM for Local (Read-Once) Monotone Span Programs

We describe AB-KEM for local (read-once) monotone span program [10,11]; we redo the scheme and proofin order to
fit our syntax and security notion as well as pursue optimal size.

Preliminaries. An m-local (read-once) monotone span program (roMSP) with input length n is specified by (M, p),
where M € ZZ“” and p : [m] — [n] is injective.'” The predicate for roMSPs of input length 7 is
1, ife;espan{m;|x, =1}
P’r;‘)xSP(x' M, p)) _ 1€Sp 1 %p()
0, otherwise;
where x € {0,1}" and m; is the jth row of M. We say x is accepted by (M, p) for P(x, M, p)) = 1. It is also worth noting
that by the tight equivalence between monotone span programs and linear secret sharing schemes (LSSS) [21], m-

local roMSPs are equivalent to LSSS where at most m parties have a share and the size of each party’s share is at most
one.

Construction. The AB-KEM for local roMSPs, denoted by ABQFEMSP, is as follows:
— Setup(1*,1") samples
A— Z];IZX(k12+1), B — Z’;z><(kz+l), W; — Z;k12+1)><(k2+1) forie[n],

and outputs
mpk:([A]l,{[AWi]l}l-E[n],[B]z,{[BW;]Z},-E[n]) and [A]Z

_Dx k
- KeyGen(mpk,k, (M, p)) samples r — Zf,z and T — Z;,t Dxkiztl) sets T = (T’)’ and outputs

sk= (- Bla, {[m T+ r-BW, ]} jcp)

- Enc(mpk, s, x) outputs
ct=([s-Aly, {[s-AW;]1}x,=1).
— Dec(mpk,sk, (M, p), ct, x) checks whether Pz?xsp(x, (M,p)) = 0 and aborts if so. Otherwise, it finds f1,...,8n € Zp
suchthat}., . -1Bp(jym; = ey, and outputs

sk ct

e e —
[Bo(j) - (m;T+rBW, ;) - (sA)T]

. ST
Xp(j=1 [ﬁp(ﬁ ’{E,'(SAWp(J)) ]T
Sk ct

The correctness is straight-forward (cf. [10], more details can be found in Appendix C). The parameter sizes of the
scheme are (ignoring constants)

Impkl =n|Gi1l+nlGzl,  l3=¢5=1, Ict] = wt(x)1Gyl, Isk| = m|Gyl,

where n, m, wt(x) are the length of x, the locality of the span program (number of rows of M), and the Hamming weight
of x.

10 1t is important that we do not assume p is the identity map by enlarging M, so that we capture key size dependency in m, the
locality. The scheme will be instantiated for x-local roMSPs (k <« n), which is crucial for the efficiency of our application.
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Security. We have the following theorem. The proof basically follows that in [10] and we defer the details to
Appendix C.

Theorem 4. Assume ky-Lin holds in Gy and bilateral k»-Lin holds, our AB-KEM for local roMSPs achieves security
defined in Section 4.2.

Remark 3. Our construction is basically a concrete instantiation of [10] and the proof is adapted from it. The
adaptation can be generalized to support predicate encoding: only step Gg = G}1 relies on the so-called a-privacy
of predicate encoding, other steps, which are irrelevant to the predicate, remain unchanged. Thanks to versatile
instantiations of predicate encoding (cf. Appendix A in [10]), this allows us to cover AB-KEM (and thus AB-FE)
for arithmetic branching program. Furthermore, many existing dual-system ABE schemes in prime-order pairing
groups [20,22,16,23] can be fit into this definition with slight tweaks.

4.5 Threshold Broadcast, Private Linear Broadcast Encryption

Putting Section 4.3 and Section 4.4, we readily have an AB-FE for
The, and P @

with
Impk| = O + 5+ n), |ct| = Oy + €5 + n), |sk| = O(m).

We can obtain a TB-PLBE scheme (for message space Zp) as an AB-FE for
ffﬁ,ol P and Plt\k;;K 3)
as defined in Section 3.1 by applying the following efficiently computable mappings that reduce (3) to (2) so that
li=0,= NII/2 and n=2xN,, m=x.
This gives our TB-PLBE with shorter parameters:
Impk| = O(N}"? + kNp), Ict] = O(N}"? + K Ny), [sk| = O(x).
Below, we first describe the mappings in general. In Setting Parameters for Efficiency, we choose the optimal

parameters achieving the desired efficiency.

Function Part. For any nj, n; € N satisfying nyn, = Nj, we can perform &"‘;;,()lmp — ff‘"ﬂllllﬁ For this, we follow [3,
Section 6.1] and define

(mej,,,e;,), if j1 <Ni;
Nz: [0, N1] x Z,, = Z),! x Z}2, (o, m) — 110 €12 .].1 1

(070)7 lfjl = Nl;
nr: [Nl]_'Zzlnz’ ip1— Z e, ®ej,,

0Sj1<i1

where ji; € [n1], ji2 € [n2] satisfy (j11 — 1) na + (j12 — 1) = ji for j; € [0, N7 — 1]. Note that, for notation convenience, j;
is the input of 7, and also serves as a general index in the description of 77 7. It is straightforward to verify that

. d .
fi1omp (1, m) = g:?l;l?il) Mz (jr, m).
This follows from the fact that

1 ifji=j;
i @ ey, ®ej) =3 if j1 # j;
1!

where ji,, j|, are defined analogous to ji1, ji2.
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ProMSP

Predicate Part. We will perform PR’;’:K — For this, we define

2kNo Kk
Mx: (0,179 — 0, 1M, (ry,.cy ) = (11 Ly T ),
nNy: [N,] x {0,1}¢ — {x-local roMSP with input length 2x N},
m;
(iz,u) — (M, p) withM =| 1 |eZ} /3
my

where  mg =(1,6,6%,---,6%/5°1,
p(@) =2(i — )k + ugx +0, v € [x].

The construction of n7y, is simply Shamir’s secret sharing [25]. We show that

PR (1, ), (i, W) = PR (11, 7)1y (i, 1))

by proving that wt(r;, ® u) = 2x/5 if and only if 7 (r1,..., 7n,) is accepted by 1, (iz, u). To see this, first note that

2(io—1)x bits

(Tlx(r1, ceey er))p(Q) = (7‘1, fl,. e lip—1, fig—l! Tiy» fiz,.. ')Z(iz—l)K+u9K+9

_ (ri)o, ifug=0;

= (rizr rig)u6K+0 = ~ .
(Fiy)g, ifug=1;
= (riz)g ® Ug.
By the Vandermonde determinant, any 2« /5 vectors among e; and my’s are linearly independent, and therefore,
ny(i2, u) accepts Ny (ry,...,7n,) < HO| M (r1,..., TN))pg) = 1H = 2x/5
> {01 (riy)g ® ug = 1}| = 2x/5

<~ wt(r;, ® u) = 2x/5.

Transformation. Given those mappings and an AB-FE ABQFEMSP for 92‘1“;‘1 and P;i%zsi, our TBPLBE for &"]CVOI mp

and P}\‘,’;K works as follows for 711, = Ny:
- Setup(14,1M,1M,1%) is
ABQFEMSP.Setup(1*,1™,1"%2,1%<M2);

- KeyGen(tpmsk, iy, iz, u;, i) is

ABQFEMSP.KeyGen(tpmsk,nf(il),ny(ig, Ui ,in));
- Enc(tpmpk, j1,m,11,...,7N,) I8

ABQFEMSP .Enc(tpmpk,n;(j1,m),nx(r1,...,Tn,));
— Dec = ABQFEMSP.Dec.

Setting Parameters for Efficiency. By definition, wt(n(r1,...,7n,)) = kN2 and the roMSP 7y, (iz, u) is always x-local.
We have TB-PLBE with parameter sizes (ignoring constants)

ltpmpk| = (11 + 12 + Kk N2) |Gy | + (m1 + 12 + kK N2)|Gzl,  [tpctl = (n1 + n2 + KN2) |Gy | + 121G, Itpskl = k|G|,
where n;n,; = Ny and N} N, = N. By setting
ny=ny=NY3x3 and N,=N3x283,
we obtain

[tpmpkl = Nk 2161 + NPk PIGL, ftpetl = Nk 2161 + NPk P16yl [tpskl = k|Gel.
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Security. We will need our TB-PLBE to be secure under adaptively chosen ji, r1,..., rn, and semi-adaptively chosen m.

The scheme we obtain is already adaptive in ry,...,7y, and semi-adaptive in j;, m. Since j; € [0,N7] is within a

polynomial range, by a standard guessing argument, the scheme is also adaptive in j;, at a loss of 1~

Ni+1°
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Appendix

A ProofofLemmal

Learn® (1, 11/9) works as follows:

1. Let pg be the empty string and d = %.
2. Fori=1,...,x:
(a) Compute an estimate ) ; of

6;= Pr [B(r)=1] —r_gr_l*[B(r) =1]

r—=pi-1Ui

within additive error d. More precisely, for each of the two probabilities, perform [2(klog2 +log4x)/d?]
independent trials and set §; to be the empirical frequency. Let Y; (resp. ¥;) be the random variable''
indicating whether 6; = 0 (resp. 5 i=-d).
u;, ifYi=1;
(b) Letp; —{ 1Y :
pi-1%, otherwise.
Px, if the number of x’s in p is at most 2x/5;

3. Output p —
u, otherwise.

Analysis. By definition, each symbol in p is either the corresponding symbol in © or %, and the number of x’s in p is
at most 2x /5.
To prove

u~—1{0,1}*

Pr
0 — LearnB(u,11/5)

: Pr(B(r)=1]= Pr [B(r):l]—é] =1-2"00
rep r—{0,1}

we will show
Prip=p«l=1 —2700 and

Pr

Pr [B(r)=1]= Pr [B(r)=1] —6] =1-2700)
r—px r—{0,1}%
where the probability is taken over u — {0,1}* and the randomness of Learn. Let GoodEst be the event that |§; — Sil<d
for all i € [«]. By the Chernoff bound, the union bound, and how the number of trials is set, Pr[GoodEst] = 1 —-27¥.

By definition, we have V:6; = —d. Also, GoodEst implies §; — 8; = —d, from which it follows that

K
[B(r):l]:Z( Pr [B(r)=1]—- Pr [B(r):l])
r—=pi r=pi-1

Pr [B(r)=1]-
rPx i=1

Pr
r—{0,1}¥

K LS
V6= Vidi+ Y Vi(0;—81) = k(~d) +k(~d) = —2dx = -6.
i=1 i=1

i=1

Note that GoodEst A (Y; = 1) implies ¥; =1, and we have

K
Y Yi<2x/5
i=1

Pr[p = px] = Pr >Pr >1-Pr[~GoodEst] — Pr

K A
) Yi=2x/5
i=1

K
GoodEst A (Z Y; = 21</5)

i=1

Since Pr[~GoodEst] < 27%, it remains to show

K
Pr|Y v;<2x/5| =290,

i=1

11y, is only used for analysis and need not be efficiently computable.

25



letX;=Y1+---+Y;— % Forallp;_; € {0,1, %}, we have

1
Pr -,
u;—{0,1} 2

r—pi-1Ui

Pr [B(r)=1]- Pr [B(r)=1]= 0] >
r—pi-1%
from which it follows that

1 1
[E[Xi|Xi—1;“'rX1yX0]=[E[Xi—l+Yi_§'Xi—l»"’»XIJXO]=Xi—l+[E[Yi_E Xi—1,, X1, X0 | = X1,

i.e., Xo, X1,..., X is a submartingale. Together with |X; — X;_1| =|Y; — 3| < 3, we have by Azuma’s inequality

K
)Y <2x/5
i=1

Pr —(x/107 ) =2700),

2-(1/2)%2-x

=Pr(Xi <—«/10] < exp(

This completes the proof.

B More Details of QFE in Section 4.1

Correctness. Correctness follows from:
IPFE.Dec(impk, isk, [(A; ®Ip,)f, (I, ® A", v],,ict)
= [~ (s1®22) (A1 ®1p,)f — (($1A1 +21) ®52) Iy, @A + UVT]T
= [(Zl ®Z2)fT +uv' — (s1A1 +21) ® (82A2 + 7)) - fT]T
Simulator. Our (stateful) simulator follows that in [28] and additionally accommodates v, u:

- §€Eu/p(1’1, 141,1%,1%) samples A; — Z’;,lzx(k‘z“),Ag — fox(kzﬂ), sets the IPFE dimensionto €4 = ko 01 + k120> + 3,
runs i/rﬁ\p/k — |PFE.S/;CU_E)(1/1, 1%4), and outputs

mpk = ([A1]1, [A1]2, [Az]2,impk).
- Enco samples z; — Zf}, Zy — Zf;z, runs ict — IPFE.Enc(), and outputs
ct= ([21]1,[22]2,ﬁ)-

~ KeyGen(f, [vl2, [d]) outputs sk = isk — IPFE.KeyGen([(A1 ®1,)f", (I, ® A)f, V], [d — (&1 ® Z)f]12).

Security. We have the following theorem.

Theorem 5. Assume |IPFE is semi-adaptively simulation-secure, k,-Lin holds in G,, and bilateral k,-Lin holds, our
QFE scheme achieves semi-adaptive simulation security.

Let (z1,22) be the semi-adaptive challenge message and f; be the g-th query. We prove Theorem 5 via the following
game sequence:

— Gp uses the real scheme, and the adversary receives

mpk = ([A1]1, [A1]2, [A]2,impk),
ct = ([s1A1 +21]1, [S2A2 + Zpla,ict),  ict — IPFE.Enc(impk, [---]1),
sk = iskg — IPFE.KeyGen(imsk, [(A; ®17,)f], (Iy, ® A2)f}, v4],).
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- G isidentical to Gy except we switch IPFE to simulation:

mpk = ([A1]1, [A1]2, [Az]2, impk ),
Ct=([SlA1+Z1]1,[SgA2 + 2], I‘CT'.), IEE*—|PFEET’]E(),

skq = iskq — IPFE.KeyGen ([(A; ®1,,)f}, (I, @ A, v4],, [(@1 ®2o)], + uv] — ((s1A1 +21) ® (5282 +25))f ], ).

We have Gy = G; by the semi-adaptive simulation security of IPFE.

- Gy isidentical to G; except we replace s;A; +z; by uniformly random z;:

mpk = ([A1]1, [A1]2, [Az]2,impk),
ct=([Z]1,[s2A2 + Z2]a,ict),  ict — IPFE.Enc(),

skq = iskq — IPFE.KeyGen([ (A1 ®17,)f}, Iy, ® A}, vy, [(1 @ o)}, +uv], — (2 ® (A2 +22))f], ], ).

We have G, = Gs by the bilateral MDDH! assumption in G, Gy, which is implied by the bilateral k;»-Lin

k12,01
assumption. The reduction algorithm takes [A;]1, [c]1, [A1]2, [€]2 as input, where A} — Z’;” “‘1 and c e Zf;l is either

s1A, for s; — Z’;H or uniformly random. It samples A, s,, maintains the IPFE simulator, and sets Z; =c+2z,;. To
compute the first component of the challenge ciphertext, the reduction algorithm uses [c];. To compute the input
to IPFE.Ke_ﬁ_e/n, it uses [Aj]2, [c]2.

- Gy isidentical to Gs except we replace spA; + zy by uniformly random Zy:

mpk = ([A1]1, [A1]2, [Az],impk),
ct=(z1)1,[Za ]z, ict),  ict —IPFE.Enc0, iy

— - —_——t
sk = iskq < IPFE.KeyGen([(A1 ®17,)f}, (Iy, ® A2)fy, Vg, [(21 @ 22)f +uvy — (21 ® 22 )f, |,).

We have G3 = G4 by the MDDHi2 A assumption in Gp, which is implied by the k»-Lin assumption. The reduction
is similar to that for showing Gy = Gs. Note that G4 is the same as using the simulator.

C More Details of AB-KEM in Section 4.4

Correctness. The correctness follows from

[ﬁp(]) . (ij+l‘BW-r NE (sA)T]T
Pu) = =| Y Bpym;TA's"| =|ei| [|A's"| =[sAk']r.
*p(p=1 [Boij - ¥B- (SAWp()T] ¢ Xp(=1 T T T

Security. We have the following theorem.

Theorem 6. Assume ky-Lin holds in G, and bilateral k1,-Lin holds, our AB-KEM for local roMSPs achieves security
defined in Section 4.2.

By a standard hybrid argument, it suffices to consider security with only one secret key query. Let M be the key query,
we prove Theorem 6 via the following game sequence.

— G} is the AB-KEM security game with NewKey,, (if y = 0) or NewKeys (if y = 1), where the adversary receives

mpk = ([Al1, {[AWi11} ;¢ 1, Bl2, {BW ]2} ), [Al2, [sAl2,
sk = ([rBla, {[m T+ rBW, |} i, ) [SAK” +ypla,
ct = ([sAl1, {[SAW;]1}x,=1).

27



- G!isidentical to GY except we change all sA to ¢ — Zklﬁ1

mpk = ([Al1, {[AW;11} ;¢ Bl2, {BWi 2} e ) (Al, [€]2,
= ([xBla, {[m, T+ rBW, ; ]}
= ([ C ]1){[ Cc Wi]l}x,:l)-

jetm)! (€K +ypla,

Gg = G’ll follows from the bilateral kj»-Lin assumption in G;,G;. Roughly speaking, the reduction algorithm
receives [A]1, [c]1, [Alo, [c]» as a bilateral kj»-Lin challenge (c is either sA or random), samples W;, B, k,r,T', and
can compute all the components sent to the adversary.

- GY is identical to GY except we change rBtod — Zk”1
mpk = ([Al1, {[AW;11} ¢ (), [Bl2, {[BW; ]2} ), (A2, [cl2,
= ((dla, {{m; T+ AW, )} ). [ek” +yplz,

ct = ([c]1, {[eW;i]1}x=1)-

We have G’{ = Gg, analogous to Gg = G¥, except we only need k,-Lin in G, instead of bilateral k;,-Lin.
- Gg is identical to G’Z/ except c (resp. d) is uniformly random outside the row span of A (resp. B). We have GY g GY.

- GZ is identical to Gg except we compute a* (resp. b') such that A(a*)" = 0, c(a')" =1 (resp. B(b*)" =0,d(b1)" =1)
and change the variables by

W; =W; + w; (@) 'bt, W; — zlpet et 7, forie(nl,
k=k+éa, k—z,2, £—12,,
T =T +t'a', "f"hzg—l)x(klzﬂ)' t<—Z;_1.

~ [k
Write T = (T’)’ then the components the adversary receives become

mpk = ([Al1, {{AW;]1}; (), [Bl2, {BW] 2} i 1), (Al [c]2,

sk = ([d]z,{ } ), [eK™ + & +yul2,
27 jelm]

ct = ([cly, {[EW; + wib™ 11} y,21)-

I ¢ N
ij+dW;(j)+(mj(tT +wj|a

We have GY GY

Lastly, for all (M, p) and x such that P(x, (M, p)) = 0, it holds that (see [10, Section A.5])

.
{m]V + Wilkjem, Xp(j)= =1 {Wilx=1,¢ ,{m;v + Wi}je[m],xp(j):o

{m]V +wl}]€[m] Xp(j)= lr{wz}x, l)é‘ ;{ wj}je[m],xp(j):o

( )
( )
(tmy V" + w3l jerm) x5y =1, (Wit =1, + 1, { Wj} jeiml,xy(jy=0)
( )

{m]V + Wik jeimlxy ) lr{wz}x,—l,f“'ﬂ,{m]V + Wik jetml,xy;y=0)>

where &, — Z, wi, Wi — Zp, v = (1) for t — Z%~!, which implies GJ = G}. This readily implies that G ~¢ G{.
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