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Abstract—Privacy-preserving machine learning (PPML) tech-
niques have gained significant popularity in the past years.
Those protocols have been widely adopted in many real-world
security-sensitive machine learning scenarios, e.g., medical care
and finance. In this work, we introduce Aegis — a high-
performance PPML platform built on top of a maliciously se-
cure 3-PC framework over ring Z,.. In particular, we propose
a novel 2-round secure comparison (a.k.a., sign bit extraction)
protocol in the preprocessing model. The communication of its
semi-honest version is only 25% of the state-of-the-art (SOTA)
constant-round semi-honest comparison protocol by Zhou et
al. (S&P 2023); communication and round complexity of its
malicious version are approximately 25% and 50% of the
SOTA (BLAZE) by Patra and Suresh (NDSS 2020), for £ = 64.
Moreover, the overall communication of our maliciously secure
inner product protocol is merely 3¢ bits, reducing 50% from
the SOTA (Swift) by Koti et al. (USENIX 2021). Finally, the
resulting ReL.U and MaxPool PPML protocols outperform the
SOTA constructions by 4 x in the semi-honest setting and 100 x
in the malicious setting, respectively.

1. Introduction

In the era of big data, privacy protection, and compliance
continues to be a matter of paramount concern among
individuals and organizations alike. With the rise of various
privacy regulations, such as GDPR, the need for privacy-
preserving mechanisms has intensified. Privacy-preserving
machine learning (PPML) is an emerging privacy-enhancing
technique that enables secure data mining and machine
learning while maintaining the privacy and confidentiality
of the underlying data.

Secure multi-party computation (MPC) [2], [20], [41]
allows n parties to jointly evaluate certain functions without
revealing their private inputs, and it is a typical crypto-
graphic tool to realize PPML [8], [29], [30], [33], [36],
[38] in the multi-server setting. (This work focuses on 3-
party MPC, denoted as 3-PC.) Most of these protocols [10],
[37] are designed for the semi-honest setting; whereas, the
state-of-the-art (SOTA) maliciously secure PPML protocols
suffer a significant performance overhead. For instance, the
maliciously secure multiplication protocol [16], [27] is at
least 2x slower than its semi-honest version.

PPML-friendly MPC protocols usually operate over a
finite ring Zye to facilitate the fixed point arithmetics.
However, it is more difficult to design maliciously secure
MPC over Z,: than MPC over a prime-order finite field
Z,. Recently, there has been a series of works [19], [22],
[31], implementing efficient maliciously secure protocols
over Zy. Certain techniques used in MPC over Z,, to achieve
malicious security cannot be directly adopted to the MPC
over Zoe as elements in Z,c may not have an inverse. Some
attempts [14], [18], [24] have been made to transform those
techniques to MPC over Zs, but the resulting maliciously
secure protocols come with a 2x communication overhead.
Alternatively, another line of work [16], [27], [33] tries
to design maliciously secure MPC over Z,. from scratch.
However, their solutions are still significantly slower than
the corresponding semi-honest protocols.

Another challenge of PPML is that machine learning al-
gorithms often utilize many non-arithmetic functions, which
cannot be efficiently evaluated by MPC. For instance, the
activation functions used in machine learning, such as Rec-
tified Linear Unit (ReLU), and MaxPool, extensively use
secure comparisons. One approach [11], [25], [30], [34] is
to mix arithmetic circuits and boolean circuits, evaluating
multiplication and addition on the arithmetic circuits and the
non-arithmetic functions, e.g., comparison and shift, on the
boolean circuits. However, this method needs costly share
conversion between arithmetic and boolean fields, which
typically requires logarithmic communication rounds w.r.t.
the share length. Recently, many SOTA PPML protocols
[5]1, [28], [37], [38], [43] propose tailor-made protocols
to evaluate certain non-arithmetic functions, e.g., compar-
ison and ReLU, eliminating the need for share conversion.
However, Falcon [38] still needs logarithmic communication
rounds; SecureNN [37] and CrypTFlow [28] require more
than 8 rounds of communication, and in most cases, it is
even more than logarithmic rounds (¢ > 32, ABY? [30]).
Boyle et al. [5] introduce the function secret sharing (FSS)
scheme to perform comparison. It only requires one round
of communication in the online phase, as a sacrifice, it
introduces massive computation and offline communication,
which is O(k¢) where the security parameter x = 128. Our
experiments (Cf. Sec. 6) show that the performance of FSS
in most practical scenarios is far worse than other schemes
in terms of overall running time. Recently, Zhou et al. [43]



proposes a novel 2-round comparison protocol based on
probabilistic truncation, and it costs O(¢?) communication.
Nevertheless, when encountering a large ring size /, it per-
forms even worse than FSS. To the best of our knowledge,
there is no efficient constant-round 3-PC protocol with low
communication for non-linear function evaluations.

Our results. In this work, we propose Aegis — a maliciously
secure PPML platform that is based on 3-party MPC in
the honest majority setting. The underlying share of our
3-PC protocol originates from a variant of the replicated
secure sharing (RSS) [10]; that is, to share x € Zye, Py
holds (r1,72), Py holds (m = z — r,ry), and P, holds
(m =x —r,re) where r = ry + ro.

As one of our main results, we propose a 2-round secure
comparison protocol Ilsig.gi: in the semi-honest setting.
Note that in PPML over Z,, the secure comparison problem
is equivalent to the sign bit extraction problem, i.e. checking
if sign(x) = 0 where sign(z) denotes the sign bit (a.k.a., the
left-most bit) of z. Intuitively, our protocol works as follows.
For a € Zgy, let @ := a — 271 - sign(a) denote the value
a after removing its sign bit. Hence, m := sign(m)||m and
r := sign(r)||7. Observe that since z = m + r mod 2, the
sign bit of = equals to sign(r) @ sign(m) @ (m £ 271 —7),
where the boolean check (1 £ 2/~ —#) represents the carry
bit from m + 7. Therefore, our main task is to obliviously
evaluate (172 £ 271 — 7), where 2~! — 7 held by P and 7
held by both P; and P. For this comparison, we can locate
and check the highest different bit of 2¢=1 — # and s in
binary. Let s := 7 @ (27! — #). Notice that the position of
the highest different bit between 2~ —7 and 17 is equivalent
to the position of the first non-zero bit of s. Denote such a
position as ¢, and denote the (-th bit of 7 as 7. It is easy
to see that 1, = (i 2071 — 7).

Without considering security, m¢ can be determined
through the following steps. (i) Compute s’ as the prefix-
sum of s, ie., s; = >, _, sk for i € Z,. (ii) Compute
st = s} —2s; + 1. We argue that s” will only contain one
zero at the position of the first non-zero bit of s. Indeed,
it converts all the prefix zero bits of s’ to 1 (namely, if
st =0As; =0 then s/ = 1); it converts the first non-zero
bit of s’ to 0 (namely, if s; = 1A s; =1 then s = 0); it
converts the suffix bits to non-zero values (namely, in case
si =0, s, > 1, we have s/ = s, —2s; + 1 > 2; in case
si =1, s/ > 2, we have s/ = s, —2s; +1 > 1). (iii)
Py and P, sends 7 and s” to Py; Py then locates ¢ as the
position of the only zero bit in s”, and outputs 7, as the
comparison result.

Achieving malicious security in the one-bit leakage
model [23], [26]. To minimize the overhead while convert-
ing the above semi-honest protocol to withstand a malicious
adversary, we introduce the batch verification technique.
More specifically, we design a verification protocol Ilys;gngit
to check the correctness of multiple semi-honest secure com-
parison protocols at the same time. Our main observation
is that if we introduce an IT-secure MAC (Cf. TABLE. 2,
below) to the share of s” on top of the semi-honest version,
Py can verify the correctness of s” through the MAC check,
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Figure 1: The roadmap of Aegis

which prevents malicious P, or P from tampering with
s”. Next, since there is at most one malicious adversary
among the 3 parties under static corruption, we can adopt the
dual execution paradigm [26] and perform the verification
protocol twice, but switch the role of the players, i.e., we
nominate a different party to play the role of the Fy and let
him generate an IT-secure MAC and check the execution
correctness. The comparison result shall be accepted if and
only if both verifications pass (Cf. Sec. 4.2 for details).

Analogously, for the malicious multiplication, the parties
first invoke the semi-honest multiplication protocol, and
perform a batch verification at the end. Goyal et al. [22]
proposes a technique that can transfer the verification of [NV
dimension inner product triple to the verification of N/2
dimension inner product with constant overhead. However,
Goyal et al. [22] works on Shamir’s secret sharing, which is
performed over a prime-order field, naively converting their
protocol to the ring setting could cause the soundness issue.
Also as mentioned above, the techniques [14], [18], [24] to
adopt the multiplication verification over the field to the ring
is not suitable for the protocol proposed in [22]. To resolve
the soundness issue, we extend the shared elements over Zo¢
to the quotient ring of polynomials Z,:[z]/ f(x) [4], [6], [7],
where f(x) is a degree-d irreducible polynomial over Zy: in
order to apply the Lagrange interpolating based dimension
reduction technique [22] (Cf. Sec. 4.1). Consequently, the
overall communication of our batch multiplication verifica-
tion protocol is logarithmic to the number of multiplication
gates.

Performance. Table 1 depicts the comparison between our
protocols in Aegis and SOTA 3PC-based PPML solutions.
As we can see, Aegis achieves a significant performance
improvement for both multiplication and non-arithmetic
functions, e.g. ReLU and MaxPool. (Cf. Table 6 in the
appendix for more details of the communication cost of our
protocols.)

Two-round sign bit extraction. ~ Secure  comparison
(a.k.a. sign bit extraction) is essential for PPML. We design
a 2-round comparison protocol that can be further used




TABLE 1: Comparison of 3-PC based PPML. (¢ is the ring size, £* is the security parameter for truncation error 2'=¢", n
is the size of the inner product, x = 128 is the computational security parameter of GC, and \ = 6 is the statistical security

parameter.)
Operation | Protocol | Offline Online | Malicious
| | Communication (bits) ~ Rounds Communication (bits) |

ABY3 [30] 12¢ 1 9¢ v

Mult BLAZE [33] 3¢ 1 3¢ v
SWIFT [27] 3¢ 1 3¢ v
Ours 14 1 20 v
ABY3 [30] 12nt 1 Inl v

Inner Product BLAZE [33] 3nl 1 3¢ v
SWIFT [27] 3¢ 1 3¢ v
Ours 12 1 20 v
ABY3 [30] 12nt 4 844 1 Inl + 3¢ v

inner Product BLAZE [33] 3n0 + 20 1 30 v

Trunction SWIFT [27] 15¢ 1 3¢ v
Ours 4 1 20 v
ABY3 [30] 60¢ 3+ logt 45¢ v
BLAZE [33] 5k + 64+ K 4 Kkl + 64 v

DReLU SWIFT [27] 21¢ 3+ logt 16¢ v
Falcon [38] — 5+ logt 320 v
Bicoptor [43] 0 2 +02+0 X
Ours (Semi-honest) (£ —1)logt+2¢ 2 4L(logl + 1) + 2¢ X
Ours (Malicious) (£ —1)logt+2¢ 2 2+ )¢ - | v

1) log £+6¢1log £+2¢)

to construct the ReLU and MaxPool protocols. Compared
with CrypTFlow [28] (8-round with 6/logf + 14{ bits
communication) and Bicoptor [43] (2-round with the
(£* + ¢)(2 4 £) bits communication, with error probability
21=4") our protocol demonstrates significant improvements
(2-round with 4/log ¢ + 2¢ communication). Specifically,
our protocol reduces the communication cost by 75%
for the semi-honest setting. Furthermore, in real-world
benchmark tests, our protocol exhibits 4x speedup over
SOTA.

Sign bit verification with Malicious Security. To
achieve maliciously secure sign bit extraction, we adopt
SPDZ style IT-secure MAC [17] and dual execution
technique [26]. The resulting protocol only requires
a 2-round with 2((A + 1)(¢{ — 1)logf + 6¢logl) bits
communication while A is the statistical security parameter
and the soundness error is 2~ (Mogf+Atlogd) To the
best of our knowledge, our maliciously secure protocol
significantly reduces communication of SOTA constant
round solutions. Compared with BLAZE [33] (5-rounds
with 5xf + 6 + « bits communication in the offline phase
and 4-round and k¢ 4 6¢ bits communication in the online
phase), our protocol reduces the round complexity by 50%
and the communication by 75%, when ¢ = 64,k = 128
and A = 6 (with statistical soundness error 27%%). In
addition, our protocol requires much less computation than
BLAZE which is based on Garbled Circuit. In real-world
benchmark tests, our protocol exhibits 100x speedup over
the Garbled Circuit solution [33] and 6x speedup over the
logarithmic rounds solution [30].

Batch verification for multiplication over the ring.
Compared with the prime-order finite field, constructing an
MPC over ring Z,. against malicious adversaries typically

incurs a higher overhead. In this work, we propose a new
maliciously secure 3PC multiplication protocol over ring
Zge with a logarithmic communication overhead during
batch verification. We conduct benchmarks on the overhead
ratio of the verification step. By employing this technique,
the amortized communication cost of our maliciously
secure multiplication is merely 2 ring elements in the
online phase and 1 ring element in the offline phase per
operation.

Compared with SOTA maliciously secure MPC multi-
plication over ring proposed by Dalskov er al. [16], our
protocol reduces the overall communication by 40%. Note
that Dalskov ef al. [16] achieves full security in the o
active adversary setting (¢t < n/3), while our protocol
achieves security with abort in the Q? active adversary
setting (t < n/2), where ¢t is the number of corrupted
parties and n is the total number of participants. Compared
with SOTA 3PC multiplication over ring [27], our protocol
reduces the communication by 33% in the online phase
and 67% in the offline phase, respectively. Similarly, the
communication of our inner product protocols is also 50%
of that in SWIFT [27].

Paper Organization. As shown in Fig. 1, we first propose
semi-honest secure sign-bit extraction protocol Ilsigng;it in
Sec. 3. In Sec. 4, we propose our maliciously secure pro-
tocols. In Sec. 4.1, we design a maliciously secure inner
product verification protocol Iljnnerverify that can check the
correctness of an inner product gate. We then adapt the
maliciously secure dimension reduction protocol IIgequce t0
the ring setting. Combining Ijsnerverify and Ilreduce, We ob-
tain the batch multiplication verification protocol Iyyitverify
which can verify multiple multiplication triples at once. In
Sec. 4.2, we propose a maliciously secure positive assertion



protocol Ilp,s that can assert a shared value is positive,
i.e., the sign bit is 0. Combining Ilpys with IIpyitveriry, We
construct the batch sign bit verification protocol Ilvsigngit,
which can verify multiple sign bit extraction pairs in at
once. In Sec. 5, we build the ReLLU protocol IIge y and the
MaxPool protocol by integrating the above basic protocols.
In Appendix. B, we construct other components for machine
learning, such as convolution and truncation. In Sec. 6, we
benchmark the performance of our protocols.

2. Preliminaries

Notation. Let P := { Py, P, P>} be the three MPC parties.
During the PPML execution, we encode the float numbers
as fixed-point structure [30], [33]: for a fixed point value
x with k-bit precision, if z > 0, we encode it as |z - 2% |;
if # < 0, we encode it as 2° + |z - 2¥|. This encoding
method utilizes the most significant bit as the sign bit. We
use subscripts x; to represent elements in a vector. When
we process each bit of the ring element z, we abuse the
representation of subscripts z; to denote the *" bit from
big-endian. We denote v(x) = «-z as the MAC of = where
« is the MAC key. We take A numbers of MAC keys for
soundness. We denote sign(x) as the sign bit of . We take x
as the security parameter. We use 1) to denote the common
seed held by P; and Pj. Our protocol contains four types
of secret sharing as shown in Table 2:

- [-]-sharing: We define [-]-sharing over ring Zo¢ as [z] :=
([x]1 € Zyge, [x]2 € Zye) Where z = [z]1 + [x]2. P; for
j € {1,2} hold share [z],.

- (-)-sharing: We define (-)-sharing over ring Z,: as
(x) = ([rg],ms) where 7, is a fresh random value
and my; = ry, +z. P; for j € {1,2} hold (m, €
Zoe,[rz]j € Zge) and Py holds ([r]1, [rz]2).

- [-]P%-sharing: We define [-]** over finite field Z, as
[z]? = ([x]k+1 € Zp,[z]k—1 € Z,) where z =
[2]k+1 + [2]k=1 (mod p). P; for j € {k+ 1,k —1}
hold share [z];.

- ||-||P-**-sharing: We define ||-||P**¥-sharing over finite
field Z, as a7 = ([2]?, {[oy]7, [y(2),17} ez, )-
In our sign-bit verification protocol, one party Py
holds {a;};ez, which are the plaintext of MAC keys,
and the other parties P;_; and Pj;; hold the share
([=]is {levslis [v(2) 5] }jezy ) for i€ {k — 1,k + 1}

We use []“*) and (-)!I*] to denote the share in the
polynomial ring Zoe[x]/f(x) where f(x) is a degree-d
irreducible polynomial over Z,. For || - ||P"** we utilize
superscript k to denote that the MAC keys are held by Pg.
Note that we let any two shared values ||z|/P*** and ||y|/P-**
for the same key’s holder Py use the same MAC key. For
simplicity, we use || - ||, [-] when semantics are clear.

All the aforementioned secret-sharing forms have the lin-
ear homomorphic property, i.e., [z]+[y] = ([z]1+[y]1, [z]2+
[yl2) and ¢-[z] = (c-[z]1, - [2]2) and [z]+c = ([z]i+¢, [2]2),
where ¢ is a public value. The same linear operation
holds for (-), [-], and [-]%2¢[#], (:)Z2¢[#], For || - ||, we have

] + llyll = ([z] + [v], {ley]; [v(@)5] + Tv(w);1} jeza)s
¢ lzfl = (e- [2],{leyl; ¢ - [v(2);1}jez,) and ¢+ [Jz]| =
(e+ 2], {leyls e - [ey] + Iv(2);1  sezs)-
Secret sharing. Let H[,], H[[.]], Iy, and II}|.; to denote the
corresponding secret sharing protocols. By 11} (x), we mean
that x is shared by Pp; by 11, we mean the parties jointly
generate a shared random value. We utilize pseudo-random
generators (PRG) to reduce the communication [42]. In our
protocol description, when we let parties P; and P}, pick
random values together, we mean that these parties invoke
PRG with seed ;. The brief sketch of secret sharing
schemes is as follows.
o [2] Hf} (x): (Generate shares of x.)
- Py and P; pick random value [z]; € Zoe with seed
70,15
- Py sends 2o = x — [x]; (mod 2°) to Ps.
o [z] Hf_}: (Generate shares of a random value.)
- Py and Pj pick random value [z]; € Zo¢ with seed
70,15
- Py and P; pick random value [z]s € Zoe with seed
70,25
- Py calculates x = [z]y + [z]a.
[=] < Hﬁ’ﬂk (x): (Generate shares of x.)
- Py, and Py pick random value [z]x41 € Z, with
seed 7 k41
- Py sends [z]x—1 = — [z]xg+1 (mod p) to Pr_1.
[x] + H’[’_’Hk: (Generate shares of a random value.)
- P, and Py pick random value [z]x41 € F,, with
seed Mg k41
- Py, and Pj,_; pick random value [z]x_1 € F,, with
seed N1,k
- Py calculates « = [z]pq1 + [z]}_;.
(z) « Hfjf(z): (Generate shares of x.)
- All parties perform [r,] < IIj; in the offline phase,
and P, holds both seeds of [r,]; and [r;]2 generation;
- P, send my, =z + [ry]1 + [rz]2 to Py and Ps.
o (z) Hf): (Generate shares of a random value.)
- All parties perform [r,] < II1; in the offline phase;
- P and P, pick random value m, with seed 1 2.

||| < Hﬁjﬂ"k(x): (Generate shares of z.)

- All parties invoke [a;] < H’H’_’Hk for j € Zy;

- Py calculates y(z); = x - a; for j € Zy;

- All parties invoke [y(z),] < Hﬁ)]f(fy(cc)J) for j €
Zy and [2] TPy ().

I} and Iy also work for the share []40=] ()] over the
polynomial ring Zy¢[z]/ f(z), which are denoted as Hf[]x],
e,
)

Verifiability of share reconstruction. We note that the
shared form () has the verifiable reconstruction property
against a single malicious party. To be precise, for shared
value, (z), a single active adversary cannot deceive the hon-
est parties into accepting an incorrect reconstruction result
x+e with a non-zero error e. This is because any two honest
parties can collaboratively reconstruct the secret, and invalid



TABLE 2: The share structure of Aegis. (For [-]?* and || - ||»"**, the example in the table depicts the case of [-]*° and

I 1P30)

|| -

| [ ()

P || - ‘ {oy}jezy

7‘3:]17 [Tz 2 € ZQ@)

Pl =1} €2y | (L1, {lou?, [y (=);

15} jezy) ‘ [z]1 € Zge

([re]1, me =1z + )

Py || 215 € Zp | ([alh, {los15, Iv(2) 15} sezy) | )2 € Zye

([rz]2, me =72 + )

shares will be detected by the honest parties. In addition,
the shared form || - ||»"* also maintains the verifiability
when one of the P;_;, Py is malicious. Because Py can
assert the correctness of share through the MAC check. We
apply the hash function H to reduce the communication
of ||z|| reconstruction [15], where the duplicated messages
will be packaged into the single hash message. Formally, the
verifiable reconstruct protocol Ilgec is described as follows:

o <+ Igec({x)):
- Py sends [r;]; to Py and [r;] to Py;
- Py sends m, to Py and H([r;]1) to Ps;
- Py sends H(my) to Py and H([ry]2) to Pp;
If the received messages from the other parties are
inconsistent, P; output abort. Otherwise P; output
T =g — [rz]i — [rz)e.

o X HReC(<z>): All parties send their shares (or the
hash value) to Py. If the received messages from the
other parties are inconsistent, P}, output abort. Other-
wise Py output x = my — [rz]1 — [rz]e.

o @ IR (||]):

- Each party P; for ¢
[2li, {[v(@),]i ez, to Pis
- Py, reconstructs  and {~(
v(z); # o - x for j € Zj.
L[]

For the share (-)‘[*] in polynomial ring, ITg.. works analo-
gously as the above.

# k sends its shares

x)j}jez,, aborts if any

Preprocessing and postprocessing. We follow the “pre-
processing” paradigm [3] which splits the protocol into two
phases: the preprocessing/offline phase is data-independent
and can be executed without data input, and the online
phase is data-dependent and is executed after data input.
Specifically, all the items r, of share (x) of our protocols
can be generated in the circuit-depend offline phase. What
the parties need to do in the online phase is to collaborate in
computing m, for P; and P;. To achieve malicious security,
we further introduce the postprocessing phase [24] where
batch verification is performed.

Multiplication gate. We adopt the multiplication protocol
of ASTRA [10]. For multiplication z = x -y with input (z),
(y) and output (z), all parties first generate [r.] < IIj(r.)
for the output wire in the offline phase. To calculate m, for
P, and P; in the online phase, it can be written as

m, =2y +7, = (mz

= mxmly —

—rg)(my —1y) + 72

MgTy — MyTy + Ty + 72 .

('] = mamy — mg|r,]
and P locally and [I'] =

— my[ry] can be calculated by P;
[rg -1y — [r2] can be secret shared

by P, to P; and P in the preprocessing phase. In the online
phase, Py and P» calculate and reconstruct [m.] = [I"]+[T].

Multivariate polynomial evaluation. Given a d-degree n-
variate polynomial function F¢(x,...,x,) = y, we design
a evaluation protocol (y) = Tpoyen(FY, (1), .., (zn))
following the design of multiplication gate. In particular,
plugin the underlying shares, we have

my = F(my,

—Tayyee, My, — Ty )+ Ty @)

Let 7y be the k™ term of F(zq,...,2,) = > jeCh -

HI xs,. After expanding Eq. 1, we let F locally com-
€Ll

putes all the cross-items  II 2 T, and share them to the

JE k

other parties in the offline phase. The offline phase requires
¢m bits communication depending on the number of cross-
items, i.e. m, whereas the online communication is still
2¢ to reconstruct m,. Let HP[O&E ; denote the polynomial
evaluation protocol w.rt. a polynomial ring Zse[z]/f(x).
Analogously, it costs 2/d of communication in the online
phase and at most £ - d - m in the offline phase, for the
degree d of f(z).

Security up to additive attacks. As proven in [12], a
replicated secret sharing protocol, such as Ilpgyey, is secure
up to additive attacks against malicious adversaries, i.e.,
the adversary’s cheating ability is limited to introducing an
additive error to the output.

Security Model. We analyze the security of our pro-
tocols in the well-known Universal Composibility (UC)
framework [9], which follows the simulation-based security
paradigm. The adversary A is allowed to partially control
the communication tapes of all uncorrupted machines, that
is, it sees all the messages sent from and to the uncorrupted
machines and controls the sequence in which they are
delivered. Then, a protocol II is a secure realization of the
functionality F, if it satisfies that for every PPT adversary .4
attacking an execution of II, there is another PPT adversary
S (simulator) attacking the ideal process that uses F where
the executions of II with A and that of F with S makes no
difference to any PPT environment Z.

The idea world execution. In the ideal world, the parties
P := {Py, P1, P,} only communicate with the ideal func-
tionality F with the excuted function f. All parties send
their share to F, F calculate and output the result depending
on the adversary S.

The real world execution. In the real world, the parties
P = {Py, P1, P} communicate with each other via secure
channel functionality F¢ for the protocol execution II. Our




protocols work in the pre-processing model, but, for sim-
plicity, we analyze the offline and online protocols together
as a whole.

Definition 1. We say protocol II UC-secure realizes func-
tionality F if for all PPT adversaries A there exists a PPT
simulator S such that for all PPT environment Z it holds:

RealnwA’z(l’“) ~ |dea|]:’5,3(1'i)
3. Secure Sign Bit Extraction

In this section, we propose a novel sign bit extraction
protocol Ilsigngic. For sign bit extraction function z =
sign(z), protocol Ilsjgngir can output (z) from input (x).
In Sec. 4, we apply it to the malicious setting.

3.1. Intuition

We aim to design a two-round sign bit extraction pro-

tocol. Intuitively, we want the protocol to look like this:
Firstly, P, and P, perform some local transform to produce
some shared material for a predicate which implies the sign
bit extraction result. In the first communication round, P;
and P, reveal the material to P, in the second round,
Py performs the predicate check and reshares the result
to P, and P,. In what follows, we specifically analyze
how to construct such a predicate without losing privacy.
Considering (z) := {mg,[rz]} and 2 = my; + (—ry),
the sign bit of x can be obtained by two parts of XOR
operations. One part is the XOR of the sign bits of m, and
—rz, and the other part is the carry from the sum of the
low bits (excluding the sign bit) of m, and —r,. Namely,
sign(z) := (Mg +7% £ 271 Psign(—r, ) Dsign(m,, ), where
we denote m, := sign(m,)||ni, and —r, = sign(—rz)||7%.
Among them, sign(—r,) and sign(m,) can be evaluted
locally. For the remaining part 7, + 7, = 2~1, we observe
that it is equivalent to the boolean check of m, & =1 _
(It works due to 2¢=1 > #%,), which is millionaire problem
while P; and P, hold ni,, Py holds 2! — #,. For the
convenience of presentation, we will use a and b to denote
ni, and 2671 — 77, below. We solve this millionaire problem
as follows.
First non-zero bit position detection problem. We first
convert the millionaire problem a % b to the first non-zero
position detection problem: a % b equal to a, for the ¢ € Z,
which is the first non-zero position of list £y := {m; }icz,.
We explain how the conversion works as follows. When
we view a and b as XOR shares, namely, m = a @ b, the
first non-zero bit of m (denoted its index as () represents
the highest different bit of a and b whose corresponding
position ¢ can be used to determine the comparison result,
that is, a¢c = a Z b. (Note that if a = b, there is no non-zero
bit in m; therefore, we append 1 to a and O to b, ensuring
a # b.) Next, we apply a transform to convert finding the
first non-zero bit problem to finding the position of the only
zero element in a list.

First non-zero bit extraction transform. Let L, :=
{m;}icz, be the list of the individual bits of the value

,—(Protocol HS;gnBit(<m>)} \

P; and Py, hold the common seed n; 5, € {0, 1}
Input : (-)-shared value of .

Output : (-)-shared value of z = sign(x).
Preprocessing:

- All parties perform [r'], [r.] < I3

- P;, for i € {1,2} generates the same random value
A € {0, 1} via PRF with seed 71,2 and reveals
[T]=A+[r'] —2A - [r'] 4 [r2] to each other.

- Py does:
1) calculate 7y = —7¢ — sign(—ry) - 2071 € Zye—1
2) extract 20~ — 7 as {re,0,-- o 0—2}
3) perform [ry ;[P < Hﬂ[)']] (rg,i) for i € Zy_q, taking the

biggest prime of p € (£, 208 ¢+1];
Online:
- Pj, for j € {1,2} does:

1) set g = mg — sign(myg) -

{ra,i € {0,1}}icz,_, while
1?—5 9f—2—i
i

2¢=1 and bitexact it as

mz,i = Mg,
2) set g -1 =1 and [ry 1] = [0
3) set [m;]P = g i + [re,il? — 2y, - [12,:]P for

1 € Zy.
4) pick same random values {w;, w}};cz, € (Z})% via
PRF with seed 71,2;
caleulate [m/]? = 3¢ [me]? — 2 - [m;]P + 1 and
[ws]? = w; - [m}]P + (sign(mqe) & Mg s & A) and
[u/]P = wi(w; - [m;]P + 1) for i € Zy;

6) pick a random permutation 7 via PRF with seed 71,2 and
permute the list {[;]?}icz, = 7({[u:]?}icz,) and
{8307 }Yicz, = 7({[uilP}icz, ):

7) reveal {[@;]”}iez, and {[4;]P}icz, to Po;

- Py sends m’' = sign(—rz) — ' if Ji; =0 A uz #+ 0 for
i € Zyg else m' = (1 & sign(—rz)) —r’ to P;, for
jef{1,2h

Pj, for j € {1,2} sets m; =m’ —2A-m/ + T

All parties output (z) = ([rz], mz).

5

~

Figure 2: The Sign Bit Extraction Protocol.

m = a®b. If we calculate its prefix sum mj = >, my, it
is easy to see that all prefixes are zero until the first non-zero
bit. Then we calculate m] = m/ — 2m; + 1, which converts
all the prefix zero bits to 1 (that is, if m; = 0, m} = 0 then
m} = 1), converts the first non-zero bit to zero (that is, if
m; = 1,m} =1 then m = 0) and converts the suffix bits
to non-zero value (that is, in case m; = O, m; > 1, we
have m} = m} —2m; +1 > 2; in case m; = 1, m; > 2,
we have m = m, — 2m; + 1 > 1). Therefore, m" will
only contain one zero at the position of the first non-zero
bit of m. In addition, considering m, — 2m; + 1 < £+ 1,
in order to avoid unexpected zero triggered by wrapping
round, all the calculations should be performed on Z,, where
prime p > ¢ + 1. Formally, we define this transform as
Lo =¢(Ly) :={>j_gmi—2-m;+1 mod p}cz,. We have
Theorem 1, and its proof can be found in Appendix. A.1.

Theorem 1. Let £ := (Lo, ..., Ly 1) € {0,1}* be a binary
vector. There exists a linear transformation ¢ such that



,—(Functionality FsignBit [Zﬂ]) )

Fsigngit interacts with the parties in P and the adversary S.
Input:

o Upon receiving (Input, sid, (r1,72)) from Pp, send
(Input,sid, Py) to S and record (r1,72) € (Zye)?;

o Upon receiving (Input, sid, (mj,r;)) from Pj, j € Zg, send
(Input, sid, P;j) to S and record (m;,77) € (Zge)?;

o If m1 = ma, compute z := sign(my — 1 — r2);

o If m1 # mg, send (Error,sid) to S; upon receiving
(Compute, sid, Alg) from S, compute 2z := Alg(r, m1, mz2);

e Pick random u1,u2 < Zge, set u := u1 + uz and
w =z +u;

o Upon receiving (Modify, sid, {d; };cz,). send
(Output,sid, (u1 + b0, u2 + 51)) to Py,
(Output, sid, (w + d2,u1 + d3)) to Pi,

(Output, sid, (w + 84, u2 + d5)) to Pa.

Figure 3: The ideal functionality Fsigngit.

o(L) = (Ly, ..
o Let i* € Zy be the index of the first non-zero bit in L,
that is, Ly =1 AN Vi <i*:L; =0.
o Li. =0and L} #0 for all j # i*.

, L) satisfies:

Thanks to the replicated share structure, we can easily
convert each XOR shared bit m; (that is, m; = a; ® b;) to
[m;]?. We let P, secret shares [b;]? to Py and P, so that
Py and P; can calculate [m;]? = a; + [b;]P — 2 - a - [b;]?
locally.

Oblivious bit detection. So far, we still cannot directly
reveal the list Lo = {s; € Z,}icz, and a to Py for
checking a¢ with the zero value position ( € Z,, due to
the privacy concerns. We make P, detect a¢ obliviously
as follows. Since the element £, is over field Z,, we can
scale each element with random value w; € ZZ which
masks each value except zero. Subsequently, we store each
a; in the s; by adding a; to the masked value, namely,
u; = a;+w;-s; (mod p). This storage ensures the following
property: the 0 value of list {u; };cz, is obtained by one of
(1) ac =0Asc =0, (i1) a; = 1 Aw; - s; = p— 1. When
we exclude all of the cases of (ii), we can obtain a¢ though
checking the existence of zero elements in list {u; };ez,. To
exclude the second case, we introduce the second random
mask value w, € Z%, and calculate v = w} - (w; - s; + 1)
for i € Z;. The zero item of list {u}};cz, implicit that
whether w; - s; = p — 1. Put all together, we get the new
predicate: there exists ¢ € Z, such that u; = 0 A u} # 0 for
the list {w;};cz, and {u}}icz,. To further protect privacy,
we employ same random permutation 7 on {u;}iez, and
{u} }iez, which does not affect the predicate relationship.

Protect a, with mask. Directly reveal {u;};cz, and
{u}}icz, to Py will leak the comparison result to Py. We
introduce A € {0,1} which is known to P; and P» to
avoid this leakage. When calculate {u;}icz,, P and P
input A @ a; instead of a;. Finally, revealing {u; };cz, and

r—(Protocol rrans ({ (™), (y*), <Z(i)>}iezw)}—

Input : N triples of (-)-shared multiplication.

Output : One triple of N-dimension (-)¢[#]-shared inner
product.

Preprocessing:

- All parties invoke (r)¢[*] « Hf'[?] locally;

Online:

- All parties reconstruct 7 with IIre. and calculate r* for all
i €EZLN;

- All parties transfer (-) to (-)¢[*] locally by setting the
constant term of (-)¢[z] to (-);

- All parties set (z)¢[*] := ZN:_I i (z(0)x]and
(/DY) = i (DY) for all ¢ € Zy;

- All parties output {(z’())¢l=] (y(D)elel}, oy o (2) el

Figure 4: Compression of Multiplication Triples.

{u}}iez, to Py, Py can calculate ac & A through verifying
the predicate (Ju; = 0 A} # 0,V{uw;}icz,, V{u} }icz,)-
The second round: reshre (a¢). Considering the result of
the first round, P holds the predicate check result ac ® A,
P; and P> hold the mask value A. We observe that it can
be transferred to (ac) in a single round with 2/ bits com-
munication. We asume that z = a¢ and (z) = {m,, [r;]}.
We first let all parties locally generate random share [r’'] and
[r.], where Py holds /, P; and P; hold two-party share [r'].
Then P; and P; calculate [I'] = A + [r'] — 2A - [r'] + [r.]
and reveal to each other in the offline phase. After getting
z® A, Py send z® A — 1’ € Zye to both Py and Ps. It is
easy to see that (1 —2A)(z @ A —r )+ =r, +2z=m,,
where P; and P, hold A and I' so that they can calculate
m, locally.

3.2. Concrete Construction

By filling in some detailed descriptions, we complete our
protocol, which is depicted in Fig. 2. Next, we will explain
our protocol step by step as follows.

o In the offline phase, P; and P, generate A to mask
the sign bit and I' for the second round resharing. Py
split the sign bit of —r, and the remain part 7,. As
mentioned before, the sign bit sign(z) equal to (7, +
Fe > 2071) @ sign(—r,) @ sign(m,). Py bit-extract
2¢=1 _ ¢, for the comparison 7, + 7, > 2!, and
share each bit in the field Z,,.

o In steps 1-3, Py and P, set [m;]?, where m; represents
the i-th bit of 7, @ (2! — #,). The transformation
can be locally performed. Moreover, we set 1, ¢ = 1
and [r,¢] = [0] to ensure that protocol output equals
to 1 when 1, + 7, = 2071,

e In step 5, Py, Py transfer [m;]? to [m[]? via the
transformation ¢ and generate the aforementioned lists
{u;}icz, and {u}};cz,. Considering (h, + 7, >
2tV @sign(—r, ) ®sign(m.), we let P; and P, further
XOR the sign bit of m,, such that Py will output
sign(my) @ My ¢ @ A rather than m, ¢ ® A.



—{Protocol Treguee({(9)17, (5) 1}y (2)/17) J

Input : N-dimension (-)¢[*]-shared inner product.
Output : N/2-dimension (-)¢[*]_shared inner product.
Execution:

- Fori e ZN/2 all parties set

(0] = (@O (1)) = (a4

- (f [
(fi(2))*l ] =2 (f;(1))el] — <f (0))¢le
= (gi(0)le] = (y* z)y[‘”] ( i(1) 4] = (y(2 i+ ezl
(9i (Q)V[”] =2-(g:(1 )> — (9:(0))“I"]
= (R(0))=) = 32(£:(0) =T - (gi(0)) =T 5(h ( ))elel =
<Z>f[z] _ <h(0)>z[z].
(h(2))*le) = Z<fi(2)> tla] . (g, (2))¢lal,

- All parties invoke (¢)¢1*] < TT0") and reveal (2 - ¢)*[*];

(‘>
- All parties calculate

- (h(0)E] = 2 (2 lmi,]) (i) *1=1);

= (SOl = ¢ (fi(1) ] — (¢ = 1)(£:(0)) 7);

- {gi(¢)) 1 =¢- <g¢(1)>”””] — (¢ = D){ga(0) I
- All pames output

LY {gi (O Y iezy 5 (R(O)) L]

\. J

Figure 5: The Inner Product Dimension Reduction Protocol

o In step 6, P;, P, random shuffle the list {u;};cz, and
{u}}icz, with the same permutation .

o In step 7, P1, Py open {u;}icz, and {u.};cz, to Fo.
Py can draw the conclusion based on observations of
{u;}icz, and {u}};ez,: if there exist ¢ that u; = 0 A
u, # 0, then sign(my) & 1y & A = 0, otherwise
sign(mg) @ My c @A =1.

« For the second round of online phase, Fy further XOR
sign(—ry) to get sign(—ry) & sign(my) & Mg & A
which is the masked value of sign bit, stemming
from sign(z) = sign(—7;) @ sign(my) ® Mg . Now,
P, and P, hold A. We use the aforementioned re-
share technique to transfer the XOR shared value
{sign(x) ® A, A} to (-)-shared value, with one round
and 2¢ communication.

Our sign bit Extract protocol Ilsig,pi: costs 1 round with
communication of (¢ — 1) log ¢+ 2/ bits in the offline phase
and requires 2 rounds with communication of 4¢log ¢ + 2¢
bits in the online phase.

Security. We analyze the security of our sign-bit extraction
protocol in the UC framework. We define the functionality
Fsigngit for our sign-bit extraction in Fig. 3. We show that
our protocol can ensure privacy against malicious adver-
saries, and ensure both correctness and privacy against semi-
honest adversaries. For the malicious adversary, our func-
tionality Fsigngit allows the corrupted I to select arbitrary
replicated secret shares r; and r3, even inconsistent with
other parties’ input. For the corrupted P; or P, Fsigngit
allows the adversary to select the algorithm to calculate out-
put. For the honest adversary, Fsigngit allows the simulator
to input Alg(ry, 79, m1, m2) := sign(my — r1 — r2) which
evaluation sign bit extraction correctly.

Theorem 2. Let PRF(ZF’)p,PRFZP and PRF%2¢ pe the secure
pseudo-random functions. The protocol Ilsigngic as depicted
in Fig. 2 UC realizes Fsignpir against malicious PPT adver-
saries who can statically corrupt up to one party.

Proof. See Appendix A.2. O

4. Achieving Malicious Security

Aegis uses the postprocessing verification procedure to
detect any potential malicious behavior. We utilize the batch
verification paradigm which performs all verification in a
single message. We emphasize the need for verification
within a single message, which can resist the selective fail-
ure attack. We first present our batch verification protocol for
multiplication and then introduce batch verification protocol
for sign bit extraction.

4.1. Batch Multiplication Verification

Intuitively, to batch verify N  multiplication
{(z®), (y@), <Z(i)>}1ezw we can turn to verify that
the inner product A = Z 0( cx@) L (y@Dy — (pt . 20))
equals to 0. The first issue is that the adversary is aware
of the additive error in (z(")), allowing her to cancel out
the error when computing A to fabricate A = 0. The
second issue arises from the irreversible multiplication over
the ring, where the adversary can intentionally introduce
a specific error e in z;, leading to a high probability of
e-r' = 0 to pass the verification. For instance, the adversary
can introduce an error e = 27! in such a way that the
equation 7 - (2(") 4 ¢) = r? - 2()) holds with a probability
of 1/2 in the case where r is an even number.

To address the first issue, we let all parties evaluate
A = {a) - (Tiplrt - 2@) - (y) — (7 - 20)) (using
Ipoiyev) with random share («). Since IIpgyey iS secure
up to additive attack [12], the adversary can only introduce
an input-independent additive error ¢’ of A. Therefore, the
adversary has to guess ¢/ = e - « to make A = 0 with the
probability 2. To resolve the latter issue, we perform A
over the extension ring Z,e [x]/ f (x), where f(x) is a degree-
d irreducible polynomial over Zs [4]. (This can be done by
putting the original share over Z,. to be the free coefficient
and adding random d elements to the other coefficients.) The
probability that a N-degree non-zero polynomial A(r) =0
with a randomly chosen r is at most % ~ 2% by the
Schwartz-Zippel Lemma. Considering the cost of Ilpoyeyl,
the above solution still requires ©(N) communication for
the offline phase. However, we observe that the conversion
to the ring extension does not introduce any extra commu-
nication. Furthermore, we find that the dimension reduc-
tion technique of [22] is compitable with ring extension
which can be used to reduce the ©(N) communication to
O(log N).

Our batch multiplication verification protocol is as fol-
lows.



—{ Protocol Himmerverty ({1, (41}, (2)°1))

Input : A N-dimension (-)¢[*]-shared inner product pair.
Output : z z Eil ONON
Execution:
- All parties invoke ()] Hf‘[f];
- All parties calculate
(A)117 = (@)l (L (@)1 - ()] — ()1
. ¢ N
with HPLQT)]/EVI; )
- All parties call A = HR[:CC] ((A)el=]y,
- All parties output 1 if A = 0, otherwise 0.

Figure 6: The Inner Product Verification Protocol

,—(PI‘O'[OCOI HﬁultVerify({<x(i)>7 <y(z)>’ <z(i)>}i€ZN> |_~

Input : NV pairs of (-)-shared multiplication.
Output : z(¥ 20 y® forall i € Zy.
Execution:
- All parties invoke HTrans({@(i)), (y(”); <Z(i>>}ieZN) to
get {(zM)el=], (y) Ty g s ()0
- For k=1,..., R, all parties perform:
- L), )l ip s ()}
TReduce ({ (&) 1171, (y<i)>4[z]}iEZN/2k_l ; (2)10);
- All parties invoke _ _
b= 1TInnerVerify({(‘T(z) >€[ac]’ <y(1)>ﬁ[a:] }iEZN/QR ) <z>f[:c] );
- All parties output b.

\. J

Figure 7: The Batch Multiplication Verification Protocol

Compression of multiplication triples. We first design a
subprotocol IIt,ns (Fig. 4) which can convert N multiplica-
tion triples over Zqe to be verified to an N-dimension inner
product over polynomial ring ZQ{JI} /f (:cg We first trans-
form the multiplication triples {(z"), (y), (z)};cz, to
{{z )l (@)l @V, ) locally, which is over
the polynomial ring. In this transformation, the free coef-
ficient of the shares over Z[x]/f(z) is set to the orig-
inal shares and other coefficients are padded with zero
shares. Then, all parties generate a random challenge r €
Zoe[z]/ f(x) by invoking (r)‘l*] « Hf_[f] and reconstruct-
ing it via Ilgec. All parties locally calculate (z)‘*] =
SN (2O and (@' @Yle) = g (@)D for all
1 € Zy and return the N-dimension inner product tuple as
({2 ), (@) Yz, (2)100).

Lemma . 1. Suppose protocol Itrans take
{(zD), %y(’)% (2N Yiezy as input, and it outputs
{{z' @OVl (g ely, ) - ()] The probability that the

following two conditions hold is at most % where d is the

degree of f(x) wrt. Zoelx]/ f(x):

N
© 2= ;0% Vi
o di€Zy s.t. zlfxlyz

Proof. See Appendix A.3. O

Dimension reduction. We extend the dimension reduction
technique of Goyal et al. [22] to our 3PC over ring setting.
As shown in Fig. 5, protocol Ilgeqyce takes a shared triple
({(z@Dy=] (g @Nelely, ) (2)4#]) as input and outputs
({2’ D)l (Vg o (27)19T). TReduce ensures that
Zi]io @ .y = 2 if and only if ZfV:/OQ '@ ) =
except for a negligible probability. At a high level, for
the inner product input {xY;cz, and {yD}icz,, we can
utilize (> and z(**~1) to interpolate N/2 linear functions
{fi(-)}iezy,, at the point 0 and 1, and similarly interpolate

{9:(")}Yiezy,, Y {y™}sez, . Considering the correct output

z, we have z = Zf\gg +(0) - g:(0) + fi(1) - g;(1). Denote

h(-) = vaz/g () 9i(-). The above equation can be written
as h(1) = z — h(0). HReduce evaluates h(0) = ZfVZ/OQ 3(0) -
g:(0) and A(2) = SN2 £i(2) - g:(2); in addition, h(1) =
z—h(0). Subsequently, Irequce utilizes h(0), h(1) and h(2)
to interpolate the resulting polynomial h(z). Finally, we let
all parties select a random point ¢, and output the new shared
triple ({(£:(0)7), (9:(0))} ez, .. (h(¢)))) which in-
heres the inner product relationship if and only if z =
SN2 £:(0) - gi(0) + £i(1) - ga (1)

Note that points 0, 1, 2 refer to the ring elements with
free coefficient of 0, 1, and 2 in Zye[z]/ f(x). It is easy to see
that TIgeduce requires one round communication of 5¢-d bits
in the online phase and one round communication of £-d bits
in the offline phase. We perform R times ITreqyce to reduce
the inner product to dimension N/2%, and the resulting

vectors are verified as Zf\ZgR(fi(g)V[QJJ g0 =
(h(()}f[z]. We prove the soundness error of the TTreguce iS
5a—T in Lemma 2.

Lemma 2. Suppose TReduce take
[eOYel, (yOVely o (V) a5 imput, and it
outputs the new list ({<x’%>f[f], <y’(i)>z[‘”]}iezw2, ()¢,
The probability that the following two conditions hold is at
most 57—, where d is the degree of f(x) w.rt. Zye[z]/ f(x):

o 2 = ngg a:@ . y_’“)
Y Z # ZZ:O Jj(l) . y(Z)
Proof. See Appendix A.4. [

Inner product verification. Our inner product verification
IMinnerverity (Fig. 6) verifies the inner product relationship of
shared values over polynomial ring Zo¢[x]/ f (). For verifi-
~ N/2% o @)yele] | )V ea] — (5)\ele] :
cation of > ;5 (V) (y >R = (2)"™, Minnerverify
turns to Verify <a>€[1] . (Zf\gg ) <x(l)>e[$] . <y(l)>€[1] _
(z())¥=]) equal to zero, which requires (3N/27 +1)¢-d bit
(3N /2% +1 cross-items) communication in the offline phase
and 5¢d bits (2¢d for revealing m, 3¢d for zero check). We
prove soundness error of the Ijnnerverify 15 2% in Lemma 3.

Lemma 3. Ler ({{x®)!=] (y)el=ly, ) (V) be the
input of protocol Uinnerverity depicted in Fig. 6. The proba-
bility that Minnerverity outputs 1 and z # Zﬁgl z® .y g
at most 57, where d is the degree of f(x) w.rt. L[]/ f(x).

Proof. See Appendix A.S. O
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P; and Py hold the common seed 7;,x € {0, 1}>‘.

Input : (-)-shared value of x.

Output : P; for j € Z3 output v;. vg = v1 = ve, if the sign
bit of z is 0.

Execution:

- Parse (z) := {mq, [rz]1, [rz]2} as {zo, —x2, —x1} where
Pj for j € Z3 holds x;_1 and zj41;
- The verifier Py calculates
r=xp_1 +2py1 —sign(zp_1 +xpr1) - 2671 Then Py
chops 261 —r as {ro,...,7e_2};
- All parties performs ||r;|| < Hﬁjﬁ(ri) for i € Zy_1, taking
the biggest prime of p € (¢, 2!°8 ¢+1];
- Pk—l and Pk+1 do:
1) set [lrey | = |0}l
2) pick a random value A € {0, 1} with seed 71 k41-
3) pick a random list {w;, w} }iez, € (Z;)ZZ with seed
Mk—1,k+15
4) pick a random permutation 7 with seed 7g_1 k413
5) set s = xy, — sign(zy) - 2671, bit-exact it as {si}icz, ,
and set sp_1 = 0;
6) calculate ||m;|| = s; + [|rs|| — 2s; - [|r:]| and
[lmill = >"i—g llmell — 2 - ||mg|| + 1 for i € Zy;
7) caleulate |Ju;|| = w(w; - [|mL|| + mo s @ sign(z;) B A)
and [[u! || = m(w] (w; - [[m]| — (p — 1))) for i € Z:
8) output vp_1 = A or vgy1 = A.
All parties invoke u; = IT2* (||us]|) and

Rec
ul = Hﬁ’i(”u; ||, P;) for ¢ € Z;. Consequently, Py, holds
{ui, ui}iez,-
Py, output vy, = sign(xr—1 + T41) if Ju; =0Au, #0
for ¢ € Zy4 1, otherwise P}, output

v = 1 @ sign(zp—1 + Tpy1)-

\. J

Figure 8: Positive Verification Protocol Verified by FPk.

Our batch multiplication verification protocol IImyitverify
in Fig. 7 integrates the above three subroutines, which
requires one round communication of (R+3N/2%+1)¢-d
bits in the offline phase and R + 2-round communication of
(5R + 5)¢ - d bits in the online phase for N multiplication
triples. We prove soundness error of Ilyyieverify 1S Qd,NW
in Thm. 3.

Theorem 3. Let {(z®), (y), (20NY;cp be the input
of protocol Hﬁuhverify depicted in Fig. 7. The probability
Hﬁultverify outputs 1 and 3i € Zy s.t. 20 #£ 2 . y®
is at most 21,% where d is the degree of f(x) w.rt.

Lipe[z]/ f ().
Proof. See Appendix A.6. [

4.2. Sign Bit Extraction Batch Verification

In this section, we upgrade the sign bit extraction
IIsignic to the malicious setting throughout the verifica-
tion protocol. For a sign bit extraction pair {(z), (2)} s.t.
z = sign(x), the malicious adversary can introduce arbitrary
errors to make sign(z) # z. As shown in Fig. 10, we design

,—(Protocol Mrec ({|2P]| }iczy )} )

Input : N numbers of || - ||-shared value.
Output : Py receive {x<i)}iEzN.
Execution:

- P; and P, reveal {I(i)}ieZN to Po;
- P picks A random value {wy, € Zy}rez, and send them to
P1 and P2.
- P; and P> do
— calculate [ty 4] = Zf\’:gl wi - [y (z(®),./] for
k € Zy, k' e L.
- reveal {ty 1/ };cz, kez, to Po.
- Py caclualte £y, 1 = ays - Zﬁvzgl wi - z(®) and abort if
exist £y, g # tg 1 forany k' € Zyx, k € Zy.

\. J

Figure 9: The Batch Verifiable Reconstruction Protocol

the verification protocol Ilysigpi: to verify the correctness
of the sign bit extraction pair.

One-bit leakage model. Notice that a malicious adversary
can introduce a probabilistic error based on the input. For
instance, the corrupted P, can introduce an error to the input
x when P, generates [r, ;] in step (3) of the preprocessing
phase of Fig. 2. Therefore, during the verification procedure,
P, is able to launch a selective failure attack. That is, F,
introduces an error e to the input z. Depending on the
verification result, the adversary can judge whether x + e
changes the sign bit. Similarly, the corrupted P; or P» can
also introduce errors on m, while calculating list u; and uj.
To mitigate such a leakage, we design a batch verification
protocol that combines all verification into a single check,
which reduces the overall leakage of large batch size NV to
one bit. At the end of this section, we formalize this leakage
in functionality JFysigngic and prove the security of Ilysigngit.

Specifically, our sign bit extraction verification consists
of two steps: (i) z is validated to be either 0 or 1, (ii)) x —
2¢=1. 2 is positive. The former check can be realized by
employing a maliciously secure multiplication protocol to
confirm that its square matches itself, i.e., z - z = z on the
ring Zqe, as 22—z = 0 only has the roots of 0 and 1 over ring
Zqye. For this check, we directly utilize the aforementioned
protocol Myuieverity ((2), (2), (2)).

For the latter check, we first design the positive assertion
protocol Ilp,s which nominates a verifier P, to verify the
positive of a shared value. Ilpo,s has the property that the
honest verifier outputs the correct verification result against
one malicious adversary corrupting one of the other two
parties. Our protocol is designed for static corruption. To
resolve the case where the nominated verifier is malicious,
we adopt the dual-execution paradigm [23], [26] to invoke
IIpos twice with two distinct parties to play the role of
the verifier. As the malicious adversary can only statically
corrupt one party, we can ensure that the shared value is
positive if both two verifications pass.

Positive assertion protocol Ilp... As depicted in Fig. 8,
the positive assertion protocol Ilpes let verifier Py (any i €



,_(Protocol ysignsit (() )} )

Input : (-)-shared value.

Output : (-)-shared value of z = sign(x).

Execution:

- All parties perform (z) < Ilsigngit ({2));

Postprocessing:

All parties do:

- Calculate (z/(D) = (2(D) — 2¢(z(9)

- Call {08, 0 0§ icn = Tpos({(@') }iczy, P1) and

(+N). FNY ENTy
{ }Z€ZN -
HPOS({< ( )>}LEZN7P2)

- Pj for j € Z3 generate t; = H( Hv 2>H ||v<2N)) and
share it as (t;); where H : {0, 1}* — {0 1} isa CO]]lSlOn
resistant hash function.

- All parties invoke (a;) Hf') for j € Zs.

- All parties call HMuItVerlfy with {(z(D), (z(D); (2N} ez

and {(aj), {tj—1 = tj+1); (0) }jezss
- If no party aborts, all parties output 1.

\. J

Figure 10: The Sign Bit Extraction Verification Protocol.

{0,1,2}) take input as shared value (x), and the verifier
outputs a bit indicating whether 2¢~1 £ 2. Specifically, we
introduce the IT-secure MAC to detect malicious behavior
of P,_; and Py4;. We observe that the chopped shared
bit [ry ;] in Hsigneic can be replaced by ||r, ;||. We let the
presumably honest verifier Py locally calculate the A MACs
of r, ; and secret share it to the other two parties P,_; and
Py 1. Later, when Pj,_; and Py4; send back the opened
vector {||u;||P**}icz, and {||u}||P"**};cz,, P can check
the correctness of them by the corresponding MAC. For the
batch verification, we let P, not reshare the aforementioned
z@®A. Considering the positive sign bit (z = 0), we have z®
A = A, where Py holds v, = z® A, P41 holds vp41 = A
and Py_; holds vx_; = A. The positive assertion protocol
is converted to verify vy = v; = vo. We introduce the batch
equality test to address thls problem. The soundness error
of the verifier Py in 112

1
pos SXTog I+ A Flog C *

Theorem 4. Let (x)° be the input of the protocol H’F’,’QS

depicted Fig. 8. The probability that output of HPOS for each
party is not equal and sign(x) = 1 is at most sxwzrrsswoge-

Proof. See Appendix A.7. O

Dual execution. To support the dual execution of IIp,s with
different parties playing the role of the verifier, we need
to convert the underlying shares accordingly. That is, we
express the (-) shared value in the form of replicated secret
sharing, which is {xg = mg,x1 = —[rg]1, 22 = —[rz]2}.
Following that all parties perform same operation in HSlgnBlt
which replace 7, = —7r, — sign(—r,) - 271 with r =
ZTp—1+Tp1 —sign(ag—1+xk4+1) to generate the the vector

{||wi|| }iez, and {||u}||}icz,. With dual execution IIpes with

N pairs sign bit, each party P; hold oV for i € Zon.

Batch equality test. To mltlgate one- ’tint leakage, we need
to combine all verification output in a single check. The

verification protocol requires to satisfy two properties: (1)
Overall revealed information is only v((f) = v{’ = v(z
without any intermediate information such as v” = v!").
Any intermediate information will allow the adversary to
get another 1-bit information leakage; (2) The corrupted
party P; can not affect the verification of v( )1 = vj(l_gl
This property is designed for soundness, Wthh ensures
that the other two parties detect the correctness of the
result through their shares. Fig. 10 depicts the procedure
of the batch equality test. H : {0,1}* +— {0,1} is a
collision resistant hash function. For 2N numbers of output
(i 0" v} for i € Zyy, if the output is correct,
let t; = H(v§1)\|v§2)|| ||v(2N)) for j € Zs3, we have
tg = t1 = to. To verify tg = t1 = to, we let all parties gen-
erate (c;) and invoke TI e, (), (¢i—1 — tj41); (0)).
We analyze the security as follows: (1) If P, (or Ps) is
corrupted, the error introduced by P; when performing IIpgs
with verifier P, will be captured by MAC check. Therefore,
the output of Ilp,s with Venﬁer P> held by Py and P»
(corresponding to vé) and vy )) is correctly calculated For
this part, H,\Mtverify can verify the parts of Uo = vé')
which corresponding to Ilp,s with verifier P,. (2) If Fy is
corrupted, Ilpos with verifier P; or P, can both calculate the
positive of z—2¢~1.z correctly, cause the error introduced by
Py in Ilpes will be captured by MAC check and the result
of Ilpys can be calculated using Hﬁultverify with verifying

vgi) = véi). We observe that the Imyieverity ((2), (2), (2))
will leak another 1-bit leakage, causing the adversary can
introduce error —1 or 1 on the output z and infer the value
of z depending on the verification result. We combine this
verification with Hﬁuhverify((aj), (tj—1 —t;41); (0)), which

pack the overall leak information as /\EN(véi) = vy) =

oSN ANY 2 € {0,1}.
Batch MAC Verification. We observe that the batch MAC
verification can be used to reduce the reconstruction com-
munication further. For N pairs of || - ||-shared value
||x(0) ..., [N =D, P, and P; partially open secret value
z(® (w1th0ut the MACs) to Py. We let Py generate a public
A-dimension random list {wy, € Z, }kez, and send the list to
P, and P». With the random list, the N pairs of MACs can
be combined to A pairs, that is, ||tx| = Zij\;ol w} - |2
for k € Z,. Instead of verifying n pairs of share, P only
needs to verify « -ty = v(tg) for k € Zy, where n > .
Note that, the batch MAC verification requires an additional
round for the MAC opening. Combining with batch MAC
verification, our positive assertion protocol Ilpys requires 2-
round communication of (A+ 1)(¢ — 1) log ¢+ 4¢1og ¢ bits,
where A is MAC key number of || - ||.

Security. We define the functionality Fysigngic for sign bit
extraction in the 1-bit leakage model in Fig. 11. Before
outputting the result, it receives a boolean function f from
the adversary and reveals the function evaluation result to
the adversary, which leaks 1-bit information.

Theorem 5. Let PRFZ? and PRFZ¢ be the secure pseudo-
random functions. The protocol Ilysigngiz as depicted in



,—(Functionality FSignit [ZQ[]} \

Fsigngit interacts with the parties in P and the adversary S. Let
Ceor denote the set of corrupted parties.
Input:

o Upon receiving (Input, sid, {(r1 77‘2 )} ) from Py,

send (Input, sid, Py) to S and record { (ry" ,7"21))}

O
Ty )}iEZN

j € Zg, send (Input,sid, P;) to S and record
(@) /(%)
{( iy )}zeZN

Execution:

e 3 Zy, 3 €{1,2} 7 # ¢, send
(Output,sid, L) to Py, Py and Ps; halt;

o Let 7* € {1,2} be an ir_1dex s.t. Pj+ € P\ Ccor. It computes
2() = S|gn(m(1) (Z) — réw), fori € Zn;

e Upon receiving (Compute7 sid, Alg, f) from S, compute

210) /(N 1Yy
(@)
my )} EZN) and

PELN

e Upon receiving (Input, sid, {(m] ) from P;,

Alg( {(rl ,r2 ,mg ),
b {0, rP,m, <z>3

o If b € {0,1}, send (Leak,sid, b) to S

o If3dieZy: 2D #2/(®) send (Output,sid, L) to Py, Py
and P»; halt;

e For i € Zn, pick random ugi), ug) < Zge, set
u@® = uiw + ugl) and ’w("> = PAQESNON

o Send (Output, sid, {(u”, u$") Viezy ) 1o Po,
(Output, sid, { (w(®, Ugi))}igzN) to Py,
(Output, sid, { (w(®, uéi))}iEzN) to Ps.

Figure 11: The ideal functionality JFU%;,,gi:(Z2¢]-

Fig. 10 UC realizes Fysigniz against malicious PPT ad-
versaries who can statically corrupt up to one party.

Proof. See Appendix A.8. O

Our Sign bit extraction protocol Ilysignpit Tequires amor-
tized 2-round communication of 2((A + 1)(¢ — 1)log?¢ +
6¢log ¢ 4 ¢) bits, where X is MAC key number of || - ||.

5. The Aegis PPML Platform

Through the above arithmetic/non-arithmetic compo-
nents, we can construct our privacy-preserving machine
learning platform Aegis. We give a brief introduction to
facilitate the reader’s understanding of the working mech-
anism of our PPML components. For the protocol details,
we refer the reader to further read Appendix. B.

Arithmatic protocol. Our maliciously secure multiplication
protocol is shown in Fig. 12. Iy, ensures the correctness
of multiplication by invoking batch verification protocol
IIMultveriey in the post-processing phase. When handling a
substantial volume of data, our protocol exhibits an amor-
tized communication of £ bits in the preprocessing phase and
2¢ bits in the online phase for each multiplication operation.
The multiplication protocol can be expanded to the inner

,—(Protocol i ((z), <y>)) \

Input : {-)-shared value z, y.
Output : (-)-shared value z where z = z - y.
Preprocessing:

- All parties prepare [r;] < Il locally;
- P calculates I' = ry - 7y + 7 and shares it with HH(F);
Online:
- Pj for j € {1,2} calculates
[mz]; = (5 — 1)mg - my — mg[ryl; — my,[re]; + [T and
mutually exchange their shares to reconstruct m. .

Postprocessing:

- For all multiple gate wire value {(z(), (y(D), (z(D)}, i€Zn >

all parties call Hﬁmtverify({(z(i)) (¥ (2N} ezy) 1o
verify correctness.

Figure 12: The Multiplication Protocol

product protocol (Cf. Appendix. B.1). At the high level, all
parties combine multiple inner product triples to single inner
product triples and perform similar dimension reduction,
which also reduces to the sublinear communication cost. For
the matrix multiplication and convolution, we view them as
multiple separate inner products.

Non-Arithmatic protocol. We propose a maliciously se-
cure probabilistic trucation protocol (Cf. Appendix. B.2),
which is used to reduce the 2% scaler caused by fixed-point
multiplication. Our idea is derived from SWIFT [27] which
generates correct truncation pair via maliciously secure inner
product protocol.

Secure ReLU Protocol. The ReLU of x is calculated by
w = x - (1 —sign(z)) = ¢ — x - sign(z), which can be
implemented by combining Il with Ils;gngi. However, it
requires an additional round for multiplication. We observe
that the additional round can be eliminated by executing
multiplication at the same round of sending back m/' in
IIs;gngic- We construct the semi-honest ReLU protocol I1geLy
(Cf. Appendix. B.3, Fig. 22) from Ilsjghgit. Considering
(2) = Usigngit ({z)) and (w) = My ({z) - (z)), we have:

My = MgMy + MgTy + My + 72T, — Ty

=mgm, +mger, + (m' —2Am" + T)ry + rer, — 7y
=mgm, +mgr, + (1 —2A)(m/'r, +7") + T’

m/, A, T are the fresh random values mentioned in Isigngit
and it hold m, = m’ — 2Am’ + T in Hsiggic. We denote
I'="T-r, — (1 =20)" +7r, -r, — 1y, where 1" is a
fresh random introduced to protect the privacy of r,,. We
let P, and P, calculate [IV] =T - [r;] — (1 — 2A)[7"] +
[re - 2] — [rw] locally in the offline phase. P, and P
reveal [I"'] = m, - [r.] + [I'] to each other in the first
round of IIgigngic. For item (1 — 2A)(m/r, + 1), Py send
m” = m/r,+r" to P; and P,. Then Py, P, locally calculate
My = My -m, + 7 4+ (1 — 2A)m”. Note that reveal m”
and T will not leak any information, since the P; and P,
cannot extract additional information of r,, r,, r,, besides
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Figure 14: Evaluate the multiplication (over the GPU set-
ting) with circuit depth 32 and 128 under the MAN setting.

of m.,, with the fresh random value r”’. Our ReLU protocol
requires 1 rounds and communication of (¢ — 1) log¢ + 2¢
bits in the preprocessing phase and requires 2 rounds and
communication of 4¢log ¢+ 4/ bits in the online phase. The
malicious version of ReLU can be achieved through verify-
ing (z) = sign({z)) and (w) = Mpmue((z), (2)) respectively.
Secure Maxpool protocol. Our Maxpool scheme is con-
structed by comparison great(z,y) = z £y and maximum
max(z1,...,2,). In the case of signed numbers z and v,
great(z,y) can be implemented by invoking the ITysigngit
three times. That is, great(z,y) = (sign(z) & sign(y)) -
sign(y —z) + (1 @ sign(x) S sign(y)) - sign(y). For unsigned
number = and y which sign(xz) = 0 and sign(y) = 0, we
have great(z, y) = sign(y — z). We have observed that after
applying Maxpool in the ReLU layer, the sign bit of the data
becomes 0. Therefore, we only need to calculate sign(y—x).

There are two approaches to evaluate max(xy,...,Z,).
One is to evaluate max(z1,...,z,) by max(z1,...,x,) =
i (T, great(w, ;) - ;), which perform ©(n?)
comparisons in the constant round. The other is to search
for the maximum value through the binary tree, i.e. re-
duce n-dimension maximum to 2-dimension by expending
max(zy,...,2,) = max(max(z1,22),...,v(Tn_1,%n)).
This method requires ©(logn) rounds to perform a to-
tal of » — 1 times 2-dimension maximum. We observe
that the Maxpool procedure may re-use some compari-
son outcomes more than once while performing the afore-
mentioned maximum operation, depending on the kernel
shape and stride. For instance, we assume z; ; is the re-
sult element of performing (2,2)-kernel shape and 1-stride
Maxpool over an a X b-dimension matrix requires where

LY 218 - 2718
~o -~ 220 2720

\

Time(milliseconds)

Verification Time(milliseconds)

|

7 g s
Number of Dimension Reductions

(b) WAN

7 g g
Number of Dimension Reductions
(2) MAN

Figure 15: The running time of verification phase (over the
GPU setting), with the different dimension reduction number
R, multiplication triple size 2'® and 220, over MAN and
WAN setting.

Zij = Max(Tij, Tiji1, Tiv1js Tit1j+1) and zjjp1 =
max(mi,jﬂ, Li,j4+25 Tit1,j+15 .’L‘i+17j+2). Both 2,5 and Zi,54+1
needs the outcome of great(z; j4+1,Tit1,j+1). We adopt the
binary tree solution for its property to eliminate the repeated
comparison due to storing the temporary comparison result.
The 2-dimension maximum max(z;, ;) can be calculated as
(x;—x;)-great(z;, ;) +x;, ie. (x;—x;)-sign(z; —x;)+;.
In the previous chapter, we implemented f(x) = x - sign(z)
in two rounds by introducing 2¢ bits of communication over-
head in the online phase. We use it to evaluate max(z;, x;)
by max(z;,x;) = x; — f(x; — x;). We apply this approach
to evaluate Maxpool, which requires (n — 1)(({ — 1) log ¢ +
2¢) bits of communication cost in the setup phase and
(n—1)(4€1log £+ 4¢) bits in the online phase. Analogously,
the malicious version of Maxpool can be achieved through
verifying sign bit-exact and multiplication respectively.
Security. Assume our Aegis platform accepts inputs from
P; for ¢ € Z3 and invokes multiple times of semi-honest
secure protocols (which can also ensure the privacy against
malicious adversaries) and perform an overall maliciously
secure verification of multiplication and sign bit extraction.
We analyze the overall leakage of Aegis as follows. (i)For
the execution phase, our protocol will leak no information,
cause it can ensure privacy against malicious adversaries. (ii)
For the verification phase, the potential leakage is caused by
the times of verification. As mentioned before, our sign-bit
verification protocol (Cf. Fig. 10) is reduced to HﬁultVerify.
Considering that multiplication verification protocol (Cf.
Fig. 10) is also reduced to Hﬁ’u,tverify, Aegis combine all the
invoking of Hﬁu,tverify to single invoking, while the overall
reveal message is one bit.

6. Implementation and Benchmarks

In this section, we evaluate our multiplication and non-
arithmetic protocols in both the semi-honest and malicious
settings. For the maliciously secure multiplication protocols,
we compare the communication and runtime with SWIFT
[27] and ABY [30]. For the non-arithmetic protocols,
we compare the runtime performance with Bicoptor [43],
BLAZE [33], SWIFT, FSS [5], Falcon [38] respectively.
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Figure 16: The overall running time (over the CPU setting)
of DReLU(Ilsigngit). Compared with Falcon [38], FSS [5],
Bicoptor [43], over LAN and MAN settings.

Benchmark setting. We perform our arithmetic protocols
on the GPU setting. To support GPU, our code is based on
the Piranha [39] source code [40] which is a GPU platform
for MPC protocols. For the non-arithmetic protocols, we
implement both CPU and GPU versions to support bench-
marking with FSS [5] and garble circuit-based protocol
BLAZE [33] on CPU setting. In our benchmark setting, we
take the size of the ring £ = 64 and the polynomial ring
degree d = 64. For the fixed-point value, we utilize 16 bits
truncation. Our experiments are performed in a local area
network, using software to simulate three network settings:
local-area network (LAN, RTT: 0.2ms, bandwidth: 1Gbps),
metropolitan-area network (MAN, RTT: 12ms, bandwidth:
100Mbps), and wide-area network (WAN, RTT: 80ms, band-
width: 40Mbps) and executed on a desktop with AMD
Ryzen 7 5700X CPU @ 3.4 GHz running Ubuntu 18.04.2
LTS; with 8 CPUs, 32 GB Memory, 4x Nvidia 2080 Ti
with 11 GB RAM and 1TB SSD.

Multiplication. We compare our maliciously secure mul-
tiplication protocol with SOTA. We benchmark the com-
munication of Iy, and I ne in the Appendix C.2 and
the running time in Fig. 13. For the running time, we
execute the protocol at multiple R values, choosing the
best performance. Influenced by an additional verification
round which is the dominant overhead in the case of a
small volume of data, our protocol is worse than SWIFT
and ABY. Considering saturated data, our protocol achieves
2x the performance improvement compared to SWIFT and
ABY under both MAN and WAN settings. Considering the
multiplication depth, Fig. 14 shows the performance changes
under different multiplication depths. We benchmark proto-
cols on multiplication circuits with depths of 32 and 128.
Since our protocol and ABY can ensure round advantages
based on batch verification, the performance is better than
the SWIFT protocol when the multiplication depth is large.

Trade-off of the repetition parameter R. While selecting a
larger value for the repetition parameter R for dimension
reduction can minimize the communication volume in batch
verification, it is also essential to consider the impact of ad-
ditional communication rounds in the postprocessing phase
for overall performance. We conduct a practical experi-
mental benchmark to determine the optimal value of R in

different bandwidth and delay scenarios. Fig. 15 depicts
the verification time with the different dimension reduction
number R. It points out the optimal R value (R = 7 in
MAN, with data size 2'%; R = 9 in MAN, with data size
220: R = 8 in WAN, with data size 2'8;R = 10 in WAN,
with data size 22°;). Our benchmark indicates that the larger
R needs to be chosen for smaller bandwidths and larger data
dimensions.

Non-arithmetic functions. The benchmark data in Fig.16
and Fig.17 demonstrates the high efficiency of our nonlinear
protocol. Fig.16 depicts the overall running time comparison
of the semi-honest secure ReLU protocol (over the CPU
setting) with SOTA [5], [38], [43] in LAN, and MAN set-
tings (For Bicoptor, we take the truncation error parameter
¢* = 32). Fig.17 depicts the overall running time compari-
son of the maliciously secure ReLU protocol (over the CPU
setting) with SOTA [27], [30], [33] in LAN, MAN and
WAN settings. There are little differences in performance
between our ReLU protocol and our Maxpool protocol.
Owing to page limits, we omit comparative benchmarks of
Maxpool against other works in terms of performance. The
input size of evaluation is from 22 to 2'8. We perform the
protocol 10 times and prepare all random values at once, and
finally calculate the amortized run-time. We benchmark our
maliciously secure ReLU protocol with different security
parameters (A = 4 for soundness error 273* and A = 6
for soundness error 27*%). Under the semi-honest threat
model and WAN setting, as anticipated, our semi-honest
protocol demonstrates a performance improvement of 4x
compared to the constant round protocol Bicoptor (theoreti-
cally, communication volume has been reduced by 4x on a
64-bit ring). Under the malicious threat model, compared to
the constant round protocol BLAZE, our maliciously secure
version achieves over 100x performance improvement with
a reasonable ReLU size. Since the delay dominates the
execution overhead considering the small amount of data,
our 2-round protocol is much lower than the logarithmic
rounds protocol ABY in terms of time cost. In the above
cases, the performance of our protocol is more than 4 x that
ABY, no matter in LAN, MAN, or WAN settings. For the
WAN setting, the performance of our protocol is more than
6x that ABY considering the small batches of input. The
performance of our protocols under a semi-honest setting
is provided in Appendix C.3. We also compare our semi-
honest protocol with Piranha [39] over the GPU setting((Cf.
Appendix. C.4)), where our protocol achieves more than 3x
performance improvement compared to Piranha.

The inference of neural network. We benchmark the
inference of the neural network based on Piranha (Cf.
Appendix. C.1). For more benchmark results, we refer the
reader to Appendix. C.

7. Conclusion

We propose Aegis, an efficient PPML framework that
achieves malicious security in an honest majority. We apply
the batch multiplication verification protocol on the 3PC
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over the ring. We innovate novel semi-honest and mali-
ciously secure sign-bit extraction protocols. We then ex-
pand the sign-bit extraction protocol to applications such as
ReLU, and MaxPool. The experiments show that our various
protocols have significant performance improvements over
the state-of-the-art works, i.e., [27], [30], [33], [43].
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Appendix A.
Security Proofs

A.1. The proof of Theorem 1.

Theorem 1. Let £ := (Lo, ..., Le_1) € {0,1}* be a binary
vector. There exists a linear transformation ¢ such that
o(L) = (Ly,...,L,_,) satisfies:
e Let i* € Zy be the index of the first non-zero bit in L,
thatis, L;« =1 A Vi <i*: L; =
o Li. =0and L # 0 for all i # i*.

Proof. Consider the transformation ¢(£) := (Lg,...,L}_;)
such that L = > Ly —2- L+ 1 for i € Zy. Let s; :=
> i—o Lt be the prefix-sum of £ and £ = ¢(L) = s; — 2 -
L; 4+ 1. We argue that £’ will only contain one zero at the
position i*, where L, # 0 for all ¢ # i*. Indeed, it converts
all the prefix zero bits of £ to 1 (namely, if s, =0AL; =0
then £; = 1); it converts the first non-zero bit of £ to 0

(namely, if s;» = 1 A L£;+ = 1 then L]. = 0); it converts
the suffix bits to non-zero values (namely, in case £; = 0,
s;i > s+ L; =1, we have L, = s;, —2L; +1 > 2; in case
L;=1,58; > s~ +L; =2, we have E; =5;,—2L;+1>1).

This concludes our proof. O

A.2. The proof of Theorem 2.

Theorem 2. Let PRF(ZP)p,PRFZ" and PRF%2* pe the secure
pesudo-random functions. The protocol llsigngic as depicted
in Fig. 2 UC realizes Fsignpir against malicious PPT adver-
saries who can statically corrupt up to one party.

Proof. To prove Thm. 5, we construct a PPT simulator
S, such that no non-uniform PPT environment Z can dis-
tinguish between the ideal world and the real world. We
consider the following cases:

Case 1: P, is corrupted.

Simulator: The simulator S internally runs A, forward-
ing messages to/from Z and simulates the interface of
honest P;, P,. S simulates the following interactions with

A.
« Upon receiving {[r; ]} }iez, ., [r']1 form corrupted
Py to Py, and {[ry;]5}icz, ., [r']2 form corrupted P
to Py, S extracts 7, = 2671 — Y072 902 ([p, P
[re.]3) and r' =[]y + [r']2;
o S picks random list {4} };cz, where i € Z, and sets
another list {;};cz, as following steps:
For each ¢ where @ = 0, set u; «+ {p —1,0}.
For each ¢ where 4} # 0, set ; < /s
— Let 7 := {i | 4; # 0}. Pick random « < Z to set
ﬁa < Zo.
- Send {@}}icz, and {@}}icz, to Pp.
« Upon receiving m} from corrupted Py to P; and m}
from corrupted Py to P, S does:

— generate [r;]1 and [ry]2 with 191 and 79 2.

- calculate 7, = [rz]1 + [rz]2-

- For j € {1,2}, if Fa; = 0Awj # 0, set §; = (m); +
r')—sign(rz), else set §; = (m)+r")—(1Dsign(rz)).

— Calculate 7!, = —7, — sign(—7,) - 27 L.

- Send (Input,sid, 7, — [rz]2, [rz]2) to Fsignbit-

- Send (Modify, sid, 0,0, 1,0, d2, 0) to Fsigngit-

Indistinguishability. The indistinguishability is proven
through a series of hybrid worlds Hg, H1.

Hybrid #y: It is the real protocol
RealHSignBihA»Z(]‘H)'

Hybrid H: It is the idea world execution Ideal 7 s z(1")
which is same as H, except that in #, list 4; and @ reveal
to Py are picked uniformly random instead of calculating
from w; - m} + (sign(my) ® 1y ; ®A) and w}(w; - m) + 1).

execution

Claim 1. If PRFZ and PRF“»)" are the secure pseudoran-
dom functions with adversarial advantage Advpgez, (17, A)
and advantage Advpgez,)» (1%, A), then H1 and Hq are in-
distinguishable with advantage € < 2-{-Advpgez, (17, A) +
AdVPRF(ZP)P (lﬁ, .A)



Proof. Considering the list ﬁ;, we change it derived from
PRF to uniform random witch takes the advantage ¢ -
Advpgez, (17, A). Considering the list @;, if 4; = 0, the
real execution u; = sign(my) @ My ,; ® A — 1 is random
(with PRF”2) from {p — 1,0} due to the random value
My € Zo; if 4} # 0, the distribution of real execution
u; = w; - m; +sign(my) S 1y, © A is that “one element
random (with PRFZ2) from {0, 1}, and others random (with
PRFZ;) from Z;”. Because there only exists one position
i that m], = 0. Considering the permutation 7 derived
from PRF%% in real execution witch substituted by uniform
random, the overall advantage is € < 2-£-Advpgez, (17, A)+
Adv, oz (17, A).

Case 2: Pi(or P,) is corrupted.

Simulator: The simulator S internally runs A, forward-
ing messages to/from Z and simulates the interface of
honest Py, P,. S simulates the following interactions with

A.

o S generate [r']; using PRF with seed 7 1.

o S picks [I']2 < Zye and acts as P» to send it to Pj.

« Upon receiving [I']; from P;, S does
— Generate [r.]; using PRF with the seed 1.1.
— Caleulate § = [Ty — [r']1 +2A - [r']1 — [r2]1,
— Calculate T' = [T']; + [T].

o S picks [ry )1 < Z, for i € Z, and acts as Py to send
it to P1

o Upon receiving {[4;]1}ez;,, and {[@}]1}jez;, |
corrupted Py to Py, S does
— Invoke PRF with 772 to generate permutation T,

{wi,wg}ieze S (Z;)Qe, A € Zg.
- Caleulate {[us]1}ticz, = 7~ ({[@i]1}iez,)-
- Caleulate {[u;]1 }iez, = 7~ ({[@i]1 }iez, ).
— Calculate 1), ; via {[u;]1}iez,,, > wi, w] and [ry ;1
- Calculate s; ® my, ; via A and{[u;]1 }iez,-
- Set m, = 51||mx,1|| I ey
— Act as the corrupted P; (P) to send (Input, sid, m,,)
to the external Fsigngit.
o S sets Alg(rq, 72, m1,m2) as

from

— calculate r = r{ + 7r9;

— calculate and bit-extract —r — sign(—r) -
{ro,...,re1}s

= perform [r;]? < IIj 1 (rs);

— follow IIsigngic steps (1)-(5) to calculate [u;]. and
[[’ul]]g with mo.

— follow Ilsigpic steps (1)(3) 4) with m; and (i)
for Ilsigngit step (2), set 1y, = m] -y with ex-
tracted value mx, 05 (ii) for HSlgnBlt step (5) calculate
[wi]} = w; - [mL]P + (s; ® 1y ; ® A) with extracted
value s;.

— output z = A @ sign(—r) if I([a;]7 + [@:]5 =0) A
([a4]5 + [al]s # 0), else z = A & sign(—7) & 1.

« S sends (Compute,sid, Alg) to Fsigngit-
« S sends (Modify, sid, {0,0,0,0,6,0}) to Fsignit-
« Upon receiving (Output, m., [r;]1) from Fsigngit, S

acts as Py to send m’ = (m, —T')/(1 — 2A) to P;.

2t=1 ag

Indistinguishability. The indistinguishability is proven
through a series of hybrid worlds Hg, H;.

Hybrid H,: It is the real protocol
RealHSignBitw“:Z(lK)'

Hybrid #;: It is same as H, except that in Hq, [ry:]1
and [I']; are picked uniformly random instead of calculating
from 75 5, A+ [r']o — 2A - [1']g + [r2]o.

Hybrid #: It is the idea world execution Ideal r s = (1%)
which is same as H; except that in H1, m’ send to P is
calculated by (m, —T")/(1—2A) instead of sign(—r,) —1r’.

Claim 2. If PRFZ* and PRF%2¢ are the secure pseudoran-
dom functions with adversarial advantage Advpgez, (17, A)
and advantage Advg .z, (1%, A), then Hi and Ho are
indistinguishable with advantage € = { - Advpggz, (17, A) +
2Adv ez, (17, A).

Proof. We replace the ¢ PRFZ» outputs and 2 PRFZ2¢
outputs to uniformly random number; therefore,the overall

execution

advantage is € = £ - Advpgez, (17, A) + 2Advpeez,, (17, A)
by hybrid argument via reduct10n O
This concludes the proof. O
A.3. The proof of Lemma 1.
Lemma 1. Suppose protocol Itrans take
{(x(1)> % @), (z( )>}ieZN as input, and it outputs
]

{(/yela] Gy OVETY, 5 Ve The probability that the
following two conditions hold is at most

degree of f(x) w.rt. Lye[z]/ f(x):

=N 20y
o Ji€Zy st zz#x(i)y(i)

Qd, where d is the

Proof. 1t is sufficient to show that r is uniformly random if
IIgec is not abort. The adversary tries to make va ot

L) — Zilio i1 2@ Ly where () = (D) . y@) 4 )
for i € Zy with an error list {e; };cz, - It can be written as
Zi,v_ori Log(@) Ly () = Zil\iori Lo (2@ .y 4 () The
condition that makes the equation hold is the random value
7 is the root of f(x) = > ;_ 2"~ ! -e@. Since the size of
roots of N — 1-degree f(z) over Zoe[z] is 2¢~DIN 41, the
probablity that uniformly random value r match the root is

20-DdN41 N
S R ga- O

A.4. The proof of Lemma 2.

Lemma Suppose Il Reduce take
({(z @),y )> iezy, (2)0)  as input, and it
outputs the new list ({(z '(1)> o]y VoY ieg o, (2)419)).
The probability that the following two conditions hold is at
most 57—, where d is the degree of f(x) w.rt. Zye[z]/ f():

. 2 —ZN/OQ /(@) . y()

e Z ;é Z x(l Z)
Proof. For the convenience of description, we denote
(k) = vaz/g (k) - g;(k). The adversary tries to make
h(¢) = K'(¢) when h(0) + h(1) = R'(0) + P'(1) + e



(we denote e the error introduced in z). At the same time,
the adversary can introduce new errors eq, eo when calcu-
lating h(0) and h(2) so that h(0) = R'(0) + ey, h(1) =
R'(1) + e — e1,h(2) = h'(2) + ea. Considering h(() =
Sio((By s $=9) - (i) = C=E=2 - h(0) + ¢ (2 -

h(1) + & 21)*( h(2), to make it equal to h'({) =
(D2 B/ (0) 4+ ¢ (2-¢) - B (1) + C22€  p/(2), s to
make T2 e ¢ (2-¢)-(e—er)+ EFE (e) = 0
for random picked { € Zy[z]. The probability that the
adversary deliberately chooses e, e, es to make the equation
hold is to make { be the root of 2-degree polynomial
fla) = CE=2 e 4 g (2—2) - (e —e1) + U5 (eg)
over Zgye[z], which is at most 2214 1-1. So we have the

(6—1)d+1
soundness error 2— 7+ ~ L O

A.5. The proof of Lemma 3.

Lemma 3. Let ({(x®)= (y)eY,cp  (2)02]) be the
input of protocol H|nnervenfy depicted in th 6. The proba-
bility that H|nnerver|fy outputs 1 and z # Z x(‘) y(l) is at
most 57, where d is the degree of f(x) wrt de [x]/ f(x).

Proof. Since « is uniformly random and unknown to the

adversary, for z = va:o .y £ e we have A = a-e+

e1 where e; is introduced when evaluating Ilpoyey. Since

IIpoiyev is secure up to additive attack, e; is independent

of a, so that polynomial f(xz) =e-x + e; over Zye[z] has

2(¢=1)d 11 roots. The probability gle1 )%ldversary deliberately
20— Dd gy 1

chooses e, e1 to make A =0 is =7 ~ 5. O

A.6. The proof of Theorem 3.

Theorem 3. Let {(z), (y™), (2 }icz, be the input
of protocol Hﬁuwerify depicted in Fig. 7. The probability
Hl,\:flultverify outputs 1 and 3i € Zy s.t. 200 # 20 .y
is at most 211,% where d is the degree of f(x) w.rt.
Liye|z]/ f ().

Proof. From Lemma. 1, Lemma. 2 and Lemma. 3, we
know that the adversary has R chances with probability
2d1 + and one chance with probabﬂlty 52 and one chance
with probability - 57 to pass the verification. Therefore the

probability that the adversary success is 1 — (1 — 2(,,1 )t
(1= 20) - (1= 52) = gaF=s. O

A.7. The proof of Theorem 4.

Theorem 4. Let (x)* be the input of the protocol 113,
depicted Fig. 8. The probability that HP05 outputs 1 and
sign(z) = 1 is at most m

Proof. For each illegel u; in II3,., the probability that
malicious P; for i € {1,2} make it pass the MAC check
is 2(log¥+1)k w.rt. the MAC key space Z/\ (taking p ~
2(ogt+1)y " To persuade the verifier to accept the result,
the adversary also needs to guess the position of the first
non-zero bit and flip the coin with probability %. So the
soundness error is 2(10g}+1w = gXTeg T TTeg? - [

A.8. The proof of Theorem 5.

Theorem 4. Let PRFZ* and PRF%2¢ be the secure pseudo-
random functions. The protocol Ilysigniz as depicted in
Fig. 10 UC realizes Fysigngir against malicious PPT ad-
versaries who can statically corrupt up to one party.

Proof. To prove Thm. 5, we construct a PPT simulator
S, such that no non-uniform PPT environment Z can dis-
tinguish between the ideal world and the real world. We
consider the following cases:

Case 1: P, is corrupted.

Simulator: The simulator S internally runs A, forward-
ing messages to/from Z and simulates the interface of
honest P, P,. S simulates the following interactions with
A.

e S extracts rgi),dgi),ééi) as like Proof. A.2;
o For the invoking Ilp,s with verifier P;:
- S generate A with seed 7 2;
— S generate 2\" := [r{"], with seed g 2;
- S generate random ||rk)|\ for k € Zy with random
MAC key « and acts as verifier P; to share ||rk)\|
and « to Fp.
— Upon rece1v1ng Huk)Ho for k € Z, form Py, S
reconstructs ] 2 and its MACs share (x; i< ))
—Ifac1 oz;éfy( )orxl);éxl,Sabort.
o Similarly, for the invoking Ilpys with verifier P, S

generates A'®) with seed 7o,1, generates xg) from

[7“5: )]1, reconstructs 372( ") and its MACs share V(x A ))

S aborts if 23" - # y(x /(z)) or 23" £ 2.
o S sends (Input, sid (xgz),xz )) to fvslgneut,
o S calculates 6 = ;(7) ) xé’);

o For the invoking HMu|tVer|fy,
-S picks t; and t2 and share them to F.
- If 651) # 6, S reveal B # 0 to P, as result of

IMultverify -
- Sextractty =t1—
of Imultverify-
— Ity —t) # b
of Imultverify-
— iftg # HAO| ... JAN=DAO] .. [|A'N=1),
S reveal 8 # 0 to Py as result of Imuiverify-

- S sets A|g({(7"§)vrg)’mg)’mg))}ieZN) .

to, t) = ta—to from the execution

—th, S reveal 8 # 0 to Py as result

{sign(m(li) — Tii) — o0 ))}zeZN’
- S sets f({(?‘i),ré)ymgl), )}_ ) =
i=N—-1, . (@) (Z) (4) e (4)
Nico ~ (sign(m;” — - = 04
(SY) 2 sign (mgl) _ Ti") (7')))’

- S sends (Compute, sid, Alg, f) to Fysigngit;
— Upon receiving (Leak, sid, b) from Fysigngit, reveals
random value 8 # 0 to Py if b = 0, else reveals
B = 0 to the corrupted F,.
Indistinguishability. The indistinguishability is proven
through a series of hybrid worlds Hq, H;.



Hybrid #H,: It is the real
RealHVSiganAvZ(l’i)’

Hybrid #i: It is same as Ho except that in H;, list
Hrkl) || of Ipes is picked uniformly random.

Hybrid #Ho: It is the idea world execution
Ideal 76,5,z (1%) which is same as H; except that
in Ho, t1, to and B is picked random.

Claim 3. If PRFZ» and PRF%2* are the secure pseudoran-
dom functions with adversarial advantage Advpgez, (17, A)
and advantage Advppcz,, (1%, A), then Hy and Ho are
indistinguishable with advantage 2 - { - Advpgez, (17, A) +
3AdVPRFZ£ (1%, A).

Proof. For Hr,(j)H of Hy and H;, we replace 2¢ PRFZ»
outputs to umformaly random. For #; and ¢, of H; and Hs,
we replace 2 PRF ‘ outputs to uniformaly random. For /3,
we replace PRF% outputs to uniformaly random.Therefor,

the overall advantage is € = 2 - £ - Advpgez, (17,.4) +
3Adv (1%, A)

protocol execution

72¢
PRF 0

Case 2: Pi(or P,) is corrupted.

Simulator: The simulator S internally runs A, for-
warding messages to/from Z and simulates the interface
of honest P;, P,. S simulates random oracle RO and the
following interactions with A.

o S generates [rg(a)]l with seed 79 1.

o S extracts mm( 9 and 6(™as like Proof. A.2

e S sends (input,sid7m;i), [rg(ci)]l) 0 FysignBit-

 For the invoking Ilp,s with verifier Ps:
- S generate A®) with seed Mo

|| for k € Z, with random
MAC key « and acts as verifier P, to share ||r ||
and « to P.

— Upon receiving ||uk)||0 for k € Zj,, form Py, S

- &S generate random Hr

reconstructs mQ( " and its MACs share (x4 i ))
-1 2 # (@) or 1Y), #z;(),Sabort.
« For the invoking Ilp,s with verifier P;.

— extracts () from the message received from P;.
- simulates the list (ug,u},) like Proof. A.2.
1(3)

— calculates vy form sign(r) and the list (ug,u},);

— calculates myY = r(@ — [rg(f)]l _

« For the invoking IImuitverifys

— & picks ty and to and share them to F.

- 8§ extracts t, = ty — t1, t} = t; — to from the
execution of Ilyyieverify-

- Ifto —ty #t1 — t}, S reveal B # 0 to Py as result
of Imultverify -

- Ssets t; =ty — .

- S sets AIg({(r% ) r$) mlD ml) )} ) =

1ELN

{Alg(r1 ,rg),mgl),mQ )+ 6@}z, » where Alg is
same construnction in Proof. A.2;

- S sets f({(rl , (i),mgi),mg))}ez ) as
1€LN

« return 0 if exists Alg(rl”, r$? m{D m$) +

5@ ¢ {0,1}. o

¥ fol = I Al D m m) +
5@ 2 sign(ms (0) TY) réz)))

G ;“ it Alg(rl” r§>,m§”, Dy 4
500 2 g (m;’“) 0 —7«(”) Wi 3 D1

if Alg( réz),mgz), (21)) nw _
i — )) fori € Zn.
o o o HAO]ASD )
— & sends (Compute, sid, Alg’, f) to FysignBit;
— Upon receiving (Leak,sid, b) from Fysigngit, reveals
random value 8 # 0 to Py if b = 0, else reveals
B = 0 to the corrupted F.
Indistinguishability. The indistinguishability is proven
through a series of hybrid worlds Hg, H1.
Hybrid Hy: It is the real protocol
RealHVSignBihA;Z (1H)'
Hybrid #;: It is same as H, except that in Hy, list o
and ¢; are picked random instead of calculated with H.
Hybrid 7Hs: It is the idea world execution
Ideal 7g,61,5,2(1%) which is same as #; except that
in Ho, B is picked random instead of calculated with

IMuteverify -

+6® % S|gn(

execution

Claim 4. If PRFZ* and PRF%2¢ are the secure pseudoran-
dom functions with adversarial advantage Advpgez, (17, A)

and Advppcz, (17, A), then Hy and Ho are indistin-
guishable with advantage ¢ = { - Advpgez, (17,A) +
3Adv ez, (17, A).

Appendix B.
Other Aegis component

B.1. Inner product and convolution.

Our maliciously secure inner product protocol Iljyner 1S
shown in Fig. 19. Its semi-honest version is the special case
of Ilpgiyey for 2-degree n-variate polynomial which requires
one round communication of ¢ bits in the preprocessing
phase and one round communication of 2¢ bits in the online
phase. To extend it to the malicious setting, we employ
batch verification protocol H,ﬁnerverify (Fig. 18) to ensure
the correctness of the inner products with a similar manner
of multiplication. Analogously, in Hﬁnerverify, all parties
transform the verification of inner product triples over ring
Zge to the verification of a single inner product triple over
the polynomial ring Zq¢[z]/ f(z). Following that, all parties
invoke Ilgeduce to reduce the dimension of the vector that
needs to be verified. When handling a substantial volume
of data, on average, our protocol exhibits an amortized
communication of ¢ bits in the preprocessing phase and 2¢
bits in the online phase for each inner product operation.
In the application of machine learning, we view the m-
dimensional output convolution and matrix multiplication as

NIy 2,



— Protocol Ty ({7}, (1) biez,, » (20 ez

Input : N pairs of inner product. ]
Output : Output if z0) = "7 | :Eg]) .
Zn.

Execution:

yij) held for all j €

- All parties transfer all shares (-) to (-)¢[*] locally;
- All parties invoke (r)¢[e] « Hf'[;”] an call ITgec to
reconstruct r € Zzz [z];
- All parties set (z)* (@] .= S pd . (2(D)El=] and
(zi”)"'[wl =7l (z EJ)V[:”] for each @ € Zn,,j € Zn;
- All parties consolidate the original pairs into a single pair
(@) ], () e}z 5 )17 where
N = Z j=0 ROt
- For k = 1 , R, all parties do:
- (@O, O} (]
TReduce ({ ()71, <y(l)>e[z]}iezN/2k,1 , (z) ey
- All parties call _ _
b= HInnerVerify({<x(z)>e[x]7 <y(b)>2[m] }iGZN/zR ) (Z)Z[x] );
- All parties output b.

\. J

Figure 18: The Batch Inner Product Verification Protocol

,—(Protocol Minner ((z1)5 - -5 (Tn)s (Y1), - - -, (yﬁ))—

Input : (-)-shared value list of z; and y;.
Output : (-)-shared value of z where z = 37" | x; - y;.
Preprocessing:

- All parties prepare [r:] < II[) locally;
- P caleulates I' = >°7" | 74, - ry, + 7~ and shares it with
Ip(T);
Online:
- Pj for j € {1,2} calculates [m.]; =
pe (F = Dme; - my, — ma; [yl — my, [re,]5 + [T
and mutually exchange their shares to reconstruct m..
Postprocessing:

- For N pairs inner product result
{@), (9 Yiez, 3 (20)} ez all parties call

T e verty (@), W) iz, 5 (20} ez ) to verify
correctness.

Figure 19: The Inner Product Protocol

m separate inner products. We implement these two types
of operations by invoking IIj,,er a total of m times.

B.2. Truncation

The multiplication of two fixed-point values with our
encoding will lead to a double scale of 2 for the frac-
tional precision k. An array of protocols [27], [30], [33]
using the probabilistic truncation protocol to reduce the
additional 2 scaler. Their protocols introduce a one-bit
error which is caused by the carry bit of truncated data.
In addition, the probabilistic truncation protocol makes an
error with a certain probability (assuming that the valid

,—(PI‘OtOCOl 1_J:Trunc ( < > )J )

Let rshift(z, y) denote right shift x with y bits. Input : (-)-
shared value.

Output : (-)-shared value of z = rshift(z, t).
Preprocessing:

- Po and P; pick random bit list {b; ;}jecz, <+ Zé together,

fori € {1,2};

- All parties set

- {by,j) = (may ;. [rey 511, [rey ;]2) == (0,

- <b2,j> = (meJ ) [Tb27.7‘]1) [TbQ’j}2) = (07
J € Zy;

- All parties invoke Iljnner to calculate
= (ra) = 02829 ((bag) + (ba,y) — 2(b1s) - (ba));

- (rz) = Ze oo 27 ((b1,j4¢) + (b2 j+¢) — 2(b1,j4t) -
(b2,j+1)) + ijg_t_1 29 ((b1,0—1) + (b2,e—1) —
2(b1,0-1) - {b2,6-1));

- Pysetry = e_l 527 (b1, @52 ) Te =

Ze_t Loj. (b1 ]@bg,])—f—zj o120 (b1 e 1®ba g 1);
- B for i € {1,2} set [rz] = mpy, — [Try]s

[rz] =mr, —[rr.];

b1,5,0);
07 bg’j) for

Online:
- P, for i € {1,2} set m, = rshift(mg,t);
- All parties output (z) := ([rz], mz).

Figure 20: The maliciously secure truncation protocol

range of data is ¢, and the error probability is 2¢=—¢*1),
As shown in Fig. 20, we also design a maliciously secure
probabilistic truncation protocol II%,,  for the truncation bit
size t. Our idea is similar to SWIFT [27] which generates
correct truncation pair via maliciously secure inner product
protocol. However, in contrast to SWIFT [27], we directly
generate r, = rshift(r,, d), which allows the parties locally
truncate m, = rshift(m,,d) in the online phase without
communication. Although SWIFT [27] eliminates commu-
nication by combining truncation with multiplication, they
still need 2¢ online communication in the online phase of
the standalone truncation protocol. Specifically, we let Py
and P; pick random bit list {b1 ;},cz, together; Py and P»
pick random bit list {bs ;};cz, together We utilize these
lists to calculate that r, = ZJ 0 (bl,J @by ;) and r, =

Zf b 2T (by @ bo )+ ZJ 12 - (bre—1 ®b2e1)
which keeps the relationship r, = shift(r;,?). We can
evaluate 7, and 7, under (-)-sharing to realize malicious
security. To transform b; ; and bs ; to the (-)-sharing locally,
we let <b1’j> = (07b17j,0) and <b2’j> = (0,0,()2,]‘) which
set the other secret share to be 0. For the result (r,) and
(r.), since r, and r, is known by Py, P, and P, can be
locally calculate [r;] = m,, —[r., ] and [r.] = m,., — [r:.].
Note that II1,,,c requires assigning r, of the input wire,
we let it be executed preferentially to provide r, for the
other gate. Our maliciously secure protocol It requires
1 rounds and communication of 6 bits in the offline phase
and requires no communication in the online phase. The
semi-honest version of truncation is provided in Fig. 21,



,—(PI’OtOCOl Hzemi-trunc(<x>)} )

Input: (-)-shared value.
Output: (-)-shared value of z = rshift(z,t).
Preprocessing:

- Py pick random value 7, which satisfy
rshift(rg, t) = rshift([rz]1,t) + rshift([rz]2, t).

- All parties perform [rz] = TI1j(rz).

- All parties set [r.]; = rshift([rz]:,t) for i € {1,2}

Online:
- P; for i € {1,2} set m, = rshift(mg,t)
- All parties output (r.) = ([rz],mz)

Figure 21: The semi-honest truncation protocol

TABLE 3: Run-time and communication cost of NN in-
ference, under LAN setting with batch size 30. (Com: the
communication which is given in MB. Time: the run-time
which is given in ms)

Model | Stage | Offline | Online
| | Com | Time | Com | Round | Time
S-NN | Execution | 0.05 | 607 | 0.17 | 2 | 13.19
| Verification | - | - | 175 | 3 | 2352
LeNet | Execution | 0.65 | 740 | 246 | 42 | 1049
| Verification | - | - | 261 | 10 | 1182
VGG | Execution | 102 | 207 | 392 | 127 | 8341
| Verification | - | - | 414 | 18 | 12157

which only requires one round and communication of ¢ bits
in the offline phase.

B.3. ReLU

Our 2-round ReLU protocol is depicted in Fig. 22.

Appendix C.
Benchmarks

C.1. The inference of neural network.

We further construct the convolutional neural network
(CNN) inference. We implement three types of models as
follows:

o Shallow neural network(S-NN). Our shallow neural

network accepts 28 x 28 image and involves a convolu-
tion layer(5 kernels with 5x 5 shape, the stride of (2,2)),
a ReLU layer, and a fully connected layer(connects the
incoming 5 x 13 x 13 nodes to the output 10 nodes).

o LeNet. We benchmark the LeNet model which replaces

the sigmoid activation layer with the ReL.U layer. The
model accepts 32 X 32 image and contains 2-layer
convolution, 2-layer Maxpool, 4-layer ReLU and 3-
layer full connection.

,—(Protocol TIReLy ((x))) \

Input : (-)-shared value of z.
Output : (-)-shared values of z = sign(x) and w = ReLU(z).
Preprocessing:

- All parties perform [r"'], [r'], [rz], [rw] < II[.;
- P, fori € {1,2} pick A € {0,1} and reveal
[T] = A+ [r'] —2A - [r'] 4 [r2] to each other;
- P, for i € {1,2} calculate
] =T":[rz] = (1 =2A)[r"] + [rz - 7] = [rw]:
- Py does:
1) calculate 7y = —ry — sign(—rg) - 2671 € Zoe;
2) extract 271 — 1 — 1% as {rz,0,...,7w0—2};
3) perform [ry ;[P < HI[["]] (ry,;) for i € Zy_1, taking the
biggest prime of p € (£, 2l°8 ¢+1];
4) perform [ry - 72] < [ (rs - 72);

Online:
- Pj, for j € {1,2} does:

1) set 7y = mg — sign(mg) - 26~ and bitexact it as
{1iz,; € {0,1}}iez, while Y2020 2071y, 5 = 1y

2) set migjp = 0 and [ry (] = [1];

3) set ﬂml}]p = mm + [szjﬂp . sz,i . [szi]]p for
i € Ly.

4) pick same random values {w;, w; € Zy}iez, via PRF
with seed 71,2;

S) caleulate [m/]? = 321 [me]P — 2 - [m;]? + 1 and
[wi]® = w; - [m]P + (sign(mz) © 1y ; & A) and
[w/]? = wj(w; - [m}]P + 1) for i € Zy;

6) pick a random permutation 7 via PRF with seed 71,2 and
permute the list {[@;]P}icz, = 7({[ui]P}icz,) and
(@) }icz, = n({[]P}icz, ):

7) reveal {[4;]P}icz, and {[@]]P}icz, to Po and reveal
I = mg - [rz] + [[’] to each other simultaneously;

- Py sets m’ = sign(—rg) — r’ if 3h; = 0 A4} # 0 for

i € Zyg else m’ = (1 ®sign(—rz)) —1';

- Pysetsm” =m/ -ry + 1
- Py sends m’ and m” to Pj, for j € {1,2};
- Pj, forj e {1,2} sets m; =m/ —2A-m/ +T and

My = mgm; + (1 — 2A)m/ +T7;

- All parties output (z) := ([r;],m.) and (w) := ([rw], Mw).

Figure 22: The 2-round ReLU Protocol.

e VGG-16. We benchmark the VGG-16 model which
takes 64 x 64 image as input and contains 13-layer
convolution, 5-layer maxpool, 13-layer ReLU and 8-
layer full connection.

TABLE 3 depicts the run-time and communication of our
protocol under the LAN setting. Our benchmark contains
the communication cost and the running time of each stage.
In the execution stage, all parties perform offline/online
procedures of the semi-honest protocols. In the verification
stage, all parties perform a postprocessing procedure to
verify the correctness of the shared result. Our platform can
execute CNNs-like LeNet in hundreds of milliseconds. For
the deeper CNNs such as VGG, our platform can complete
the execution within tens of seconds.
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Figure 23: Communication overhead comparison with
ABY3 [30], BLAZE [33], SWIFT [27] of muliplication and
inner product.

C.2. Multiplication communication comparison

Fig. 23 shows our communication overhead compared
with ABY, BLAZE, and SWIFT. We take the vector di-
mension 1024 when evaluating the inner product. Since our
protocol requires logarithmic additional communication of
(6R + 5)¢ - d (take R = log N), it requires more commu-
nication than SWIFT given the small N. When N is large
enough, the logarithmic scaler R makes the additional term
ignorable. With a considerable amount of input size, the
increase in communication volume of our protocol is 2x
of SWIFT and 7x of ABY for multiplication and 2x of
SWIFT and 7168x of ABY for the 1024-dimension inner
product with truncation.

C.3. Non-arithmetic protocol benchmark in semi-
honest setting

Our non-arithmetic protocol benchmark in the semi-
honest setting is illustrated in TABLE 4.

C.4. Performance comparisons of P-Falcon [38]
and our ReLU protocols

TABLE 5 shows the performance comparison between
our semi-honest ReLU protocol and Falcon under piranha
code [40]. Our protocol achieves a performance improve-
ment of more than 3x compared to Falcon [38].

C.5. The communication of our protocols

We summarize the overhead of our protocols of Mul-
tiplication, Inner Product, Truncation, Sign-bit Extraction,
ReLU, and MaxPool which is depicted in TABLE 6.

Appendix D.
Related work

In the honest-majority setting, several works such as
[13], [16], [18], [19], [21], [42] have designed protocols
for efficient secure multi-party computation against the ma-
licious adversary. However, compared to the semi-honest
case, previous work requires significantly higher additional
overhead. For instance, [42] presents two sets of schemes
that require a communication overhead of either 42 - n or
5(n? — n) ring elements for each multiplication, where n
represents the number of parties. [13] reduces the commu-
nication overhead to 42-n. [21] introduces batch verification
and a series of other optimization techniques. These proto-
cols by [21] require a two-round communication overhead of
2n field elements or a one-round communication overhead
of 3n field elements. However, it should be noted that
[21]’s protocol can only run on the field. In contrast, [19]
achieves a constant online phase communication overhead
of 12 field elements by utilizing packed secret sharing
technology. Lastly, the work by [16] refocuses on secure
multi-party computation in a ring setting. It achieves a
communication overhead of 1% ring elements with two
rounds of communication or 1% ring elements with one
round of communication. With the advancement of the
maliciously secure multiplication protocol, practical mali-
ciously secure privacy-preserving machine learning becomes
attainable. [8], [10], [10], [11], [27], [30], [33], [34], [38]
realize privacy-preserving machine learning protocols under
the malicious threat model in an honest majority. In the
semi-honest setting, protocols such as [10], [30], [32], [33]
are all based on three parties replicated secret sharing,
which only request 3 ring elements communication each
multiplication. The online phase communication overhead
of 2 ring elements can be achieved by handing over part
of the communication to a circuit-dependent offline phase
[10]. In the malicious setting, different from the overhead
of 21 ring elements (12 in the offline phase) [30], a series
of optimizations [10], [27], [33] reduced the multiplication
overhead to 6 ring elements (3 in the offline phase) in the
three-party setting. To evaluate non-linear functions such as
ReLU and Maxpool, protocols like [27], [30], [32] employ a
conversion process that transforms arithmetic secret sharing
into boolean secret sharing. Subsequently, they utilize this
boolean secret-sharing scheme to evaluate corresponding
non-linear functions. The disadvantage of this approach
is the need to introduce log/ rounds of communication.
Furthermore, in protocols such as [10], [30], [33], garbled
circuits are employed for evaluating non-linear functions.
While these protocols exhibit a constant number of com-
munication rounds, the use of garbled circuits introduces a
significant amount of additional communication overhead,
particularly in the presence of a malicious threat model. In
contrast, the protocols described in [28], [37] tackle the sign-
bit extraction problem with a constant round communication
overhead. They achieve this by converting the highest bit
problem into the least significant bit problem. However,



TABLE 4: Runtime and communication cost of each non-arithmetic protocol evaluation in semi-honest, MAN setting.(ops)

for operations per second.

Operation | Isrirz):t | Communication | Time.(ms) | ;l:)}gslslsghput.

| | Offline Online | Offline Online |

| 24 | 1.1 KB 4.2 KB | 1152 19.41 | 516
Sign | 28 | 16.6 KB 66.4KB | 11.96 19.99 | 8050

| 216 | 4.2MB 17.0MB | 77.59 249.58 | 200415

| 24 | 1.3KB 5.2KB | 11.67 19.47 | 513
RelU | 28 | 20.7KB 83.1KB | 11.96 20,01 | 8007

| 216 | 5.3MB 21.2MB | 77.71 262.12 | 192849

| 24 | 1.1IKB 5.1KB | 11.75 36.38 | 333
MaxFool | 28 | 20.6KB 82.8KB | 11.86 7328 | 3006

| 216 | 5.3MB 21.2MB | 76.04 564.42 | 102326

TABLE 5: Performance comparisons of P-Falcon [38], [40] and our ReLU protocols on the different networks and batch

sizes. (ops) for operations per second.

LAN MAN
Batch Protocol . .
Time Thr. (ops) Time Thr. (ops)

510 P-Falcon [38], [40] 9914.1pus 93541.87 313616us 3188.61

Ours 4160.3us 240367.28 93391.5us 10707.61
gl4 P-Falcon [38], [40] 22128.5us 451905.91 452435us 22102.62

Ours 8313.8us 1202819.4 99684.4 s 100316.59
218 P-Falcon [38], [40] 152434 us 656021.62 2171200us 46057.48

Ours 47193.1us 2118953.83 397612.3us 251501.27

TABLE 6: The communication cost of our protocols. (Offline.Com./Online.Com./Com.: the communication cost of of-
fline/online/verification phase. Rounds: the communication rounds of the online phase. ¢ is the ring size. A:the statistical
security parameter. n:the MaxPool size. R:the dimension reduction times. /V:the data size. M :the inner product dimension.)

Operation ‘ Execution(Semi-honest) ‘ Verification

‘ Offline.Com.(bit) Rounds Online.Com.(bit) ‘ Rounds Com.(bit)
Multiplication | ¢ 20 | R+1 (6R+3N/2R +6)¢-d
Inner Product \ ¢ 20 | R+1 (6R+3N-M/2R +6)¢-d
Truncation \ ¢ 0 | R+1 (6R+6N/2R +6)¢ - d
Sign-bit Extraction | (¢~ 1)loge) + 2¢ Allogl+20 | 2 2((A+ 1)(¢ — 1)log € + 6¢log £ + £)
ReLU | (—1)log0) + 4 Allogl+4e | 2 2((A+ 1)(£ — 1) log £ + 6¢log £ + 20)
MaxPool ‘ (n—1)(4€+ Llog¥) (n—1)44(log £+ 2) ‘ 2logn  2(n—1)((A+1)(¢ — 1)logl + 6Llog £ + £)

when evaluating protocols such as ReLU, they require a
substantial communication overhead of 10 rounds, which
can be even larger than log ¢ rounds when ¢ is small. On
the other hand, [43] implements comparison through a trun-
cation protocol. Their approach performs local truncation ¢
times, followed by involving a third party to verify if the
result contains zero items. This scheme realizes two rounds
of 2 bits communication. However, this approach has not

been applied to malicious threat models.



