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Abstract. A multisignature scheme is used to aggregate signatures by multiple parties on a common
message m into a single short signature on m. Multisignatures are used widely in practice, most notably,
in proof-of-stake consensus protocols. In existing multisignature schemes, the verifier needs the public
keys of all the signers in order to verify a multisignature issued by some subset of signers. We construct
new practical multisignature schemes with three properties: (i) the verifier only needs to store a constant
size public key in order to verify a multisignature by an arbitrary subset of parties, (ii) signature size
is constant beyond the description of the signing set, and (iii) signers generate their secret signing
keys locally, that is, without a distributed key generation protocol. Existing schemes satisfy properties
(ii) and (iii). The new capability is property (i) which dramatically reduces the verifier’s memory
requirements from linear in the number of signers to constant. We give two pairing-based constructions:
one in the random oracle model and one in the plain model. We also show that by relaxing property (iii),
that is, allowing for a simple distributed key generation protocol, we can further improve efficiency while
continuing to satisfy properties (i) and (ii). We give a pairing-based scheme and a lattice-based scheme
in this relaxed model. Our pairing based constructions are closely related to a multisignature scheme
due to Boneh, Drijvers, and Neven (Asiacrypt 2018), but with several key differences.

1 Introduction

An n-party accountable multisignature scheme [MORO1] is a tuple of five algorithms. A key gen-
eration algorithm LocalKeyGen(1*) — (pk;,sk;) generates a key pair for each of the n parties. Let
pk = (pky, ..., pk,) be the resulting vector of public keys. A Sign(sk;, m) — o; algorithm lets party ¢
sign a message m. An aggregation algorithm SigAgg({c;}ic7) — o aggregates the signatures gen-
erated by parties J C [n] on a common message m into a short aggregate signature o = (¢/,7),
where J is a description of the signing set, and ¢’ is additional signature data. We require that o’
is constant size, that is, independent of the size of J. A verification algorithm Vf(pk, m, o) verifies
the aggregate signature using the list of n public keys in pk. Finally, it is convenient to include an
explicit tracing algorithm Trace(m, o) — J that traces an aggregate signature o to the set of parties
that generated it. This algorithm simply parses o as (¢/,J) and outputs J C [n]. Informally, the
signature scheme is secure if a coalition of n — 1 corrupt parties cannot produce a valid aggregate
signature ¢ that frames the remaining party for signing a message m which it did not sign. Note
that the corrupt parties may choose their public keys adversarially in what is called a rogue public
key attack. We give precise definitions in the next section. As shorthand, we will refer to an n-party
accountable multisignature scheme simply as a multisignature scheme.

The tracing algorithm provides accountability: when a valid signature ¢ on some rogue mes-
sage m is found, the tracing algorithm will reveal the subset of parties that generated o so that
they can be held accountable. This property is required in proof-of-stake consensus [DGKRI18,
GHM™17,Smi22] so that the parties who generated the rogue signature will lose their committed
stake. Accountability implies that a signature must encode the signing set 7. In all our construc-
tions the signature contains an explicit description of the signing set 7. This lets the verifier choose



the signing sets for which it accepts the signature as valid: the verifier could enforce a (weighted)
threshold requirement on the signing set, or it could choose to implement a more sophisticated
validity policy on J.

Accountable multisignatures were defined by Micali, Ohta, and Reyzin [MORO1] and since
then several constructions have been proposed. Some are based on discrete-log [BN06, NRS21],
some are based on pairings [Bol03, BGLS03, LOST06, RY07, BDN18, BCG 23], some are based
on lattices [FH20, DOTT21, BTT22], and some are based on generic SNARKs [DFKP16]. The
discrete-log and lattice constructions require rounds of interaction among the signers and do not
support post-signing aggregation. In the pairing based constructions, aggregation does not require
the original signers to be present, so that anyone can aggregate signatures. Moreover, the aggregate
signature data o’ is constant size. This also holds for the SNARK-based construction, but its
performance is much worse than the pairing-based schemes. The most widely used multisignatures
in proof-of-stake consensus are based on BLS signatures [BLS01].

In all these algebraic constructions, the verifier needs to store the list of all n signer public keys
to verify a multisignature. For example, in BLS multisignatures, the verifier uses a description of the
signing set J to compute an aggregate public key apk by computing apk := [, 7 Pk;, and uses this
apk to verify the aggregate signature. Computing apk for an arbitrary set J requires storing the
entire vector pk = (pky, ..., pk, ). Interestingly, the SNARK-based multisignature scheme [DFKP16]
can be easily adapted so that the verifier only needs a constant size verification key: a collision-
resistant hash of pk along with a constant-size SNARK verification key. However, as mentioned
above, these multisignatures are difficult to use even for a moderately large n.

Our results. We define a new type of multisignature scheme that greatly reduces the amount
of information that the verifier needs to store. In particular, we introduce a new key aggregation
algorithm, KeyAgg(pk) — (pkc,vk), that takes as input pk = (pky,...,pk,) and outputs a public
signature aggregation key pkc and a constant size verification key vk.

— The key pkc is used by the signature aggregation algorithm SigAgg which is now invoked as
SigAgg(pke, {o;}ic7) to form the aggregate signature o.
— The short verification key vk is used by algorithm Vf(vk,m, o) to verify signatures.

In other words, once the verifier runs KeyAgg on pk = (pky,...,pk,) it no longer needs to store
this vector of keys. It suffices to only store vk, which is constant size, and can be used to verify
signatures generated by any set J C [n]. In our first two schemes, the aggregation key pkc has linear
size in n, which is fine because it is only used by the signature aggregator who anyhow handles a
linear number of signature shares from the signers. In our third and fourth schemes pkc is empty,
but these schemes require a simple distributed key generation protocol (DKG).

Our first scheme is a new pairing-based multisignature whose security is proved in the random
oracle model based on a variant of the Bilinear Diffie-Hellman (BDH) problem. As mentioned above,
pkc is linear size, while vk and the final signature data ¢’ are constant size. Our scheme is closely
related to a multisignature due to Boneh, Drijvers, and Neven [BDN18] presented in Section 4 of
their paper, and called the BDN scheme. That scheme also has a short verification key, however
there are a number of important differences discussed in detail in Remark 8 in Section 3. Most
notably, the analysis of BDN relies on the forking lemma and thus BDN appears to inherently rely
on rewinding in the random oracle model. The analysis of our scheme does not require rewinding,
and the scheme can be adapted to the plain model (i.e., without relying on random oracles), which
is our second scheme.



Our second scheme modifies the first scheme to prove security in the plain model while preserving
the properties of the first scheme. Our first scheme uses two random oracles, and both need to be
instantiated concretely. We instantiate one with an algebraic hash using an approach similar to
Boneh and Boyen [BB04,BB11] or Waters [Wat05]. We instantiate the second random oracle by
using suitable values derived from the underlying complexity assumption. This approach shows
that the random oracle proof of the first scheme was only using minimal properties of this second
random oracle. We prove security in the plain model based on an assumption we call the n-BDH
assumption.

Next, we look at multisignature schemes with a constant size verifier key, but where we allow
for a distributed key generation (DKG) protocol among the signers at setup time (in our first two
schemes the parties generated their keys locally; there was no need for a DKG among them). In
Section 5 we describe such a pairing-based scheme where the benefit of introducing a DKG is that
there is no longer a need for a signature aggregation key pkc. Signature aggregation is done using
only the supplied (constant-size) signatures from the signers.

Once we introduce a DKG, the security model changes and becomes more closely related to
the security model for a threshold signature scheme (e.g., as in [BS23]). After setup the adversary
can fully corrupt some parties by requesting their signing keys, and is provided with a signing
oracle for the remaining parties. As before, the scheme is secure if the adversary cannot create a
valid aggregate signature on a message m that traces to a non-corrupt party who did not sign m.
We prove security of the scheme in Section 5 in a fully adaptive model where the adversary can
adaptively choose which parties to corrupt. The proof is based on the BDH assumption in the
random oracle model. We note that several recent works prove adaptive security for standard
threshold signatures [BL22, CKM23, DR23].

Our final scheme, presented in Section 6, is another multisignature with a constant size verifier
key and a DKG, but this time based on lattices. Our starting point is a recent multisignature
scheme due to Damgard, Orlandi, Takahashi, and Tibouchi [DOTT21]. We adapt the scheme to
make it have a constant-size verification key. However, unlike our earlier schemes, the signing process
requires interaction among the signers, and the signers need to know the signing set J.

Related work. Two recent papers, one by Das et al. [DCX 23] and one by Garg et al. [GIJM 23],
also presented a multisignature scheme with a short verification key. While the schemes presented
in these papers are not accountable (there is no way to trace a valid signature), they can be
made accountable by increasing the length of the signature. Their constructions are based on BLS
multisignatures, where the work to compute the aggregate public key apk := [, 7 Pk; is shifted
from the verifier to the aggregator. The aggregator includes apk in the aggregate signature along
with a proof that it was computed correctly. As a result, their verifier key vk is longer than ours, as
is the aggregate signature which includes apk and a proof that apk is valid. Both schemes rely on a
one-time trusted setup to generate a structured reference string (SRS) used to prove validity of apk.
The schemes in this paper do not require a trusted setup. Table 1 compares our constructions to
existing pairing-based multisignature schemes. Other accountable multisignature schemes based on
pairings, such as [BGLS03, RY07, BCG 23] and [BDN18, §3], all have a verification key with size
linear in the number of parties, as in the first two lines of Table 1.

As mentioned above, the BDN scheme of Boneh, Drijvers, and Neven [BDN18] also has a short
verification key (see Table 1), and is closely related to the pairing-based schemes in this paper.
Remark 8 gives a detailed comparison to BDN.



Proactive refresh. A recent result [BPR22] shows how to proactively refresh the key shares of an
accountable threshold signature scheme without changing the public key. Our third multisignature
scheme (Section 5) fits well into their two-level construction, to obtain a proactively refreshable
threshold scheme that achieves their strongest level of accountable security. We discuss this further
in Appendix D.

Multisignatures vs. aggregate signatures. Multisignatures, the topic of this paper, compress
signatures by multiple parties on the same message into a single short signature. Aggregate sig-
natures [BGLS03, GR0O6, BNNO7] can compress signatures by multiple parties on possibly different
messages into a single short signature. In either case there is a preference for schemes where ag-
gregation can be done after the signers have generated their signatures. That is, there is no need
to involve the signers in the aggregation process. A weaker notion of aggregate signatures, called
sequential aggregate signatures [LMRS04,L.OST06,FLS12,BGR12,GOR18,EB14], enables n signers
to sign n messages in sequence, one after the other. For ¢ = 2,...,n, signer number i receives the
latest aggregate from signer (i — 1), adds its signature on message m; to the aggregate, and passes
the resulting aggregate to the next signer. The last signer, signer number n, obtains the final short
aggregate signature, and this aggregate signature commits signer i to message m; for all i € [n].

2 Preliminaries

Notation. For an integer n € N we use [n] to denote the set {1,...,n}. For a distribution X we
denote by x <—$ X the process of sampling a value x from the distribution X. Similarly, for a finite
set X we denote by x <$ X the process of sampling a value x from the uniform distribution over X.
We denote matrices by boldface capital letters, e.g. A, and vectors in boldface lower-case letters,
e.g. w. We may use a non-bold capital letter, e.g. A or V, to describe a matrix or a vector, when
we wish to emphasize that this matrix or vector is being treated as a random variable.

one-time

sig size trusted |KeyAgg| SigAgg

overhead| vk size| pkc size | DKG| RO| setup | time time
BLS multisigs [Bol03] 1G nG 0 no |yes no 0 o(J)
LOSS [LOS™06] 2G nG 0 no | no no 0 o(J)
SNARK [Grol6, DFKP16] 3G 7G |poly(A\,m)| no |yes| yes O(n) |poly(A,n)
BDN [BDN18, §4] 2G 1G 0 yes |yes no 0 o(J)
Das et al. [DCX 23] 8G G nG no |yes| yes |O®*) | O(n)
Garg et al. [GJM 23] 9G 6G nG no |yes| yes o(n?) | O(n)
This work (Section 3) 2G 1G nG no |yes no o2 | o(J))
This work (Section 4) 2G 1G nG no | no no on?) | o(J)
This work (Section 5) 2G 1G 0 yes |yes no 0 o(|lJ))
This work (Section 3.2) 2G Vn G nG no |yes no [O(n*?)| O(J|)

Table 1. Comparing pairing-based multisignature constructions. The numbers indicate the number of pairing group
elements. For signature size we measure the signature data overhead beyond the description of the signing set J. The
DKG column indicates whether an interactive key generation is needed to generate keys, the RO column indicates
whether the proof of security is set in the random oracle model, and the setup column indicates whether a one-time
trusted setup is needed to generate a reference string. The columns KeyAgg time and SigAgg time indicate the time
to aggregate n public keys into pkc and the time to generate the final aggregate signature, respectively. The first row
captures several BLS-based multisignature schemes [BGLS03, RY07, BCG"23] and [BDN18, §3]. The SNARK row
corresponds to a multisignature built from the Groth16 SNARK [Grol6]. The numbers for the [DCX 23, GIJM™23]
rows are for their non-accountable scheme; adding accountability degrades the parameters.
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2.1 Multisignatures with Local Key Generation

We begin by defining secure multisignature schemes, where each signer generates its signing key
locally. Similarly, signature shares are generated without interacting with the other signers. In
Appendix C we define schemes that allow interaction during signing. This is needed for our lattice-
based scheme in Section 6.

Syntax. A multisignature scheme (MS) with local key generation is a tuple of PPT algorithms
MS = (Setup, LocalKeyGen, KeyAgg, Sign, SigAgg, Vf, Trace), where:

— Setup(1*,n) — pp: a one-time global setup algorithm that takes as input the number of par-
ties n < n(\), for some polynomial n(-), and outputs public parameters pp, which are an implicit
input to all the remaining algorithms.

— LocalKeyGen(i) — (pk;, sk;): takes as input an index i € [n] and outputs a public key pk; and a
corresponding secret key sk;.

- KeyAgg(pk = (pky,- .-, pkn)) — (pke, vk): a deterministic algorithm that aggregates n public
keys into a public aggregation key pkc and a verifier key vk. It may output L if any of the input
public keys are invalid.

— Sign(sk;, m) — s;: signs the message m using key sk; and outputs signature share s;.

— SigAgg(pke, {si}ics) — o: a deterministic algorithm that combines the given signature shares
into a complete signature o, possibly using a public aggregation key pkc. Outputs L if any of
the input signatures are invalid.

— Vf(vk,m,0): a deterministic verification algorithm that outputs 1 (implying acceptance) or 0
(implying rejection).

— Trace(m,o) — J: a deterministic algorithm that traces a signature o to a subset J C [n] that
generated o.

These algorithms must satisfy the following werification correctness and tracing correctness prop-

erties: for all messages m in the message space M, all polynomials n = n(\), and all non-empty
subsets J C [n], it holds that

py | Vf(vk,m, SigAgg(pke, {Sign(sk;, m)}jer)) = 1,] _
' pkc # 1, vk# L -

Pr Trace(m,SigAgg(pkc,{Sign(skj,m)}jej)) =J, _q
pkc # 1, vk# L ’

where the probability is over the random variables pp < Setup(1*, n),
(pk;,sk;) < LocalKeyGen(i) for all i € [n], (pkc,vk) < KeyAgg((pky,...,pk,)), and the random
coins of Sign.

We stress that the KeyAgg algorithm only needs to be run once after all the parties have
generated their keys using LocalKeyGen. The verifier only needs to store vk, which can be used to
verify signatures generated by any quorum J C [n]. Other multisignature schemes [Bol03,BGLS03,
LOST06,RY07,BDN18, BCG 23] work by generating an aggregate verification key every time the
signing quorum changes. This is why the verifier in these schemes needs to store the public keys of
all the parties locally.

Security Notions. A multisignature scheme with local key generation should be unforgeable,

even in the face of rogue public key attacks. An adversary is allowed to generate public keys for
all but one honest party, and is allowed to query signatures of this honest party on any message



of its choice. Unforgeability requires that such an adversary should not be able to produce a valid
signature on a message m on behalf of a subset 7 that includes this honest party, without observing
its secret key or its signature share on m.

For a multisignature scheme MS, the unforgeability requirement is captured by the security
game, Game G‘,\l,fs, in Figure 1. The adversary first sends the number of signers n to the challenger,
which then runs Setup and sends the public parameters pp to the adversary. The adversary responds
with the index i* € [n] for the honest party. This is followed by the challenger sampling a key for
the honest party using the LocalKeyGen(i*) procedure. The adversary then issues signature queries
for messages of its choice, and receives back signatures on these messages with respect to the secret
key of party i*. Finally, the adversary should produce (i) a list of n valid public keys that includes
the honest public key at index ¢* and (ii) a valid forgery, that is, a message m* for which it did not
issue a signature query, and a valid signature ¢* on m*.

Game G‘,ﬂ,,fs with respect to an adversary .4 and security parameter A

1: (st,n) < AN

2: pp < Setup(1*,n); Qug « 0

3: (st,i*) < A(st,pp) / i* € [n] is the user index to attack

4: (sk™,pk™) <3 LocalKeyGen(i*) / pk* is the public key of party i*

5 (B PR, 07) s AT pk) G e e e
6: (pkc”,vk") < KeyAgg((pkj,...,pk}))

7: if pk¢* = L VvV vk* = 1 then [ if key aggregation failed

8: return 0

9: if pk™ # pkix V VF(vk",m™,6") =0 V m" € Qg then [ if forgery is invalid
10 : return 0
11: if " ¢ Trace(m™,o") then
12: return 0

13: return 1

Oracle SignO(m)

1: o« Sign(sk*,m)
2: Qsig — Qsig U {m}

3: return o

Fig. 1. The security game G for a multisignature scheme MS = (Setup, LocalKeyGen, KeyAgg, Sign, SigAgg, VT,
Trace).

We denote by G‘,\l,fsy 4(A) the output of Game G‘,\l}fs when executed with an adversary A and
security parameter \. It is a random variable defined over the random bits of both A and the random
choices of the game’s main procedure and oracles. With this notation, the following definition
captures security for a multisignature scheme.



Definition 1. A Multisignature scheme MS 1is said to be secure if for all PPTadversaries A, the
following function is negligible in A:

Advijs 4(A) i=Pr |Gps 4(A) =1].

The security definition above extends to the random oracle model by granting all algorithms,
including the adversary A, oracle access to a function H chosen uniformly at random from a family
‘H of functions. In the correctness and security requirements (Definition 1), all probabilities are
then also taken over the random choice of H.

Remark 1 (User adaptivity). The adversary in Figure 1 is required to choose the user index i* to
attack at the beginning of the game (Line 3). This does not limit the adversary’s adaptivity. The
game can be easily modified so that the adversary sends ¢* along with its forgery on Line 5. The
two definitions are equivalent because the challenger can guess ¢* on Line 3 and abort if it guessed
incorrectly. This adds at most a factor of O(n) to the adversary’s advantage. We chose to use the
definition where i* is selected on Line 3 since it eliminates the need to guess an i* in the security
proofs.

Remark 2 (Rogue key attacks). The security definition given in Definition 1 covers rogue public
key attacks where the adversary can choose its public keys adversarially. Indeed, on Line 5 of the
security game, we allow the adversary choose the public keys for all parties except for the one
honest one. Hence, a scheme that is proven secure with respect to this definition is also secure
against rogue public key attacks.

3 An Efficient Multisignature Scheme With a Short Verification Key

We now describe a multisignature scheme with constant size verification key vk and short signatures.
The scheme uses a linear size aggregation key pkc.

The scheme is described in Figure 2. The public parameters include an asymmetric bilinear
group (G1, G, Gr, e, g1, g2, p), where G, Ga are cyclic groups of prime order p generated by g1, g2
respectively, and e : G; X Go — Gr is an efficiently computable non-degenerate bilinear map. We
use GroupGen(1*) = (Gy,G2,Gr, e, g1, g2, p) to denote a bilinear group generator that outputs an
asymmetric bilinear group. Our scheme also relies on two hash functions Hg : M — Gy where M
is the message space, and Hj : [n] — G1, where n is an upper bound on the number of signers. In
this section we will model these hash functions as random oracles in the proof of security. In the
next section we will show how to instantiate them with concrete functions.

Remark 3 (On synchronizing slot numbers). The parties in this scheme generate their secret keys
locally. However, each of the n parties needs to choose a unique slot number in {1,...,n}. This
can be done by publishing a counter on a public bulletin board, initialized at zero. Every party
that joins the system increments the counter by one and uses its current value as its slot number.
Such mechanisms are also used to assign indices to parties in other distributed systems such as
Distributed Broadcast Encryption [BZ14, WQZD10, KMW23].

Remark 4 (Adding and removing parties). Whenever a party joins the system as a signer, it will
publish its pk;. The signature aggregator will check validity of pk; (step 2 of KeyAgg in Figure 2)
and if valid, it will aggregate this pk; into its current signature aggregation key pkc. Every verifier



will similarly check validity of pk; and aggregate pk; ( into its vk. When party j leaves the system,
and no longer issues signatures, the only change is that it tells the signature aggregators to delete
cell number j of pkc, since it is no longer needed.

Correctness. First, we see why honestly generated public keys are valid. Observe that for every
i €[n] and j € [n] \ {¢}, we have that

e(pk; j, g2) = e(H1(j)™, g2) = e(H1(j), 95") = e(H1(4), pk; o)-

Hence, for honestly generated keys, the procedure KeyAgg will output a valid pkc and vk. Next,
observe that for an honestly generated signature (og, 01, .J), we have,

e(o1,92) = e(H(Uj,l -pke;), 92)

JjeT

=e | I [H0)r Hotmyom - TT HiG)™ ) 0o

ied i\ U}
Eie[n]ai
=e H Hl(]) . HO(m)EjEJTj’m792
JjeJ

. Zi n] X pI¥ i,m
=e H H1(5) 95 ) e (Ho(m):QQJQJTL )
JjET

=e HHl(j),vk e (Ho(m), o9)
JET

We see that an honestly generated signature will pass the checks in Vf, implying correctness and
trace correctness.

Security. We next prove security of the multisignature scheme SIG; using the co-Bilinear Diffie-
Hellman assumption, assuming Hg and H; are modeled as random oracles. Let us first define the
co-Bilinear Diffie-Hellman assumption.

Definition 2. Let G be an asymmetric bilinear group generator. The co-BDH assumption holds
with respect to G if, for all probabilistic polynomial time adversaries A, the following function is
negligible in \:

abc

Advy R (N) := Pr | A(Gy, G, Gr,e,p, g1, 92, 91, 95, 9%, 95, 95, 95) = (g1, 92)

where the probability is taken over the random choice of generators g1, g2 of G1, Gy respectively, the
random choice of exponents a,b,c € Z,, and the random bits used by A.

Theorem 1 below reduces the security of SIG; to the hardness of the co-Bilinear Diffie-Hellman
problem. If we were using a symmetric pairing, then it would be possible to reduce security to the
Computational Diffie-Hellman (CDH) problem in the source group. But when using an asymmetric
pairing, it is more convenient to use co-Bilinear Diffie-Hellman.



The Multisignature scheme SIG; with local key generation

Setup(1*,n) :

1. Sample a bilinear group (G1,Gsa,Gr, e, g1, g2, p) <3 GroupGen(1*).
2. Output pp < (n7 G17 G27 GT7 €, 91, 927p)'
3. The system uses two hash functions: Hp : M — G1 and Hi : [n] — G;.

LocalKeyGen(i € [n]):

1. Sample a; <8 Zp. Set sk, < a.
2. For all j € [n] \ {4}, compute pk; ; + H1(5)*".
3. Output pk; < (957, {pk; ; }jemp\(i}) € G2 x GF 1.

KeyAgg(pk = (pky, - .., pk,)):

For each i € [n], parse pk; as (pk, o, {PK; ; }iemm\{:})-

For each i € [n] and j € [n] \ {i}, if e(H1(j), pk; o) # e(pk, ; ,g2), output L.
Compute pke; = [ ¢ (i) Pj.i € G1, for all i € [n].

Output (pke < {pke;}ic(n) € GT, vk <= [[;c(n Pkio € G2).

= W=

A

. N Zien
// observe that pkc; = Hy (i) ¥i€[\ (3% € Gy and vk = g, <" € Go.

Sign(sk;, m € M):

1. Parse sk; as .
2. Sample 7,m 8 Z,. Compute ;0 < go~™ and 7;,1 + Hi ()% - Ho(m) i,
3. Output o; = (04,0,04,1) € G2 X G1.

SigAgg(pke, {o;}jer):

1. For each j € J, parse o; as (0j,0,05,1). Parse pkc as {pkc; }ic[n]-
2. Compute o < Hjej 0,0
3. For each j € J, compute 6;,1 < 0j,1 - pke;.
4. Output o = (09, 01 HjeJ i1, J).
/| observe that (00, 1) is equal to (g5, (IT,es H1(4)) " Ho(m)?)
/] where p =37 e 7 rjm and @ = ¥ @i
Vf(vk, m, o):

1. Parse o as (00,01,J).
2. Output 1 if (01, g2) = e(Ho(m), 00) - e([ ;¢ 7 H1(4), vk).

Trace(m, o):

1. Parse o as (00,01, J) and output J C [n].

Fig. 2. The Multisignature scheme SIG; with local key generation




Theorem 1. Let G be an asymmetric bilinear group generator. Then, for every adversary A, there
exists an adversary B with about the same running time as A such that,

Adviig, 4(\) < 2¢(gs + 1) - AdvgE " (A) (1)

where qg = qu(\) and gs = qs(\) are a bound on the number of queries issued by A to Hy and
SignO oracles respectively, and e ~ 2.71. We assume that 2(qs + qr) < p, where p = p(\) is the
size of the groups output by G.

Before proving Theorem 1 let us first make a few remarks about the construction and its security
statement.

Remark 5 (Rogue public keys). Theorem 1 shows that our multisignature scheme SIG; is secure
against rogue key attacks, where the adversary chooses its public keys adversarially. There are a
number of techniques for preventing these attacks: message augmentation [BGLS03, BNNO7], proof
of possession [RY07], and linear combinations [BDN18]. In the scheme SIGy, the public key pk; that
party ¢ generates implicitly contains multiple proofs of possession of the secret key. This is used
in a crucial way in the proof of Theorem 1 to obtain a solution to the co-BDH problem from the
adversary’s forged multisignature. We note that the “splitting zero” attack of Quan [Qua21] does
not apply in our settings, as explained in Appendix B.

Remark 6 (On the runtime of KeyAgg). The runtime of the key aggregation procedure KeyAgg is
O(n?) since it verifies that the terms pk; ; for all i # j are valid. At first glance, it might seem that
verifying only one term for each party would be sufficient. But one can show that there is an attack
that allows the adversary to forge a signature and blame an honest party ¢* if there is at least one
party j for which the ¢*th term pk; ;. is not verified in KeyAgg. The attack is similar to the rogue
public key attack. This shows the necessity for KeyAgg to verify all the O(n?) terms contained in
the n public keys given to it as input. However, the number of pairing computations needed can
be significantly reduced: only two pairings are needed to verify each public key. For each provided
public key pk;, algorithm KeyAgg samples a random vector of length n — 1 as r +$ [B]"~! where
B < p, and then combines all the checks for party ¢ into a single equation requiring only two
pairings:

€ H Hl(])rma pki,O =e H pk;gj], g2
j€\{i} j€n\{i}
This modification increases the advantage of the adversary by at most an additive factor of O(n/B),
which follows from [BGR98, Th 3.3]. As a result, adding a new user to the system requires only
two pairing computations. In Section 3.2 we further improve the run time of key aggregation.

Remark 7 (Reducing the signature share size). One can halve the size of the signature shares output
by algorithm Sign(sk;, m) by setting r; ,, to «; for all messages m (instead of choosing it at random
for every message). This eliminates the o; o term in the output of Sign(sk;, m) because that term is
now equal to pk; o for all 7 € [n]. The public aggregation key pkc will now also include {pPki 0}ticn]s
but its overall size still remains linear in n. The aggregate signature will include oq  [[;c7 Pk; 0,
but the rest of the signature remains unchanged. The proof of security is almost the same as that
of Theorem 1. The downside of this approach is that we lose the ability to construct a scheme that
does not rely on the random oracle model, as we do in Section 4.
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Remark 8 (Comparison with [BDN18]). Boneh, Drijvers, and Neven [BDN18, §4] present an elegant
multisignature scheme with a short verification key, henceforth referred to as the BDN scheme. It
outputs short signatures and is also accountable. The SIG; scheme described in this section is closely
related to the BDN scheme, but differs from it in a number of important ways:

— First, Step 2 of key aggregation in the SIG; scheme verifies all the public key shares {pki’j}
from the parties. BDN skips this verification step, and consequently the scheme has to (i) use
a random oracle to generate exponentiation coefficients when aggregating the public keys, and
(ii) use a rewinding proof based on the forking lemma. In contrast, the proof of security for
SIG; is straight line (no rewinding), and there is no need for additional exponentiation terms.
This leads to a much tighter security statement in Theorem 1.

— Second, the structure of SIG; enables us to construct a multisignature scheme that is secure in
the standard model (i.e., without relying on the random oracle model). We do so in Section 4 and
Appendix A by leveraging techniques from Boneh and Boyen [BB04,BB11] and Waters [Wat05].
The BDN scheme seems to inherently rely on the random oracle model.

— Finally, the setup procedure in the BDN scheme is interactive, requiring one round of commu-
nication between the parties. Key generation in our SIG; scheme is non-interactive.

3.1 Proof of Theorem 1

Proof of Theorem 1. We construct a co-BDH algorithm B. This B takes as input an asymmetric
group description (Gy, Ga, Gy, e, g1,92,p) along with (ga1 = 9, ga2 = 95, g1 = 9%, Gb2 =
g’z’, ge,l = Gfs o2 = gg) from its challenger. It then invokes A and plays the role of challenger to
A in the game G‘S‘,fG1 as follows:

1. Receive n from A and send pp < (n, Gy, Go, Gr, g1, 92,€,p) to A.

2. Receive i* € [n] from A.

3. Sample 81,...,08i+—1, B’i*-ﬁ-la N Zp.

4. Set pk™ < (ga,2, {gfﬁ}je[n]\{i*})- Send pk* to A. This means that sk* is equal to a, but this
value is unknown to B. We will show that this pk* is valid once we describe how we program
the random oracle Hy.

Next, A issues a sequence of random oracle and signing queries. We use ¢gs and qp to denote
an upper bound on the number of signing queries and random oracle queries on Hg issued by A
respectively. Note that the number of queries to H; is bounded by n, the size of the domain of Hj.
B responds to these queries by maintaining the following data structures:

— B initializes the simulated oracles by setting H;(j) < L for all j € [n], and Ho(m) < L for all
m € M.

— B maintains two mappings R : M — Z, and R’ : M — {0, 1} to track auxiliary information
used to answer Hg queries. Both R and R’ are initialized with L for all messages.

— For signing queries, B stores a set Qg to store all the messages m for which A queries SignO(m).
This set is initialized with (.

— B samples a random message § +$ M.

We next explain how B responds to each of A’s queries:

— A query for Ho(m). If m = 4, then B aborts. Otherwise, if Hp(m) has been queried before, i.e.
if Ho(m) # L, then, B returns the value Ho(m). If not, B samples x, <$ [gs + 1] and vy, <$ Z,,
uniformly at random. We use z,, as a biased coin that is equal to 1 with probability 1/(gs+1).
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e If z,, # 1, then it sets R(m) < v , R'(m) < 0 and Ho(m) + g™ -gch_‘s
o If 2, =1, it sets R(m) < v , R/(m) < 1 and Hyo(m) < g{™
B returns Hyo(m) to A and continues the game. Note that since 7, is sampled randomly from
Zp, the value Ho(m) is uniform in G, as required.
— A query for Hy(j). If j # i*, then B returns g;”. Otherwise, B returns g ;. Note that since all
the (; values are sampled randomly, Hy(j) will be indistinguishable from random for A. Also,
observe that the pk*, as defined in Step 4 above, is indeed valid because for all j € [n] \ {i*},

pki« ; = H1(j)%", which is equal to (g ﬁj)a * and since sk* = a;+ = a, we get that (g Pi i =
aBj _ Bj
91" = gal

— A query for SignO(m). B first queries Hyp(m) and aborts if R'(m) = 1. At this point we can
assume that m # 0, since otherwise B would have aborted when querying for Ho(m). Next, B
samples r < Z, and generates a signature as follows:

—1 —R(m)

m m—9

(Umoggz 925’ O'm,leHO( m)" “9p1 )

Here, R(m) is the value of 7,, that was sampled by B when responding to the Hy(m) query.
Note that R(m) cannot be L since B queries Ho(m) during any signing query on m.

We claim that this signature is distributed identically to a real signature generated by sk*. To
see why, set 7 < r — % € Zyp. Then,

1 b

m—9o T

om0 =95 955 =595 =0
—R(m) B b —R(m)
oma =Ho(m)" - g,7~" = Ho(m)" - Ho(m)m=3 - g, 7~
_ B m . om0\l | s
= Ho(m)" - (91 "Ya,1 ym=s “9p1
b"/m —bym

=Ho(m) g;" " g* - g, =" =Ho(m)" - g{"

Next, observe that sk* = a, and since H(i*) = g1, we get that Hy(i*)* = gf; = g¢b. This
means that, the above signature is of the form (g5, Ho(m*)™-Hy(i*)*"), and # is uniform in Z,
as required. Hence, it is a valid response to the signing query. Lastly, B adds m to the list Osg.

Eventually, A outputs a list of public keys (pkj,...,pk}) and a forgery (m*, (J*, o5,07)). Our B
examines A’s output and aborts if pk* # pkj., or if m* € Qg or if i* ¢ J*. Note that A’s forgery
is invalid if either of these conditions are true. Our B also aborts if R'(m*) = 0.

Otherwise, B runs the key aggregation procedure to get

(pke™, vk™) < KeyAgg((pk], ..., pky))-

It aborts if pkc* or vk* are L or if Vf(vk*, m*, %) = 0. Observe that A’s forgery is invalid if either
of these conditions are true. Lastly, B computes 8* = Yyc 7+ (;+}8% and responds with:

e(07, 9e,2)

W = R(m*) Y k* ‘ . ﬁ* k*
e(gc,l 700) Hje[n]\{i*}e(p ],z*’gc,2) e(gc,lvv )

€ Grp. (2)

This completes the description of the co-BDH adversary B.
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We claim that if B did not abort, then the quantity W output by B is a correct response to the
given co-BDH challenge, namely W = e(g1, g2)®¢. To see this, observe the following. First, if A’s
forgery is valid, namely Vf(vk*,m*,o*) = 1, then

e(o7,92) = e(Ho(m H Hi(j), vk™)
JET*
= elgf™ ) a5) - elgpr - [] 91 k)
JjeT*\{i*}

=e(gi") 08) el gan ] PKio)

JE\{i*}
= e(gf""™),0%) - e(gh1,ga2) - elgna, [ PKio) - elgf ,vk?) (3)

Jem\{i*}

Next, since KeyAgg output a pkc* this is not L, we know that all n public keys output by A are
valid. Hence, for all j € [n] \ {i*}, we have that,

e(9v.1, Pkj0) = e(H1(i%), pkjo) = e(pkj ;+, 92)-

Using this relation in (3) gives:

e(07,92) = e(g1 "™, 08) - elgnr.9a2) - [ ePKiier02) - e(gl vk?).
JEMN\{i*}

Solving for e(gs.1, ga,2) We get

e(9p,15 9a,2) = o1, 92)
1y Ja, - R(m* % x * *
el op) - ITepp giey €(PK] 35 92) - e(g)",vk*)

Raising both sides to the power c gives us:

aoc Cc € 0*792 ‘
e(g1,92)" = e(gn.1, 902)" = R(m*) _x\c - )k* ¢ B yk*)e
e(gy ,00) 'Hje[n]\{i*} e(pkj+,g2)¢ - e(gy ,Vk™)

The right hand side is exactly the value W computed by B in (2). This proves that if B does not
abort, then B responds correctly to the given co-BDH challenge.
We next bound the probability that B aborts. Let Abort be the event in which B aborts. We
have that,
AdvgyR " (X) = Pr [ Abort | .

We next analyse the abort probability. Let E4 be the event that B aborts because pk* # pki. or
m* € Qgg or i* & J* or pkc® = L or vk* = L or Vf(vk*,m*,0*) = 0. We have that, Pr[E4] >
Advile .A(A) because the adversary A can win only if none of these conditions hold. Let E; be
the event that B aborts because A queries Hg on 6. Let Es be the event that B aborts during a
signing query because R'(m) = 1. Let E4 be the event that B aborts because R'(m*) = 0. Observe

that Pr[E;] > 1 — %, since B implicitly queries Ho(m) whenever A queries SignO(m). Next,
_ q

Pr[Es|Eq] = (1 - ﬁ) ° > 1 since R'(m) is set to 1 with a probability = for all m € M.

Similarly, we have that Pr[E4|E1] = qu+1‘ This gives us,
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Advig " (A) = Pr [Abort|
= Pr [El /\Eg /\E4/\EA}
=Pr [El] . PI‘[Eg‘El] . PI“[E4‘E1] - Pr [EA]

gs+qug\ 1 1 £
>(1-=). .- - Advé A
> ( . ) R SiGy.A(N)

Lastly, since we assumed that 2(qs + qp) < p, we have that,

(1_ (QS‘;QH)> 2%

which proves the bound in (1) and completes the proof. O

Remark 9 (An Improved Multiverse Threshold Signature). Baird et al. in [BGJ"23] define the no-
tion of a multiverse threshold signature scheme (MTS) where they refer to a set of signers as a
universe, and multiple “universes” can co-exist, each having its own threshold, and containing a
subset of all signers. Our signature scheme SIG; can be used as the per-universe threshold signature
scheme to instantiate an accountable MTS. This scheme has the following properties: (i) the secret
key of each signer is a single field element, and the signer needs to sign only once, independent of
the number of universes it is part of, (ii) the per-universe aggregate signature would be two group
elements and the signer set description, (iii) each party can generate its own key-pair, which will
be re-usable across different universes, and lastly, (iv) we can support any access structure for each
universe, since the signer set is included in the signature. The security analysis of [BGJ 23] extends
to our multisignature scheme.

3.2 A faster key aggregation procedure

We can improve the running time of the KeyAgg procedure by dividing the parties into blocks of
size b € [n], for some parameter b such as b := [\/n |. We assign party i to block number [i/b].
Then, in LocalKeyGen(i), party i computes pk; ; = H1(j)* only for parties j € [n] \ {i} that are
in the same block as i. This means that pk; now contains only b group elements (as opposed to
n group elements in Figure 2). In KeyAgg, we now only need to verify these b group elements for
each party, meaning that KeyAgg now runs in time O(n - b). Entry 4 in pkc is now computed by
multiplying pk;; terms for all parties j € [n] \ {i} that are in the same block as i.

We obtain a faster KeyAgg procedure, but this comes at the cost of a larger verification key vk,
which must now contain [n/b| group elements (as opposed to a single group element in Figure 2).
Specifically, for each block k € [n/b], let By, = {i : i € [n]A]i/b] = k} be the set of all parties in this
block. Then, the verification key will have an element vk, = [[;.5, pk; for each block k € [n/b].

The Sign and SigAgg procedures remain the same as in Figure 2. The Vf procedure accepts a
signature (og,01) on a message m if

e(01,92) = e(Ho(m).o0) - T] e T[Hi(0): vic):
ken/b] JEBLNT
This means that Vf now needs to do upto min(| 7|, [n/b])+2 pairings to verify a signature, with the
exact number depending upon how many blocks have at least one party in common with the signer
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set J. The proof of correctness and security for this scheme is similar to the proof of Theorem 1
using the same complexity assumption.

To summarize, the parameter b provides a tunable trade-off between the runtime of KeyAgg and
the size of the verification key vk. For example, setting b = [/n ] gives an n-user KeyAgg with a
runtime of O(n!?®), as opposed to the O(n?) runtime in Figure 2, but at the cost of a verification
key of [\/n | group elements.

4 A Multisignature without Random Oracles

We next describe a scheme S1Gy with similar efficiency as the scheme SIG; from the previous section,
but without relying on random oracles. Recall that SIG; used two random oracles: Hy and Hy. We
instantiate the Hg random oracle with an algebraic hash, using an approach similar to Boneh
and Boyen [BB04,BB11]. That is, we define Hyo(m) = v§*ho for random group elements vy, hy € G4
chosen at setup. We instantiate Hy () using elements provided by our complexity assumption, which
we call the n-Bilinear Diffie Hellman assumption (Definition 3). In essence, we set H; (i) to be some
precomputed generator of Gy, for all ¢ € [n].

To keep the verifier’s memory to a constant we need to ensure that both the scheme’s public
parameters pp and verification key vk are constant size. In the previous section we used the random
oracle Hi(-) to map the integers 1,...,n to random group generators ui,...,u, € Gi. In the
security proof we had to program the random oracle H; to make it possible to reduce security to
the co-BDH assumption. In this section, we cannot do that. Instead, we make the bilinear group
generator output the description of the bilinear groups G; and Gy along with fized generators
Ui, ..., U, € Gi. These generators can be computed as needed using a concrete hash function, say
u; := MapToGroup(sHA256(i)) for ¢ € [n], and are not part of pp or vk. As a result, we now have
a problem in the security proof: the reduction can no longer choose these generators during setup
because they are fixed by the group generator. Consequently, we can no longer reduce security to the
co-BDH assumption. Instead, we define a stronger assumption called the n-Bilinear Diffie-Hellman
assumption that makes it possible to prove security.

We define an extended group generation procedure that outputs an asymmetric bilinear group along
with n fixed generators ui, ..., u, in Gi.

NGroquen(l)‘,n) — (Gl,GQ,GT7€791)927P7 {Ui}ie[n})

These fixed generators are not stored anywhere; they are computed as needed.

In what follows, it is convenient to split the Setup procedure into two sub-procedures called
GlobalSetup and SystemSetup. The Global setup is a one-time setup that uses NGroupGen to output
global public parameters pp, which can be re-used across multiple signature systems. Algorithm
SystemSetup runs after the bilinear group has been generated and outputs additional parameters
that become an explicit part of the public parameters pp.

The multisignature scheme SIGsy is described in Figure 3. The proof that the scheme has verifi-
cation and tracing correctness is the same as the proof of correctness in the previous section.

Security. We now prove the unforgeability of our multisignature scheme SIGs. As mentioned above,
the proof is based on the hardness of the n-Bilinear Diffie-Hellman assumption, defined below.
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The Multisignature scheme SIG; with local key generation, and no random oracles

Setup(1*,n) :

1. GlobalSetup(1*,n): Sample a bilinear group along with n fixed generators
(Gh Gz, GT, e, g1, g2, {ui}ie[n] S Gl, p) 3 NGroquen(lA,n).
Output ppg < (G17G27 GT7 €, 91,92, {uZ}ZG[n]zp)

2. SystemSetup(pp,): Sample vo, ho +$ G1. Output pp < (pp,,vo, ho)-

// pp is constant size since the generators {ui}ie[n] are not stored, they are computed as needed.
LocalKeyGen(3):

1. Sample a; <8 Zp. Set sk, < ay.
2. For all j € [n]\ {i}, compute pk; ; < uj*. Set pk; < (g5, {Pk; ; }ie[n)\{i})-

KeyAgg(pk = (pky, - .., pk,)):

1. For each i € [n], parse pk; as (pk; g, {pki,j}je[n]\{i}).

2. For any i € [n],j € [n] \ {i}, if e(uy, pk; o) # e(pk; ;,g2), output L.
3. Compute pke; < JL,c iy Pky,; for all i € [n].

4. Output (pke <= {pke;}icfn), vk <= [Ticpn Pkio)-

Tjem\{i} %
1

€[n]%j

b5
// observe that pkc; is u and vk is g, ’

Sign(sk,, m € Zy):

1. Parse sk; as .
2. Sample 7,m <8 Z,. Compute 04,0 < go"™ and gi1 « ult - (v ho) ™.
3. Output g; = (0'7;,(),0'7;71).

SigAgg(pke, {o;}jer):

1. For each j € J, parse o; as (0j,0,0;,1). Parse pkc as {pkc;}icin)-
2. Compute og < Hje.] 0j,0-

3. For each j € J, compute 6;,1 < 0,1 - pkc;.

4. Output o = (00, 01+ [[;c7 051, J).

Eze[n]az

// observe that ;1 is equal to u - (v ho)"dm.

Vf(vk, m,o):

1. Parse o as (00,01,J).
2. Output 1 if e(o1, g2) = e(vg ho, 00) - e(J];c 7 us, vk).

Trace(m, o):

1. Parse o as (09,01, J) and output J C [n].

Fig. 3. The Multisignature scheme SIG2 with no random oracles
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Definition 3. Let n = n(\) be a parameter for some polynomial n(-). Let G := NGroupGen be an
extended asymmetric bilinear group generator that also outputs n fixed generators in the first group,
as defined above. Define the following security game G™P with respect to an adversary A:

1. Sample a bilinear group along with n fized generators
(le GZa GTa €,91,92,D, {ul}lé[’n]) 3 NGroquen(lA, n)

2. Send the group description and the generators uq,...,u, in Gi to the adversary, that is, send
to A the tuple

<le G27 GT7 €,d91,92,Dp, {ul}lé[n]) .

The adversary responds with an index j* € [n]. This lets the adversary choose the generator in
the list uy,...,u, € Gi that it wants to attack.
3. Sample a,c <$ Z, and send to A the n-BDH challenge

({uf uYictn gy 955 95, 95, 95)- (4)

The adversary responds with a candidate BDH solution W € Gr.
4. Output 1 if W = e(uj«, g2)*° and 0 otherwise.

We say that n-BDH is hard if, for all PPTalgorithms A, the following function is negligible in A:
Advg B (N) == Pr[GEM(\) = 1]

where the probability is taken over the random bits of NGroupGen, the random choice of exponents
a,c € Zyp, and the random bits used by A.

Our instantiation of Hy using the Boneh-Boyen algebraic hash Hyp(m) = v{*hg lets us prove
selective unforgeability of the resulting scheme. In Appendix A we enhance the scheme SIGs to
be existentially unforgeable by instantiating the hash function Hyo(m) using the Waters algebraic
hash [Wat05]. However, in this section we focus on selective unforgeability which is simpler. As
such, we modify the unforgeability game in Fig. 1 into a selective game. We modify Lines 1 to 3 as
follows:

— the adversary first outputs n, the total number of parties (as in Fig. 1),
— the environment then runs the global setup pp, <s$ GlobalSetup(1*,7) and send pp, to the

adversary,

— the adversary responds with an index ¢* € [n] and the target message m* for which it will forge
a signature,

— the environment runs pp < SystemSetup(pp,) and sends pp to the adversary.

The rest of the game remains unchanged. We refer to this modified game as G,Sv'a‘SUf, for selective

unforgeability. The advantage function of an adversary A in this game is defined as
AV, a (V) = Pr Gl 1) = 1]

This advantage is parameterized by a polynomial nyax = nmax(A) that denotes an upper bound on
the number of parties n that the adversary sends in Step 1 of the game. We say that a multisignature
scheme is selectively secure if this advantage is negligible in A for all PPT adversaries A.

Theorem 2 below proves the selective security of SIGe using n-Bilinear Diffie-Hellman assump-
tion. The proof is presented in Appendix E.1.
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Theorem 2. Let G be an extended asymmetric bilinear group generator. Then, for every adversary
A, there exists an adversary B with about the same runtime as A, such that,

AdvER  a(A) < Advghdt s(N)

where Nmax = Nmax(A) s a bound on the number of parties that A outputs in Step 1 of the game
sa-uf

MS -

5 A Multisignature with a Short Verifier Key and an Efficient DKG

The multisignature schemes in the previous two sections have a short verification key, but require
a linear size combiner key pkc. In this section, we present a new multisignature scheme with a
short verification key and an empty pkc. The cost of eliminating the pkc is a trusted setup for key
generation, or alternatively, a simple distributed key generation protocol (DKG) to generate the
party’s secret keys. To simplify the presentation, we present our schemes using a trusted setup, but
the trusted setup can be converted into a simple DKG using standard techniques.

5.1 Multisignatures with Trusted Setup

We first define the syntax and security for a multisignature scheme with a trusted setup.

Syntax. A multisignature with a trusted setup is defined as in Section 2.1, but instead of the
LocalKeyGen(-) and KeyAgg(-) procedures, we have a single probabilistic algorithm KeyGen that
is executed by a trusted party as KeyGen(pp) — (pk, pkc, vk, sky,...,sk,). The algorithm takes as
input the public parameters (that encode the number of parties n), and outputs keys for all the
parties. The scheme must satisfy verification correctness and tracing correctness properties, similar
to those defined in Section 2.1. The only difference is that now, KeyGen is called to generate the
keys for all n parties (instead of running LocalKeyGen(i) for all parties i € [n]).

Security. To define unforgeability we consider an adversary that can adaptively corrupt up to
n — 1 parties, and can query for signature shares from any party on any message. The scheme is
unforgeable if such an adversary cannot produce a valid signature on a message m on behalf of a
set J C [n] that includes some non-corrupt party, without requesting its signature on m.

Figure 4 defines the security game G%fMS that captures unforgeability for a multisignature
scheme with a trusted setup. The adversary first specifies the number of signers n, which is followed
by challenger running Setup and sampling keys for all n parties using the KeyGen procedure. The
adversary then interacts with the challenger using two types of queries: Secret-key queries and
signature queries. A secret-key query for signer i reveals to the adversary the secret key of signer i.
A signature query for (m, i) provides the adversary with an honestly-generated signature share on
m with respect to signer i’s secret key. Finally, the adversary should produce a valid forgery; that
is, a valid pair (m*, ") that traces to some party i € [n] such that the adversary did not request
the secret key for ¢ and did not ask for a signature on m* from i.

Definition 4. A multisignature scheme with trusted setup TMS is secure if for all PPT adversaries A
the following function is negligible:

Adviis A(N) == Pr [Gliys 4(V) = 1] .
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Game G, with respect to an adversary A and security parameter \
1: (st,n) <« A(X)
2: pp<s Setup(l)‘, n)
3: Ok« Vme/\/l,QSig(m)<—®
4: (pk, pke,vk,sky,...,sk,) <s$ KeyGen() / pp is an implicit argument to KeyGen
5: (m*, o) < AKCDSEOC) (gt b bk, pke, vk)
6: if Vf(vk,m",0") =0 then
7: return 0
8: J <« Trace(m”,0") C [n]
9: ifJ¢ o*u QSig(m*) then |/ the forgery traces to a set containing an honest party
10 : return 1
Oracle skO(7) Oracle SignO(m, )
1: Q% « o%u{i} 1: o; « Sign(sk;,m)
2: return sk, 2: Q%(m) « Q%8 (m) U {i}
3: return o;

Fig. 4. The security game G5 for a Multisignature scheme with trusted setup TMS = (Setup, KeyGen, Sign, SigAgg,
Vf, Trace).

5.2 The SIGg Multisignature

We next present our multisignature scheme with trusted setup and a constant size vk. The scheme
is described in Figure 5. The scheme uses two hash functions Hy : M — Gy, where M is the
message space, and Hy : [n] — G, where n is an upper bound on the number of signers. We will
model these hash functions as random oracles in the proof of security.

Correctness. An honestly generated signature (g, 01, J) verifies correctly because

e(o1,92) = e(H (H1(4)* - Ho(m)"7) 92>

JjeJ
= ([ (TI M) Holm)P=os, g0 | = e(T] Hi3).55) - e (Holm), 037"
e7 jeg
= ¢TI H1G). 1) - e(Ho(m). o0).
JjeJ

Security. Theorem 3 below reduces the security of SIGs to the hardness of the co-Bilinear Diffie-
Hellman problem from Definition 2. The proof models Hy and H; as random oracles, and is provided
in Appendix E.2.

Theorem 3. Let G be an asymmetric bilinear group generator. Then, for every adversary A there
exists another adversary B with roughly the same runtime as A such that

AdvlSlfGS,A(A) < 2e - Nmax (qs + 1) . AdVCg?g)dh()\)

19



The Multisignature SIG; with a Trusted setup

Setup(1*, n):

1. Sample a bilinear group (Gi1,Gz2,Gr, e, g1, g2, p) +3 GroupGen(1*).
2. OutPU-t pp < (TL, G'17 G27 GT7 €,4d1, g2:p)'
3. The system uses two hash functions: Hp : M — G and Hi : [n] — Ga.

KeyGen(): / implemented as a distributed key generation protocol

1. Sample o <=5 Zy. Set h < g5 and sk; <— Hy(3)® for all ¢ € [n].
2. Output (pk = h, pkc = L, vk =h, (sky,...,sk,)).

Sign(sk,, m):

1. Sample r; <5 Zp.
2. Compute 05,0 < g5° € Go and 0;,1 + sk; - Ho(m)" € G1.
3. Output o; = (04,0,04,1).

Sig/—\gg(pkc, (Uil REERLATY ))

1. For j € J : Parse o; as (0j,0,05,1)-
2. Compute oo « Hje] 050 € Gg and 01 + HjEJ i1 € Gy.
3. Output o = (00,01,J).

// observe that o1 is equal to (Hjej Hi (j))Q -Ho(m)¥iegmim
Vf(vk, m, o):

1. Parse vk as (h) and o as (00,01,J).
2. Output 1if (01, g2) = e(Ho(m), 00) - e([[;c 7 H1(4), h)-

Trace(m, o):

1. Parse o as (00,01, J) and output J C [n].

Fig. 5. The Multisignature scheme SIGs with constant size public keys and signatures and a trusted setup

where Nmax = Nmax(A) 48 a bound on the number of signers, qg = qu (), gs = qs(\) are a bound
on the number of queries issued by A to Hy and SignO respectively, and e = 2.71. We assume that
2(qs + qu) < p, where p = p(\) is the size of the groups output by G.

Remark 10 (Proactive Refresh). [BPR22] presented a generic construction for an accountable thresh-
old signature scheme with proactive refresh, called PRATS, that uses two building blocks: a thresh-
old signature scheme with proactive refresh, and an accountable threshold scheme. Since SIG3 has
a short public key and an efficient DKG protocol, we can instantiate PRATS with SIG3 to get a
concretely efficient threshold signature scheme that is both accountable and proactively refresh-
able. This is the first such pairing-based scheme that satisfies the strongest security properties
from [BPR22|. In Appendix D we further optimize this construction.

Distributed Key Generation. Although we described the multisignature scheme SIG3z using
a trusted setup, the public and secret keys of SIGs can be generated via a simple distributed
key generation protocol, along the lines discussed in other works, such as [GJKR99, GJKR07,CS04,
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Gro21] to name a few. As a simple illustration, when the parties are semi-honest, and are connected
to each other via a private authenticated channel, the following simple protocol is sufficient:

1. Each signer ¢ € [n| samples a uniformly random element o; <$ Z, and computes Y; ; < Hq ().

2. For each j € [n]\ {i}, signer i sends Y;; < Hi(j)™ to signer j. It also sends X; < g5* to all
other signers in [n] \ {i}.

3. Upon receiving Y1 ,...,Y,; and X1,..., X, from all other signers, each signer sets the public
key to be pk ¢ [];cp,) Xj, and its secret key as sk; < [];¢) Y-

Observe that if we write o := X[, ), then pk = g3, and sk; = H1(i), as required. For a DKG

among malicious parties one would need to use one of the protocols cited above.

6 A lattice based Multisignature with short public keys

In this section, we extend our techniques from Section 5.2 to get a lattice-based multisignature with
a short public key and a two-round interactive signing protocol. We start with preliminaries.

6.1 Preliminaries

Polynomial Rings. As standard, we identify Z, for a prime ¢ with the set (—¢/2,...,¢/2], and
we define the absolute value of an element x € Z; as |z| = {min|y| : y € Z,y = « (mod ¢)}. For
N,q € N, we define R = Z[X]/f(X) and R, = Z4[X]/f(X), where ¢ is a prime modulus and N is
a power of two defining the degree of f(X). Specifically, f(X) = XV + 1 is the 2Nth cyclotomic
polynomial. We define the norm of elements in these rings to be the norm of their coefficient vector
in Z", which is also called the coefficient embedding.

Following [DOTT21], we define a key set S,y C R parameterized by n > 0 consisting of small
polynomials:

Sy ={z € R: ol <}

We define a challenge set C' C R parameterized by k, consisting of small and sparse polynomials:
C={zeR:|lz|1 =6N||z|loc =1}
The discrete Gaussian distribution over R™ is defined as follows.

Definition 5. For x € R™, L C R™, let pys(x) = exp(—n||x —v||3/5?) be a Gaussian function of
parameters v € R™ and s € R. The discrete Gaussian distribution D", o centered at v is

DT,U,S(CC) = p’v,s(w)/p’v,s(L)

where py (L) = Xycrpv,s(Y).

We omit the subscript v if v = 0, and omit L if L = R™. We assume s exceeds the smoothing
parameter (as defined in [DOTT21]), and hence D' behaves like a continuous Gaussian with
standard deviation o = s//27.

We now define ring lattices, namely discrete subgroups of R™.

Definition 6. For a prime q, A € R’;Xf and u € RS, define:
L ¢, —
A7 (A)={e€ R : Ae =0 mod q}

u ¢ . —
A7 (A) ={e€ R : Ae = u mod q}
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Lattice-based Assumptions. We define two standard lattice problems over rings: Module Short
Integer Solution (MSIS) and Module Learning With Errors (MLWE).

Definition 7 (MSIS; 1 ¢3). For prime ¢ = q(A\), k = k(A),£ = £(\) € N, 8 € R, the MSIS, 1. s 3
problem is said to be hard if for all PPT adversaries, the following function is negligible in \:

A s RM!

AdVMSISq,kﬁe,ﬁy-A()\) = Pr [A|I] L = 0 A ”m||2 S 6 . T s A(A)

Definition 8 (MLWE, ;. ,). For prime g = q(\), k = k(X),£ = {(A) € N, n € R, the MLIWE 1. s,
problem is said to be hard if for all PPT adversaries A, the following function is negligible in \:
4(A) = [Pr[A(A,t) = 1] — Pr[A(A, [A|I] - 5) = 1]]

AdVMLWEq,kva

where A <$ qu“Xé, S <8 Sf; X 5’5, t <% R]q“.

Note that, in the MLWE definition, the latter k elements of s correspond to the error term of
MLWE, sampled from S,,.
Lattice-based Trapdoors. Past works [ABB10, GM18, GPV08] have shown how to sample an
essentially uniform matrix A € R’;Xﬁ along with a trapdoor T4. This trapdoor can be used to
sample x € Ay (A) drawn from a distribution statistically close to the Gaussian distribution over the
lattice, i.e. Dfl:; (A).0 for o more than a certain threshold. We now formally define these procedures:

Lemma 1. Let q be a prime, and k,£ € N. Then,

— There is a probabilistic polynomial time algorithm TrapGen(q, k,?) that outputs a pair (A €
R’;”,’ﬂ) such that A is statistically close to a uniform matriz in R’;XZ, and Ta is a trapdoor
for A, which can be used in the following procedure.

— There is a probabilistic polynomial time algorithm SampleGaussian(A, B, T4, u, s) that takes as
input a matriz and its trapdoor (A € RSXK,TA) along with w € R*, s € R,B € R**™ and

outputs T € A}]‘(A|B) sampled from a distribution statistically close to Dﬁ?&w),s.

— Foranyu € RF, A e RZXZ,B € RF>*m s e R,

14
Pr[z ~ DA—g"TA|B),S x| > sy (£ +m)] < negl(k)
Rejection Sampling. We now state the rejection sampling algorithm which is used as a subroutine
in our signature scheme.

Lemma 2. (Theorem 4.6 of [Lyul?2]) For m € N, R = Z[X]|/f(X) with N being the degree of
f(X), let V be a subset of R™, in which all elements have norm less than T. Let s € R such that
s = w(Ty/log(m)), and h : V- — R be a probability distribution. Then, for constants M, a,t where
M = et/ot1/(20%) g — oT\/27 and t = w(y/log(mN)), we have that the distribution of the following
algorithm A:

1. Sample v <s$h , z <8 Dy',.

2. Output (z,v) with probability p = min (1, #&L)) (and output L with probability 1 — p).
is within statistical distance %Dg(m)) of the distribution of the following algorithm JF:
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1. Sample v <8 h , z <$ D".
2. Output (z,v) with probability 1/M (and output L with probability 1 —1/M ).

" 1——w(log(m))

Moreover, the probability that A does not output | is at leas e

Trapdoor Commitment Scheme. A trapdoor commitment scheme is a tuple of PPT algorithms
Com = (Setup, CGen, Commit, Open, TCGen, TCommit, Eqv), where:

— Setup(1*) — cpp outputs public parameters containing Sex, Sm, Sy, Seom, Sita which define
the space of commitment keys, messages, randomness, the commitments and the trapdoors
respectively. It also outputs D(S,), a distribution over S,.

— CGen(cpp) — ck outputs a commitment key ck € Sg.

— Commit(ck, m;r) — com, takes a commitment key ck € Sk, message m € Sy, and randomness
r € S, as input and outputs a commitment com to m.

— Open(ck,com,m,r) — {0, 1} outputs 1 if com is a valid commitment to m with opening r, with
respect to ck.

— TCGen(cpp) — (tck,td) is the trapdoor key generation algorithm, and outputs a commitment
key tck € S, along with a trapdoor td € Syg.

— TCommit(tck,td) — com, the trapdoor commitment algorithm outputs a commitment com.

— Eqv(tck,td, com, m) — r is the equivocation algorithm that outputs r € S,.

A secure trapdoor commitment scheme must satisfy correctness, hiding, binding and secure
trapdoor, which we define below:

Correctness. A commitment scheme Com is correct if, for all messages m € Sy,

cpp = Setup(11); ck <s$ CGen(cpp)

7 5 D(S,); com < Commit(ck, m;r) | 1

Pr |Open(ck,com,m,r) =1:

Hiding. A commitment scheme Com is perfectly (or computationally) hiding if the following prob-
ability is negligible in A for a probabilistic (or PPT) adversary A = (A1, A2):

cpp < Setup(1*); ck +$ CGen(cpp)
€n = Pr b — b/ . (mouml) 3 A]_(Cpp, Ck) _ 1
he " b<5{0,1}; com <$ Commit(ck,my) 2

b s Az(com)

Binding. A commitment scheme Com is computationally binding if the following probability is
negligible in A for any probabilistic polynomial time algorithm A:

m #m’ cpp < Setup(1?)
€vind := Pr | Open(ck,com,m,r) =1 : ck < CGen(cpp)
Open(ck,com,m', ') =1 (com,m,r,m’,r") +s$ A(cpp, ck)

Secure Trapdoor. Com has a secure trapdoor if for any message m € S,,, the statistical dis-
tance ;g between (ck,m,r,com) and (tck,m,r’, com’) is negligible in A where cpp <$ Setup(1?),
ck < CGen(cpp), r +$ D(S,), com < Commit(ck,m,r) and (tck,td) <s TCGen(cpp), com’ +$
TCommit(tck,td) and r’ < Eqv(tck,td, com’,m).
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Our protocol also requires that the commitment scheme be additively homomorphic and uniform
key. We now define these properties:

Uniform Key. A commitment scheme Com is uniform key if the output of CGen(cpp) follows the
uniform distribution over Sg.

Additively Homomorphic. A commitment scheme Com is additively homomorphic if for all m, m’ €
Sm7
cpp < Setup(1?)
ck <3 CGen(cpp)
Pr | Open(ck, com + com’,m +m/,r +r') =1 r,r’ <3$ D(S,) =1
com <— Commit(ck, m, )
com’ < Commit(ck, m’,r")

Any lattice-based trapdoor commitment scheme that satisfies all of the above properties can be
used to instantiate our scheme. The scheme in Fig.15 in [DOTT21] is one such example.

6.2 A lattice based Multisignature with short public keys

We now extend our techniques from Sections 5 to build a lattice-based Multisignature scheme
which has a short public key. Our starting point is a two-round multisignature scheme MSs
from [DOTT21], whose verification key size is linear in the number of signers. This scheme uses
Fiat Shamir with aborts and rejection sampling. It relies on the module LWE and SIS assump-
tions, and an additively homomorphic trapdoor commitment scheme Com which is statistically
hiding and computationally binding. The message space is defined as M <« {0,1}*. The public
key in [DOTT21] includes a uniformly random matrix A € R’;XZ, n vectors t; € RF such that
[A|IL] - sk; = t; for all i € [n], and two hash functions Hepg @ {0,1}* — C and Hek : {0,1} — Sex,
where S, is the space of commitment keys for the commitment scheme Com. The main modifica-
tion we make is that, for each party 7, the secret key is now a short vector s;, such that As; = Hy(¢)
where Hp : [n] — R]; is a hash function. The public key now only needs to contain the matrix A.
We describe the full scheme in Figure 6.

Correctness. Observe that for any honestly generated signature (z,r, ¢, J), we have:

Az — Tjeg(dj-Hi(j) = A- (Zjeg(d; - skj +y5)) — Zjeg(dj - Hi(5))

= Zjeg (dj-A~skj+A-yj—dj~H1(j))

= Yjeg (dj-Hi(j) + A~ y; —dj - Hi(j))

=YjegA-y;

= &jegW;j

The above equations follow from the fact that A - sk; = Hy(j) for all parties. Next, observe that

¢ = Xjegcj, where ¢; is a commitment to w; with randomness r;. Hence, by the homomorphism
of the commitment scheme, we have that (w = Yjcyw;;r = Yjcgr;) is a valid opening to the
commitment ¢. Lastly, observe that z is the sum of || < n Gaussian variables. Hence, its norm
would only be /n times larger than the norm of each z; vector. Since we set B to be y/n times the

tail bound on ||z;||2 < B’ = y01/N (£ + k) (as stated in Lemma 2 of [DOTT21], with o = s/v/27),
the Vf algorithm will pass for an honestly generated signature.
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The lattice-based Multisignature scheme LSIG3

Setup(1*, n):

1. Run cpp <3 Com.Setup(1*). Output pp + (n, cpp).
2. The system uses three hash functions, Hepat : {0,1}" — C, Hy : [n] — R’;, and He : {0,1} — Sek.

KeyGen():

1. Sample (A, Ta) < TrapGen(k, £). Define A « [A|I].
2. For all i € [n], set sk; <—_SampIeG_aussian(A,I;C,TA7 Hi(7),7n).
3. Output (pk = A,pkc = A, vk = A, (sky,...,sk,)).

Sign(sk;, pk, J,m):

— First Round:
1. Parse pk as A. Sample y; <3 D¥** set w; < Ay;. Sample 7; <5 D(S,).
2. Compute ck < Hc(m, pk), ¢; + Com.Commit(ck, w;; ;)
3. Send msg, ; < ¢; to all parties in J.
— Second Round:
1. Upon receiving ¢; from all j € J \ {i}, set ¢ < Xjcrc;.
2. Derive a challenge d; < Hchai(m, pk, J, ¢, ).
3. Compute signature share z; < d; - sk; + y;.
4. Run Rejection sampling on (z;,d; sk;). Specifically, output s; < (m, 2,74, ¢, {¢j}jer\(i3) With proba-
DA (zy)

T okFC L
M-Dy ski,s(z")

bility p = min (1, ) and output L with probability 1 — p.

SigAgg(pke, (siy,---,5i 5 )

1. For each j € [|T], parse si; as (M, 2i;, Ti;, iy, {Cij k bre(ijy)- Let € <= ¢y, m <= my,. If for any j € [|T]],
¢&; # ¢ or m;; # m, then output L.

2. Parse pkc as A = pk. Set ck < He(m, pk).

3. For each j € J, compute w; + Az; — Hehat(m, pk, J, ¢, 5) - H1 ().

4. If, for any j, k € J, Com.Open(ck, éx j,w;,r;) # 1 or ||z;|| > B’, output L.

5. Compute z < Yjecsz; and r < Yjegr;. Output o « (z,r,¢, 7).

// observe that z = X;c 7d; - sk; + Y;c 7yi where X;c 7d; - sk; is the “collective” secret key of subset J.

Vf(vk, m,o):

1. Parse vk as A = pk and o as (z,7,¢, 7). Compute ck < Ha(m, pk).

2. For each j € J, compute d; < Hchal(m, pk, J, ¢, 7).

3. Compute w < Az — Xicsd; - Hi(j).

4. Output 1 if ||z]|2 < B and Com.Open(ck, ¢, w,r) = 1.

Trace(m, o):

1. Parse o as (z,7,¢,J) and output J C [n].

Fig. 6. The lattice-based Multisignature LSIG3 with Trusted Setup
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Security. Theorem 4 below proves the unforgeability of LSIG3, with respect to the security game
defined in Fig. 8. It is based on the hardness of MSIS and MLWE assumptions (as defined in
Definitions 7 and 8) and the security of the commitment scheme Com. The proof follows the proof
of Theorem 2 in [DOTT21], and models the hash functions as random oracles. It is provided in
Appendix E.3. The parameters of our scheme are the same as those in Table 2 of [DOTT21], with

n=n
Theorem 4. For every PPT adversary A, there exist adversaries By, By such that,

—t2/2

(qm + gs)€rd + 255+

1
Advi§ic, AN e n-(qu+gs+1)- | (n—1) Advwe,, 5 (A) + Z5E+

\/(QH +qs+1) - (€pind + AdVMSlsq,WHﬁ,Bg(A)

where n = n(\), g5 = qs(N\) and qg = qu(\) are an upper bound on the number of signers, the
number of signing and random oracle queries by A respectively, and e ~ 2.71. Also, €;q = €1q(\)
and €pind = €pina(N\) are defined with respect to Com, as in Section 6.1. t, M are parameters of
the rejection sampling algorithm as defined in Lemma 2, C s the challenge space as defined in
Section 6.1, and q,k, ¢, 3,n are parameters of the scheme as described in Table 2 of [DOTT21].

On aborts and Signature size. The protocol only outputs a signature after two rounds if the
rejection sampling step goes through for all the signers, which happens with probability 1/M M
1/M™, where M is a parameter of the rejection sampling algorithm (discussed in Lemma 2). As
explained in [DOTT21], for M™ to be constant, lets say 3, we would need to scale « > 11n and
hence o now needs to be > 11nT'. This increases the norm bound B on the aggregate signature,
which is proportional to \/n - o, and hence grows with n3/2. The signature size would increase by
a factor of roughly O(log(n)). We leave further optimizations and concrete parameter analysis as
future work.

Round Complexity. The probability that we get a valid signature at the end of two rounds is
1/M I > 1 /M™. The parameters can be adjusted so that this probability is constant, lets say at
least 1/3, which would mean that the expected number of rounds to get a signature is 2M"™ = 6.
Alternatively, as also suggested in [DOTT21], all the parties could run multiple executions of the
protocol in parallel, then, the probability that at least one execution outputs a signature would be
overwhelmingly high.

Semi-Honest Distributed Key Generation. The public and secret keys of LSIG3 can be gener-
ated via a distributed protocol using techniques given in [BKP13]. Specifically, both the trapdoor
generation and Gaussian sampling algorithms can be executed as a distributed protocol among all
the parties.

On requiring a Trapdoor Commitment Scheme. Our technique can also be used to extend
the 3-round protocol in [DOTT21]. The resulting scheme will be a multisignature with short public
keys, and will only require an additively homomorphic commitment scheme. Additionally, we believe
that the 2-round scheme given in [BTT22] can also be extended using our technique, which will
result in a 2-round multisignature with a short public key without requiring a trapdoor commitment
scheme.
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7 Conclusion and Future Directions

We presented a number of multisignature schemes with a short verification key. Some of our schemes
support local key generation for the signers while others require a distributed key generation pro-
tocol. Some are set in the plain model while others are set in the random oracle model. Our last
scheme is based on lattices, while the first three are pairing based.

An interesting direction for future work is to extend the ideas from the schemes SIG; and
SIGs to the lattice setting, to get multisignatures with short public keys and local key generation.
Constructing such a scheme that requires only a single round of interaction to generate a signature
(as opposed to two) is an important open problem.
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A A Multisignature without Random Oracles Providing Existential
Unforgeability

In this section we describe a variant of our SIGy multisignature from Section 4. This new scheme,
called SIGy, achieves existential unforgeability without random oracles by relying on the Waters
algebraic hash [Wat05]. Recall that SIG; from Section 3 used two hash functions: Hyp and Hy. For an
s-bit message m = (my, ..., ms) € {0,1}° we instantiate the function Hy with the algebraic hash

Ho(m) :=vo H v,
1€[s]

where vg, vy, ...,vs € G; are random group elements chosen at setup. Since the signature scheme
is used to sign message digests, this s depends only on the security parameter, but is independent
of the number of signing parties n. Hence, we can include v1,...,vs in the public parameters pp
while still ensuring that the storage used by the verifier for pp is independent of n. As in SIGy from
Section 4, we instantiate Hj(7) using elements provided by the n-Bilinear Diffie Hellman complexity
assumption.

The multisignature scheme SIGy4 is described in Figure 7. The proof that the scheme has verifi-
cation and tracing correctness is the same as the proof of correctness in Section 3.

Security. We now prove existential unforgeability of the multisignature scheme SIG4. The proof
is based on the hardness of the n-Bilinear Diffie-Hellman assumption given in Definition 3. Note
that we consider a modified version of the security game in Figure 1. Lines 1 to 3 are modified as
follows:

— the adversary first outputs n, the total number of parties (as in Fig. 1),
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The Multisignature scheme SIG, with local key generation, and no random oracles

Setup(1*,n) :

1. GlobalSetup(1*,n): Sample a bilinear group along with n fixed generators
(Gl7 G27 GT7 €, 91, 92, {u’b}le[n] € Gh p) A NGroquen(lX,n).
Output ppg < (Gl7 G27 GT7 €, 91,92, {ul}ze[n] ) p)

2. SystemSetup(pp,): Sample vo,v1, ..., vs 8 G1.

Output pp < (Ppy; V0, V1, -, Us)-

// as in SIGg, the generators {“i}ie[n] are not stored, they are computed as needed.
LocalKeyGen(i):

1. Sample a; < Zp. Set sk, < a;.
2. For all j € [n] \ {i}, compute pk; ; < uJ% Set pk, + (g57, {pki’j}je[n]\{i}).

KeyAgg(pk = (pky, - - -, pk,)):

1. For each i € [n], parse pk; as (pk, o, {Pk; ; }ieim)\{:})-

2. For any i € [n],j € [n]\ {i}, if e(us, pk,o) # e(pk, ;,g2), output L.
3. Compute pke; < T ¢ iy PK;,; for all i € [n].

4. Output (pke < {pke;}iem), vk = [;cp, Pkio)-

Tjen\{i} %

Xieln j
// observe that pke; is u; and vk is g, JE€MI%I

Sign(sk;, m € {0,1}"):

1. Parse sk; as a;.
2. Sample 7 m <8 Z,. Compute ;0 < gy and oi,1 + ul® - (vo []
3. Output o; = (0'»570,0'7;71).

MG\Ti m
icls] Vi )i

SigAgg(pke, {o;}ier):

1. For each j € J, parse o; as (0j,0,05,1). Parse pkc as {pkc;}ic[n]-
2. Compute oo < Hjej 03j,0-
3. For each j € J, compute 6;,1 < 0,1 - pke;.
4. Output o = (00, 01 ¢ [[;c;7651, J).
// observe that 6,1 is equal to ufle["]al - (vo Hze[s] v ")dm,

Vf(vk, m,o):

1. Parse o as (00,01,J).
2. Output 1if e(o1, 92) = e(vo [T;¢(q vi"™", 00) - (e 7 s, vK).

Trace(m, o):

1. Parse o as (09,01, J) and output J C [n].

Fig. 7. The Multisignature scheme SIG4 with no random oracles
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— the environment then runs the global setup pp, < GlobalSetup(1*,n) and sends pp, to the
adversary,

— the adversary responds with an index i* € [n] for which it will forge a signature,

— the environment runs pp < SystemSetup(pp,) and sends pp to the adversary.

The rest of the game remains unchanged. We refer to this game as G:\L/{s and denote A’s advantage
in this game when attacking SIG; as Advi: s, A(A). Theorem 5 below proves the existential
unforgeability of SIG, with respect to the above game.

Theorem 5. Let G be an extended asymmetric bilinear group generator. Then, for every adversary
A, there exists an n-BDH adversary B (as in Definition 3) with about the same runtime as A, such
that,

AdvElc, o a(A) < 8gg(s+1) - Advg ™ (N)

where Nmax = Nmax(A) 8 a bound on the number of parties that A outputs in Step 1 of the game
G‘[\l,fs. Here qs = qs(\) is an upper bound on the number of signature queries by A, and s is the bit
length of messages.

Proof. Consider the following adversary B playing the game Gg:';’fnk;x. It gets input (Gy, Go, Gr,
€, 915 925 D> {Ui }ic[nmay)) from its challenger. B invokes A and simulates the game GslllfG4 as follows:

— Receive n from A.

— Send pp, + (G1,G2,Gr, ¢, g1, 92, P, {ti }icpm), n) to A.

— Receive i* € [nmax| from A. Forward i* to its challenger.
— Receive the tuple

(ga,l =91 90,2 =93, Je1 = 91» o2 = G5, {(ui,a = U, uje = ulc)}ze[n]\{z*}>

from its challenger.
— Let gg denote an upper bound on the number of signing queries by A. Let z = 4qg. Then,

sample k s [0, s], and choose 2/, x1, ..., xs uniformly at random from [0,z — 1]. Additionally,
sample y' <$ Z,, and s elements yi, . .., ys uniformly at random from Z,. Set vy < uf*_kzﬂ gy

and v; < u;'g{* for all 7 in [s]. Send pp <+ (PPy; v0; {vitigls)) to A.
— Set pkjs o = ga,2. This means that the secret key a;« is a, but this value is unknown to B.
— Send pk* < (pkj« o, {tia}icm)\{i+}) to A. Note that this is a valid public key because, for any

j € n]\{i*}, pkjs ; = uja” = U} = ujq.

We define F(m) = (p — kz) + ' + Yic(q zimi, J(m) = y' + Zic[q) yimi. We also define a binary
function K (m) as:

K (m) 0, ifa'+ Xicpg ximi =0 (mod 2)
m) =
1, otherwise.

Next, A issues a sequence of signing queries. To respond to a query for SignO(m) our B does:
If K(m) = 0, then B aborts; otherwise, B samples a random 7, <$ Z,, and generates a signature

as follows:
—1 —J(m)

F(m) m; F(m)
(Jm,O 9y 9a2 5 Oml (vo H v; D Ya,1 )

1€[s]
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Observe that K(m) # 0 implies that F'(m) # 0 since we can assume p > zs for any reasonable
values of p, z, s. Hence, the above signature is well defined if B does not abort.

Next, we claim that this signature is distributed identically to a real signature. To see this, let
a

fer—m. Then,

— 5 . gQF(m)
= g5
“ —FJ(m)
Om,1 = (UO H ,U;mz)r ’ (UO H Y; Z)F(m) ga,l(M)
i€[s] 1€[s]
o —aJ(m)
= (vo [T o) (uf™) g ™) 7ty g, 700
i i
1€[s]
= (vo H 0" - Ul
1€[s]

This means that the above signature is of the form (g5, u% - (vo [Licis vi" “)7), and 7 is uniform
in Z, as required. Hence, this is a valid response to the signing query. B also adds m to Qs;g.

Eventually, A outputs a list of public keys (pkj, ..., pk;) and a forgery (m*, (J*,0§,07%)). B aborts
if pk* # pkjs, or if m* € Qg or if i* & J*. Note that A would lose the game if any of these three
conditions are true.

B then runs the key aggregation procedure to get (pkc*,vk®™) where vk* is computed as vk* «
KeyAgg((pki,...,pky)). Our B aborts if either of pkc* or vk* are L or if Vf(vk*,m* o*) = 0.
Observe that A’s forgery is invalid if any of these conditions are true. Additionally, B checks if
o' + Yicg xim] = kz, and aborts if this does not hold.

Finally, if B hasn’t aborted, then it responds to its challenger with the following:

W:

e(af, 9072)
J(m*)

€(QC,1 ,05) - Hje[n]\{i*} C(Pk§,¢*7gc,2) ) e(HieJ*\{i*} Uy, VK)

We claim that if B did not abort, then B wins the n-BDH game. To see why, observe that the
forgery being valid implies that

e(o7, g2) = e(vo H U;ni,US) “e( H uj, vk®)

i€[s] JET*
— e(ui(m*)gi](m*)7 0—8) . e(ui* . H uj’gaz . H pk;‘:o)
JeT*\{i*} ig[n]\{i*}
= e(ul™g]") ot) - e(uir,gaz) elur, [[ pkio)-e( ] wiovk?)

ie[n)\{i*} JET*\{i*}

33



Next, since #' + X;cq@im; = kz, we obtain that F'(m*) = p, which means that ufi(m*)

we get that,

e(07.92) = elg] "™, 08) - el gap) - elwrs [T okio) e [T wjovk?)
ien]\{i*} eI \{i*}

= 1. Hence

Next, since KeyAgg output a pkc* that is not L, we know that all n public keys output by A are
valid. Specifically, this means that for all i € [n] \ {i*}, we have that,

e(ug, Pkf,o) = S(szi*agﬁ

Combining the two equations, we get that,

C(U'* g 2) _ G(UT,QQ)
i*5 Ya, == T(m* . N N
6(91( )7‘70) ' Hie[n]\{i*} e(pkj i, g2) - e(Hjej*\{z'*} uj, vk*)

Raising both sides to power ¢ gives us:

e(uir; 9a.2)" = —505 eloi, g2)°
e(gr 7, 00)¢ - Ticpp ey €(PKiies 92)¢ - €T je e iy s> VKT)©

el 05)° =~ o1 ge2)
e(ger '500)- Hie[n]\{i*} e(pki i, ge2) - e(Hjej*\{i*} Uj.c, vk™)

e(up, go)™ = ST e(07,9c,2)

e(gc,l ,03) - Hz‘e[n]\{i*} e(Pk; x> 9e,2) - e(HjEJ*\{i*} Uj e, VK®)

This proves that if B does not abort, then B responds correctly to its challenger. Let Abort be the
event that B aborts. This gives us,

Advghd™ o(X) = Pr[Abort]

Let X = (2/,21,...,x5) and let m < my,...,mgs be the messages for which A queried the
signing oracle. We define a function 7(X, m, m*) as follows:

0, if (A, K(mi) = 1) A&’ + Xiepg mim} = kz

1, otherwise.

(X, m,m") :{

The function 7(X, m, m*) will evaluate to 0 only if the signature queries and the forgery message
m™ will not cause B to abort for a given choice of X.

Next, observe that B aborts if one of the following conditions hold: (i) pk* # pki, (ii) m* € Qgg,
or (iii) * ¢ J* or (iv) pkc* = L or vk* = L or (v) Vf(vk*,m*,0*) = 0, or (vi) 7(X,m,m*) =1.
Let E4 denote the event that B aborts due to any one of conditions (i) to (v). Let E; denote the
event that B aborts due to (vi).

Observe that if B does not abort due to reason (vi), then B perfectly simulates the uf game to
A. Additionally, the adversary A can win its game only if none of the conditions (i) to (v) hold.
Hence we get that,

PrlE4[E] > Adviig, 4(V)

To analyse the probability E,, we build another adversary B, which simulates the game Gs‘fé4
as follows:
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Receive n from A. Run the GlobalSetup algorithm as given in Figure 7, and send pp, to A.

Receive ¢* from A. Sample a;» < Z,. Similar to B, sample k,z,z1,...,2s, Y, Y1, .., ys. Set vg

and v; Vi € [s] similar to B. Send pp < (ppy,vo, v1, - - -, vs) to A.

— Set pk* «+ (gg”,{u?” }iem\gi+}) and send it to A. Note that this is an honestly generated
public key with the secret key ay;».

— To answer signing queries by A, B’ simply runs the Sign algorithm as given in Figure 7, using
the secret key ay=.

— Eventually, A outputs a list of public keys (pkj,...,pk},) and a forgery (m*,(J*,0§,07)). B
aborts if pk* # pki., or if m* € Qg or if i* & J*.

— B’ then runs the key aggregation procedure to get (pkc*,vk* < KeyAgg((pkj,...,pk}))), and
aborts if either of pkc* or vk* are L or if Vf(vk*,m*,o*) = 0.

— B aborts if 7(X, m,m*) =1, where X = (2/,z1,...,25) and m =mq,...,my

/

o
Similar to Claim 1 in [Wat05], it is easy to see that B’ aborts if and only if B would also have
aborted during its simulation. Additionally, all public parameters and signature query responses
have the same distribution up to the point of a possible abort. Therefore, we can reason that the
output distributions will be the same.
Now, we will analyse the abort probability of B’, and by the above discussion, this will also
apply to the abort probability of B.
Claim. The probability that B’ aborts due to 7(X, m,m*) =1 is at most 1 — 8(T11)q‘
Proof. We calculate a lower bound of Prx[r(X,m,m*) = 0] for all m, m*. This probability is
equal to Pr[(A\;c K (mi) = 1) Aa' + Zje[gzim; = k2]. From the analysis given in proof of Claim 1
in [Wat05], we directly get that,

* * 1
Prlr(X,m,m") = 0] = Pr[('/\ K(m;) = 1) Ao + Zigpgaim; = kz] > ST s
1€[s]
Hence, we get that,
Advgbdh 5(X) = Pr[Abort]
= PT[EA A ET}
= Pr[E4|E.] - Pr[E,]
1
> Advilc, 4(\
VSIG4,A( ) 8(s + 1)gs
This proves the theorem. a

B Strong binding

A signer Sam who participates in a secure multisignature scheme that satisfies Definition 1 is
assured that it cannot be penalized for signing a message m that it did not sign. However, if there
is a reward for a signature ¢ on m, then Sam might want to claim that he was part of the quorum
that generated o, even though he was not. Since our signatures encode the signing set J C [n],
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Sam’s only option is to come up with some new verification key vk’ such that Vf(vk',m,o) = 1,
and Sam’s index with respect to vk’ is a part of 7. Then Sam could perhaps argue that the verifier
should use vk’ to verify o instead of vk. This issue is closely related to a class of attacks called
duplicate-signature key selection (DSKS) attacks [BWM99, §4].

To address this, Boneh and Shoup [BS23, §15.5.2.3] define a notion of strong binding that ensures
that a signature o will only verify for a single verification key vk and a single message m.

Definition 9. A multisignature scheme MS is said to be strongly binding if the following func-
tion is negligible in \ for every PPTadversary A:

Pr Vf(vk,m,o) = Vf(vk',m’,0) =1 and

/ /
(Vka m) # (Vk/, m’) (Vk’ m, Vk ,m, U) —$ A()\) .

See also related definitions in [MS04,CDF20]. A multisignature scheme that is strongly binding
ensures that Sam cannot invent a new vk’ that incorrectly shows that he was part of the signing
quorum. Some multisignature schemes are not strongly binding. For example, the “splitting zero”
attack of Quan [Qua2l] shows that BLS multisignatures with a proof-of-possession is not strongly
binding (see also [BS23, Ex. 15.11)).

Any multisignature scheme can be easily made strongly binding as in Definition 9. Using
our notation, the key aggregation algorithm KeyAgg would embed a collision resistant hash hg
of (pky,...,pk,) in vk, and embed the resulting vk in pkc. The signature aggregation algorithm
SigAgg(pke, m, {s;}ic7) — o would embed in the signature o a collision resistant hash of vk and m,
so that the signature is now (o, h) where h < hash(vk,m). The verification algorithm would first
verify that h is indeed the hash of vk and m, and then verify o. Since, in our settings, the sig-
nature already contains an encoding of the signing set 7, this additional collision resistant hash
of (pky,...,pk,), vk, and m is sufficient to ensure strong binding. It can be easily added to any
multisignature scheme that requires it.

C Interactive Multisignatures

In this section, we present our definitions for interactive multisignature schemes. We focus on
schemes in which the signing protocol is made up of two rounds of communication among the
signers. These definitions capture our lattice based multisignature from Section 6.

The syntax for interactive schemes closely follows that of non-interactive schemes, with the
following exception. In interactive schemes, the signature algorithm Sign is now an interactive
protocol, made up of two sub-algorithms (Sign;, Sign,), where:

— Sign; is a randomized algorithm which takes as input a secret key sk;, a message m, the public
key pk and a subset J C [n] of indices. It outputs a state st; ; and a first message msg; ; to be
sent in round 1 of the protocol to all signers in J \ {i}.

— Sign, is a deterministic algorithm which takes as input a state st;; and incoming messages
{msg; 1 }jer\fiy- It outputs a signature share s;.

The syntax above requires knowledge of m and J at the beginning of the protocol (these are given
as inputs to Sign;). This captures the standard scenario in which a subset J of signers initiates
the signing protocol in a coordinated manner in order to sign a particular message m. Defining the
syntax in this manner also has the advantage of being general enough to capture protocols that
require knowledge of m and J already in the onset of the protocol.
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The correctness definitions for an interactive multisignature scheme are naturally extended
from the non-interactive case, by replacing the non-interactive signing algorithm with an honest
execution of the interactive signing protocol.

Security. Unforgeability of two-round multisignatures are defined via a natural generalization of
the analogous definitions for non-interactive schemes (presented in Figure 4). Importantly, the
signing oracle is now replaced with two separate oracles, one for each of the sub-routines making
up the signing protocol. The adversary may query any of these oracles on inputs and ordering of its
choice. In particular, this allows the adversary to interact with honest signers in many concurrent
sessions of the signing protocol, arbitrarily interleaving between them.

For a two-round multisignatures scheme TMS = (Setup, KeyGen, Sign = (Sign, Sign,), SigAgg,
Vf, Trace), the security game capturing its unforgeability is defined in Figure 8. The advantage is
defined as in Definition 4.

Game G, with respect to an adversary A and security parameter \

1: (st,n) < A()N)

2: pp < Setup(1*,n)

3: Ok 0; VmeM,Q%(m)+ 0

4:  (pk, pke,vk,skq, ..., sk, ) <3 KeyGen()

5: fori={1,...,n} do

6: sid; < 0,S;,1 + 0

7: (m*,0") s A%OC)SEn() (st pp. pk, pke, vk)

8: if Vf(vk,m*,0*) =0 then

9: return 0
10: J « Trace(m™,0") C [n]
11: if 7 Z Q% U Q% (m*) then |/ the forgery traces to a set containing an honest party
12 : return 1

Oracle skO(i): Oracle Sign20(%, sid, (m/s—g\z:l, cey m/s—g:z/l))

1: O%« oku{i} 1: if sid ¢ S;1 then

2: return sk; 2 return L

Oracle Sign10(i, J, m): 3: fi

1: sid; < sid; + 1 4: Q%8(m) « Q8(m) U {i}

2: Sy ¢ SipU{sid} 51 s§9 < Signy(stfq, msg; 1,. .., msg;, 1)

3: (stzifjf , msg,siiii) < Sign, (sk;,m,.7) 6 Sit = Sin\ {sid}

4: return msgziii 7: return sj¢

Fig. 8. The security game GUf,s for a two-round multisignature scheme TMS = (Setup, KeyGen, Sign, SigAgg, V¥,
Trace). In line 7, we write Sign(-) as a short hand for denoting that A has oracle access to the two oracles Sign;O(-, -, )
and Sign20(+, -, -).
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D Efficient Proactive Refresh for the SIG; Multisignature scheme

In this section, we present an efficient proactive refresh mechanism for the SIGs scheme. We start
by providing the syntactic additions for proactive refresh, and defining the correctness and security
notions for such schemes.

D.1 Multisignatures with Proactive Refresh

Syntax. A Multisignature scheme with proactive refresh (MS-PR) is a Multisignature scheme that
is additionally equipped with a key-update procedure, whose role is to refresh the signers’ secret
keys without modifying the public key in any way. As also described in [BPR22], we can envision the
key-update procedure as dividing time into epochs. An epoch starts once one execution of the key-
update procedure ends (or, for the first epoch right after the invocation key generation algorithm),
and ends when the next execution of the key-update procedure ends. Following [BPR22], we define
the key-update procedure as a pair Update = (Updatej, Update,) of algorithms:

— Update is a randomized algorithm that takes in a secret key skf of signer ¢ in epoch e and the
public key pk, and outputs a vector (61-8’1, B 5fn) of update messages. Each signer ¢ sends 523‘
to the jth signer, for all j # i.

— Update; is a deterministic algorithm that takes in a secret key sk{ and n update messages

Lir---+05,;- It outputs an updated secret key skarl for epoch e + 1 for signer 1.

For succinctness, we may write (ski“, ..., skét1) <5 Update(pk, sk¢, ..., sk¢) as a shorthand for the
random process of first invoking Update,(sk, pk) for every i € [n] to randomly sample n? update
messages {0 ; }; je[n); and then running Update; (skf, (07 ;, - .-, 0n,i)) to obtain ské™! for every i € [n].
Correctness. These algorithms must satisfy verification correctness and tracing correctness, similar
to those defined in Section 2.1. Informally, Vf should accept honestly-generated signatures in all
epochs, and Trace should trace to the set of signing parties, for honestly-generated signatures in
all epochs. More formally, for all messages m in the message space, all polynomials n = n()), all

positive integers e < e(A) and all non-empty subsets J C [n], it holds that,
Pr [ Vf(vk,m, SigAgg(pke, {Sign(sk$, m)}jes)) =1] =1,
Pr [Trace(m, SigAgg(pke, {Sign(skj,m)}jej)) = J] =1,

where the probability is over the random variables pp <$ Setup(l)‘, n),

(pk, pke, vk, ski, ..., skl) <% KeyGen(), (ski*, ..., ski!) < Update(pk,ski, . ..,sk’) fori = 1,... e~
1, and the random coins of Sign.

Security. A multisignature with proactive refresh should satisfy unforgeability. As defined in Sec-
tion 5.1, the traditional unforgeability property states that an adversary should not be able to
produce a valid signature on a message m on behalf of a subset 7 of signers without observing the
secret key or signature share on m of all the signers in 7. In the proactive refresh setting, we require
that this restriction on the adversary should hold in each epoch (thus allowing them to observe
secret keys/signature shares on m of all signers in J across different epochs). In other words, the
adversary is allowed to corrupt up to n — 1 parties in each epoch. Fig. 9 extends the security game
given in Section 5.1 to capture this unforgeability notion. The adversary first specifies the number
of parties n, which is followed by the challenger running Setup and KeyGen to sample keys for all
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parties. The challenger sends the public parameters to the adversary and gets E, the number of
epochs. The challenger then runs the Update protocol E — 1 times to sample keys for epochs 2 to
E. The adversary then interacts with the challenger using two types of queries: Secret-key queries
and signature queries. A secret-key query (e, ) reveals to the adversary the secret key of signer ¢ in
epoch e. A signature query (m,e,i) provides the adversary with an honestly-generated signature
share on m with respect to signer i’s secret key in epoch e. Finally, the adversary should produce
a valid forgery; that is, a message m™ and a signature o* that passes verification. Note that this
definition is similar to the uf-1 A acc-1 notion defined in [BPR22].

Game Gikys with respect to an adversary A and security parameter \

—_

(st,n) + A(X)
pp <5 Setup(lA,n)
(st, E) < A(st, pp)
VeelE],Q¥ 0
vV me M,e € [E], Q¥¥(m) « 0
(pk, pkc, vk, ski, . . ., sk’ ) <s KeyGen()
fore=1{2,...,E} do

(sk$,...,sk%) «s Update(pk,ski ™", ... sk5 ")
(m*,0") s A*OC)SE00) (o b pke, vk)
if Vf(vk,m", ") = 0 then

return 0

if Ve € [E], Trace(m™,0") € Q% U Q¥%(m") then return 1

© 0 N O Ot s W N

=
= O

—
)

Oracle skO(e, i) Oracle SignO(m, e, 7)

1: Q¥ Q¥U{i} 1: o;+« Sign(skS,m)
2: return sk; 2: Q%(m)« Q¥(m) U {i}

3: return o;

Fig.9. The security game Ggkys for a Multisignature scheme with proactive refresh PRMS =
(Setup, KeyGen, Sign, SigAgg, Vf, Trace, Update). Note that if the adversary queries skO or SignO for an epoch e > E,
then the game outputs 0.

Definition 10 below defines the advantage of an adversary A in the game defined in Figure 9 as
the probability that the game outputs 1 when executed with A.

Definition 10. Let PRMS = (Setup, KeyGen, Sign, SigAgg, Vf, Trace, Update) be a Multisignature
scheme with proactive refresh. It is said to be secure if the following function is megligible in \ for
all PPT adversaries A:

u def u
Advikus A(N) = Pr |Gtk 4 (V) = 1]
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D.2 The Multisignature scheme PRSIGg with proactive refresh

Recall that the secret key of party ¢ in SIGs (defined in Section 5.2) is a BLS signature on (%)
with a secret key «. To refresh the keys, we simply set the secret keys to be BLS signatures on
(i,€) instead. Formally, we set the secret key for party ¢ for epoch e to be (e, ,Hi(i,e)*), where
{ai,e}ie[n} is an n-out-of-n additive secret sharing of the BLS secret key «. The KeyGen, Sign, SigAgg
functions can be extended directly. But now, to verify a signature, we would also need to know
which epoch was this signature generated in. To resolve this, we include the epoch number in the
signature. Hence, a signature in PRSIGg is the tuple of e and the SIG3 signature on m with respect
to epoch e.

To update the secret keys, all the parties jointly generate BLS signatures on (i,e + 1) for all
i € [n]. To do this, party i simply signs (j,e + 1) using its secret key share o, and sends this
partial BLS signature Hi(j, e + 1)%:< as the update message, to party j, for all j # i. Each party j
then multiplies all the update messages received and also signs (j, e+ 1) using its own share of the
secret key aj ., to get sk§-76+1 +— Hi(j, e+ 1)“j’5+2i€[”]\{j}aive. Secondly, all the parties jointly sample
a random n-out-of-n additive sharing of 0, i.e. a vector of n values {a;};c[,) that add up to zero.
Then, the new secret key of party j becomes a 3-tuple containing (e + 1), o + a; and sk;-7e+1.

To simplify the presentation, we present our scheme using a trusted setup, but the trusted
setup can be converted into a simple DKG using standard techniques. We use SymGroupGen(1*) —
(G,Gr,e,g,p) to denote a bilinear group generator that outputs a symmetric bilinear group. We
formally describe our scheme in Figure 10 where we use a symmetric bilinear group for simplicity.
The scheme can be easily generalized to use an asymmetric bilinear group.

Correctness. Correctness of PRSIG3 follows directly from correctness of the SIGs scheme as ex-
plained in Section 5.2.

Security. Theorem 6 below reduces the security of PRSIG3 to the unforgeability of SIG3 and the
BLS signature scheme.

Theorem 6. For any adversary A there exist adversaries By and By with about the same runtime
as A such that
f f f
AdVpgsig, 4(A) < E - Advgig, g, (M) + Advps 5, (A)

where E = E(\) is a bound on the number of epochs requested by A in G};l,fRsmg.

Proof. Let A be an adversary playing the game G‘,éfRS|G3. Let (m*,0*) denote the message and
signature that A outputs at the end of the game. We assume without loss of generality that with
probability 1, the signature o* is a 4-tuple containing (e*, o, 07, J*). Let E denote the number of
epochs specified by A in the beginning of the game. By total probability,

AdvBisig, .a(A) = Pr {GEfRsmg,A()\) =1Ae" < E}
Theorem 6 now follows from Lemma 3 and Lemma 4.

Lemma 3. There exists an adversary By such that,

Pr|Gksic, (N = LA e" < B| < B Advil, 5, (V)
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The Multisignature scheme PRSIG; with Proactive Refresh

Setup(1*, n):

1. Sample a symmetric bilinear group (G, Gr, e, g,p) < SymGroupGen(1*) and output pp < (n,G,Gr, e, g,p).
2. The system uses two hash functions, Ho : M — G and H; : [n] — G.

KeyGen():

1. Sample aa,...,0n <5 Zp. Set & +— Xicpjou, h < g% and sk; « (1, a4, H1(4,1)*) for all i € [n].
2. Output (pk = h,pkc = L,vk = h, (skq,...,sk,)).

1. Parse sk; as (e;, a;,sk;). Sample 7; <3 Z,,.
2. Compute 6i0 < g™ € G and 04,1 sk - Ho(m)" € G.

3. Output o; = (es,04,0,04,1)-

SigAgg(ka7 (Ui1 yee e 04 7 ))

For j € J : Parse o; as (ej,0j,0,0,1).

Let e = e;,. If for some j € J, it holds that e; # e, output L.
Compute g + Hje.] cj0 and o1 Hje] o1

Output o = (e, 00,01, ).

W=

Vf(vk, m, o):

1. Parse vk as (h) and o as (e, 00,01,J).
2. Output 1 if (01, g) = e(Ho(m), 00) - e(I[;c, H1(j, €), h).

Trace(m, 0):
1. Parse o as (e, 00,01, J) and output J C [n].
Update, (pk, sk;):

Parse pk as (h) and sk; as (e, a,e,sk; .).

Sample a1,...,an—1 <$ Zp. Set an < —Ljcin_10;.
Set 0jet1 < Hi(j,e+ 1)% e for all j € [n].

Output {0;,; < (a;,05,e41)}jepm)-

e

Update, (pk, sk, 01,5, .-, 0n,5):

1. Parse 6;,; as (as,j,04,;) for all ¢ € [n] and sk, as (e, O‘j>675k;',e)'
2. Compute e =e+1, Qjet1 < Qe + Yicn)ai,; and Sk;',e.u A Hie[n] Tij-
3. Output (¢, aje+1,5K] o\ 1)-

Fig. 10. The Multisignature scheme PRSIG3 with Proactive Refresh
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Proof (of Lemma 3). Consider the following adversary B; playing the game GS|G B can issue
signature queries, secret key queries and random oracle queries to its challenger. To dlstinguish the
rAandom ora(iles in Glslng from the ones in G‘,éfRs|G3, we denote queries by B to its challenger as
Hg(m) and Hl(l)

By invokes A and simulates the game G‘,éfRng as follows:

1. Receive (n) from A. Forward (n) to its challenger.

2. Receive pp, pk = (h),pkc = L,vk = h from its challenger and forward pp to A. Let us use « to
denote the secret key of the SIGs challenger, which is unknown to By. So, h = g*.

3. Receive E from A, and forward pk, pkc, vk to A.

Guess ¢é < [E].

5. For all e € [E]\ {é} and all ¢ € [n], sample 7; . «$ Z,. This will be used by B; to respond to
random oracle queries.

e

Next, A issues a sequence of queries. B; initializes the simulated oracles Hy(m) <— L for all m
and Hy(i,e) < L for all i € [n],e € [E].

B; maintains a set QF for each e € [E], to store all the parties for which A calls the secret
key oracle in epoch e. It also stores a mapping Se : [n] — Z, for all e € [E], to record auxiliary
information for responding to skO queries in epoch e. We now discuss how B responds to each of
A’s queries:

— Ho(m). By simply queries its challenger for Ho(m), sets Ho(m) < Ho(m) and returns this value
to A.

— Hi(i,e). If Hi(4,e) # L, the B outputs Hy (7, e). Otherwise, if e > E, By samples 7; . <$ Zj, sets
Hi(i,e) < g7 and returns this value.

Otherwise, if e # é, B; responds with g7 (v; . was sampled in Step 5 above). If e = ¢é, B;
queries its challenger for Hy (i), sets Hy(i,e) < Hy(i) and forwards this to A.

— skO(j,e). If e > E, By aborts. Otherwise, it first adds j to sz. If |Q2k| = n, then B; aborts.
Next, if Se(j) = L, By samples S (j) <5 Zp.

If e # é, then By returns (e, Se(j), h77<). Note that this secret key is distributed identically to
a real secret key, since Hi(j,e) = g7 implies that skj , = (g7)* = (g%)¥e = hie.

Lastly, if e = é, By queries its challenger for skgyé + skO(j), and returns (e, Se(j), sk"j?é).

Note that, sampling S(j) uniformly randomly is distributed identically to real secret keys
because, for an adversary that only observes up to n — 1 secret keys in a single epoch e, all the
a; . values appear uniformly random.

— SignO(j,m,e). If e > E, By aborts. By then calls Hy(m). Next, if e # €, By samples r < Z,, and
returns (e, g", k¥ - Ho(m)"). This is distributed identically to a real signature since B; knows
the secret key for all parties j € [n], for all epochs e # ¢é : sk, <= h%e.

If e = €, By queries 0j, ¢ < SignO(j, m) from its challenger. It returns (é,0;m¢) to A.

Eventually, A outputs a forgery (m*,oc*), where o* = (e*, 0,07, J"). By aborts if é # e* or if
e* > FE. By also aborts if this is not a valid forgery, i.e. Vf(vk,m*,o*) = 0 or, for some i € [E],
Trace(m*,0*) C (Q5 U Q5%(m ))

Otherwise, B; forwards (m*, (0§, 07, J*)) to its challenger. We claim that if B; does not abort,
then B; sends a valid forgery. To see this, observe that a valid forgery means that, in each epoch
e, Trace(m*,0%) ¢ (O U OS8(m*)). Specifically this means that for epoch e*, Trace(m*,o*) ¢
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(Qzl: U Q2i§(m*)). Hence, B also gets a valid forgery since it only forwards queries for epoch e* = é
to its challenger.

Let Abort denote the event in which By aborts prematurely. Let E 4 denote the event in which
A returns a valid forgery.

We now analyse the abort probability. Let E; be the event where B; aborts due to \sz| =n
for some e. Let E» be the event where € # e*. Let E3 be the event where e* > E. Let E4 be the
event that By aborts due to a skO or a SignO query for an epoch e > FE. Let E5 be the event where
By aborts because A returns an invalid forgery. Observe that PrE | E = % since B; randomly
guesses the forgery epoch e* in [E]. Also note that for the forgery returned by A to be valid, A can
only query upto n — 1 secret keys within any epoch, meaning that the event E; is implied by E 4.
Additionally, A is not allowed to query secret keys or signatures for e > F, hence, E4 also implies
E4. We also have that A can win only if E5 occurs. Combining the above, we get that,

Advelc, 5,(\) > Pr[Abort
> PI‘[El /\Eg AEg /\E4 /\E5]
> Pr[E2 A By A (Gihsigy.a(V) = 1)]
1 E uf
> = Pr[Es A (GBhsig,.a(N) = 1)
Lo .
> = Pr|(e” < B) A (Gihsig, a() = 1)]

This concludes the proof.

Lemma 4. There exists an adversary Ba such that
Pr|GpRsig, 4(A) = L Ae" > E| < Adviis,(\)

Proof (of Lemma 4). Consider the following adversary Bs playing the game G‘éﬁ_s. By can issue
signature, secret key and random oracle queries to its BLS challenger. To distinguish the random
oracle in G‘éfl_s from the one in G‘F‘,fRS|G3, we denote queries by By to its challenger as H(-).

By invokes A and simulates the game G}éfRS|G3 as follows:

— Receive (n) from A.

— Receive pp, pk = (h), pkc = L from its challenger. We use « to denote the secret key of the BLS
challenger, i.e. h = g“. Note that « is unknown to Bs.

— Send pp to A, and receive E. Forward pk, pkc,vk = h to A.

Next, A issues a sequence of queries. Bs initializes the simulated oracles Ho(m) « L for all
messages, and Hy(i,e) < L for all i € [n],e € [E].

B> maintains the following metadata: (a) a mapping R : M — Z,, to store auxiliary information
for responding to Hy queries, (b) a set O for each e € [E], to store all the parties for which A
calls the secret key oracle in epoch e and (c) a mapping S. : [n] = Z, for each e € [E], to store
auxiliary information for answering skO queries in epoch e.

We now discuss how By responds to each of A’s queries.
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— Ho(m). If Ho(m) has been determined, i.e. Ho(m) # L, then B returns Ho(m). Otherwise, By
samples 0y, +$ Z,, sets Ho(m) < g°», R(m) + 4, and returns Ho(m).

— Hy(i,€). By queries its challenger for H(i,e), and returns this value.

— skO(i,e). If e > E, By aborts (note that this is in line with the security game, wherein A is
not allowed to query secret keys or signatures for epochs e > F). Next, By adds i to sz, and
aborts if |Q2k] =n.

Otherwise, if Sc(i) = L, then By samples Sc(i) <$ Z,. Bz then queries its challenger for
SignO((i,€)) i.e. a signature on the tuple (7,e). We denote the response as ;.. Bz responds
to A with (e, Se (i), 04.¢). Note that this is distributed identically to a real secret key because (i)
for an adversary that only sees up to n — 1 secret keys in an epoch, «; values appear uniformly
random, (ii) ;. = H(i,e)® = Hy (i, e)® is indeed the correct secret key.

— SignO(i,m, e). If e > E, By aborts. Otherwise, By calls Hy(m). Next, By queries its challenger for
SignO((i,e)) to get 0;¢ < Hi(4,e)*. By then samples r; . <$ Z, and returns (e, g™, Ho(m) e -
0ie). This is indeed a valid signature on m since o; is the correct secret key for party ¢ in
epoch e.

Eventually, A outputs a forgery (m*, o*) where o* = (e*, 0, 07, J*). Without loss of generality,
we assume that A queried Ho(m™) before outputting the forgery, meaning that R(m*) # L.

By aborts if A does not return a valid forgery, i.e. if Vf(vk,m*,0*) = 0 or for some e € [E],
Trace(m*,0*) C (sz U Q28(m*)). By also aborts if e* < E.

Otherwise, since A returns a valid forgery and e* > E, A could not have queried skO(i,e*)
or SignO(i,-,e*) for any i. Specifically, this means that By never asked its BLS challenger for a
signature on (i,e*) for any i € J*. Let J* = i1,...,47+|. Then, By queries its BLS challenger for
Tig,er < SignO((i2,€")), ..., 0i 4u ex < SignO((i|7+|,€")). By returns

(ila 6*)7 \R(m*) 2
(€ : Hjej*\{’il} Tj.e*

We claim that this is a valid BLS forgery. To prove that, we first observe that By never queried its
challenger for a signature on (i, e*). Secondly, if A returned a valid forgery, then we have

e(o1,9) = e(Ho(m*),05) - | [ Hi(j.e").n
JjeT*
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We now use the above equation to get that,
. ( i 7g> (o1, 9)

(06) ) - Tljeg\giry T’ ()7, 9) - e (TTjeqm i) T+ 9)
e(Ho(m), 5) - e (T, Hi(G €, 1)
e((ap)Rm"), g) - e <Hj€J*\{i1} O'j,e*ag)
e(ghm™) g¥) e (Hjej* Hi(j,€e%), h)
(@), 9) - e (TTjeqm i) T3+ 9)

ey elHiGGoe'), 1)
jeq=\iny €(05e: 9)

~

e elAGe) 5
[Lies\(in} e(H(j, ), )

= e(H(i1,€%), h) (6)

Equation 5 follows from the validity of signatures returned by the BLS challenger and from our
programming of the Hy oracle — specifically, Hy (4, e) = H(j, e) for any j, e.

The above equation implies that the forgery returned by Bs is indeed valid. Let Abort denote
the event in which By aborts prematurely. Let E 4 denote the event where A returns a valid forgery.
Let E; be the event where By aborts due to |Q2k\ = n for some e. Note that E; is contained in the
event E 4, because A can return a valid forgery only if it queries less than n secret keys in each
epoch. Next, let Es denote the event where By aborts due to ¢* < E. Let Eg be the event where By
aborts due to a secret key or a signing oracle query for some e > E. E3 is contained in the event
E 4, because the adversary can win only if it never makes such a query. Let E4 be the event that
By aborts because A does not output a valid forgery.

Then by the above discussion, we have that, the event Abort implies that B, wins its game.
Combining the above, we get that

pe{Gbls 0 = 1] = r{RE
Advils 5,(A) > Pr[E; AE2 AE3 AE]
> Pr [E A (GBRsicy,a(A) = 1)}
> Pr[(e* > E) A (GPRsigy a(Y) = 1)]

This proves the lemma.

E Deferred Proofs

E.1 Proof of Theorem 2

Proof (of Theorem 2). Consider the following adversary B playing the game Ggﬁi};x. It gets input

(G1,G2,Gr, e, 91, 92, P, {Ui }ic[nmay]) from its challenger. B invokes A and simulates the game GSS?'G“;
as follows:
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Receive n from A.

Send PPy « (Gl, G?) GT7 €, 91,92, P, {uz}ze[nbn) to A.

— Receive (m*,i*) from A. Forward i* to its challenger.

— Receive (a1 = 97,902 = 99:9c1 = 91:9c2 = 95, {(Wia = U, uic = US)}igpn)\fivy) from its
challenger.

Sample Sy <$ Z, and set vy < u;= and hg < u;m*glﬁo. Send pp + (ppy; vo, ho) to A.

— Set pkf*p < Gga,2. This means that the secret key oy« is a, but this value is unknown to B.
Send pk* < (pkjx o, {tia}icpn)\fi}) to A. Note that this is a valid public key because, for any

j € [n]\ {i*}, pki« j = ujo»‘i* = uf = Ujq.

Next, A issues a sequence of signing queries. We now discuss how B responds to A’s queries:

SignO(m). If m = m*, then B aborts. Note that since m* is the forgery message, A will lose its
game if it queries a signature on m*.

Otherwise, B samples r,, <$ Z,, and generates a signature as follows:

-1 —Bo

(Omo 4 g5 945" s oma < (v5"ho)" - g1 ™)

We claim that this signature is distributed identically to a real signature. To see this, let
7+ r— —2—-. Then,

m—m*"

~ _BO
T = (Vho)" - (v ho) == - g

)

_ (,U(r]nho)? . (umfm*g,lﬁo)im_m* . glmfm*

¥

= (v"ho)" - ul

This means that the above signature is of the form (g5, u% - (vi*ho)"), and 7 is uniform in Z, as
required. Hence, this is a valid response to the signing query. B also adds m to Qgig.

Eventually, A outputs a list of public keys (pki, ..., pk}) and a forgery (m*, (J*,0§,07)). B aborts
if pk* # pkj., or if m* € Qgg or if i* ¢ J*. Note that A would lose the game if any of these three
conditions are true.

B then runs the key aggregation procedure to get (pkc*,vk* < KeyAgg((pk],...,pk}))), and
aborts if either of pkc* or vk* are L or if Vf(vk*, m*,o*) = 0. Observe that A’s forgery is invalid if
any of these conditions are true.

Lastly, B responds to its challenger with the following;:

e(af, gc,2)

W pu—
e(925,08)  Tliepp vy €(PKG i=> 9e.2) - €T Tie 7o giv Wires VKY)

46



We claim that if B did not abort, then B wins the n-BDH game. To see this, observe the
following: First, the forgery being valid implies that,

e(0}, g2) = e(vf" ho, 0p) - e ] uj,vk)

JET*
= e(gmgai 91" 08) el [ wingaz- I pkio)
JET\{i*} i€n]\{i*}
:e(glﬁo,ag)-e(ui*,gmg)-e(ui*, H pkio) - e H uj, vk®)
i€[n]\{i*} JET\{i*}

Next, since KeyAgg output a pkc* that is not 1, we know that all n public keys output by A are
valid. Specifically, this means that for all i € [n] \ {i*}, we have that,

e(ui*v pk'?,O) = e(kai* ) 92)
Combining the two equations, we get that,

G(O'T, 92)
e(97°, %) * Ticpa ooy €(PK s 92) - €(TTje o vy s> VK)

e(ui* ’ ga,2) =

Raising both sides to power c gives us:

e(o1,92)°
6(ui*7ga’2)c - Bo *\c ( *1 ) c *\ e
e(91”,04) 'Hie[n]\{i*}e(pki,i*ng) '6(Hjej*\{i*}uj7\/k )

6(0'*,9 ,2)
e(ui*agg)c = Bo % *1 . «
e(gc,p o5) - Hie[n}\{i*} e(Pkjixs ge,2) - e(Hjej*\{i*} Uj.c, VK™)

e(of,
e(ui*,QQ)ac _ % ( 1 9072)

€(9e1>96)  icpp iry €(PKiixs 9e2) - e(Tje g finy Wi VKT)

This proves that if B does not abort, then B responds correctly to its challenger. Let Abort be the
event that B aborts. This gives us,

Advghd® o(X) = Pr[Abort]

Next, observe that B aborts if one of the following conditions hold: (i) pk* # pkj, (ii) m* € Qsig,
or (iii) i* ¢ J* or (iv) pkc* = L or vk* = L or (v) Vf(vk*,m*,o*) = 0. Since the adversary A can
win its game only if none of these conditions hold, we get that,

Pr[Abort] > Advgidy 4(A)

Hence we get,
Ad n-bdh A) > Ad sa-uf A
ngnma)uB( ) — VS'GQ,A( )

This proves the theorem.
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E.2 Proof of Theorem 3

Proof (of Theorem 3). Consider the following adversary B playing the game Gg)'bdh. On input

the group description (G1)627GT791)92767P) and (ga,l = gtll7ga,2 = angb,l = gll)ugb,Q = ggugc,l -
97, ge,2 = ¢5) from its challenger, B invokes A and simulates the game GglfG3 as follows:

1. Receive (n) from A.

Set pp <+ (n,G1, Gz, Gr, 91, 92, €, p).

Guess j* <= [n]. Sample S1,...,Bj—1, Bjr 41, -, Bn <5 Zp.

Set h < gq2 and send pp, pk = h,pkc = L, vk = h to A. This means that, the value « is equal
to a, and is unknown to B.

= o

Next, A issues a sequence of queries. We use ¢g, g to denote a bound on the number of signing
queries and random oracle queries on Hg respectively.

B initializes the simulated oracle Hy(j) < L for all j, and Ho(m) < L for all values of m. B
also samples a random value § <$ M.

B maintains two mappings R : M — Z, and R’ : M — {0,1} to track auxiliary information
used to answer Hy queries. Both R and R’ are initialized with L for all messages.
For signing queries, B stores a list Qgi;, to store all the messages m for which A queries
SignO(j*,m). This list is initialized with L.

We now discuss how B responds to each of A’s queries:

— Ho(m). If m = §, then B aborts. Otherwise, if Hyo(m) has been determined, i.e. if Ho(m) # L,
then, B returns the value Ho(m). If not, B samples x,, < [¢gs + 1] and 7, «$ Z, uniformly
randomly. We use z,, as a biased coin that is equal to 1 with probability 1/(gs + 1).

o If z,,, # 1, then it sets R(m) < v, R'(m) + 0 and Ho(m) « g{™ -ggfl_‘s.

o If z,, =1, it sets R(m) < Y, R'(m) < 1 and Ho(m) < g{™.
B returns Hyo(m) to A and continues the game. Note that since 7, is sampled randomly from
Zy, the value Hp(m) will be indistinguishable from uniformly random for A.

— Hi(j). If j # j*, then B returns g;’. Otherwise, B returns g, ;. Note that since all the 8, values
are sampled randomly, H; will be indistinguishable from random for A.
— skO(j). If j = j*, then B aborts. Otherwise, B responds with gfﬁ. This is the correct secret key
because, for any j # j*, H1(j) = glﬁj, meaning that sk; = Hy(j)* = (glﬁj)“ = (¢g)fi = gffl.
— SignO(j, m). We first call Ho(m). At this point we can assume that m # §, since otherwise B
would have aborted when querying for Hyp(m). Next,
e For any j # j*, B samples r <% Z,, and returns (gg,gf”i -Ho(m)") to A. As pointed out

earlier, sk; = gffl, meaning that this signature is distributed identically to a real signature.

e For j = j*, B aborts if R'(m) = 1. Otherwise, B samples r < Z, and generates a signature
as follows:
—1 —R(m)

(05m0 <= G5 - 9y * » Tj=m,1 4 Ho(m)" - g, 7% )

Here, R(m) is the value 7, that was sampled by B when responding to Hy(m) query. Note
that R(m) cannot be L since we always query Hg(m) implicitly during any signing query

on m.
We claim that this signature is distributed identically to a real signature. To see this, let
7+ r — =2~ Then,

m—4°



m—94

— A
O‘j*vmvo - 92 ’ gb,2

=095-95""
b
T‘— —_
_ 92 o
*R(rg)
oj*m,1 = Ho(m)" - g, 7"
_ b —R(ﬂg)
= Ho(m) Ho(m) ™5 - g, 1"~
Fl Am . m—dyls s
= Ho(m)"(g{" - goy °) 3 gb,1§
o S
= Ho(m) 91" " ga1 - 95y
- bym b —bym
= Ho(m) 9" 91" - 9"
= Ho(m)" - g{®

Next, observe that sk;. = Hi(j*)?, and since Hi(j*) = gp1, we get that sk;. = g = gsb.
This means that, the above signature is of the form (g’;, Ho(m*)" - skj*), and 7 is uniform in
Z,, as required. Hence, it is a valid response to the signing query. Lastly, B adds m to the
list Qiig.
Eventually, A outputs a forgery (m*, (J*,0§,07)). B abortsif j* ¢ J*, orif m* € Qgi*g‘ B also aborts
if R'(m*) =0 or if A does not return a valid forgery, i.e. if Vf(vk,m*,0*) = 0 or Trace(m*,o*) C
ok U Q%8(m*). Otherwise, B responds with the following expression:

6(0’{, gc,?)

e(gcém )7‘73) . e(gc,iw \{i*} i h)

We claim that if B does not abort, then B wins the co-bdh game. To see this, we note that the
forgery being valid implies the following:

e(o1,92) = e(Ho(m"), 5) - e( [ Hi(5). h) (7)

jeT*
R(m* * . a
= e(g7",ap) e [] Hi(), 68) 8)
JET
= e(g7 ™) o) elgn [[ Hi(i).98) 9)
JjeT \{7*}
= e(gf""™),08) - elgni ga2) e ] Hi(i): ga2) (10)
JjeT\{5*}
m* % 3. * % .
= (g™ 62) - e(go1s gaz) - e(g; TN g o) (11)
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Equation 7 follows from the validity of the forgery. Equation 8 uses the fact that h = g, 2 and
Ho(m*) = gf(m*), since R'(m*) = 1. Next, since j* € J* and Hi(j ) = gp1, we get Equation 9.
Equation 11 follows from the fact that B programmed Hi(j) to be glj for all j # j*.

The above equation implies that

e(gv,15 9a2) = e(gf‘m*),aé)%(fggi*\{mﬁj’gﬂ)
Raising both sides to the power ¢, we get,
e(gb,19a2)" = e(gﬁ(m*)7O—S)Ce-(:(zlgje);*\{j*}ﬁj’ga’2)c
£ ¢
e(gb.1, ga2)C = e(giR(m*),UE;) %i?;%-%lj*\{j*}ﬁj’ga72)
« ¢
e(gy,1,9a2)" = e(gﬂm*)» 5) - (U(;lfiil*\{’*}ﬁj,gag)
e(glfagg)c = e(gﬂm*)ﬁg) (U(lg,cggj‘z*\“*}ﬁ],ga,z)
e(g1,92)" = e(gﬂm*) ) (U(lécgj:;\“*}ﬁj,ga,2)

This proves that if B does not abort, then it responds correctly to its challenger.
Let Abort denote the event in which B aborts prematurely. This means that,

Pr| G (A) = 1} — Pr[Abort

We now analyse the abort probability. Let E; be the event where B aborts due to a Hg query
on 0. Let Ey be the event where B guessed j* correctly, i.e. (a) j* € J and (b) A never queries
skO(j*) and (c) m* ¢ Q5|g Let E3 be the event where B aborts during a signing query because
R'(m) = 1. Let E4 be the event where B aborts due to R'(m*) = 0. Let Es be the event where B

aborts because A outputs an invalid forgery.
1\9stau

Next, observe that Pr [ﬂ = (1 — =
whenever A queries SlgnO( m). For E2, we note that, for A to produce a valid forgery, there has
to be at least one party j, such that 7 € J* but A never queries skO(j ) or SlgnO(] m*). Hence,

1 \% o1 /
Pr[Eg \ E5] > = PI‘[E3 | El} = ( — ) > ¢, since R/(m) is set to 1 with a probability

>1- @, since B implicitly queries Ho(m)

1
gs+1 qs+1
for all m. Slmllarly, we get PrT ] j

Combining the above, we get that,

QS+1

Pr[Abort| = Pr[E; A Ex AE3 A E4 A Es|
= Pr[E> | Es] - Pr[Es] - Pr[E; A Es A Ey)
Pr[Es | Es| - Pr[Es] - Pr[Ei] - Pr[Es | Ei] - Pr[E4 | Eq]

_lgs+agu)) 1 1
)

Y

e gqs+1



Lastly, since we assume that 2(gs + qg) < p, we get that

<1 B (QS+QH)> >

1
P -2
. This combined with the above equation completes the proof.

E.3 Proof of Theorem 4

General Forking Lemma We restate the general forking lemma from [BNO0G], since it is used in
the unforgeability proof of the scheme LSIGs.

Lemma 5. Let Q be a number of queries and C be a set of size > 2. Let B be a randomized
algorithm that on input x, hy, ..., hg returns an indezx i € [0, Q] and a side output out. Let 1Gen be
an input generator. Let Fp be a forking algorithm that works as in Fig. 11 given x as input and
given black-box access to B. Suppose the following probabilities:

acc := Prfi £ 0 : < 1Gen(1*); by, ..., hg «$ C; (i,out) < B(z, hi,...,hg)]
frk := Pr[b = 1: 2 < 1Gen(1); (b, out, out') +s F(x)]

acc 1
frk >acc- [ — — —
- (Q |C|>

Then,

The forking algorithm Fj
On input =z,
1. Pick a random coin p for B and sample hi,...,hqg <3 C.
2. (i,out) <8 B(x,h1,...,hqg;p). If i = 0 then output (0, L, L).
3. Sample hj, ..., hg +s C.
4. Then run (¢, out’) <= B(z, h1,..., hi—1,h}, ..., ho; p).
5. If : =4’ and h; # hj then output (1, out, out’), otherwise output (0, L, L).

Fig. 11. The forking algorithm Fz

Proof (of Theorem /). We first construct an algorithm B around A that simulates the behavior of
the challenger in the game GEgIGg. Then, we invoke the forking algorithm Fz from Lemma 5 to
obtain two forgeries with distinct challenges, which allow to construct a solution to MSIS or break
binding of the commitment scheme Com. We now discuss how to realize this via several intermediate
hybrids, as in [DOTT21].

Let qp,qs denote an upper bound on the number of random oracle and signing queries by A
respectively.

Go. B gets as input {h; € Cliclgy4qs+1) along with (ck € Sk, A € RFXt t). We will discuss where
these inputs come from later in the proof.
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B receives n from A, and runs (n, cpp) = pp <% Setup(1*,n). B samples i* < [n], as its guess
for the party that A will try to blame in its forgery.

Next, for all i € [n], it samples t; < R¥ and sets Hy (i) - t;. It then runs (pk, pkc, vk, (sky, ..., sk,)) $
KeyGen(), and sends (pp, pk, pkc, vk) to A.

Next, A issues a sequence of queries. B maintains hash tables to store auxiliary information
about responses to these queries. Specifically, it maintains Tepa ¢ {0,1}* — C, Tig : {0,1}* — Siq
and Tk : {0,1}* — Sck. These are initialized with L for all input values. B also maintains a counter
ctr which is initialized with 0. We now show how B responds to A’s queries:

— Hy(4): B responds with ¢;.
— He(z): If Tex(x) = L, it samples Te(z) <8 Ser, and then outputs Tey ().
— Hchal(z): Parse x as (m, pk, J, ¢, 4). B first queries Hex(m, pk). If Tepa(z) = L, then,

o If i € J and i* € J, then, for all i € J \ {i*}, set Tcha(m, pk, J,c,i) «<$ C. Next, set

ctr < ctr + 1 and Tepa(m, pk, J, ¢, i*) < hepr.
o Otherwise, set Teha(m, pk, J,c,i) <3 C.
B then returns Tepa ().

— skO(q) : If i = 4* then B returns (0, L) (and ends the simulation). Otherwise, B outputs sk;.
— Sign10(+) : B behaves exactly like the honest protocol.
— SignyO(+) : B behaves exactly like the honest protocol.

When A outputs its forgery m*, o* = (2*,7*,¢*, J*) in the end, if i* ¢ J* or if i* € Q%8(m*),
then B outputs (0, L) and ends the simulation. Let ck* < He(m”*, pk), and {d} <= Hehal(m™, pk, J*, ¢*, ) }je 7+
Compute w* +— Az* — Yje 7-diH1(j). If [|2*][2 > B or if Com.Open(ck*, &*,w*;r*) = 0, B outputs
(0, L) and ends the game.
Otherwise, B finds index iy such that d}. = h;,, and then outputs (iy, out = (¢, {d;}jej*\{i*}, i,z r*,m*, J*
For any ¢ € N, let Pr[G;] be the probability that B does not output (0, L) at the end of game
G;.
Observe that, for the forgery to be valid, there must be at least one index i € J* which is not
in Q% U Q%8(m*). Hence B will correctly guess i* with probability at least 1/n, which gives us:

1 u
Pr[Go] = ﬁAdVLgng,A()‘)

G. This game is identical to G except at the following points.

— Hek(z): Parse = as (m,pk). If Tew(z) = L, then with probability w, B computes (tck,td) <$
Com.TCGen(cpp), sets Tiy(z) < td, Tek(x) + tck. With probability 1 — w, B sets Tek(x) + ck
(ck is one of the inputs to B). Finally, B sends Tek(z) to A.

— Sign10O(m, J,4) : If i # *, then, B simply executes the signing procedure as in the protocol.
Otherwise, it first queries Hek(m, pk). If Tig(m, pk) = L (i.e. TCGen was not called), B sets a flag
bady and halts with output (0, L). Otherwise, let td <— Tiq(m, pk). Then, instead of committing
to w;+, B does ¢;» <% Com. TCommit(Tck(m, pk), td). The rest of the Sign; protocol remains the
same, i.e. B responds with ¢;«.

— SignpO(+) : If 4 # i*, then, B simply executes the signing procedure as in the protocol. Otherwise,
after computing z;« < d;=sk;« + y;+, B derives the randomness for the trapdoor commitment:
rix < Com.Eqv(Tek(m, pk), Trg(m, pk), cix, wix ).
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When A outputs a forgery at the end of the game, then, similar to Go, B computes ck*, {d} } ez
If Com.Open(ck*,¢*,w*;r*) = 0 or ||z*||]2 > B then B halts and outputs (0, L). If Tiq(m*, pk) # L,
i.e. (TCGen was called for (m*,pk)), then B sets a flag bads and halts with output (0, L). This
means that, if B does not halt, then, ck* = ck = Hq(m™, pk).

Observe that the simulation is only successful if the random oracle Hey internally uses a trapdoor
commitment key for all but one query, and it uses a predefined key ck for the forgery query: (m*, pk).
In other words, it is successful if neither of bad, or bads flags are set. Combining with the fact that
the statistical distance between each commitment key in Gy and the corresponding trapdoor-based
commitment key in G is bounded by €4, we get that,

Pr(Gy] > w795 - (1 — w) - Pr[Go] — (g +¢5) - €ua

We set w = %, so we get:

Pr[Gq] > Pr{Go] ) (g +qs) - €1a

e(qa +qs +1

Go. The game is identical to G; except for how B responds to signing queries for ¢*:

B does not generate z;« honestly. Instead, in Sign; 0, it simply samples a trapdoor commitment
ci~ (like in game G1) , and in Sign,O, it samples z;+ <$ D¥** and derives randomness 7« <
Com.Eqv(Twk(m, pk), Trg(m, pk), ¢+, Az — dpHy(i%)). Here, dg= is the Hepa(m, pk, J, ¢, i*) value
with J, ¢ corresponding to this particular signing query. Then, with probability 1 —1/M, it aborts,
and otherwise, it outputs s;+ as defined in the protocol.

The signature simulated this way is statistically indistinguishable from that generated honestly,
because rejection sampling ensures that the real signature is distributed identically to the gaussian
distribution D**¢. By Lemmas 3 and 4 from [DOTT21] (which extend Lemma 2), we get that
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G3. Observe that, signature queries on ¢* for any message do not actually use the secret key of this
party. We now make the following changes to B:

| Pr[Ga] — Pr[G1]| < gs -

Key Generation. Our overall goal is to embed a challenge commitment key ck and an instance
of MSIS; j ¢41,8 which is denoted as [A'|T] with A" < R’;X(Hl). In Go, the tuple (A,H;(i*))
(where [A|I] is the public key) is uniformly distributed in R’EX(Z X Rfj, so we can simply replace
it with A’, which can be regarded as [A|H;(i*)]. Additionally, the simulation of H¢ guarantees
that ck follows the uniform distribution over S, which is perfectly indistinguishable from honestly
generated commitment keys, since the keys are uniform.

More formally, given an MSIS instance A’ = [A[t] and a challenge commitment key ck, the
inputs to B are (ck, A,t). It then sets pk = [A|I}] (instead of running the KeyGen algorithm).
Next, it sets Hi(:*) < ¢. For all i € [n] \ {i*}, it samples a short vector sk; <+ 57’7”@ , and programs
Hy (i) < ([A|I}] - sk;) mod q. We set /) = 7, so that by the tail bound in Lemma 1, the secret keys
in Ggo and this game have Ly norm bounded by /¢ + k - n with high probability. Observe that if
an adversary can distinguish between this game and Go, then we can use it to build an adversary
Bi that can break MLWE.

The rest of the simulation remains the same (except for H; queries which are now answered
based on the programming described above).
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So we get that there exists an adversary B; with the following advantage:

| Pr[Gs] — Pr[Ga]| < (n—1) - Advywe, , ., 5, (A)

The proof is by a hybrid argument. Consider a series of games: Gg; for i € [0,n — 1], where in
Ga,i, the first ¢ secret keys in [n] \ {i*} are sampled like in G3, and the remaining (n —i — 1) secret
keys are sampled as in the game Gg. Then, for each i, there exists an adversary B, that can break
MLWE, k¢, when given an adversary B; that can distinguish between Go; and Go ;1. Note that
G2 = G2 and G2 ,,—1 = Gs. So the adversary B; simply samples i < [n — 1] and invokes B3] to
decide on its output. Hence, the advantage of B; is at least 1/(n — 1) times the advantage of an
adversary in distinguishing between G and Gs.

We now prove the theorem by constructing B’ around B that either (1) breaks binding of
commitment with respect to ck, or (2) finds a solution to the MSIS, 1. ¢115 on input A’ = [A[t].
B’ invokes Fp on input (ck, A, t) from Lemma 5. With probability frk we get two forgeries, out =
(c*, {d;f}jej*\{i*}, di, 2z, m*, J*, ck*) and out = (¢, {dA;f}jej*\{g*}, ci: A TR c7<:*), where

frk satisfies:
qu +qs +1

1C]
By construction of B and Fg, we have that A’s view is identical in the two executions until the
point of forking i y. Additionally, B samples i*, samples sk; for all ¢ € [n]\{i*} and sets Hi (i) Vi € [n]
before the forking point. Hence, we have ¢* = &*, J* = J*, i* = i*, d; = (ij for all j € J*\ {i*},
m* = m*, and ck* = ck" because Hek(m*, pk) is invoked right before Hepg) is programmed.
Since both forgeries are verified under the same commitment key ck, we have that, ||z*||2 < B
and ||2*||2 < B. Moreover,

Pr[Gs] = acc < +(qu +qs+1) - frk

Com.Open(ck, c*,r*, Az* — Yieg\i-yd;H1(j) — dist) = 1

Com.Open(ck, c*,7*, Az* — Yieg\yi=ydiH1(j) — a?ft) =1

There are two cases. If Az* — dit # A2* — cfz‘*t then B’ breaks computational binding with
respect to key ck, and can succeed only with probability < epnq. If Az* — d.t = AZ* — d.t,
rearranging the terms gives us,

R Z* _ 2*

Recall that [A'|T},] = [A|t|I}] is an instance of the MSIS, 1. ¢+1,3 problem, we have found a valid
solution if 3 = v/2B2 + 4k. Putting the two cases together, we get that there exists an adversary
B> that uses B’ as a sub-procedure such that,

frk < €bind T AdeSlSq,k,é+1,ﬂ»B2 ()\)

This proves the theorem.
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