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Abstract. Isogeny-based cryptography is one of the candidates for post-
quantum cryptography. One of the benefits of using isogeny-based cryp-
tography is its compactness. In particular, a key exchange scheme SIDH
allowed us to use a 4A-bit prime for the security parameter A.
Unfortunately, SIDH was broken in 2022 by some studies. After that,
some isogeny-based key exchange and public key encryption schemes
have been proposed; however, most of these schemes use primes whose
sizes are not guaranteed as linearly related to the security parameter .
As far as we know, the remaining schemes have not been implemented
due to the computation of isogenies of high dimensional abelian varieties,
or they need to use a “weak” curve (i.e., a curve whose endomorphism
ring is known) as the starting curve.

In this study, we propose a novel compact isogeny-based key encapsula-
tion mechanism named IS-CUBE via Kani’s theorem and a 3-dimensional
SIDH diagram. A prime used in IS-CUBE is of the size of about 8\ bits,
and we can use a random supersingular elliptic curve for the starting
curve. The public key of IS-CUBE is about 3 times larger than that of
SIKE, and the ciphertext of IS-CUBE is about 4 times larger than that
of SIKE from theoretical estimation. In practice, compared to FESTA,
the public key of IS-CUBE is slightly larger and its ciphertext is slightly
smaller.

The core idea of IS-CUBE comes from the hardness of some already
known computational problems and a novel computational problem (the
Long Isogeny with Torsion (LIT) problem), which is the problem to
compute a hidden isogeny from two given supersingular elliptic curves
and information of torsion points of relatively small order.
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1 Introduction

Isogeny-based cryptography is considered one of the candidates for post-quantum
cryptography. Some cryptographers are interested in isogeny-based cryptogra-
phy because the key lengths of isogeny-based cryptosystems are small, and
these cryptosystems have mathematical structures that those of the other post-
quantum candidates do not have. In particular, SIDH key exchange [22] was
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known as a promising key exchange scheme, and SIKE [I], a key encapsula-
tion mechanism based on SIDH remained in the 4th round of the NIST PQC
standardization process as an alternative candidate [33]. Though SIDH was un-
fortunately broken in 2022 by the attacks based on Kani’s theorem [526/38], an
isogeny-based digital signature scheme SQISign[I7] was submitted to the NIST
PQC standardization process.

Though SIDH and SIKE were broken, some other isogeny-based key ex-
change, public key encryption, or key encapsulation mechanism schemes have
been proposed. CSIDH key exchange [7] was proposed in 2018 by Castryck,
Lange, Martindale, Panny, and Renes. In 2022, a key exchange scheme M-SIDH
[19] was proposed as a countermeasure scheme of the SIDH attacks. As one
direction of improvements of M-SIDH, Basso and Fouotsa proposed binSIDH
and terSIDH [3]. FESTA [4] is an isogeny-based public key encryption scheme
proposed by Basso, Maino, and Pope that uses SIDH attacks for the trapdoor.
Moreover, QFESTA [32] was proposed by Nakagawa and Onuki very recently as
an improvement of FESTA.

The size of the primes used in most of the above key exchange and public
key encryption schemes are not guaranteed as linearly related to the security
parameter A, while the prime used in SIDH was guaranteed as about a 4\-
bit prime. This causes a large increase in their sizes and computational costs
associated with increased security parameters. One exception is FESTA with
the computation of high-dimensional isogenies. It uses a prime of the size of
about 7X bits; however, it has no implementation due to the computation of
high-dimensional isogenies. The other exception is QFESTA. It uses a prime of
the size of about 2\ bits; however, the starting curve of QFESTA is an elliptic
curve such that the structure of its endomorphism ring is well-known. There
are some attacks for schemes using such elliptic curves (e.g., [19, §4.2] and [§]).
Though these attacks do not seem to be adaptable for QFESTA so far, we have
the following research question:

Can we construct a (key exchange/public key encryption/key encapsula-
tion mechanism) scheme that uses a prime of the size linearly related to
the security parameter \ and uses a random elliptic curve as the starting
curve?

1.1 Contributions

We propose a novel key encapsulation mechanism named IS-CUBE. IS-CUBE
is one answer to the above research question. In other words, IS-CUBE uses a
prime of the size of about 8\ bits for the security parameter A and can use any
supersingular elliptic curve as the starting curve. From theoretical estimation,
the public key of IS-CUBE is about 3 times larger than that of SIKE, and the
ciphertext of IS-CUBE is about 4 times larger than that of SIKE. Compared to
FESTA, the public key of IS-CUBE is slightly larger and its ciphertext is slightly
smaller in A = 128, 192, and 256.

IS-CUBE is constructed by a 3-dimensional SIDH diagram and Kani’s theo-
rem. The rough outline of IS-CUBE is as follows:
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1. Alice constructs an SIDH diagram as a top surface.

2. Bob computes vertical isogenies from the top surface and obtains the bottom

surface.

Bob publishes two elliptic curves of the bottom surface.

4. Alice recovers the bottom surface from the two elliptic curves by using Kani’s
theorem.

©w

The following diagram shows the overview of IS-CUBE.

s ;EQ

/ Alice computes the top.
Bob computes the bottom.
Public key: (E,, E, F)
Ciphertext: (EZ, EY)
Shared key: E

E2

To realize the above construction, we use some techniques proposed in FESTA
and introduce a novel computational problem, the LIT (Long isogeny with tor-
sion) problem. The LIT problem is the problem of computing a hidden (long)
isogeny from two given elliptic curves and images of torsion points whose orders
are relatively small. By assuming the hardness of the LIT problem, we construct
the squares other than the top and bottom in the above diagram. Namely, the
above cube is actually a rectangular cuboid whose height is shorter than the
width and length. It is future work to construct further isogeny-based schemes
based on the LIT problem.

From our proof-of-concept implementation of IS-CUBE via sagemath, it takes
about 4.26 sec for the public key generation, 0.54 sec for the encapsulation, and
15.51 sec for the decapsulation if A = 128. Table [f| summarizes the more detailed
computational time of IS-CUBE under our PoC implementation. Moreover, com-
pared with the PoC implementation of FESTA, IS-CUBE is more efficient if
A =192 and 256.

Organization.

In Section[2} we introduce some mathematical and cryptographic concepts as pre-
liminaries. In Section [2:4] we introduce techniques to construct SIDH diagrams
with masking torsion point information. In Section we provide the outline of
the construction of IS-CUBE. In Section and we discuss some methods
to realize IS-CUBE. Section provides the precise scheme of IS-CUBE. We
give security analyses of IS-CUBE in Section[d] In particular, we give the size of
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primes used in IS-CUBE in Section [£.2] and we discuss the vulnerability of IS-
CUBE if we use the curve of j-invarinat 1728 in Section [£.3] Section [f] discusses
some variations of IS-CUBE. In Section [6] we explain our PoC implementation
of IS-CUBE. In Section we give the primes used in IS-CUBE. We explain
techniques used in our implementation in Section [6.2} and we show the com-
putational time of IS-CUBE in Section [6.3] Finally, we conclude this paper in
Section [

2 Preliminaries

We introduce some basic knowledge related to our study.

2.1 Key encapsulation mechanism

In this subsection, we define a key encapsulation mechanism and its security
models.

Definition 1 (Key encapsulation mechanism (KEM)). An algorithm KEM(X)
is called a key encapsulation mechanism (KEM) if it consists of the following
three probabilistic polynomial time (PPT) algorithms:

KeyGen: It outputs a public parameter params, a public key pk, a secret key
sk, and a key space KC from the security parameter X.

Encap: It outputs a ciphertext ¢ and a shared key K from the public key pk and
the public parameter params.

Decap: It outputs a shared key K' from the ciphertext c, the secret key sk, and
the public parameter params.

If it holds that K = K', we say KEM()) is correct.

Definition 2 (OW-CPA security). We say a correct KEM KEM(X) is OW-
CPA secure if, for any PPT algorithm A, it holds that

(params, pk, sk, K) < KeyGen(),
Pr| K = K* | (¢, K) < Encap(pk, params), < negl(N).
K* + A(pk, ¢, params)

Definition 3 (IND-CPA security). We say a correct KEM KEM()) is IND-
CPA secure if, for any PPT algorithm A, it holds that

(params, pk, sk, K) «+ KeyGen(\),
1
Pr | i=14¢ | (¢, Ky) + Encap(pk, params), K; & K, |- 5| < negl(\),

i & {0,1}, i* + A(pk, ¢, params, K)

$ . .
where the arrow < represents a uniformly random sampling.
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Definition 4 (IND-CCA security). We say a correct KEM KEM() is IND-
CCA secure if, for any PPT algorithm A, it holds that

(params, pk, sk, K) <+ KeyGen(),

*

1
Pr| i=1* | (¢, Ko) < Encap(pk, params), K; & K, ~5 < negl(A),
i & {0,1}, i* + AO(')(pk, ¢, params, K;)

where O() is the decapsulation oracle that outputs Decap(c*, sk, params) from
a ciphertext ¢* other than c.

2.2 Principally polarized abelian varieties and isogenies

In this subsection, we introduce some mathematical concepts and facts about
principally polarized abelian varieties and isogenies related to isogeny-based
cryptography. Refer to [28], [29], and [39] for more details about these topics.

Let k be a field. We denote the characteristic of k by ch(k). Let A be an
abelian variety over k and let A be its dual abelian variety. A pricipally polarized
abelian variety over k is a set of an abelian variety A over k and its divisor D
such that #p: A — Aisan isomorphism. An elliptic curve over k is a principally
polarized abelian variety over k of dimension 1. In this paper, we often represent
a principally polarized abelian variety without its divisor.

An isogeny is a surjective morphism between abelian varieties whose kernel
is a finite group. The degree of an isogeny ¢ is the degree of ¢ as a morphism of
algebraic varieties and is denoted by deg ¢. We say that an isogeny is separable if
the isogeny is separable as a morphism of algebraic varieties. If deg ¢ is coprime
to ch(k) or ch(k) = 0 for an isogeny ¢ over k, the isogeny ¢ is separable. If an
isogeny ¢ is separable, we have deg ¢ = # ker ¢. Let GG be a finite subgroup of an
abelian variety A. There is a separable isogeny ¢: A — B such that ker ¢ = G.
The codomain B is unique up to isomorphism and is denoted by A/G.

Let A be an abelian variety of dimension g over k. The n-torsion subgroup
of A is the subgroup of A defined by A[n] = {P | [n]P = 0}, where [n] is
the multiplication-by-n map of A. If n is coprime to ch(k) or ch(k) = 0, it
holds that A[n] = (Z/nZ)?9. In particular, for an elliptic curve E, it holds that
E[n] = (Z/nZ)?. Let (A, D) be a principally polarized abelian variety (4, D).
We denote the Weil pairing on A[n] by en: A[n] x Aln] — p,, where p, is
the group of nth roots of unity. Refer to [28], §13] for the definition of the Weil
pairing. It holds that e, (¢(P), #(Q)) = e, (P, Q)& ® for an isogeny ¢: A — B.

An isotropic subgroup of A[n] is a subgroup of A[n] on which the Weil pairing
en is trivial. A separable isogeny from A whose kernel is a maximal isotropic
subgroup of A[n| isomorphic to (Z/nZ)9 is called an (n,...,n)-isogeny. Let ¢
be an (n,...,n)-isogeny from A to B. The dual isogeny of an (n,...,n)-isogeny
¢ is an isogeny g%: B — A such that ¢A>0¢>: A — A and ¢O¢;: B — B are the
multiplication-by-n maps.

From an abelian variety A and its finite subgroup G of smooth order, we
can compute a separable isogeny ¢: A — A/G with ker¢p = G. If A is an
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elliptic curve, we can use Vélu’s formulas to compute the isogeny [42]. If A is
a principally polarized abelian variety of dimension 2 (i.e., a Jacobian variety
of a curve of genus 2 or a product of two elliptic curves) and G is an isotropic
group isomorphic to (Z/2Z)?, we can use the algorithm to compute the Richelot
isogenies or the method using theta coordinates to compute the isogeny [40JT5].

The j-invariant is an invariant of isomorphism classes of elliptic curves. An
elliptic curve E over k is isomorphic to E’ over the algebraic closure of k if and
only if j(E) = j(E’). Let p be a prime and let &k be a field of characteristic p. We
say that an elliptic curve E is supersingular if E[p] = {0}. If E is supersingular,
then E is isomorphic to a curve defined over [F.. If E is a supersingular elliptic
curve over F,, it holds that #E(F,2) = (p+ 1)?. A superspecial curve is a curve
whose Jacobian variety is isomorphic to a product of supersingular elliptic curves
as an abelian variety.

2.3 Kani’s theorem

In this subsection, we introduce Kani’s theorem [24].

Definition 5 (Isogeny diamond (SIDH diagram)). Let k be a field, let E
be an elliptic curve, and let G1 and Gy be cyclic finite subgroups of E such that
ged (#G1, #G2) = 1. Then, there is a diagram of isogenies as follows:

E— " L EG

I

E/GQ 7>E/(G1 +G2)

Here, we have ker ¢1 = Gy, ker ¢g = G, ker @) = ¢2(G1), and ker ¢, = ¢1(G2).
We call the above diagram an isogeny diamond or an SIDH diagram.

Theorem 1 (Kani’s theorem [24]). Suppose that there is an isogeny diamond
as follows:

ELEl

I

Ey —> E'
#1

Then, there is an isogeny ¥: E1 X By — E x E’ defined by

R
= (—asg ¢>’1> '

Moreover, we have ker W = ((¢1(P), ¢2(P)) | P € E[deg ¢ + deg ¢a]).
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2.4 Techniques for masking information of torsion points

In this subsection, we introduce some techniques to mask information about
torsion points under a secret isogeny.

The recent SIDH attacks showed that the Isogeny Problem with torsion point
images of appropriate order is no longer secure. In other words, from given el-
liptic curves E, E’ and bases {P,Q}, {¢(P), #(Q)}, one can compute a hidden
isogeny ¢: E — E’ in an appropriate setting. However, these torsion point im-
ages play an important role in constructing an SIDH diagram (i.e., an isogeny
diamond). Recently, some techniques have been proposed to realize an SIDH
diagram despite masking a part of the information on these torsion points. In
this subsection, we explain three techniques.

The first technique is provided in [I9]. For an isogeny ¢: E — E’ and points
P,Q € E and ¢(P), »(Q) € E’, we mask the information by multiplying a hidden
scalar a to image points ¢(P), #(Q) as ad(P), ad(Q). Here, the order of P and
Q@ need to have a sufficient number of prime factors for security.

The second technique is provided in [4]. For (¢, P, Q, #(P), #(Q)), we mask
the information by multiplying a hidden 2 x 2-matrix to (¢ (P), ¢(Q)). As the first
technique is considered to multiply a matrix als, this technique is considered as
a generalization of the first technique. If there is no restriction for matrices used
in this technique, then the information on image points is completely hidden.
Unfortunately, we need a restriction for these matrices for the construction of
cryptographical schemes (typically, we use a matrix in a fixed abelian subgroup
of the 2 x 2-linear group).

The third technique is the original technique of this paper. This technique
does not operate image points but sets deg¢ = ord (P)" for some n > 2. In
Robert’s attack and other SIDH attacks, we compute an isogeny @ of abelian
varieties of dimension 2, 4, or 8 that has the information of ¢. In other words,
these attacks need sufficient information to compute @. Indeed, Robert’s attack
requests deg ¢ < ord (P)Z. Therefore, if it holds that deg¢ = ord (P)1/22" for
a sufficiently large n (e.g., deg ~ ord (P)'/?22* or deg¢ ~ ord (P)"/?2100%),
Robert’s attack and other SIDH attacks do not seem to work.

We use the second and third techniques to construct IS-CUBE in the follow-
ing section.

3 IS-CUBE

In this section, we explain the construction of IS-CUBE.

3.1 Core idea

In this subsection, we explain the core idea of IS-CUBE. The precise scheme of
IS-CUBE is in Section We assume that Bob tries to send a shared key to
Alice.
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Let p be a prime such that p = (&0, - £% f — 1 and a be an integer, where
l4,lp, o are small distinct primes, €5, > ¢4 > (4, and f is a small integer. Let
M. be an abelian subgroup of the 2 x 2-linear group over Z/¢¢Z. The following
diagram shows the structure of the core idea of IS-CUBE:

d r zéa
BE,———" P
deg =¢¢, —7 [ I
I |
- \ A | Public pamameter: (Fy, E;)
E; ! = By ! Public key: Ey
: : : Ciphertext: (E., E})
| ¥ y Shared key: F
deg :Z% | <~ Ei

I
| /
Y N
As shown in the above diagram, IS-CUBE is constructed by four SIDH diagrams.

The upper diagram (the following diagram) is used for computing the public
key of Alice.

B~ By
:L Y
ES > E2

The elliptic curve FE is a supersingular elliptic curve. Alice first takes an isogeny
T Fy, — Es with degr = (¢ — £% and computes an isogeny ¢;: E~’S — B
of deg ¢y = ¢% by using the method of the CGL hash function [9]. We stress
that deg7 is not necessary to be smooth. Then, there is an SIDH diagram as
above. Alice does not compute isogenies denoted by dotted arrows. Second, she

computes points

$1(PB), $1(@p) and t(P1;Q1) =A- t(¢1(PC)a¢1(QC))a

where {Pg,Qp} is a basis of E,[(%], {Pc,Qc} is a basis of Es[(¢], and A is a
matrix in M. She outputs

(T’ (PBvQB)v (PCaQC)7E13 (¢1(PB)7¢1(QB))’ (Pval))

as her public key. Let (¢1,A) be her secret key.
The middle diagrams (the following diagrams) are for Bob’s ciphertext and
the shared key.

E’S < _E, s Ey

I | I

| 0,8 | ¢85 | $1,B
A \ A
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Bob takes a random value r in (Z/(%7Z)* and computes three isogenies

(7250732 ES — E; = Es/<T(PB) +TT(QB)>,
¢1.8: E1 — By = E1/(¢1(PB) +r¢1(QB)),
¢B: Es — B = Es/<PB +’I"QB>,

where (Z/0%7) is the unit group of Z/¢%7Z. Bob also computes four points

(6) = (atian) = (5) =8 (o)

where B is a matrix in M.. He publishes
(B, (P, Qo). By, (P1,QY))

as a ciphertext. The value j(E) is the shared key.
The bottom diagram (the following diagram) is for Alice’s shared key.

E<«—~~F;

P

The most important idea of this part comes from FESTA [4]. Alice computes
(P!, QY) = A1 -{(P],Q}). Note that

<P1”> B (¢1,B(¢1(Pc)))
Q1) " \91,8(¢1(Qc))
since AB = BA. Therefore, if deg 7 is an appropriate integer, Alice can compute
an isogeny E! x F{ — E x E} by using Kani’s theorem and (P}, Qg, Py, Q7).
Let j(E) be her shared key. Refer to Remark [2| for the way to distinguish j(E)
and j(EY).

To construct a key encapsulation mechanism based on the above idea, we

need to answer the following question: How do we construct an isogeny 7% We
explain the way to construct 7 that has the desired property in Section [3.2}

3.2 Construction of T

In this subsection, we explain how to construct an isogeny 7. To realize IS-CUBE,
the construction of 7 is the least trivial part. From Kani’s theorem, the value
deg 7 needs to be £3, — (% or (¢4 — £%)/¢ for some small integer £. However, it is
not easy to construct 7 of degree ¢¢ — {4 for random ¢ and a. We provide two
methods to construct 7 as follows:

— Use a factorization of z2° — y? .
— Compute an endomorphism of the curve of j-invariant 1728.
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The first method provides an easy construction of 7. This construction is efficient
even if the size of the prime p is very large; however, we need to take a larger p
than the smallest prime that makes IS-CUBE secure. The second method uses
a part of the KLPT algorithm [25]. This method is more complicated than the
first method; however, we can take the smallest (or a near-size) prime p that
makes IS-CUBE secure.

Use a factorization of 2" — y2". We define lc =2, (4 =3, {5 = 7, and the
prime p as

p=22"""3.7F 1,
and set a = 29, where f is a small integer. Set F, as the curve of j-invariant
1728. In this case, it holds that

a'—1 a’—1
22" 32 = (22 -3y 4 3) [ @ 3% =7 [ @ +3%).
=1 =1

Since E; is the curve of j-invariant 1728, we can construct endomorphisms of
degree 22 432, .. Y 22" 4327 respectively. Specifically, an endomorphism of
Ey defined by [32']+[22"|ov is of degree 22" 432" where ¢ is an endomorphism
satisfying (2 = [—1]. Therefore, if we define 7 as

=31+ 20000 (8 "1+[22" ou),

then it holds that deg7 -7 = 22a/+1 — 32a/.

Remark 1. If it holds that 7| deg 7, then the problem occurs because the image
of a basis of F,[7%] under 7 is not a basis of F,[7°]. This never happens because
we have a? + 32 # 0 (mod q) for all integers a, 8 with ¢ 1 «, 8 if ¢ = 3 (mod 4).

Use an endomorphism of the curve of j-invariant 1728. We now explain
the second method to construct 7.
We define ¢ =2, {4 = 3, and £g = 5. In other words, we take p as

p=2°3-5f -1,

and set deg¢; = 3%, where f is a small integer. The problem is the way to
construct an isogeny of degree 2¢ — 3. Let Ey be the curve of j-invariant 1728
over IF,,, m, be the p-Frobenius map of Ey, and ¢ be an endomorphism of Ej
such that (> = [—1]. There is a well-known algorithm to compute four integers
21, 22, 23, 24 satisfying

A4 +p(zi+ ) =N

from a given integer N > p (e.g., [I7, Algorithm 1]). Therefore, we can compute
an endomorphism ~ of Ey of degree N by computing

v = ] + [z2]e + mp([28] + [24]0)
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We take the maximum integer M such that M|(2°—3%) and ged (M, 5) = 1, and
set N = M - 5%°. Compute an endomorphism v of Ey such that degy = N by
the above method. The endomorphism ~ is separable because ged (p,deg~y) =
1. Therefore, there are separable isogenies 11, s, and 7 such that degiy, =
deg 1y = 5%, degT = M, and v = 1) o T 0 ;. Since we have

ker ¢, = kery N Eg[5°], kerty = kerd N Eo[5°],
we obtain 7: Ey; — E, as the following diagram.
Ey
N
Eq

T

Es

By using 11, ¥ and ~, we can compute some images under 7. Technically,
we can compute 7(P) for P € E; such that the order of P is coprime to 5 by
computing %(1&2 ovyo 1/31)(P) However, if the order of P is divisible by 5, then
we cannot use this method. This is a problem because we need to compute 7(Pp)
and 7(Qp) in the first setting of IS-CUBE, where {Pg,Qp} is a basis of E,[5°].
We solve this problem via Kani’s theorem. We define p as

p=2°3-5°Ftf 1,

and set @ = 2a’ for an integer a’, where ¢ is the maximum integer satisfying
5t | 2¢ — 320" Note that degr = (2¢ — 320')/5¢. Let {Pc,Qc} be a basis of
E,[2°]. We assume that we already computed 7(Pz) ad 7(Q¢). Let ¢’ be an
isogeny ' : Ey — E! of degree 5'. We have the following diagram.

'(l)/

%—ESH

S

!
S

3]

W
2
-~

ti]1<; tijl

&

_ >

P’ oT

/
S S

Since deg [3%]+deg (1 o T) = 2, the kernel of the isogeny ¥ : E,x E! — E,x E!
defined by R
397 #o
W = [ ’
(o Ti)

is (3% Pe, v/ (1(Pc))), (3% Qe ' (T(Qc)))) from Kani’s theorem. Therefore, we
can compute the images of the points in E4[5°*!] under ¢’ o 7 by using Pc, Qc,
7(Pc), and 7(Q¢). Let {Pp,Qp} be a basis of F,[5°]. To compute the images
of Pg,Qp under 7, we have the following process:

1. Take points P, Q% € E4[5***] such that 5' P, = Pg and 5'Q; = Q5.

2. Compute (' o 7)(Pg) and (¢’ o 7)(Q'g) by using ¥.

3. Compute (¢ o) o 7)(Py) = 7(Pg) and (¢ 0 ¢ o 7)(Q) = 7(Qp).

Hence, we can compute 7 and desired image points by the above method.
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Decapsulation. We now provide the precise method for the decapsulation as-
suming the above two methods for constructing 7.

Alice first computes a random 7-isogeny (resp. 5'-isogeny) E. — E/ and
images of (P}, Q() under this isogeny if we use the first method (resp. use the
second method). Alice can compute an isogeny EY x Ef — Ex EJ by using Kani’s
theorem. The following diagram shows the SIDH diagram that Alice considers.

3“%-isogeny

7 or 5‘-isogeV
/
Es (2°—3%)-isogeny
(deg T)—isogenyl

E// oo o Eé/
Thus, Alice can compute her shared key j(FE).

Remark 2. Alice has two elliptic curves E and EY in the end. Therefore, it seems
for Alice to be hard to determine the correct shared key. There are some solutions
to this problem.

One solution is to use the Fujisaki-Okamoto transform [20]. As a result of the
FO transform, Alice can obtain Bob’s secret key in the decapsulation process;
therefore, Alice can obtain the correct shared key E.

We also provide a solution to this problem without using the FO transform.
Suppose we use the first method to construct 7 or the second method with ¢ > 1.
Alice takes two different 7 or 5t-isogenies £, — E” and E, — E!”, and computes
two (2¢, 2¢)-isogenies mapping from E? x E} and from E.' x Ef. Let the images
of these two isogenies be E x EY and E x EY'. Because EY and E}’ are different
supersingular elliptic curves with high probability, Alice can identify j(E).

If we use the second method with ¢ = 0, we take the smallest prime ¢ such
that £|(2¢ — 3%), and let p be a prime defined by

p=2°3-5. f—1.

By setting deg T = (2¢ — 3%)/¢, Alice can use a similar method to that in the
previous paragraph. In other words, Alice can identify j(E) by using two random
l-isogenies from E.. The KEM explained in Section uses this method to
identify j(E).

3.3 Public parameters with a random starting curve

There is a security concern in using the curve of j-invariant 1728. In fact, Section
[4:3] provides an attack on IS-CUBE if we use this curve and a specific basis for the
public parameter. This subsection provides the method to construct the public
parameters of IS-CUBE with a random starting curve. The method proposed in
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[2] provides a construction of a random supersingular elliptic curve by a multi-
party computation. By combining this method and our computational method
in this subsection, we can obtain the trusted public parameters of IS-CUBE.

Remark 3. Needless to say, we can also choose the curve of j-invariant 1728 or
the curve generated by the recipient of the ciphertext for the starting curve.

We obtain the set

(Es0, Pc,Qc, P, QB, Es 0, 70(Pc), 70(Qc), 70(PB), 10(QB))

from the method in Subsection where {Pc,Qc} is a basis of E,[¢&],
{Pp,Qp} is a basis of E;[f%], and 1 is an isogeny with an appropriate degree.
Note that it holds that ged(deg 79, ¢5) = 1 in both methods to construct 7 pro-
vided in Subsection By using Pp and g, we can construct the following
SIDH diagram:

(Es0, Py Qc, Pp, Q) —= (Es0,70(Pc), 70(Qc), 0(Ps), 0(QB))

(Es1, ko(Po), ko(Qc)) ——— (Es,1, Fo(T0(Pc)), Fo(10(Qc)))

Here, k¢ is an Z%—isogeny mapping from Ej; o and R is an isogeny mapping from
E&O with ker &g = 19 (ker ko). Therefore, we obtain random supersingular elliptic
curves F 1 and E~’371. For the public parameters of IS-CUBE, we additionally
need to compute images of F, 1 [(%] and E 1 [¢5] under 71. The image of Ej (4]

is already computed as four points

(ko(Pc), ko(Qc)), (Fo(10(Pc)), Fo(m0(Qc)))-

However, these points reveal the isogeny kg from Robert’s attack. Therefore,
we need to mask information about them. Take a random 2 x 2-regular ma-
trix A over Z/l¢Z, and compute (Po1,Qc1) = A - (ko(Po), ko(Qc)) and
{Pc1,Qc1) = A - H&o(mo(Pe)), Fo(10(Qc))). Note that A does not have to
belong to M. By giving (I:’CJ,QCJ) and (]5071,(2(;,1), we provide the image
of Eg1[¢%] under 7 without the information of kg. Since a is an even integer
for all cases, to compute the image of Ej1[¢5], we can use the same trick as
that appearing in the construction of 7 using an endomorphism of the curve
of j-invariant 1728. In other words, by using a scalar multiplication [6?4/ %), four
points ]50,1, Qc,h ]5071, Qc,1, and Kani’s theorem, we can compute the image of
a point in E ;[¢%] under 71.

By repeating the above process enough times, we can obtain the public pa-
rameters of IS-CUBE with a random starting curve.

Remark 4. Suppose that we repeat the above process m times and obtain a
random curve E,. From the discussion in Subsection the degree of the
isogeny E; o — Es p, is desired larger than ((£c)¢)3/2. Therefore, we set n as an
integer such that (£3)"" > (£c)3¢/2.
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3.4 Key excansulation mechanism

In this subsection, we explain the precise scheme of IS-CUBE.
Bob tries to send a shared key to Alice.

Public parameters: Take three integers a, b, ¢ and primes £ 4, ¢, c and set p
as a prime such that
p=LEtalplf — 1,

where £ is an integer such that ¢|(¢g —¢%) and ged (€5 — £%)/¢,¢p) = 1, and
f is a small integer. Take a random supersingular elliptic curve E, and an
isogeny 7: Fs — Ej of degree (£¢, —£%)/{. Let {Pg,Qp} be a basis of F[¢%]
and {Pc, Qc} be a basis of E,[¢,]. Compute all images of these bases under
7 by using methods in Section and Section Let M, be an abelian
subgroup of the 2 x 2-linear group over Z /(¢ Z. For example, we can set

m={(52)

The public parameters of IS-CUBE are

(p, Eo, {PBa QB}> {T(PB)7 T(QB)}’ {PC’7 QC}> {T(PC)7T(QC)}7MC)'

Public key (Alice): Alice computes a random isogeny ¢1: Es — E; of degree
¢4 by using the method of the CGL hash function. Moreover, she computes

(Pp. Q%) = (61(PB),1(QB)), (P1,Q1) = (¢1(Pc), $1(Qc)).

She randomly takes a matrix A from M.. She finally computes

(P,Q1) = A- (P, Q).

o, BELNLL, o® — B* € (Z/egZ)X} :

She publishes the following as her public key:
(E17 (Pla Ql)? (P/Ba Q/B))

She keeps A as her secret key.
Encapsulation (Bob): Bob takes a random value r in (Z/¢%7)* . He computes
two ¢%-isogenies

bop: Es — E'. = E,/(r(Pp) + r7(Qp)),
$1,8: E1 — E} = E1/(Pp + Q7).

He also computes points

(F Qo) = (¢0,5(m(Pc)), ¢0.5(7(Qc))), (P, Q1) = (61,5(F1), ¢1,5(Q1)).

He takes a random matrix B from M. He finally computes
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He publishes the following as his ciphertext:
(5, (P, Qo), En, (P1, Q1))
Bob also computes an ¢5-isogeny
¢p: Es — E = E;/(Pp +1Qp).

The value j(E) is Bob’s shared key.
Decapsulation (Alice): Alice first computes points

(P,Q1) =A™ (P,QY)

She also computes two random f-isogenies ¢1: E. — E/ and ¢y: E, — E!'
and points

(Po', Q0) = (¥1(Fp), ¥1(Q0)), (B, Qq') = (¢h2(Fp), 42(Q0))-

She next computes two (£, £, )-isogenies mapping from E x E{ and E' x E}
with kernels

((Py', P1), (Qg, @1)) and ((Fy", P), (Q0', Q1))

respectively. Alice gets four elliptic curves appearing as codomains of the two
(€%, £2,)-isogenies. If she cannot obtain four elliptic curves (e.g., the case that
one of the codomains of the isogenies is not a product of elliptic curves), then
she refuses the sharing. She computes all j-invariants of these four elliptic
curves. If two of these four values are the same, Alice takes this common
value as her shared key, and if not, she refuses the decapsulation.

Theorem 2 (Correctness). Alice and Bob obtain the same key at the end of
1IS-CUBE with high probability.

Proof. From the commutativity of SIDH diagrams, there are two isogenies:
7' E — E! that have the same degree as 7 and ¢}: E — Ei of degree (%.
Moreover, there are points P, @ in E such that

(Po, Qo) = (7'(P),7(Q)),
(P, Q1) = A - (¢1(P),61(Q));

from the constructions of (P}, Qf) and (Pj, Q}). Therefore, we have
(P, QY) = (¢1(P), 1(Q))-

Since we have ¢ - deg 7’ + deg ¢} = (., the codomain of the isogeny mapping
from E! x Ei whose kernel is

<(¢1(P6)7 Plu)v (¢1(Q6)7 l1/)>
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is a product of E and EJ from Kani’s theorem, where EY is a supersingular
elliptic curve. For the same reason, we have

(B x EY) /(Y2 (Fg), P, (¥2(Q0), Q1)) = E x Ey,

where EJ’ is a supersingular elliptic curve. From the commutativity of SIDH
diagrams, elliptic curves FY and EY’ are, respectively, codomains of different ¢-
isogenies mapping from the common domain curve Ej. Therefore, it holds that
J(EY) # j(EY") with high probability. Hence, Alice gets j(FE) at the end of IS-
CUBE, which is Bob’s shared key. O

4 Security analysis

In this section, we provide some discussions about the security of IS-CUBE.

4.1 Computational problems

We introduce some computational problems related to the security of IS-CUBE
and prove the security of IS-CUBE. We conjecture that all problems provided
in this subsection are computationally infeasible.

Let p be a prime of the form €¢,04¢5¢f — 1, let a be an integer with £, > ¢4,
let Eg be a random supersingular elliptic curve over Fj2, let {Pc,Qc} (resp.
{P5,Qp}) be a basis of E,[(%] (resp. E[f%]), let 7 be an isogeny 7: E, — E of
degree (£¢ —£%)/¢, and let M, be an abelian subgroup of sufficient large order
of the general linear group of degree 2 over Z /(¢ Z. Let

(E57P37QB7P07QCaEsvT<PB)7T(QB)?T(PC)7T<QC))

be public parameters.

Problem 1 (CIST problem [{], Problem 7]). Let d be an integer coprime to .
Let ¢ be an isogeny ¢: Es — E; of degree d. Compute ¢ from (Es, Po,Qc¢)
and (E1, A -Y(¢(Pc),#(Q¢))), where A is an element in M, taken uniformly at
random.

Problem 2 (DIST problem [{, Problem 6]). Let d be an integer coprime to {¢. Let
(E1, P1, Q1) be a tuple of a supersingular elliptic curve E; and a basis { Py, Q1}
of Eq[¢] sampled with probability 1/2 from one of the following distributions:

— (E1, P1,Q1), where Ey is a random supersingular elliptic curve over [z, and
{P1,Q1} is a random basis of E;[(%].

— (E1, P1,Q1), where Fj is a codomain of an isogeny ¢: E; — E; of degree
d, and (P1,Q1) = A - (¢(Pc), p(Qc)), where A is an element in M, taken

uniformly at random.

From tuples (F1, P1,Q1) and (Es, Po,Qc¢), determine from which distribution
the tuple (E1, P, Q1) is sampled.
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Problem 3 (Long isogeny with torsion (LIT) problem). Let d be an integer co-
prime to £z such that d > ¢%. Let ¢ be an isogeny ¢: E; — E; of degree d.
Compute ¢ from (Es, Pp, @p) and (E1,¢(Pp), ¢(Qp)).

Problem 4 (Decisional long isogeny with torsion (DLIT) problem). Let d be an
integer coprime to ¢p such that d > ¢%. Let (E1, P1, Q1) be a tuple of a supersin-
gular elliptic curve F; and a basis {Py,Q1} of E;[¢%] sampled with probability
1/2 from one of the following distributions:

— (E1, P1,Q1), where Ej is a random supersingular elliptic curve over F 2, and
{Py,Q1} is a random basis of E;[¢%] such that e, (P1,Q1) = ep, (Pg,Qp)%

— (Ey, P1,Q1), where E is a codomain of an isogeny ¢: E; — Ey of degree d,
and (Pval) = (¢(PB)5¢(QB))

From tuples (E1, P1,Q1) and (Es, Pp,Qp), determine from which distribution
the tuple (Fy, Py, Q1) is sampled.

Problem 5 (Supersingular Isogeny Computational Diffie-Hellman with a revealed
7 (SSICDH-1) problem). Let r be an element in (Z/¢%7)* taken uniformly at
random. Let ¢ p: Es — E’ be an (%-isogeny whose kernel is (1(Pg) +77(Qp)).
From E’ and public parameters, compute an elliptic curve Es/{Pp + rQp).

Problem 6 (Supersingular Isogeny Decisional Diffie-Hellman with a revealed T
(SSIDDH-7) problem). Let r be an element in (Z/¢%7)* taken uniformly at
random. Let ¢ p: E, — E’ be an £%-isogeny whose kernel is (7(Pg) +77(Qp)).
An elliptic curve E is sampled with probability 1/2 from one of the following
distributions:

— K, where E is a random supersingular elliptic curve over IF,.
— E, where E is Es/{Pg +rQp).

From (E!, E) and public parameters, determine from which distribution E is
sampled.

The core idea of IS-CUBE comes from the hardness of the above six problems.
However, we need to introduce other problems to discuss the security of IS-CUBE
due to its complex structure.

Problem 7 (Computational IS-CUBE (CIS-CUBE) problem). Let ¢1 be an (%-
isogeny ¢1: Es — Ej. Let r be an element in (Z/¢%7)*, and let A, B be matrices
in M. Assume that these elements are taken uniformly at random. Define ¢%-
isogenies and points of order /¢ as follows:

bop: Es — E':= E,/(1(Pg) +r7(QB)),
¢$1,8: E1 — E} := E1/(¢1(PB) +ré1(QB)),

A (1 (Pc), $1(Qc)),
B - (¢0,8(1(Pc)), ¢0,8(1(Qc))),
B - (¢1,5(P1), ¢1,5(Q1)).

(P1,Q1):
(P, Qp) :
(P, Q") :
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From public parameters and

((EhP17Q17¢1(PB)7¢1(QB))’ (E;5POI’Q6)a (E17P1/7Q/1))7
compute the elliptic curve E;/(Pg + rQp).

Problem 8 (Decisional IS-CUBE (DIS-CUBE) problem,). Let ¢1 be an £%-isogeny
¢1: Es — Ej. Let r be an element in (Z/¢%7)*, and let A, B be matrices in M...
Assume that these elements are taken uniformly at random. Define £%-isogenies
and points of order ¢ as follows:

¢o.B: Ey —s E. = ES/<T(PB) +r7(Qg)),
b1.8: By — By := E1/(¢1(PB) +r$1(QB)),

t(Pval) =A- t(¢1(PC)7¢1(QC))7
(P5,Qp) =B - (¢o,5(1(Pc)), do,5(1(Qc))),
(P{,Q1) =B -Y¢1,5(P1), ¢1,8(Q1)).

An elliptic curve E is sampled with probability 1/2 from one of the following
distributions:

— E, where E is a random supersingular elliptic curve over IF).
— E, where E'is E;/(Pg +1QB).

From public parameters and

((Ela P17 Q17 ¢1(PB)? d)l(QB))? (Eg7 P(;a Q/O)a (Eia Pllv Q,1)7 E)7
determine from which distribution E is sampled.

There are relationships among the above problems. We summarize some of
them in the following proposition.

Proposition 1. If there is a PPT algorithm that can solve the CIST or LIT or
SSICDH-T problem, then there is a PPT algorithm that can solve the CIS-CUBE
problem. Moreover, if there is a PPT algorithm that can solve the SSIDDH-T
problem, then there is a PPT algorithm that can solve the DIS-CUBE problem.

Finally, we have the following theorem for the security of IS-CUBE.

Theorem 3. If there is no PPT algorithm to solve the CIS-CUBE problem,
then IS-CUBE is OW-CPA secure. If there is no PPT algorithm to solve the
DIS-CUBE problem, then IS-CUBE is IND-CPA secure.

Proof. 1t is easy to see from the construction of IS-CUBE. ad

IS-CUBE is not IND-CCA secure because there is an adaptive attack (see
Section. To construct an IND-CCA KEM based on IS-CUBE, we need some
transforms like the Fujisaki-Okamoto transform [20023].

Further analysis of the security of IS-CUBE is future work.
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4.2 Secure prime for IS-CUBE

This subsection discusses the appropriate parameter size of p in IS-CUBE under
the AES-) security level (i.e., A bits security against attacks by classical com-
puters and A/2 bits security against attacks by quantum computers). In other
words, we discuss the appropriate parameter under which the CIST problem
(Problem[I)) and LIT problem (Problem [3) and SSICDH-7 problem (Problem [5)
are hard to solve. We use the same notation as in Section [3.4] and .1l We need
to decide the size of £¢,, £%, and ¢Y%.

We first focus on the CIST problem. Let d be the degree of the hidden isogeny
¢. In the setting of IS-CUBE, we have d = ¢4 or d = (5. A secret matrix in
M. hides the image points under ¢; therefore, we can assume that there is no
information on image points under the secret isogeny. Hence, we can use the
same discussion as that on the parameter size of SIDH. From the meet-in-the-
middle approach and the Claw finding algorithm [41], we prefer to let d > 22*.
Moreover, we consider another approach to computing ¢. From Robert’s attack,
it is sufficient to compute image points of order large enough under an isogeny
to reveal it. In other words, it is suffice to find ¢(P), »(Q) of order N to reveal
a secret d-isogeny ¢, where {P, Q} is a basis of E5;[N] and N is an integer such
that N ~ d%/? and ged (N,d) = 1. The number of the bases of (Z/NZ)? is
#GLo(Z/NZ). Since we can ignore a constant factor by using the Weil pairing,
the number of bases we need to check is the size of the projective linear group
#PGL2(Z/NZ). Since it holds that

1

> N,
@~

#PGLy(Z/NZ) = N* ]

g|N prime

2(q2—1)>N3 H

gq|N prime

we prefer to let N ~ d'/? > 2 against attacks by classical computers and N1/? ~
d'/* > 2*?2 against attacks by quantum computers from Grover’s algorithm
[21]. Hence, we conclude that we prefer to let d > 22*. In other words, we have
0%, 0% > 22X
Atp Z &7
We next focus on the LIT problem. Let d be the degree of the hidden isogeny
¢. In the setting of IS-CUBE, we have d = ¢%. There are two directions to reveal
the hidden d-isogeny ¢ based on Robert’s attack as follows:

1. We first find a basis {P,Q} of Es[(%N] and ¢(P),#(Q), where NP = Pp
and NQ = Qp, and N is an integer coprime to d such that (¢4N)? > d.
Then, we use Robert’s attack to (¢, P, Q, ¢(P), $(Q)).

2. By the similar computation of Robert’s attack, we first compute two isoge-
nies EI* — A and E]* — B of abelian varieties of dimension m by using
{Pp,Qp} and {¢(Pg), »(Qp)} for an appropriate integer m (e.g., m = 4, 8).
Using the meet-in-the-middle approach and the Claw finding algorithm, we
find an isogeny ¥: A — B that reveals an isogeny ¢™: E7* — E".

The main part of the first approach is to find two bases. Therefore, we can
use the same discussion as in the previous paragraph because it holds that
E [l%N]/Es[t%] = (Z/NZ)?. We prefer to let N > 2*. Therefore, we prefer
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to let d > (¢4 - 2*)2. The second approach’s main part is to detect the isogeny
¥w: A — B. We have the degree of ¥ is about (d/¢2%)™. Put L = d/¢%°. The
number of (Ll/z, ceey L1/2)—isogenies from A depends on m, and it is the mini-
mum when m = 1. From the meet-in-the-middle approach and the Claw finding
algorithm, we prefer to let L > 22* if m = 1; hence, we prefer to let d > (2% .22,
Since 6}1)3 > 22) from the previous paragraph, we prefer to let d = 05 > 26X,
Finally, we focus on the SSICDH-7 problem. Denote the target elliptic curve
by E. We have two isogenies relating to E: an (¢g, — ¢4 )-isogeny from E’ to E
and an (%-isogeny from E; to E. The number of (¢5, — ¢4 )-isogenies from E
is about ¢, — ¢4 and that of ¢%-isogenies from Ej is about ¢4. Therefore, we
prefer to let (£& —£9) > 2X and E% > 22, From the above discussions, we have
5 > 26X and 51}3 > 22X Therefore, we have already let E% > 2 Since o > 26X
and (€5, — (%) > 2*, we prefer to let (&, = (05, — %) + €% > 26* + 2} ~ 207,
From the above discussions, we have

logy p & logy €5, 4 log, £ ~ 6) 4+ 2)\ = 8.

Remark 5. We provided a very rough estimation of the size of p that makes IS-
CUBE secure in the above discussion. There is a possibility that the size can be
smaller under a more precise estimation.

4.3 Vulnerability of using a starting curve with an endomorphism
of a small degree

Though a curve with an endomorphism of a small degree (e.g., the curve of
j-invariant 1728) provides some useful constructions, it sometimes provides vul-
nerabilities for cryptographical schemes. For example, the torsion point attack
provided by Petit uses an endomorphism of a small degree on the starting curve
of SIDH [35].

We use the same notation as in Section [3.1] Assume that the starting curve
E,/F,> has an endomorphism 6 with degf ~ 1. Let {Pc,Qc} be a basis of
E [t¢] and ¢1: Es — Ey be an (%-isogeny. We assume that Alice publishes

(Esvt(Ps, Qs) =A- t((bl(PC))v d)l(QC))v
where A € M,. Then, we have the following theorem.

Theorem 4. Let C be a 2 x 2-matric over Z /{37 representing 6 with respect to
the basis {Pc,Qc}. Le., we have {0(Pc),0(Qc)) = C-YPe,Qc). If C € M.,
then there is a polynomial time algorithm that reveals ker ¢1 when the starting
curve Eg has an endomorphism 0 of a small degree.

Proof. The construction of the algorithm to break IS-CUBE is based on the
attack for M-SIDH when the starting curve has an endomorphism of a small
degree [19, Section 4.2].
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Let ¥: Fy — E; be an endomorphism of F; defined by ¥ = ¢ 000 gﬁl. We

have
Py _ ¢(¢1(PC)) _ d)B,S(PC) _ ya P,
#(6,) =B (Moo =dsaac (g-i0)) =i ()
since A, C € M.. Therefore, we can compute the images of (Ps, Qs) under the

endomorphism . Since degt ~ (%% and ¢%* < (%, Robert’s attack [38] reveals
ker 1. We can get ker ¢1 from ker ). O

We can see more details of this type of attack in [g].

By taking an appropriate basis, we can avoid the attack in Theorem @] How-
ever, it is desired to take a random supersingular elliptic curve with less infor-
mation about its endomorphism ring as the starting curve to avoid a potential
security risk caused by using such “weak” elliptic curves. To construct a random
supersingular elliptic curve without the knowledge of its endomorphism ring, we
can use a method in Section [3.31

4.4 Adaptive attacks

In this subsection, we provide a brief explanation of adaptive attacks for IS-
CUBE. IS-CUBE is vulnerable to adaptive attacks provided by an already-known
attack for FESTA.

Suppose that Bob tries to obtain Alice’s secret key. Recall that Alice com-
putes P/, QY) = A=1 - H(P/,Q}) and an isogeny E’ x E; — E x E} by using
points (P}, Qp, Py, QY) to obtain the shared key j(E). Note that (P}, Q) and
(P{,Q}) are provided by Bob. This situation is close to that of FESTA. More-
over, Alice cannot compute the matrix B of Bob. This situation satisfies the
condition that the adaptive attack proposed in [30] can be used. Therefore, Bob
can obtain Alice’s secret key by an adaptive attack based on the attack proposed
in [30].

For the above reason, IS-CUBE is vulnerable to an adaptive attack. If we
want to use IS-CUBE non-interactively, we need a transform like the Fujisaki-
Okamoto transform [20].

5 Variations of IS-CUBE

In this section, we provide some variations of IS-CUBE. In Section[5.1] we discuss
about the compressed version of IS-CUBE. Moreover, we discuss the use of B-
SIDH primes in Section [5.2]

5.1 Compressed version of IS-CUBE

In this subsection, we explain a compressed version of IS-CUBE. There are
some studies about compression techniques for SIDH (e.g., [13]). By using these
techniques, IS-CUBE can also be compressed.



22 Tomoki Moriya

Let E be a supersingular elliptic curve over 2. Let A be a deterministic
algorithm that outputs a basis of E[N] from F and N. There are some methods
to construct such algorithms (e.g., see [I3]). A canonical basis of E[N] is a
basis of E[N] derived from .A. Denote by {Pg.c,Qg,c} a canonical basis of
E[¢)], and by {Pg p,Qg .} a canonical basis of E[f%]. Since £¢ and ¢% are
smooth numbers, we can represent random bases of E[(¢] and E[(%] by 2 x 2-
matrices via the canonical bases and the Pohlig-Hellman algorithm [36]. In other
words, a random basis {Pc,Qc} of E[¢] (resp. a random basis {Pp,Qp} of
E[¢%]) can be represented by a matrix C in GLg(Z/¢%Z) such that {Pc, Qc) =
C - {Prc,Qgc) (resp. by a matrix B in GLa(Z/(%Z) such that (Pg,Qp) =
B-{Pg p5,QE,B)). Since {Pc,Qc} and {Pg,Qy} are represented by elements in
(F,2)?, we can compress these bases by using the matrix representations.

Moreover, we can compress these matrices additionally by considering the
constant factors of these points. Recall that points Pg,@p are used to compute
a kernel of an ¢%-isogeny. Since the kernel group is determined regardless of
common constant factors of Pg and g, we can use a matrix B’ satisfying
B’ = @B for any 8 € (Z/{%7Z)* instead of B. Therefore, we can represent
{Pp,Qg} by a matrix B’ such that at least one element of B’ is 1. In other
words, we can represent {Pg, Qp} by an element in (Z/(%7)3.

We can also represent {Pc, Qc} by an element in (Z/057)3. However, this
case is slightly trickier than the case of {Pg,@p}. It is because points Pc and
Q¢ are used to compute an (¢¢, ¢ )-isogeny chain in IS-CUBE, and the kernel of
this isogeny chain is affected by constant factors of these points. In other words,
subgroups ((Pc, PL), (Qc, Q) and ((coPc, PL), (coQc, QF)) provide different
(¢c, Lc)-isogeny chains for ¢y € (Z/€5Z)* ~{=%1}. Since the points are multiplied
by some constants in our compression method, we need to adjust these constant
factors before computing the isogeny chain. Let the target constant be ¢y, and
let e, be the £G-Weil pairing. In the IS-CUBE setting, the value e (P, Qc)
is defined by P/, and @ which are the remaining points to construct the kernel
of the isogeny chain. Precisely, we have

eee (Po, Qo) = eqe (Ph,Qp)' e or e (Po,Qo)e™"% = ege (Ph, Qp)4

in the IS-CUBE setting. Therefore, we can compute ¢2 (mod ¢5) from the above
equation and the property of the Weil pairing. If ¢ is an odd integer, we can
adjust the constants because we obtain c¢g or —c¢g from 0(2) (mod ¢3). If bc =2,
we obtain ¢y, —cg, ¢o +2°71, or —cg + 27! from 3 (mod 2¢). Unfortunately,
we cannot reject the part of 2! by the Weil pairing. However, this part only
affects the last (2,2)-isogeny of the isogeny chain. Therefore, we can compute
the correct isogeny chain by computing all possible isogenies in the final step
of the computation of the isogeny chain. To summarize, we can compute the
correct isogeny chain with small additional calculations even if we represent the
basis { Pc, Qc} by an element in (Z/057Z)3.

Recall that Alice’s public key is (E1, (P1,Q1), (Pg, Q'z)), where E is an ellip-
tic curve, { P, Q1} is a basis of E1[(%], and { P4, Q'3 } is a basis of E;[¢%]. There-
fore, Alice’s public key is embedded in F2 x (Z /(3 Z)3 x (Z/¢%Z)3 by using the
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Table 1. Sets in which the public key and ciphertext of IS-CUBE are embedded

Public key Ciphertext
Original IS-CUBE (F,2)° (F,2)°
Compressed IS-CUBE|F 2 x (Z/l¢7)° x (2/0%2)3 (F2)* x (Z/t57)°

Table 2. Comparison of IS-CUBE with SIKE

SIKE [1] IS-CUBE
original |compressed |original |compressed
Public key| 24\ 14X 80\ 40\
Ciphertext| 25\ 17X 96\ 68\

compression technique. Recall that Bob’s ciphertext is (EZ, (P}, Qy), E1, (P1,Q})),
where E and Ef are elliptic curves, { P}, Qp} is a basis of E/[¢%], and {P], Q) } is
a basis of E{[(Z]. Therefore, Bob’s ciphertext is embedded in (F,2)? x (Z/(%Z)°
by using the compression technique. We summarize in Table [1| the sets in which
the public key and ciphertext of the original and compressed IS-CUBE are em-
bedded.

We have that the SIKE prime is about 2%*. Since that of IS-CUBE is about
, we can compare the size of the public information of SIKE and that of
IS-CUBE in both compressed and non-compressed cases. We summarize the
comparison in Table [2| As shown in this table, the public key of IS-CUBE is
about 3 times larger than that of SIKE, and the ciphertext of IS-CUBE is about
4 times larger than that of SIKE.

28)\

5.2 Using B-SIDH prime

In this subsection, we discuss IS-CUBE using a prime of the form for B-SIDH.

B-SIDH is one variant of SIDH proposed by Costello [11]. The property of
B-SIDH is the use of quadratic twists of elliptic curves. Let E be a supersingular
elliptic curve over F 2 such that #E(F,2) = (p+1)?. Denote the quadratic twist
of E by TE. Le., we have E(Fj1) & TE(F,1) and E(F,2) % TE(F,2). It holds that
#TE(F,2) = (p — 1)?; therefore, if both p+ 1 and p — 1 are smooth integers, we
can use points of order dividing p — 1 to compute isogenies in addition to points
of order diving p + 1.

In the IS-CUBE setting, we can consider two different cases to use B-SIDH
primes as follows:

— One of the sets {Pc,Qc} and {Pp,Qp} belongs to E(F,2) and the other
belongs to TE(F,2).
— There are eight points

Pco,Qc0,PB0:Qpo € BE(F,2) and Po1,Qc,1,Pp1,Qp1 € TE(F,2)

such that Pc = Pco+¢(Po1), Qo = Qco+¢(Qca), Ps = Ppo+¢(Pp1),
and Qp = Qpo + ¢(Qp.1), where ¢ is an isomorphism ¢: TE — E.
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Here, we suppose the orders of the above points are smooth (not necessarily
powers of an integer).

In the first case, we use a prime p of the size of about 6 bits or more since the
order of P is about 202, If P, Q¢ € E(F,2) and Pp,Qp € TE(Isz), we compute
the ciphertext by using the quadratic twists and compute the two-dimensional
isogeny chain by using the original curves.

In the second case, we use a prime p of the size of about 4\ bits or more.
However, it seems to be hard to find this type of B-SIDH prime if we construct
7 from the factorization of 22~ — 2. It is because the order of Px, Q¢ is the
form of 22”, and we need to find a rare p that satisfies 22 |(p+1) and 27 |(p—1)
for some xy and x;. In the case that we construct 7 by using the structure of
the endomorphism ring of Ey, we may find a B-SIDH type prime suitable for
IS-CUBE. To compute the isogeny chain for the ciphertext, we first compute the
isogeny of the kernel generated by Pp ¢ and o, and next compute the isogeny
of the kernel generated by Pp,; and ()p,; in the world of quadratic twists. We
can also compute the two-dimensional isogeny chain for the decapsulation in the
same way.

Consequently, we can use the B-SIDH type primes for IS-CUBE. They may
provide more compact IS-CUBE implementations. However, the computational

costs may become larger because we need to compute high-degree isogenies as
B-SIDH.

6 Implementation

We implemented IS-CUBE by using sagemath [I§] as a proof of concept. The
code can be downloaded in http://tomoriya.work/code.html.

In this section, we provide parameters for IS-CUBE under different security
levels and a brief explanation of some techniques used in the IS-CUBE imple-
mentation. Moreover, we show the computational time of IS-CUBE under this
implementation.

6.1 Parameter selections for IS-CUBE

We first provide the primes for IS-CUBE in three security models: the AES-128,
AES-192, and AES-256 security. The primes can be defined as follows. Here, we
suppose that 7 is constructed by using the structure of the endomorphism ring
of Fy to take primes of the sizes of about 8\ bits. Appendlx [A] provides primes
when we construct 7 by using the factorization of z2° — 32 . We summarize the
size of these primes and the public information appearing in IS-CUBE in Table
Bl The primes for IS-CUBE are as follows:

P1og = 9774 5 . 5111 11.192 _ 1, degor = 34887
P1o2 = 21158 . 3. 5166 -5-1129 — 1, deggbl _ 37307
D256 = 21542 . 3. 5221 .7.9263 — 1’ deg ¢1 — 3972’


http://tomoriya.work/code.html
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Table 3. Parameters for IS-CUBE using an endomorphism of Ey to construct 7

A |p (in bits)| Public key | Ciphertext |Compressed (P)|Compressed (C)
128| 1,044 |1,305 bytes|1,566 bytes 649 bytes 1,104 bytes
1921 1,558 |1,948 bytes|2, 337 bytes 969 bytes 1,649 bytes
256 2,068 |2,585 bytes|3,102 bytes| 1,289 bytes 2,192 bytes

Table 4. Comparison of the IS-CUBE primes with primes for other isogeny-based
schemes

X\ [ CSIDH [7/10] [ M-SIDH [19] [terSIDH™" [3]] FESTA [4] IS-CUBE
bit(p) |bit(p)/A| bit(p) |bit(p)/A|bit(p)|bit(p)/A|bit(p)|bit(p)/A|bit(p) bit(p)/A
128[3,072| 24.00 [5,911| 46.18 [1,532| 11.97 [1,292[ 10.09 [1,044] 8.16
192[8,192] 42.67 | 9,382 48.86 [2,373] 12.36 [1,966] 10.24 |1,558] 8.11
256| - - [13,000] 50.78 [3,216] 12.56 [2,772| 10.83 [2,068| 8.08

where p) is the prime for IS-CUBE in the AES-\ security.

Moreover, we compare the primes for IS-CUBE with the primes for other
isogeny-based schemes, CSIDH, M-SIDH, terSIDH™?, and FESTA. We sum-
marize this comparison in Table [4l Here, the sizes of the primes of CSIDH are
provided by [10]. As shown in Table[d] the primes of IS-CUBE are of 8\-bits, and
the growth of them via A is smaller than those for other schemes. We also sum-
marize the comparison of the size of the public key and ciphertext of IS-CUBE
and other isogeny-based cryptography in Table [5] We translate all schemes to
PKE using a hash function and the XOR, operation since these schemes are dif-
ferent. As shown in this table, the ciphertext of IS-CUBE is slightly smaller than
FESTA, and its public key is slightly larger than FESTA.

6.2 Some techniques used in our implementation

In this subsection, we explain some techniques used in our implementation of
IS-CUBE.

Arithmetics of Montgomery curves. A Montgomery curve is an elliptic
curve that has the form of

V=4 a?+x, o #£4
The arithmetics of Montgomery curves have been developed along with the
development of the Elliptic Curve Cryptography and SIDH. We implemented
IS-CUBE by using Montgomery arithmetics. This provides an IS-CUBE im-
plementation without the information of y-coordinates of points in most cases.
Refer to [I4, Table 1] for group arithmetics of Montgomery curves, and refer to
[B7UT212731] for isogeny arithmetics of Montgomery curves.

To compute (2, 2)-isogenies, we need the full information of points belonging
to the kernels. Therefore, we need to recover the y-coordinates of the points
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Table 5. Comparison of IS-CUBE with other isogeny-based schemes (byte)

Public key Cipertext
Security parameter| 128 | 192 | 256 | 128 | 192 | 256
IS-CUBE 649 | 969 |1,289(1,120|1,673|2,224
FESTA [4] 561 | 864 |1,246(1,122|1,728|2,492

QFESTA [32] | 174 | 257 | 335 | 348 | 514 | 670
terSIDH™® [3] | 701 [1,089(1,479] 459 | 706 | 956
M-SIDH [19] |2, 585[4, 103[5, 6872, 597(4,119[5, 711
CSIDH [0T0] | 384 [1,024| - | 400 [1,048] -

in generating the shared key of Alice. Though we have the ambiguity of the
sign of points, we can take points of the same sign by using the Weil pairing as
mentioned in the original paper of FESTA.

Radical isogenies of degree 3 on Montgomery curves. To generate Alice’s
public key, we need to compute 3-isogenies without backtracking. We use the
technique of the Radical isogeny [6] that provides the computation of isogenies
without backtracking. In particular, we have the following proposition:

Proposition 2 ([34, Theorem 7]). Let Eq,Es be Montgomery curves, let
¢: B — E5 be a 3-isogeny, and let t be the x-coordinate of a point generat-
ing ker ¢. Then, a point whose x-coordinate is 7% generates the kernel of (;AS
Moreover, the x-coordinates of the other points of order 3 in Ey can be repre-
sented by

3ta? + (32 — 1)a + 3t3 — 2t,
where « is a cube root of t(t? — 1).

By using this proposition, we can take a non-backtracking point of order 3 with
a computation of one cube root and a few multiplications and additions. To
randomize the direction of the 3-isogeny, we multiply a random cube root of 1
to a.

To compute a cube root of (2> — 1), we can use the following proposition:

Proposition 3. Suppose that (p?> —1)/3 is an integer coprime to 3. If the equa-
tion 23 — T = 0 over F2 has at least one root belonging to F2, then we can
obtain one root xo of 23 — T =0 by

P2*1+5
2o = T(?’i?’).g’

where 6 =1 if (p? —1)/3=2 (mod 3) and § = —1 if (p? —1)/3 =1 (mod 3).

Proof. If T'= 0, the proposition holds.
Suppose that T # 0. Since 2> — T = 0 has at least one root in F,2, the

element 7T is in the cyclic group ((F,2)*)?. Since the order of ((F,2)*)3 is 112%,
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2 3
<TW> — 7T =0,

This completes the proof of Proposition ad

we have

We may not know whether 2% — ¢(¢? — 1) = 0 has a root in F,2 or not. However,
it is not hard to prove in the setting of IS-CUBE. Since E[3] C E3(F,2) and
E\[3] C Ey(F,2), we have

3twg + (32 — D)o + 3t° — 2t € Fpo

and ¢ € F,2, where z is a root of z® —#(t* — 1) = 0. From [34} §3.1], it holds that
t # 0. Therefore, the element xg - xgz belongs to Fj> from the Vieta’s formula.

2
Because 2} is also a root of 2% —t(t>—1) = 0, there is at least one root belonging
to F 2.
P

Computation of isogeny chains. In the encapsulation and decapsulation
processes, we need to compute g and (2,2)-isogeny chains. To compute these
chains efficiently, the optimal strategy method provided by [16] is useful. For
the computation of the ¢p-isogeny chains, we use the algorithm in [I]. For the
computation of the (2, 2)-isogeny chains, we use the code provided by the FESTA
original paper based on the computation of Richelot isogenies. We refer to [4,
7.2] for the details of the optimization used in their code. We do not use the
method using theta coordinates [I5]. It is future work to implement IS-CUBE
using the computational method of theta coordinates.

6.3 Computational time

We show the computational time of IS-CUBE based on our PoC implementation
using sagemath. The results are summarized in Table [} We used primes pjos,
D192, and pasg. We measured the averages of 100 run times of each algorithm of
IS-CUBE except for the computational time of the public parameters generation.
The time of the key decapsulation was measured in two cases: without a checking
process (Remark [2) and with it. The time of the public parameters generation
is just for reference. It was measured only once and we did not use the method
in Section We used a MacBook Air with an Apple M1 CPU (3.2 GHz) to
measure the computational time.

Moreover, we also measured the averages of 100 run times of the public key
generation, encryption, and decryption of some other isogeny-based schemes in
the same environment. Here, we use their PoC implementations using sagemath,
and every scheme is translated to a PKE scheme by using a hash function and
the XOR operator. The results are summarized in Table [7] In this table, the
computational time of IS-CUBE is that of the compressed IS-CUBE provided in
Section[5.1] As shown in Table[7] IS-CUBE is expected to be faster than FESTA
in A =192 and 256.
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Table 6. Computational time of [IS-CUBE

. Security parameter 128 192 956
Computation
Public parameters generation™ 31.42 sec|91.90 sec|150.85 sec
Public key generation 4.26 sec |13.79 sec| 34.16 sec
Key encapsulation 0.54 sec | 1.11 sec | 1.95 sec
Key decapsulation 15.51 sec|35.52 sec| 68.59 sec
Key decapsulation 30.11 sec|67.68 sec|128.63 sec
(with a checking process)

Table 7. Comparison of computational time of isogeny-based schemes

Security parameter 128 192 256
Scheme PKGen.| Encry. | Decry. | PKGen. | Encry. | Decry. | PKGen. | Encry. Decry.
IS-CUBE 9.29 sec(5.91 sec|17.79 sec| 28.52 sec {16.19 sec|40.79 sec| 68.35 sec | 36.17 sec | 78.39 sec
FESTA 8.22 sec|(5.69 sec|18.36 sec|165.59 sec|34.44 sec|43.97 sec|507.80 sec|101.69 sec|105.68 sec

QFESTA 2.77 sec|3.89 sec| 9.73 sec | 5.69 sec | 8.31 sec [23.84 sec| 10.01 sec | 15.37 sec | 48.25 sec
terSIDH™P 6.28 sec|0.82 sec| 4.58 sec | 23.56 sec | 2.11 sec [16.96 sec| 55.76 sec | 4.31 sec | 39.74 sec

Our implementation is not optimized well, and it is future work to optimize
the IS-CUBE implementation and compare its computational cost with those of
other optimized isogeny-based schemes.

7 Conclusion

In this paper, we proposed a novel isogeny-based key encapsulation mechanism
named IS-CUBE. The main properties of IS-CUBE are that it uses a prime of
about 8\ bits for the security parameter A and its starting curve can be any
supersingular elliptic curve. Theoretically, the public key of IS-CUBE is about 3
times larger than that of SIKE, and the ciphertext of IS-CUBE is about 4 times
larger than that of SIKE. In practice, the public key of IS-CUBE is slightly larger
than FESTA, and its ciphertext is slightly smaller.

IS-CUBE is based on a 3-dimensional SIDH diagram and Kani’s theorem. We
introduced the LIT problem (Problem [3]) to construct the 3-dimensional SIDH
diagram appearing in the structure of IS-CUBE. The LIT problem is the problem
of computing a hidden isogeny of a large degree from two given supersingular
elliptic curves and information of torsion points images of relatively small order.
It is future work to construct further isogeny-based schemes based on the LIT
problem.

Our PoC implementation of IS-CUBE via sagemath showed that it took about
4.26 sec for the public key generation, 0.54 sec for the encapsulation, and 15.51
sec for the decapsulation in the AES-128 security. Moreover, our PoC imple-
mentation of IS-CUBE is more efficient than that of FESTA in A = 192 and
256.
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Appendix A Primes when we construct T based on the

. . * sk
factorization of 2" — y2

We provide the primes when we construct 7 via the factorization of 2~ — y2".
Table [§|summarizes the size of these primes and public information of IS-CUBE.
Here, the prime p), is the prime for IS-CUBE in the AES-) security.

210

Plog =22 -3.792.7.123 -1, deg¢y = 3%,
Doy =22 - 3-787.7.335 -1, deggy =32,
Phsg =22 -3-783.7.100— 1, degoy =32 .

Table 8. Parameters for IS-CUBE using the factorization of 22— y2* to construct 7

A |p (in bits)| Public key | Ciphertext |Compressed (P)|Compressed (C)
128| 1,294 |1,618 bytes|1,941 bytes 805 bytes 1,415 bytes
192] 2,446 |3,058 bytes|3,669 bytes| 1,524 bytes 2,759 bytes
256 2,574 3,218 bytes|3,861 bytes| 1,605 bytes 2,823 bytes
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