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Abstract. Identity-based matchmaking encryption (IB-ME) [Ateniese et al. Crypto 2019] allows users
to communicate privately in an anonymous and authenticated manner. After the seminal paper by
Ateniese et al., a lot of work has been done on the security and construction of IB-ME. In this work,
we revisit the security definitions of IB-ME and provide improved constructions of it. First, we classify
the existing security notions of IB-ME, systematically categorizing privacy into three categories (CPA,
CCA, and privacy in the case of mismatch) and authenticity into four categories (NMA and CMA
both against insiders and outsiders). In particular, we reconsider the privacy when the sender’s identity
is mismatched during decryption, and provide a new simple security game, called mismatch security,
capturing the essence of it. Second, we propose efficient and strongly secure IB-ME schemes from the
bilinear Diffie-Hellman assumption in the random oracle model and from anonymous identity-based
encryption, identity-based signature, and reusable extractors in the standard model. The first scheme
is based on Boneh-Franklin IBE similar to the Ateniese et al. scheme, but ours achieves a more compact
decryption key and ciphertext and stronger CCA-privacy, CMA-authenticity, and mismatch security.
The second scheme is an improved generic construction, which active not only stronger security but also
the shortest ciphertext among existing generic constructions. Through this construction, we obtain,
for example, a more efficient scheme from the symmetric external Diffie-Hellman assumption in the
standard model, and a practical scheme from lattices in the quantum random oracle model.

Keywords: Identity-Based Matchmaking Encryption - Security Model - Pairing-Based Cryptography
- Generic Construction.
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1 Introduction

1.1 Background

Identity-based matchmaking encryption (IB-ME), proposed by Ateniese et al. [AFNV19], is a new identity-
based cryptographic primitive designed to guarantee confidential and authenticated message delivery while
anonymizing both sender and receiver. Similarly to conventional identity-based encryption (IBE) [BFO01],
a key generation center generates secret keys of users corresponding to their identity, and in the IB-ME
setting, both sender and receiver possess their secret keys. When a sender with identity ¢ sends a message, it
encrypts the message with its (secret) encryption key ek, and the identity of the target receiver rcv. When a
receiver with identity p decrypts the ciphertext, it uses its secret decryption key dk, and specifies the identity
of the target sender snd. The decryption process is successful only if the identities match, i.e., 0 = snd and
p = rcv hold. In case the identities do not match (i.e., o # snd or p # rcv), nothing is leaked except the fact
that the identities are mismatched. IB-ME has many practical applications e.g., secret handshake protocols,
privacy-preserving bulletin boards [AFNV19], etc.

Security notions for IB-ME. Ateniese et al. [AFNV19] defined privacy and authenticity as the security
requirements for IB-ME. In essence, privacy guarantees the confidentiality of messages against unintentional
receivers who do not have the legitimate decryption key; Authenticity guarantees the legitimacy of senders,
preventing impersonation without knowing their encryption key. We can see that privacy (resp., authenticity)
is similar to the semantic security of encryption schemes (resp., unforgeability of signature schemes).

Following the pioneering work by Ateniese et al., a lot of works have explored more desirable security
notions. Regarding authenticity, Francati et al. [FGRV21| and Chen et al. [CLWW22| defined a new notion of
authenticity that allows an adversary to compromise receiver secret keys freely, in contrast to the definition
of Ateniese et al.®. Wang et al. [WWLZ22| proposed an extended version of the notions of authenticity,
which they call “strong authenticity”, allowing the adversary to access an encryption oracle that computes a
ciphertext of adversarially chosen messages®. For stronger privacy guarantees, Chiku et al. [CHS23| and Lin
et al. [LLC24] considered privacy against chosen-ciphertext attacks (CCA), where an adversary can access
a decryption oracle that computes plaintexts of adversarially chosen ciphertexts. Furthermore, Francati et
al. [FGRV21] highlighted a deficiency in the original definition of privacy by Ateniese et al. They pointed out
that it does not account for privacy in the case where the target identity snd chosen by a receiver mismatches
with the actual sender’s identity o. That is, the original definition does not guarantee the confidentiality
of messages in the case rcv = p but snd # o occurs during decryption®. This gap led them to introduce a
new privacy concept called “enhanced privacy”, which captures privacy in cases involving mismatched sender
identities used during decryption.

As explained above, many security definitions for IB-ME have been considered, but it cannot be said that
they are not well organized. In particular, existing works compared the efficiency of each scheme, ignoring
the differences in the security properties. In other words, their comparisons are inaccurate. From such a
situation, we realize the first question:

Q1: What are the proper security definitions of IB-ME for accurate comparisons?

Constructions of IB-ME. Ateniese et al. introduced the initial IB-ME scheme from the bilinear Diffie-
Hellman (BDH) assumption in the random oracle model (ROM) [AFNV19], based on the Boneh-Franklin
IBE scheme [BF01]. A drawback of the scheme is long decryption keys and ciphertexts: they include three
resp. two group elements. At the moment, it seems that their scheme is prone to an attack whereas is not.
This raises the following second question.

3 The difference was not explained explicitly in [FGRV21, CLWW22| In particular, despite this difference, Francati
et al. cited the original work, which misleads the reader into thinking that the two definitions are the same.

 The attack scenario can be seen as ordinary chosen message attacks (CMA), but they did not explain it as such.

® As mentioned in [FGRV21], Ateniese et al. noticed this gap and informally argued that their IB-ME scheme ensures
the confidentiality of messages in such a case.



Table 1: Comparison between our IB-ME schemes and the existing schemes. (Re)Ext stands for (reusable)
randomness extractors.

Security properties

Schemes Privacy Authenticity Mismatch Assumptions Model
Ateniese et al. [AFNV19] CPA oNMA BDH ROM
Francati et al. [FGRV21] CPA iNMA 4 q-ABDHE+NIZK+ReExt  StdM
Chen et al. [CLWW22] CPA iNMA SXDH StdM
Wang et al. [WWLZ22| CPA iCMA Anon HIBE+IBS StdM
Boyen and Li [BL23] CPA iCMA 4 Anon IBE+IBS+ReExt+Ext StdM
Ours (§ 4) CCA oCMA YV BDH ROM
Ours (§ 5) CCA iCMA Vv Anon IBE+IBS+ReExt  StdM

Q2: Can we construct a more efficient and strongly secure IB-ME scheme from the BDH
assumption in the ROM?

Following the initial work by Ateniese et al., several works have made efforts to develop improved IB-
ME schemes, with a particular focus on the standard model (StdM) [FGRV21, CLWW22, WWLZ22, BL.23].
Francati et al. [FGRV21] proposed an IB-ME scheme in the StdM based on Gentry’s anonymous IBE
scheme [Gen06]. Although their scheme is secure in the StdM, it relies on a non-standard g-augmented
bilinear Diffie-Hellman exponent assumption. To remove the reliance on nonstandard assumptions, Chen et
al. [CLWW22] constructed an IB-ME scheme based on an anonymous IBE scheme by Chen et al. [CLL*14],
whose security relies on the symmetric external Diffie-Hellman (SXDH) assumption in the StdM, but it does
not consider the stronger notion of security (i.e., enhanced privacy). Wang et al. [WWLZ22] proposed a
generic construction of IB-ME from anonymous 2-level hierarchical IBE (HIBE) and identity-based signa-
ture (IBS) to realize lattice-based schemes. Recently, Boyen and Li [BL23] showed that IB-ME scheme with
mismatch privacy can be constructed from IBE, IBS, and (reusable) extractors.

These works allow us to obtain various IB-ME schemes from both classical and post-quantum assumption.
However, all of them only provide weaker CCA-privacy, which is insufficient for real-world applications.
Another issue is their ciphertext sizes are long since they use heavily primitives (e.g., HIBE) or include many
seeds for extractors in a ciphertext. This fact gives us the third question:

Q3: Can we generically construct a more efficient and strongly secure IB-ME scheme?

1.2 Our Contributions

We revisit the concept of IB-ME and answer the above three research questions. First, we reformalize the
security notions for IB-ME. Then we present a highly efficient and strongly secure IB-ME scheme from the
BDH assumption in the ROM. Finally, we proposed a new generic construction from IBE, IBS, and reusable
extractors in the StdM. The comparison of our schemes and the existing ones is summarized in Table 1. See
Section 6 for a detailed comparison, especially of the efficiency of them.

A1l: Re-formalizing security notions of IB-ME. We sort out the differences in security notions for
IB-ME. At first, we reorganize the authenticity notions in previous works. We notice that the existing
definitions can be classified along two points: one is whether an adversary has access to the encryption
oracle, and the other is whether it can compromise the target receiver’s secret key. For the former point, we
name the respective attacks as chosen message attacks (CMA) and no message attacks (NMA) according
to the presence or absence of access to the encryption oracle. For the latter point, we call the adversary
who compromises the target receiver insiders and otherwise outsiders since we can regard the adversary,
who knows the receiver’s key, as inside the communication.® As a result, we define four authenticity notions
oNMA, iNMA, oCMA, and iCMAT (Table 1 shows their correspondence with the previous works).

6 Here, we employ the naming used in a similar situation in signcryption [MMS09]
" The prefix o (resp. i) indicates the adversary is an outsider (resp. insider).



For privacy, we rename the original definition by Ateniese et al. as CPA privacy since the adversary cannot
access the decryption oracle, and define CCA privacy as in [LLC24, CHS23].® Then, we redefine the security
game for “enhanced privacy” which captures privacy in the case of mismatch during decryption. Francati et
al. [FGRV21] defined a single definition that includes both the privacy originally considered (CPA privacy)
and privacy in mismatch cases, which complicates understanding the definition and security proofs. Thus,
we extract the essence of privacy in the case of mismatch and give a new simple security definition, called
Priv-MisMatch security. Roughly, it captures the confidentiality of messages in the case the adversary knows
the target receiver’s secret key but does not know the sender’s identity. As a result, we can separate security
proofs for CPA/CCA privacy and privacy in the case of mismatch. See Section 3 for more details.

A2: An efficient and strongly secure IB-ME scheme from BDH in the ROM. We construct an
improved IB-ME scheme from the BDH assumption in the ROM. Our basic idea is combining the Boneh-
Franklin IBE scheme [BF01] and the Sakai-Ohgishi-Kasahara IB-NIKE scheme [SOK00]. At a high level,
a sender with identity o has an IB-NIKE key H(c)™k as its encryption key and a receiver with identity
p has an IB-NIKE key H(p)™* and an IBE key H(p)™ as its decryption key, where H is (appropriate)
hash function, and msk (resp., msk’) is a master secret key of the IB-NIKE scheme (resp., the IBE scheme).
When the sender o encrypts a message m to target a receiver rcv, it computes a ciphertext as (¢",m @
H(e(X", H(rev)), e(H(o)™*, H(rcv)))), where g is a generator (of the underlying group), X = g™ is a public
parameter of the IBE scheme, and e is a symmetric pairing. To reduce the key size, we reuse the same
master secret key for the IBE part and the IB-NIKE part. That is, we use the key H(id)™ for both the IBE
scheme and the IB-NIKE scheme, where id is an identity for either sender or receiver. This reduces the size
of a user’s secret key, but weakens the security level since the compromise of a user leaks both encryption
and decryption keys. To overcome this problem, we separate the domains of senders’ and receivers’ keys
by employing asymmetric pairings. Using different hash functions H; and Hs, we compute the key of a
sender o as Hy(0)™* € G; and the key of a receiver p as Ha(p)™* € Go. This allows us to reduce the
key size without weakening security. Intuitively, privacy is followed by the security of the IBE scheme, and
authenticity is followed by the security of the IB-NIKE scheme’. To achieve the stronger CCA security,
we employ the Fujisaki-Okamoto (FO) transformation [FO99|. Quite surprisingly, the FO transformation
allows us to achieve oCMA security for free. Moreover, we formally prove that our scheme also achieves
Priv-MisMatch security. As a result, we get a highly efficient and strongly secure IB-ME scheme from the
BDH assumption in the ROM. Both encryption and decryption keys contain only one group element, and
the ciphertext contains one group element and a A-bit string, both of which are smaller than those of the
Ateniese et al. scheme. See Section 4 for more details.

A3: An efficient and strongly secure generic construction of IB-ME in the StdM. We pro-
pose a new generic construction of IB-ME from anonymous IBE, IBS, and reusable extractors follow-
ing the so-called “Sign-then-Encrypt” paradigm. In our construction, a sender ¢ holds an IBS’s user key
ek,, and a receiver p holds an IBE’s user key. The sender o encrypts a message m to a receiver rcv as
ct < IBE.Enc(mpkgg, rcv, m||sig), where mpkgg (resp., mpkgs) is a public parameter of the IBE (resp., IBS)
scheme and sig < IBS.Sign(mpkgs, €ks, m||p). We can show that this simple construction achieves the CCA
security and the iCMA security from the CCA security of the IBE scheme and the CMA security of the IBS
scheme, respectively. However, it is not Priv-MisMatch secure because an adversary who knows the receiver’s
keys can decrypt the IBE ciphertexts and thus obtain the encrypted messages without knowing the sender’s
identity. To hide messages even in the case of mismatch (i.e., snd # o), we employ reusable extractors similar
to the work of Francati et al. [FGRV21]. Roughly speaking, the message and signature m||sig are masked by
the extracted randomness Z := Ext(o). That is, (m||sig) & Z is encrypted by the IBE scheme. This seems to
prevent an adversary from recovering messages without knowing the sender’s identity, but standard extrac-
tors are not sufficient due to the dependencies between the signature sig and the extracted randomness Z,

8 Since all existing schemes, including ours, achieve CPA security against insiders who know sender’s secret keys,
we do not consider privacy against weaker outsiders explicitly. Therefore, we simply use CPA to refer to security
against insiders.

% Due to the bilinearity in the IB-NIKE part, the authenticity only holds when both sender and receiver are not
compromised, i.e., authenticity only holds against outsiders. This is also the case in the work by Ateniese et al.



both related to the sender’s identity o. To overcome this problem, we employ special randomness extractors
whose output looks random even if the signing key ek, is given, as provided in [Fis07, BL23]. As a result,
we can formally show the Priv-MisMatch security of our generic construction. The resulting scheme offers
stronger CCA-privacy and its ciphertext is 2A-bits shorter than Boyen and Li scheme [BL23]. See Section 5
for more details.

1.3 Related Work

Identity-based encryption. Identity-based encryption, proposed by Shamir [Sha84], is an encryption
scheme that allows users to use arbitrary strings (e.g., e-mail addresses) as their public keys. After quite a
long time, Boneh and Franklin constructed the first IBE scheme [BFO01] using bilinear pairings, and then
a lot of IBE schemes have been proposed from various assumptions [Wat05, Wat09, Gen06, ABB10, HJP18,
KYY18,DLP14]. In IBE, the sender specifies only the receiver’s identity, but in IB-ME, the sender specifies
not only the receiver’s identity but also the sender’s identity.

Identity-based signcryption. Signcryption [Zhe97] is a cryptographic primitive that offers private and
authenticated delivery of messages. The motivation for signcryption is to provide equivalent functionality
more efficiently than a simple combination of encryption and signature schemes. The notion of identity-
based signeryption (IB-SC) was proposed by Malone-Lee [Mal02]. The difference between IB-ME and IB-SC
is that the former ensures the anonymity of communicating users and the confidentiality of messages when
ciphertexts are decrypted with mismatched sender identities. Therefore, IB-ME provides better security
properties than IB-SC.

(General) Matchmaking encryption. Ateniese et al. proposed matchmaking encryption [AFNV19]. In
ME setting, the sender and the receiver have their own attribute, and they can specify access policies the
other party must satisfy. Ateniese et al. also gave generic constructions of ME based on functional encryption,
signature scheme, and non-interactive zero-knowledge. Recently, Francati et al. [FFMV22| proposed a simple
ME scheme based on two-key predicate encryption. Note that IB-ME is an ME supporting the policy of
identity equivalence.

1.4 Organization of This Paper

The remaining part of this paper is organized as follows. In Section 2, we introduce notations and definitions
of the cryptographic primitives that will be used in this paper. Then, in Section 3, we give the relevant
definitions including syntax and security definitions of IB-ME. Section 4 shows an efficient and strongly
secure IB-ME scheme based on BDH assumption in the ROM. In Section 5, we provide a new generic
construction of IB-ME based on IBE, IBS, and reusable extractor in the StdM. Finally, Section 6 presents a
comparison between our IB-ME schemes and the existing schemes.

2 Preliminaries

In this section, we first define some notations used in this work. Then we recall asymmetric bilinear groups,
identity-based encryption, identity-based signature, and reusable computational extractors.

2.1 Notation

N denotes the set of positive integers. () denotes the empty set. € denotes the base of the natural logarithm.
PPT stands for probabilistic polynomial time. For n € N, we denote [n] := {1,2,...,n}.  := y denotes that
x is defined by y. y < A(z;7) denotes that a PPT algorithm A outputs y on input  and randomness r. We
simply denote y < A(x) when A uses uniform randomness. A® means A has oracle access to a function O(-).
poly(A) denotes a polynomial in A\. We say that a function f(A) is negligible in A if f(A) = o(1/\¢) for every ¢ €
Z, and we write negl()) to denote a negligible function in \. 2 +$ X denotes an element x is sampled uniformly



at random from a finite set X'. Let X be a distribution over X'. The min-entropy of X is defined as Ho, (X)) =
—log max,ex Pr[X = z]. We call a distribution with min-entropy & k-distribution. = «+$ X denotes an
element z € X is sampled following the distribution X. The average conditional min-entropy of a distribution
X over X given a distribution Y over Y is Hoo (X |Y') := —log Ey. sy [max,cx Pr[X =z | Y = y]].

2.2 Asymmetric Bilinear Groups

We recall (asymmetric) bilinear groups'” and the bilinear Diffie-Hellman (BDH) assumption from [BMWO05].
Let G1, Go and G be groups of prime order p. Let g1 € G; and go € G5 be respective generators of G; and
Gaz. Let e : G; x Ga — Gr be an efficiently computable function that satisfies (1) for any v € G1, v € G2 and
a, B € Zyp, e(u®,v?) = e(u,v)*? (i.e., bilinearity) and (2) e(g1, g2) # 1, where 1 is the unit element in G (i.e.,
non-degeneracy). This function e is called a bilinear map or pairing. We call G = (p, Gy, Go, Gr, 91,92, €)
a bilinear group. We define bilinear group generators that generate a bilinear group corresponding to the
input security parameter.

Definition 1 (Bilinear Group Generator). A bilinear group generator G is a PPTalgorithm that, on
input 1, outputs the description of a bilinear group G = (p,G1,Ga, Gr, g1, g2, €).

We define the BDH assumption for G.

Definition 2 (Bilinear Diffie-Hellman (BDH) Assumption [BMWO5]). Let G be a bilinear group
generator. We say that BDH assumption holds for G if for all PPT adversaries A, it holds that

G = (p,G1,G2,Gr1, 91, g2, €) + G(17),
AdvG () == Pr | D = e(g1, g2)**" o, B,y <5 Ly,
D+ A(G,9¢,95.95.97)

= negl(}).

2.3 Identity-Based Encryption
Syntaz. An IBE scheme IBE consists of the following four algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1, and outputs a public param-
eter mpk and a master secret key msk. mpk defines the identity space ZD, the message space M, and
the ciphertext space CT.

KGen(mpk, msk, id) — sk;q: The key generation algorithm takes mpk, msk and an identity id € ZD as input
and outputs a secret key skq.

Enc(mpk,id,m) — ct: The encryption algorithm takes mpk, id € ZD, and a plaintext m € M as input, and
outputs a ciphertext ct € CT.

Dec(mpk, skiy,ct) — m or L: The decryption algorithm takes mpk, sk;y, and ct as input, and outputs m € M
or a special symbol L ¢ M.

Correctness. We say that an IBE scheme IBE is correct if for all A € N, id € ZD and m € M, it holds that

(mpk, msk) <« Setup(1?),
Pr | Dec(mpk, skiy, ct) = m | skiy < KGen(mpk, msk,id), | =1 — negl(}).
ct < Enc(mpk,id, m)

10 This work only uses asymmetric bilinear groups. So, we omit the term “asymmetric”.



ANO-IND-ID-CCAge () Oracle Os (id)

1: Lskg =10 if id = id* then

2: coin < {0,1} return |
sk < KGen(mpk, msk, id)
Lsk « Lsk U {id}

return sk,

=

3: (mpk, msk) < Setup(1*)
(id*, m*) « A9SK-CD (mpk)
if id* € L5k then

return coin

oo WN

Oracle Op(id, ct)

cto < Enc(mpk,id*, m")
ct1 «+ CT

[~ TN BEN- NN BN

if (id, ct) = (id", cteoin) then

=

— 2: return |
9: coln < AOSK,OD (thoin) .
. 3: sky < KGen(mpk, msk, id)
10 : if coin = coin then
4: m < Dec(mpk, sk, ct)
11 : return 1
5: return m
12: else
13 : return 0

Fig. 1: The security game for IBE.

Security. We recall adaptive-identity anonymity against chosen-ciphertext attacks (ANO-IND-ID-CCA secu-
rity) for IBE.

Definition 3 (ANO-IND-ID-CCA Security of IBE). We say that an IBE scheme IBE is ANO-IND-ID-CCA
secure if for all PPT adversaries A,

AdVi{\ﬁ;Ed_id_cca ()\) —

Pr {ANO-IND-ID-CCA,’QE()\) = 1} - ;‘ = negl(\),

where the security game ANO-IND-ID-CCAjgg(N) is depicted in Fig. 1.

2.4 Identity-Based Signature
Syntaz. An IBS scheme IBS consists of the following four algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1* and outputs a public param-
eter mpk and the secret master key msk. mpk defines the identity space ZD, message space M, and
signature bit length siglen.

KGen(mpk, msk, id) — sk,4: The key generation algorithm takes mpk, msk, and an identity id € ZD as input
and outputs a signing key skiy.

Sign(mpk, sk;4, m) — sig: The signing algorithm takes mpk, sk;y, and a message m € M as input and outputs
a signature sig.

Ver(mpk, id, m,sig) — 0 or 1: The verification algorithm takes mpk, id € ZD, m and sig as input, and outputs
a bit b € {0, 1}.

Correctness. We say that an IBS scheme IBS is correct if for all A € N, id € ZD and m € M, it holds that
(mpk, msk) « Setup(1*),

Pr | Ver(mpk,id, m,sig) = 1 | skyy + KGen(mpk, msk,id), | =1 — negl(\).
sig < Sign(mpk, sk;4, m)



EUF-ID-CMA7s(A) Oracle Ogk (id)

1: Lsk,Lsig =10 1: sky + KGen(mpk, msk, id)
2:  (mpk, msk) « Setup(1") 2: Lsk + Lsr U{id}

50 (id*,m*,sig") AOSK,OSIG(mpk) 3: return sky

4: ifid" € Lsk V (id",m") € Lsi¢ then Oracle Osc(id, m)

5 return 0

6: if Ver(mpk,id*,m* sig") =1 then 1: sk < KGen(mpk, msk, id)
7 return 1 2:  sig < Sign(mpk, sk;y, m)

8: else 3: Lsig <+ Lsig U{(id,m)}
9 return 0 4: return sig

Fig. 2: The security game for IBS.

Security. We recall adaptive-identity unforgeability against chosen message attacks (EUF-ID-CMA security)
[KNO09].

Definition 4 (EUF-ID-CMA Security of IBS). We say that an IBS scheme IBS is EUF-ID-CMA secure
if for all PPT adversaries A, it holds that

AV L™ (A) i= Pr[EUF-ID-CMARs (V) = 1] = negl()),
where the security game EUF-ID-CMA;gs(\) is depicted in Fig. 2.

Definition 5 (n-identity-lossyness of IBS [BL23]). We say that an IBS scheme IBS with identity space
ID is n-identity-lossy with respect to a distribution X over ID if for all A € N, (mpk, msk) < Setup(1*),
id «$ X and sk,y + KGen(mpk, msk,id), then Hoo(id |skyy) > Hoo(id) — 7.

As explained in [BL23|, it is possible to convert any IBS scheme with ZD = {0,1}" to be (n — m)-
identity-lossy, by compressing the identity space ZD into ZD' = {0,1}"™ (n > m) with a collision-resistant
hash function H : {0,1}™ — {0,1}™.

2.5 Reusable Computational Extractors

Let seedLen = poly()\) be an integer and Ext : {0,1}%%d" x X — ) be an efficient computable function
that on input a seed s € {0,1}%%dL" and a value z € X outputs y € ). Intuitively, we say that Ext is an
extractor if y = Ext(s, z) is pseudorandom when s is sampled uniformly at random from {0, 1}*¢¢de" and =
is sampled from a k-distribution X (defined over X') for appropriate k, even if the seed s is made public. We
consider special reusable extractors whose output looks random even if some auxiliary information is given,
as considered in [Fis07, BL23|. Moreover, an extractor is reusable [DKLO09] if it produces pseudo-random
outputs even if the same input is evaluated multiple times with different seeds. The formal definition is
provided below.

Definition 6 (Reusable Computational Extractors (with Auxiliary Information)). We say that
Ext : {0, 1}5%*" x X — Y is a (k,n)-reusable computational extractor if for any distribution X over X and
auziliary information aux such that Hoo (X |aux) > k, for all PPT adversaries A, it holds that

AdvS e (N) = ’Pr [1 — A (1*) aux, {(s;, Ext(s;, x)}ie["])

— Pr{l — A (1’\, aux, {(si, yi)}ie[n]>
= negl(A).

s; <5 {0, 1}%eedten o g X}

5; % {O, 1}seedLen, i s y} ‘



As explained in [DKL09, BL23]|, reusable extractors can be constructed in both (Q)ROM [Boy04,SXY1§]
and StdM [NS09, DKL09, AKPW13]).

3 Identity-Based Matchmaking Encryption

In this section, we first recall the syntax and security definition of identity-based matchmaking encryption
(IB-ME) defined by Ateniese et al. [AFNV19]. Then, we introduce stronger security notions of them and
reformulate privacy in the case of mismatch during decryption introduced by Francati et al. [FGRV21].

3.1 Syntax
An IB-ME scheme IB-ME consists of the following five algorithms.

Setup(1?) — (mpk, msk): The setup algorithm takes the security parameter 1, and outputs a public param-
eter mpk and master secret key msk. mpk defines the identity space ZD, the message space M and the
ciphertext space CT.

SKGen(mpk, msk, ) — ek,: The sender key generation algorithm takes mpk, msk, and a sender’s identity
o € ID as input, and outputs an encryption key ek,.

RKGen(mpk, msk, p) — dk,: The receiver key generation algorithm takes mpk, msk, and a receiver’s identity
p € LD as input and outputs a decryption key dk,,.

Enc(mpk, ek,, rcv, m) — ct: The encryption algorithm takes mpk, ek,, a receiver identity rcv, and a plaintext
m € M as input and outputs a ciphertext ct € CT.

Dec(mpk, dk,,snd,ct) = m or L: The decryption algorithm takes mpk, dk,, a sender identity snd, and ct as
input and outputs m € M or a special symbol L ¢ M.

Correctness. We say that an IB-ME scheme IB-ME is correct if for all A € N, o, p,snd, rcv € ZD such that
snd = o and rcv = p, and m € M, it holds that

(mpk, msk) < Setup(1%),
ek, + SKGen(mpk, msk, o),
dk, <— RKGen(mpk, msk, p),
ct < Enc(mpk, ek, rcv, m)

Pr | Dec(mpk, dk,,snd, ct) = m =1 —negl()\).

We say that an IB-ME scheme is perfectly correct if the above probability is equal to 1 (i.e., no error occurs).

3.2 Security Notions, Reconsidered

Standard security notions. IB-ME schemes must satisfy two primary security properties: privacy and
authenticity. In essence, privacy ensures that nothing is disclosed to unintended recipients who do not adhere
to the sender’s policy, while authenticity guarantees that it is impossible to impersonate the sender without
possessing the sender’s secret key. We revisit the definitions of privacy and authenticity outlined by Ateniese
et al. [AFNV19]. To clarify, we rename their definitions privacy against chosen plaintext attacks (Priv-CPA),
and authenticity against no-message attacks from outsiders (Auth-oNMA). The term “outsiders” indicates
that neither the target sender nor the target receiver is compromised. Subsequently, an authenticity notion is
considered in which adversaries can compromise the target receiver [CLWW22,FGRV21]. Since the adversary
knows the target receiver’s key, we call such adversary insiders and call the corresponding authenticity notion
authenticity against no-message attacks from insiders (Auth-INMA). It is worth noting that this distinction
between insider and outsider adversaries is a well-established concept in the context of signcryption [MMS09].
The security games are depicted in Fig. 3. We remark that we employ a “real-or-random” style Priv-CPA
game instead of the “left-or-right” style game of Ateniese et al. In greater detail, to account for sender and re-
ceiver anonymity, Ateniese et al. designed the security game where the adversary outputs {(snd;, rcvy, m;)}, {0.1}
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and presents a challenge ciphertext generated with one of them depending on the challenge bit coin € {0,1}.
On the contrary, we define the game in a way that the adversary outputs (snd, rcv, m) and is provided with
either a real ciphertext generated using this information or a random ciphertext sampled from ciphertext
space CT similar to anonymity in IBE (cf. Section 2.3). In essence, our definition asserts that ciphertexts
convey no information beyond what is derived from the master public keys. Although we do not furnish
formal proof, our definition immediately encompasses Ateniese et al.’s definition.

Definition 7 (Priv-CPA Security of IB-ME). We say that an IB-ME scheme IB-ME is Priv-CPA secure
if for all PPT adversaries A, it holds that

i 1
AP (\) = ‘Pr [Priv-CPAR () = 1] - 2’ — negl()),

where the security game Priv-CPAT ye(N) is depicted in Fig. 3.

Definition 8 (Auth-{o,i}NMA Security of IB-ME). Letx € {o,i}. We say that an IB-ME scheme IB-ME
is Auth-xNMA secure if for all PPT adversaries A, it holds that

AdvETE () = Pr|Auth-xNMAJE_ye(A) = 1| = negl()),
where the security game Auth-xNMA{s_e(N) is depicted in Fig. 3.

Stronger security notions. In this work, we define stronger security notions for IB-ME. We consider
privacy against chosen-ciphertext attacks (Priv-CCA) and authenticity against chosen-message attacks from
outsiders or insiders (Auth-oCMA or Auth-iCMA). In the Priv-CCA game, the adversary can access the
decryption oracle, similar to the standard CCA attack scenario. In the Auth-xCMA game, the adversary can
access the encryption oracle and receive a ciphertext for a message of its choice, as with the signing oracle in
the standard digital signature security game. These notions Priv-CCA and Auth-xCMA are the desired security
properties in practice. We note that Priv-CCA security was first defined in [LLC24, CHS23| and Auth-iCMA
is the same as “strong authenticity” by Wang et al. [WWLZ22] while Auth-oCMA is newly introduced in this
paper.

Definition 9 (Priv-CCA Security of IB-ME). We say that an IB-MFE scheme |B-ME is Priv-CCA secure
if for all PPT adversaries A, it holds that

AdVTERE(N) =

1
Pr[Priv-CCAr,;_ME(A) = 1} - 2’ = negl()),

where the security game Priv-CCAjg_we(N) is depicted in Fig. 3.

Definition 10 (Auth-{o,i}CMA Security of IB-ME). Let x € {o,i}. We say that an IB-ME scheme
IB-ME is Auth-xCMA secure if for all PPT adversaries A, it holds that

AV (V) = Pr[Auth-xCMAR ye(\) = 1] = negl(V),
where the security game Auth-xCMA{s_e(N) is depicted in Fig. 5.

Privacy in the case of mismatch during decryption. We additionally consider the case where cipher-
texts are decrypted with the valid receiver’s key but mismatched sender’s identities. Intuitively, IB-ME must
ensure the privacy of messages in this case from the design concept of IB-ME. This guarantees that an
adversary who compromises a receiver but has no knowledge about the sender cannot decrypt ciphertexts.
This is a crucial security property of IB-ME, but the original work did not consider it explicitly''. Sub-
sequently, Francati et al. [FGRV21| defined a new privacy notion called “enhanced privacy” that captures

11 Ateniese et al. informally argued that their IB-ME scheme hides the message and the sender’s identity in the case
of mismatch, but they did not provide a formal model or a formal proof.
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Fig. 3: The privacy and authenticity games for IB-ME schemes. The are only for the Priv-CCA

game.

Priv-CPAjg_me () | Priv-CCAR e (A)

1: Ls,Lr=0
2: coin +s{0,1}
3: (mpk, msk) < Setup(1*)
(o*,rev™, m*) « A° (mpk)
if rev* € Lg then

return coin
eko+ < SKGen(mpk, msk, o™)
cto < Enc(mpk, eko+,rev™, m")
cty +sCT

© 0w N O ot

10: coin « AC (cteoin)

11 : if coin = coin then

12: return 1
13: else
14 : return 0

Auth-xYYY7s we(A)

=

/ x € {o,i}, YYY € {NMA, CMA}
Ls,Lr,Le =0
(mpk, msk) < Setup(1*)
(snd*, p*, ct™) « AP (mpk)
dk,» < RKGen(mpk, msk, p*);
m” < Dec(mpk, dk,«,snd", ct")
if x=0Ap" € Lr then

return 0
if YYY = CMA

A (snd™,p",m") € Lg then

10 : return 0
11: if m"# 1 Asnd” ¢ Ls then

return 1

© 0w N O otk W N

12: else

13 : return 0

Available Oracles

Priv-CCA : O = {Os,0r,Op}
Auth-xCMA : O = {Os, Or, Og}
Others : O = {Os, Or}

Oracle Os(0)

Oracle Og(o, rcv, m)

1: ekys + SKGen(mpk, msk, o)
2: Ls<+ LsU{o}

3: return ek,

Oracle Or(p)

1: ‘ifp:rcv* then ‘

=

=W N

eks < SKGen(mpk, msk, o)
ct < Enc(mpk, ek, rcv, m)
Lg + LgU{(o,rcv,m)}

return ct

Oracle Op(snd, p, ct)

2.

3: dk, < RKGen(mpk, msk, p)
4: Lr<+ LrU {p}

5: return dk,

wt

1:

[\v]

W

’if (snd, p,ct) = (¢, rev™, cteoin) then

dk, < RKGen(mpk, msk, p)
m < Dec(mpk, snd, dk,, ct)

return m
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Priv-MisMatchig_ye () Oracle Og+ (i € {0,1}, rcv, m)
1: Ls,Lpr:=10

if : =0 then

=

2: coin +s {0,1} 2 ct « Enc(mpk, eko=, rcv, m)
3: (mpk, msk) < Setup(1") 3: else
(5%, rev, m*) AOSaOR(mpk) 4: ct+sCT
5: return ct

dkrevx < RKGen(mpk, msk, rev™)

0" +$ X" // Sample from the distribution.
eko+ < SKGen(mpk, msk,o™)

cto < Enc(mpk, eky<, rev™; m")

cty +sCT

10: coin + A95:OROp (dkrev= , Cteoin)

© 0 N o oo

11 : if coin = coin then return 1

12: else return 0

Fig.4: The privacy game in the case of mismatch for IB-ME schemes. The oracles Og and Op are defined
in Fig. 3.

privacy in this case. To model the adversary does not know who the sender is, Francati et al. assumed
that the target sender’s identities are chosen from the corresponding high min-entropy distributions. Their
definition effectively captures this intuition, but they used a single game that includes both conventional
privacy and privacy in the case of mismatch, complicating the understanding of the definition and security
proofs. In addition, their original definition does not capture the so-called “offline guessing attack,” where
the adversary who knows the decryption key can try to guess the sender’s identity locally after it gets a
ciphertext. Therefore, in this work, we redefine the above intuition as another simple security game, which
we call Priv-MisMatch security.

The new security game Priv-MisMatch is shown in Fig. 4. The difference from Francati et al. is that (1)
the adversary specifies one target receiver and is given the secret key of the target receiver explicitly, and (2)
the adversary tries to distinguish whether the challenge ciphertext is real or random as Priv-CPA/Priv-CCA
games. This represents the intuition that, even if the adversary knows the key of the target receiver if it
is difficult for the adversary to guess the sender’s identity, the privacy of messages is guaranteed (i.e., a
ciphertext does not leak any information about the sender, receiver, and the encrypted message). Also, we
explicitly consider the advantage due to the offline guessing attack. The formal definition is as follows.

Definition 11 (Priv-MisMatch Security of IB-ME). We say that an IB-ME scheme IB-ME is Priv-MisMatch
secure if for all k-admissible PPT adversaries A, it holds that
priv-mismatch . . A 1 T
AdvPiomismateh () . Py [Prlv-l\/llsMatch,B_ME()\) - 1} — 5| < 52 +negl(M),

where the security game Priv—MisMatch,’é_ME()\) is depicted in Fig. / and T 4 = poly()\) denotes the running
time of A. Note that we say that the adversary A is k-admissible if its outputs Xy and X1 are k-distributions.

The term T 4 /2" represents the advantage of the adversary’s offline guessing attacks. Since the adversary
knows the receiver’s decryption key, it can perform an exhaustive search offline and find the correct sender’s
identity. If the sender’s identities are chosen from a distribution with sufficiently large entropy, such a guess
is infeasible for PPT adversaries. Therefore, for a reasonable Priv-MisMatch security, x > w(log A) would be
assumed [FGRV21]|. In this case, we have Advi{i’\l"BT,aEatCh()\) = negl(\).

Remark 1. The enhanced privacy [FGRV21] defined by Francati et al. considered the following three cases:
(1) the adversary cannot decrypt the challenge (i.e., it does not hold a valid decryption key), (2) the sender’s
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attributes do not match with the receiver’s policy on the challenge (i.e., the challenge has a policy that is
not satisfied by the sender) (3) the adversary receives two challenges. For the first challenge, the adversary
cannot decrypt it; For the second challenge, the sender’s attributes do not match with the receiver’s policy.
In a nutshell, this condition is a hybrid of (1) and (2). Our Priv-CPA/Priv-CCA and Priv-MisMatch correspond
to the cases (1) and (2), respectively. Although we do not formally define the hybrid case (3), if an IB-ME
scheme satisfies both Priv-CPA /Priv-CCA and Priv-MisMatch security, the scheme is also secure in the case
(3). Since cases (1) and (2) guarantee that if the adversary does not know the sender’s identity or the
receiver’s secret key, ciphertexts look like random elements in the ciphertext space, the adversary in case
(3) also cannot distinguish ciphertexts. Therefore, by showing an IB-ME scheme satisfies Priv-CPA/Priv-CCA
and Priv-MisMatch, we guarantee the security in the hybrid case considered by Francati et al.

4 Improved IB-ME Scheme from BDH in the ROM

This section shows an improved IB-ME scheme from the BDH assumption in the ROM. Our idea is to combine
the Boneh-Franklin IBE scheme [BF01] and the Sakai-Ohgishi-Kasahara IB-NIKE scheme [SOKO00]. We also
introduce several optimizations to reduce secret key and ciphertext sizes. To achieve stronger security, we
employ the FO transformation [FO99]. Interestingly, the FO transformation allows us to achieve not only
Priv-CCA security at minimum costs but also Auth-oCMA security for free. We also provide a formal proof
of its Priv-MisMatch security. As a result, we obtain a highly efficient and strongly secure IB-ME scheme
compared to the scheme of Ateniese et al. [AFNV19].

4.1 Construction

The proposed IB-ME scheme IB-MEBP" is as follows. Its identity and message spaces are ZD = {0,1}* and

M = {0, 1}msgLen respectively.

Setup(1*): It first generates a bilinear group G := (p, G1, Go, G, g1, g2, €) < G(1*) and selects hash functions
H1 : {0,1}* — Gl, H2 : {0,1}* — GQ, |:| : {0,1}* X {071}* X Gl X GT X GT — {071}msgLen+)\’ and
G:{0,1}* x {0,1}* x {0,1}mseten x {0,1}* — Z,. Then, it samples z < Z,, and sets X := g7. Finally,
it outputs mpk := (G, Hy, Ho, H, G, X) and msk = z.

SKGen(mpk, msk, o): It computes u, := Hi (o) and outputs ek, = uZ.

RKGen(mpk, msk, p): It computes u, := Ha(p) and outputs dk, = uf.
Enc(mpk, ek,, rcv, m): It picks k < {0,1}* and computes r := G(o,rcv,m, k). Then, it computes U, =

Ha(rcv) and
R=g], ctxt == (m|[k) @ H(o, rev, R, e(X", urey), (ke Urey))-

Finally, it outputs ct := (R, ctxt).
Dec(mpk, dk,, snd, ct = (R, ctxt)): It computes ugg = Hi(snd) and

m||k := ctxt & H(snd, p, R, e(R, dk,), e(usnd, dk,)).
It then computes r := G(snd, p, m, k) and checks if R = g7. If so, it outputs m. Otherwise, it outputs L.

Correctness. We can verify that IB-MEBP™ is perfectly correct. For any A € N, (mpk, msk) € Setup(1*) and

any o, p,snd, rcv € {0,1}* such that ¢ = snd and p = rcv, we have
e(X", urev) = e((97)", Ha(rev)) = (g1, Ha(p)") = e(R, dky),
e(eky, Urey) = e(H1(0)®, Ha(rev)) = e(H1(snd), Ha(p)*) = e(usnd, dkp).
That is, it holds that
H(o,rev, R, e(X, urey)", e(ek, Urey)) = H(snd, p, R, e(R, dky), e(usnd, dky)),

and thus the receiver recovers mj||k that the sender ¢ = snd encrypts. Thus, the receiver can recompute
r == G(snd, p, m, k) that satisfies R = ¢7.
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4.2 Security Proof

We can show that IB-MEBPH is Priv-CCA, Priv-MisMatch and Auth-oCMA secure in the ROM. There proofs
are deferred to Appendix A.

Theorem 1. Suppose the hash function G is a random oracle. If there exists an adversary A that breaks the
Priv-CCA security of IB-MEEPH | there exists an adversary B that breaks the Priv-CPA security of |B-MEB

such that
(dDec 3q¢
* P2

where p is the order of the underlying bilinear group and qr, qp, qy, and qc are the mazimum number of

AdvP e ceon (V) < 38(1 + qr)an - AdVETG (V) +

queries A makes to are the mazimum number of queries A sends to Ogr, Op, H and G oracles, respectively.

Theorem 2. IB-MEBPH s Priv-MisMatch secure in the ROM. Formally, a k-admissible adversary A attack-
ing the Priv-MisMatch security of IB-MEBPH has advantage

qn + g6

priv-mismatch
Adv () <

A,|B-MEBPH
where gy and qg are the mazimum number of queries A makes to the H and G oracles, respectively.

Theorem 3. Suppose the hash functions Hy, Ho, I:I, and G are random oracles. Under the BDH assump-

tion, 1B-MEBPH s Auth-oCMA secure in the ROM. Formally, if there exists an adversary A that breaks the

Auth-oCMA security of IB-M EBDH, there exists an adversary B that breaks the BDH assumption such that
éz(‘]s +CIR)2%2| . Adybdh

auth-ocma qG 1
AdVA,‘:'B—MEBDH ()\) < 2 B,Q(A) + 9gmsglen+A + 5’

where p is the order of the underlying bilinear group and qs, qr, qp, and qg are the mazimum number of
queries A makes to the Og, Og, I:I, and G oracles, respectively.

5 Improved IB-ME Scheme from IBE and IBS in the Standard Model

This section shows a new generic construction of IB-ME based on IBE, IBS, and reusable extractors, which
we call IB-ME'BET'BS T4 achieve Priv-MisMatch security, we hide messages with reusable extractors similarly
to Francati et al. [FGRV21].

5.1 Construction

To construct an IB-ME scheme with identity space ZD = {0,1}* and message space M = {0, 1}meLen we
use the following building blocks.
— An IBE scheme IBE = (IBE.Setup, IBE.KGen, IBE.Enc, IBE.Dec) with ZDjge = {0,1}* and Mg =
{O, 1}msgLen+sigLen+seedLen'
— An IBS scheme IBS = (IBS.Setup, IBS.KGen, IBS.Sign, IBS.Ver) with ZDjgs = {0,1}* and siglLen bits

signatures. '
— A reusable computational extractor Ext : {0, 1}¢edten x 7D — {0, 1}mselen-tsiglen,

The proposed IB-ME scheme IB-ME'BE+BS 5 as follows.

Setup(1*): It computes (mpk,gg, mskige) < IBE.Setup(1*) and (mpkjgs, mskigs) < 1BS.Setup(1*), and out-
puts mpk = (mpk,gg, mpk,gs) and msk := (mskgg, mskigs).

SKGen(mpk, msk, o): It outputs ek, < IBS.KGen(mpkgg, mskigs, o).

RKGen(mpk, msk, p): It outputs dk, < IBE.KGen(mpkgg, mskigg, p).

Enc(mpk, ek, , rcv, m): It samples s < {0, 1}°¢¢dLe" and computes Z := Ext(s, o), sig < 1BS.Sign(mpkgs, eky, m||rcv),
m < (ml|sig) @ Z, and ct + IBE.Enc(mpk,gg, rcv, m||s). It outputs ct.

Dec(mpk, dk,, snd, ct): It computes m’||s’ < IBE.Dec(mpkgg, dk,,ct). If the output is equal to L, it out-

puts L. Otherwise, it computes Z’ < Ext(s’,snd) and m’|[sig <~ m’ @& Z’. Then, it computes b <
IBS.Ver(mpk,gs, snd, m’||p,sig’). If b = 1, it outputs m’; otherwise, it outputs L.
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Table 2: Comparison of the IB-ME schemes from the BDH assumption in the ROM. The column “Ciphertext”
indicates the difference between the length of ciphertext and that of plaintext. |G1], |G2| and |G| denotes
the size of respective group elements.

Schem Security Space complexity
chemes Priv. Auth Mismatch Enc. key Dec. key Ciphertext

Ateniese et al. [AFNV19] CPA oNMA |G| 3|Gz|  2|Gi|+ A

Boyen and Li [BL23] .

(IBE [BF01]+IBS [CC03]) CPA iCMA Vv |G| |G2|  3|G1| 43X

IB-MEPPH (g 4) CCAoCMA |/ |G1] |G2|  |Ga|+ A
\MEIBE+IBS (¢ =

IB-ME " "(§ 5) CCAICMA v |Gi|  [Ga| 3G+ A

(IBE [BF01]+IBS [CC03])

Correctness. We can verify that IB-ME'BE+'BS i correct with negligible correctness errors. Under condition
rcv = p and the correctness of the IBE scheme, for any messages and seeds, we have m’||s’ = m||s with all
but negligible probability. Furthermore, the condition o = snd ensures Z' = Ext(s’,0) = Ext(s,snd) = Z,
and thus we have

m'|sig' =m' & Z' =m® Z = m||sig.

Finally, the correctness of the IBS scheme ensures IBS.Ver(mpk,gs, snd, m’||p,sig’) = 1. Therefore, the decryp-
tion algorithm finally outputs the encrypted message m with a probability of all but negligible.

5.2 Security Proof

We can show that IB-ME'BE+BS is Priv-CCA, Priv-MisMatch and Auth-iCMA secure. The proofs are deferred
to Appendix B

Theorem 4. If there exists an adversary A that breaks the Priv-CCA security of IB-M E'BE‘HBS, there exists
an adversary B that breaks the ANO-IND-ID-CCA security of IBE such that

AV = AV < (),

Theorem 5. If there exists a  + n-admissible adversary A that breaks the Priv-MisMatch security of
IB-ME'BET'BS there exists an adversary B that breaks the security of Ext such that

AdVEITETETN (1) < Advg ().

Theorem 6. If there exists an adversary A that breaks the Auth-iICMA security of IB-M E'BEHIBS there emists
an adversary B that breaks the EUF-ID-CMA security of IBS such that

AV () = AdVETEE™ (V).

6 Comparison

We compare our IB-ME schemes, IB-MEBP" and IB—ME'BE'HBS, with the existing schemes by Ateniese et
al. [AFNV19]|, Chen et al. [CLWW22|, Wang et al. [WWLZ22| and Boyen and Li [BL23|, which are based
on standard assumptions'?. Their security and secret key and ciphertext sizes are summarized in Tables 2
and 3.

IB-ME from the BDH assumption in the ROM. We compare IB-MEBP" and IB-ME'BE+'BS with the
Ateniese et al. scheme and the Boyen and Li scheme. We instantiate IB-ME'BE+'BS and the Boyen and Li

12 We do not consider Francati et al. scheme [FGRV21] here since its security relies on a non-standard g-type as-
sumption.
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Table 3: Comparison of IB-ME schemes from lattices in the QROM. The data sizes are provided in bytes.
The column “Ciphertext” indicates the difference between the length of ciphertext and that of plaintext. All
achieve 80-bit security.

Security Space complexity

Schemes Priv Auth Mismatch Enc. key Dec. key Ciphertext

Wang et al. [WWLZ22|

(LATTE-3 [ZMS™21]+Falcon-IBST)
Boyen and Li [BL23]

(DLP-0 [DLP14, Eur19]+Falcon-IBS')
|B_ME|BE+|BS(§ 5)

(DLP-0 [DLP14, Eur19] 4 Falcon-IBST)

t: IBE scheme derived from Falcon-512 [PFHT22] via the signature-to-IBS conversion [KNO09].
We assume that the secret key of Falcon is a seed of 32 bytes.

CPA iCMA 1595 82944 29941

CPA iCMA N4 1595 1152 4117

CCAiICMA Vv 1595 1152 4053

scheme with the Boneh-Franklin IBE scheme [BF01], the Cha-Cheon IBS scheme [CC03] and a RO-based
reusable extractor. Table 2 summarizes their properties. Among them, IB-MEBPH is the best in terms of
key and ciphertext sizes, as they are only one group element. In addition, it achieves stronger Priv-CCA
and Auth-oCMA security. We can see that I1B-M EBPH is a pure improvement of the Ateniese et al. scheme.
IB-ME'BE*'BS has about twice the ciphertext of IB-M EBDH, but achieves Auth-iCMA security (that is, secure
even if the receiver’s key is compromised), which is stronger than Auth-oCMA security. Thus, IB-MEBPH and
IB-ME'BEF1BS ffer a trade-off between efficiency and security level. Compared with the Boyen and Li scheme,
IB-ME'BE+BS is hetter because it achieves Priv-CCA security and offers more compact ciphertexts.

IB-ME from lattices in the QROM. We finally compare post-quantum lattice-based IB-ME schemes in
the QROM derived from our IB-ME'BE+1BS the Wang et al. scheme, and the Boyen and Li scheme. Our scheme
and Boyen and Li scheme are instantiated with a lattice-based anonymous IBE scheme by Ducas, Lyuba-
shevsky and Prest (DLP) [DLP14,Eur19] while the Wang et al. scheme is based on a lattice-based anonymous
HIBE scheme LATTE [ZMS*21]|*2. All use a lattice-based IBS scheme derived from Falcon [PFH 22| through
signature-to-IBS conversion [KN09] and a QRO-based reusable extractor. Table 3 summarizes their security
and space complexity. Our scheme offers small secret keys and ciphertexts of less than 5 kilobytes. Compared
to the Wang et al. scheme, our decryption key and ciphertext are only 1.4% and 13.5% of theirs, respectively.
This is due to the fact that our scheme is simply based on IBE, not HIBE. Compared to the Boyen and Li
scheme, our scheme offers similar space complexity, but the ciphertext is 64 bytes (=2 bits) shorter than
their scheme. Therefore, our construction is considered to be more sophisticated than that of Boyen and Li.
It should be noted that our scheme achieves Priv-CCA security differently from existing schemes.

IB-ME in the StdM. Our IB-ME'®E+'8S can be instantiated in the standard model. For example, by
using the CCA-secure anonymous IBE scheme [HJP18| along with an IBS scheme [PS06] based on the
computational Diffie-Hellman (CDH) assumption and a reusable extractor based on the DDH assumption,
we obtain the IB-ME scheme from the SXDH assumption in the StdM. Compared with the other IB-ME
schemes in the StdM [WWLZ22, CLWW22], our scheme achieves stronger Priv-CCA and Auth-iCMA security.
However, since our ciphertext includes the seed for the extractor, the ciphertext size may be longer than

the existing schemes. It remains open to constructing a practical and strongly secure IB-ME scheme in the
StdM.

Acknowledgements The authors thank the anonymous reviewers for their constructive comments and
suggestions. This research was in part conducted under a contract of “Research and development on new
generation cryptography for secure wireless communication services” among “Research and Development for
Expansion of Radio Wave Resources (JPJ000254),” which was supported by the Ministry of Internal Affairs
and Communications, Japan. Keitaro Hashimoto and Keisuke Hara were partially supported by JST CREST

'3 LATTE is based on the anonymous HIBE scheme by Cash et al. [CHKP10].

17



JPMJCR22M1, Japan. Also, Keisuke Hara was partially supported by JST-AIP JPMJCR22U5, Japan. Junji
Shikata was partially supported by JSPS KAKENHI Grant Numbers JP22H03590, Japan.

References

ABBI10.

AFNV109.

AKPW13.

BFO1.
BL23.

BMWO05.

Boy04.
CCO03.

CHKP10.

CHS23.

CLL"14.

CLWW22.

DKLO09.

DLP14.

Eurl9.

FFMV22.

FGRV21.

Fis07.

FO99.

Gen06.

Shweta Agrawal, Dan Boneh, and Xavier Boyen. Efficient lattice (H)IBE in the standard model. In
Henri Gilbert, editor, FEUROCRYPT 2010, volume 6110 of LNCS, pages 553-572. Springer, Heidelberg,
May / June 2010.

Giuseppe Ateniese, Danilo Francati, David Nufiez, and Daniele Venturi. Match me if you can: Match-
making encryption and its applications. In Alexandra Boldyreva and Daniele Micciancio, editors,
CRYPTO 2019, Part II, volume 11693 of LNCS, pages 701-731. Springer, Heidelberg, August 2019.
Joél Alwen, Stephan Krenn, Krzysztof Pietrzak, and Daniel Wichs. Learning with rounding, revisited -
new reduction, properties and applications. In Ran Canetti and Juan A. Garay, editors, CRYPTO 2013,
Part I, volume 8042 of LNCS, pages 57—74. Springer, Heidelberg, August 2013.

Dan Boneh and Matthew K. Franklin. Identity-based encryption from the Weil pairing. In Joe Kilian,
editor, CRYPTO 2001, volume 2139 of LNCS, pages 213—-229. Springer, Heidelberg, August 2001.
Xavier Boyen and Qinyi Li. Identity-based matchmaking encryption with enhanced privacy — a generic
construction with practical instantiations. In ESORICS 2023, Heidelberg, September 2023. Springer.
Xavier Boyen, Qixiang Mei, and Brent Waters. Direct chosen ciphertext security from identity-based
techniques. In Vijayalakshmi Atluri, Catherine Meadows, and Ari Juels, editors, ACM CCS 2005, pages
320-329. ACM Press, November 2005.

Xavier Boyen. Reusable cryptographic fuzzy extractors. In Vijayalakshmi Atluri, Birgit Pfitzmann, and
Patrick McDaniel, editors, ACM CCS 2004, pages 82-91. ACM Press, October 2004.

Jae Choon Cha and Jung Hee Cheon. An identity-based signature from gap Diffie-Hellman groups. In
Yvo Desmedt, editor, PKC 2003, volume 2567 of LNCS, pages 18-30. Springer, Heidelberg, January 2003.
David Cash, Dennis Hofheinz, Eike Kiltz, and Chris Peikert. Bonsai trees, or how to delegate a lattice
basis. In Henri Gilbert, editor, EUROCRYPT 2010, volume 6110 of LNCS, pages 523-552. Springer,
Heidelberg, May / June 2010.

Sohto Chiku, Keisuke Hara, and Junji Shikata. Hierarchical identity-based matchmaking encryption. In
IEICE Technical Report, volume 123, pages 60—67. The Institute of Electronics, Information and Com-
munication Engineers, July 2023.

Jie Chen, Hoon Wei Lim, San Ling, Huaxiong Wang, and Hoeteck Wee. Shorter identity-based encryption
via asymmetric pairings. Designs, Codes and Cryptography, 73(3):911-947, Dec 2014.

Jie Chen, Yu Li, Jinming Wen, and Jian Weng. Identity-based matchmaking encryption from standard
assumptions. In Shweta Agrawal and Dongdai Lin, editors, ASIACRYPT 2022, Part III, volume 13793
of LNCS, pages 394-422. Springer, Heidelberg, December 2022.

Yevgeniy Dodis, Yael Tauman Kalai, and Shachar Lovett. On cryptography with auxiliary input. In
Michael Mitzenmacher, editor, 41st ACM STOC, pages 621-630. ACM Press, May / June 2009.

Léo Ducas, Vadim Lyubashevsky, and Thomas Prest. Efficient identity-based encryption over NTRU
lattices. In Palash Sarkar and Tetsu Iwata, editors, ASIACRYPT 2014, Part II, volume 8874 of LNCS,
pages 22—41. Springer, Heidelberg, December 2014.

FEuropean Telecommunications Standards Institute. Quantum-safe identity-based encryption. Technical
report, The European Telecommunications Standards Institute, 2019.

Danilo Francati, Daniele Friolo, Giulio Malavolta, and Daniele Venturi. Multi-key and multi-input
predicate encryption from learning with errors. Cryptology ePrint Archive, Report 2022/806, 2022.
https://eprint.iacr.org/2022/806.

Danilo Francati, Alessio Guidi, Luigi Russo, and Daniele Venturi. Identity-based matchmaking encryption
without random oracles. In Avishek Adhikari, Ralf Kiisters, and Bart Preneel, editors, INDOCRYPT 2021,
volume 13143 of LNCS, pages 415-435, Heidelberg, December 2021. Springer.

Marc Fischlin. Anonymous signatures made easy. In Tatsuaki Okamoto and Xiaoyun Wang, editors,
PKC 2007, volume 4450 of LNCS, pages 31-42. Springer, Heidelberg, April 2007.

Eiichiro Fujisaki and Tatsuaki Okamoto. How to enhance the security of public-key encryption at minimum
cost. In Hideki Imai and Yuliang Zheng, editors, PKC’99, volume 1560 of LNCS, pages 53—68. Springer,
Heidelberg, March 1999.

Craig Gentry. Practical identity-based encryption without random oracles. In Serge Vaudenay, editor,
EUROCRYPT 2006, volume 4004 of LNCS, pages 445-464. Springer, Heidelberg, May / June 2006.

18


https://eprint.iacr.org/2022/806

HJP18.

KNO09.

KYY18.

LLC24.

Mal02.

MMS09.

NS09.

PFH*22.

PS06.

Sha84.
SOKO00.

SXY18.

Wat05.

Wat09.

WWLZ22.

Zhe97.

ZMST21.

Dennis Hofheinz, Dingding Jia, and Jiaxin Pan. Identity-based encryption tightly secure under chosen-
ciphertext attacks. In Thomas Peyrin and Steven Galbraith, editors, ASTACRYPT 2018, Part II, volume
11273 of LNCS, pages 190-220. Springer, Heidelberg, December 2018.

Eike Kiltz and Gregory Neven. Identity-based signatures. In Marc Joye and Gregory Neven, editors,
Identity-Based Cryptography, volume 2 of Cryptology and Information Security Series, pages 31-44. I0S
Press, 2009.

Shuichi Katsumata, Shota Yamada, and Takashi Yamakawa. Tighter security proofs for GPV-IBE in the
quantum random oracle model. In Thomas Peyrin and Steven Galbraith, editors, ASTACRYPT 2018,
Part 11, volume 11273 of LNCS, pages 253-282. Springer, Heidelberg, December 2018.

Shen Lin, Yu Li, and Jie Chen. Cca-secure identity-based matchmaking encryption from standard as-
sumptions. In Chunpeng Ge and Moti Yung, editors, Information Security and Cryptology, pages 253-273,
Singapore, 2024. Springer Nature Singapore.

John Malone-Lee. Identity-based signcryption. Cryptology ePrint Archive, Report 2002,/098, 2002. https:
//eprint.iacr.org/2002/098.

Takahiro Matsuda, Kanta Matsuura, and Jacob C. N. Schuldt. Efficient constructions of signcryp-
tion schemes and signcryption composability. In Bimal K. Roy and Nicolas Sendrier, editors, IN-
DOCRYPT 2009, volume 5922 of LNCS, pages 321-342. Springer, Heidelberg, December 2009.

Moni Naor and Gil Segev. Public-key cryptosystems resilient to key leakage. In Shai Halevi, editor,
CRYPTO 2009, volume 5677 of LNCS, pages 18-35. Springer, Heidelberg, August 2009.

Thomas Prest, Pierre-Alain Fouque, Jeffrey Hoffstein, Paul Kirchner, Vadim Lyubashevsky, Thomas
Pornin, Thomas Ricosset, Gregor Seiler, William Whyte, and Zhenfei Zhang. FALCON. Technical report,
National Institute of Standards and Technology, 2022. available at https://csrc.nist.gov/Projects/
post-quantum-cryptography/selected-algorithms-2022.

Kenneth G. Paterson and Jacob C. N. Schuldt. Efficient identity-based signatures secure in the standard
model. In Lynn Margaret Batten and Reihaneh Safavi-Naini, editors, ACISP 06, volume 4058 of LNCS,
pages 207-222. Springer, Heidelberg, July 2006.

Adi Shamir. Identity-based cryptosystems and signature schemes. In G. R. Blakley and David Chaum,
editors, CRYPTO’8/, volume 196 of LNCS, pages 47-53. Springer, Heidelberg, August 1984.

Ryuichi Sakai, Kiyoshi Ohgishi, and Masao Kasahara. Cryptosystems based on pairing. In The 2000
Symposium on Cryptography and Information Security, January 2000.

Tsunekazu Saito, Keita Xagawa, and Takashi Yamakawa. Tightly-secure key-encapsulation mechanism
in the quantum random oracle model. In Jesper Buus Nielsen and Vincent Rijmen, editors, EURO-
CRYPT 2018, Part III, volume 10822 of LNCS, pages 520-551. Springer, Heidelberg, April / May 2018.
Brent R. Waters. Efficient identity-based encryption without random oracles. In Ronald Cramer, editor,
EUROCRYPT 2005, volume 3494 of LNCS, pages 114-127. Springer, Heidelberg, May 2005.

Brent Waters. Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. In
Shai Halevi, editor, CRYPTO 2009, volume 5677 of LNCS, pages 619-636. Springer, Heidelberg, August
2009.

Yuejun Wang, Baocang Wang, Qiqi Lai, and Yu Zhan. Identity-based matchmaking encryption with
stronger security and instantiation on lattices. Cryptology ePrint Archive, Report 2022/1718, 2022.
https://eprint.iacr.org/2022/1718.

Yuliang Zheng. Digital signcryption or how to achieve cost(signature & encryption) < cost(signature) +
cost(encryption). In Burton S. Kaliski Jr., editor, CRYPT0’97, volume 1294 of LNCS, pages 165-179.
Springer, Heidelberg, August 1997.

Raymond K. Zhao, Sarah McCarthy, Ron Steinfeld, Amin Sakzad, and Maire O’Neill. Quantum-safe
HIBE: does it cost a latte? Cryptology ePrint Archive, Report 2021/222, 2021. https://eprint.iacr.
org/2021/222.

A Proofs for Our BDH-Based Scheme

A.1 Proof of Theorem 1

To prove the Priv-CCA security of IB—MEBDH, we use the intermediate scheme IB-MEB> which is a simplified
version of IB-MEBPH. We prove that IB-MEB® is Priv-CPA secure under the BDH assumption, and then prove
the Priv-CCA security of IB-MEBP" assuming the Priv-CPA security of IB-MEBc,
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Basic IB-ME scheme. The IB-ME scheme I1B-MEB* is as follows. The differences between 1B-ME®* and
IB-MEBPH are that IB-ME®* Enc samples uniform randomness r instead of generating it with a hash function
G, and IB-ME®*° Dec does not perform the ciphertext validity check (i.e., do not check if R = ¢ holds). Its
identity and message spaces are ZD = {0,1}* and M = {0, 1}™seLen*+A yespectively.

Setup(1*): It is identical to 1B-M EBPH Setup except that G is not chosen.
SKGen(mpk, msk, o'): It is identical to IB-ME®P" SKGen.

RKGen(mpk, msk, p): It is identical to IB-MEBPH RKGen.

Enc(mpk, ek,, rcv, m): It chooses 7 <$ Z,, and computes ur, = Hz(rcv) and

R = gf, ctxt :=m & Fl(a, rev, Ry e(X", urey), (ko Urey))-

It outputs ct := (R, ctxt).
Dec(mpk, dk,, snd, ct = (R, ctxt)): It computes ugng := Hi(snd) and

m := ctxt & H(snd, p, R, e(R,dk,), e(usna, dk,)).

Finally, it outputs m.

EBasn: EBaS|c

We can easily verify that |IB-M is correct. We now show that I1B-M is Priv-CPA secure.

Theorem 7. Suppose that the hash functions Hy, Ha, H are random oracles. If there exists an adversary A
that breaks the Priv-CPA security of IB-ME®*, there exists an adversary B that breaks the BDH assumption
for G such that

AV e (V) < E(1 + gr)gp, - Advigig(V),

where qr and qg are the mazimum number of queries A sends to Or and H oracles, respectively. The running
time of B is about that of A.

Proof of Theorem 7. To prove the theorem, we consider the following sequence of games Game; for i €
{0,1,2}. We define the advantage of A in Game; as

€ = ‘Pr[Gamef()\) = 1} - ;’

Gameg. This is the original security game. By definition, we have

_ priv-cpa
€0 = AdVP T e (V).

Game;. In this game, we add abort conditions. We guess the challenge identity p* that is not sent to Og
oracle. If the guess fails, the game aborts and sets a random coin as A’s output. To do so, we change the
challenger’s procedures as follows. (The other procedures are worked as in the previous game.)

— When A sends p to Hy oracle, it flips a coin d which yields 0 with probability 1 — §. Then, it samples
b «$ Z,, computes u, = g5 and updates Ln, < Ly, U {(p,up,b,d)}. Then it returns u, to A.

— When A sends p to Og oracle, it searches an entry (p,u,,b,d) € Ln,'. If d = 0, the game aborts.
Otherwise (i.e., d = 1), it computes dk, == (¢%)® and returns it to A.

— When A outputs (o*, rcv*, m*) to request a challenge ciphertext, it searches (rcv*, uyey+, b, d) from Ly, .
If d = 1, the game aborts. Otherwise (i.e., d = 0), it works as in Gamey.

14 If no entry exists, H2(p) is internally queried and flips a coin d. (In the rest of this paper, when we have a similar
situation, we also deal with it in the same manner.)
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The advantage of A in Game; is equal to the advantage of A in Gamey conditioning on the game does
not abort. Therefore, we have

€1 = €p - Pr[—abort].

Let us estimate the probability Pr[-abort]. The probability that the game does not abort in Op oracle
is 67%. The probability the game does not abort when A request a challenge ciphertext is 1 — . Hence, the
overall non-aborting probability is 672 (1 — §). This value is maximum when § = —2E— and thus we have

1+gr”’
Pr[—abort] <

m for large qr. Therefore, we have

€0 < é(]. + QR) c€71.
Game,. In this game, the challenge cty = (R*, ctxt*) is computed as
s Ly, Z s {0,1}mEen A RE = g7kt —m* @ Z

Let BadQ be the event that A queries (-, rcv*, R*,U*,-) to the oracle H where U* := e(R*,dkyey+ ). Since Z
is chosen independently at random from random oracles, A can distinguish the two games if BadQ occurs,
and otherwise, they proceed identically. Thus, we have

|€2 — 61‘ S Pr[BadQ]

To estimate Pr[BadQ], we show that if A4 triggers BadQ, we can construct an adversary B that solves the
BDH problem.The construction of B is as follows.

1. Upon receiving (G = (p, G1,GQ,GT,gl,gg,6),9?,93,‘95,9?), B sets X = ¢ (i.e., msk is implicitly set
«) and prepares three random oracles Hy, Ho, H (i.e., initialize the lists Ly, , Ly,, Ly). Also, B flip a coin
coin +$ {0,1}. Then, B executes A on input mpk := (G, Hy, Ha, H, X).

2. When A makes oracle queries, B answers them as follows:

(a) When A sends o to Hy oracle, B samples b < Z, and computes u, := g%. Then, B updates Ly,
Ly, U{(o,us,b)} and returns u, to A.

(b) When A sends p to Hy oracle, B samples b < Z,,. With probability 1 — ¢, B computes u, = (gg)b
and updates Ln, + Ln, U {(p,u,,b,0)}. Otherwise, B computes u, = g5 and updates Ly, <
L, U{(p,u,,b,1)}. Then, B returns u, to A.

(c) When A sends (o, p, R,U,V) to H oracle, B samples Z «s {0,1}™e" and updates Ly +— Ly U
{(o,p,R,U,V,Z)}. Then, B returns Z to A.

(d) When A sends o to Og oracle, B searches (o,u,,b) € Ln, and computes ek, = (g¢)°. Then, B
returns ek, to A.

(e) When A sends p to Op oracle, B searches (p,u,,b,d) € Ln,. If d =0, B aborts the game. Otherwise
(i.e., d = 1), B computes dk, := (g5)°. Then, B returns dk, to A.

(f) When A outputs (o*, rcv*, m*) to request a challenge ciphertext, B searches (rev*, uyey+, b*,d*) € Ly, .
If d* = 1, B aborts the game. Otherwise, B sets R* := g] and computes ctxt* = m* & Z where
7 + {0, 1}mseLentA, Then B sets cty = (R*,ctxt*) and ct; <$CT, and returns cteoin to A.

3. Finally, A outputs a guess coin. Then, B picks an entry (-, rcv*, R*,U*,-) € L at random and outputs

D = (U*)% as the solution of the BDH problem.

We can see that B perfectly simulates the Priv-CPA game against A if B does not abort. Moreover, we know
that dkyeyx = (Upey)® = (gg‘ﬂ)b* and R* = g/, and thus

U* = e(R*adkrcv*) = e(g’lyvggﬁb*) = (6(91792)(15’)/)1)*.

If A distinguish the two games, A has queried I:I(, rev*, R*,U*,-), and thus with probability at least é, B
can solve the BDH problem correctly. Thus we have

|62 - E1| S Pr[BadQ] S qﬂ . Advz‘?g()\)
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In Game,, both cty and ct; are chosen at random from the ciphertext space. Since coin is information-
theoretically hidden from A, we have e; = 0.

Putting everything together, we obtain

AdVP P (V) < €1+ ar)aq - AdVETE ().

O

We now prove the Priv-CCA security of IB-MEPP" assuming the Priv-CPA security of IB-MEP*. The
proof is similar to the proof of the FO transformation for PKE schemes [FO99].

Proof of Theorem 1. To prove the theorem, we consider the following sequence of games Game; for i €
{0,---,5}. Define the advantage of A in Game; as

€ = ‘Pr[Gamef()\) = 1} — ;’

Gameg. This is the original security game. By definition, we have

€0 = Advz:‘l’;_cl\;EBDH ().
Game;. In this game, the randomness k* € {0,1}* (used to generate the challenge ciphertext) is chosen in
the setup phase instead of the challenge phase. Since there is no difference in A’s view, we have

€1 = €p.

Gamey. In this game, we change the behavior of G oracle. When A sends a tuple (o,p,m,k) to G, the
challenger picks r <$ Z,, and computes

ek, = Hy(0)®,  ct < IB-MEP** Enc(mpk'?, ek,, p, m||k; 7).

Then, it updates Lg <+ Lg U {((c, p,m, k), r,ct)} and returns r to A.
Since there is no difference in the behaviors of oracles from A’s viewpoint, we have

€9 — €1.

We remark that ek, is unique for each identity o, and thus the ciphertext computed as above can be uniquely
determined by (o, p, m, k).

Games. In this game, we change the behavior of Op oracle. When A sends (snd, p, ct) to Op, it finds an
entry ((snd, p,m,k),r,ct) € Lg. If such a tuple exists, m||k is returned to A. Otherwise, L is returned to A.

Let BadD be the event that A submits a decryption query on (snd, p, ct) such that ((snd, p, m, k), r,ct) ¢ Lg
but it is not rejected in the previous game. Due to the perfect correctness of the scheme, the two games
proceed identically unless BadD occurs. Thus, we have

les — €2 < Pr[BadD].

We now estimate Pr[BadD]. In the previous game, if ((snd, p, m, k), r,ct) ¢ L¢ when (snd, p, ct) is sent to
Op, G(snd, p,m, k) is queried internally and r <% Z, is sampled. Then, Op checks whether R = g7 holds.
For any R € Gy, the probability that R = g7 holds for randomly chosen r € Z,, is 1/p. Since A queries Op
at most gp, we have

les — €3] < Pr[BadD] < ‘%D.

EBDH

15 For simplicity, we use the same symbol mpk for IB-MEE** and IB-MEBPH since mpk of IB-M covers that of

IB-M EBasicA
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After this game, the decryption oracle is simulated without any decryption keys.

Gamey. In this game, we add an abort condition into G oracle. If A sends a tuple (-, -, -, k) such that k = k*
before the challenge phase, the game aborts. Since k* € {0,1}* is chosen at random and information-
theoretically hidden from A before the challenge phase, we have

ie

|€4 - 63| S 27

Games. In this game, we change how to generate the challenge ciphertext ctg. To generate ctg, the challenger
chooses r* +$ Z,, and computes

ekge = Hi(0*)7, ctg < IB-MEP* Enc(mpk, eky-, rev*, m*|[k*; 7*).

Now, the randomness 7* is chosen independently from G. Let BadQ be the event that A sends (-, -, -, k*) to
G oracle after it requests the challenge ciphertext. Since A’s view is identical unless BadQ occurs, we have

les — €4] < Pr[BadQ)].

To estimate Pr[BadQ], we show that if A can trigger the event BadQ, there exists an adversary B; that
breaks the Priv-CPA security of IB-MEB,

The construction of By is as follows. Upon receiving mpk (of IB-ME®*) B, samples k* <« {0,1}*,
prepares mpk of IB-MEBPH | and executes A on input it. Then, By simulates the Priv-CCA game against A as
in Games. When a query is sent to Og or Op oracle, By uses its oracles to generate encryption or decryption
keys. When A requests a challenge ciphertext on (o*, rev*, m*), By sends (o*, rev*, m*||k™) to its challenger,
receiving the challenge ciphertext ct*. B; forwards it to .A. When A triggers the event BadQ, B; outputs
coin := 0 to its challenger as its guess of coin. If A does not trigger the event BadQ, B; outputs a randomly
chosen coin < {0, 1} to its challenger.

Now, we evaluate the By’s advantage. Let Fail be the event that BadQ occurs when coin =1 (i.e., ct* is
sampled from CT). Since k* is uniformly distributed and independent from B;’s view when ct* is sampled

from CT, Pr[Fail] < gg/2*. Assume Fail did not happen, i.e., BadQ occurs only when coin = 0. Since By

always outputs 0 when BadQ occurs, Pr [coin = a)m} = 1. If BadQ did not occur, B; outputs a random coin

and thus Pr [coin = c/om} = 1/2. Thus, we have

priv-cpa G
AdVBhIB-MEBasic()\) + 27 Z !

— 1
Pr [coin = coin] ‘

Pr[BadQ] + %Pr[ﬂBadQ] - ;‘ = %Pr[BadQ].

Therefore, we have

riv- 2qG
les — e4] < Pr[BadQ] < 2Adv%1,|g_’iAEBask()\) + 5

We finally bound e5. If A can breaks the Priv-CCA security in Games, there exists an adversary B that
breaks the Priv-CPA security of IB-MEZ* such that

_ priv-cpa
€5 = Advp " g7\ gsasi (N).

The proof is straightforward because Bs can simulate Op without any decryption keys and the challenge
ciphertext is generated with independent randomness 7*.
Putting everything together and folding both adversaries 31 and Bs into one adversary B, we obtain

priv-cca priv-cpa qD 3QG
AdVY g meeon (A) < 3AdV 15 s (V) + ) T ox

A ec 3
= 3¢(1 + qr)qq - AdVED (N) + 2 %
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A.2 Proof of Theorem 2

Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0,1,2}. Define the

advantage of A in Game; as
1

€ = ‘Pr[Gamef()\) = 1} - 2’.
Gameg. This is the original security game. By definition, we have

_ priv-mismatch
€p = AP TR ().

Game;. In this game, the challenger aborts the game if o or 0% are sent to H or G oracle before A requests
the challenge ciphertext. Since both are chosen independently at random and from x-distribution, we have

gy + 496

le1 — o] < on

Gamey. In this game, the challenge ciphertext cty is computed as ctg < (g1°, (mo|lky) @ Zo) for random

0 <8 Z, and Zy <$ {0, 1}™eLen T2 A may notice this change when it sends o or 0§ to H or G oracle. Since
o™ is chosen independently at random from x-distribution, we have

qy + 96

le2 — €] < on

In Games, both cty and ct; are distributed uniformly at random. This means that coin is information-
theoretically hidden from A, so we have
€g = 0.

Putting everything together, we obtain

priv-mismatch [F] + qG
AdVA,lB-MEBDH (M) < or—1
O
A.3 Proof of Theorem 3
Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0,--- ,3}. Define

the advantage of A in Game; as
e; = Pr|Game'(\) = 1]

Gameg. This is the original Auth-oCMA game. By definition, we have
co = AR (V).
Game;. In this game, we change the behavior of Og, Og, and Og as follows.

— When A sends o to Og oracle, it computes ek, := Hy(0)®. Then, it searches entries (snd, rcv, m||k, ctxt) €
LE such that snd = o. If such entries exist, it works as follows for each such entry. Let u,, := Ha(rcv)
and r := G(o,rcv, m, k).

e If there exists an entry (snd,rcv, g7, e(X", Urey), €(eko, Urey ), *) € Ly, it aborts the game. (In this case,
it cannot program the random oracle.)
e Else, it updates

Ly Ly U{(snd,rev, g7, e(X", urey ), e(eks, Urey), ctxt @ (m||k))}.

After that, it removes the programmed entries from Lg.
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Finally, it returns ek, to A.

— When A sends p to Op oracle, it computes dk, := Ha(p)®. Then, it searches entries (snd, rcv, m||k, ctxt) €
Lg such that rcv = p. If such entries exist, it works as follows for each such entry. Let ug,g := Hi(snd)
and r := G(snd, p, m, k).

e If there exists an entry (snd,rcv, g7, e(g7,dk,), e(Hi(snd),dk,), *) € Ly, it aborts the game.
e Else, for each entry, it updates

Ly < Ly U{(snd,rev, g7, e(g7,dk,), e(usng, dkp), ctxt @& (m||k))}.

Finally, it returns dk, to A.
— When A sends a tuple (o, rcv, m) to O oracle, it samples k < {0, 1}* and computes 7 := G(o, rcv, m, k)
and R = g¢7. Then, it computes ctxt as follows.
1. If o € Lg, it retrieves ek, '® and computes u,e, := Ha(rcv) and

ctxt := (ml|k) @ I:|(a7 rev, R, e( X", Upey ), e(eky, Urey))-
2. If 0 ¢ L and rcv € L, it retrieves dk,,'” and computes ug,g :== Hi(snd) and
ctxt :== (ml|k) @ H(o, rev, R, e(R, dkey ), €(Usnd; ey ))-
3. Ifo ¢ Lsandrcv ¢ L, it samples ctxt < {0, 1} 8- +A and updates Lg <+ LrU{(o, rev, m||k, ctxt)}.

Let Fail be the event that Game; aborts if (snd,rcv, g7, e(X", Ury), e(eks, Urey), ¥) € Ly exists. Gamey and
Game; are identical unless Fail occurs. Therefore, we have

ler — eo| < Pr[Fail].

To estimate Pr[Fail], we show that if A can trigger Fail, we can construct an adversary B; that solves the
BDH problem. The construction of B; is as follows.

1. Upon receiving (G = (p,Gl,(Gg,GT,gl,gg,e),gf,gg‘,gg,gy), By sets X = gf (i.e., msk is implicitly set
«) and prepares the random oracles Hy, Ha, H, and G (i.e., initialize the lists Ln,, Ln,, Ly, and Lg).
Then, B; samples I < [gy] and executes A on input mpk = (G, Hy, Ha, H, G, X).

2. When A makes oracle queries, B; answers them as follows:

(a) When A sends o to Hy oracle, By samples b <$ Z,,. With probability 1 — 4, B; computes u, = (g7)°,
and updates Ly, + Lp, U {(0,u,,b,0)}. Otherwise, B; computes u, := g% and updates Ly, <
Ly, U{(o,us,b,1)}. Then, By returns u, to A.

(b) When A sends p to Hs oracle, B samples b s Z,. With probability 1 —§, By computes u, = (gg)i’,
and updates Ly, < Lu, U {(p,u,,b,0)}. Otherwise, By computes u, = gé’ and updates Ly,
L, U{(p, up,B, 1)}. Then, B; returns u, to A.

(¢) When A sends (o, p, R,U, V) to H oracle, if this is the I-th query to H, By checks if both (o,ug,b,d) €
Ly, and (p,u,,b,d) € Ly, has coin d = 0 and d = 0. If not, B; aborts the game. Otherwise
(d= d= 0), B; outputs D = Vi as the solution of the BDH problem. If this is not the I-th query,
By samples Z +s {0, 1}™e" and updates Ly, + Ly U{(0,p, R, U,V,Z)}. By returns Z to A.

(d) When A sends (o, p, m, k) to G oracle, By samples r < Z,, and updates L¢ < L U {(o, p,m, k,7)}.
Then, B; returns r to A.

(e) When A sends (o, rcv, m) to O oracle, it answers as in Game;.

(f) When A sends o to Og oracle, By extracts (o,uq,b,d) from Ly,. If d = 0, B; aborts the game.
Otherwise, if d = 1, By computes ek, = (¢%)® and works as in Game;.

(¢) When A sends p to Og oracle, B; extracts (p, up,l;, d) from Ln,. If d = 0, By aborts the game.
Otherwise, if d = 1, B; computes dk, = (gg“)i’ and works as in Game;.

16 Since o € Lg, the challenger already has computed ek, .
17 Since rev € Lg, the challenger already has computed dkyey .
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Roughly, By guesses the identities and the H query that causes the event Fail, and if B; succeeds to guess,

it perfectly simulates the Auth-oCMA game against A. Let us estimate the probability that B; succeeds to

guess. The probability Fail occurs at the I-th H query is q%. The probability Og and Or do not abort is
A

§9s+4r The probability the game does not abort when A sends the I-th H query is (1—4)2. Hence, the overall
probability that B; succeeds to guess is q% - §9s+ar (1 — §)2. This value is maximum when 6 = 1 — m,
A

and thus the probability is at most for large qs + qr. Moreover, if B1 succeeds to guess, we know

4
. e2(¢s+qr)?qq
that u, = (¢7) and u, = (5 ifo ¢ Lg and p ¢ Ly, and thus

b pb b
V= €(UU, up>a = e(.g’ly agg )a = (e(glaQQ)aB’Y)bb'
B can solve the BDH problem correctly when it does not abort. Thus, we have

¢%(qs + qr)

2.
le1 — €o| < Pr[Fail] < - G Advi; (0.

Gamey. In this game, the challenger decrypts ctxt* with a random Z* «s {0,1}msele+X instead of Z* =
H(snd*, p*, R*, e(R*,dk,- ), e(Hy(snd*), dk,)).

Let BadQ be the event that .4 makes a query (o*, p*,-,-, V*) to the oracle H where V* == e(Ug=, up)”.
Since Z* is now chosen independently from random oracles, A notices the difference between the two games
if BadQ occurs and otherwise the two games proceed identically. Thus, we have

To estimate Pr[BadQ], we show that if A triggers BadQ, we can construct an adversary Bs that solves
the BDH problem. The construction of By is as follows.

1. Upon receiving (G = (p,([}17(6‘72,(G:T,gl,g%e),gf‘,gg‘,gzﬁ,g?)7 Bs sets X = ¢¢ (i.e., msk is implicitly set
«) and prepares three random oracles Hy, Ha, H, and G (i.e., initialize the lists Ln,, Ln,, Ly, and Lg).
Then, B, executes A on input mpk = (G, Hy, Ha, H, G, X).

2. When A makes oracle queries, B answers them as follows:

(a) When A sends o to Hy oracle, By samples b <$ Z,. With probability 1 — &, Bz computes u, = (g7)°
and updates Ly, < Ln, U {(0,uy,b,0)}. Otherwise, By computes u, = g% and updates Ly, <+
Ly, U{(o,us,b,1)}. Then, By returns u, to A.

(b) When A sends p to Hy oracle, By samples b s Z,. With probability 1 — ¢, By computes u, := (gg)i’
and updates Ly, < Lu, U {(p,u,,b,0)}. Otherwise, By computes u, = gg and updates Ly,

Ly, U{(p, up,E, 1)}. Then, By returns u, to A.

(¢) When A sends (o,p,R,U,V) to H oracle, By samples Z <s {0, 1}mseten and updates L + Ly U
{(0,p,R,U,V,Z)}. Then, By returns Z to A.

(d) When A sends (o, p, m, k) to G oracle, By samples r <5 Z,, and updates L < L U {(o, p,m, k,7)}.
Then, By returns r to A.

(e) When A sends (o, rcv, m) to Of oracle, it answers as in the previous game.

(f) When A sends o to Og oracle, By extracts (o, uy,b,d) from Ly,. If d = 0, By aborts the game.
Otherwise (that is, d = 1), By computes ek, = (¢%)° and returns it to A.

(g) When A sends p to Og oracle, By extracts (p, up,B, d) from Ln,. If d = 0, By aborts the game.
Otherwise (that is, d = 1), Bo computes dk, = (gga)i’ and return it to A.

3. Aoutputs (snd*, p*, ct* = (R*,ctxt*)). By sets ¢ = snd*. If both (6%, ug=, b*,d*) € Ln, and (p*, u,-, b*,d*) €
Ln, do not have coins d* = 0 and d* = 0, By aborts the game. Otherwise, Bs picks an entry (o*, p*, R*, U, V, iL) €
Ly at random, and outputs D = V#5* as the solution of the BDH problem.

We can see that Bs perfectly simulates the Auth-oCMA game if By does not abort. Let us estimate the
probability Pr[—abort]. The probability Og and Og do not abort is §45+9%. The probability the game does
not abort when A outputs a forgery is (1 —6)2. Hence, the overall non-aborting probability is §95+47 (1 —§)2.
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; ; : § — _4star 4
This value is maximum when § = s tan+2) and thus Pr[—abort] < F(gstan)® for large gs + gr. Moreover,

we know that u,- = (¢7)"", u,e = (g5)", and thus

* b* b* *
V* = e(ug,upe)® = e(g7" 95" ) = (elgr, g2) )"

If A can distinguish the two games, A has queried H(U*, rev*, -, -, V*), and thus By can solve the BDH problem
correctly with probability at least q%. Therefore,
H

42 2
les — e1] < Pr[BadQ] < % AV ().

Gameg. In this game, the challenger checks if G(m*, k*,snd", p*) has been queried, and if so, it aborts the
game. Otherwise, it samples 7* s Z, at random instead of generating it with G. Since m*||k™ is chosen
independently at random, the probability G(m*, k*,snd™, p*) was queried is Qm;{%ﬂ, and thus we have

q6

|63 B €2| < gmsglen+A *

We finally evaluate e3. In Games, A breaks the Auth-oCMA security if R* = g7~ holds for randomly chosen
r* € Zy. Since for any R € Gy the probability that R* = g{* holds for a randomly chosen r* € Z, is %, we

have
1
€3 = —.
p

Putting everything together and folding both adversaries 51 and Bs into one adversary B, we obtain

9 2
auth-ocma € (qs + QR) qn bdh qG 1
AdviBgRon (V) < —————0 - AdviEG () + sraras +

B Proofs for Our Generic Constructions

B.1 Proof of Theorem 4

Proof. Let A be an adversary that breaks the Priv-CCA security of IB-M E'BE+1BS We show an adversary B
that breaks the ANO-IND-ID-CCA security of IBE by using .A. The description of B is as follows.

1. Upon receiving the master public key mpk,gg, B generates (mpkgs, mskigs) <— IBS.Setup(\) and executes
A on input mpk = (mpkgg, mpkjgs)-

2. B answers queries from A as follows.

— When A sends o to Og oracle, B computes ek, < IBS.KGen(mpk,gg, mskigs, o) and returns it to A.

— When A sends p to Og oracle, B sends p to Ogg oracle and receives dk,. Then B returns it to A.

— When A sends (snd, p,ct) to Op oracle, if ct = ct*, it outputs L. Otherwise, B sends (p,ct) to
its decryption oracle and receives m||s. Then, it computes ml[sig + m @ Ext(s,snd) and b «+
IBS.Ver(mpk,gs, snd, m||p, sig). If b = 1, it returns m; else returns L.

3. When A sends (0%, rcv*, m*) to request a challenge ciphertext, B first samples s* < {0, 1}%¢dLen and
computes sig* « IBS.Sign(mpk,gs, ek, m*), m* < (m*||sig") @ Ext(s*, 0*). Then, it sends (rcv*, m*||s*)
to its challenger and receives the challenge ciphertext ct*, which is sent to A.

4. Finally, when A outputs coin, B sends it to the challenger as its guess.

We can verify that B perfectly simulates the Priv-CCA game against A. Moreover, rev* ¢ Lg implies rcv* ¢
Lsk. Therefore, if A breaks the Priv-CCA security, B also breaks the ANO-IND-ID-CCA security, that is,

AV () = AdVETRES <2 ().
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B.2 Proof of Theorem 5

Proof. To prove the theorem, we consider the following sequence of games Game; for i € {0,1,2}. Define the

advantage of A in Game; as

€ = ‘Pr[Gamef‘()\) = 1] - ;‘

Gamegy. This is the original security game. By definition, we have

o priv-mismatch
€0 = AdVAJB_MEIBEJrIBS(A)'

Game;. In this game, when A sends (0, rcv, m) to O~ and requests the challenge ciphertext ctg, ciphertexts
are generated with Z «s {0, 1}msetentsielen ingtead of Z = Ext(s, o).

We will show that Gamey and Game; are indistinguishable due to the security property of the extractor
Ext. We can assume that the maximum information about oj that A can obtain from the oracle queries
is ekys because Og returns ek,; when A happens to send o and signatures depends on ekys. Thus, 7-
identity-lossyness of IBS and that fact that o is sampled from & + 7-distribution X leads Heo (05 | ek ) >
Hoo(0d) —n = k+n—n = k. Also, A requests ciphertexts on o at most ¢g + 1 times. Therefore, (k, gz +1)-
reusable computational extractor Ext ensures that the extracted randomness Z looks random for A. Hence,
Gamey and Game; are indistinguishable, and there exists an adversary B; such that

ler — eo| < AdvE! (M)

In Gamey, the ciphertexts ct generated via Opg+ and the challenge ciphertexts cty and ct; encrypt a
random message. Therefore, they do not have information about the encrypted messages and the sender.
This means that the challenge bit coin is information-theoretically hidden from A, so we have

€9 = 0.
Therefore, we obtain

AdVPIIETET () < Advg (V).

B.3 Proof of Theorem 6

Proof. Let A be an adversary that breaks the Auth-iCMA security of 1B-M E'BE+1BS  We show an adversary
B that breaks the EUF-ID-CMA security of IBS by using A. The description of B is as follows.

1. Upon receiving the master public key mpkgs, B generates (mpkgg, mskige) < IBE.Setup()) and executes
A on input mpk := (mpkgg, mpk;gs)-
2. B answers queries from A as follows.
— When A sends o to Og oracle, BB sends o to its key generation oracle Ogg oracle and receives ek,.
Then B returns it to A.
— When A sends p to Og oracle, B computes dk, < IBE.KGen(mpkgg, mskigg, p) and returns it to A.
— When A sends (o, rcv, m) to O oracle, B first sends (o, m||rcv) to its signing oracle and receives sig.
Then, it samples s « {0, 1} and computes m < (m||sig)DExt(s, o) and ct + IBE.Enc(mpkgg, rcv, m|s).
It returns ct to A.
3. When A outputs (snd™, p*,ct*) as a forgery, B computes m*||s* < IBE.Dec(mpkgg,dk,,ct*). If the
output is not L, it computes m*||sig* <— m* @ Ext(s*,snd”) and b* <+ IBS.Ver(mpk,gs,snd™, m*||p*, sig").
If b* = 1, it outputs (m*||p*,sig") as its forgery.
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We can verify that B perfectly simulates the Auth-iCMA game. If A creates a valid forgery, we have snd* ¢
Lg, (snd*, p*,m*) ¢ Lg, and IBS.Ver(mpkgs,snd”, m*||p,sig”) = 1. snd* ¢ Lg implies snd* ¢ Lgg, and
(snd*, p*,m*) ¢ Lp implies (snd*, m*||p*) ¢ Lsrc. Therefore, if A breaks the Auth-iCMA security, B also
breaks the EUF-ID-CMA security. Thus, we have

AAVETESRE () = AdVETEE™ (V).
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