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Abstract. We present a new framework for building round-optimal (two-round) adaptively secure
MPC. We show that a relatively weak notion of OT that we call indistinguishability OT with receiver
oblivious sampleability (r-iOT) is enough to build two-round, adaptively secure MPC against malicious
adversaries in the CRS model. We then show how to construct r-iOT from CDH, LPN, or isogeny-based
assumptions that can be viewed as group actions (such as CSIDH and CSI-FiSh). This yields the first
constructions of two-round adaptively secure MPC against malicious adversaries from CDH, LPN, or
isogeny-based assumptions. We further extend our non-isogeny results to the plain model, achieving
(to our knowledge) the first construction of two-round adaptively secure MPC against semi-honest
adversaries in the plain model from LPN.

Our results allow us to build a two-round adaptively secure MPC against malicious adversaries from
essentially all of the well-studied assumptions in cryptography. In addition, our constructions from
isogenies or LPN provide the first post-quantum alternatives to LWE-based constructions for round-
optimal adaptively secure MPC. Along the way, we show that r-iOT also implies non-committing
encryption (NCE), thereby yielding the first constructions of NCE from isogenies or LPN.
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1 Introduction

Secure multiparty computation (MPC) allows mutually distrusting parties to jointly evaluate functions of
their secret inputs in a manner that doesn’t reveal any information outside of the final output. More precisely,
an MPC protocol involves n parties Py,..., P, with private inputs x1,...,x, such that, at the end of the
protocol, each party P; learns an output of the form f; (z1,...,z,) but nothing else about the private inputs
of any other party.

MPC has been extensively studied since the 1980s [Yao86, GMWS87] and is currently used in practice for a
wide variety of applications, such as privacy-preserving studies for social good [LJAT18], privacy-preserving
online advertising [IKN*17], distributed key management [unb], and securely instantiating blockchain pro-
tocols [CCD*20].

MPC constructions are closely related to (and often based upon) another widely studied primitive called
oblivious transfer (OT) [Rab05, EGL82]. Informally speaking, an OT protocol involves a sender holding two
messages mg and mi, and a receiver holding a bit b. At the end of the protocol, the receiver should only
learn the message m; and nothing about mj_p, while the sender should learn nothing about the bit b. Due
to its wide range of applications, OT has been studied extensively in a long line of works [NP01, PVWO08,
BD18, FMV19, DGH20, LGdSG21, CSW20, ADMP20].

Models and Round Complexity. Given the ubiquity of MPC in cryptography, it is no surprise that
MPC protocols have been studied in many different security models. Examples of such models include semi-
honest /malicious as well as static/adaptive adversarial corruptions. MPC has also been studied in a variety of
computational models such as the plain model and the common reference string (CRS) model. An important
feature of any MPC protocol is its round complezity (i.e., the number of rounds of communication between
the parties during protocol execution). Minimal round complexity is desirable when communication time
dominates computational cost, which is the case in many practical protocols. So, designing round-optimal
MPC protocols is widely regarded to be an important topic in MPC research.

The Static Corruption Model. In the static corruption model for MPC, the adversary is allowed to
corrupt a pre-determined set of parties. A long line of works have shown how to design round-optimal
MPC protocols in this model from a variety of assumptions in the CRS model [GGHR14, MW16, CPV17al.
Notably, [BL18, GS18] showed how to construct two-round MPC protocols from two-round OT protocols in
different security models and computational settings.

In terms of concrete computational assumptions, two-round maliciously secure OT protocols in the static
corruption model have been constructed from DDH, QR/DCR, and LWE [NP01, PVW08, HK12, BD18].
More recently, such OT protocols have been designed from the CDH and LPN assumptions [DGHT20], as
well as from isogenies of elliptic curves [ADMP20]. To summarize, we can currently build round-optimal ma-
liciously secure MPC in the static corruption model from essentially all of the commonly used computational
assumptions.

Limitations of the Static Corruption Model. Unfortunately, the static corruption model for MPC is
not strong enough for certain real-world applications. In particular, the static corruption model does not
provide security against “hacking attacks” where an adversary might adaptively corrupt parties at different
stages of the protocol. For instance, what happens if the adversary seizes control of the parties’ machines
through backdoor access? Secure erasures of the party’s state upon corruption is one possible solution to
tackle such an attack. However, it is an impractical solution as argued by [CFGN96] since it requires the
party to detect an attack and honestly execute its erasure of internal state. This motivates designing MPC
protocols that are secure in the adaptive corruption model without relying on secure erasures. In this work
we refer to adaptive security in the non-erasure model as adaptive security.

The Adaptive Corruption Model. In the adaptive corruption model for MPC, the adversary is allowed
to dynamically corrupt any set of parties at any time during the protocol execution. Canetti et al. [CDDT04]
presented the first formal investigation of the adaptive corruption model for MPC, and the relationships
between adaptive security and static security in several models of computation. Garay et al. [GWZ09] showed
how to construct adaptively secure two-party computation protocols in a generic manner from OT protocols



satisfying a weaker notion of semi-adaptive security; they also showed how to obtain semi-adaptively secure
OT protocols from somewhat non-committing encryption (NCE), which is a weaker variant of standard
NCE [CLOS02]. Subsequently, Hazay et al. [HV15] showed that adaptively secure MPC protocols can be
obtained from minimal assumptions like trapdoor simulatable public key encryption (PKE).

However, the scenario is different once round optimality is taken into consideration. It is currently open
to design round-optimal maliciously secure MPC protocols even from certain commonly used computational
assumptions such as CDH, LPN and isogeny-based assumptions.® Initial works on two round, adaptively
secure MPC relied on indistinguishability obfuscation (and other standard assumptions) [CGP15, GP15,
CPV17a, CsW19] or assuming secure erasures® [CsW19] of the party’s internal states. There are adaptively
secure protocols [GOS12, CSW22] for NIZKs as well from specific assumptions like pairings, DDH+LPN
and LWE. There are adaptively secure constant round MPC protocols [GS12, CGPS21] in the plain model
based on non-blackbox simulation techniques since it is impossible to obtain constant round adaptively secure
protocol without setup with blackbox simulation. [LLW20] constructs a two-round information theoretic MPC
protocol in the honest-majority setting against semi-honest adversaries which can be adaptively corrupt.

The work of Benhamouda et al. [BLPV18] was the first to show how to construct round-optimal adap-
tively universal composability (UC) [Can01] secure MPC protocols from certain standard computational
assumptions without obfuscation and erasures. More concretely, they established the following:

— Against semi-honest adversaries, adaptively UC-secure two-round MPC in the plain model is implied by
non-committing encryption (NCE) [CLOS02], which in turn can be built from CDH/DDH, LWE, and
RSA [CDMWO09).

— Against malicious adversaries, adaptively UC-secure two-round MPC in the CRS model can be built
from a certain kind of two-round statically secure OT protocol with additional “oblivious sampleability”
properties, which in turn can be based on DDH, QR, and LWE.

The work of [CSW20] constructs a two round adaptively secure MPC protocol based on the DDH assump-
tion. It is currently open to construct round-optimal (i.e., two-round) maliciously secure MPC protocols
in the adaptive corruption model from commonly studied assumptions such as CDH, LPN and isogeny-
based assumptions. In particular, the constructions of Benhamouda et al. [BLPV18] crucially rely on certain
primitives such as “obliviously sampleable” smooth projective hash functions (SPHFs) and “augmented”
non-committing encryption (NCE) that are not known from some or all of these assumptions. More gener-
ally, it is not known how to construct such MPC protocols from a single generic primitive that can be built
from commonly used computational assumptions.

Moreover, there are motivating concerns about efficient quantum computing and adaptive MPC. Cur-
rently, the only plausibly post-quantum secure constructions [BLPV18, CsW19] of two-round maliciously
secure MPC protocols in the adaptive corruption model are based on LWE. This lack of diversity in
post-quantum constructions is potentially concerning since a major advance in lattice cryptanalysis could
substantially degrade (or in the worst case, invalidate) the security of LWE-based constructions for all
practical parameter sets. Notably, the recent NIST competition to standardize post-quantum cryptosys-
tems [CJL*T16, AAAST19, AASAT20] considers a wider class of post-quantum assumptions, including
isogeny-based assumptions. In this paper, we ask the following question:

Can we construct two round adaptively UC-secure MPC protocols from a wider class of assumptions, such
as CDH, LPN, and isogeny-based assumptions?

1.1 Our Contributions

We answer this above question in the affirmative. We establish a new route to achieving two round mali-
ciously UC-secure MPC protocols in the adaptive corruption setting that relies on potentially weaker (or

5 Note that constant round maliciously secure MPC against adaptive corruptions can only be achieved in the CRS
model; see [GS12] for results establishing the impossibility of maliciously secure adaptive MPC in the plain model
from black-box simulation.

6 The secure erasures model allows erasing the internal state of an honest party when its gets adaptively corrupted
by the adversary. It is a strictly weaker model than the one we consider, where erasing the party’s state is not
allowed.
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Fig. 1. A simplified overview of our results

“less structured”) cryptographic primitives as compared to those used by Benhamouda et al. [BLPV18].
We also show how to instantiate these primitives from CDH, LPN, and certain families of isogeny-based
assumptions (such as CSIDH [CLM*18] and CSI-FiSh [BKV19]). Our results thus establish the feasibility
of realizing adaptively secure MPC from essentially all commonly used cryptographic assumptions.

We present our results in the “local” CRS model where every session of protocol execution has a local
independently sampled CRS string. This is the same model in which Benhamouda et al. [BLPV18] described
their constructions and proofs. The only other work [CSW20] in this setting is in the single common random
string model, but it is solely based on DDH. We note here that Choi et el. [CKWZ13] achieved efficient,
adaptively secure, composable OT protocols with a single, global CRS, albeit from a different set of concrete
assumptions as compared to what we consider in this paper.

Our Ingredients. Our constructions of two-round, adaptively UC-secure MPC essentially rely on a single
building block, which we refer to as indistinguishability OT with receiver oblivious sampleability (r-iOT).
Informally, r-iOT is a two-message OT protocol that satisfies indistinguishability security [DGH™20] against
the sender and the receiver in the static corruption model, while also satisfying an additional property called
“receiver oblivious sampleability”. At a high level, this property requires that it is possible to obliviously
sample the OT receiver’s message (without knowledge of any secret randomness and receiver’s choice bit).
This property also requires an algorithm for claiming that an honestly generated receiver’s message was, in
fact, obliviously sampled.

We note that the concept of receiver oblivious sampleable OT was introduced and used in their construc-
tions by Benhamouda et al. [BLPV18]. However, our constructions rely on a strictly weaker set of properties
for our starting r-iOT protocol. First of all, the constructions in [BLPV18] assume that the starting OT
protocol satisfies (simulation-based) UC-security against a semi-honest sender and a malicious receiver in
the static corruption model, i.e. a malicious receiver’s input can be extracted. On the other hand, our start-
ing r-iOT protocol is only required to achieve a strictly weaker notion of indistinguishability security, which
we subsequently bootstrap all the way to full-fledged UC security via a sequence of transformations. Ad-
ditionally, the constructions in [BLPV18| assume that the starting OT protocol satisfies both receiver and
sender oblivious sampleability, while we show a generic construction to build such an OT protocol (with
both receiver and sender oblivious sampleability) starting our r-iOT protocol which satisfies only receiver
oblivious sampleability.

Main Results. Figure 1 summarizes the main results of this paper. We compare the state-of-the-art results
and our result in Fig. 2. Our first main result is a generic construction of UC-secure two-round adaptive
MPC from any r-iOT protocol. In somewhat more detail, our first result can be summarized as follows:

Theorem 1 (Informal). Assuming r-iOT, i.e, a two-message OT protocol that satisfies indistinguishability
security and receiver oblivious sampleability against static corruption of the sender/receiver by malicious
adversaries in the CRS model (resp. semi-honest adversaries in the plain model), there exists a two-round
MPC protocol for any functionality f that satisfies UC security against adaptive corruption of any subset of
the parties by malicious adversaries in the CRS model (resp. semi-honest adversaries in the plain model).
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Fig. 2. Comparison of Adaptively Secure MPC Protocols

We achieve this result via a sequence of transformations that build progressively stronger OT protocols
from weaker ones. These transformations use a number of additional cryptographic primitives, all of which
we show can be built in a generic way from any r-iOT protocol in the appropriate model.

Next, we show how to instantiate an r-iOT protocol in various models from a variety of concrete assump-
tions, including CDH, LPN, and isogeny-based assumptions. In somewhat more details, our second main
result can be summarized as follows:

Theorem 2 (Informal). Assuming CDH or LPN, there exists a construction of r-iOT that is secure against
malicious adversaries in the CRS model (resp. semi-honest adversaries in the plain model).

Theorem 3 (Informal). Under certain isogeny-based assumptions (notably, CSIDH [CLM" 18] or CSI-
FiSh [BKV19]), there exists a construction of r-iOT that is secure against malicious adversaries in the CRS
model.

Our constructions of r-iOT from CDH and LPN build upon previous work due to Déttling et al. [DGH'20]
that realized UC-secure OT/MPC against static corruptions from the same set of assumptions. Our con-
struction of r-iOT from isogeny-based assumptions is based on a novel usage of the (restricted) effective group
action framework due to Alamati et al. [ADMP20]. In particular, we show how to use a trusted setup to
bypass issues around sampling obliviously from the “set” of an effective group action, which is a well-known
open problem in the isogeny literature [Pet17, DMPS19, CPV20].”

Combined with the previous theorem, we obtain as a corollary the first constructions of two-round
adaptively UC-secure MPC against malicious adversaries from the same concrete assumptions:

Corollary 1 (Informal). Assuming CDH, LPN, or certain isogeny-based assumptions (notably, CSIDH
[CLMY 18] or CSI-FiSh [BKV19]), there exists a two-round MPC protocol for any functionality f that satisfies
UC security against adaptive corruption of any subset of the parties by malicious adversaries in the CRS
model.

In summary, we show that it is feasible to construct round-optimal maliciously secure MPC in the adaptive
corruption model from essentially all of the commonly used cryptographic assumptions. This essentially closes
the gap between the static corruption model and the adaptive corruption model in terms of constructing
round-optimal maliciously secure MPC from concrete assumptions. Figure 3 presents a high-level summary
of our roadmap from r-iOT to adaptively UC-secure MPC.

7 Unlike CDH or LPN, we do not achieve a construction of r-iOT from isogeny-based assumptions in the plain
model. Achieving this seemingly requires new techniques for sampling obliviously from the “set” of an effective
group action beyond those used in state-of-the-art isogeny-based cryptography.
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Additional Results. Besides our main contributions, we show some additional results that could be of
independent interest. In particular, we show that any r-iOT protocol that is secure against semi-honest
adversaries implies the existence of a trapdoor-simulatable PKE, which in turn is known to imply non-
committing encryption (NCE) in a generic manner (in fact, it was shown in [CDMWO09] that trapdoor-
simulatable PKE implies an “augmented” variant of NCE). Due to its wide range of applications, NCE (and
its augmented variants) have been studied by a long line of works [CFGN96, CDMW09, CPR17, YKT19,
BBD™20].

Theorem 4 (Informal). Any r-iOT that is secure against semi-honest adversaries implies a construction
of trapdoor-simulatable PKE.

Combined with the previous theorem on instantiations of r-iOT from concrete assumptions, and the
known implication due to [CDMWO09], we obtain as a corollary the first constructions (to our knowledge) of
(augmented) NCE from LPN or certain isogeny-based assumptions:

Corollary 2 (Informal). Assuming LPN, there exists a construction of a two round (augmented) non-
committing encryption (NCE) scheme.

Corollary 3 (Informal). Assuming isogeny-based assumptions such as CSIDH [CLM™ 18] or CSI-FiSh
[BKV19], there exists a construction of a two round (augmented) non-committing encryption (NCE) scheme
in the CRS model.

Outline. The rest of the paper is organized as follows. Section 2 provides a high-level overview of our
compiler. Section 3 presents notations and definitions for two-round OT protocols in the CRS model. Section 4
describes our construction of two-round iOT with both receiver and sender oblivious sampleability from any
two-round r-iOT protocol. Section 5 describes our construction (and proof) of semi-adaptively secure two-
round OT from any two-round iOT with both receiver and sender oblivious sampleability. Combining with
the result of [BLPV18] we obtain an adaptively secure MPC protocol in the CRS model. Section 6 presents



our construction of trapdoor simulatable PKE (and augmented NCE) from any two-round r-iOT protocol.
Section 7 describes our concrete constructions of two-round r-iOT from isogeny-based assumptions, CDH or
LPN.

2 Technical Overview

In this section, we present an overview of our proposed route to achieving two round maliciously secure MPC
protocols in the adaptive corruption setting, and compare this roadmap to that in the work of Benhamouda
et al. [BLPV18]. In particular, we present a discussion of why it is seemingly difficult to instantiate the
framework of [BLPV18] from concrete assumptions such as CDH, LPN and certain isogeny-based assump-
tions. We then aim to elucidate how our framework relies on inherently “less powerful” primitives that can
actually be instantiated from these assumptions.

The [BLPV18] Construction. As already mentioned, [BLPV18] was the first work to show how to con-
struct round-optimal malicious-adaptively secure MPC protocols from standard computational assumptions
such as DDH, QR, and LWE. Their construction uses a sequence of transformations that progressively build
OT protocols with stronger security guarantees from ones with weaker security guarantees (and some addi-
tional cryptographic primitives). Here, we focus on the weakest OT protocol that is essentially the starting
point of their construction. At a high level, this (two-round) OT protocol is required to satisfy the following
properties:

— Universal composability (UC) security against a malicious receiver® and a semi-honest sender in the
static corruption model.

— Receiver oblivious sampleability, which requires the possibility of obliviously sampling the message from
the receiver to the sender (without knowing any secrets), and also the possibility of claiming that any
honestly generated receiver’s message was, in fact, obliviously sampled.

— Sender oblivious sampleability, which requires the possibility of obliviously sampling the message from
the sender to the receiver (again without knowing any secrets), and also the possibility of claiming that
any honestly generated sender’s message (for random input strings) was obliviously sampled.

In [BLPV18], Benhamouda et al. showed how to instantiate such a two-round OT protocol in the
plain/CRS model from a variety of mainstream cryptographic assumptions, including DDH, QR, and LWE.

Barriers to More Instantiations. Unfortunately, it seems inherently difficult to instantiate such a two-
round OT protocol from other concrete assumptions such as CDH, LPN, and isogeny-based assumptions.
We outline some reasons for why this seems to be the case for each of the assumptions below.

— The two-round OT constructions from CDH and LPN due to [DGH'20] do achieve UC security against
a malicious receiver in the static corruption model. However, the final UC-secure construction is achieved
through a sequence of generic transformations, and it is unclear how to argue receiver/sender oblivious
sampleability for this final construction. While it could be potentially easier to argue receiver/sender
oblivious sampleability for some of the weaker OT protocols at various stages of this transformation
process, these weaker protocols do not satisfy UC security for a maliciously corrupt receiver.

— The two-round OT construction from the (restricted) effective group action framework due to [ADMP20]
achieves UC security against a maliciously corrupt receiver in the static corruption model. It can also
be instantiated from certain families of isogeny-based assumptions such as CSIDH [CLM 18] and CSI-
FiSh [BKV19]. However, this construction does not satisfy receiver/sender oblivious sampleability; in
particular, achieving such properties in a straightforward manner would require the ability to sample
obliviously from the “set” of an effective group action, which is a well-known open problem in the isogeny
literature and is believed to intractable from state-of-the-art isogeny techniques (see [Pet17, DMPS19,
CPV20] for more details).

8 UC security requires that the malicious party’s input is extractable.



To summarize, while there do exist two-round OT protocols in the static setting with UC security
against maliciously corrupt receiver from CDH, LPN, and isogeny-based assumptions, these do not satisfy
the necessary oblivious sampleability properties, and hence, cannot be used to instantiate the [BLPV18]
construction of adaptive MPC.

Difficulty in Mirroring Similar Techniques. We additionally argue that it is difficult to mirror the
techniques used by [BLPV18] in the context of CDH, LPN, and isogeny-based assumptions. We again outline
why this seems to be the case for each of the assumptions below.

— In [BLPV18], the authors use smooth projective hash proof systems with certain special oblivious sam-
pleability properties as a starting point for their DDH-based instantiation. On one hand, we do no know
how to instantiate hash proof systems from the CDH assumption; in particular, unlike DDH, CDH does
not naturally support an “algebraically structured” hard membership language that is a prerequisite
for any hash proof system. On the other hand, the known constructions of hash proof systems from
isogenies [ADMP20] do not satisfy the special oblivious sampleability properties for the same reasons as
described earlier.

— In [BLPV18], the authors use an LWE-based construction of half-OT, which does not translate naturally
to the LPN setting. This is because the LWE-based construction in [BLPV18] crucially relies on (full-
rank) lattice trapdoors (and associated techniques from [GPVO08]) for which there are no known LPN-

based analogues. There are also no known constructions of smooth projective hash proof systems from
LPN.

To summarize, it seems hard to import the techniques used by [BLPV18] to construct adaptively secure
MPC to the setting of CDH, LPN, and isogeny-based assumptions. At a high level, these difficulties arise from
the fact that these concrete assumptions lack the necessary structure that is seemingly needed to support
the techniques in [BLPV18]. While it might be possible to overcome of these structural limitations using
novel cryptographic techniques, we opt for a different strategy - that of weakening the necessary generic
assumption to build adaptive MPC to the point where instantiations from CDH, LPN, and isogenies become
feasible based on a combination of known techniques.

Weakening the Generic Assumption. Our main technical contribution is showcasing a new set of
techniques for realizing adaptively secure MPC from a strictly weaker (two-round) OT protocol as compared
to the [BLPV18] construction. In particular, our starting point is a (two-round) OT protocol that satisfies
the following properties (we refer to this primitive as r-iOT throughout the paper):

— Indistinguishability security against a sender and the receiver in the static corruption model (this is a
strictly weaker requirement as compared to UC security required by the [BLPV18] construction).

— Only receiver oblivious sampleability; in particular, sender oblivious sampleability need not be satisfied.

We show how to bootstrap this r-iOT protocol with seemingly weak security guarantees all the way up
to our final goal of UC-secure adaptive MPC. We achieve this via a sequence of transformations. At a high
level, similar to [BLPV18], our transformations also progressively build OT protocols with stronger security
properties from ones with weaker security properties. However, the ingredients and techniques used differ
significantly. Figure 3 presents a high-level summary of our roadmap from r-iOT to adaptively UC-secure
MPC. We expand more on this below.

Our Roadmap from r-iOT to Adaptively Secure MPC. The first step in our roadmap is a generic
construction of (two-round) OT satisfying indistinguishability security in the static corruption model and
both receiver and sender oblivious sampleability starting from any generic r-iOT protocol. In a bit more
detail, this step can be summarized as follows:

Theorem 5 (Informal). Assuming r-iOT secure against malicious adversaries in the CRS model, there ex-
ists a two-round OT protocol that satisfies indistinguishability security and both receiver and sender oblivious
sampleability against static corruption of the sender/receiver by malicious adversaries in the CRS model.



This transformation is detailed in Section 4. Besides r-iOT, we require three additional cryptographic
primitives:

— A non-interactive commitment scheme with oblivious sampleability [Nao91].
— A garbling scheme with oblivious sampleability [LP09, HV16].
— An equivocal garbling scheme [CPV17b].

Based on known results [Nao91, LP09, HV16, CPV17b], all of these primitives can be built in a generic
way from one-way functions, and hence, from any generic r-iOT protocol. In other words, we do not need
any additional assumptions for this step in the roadmap.

Bootstrapping to Semi-Adaptively Secure OT. The second step in our roadmap is a construction of (two-
round) semi-adaptively secure OT protocol from any (two-round) OT protocol satisfying indistinguishability
security in the static corruption model and receiver oblivious sampleability, trapdoor simulatable PKE (PKE
where both the public key and the ciphertext can be obliviously sampled) and one-way function. We build
the trapdoor simulatable PKE from the two round OT with both receiver and sender oblivious sampleability.
We provide a high-level recap of what is meant by semi-adaptive security. Note that we use the same notion
of semi-adaptive security for OT as used in previous works [GWZ09, ABP17, BLPV18, CSW20].

Informally, an OT protocol is said to be secure against semi-adaptive sender corruptions if it is secure in a
model where the adversary can adaptively corrupt the sender, but is restricted to corrupting the receiver only
in a static manner. Similarly, an OT protocol is said to be secure against semi-adaptive receiver corruptions
if it is secure in a model where the adversary can adaptively corrupt the receiver, but is restricted to
corrupting the sender only in a static manner. Finally, an OT protocol is said to be semi-adaptively secure
if it is simultaneously secure against both semi-adaptive sender and receiver corruptions.

At this point, we summarize the construction of our semi-adaptive OT in our sequence of transformations
as follows:

Theorem 6 (Informal). Assuming a two-round OT protocol that satisfies indistinguishability security and
receiver oblivious sampleability against static corruption of the sender/receiver by malicious adversaries in
the CRS model, and a trapdoor simulatable PKE, then there exists a two-round OT protocol that satisfies
UC security against semi-adaptive corruption of the parties by malicious adversaries in the CRS model.

This transformation is detailed in Section 5. Besides r-iOT, we also require a trapdoor simulatable PKE
scheme [CDMWO09] (and some other ingredients implied by any one-way function). Finally, we show in
Section 6 that any r-iOT protocol that is secure against semi-honest adversaries in the CRS model implies
a construction of trapdoor-simulatable PKE. We note here that the authors of [BLPV18] also presented a
construction of semi-adaptively UC-secure OT as a crucial step of their framework. In comparison with their
construction, our construction relies on significantly weaker assumptions. In particular, the construction
in [BLPV18] relies on a two-round OT protocol which is receiver and sender oblivious sampleable and the
receiver’s choice bit can be extracted from the OT first message. On the other hand, our construction
relies entirely on primitives that are implied by any indistinguishability-secure two-round OT with receiver
oblivious sampleability (with no extractability and no sender oblivious sampleability requirements).

Bootstrapping to Adaptive MPC. At this point, we import the following theorem from [BLPV18] to achieve
our final goal of adaptively UC-secure MPC:

Theorem 7 (Informal, [BLPV18]). Assuming an augmented NCE scheme and a two-round OT protocol
that satisfies UC security against semi-adaptive corruption of the parties by malicious adversaries in the
CRS model, there exists a two-round MPC protocol for any functionality f that satisfies UC security against
adaptive corruption of any subset of the parties by malicious adversaries in the CRS model.

Note that augmented NCE can be built from any (trapdoor-) simulatable PKE scheme (this was shown
in [CDMWO09]), which in turn can be built from r-iOT, as outlined earlier.

Having provided an overview of our proposed roadmap for building adaptively UC-secure two-round MPC
from any two-round r-iOT, we now turn to instantiating the same from a variety of concrete assumptions,
including isogeny-based assumptions, as well as CDH and LPN. We provide here an overview of how we
build two-round r-iOT protocols from each of these assumptions.



Instantiation from Isogeny-Based Assumptions. In Section 7.1, we show how to construct a two-
round r-iOT protocol secure against malicious adversaries in the CRS setting from certain isogeny-based
assumptions (notably, CSIDH [CLM*18] or CSI-FiSh [BKV19]). More specifically, we assume the existence
of a secure (restricted) effective group action equipped with appropriate computational hardness assumptions
as described in [ADMP20].

The starting point of our construction of r-iOT is the construction of iOT from any (restricted) effective
group action proposed originally in [ADMP20]. This construction offers all of the features we want, except
for receiver oblivious sampleability. It turns out that achieving receiver oblivious sampleability for this
construction in a straightforward manner would require the ability to sample obliviously from the “set”
of a (restricted) effective group action. As already mentioned, this is a well-known open problem in the
isogeny literature and is likely to require fundamentally new ideas beyond state-of-the-art techniques for
isogeny-based cryptography (see [Pet17, DMPS19, CPV20] for more details).

In this paper, we propose a workaround for this by settling for a weaker notion of trapdoor oblivious
sampleability for the “set” of a (restricted) effective group action. In other words, while it hard to obliviously
sample a “set” element in the plain model, one can obliviously sample a “set” element given a specially
designed trapdoor (corresponding to some public CRS). This is the core idea behind our construction of r-iOT
from (restricted) effective group action. In view of the inherent restrictions outlined earlier, our workaround
only allows us to achieve an r-iOT construction in the CRS model (and not in the plain model). However, in
the CRS model, we achieve the desired notion of indistinguishability secure against malicious sender/receiver,
while also achieving receiver oblivious sampleability.

Instantiation from CDH or LPN. In Section 7.2, we show that assuming CDH or LPN, there exists
a construction of r-iOT that is secure against malicious adversaries in the CRS model. We can also extend
the same results for semi-honest adversaries in the plain model and thus construct an adaptively secure
semi-honest MPC from CDH and LPN in the plain model. This result follows from a simple observation on
the two-round iOT constructions from CDH or LPN due to Déttling et al. [DGH™20].

Specifically, Dottling et al. showed that iOT can be constructed from a weaker notion of OT called
elementary OT, and they demonstrated instantiations of two-round elementary OT from CDH or LPN. The
generic transformation of [DGHT20] is done in two steps: (1) they first show how to build iOT from an
intermediate primitive called search OT via parallel repetition, (2) they show how to construct search OT
from elementary OT. At this point, we rely on the following (relatively straightforward) observations:

— The transformation preserves receiver oblivious sampleability at both steps. In other words, if the initial
(two-round) elementary OT satisfies receiver oblivious sampleability, then the final iOT resulting from
this transformation is, in fact, an r-iOT.

— The elementary OT constructions from CDH or LPN described in [DGH'20] already satisfy receiver
oblivious sampleability.

Combining the aforementioned observations, we get constructions of r-iOT assuming CDH or LPN, as
desired. We refer the reader to Section 7.2 for more details surrounding these observations and the corre-
sponding implications. We believe that the simplicity of these observations essentially highlights the benefits
of basing our construction on a much weaker notion of OT that follows more naturally from a wider variety
of cryptographic assumptions. We hope that our roadmap makes it similarly easier to achieve adaptive MPC
protocols from newer assumptions in the future.

3 Preliminaries

In this section, we present some core preliminaries that are integral to our constructions. We defer many
definitions and other background with which we expect most readers to be familiar to the full version of our

paper.



3.1 Notations

We denote by a « D a uniform sampling of an element a from a distribution D. The set of elements {1, ..., n}
is represented by [n]. We denote polylog(a) and poly(b) as polynomials in log a and b respectively. We denote
a probabilistic polynomial time algorithm as PPT. We denote the computational security parameter by k.
We denote a negligible function in x as neg(x). When a party S gets corrupted we denote it by S*. Our
security proofs are in the Universal Composability (UC) framework of [Can01]. We refer to the original

paper for details. We denote computational and statistical indistinguishability by ~ and & respectively. We
abbreviate “common reference string” as CRS. Unless otherwise specified, our constructions and proofs are
in “local” CRS model. This happens to be the same CRS model in which the prior work due to Benhamouda
et al. [BLPV18] showed constructions of adaptive MPC protocols with security against malicious adversaries.
We refer to Section A for the security model of adaptively secure MPC.

3.2 Two-Message Oblivious Transfer in the CRS Model

In this section, we formally define a two-message oblivious transfer (OT) protocol in the common reference
string (CRS) model. We then define two security notions for such an OT protocol, namely universal compos-
ability (UC) security and a weaker notion of indistinguishability-based security. We first focus on security
against static corruptions by a malicious adversary. Subsequently, we discuss different levels of adaptive
security.

A two-message OT protocol in the CRS model is a tuple of four algorithms of the form OT = (Setup,
OTRy, OTS, OTR2) described below:

— Setup(1*): Takes as input the security parameter x and outputs a CRS string crs and a trapdoor td. *

— OTRy(crs,b € {0,1}): Takes as input the crs and a bit b € {0, 1}, and outputs the receiver’s message Mg
and the receiver’s internal state st.

— OTS(crs, Mg, mg, m1): Takes as input the crs, the receiver’s message Mg, a pair of input strings (mg, m1),
and outputs the sender’s message Ms.

— OTRy(crs, Mg, b, st): Takes as input the crs, the sender’s message Ms, a bit b, and receiver’s internal state
st, and outputs a message string m/’.

Correctness. A two-message OT protocol in the CRS model is said to be correct if for any b € {0, 1} and any
(mg,my), letting (crs, td) < Setup(1”) and (Mg, st) <— OTRy(crs, b), the following holds with overwhelming
probability:

OTRgy(crs, OTS(crs, Mg, mg, m1), b, st) = my.

Corruption Models. We consider the following (progressively non-decreasing in strength) adversarial
models against any two-message OT protocol:

— Static Corruption: The adversary corrupts the parties at the onset of the protocol.

— Semi-Adaptive Corruption: The adversary corrupts one party (either the receiver or the sender) adap-
tively (at any point before/during/after the protocol) and the other party statically at the beginning of
the protocol.

— Adaptive Corruption: The adversary corrupts both parties adaptively (at any point before/during/after
the protocol). This scenario covers the previous corruption cases.

Indistinguishability-Based Security. We also consider a weaker notion of indistinguishability-based
security against malicious adversaries in the static corruption setting. This notion is adopted directly
from [DGH™20]. A two-message OT protocol iOT = (Setup, iOTR;,iOTS,iOTRy) satisfies indistinguishability-
based security if the following properties hold:

9 For standard two-message OT protocols, the setup algorithm need not output a trapdoor td, but we include it for
certain security properties described subsequently.
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Receiver’s Indistinguishability Security. Formally, receiver’s indistinguishability security requires that the
following holds for any (crs,td) < Setup(17):

(crs, iOTRy (crs, 0)) = (crs, iOTR; (crs, 1)).

Sender’s Indistinguishability Security. Sender’s indistinguishability security is defined in [DGHT20] via an

experiment Expi“*(A) between a non-uniform PPT adversary A = (A;, Ay) and a challenger, where

the experiment is parameterized by some honestly generated crs, random coins r € {0,1}", an integer n
representing the bitwise length of messages, a bit w € {0, 1}, and a bit b € {0, 1}:

EXP%S{—T’w’b(A)Z

. Run (mg, my, Mg, st) + A; (1%, crs).

. If b =0, compute Mg < iOTS(crs, Mg, (mg,m1)).

. If b =1, compute Mg < iOTS(crs, Mg, (m(,, m})) where m}, < {0,1}"™ and m}_,, := mi_.
. Output s < Ax(st, Ms).

VR R

For a given (crs,r,w € {0,1}), we define the advantage A S (A) as:

Advigi " (A) = | Pr[Expiyy " (A) = 1] — Pr[ExpGy " (A) = 1].

crs,r,w

We say that iOT satisfies sender’s indistinguishability security if for any PPT adversary A, Advigy " (A)
is negligible in k for at least one w € {0,1}, where the probability is taken over crs = Setup(1®) and
r <« {0,1}#.10

3.3 iOT with Oblivious Sampleability

We also consider notions of oblivious sampleability for indistinguishability-secure two-message OT protocols

in the CRS model. An iOT protocol of the form iOT = (Setup,iOTR;,iOTS,iOTRy) is said to satisfy oblivious
sampleability if it supports additional “oblivious sampling” algorithms - (iOTR,iOTS) and the corresponding

“randomness inversion” algorithms - (I0TRyny,i0TS),,) defined as:

- iﬁ(crs; r) : Outputs an obliviously sampled receiver’s message Mg.

- i6ﬁ(crs, Mg, w, m1_.;7) Outputs an obliviously sampled sender’s message Mg where sender’s OT pro-
tocol message for choice bit w is obliviously sampled and sender’s message for choice bit 1 —w is mq_y,. If
W = Mmy_, = L, then the sender samples OT protocol messages for both choice bits 0 and 1 obliviously.

— i0TRny(crs, Mg, td, r) : Outputs randomness 7 corresponding to an honestly generated receiver message
Mg where Mg is claimed to be obliviously generated.

— i0TSny(crs,w, Mg, td, ) : Outputs randomness 7 corresponding to an honestly generated sender message
Ms where branch w is claimed to be obliviously sampled. If w = L, then both branches are claimed to
be obliviously sampled.

We say that the iOT is obliviously sampleable if it satisfies both receiver and sender oblivious sampleability,
as defined below.

Receiver Oblivious Sampleability: For any bit b € {0,1}, an obliviously sampled receiver’s message should
be indistinguishable from an honestly generated one, even given the sampling randomness. More formally,

we require that for any (crs,td) = Setup(1*) and any bit b € {0, 1}, we have (crs, Mg, 7) ~ (crs, Mg, ), where
for uniformly random coins r,7 < {0,1}*, we have
Mg = iOTR(crs, b;7), 7= i()/'l'\ﬁ;\,(crs, Mg, td, 1), Mg = iOTR(crs, b; 7).

10 This is slightly different from the traditional notion of sender’s indistinguishability security for two-message OT;
we refer to [DGHT20] for more details.
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Sender Oblivious Sampleability: We also require that a corrupt receiver cannot infer whether the sender’s
message (corresponding to the bit w which is not chosen by the receiver) was obliviously sampled or generated

honestly. We consider an adversary A = (A1, As) participating in an experiment Exp%sg’w’b(/l), indexed by
I
a crs, random coins 7 € {0,1}*, a bit w € {0,1} and a bit b € {0, 1}:

EXPi%SY;_T’w’b(A) (for branch w):

— Run (mg, m1, Mg, st) « Ay (1%, crs; 7).

If b = 0, sample randomness 7 and compute Mg < i6\T/S(crs, Mg, W, M1 —q; 7).

If b = 1, sample randomness 7, compute Mg < iOTS(crs, Mg, (mg, m1);7) and 7 = iﬂv(crs, w, Mg, td, 7).

Compute and output s < Ay(st, 7, Ms).

Define the advantage of A as

AdvE=T (A) = | Pr{Expf0(A) = 1] — PrlExpf! (A) = 1]|.

We say that iOT satisfies sender oblivious sampleability for branch w if for any PPT adversary A Adv%ig’w (A)
is negligible in , where (crs,td) < Setup(1*) and r < {0, 1}*.
OT with receiver Sampleability r-iOT: We denote by r-iOT = (Setup,r-iOTRy, r-iOTS, r-iOTRy, rjO\T/R7

r-iOTRny ), an indistinguishability-secure two-message OT in the CRS model that satisfies receiver oblivious
sampleability but not necessarily sender oblivious sampleability. Such an OT protocol only needs to support

“receiver oblivious sampling” algorithm rj_O\T/R (where rj_O\T/R is defined similar to |6ﬁ) and the corre-

sponding “randomness inversion” algorithm r-iOTR),, (where r-iOTR|,, is defined similar to iOTR,,) for the
receiver.

3.4 UC Security of OT in the Static Corruption Setting

For UC security of OT against malicious adversaries in the static corruption setting, we directly use Canetti’s
UC security framework for static corruptions [Can01]. We note here that the UC security framework is only
relevant to our construction of semi-adaptively UC-secure two-message OT detailed in Section 5.

Fig. 4. The ideal functionality Fot for Oblivious Transfer
Fot

Fot interacts with an ideal sender S and an ideal receiver R as follows:

— On input (Choose, rec,sid, b) from R where b € {0, 1}; if no message of the form (rec,sid,b) has been recorded in
the memory, store (rec,sid,b) and send (rec,sid) to S.

— On input (Transfer, sen, sid, (mo,m1)) from S with mo, m; € {0,1}", if no message of the form (sen,sid, (mg,m1))
is recorded and a message of the form (rec,sid,b) is stored, send (sent,sid, m;) to R and (sent,sid) to S. Ignore
future messages with the same sid.

Following the standard notation associated with Canetti’s UC security framework [Can01], we use Z to
denote the underlying environment. For a real protocol 7 and an adversary A, we use EXEC 4 z to denote
the real-world ensemble. Also, for an ideal functionality F and an adversary S, we use IDEALr s z to denote
the corresponding ideal-world ensemble.

The Ideal Functionality for OT. The ideal functionality FoT for any OT protocol is described in Figure 4.
We adopt this description essentially verbatim from prior works [CLOS02, PVWO08, DGH™20].
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Fig. 5. The ideal functionality Fis

D
‘FCRS

]:cDRs (parameterized by a distribution D) is run by parties P, ..., P, and an adversary S as follows:

— Whenever receiving a message of the form (sid, P;, P;) from a party P;, sample crs < D and send (sid, crs) to the
party P; and send (sid, crs, P;, P;) to the adversary S.

— Whenever receiving the message of the form (sid, P;, P;) from a party P;, send (sid,crs) to both the party P;
and the adversary S.

The Ideal Functionality for CRS. Since we describe OT protocols in the CRS model, we also describe
the ideal functionality ]:(l:)Rs (parameterized by a distribution D from which the CRS string is sampled) in
Figure 5. Again, we adopt this description essentially verbatim from prior works [CR03, PVW08, DGH™20].

Receiver’s UC Security. We say that an OT protocol mort satisfies receiver’s UC security if for any
(malicious) adversary A corrupting the sender, there exists a simulator S such that for all environments Z,
we have:

EXECror,4,z ~ IDEALR,,; 5.2,
where the ideal OT functionality FoT is as described in Figure 4.

Sender’s UC Security. We say that an OT protocol 7ot satisfies sender’s UC security if for any (mali-
cious) adversary A corrupting the receiver, there exists a simulator S such that for all environments Z, we
have:

EXECy,, 4.z ~ IDEALx,, 5.z,

where the ideal OT functionality FoT is again as described in Figure 4.
Note that in the above descriptions, we adopt the same style of security definitions as was used in prior
work [CLOS02, PVWO08, DGH*20]. We refer to Section A for the security model of adaptively secure MPC.

3.5 Garbling Schemes
A garbling scheme [Yao86, CPV17b] is a tuple Garble = (Gb, En, Ev), described as follows:

— Gb(1%,C) — (GC,Keys): A randomized algorithm which takes as input the security parameter and a
circuit C : {0,1}"™ — {0,1}"™ and outputs a tuple of strings (GC, Keys), where GC is the garbled circuit
and Keys denotes the input-wire labels.

— En(x,Keys) = X: a deterministic algorithm that outputs the garbled input X corresponding to input z.

- BEv(GC,X) = y: A deterministic algorithm which evaluates garbled circuit GC on garbled input X and
outputs y.

We borrow this definition and the associated notations from the work of [CPV17b]. The garbling scheme
used in our protocols needs to satisfy standard properties such as correctness and privacy (we refer to [Yao86,
BHR12, CPV17b] for the definitions). We additionally borrow two extra properties from [CPV17b] for our
garbling schemes: namely, oblivious sampleability and equivocability, which we define here.

Definition 1. Perfect Correctness: A garbling scheme Garble is perfectly correct if for all input lengths
n < poly(k), circuits C : {0,1}™ — {0,1}™ and inputs x € {0,1}", the following holds:

Pr [Ev(GC, En(Keys, x)) # C(z) : (GC, Keys) < Gb(1%,C)] = 1.

Definition 2. Privacy [BHR12] A garbling scheme Garble is private if for all input lengths n < poly(k),
circuits C : {0,1}" — {0,1}™, there exists a PPT simulator S such that for all inputs x € {0,1}", for
all probabilistic polynomial-time adversaries A, the following two distributions are computationally indistin-
guishable:

13



- REAL(C, z) : run (GC, Keys) < Gb(1%,C), and output (GC, En(z, Keys)).

— IDEALs(C,C(2)): Compute (GC', X, st) + Sgc(C,C(x)), output (GC’', X).
Oblivious Sampleability [CPV17b]. Oblivious sampleability allows the garbler to obliviously sample
a garbled circuit and a garbled input given the output, without the knowledge of the input keys Keys. It
also enables an honestly computed garbled circuit to be claimed as obliviously sampled. A garbling scheme
Garble = (Gb, En, Ev) is said to satisfy oblivious sampleability if there exist PPT algorithms Gb and Gby,,
defined as:

- Gb(l"i C,y) — (é?j )~() A randomized algorithm that outputs an obliviously sampled garbled circuit
GC and obliviously sampled wire labels X such that evaluating GC on X would yield y as output,
— Gbyny(r,Keys, ) — 73 A randomness inversion algorithm that given some randomness of garbling r,
input-wire labels Keys, and an input x, outputs some random coins 7,

such that for any polynomial-time circuit C and for all input output pairs (z,y) such that C(x) =y it holds
that
(Gbiny (r, Keys, ), GC, X) = (7, GC, X),

where for random coins 7,7 < {0, 1}", we have
(GC, Keys) = Gb(1%,C;r), X = En(z,Keys), (éﬁ,f() = a)(l“,C,y;ﬂ.

The point-and-permute variant of Yao’s garbling scheme by [BMR90] based on one-way functions satisfies
oblivious sampling property.

Equivocal Garbling [CPV17b]. Finally, we require the garbled circuit to be equivocal [CPV17b]. It allows
a privacy simulator Sgc to generate a fake garbled circuit @\:C/ and fake input wire labels X that always
evaluate to a fixed output. Later, the simulator can open (GC,X) to a particular input x by providing
consistent randomness used in the garbling process. We define this as follows: a garbling scheme Garble =
(Gb, En, Ev) is said to be equivocal if there exists a pair of PPT algorithms (S, S&¢), such that any PPT
adversary A wins the following game with at most negligible advantage:
1. A gives a circuit C and an input x to the challenger.
2. The challenger samples a bit b + {0, 1}.
— If b =0: It computes (GC, Keys) <— Gb(C;r) and X < En(z, Keys).
—Ifb=1:1t sets y = C(z). It runs the simulator (GC,X,st) + SL:(C,y). It runs the simulator
(Keys,7) « SZq(st, x).
3. The challenger sends (GC, X, Keys, ) to the adversary A.
4. The adversary outputs a bit b'.

The adversary wins if b = . For the privacy game, S¢c plays the role of privacy simulator in Def. 2 for the
equivocal garbling scheme.

The garbling scheme of [CPV17b] based on one-way function satisfies equivocal property. Moreover, the
wire labels of [CPV17b] are uniformly distributed.

3.6 Trapdoor Simulatable PKE.

We recall the definition of trapdoor simulatable PKE from [CDMWO09]. A trapdoor simulatable PKE scheme
in the CRS model is a tuple of the form (Setup, Gen, Enc, Dec, 0Gen, oEnc), where the tuple (Setup, Gen, Enc, Dec)
is a standard PKE scheme that is augmented with oblivious sampling algorithms (oGen, oEnc) and random-
ness inverting algorithms (rGen, rEnc). The trapdoor of the setup string allows generating a public key (resp.
a ciphertext) honestly and then claiming that the public key (resp. a ciphertext) was obliviously sampled
using the rGen (resp. the rEnc) algorithm. Formally, we require that for any message m € {0,1}", letting
(crs, td) = Setup(17),
(pk,c, 7, TR) =~ (pk TG TE),s
where for random coins rG,rE,rg,rE + {0,1}", we have (pk,sk) = Gen(crs;rg), ¢ = Enc(crs, pk, m;rg),
pk = oGen(crs; ), ¢ = oEnc(crs, pk; TE), and

rq = rGen(crs,rg,td), Tg = rEnc(crs,rg,rE, m,td).
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3.7 Non-Committing Encryption in the crs model.

A non-committing encryption in the setup model consists of four algorithms NCE = (Setup, Gen, Enc, Dec).
It is a public key encryption scheme which allows a simulator to encrypt a plaintext in the presence of
an adaptive adversary. Given a trapdoor, the simulator (on behalf of the honest party) can produce some
dummy ciphertext ¢ without the knowledge of any plaintext m. Later when the honest party gets corrupted
and the simulator produces matching randomness (or decryption key) s.t. ¢ decrypts to m. More formally,
it is defined as follows.

Definition 3. (Non-Committing Encryption). A non-committing (bit) encryption scheme (NCE) con-
sists of a tuple (Setup, Gen, Enc, NCE.Dec, S) where (Setup, Gen, Enc, Dec) is an IND-CPA public key encryp-
tion scheme in the crs model and S is the simulation satisfying the following property: for b € {0,1} the
following distributions are computationally indistinguishable:

{(pk,c,ra,rE) : (pk,sk) < Gen(crs,rq),c = Enc(crs, pk,b;TE) } i b ~

{(pk, c, r%,r%) : (pk, c, r%,r%,ré,r};) «— S(ers, td) } b,

where (crs, td) + Setup(1").

Definition 4. (Augmented Non-Committing Encryption). An augmented NCE scheme consists of a
tuple of algorithms (Setup, Gen, Enc, Dec, S, Genop,, Genyn,) where (Setup, Gen, Enc, Dec,S) is an NCE in the
crs model and:

- Oblivious Sampling: Genpp(1%) obliviously generates a public key pk (without knowing the associated secret
key sk.

- Inverse Key Sampling: Geny,,(pk) explains the randomness for the key pk satisfying the obliviousness
property. Given the trapdoor td of the crs, the following distributions are indistinguishable:

{(pk,r) : pk <= NCE.Genopi(crs; )}, ~

{(pk,7") : (pk, sk) < NCE.Gen(crs;r¢);r" < NCE.Geny,(crs,rq, pk, td)},.,
where (crs, td) < Setup(1"*).

3.8 Cryptographic Background

Min-entropy and Leftover Hash Lemma. For a discrete random variable Z with sample space €2, its
min-entropy is defined as
Ho(Z) = mig{— log Pr[Z = w]}.
we

For two random variables Y and Z, we use Hyo(Z|Y') to denote the min-entropy of Z conditioned on Y. We
will use the following lemma, which is a simplified version of the leftover hash lemma.

Lemma 1. Let {H; : Z — Y}ses be a family of pairwise independent hash functions, and assume that Z
and S be discrete random variables over Z and S, respectively. If Hoo(Z) > log |Y| + 2log(e™1) we have

A[(S7 HS(Z))a (S, U)] <,
where A denotes the statistical distance and U denotes the uniform distribution over the set Y .

We will also use the following corollary of the leftover hash lemma.

Lemma 2. Let G be an (additive) finite abelian group such that |G| = A1), Let n be an integer such that
n > log |G|+ w(log(X)). If g < G™ and s < {0,1}", we have

(g7 Z 84 gl) ~ (g? u)a
i=1
where u < G is a uniformly chosen element from G.
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One-Way Function. Let P, X and Y be sets indexed by the parameter A\, and let Dp and Dx be
distributions on P and X respectively. A (Dp, Dx)-OWF family is a family of efficient computable functions
{fop(:) : X = Y }ppep such that for all PPT adversaries A we have

Pr[fop(A(pp, fop(7))) = fop(x)] < negl(X),
where pp <~ Dp and z < Dx. If Dp and Dx are uniform distributions, then we simply speak of an OWF

family.

Weak Pseudorandom Permutation. Let K and X be sets indexed by A, and let Dx and Dx be
distributions on K and X respectively. A (Dg, Dy )-weak PRP (wPRP) is a family of efficiently computable
permutations {F(k,-) : X = X }rex such that for all PPT adversaries A we have

Pr[AFF (1) = 1] — Pr[A™ (1*) = 1]| < negl()),

where k < Dy, 7 < Sx and 7® is the randomized oracle that samples 2 + Dy and outputs (z,7(z)). If Dk
and Dg are uniform distributions, then we simply speak of a wPRP family.
3.9 Cryptographic Assumptions

Definition 5. (Computational Diffie-Hellman Assumption). We say that the CDH assumption holds
in a group G if for any PPT adversary A,

Pr[A(g, h,T) = Z] = neg(r).
holds, where h,T < G, and T = ¢*, Z = h'.

For our LPN-based construction, we rely on a variant of LPN assumption with noise rate n=¢ for any
constant € > 1/2. In addition, we draw the secret from error (Bernoulli) distribution, which is known to
be equivalent to standard LPN assumption [ACPS09, DGH'20]. We formally define this variant of LPN as
follows:

Definition 6. (Learning Parity with Noise Assumption). Let n = poly(\), and let € < 1/2 be a

fized constant. In addition, let B, be Bernoulli distribution which outputs 1 with probability p = n=°. If

A — 75", s+ B}, and s < B}, then the LPN assumption states that

(A,As+e)~ (A, As +u),

where u <+ Z5.

3.10 Commitment Schemes

We define an equivocal commitment scheme Com = (Setup, Com, Ver, Equiv) as follows:

Definition 7. (Correctness) Com is a correct commitment scheme if the following holds true
Pr [Ver(m, c, crs,r) = 1|(crs, td) < Setup(1*), ¢ <= Com(m, crs;r)] =1

Definition 8. (Binding) Com is computationally binding scheme if the following holds true for all PPT
adversary A
Pr [(mo,r0,m1,11) <+ A(crs)|(crs, td) + Setup(1”),

Com(mg; o) = Com(ml;rl)] < neg(k)
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Definition 9. (Hiding) Com is computationally hiding scheme if the following holds true for all PPT
adversary A = (Ay, As).

Pr [b == V/|(crs, td) < Setup(1*), (mg, my, st) « A (crs), b <, {0,1},
(c,d) < Com(my), b’ < Az(c;st)] < % + neg(k)

Definition 10. (Equivocal) Com is equivocal if it has a PPT algorithm Equiv s.t. the following holds true
for all PPT adversary A and all message pairs (mg,mq).

‘Pr [A(c,r) = 1|(crs, td) + Setup(1*),m + A(crs),c = Com(crs,m; )]

—Pr [A(c,r) = 1|(crs, td) + Setup(1*),m < A(crs), c = Com(crs,m’;r"),

r = Equiv(m,r,c, td)] ’ < neg(k), form #m/

A commitment scheme with a sampling algorithm Com and randomness inversion algorithm Cmnm,
satisfies oblivious commitment sampling property as follows:

Definition 11. (Oblivious Sampling) Com satisfies oblivious sampling if the following holds true for all
PPT adversary A = (A1, As).

| Pr[As(st, ¢, 7) = 1|(m, st) « Aj(crs),c = Com(crs;7)] — Pr[As(st, ¢, F) = 1|

(m, st) < Aj(crs),c = Com(crs, m;r), T < (."T)?n,,,\,(crs,m,r7 td)]| < neg(r),

where (crs, td) < Setup(1").

3.11 Cryptographic Group Actions
In this section we recall the definitions of cryptographic group actions from [ADMP20].

Definition 12. (Group Action) A group G is said to act on a set X if there is a map x: G x X — X that
satisfies the following two properties:

1. Identity: If e is the identity element of G, then for any x € X, we have e xx = .
2. Compatibility: For any g,h € G and any x € X, we have (gh) xx = gx (h * ).

The authors of [ADMP20] use the abbreviated notation (G, X, *) to denote a group action.

Remark 1. If (G, X, ) is a group action, for any g € G the map 7, : © — ¢ * = defines a permutation of X.

Properties of group actions. The authors of [ADMP20] consider group actions that satisfy one or more of
the following properties:

1. Transitive: A group action (G, X, x) is said to be transitive if for every 1,22 € X, there exists a group
element g € G such that zo = gxx;. For such a transitive group action, the set X is called a homogeneous
space for G.

2. Faithful: A group action (G, X, «) is said to be faithful if for each group element g € G, either g is the
identity element or there exists a set element z € X such that z # g * «.

3. Free: A group action (G, X, *) is said to be free if for each group element g € G, g is the identity element
if and only if there exists some set element x € X such that x = g x x.

4. Regular: A group action (G, X, x) is said to be regular if it is both free and transitive. For such a regular
group action, the set X is called a principal homogeneous space for the group G, or a G-torsor.

Remark 2. Typically group action-based cryptography has focused on regular actions. If a group action is
regular, then for any x € X, the map f, : g — g*x defines a bijection between G and X; in particular, if G
(or X) is finite, then we must have |G| = | X].
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Effective Group Action The authors of [ADMP20] define an effective group action (EGA) as follows.

Definition 13. (Effective Group Action) A group action (G, X, *) is effective if the following properties are
satisfied:

1. The group G is finite and there exist efficient (PPT) algorithms for:
(a) Membership testing, i.e., to decide if a given bit string represents a valid group element in G.
(b) Equality testing, i.e., to decide if two bit strings represent the same group element in G.
(c) Sampling, i.e., to sample an element g from a distribution Dg on G. In this paper, We consider
distributions that are statistically close to uniform.
(d) Operation, i.e., to compute gh for any g,h € G.
(e) Inversion, i.e., to compute g—* for any g € G.
2. The set X is finite and there exist efficient algorithms for:
(a) Membership testing, i.e., to decide if a bit string represents a valid set element.
(b) Unique representation, i.e., given any arbitrary set element x € X, compute a string & that canoni-
cally represents x.
3. There exists a distinguished element xg € X, called the origin, such that its bit-string representation is
known.
4. There exists an efficient algorithm that given (some bil-string representations of) any g € G and any
x € X, outputs g x x.

Computational assumptions. The authors of [ADMP20] define certain computational assumptions pertaining
to group actions.

Definition 14. (One-Way Group Action) A group action (G, X,x) is (Dx,Dg)-one-way if the family of
efficiently computable functions {f, : G = X}rex is (Dx, Dg)-one-way, where f, : g — g*z, and Dx, Dg
are distributions on X, G respectively.

Definition 15. (Weak Pseudorandom Group Action) A group action (G, X,*) is (Dg, Dx )-weakly pseudo-
random if the family of efficiently computable permutations {my : X — X}seq is (Da, Px)-weakly pseudo-
random, where mg : x — g x, and Dx, Dg are distributions on X, G respectively.

In each of the definitions above, if Dg is a probability distribution on G and Dx is the distribution
induced on X by taking g + Dg and outputting g x zg, then we simply write Dg-OW group action for
(Dx,Dg)-OW group action, and similarly for weak unpredictable/pseudorandom group actions. If both
distributions are uniform (or statistically close to uniform), we omit them.

Restricted Effective Group Action The authors of [ADMP20] pointed out that while EGA is a useful
abstraction, sometimes it is too powerful in comparison to what is achievable in practice. A Restricted
Effective Group Action (REGA) is a weakening of EGA, where we can only evaluate the action of a generating
set of small cardinality.

Definition 16. (Restricted Effective Group Action) Let (G, X, *) be a group action and let g = (g1,...,9n)
be a (not necessarily minimal) generating set for G. The action is said to be g-restricted effective, if the
following properties are satisfied:

G is finite and n = poly(log(|G))).
— The set X is finite and there exist efficient algorithms for:

1. Membership testing, i.e., to decide if a bit string represents a valid set element.

2. Unique representation, i.e., to compute a string & that canonically represents any given set element

reX.

— There exists a distinguished element x¢g € X, called the origin, such that its bit-string representation is
known.
There exists an efficient algorithm that given any i € [n] and any bit string representation of x € X,
outputs g; x T and gi_1 * T.
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Although an REGA is limited to evaluations of the form g; x x, this is actually enough to evaluate the
action of many, and potentially all elements of G without even needing axioms on the effectivity of G.

A word on (g1,...,9,) is a finite sequence o € {g1,...,9n, 91 .-, 9, }*, to which we canonically
associate an element of G by

¢
0'20'10'2'~-0'gl—>H0'i.
i=1

By hypothesis, any element of G can be represented by a word on g, however this representation may not
be unique, nor equality needs to be efficiently testable. From the definition of a g-REGA it is clear that the
action on z € X of any word of polynomial length on g can be computed in polynomial time.

When G is abelian, words on g can be rewritten as vectors in Z", canonically mapped to G by

n
(@1,...,an) — I_Ig;1
i=1

It follows from the axioms of REGA that the action of a vector a € Z" can be efficiently evaluated on any
x € X as long as ||a|| is polynomial in log(|G|), where || - || is any LP-norm.

Protocols built on REGA will need to sample elements from G that are statistically close to uniform
and for which the group action is efficiently computable. Prior works suggest sampling from a distribution
D¢ on the words on g in the non-abelian case, or from a distribution on vectors in Z" in the abelian case.
Classic choices in the latter case are balls of fixed radius in L>-norm [CLM*18], in L'-norm [NOTT20],
in weighted infinity norms [Sto12, MR18], or discrete Gaussian distributions [DG19]. The latter is plausibly
sufficient for applications that require group elements to be sampled from distributions statistically close to
uniform [DG19].

4 i0T with Oblivious Sampleability from r-iOT

In this section, we present the first generic construction in our overall framework: we show how to build a
two-message iOT protocol in the CRS model with both oblivious sender and receiver sampleability given a
two-message r-iOT protocol (iOT with receiver oblivious sampleability but not necessarily sender oblivious
sampleability). For simplicity of exposition, we describe the construction in the CRS model against mali-
cious corruptions; the corresponding construction in the plain model against semi-honest corruptions follows
analogously.

4.1 Overview and Intuition

We construct a two-message iOT protocol with oblivious sender and receiver sampleability in the CRS model
given the following ingredients: (1) a two-message r-iOT protocol in the CRS model which satisfies receiver
oblivious sampleability, (2) an equivocal garbling scheme, (3) an obliviously sampleable garbling scheme,
and (4) an obliviously sampleable commitment scheme (in the CRS model). The latter three schemes are
implied by one-way functions (and hence by r-iOT).

A First Attempt. We describe below an initial attempt to build iOT with receiver and sender oblivious
sampleability from r-iOT. This simple construction additionally uses a standard garbling scheme and an
obliviously sampleable non-interactive commitment scheme. Additionally, let C[3,c|(r, m) denote a circuit
that is hardwired with a bit 8 € {0,1} and a commitment c. It takes as input some randomness r and a
message m, and outputs m if ¢ is valid commitment to 8 using randomness r. Otherwise, it outputs L (the
circuit C is also hardwired with the CRS string for the commitment scheme, but we avoid mentioning this
explicitly for simplicity of presentation.).

— iOTR;: The receiver uses the commitment scheme to create a commitment ¢ = Com(b;r) to its input
choice bit b under randomness r. The receiver transmits this commitment ¢ to the sender. Then the
receiver runs two sets of r-iOT protocols corresponding to bit 0 and bit 1. For bit b, the receiver uses
the r-iOT protocol to send one r-iOT-receiver message corresponding to each bit of the randomness r (in

19



parallel). For bit 1 — b, the receiver samples ¢ = |r| number of r-iOT protocol messages obliviously. The
receiver sends the two sets of ¢ protocol messages of r-iOT to the sender.

— iOTS: The sender uses the commitment ¢ from the receiver to create two circuits Co (-, mg) and Cq (-, m1)
as described earlier, where mg and m; are the sender input messages. It then garbles these circuits using
the garbling scheme to create a pair of garbled circuits GCy and GCj, along with the corresponding
wire labels for their input bits.

The sender sends across GCy and GCq to the receiver. The sender also sends the wire labels for mg
and m; corresponding to GCy and GC; respectively. In parallel, the sender uses the underlying r-iOT
scheme and the two sets of £ = |r| r-iOT messages from the receiver to generate two sets of £ number of
r-iOT-sender messages. The sender inputs to the r-iOT are the wire labels of the garbled circuits.

Let us denote the sets as the Oth set and the 1th set corresponding to GCy and GCj. The Oth (resp. 1th)
set corresponds to the ¢ bits of the commitment randomness of the receiver corresponding to ¢ being a
commitment to 0 (resp 1). For the ith OT in the Oth set, the sender considers its inputs as the garbled
circuit wire labels (for GCy) corresponding to the ith bit of the receiver randomness, which is provided
as input to the garbled circuit. Similarly, for the ith OT in the 1th set, the sender considers its inputs as
the garbled circuit wire labels (for GCy) corresponding to the ith bit of the receiver randomness, which
is provided as input to the garbled circuit. The sender sends the two sets of £ number of r-iOT sender
messages to the receiver.

— iOTR3: The receiver considers the bth set of r-iOT sender messages. It uses the r-iOT-sender messages
to recover the wire labels corresponding to its randomness string r for garbled circuits GCy. It then
evaluates GCy on r by using the corresponding wire labels to recover the message my,.

Correctness. It can be observed that correctness trivially holds, since an honest receiver obtains the wire
labels (of GCy) corresponding to randomness 7 from the bth set of r-iOT sender messages. Then it evaluates
GCy to obtain mp. Evaluation is successful since the garbled verifies that the commitment ¢ = Com(b; ) is
correct given randomness 7 and bit b, and if verification succeeds then it outputs my to the receiver.

Receiver Security. Arguing receiver’s indistinguishability security is relatively straightforward. Informally,
the commitment ¢ computationally hides the receiver’s choice bit b and the r-iOT messages sent by the
receiver computationally hide the receiver’s randomness string 7.

Sender Security. To argue sender’s indistinguishability security, we need to establish (at a high level) that
the receiver learns no information about mj_;. To see why this is the case, observe that the only information
about mq_; that the receiver could learn is from the garbled circuit GC;_;. However, the receiver cannot
evaluate GC_; to anything other than L since: (1) it cannot prove that ¢ is a commitment to (1 —b) under
randomness some 7’ (this follows from the binding property of the commitment scheme), and (2) it cannot
recover any input labels to GCi_; other than those corresponding to v’ (due to the sender privacy of the
underlying r-iOT protocol). At this point, we can invoke the privacy of the garbling scheme itself to argue
that the receiver learns no information about the message mi_p.

Oblivious Receiver Sampleability. The above protocol satisfies oblivious receiver sampleability since the
commitment is obliviously sampleable and the r-iOT messages are obliviously receiver sampleable.

Barriers to Sender Oblivious Sampleability. The above approach fails to give us sender’s oblivious sam-
pleability as explain next. Note that the sender’s message has two parts - the garbled circuits (GCq, GCy),
and the two sets of £ number of r-iOT-sender messages. Using an obliviously sampleable garbling scheme
naturally allows oblivious sampleability for the first part of the sender’s message, i.e. the garbled circuits
GCy and GC;. However, it is not clear if the second part of the sender’s message can be obliviously sampled
since the underlying r-iOT protocol does not necessarily support sender oblivious sampleability.

Recall the sender’s oblivious sampleability security definition as defined in/gfﬁnition 3.3. In this game,
the challenger must provide the adversary with the randomness 7 used in the iOTS algorithm. Since we have
an obliviously sampleable garbling scheme available to us by assumption, the garbled circuits (GCy, GCy)
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can be obliviously sampled. However, the r-iOT sender messages are not obliviously sampleable, since r-iOT
does not give sender’s oblivious sampleability by definition.

As a result, we can construct adversary for the sender’s oblivious sampleability game that can distinguish
between an honestly generated sender message from an obliviously sampled one. Since the adversary has
access to the oblivious sampling randomness 7, it can obtain all of the wire labels from the r-iOT sender
messages in the sampling game. It can then evaluate the garbled circuits on whatever inputs it wants using all
the wire labels and as a result distinguish an honestly generated garbled circuit from an obliviously sampled
one, as the evaluation of the “obliviously sampled” garbled circuit will be unlikely to be correct.

4.2 Owur Protocol

We address this issue by using two separate sets of garbled circuits. The first set of garbled circuits are
created using a garbling scheme Garble’ that is obliviously sampleable [LP09], while the second set of garbled
circuits are created using a garbling scheme Garble that is equivocal [CPV17b]. More concretely, we use the
following circuits (hardwired with the CRS string for the commitment scheme):

— Let C[B, ¢|(r,p) denote a circuit that is hardwired with a bit 8 € {0,1} and a commitment c. It takes
as input some randomness r and a string p, and outputs p if ¢ is valid commitment to the bit 8 using
randomness r. Otherwise, it outputs L.

— Let C'(¢/, s,m) denote a circuit that takes as input a commitment ¢/, some randomness s and a message
m, and outputs m if ¢’ is valid commitment to 0 using randomness s. Otherwise, it outputs L.

Note. The circuits C' and C are both also hardwired with the CRS string for the commitment scheme, but
we again avoid mentioning this explicitly for simplicity of presentation.

The Receiver’s Message. In our modified protocol, the receiver message to the sender is still generated as
in the simple protocol described earlier. In other words, the receiver uses the commitment scheme to create
a commitment c¢ to its input choice bit b under randomness r. The receiver transmits this commitment ¢ to
the sender. Then the receiver also uses the underlying r-iOT protocol to compute two sets of £(= |r|) number
of r-iOT-receiver message corresponding to each bit of the randomness 7 (in parallel). The receiver runs two
sets of r-iOT protocols corresponding to bit 0 and bit 1. For bit b, the receiver uses the r-iOT protocol to
send one r-iOT-receiver message corresponding to each bit of the randomness r (in parallel). For bit 1 — b,
the receiver samples £ number of r-iOT protocol messages obliviously. The receiver sends the two sets of ¢
protocol messages of r-iOT to the sender.

The Sender’s Message. The key alteration is in how the sender’s message to the receiver is generated. The
sender proceeds as follows:

— The sender creates two commitments ¢, = Com(0; sg) and ¢j = Com(0;s1) - both of which are commit-
ments to 0 under randomness sg and s; respectively.

— The sender then uses the obliviously sampleable garbling scheme Garble’ to create two (independent) gar-
bled circuits GCj and GC] for the circuit C’.

— Corresponding to GCyj, the sender computes py — a string representing the set of wire-labels in GCj
corresponding to the input cj. Similarly, corresponding to GC], the sender computes p; — a string
representing the set of wire-labels corresponding to ¢; in GC].

— For 8 € {0,1}, the sender sets Vj as the wire labels in GC); corresponding to (ss||mg). It also represents
ps as the garbled sets pg as the garbled input for 0;3 corresponding to GC%.

— At this point, the sender does something very similar to flavor to its counterpart in the simpler protocol
described earlier. In particular, it uses the commitment ¢ from the receiver and the py and p; strings
from the previous step to create two circuits Co (-, po) and C1 (-, p1). It then garbles these circuits using
the equivocal garbling scheme Garble to create a pair of garbled circuits GCy and GCjy, along with the
corresponding wire labels for their input bits.
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Fig. 6. Constructing iOT with Oblivious Sampleability from r-iOT

TOT
— Public Inputs: crsior = (crs.ioT, crscom) Where crs, ot and crscom are the setup strings of r-iOT and Com respec-
tively.
— Circuits: Circuit Cle, crscom, B](r,p) = p if ¢ = Com(crscom, B;7), else C outputs L. Circuit C’[crscom](c’, s,m) = m if
¢’ = Com(crscom, 05 s), else it outputs L.
— Private Inputs: S has input bits (mg, m1) where mg, m1 € {0,1}; R has input choice bit b.
— Primitives: Let w01 = (r—iOTR17r—iOTS,r—iOTRg,r—i/O\'FR) denote a receiver obliviously sampleable indistin-

guishable OT. (Com,Com) is an obliviously sampleable commitment scheme. Garble = (Gb, En, Ev,Sgc) is an
—~
equivocal garbling scheme. Garble’ = (Gb’, En’, Ev/, Gb ) is an obliviously sampleable garbling scheme.

iOTR1 (crsioT, b):

— R commits to b using randomness r as ¢ = Com(b;r). Let |r| = £.

— R computes 7.joT receiver messages as {y0,i,v1,i} where v, ; = r-iOTRy(crs.ioT, ;) and y1_p; r—i/(S:I'/R(crs,,io-r)
for i € [¢].

— R sends Mg = (c, {70,i7'71,i}ie[£]) as the receiver’s message.

iOTS(CI’SiOT, MR, (T)’L(), ml)):

S runs the following algorithm for g € {0,1} :

S computes c; = Com(0;s5). S garbles (GC, Keysy) = Gb'(17,C'[erscom]; 75,6c7)- S computes {Yg i }icpset1) =
En’(cjlssllms, Keysp).

— The sender sets Vg = {Yg i }ict,e44, Where {Yg i}icie,i4¢ 18 the garbled input for (sg|lmg) in GCj. The sender
sets pg = {Yp,i}ic[y) as the garbled input for c’ﬂ corresponding to GC;;.

— S garbles another garbled circuit for circuit C as (GCg,Keysg) = (GCpg {X3 Xk Yicierin]) =
Gb(1%,Cle, crscom, B];7g,c0)- Let [pg| = tr from the previous step. Sender sets X§ = En(pg, {X3 ;,Xj ;Yic(e,e4¢x])
as the garbled input for pg corresponding to GCg.

— S computes ot sender messages for receiver’s input r in GCp as 75,; = r-iOTS(crseior, 5,1, (XG4, X5 ;)5 76,r-i0T)

for i € [¢]. It corresponds to the wire labels in GCg corresponding to the bits of the commitment randomness
r sampled by the receiver for constructing commitment ¢ = Com(crscom, 3;7)-

S sends Ms = {MS»B}BE{O,I} = {GCg, GC/B’ {Tﬁ,i}iem:ngvﬁ}ﬁe{o,l} and sets Ty = (ron) where rg =

(rg,cc,7g,cersTa,rior) for g€ {0,1}.

iOTRQ(CFSiOT7 Ms, b):

— R computes the wire labels corresponding to commitment randomness r in GC;, as X; = r-iOTRz(crsioT, 73,;) for
i € [f]. R evaluates GCp on {X;};c[¢ and X} to receive garbled input U for ¢, corresponding to GC’ as follows:

U = Ev(GCy, {Xi}icpq|IX}),

where |U| = tx and U = p, corresponds to the wire labels for the commitment ¢, in GCj.

— R computes m;, by evaluating GC; on U and V, as follows:

mp = EV/(GC’, U, V).

— As in the earlier protocol, the sender sends across GCy and GC; to the receiver. The sender sends the
wire labels, denoted as X5 and XY, for py and p; corresponding to GCy and GC; respectively. Next, the
sender computes the r-iOT sender messages similar to the previous simple protocol. The sender inputs to
the r-iOT are the wire labels of the garbled circuits GCy and GC; corresponding to the receiver’s input
randomness for the receiver’s commitment c.

More formally, the sender uses the underlying r-iOT scheme and the two sets of £ number of r-iOT receiver
messages from the receiver to generate two sets of £ number of r-iOT-sender messages. Let us denote the
sets as the Oth set and the 1th set corresponding to GCy and GC;. The Oth set corresponds to the ¢
bits of the commitment randomness of the receiver corresponding for commitment c. For the ith OT in
the Oth set, the sender encrypts the garbled circuit wire labels (for GCq) corresponding to the ith bit of
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the receiver randomness, which is provided as input to the garbled circuit. Similarly, for the ith OT in
the 1th set, the sender encrypts the garbled circuit wire labels (for GC;) corresponding to the ith bit
of the receiver randomness, which is provided as input to the garbled circuit. The sender sends the two
sets of £ number of r-iOT sender messages to the receiver.

The sender also sends V and V; to the receiver, which are the wire labels for inputs (so||mo) and (s1||m1)
in GC{, and GC] respectively. Additionally, the sender also sends across the two garbled circuits GCj,
and GC] to the receiver.

Receiver’s Message-Recovery. As in the simpler protocol described earlier, the receiver uses the r-iOT-sender
messages to recover the wire labels corresponding to its randomness string r for garbled circuit GCy. It
then evaluates GC, on r by using the corresponding obtained wire labels from the r-iOT protocols and X!
string. However, unlike the simple protocol, it does not immediately recover the message m;. Instead, it
recovers the intermediate string U = p,. Recall, however, that U = p; is nothing but a string representation
of the wire-labels corresponding to the garbled circuit GCj on c,. Combined with the string V,, U||V, is
the garbling of (c}, sy, mp) for GCj. Hence, the receiver can evaluate the garbled circuit GCj, using these
wire-labels to recover the message m.

The complete solution is described formally in Figure 6. The oblivious sampling and randomness inversion
algorithms are described in Figure 7.

Receiver Oblivious Sampleability. The receiver obliviously comput/e_s\iﬁ'/R by obliviously sampling the com-
mitment ¢ and obliviously sampling the r—iOI_R\Lnessages using r-iOTR algorithm. To argue oblivious sam-
pleability, we need an inversion algorithm iOTR),, that given an honestly generated Mg as the receiver’s
message and the corresponding randomness rg computes the oblivious sampling randomness 7gr such that
the honestly generated receiver message and rr is indistinguishable from obliviously sampled Mg and the
sampling randomness. The inversion algorithm receives the commitment randomness and the r-iOTR receiver
randomness as input corresponding to honestly generated commitment ¢ and r-iOTR messages. The inver-
sion algorithm invokes the inversion algorithms Comy,, (of commitment scheme) and r-iOTR),, (for inverting
randomness for r-iOTR) to generate the sampling randomness as 7r = (7Com||7ri0T)-

Sender Oblivious Sampleability. We now argue that the modified construction also achieves sender oblivious
sampleability. To obliviously sample, i.e. ia'FS, a sender message for the branch w = (1 — b), the sender
obliviously samples GC!, (recall that GC!, is generated using an obliviously sampleable garbling scheme
Garble’) to receive the obliviously sampled wire labels Y. The sender uses these wire labels to compute \~/w
and p,, using Y. The sender garbles GC,, as per the “real” garbling scheme and computes X" by encoding
Dw- The r-iOT messages are computed using the wire labels of GC,,. Formal protocol details can be found

in Fig. 7. To argue oblivious sampleability, we need an inversion algorithm iOTS,, that given an honestly
generated Mg as the sender’s message and the corresponding randomness rs computes the oblivious sampling
randomness g such that the honestly generated receiver message and s is indistinguishable from obliviously
sampled Mgr and the sampling randomness rs. The corresponding inversion algorithm takes as input the
randomness used for correctly constructing GC,,, GC!, and r-iOT messages. The simulator can now rely
on the oblivious sampleability of the garbling scheme Garble’ to claim that GC!, was, in fact, obliviously
sampled. The randomness for the honestly generated r-iOT messages and GC,, is provided as the sampling
randomness. This is indistinguishable from an obliviously sampled sender message since in both cases GC,,
evaluates to L. At this point, we rely on the equivocal property of the garbling scheme Garble to argue that
these two cases are indistinguishable since the inputs of GC,, are predetermined from receiver’s OT message.
This holds true even when the sampling adversary gets all the input wire labels for GC,, from the r-iOT
randomness. This is the fundamental reason why we added the extra “layer” of garbling to our protocol.
In the formal proof, this argument is a bit more technically involved: we need to also rely on distinguisher
dependent simulation techniques [JKKR17, DGH"20].

We prove that our OT protocol in Fig. 6 satisfies receiver and sender privacy, and we prove that the
protocol satisfies receiver and sender oblivious sampleability (via the oblivious sampling and randomness
inversion algorithms in Fig. 7) by proving Thm. 8.
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Fig. 7. Oblivious Sampling and Randomness Inversion Algorithms for iOT

i/O?I'T?(crsio-r):
R computes ¢ <+ @(crsccm;r‘ccm) and vg,; < r-iOTR(crseior;mrioT,8,:) for B € {0,1},¢ € [f. Set r.or =
{reioT,8,i}gef0,1},iclg- R T€tUINS 7R = (7com||7rioT) as the sampling randomness.

iOTRlnv(C"S: MRu td = (tdCom7 tdr—iOT)7 TR)

Denote rgr = (rcom||m-ioT|]0]|7) as the randomness for an honestly generated Mg = iOTR; (crsioT, b; rr). Obtain réom =
Comyny (€rscom; b, Com tdcom) and TrioT = {r-IOT Ry (crseioT; ¥8,i» tdrioT, 70T, 8,i) } 8 0,1} ic[¢]- REtUrN 7k = (Fom||TrioT)

as the randomness.

i0TS(crsior, MR, w, m1—w; 7s):

S obliviously samples garbled circuit as (é\éiu,\?) = éT;'(mc/ [erscom], L; 7, ccr) using randomness r,, gcor. The
sender sets puw = {Yw,i}tiep and Vo = {Yuw i}bic[t t40-

S correctly garbles GCy as (GCu, Keys,,) = (GCu,{X%, ;, X, i Vicjettn) = Gb(1%,Cle, crscom, b]; 1w cc) using ran-

W,
0
w,T?
S computes 7, ; messages correctly as follows. S computes 7, ; = r-iOTS(crs.ioT, Yuw,i» (X%, ;s XL 1) 7w rioT,i) Using
randomness 7 r.ioT,; for ¢ € [¢]. Denote r, rioT = {rw,r-ioT,i Yicly-

domness r,, gc. Sender sets )~(pw: En(pw, {X X}u,i}iE[z,f+tN]) as the garbled input for py in GCy.

If mi_w # L1, S computes Ms ;_,, correctly corresponding to message mi_,, using randomness ri_,,. Else, S
repeats the above steps for branch 1 — w similar to branch w.

S sets Mg, = (GCw,aﬁ;, {Tw,i}ie[[],)w(i,\wlw). Set rq, as the garbling randomness for GC,,, 66;] and {7w,q }iclg
as rw = (Tw,ccl|rw,cor[|Tw,rioT)-

Return Mg = (Ms ¢, Ms 1) as the sender OT message. Set the sender randomness as rs = (ro||r1).
iO/TxS;“,(crs,w, Ms,td = L,rs) (Inverts randomness for branch w)
— Denote rs = (ro||r1) and set 71—, = 71— as the randomness for an honestly generated Ms message.

— 1y contains the garbling randomness for GCu, GC), and {7w,i}ic(g 88 rw = (rw,ccllrw,cor|rw,rioT)- Set 7o,ce =
Tw,GCs Tm.aor = Gbiny(ry acr, Keysl,, 0044+1)  where Keys' is the encoding information of GC’ when GC’ was
honestly garbled. Compute 7o = (7, ¢l 7w, cor ||Tw,mioT)-

— Output 75 = (7||71) and claim that X%, {Yuw,i}sc[e,e1¢ Were randomly sampled.
iO/TxS;,\,(crs, 1,Ms,td = L,rs) (Inverts randomness for both branches w € {0,1})
— Denote rs = (rol|r1).

— For w € {0,1}: 7y contains the garbling randomness for GCy, GC|, and {7w,liclg a8 Tw =
(rw,cclITw.acr 7w rioT)- Set Tu,Ge = Tw,cCs Tw.aor = Gbiny(Ty,cor, Keys,,, 077¢+1) | where Keys' is the encoding
information of GC’ when GC’ was honestly garbled. Compute 75 = (0,60 ||7w.aor | 7w, rioT)-

— Output 75 = (7|71) and claim that X%, {Yuw,i}sc[e,e1¢ Were randomly sampled for w € {0,1}.

Theorem 8. Assuming that: (1) w01 is a two-message r-iOT protocol satisfying sender privacy and obliv-
ious receiver sampleability in the crsior model, (2) Com is an obliviously sampleable commitment scheme,
(3) Garble is an equivocal garbling scheme, and (4) Garble’ is an obliviously sampleable garbling scheme, miot
is a two-message iOT protocol with sender and receiver oblivious sampleability in the CRS model.

Proof. We prove Theorem 8 by showing receiver privacy, sender privacy, receiver oblivious sampleability and

sender oblivious sampleability as follows. The corresponding algorithms can be found in Fig. 7.

Receiver Privacy. Receiver privacy of iOT follows from the hiding property of Com and oblivious receiver
sampleability of r-iOT. We prove the following via a sequence of hybrids.

Qo

{Com(0;7), {70,is71,i} : 70,0 ¢ r-iIOTRy(crseior, 7), 71,6 < -IOTR(crsiioT) Fiepy

{Com(157), {70,is71.i} : 1, < r-iIOTRy(crseior, 74), Y0, < r-IOTR(crsrioT) Ficyy

Our hybrids and indistinguishability argument are as follows:

— Hyb, : Mg = {Com(0;7), {704,715} : Y0, ¢ HIOTRy(crseior, i), 71,6 < r:(_)\T/R(crsr_iOT)}ie[g]. This is the
receiver OT message Mg with choice bit 0 as input.
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~ Hyb, : Mg = {Com(0;7),{"0,i,71,i} : V0,0 ¢ r-iIOTR(crsrior)}icpe, 11,6 < r-IOTR(crseioT)}bicqg- This is
same as Hyb,, except 7o ; OT messages are obliviously sampled. An adversary distinguishing between Hyb,,
and Hyb; can be used to break oblivious receiver sampleability of r-iOT since 7 ; is honestly generated
in Hyb,, and o ; is obliviously sampled in Hyb, .

— Hyb, : Mg = {Com(1;7),{"0,,71,i} : V0,0 < r-iOTR(crswioT)}icpe, 71,6 < r-IOTR(crseioT)bicg. This is
same as Hyb,, except c is a commitment to 1 instead of commitment to 0. Indistinguishability follows
from hiding property of the commitment scheme.

— Hybs : Mg = {Com(1;7), {v0,is71,i} : 71,  r-iOTRy(crseior,7:),70,i  r-iOTR(crsiior)}icpq. This is
same as Hyb,, except v1,; OT messages are correctly generated using r; as input choice bits where r
is the commitment randomness. This is the receiver OT message Mg with choice bit 1 as input. An
adversary distinguishing between Hyb, and Hyb, can be used to break oblivious receiver sampleability of
r-iOT since 71 ; is obliviously sampled in Hyb, and 7 ; is honestly generated in Hybs.

Sender Privacy. Sender privacy of iOT follows from the binding of the commitment scheme, sender privacy
of r-iOT, and the privacy of GC and GC'. If the adversary’s choice bit is 1 —w then the commitment ¢ should
be a valid commitment to 1 — w using randomness com that needs to be provided as input to r-iOTR by the
receiver during the computation of v3_,, ;. If ¢ is also a valid commitment to w using randomness r¢,,, and the
receiver provides this as randomness to r-iOTR during the computation of 7, ; then the receiver breaks the
binding property of the commitment scheme. By relying on distinguisher dependent simulation techniques,
the reduction can the two openings - (1 —w, rcom) and (w, r¢,,,), of ¢ and break the binding property. Hence,
we can safely rely on the binding property of the commitment scheme to argue that (w,r¢,,,) will be an
invalid opening of c. As a result, GC,, will always evaluate to L and as a result GC!, would always evaluate
to L since the receiver fails to get the correct wire labels (corresponding to GC,,) for ¢,,. This happens
irrespective of whether GC!, is evaluated on m, = 0 or m,, = 1. Thus, indistinguishability follows from
the privacy of the garbling scheme. We also require sender privacy of r-iOT since a corrupt receiver should
not get both input wire labels for any input wire of GC,,. For adversary’s chosen bit (1 — w) € {0,1}, we
demonstrate the following:

iOTS(crs;OT, MR7 (mo, ml); T) . iOTS(CfSiOT7 MR, (m{), m'l), 7‘,),
where m}_,, = mi1_w, My, = 0 and m!, = 1. This is shown via a sequence of hybrids:
— Hyb, : Sender’s message is Ms = iOTS(crsior, Mg, (mg, m1); 7).

— Hyb, : Same as Hyb,, except the reduction extracts rcom and r¢,,, from the y1_,; and 7, ; messages
as receiver input choice bits for the randomness using distinguisher dependent simulation techniques. If
both (1 —w,rcom) and (w,r¢,,,) are valid openings of ¢ then the reduction aborts. Else, the reduction
computes Mg = i0TS(crsioT, MR, (mg, m1);r) correctly following the sender algorithm. An adversary
distinguishes between Hyb,, and Hyb, if it breaks the binding property of the commitment scheme.

0

— Hyb, : Same as Hyb,, except 7,; = r—iOT(crsiOT,'ywyi,(Xw7i7xgj’i)). Indistinguishability follows from
sender privacy of r-iOT since in both hybrids GC,, evaluates to L (and as a result GC., also evaluates

to L), given X?u,i or Xllw- (but not both), and the only difference lies in the r-iOT sender messages.

— Hybs : Same as Hyb,, except GC, is computed by invoking the privacy simulator for the garbling
scheme with output L. The r-iOT sender messages are set similar to previous hybrid, ie. 7,; =
r-iOT (crsioT, Yuw.i» (Xuw,is Xw,i)), where the privacy simulator S¢c (of garbling scheme Gb) returns X,, as
the wire labels on being invoked as (GC.y, Xy, st) < Sic(Cle, crscom, ], L). Indistinguishability follows
from the privacy of garbling scheme for GC,, since in both hybrids GC,, outputs L.

~ Hyb, : Same as Hybs, except GC., is computed using the privacy simulator Sgc (of Gb’) with output
L. The privacy simulator Sgc (of garbling scheme Gb’) returns Y, as the wire labels on being invoked
as (GCy, Yy,st') < Sec(C'[crscom], L). The sender sets Vi, = {Yui}ticptt+0 and py = {Yu}tiep- The
rest of the sender protocol is same as Hyb,. Note that in Hyb, the garbled circuit GC,, was computed
correctly and p,||V, was a valid encoding of (cl,|[sw||my) in GC,,. Meanwhile in Hyb, the receiver
obtains simulated wire labels. GC., in both hybrids evaluates to L. As a result, if an adversarial receiver
distinguishes between the two hybrids then it breaks the privacy of the garbling scheme Gb'.
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— Hyb, : Same as Hyb,, except GC, is correctly garbled and the sender encodes (¢l ||sy||mL,) as pw||[Vuw
using the encoding information generated during the garbling process. Indistinguishability between Hyb,
and Hyb follows from privacy of garbling scheme Gb’ since in both hybrids GC,, evaluates to L.

— Hyb, : Same as Hyby, except GC,, is correctly garbled and the r-iOT sender messages are set as 7,,; =
r-i0OT (crsioT, Yu,i (X?v,i’ X?M)) Indistinguishability follows from privacy of GC since in both hybrids the

receiver evaluates GC,, to L.

— Hyb, : Sender’s message is Ms = iOTS(crsior, MR, (mg, m})). Indistinguishability follows from sender
privacy of r-iOT since in Hybg the r-iOT sender messages are 7, ; = r-iOT(crsioT, Yuw,i (X?U’i,X%’i)) and

in Hyb, the r-iOT sender messages are 7, ; = r-iOT(crsioT, Yu.i, (X, Xim))

W,

Receiver Oblivious Sampleability. To argue receiver oblivious sampleability the adversary needs to be pro-
vided with the obliviously sampled /honestly generated receiver message and the sampling randomness/inverted
randomness for the receiver message Mr. Receiver oblivious sampleability of iOT follows from the oblivious
sampling property of Com and receiver oblivious sampleability of r-iOT. We demonstrate this via a sequence
of hybrids:

— Hyb,, : This hybrid corresponds to the receiver’s view by running the oblivious receiver sampling algorithm

iOTR. Compute ¢ = Gn(crscom;rcOm) and vp; < rjd:l'/R(crsr_iOT;rr_;OT) for b € {0,1},i € [{]. Return
7 = (rcom||TrioT) @s the sampling randomness.

— Hyb, : Compute ¢ = Com(crscom, b; rcom) and g ; < r-iOTR(crsrioT; miot) for 8 € {0,1},4 € [¢]. Compute
commitment sampling randomness as 7com = Cominy (CrScom, b, "com, tdcom) and return (Fcom||rrioT) as
the sampling randomness. The two hybrids are indistinguishable due to oblivious sampleability of Com.

— Hyb, : This hybrid corresponds to the receiver’s view by running the receiver algorithm iOTR; on

choice bit b and generating the sampling randomness by running the inversion algorithm iOTRyp,.
Compute ¢ = Com(crscom, b; rcom). Construct r-iOT receiver messages as v, = r-iOTRy(crsrioT, "com,i)

and v, r-IOTR(crsriot) for ¢ € [f] using rrioT as randomness. Compute sampling randomness

"R = (7Com||TrioT) using iOTR,, algorithm. Indistinguishability between the two hybrids follows from
the receiver sampleability of r-iOT.

Sender Oblivious Sampleability. To argue sender oblivious sampleability the adversary needs to be provided
with the obliviously sampled/honestly generated sender message and the sampling randomness/inverted
randomness for the sender message Ms. An obliviously sampled Mg contains (Ms o, Ms 1). /A provides (mg, m;)
and Ms ;_,, is correctly generated using m;_,, where 1 — w is the choice bit of R. We will argue that an
honestly generated Ms ,, can be claimed as obliviously generated based on the equivocal property of GC,, and
the oblivious sampling property of GC!, . Let us concentrate on the structure of an obliviously sampled Mg .
It contains an honestly generated GC,,, an obliviously generated GC., and the r-iOT messages {Tw,i}iey are
correctly constructed using the input wire labels of GC,,. But the wire labels for ¢/, in GC!, are not provided
correctly in GC,,. As a result the receiver cannot obtain the correct input wire labels(corresponding to ¢,)
for GC!, since GC,, always evaluates to L (since the receiver’s commitment c is a commitment to 1 — w).
This holds even if the adversarial receiver is provided with the sampling randomness for GC due to equivocal
property of GC,, and oblivious sampleability of GC,,. An honestly generated Ms would contain an honestly
generated Ms ,, which encrypts sender’s message m,,. However, in this case the adversarial receiver also fails
to obtain the correct input wire labels(corresponding to c),) for GC!, since GC,, always evaluates to L. As
a result, we show sender oblivious sampleability. The previous argument assumes that the commitment c is
binding and it is a valid commitment to 1 — w. The formal argument for sender oblivious sampleability is
more complex and we it is proven through a sequence of hybrids shown below. We only describe changes in
Ms, ., since Ms 1_,, remains same in every hybrid.

— Hyb,, : Ms is obliviously sampled using randomness rs. Provide rs as the sampling randomness.
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Fig. 8. Hybrids 0-2 for arguing Sender Oblivious Sampleability

Hyb : ié\fS(crs;o-r, MR, w, m1_;rg):

S computes Ms ;_,, correctly corresponding to message mi_,, using randomness r1_.,.

— S obliviously samples garbled circuit as (66;,,\7) = a),(l",c/[crscom], 1;7y, cer) using randomness r,, gcr. The
sender sets puw = {Yuw,itiep and Vu = {Yuw,i}bic[tt40-

S correctly garbles GCy as (GCu, Keys,,) = (GCu,{X%, ;, X, i Vicjertn) = Gb(1%,Cle, crscom, bl; 7w ,cc) using ran-

domness r,, gc. Sender sets )~(Z: En(pw, {X?u,ivquu,i}ie[l,um]) as the garbled input for py, in GC,.

— S computes 7,,,; messages correctly as follows. S computes 7, ; = r-iOTS(crsioT, Y, i, (X?u’i,X}U’i); Taw r-i0T,;) USIDG
randomness 7, ioT,; for i € [¢]. Denote 7., rioT = {7w,ri0T,i bic[g-

— S sets Mg, = (Gcw,&“};, {Tw,i}ie[[],)w(i,\wlw). Set rq, as the garbling randomness for GC,,, 66; and {7w,q }iclg

as rw = (rw,cellrw,aor 7w, rioT)-

Return Mg = (Ms ¢, Ms 1) as the sender OT message. Set the sender randomness as rs = (ro||r1).

Hyb, : inS(crs;OT, MR, w, m1_w;Ts):

— The reduction (acting as S) extracts rcom and r¢, . from the y1_, ; and v, ; messages as receiver input choice
bits for the randomness using distinguisher dependent simulation techniques. If both (1 —w, rcom) and (w, r¢,,,)
are valid openings of ¢ then the reduction aborts.

S computes Ms ;_,, correctly corresponding to message mi_,, using randomness r1_..

— S obliviously samples garbled circuit as (66;,\7) = E":b/(l"“,C’[crscom]7 L;ry gor) using randomness 7, gcr. The
sender sets py = {Yuw,itiep) and Vo = {Yuw,i}ic[t, 144

S correctly garbles GCy as (GCu, Keys,,) = (GCu,{X5, ;, X, i Vicpertn) = Gb(1%,Cle, crscom, bl; Ty cc) using ran-

domness r,, cc. Sender sets X, = En(pw, {X?in,Xllm}i:[Zum]) as the garbled input for py, in GCy.

— S computes 7, ; messages correctly as follows. S computes 7,,,; = r-iOTS(crs,i0T, Yw,i» (Xow’i,Xllu,i); Taw,r-iOT,;) USIDg
randomness 7, ioT,; for i € [¢]. Denote 7., rioT = {7w,ri0T i bic[-

~ S sets Mg = (GCu, GC.y, {Tw,i}ie[@],f(ﬁ,vw). Set r,, as the garbling randomness for GC.,, GC,, and {Tw,i}iely
as rw = (rw,acllrw,co Tw,mioT)-

— Return Ms = (Ms ¢, Ms 1) as the sender OT message. Set the sender randomness as rs = (rol|r1).

Hyb, : ié\fS(crs;o-r, MR, w, M1 —q; TS):

The reduction (acting as S) extracts rcom and Teom from the vi_,, ; and v, ; messages as receiver input choice
bits for the randomness using distinguisher dependent simulation techniques. If both (1 —w, rcom) and (w, r¢,,,)
are valid openings of ¢ then the reduction aborts.

— S computes Mg 1_,, correctly corresponding to message mi_,, using randomness ri_,.

— S obliviously samples garbled circuit as (@6;,\7) = a;(l"i,c’[crscom]7 L;ry qer) using randomness 7, g The
sender sets pu = {Yuw,itic) and Vo = {Yuw,i}ic[t, 144

S garbles GCu as (GCu, Xuw, st) « S¢c(Cle, crscom, w], L) by invoking the privacy simulator S}. of the equivocal
garbling scheme Garble. S computes (Keys,,, 7, cc) = ({ng,wquu,i}ie[ﬁ-‘-tn]’ GCuw) < SZc(st,Tcom) as the encoding
information by invoking the privacy simulator S. with input rcom that is provided as input by the receiver
to r-iOT. Sender sets X, = En(pw, {X0,.is X4 i Yicle,e+ex]) as the garbled input for py, in GCy.

S computes 7, ; messages correctly as follows. S computes 7,,,; = r-iOTS(crs.i0T, Yw,i» (Xow’i,Xlluyi); Taw,r-i0T,s) USINg
randomness 1, ioT,; for i € [¢]. Denote ., rioT = {7w, 0T, bic[g-

— S sets Mg o = (GCw,é\é;}, {Tw,i}iem,ii,vw). Set ry, as the garbling randomness for GC,,, é\é; and {7w,i}icly

as rw = (Tw,aclmw,cor 7w mioT)-

Return Mg = (Ms ¢, Ms 1) as the sender OT message. Set the sender randomness as rs = (ro||r1).

— Hyb, : Same as Hyb,, except the reduction extracts rcom and T’Com from the 71—, ; and 7, ; messages
as receiver input choice bits for the randomness using distinguisher dependent simulation techniques
of [JKKR17, DGH"20]. If both (1 — w,7com) and (w,7¢,,) are valid openings of ¢ then the reduction
aborts. Else, the reduction obliviously samples Mg using randomness rs. The reduction provides rs as
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Fig. 9. Hybrids 3-5 for arguing Sender Oblivious Sampleability

Hyb, : iOTS(crsior, Mg, w, (mo, m1);7s):

— The reduction (acting as S) extracts rcom and r¢, . from the y1_,, ; and v,,; messages as receiver input choice
bits for the randomness using distinguisher dependent simulation techniques. If both (1 —w, rcom) and (w, r¢,,,)
are valid openings of ¢ then the reduction aborts.

— S computes Ms ;_,, correctly corresponding to message mi_,, using randomness ri_,.

— S computes ¢, = Com(0;sy). S garbles (GC),,Keys,,) = Gb’'(17,C'[crscom]). S computes {Yu i}icpite41] =
En’(c),||sw]||mw, Keys,,). The sender sets Vi, = {Yw.i}icjt,t+¢, Where {Yu i}icp ¢4 is the garbled input for
(swllmw) in GC;,. The sender sets pw = {Yg,i}s¢)y as the garbled input for ¢, corresponding to GCy,.

S garbles GCup as (GCu, Xu, st) < S¢c(Cle, crscom, w], L) by invoking the privacy simulator Si. of the equivocal
garbling scheme Garble. S computes (Keys,,,r,,cc) = ({x?u’i,x}m}iewm], GCu) « S2.(st,Tcom) as the encoding
information by invoking the privacy simulator SZ. with input rcom that is provided as input by the receiver
to r-iOT. Sender sets X2 = En(puw, {X3,.is X4, i Yicle,e+tx)) @s the garbled input for p, in GCy.

— S computes 7, ; messages correctly as follows. S computes 7,,,; = r-iOTS(crs,i0T, Yw,i» (X?U’i,Xllu,i); Taw,r-iOT,;) USING

randomness 7., rioT,; for i € [¢]. Denote ., rioT = {7w,ri0T,i Yic[g-

— S sets Mg,y = (GCw,é\é;, {Tw,i},-e[g],ﬁ, V). Set ry, as the garbling randomness for GC,,, 66; and {7w,qi }iclg
as Ty = (Tw,GCHTw,GC’Hrw,r-iOT)'

— Return Ms = (Ms o, Ms 1) as the sender OT message. Set the sender randomness as rs = (ro||r1). Return the
sender’s sampling randomness as 3.

Hyb, : ia?S(crsiOT, Mg, w, (mg,m1);7s):

— The reduction (acting as S) extracts rcom and r¢, . from the y1_,, ; and v, ; messages as receiver input choice
bits for the randomness using distinguisher dependent simulation techniques. If both (1—w, rcom) and (w,r¢,,,)
are valid openings of ¢ then the reduction aborts.

S computes Ms ;_,, correctly corresponding to message mi_,, using randomness ri_.,.

— S computes ¢, = Com(0;sw). S garbles (GC),,Keys),) = Gb/(1%,C’[crscom]). S computes {Yuw:}icpter1] =
En’(c), ||sw]||mw, Keys,,). The sender sets Vi = {Yuw,i}iclt,i+¢, Where {Yu i}icp ¢4 is the garbled input for
(swllmw) in GC;,. The sender sets pw = {Ys,:}ic)y as the garbled input for ¢, corresponding to GCy,.

— S correctly garbles GCy as (GCu, Keys,,) = (GCu, {X, ;, X}, i iciestx)) = Gb(1%,Cle, crscom, bl; 7w gc) Using ran-

w,1?

domness ry, go. Sender sets Xi,= En(pw, {XY, ;, Xy, ;}ice,e44x]) as the garbled input for py, in GCy.

S computes 7, ; messages correctly as follows. S computes 7., = r-iOTS(crs,i0T, Yw,i» (Xow,i,Xlluyi); Taw,r-i0T,s) USINg
randomness 1., ioT,; for i € [¢]. Denote ., rioT = {7w,r-i0T i bic[-

— S sets Mg o = (GCw,é\é;}, {Tw,i}ie(g> X, Vw). Set ry as the garbling randomness for GCy, é\é; and {7, }iclg

as rw = (Tw,aclmw,cor 7w mioT)-

Return Ms = (Ms o, Ms 1) as the sender OT message. Set the sender randomness as rs = (rg||r1). Return the
sender’s sampling randomness as 75 = iOTS, (crs, w, Mg, td = L, rg)

Hybs : i0TS(crsior, MR, w, (mo, m1);7s):
— Compute (Ms,7s) = iOTS(crsioT, MR, (mo, m1)). Compute sender’s sampling randomness as 75 =
0TSy (crsioT, w, Ms, L, 7s).

— Return Mg as the sender OT message and 75 as the sender’s sampling randomness.

the sampling randomness. An adversary distinguishes between Hyb, and Hyb, if it breaks the binding
property of the commitment scheme.

— Hyb, : Same as Hyb,, except the reduction extracts rcom as the input of the receiver to the wth instance of
r-iOTR protocol. GC,, is computed by invoking St using output L. Then Keys,, is generated by invoking
Séc using input 7com. We use the distinguisher dependent simulation technique of [JKKR17, DGH™20]
to find receiver’s choice bits in {’Yw’i}ie[g]. The sampling randomness is provided similar to Hyb, except
the sampling randomness for GC,, is the one provided by the privacy simulator S of the equivocal
garbling scheme Garble. Indistinguishability follows due to equivocal property of Garble since in both
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hybrids GC,, evaluates to | even when the adversary knows the garbling randomness for GC,,. As a
result, GC!, also evaluates to L.

— Hyb, : Same as Hyb,, except the algorithm receives (mg, m1) as input corresponding to the sender’s input.
The sender algorithm correctly computes ¢/, and garbles GC! correctly. Indistinguishability follows from
oblivious sampling property of Garble’ since in both hybrids: 1) GC!, evaluates to L even when the

adversary knows the garbling randomness for GC.,, 2) in Hyb,, V,, and p,, was generated as a challenge

by the oblivious garbling algorithm af)/, whereas in Hyb,, V,, and p,, are generated as a challenge by the
honest garbling algorithm Gb’. An adversary distinguishing between the two hybrids breaks the oblivious
garbling property of Garble’.

— Hyb, : Same as Hyb,, except GC,, is correctly garbled following the honest sender algorithm. The sam-

pling randomness is computed by running the inversion algorithm iOTS,, on the sender randomness.
Indistinguishability follows from the equivocal property of the garbling scheme since in both Hyb, and
Hyb, GC,, evaluates to L. The indistinguishability argument is same as Hyb; ~%; Hyb,.

— Hyb; : This is same as Hyb,, except the reduction does not extract the commitment randomness from
Mg in Hyb. This is same as computing Ms using iOTS algorithm with (mg, m1) as inputs and rs as
randomness, then computing the sampling randomness by running the inversion algorithm iOTS,, on
rs and Ms. An adversary distinguishing between Hyb, and Hyb; needs to break the binding property of
the commitment scheme.

O

5 Semi-Adaptive OT from r-iOT with Oblivious Sampleability

In this section, we show how to build a semi-adaptively simulation-secure two-message OT protocol starting
from a two-message r-iOT protocol with receiver sampleability as follows.

5.1 Overview and Intuition

To generate the receiver OT message, the receiver uses the equivocal commitment scheme to create a com-
mitment c to its choice bit b under some appropriately sampled randomness r. Next, the receiver creates a
set of encryptions (eg, e1). We need two encryptions instead of one to enable semi-adaptive security (which
is discussed later on). The encryption e encrypts the commitment randomness r under the trapdoor simu-
latable PKE scheme using some appropriately sampled randomness s (we explain the intuition for this step
subsequently). Meanwhile, e is obliviously sampled. The receiver also creates a set of (parallel) r-iOT-receiver
messages with the bits of r and s as input. The receiver sends across to the sender the commitment ¢, the
encryptions (eg, e;) and the r-iOT-receiver messages.

Upon receiving the receiver’s first message, the sender in the semi-adaptive OT protocol uses its input
strings mg and m; to create two circuits. Based on the value of mg, the garbled circuit GCg is created as
follows for g € {0,1}:

— If mg = 0 the garbled circuit GCg is garbling of the following circuit C:
Cle, CrScom, CrSpk; 5, €, pk] (7, 8) = 0 if ¢ = Com(crscom, b; 1) A e = Enc(crspk, pk, 73 s); else C outputs L

Circuit C is hardwired with the setup strings crscom,crspk, the public key pk, a bit /3, the receiver’s
commitment ¢ and the receiver’s commitment-encryption eg; each circuit takes as input some randomness
r and some randomness s and outputs 0 if all of the following conditions are satisfied: (a) ¢ is a valid
commitment to 8 under randomness r, (b) eg is a valid encryption of r under randomness s. Otherwise
it outputs L.

— Else, if mg = 1, then S computes a simulated garbled circuit by invoking the privacy simulator Scl-‘.c of the
equivocal garbling scheme with output as L. To compute the input wire labels Keysg = {Xoyi, Xéﬂ-}iem,
the sender invokes the second privacy simulator S with input as 0.

29



Fig. 10. Semi-Adaptively Simulation-Secure Oblivious Transfer

TsaOT

— Public Inputs: crsot = (crspioT, crscom) Where crs.iot and crscom are the setup strings of r-iOT and Com, respec-
tively. Circuit Clc, crscom, crspk, 3, €, pk](r, s) = 0 if ¢ = Com(crscom, b; 7) A e = Enc(crspy, pk, 5 5); otherwise C outputs
1.

— Private Inputs: S has input bits (mo,m1) where mg,m1 € {0,1}; R has input choice bit b.

— Primitives: Let 7. o1 = (r—iOTRl,r—iOTS,r—iOTRQ,r-/ia?R) denote an r-iOT with receiver oblivious sampling.
Com is an equivocal commitment scheme. pk is the public key of a trapdoor simulatable PKE. Garble =
(Gb,En, Ev, 8¢, 82c) be an equivocal garbling scheme.

OTR1 (crso-r, b)!

— R commits to b using randomness r as ¢ = Com(crscom, b; 7).

— Rencrypts r using randomness s as e, = Enc(crsyk, pk, 7; s). R samples e < oEnc(crsp, pk) obliviously. Let ¢ = (r||s)
denote the commitment and encryption randomness, where |¢t| = ¢.

— R computes {y0,4,71,:} where v, ; = r-iOTR1(crs.ioT,ti) and v; ; r-/iOxT/R(crs,_iOT) for i € [¢].

— R sends Mg = (c, eq, €1, {’YO,iv’Yl,i}ie[l]) as the receiver’s OT message.

OTS(CI’SOT7 MR, (mo,ml)):

S runs the following algorithm for g € {0,1} :

— If mg = 0 then S computes the garbled circuit and input encoding as (GCpg,{X};,Xj }ice)
Gb(1*,C[c, crscom, Crspk, B, €3, PK]; 3,cC)-

9]

— If mg =1 then S computes a simulated garbled circuit as (GCB,)?,stB) — 8¢c(Cle, erscom, crspi, B, €8, pk], L).
computes the encoding information as (Keysg, 75,6c) = Sgc(stg,0°). S parses Keysg = {X3 ;, Xp ;}ic[g-

— S computes the r-iOT sender messages as 75,; = r-iOTS(crs.ioT, V5,4 (X%,i,xéﬂ);rﬂ,,_;opi) for i € [4].

S sends Ms = {GCo, {70,i}ic[e), GC1,{71,i}icg} as the sender’s OT message

OTRQ(CFSOT7 Ms, b)l

— R computes the wire labels corresponding to commitment and encryption randomness ¢ in GC, as Y; =
r-i0OTR2 (crsr,io-r, Tb,i» b) for i € [é]

— R outputs my = 0 if Ev(GC,{Y;};¢c}) = 0 else R outputs my = 1.

The sender finally sends across GCy and GCj to the receiver. In parallel, the sender uses the r-iOT messages
from the receiver to generate one r-iOT-sender message for each pair of wire labels, and also sends all of
these to the receiver.

The receiver uses the r-iOT-sender messages to recover the wire labels corresponding to its randomness
strings (r,s) for both garbled circuits GCy and GCj. It then evaluates GC, on r and s by using the
corresponding wire labels to recover the correct message my, (it sets my to 0 if the GC,; evaluates to 0;
otherwise, it sets m; to 1).

Our Protocol Figure 10 presents a detailed description of our semi-adaptively simulation-secure two-message
OT protocol mgaot in the CRS model from the following ingredients: (1) a two-message r-iOT protocol 7ot
with receiver oblivious sampleability in the CRS model, (2) a trapdoor simulatable PKE, (3) an equivocal
garbling scheme Garble, and (4) an equivocal commitment scheme Com (in the CRS model). We state the
following theorem.

Theorem 9. Assuming that: (1) w0t is a two-message r-iOT protocol with receiver oblivious sampleability
in the CRS model, (2) Com is an equivocal commitment scheme, (3) Garble is an equivocal garbling scheme,
(4) the PKE scheme is trapdoor simulatable, ms,o1 is simulation-secure in the CRS-model against semi-
adaptive malicious corruption of parties.

Proof.

Security against statically corrupt sender. The commitment ¢ computationally hides the receiver’s choice
bit b because the encryption (eg,e;) computationally hides the receiver’s randomness string r used for the
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commitment, and the r-iOT messages sent by the receiver computationally hide the receiver’s randomness
string s for encryption.

A corrupt sender’s messages can be extracted by a simulator S (playing the role of a simulated receiver).
The simulator S constructs the commitment ¢ in equivocal mode, i.e. ¢ = Com(0;rg) = Com(1;71). The
encryptions are set as follows - ¢ is an encryption of rg under randomness sy and e; is an encryption of r;
under randomness s1. S runs the two set of r-iOT messages correctly with input choice bits tg = (ro||so) and
t1 = (r1]|s1). Upon obtaining sender’s OT message, the simulator decrypts input wire labels for both GCj
and GC;. S evaluates GCy and GC; to extract mg and m, respectively.

Security against statically corrupt receiver. Next, we describe a simulator that extracts a corrupt receiver’s
input. The receiver’s input can be extracted using the secret key associated with the public key in the
crs. The simulator decrypts eg and e; to obtain candidate randomness ry and r;. It then checks whether
¢ = Com(0;rg) or ¢ = Com(1;7y). If both conditions are satisfied then the corrupt receiver has broken the
binding property of the commitment scheme. Otherwise, the receiver’s choice bit can be uniquely extracted.
We argue that a corrupt receiver learns no information about mj. To see why this is the case, observe that
the only information about mg that the receiver could learn is from the garbled circuit GCj;. However, the
receiver cannot evaluate GCj to anything other than L since: (1) it cannot prove that c is a commitment to b
under randomness 7 (this follows from the binding property of the commitment scheme), (2) it cannot prove
that e; decrypts to anything other than the commitment randomness r (this follows from the correctness
of decryption for the PKE scheme), and (3) it cannot recover any input labels to GCj other than those
corresponding to r (due to the sender privacy of the underlying r-iOT protocol). At this point, we invoke the
privacy argument of the garbling scheme to argue that the receiver learns no information about the message
mg. Sender privacy follows from the privacy of the garbling scheme, binding of the commitment scheme and
the sender privacy of r-iOT. A corrupt receiver cannot obtain both wire labels for any input wire of a garbled
circuit due to sender privacy of r-iOT. Given this argument holds, an honestly generated garbled circuit
GCj (when mj_,) is indistinguishable from a simulated one (when mj_;) since in both cases the receiver
evaluates GCj to L. This completes out description of static security.

O

Overview of Semi-adaptive Simulation-Security. Let us denote the set of OT messages for the bth branch
(resp. bth branch) as the bth set(resp. bth set). Semi-adaptive simulation security considers two corruption
scenarios: 1) the receiver gets corrupted post execution and the sender is statically corrupt, or 2) the receiver
is statically corrupt and the sender gets corrupted post execution. In either of the cases, the simulator plays
the role of the honest party which gets corrupted post-execution. The simulator needs to extract the input
of the statically corrupt party. Also, when the honest party gets corrupted post execution, the simulator
obtains the input of the honest party. The simulator needs to show randomness for the party such that the
randomness is consistent with the party’s input. We consider two corruption cases:

1. We first consider the case where the receiver gets corrupted post execution and the sender is statically
corrupt. The simulator constructs the receiver OT message as described above. When the receiver gets
corrupted post-execution the simulator shows randomness for the construction of e, and claims that
¢ = Com(b;7p). It also claims that e; and the r-iOT sender messages for the bth set were obliviously
sampled. Indistinguishability follows due to the equivocal property of the commitment scheme, the
oblivious ciphertext sampleability of the encryption scheme, and the receiver sampleability of r-iOT.

2. Next we consider the case where the sender gets corrupted post-execution and the receiver is statically
corrupted. In this setting the simulator S extracts the choice bit b from the receiver’s OT message. The
simulator invokes the OT functionality Fot with b to obtain m;. S constructs GCy and the r-iOT sender
messages for the bth set correctly. S also constructs GCj and r-iOT sender messages for the bth set
correctly as if mgy = 0. This helps to equivocate the sender’s view if mg turns out to be 1 when the sender
gets corrupted post-execution. We know that the evaluation of GCj always yields L since c¢ is not a valid
commitment to b. If the simulator is required to show randomness for m; = 1 then the simulator claims
that GCj was generated using the privacy simulator of the garbling scheme. This is indistinguishable
from the real world execution due to the equivocal property of the garbling scheme.

We prove semi-adaptive security of msao1 by proving Theorem. 9 by considering two cases of corruptions
for our security proof as follows.
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Fig. 11. Simulation against statically corrupted S and adaptively corrupted R

Simulating OTR;:

— & constructs commitment ¢ = Com(0;79) = Com(1;71) in equivocal mode using trapdoor tdcem Of crscom.
— For b€ {0,1}, S encrypts r, using randomness s, as e, = Enc(pk,7; s3). Set t* = (r3]]sp).

- R computes {’)’077;,’71’7;} where To,i = r—iOTRl(crs,,iOT,t?;ui7b) for b € {0, 1},i (S [Z]

~ R sends Mg = (¢, €0, €1,{70,i,71,i }ic[g) @s the receiver’s OT message.

OTS(CI’SOT7 Mg, (mo,ml))i

S* sends Ms = {GCo, {70,: }ie[e]s GC1, {71,i }ic[g} as the sender’s OT message

Simulating OTR2:
— For b € {0,1}, S computes the wire labels corresponding to commitment and encryption randomness t* in GC,

as Y; = r-iOTRz2(crseioT, T, b) for i € [£]. S extracts my, = 0 if EV(GC, {Yi};c[q) = 0 else it sets my = 1.
— &S invokes Fo1 functionality with input (mo,m1) and completes simulation.

Simulating Post-execution corruption of R:

S obtains receiver’s choice bit b when R gets corrupted. S opens the randomness for commitment as (b,73)
and encryption e, as s,. S opens randomness u;; for the 7, ; messages corresponding to choice bit b. S
claims that e; and ~;; were obliviously sampled by providing sampling randomness as rGen(crspk, s, tdpk) and

r-iOTRny (crsi0T; 754> tdrioT, u; 5) Where tdp, and td, ot are the trapdoors of crsy and crs. ot respectively.

S* is statically corrupted and R is post-execution corrupted The simulator plays the role of the honest receiver

and constructs ¢ in the equivocal mode such that it can decrypt both sender messages (mg, m1) from Ms. It
constructs ey and e; honestly using the commitment randomness for bits 0 and 1. The r-iOT messages are
also constructed honestly corresponding to bit 0 and 1. When the receiver gets corrupted and the simulator
obtains input choice bit b, the simulator opens the randomness corresponding to bit b and claims that e
and the r-iOT messages (75 ;) corresponding to b were obliviously sampled. Indistinguishability follows due
to equivocal property of Com and oblivious sampleability of PKE and receiver oblivious sampleability of
r-iOT. Details of simulation can be found in Fig. 11. We provide the hybrids and argue indistinguishability
as follows:

— Hyb,, : Real world execution of the protocol.

— Hyb, : Same as Hyb,, except ¢ = Com(0;79) = Com(1;ry) is constructed in the equivocal mode with
randomness 1y and 71 respectively. Indistinguishability follows due to equivocal property of Com.

— Hyb, : Same as Hyb,, except ey = Enc(crspk, pk, ro) and e; = Enc(crspk, pk,71). When R gets post adap-
tively corrupted, S claims that e; was obliviously sampled. Indistinguishability follows due to trapdoor
sampleability of PKE.

— Hybz : Same as Hyb,, except v, is constructed honestly following simulation algorithm. When R gets
post adaptively corrupted, S claims that v ; was obliviously sampled. Indistinguishability follows due
to receiver oblivious sampleability of r-iOT. This is the ideal world execution of the protocol.

R* is statically corrupted and S is post-execution corrupted The simulator plays the role of the honest sender
and extracts the corrupt receiver’s committed bit b as follows: Decrypts both ey and e; to obtain randomness
ro and rq, if both rg and r1 are valid then S aborts else it sets b = o where r,, is the valid randomness. A
corrupt R* cannot construct ¢ in equivocal mode due to the binding property. After extracting b, S invokes
Fot with b to obtain m;. GCy, and 7, ; are correctly constructed. Meanwhile, GCj and Tp, are constructed
such that mg = 0. This takes care of sender simulation when sender gets corrupted post-execution. In such
a case if mz = 1 then § claims that GCj; was generated using the privacy simulator of the garbling scheme.
The garbled circuit GCj outputs L in both worlds since ¢ # Com(b; 7). As a result, the adversary cannot
distinguish between the real and ideal world due to equivocal property of GC. Details of simulation can be
found in Fig. 12. We provide the hybrids and argue indistinguishability as follows:

— Hyb,, : Real world execution of the protocol.

— Hyb, : Same as Hyb,,, except S decrypts 9 and r1 and the reduction aborts if ¢ = Com(0; ) = Com(1;71).
The adversary distinguishes between the two hybrids if it breaks the binding property of the commitment
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Fig. 12. Simulation against statically corrupted R and adaptively corrupted S

OTRl(CrSOT, b)!
R* sends Mg = (c,e0,e1,{70,,71,i}ic[g)) as the receiver’s OT message.

Simulating OTS:

S decrypts ro = Dec(sk, eg) and 71 = Dec(sk,e1) and proceeds as following:
e If ¢ = Com(0;79) = Com(1;r1) then S aborts.

e Else if ¢ # Com(0;ro) and ¢ # Com(1;71) then S sets b= L.
e Else, c = Com(o;1s) for o € {0,1} and S sets extracted receiver’s input as b = o.

— S invokes Fot with b to obtain my.

If b # L, then the simulator performs the following:
e S constructs GC, and {7 i};cqy @s per the honest sender algorithm using randommess r, gc and
{7b,r-i0T,i }ie[e) TESPECtively.
e S sets my = 0 and constructs (GCE,{X%J,X%J}Z-E[E]) = (GCj, Keysp) Gb(r;VGC,C[c7 crscom,crspk,l_), ez, pk])
using randomness 75 -
e S computes the r-iOT sender messages as 7 ; = r—iOTS(crs,_;OT,'y,;,i,(ngi,xii);rg’r_ioni) for i € [¢] using
randomness 7 o7 ;-
— If b == 1, then the simulator performs the following for 8 € {0,1}:
e S sets mg = 0 and constructs (GCpg, {X} ;,Xj ; }ieje)) = (GCp, Keysg) = Gb(rs, ac, Cle, crscom, crspk; B, €3, pk])
using randomness 73, cc-
e S computes the r-iOT sender messages as 73,; = r-iOTS(crsrioT, V8, (X%J,X};,i);rﬁ,moﬁi) for i € [¢] using
randomness rg rioT,;-

S sends Ms = {GCo, {70,i}ic[q» GC1, {T1,: }ic[gy} @s the sender’s OT message.

OTR2 (crso-r, Ms, b):
R* performs its own adversarial algorithm.

Simulating Post-execution corruption of S:
S obtains sender messages (mo,m1) when sender gets adaptively corrupted. S simulates the sender’s randomness
as follows based on the extracted bit b as follows.

— If b# L then S performs the following:
e For my, S opens the randomness for GCy, as r, e

o If the adversary provided mj = 0, then S also opens the randomness for GCy as 75 o and claims that it
was honestly garbled.

o If the adversary provided mj = 1, then S claims that GC; was garbled by running the S}. and SZ.
algorithms using randomness 75 -

— If b== 1, then S performs the following for g € {0,1}:

o If the adversary provided mg = 0, then S also opens the randomness for GCg as rg.gc and claims that it
was honestly garbled.

e If the adversary provided mg = 1, then S claims that GCz was garbled by running the Sl. and SZ.
algorithms using randomness rg gc-

The simulator provides {ro r.ioT i }icg) and {r1,ri0T,:}ie[¢) as the sampling randomness for the r-iOT sender messages.

scheme by constructing ¢ in equivocal mode. In such a case, the reduction return (0,79) and (1,71) as
the openings to the commitment.

— Hyb, : Same as Hyb,, except S extracts (using distinguisher dependent simulation [JKKR17, DGH*20])
the inputs of R to {y0,i}icjg and {71.i}icpg as (r5l[sg) and (r}||s]) respectively. S sets b = L if the
malicious receiver didn’t provide the decommitments of ¢ as OT inputs. More specifically, S sets b = L
if the following conditions hold:

(¢ # Com(crscom, 0;7) V eo 7 Enc(crspk, pk, 705 85)) A (¢ # Com(crscom, b; 71) V e1 # Enc(crsyk, pk, 715 51))
If b == 1, then § assumes my = m; = 1 and generates GCy and GC; by invoking the privacy simulator

on input (r{||sy) and (r}]|s}) respectively. The r-iOT sender messages are computed using the input

33



wire labels of GCy and GC; following the honest sender algorithm. Upon post-execution corruption of
the sender, the simulator obtains mg and m;. If b == L, then for 8 € {0,1}, if mg == 1, then the
simulator shows the randomness for mg. If mg == 0, then the simulator claims that GCg was correctly
generated. The simulator follows the honest sender algorithm for showing the r-iOT sender randomness.
Indistinguishability follows from the r-iOT sender privacy and equivocal property of the garbling scheme
since in Hyb;, GCy and GC; encrypt the actual sender inputs (mq, m;), whereas in Hyb,, GCy and GC;
encrypt mg = m; = 1. An adversary distinguishing between the two hybrids must either break the OT
sender privacy to obtain the GC wire labels, evaluate the garbled circuits and distinguish between the
hybrids based on the evaluated output, or the adversary can distinguish between the garbled circuits of
both hybrids based on the randomness and the input wire labels (obtained after post-execution corruption
of sender) and break equivocal garbling property.

— Hyb, : Same as Hyb,, except S sets b = o where ¢ = Com(o,r,) (unless it was set as L based on
the algorithm in Hyb,). S invokes For with b to obtain my,. S constructs GCp and {Tb7i}i€[¢] honestly
based on myp. S constructs GCj considering mz = 0 by running the honest garbling algorithm using
randomness 75 . Then, S constructs {7 ; }ic) by using the input wire labels of GC;_ as input. When
S gets corrupted post-execution and if mjz = 0 then the simulator opens the randomness and claims the
algorithm as it has computed above. If mj = 1, then the simulator claims that GCj; was generated using
the privacy simulator of the garbling scheme and the simulator provides the corresponding randomness
as 13 e Indistinguishability follows from equivocal garbling since in Hyb; GCj is correctly generated
even when my == 1, but in Hyb, GCj is simulated and in both hybrids GCjy evaluates to L since c is
not a valid commitment to bit b.

— Hyb, : Same as Hyb,, except the simulator does not perform the OT input extraction (using distinguisher
dependent simulation) of {70, }iciy and {71:}icpg as (rol[sg) and (r]||s]) respectively. The simulator
only sets b == L, if ¢ # Com(0;rg) and ¢ # Com(1;ry) where ro and r; are decrypted from ey and
ey respectively. This is the ideal world execution of the protocol and the details can be found in Fig.
12. Indistinguishability follows from OT sender privacy since in Hyb, the receiver can still compute the
correct output if eg (or e1) encrypts a valid commitment randomness o (or 1) while providing a different
input r # ro (or rj # r1) in the OT as input. Meanwhile, in Hyb,, the receiver will always fail to compute
the correct output if it provides a bad opening r{ # 19 (or 7} # r1) in the OT as input. However, the
receiver needs to break OT sender privacy to distinguish between the two hybrids.

6 Trapdoor Simulatable PKE from r-iOT

In this section, we show that any (two-message) r-iOT protocol implies a trapdoor simulatable PKE. The
work of [CDMWO09] constructed a two-round augmented NCE protocol from any trapdoor simulatable PKE
scheme. This implies that any (two-message) r-iOT protocol implies a two-round augmented NCE protocol.

We actually show that any (two-message) iOT protocol satisfying both receiver and sender oblivious
sampleability implies a trapdoor simulatable PKE. Since we already showed in Section 4 that any (two-
message) r-iOT protocol implies that a (two-message) iOT protocol satisfying both receiver and sender
oblivious sampleability, this yields our desired result.

Our Construction. Let iOT = (Setup;gt,iOTR,iOTS,iOTR3) be an indistinguishability based OT. We
construct a trapdoor simulatable PKE as follows:

— Setup(1%): Sample and output (crs, td) < Setup;or(17).

— Gen(crs): Sample Mg = iOTR (crs, 0; rrg) for uniformly sampled receiver randomness rrg. Output (pk, sk) =
(MR, I’I’R).

— Enc(crs, pk = Mg, m): Sample m’ + {0, 1} and generate the OT sender message Mg «+ iOTS(crs, Mg, (m, m’)).
Output the ciphertext ct = Mg.

— Dec(crs, sk, ct = Mg): Output m’ = iOTRy(crs, sk, Ms).
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Additionally, suppose that iOT is equipped with the oblivious sampling algorithms - (iﬁ, |6'T'§) for the
receiver and sender, and the corresponding inverting algorithms - (IOTR)ny, iOTS),,). We design the trapdoor
simulatable PKE to have oblivious sampling algorithms (oGen, oEnc) and randomness inverting algorithms
(rGen, rEnc) defined as follows:

— oGen(crs; r): Sample Mg = iﬁ(crs; fre) and output pk = Mg.
— oEnc(crs, EIZ; rrg): Sample m’ < {0,1} and Mg = i/O_:I'/S(crs, I\ﬁ?m(),m’; rrg). Output ct = Ms.

— rGen(crs, rrg, td): Generate Mg = iOTRy (crs, 0; rr) and output oblivious sampling randomness for key
generation

rrg = iI0TRn(crs, Mg, td, rrg).
— rEnc(crs,m, rrg, rrg, td): Generate the following:
Mg = iOTR;(crs,0;rrg), Ms =i0TS(crs, MR, (m,m');rrg),
and output oblivious sampling randomness for encryption

ﬁ‘E = iOTShW(CI’S7 0, Mg, td, I’I’E).
Correctness of decryption follows immediately from the correctness of the underlying iOT scheme.

Theorem 10. Our construction of trapdoor simulatable PKFE is IND-CPA secure assuming that iOT satisfies
indistinguishability security against a semi-honest sender and a semi-honest receiver. Our construction of
trapdoor simulatable PKE satisfies trapdoor oblivious sampleability and randommness inversion assuming that
iOT satisfies oblivious receiver and sender sampleability.

Proof. At a high level, ensuring oblivious sampleability (correspondingly randomness inversion) of the public
key and ciphertexts in the resulting trapdoor simulatable PKE are relatively straightforward; one can simply
reuse the receiver and sender oblivious sampling (correspondingly randomness inversion) algorithms provided
by the iOT for obliviously sampling (correspondingly, inverting the randomness of) the public key and the
ciphertext, respectively. Formally, we require that for any message m € {0, 1}, the following holds:

o~ o~ C i~ ~ ~
(’I"G, TE, pkv Ct) ~ (TG, TE, pka Ct)

where (crs, td) < Setup(1”) and let

(pk,sk) = Gen(crs;rrg) ,  ct = Enc(crs, pk,m;rrg),
fro = rGen(crs, rrg,td) ,  frg = rEnc(crs, m, rrg, rrg, td).

for appropriately sampled random coins rrg and rrg. Also, let
pk = oGen(crs; ffg) , ct = oEnc(crs, pk; fr),
for appropriately sampled random coins rrg and rrg, and for m’ « {0, 1}.

Hyb,. In this hybrid, we have the tuple (rfq, fg, pk, ct) distributed identically to the tuple

(iOTRny(crs, Mg, td, rrg), i6:|'\/S|m,(crs, 0, Ms, td, rrg), Mg, Ms)

where

Mg = iOTR(crs, 0;rrg), Ms = i0TS(crs, Mg, (m,m/);rrg).

Hyb,. By invoking receiver oblivious sampleability of the underlying iOT protocol, we can claim that the
aforementioned tuple in Hyb, is computationally indistinguishable from the tuple

(a i6:|—\§;\,(crs, 0,Ms, td, rrg), ’ Ms)

Mg = iOTR(crs; ftg) |,  Ms = iOTS(crs, Mg, (m,m’); rrg)

where we have
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Hyb,. By invoking sender oblivious sampleability of the underlying iOT protocol, we can claim that the
aforementioned tuple in Hyb,, is computationally indistinguishable from the tuple

(Fra,| 7z |, Mg, | Ms )

Mg = i(/)\T/R(crs; fre), |Ms = i6\T/S(crs, Mg, 0,m; 1 5) |

where we have

Hyb,. Finally, we note that the aforementioned tuple in Hyb, is identical to the tuple

(FrG7ﬁE7’)

O

Remark. Note that in the aforementioned construction, if the underlying iOT protocol is secure in the plain
model (as opposed to in the CRS model), then we immediately obtain a construction of simulatable PKE (as
opposed to trapdoor simulatable PKE) in the plain model (as opposed to in the CRS model where the
randomness inversion algorithms needs the CRS trapdoor).

7 Instantiations of r-iOT from Concrete Assumptions

In this section we briefly discuss our instantiations of r-iOT from isogeny-based assumptions, CDH and LPN.

7.1 Instantiation from Isogeny-based Assumptions

In this section, we show how to construct a two-message r-iOT protocol secure against malicious adversaries in
the CRS model from certain isogeny-based assumptions (notably, CSIDH [CLM*18] or CSI-FiSh [BKV19]).
We base our construction on the existence of a secure (restricted) effective group action (EGA) equipped
with appropriate computational hardness assumptions as described in [ADMP20]. We then rely on known
instantiations of such a group action from the aforementioned isogeny-based assumptions. There has been
quite a lot of OT constructions [LGd21, BPS22, BMM 23] based on the group actions framework.

In the rest of the section, we rely on the notations and formal definitions of EGA introduced in [ADMP20].
We refer the reader to [ADMP20] and to the full version of our paper for background material on group
actions and EGA. We simply state here that our construction of r-iOT from group actions relies on the
existence of a weak pseusorandom EGA, which is essentially the analogue of the DDH assumption in the
context of group actions. As pointed out in [ADMP20], a weak pseudorandom EGA can be instantiated from
isogeny-based assumptions, such as the decisional CSIDH assumption [CLM ' 18] and counterpart assumption
in the setting of CSI-FiSh [BKV19].

The starting point of our construction of r-iOT is the construction of iOT from any (restricted) EGA pro-
posed originally in [ADMP20]. This construction already satisfies indistinguishability-based security against
maliciously corrupted sender and the receiver in the static corruption model. The key feature that this
construction does not provide is receiver oblivious sampleability.

It turns out that we could argue that this construction satisfies receiver oblivious sampleability in a
straightforward manner if we had the ability to sample obliviously from the “set” of a (restricted) EGA
by “hashing into” the set. However, this is a well-known open problem in the isogeny literature and is
likely to require fundamentally new ideas beyond state-of-the-art techniques for isogeny-based cryptogra-
phy (see [Pet17, DMPS19, CPV20] for more details).

Our Construction. Our core technical centerpiece is a workaround for this wherein we settle for a weaker
notion of trapdoor oblivious sampleability for the “set” of a (restricted) EGA. In other words, while it is hard
to obliviously sample a “set” element in the plain model, one can obliviously sample a “set” element given a
specially designed trapdoor (corresponding to some public CRS). This is the core idea behind our construction
of r-iOT from (restricted) EGA. In view of the inherent restrictions outlined earlier, our workaround only
allows us to achieve an r-iOT construction in the CRS model (and not in the plain model). Our construction
of r-iOT from any weak pseudorandom (restricted) EGA is summarized in Fig. 13. Note that the sender and
receiver algorithms remain unchanged from the original iOT construction due to [ADMP20)].
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Fig. 13. Construction of r-iOT from weak pseudorandom EGA

Private Inputs: S has input bits (mo,m1); R has input choice bit b.
Primitives: (G, X, «) is a weak pseudorandom EGA with initial set element zo and H : X¢ — {0,1} is a pairwise
independent hash function.

Setup(17):

— Sample and g,h < G, and set x1 = gxz¢ and 2 = h * xg.

— Sample t + G and compute yg =t x zp,y1 =t xx1 and y2 = t x 2.
— Set crsiiot = (%0, 71,22, Y0, y1,¥2) and td.ioT = (g, h, 1)

r-iOTR (crsiioT, b): Sample s + G and output Mg computed as follows:

Mg = (u,v) = (s xxp, S *xyp), St=3s.

r-iOTS(crseioT, Mg, (Mo, m1)): For each B8 € {0,1}, uniformly sample
rg = (Tﬁyl, ey Tﬂ’g) <« Ge, b5 = (b/g’l, ey bﬂ’g) — {0, 1}2.

For each i € [¢] and for each g8 € {0,1}, compute

TR, *XB if b,B,i =0 / TR, *xU if b,B,i =0
cgi =
pr TB8,i * Y3 if b/},i =1 TB,i*V if b@z =1.

For g € {0,1}, define the vectors cg,¢j; € Xt as:
cg:=(c1,---,¢8,0), Cgi=I(Ch1s--1Ch0)-
For 8 € {0,1}, compute z5 = H(cj) ® mg, and output the sender message
Ms = ((co, 20), (c1, 21)).

r-i0OTR2(crs.ioT, Ms; st = s): Output m;, computed as follows:

mp=H(s*xc1,...,8%cg) D 2p.

r—/ia'I{R(crs,_iOT): Sample s «+ G and output Mg = (s *xx2,8*%Y2).

r—i(/)—'l\'E.m, (crsrioT, MR, tdrioT, rr): Represent rr = (b||s) and td,.ioT = (g, h,t). If b = 0 then output § = sh~!, else output
5=sgh L.

Theorem 11. Let (G, X,*) be a weak pseudorandom EGA (as introduced in [ADMPZ20]). The protocol in
Figure 13 is an r-iOT protocol in the CRS model.

Proof. We first show that our protocol satisfies perfect receiver privacy and then we demonstrate computa-
tional sender privacy and perfect oblivious receiver sampleability.

Perfect Receiver Privacy. The receiver’s choice bit b is perfectly hidden from the point of view of a (computa-
tionally unbounded) malicious receiver, even given crs, ;o1 and Mg = (u,v). We show this by assuming b = 1
(the same argument holds when b = 0). If receiver computes (u,v) using randomness s when b = 1, then the
same (u,v) can be shown as a valid receiver message for b = 0 using randomness s’ = sg. In particular, we
have (u,v) = (sg * 2o, 8g x yo), since x1 = gxxo and y; =t *x1 =tg+xx9 = g* (tx T9) = g * Yo.

Computational Sender Privacy. We show the following that there must be some bit w € {0,1} such that
r-iOTS(crsior, Mg, (mo, m1)) = r-iOTS(crsior, Mg, (mg,m})),

where my_,, = m}_,, and m,, # m/,. We first modify the setup string to crs| ;o1 such that yo = to * o and
y1 = t1 x x1 where tg # t;. We argue that crs, ot and crsﬁ_ioT are computationally indistinguishable based
on the weak pseudorandomness of EGA.
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Next, we argue that under the modified CRS crs 57, there must be some bit w € {0,1} such that Mg
statistically hides m,, irrespective of the manner in which a malicious receiver generates the message Mg. It
allows us to move to a hybrid where the sender’s message is modified to m.,. The proof is very similar to
the proof of Lemma 4.10 of [ADMP20].

Finally, we change the setup string back to crs.jot as in the real protocol. This switch is again computa-
tionally indistinguishable based on the weak pseudorandomness of EGA. At this point, the sender’s message
is distributed as r-iOTS(crsioT, MR, (m{, m})), as desired. We refer to the full version of our paper for the
formal proof.

— Hyb,: Sender’s OT message is Ms = r-iOTS(crsioT, MR, (mo, m1)) where crs.joT is generated as in the
“real” protocol, i.e., we have

crseioT = (%o, 1, Ta, t * T, t * 1, L * T2).

— Hyb,: Sender’s OT message is Mg = r-iOTS(crs/y1, Mg, (mg, m1)) where the CRS string is switched from
CrseioT to crs, o7, where /
crs,ior = (0, T1, T2, to * o, t1 * T1,t0 * T2)

for tg # t1. The two hybrids are computationally indistinguishable due to the weak pseudorandomness
of the EGA.

— Hyb,: Sender’s OT message is Ms = r-iOTS(crs/q 1, Mg, (myg, m})). We prove that this switch is statistically
indistinguishable. Suppose that the malicious receiver sends to the honest sender a message of the form
Mg = (u,v), where u and v could be arbitrarily created set elements (this assumption captures the fact
that a maliciously corrupt receiver is allowed to behave arbitrarily during protocol execution).

We first argue that given the switch in the manner in which the CRS is generated across the hybrids
Hyb, and Hyb,, there must be some w € {0,1} such that we have

U=8*Ty, V=35 %Yy,

for s # &', irrespective of how the malicious receiver generated the set elements u and v. Indeed, if this
was not the case, we would have an expression of the following form (without loss of generality):

U=8*xTyg=8*T1, V=S8*Yyg=S*Y1,
implying that there exists some ¢ € G such that
y():t*l‘o, ylzt*xl,
which immediately contradicts the manner in which the CRS was set up in its switched form across the
hybrids Hyb, and Hyb,.
We now claim that for this w € {0, 1}, the corresponding sender message m,, must be statistically hidden

from the malicious receiver. Indeed, observe that given the sender message

Ms = ((Co, 20)7 (01, 21))

the malicious receiver can only infer any information about m,, from the component (c,, z,,). We claim
that (cy, 2z,) statistically hides my,,. Recall that

Cy = (Cva' .- 7Cw,f)7 Ciu = (c;ulw .. aciu,é)) Zw = H(Ciu) D My,

where for each i € [¢], we have

o Tw,i * Tw if bwﬂ‘ =0 ’ N Tw,i*U if bw,i =0
Gwd = by, =1 i if by = 1.
Tw,i * Yw L Ow,5 = Tw,i XV 1L Ogyy = 1.

for some uniformly sampled vector of group elements (.1, ...,7y,¢) and some uniformly sampled bit-
string (buw,1,- -, bw,e).
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Now, letting u = s * a2, and v = §' * y,, for s # s, we get the following for each i € [¢] and for each

w € {0,1}:
’ Sk Coy,i if bw,i =0
Cw,i = / . 1
s xcyws ifby;=1
Since s # s” and (by 1, ..., bw ) is a uniformly random bit-string (sampled by the honest sender), given

(0,1, Y0, Y1, U, v, Cy ), the vector of set elements ¢!, has exactly £ bits of min-entropy, i.e.

HOO(C’IMJ ‘ (xovmlay(hylauvvvcw)) =/.

Observe that this argument crucially relies on the fact that we use independent pairs of vectors (ry,, by,)
for each w € {0,1} as opposed to using the same (r,b) pair across both choice bits. In particular, given
the tuple (xo, z1, Yo, Y1, U, v, Cyy), the vector b, corresponding to the choice bit w has ¢ bits of entropy;
however, this was not the case when the same vector b was used for both choice bits.

In more detail, if the receiver’s choice bit is 8, then w must be (1 — /), and the vector by_g has ¢ bits
of entropy given (zo,x1, Yo, Y1, ¥, v, C1—g), which ensures that m,_g is statistically hidden. On the other
hand, the vector bg is completely determined given (xo, z1, Yo, y1,u, v, Ccg).

Thus, our fix of using independent pairs of vectors (r,,, by,) for each w € {0, 1} allows the argument to
go through.

Hence, by the properties of the universal hash function H, z, = H(cl,) is statistically indistinguishable
from random, and even an unbounded malicious receiver has no information about m,, (except with
negligible probability).

— Hyb,: Sender’s OT message is Ms = r-iOTS(crsr.ioT, Mg, (m(, m})) where crs.iot is switched back to its
original form as in the “real” protocol, i.e., we have

crsrioT = (o, o1, Ta, t * Tg, t * T1, t * T2).

The two hybrids are again computationally indistinguishable due to the weak pseudorandomness of the
EGA.

This concludes the proof of computational sender privacy.

Perfect Receiver Oblivious Sampleability. Finally, we claim that an obliviously sampleable receiver’s mes-
sage is distributed identically to an honestly generated message, even given the sampling randomness. In
particular:

— If the receiver’s choice bit b = 0, then (u,v) = (sxxp, s*yo) generated using randomness s can be claimed
as obliviously sampled using randomness § = sh™!, since (u,v) = ((sh™1) x z2, (sh™1) * y2).

— If the receiver’s choice bit b = 1, then (u,v) = (sxx1, sxy;) generated using randomness s can be claimed
as obliviously sampled using randomness § = sgh™!, since (u,v) = ((sgh™!) * z2, (sgh™!) % y2).

This concludes the proof of Theorem 11. O

7.2 Instantiation from CDH or LPN

To instantiate 1-iOT from CDH or LPN, we rely on the iOT constructions of [DGH'20]. Specifically,
Dottling et al. showed that iOT can be constructed from a weaker notion of OT called elementary OT,
and they demonstrated instantiations of elementary OT from CDH or LPN assumption. The generic trans-
formation of [DGH'20] is done in two steps: (1) they first show how to build iOT from an intermediate
primitive called search OT via parallel repetition (which preserves receiver oblivious sampleability), (2) they
show how to construct search OT from elementary OT where the receiver’s message in search OT is identical
to that of elementary OT.

Since the generic transformation of [DGH"20] does not affect receiver oblivious sampleability, it suffices
to show that their elementary OT constructions from CDH or LPN inherently satisfy the receiver oblivious
sampleability property. We refer the reader to [DGHT20] for more details.
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CDH based instantiation. Let (G, q) be a cyclic group of order ¢ for which the CDH assumption holds.
We first recall the relevant algorithms from the CDH-based construction of elementary OT in [DGHT20].!!

— The setup algorithm samples crs as crs := X = g* where = < Zj,.

— In order to generate its message to the sender, the receiver samples 7 <+ Z, and it sets Mg = ¢g"X ~°
where X is the crs and b is the choice bit.

The receiver oblivious sampleability can be argued as follows:

— We slightly modify the setup algorithm to generate a trapdoor along with a crs. Specifically, we sample
crs as crs := X = g% where x < Z,, and we set the trapdoor as td := z.

— rTO\_T/R(crs; r) : Given crs = X € G, sample r < Z, and output R = g".

- r—i/O_'T'ﬁm,(crs, Mg, td,7): Given crs = X, Mg = ¢" X %, td = x, the inversion algorithm uses the trapdoor
x to find b € {0, 1}, which can be computed efficiently because both 2 and r are available. It then outputs
r—bx € Z,.

Based on the algorithms above, observe that

S

(gz’g’r’r) ~ (nggribma r— bi]']),

where x and r (in both tuples) are independent, the left tuple is generated obliviously, and the right tuple is
generated honestly. It follows that the CDH-based r-iOT construction of [DGH™20] satisfies receiver oblivious
sampleability, as required.

LPN based instantiation. We first recall the relevant algorithms from the LPN-based construction of
elementary OT in [DGH'20]."

— The setup algorithm samples crs as crs := (A, v) where A + Z3*" and v « Z1.

— In order to generate its message to the sender, the receiver samples two vectors x <— B and e «+ B7,
where B, is Bernoulli distribution with error rate p < 1/2. It sets Mg = Ax + e + bv where b is the
choice bit.'?

The receiver oblivious sampleability can be argued as follows:
— rj_O\T/R(crs;r) : Given crs = (A, v) € Zi™! sample r < Z4 and output r.

- r—mnv(crs, Mg, td, 7): Output Mg (ignore other components).

Observe that by LPN assumption we have
(A, v),r,r) ~ ((A,v),Ax + e + bv, Ax + e + bv),
where the left tuple is generated obliviously and the right tuple is generated honestly. It follows that the

LPN-based 1-iOT construction of [DGH™20] satisfies receiver oblivious sampleability, as required.
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' We omit the sender’s message-generation algorithm as it does not affect receiver oblivious sampleability.

12 As before, we omit the sender’s message-generation algorithm as it does not affect receiver oblivious sampleability.

'3 Notice that [DGH™20] uses a variant of LPN for which the secret comes from the noise distribution, which is known
to be equivalent to the standard LPN [ACPS09].
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A Security Model for Adaptively Secure MPC

In this section we recall the formal definition of adaptively secure MPC protocols in the stand-alone setting
as in [CFGN96, GS12].

Some MPC Notations. Let n denote the number of parties involved in the protocol. We assume that n is
fixed. A multi-party protocol problem is cast by specifying a n-ary functionality, denoted by f : ({0,1}*)" —

({0,1}*)™, where f = (f1, -+, fn). For a input vector & = {x1,---,z,} the output is a tuple of random
variables denoted by (f1(%),---, fn(Z)). The i" party P; initially holds the input x; and obtains f;(&). We
also assume that all the parties hold input of equal length, i.e., |z;| = |z;| for all ¢, j € [n].

Adversarial behavior. For the analysis of our protocols we consider the setting of malicious adversaries
that can adaptively corrupt parties throughout the protocol execution depending on its view during the exe-
cution. We consider the definition of security in terms of the real-world and ideal-world simulation paradigm.

Real World. In the real world, the MPC protocol I is executed by the interaction of n parties {Py,--- P, }.
Each party P; has input z; € {0,1}*, random input r; € {0,1}*, and the security parameter . Let C C [n]
and H = [n]\ C denote the indices of the malicious corrupted parties and honest parties in IT. Consequently,
let us denote by Pe and Py the set of maliciously corrupted and honest parties respectively. We assume
that all communication is done via a broadcast channel. We consider the synchronous, with rushing model
of computation.

At the onset of the computation the adversary A receives some auxiliary input denoted by z. The
computation proceeds in rounds, with each round consisting of several mini-rounds. Each mini-round starts
by allowing A to adaptively corrupt parties one by one. Once a party is corrupted the party’s input and
random input become known to A. Next, A activates an uncorrupted party P;, which has not been activated
so far in this round. Upon activation, P; receives the messages sent to it in the previous round, generates the
message for this round, and the next mini-round begins. A also gets to learn the messages sent by P;. Once
all the uncorrupted parties are activated, A sends the messages on behalf of the corrupt parties that were
not yet activated in this round, and the next round begins. Finally, at the end of the computation (after
some pre-specified number of rounds) the parties locally generate their outputs. Each uncorrupted/honest
parties output what is specified as in the protocol. The corrupt parties may output an arbitrary probabilistic
polynomial-time function of the view of A.

The overall output of the real-world experiment consists of the output of all parties at the end of the
protocol, and the real world adversary view is denoted by Realy, ¢ 4)(%,, 7, 2). Let Realp ¢ 4)(k, T, 2) be
the distribution of Realy (¢, 4)(k, Z,7, 2) when 7 is chosen uniformly at random. Let Real;7 ¢ 4y denote the
distribution ensemble {Reals, ¢, 4)(K, T, 2)} ven,ze({0,1}%),2€{0,1}+ -
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Fig. 14. The Ideal World Execution of an Adaptive MPC Protocol

— Input: Let & = {x1, -+ ,2»} denote the initial inputs for the parties. As in the real-world, the adver-
sary/simulator S additionally has an auxiliary input denoted by z.

— First corruption stage: S proceeds in iterations, where in each iteration S may decide to corrupt some party
based on the random input of S. Once a party is corrupted its input becomes known to S.

— Send inputs to T: Each honest party P; sends its input x; to T. The corrupted parties may either abort (send
special symbol L), send correct input x;, or send some other input z; (|z;| = |zj|) to T. Let @ = {«%,--- , x5, }
denote the input vector received by T.

— Early abort option: If T receives the special symbol 1, it sends abort to the honest parties and the ideal
execution terminates. Otherwise,

— T sends output to adversary: T chooses r; uniformly at random, computes f(Z',r) and sends it to the S
first.

— Adversary S instructs T to continue or halt: S either sends continue or abort to T. In case of continue,
T sends f(#',7) to the honest parties. Otherwise, if S sends abort, T sends abort to the honest parties.

— Second corruption stage: Upon learning the corrupted parties’ outputs of the computation, S proceeds
in another sequence of iterations, where in each iteration S may decide to corrupt some additional parties,
based on the information gathered so far. Upon corruption, S learns the sees the corrupted party’s input and
output.

— Output stage: Each honest party output the output received from T, while the maliciously corrupted parties
P output any probabilistic polynomial-time computable function of their input, the auxiliary input z, and
the output received from T.

— Post-execution corruption: Once the outputs are generated, S may at any point in the protocol may decide
to adaptively proceed in another sequence of iterations, where in each iteration S may decide to corrupt some
additional party, based on the information gathered so far.

Ideal World. In the ideal world we assume the existence of an incorruptible trusted third party (TTP), with
whom all the parties interact. Each party P; gets input z; € {0, 1}* and wish to evaluate fi(Z,r¢), -, fu(Z,7¢),
where r¢ <— {0,1}*, and s is a value determined by the security parameter, and P; learns f;(Z,r¢). The ideal
world computation in the presence of an adaptive ideal world adversary S (with random input r) and the
TTP T proceeds as in Figure 14.

The overall output of the ideal-world experiment consists of the output of all parties at the end of the
protocol, and the ideal world adversary view is denoted by ldeals ¢ s)(k, 7,7, z), where 77 = (r,r;). Let
Ideals (c.s)(k, 7, z) be the denote the distribution of Idealy ¢ s)(%,, 7, 2) where 7 is chosen uniformly at
random. Also, let Idealy ¢ s) denote the distribution ensemble

{|dea|f7(c’5) (KJ, f, Z)}nEN,a’c’G({O,l}*)’".,ze{O.,l}* .

Now that the ideal and real world executions are defined, we put forward the notion of security for an
adaptively secure multi-party protocol II. Informally, we require that executing a protocol IT in the real
world emulates the ideal process for evaluating f.

Definition 17 (Adaptive MPC Security). Let f be any adaptive well-formed n-ary function, IT be a be
a protocol for n parties. We say that Il adaptively securely evaluates f if for every real world adversary A
there exists an ideal world adversary S, such that Realy ¢ 4y = Ideals . s)-
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