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Abstract. Subversion-resistant zk-SNARKs allow the provers to ver-
ify the Structured Reference String (SRS), via an SRS Verification (SV)
algorithm and bypass the need for a Trusted Third Party (TTP). Pairing-
based zk-SNARKSs with updatable and universal SRS are an extension of
subversion-resistant ones which additionally allow the verifiers to update
the SRS, via an SRS Updating (SU) algorithm, and similarly bypass
the need for a TTP. In this paper, we examine the setup of these zk-
SNARKSs by benchmarking the efficiency of the SV and SU algorithms
within the Arkworks library. The benchmarking covers a range of updat-
able zk-SNARKSs, including Sonic, Plonk, Marlin, Lunar, and Basilisk.
Our analysis reveals that relying solely on the standard Algebraic Group
Model (AGM) may not be sufficient in practice, and we may need a model
with weaker assumptions. Specifically, we find that while Marlin is secure
in the AGM, additional elements need to be added to its SRS to for-
mally prove certain security properties in the updatable CRS model. We
demonstrate that the SV algorithms become inefficient for mid-sized cir-
cuits with over 20,000 multiplication gates and 100 updates. To address
this, we introduce Batched SV algorithms (BSV) that leverage standard
batching techniques and offer significantly improved performance. As a
tool, we propose an efficient verification approach that allows the parties
to identify a malicious SRS updater with logarithmic verification in the
number of updates. In the case of Basilisk, for a circuit with 2%° multi-
plication gates, a 1000-time updated SRS can be verified in less than 30
sec, a malicious updater can be identified in less than 4 min (improvable
by pre-computation), and each update takes less than 6 min.

1 Introduction

Let R be an NP relation which defines the language L of all statements, x,
for which there exists a witness, w, s.t. (x,w) € R. A Non-Interactive Zero-
Knowledge (NIZK) argument [24JI1] for R allows an untrusted prover P, know-
ing w, to non-interactively convince a sceptical verifier V about the truth of a
statement x, without leaking extra information about the witness w. Due to a
wide range of applications, there has been a growing interest in recent years
to develop NIZK proof systems, particularly those allowing for succinct proofs
and efficient verifications, so-called zk-SNARKs (zero-knowledge Succinct Non-
interactive Arguments of Knowledge) [34125].



2 K. Baghery, A. Mertens, and M. Sedaghat

A zk-SNARK is expected to satisfy Zero-Knowledge (ZK) and Knowledge
Soundness (KS). ZK ensures that V learns nothing beyond the truth of state-
ment, x, from the proof. KS ensures that no malicious P can convince honest V
of a false statement, unless he knows the witness. To achieve ZK and KS at the
same time, zk-SNARKSs rely on a Structured Reference String (SRS), which is
supposed to be sampled by a Trusted Third Party (TTP), using the SRS gener-
ation algorithm SG [II]. Therefore, in the SRS model a zk-SNARK consists of
three algorithms (SG, P, V). In practice, finding a mutually TTP for executing
the SG algorithm to generate the SRS can be challenging.

Mitigating the Trust on the Setup of 2zk-SNARKs. To relax the imposed trust
on the setup of zk-SNARK, a line of research distributes the SG algorithm
and constructed Multi-Party Computation (MPC) protocols to sample the
SRS [I0/12/29]. In such protocols, both P and V need to trust only 1 out of
1 > 1 participants.

In a different research direction, in 2016, Bellare et al. [§] built the first
NIZK argument that can achieve ZK, even if its SRS was subverted, so-called
Subversion ZK (Sub-ZK). In a Sub-ZK NIZK argument, the prover does not
need to trust the SRS generator, instead, it needs to run an algorithm, so-
called SRS Verification (SV), and verify the validity of SRS before using it.
The SV algorithm uses some pairing equations to verify the well-formedness of
SRS elements. Two subsequent works of [2/18] presented subversion-resistant zk-
SNARKSs that similarly come with an SV algorithm and can achieve Sub-ZK. In
a Sub-ZK SNARK, consisting of four algorithms (SG, SV, P, V), the provers can
verify the validity of SRS, by one-time executing the SV algorithm, and then
bypass the need for a TTP. On the other side, the verifiers either need a TTP to
generate the SRS, or they need to run an MPC protocol (e.g. [I0/12]) to sample
the SRS elements, which will relax the level of trust to 1 out of ¢ (participants).

As an extension to the MPC approach and subversion-resistant zk-SNARKS,
in 2018, Groth et al. [26] proposed a new model, so-called updatable SRS model,
which allows the verifiers to also bypass the trust on a TTP. To this end, a
V needs to update the SRS one time, using an SRS Updating (SU) algorithm,
and also verify the validity of previous updates and the final SRS, using the
SV algorithm. Roughly speaking, in a zk-SNARK with updatable SRS, which
consists of five algorithms (SG, SU, SV, P, V), to bypass the trust on a third party,
a P needs to run the SV algorithm, and a V needs to run both SU and SV. In
this model, the SRS is universal and can be used for various circuits within a
bounded size. Then, Groth et al. [26] built the first zk-SNARK with universal
and updatable SRS, but comes with O(n?) SRS size, where n is the number of
multiplication gates in the circuit. In practice, this results in a huge SRS size,
and impractical SU and SV algorithms.

Recently, there has been an impressive progress on designing Random Oracle-
based zk-SNARKs with linear-size updatable SRS, shorter proofs, and more ef-
ficient provers and verifiers. Some of the known schemes that consecutively im-
prove the initial scheme of [26] and the subsequent works are called, Sonic [32],
Plonk [21I], Marlin [I4], Lunar [13], Basilisk [35], and Counting Vampires [31].
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Table[2in App. compares their efficiency in terms of computational costs of
(SG, P,V) and the SRS size. Currently, Counting Vampires [31] has the shortest
proofs, i.e., two group elements less than Basilisk, but its SRS is 17x larger than
the SRS of Basilisk, and this can result in a considerably slower setup phase.
The SU and SV algorithms are two essential algorithms for achieving Sub-ZK
and Updatable Knowledge Soundness (Upd-KS, KS in the updatable SRS model)
and the employment of updatable zk-SNARKSs. In order to achieve Sub-ZK and
Upd-KS in the updatable SRS model, the underlying SRS must be publicly veri-
fiable and trapdoor extractable [RI2[T8I26]. Meaning that, the consistency of SRS
elements should be publicly verifiable, and one should be able to extract the SRS
trapdoors from the setup phase (e.g., by relying on a knowledge assumption).
The initial scheme [26], and some follow-up generic constructions [3I7/6] come
with SU and SV algorithms, under Bilinear Diffie-Hellman Knowledge of Expo-
nent (BDH-KE) assumption. But their SV algorithm is identical for both P and
V, which in case of verifying an i-time updated SRS, it brings O(i) pairing oper-
ations as an overload for the P. In [31], authors have proposed an SV algorithm
to achieve Sub-ZK in their construction. However, their SV algorithm can only
be used by P (to achieve Sub-ZK), and it does not consider the verification of
an i-time updated SRS, needed by V.

Our Contributions. The main objective of the current paper is to examine
the efficiency of the setup phase in updatable zk-SNARKS, and evaluate their
empirical performance, particularly in large-scale applications.

To this end, we first present a pair of (SU, SV) algorithms for each of the up-
datable zk-SNARKSs including: Sonic [32], Plonk [21], Marlin [14], LunarLite [13]
and Basilisk [35]. Similar to the earlier works [SI2T826], the proposed algorithms
use pairing products and are tailored to each specific updatable zk-SNARK. As
all the aformentioned zk-SNARKSs can be instantiated in various ways, we focus
on the pairing-based version of them with the shortest proof, which is commonly
used for comparison in the literature. During the construction of the SU and SV
algorithms, we noticed that relying only on the standard Algebraic Group Model
(AGM) may not be enough in practice. In some cases, we may require a model
with weaker assumptions, such as the AGM with hashing [30]. In fact, there
might be a case that a zk-SNARK with monomial SRS is proven to achieve
ZK and KS in the AGM model, but their SRS needs to be modified to achieve
Sub-ZK and U-KS. The reason is that, to achieve Sub-ZK and Upd-KS the SRS
needs to be publicly verifiable and trapdoor extractable [2/26]. In the rest, we
show that the SRS of Marlin [14] is not ¢trapdoor extractable as it is, but it can be
made trapdoor extractable under the BDH-KE assumption, by adding a single
group element to its SRS.

In the rest, we show that using the presented SU and SV algorithms, Sonic,
Plonk, LunarLite and Basilisk also can achieve trapdoor extractability, under a
subverted /maliciously updated SRS. Since all of them already are proven that
satisfy ZK and KS, this implies that they also satisfy Sub-ZK and Upd-KS.
Similar to the earlier works [SI2II8/T4], our SV algorithms use pairing product
equations to verify the SRS. But, differently our SV algorithms get an additional
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Fig. 1: Setup in the updatable zk-SNARKSs: SG, SU, and SV by P or V.

input, denoted by party, which allows us to determine whether a P or V runs the
algorithm. Due to achieving Sub-ZK and Upd-KS in the updatable zk-SNARKs,
P only needs to verify the final (srs;, I1;), while V additionally needs to verify
the intermediate proofs {Hj};;}). Fig. [1] depicts a graphical representation of
the setup phase in the pairing-based updatable zk-SNARKS, and highlights the
parts that need to be verified by P or V. By running an SV algorithm, P needs
to compute O(n) pairings, where n is the number of multiplication gates in the
circuit, and V requires to compute at least O(n + ¢) pairings, where ¢ is the
number of updates done on the SRS. In practice, even for mid-size circuits (e.g.
n > 10*) with 100 updates, the SV algorithms can be very slow, consequently
impractical.

Next, we use the standard batching techniques from [9] and propose a batched
version of the SV algorithms, so-called BSV, for each of the studied updatable zk-
SNARKSs. Using the BSV algorithms, to verify an i-time updated SRS, P needs
O(n) exponentiations (with short exponents) and constant number of pairings,
which is independent of the number of updates. A V needs to compute O(n + i)
exponentiations (with short exponents) and O(i) pairings. Table compares the
efficiency of our proposed SU, SV and BSV algorithms for both P and V.

The schemes built in the updatable SRS model [26] can achieve security only
with abort, if the parties do not verify the updated SRS after each update.
Namely, by verifying the final SRS srs; and the intermediate proofs {I1;}_, [26]
the parties will abort the final SRS srs; and would not be able to identify a mali-

Table 1: An efficiency comparison of our proposed SU, SV and BSV algorithms.
SVp: SV run by P, BSVy: BSV run by V, E;: Exponentiations in Gy, e: Pairing, m:
#total (multiplication and addition) gates, n: #multiplication gates, k: #matrix
elements with non-zero values describing the circuit, i: # SRS updates

SG/SU | SVp SVy BSVp BSVy
Scheme E1 E2 (] o E]_ E2 (] E]_ E2 (]
Sonic [4n| 4n 12n 12n+10¢ |8n| 4n |7|8n + 8i| 6n + 2¢ |47+ 14
Marlin | k£ |log k|2k + 12|12k + 93 + 12| 2k |log k|4| 2k + 57 |2i + log k| 20 + 9
Plonk [3m| 2 6m 6m +4i |6m| — |2|6m + 3 7 1+ 3
LunarLite| n | n 3n |n+4+2|2n| n (3|2n+3i| n+1 1+ 3
Basilisk | n | 2 2n 2n+41 |2n| — (2|2n+ 3 ) 1+3
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cious SRS generator /updater. To identify a malicious SRS generator/updater, if
the parties (or a third party) verify each updated SRS {srs; }2-:0 (instead of only
srs;), then the verification of whole setup phase will be impractical. To deal with
that, we introduce an efficient verification approach for identifying the malicious
updater. For an i-time updated SRS, it allows the parties to identify the (first)
malicious SRS updater with logé times running the BSV (or SV) algorithm. We
discuss different optimizations that can speed up the proposed recursive SRS
verification considerably, at the cost of some pre-computations and storage.

Finally, we present a comprehensive benchmark on the efficiency of our pro-
posed SU, SV and BSV algorithms in the Arkworks library, which is written
in Rust and currently is one of the most popular libraries programming zk-
SNARKs. Full details of the benchmarking are reported in Sec. [5} In summary,
for a particular circuit, by comparing the performance of BSV and SV algorithms,
we observed that BSV can achieve up to 110 — 150 better efficiency. In the case
of Basilisk which has the most efficient setup phase, for a circuit with n = 220
multiplication gates, a 1000-time updated SRS can be verified in less than 30
sec. In the case that the verification of final SRS fails, using our proposed re-
cursive verification approach, a malicious SRS updater can be identified in less
than 4 min (or in less than 1 min by some pre-computations), and each party
equipped with a multi-core CPU can update the SRS in less than 6 min. Our
BSVp algorithms are considerably faster than BSVy ones, in case of a short SRS
(e.g. n < 30K) and a large number of updates (e.g. i > 200).

Related Works. To mitigate the trust in the setup phase of zk-SNARKS, there
are two key research directions. Either, by using an MPC protocol to sample the
SRS [T0IT229], [1] or by directly constructing subversion-resistant [S8I2JT84] and
updatable zk-SNARKSs [26J32/3I7J6]. Our work is focused on the latter approach.

A bottleneck with the initial MPC protocols [10], is that the number of
parties has to be known in advance. Bowe et al. [12] presented an MPC protocol
for Groth16 [25] setup, which has two phases. The first phase is known as “Powers
of Tau”, which can be used to sample a universal SRS for all circuits up to a
given size. In the second phase, given the universal SRS generated in the previous
phase, parties generate a circuit-dependent SRS. In the Powers of Tau protocol,
a coordinator is used to manage messages between the participants, however the
output of the protocol is verifiable. Compared with the case one uses the Powers
of Tau protocol [12], 1) our proposed algorithms do not need a random beacon,
2) our SV and BSV algorithms are constructed in the updatable SRS model
which allows one to verify an i-time updated SRS considerably more efficient
than i-time running their SRS verification algorithm. For verifying even one-
time updated SRS, our proposed BSV algorithms can be more than 100x faster
than their verification algorithm, 3) our SV and BSV algorithms for the provers
and verifiers are different, which allows the provers to verify a large-time updated
SRS more efficient than verifiers. 4) our protocols can achieve identifiable security
more efficiently (using a new recursive SRS verification approach).

In [29], Kohlweiss et al. presented a more efficient version of the Powers
of Tau [12]. Their ceremony protocol [29] uses an RO-based proof system,
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and comes with a BSV algorithm. Similar to previous SG,SU,SV and BSV
algorithms, our algorithms do not use a random beacon or a random oracle.
Similar to the earlier works on subversion-resistant or updatable NIZK argu-
ments [2[TRI26/4Y3I7I6],we rely on particular knowledge assumptions. In compar-
ison with the case that one uses the protocol proposed in [29], 1) our proposed
algorithms (i.e., SG,SU,SV, and BSV) do not rely on RO, 2) we have different
SV (and BSV) algorithms for the provers and verifiers, which allow the provers
to verify an updated SRS more efficient than the verifiers, 3) our constructions
can achieve identifiable security.

In another related research direction, some studies have defined subversion-
resistant and updatable commitments [5/16/22], and have proposed SV and SU
algorithms for their studied (knowledge, vector, and polynomial) commitment
schemes. Our proposed SV algorithm for Sonic can be considered as an extension
of the one proposed in [5], which checks some extra terms and also allows the
verifiers to verify an i-time updated SRS. Our SV algorithm for the verifiers
in Basilisk is similar to the one proposed in [22], but our SV algorithm for the
provers is more efficient. We also propose a batched version of SV algorithms
that make them considerably more efficient in practice.

Organization. Sec.[2]introduces notations and preliminaries. In Sec. [3] we present
SU and SV algorithms for each of the studied zk-SNARKSs, and then prove that
they all can achieve Sub-ZK and Upd-KS. We present more efficient and batched
variants of the proposed SV algorithms, in Sec. 4} In Sec. [5] we benchmark the
performance of our proposed algorithms, and also study identifiable security in
the updatable SRS model. Finally, we conclude the paper in Sec. [6}

2 Preliminaries

Throughout, we suppose the security parameter of the scheme and its unary
representation to be denoted by A and 1%, respectively. For all positive functions
g(N\), a mapping function negl : N — R™T is called negligible function if there
exists Ao € N such that for all A > \g we have, negl(\) < 1/e(\). We use z <—$ X
to denote x sampled uniformly according to the distribution X.

Let PPT and NUPPT denote probabilistic polynomial-time and non-uniform
probabilistic polynomial-time, respectively. For an algorithm .4, let im(.A) be the
image of A, i.e., the set of valid outputs of .A. Moreover, assume RND(.A) denotes
the random tape of A, and r <+ RND(A) denotes sampling of a randomizer r of
sufficient length for A’s needs. By y + A(z;r) we mean given an input x and
a randomizer 7, A outputs y. For algorithms A and Exty4, we write (y||vy') +
(A Exta)(z;r) as a shorthand for “y < A(x;r), v « Exta(z;r)"

We use additive and the bracket notation, i.e., in group Ge, [a]. = a[l],
where [1]. is the generator of G¢ for ¢ € {1,2,T}. A bilinear group generator
BGgen(1*) returns (p,G1,G2,Gr,é,[1];,[1],), where p (a large prime) is the
order of cyclic abelian groups Gi, Go, and Gp. Finally, é : Gy X Gy — G
is an efficient non-degenerate bilinear pairing, s.t. é([al, , [b],) = [ab],. Denote

[a], @[], = é([al, , [b],)-
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2.1 Updatable, Universal and Subversion-Resistant zk-SNARKs

We adopt the definition of subversion-resistant and updatable zk-SNARKSs
from [2126]. Let R be a relation generator, such that R(1*) returns a polynomial-
time decidable binary relation R = {(x,w)}, where x is the statement and w
is the witness. We assume one can deduce A from the description of R. Let
L ={x:3w| (x,w) € R} be an NP-language including all the statements which
there exist corresponding witnesses in relation R. A NIZK argument Wy zk in
the updatable SRS model for R consists of the following PPT algorithms:

— (srsg, ITp) < SG(R): Given R, the SRS generator SG first deduces the upper
bound N on the relation size. Next, sample the trapdoor ts and then use
it to generate srsy along with I1y as a proof of its well-formedness. Finally,
return (srso, I1y) as the output.

— (srs;, II;) SU(srsi_l,{Hj}j;B): Given (srsi_l,{Hj}é;E), an SRS updater
SU returns the pair of (srs;, I1;), where srs; is the updated SRS and II; is a
proof for correct updating.

— (/1) = SV(srs;, {11} _y, party): Given a potentially updated srs;, {II,}}_,,
SV, and party € {P,V}, return either L (if srs; is incorrectly formed or
updated) or 1 (if srs; is correctly formed or updated).

— (/L) + P(R,srs;,x,w): Given the tuple of (R, srs;,x,w), such that (x,w) €
R, P output an argument 7. Otherwise, it returns 1.

— (0/1) « V(R,srs;,x,m): Given (R, srs;, x, 7), V verify the proof 7 and return
either 0 (reject) or 1 (accept).

In the standard SRS model, a zk-SNARK for R has a tuple of algorithms
(SG, P,V) (and SG does not return the I1y), while subversion-resistant construc-
tions [812] additionally have an SV algorithm which is used to verify the well-
formedness of the SRS elements to achieve Sub-ZK [8]. But as listed above, in the
updatable SRS model, a NIZK argument additionally has an SU algorithm that
allows the parties (more precisely, the verifiers) to update the SRS and add their
own private shares to the SRS generation. Note that in the latest case, the algo-
rithm SG does not necessarily need R, and it only deduces security parameter
1* and the upper bound N from it. We highlight that, in comparison with pre-
vious definitions [26], our SV algorithm gets an additional input party € {P,V}.
We later show that this allows us to build a more efficient SV algorithm for the
prover. It is worth mentioning that in the updatable SRS model, there also ex-
ists a publicly computable deterministic algorithm Derive which given (R, srs;)
outputs a specialized SRS for relation R. The output elements of Derive all are
in the span of the universal SRS, but they allow to build more efficient proof
generation and verification algorithms.

In the subversion-resistant and updatable SRS model, a zk-SNARK is ex-
pected to satisfy updatable completeness, Subversion-Zero-Knowledge (Sub-ZK)
and Updatable Knowledge Soundness (Upd-KS), of which the definitions are
summarized below. In the definition of Sub-ZK, one requires the existence of
a PPT simulator Sim consisting of algorithms (Simsg,Simp) that share state
with each other. The idea is that it can be used to simulate the SRS and proofs
without knowing the corresponding trapdoors.
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The algorithm of proof simulation. m < Simp (R, srs;, ts;, x): For SV(srs;, IT;) = 1,
given the tuple (R, srs;, ts;,x), where ts; is the simulation trapdoor associated
with the latest SRS, namely srs;, outputs a simulated argument .

Definition 1 (Perfect Updatable Completeness). A non-interactive ar-
gument Wz is perfectly updatable complete for R, if for all (R) € im(R(1%)),
and (x,w) € R, the following probability is 1 on security parameter A,

. (R) + R(1Y), (srso, ITy) + SG(R.), ({srs;, Hj}§:1) +— AR, srsp),
{SV(srs;, II;, party) = 1};-:0 : (x,m)  P(R,srs;, x,w) AV(R,srs;,x,m) = 1|

where II; is a proof for the correctness of the initial SRS generation or SRS
updating. Note that in the above definition and all the following one, i is the
index of final update, and without loss of generality, A can also first generate
{srs; ;;% and then an honest updater updates srs;_1 to srs;.

Definition 2 (Sub-ZK). A NI argument ¥ is computationally Sub-ZK for R,
if for any PPT subvertor Sub there exists a PPT extractor Extsyp, s.t. for all A,
all R € im(R(1*)), and for any PPT A, one has g9 =~ €1, where

7 <% RND(Sub), ((srs, Iss, &sub) || ts) <= (Sub || Extsyp)(R;7) -

Ep = Pr

SV (srs, I, party) = 1 A AO”("‘)(R, srs, ts, Egup) = 1
Here, &y is auziliary information generated by subvertor Sub, the party is set to
be the prover, and the oracle Og(x,w) returns L (reject) if (x,w) € R, and other-
wise it returns P(R, srs, x, w). Similarly, O1(x,w) returns L (reject) if (x,w) € R,
and otherwise it returns Sim(R, srs, ts, x). ¥ is perfectly Sub-ZK for R if one re-
quires that eg = €1.

Definition 3 (Updatable nBB Knowledge Soundness). A non-interactive
argument Wiz is updatable non-black-box knowledge sound for R, if for every
PPT adversary A and any subvertor Sub, there exists a PPT extractor Exty,
and the following probability is negl(\),
R « R(1%), (srso, IT) + SG(R), s <5 RND(Sub),
Pr ({srsj,Hj};:1 ,€sub) <= Sub(srsg, ITo, 75), {SV(srs;, II;, party) = 1};:0,
4 <3 RND(A), (x,7) || w) < (A | Exta)(R,srs;,Esub; T a) :
(x,w) € RAV(R,srs;, x,m) =1

b

Here RND(A) = RND(Sub), IIys is a proof for correctness of SRS generation or
updating process, and the party is set to be the verifier.

2.2 Assumptions

Definition 4 (Bilinear Diffie-Hellman Knowledge of Exponent (BDH-
KE) Assumption [2]). We say BGgen is BDH-KE secure for relation set R if
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for any A\, R € im(R(1%)), and PPT adversary A, there exists a PPT extractor
Ext4, such that, the following probability is negl(X),

(P, G1,Go,Gr, €, (1], [1]5) BGgen(l/\),r +3$ RND(A),

Pr ([a1]y s [e2ly @) = (A Exta)(R,7) : [a1], @ [1], = [1]; ® [aa]y Aa # o

The BDH-KE assumption [2] is an asymmetric-pairing version of the original
knowledge assumption [I5]. We refer to App. [A] for some preliminaries on poly-
nomial commitments that are used in the rest of paper.

3 SU and SV Algorithms for Updatable zk-SNARKs

In this section, we present a pair of SRS updating and SRS verification algorithms
for each of the studied updatable zk-SNARKSs, Sonic [32], Plonk [21], Marlin [14],
LunarLite [I3] and Basilisk [35].

The General Strategy. Our proposed SV and SU algorithms use pairing checks
for SRS verification and the SRS elements are updated in a round-robin multi-
plicative manner. In comparison with the earlier works, we have a subtle change
in the construction of SV algorithms, which allows the provers to verify an up-
dated SRS more efficiently, especially in case of small circuits with a large num-
ber of updates. Recall that, a pairing-based zk-SNARK satisfies Sub-ZK if it can
achieve ZK, even if its SRS is subverted (i.e., is generated by the adversary). In
Sub-ZK zk-SNARKSs [SI2/TI8/4], this is formalized and achieved by building an
SV algorithm that verifies the well-formedness and trapdoor extractability of the
SRS. The former guarantees that the whole SRS elements are consistent with
each other, and the latter ensures that the (simulation) trapdoors of SRS can be
extracted from an SRS subverter. Given the simulation trapdoors of SRS, the
proofs are simulated as in the standard ZK. On the other side, a universal zk-
SNARK is updatable [26] if its SRS can be sequentially updated by the parties,
such that Upd-KS holds if at least one of the updates with SU or the initial SRS
generation with SG is done honestly. To ensure that SRS generation/updating
is done correctly, parties should return a knowledge assumption-based proof
II when running SG or SU algorithms. This proof is also known as the well-
formedness proof of the SRS. In the presented SV algorithms, we use the fact
that to achieve Sub-ZK, a P only needs to verify the final SRS. Without loss of
generality, one can assume that the initial SRS generation and all the follow-up
updates are done with a single adversary who can control all the updaters who
run SU and the initial party who runs SG. However, to achieve Upd-KS without
a TTP, a V needs to one-time run the SU and update the SRS, and also verify
the final SRS and the correctness of all intermediate proofs, generated by all the
updaters (See Fig. [L).

Next, in each subsection, we present an overview of a particular updatable
zk-SNARK, and then describe its SRS Generation (SG) algorithm. Different from
the original papers, in the description of SG algorithms, we also determine what
constitutes a well-formedness proof that can be used to extract individual shares
from the SRS generator /updaters, and more importantly, can be used to verify
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the final SRS. The well-formedness proof is shown with IT which consists of two
sets of elements (1788, IT'™), where 1188 can be interpreted as the aggregated
elements necessary for verifying the well-formedness of final SRS, and I7™¢ can
be interpreted as an individual proof for the correctness of updating using the
secret shares, e.g. . The latter, also enables extracting the individual shares
from a malicious SRS generator/updater in the proof of Upd-KS. Finally, we
present SU and SV algorithms.

3.1 SU and SV Algorithms for Sonic

Sonic and its SG algorithm. The first proposed updatable zk-SNARK, presented
by Groth et al. [26], came with explicit SU and SV algorithms, but its SRS
size scales quadratically in the number of multiplication gates in the circuit
that encodes the relation, which made the algorithms very slow. In a follow-up
work, Maller et al. [32] proposed Sonic as the first updatable zk-SNARK with
linear size SRS. The authors mostly focused on achieving a linear size SRS and
more efficient P and V algorithms, and omitted the descriptions of SU and SV
algorithms (and even SG which should determine the well-formedness proof) and
mentioned that they can built as in [26]. For further details, we refer to the main
paper [32]. We describe the SG algorithm of Sonic in Fig.

SU and SV Algorithms and Their Efficiency. Fig. [3] describes the SU and SV
algorithms for Sonic. As briefly mentioned before, the SRS update is done in a
multiplicative manner, such that the updater multiplies a proper power of its
secret shares Z; and a; to the SRS elements. Similar to the SG algorithm, we
also determine the elements of the well-formedness proof separately. Note that
[a]7 is omitted from updating, as due to the fact that [a]; := [1]; ® [a],, it can
finally be computed from the other SRS elements. The pairing checks inside SV
chase two main goals. First, they check if all the individual proofs generated by
the SRS generator and by all the follow-up SRS updaters are correct. If so, then
it uses the elements of II; and verifies the final SRS, srs;.

Efficiency. As it can be seen in Fig. [2] and [3] given the SU algorithm, similar to
the SG algorithm, to update the SRS of size n in Sonic, one needs to compute
4n + 2 exponentiations in G; and 4n + 2 exponentiations in Gs. Using the SV

SRS Generation, (srso, Ily) < SG(R): Given R, first deduce the security param-
eter 1* and k, then obtain (p,G1, Gz, Gr,é,[1],,[1],) + BGgen(1*); after that
act as follows:

— Sample Zo, ap < Z;, and set xg := To and ag := ag which are the simulation
trapdoor associated with srso;

— For k = —n,--- ,n: compute [;L‘ISL, [m’g]2, [aoxlg]Q;

— Fork=—n,---,—1,1,--- ,n: compute [aoxlg]l; Compute [ao]p;

— Set srsg = (([mlg]l , [x’ék, [aoazgh)zz_n, ([aox’g]l):}n,kﬂ ,[ao]7), and
the well-formedness proof ITy := (II)%, IIM) = (([xo], , [aoxol; , [ao],),

([wo], » [zo]y » [aowol, , [@ozoly s [acl,));
— Return (srso, Ilo);

Fig.2: SG algorithm for SONIC.
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SRS Update, (sts;, II;) < SU(srs;_1, {ijl};';é): Given (srsi—1, {1I;-1}'_0),

— Parsesrs; 1 := (([351'11]1 ) [99?71]27 [az‘flﬁﬂétl]Q)Z:—m ([aiflmf—lh);clz—n,k;ﬁo
— Sample Z;,a; < Zj, as the secret shares to be used for updating srs; ;.

— For k = —n,--- ,n: set [xf]l =z [xf,l]l; set [xﬂz =z [mf,l}z; set
{aimf]z = &ia_cf . [ai,wf_l]Q ;

— Fork=—-n,---,—1,1,--- ;n: set [aixf]l = @ zF [aiflmi,lh;

— Set  srs; = (([‘Tﬂ 17 [xf]z ) [aimf]Q)Z:*n’ ([aixi]l)z:*mk#w [ai]T)7
and the well-formedness proof II; = (H?gg, Iy =

(([wz]l aizi]y [ai]Q) ) ([izh (@i, [aizi], (@i, [aib));
— Return (srs;, I1;);

SRS Verify, (L/1) < SV(srs;, (II;)}—, party): To verify (an i-time updated)

Srs; = ((I:xf}17 [mf]Qy [aimi 2)2:7717 ([aixf]l)Z:fmk#m [ai]T)v and Hj =
(e, ) = ((fly o)y s [asla) s (193], (850 s (@52 6,250, s [a]5) ) for
7=0,1,--- 2

If party = P:
1. For k = —n,--- ,n: check if [:cﬂl o[l],=[1], ® [asf]g;
2. For k=—-n+1,--- ,n: check if [mﬂl o[1], = [m’?_l]l o [z:],;

K3

3. Fork=—n,---,—1,1,---n: check if [aixf]l o[l1], =[1], @ [aixf]Q = [mf]l °
[as]y;
If party = V:
- If ¢ = 0: srsp is sampled by verifier, and it does not need to be verified.
-Ifi>1:

1. Check that [330]1 = [i’o]l, [aomo]l = [@0530]1, and [CLQ}2 = [a0]2;

2. For j =0,1,--- ,4: check if [z;], ® [1], = [1], ® [Z;],

3. For j =0,1,--- ,i: check if [a;Z;], o [1], = [1], ® [a;Z;], = [Z;], ® [Gs],;

4. For j =1,2,--- ,i: check if [z;], o [1], = [zj_1], ® [T;],;

5. For j =1,2,--- ,i: check if [a;jx;],  [1], = [x;], ® [aj], = [aj—12;-1], ®
[a;2;]5;

6. For k = —n,--- ,n: check if [azf]l o[l],=[1], @ [mfk;

7. For k=—-n+1,--- ,n: check if [xf]l o[1], = [xffl]l o [4],;
8. For k= —n,---,—1,1,---n: check if [aixﬂl o[l], =[1], @ [aixfh =
[xf]l L4 [aib;

Return 1 if all the checks passed, otherwise return L.

Fig.3: SU and SV algorithms for SONIC.

algorithm described in Fig. |3] to verify an i-time updated SRS, ¢ > 1, a prover
needs to compute 12n — 1 pairing operations (importantly, independent of the
number of updates), while a verifier needs to compute 12n + 10i + 4 pairings.

Security Proofs. In |32, Theorem 6.1, 6.2|, authors proved that assuming the
ability to extract a trapdoor for the subverted/updated SRS (without proving
it), Sonic satisfies Sub-ZK and KS. The following lemmas prove that using the
SG, SU and SV algorithms (given in Fig and, under the BDH-KE assumption,
one can extract the simulation trapdoors from a subverted/updated SRS.

Lemma 1 (Trapdoor Extraction from a Subverted SRS). Given the

algorithm in Fig. [ and [3, suppose that there exists a PPT adversary A that

outputs a (srs;, II;) such that SV (srs;, IT;, P) = 1 with non-negligible probability.
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Then, by the BDH-KE assumption (given in Def.|J|) there exists a PPT extractor
Ext4 given the random tape of A as input, outputs (x;,a;) such that running SG
with (z;,a;) results in (srs;, IT;).

Proof. An SRS, srs;, and proof, II;, that passes verification is struc-
tured as if it were computed by SG(R); i.e., there exist values
(zi,a;) € F2 such that II; includes ([zi],,[a;zi];,[ai],) and srs; includes

(2], (241, faset],)y o (aswb]) ., )- Note that, for k = 1, one
can deduce ([z;] , [a;xi], , [2i]y , [aily , [@iz;]y) from srs;.

Let A be an adversary that outputs (srs;, I1;). We then define algorithms
A, and A,,, that each run (srs;, IT;) < A(R), parse IT as above, and returns
([#i]1 , [z4]5) and ([aizi] , [@i],), respectively. According to the BDH-KE assump-
tion (given in Def. [4 Ii there exist PPT extractors Ext4, and Ext Aa, ~ that, given
the randomness of A,, and A,,, output some x;,a; € IE‘ that can be used to
generate ([x;], , [a;x;]; , [23]y , [ai]y , [@izs]5). By combining ExtAwi and Ext 4, , we
obtain a full extractor for A. From the rest of checks within the SV algorithm one
concludes that all the SRS elements are consistent and the SRS is well-formed.

O

The following lemma shows that SRS trapdoors can be extracted from an
updated SRS. To this end, we first recall a corollary from [23].

Corollary 1. In the updatable SRS model, single adversarial updates imply full
updatable security [23, Lemma 6].

Lemma 2 (Trapdoor Extraction from an Updated SRS). Given the
algorithm in Fig. [4 and [3, suppose that there exists a PPT A such that given
(srsp, mo) <~ SG(R), A returns an updated SRS (srsy, m1), where SV(srsy, II1,V) =
1 with a non-negligible probability. Then, the BDH-KFE assumption implies that
there exists a PPT extractor Ext that, given the randomness of A as input,
outputs (Z1,a1) that are used to update srsg and generate (srsy, ITq).

Proof. According to the Corollary [I we consider the case that A updates the
SRS only once, but similar to [23, Lemma 6], it can be generalized. Parse Il
as a tuple (([zo]; , [agzol; , [ac]y), ([zo]; , [0, , [a0To]; , [a0To]; , [a0],)) and srsg as
([m’g]l , [x§]2, [aomlg]Q)z:_n and [aomlg]l fork=-n,---,-1,1,--- ,n

We consider an adversary A, that given (srsg,Ilp), returns an updated
SRS, srs;, which contains ([x’f]l, [m’f]Q, [alx’f]z)ﬁ:_n and [alxl] for k =
—n,---,—1,1,--- ,n, and a proof m; for correct updating as containing (([z1], ,
[Q1I1]1 y [(11]2), ([jl]l , [flb 3 [(_lolfo]l 3 [(_lolfo]Q 3 [(_10]2)). If the SRS verification ac-
cepts the updated SRS, namely if SV(srs1, IT1,V) = 1, then the following equa-
tions hold, 1) [Z1], e [1], = [1]; & [Z1],, 2) [a1Z1]; @ [1, = [1]; @ [a174], =
[Z1]; o [anly, 3) [21]; @ [1], = [xo]y @ [T1]y, 4) [aaa]y @ [1]; = [21]; @ [an], =
[aoxo], ® [@1Z1],. So from the equations 1) and 2), under the BDH-KE assump-
tion, there exist extractors Extz, and Exts, that output a; and z;. If a; and Z;
are non-zero, then from the rest of verification equations within SV algorithm
(e.g., [x1]; ® [1], = [xo]; ® [Z1],), one can conclude that z1 = Z1z0, a1 = G140,
and the SRS is well-formed. O
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3.2 SU and SV Algorithms for Marlin

Marlin. As a follow-up work to Sonic and a concurrent work to Plonk, Chiesa
et al. proposed Marlin [I4], which is comparable to Plonk in performance and
outperforms Sonic. Compared to Sonic, Marlin reduces P’s computational cost
by a factor of 10x and improves V’s time by a factor of 4x without compromising
the constant-size property of proofs. To this end, the authors first propose an
information-theoretic model called Algebraic Holographic Proof (AHP), which
is an interactive protocol between algebraic P and V. The verifier performs a
small number of queries on an encoding of the circuit instead of receiving the
entire circuit description. At the end, the verifier makes a number of queries
to the proofs provided by the prover and then performs low-degree tests to be
convinced about the validity of proof and the encoding of the circuit. Then, they
proposed a transformation that uses PCs with Fiat-Shamir transformation [17]
and compiles any public coin AHP for sparse Rank 1 Constraint System (R1CS)
instances into a preprocessing zk-SNARK with universal and updatable SRS.
To build Marlin, authors first proposed two PC schemes, which one is proven to
be secure under a concrete knowledge assumption, and the other one is built in
the Algebraic Group Model (AGM) [14, Appendix B|. The scheme built in the
AGM model achieves a better efficiency and requires a single group element to
commit to a polynomial (instead of two in the initial construction). Marlin is a
zk-SNARK which is obtained by instantiating their transformation by the AGM-
based PC scheme. Both their PC schemes are proven to be secure (complete,
hiding, extractable, as defined in App. under a trusted setup [14, Lemmas
B.5-B.15], and later, the AGM-based one is used to obtain updatable zk-SNARK
Marlin.

Achieving Sub-ZK and Upd-KS in Marlin. Marlin uses a universal SRS and
assuming that the simulation trapdoors are provided to the ZK simulator, it is
proven to achieve ZK and KS in the AGM. In [I4, Remark 7.1], authors argue
that their constructions have updatable SRS because of using monomial terms
in the SRS, and thus fall within the framework of [26]. The SRS of Marlin,
which is equivalent to the SRS of their AGM-based PC scheme, consists of
srs = (([2"],, hxk]l)zzo ,[1]5, [z]5) group elements. This SRS is shown to be
sufficient for their PC scheme. Note that a standard PC scheme, is constructed
under a trusted setup, and there is no guarantee that it will remain secure under a
subverted SRS or a maliciously updated SRS. Therefore, once we use the SRS of a
PC scheme (with a trusted setup) to build a Sub-ZK zk-SNARK with updatable
SRS, we need to ensure that the SRS of resulting zk-SNARK is well-formed and
trapdoor-extractable [23]. Since Marlin is proven to satisfy KS under the above
SRS srs, therefore, to prove that it also achieves Upd-KS, we need to show that
the SRS trapdoors can be extracted from a subverted or a (maliciously) updated
SRS. However, one may notice that in practice an adversary, capable of hashing
to an elliptic curve, can produce the SRS ([z], , [yz]; , [1],, [z],) without knowing
~. For instance, it can sample a group element from G;, without knowing its
exponent, and then use a known z to compute ([z],,[yz],,[1],,[z],) for an
unknown v. A malicious SRS updater can perform a similar attack.
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One may argue that Marlin (and some follow-up schemes) is proven in the
original AGM [I9], which adversaries are purely algebraic and do not have the
capability to create random group elements without knowing their discrete loga-
rithms. This argument is valid, but the problem still exists in practice and such
constructions may not achieve Sub-ZK be default, as an adversary can use elliptic
curve hashing [27] to sample random group elements without knowing the expo-
nents. To deal with such concerns, earlier Sub-ZK SNARKs [2I30] used and are
proven in more realistic models, namely the Generic Group Model (GGM) with
hashing |2] and the AGM with hashing [30]. The “with hashing” parts mean that
the adversary is allowed to sample random group elements without knowing the
exponents, say using the elliptic curve hashing [27]. Considering the discussed
issue, one can see that to achieve Sub-ZK/Upd-KS in updatable zk-SANRKs,
including Marlin, a more realistic option is to prove them in the more realistic
variant of AGM, namely AGM with hashing [30], and also explicitly construct
the extraction algorithms requited in the games of Sub-ZK/Upd-KS. It is worth
to mention that, by chance, the SRS of Kate et al.’s polynomial commitment
scheme [28] is well-formed and without further modification, its SRS can achieve
trapdoor extractability under BDH-KE assumption. This is the reason that the
updatable zk-SNARKs that directly use Kate et al.’s PC scheme [2§], e.g., Lu-
nar or Basilisk, do not face with the mentioned issue. In the rest, we focus
on constructing a concrete extraction algorithm which is necessary to prove the
Sub-ZK and Upd-KS of Marlin. As we argued above, v cannot be extracted from
the original SRS of Marlin, and we need to slightly modify its SRS to achieve
trapdoor extractability and prove Sub-ZK and Upd-KS.

Marlin with a Trapdoor Extractable SRS. To deal with the discussed issue, the
solution is to force the adversary to add a proof of knowledge of v to the SRS,
such that the simulator would be able to extract v from a maliciously gener-
ated SRS. In earlier works [8I2123], this is simply achieved by forcing the SRS
generator to return ~ in two different groups. Then, relying on the BDH-KE
assumption one can extract v from a maliciously generated SRS. Consequently,
we slightly modify the SRS of Marlin and add a single group element [yz], to it.
Then, we show that in the modified version, the SRS trapdoors can be extracted
from a subverted/updated SRS, which would allow to prove Sub-ZK/Upd-KS.

SRS Generation, (srso,Ily) < SG(R): Given R, first deduce the security param-
eter 1* and obtain (p, G1, G2, Gr, ¢, [1],, [1],) < BGgen(1"); then act as follows:
— Sample Zo, Jo < Z;, and set x¢ := Zo, and 7o := Ao which are the trapdoors

of srsp;

— For £k =0,---,n: compute [1”5]1 , ['yo:z:ﬂl;

— Compute [zo],, and [zoyo],;

— Set srsg = (([mg]l , [’yomlg]l)zzm [zo], , [®oY0],), and the well-formedness
proof ITo = (II}%,115%) = (([v],,[z00]; , [xoly), ([Fo]; , [ol, » [Fo], ,
[Zool));

— Return (srso, Ilo);

Fig. 4: Slightly modified SG algorithm of Marlin. The term [z¢7o], is added to
SRS and proof to make the SRS well-formed and achieve trapdoor extractability.
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SRS Update, (srsi,Hi) < SU(SI’Si_l, {H]_l};;%): Given (srsi_l, {Hj_l};;})),
— Parse srs; 1 := (([271],, [vic12i1] )izos [wioaly s [mio1vialy);

— Sample Z;,7; + Z; as the secret shares to use for updating srs;_i.

Fork =0, netet [a], = 7 [a 1], ) [wat], = 3 - et

— set [wi]y == & - [3i1], and [Tivily 1= 2o - [Tl

— Set srs; = (([mf]l , ['Yﬂﬂl);;:o’[ﬂ?i]g: [i7vi],), and the well-formedness
proof [I; := (H?gg» ) = ((Maly s [wavily s [walo)s (@] [y s (@il
[Z:%i]5));

— Return (srs;, I1;);
SRS Verify, (L/1) < SV(srs;, (1I;)}—o, party): To verify (an i-time updated)
srsi = (([27],, [viad]))izo, [wily , [2i7],), and 1T (UAgg 17%) = (bl »
[z57i]1 > [23]5), (23], sl » [@5]5 5 [2575],)); for j = 0,1, i

If party = P:
1. For k=1, - ,n: check if [xl] =[x k= 1] o [zi],;
2. For k=1,---,n: check if [’ym] = [vixf '], o [mily;
3. Check if [z, o [1], = [1], » [w12,
If party = V:
- If i = 0: srsq is sampled by verifier, and it does not need to be verified.
- Ifi>1:

1. Check if [v0], = [0}, and [zo], = [Zo],;

2. For j =0,1,--- ,4: check if [Z;], ® [1], = [1], ® [Z;], and [1], & [Z;%;], =
['7]']1 hd ['fj]z'

3. For j=1,2,--- iz check if [1], o [x;], = [Z;], ® [x;-1]y, [z575], @[], =
[zi—1vi-1]; @ [Z375], = [l @ [@4]y;

4. For k=1,--- ,n: check if [m ] o [1], [ f 1] o [zi],;

5. Forkzl,u-,n:checkif['y ] o [1], :[%x ] o [zi],;

6. Check if [z;v;], ® [1], = [1], ® [%1:1]2,

Return 1 if all the checks passed, otherwise return 1.

Fig.5: SV and SU algorithms for Marlin with the slightly modified SRS.

We describe the modified SG algorithm of Marlin in Fig. 4] and the new added
element is shown with gray background.

SU and SV Algorithms and Their Efficiency. In Fig. |5, we describe our con-
structed SU and SV algorithms for Marlin with the modified SRS. As the other
cases, the SRS update is multiplicative, and at the end, the updater also gives a
well-formedness proof which includes the new element [Z;7;],. The new element
allows one to verify the well-formedness of the final SRS as well as the validity
of intermediate proofs. The SV algorithm verifies if {IT;}}_, are valid and the
final SRS, srs;, is well-formed.

Using the SU algorithm in Fig. |5, similar to the SG algorithm (in Fig. |4)),
to update the SRS of size n in Marlin, one needs to compute 2 exponentiations
in G2 and 2n + 1 exponentiations in G;. Using the SV algorithm described in
Fig. 5| to verify an i-time updated SRS, i > 1, a prover needs to compute 4n + 2
pairing operations, while a verifier needs to compute 4n + 2 + 9¢ + 4 pairings.
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Security Proofs. Relying on the fact that the underlying PC scheme is secure,
Marlin, is proven to achieve ZK and KS in the AGM model [I4, Theorem 8.1, 8.3
and 8.4|. Our evaluations show that our minimal modification to their PC scheme
does not compromise the security of the original scheme (see App. for further
details). Moreover, in the rest, we show that using the presented SG, SU and SV
algorithms (given in Fig. [d] and [5)), under the BDH-KE assumption (as in [30]),
it is also possible to extract the simulation trapdoors from a subverted /updated
SRS and achieve Sub-ZK and Upd-KS in the AGM.

Lemma 3 (Trapdoor Extraction from a Subverted SRS). Given the
algorithms in Fig. [] and [3, suppose that there exists a PPT adversary A that
outputs (srs;, II;) such that SV (srs;, II;,P) = 1 with a non-negligible probability.
Then, by the BDH-KE assumption (given in Def.|j|) there exists a PPT extractor
Ext 4 that, given the random tape of A as input, outputs (x;,7;) such that running
SG with (x;,7;) results in (srs;, IT;).

Proof. The proof is analogue to the proof of Lemma [I] a0

Lemma 4 (Trapdoor Extraction from an Updated SRS). Given the
algorithms in Fig. [{] and[3, suppose that there exists a PPT A such that given
(srso, ITp) < SG(R), A returns an updated SRS (srs1, 1) s.t. SV(srsy, II1,V) =
1, with a non-negligible probability. Then, the BDH-KFE assumption implies that
there exists a PPT extractor Ext that, given the randomness of A as input,
outputs (T1,71) that are used to update srsg and generate (srsq, IT).

Proof. The proof is analogue to the proof of Lemma [2] a0

3.3 SU and SV Algorithms for LunarLite

LunarLite and its SG algorithm. In 2021, Campanelli et al. proposed Lunar [13]
and compared to Marlin the authors describe several improvements. As we men-
tioned above, Marlin is built over sparse R1CS instances while Campanelli et
al. define a new and simpler version of R1CS, known as R1CS-lite, with only
two characterizing matrices instead of three s.t. one of the matrices can be the
identity matrix. R1CS-lite with almost the same complexity as R1CS can be
utilized to express the language of circuit satisfiability. Meanwhile, the property
of two-matrix instances enables the authors to achieve more efficient and sim-
pler zk-SNARKSs. In addition, Campanelli et al. demonstrate an efficient method
to prove PC soundness with partial opening rather than opening all the com-
mitments. Note that in Marlin and Lunar like Plonk, the prover to commit to
vectors utilizes the Lagrange interpolation basis. For further details, we refer to
the main paper [13]. In Fig. @ we describe the SG algorithm of LunarLite, which
is the most efficient instantiate of Lunar in term of proof size. Lunar has an-
other variant, so called LunarLite2x, which has slightly shorter SRS, but results
in slightly longer proofs.
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SRS Generation, (srso, Ily) + SG(R): Given R, first deduce the security param-
eter 1 and obtain (p, G1, G2, Gr, é,[1], , [1],) + BGgen(1"); then act as follows:
— Sample ¢ := To < Zj, which is the trapdoor associated with srso;

— For k=1, ---,n: compute [1”8]1, {xlg]Q;
— Set srsg = ([a:’g]l,[:c’g}Q)::O, and the well-formedness proof Iy :=

(Hggg, H(l)"d) = ([Io]l ) ([9_30]1 ) [3_50]2));
— Return (srso, Ilo);

Fig. 6: SG algorithm for LunarLite.

SRS Update, (srs;, I1;) < SU (srs; 1, {II;_1}}Z¢): Given (srs,-_1, {Hj_l};;%)>7
— k k no,

— Parse srs;—1 := ([%‘—1]1 , [xi_l]Q)k:O’

— Sample T; < Z;, as the secret share used for updating srs;_1.

— Fork=1,--- ,n:set [azf]l =zF. [xf,l]lg and [mf]Q =zF. [x§,1]2;
— Set srs; = ([2f],, [mf]2)zzo, and II; := (H?gg’nl!nd) —
([xlh ) ([52]1 ) [52]2))
— Return (srs;, I1;);
SRS Verify, (L/1) « SV (srs;, (II;)j—o, party): To verify (an i-time updated)

srs; = ([mf]l , [mﬂz)::o’ and I1; := (H;\gg,]]}"d) = ([z5],, ([75], , [#5],)) for

j:0717"' ai:
If party = P:
1. For k=1,2,---,n: check if [xf]l o[l1],=[1], ® [xﬂQ = [xffl]l o [zi],;
If party = V:
- If i = 0: srsq is sampled by verifier, and it does not need to be verified.
- Ifi > 1:

1. Check that [zo], = [To];;

2. For j =0,1,--- ,i: check if [Z;], o [1], = [1], ® [Z;],;

3. For j =1,2,--- ,4: check if [x;], @ [1], = [z;_1], ® [T;]5;

4. For k=1,--- ,n: check if [mf]l o[1],=[1], ® [mf]z = [mf_l]l o [Ti]y;
Return 1 if all the checks passed, otherwise return 1.

Fig. 7: SU and SV algorithms for LunarLite.

SU and SV Algorithms and Their Efficiency. Fig. [7] illustrates our constructed
SU and SV algorithms for updatable zk-SNARK LunarLite. In order to update
the SRS of size n in LunarLite, one needs to execute the SU algorithm described
in Fig.[7] that similar to the SRS generation algorithm, it requires n+ 1 exponen-
tiations in Gy and n + 1 exponentiations in Go. Using the SV algorithm (given
in Fig , to verify an i-time updated SRS, 7 > 1, a prover needs to compute 3n
pairing operations (importantly, independent of the value of 7), while a verifier
needs to compute 3n + 4i + 2 pairings.

Security Proofs. In [13], authors proved that different versions of Lunar, includ-
ing LunarLite can achieve ZK and KS. However, similar to other constructions,
they did not explicitly prove Sub-ZK and Upd-KS. For example, to prove ZK,
they assumed that the simulation trapdoor z is provided to the simulator. The
same as other constructions, next, we prove that using the SG,SU and SV algo-
rithms (given in Fig@ and , under the BDH-KE assumption, we can extract
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the simulation trapdoors for LunarLite from a subverted or updated SRS, which
implies that LunarLite meets Sub-ZK and Upd-KS.

Lemma 5 (Trapdoor Extraction from a Subverted SRS). Given the
algorithms in Fig. [6 and [7, suppose that there exists a PPT adversary A that
outputs a (srs;, II;) such that SV (srs;, II;, P) = 1 with non-negligible probability.
Then, by the BDH-KE assumption (given in Def.|})) there exists a PPT extractor
Ext4 that, given the random tape of A as input, outputs x; such that running
SG with x; results in (srs;, IT;).

Proof. An srs; and II; that passes verification, namely SV(srsy, IT1,P) = 1, is
structured as if it were computed by SG(R); i.e., there exist values z; € F, s.t.
II; includes [z;], and srs; includes ([z¥] s [xfb)zzo. Therefore, for kK = 1, one
can obtain ([z;] , [zi],).

Let A be an adversary (or subverter) that outputs (srs;, IT;). We then define
algorithm A,,, that runs (srs;, IT;) < A(R), parse II; as above, and returns
([zi]; , [xi]5). Under the BDH-KE assumption (given in Def. [4)) there exists a
PPT extractor Exty, that, given the randomness of A,,, outputs a z; € F)
that can be used to generate ([z;]; ,[z;],). This gives an extractor for A. From
the rest of pairing checks within the SV algorithm, one concludes that all SRS
elements are consistent and the SRS is well-formed. ad

Lemma 6 (Trapdoor Extraction from an Updated SRS). Given the al-
gorithms in Fig. [0 and [], suppose that there exists a PPT adversary A such
that given (srsg,mp) < SG(R), A returns an updated SRS, (srsi,m1), where
SV(srs1, IT11,V) = 1 with a non-negligible probability. Then, the BDH-KE as-
sumption implies that there exists a PPT extractor Ext 4, given the randomness
of A as input, outputs Ty that are used to update srsy and generate (srsq, I17).

Proof. In Corollary [T} we consider the case where A updates the SRS only once.
However, as in [23, Lemma 6], this case is generalizable. Parse ITj as containing
([0l » ([70), » [r0l,)) and srsp includes ([z4], , [25] ).

We consider an adversary A, that given (srsop,Ilp), returns an updated
SRS, srs;, which contains ([x’fh , [m’f]Q)EZO, and a proof m = ([z1]y, ([Z1]; ,
[z1],)) for correct updating. If the SV algorithm accepts the updated SRS,
say SV(srsi,11,V) = 1, then the following equations hold, 1) [z;]; e [1], =
(1; @ [71]y, 2) [z1]; @ 1]y = [zol, @ [71]y, 3) [aa]; @ [1], = [1]; @ [21],. If the
equation 1) holds, under the BDH-KE assumption, there exists an extractor
Extz, that outputs Z;. If Z; is non-zero, then from the other one concludes that
T1 = T1Zxo, and the SRS is well-formed. a

3.4 SU and SV Algorithms for Plonk and Basilisk

Plonk and Basilisk and their SG algorithms. As a subsequent work on Sonic [32],
in 2019, Gabizon et al. [21] designed Plonk as an updatable and universal zk-
SNARK that can be run in two modes: either with a small proof (large SRS)
or with a long proof (short SRS). Although Plonk relies neither on bivariate
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SRS Generation, (srso, Ily) + SG(R): Given R, first deduce the security param-

eter 1 and obtain (p, G1, G2, Gr, é,[1], , [1],) + BGgen(1"); then act as follows:

— Sample o < Z,, which is the simulation trapdoor associated with srso;
chooses an arbitrary ug € Zy};

— Compute [z], and [x’g]1 for k=1,2,---,m;
- Set srso = (([m§]1)::1 s [zo]y 7)’ and Ip := (H(?ggzn(l)nd) =
([x0]1 ) ([350}1 ) [50}2))?

— Return (srso, Ip);

Fig. 8: SG algorithm for Basilisk (and Plonk without [the elements uy)).

polynomials nor sparse matrices that leads to a more general type of constraints,
its SRS depends both on addition and multiplication gates for any given circuit.
While Sonic commits to vectors using standard interpolation basis, Plonk uses
Lagrange interpolation basis. As a subsequent work on Sonic, Plonk, Marlin
and LunarLite, in 2021, Rafols and Zapico [35] presented Basilisk updatable zk-
SNARK. They, first defined a novel information theoretical interactive technique
called Checkable Subspace Sampling (CSS) arguments in which P shows that a
vector is sampled from a subspace based on V’s coin. To be more precise, for a
given matrix M, both P and V agree on a polynomial F'(x) which encodes a row
v within M’s rows space. This method is efficient because, in spite of the fact
that the coefficients of the linear combination defining v are sampled according
to V’s coin, there is no need to perform a linear number of operations in order
to check that F(x) is well-formed. There are a number of trade-offs associated
with universal and updatable zk-SNARK resulting from the CSS proof systems
constructed. The most efficient instantiation is called Basilisk that is built for
a limited constraint system in which R1CS instances’ matrices have a small
constant number of elements per row (it is equivalent to arithmetic circuits of
bounded fan-out). For further details about Plonk and Basilisk, we refer to their
main papers [21I35]. Plonk and Basilisk have almost the same SG algorithms
with a similar SRS elements, except that in the case of Basilisk, there exists
an extra element wu; in the SRS and the SRS is generated with a smaller upper
bound on the size of relation. The reason is that the constraint system used in
Plonk, encodes both the addition and multiplication gates that leads to a longer
SRS. We investigate and construct the SG,SU and SV algorithms for Basilisk,
but with minimal changes they can be adapted and be used for Plonk. We start
by describing the SG algorithm of Basilisk in Fig.

SU and SV Algorithms and Their Efficiency. Fig. 0] describes our constructed
SU and SV algorithms for updatable zk-SNARK Basilisk. By removing the parts
related to the element u;, the algorithms can also be used for Plonk. To one
time updating the SRS of Basilisk, one would need to execute the SU algorithm
that requires to compute n + 1 exponentiations in G; and 2 exponentiations in
Go. On the other side, to verify an i-time updated SRS, a prover would need to
compute 2n pairing operations (independent of the number of updates), while a
verifier would need to compute 4i + 2n + 2 pairings.
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SRS Update, (srs;, II;) < SU (srsi_l, {H]'_l};;é): Given (srsi_l7 {H]‘_l};;g)y

Parse srs;_1 := (([m’f,l] 1)::1 Jwica], ,uifl);

— Sample Z; < Zyp; ‘Chooses an arbitrary @; € Z;‘;

— Set [ui := Ui - ui—1}; [%i], = Ti - [£i-1],; and [xf]l = zk. [xf,l}l for k =

17 27 Ty

Set srs; = (([mﬂl)zzl ], ,), and II; := (HiAgg,HZ!"d) —

(lza]y , ([T, [@ilo));

— Return (srs;, I1;);

SRS Verify, (L/1) «+ SV (srsi, (Hj)z-zo,party): To verify (an i-time updated)
SIs; 1= (([mf]l)::l y [xl]Z a)a and Hj = (HjAgg7H]|'nd) = ([Cﬂjh ) ([jj]l ’ [EJ]Q))
for j=0,1,--- i
If party = P:

1. For k=1,2,--- ,n: check if [a:f]l o [1], = {xf‘lh . [acﬂz;

2. |Check if u; € Zy;

If party = V:
- If i = 0: srsg is sampled by verifier, and it does not need to be verified.
- Ifi>1:

1. Check that [zo], = [To];

2. For j =0,1,--- ,i: check if [Z;], o [1], = [1], ® [Z;],;

3. For j =1,2,--- ,4: check if [x;], @ [1], = [z;_1], ® [T;]5;

4. For k=1,2,--- ,n: check if [:cﬂl o[1], = xf_l]l . [w}]y
;

Return 1 if all the checks passed, otherwise return L.

Fig.9: SU and SV algorithms for Basilisk (and Plonk without [the elements u;]).

Using a minimally modified versions of the algorithms given in Fig. [§ and [0}
to update the SRS of Plonk, one would need to compute 3m + 1 exponentiations
in G; and 2 exponentiations in G, where m is the number of total (addition and
multiplication) gates in the circuit. To verify an i-time updated SRS, a prover
would need to compute 6m pairing operations (independent of the number of
updates), while a verifier would need to compute 4i + 6m + 2 pairings.

Security Proofs. Similar to Lunar [I3], the authors of Plonk and Basilisk have
proved that their schemes achieve ZK and KS. Similarly, by assuming that the
simulation trapdoor x is provided to the simulator. Next, we prove that using the
SG, SU and SV algorithms (given in Fig and@, under the BDH-KE assumption,
one can extract the trapdoor x from a subverted or updated SRS of Basilisk and
Plonk, that shows that they both satisfy Sub-ZK and Upd-KS.

Lemma 7 (Trapdoor Extraction from a Subverted SRS). Given the
algorithms in Fig. [§ and[9, suppose that there exists a PPT adversary A that
outputs a (srs;, I1;) such that SV(srs;, II;, P) = 1 with a non-negligible probability.
Then, by the BDH-KE assumption (given in Def.|j|) there exists a PPT extractor
Ext 4 that, given the random tape of A as input, outputs x; such that running
SG with x; results in (srs;, IT;).
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Proof. The proof is analogue to the proof of Lemma [f] O

Lemma 8 (Trapdoor Extraction from an Updated SRS). Given the al-
gorithms in Fig. [§ and [4, suppose that there exists a PPT adversary A such
that given (srsg,m9) < SG(R), A returns an updated SRS (srsy,m1), where
SV(sts1, IT11,V) = 1 with a non-negligible probability. Then, the BDH-KE as-
sumption implies that there exists a PPT extractor Ext4 that, given the ran-
dommness of A as input, outputs T that are used to update srsy and generate
(srsy, ITh).

Proof. The proof is analogue to the proof of Lemma [6] O

4 Batched SRS Verification Algorithms

By now, we presented SU and SV algorithms for Sonic, Marlin, Plonk, LunarLite
and Basilisk, that allow the parties to update/verify the SRS and bypass the
need for a TTP. However, when running an SV algorithm, the prover needs to
compute at least O(n) pairing operations, where n denotes the number of mul-
tiplication gates in the circuit. On the other hand, the verifier needs to compute
O(n + i) pairings, where ¢ represents the number of updates done on the SRS.
Consequently, even for circuits of moderate size (e.g., n > 10*) with a consider-
able number of updates (e.g., ¢ = 100), the efficiency of these algorithms can be
severely impacted. In Section [5) we will provide concrete numerical examples to
further illustrate this inefficiency.

To make them practical, we use batching techniques from [9] and construct
a Batched version of the SV algorithms, BSV in short, which allow the provers
to verify the SRS by O(n) exponentiations (mostly, short-exponent) and con-
stant pairings, and the verifiers by O(n + ¢) exponentiations (mostly, short-
exponent) and O(i) pairings. To build the BSV algorithms, we use a corollary of
the Schwartz-Zippel lemma stating that if Zf;ll t; X; + Xs = 0 is a polynomial
in Z,[t;] with coefficients X7, ..., Xy, t; < {1,...,2"} fori < s, then X; = 0 for
cach i, with probability 1 —1/2%. Namely, if > #;([a:], ® [bi]y) = 32021 ti [cl
for uniformly random ¢;, then w.h.p., [a;]; ® [bi], = [c]; for each individual
1=1,2,---,s— 1. In Sec. |p| we show that the BSV algorithms can be consider-
ably faster than SV algorithms (at the soundness error rate 278, where 80 is a
statistical security parameter) and even faster at the soundness error rate 2740,

It is worth to mention that, using the batching technique comes at the cost
of a small loss of soundness: even if the batched equation verifies, there is a
probability of at most 27" that one of the non-batched (original) equations was
false. In other words, the BSV algorithms will become probabilistic, and they
will accept incorrect SRSs with negligible probability. Therefore, once using the
BSV algorithms, one needs to modify some of our security results from Sec.
to achieve statistical SRS trapdoor extractability. Next, we describe a BSV al-
gorithm for each of the studied schemes, and then discuss their efficiency.
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Batched SRS Verification, (/1) < BSV(srs;, (I1;)}_0, party):

To verify (an i-time updated) srs; =
(25,5 28], [asab) ) (eat] ) golaily),  and 01 o=
(e, ) = () o)y s [agla) s (23], (0], s[5, a,25), s [a],) ) for
7=0,1,--- 2
If party = P:

1. Sample {tk,tk — Z*}k_in;

2. Check if (7, b - [2F]) o [1], = [1], @ (0, i - [24],);
3. Check if (S0 . t -[xl] ) [, = (Cre g te - [2771])) @ [l
4

. Check if (ZZ:n oot Bk - [aixf]l) o [, - n], e
(Z::—n,k;éo i - [al ] ) (Zk_—n koo Lk [xfh) o [aily;
If party = V:

and{tk7tk (—Z*} ;

*
1. Sample {’I‘Lj, 72,5,73,5,T4,j < Zp} I

2. Check that [zo], = [Zo],, [aoz0], = [@GoZo],, and [ac], = [Go0]y;

3. Check if (Sh_g rg - 2] ) o (1], = [1]; © (Sheo 714 [5:],);

4. Check if (Xigray - [a@]) o [y = [y o (Simerag [@as]y) =

Sico (72 - (73] @ [a5,);

Check if (325_, 7o - [o),) @ (1] = Sjoy (rag - [y-a]y o [37),);

6. Check if (Xi_, ra-[ajwi]) o [, = iy (ray - [o]y o [asly) =
Sy (ray - laj—ami—a]y @ [a;25],);

7. Check if (ZZ wte - [2F] ) e 1, = (1, e (0, te - [wi‘]z)’

8. Check if (32} he—nt1 [w,] )e[l], = (ZkffnJrl ) [ ]1) o [zil,;

9. Check if (Zszn,k;é() e [aifo) o [1], = 1],
(Zzz—n,k;éo i [aixﬂz) = (Zzz—n,k;éo - [:cﬂl) ® [aily;

Return 1 if all the checks passed, otherwise return 1.

o

Fig. 10: BSV: The Batched version of SV algorithm for Sonic.

Batched SV Algorithm for Sonic Fig. describes the batched version of
Sonic’s SV algorithm (given in Fig. [3)). Using the proposed BSV algorithm, to
verify an i-time updated SRS of size n: 1) a prover will compute 7 pairings,
4n exponentiations in Go, and 8n — 1 exponentiations in G1, 2) and a verifier
would need to calculate 4i 4+ 14 pairings, 6n + 27 + 1 exponentiations in G, and
8n + 8i + 2 exponentiations in Gj.

Batched SV Algorithm for Marlin. Our proposed BSV algorithm for Marin
is described in Fig. Using the BSV algorithm, to verify an i-time updated SRS
of size n: 1) a prover will compute 3 pairings and 4n exponentiations (mostly,
short exponent) in Gy, 2) and a verifier would need to calculate 4i + 9 pairings,
3i + 2 exponentiations in Go, and 4n + 67 + 2 exponentiations in Gy.

Batched SV Algorithm for LunarLite. The batched SV algorithm for Lu-
narLite is shown in Fig. Using the proposed BSV algorithm, to verify an
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Batched SRS Verification, (_L/1) < BSV(srs;, (I1;)}_g, party): To verify (an
time updated) srs; = (([z}] L [%xﬂJ::o yzdly s [wevil,), and 1T
(H]Aggv Hjl'nd) = (([ly s [wivaly s [wily)s (6], (9] (@l s [2673l,)); for
0,1,---,i:

If party = P:
1. Sample {1k, to,x < Zp}r=1;
2. Check if (['yzxz} +> 0 (k- [ﬂﬂf]l + lok - [%17?]1)) o[l], = Xho (ta
(571, + tae - [yoat1] ) @ [l + 1] @ [yl
If party = V:
- If i = 0: srsq is sampled by verifier, and it does not need to be verified.
- If ¢ > 1, act as follows,

1. Sample {r1;, 72,735, Ta; < Z*}i ; and {tk, tr Z;} ;
k=1

Check i bol, = roly and ol = [oolys

Check if (325 o 71,5 - [Z5],) @ [y = [1]y @ (X0 715 [Z5]);

Check if [1], o (ZJ —o 723 - i%ils) = 25-0(r2 (i) @ [Z5]0);
Check if [1]1 (ZJ 1784 " [%3]y) = Z (35 - [Z5]; @ [zj-1]5);
CheCkIf(E —1 T [vizs]y) e[l = Zg 1(Tag - [vi—1mi-1], @ [7,%5]5)
22:1(7“4,] [vil; @ [z5]5);

7. Check if ([’yixih + 3 n (e [2F], + e {%xf]l)) e [1],

(i (B 2271, + B [2h1],) ) @ el + 1) @ szl

Return 1 if all the checks passed, otherwise return 1.

AN e

ko

Fig. 11: BSV: The Batched version of SV algorithm for Marlin.

Batched SRS Verification, (/1) < BSV(srs;, (I1;)}_0, party): To verify (an
time updated) srs; = ( xf]l, [mf] Viz1, and II; := (H;‘gg,ﬂj'-”d)
([zs]y > ([75]1, [75]5)) for j = 0,1, i
If party = P:

1. Sample ty < Zy, for k=2,--- ,n;
2. Check if ([z:], + > 5 s tr - [xf]l) o [1], =[1], o ([zi), + > f_s tr - [xf]Q)
([ + 30yt [2571]) @ fils
If party = V:

- If i = 0: srsg is sampled by verifier, and it does not need to be verified.

- If ¢ > 1, act as follows,
1. Sample t;j, s < Zy for j=1,--- ,i;and hy < Zy for k=1,--- ,n;
2. Check if [xo], = [Zo);;
3. Check if ([Zo], + X5, (45 [#5], + 85 [s)y) + 2205, hw [2f],) o [1],

(ZZ:1 b [mf_l}l) d [12}2

Return 1 if all the checks passed, otherwise return 1.

[, o (@0l +375y &5 [T+ 35y b [27],)+ 3052, (85 [l o[2510) +

Fig. 12: BSV: The Batched version of SV algorithm for LunarLite.

i-time updated SRS of size n, 1) a P will compute 3 pairings, n — 1 exponentia-
tions in Go, and 2n —2 exponentiations in Gq, 2) and a V would need to compute
1+ 3 pairings, n + ¢ exponentiations in Go, and 2n + 3i exponentiations in Gy.
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Batched SRS Verification, (/1) «- BSV(srts;, (II;)}—o, party): To verify (an i-
time updated) srs; = (([z} |)kz, [2ily ,wi), and II; = (H?gg7H]'-”d) =
([z],, ([75], , [75],)) for j =0,1,--- i
If party = P:

1. Sample t + Zy for k=2,--- ,n;
2. Check if ([z], + Y p s te - [2F])) @ [y = ([, + D h_y te [2F71])) @ [wil,;
3. Check if u; € Zj;
If party = V:
- If ¢ = 0: srsp is sampled by verifier, and it does not need to be verified.
- If ¢ > 1, act as follows,
1. Sample t;j,s; < Zy for j=1,--- ,i;and hy < Zy for k=1,--- ,n;
2. Check that [z¢], = [Zo);;
3. Check if([¢0]1+zz':1(tj ["E'j]l_"sj [%‘]JJFZZ:l hy [1’?]1).[1}2 = [1}1.
E[«’f}o}ﬁZ}:l t [Z5]5) + 2520 (55 [wg—1)y @ [Z5)y) + (e, e [2771] ) e
T
4. Chegck if u; € Zy;
Return 1 if all the checks passed, otherwise return 1.

Fig. 13: The BSV algorithm for Basilisk (and Plonk without checking w;).

Batched SV Algorithm for Basilisk and Plonk. Similar to the previous
cases, in Fig. [[3] we propose a probabilistic batched variant of the Basilisk’s
SV algorithm (given in Fig. E[) A slightly modified version of this algorithm
can be used for Plonk, just by removing the checks related to u;. However, one
should pay attention that Plonk and Basilisk are using two difference constraint
systems, and the value of n will be different once one uses the same BSV for
both. In summary, by running the BSV algorithm given in Fig. to verify an
i-time updated SRS of size n: 1) a prover will compute 2 pairings and 2n — 2
exponentiations in Gy, 2) and a verifier would need to compute i + 3 pairings,
exponentiations in Go, and 2n + 3¢ exponentiations in G;.

5 Performance Analysis and Identifiable Security

5.1 Implementation Results

Next, we evaluate the efficiency of the presented algorithms using a prototype
implementation in Arkworks library EL which is a Rust library for developing and
programming with zk-SNARKs. We have made the source code of our bench-
marks publicly available to the research community for reproducibility and fur-
ther experimentation El For benchmarking Sonic, Plonk, LunarLite, and Basilisk
we use the algorithms constructed in Sec. 3] and Sec. @] But in case of Marlin,
we use a variant of it, which is implemented in Arkworks El The original paper

! Available on https://github.com/arkworks-rs.

2 Our open-source implementations can be accessed on the Git page at https://
github.com/Baghery/BMS23.

¢ Available on https://github. com/arkworks-rs/marlin|
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Fig. 14: A) SG or SU, B) SVy for a fixed ¢ = 5, C) BSVy for a fixed i = 5, D) BSVy for
a fixed circuit size (n = 10K, m = 30K), E) Comparison of Basilisk’s BSVp and BSVy
for a fixed n = 10K, F) Basilisk’s SG/SU with multi-threading, G) Basilisk’s BSVy with
multi-threading, H) Basilisk’s BSVy with n = 108, and different security parameters in
batching, |) Identifying a malicious SRS updater with recursive verification in Basilisk.

does not explain this variant, which uses a different PC scheme to reduce proof
size, which is a variant of the scheme proposed in [20]. We built the associated
(SG, SU, SV, BSV) algorithms for that version in App.

Our empirical analysis are done with the elliptic curves BLS12-381 that is
estimated to achieve between 117 and 120 bits security [33]. All experiments are
done on a desktop machine with Ubuntu 20.4.2 LTS, an Intel Core 19-9900 pro-
cessor at base frequency 3.1 GHz, and 128GB of memory. All algorithms first are
executed in the single-thread mode, while later we show that they all can be par-
allelized and executed in the multi-thread mode. We also report the benchmarks
for Basilisk in the multi-thread mode, with 16 threads. For the benchmarks, we
report the running times of all the proposed algorithms, for an arithmetic circuit
with different circuit sizes, and by circuit size we mean sum of the multiplica-
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tion and the addition gates. For Plonk, whose constraint system encodes both
multiplication and addition gates, we set the number of addition gates 2x the
number of multiplication gates. This choice was based on the evaluation done
in the original paper [2I]. Motivated by the blockchains and large-scale appli-
cations, we also report the SRS verification/updating times for a big number
of users and large circuits. All times are expressed in seconds or minutes. In
the execution of the BSV algorithms, we first sample some vectors t; of random
numbers from the range [1..2%°], the time of sampling randomnesses are not in-
cluded in the run times of BSV algorithm, as they can be pre-computed. Based
on earlier results, one can re-use the same randomness for different verification
equations, and zk-SNARKs.

The graphs in Fig. summarize our implementation results based on dif-
ferent criteria for all our studied zk-SNARKSs. In the rest, we go through them
sequentially and explain the key points. The plot A compares the run times of SG
and SU in the single-thread mode, for all the studied zk-SNARKSs. Naturally, the
shorter SRS, the faster SG and SU algorithms. The plot B presents the run times
of SV algorithm executed by V, for a 5-time updated SRS and various circuit
sizes. As it can be seen, standard SV algorithms can be very slow for even small
circuits, e.g. circuits of sizes < 50K (this is why we are not giving its timings for
n > 50K). In this case, since the size of SRS (n = 50K), is considerably larger
than the number of updates (i = 5), then the run times of SVp and SVy are
almost the same, therefore SVp is omitted from the plot.

The plot C illustrates the efficiency of BSV algorithm run by V, for ¢ = 5
(5-time updated SRS) and different circuit sizes. One can see that they are
considerably faster than standard SV algorithms, and in some cases they are
very efficient even for large circuits. e.g. circuits of sizes > 1M. Similar to the
last plot, in this setting again the run times of SVp and SVy are very close. In
plot D, we set the circuit size fixed (n = 10K multiplication gates, m = 30K
total gates) and plot the run times of BSVy algorithms for different number
of updates. Similar to the previous plots, we observe that the setup phase of
Basilisk can be considerably faster than other schemes. Therefore, in the rest
of benchmarks, we mainly used Basilisk’s algorithms. In plot E, we compare
the run times of Basilisk’s BSV algorithm executed by the prover (BSVp) and
verifier (BSVy), for a circuit with n = 1K or 10K multiplication gates, and
different numbers of updates. As it can be seen, for the cases that a small circuit
is updated many times, BSVp can be significantly faster, independent of the
number of updates. The plot shows that BSVp for n = 10K, is as efficient as
BSVy for n = 1K and 7 ~ 300.

By now all evaluations are done in the single-thread mode. In the rest, in
both plots F and G, we execute the algorithms of Basilisk in the multi-thread
mode and re-evaluate the efficiency of SU (or SG) and BSVy, for various circuits
and different number of updates. We observed that, the SRS of Basilisk for a
particular circuit with 2M multiplication gates, can be generated/updated in
about 11 min, and verified in less than 1 minute. As mentioned before, within
the BSV algorithms, the randomness vector #; are sampled from [1..2%°] which
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assures that the batching causes security gap not bigger than 278°. This is a
conservative approach. In plot H, we compare the run times of BSVy for Basilisk
in the case that the coordinates of #; were chosen from [1 .. 24°]. This makes the
SRS verification even faster, but at the cost of a bigger error rate, i.e., 2749,

5.2 Identifiable Security in the Updatable SRS Model

In the updatable SRS model [26], the initial SRS generator and the follow-up
SRS updaters attach a proof to each updated SRS, and the parties do not store
every updated SRS but only update proofs. At the end, each party runs the
SV (or BSV) algorithm once to verify the validity of proofs in a chain and then
uses the final proof to check the well-formedness of the final SRS (see Fig. [1]). In
lemmas [T{8] we also observed that after the final update on SRS, it is sufficient
that all the participants in the SRS generation/updating phases run the SV (or
BSV) algorithm only once. In the rest, this case is referred to as the optimistic
case or optimistic verification. As we observed in Fig. in this case the setup
phase of updatable zk-SNARKSs can be significantly fast, and can easily be scaled
for a large number of users (e.g. thousands of parties), without the need for a
third party. However, then the parties would only abort a maliciously updated
SRS at the end, without identifying a malicious party. This can lead to repeat
the SRS generation and updates all over again. Note that, the SV (and BSV)
algorithm verifies the proofs I1; till II;, and the final SRS srs;. If a malicious
SRS generator/updater generates a valid proof but an invalid SRS, it cannot
be detected by just verifying the proofs. To deal with this concern, a naive
solution is to verify the SRS after each update (by either all the participants or
a TTP) and identify the malicious party. In practice, the above approach would
be impractical for large scale applications.

Identifying a Malicious Updater with Logarithmic Verification. Next, we describe
an efficient approach to identify a malicious party in the updatable SRS model.
To this end, the parties need to store all the transcripts, as in current ceremonies,
and then recursively run the BSV (or SV) algorithm for one SRS and a smaller
set of proofs. More precisely, parties would run the BSV (or SV) algorithm of the
target zk-SANRK, with a single SRS and 2%7 2%, e ,210#5 proofs, respectively.
Note that with this approach, only [logi] 4 1 of SRSs are verified (e.g., boldface
SRSs srsy5, srs7, srs11, srsg, srsyp in Fig. , instead of 7. As in practice, the circuit
size is considerably higher than the number of SRS updates, e.g. 222 vs. 100
in current ceremonies, therefore the run time of SV (and BSV) is dominated
by the size of SRS, rather than the number of updates. Due to this fact, in
practice, the proposed verification approach can be considerably faster than the
naive solution. Fig. presents an example of such recursive execution of BSV
algorithms for ¢ = 15. We also evaluate the performance of this approach with
a sample implementation. The plot | in Fig. illustrates the required time to
identify a malicious updater in Basilisk’s setup for different number of updates
with the SRS of a circuit with n = 50K multiplication gates. As it can be seen,
for 2000-time updated SRS of length 50K, the first malicious updater can be
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Fig. 15: Recursive execution of BSV to identify a malicious SRS updater.

identified in less than 20 sec. In similar settings, where n >> i, the identification
time would be independent of the precise position of the malicious updater, and
it will take an approximate run time of logi times that of a single BSV.

As an optimization, one may notice that once a verifier runs the BSV al-
gorithm on the final SRS, e.g. BSVE)M) in the mentioned example, we already
compute the batched form of the proof elements required in all the follow-up
steps of the recursive search, as e.g. S21° t; [wily = Sor_o ti [w], + 02 b [24], =
Z?:o t[z3]; + ZZ:4 t [zi], + Zzlis ti[xi], + Zgiu ti [xi],. By storing a proper
set of batched proofs, one can speed up the follow-up executions of BSV. This
optimization is more effective in cases that the circuit size is small but the SRS is
updated many times. As another optimization, one can precompute the batched
version of the checks on some intermediate SRSs, e.g. srsy1, srs7, srs3, and speed-
up the run times of BSV algorithms in the follow-up steps. Note that our BSV
and SV algorithms, by default verifies all the proofs for j = 0 till the final SRS
srs;, i.e. 7 = 4. In the recursive execution, we need to run the BSV (or SV) algo-
rithm for a particular set of SRSs and proofs. In those cases, one can feed proper
starting and finishing indexes to the BSV (or SV) algorithms. For instance, to
check the SRS srs;; and the set of proofs {IIs, I1g, I119, II11} one needs to run
the algorithms for j = 8 till j = 11, which will verify a batched variant of
(HS, Hg,Hlo, Hll) and the final SRS Srsyp.

In practice, if the values of ¢ and n will be huge, it might happen that the
setup phase would take a long time, especially if a malicious update occurs
during the earlier updates. To minimize the run time, as well as to gain the
benefits of the optimistic verification, an effective solution would be to verify the
updated SRS after a particular number of updates, i.e. one would need to verify
the updated SRS every k updates, where 1 < k < i. Basically, the idea is rather
than verifying every update (the slowest case), or all ¢ updates once (the fastest
case), the parties will verify the SRS after each k updates. If the verification of
srsi, was successful, then the parties will continue with updating the SRS. If not,
they would use the recursive search approach (given in Fig. to find the first
malicious updater and then will continue the SRS update from there (without
the malicious updater).
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Since the entire described procedure is accountable, in practice one can mini-
mize the risk of a malicious SRS update significantly by enforcing a high penalty
for a malicious SRS updater.

6 Conclusion

In this study, we examined the setup phase of updatable zk-SNARKSs. We con-
structed the necessary algorithms, namely (SG,SU,SV), for the setup phase
of various updatable zk-SANRKSs, including Sonic, Plonk, Marlin, Lunar, and
Basilisk. To make SV algorithms practical, we also presented a batched version
of them, called BSV. We constructed the algorithms for the most efficient version
of each zk-SNARK, in terms of proof size. However, the proposed algorithm can
be adapted to their different versions. Our results show that in a few cases, to
achieve better efficiency in the setup phase, one option would be to use a version
of the studied schemes, with a shorter SRS but slightly larger proofs and slower
provers. For instance, Lunar [I3] has a version, so-called LunarLite2x, which has
the same SRS as Basilisk, therefore can be as efficient as Basilisk in the setup
phase, but in cost of slightly longer proofs and slower prover. In another exam-
ple, we observed that Counting Vampires [31] has only two fewer group elements
than Basilisk in the proof, but its SRS size is 17x larger and such an SRS can
result in a prolonged setup.

Meanwhile, we observed that to achieve Sub-ZK/Upd-KS in updatable zk-
SANRKSs, a more realistic model for security proofs could be the AGM with
hashing [30], rather than the original AGM [19].

Moreover, we showed that pairing-based updatable zk-SNARKSs, or other
primitives constructed in the updatable SRS model, by default achieve security
with abort, and the parties cannot identify a malicious SRS generator /updater.
A naive solution to deal with this concern is verifying the SRS after each update
(either by the parties or a third party), but it can be impractical in a large-scale
application. To make it practical, we proposed an efficient recursive verifica-
tion approach, that allows the parties to identify a malicious SRS updater by
a logarithmic number of SRS verification (instead of linear) in the number of
updates. We believe our proposed approach to achieve identifiable security, can
also be used in the MPC SRS generation protocols [29], as well as in other cryp-
tographic primitives (like commitments, signatures, encryptions) constructed in
the updatable SRS model [I6/3U7I22/6].

Finally, our empirical analysis showed that the algorithms are practical for
large-scale applications, and among the current updatable zk-SNARKSs, Basilisk
(and the Lunarlite2x variant of Lunar) can have the fastest setup phase. Count-
ing Vampires, Sonic and Plonk can have a very slow setup phase, which is mainly
because of having a very long SRS or using a specific constraint system (i.e.,
Plonk) that encodes both addition and multiplication gates.
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A Appendix
A.1 Comparison of Updatable zk-SNARKSs

Table 2, compares the efficiency of some known universal and updatable zk-
SNARKsS.

A.2 Polynomial Commitments for a Single Degree Bound

PCs are a key primitive to build an efficient updatable zk-SNARK. In a PC
scheme, a prover commits to a polynomial, and later opens it to an evaluation
of the polynomial at a random point, chosen by the verifier [28]. Next, we re-
call the definition of PC schemes that support a single degree bound chosen
in the setup phase [I4]. Over a field family, 7, a PC scheme, PC, for a sin-
gle degree bound and a single evaluation point consists of the PPT algorithms
PC = (KG, Com, Open, Vfy), defined as follows:

— (ck,vk) < KG(1*, D): Given X in its unary representation, and a maximum
degree bound D € N as inputs, it then samples and returns a key pair
(ck,vk). Note that the keys contain the description of a finite field F € F.

Table 2: An efficiency comparison of the existing updatable and universal zk-
SNARKSs. The pairing operation is shown by P. Additionally, m: #total gates,
mg: #public input wires, n: #multiplication gates, k: #matrix elements with
non-zero values describing the circuit.
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— ¢ + Com(ck,p,w): Given ck, a set of univariate polynomials p = [p;]",
over the finite field F s.t. deg(p;) < D for all i € [n] as inputs, it returns
commitments ¢ = [¢;]7; to the set of polynomials p. The randomnesses
w = [w;]?_; are used when the commitments ¢ are meant to be hiding.

— 7 < Open(ck, p, z,(; w): Given ck, set of univariate polynomials p = [p;]}_,
evaluation point z € F, and opening challenge ( as inputs, it outputs an
evaluation proof 7. Note that the used randomnesses w should be identical
to the ones in the commitment algorithm.

— (1/0) + Vfy(vk,c, z,v,m, (): Given the verification key vk, commitments ¢ =
[¢i]f,, evaluation point z € F, supposed evaluations v = [v;]™_,, evaluation
proof 7, and opening challenge ¢ as inputs, it then outputs either 1, if the
proof 7 confirms that, for each i € [n], the polynomial committed in ¢; has
degree at most D and evaluates to v; at z. Otherwise it returns 0.

A (perfectly) hiding PC scheme satisfies the completeness, hiding, and ex-
tractability properties defined below.

Definition 5 (Completeness). For all degree bounds D € N and efficient
adversary A, a PC, PC, satisfies Completeness property, if:

(ck, vk) 4= KG(1*, D), (p, 2,¢, w) < A(ck, vk), v ¢ p(2),

r =
m < Open(ck,p, z,(;w) : Vfy(vk,c,z,v,m,{) =1 Adeg(p) <D

Definition 6 (Extractability). A PCPC, is called extractable if for all upper
bound D € N and PPT adversaries A, there exists an efficient extractor Ext
s.t. for every efficient public-coin challenger C, efficient query sampler Q, PPT
adversaries B = (By,B2) and a round bound q € N,

(ck,vk) < KG(1*, D), {p; = C(ck, vk, i),
C; < A(Ckv vk, [pj];':l)v Pi < EXt(Cka vk, [pj];:l)v }ié[q]»
Pr | Q < Q(ck, vk, [p;]i_1), (v,st) <= Bi(ck, vk, [p;]i_1,Q),| =1 —negl(}) ,
Sample opening challenge ¢, m < Ba(st, () :
Vfy(vk,c,z,v,m, () =1 A deg(p) <D A v=p(z)

where [cilizy = [eiliy, [pilizy = [Pilily, [diliey = [dillLy. For o Q as the
form of T x {z} s.t. T C [n] and z € F we set ¢ := [¢ilier, P := [pilicr and
d = [d]ier

Definition 7 (Simulation-based Hiding). A PC PC, satisfies
(simulation-based) hiding if there exists a polynomial-time simulator
Sim = (Simkg, Simcom, Simopen) such that, for every mazimum degree bound

D €N, round bound q € N and NUPPT adversary A = (Ay, Az, As), we have,

|Pr[Real(1*, D, A) = 1] — Pr[ldeal(1*, D, A) = 1]| < negl(\) .
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Real(1*, D, A) : Ideal(1*, D, A) :
(ck, vk) + KG(1*, D); (ck, vk, T) + Simkg(1*, D)
Let co :=L; fori € [q]: Let co :=1; fori € [q] :
- (Pis ha) = Au(ck, vk, [e5]520); - (Pi i) = Ax(ck, vk, , [e;]i2h);

-if hi =0 : sample w; +s F; -if h; = 0: sample w; <sF; and

- else: set w; i=1; compute ¢; < Simcom (T, |Pi|; Wi);

- ¢; <= Com(ck, pi, wi); - else: set w; :=1; and compute

c:=[cili_y, pr= [Py, W= [wiliys real ¢; + Com(ck, pi; w;);
([Qs]5=1, [¢]5=1,5t) + Aa(ck, vk, c); c:=lali_, pi=[piis,, wi=[wii;
fori € [t] : Zero out hidden polynomials: p’ = [hipi]?_,;
m; < open (ck, p, @, (j; W); (1Q5)t =1, [¢i]=1, 5t) < Az (ck, vk, c);
return b < As(st, [m;]5-1). for i € [t] : mj < Simopen (7, ', P(Q5), Qj, (53 W);

return b < As(st, [m;]5=1).

B More On Marlin Updatable zk-SNARK

B.1 Marlin’s PCs with a Slightly Modified SRS

In [T4], authors presented two PC schemes in the GGM and AGM, and then
used them to instantiate their general transformation and obtain updatable zk-
SNARK. Marlin is obtained by instantiating their general transformation with
their AGM-based scheme. However, in Sec. we showed that in order to use
the AGM-based one, to build a updatable zk-SNARK, one needs to slightly
modify its SRS and add a single group element to its SRS. The same issue also
exists in their GGM-based PC.

In this section, we describe a new variant of their AGM-based construction
that has an additional group element, namely [z7]2, in the SRS, and allows us to
prove Sub-ZK and Upd-KS in Marlin. A similar modification needs to be done
on their GGM-based PC scheme, while using it in updatable zk-SNARKs. Next,
we summarize the modified version of their AGM-based PC scheme, which the
only difference is that it has an additional element in the SRS.

— (ck,vk) < KG(1*,D): Given a A in its unary representation, it runs the
bilinear pairing generator BG := (p,G1,G2,Gr,é,[1];,[1],) + BGgen(1*),
and samples the random integers x,y < F, and then computes:

1, [, [7], ... [«P]

]y yely [7m2]1 hxD]l

It sets ck := (BG,I") and vk := (D, BG, [1]; , [z]5, [z070],) and then returns
(ck,vk) as output. Note that the element [z¢70], is not needed to commit
and verify openings, but it is useful to verify ck and also achieve trapdoor
extractability in the updatable SRS model.
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— ¢ + Com(ck, p, w): Given commitment key ck, for any univariate polynomial
p; € p for i € [n] of degree deg(p;) < D it computes the commitment
c; := [pi(z)]; + [ypi(z)];. It then returns c := [c;]ie[n] as output.

— m <« Open(ck, p,z,{;w): Given ck, a single evaluation point z € F, and
opening challenge ¢ € F,, it computes the linear combination of poly-
nomials p(X) = > ('p;(X) and p(X) = >, ('p;(X) and the wit-
ness polynomials w(X) := %:Z(Z) and w(X) = %:f(z). It then sets
w = [w(z)]; + [yw(x)]; and 7 := p(z) and then returns the evaluation proof
m:= (w,?) as output.

— (1/0) « Vfy(vk,c,z,v,m (): Given the verification key vk, commitments
¢ = [¢;]!, evaluation point z € F,, and opening challenge ¢ € F,,, it calcu-
lates the linear combination C' := Y7 | (*¢; and the lineanr combination of
evaluation as v := .., (*v; and check the validty of the following pairing
product equation:

(C = [v]y = [yo],) o [1]y == w e ([z], — [2],) -
If it holds, then it accepts the proof; otherwise it rejects the proof 7.

In [T4, Theorem B.12, Lemmas B.13-B.15], authors showed that under Strong
Diffie-Hellman (SDH) assumption, the above PC scheme satisfies hiding, bind-
ing, and extractability against algebraic adversaries. By minimal modification
to their security proofs it can be shown that the modified scheme still achieves
hiding, binding, and extractability in the AGM.

B.2 On the Setup of Marlin with the Shortest Proofs

In [I4], authors presented two PC schemes in the GGM and AGM, where the
AGM-based one is more efficient. In Sec. we described the SG,SU,SV and
BSV algorithms for Marlin, once it is instantiated with a minimally modified
version of the AGM-based one. However, in practice, to obtain shorter proofs,
in the latest version of Marlin’s implementation [} authors use a different PC
scheme, that can be considered as a variant of the scheme proposed in [32], which
is optimized in [20]. Next, in Fig. we present the SG, and SU algorithms for
the mentioned PC, which we use in our implementations and comparisons E Note
that similar to the PC schemes proposed in Marlin, the SRS of the implemented
PC scheme was not trapdoor extractable, and similar to previous cases we add
[vz]2 to the SRS, which allows to extract the simulation trapdoors. Also in
Fig. we describe the SV and BSV algorithms corresponding to the SG and
SU algorithms described in Fig.

4 Available on https://github.com/arkworks-rs/marlin.
5 Specifically, the details about the SRS elements of this variant are provided with
Pratyush Mishra, a co-author of Marlin, in a private communication.
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SRS Generation, (srso, Ily) + SG(R): Given R, first deduce the security param-
eter 1 and obtain (p, G1, G2, Gr, é,[1], , [1],) + BGgen(1"); then act as follows:
— Sample Zo, Yo < Zj, and set zo := Zo, and yo := Jo which are the trapdoors
of srsp;
— For £ =0,--- ,n: compute [xﬁ]l;
— For £ =0,---,5: compute [fyoa:g]l;
— For k=1,2,4,8,--- ,logn: compute [acak}z;
— Compute [z0],, and [zo70],;

n 5 —

— Set srso = (([mg]l)k:() ) ([705”5}1)1@:0’ (2o l]2 s [zoly s [$070]2)’ for 1
1,2,4,--- ,logn, and the well-formedness proof ITo := (IT3%, II}9) :=
(([70]1 ) [mo’yo]l ) [1‘0}2)7 ([3_30]1 ) H/O]l ) [50}2 ) [:?0’70]2));

— Return (srso, Ilo);

SRS Update, (SI’S»;, H»L) — SU(SFS»L;l7 {ij1};;%)) Given (SI’SZ'717 {ijl};-;é),
n 5 —
— Parsesrs; 1 := (([wf_ﬂl)kzo ([rimazia] ),y s [Eita] s [wicaly s [wicayiaal

forl=1,2,4,--- ,logn;

— Sample Z;,7; < Zj, as the secret shares to use for updating srs; 1.

— For k=0,---,n: set [:rf]l =z [xf,l]l, [%-xf]l =7,z - [fyi_lzrf,l]l;
— For k=0,---,5: set [’yixﬂl = 5,z - [’yi,m:f_l]l;

— For k=1,2,4,--- ,logn: set [ac:kh = a‘c;k . [a:;_kl]g;

— set [561]2 =T [131'_1]2 and [a:fyi]2 =T - [:ci_fyi_lb;

= set srsi = (([28])1 (naf])h_y» [o7 Dy [l s [l ), for @ =
1,2,4,--- ,logn, and the well-formedness proof II; := (Hf‘gg,Hl'-”d) =

(([va)y s [avily s [wily), (@] 5 W)y, [®aly , [269i)0))s
— Return (srs;, I1;);

Fig. 16: SG and SU algorithms for the implemented variant of Marlin.

On the Efficiency of SU, SV, and BSV Algorithms in Marlin: Using the SU
algorithm described in Fig. similar to the SG algorithm, in order to update
the SRS of size n in Marlin, one needs to compute log log n exponentiations in Go
and n + 6 exponentiations in G;. Using the SV algorithm described in Fig to
verify an i-time updated SRS, ¢ > 1, a prover needs to compute 2n+loglog n+12
pairing operations (importantly, independent of the value of 7), while a verifier
needs to compute 2n + loglogn + 97 4+ 16 pairings. To verify an i-time updated
SRS of size n more efficiently, using the BSV algorithm (given in Fig. ,

— a prover will compute 4 pairings, loglogn exponentiations in G, and 2n +
loglogn + 10 exponentiations in Gy,

— and a verifier would need to compute 2¢ + 9 pairings, 2¢ + loglogn exponen-
tiations in Go, and 2n + loglogn + 5¢ 4+ 10 exponentiations in G,

which in practice is considerably faster than the standard SV algorithm.

»
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SRS Verify, (L/1) « SV(srs;, (II,)i—o, party): To  verify (an i-time up-
n 5 _
dated) srs; = (([wﬂ 1)k:0 , ([%xf] 1)k:07 [xz 1}27 i, [zivi] )
for 1 = 1,2,4,---,logn, and I, = (I, ]'['”d) =
(s lwgvily s lesl)  ([25)y 5 By » [@5la  [8575),) )5 for 5 = 0,1,
If party = P:

1. For k=1,---,n: check if [xf]l o[1], = [ 1] o [zi],;

2. For k=1,---,5: check if [%xk] o[1], = ['71951 ] o [2:],;

3. For k=1,2,4,--- ,logn: check if [m(log") k} o [1], [ log”] . [;t;kkg
1 1

4. Check if [zivi], o [1 b =[]y o [rizi]y;

If party = V:
- If ¢ = 0: srsp is sampled by V, and it does not need to be verified.
-Ifi>1:

1. Check if [v0], = [0}, and [zo], = [Zo],;
2. For j =0,1,--- ,4: check if [Z;], ® [1], = [1], ®[Z;], and [1], ® [Z;7;], =
[Vily @ [%5],- ' _
3. For j =1,2,--- ,i: check if [1], ® [x;], = [Z;], ® [xj-1],, [z;7], @ [1], =
[zj—17i-1]; ® [Z;95], = [v5], @[],
For k=1,---,n: check if [mf] o[l], =[x f_l]l o [zi],;
For k=1, ---,5: check if [’yzm ] o[1], = [fylmf_l]l o [4],;
For k =1,2,4,--- ,logn: check if [milog") k] o[1], = [xiog"] . [x;k}z;
1
1

A

1
7. Check if [z;vi], ® [1], = [1]; ® [viza]y;
Return 1 if all the checks passed, otherwise return

Batched SRS Verification, (L/1) <+ SV(srs;, (I1;)}_0, party): To verify (an i-
. n 5 _
time updated) srs; := (([mf] l)k:O  ([viz?] 1)k=0 [ l]2 [zl [1171"71']2), for | =
1,2,4,--+ logn, and IT; := (H?égaﬂ}"d) = (Il =il s [25]e)s (&5 sl
["Z,]'}2 ) [j]:}/]]Q))v fOI‘ J= 07 17 U
If party = P:
1. Sample {tlk <—Z*}k 1 {tQk (—Zp}k 1 {t3k <—Z*}k 1,24, logn
2. Check if ([yizily + Xhoy (brk - [25],) + 242y (t2k - [vawf] )+Zlog”( 8,k
[0 7] ) @ 11, = (0L (b - [oF1],) + S0 (tak - [l 1]1» .

[y + [2177] @ (st ma togn (B - [271,)) + (11, @ Py
If party = V:
- If i = 0: srsg is sampled by verifier, and it does not need to be verified.
- If ¢ > 1, act as follows,

1. Sample {r1,j, r2,;, 73, Ta; Zp}] —o; and {t1x « Zp}ip_1, {t2x

Zg}pers {tsk < Zp}i1 2.4 togns
Check if frol, = (o], and ol = 7ol

Check if (ZJ —o 14+ [T5]) o [1], = [1]; e (Z;:O 1 [T5]5);

Check if [1], o (Zg_:o 72,5 - i%sls) = 25—0(r2g il @ [25]0);

Check if [1]; (3271 3,5 - [23]5) = 2251 (a5 - [Z5]; @ [zi-1],);
Ch_eCklf(Zj 1 Tagc[vizsl) e (1], = ZJ ((rag - [vicami—a], o [V:35],) =
22:1(7"4,] '[7]]1 [xj]z)»

7. Check if ([yizil, + 3oy (k- [2f] )+ 302, (b [viwk] )+ 20057 (s
4] et = (et o+ 2 - st e

il + [15"] @ (D2 togn (k- [2741,0) + 1), @ Dyl
Return 1 if all the checks passed otherwise return L.

S ov ik W

Fig.17: SV and an BSV algorithms for Marlin with the shortest proofs.
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