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Abstract. Recently, in post-quantum cryptography migration, it has
been shown that an IND-1-CCA-secure key encapsulation mechanism
(KEM) is required for replacing an ephemeral Diffie-Hellman (DH) in
widely-used protocols, e.g., TLS, Signal, and Noise. IND-1-CCA securi-
ty is a notion similar to the traditional IND-CCA security except that
the adversary is restricted to one single decapsulation query. At EU-
ROCRYPT 2022, based on CPA-secure public-key encryption (PKE),
Huguenin-Dumittan and Vaudenay presented two IND-1-CCA KEM con-
structions called Tcn and Twu, which are much more efficient than the
widely-used IND-CCA-secure Fujisaki-Okamoto (FO) KEMs. The securi-
ty of Tc g was proved in both random oracle model (ROM) and quantum
random oracle model (QROM). However, the QROM proof of Tc g relies
on an additional ciphertext expansion. While, the security of Ty was
only proved in the ROM, and the QROM proof is left open.

In this paper, we prove the security of Ty and Try (an implicit variant
of Tx) in both ROM and QROM with much tighter reductions than
Huguenin-Dumittan and Vaudenay’s work. In particular, our QROM
proof will not lead to ciphertext expansion. Moreover, for Try, Ty and
Tcr, we also show that a O(1/q) (O(1/¢%), resp.) reduction loss is u-
navoidable in the ROM (QROM, resp.), and thus claim that our ROM
proof is optimal in tightness. Finally, we make a comprehensive compar-
ison among the relative strengths of IND-1-CCA and IND-CCA in the
ROM and QROM.

Keywords: quantum random oracle model - key encapsulation mecha-
nism - 1CCA security - tightness - KEM-TLS

1 Introduction

With the gradual advancement of NIST post-quantum cryptography (PQC) s-
tandardization, research on migration from the existing protocols to post-quantum
protocols with new standardized algorithms has been a hot topic. For ephemer-
al key establishment, one has to move the current Diffie-Hellman (DH) key-
exchange to post-quantum key encapsulation mechanisms (KEMs).



The security goal required for such a substitutive KEM has been thoroughly
analyzed for TLS 1.3 [15, 21], KEM-TLS [37, 38], Signal [9] and Noise [2]. In gen-
eral, the security of these DH-based protocols is proved based on the PRF-ODH
assumption [10]. But, when one uses KEM to replace DH, IND-1-CCA security
is required instead, see post-quantum TLS [15,21,37, 38|, post-quantum Sig-
nal [9] and post-quantum Noise [2]. In addition, Huguenin-Dumittan and Vau-
denay [21] pointed out that IND-1-CCA KEMs are also used in Ratcheting [4,
25, 32]. Roughly speaking, IND-1-CCA security says that the adversary is re-
quired to distinguish an honestly generated key from a randomly generated key
by making at most a single decapsulation query.

IND-1-CCA security is obviously implied by IND-CCA security that has been
widely studied in [16,17,35,22-24,6,26,19,14]. In general, IND-CCA-secure
KEMs are obtained by applying Fujisaki-Okamoto-like (FO-like) transform to a
OW /IND-CPA-secure public-key encryption (PKE). In particular, all the KEM
candidates to be standardized and Round-4 KEM submissions [30] adopted
FO-like construction. The current implementations of KEM-TLS [37, 38], post-
quantum TLS 1.3 [31] and post-quantum Noise framework [2] directly take
IND-CCA-secure KEMs as IND-1-CCA-secure KEMs. However, FO-like IND-
CCA-secure KEMs require re-encryption of the decrypted plaintext in decapsu-
lation, making it an expensive operation. For instance, as shown in [21], when
re-encryption is removed, there will be a 2.17X and 6.11X speedup over decapsu-
lation in CRYSTALS-Kyber [8] and FrodoKEM [28] respectively. Moreover, the
re-encryption makes the KEM more vulnerable to side-channel attacks and al-
most all the NIST-PQC Round-3 KEMs are affected, see [39, 3]. Meanwhile, the
side-channel protection of re-encryption will significantly increase deployment
costs and thus complicate the integration of NIST-PQC KEMSs [27]. Therefore,
designing a dedicated IND-1-CCA-secure KEM without re-encryption was taken
as an open problem raised by Schwabe, Stebila and Wiggers [37].

This problem was recently studied by Huguenin-Dumittan and Vaudenay [21].
They found that simple modification of the current FO-like KEMs can achieve
an IND-1-CCA-secure KEM without re-encryption. In detail, they presented two
constructions. One construction (called Topy) is that an additional hash value
of message and ciphertext is appended to the original ciphertext (usually called
key-confirmation). The security of Ty was proved in the random oracle model
(ROM) with tightness egr &~ O(1/q)e 4, and in the quantum random oracle model
(QROM) with tightness eg ~ O(1/¢>)e%, where €g (e, resp.) is the advantage
of the reduction R ( adversary A, resp.) breaking the security of the underly-
ing PKE (the resulting KEM, resp.), and ¢ is the number of A’s queries to the
random oracle (RO). Different from ROM, QROM allows the adversary to make
quantum queries to the RO. To prove the post-quantum security of cryptosys-
tem, one has to prove in the QROM [7]. Unfortunately, the QROM proof of Tc g
in [21] relies on key-confirmation (i.e., an additional length-preserving hash is
required)?, which will leads to a ciphertext expansion.

3 The length-preserving property of the additional hash is implicitly required by the
QROM proof in [21] and will increase the ciphertext size by |ct| + |m/|, where |ct|



The second construction given in [21] is T, where ciphertext ¢ is obtained
by encrypting a randomly message m, the key is derived by H(m,¢). In decap-
sulation, if m’ = Dec(sk,c) = L, L is returned, otherwise H(m’,c) is returned,
where Dec is the decryption algorithm of PKE, and sk is the secret key. In fact,
Ty is the same as U~ in [17]. Note that both Teg and Ty do not require re-
encryption. But, compared with Topr, T will not lead to ciphertext expansion.
However, Huguenin-Dumittan and Vaudenay [21] only gave the ROM proof of
Ty with tightness er ~ O(1/¢%)e4. The QROM proof is left open due to the
challenge that a lot of RO programming property is used?.

1.1 Owur Contributions
Our contributions are as follows.

1. First, we prove the security of Ty and its implicit variant Try in both ROM
and QROM. Tgry is the same as the Ty except that in decapsulation a
pseudorandom value H (%, ¢) is returned instead of an explicit L for an invalid
ciphertext ¢ such that Dec(sk,c) = L. In particular, our QROM proof will
not lead to ciphertext expansion. In the ROM, our reduction has tightness
er ~ O(1/q)e, which is much tighter than er ~ O(1/¢%)e 4 given by [21] for
Ty. In the QROM, our reduction achieves tightness eg ~ O(1/¢?)e%, which
is tighter than eg ~ O(1/¢®)€e% given by Huguenin-Dumittan and Vaudenay
in [21] for Tey (with ciphertext expansion).

2. Then, for Ty, Try and Tcpg, we show that if the underlying PKE meets
malleability property, a O(1/q) (O(1/¢?), resp.) loss is unavoidable in the
ROM (QROM, resp.). That is, our ROM reduction is optimal in general.
Roughly speaking, the malleability property says that an adversary can ef-
ficiently transform a ciphertext into another ciphertext which decrypts to
a related plaintext. In particular, such a malleability property is met by
real-world PKE schemes, e.g., ElGamal, FrodoKEM.PKE [28], CRYSTALS-
Kyber.PKE [8], etc..

3. Finally, we compare the relative strengths of IND-1-CCA and IND-CCA in
the ROM and QROM, see Fig 1. For each pair of notions A, B €{IND-1-
CCA ROM, IND-CCA ROM, IND-1-CCA QROM, IND-CCA QROM}, we
show either an implication or a separation, so that no relation remains open.

is the PKE ciphertext size and |m| is the message size. Very recently, Huguenin-
Dumittan and Vaudenay [20] updated their ePrint version and presented a new
proof for Tom using the extractable RO technique [14] with improved bound er =
O(1/¢*)e4 — O(¢3/2™) — O(q/+/2™) (n is the RO-output length), which removes the
length-preserving requirement. But, the additional key-confirmation is still required.
At EUROCRYPT 2022, Huguenin-Dumittan and Vaudenay [21] conjectured that the
popular compressed oracle technique proposed by Zhandry [42] might be of use in
the QROM proof. Surprisingly, in our QROM proof, only the other two well-known
techniques called one-way to hiding (O2H) [1,6] and measure-and-reprogram [12]
are used.
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Remark 1. Our construction Ty is essentially the construction U4 in [17], ex-
cept that the secret seed s in decapsulation is replaced by a public value x (x
can be any fixed message). In fact, our proof can work for both secret seed and
public value thanks to the newly introduced decapsulation simulation technique,
while the current IND-CCA proofs for implicit FO-KEMs (e.g., see [17,22]) can
only work for secret seed. We choose to replace secret seed by public value s-
ince it reduces the secret key size and makes the construction more concise.
Morerover, from a high-assurance implementation (i.e., side-channel protected)
point of view, public value is also preferable to secure seed, see comments by
Schneider at NIST pqc-forum [36].

Table 1: Reduction tightness in the ROM/QROM.

Transf . Reduction  Ciphertext R . ROM or
ranstormation tightness expansion eencrypion QROM

FO [17] €ER R €A N Y ROM

Tecu [21] €ER ~ O(]./q)E_A Y N ROM

Tw [21] er ~ O(1/¢%)ea N N ROM

Our Try and Ty er = O(1/q)ea N N ROM
FO [24, 6] er ~ O(1/q)e% N Y QROM
Ten [21] er ~ O(1/¢%)e4 Y N QROM
Our Try and Ty €r ~ O(l/qQ)ei‘ N N QROM

6.1
IND-1-CCA ROM IND-1-CCA QROM
6.2
6.2 6.2
6.1
IND-CCA ROM IND-CCA QROM
6.1

Fig. 1: The relations among notions of security for KEM. An arrow is an implication,
and there is a path from A to B if and and only A = B. The hatched arrows represent
separations actually we prove. The number on an hatched arrow refers to the theorem
in this paper which establishes this relationship.



1.2 Practical Impact

An IND-1-CCA KEM is sufficient to replace Diffie-Hellman in the post-quantum
migration of the widely-deployed protocols, such as TLS 1.3, Signal and Noise.
Our results show that IND-1-CCA-secure KEMs can be constructed in the ROM
and QROM without re-encryption and cipher-expansion. Compared with IND-
CCA-secure KEMs based on FO transform, such as CRYSTALS-Kyber, the IND-
1-CCA-secure KEMs based on Ty and Try do not require the re-encryption in
decapsulation. The re-encryption is highly vulnerable to attacks and its side-
channel protection will significantly increase deployment costs. Thus, from a
practical point of view, removing the re-encryption of FO-like KEMs will improve
the performance of embedded side-channel secure implementations. Therefore,
according to our results, one can easily transform CRYSTALSCKyber.PKE into
an IND-1-CCA-secure KEM without re-encryption and cipher-expansion, and
then establish post-quantum-secure variants of TLS 1.3, Signal and Noise with
better performance in the embedded implementation.

1.3 Open Problem

We prove a O(1/q) (O(1/¢?), resp.) loss is unavoidable in the ROM (QROM, re-
sp.) for the IND-1-CCA KEMs in this paper and [21]. Our ROM proof essentially
matches this loss. However, our QROM tightness does not match O(1/¢?). Thus,
a natural question is can our QROM reduction tightness be further improved,
or can one find a new attack that matches the QROM proof in this paper.

1.4 Technique Overview

Construction and reduction. Re-encryption is the core feature of FO-like
CCA-KEMSs, which guarantees that only specific valid ciphertexts can be correct-
ly decapsulated, and thus makes the decapsulation simulation in the ROM/QROM
proof easy (see [16,17,35,22-24,6,19, 14,18]). However, on the other hand, as
mentioned earlier, removing the re-encryption will bring a significant speed boost
in decapsulation [37,21] and reduce the risk of side-channel attacks [39, 3].

However, removing re-encryption makes the current decapsulation simulation
for FO-like CCA-KEMs incompatible with the KEMs in this paper and [21].
So the key in the proof is the decapsulation simulation. We note that for a
valid ciphertext & such that (Dec(sk,¢) = m # 1)°, the decapsulation returns
H(m,¢). Thus, if we reprogram H(m,¢) to a random k, we can simulate the
decapsulation of ¢ using k without knowledge of sk. To guarantee the consistency
between the outputs of H and the simulated decapsulation, one needs to correctly
guess when the adversary makes a query (m,¢) to H, and perform a reprogram
at that time. In the ROM, a randomly guess is correct with probability 1/q.

5 In the full proof of Tra, the invalid case Dec(sk,&) = L is integrated into the valid
case Dec(sk,c) # L. while, the security of T is directly reduced to the security of
TrH.



In the QROM, due to adversary’s superposition RO-query, it is hard to define
when the adversary makes a query (m, ¢). Therefore, in the QROM, we argue in a
different way. We find that the consistency between H and the simulated decap-
sulation can be guaranteed if the predicate Decap(sk,c) = H(m,c) is satisfied.
Don, Fehr, Majenz, and Schaffner [13,12] showed that a random measure-and-
reprogram can keep the predicate satisfied with a high probability. However,
the measure-and-reprogram in [13,12] cannot be directly applied to our case.
This is due to the fact that the random measure in [13,12] is performed for all
the H-queries while in our case there is an implicit (classical) H-query used in
the real decapsulation that will be removed in the simulated decapsulation and
thus can not be measured. In this paper, extending the measure-and-reprogram
technique in [13, 12], we derive a variant of measure-and-reprogram (see Lemma
3.1), which is suitable for our case. With this new measure-and-reprogram, the
QROM adversary can accept the simulation of both H and the decapsulation
oracle with probability at least O(1/¢?).

When embedding the instance of the underlying security experiment into
the IND-1-CCA instance, we successfully embed an IND-CPA instance without
reduction loss in the ROM. While in [21] a OW-CPA instance is embedded with
a O(1/q) loss in the ROM. In the QROM, the instance embedding is very tricky.
We extend the double-sided O2H technique (see Lemma 2.3) to argue the QROM
instance embedding, more details please refer to the proof of Theorem 4.2.

We also remark that one can easily extend the results in this paper to the
IND-q-CCA KEM case for any arbitrary constant g. But, as aforementioned,
IND-1-CCA KEM is sufficient in practical protocols, e.g., TLS 1.3, KEM-TLS.

Attack and tightness. Re-encryption in the FO-like KEMs will guarantee that
only the ciphertexts generated by derandomization are identified as valid. That
is, any ciphertext obtained by transforming another valid ciphertext can be
identified as invalid by re-encryption check. However, for the IND-1-CCA KEMs
in this paper and [21], the re-encryption check is removed. Thus, given a challenge
ciphertext ¢* < Enc(pk,m*) to distinguish Ky = H(m*,c*) from a random
K, if an adversary B can efficiently transform c* into another ciphertext ¢’
such that Dec(sk,c’) = f(m*) for some specific function f (this property is
defined as malleability), then B can derive a hash value tag = Decap(sk, ') =
H(f(m*),c*). Thus, B can search for m* such that tag = H(f(m*),c*) from
the message M by querying the random oracle H, and finally use H(m*, c*) to
distinguish Ky from K. By detailed analysis, we show B can achieve advantage
at least O(g/2") in the ROM (O(¢?/2*) in the QROM). For a A-bit secure
PKE, any PPT adversary breaks the security of PKE with advantage at most
O(1/2*). Thus, we can claim that a O(1/q) (O(1/¢?), resp.) loss is unavoidable
in the ROM (QROM, resp.) for the IND-1-CCA KEMs in this paper and [21].

Implication and separation. By introducing a proof of quantum access to
random oracle given in [40], we construct a KEM that is provably IND-CCA-
secure (hence also IND-1-CCA secure) in the ROM, but cannot achieve IND-
1-CCA security (hence also IND-CCA security) in the QROM. In addition, we
show that applying our Hpry to lattice-based PKE, e.g., FrodoPKE [28], can




derive an IND-1-CCA ROM (and also QROM) secure KEM. However, such a
KEM cannot achieve IND-CCA security in the ROM (hence QROM). The other
implication relations can be trivially obtained.

1.5 Related Work

The tranformations in [21] and our paper are similar to U-transformation which
is originally proposed in [11] and converts a OW-PCA-secure/deterministic P-
KE into an IND-CCA-secure KEM. The U-transformation has various variants,
including U, U£, HUL, HU* QUL, QUZ, UL, U5, For QUL and QU‘L/
Hofheinz, Hévelmanns and Kiltz [17] showed that the IND-CCA security of KEM
can be reduced to the OW-PCA security of PKE with tightness eg ~ O(1/¢%)e%
The OW-PCA security is the same as the OW-CPA security except that the ad-
versary can additionally access a plaintext-checking oracle that judges whether
decryption of a given ciphertext is equal to a given plaintext. For implicit trans-
formations U and U4, Jiang, Zhang, Chen, Wang and Ma [22] showed that the
IND-CCA secumty of KEM can be reduced to the quantum variant of OW-PCA
security of PKE or OW-CPA security of deterministic PKE (DPKE) with tight-
ness eg ~ O(1/¢*)e%, which is further improved to eg ~ O(1/q)e% by Jiang,
Zhang and Ma [24], improved to eg ~ €4 by Bindel, Hamburg, Hovelmanns,
Hilsing and Persichetti [6], and improved to eg = O(1/q)e4 by Kuchta, Sakzad,
Stehlé, Steinfeld and Sun [26]. In particular, Saito, Xagawa, and Yamakawa [35]
gave a tight reduction for U;f,‘;/ from a newly introduced security (called disjoint
simulatability) of DPKE to the IND-CCA security of KEM. This tight result
was subsequently extended for the explicit HU f;l by Jiang, Zhang and Ma [23].
For HU: and HU*, Bindel, Hamburg, Hévelmanns, Hiilsing and Persichetti [6]
showed that the same QROM results can be achieved as the implicit variants.
Recently, Don, Fehr, Majenz and Schaffner [14] first proved the QROM security
of U 7. Note that all the U-transformations require re-encryption in decapsula-
tion except U+ and U (see [17,22]). However, the proofs for U+ and U< in [17,
22] require the underlying PKE satisfies OW-PCA security, which is usually ob-
tained by using de-randomization and re-encryption.

2 Preliminaries

Symbol description. A security parameter is denoted by A. The set {0,--- , ¢}
is denoted by [g]. The abbreviation PPT stands for probabilistic polynomial time.
K, M, C and R are denoted as key space, message space, ciphertext space and

5 The symbol L (&) means explicit (implicit) rejection, m (without m) means
K = H(m) (K = H(m,c)), H (Q) means an additional (length-preserving) hash
value is appended into the ciphertext. In this paper, U and Ug{ are referred to
transformations with re-encryption in decapsulation.

" Strictly speaking, they proved the security of FO;, in the QROM. But, their proof
can be translated into a proof for Uy:.



randomness space, respectively. Given a finite set X, we denote the sampling
of a uniformly random element x by x <—s X. Denote the sampling from some
distribution D by x<-D. x =7y is denoted as an integer that is 1 if x = y,
and otherwise 0. Pr[P : G] is the probability that the predicate P holds true
where free variables in P are assigned according to the program in G. Denote
deterministic (probabilistic, resp.) computation of an algorithm A on input z by
y = A(z) (y + A(x), resp.). Let | X| be the cardinality of set X. A7 (A1) resp.)
means that algorithm A gets classical (quantum, resp.) access to the oracle H.
We present the cryptographic primitives in Supporting Material A.

2.1 Quantum Random Oracle Model

We refer the reader to [29] for basic of quantum computation. Random oracle
model (ROM) [5] is an idealized model, where a hash function is modeled as
a publicly accessible random oracle. Quantum adversary can off-line evaluate
the hash function on an arbitrary superposition of inputs. As a result, quantum
adversary should be allowed to query the random orale with quantum state. We
call this quantum random oracle model (QROM) [7].

2.2 One-way to Hiding and its Double-sided Variant

Lemma 2.1 (One-way to hiding (O2H)[1, Theorem 3]). Let S C X be
random. Let G, H be oracles such that Vo ¢ S. G(xz) = H(z). Let z be a random
bitstring. (S,G,H,z may have arbitrary joint distribution.) Let A be quantum
oracle algorithm that makes at most q queries (not necessarily unitary). Let BIH)
be an oracle algorithm that on input z does the following: pick i € [q — 1], run
A (2) until (just before) the (i + 1)-th query, measure all query input registers
in the computational basis, output the set T of measurement outcomes. Then

Pr[l « A1) (Z)] — Pr[1 « A|G>(Z)}‘ < 2q\/Pr[S NT #Q: T« BIH)(z)].

Lemma 2.2 ((Adapted) Double-sided O2H [6, Lemma 5]). Let G, H :
X — Y be oracles such that Vo # x*. G(x) = H(zx). Let z be a random bitstring.
(x*, G, H, z may have arbitrary joint distribution.) Let A be quantum oracle al-
gorithm that makes at most q queries (not necessarily unitary). Then, there is
an another double-sided oracle algorithm BIGH) (2) such that B runs in about
the same amount of time as A, and

Pr[l « A (2)] — Pr[l « A9 (z)]‘ < 2\/Pr[x* =’ : 2’ + BIGHIH) (2)].

In particular, the double-sided oracle algorithm BIHH)(2) runs A (2) and
AlG)(2) in superposition, and the probability Pr[z* = z’ : x' « BIIH)(2)] is
ezactly |||v%) — |¢é)||2 /4, where [¥%) (1WE), resp.) is the final state of AH)(z)
(Al€) (), resp.).



2.3 Search in Double-sided Oracle

In the proof of our main theorem 4.2, we need to bound the advantage of search-
ing a reprogramming point in a double-sided oracle. Thus, we develop the fol-
lowing lemma.

Lemma 2.3 (Search in Double-sided Oracle). Let G, H : X — Y be o-
racles such that Vx # x* G(z) = H(z). Let z be a random bitstring. Let A
be quantum oracle algorithm that makes at most q queries (not necessarily uni-
tary) Let BISVH) (2) be a double-sided oracle algorithm such that Pr[z* = 2’

o B ()] = 1) — 6§17 /4, where [V) (05, resp) be the final
state of A1) (2) (AIG)(2),resp.). Let C!H)(2) be an oracle algorithm that picks
i+s{1,2,...,q}, runs A (2) until (just before) the i-th query, measures the
query input registers in the computational basis, and outputs the measurement
outcome. Thus, we have

Prz* =z’ : o' « BI9H) ()] < ?Pr[a* = 2 : 2’ « C1(2)].

In particular, if X = X) x X, x* = (27, 23), 7 is uniform and independent of
H and z, then we further have Pr[z* =z : 2’ < BIEHIH) (2)] < ¢%/|Ay].

Proof. Let |thy) be an initial state that depends on z (but not on G, H or z*),
Op : |x,y) — |z, y® H(x)), and U; is A’s state transition operation after the i-th
query. (And analogously for AI€).) We define |¢%,) as U;Op - - - Uy Op|ibg), and
similarly |1%). Thus, [¢%) (|¥Z), resp.) be the final states of AH)(z) (A1) (z),
resp.). Let Py« = |2*)(a*|, D; = H|1/)}I> — [¢&)]|- Then, for i > 1, we have

D; = |[UOulwi") = UOalvi )|
= [lomtuii™) ~ Oslvis™) + OGW—1> ~Oals™)|

< [(0n — 0c) i H|| + [ 0c( |w —¥g )|
:D’L 1+|| OH_OG ;C*WJ ||

Hok ok

= Dicy 42| P 03 D (1)
Here, the inequation (x) uses the triangle inequality. The equation (*x) uses that
(Og — Og)Py» = O — Og since G(x) = H(x) for Yo # x*. The inequation
(% * %) uses the fact that (O — O¢) has operator norm < 2 Note that Dy =
l1vo) — |z/JO>|| = 0. From (1), we get D; < D;_1 + 2|| Py |tb}; H This implies
Dy <20} | Py vl <

WS VallPelvin

Note that Pr[z* = 2’ : 2’ « CW)(2)] is Z?;Ol 1/q | P ¢;I>H2 Thus, we
have D, < 2¢+/Pr[z* = 2’ : 2/ < C1H)(2)]. Since Prz* = 2’ : 2’ « BIEHIH) (2)]
is exactly ||[vF) — |¢é)|\2 /4 = D?/4, we have Prlz* =2 : 2’ + Bl (2)] <
@ Priz* =2’ : 2’ + CH)(2)]. In particular, if X = X; x Xy, 2* = (aF,23), x1 is
uniform and independent of H and z, then Pr[z* = 2’ : 2’ + CH)(2)] <1/ |&)].
Thus, we have Pr[z* = 2’ : 2/ < BISHH) (2)] < ¢/ Ay O

Yi)|| - Using Jensen’s inequality, we get Z o || Por




3 Extended Measure-and-reprogram Technique

Measure-and-reprogram introduced by [13, 12] shows how to reprogram the quan-
tum random oracle adaptively at one input. In detail, for any oracle algorithm
Al) that makes at most ¢ queries to H and outputs a pair (z, z) such that some
predicate V(z, H(x), z) is satisfied, the measure-and-reprogram technique shows
that there exists an another algorithm S4 that simulates H, extracts « from AH
by randomly measuring one of A’s queries to H, and then reprograms H(z) to a
given value © so that z output by A satisfies V(z,©, z) with a multiplicative
O(q?) loss in probability.

As we discussed in Sec. 1.4, the standard measure-and-reprogram technique
in [13,12] cannot be directly applied to our case. In the proof of our main the-
orem 4.2, an implicit classical H-query (this is exactly ) cannot be measured,
while the random measure in [13,12] is required to be performed for all the H-
queries. Thus, we extend the standard measure-and-reprogram technique and
give the following lemma.

Lemma 3.1 ((Single-classical-query) Measure-and-reprogram). Let Alf)
be an arbitrary oracle quantum algorithm that makes q queries to a uniformly
random H : X — Y, and outputs some classical x € X and a (possibly quan-
tum) output z. In particular, A’s i*-th query input state is exactly |x) (this is a
classical state and identical with the x output by A|H>).

Let S4(O) be an oracle algorithm that randomly picks a pair (i,by) € ([q —
U\ {e* =1} x{0,1}) U{(g,0)}, runs A 4 output z, where H} is an oracle
that returns © for A’s i*-th H-query, measures A’s (i + 1)-th H-query input to
obtain x, returns A’s I-th H-query using H forl < (i+ 14 bg) and | # i*, and
returns A’s I-th H-query using Hyo (Hypo(x) = 6 and Hyo(2x') = H(x') for all
' #£x) forl>(i+14+by) and l # i*.

Let S{(O) be an oracle algorithm that randomly picks a pair (j,b1) € ({i*,- -,
q—1} x{0,1}) U{(g,0)}U{(i* — 1,1)}, runs AH3) to output z, where H; is an
oracle that measures A’s (j + 1)-th H-query input to obtain x, returns A’s l-th
H-query using H forl < (j 4+ 1+ b1), and returns A’s I-th H-query using H,o
forl>(j+1+0b).

Thus, for any xg € X, i* € {1,--- ,q} and any predicate V :

l;’{r[a; =20 AV (z, H(z),2) =1: (2,2) « A <2(2¢ —1)? Pr [z = 2o AV (,

Pr
H,0
O,2) =1:(x,2) « S4] +8q2}1;r@[33=x0/\V(x,8,z) =1:(z,2) « S{,

where the subscript {H,©} in Pry and Pry,eo denotes that the probability is
averaged over a random choice of H and ©. Moreover, if V.= Vi A Vo such
that Vi(z,y,z) = 1 iff y is returned for A’s i*-th query, then > xoPrpeolz =

7o AV (@,0,2) = 1 (2,2)  S{1] < .
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Proof. Let |¢o) be an initial state that is independent of H and ©8. Oy : |z, y) —
|z,y ® H(z)). Let A; be A’s state transition operation after the i-th H-query
(el q}).

We set AZH_,J- =A;0fg---A;110g for 0 <i < j <qand Afij =1 for i > j.
Let |y = Al |¢o) be the state of A right before the (i + 1)-th query. The
final state |¢§I ) is considered to be a state over registers X, Z and E.

Let quantum predicate V' be a family of projections {II; ¢}, 0 with z € X
and © € Y. Set G = |2)(z| ® I, 9, where X = |z)(x| acts on register X, and
II; o acts on register Z.

Then, we have
2

Prlr =axo AV(x,H(z),2) =1: (x,2) + A\H>] - HGZ(IO)|¢‘?>H

Since H,o(z') = H(z') for all 2’ # x, we have (Ag:f:q)(Asz‘-s-l)(H -
X)|¢f) = (Afze) (1= X)|pfT). Thus, (A7)0 )

1—q i+1—q

= (Affl(:q)(AfiiJrl)(H - X)) + (Af[fflq)(AﬁiH)XWf)
= (A5 I = X)lof") + (AT, ) (AL 1) X[6]")

1—q 1+1—q
= (Az2)|of") — (Afse) X o) + (Afe, V(AR ) X|6]).

Applying G9 and using the triangle equality, we have HG? (AHI(‘))\@H>H <

1—q
|2 (Al ot + el Xioh)|| + |62 (alie, )l )Xo
Summing up the above inequality over i = 0,--- ,q — 1, we get

legie-ol < [G2le] + > |efl Al )Xol @)
0<i<gq,be{0,1}

Note that A’s i*-th query is classical and the query input is |x). Then,
X|oH, ) =|sH )>. Thus, there is a specific term

(i*—1) (i*—1
|egatze,, px1of )| = e atze,, it _)| 3)

on the right hand side of inequality (2).
Set BjH_>k = A+ 1,0f -+ Aoy j110p for k> (5 +1) (B;{—m =1Ifor k <j.),

[Wo) = (A(2%)) ;) 16(1- ), and ) = BEL,;[¢%). Then,

(i*—1)—q 0—(q—i*)

|eoatizoy et = |c2wiz)

| = e Bl

8 This initial state can be seen as an additional input to A. In [12, Theorem 2], it is
also implicitly required that the initial state is independent of H and ©.
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Since H,o(z') = H(a') for all ' # z, we have

(BIL )T = X)iT) = (B¢, 1)@= X))

i (+1) = (+1)
Thus, we can write (Bf_ff)_)(q_i*))Wﬁﬁ
= (B2, (i) (BIL ) M= X)0fT) + (B (i) ) (B ) X [0))
= (B2 A= X)) + (B, i) )(BIL ) X8
= (Bflze ) = (BIEe L)X + (B2, i) (B ) X[,

Rearranging terms, applying G and using the triangle equality, we have
H, Huo
e Bg, | < |69 (Bl vl +

Jj—(q—i*) 1= (g—i*
|2 (B0, X1 + || 62 B (i BIL ) X

Summing up the inequality over j =0,--- ¢ —i* — 1, we get

|ceatte,, ot _)|| = [coBikg, il | < 621w

(i*—=1)—q 0—(g—1*

> GEBLE () BLX | @
0<j<(q—i*),b€{0,1}

| +

According to equalities (2), (3) and (4), we get
|GS|pe=e)|| < Term0 + Terml, (5)
Termo = > |62l )AL ) XIe!)| + |62 (aflze,) L )Xot )|
0<i<(i*—1)
bUE{O,l}

> |eraln Al x|
0<i<(i*—1),bo€{0,1}

o\, H (©] H, H H
Hlegwil+ > GBS ) Bl X6
0<j<(q—i*),bo€{0,1}

_ 3 |G (Al )AL ) Xl

0<i<(i*—1),bpe{0,1}

+lleg il yatte, ol

e H:o H H H;o
Y [eRAls, L A ) X (AL (A )
i*<i<q
boe{0,1}

Terml = [|GEl0M) |+ Y |62l (Al ) X8|
¥ <i<q
b]E{O,l}

o2 atis Al )Xl

¢5*71>>H
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According to inequality (5), we have
HG?W(JHT% ||2 < 2Term0? + 2Term1?.

Since Gf = GEX, we get GF (Al )(A(2)) L )lo(k 1) = GLAGS, L)

ks (i*—1) (i+bo)—q
(Af—)(i+bo))X(Ag*>i)(A(ifﬁl)—n'*) 5*_1)> with i = ¢ and by = 0 and GZ|¢f) =
GOX|pH) = GQ(Allze | )AL, ) X|¢f) with i = g and by = 0. Then, using
Jensen’s inequality, we have

2
Term®* <(2q-1( > |62l )AL ) X1

0<i<(i*—1),bo€{0,1}
2
+ et e, st

+ Y GRS, LA ) X (AT (A2 )
¥ <i<q
506{0,1}

= (20~ 1) Euy [[di<e—y Tl + 10520 Ta ]

ot o))

where Ty = (G (Al ) (AL, )X101), Tv = GL(AGS) L)AL (n)

i+bo—q
X(Aﬁﬁi)(Ag;fﬁl)_m)|¢)g*_1)>, dic(i=—1) = 1 if i < (i* — 1) otherwise 0, 0;>;~ =

1 if i > i* otherwise 0, the expectation in Term0? is over uniform (i,by) €
(lg =1 \{i" =1} x{0,1}) U{(q,0) }-
Thus, the probability of S outputting (z,z) such that V(z,0,z) = 1 is
2
exactly El}bo [||5i<(i*—1)T0H + ||5221*T1||2:|

Likewise, using Jensen’s inequality, we get

2
Termt® < (20 —2" +2)(|G21f) "+ X0 [ G2 (Al )AL )10

i+b1—q
¥ <i<q
ble{o,l}

2
+||eg (Ae (A X6l )|
2
— (20 20 + DBy, | GS AL )AL )16
where the expectation in Terml? is over uniform (j,b1) € ({i*,---,¢—1} x

{0,1}) U{(g, 00} U{(* = 1, 1)}.

Thus, the probability of S; outputting (x,z) such that V(z,0,2) = 1 is
2
exactly Ej, [HGf(Ajjfg LA L)Xt } .
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Since the initial state is independent of H and ©, we have Pry o[||GE |pH=*) ||2]

2
= PrH,@[HGf(x)|¢f>H |. Thus, for any z¢p € X and predicate V', we have

P;r[x =xo AV(x,H(z),2) =1: (x,2) « A <2(2¢ — 1)? Iljlé[x =z A V(z,

9,2):1:(x,z)<—SA]+8q2§’r9[w:xo/\V(x,9,z):1:(x,z)<—S{‘],

as desired. Set Vi (z,y,2) = 1 iff y is returned for A’s i*-th query. When V =
Vi A Vs, we get

1

Zwo}zg[aﬂ =20 AV(2,0,2) =1:(z,2) « S{'| < Pr[H(z) = 6] = ol

4 IND-1-CCA-secure KEM without Re-encryption and
Ciphertext Expansion

To a public-key encryption PKE'=(Gen’, Enc’, Dec’) and a random oracle
H (H: M xC — K), we associate KEMy = Ty[PKE', H] and KEMgy =
Tru[PKE', H] as in Fig. 2. The only difference between KEMy and KEM gy is
the return value for invalid ciphertexts. In detail, when a ciphertext decrypts to
L, such a ciphertext will decapsulate to L in KEM g, and to H(x,¢) in KEMggy.
Here, x can be any fixed public value. In the following, Theorems 4.1 and 4.2
show the IND-1-CCA security of KEMggy in the (Q)ROM. In particular, The-
orems 4.1 and 4.2 works for both x € M and x ¢ M. Then, we will show that
the IND-1-CCA security of KEMpy can be reduced to the IND-1-CCA security
of KEM gy by Theorem 4.3.

Gen Encaps(pk) Decaps(sk, c)

1: (pk,sk) < Gen' 1: m+sM 1: m' = Dec(sk,c)

: ¢+ End(pk,m) 2: if m' =1

3: K := H(m,c) 3: return L //Ty

4: return (K, c) 4: return K := H(x,¢) //Tru
5

. else return K := H(m/,c)

[\v]

2: return (pk, sk)

Fig. 2: KEMy = Ty[PKE', H] and KEM gy = Tru[PKE', H]

Theorem 4.1 (ROM security of Try). If PKE' is d-correct, for any adver-
sary B against the IND-1-CCA security of KEMgry = Try[PKE', H] in Fig. 2,
issuing at most a single (classical) query to the decapsulation oracle DECAPS and

at most qg queries to the random oracle H, there exists a OW-CPA adversary A
and an IND-CPA adversary D against PKE' such that Time(A) ~ Time(D) ~
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Time(B) + O(¢%) and

AdvINR-CN(B) < qur(gm + 1)Advpp C M (A) (6)
Advicia O N (B) < 2(gr + 1)Advpy “PA(D) + 2qm (g + 1)/ M.

If the PKE is deterministic, the bound (6) can be improved as
AV g N (B) < (g + 1AdvE “ (A) + 6,
where Time(A) ~ Time(B) + O(q%) + O(qu - Time(Enc')).

Proof. Let B be an adversary against the IND-CCA security of KEMpgpy, issu-
ing (exactly) one classical query to DECAPS (by introducing a dummy query if
necessary), and at most gg queries (excluding the queries implicitly made in
DECAPS) to H. Let 25y be the sets of all functions H : M x C — K. Consider
the games in Fig. 3.

GAME Gp. This is exactly the IND-1-CCA game, thus |Pr[G5 = 1] —1/2| =
AV (B)-

GAME Gi. In game Gy, k§ := H(m*,c*) is replaced by k§ <—s K. Thus, in Gy,
the bit b is independent of B’s view, thus Pr[G% = 1] = 1/2. Define QUERY as
the event that (m*,c*) is queried to H. Then, G is identical with G in B’s
view unless the event QUERY happens. Thus, we have

AdVE\IE?\TI;SCA(B) _ |Pr[G’OB = 1] - Pr[G’? = 1]| < Pr[QUERY : Gq].

GAME G3. In game G5, we make two changes. First, we modify the DECAPS
oracle, and replace K := H(m,¢) by K := k. Second, we reprogram the random
oracle H conditional a uniform i over [gy]. In particular, reprogram H to H}
(given by Fig. 3) when B makes the (i + 1)-th H-query (0 < ¢ < (gg — 1)),
and then answer B with Hi for B’s j-th query (j > (i + 1)). Let (my,¢;) be B’s
i-th H-query input. H{(m, c) returns k when (m, c) = (m; 1, cis1) and Hy(m, c)
otherwise. Let (¢* + 1) be the number of B’s first query to H with (m, ), where
i* € [qu — 1]. We also denote i* = g as the event that B makes no query to H
with (m, ¢). Note that G5 has the same distribution as G in B’s view when the
event ¢* = ¢ happens. Thus, we have

Pr[QUERY : G1] < (¢g + 1) Pr[QUERY : Go].

Let (pk, sk) < Gen/, m* <—s M, ¢* < Enc(pk,m*). Then, we construct an
adversary A’(pk,c*) that simulates B’s view as in game G5 and returns B’s
H-query list H-List, see Fig. 4. Note that a gg-wise independent function is
perfectly indistinguishable from a true random function for any distinguisher
that makes at most gy queries [41]. Thus, the probability of the H-List returned
by A’ contains (m*, c*) is exactly Pr{QUERY : Go].

Now, we construct an adversary A against the OW-CPA security of the un-
derlying PKE. If the underlying PKE is probabilistic, A runs A’, and randomly
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selects one message in H-List as a return. Then, we have Advopg, T4 (A) >
1/qm Pr[QUERY : G3]. Therefore, for probabilistic PKE, we have

AdvINRECCA(B) < qpr(gm + 1)AdvOrg “TA(A).

Next, we consider the case of the deterministic PKE.

GAMES Gy — G2 and G — G

H(m,c)

1:

: m" «sM,c" < Enc(pk,m") 4
. if COLL return 1//G{ — G5 5

2
3
4
5
6
7: ki <sK//G1 — G2, G — Gy
8: b« BIPEAS (oL o k)

9: return b’ =7

Hi(m,c)

(pk,sk) < Gen',j = 0,i <=s|qu] 1:

: QUERY = false , Hy <+ Q2u 2:
sk k] s K, b+ {0,1} 3

ko = H(m™,c*) //Go

. if j > i return Hi(m,c) //Ga, G5
Lj=g+1 //Ga,GY

: return Hi(m,c)

DECAPS (sk,¢ # c*)

if (m,c) = (m",c")

QUERY = true

—

1: if (m,c) = (Mit1, Cit1)
2:

3.

return k

DOt s W N

else return Hi(m,c)

. if more than 1 query return |
: return K ==k //Go, G

. m' := Dec(sk, ¢)

cif m' =1 do m =«

: else do m=m'

: return K := H(m,c)

Fig. 3: Games for the proof of Theorem 4.1

A'(pk, ¢*)

1: k5 k<K, j=0,i¢s[qu]
2: Pick a gg-wise functions H;
3: b/ — BH,L)ECAPS(pk’c»:7 k’*)

4: return H-List

Hi(m,c)

H(m,c)

1: if i = gy return Hi(m,c)
2: if j > i return H;(m,c)
3: j=j4+1

4: return Hq(m,c)

1: if (m,c) = (Mmit1, ci+1) return k

2: else return Hi(m,c)

DECAPS (¢ # ¢*)

1: return k

Fig. 4: Adversary A’ for the proof of Theorem 4.1

GAME G{'. Define COLL as the event that there is a messages m # m* such
that Enc (pk,m) = ¢* = Enc (pk,m*). G{! is the same as G except that L is
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returned if COLL happens. Note that G; and G have the same distribution
when COLL doe not happen (implied by the §-correctness). Thus, we have

Pr[QUERY : G1] < Pr[QUERY : G{1] + .

GAME G%. G4 is the same as G{ except that oracles DECAPS and H are
modified as in G5. Then, arguing in the same way as in G5, we have

Pr[QUERY : G4'] < (gu + 1) Pr[QUERY : G§].

Now, we construct an adversary A against deterministic PKE. A runs A’,
selects a (m/,¢) from H-List such that ¢ = ¢* and Enc(pk,m’) = c¢*, and
returns m’. Note that if COLL does not happen, A returns m* with probability
Pr[QUERY : G4]. Thus, Advopg, "4 (A) > Pr[QUERY : G4]. Therefore, putting
the inequalities together, we have

Adv%NE%igSCA(B) < (qu + I)Advglx(VE_/CPA(A) +9o.

When the underlying PKE satisfies IND-CPA security, we can construct an
IND-CPA adversary D, and derive a tighter bound. In particular, D(pk) samples
two uniform messages m§ and mj from M, i.e., m§, m] s M. The IND-CPA
challenger chooses a bit b, generates the challenge ciphertext ¢* <— Enc(pk, m})
and sends ¢* to D. Then, D runs A'(pk,c*), get B’s H-List. If (m,,*) is in
H-List and (mj_,,,*) is not in H-List, D returns b’. For other cases, D re-
turns a uniform V', ie., b’ +-s{0,1}. Let BAD be the event that B queries
(m3_,,*) (that is, (mj_,,) is in H-List). Note that mj_, is uniformly dis-
tributed and independent from B’s view. Thus, the events BAD and QUERY
are independent, and Pr[BAD] < gg/|M]|. Note that if BAD does not hap-
pen, then D makes a correct guess of b with probability 1 when QUERY hap-
pens, and with probability 1/2 when QUERY does not happen. Thus, we have
Advi Do OPA(D) = [Prb = b] — 1/2

[Pr[t = b A BAD] + Pr[l/ = b A =-BAD] — 1/2(Pr[BAD] + Pr[-BAD))|

|Pr[t = b A =BAD] — 1/2Pr[-BAD]| — Pr[BAD] |Pr[t/ = b|BAD] — 1/2|
|Pr[
[

v v

r[t’ = bA-BAD] — 1/2Pr[-BAD]| — 1/2Pr[BAD]
= |Pr[t’ = b A -BAD A QUERY] — 1/2Pr[-BAD A QUERY]| — 1/2Pr[BAD]
=1/2Pr[-BAD A QUERY| — 1/2Pr[BAD]
> 1/2Pr[QUERY] — Pr[BAD)]
> 1/2Pr[QUERY] — qu/ M| = 1/2Pr[QUERY : G2| — qu/ |M].
Putting the bounds together, we have

AdvitER Ty M (B) < 2(qr + 1)Advpygy CPA(D) + 2qu (gm + 1)/ M.
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Theorem 4.2 (QROM security of Try). If PKE' is d-correct, for any ad-
versary B against the IND-1-CCA security of KEMpy = Try[PKE', H] in
Fig. 2, issuing at most one single (classical) query to the decapsulation oracle
DEcAPS and at most qg queries to the quantum random oracle H, there exists
a OW-CPA adversary A and an IND-CPA adversary D against PKE' such that
Time(A) ~ Time(D) ~ Time(B) + O(q%) and

AR (B) < 6(ar + 1)%/AavEly P (A) + 1/ K.

AQVR-CCN (B) < 6(qsr + 1)/ 4AaviNDy A (D) + 2(q + 12/ IM] + 1/IK]|

If the PKFE is deterministic, the bound can be improved as

AdVNRLCOA(B) < 6(qzr + 1)/ AdvORETPA(A) + 1/ [K] + 5,
where Time(A) =~ Time(B) + O(q%) + O(qu - Time(Enc')).

Proof sketch: Our proof mainly consists of two steps. One is the underlying
security game embedding via replacing the real key H(m*,c*) with a random
key (i.e., reprogramming H). We argue the impact of such a reprogramming
by different O2H variants. When the underlying PKE is OW-CPA-secure, we
follow previous proofs for U£ in [22,6], and use general O2H (Lemma 2.1) for
probabilistic PKE and double-sided O2H (Lemma 2.2) for deterministic PKE.
When the underlying PKE is IND-CPA-secure, we also adopt double-sided O2H
(Lemma 2.2) to argue the reprogramming impact. Since the embedded IND-CPA
game is decisional, an additional game that searches a reprogramming point in
double-sided oracle is introduced and we use Lemma 2.3 to argue this advantage.
The other is simulation of the DECAPS oracle. As discussed in Sec. 1.4, we adopt a
new DECAPS simulation that directly replaces the output H(m, ¢) with a random
key k. Intuitionally, this simulation is perfect if H(m,¢) is reprogrammed to
be k when the adversary first makes a query (m,¢). However, in the QROM,
it is hard to define the first time to query (m,c). Thus, in the QROM, we
argue this in a different way. We find the simulation is perfect if the predicate
DECAPS(sk,¢) = H(m,¢) is satisfied. Since in the simulation of DECAPS, an
implicit (classical) H-query (/m,¢) made in the real implementation is removed
and thus this specific query can not be measured. Therefore, we use a refined
optional-query measure-and-reprogram technique in Lemma 3.1 to argue the
simulation impact.

Proof. Let 2 be the sets of all functions H : M x C — K. Let B be an IND-
CCA adversary against KEM gy, issuing a single classical query to DEcaps (if
none, introduce a dummy one), and at most ¢z quantum queries (excluding the
queries implicitly made in DECAPS) to H. Consider the games in Fig. 5.
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GAMES Go — G2

DECAPS (sk,c # ¢*) //Go — G2

1: (pk,sk) < Gen', H <s Qg
kKT s Kb s {0,1} 1: m' = Dec(sk, )
:m* s M, c" — Enc(pk,m”) : if more than 1 query return L
kg = H(m",¢") //Go—Gh

t kg sk //Ga

6: b« BITPENS (pk ¢ ky) [ /Go, Ga
7ol e B )/ /G

8: return b’ =7

s if m' =1 do m =%

[ B YV A V)

: else do m=m’
: return K := H(m,¢c)

"(m, c)

mlﬂ =W ]

1: if (m,c) = (m",c") return k

2: return H(m,c)

Fig.5: Games Go-G2 for the proof of Theorem 4.2

GAME Gy. Since game Gy is exactly the IND-1-CCA game, |Pr[G6g =1] - 1/2| =
AdvIND—l—CCA (B)

KEMggy N
GAME (7. In game G, the random oracle H accessed by B is replaced by an
oracle H' given by Fig. 5. It is easy to see that G can be rewritten as game Gs.

GAME Gs. The game G5 is the same as game G except that ki := H(m™*,c*)
is replaced by kg <—s/C. Thus, in G2, the bit b is independent of B’s view, thus
Pr[G5 = 1] = 1/2. Note that games G; and Gy have the same distribution.
Thus, Pr[GF = 1] = Pr[G5 = 1] = 1/2. Therefore, we have

AdviNRL OO (B) = |Pr[GE = 1] - Pr[GF = 1]|. (7)

Lemma 4.1. There exists an adversary A against the OW-CPA of probabilistic
PKE' such that Time(A) ~ Time(B) + O(q})and AdviiR -S4 (B) < 6(qm +

1)2/Advls A (A) + 1/ K|

The proof of Lemma 4.1. Define games G34 and Gy4 as in Fig. 6.

Let 21 = (pk,sk,c*,k;,b). Let A (O € H,H’) be an oracle algorithm
that runs BlO)PECAPS (pk c* k) to obtain ¥, and returns b’ =?b. Thus, we have
PrGF = 1] = Pr[l « AF)(21)] and Pr(Gf = 1] = Pr[l « A"7(z1)]. Let
B(z1) be an algorithm that randomly samples j € [gy — 1], runs A un-
til (just before) the (j + 1)-th query (In game Gsa, H' is rewritten to be H),
measures the query input registers in the computational basis, and outputs mea-
surement outcomes. Thus, we have Pr[G5, = 1] = Pr[(m*, ) « BIf)(z1)] >
Pr[(m*,c*) < B/ (21)]. Therefore, according to Lemma 2.1, we have

|Pr[GE = 1] — Pr[G] = 1]| < 2(qu + 1)/Pr[GE, = 1].

Let C) be an oracle algorithm that samples pk, sk, k*, j, m*, ¢*, and runs
BIH).DECAPS a5 in game G34. Let & be B’s query to the DECAPS oracle. Let m = *
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it m" = L, and m = m if m" # L, where m’ = Decd(sk,c). Let x = (m, ),
y = H(x), and z = (21, 29, 23) = (DECAPS(sk,¢),m*,m’). C outputs (z, z). Let
Vi(z,y,2) = (y =72z1) and Vo = (22 =7z3). Instantiating the predicate V in
Lemma 3.1 by V = V; A V5. Note that in G4 the return of the DECAPS oracle
is exactly H(x). That is, V3 = 1 is always satisfied. Thus, we have Pr[G5, =
1] = zoPrylzr =20 AV (2, H(x),2) = 1: (z,2) + CH)].

GAMES Gsa — Gaa

1: (pk,sk) < Gen', H s Qp, k" k +s K, m" <s M, c" + Enc(pk,m")
2: 1=0,j «s(gu —1],(6,0) s ([gu — 1] x {0,1}) U{(gm,0)}
3: Run BI"PPAS (L ¢ k*) until the (j41)-th query |¢) //Gsa
4: Run BlHD’DECAPS(pk, c", k™) until the (j+1)-th query state|t)) //Gaa
5: (m/,c) « My)

/| Make a standard measure M on B’s (j 4 1)-th query input register

!
6: return m* =?m

DECAPS (sk,C# c*) //G3a —Gaa  Hi(m,c)

1: if more than 1 query return L 1: if [ > (i +b) A (m,c) = (Mit1, Ciy1)

2: return k //G4A // (mit1,cit1) is the measurement outcome
3: m = Dec'(sk, E) // on B’s (i 4+ 1)-th query input register

4: if m' =1 do m=x% 2: return k

5: else do m =m’ 3: else return H(m,c)

6: return K := H(m,¢c) 4: =141

Fig. 6: Games G34-Gaa for the proof of Lemma 4.1

Note that C' needs to implicitly query H(m,¢) to simulate the DECAPS o-
racle. That is, C makes qg + 1 H-queries in total. In the following, unless
otherwise specified, the H-queries we mentioned does not include this implic-
it H-query. Let S°(@) be an oracle algorithm that always returns @ for C’s
implicit classical H-query H(m,¢). S samples a uniform (i,b) <s ([gg — 1] %
{0,11) U {(qu,0)}, runs CMD until the C’s (i 4 1)-th query (excluding the im-
plicit H-query), measures the query input registers to obtain x, continues to run
CMH) until the (i + b + 1)-th H-query, reprogram H to H,e (H,e(z) = 6 and
H,o(x') = H(2') for all 2’ # x), and runs A!#=e) until the end to output z. Let
v = (m,e), y =0, and z = (21,22, 23) = (DECAPS(sk,¢),m*,m’). S outputs
(z,z). Note that Vi (z,y,2) = (y =?21) = 1 for S¢. Sample © = k <K and
H s Qy. Then, S¢(O) perfectly simulates game G44 and we have Pr[G5, =
1] =Y zoPrgelr =20 AV(2,0,2) =1: (z,2) + S°].

According to Lemma 3.1, > xgPry[z = 20 A V(x, H(x),2) = 1: (x,2) +
CH)] < 2(2qg +1)2 Y zoPraelr =20 AV (2,0,2) =1: (2,2) + S] +8(qu +
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1)2ﬁ. Therefore, we get
Pr(GFy = 1] < 8(qm +1)*(Pr[GE,y = 1] + 1/|K]).

Now, we can construct a OW-CPA adversary A(pk, c*) against PKE', where
(pk, sk) < Gen',m* <s M, c* < Enc(pk,m*). A samples k*, k, j,i,b as in game
G4, picks a 2qy-wise independent function H (undistinguishable from a ran-
dom function for a gg-query adversary according to [41, Theorem 6.1]), runs
BIH1):DECAPS (1) e %) (the simulations of H}, DECAPS are the same as the ones
in game G44) until the (j+1)-th query, measures B’s query input register to
obtain (m’,¢’), finally outputs m’ as a return. It is obvious that the advantage
of A against the OW-CPA security of PKE' is exactly Pr[G%, = 1]. Putting
everything together, we have

Aav RO (B) < 6(am + 1)/ Aaviliy TN (A) + 1/ K]

Lemma 4.2. There exists an adversary A against the OW-CPA security of de-
terministic PKE' such that Time(A) ~ Time(B) + O(q%) + O(qu - Time(Enc'))

and AdviR{-CCA(B) < 6(qu + 1)\/ AdvOEEPA(A) 4 1/ K| + 6.

The proof of Lemma 4.2. Define games Gsp, G4p and Gsp as in Fig. 7.
Let z1 = (pk, sk, c*, k3), where (pk, sk) < Gen’, k§ <K, m* <s M, and ¢* +
Enc(pk,m*). Sample G <s 2. Let G’ be an oracle such that G'(m*, c*) = kg,
and G'(z) = G(x) for z # (m*,c*). Let Al9)(21) (O € G,G’) be an oracle
algorithm that first samples k% < kC, b <—s {0, 1}, then runs BIO)PEeAPS (p ¢ kf)
to obtain b’ (simulating DECAPS as in games G and G1), finally returns b’ =7b.
Thus, we have Pr[GE = 1] = Pr[l « AlI)(21)] and Pr[G?Z = 1] = Pr[l «
Al (21)].

Lemma 2.2 states that there exists an oracle algorithm B ‘G>"Gl>(zl) such
that | Pr[1 < Al9(21)] — Pr[1 « AlG"(21)] < 2¢/Pr[(m*, ¢*) « BIGHE)(21))].
Define game Gsp as in Fig. 7, where B is the same as B except that B simulates
B’s DECAPS query using a given DECAPS oracle (implemented as in G and Gy).

Thus, it is obvious that Pr[(m*,¢*) < BISIG) (21)] < Pr[GF; = 1]. Thus, we

have
AQVIRRECCA(B) < 24/ Pr[GB, = 1.

Game G4p is identical to game G3p except the simulation of G’. In game Gy,
the judgement condition (m,c) = (m*, ¢*) is replaced by ¢ = ¢* A Enc' (pk,m) =
c¢* without knowledge of m*. Define COLL as an event that there is a message
m # m* such that End (pk,m) = ¢* = Enc' (pk,m*). Note that if COLL does
not happen (implied by the injectivity of DPKE), then G4p and Gsp have the
same distribution. Thus, we have

Pr[GE, = 1] - Pr[GB, = 1] < 6.
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Gsg — GsB

DECAPS (sk,c # c*)

. (pk, sk) < Gen', G s Q2m,k§, k <K, m™ <s M, c* < Enc(pk,m")
0 1=0,(4,0) < ([qu — 1] x {0,1}) U {(qm,0)}

s (m, )+ Be‘GMG/)’DHC’\PS(pk,c*7 kS) //Gsp,Gap

:(m', )« B‘Gll>‘|G/>’DEC"\PS(pk7 c

7
: return m* =?m

ko) //Gss

Gi(m,c)

(=2 S A ]

: if more than 1 query return L
: return k  //Gsp

. m' = Dec (sk, )

cifm' =1 do m =%

: else do m=m'

: return K := G(m, )

G'(m,c)

1: if I > (0 +b) A (m,c) = (Miy1, Cit1)
// (mi41,cit1) is the measurement outcome
// on B’s (i + 1)-th query input register

2: return k

3: else return G(m,c)

4: 1=1+1

[

= W N

: if (m,c) = (m",c") //GsB
:if c =" AEnd (pk,m) =c" //Gap — Gsp

return k//Gsg — Gsp

: return G(m,c)//Gsp — Gap
: return Gi(m,c)//Gsp

Fig. 7: Games Gsp — G5B for the proof of Lemma 4.2

In game G5z, DECAPS is modified to output a random © = k for the single
query ¢, and the random oracle G is correspondingly reprogrammed conditioned
on (i,b), where (4,b) <= ([gqug — 1] x {0,1}) U{(qm,0)}. Using Lemma 3.1 in the
same way as in Lemma 4.1, we have

Pr(GPs = 1] < 8(qm + 1)2(Pr[GEs = 1]+ 1/|K)).

Now, we can construct a OW-CPA adversary A(pk, ¢*) against deterministic
PKE', where (pk, sk) < Gen',m* <—s M, c* < Enc(pk,m*). A samples kg, k,i,b
as in game Gjp, picks a 2qg-wise function G, runs B|G§>’|G/>’DECAPS(pk7C*, k*)
(the simulations of GY,G’,DECAPS are the same as in game G5p) to obtain
(m/, ), finally outputs m’ as a return. It is obvious that the advantage of A
against the OW-CPA security of deterministic PKE' is exactly Pr[GE; = 1].
Thus, we have

AdviR-CA(B) < 2\/ 8(gr + 1)2(AdvONECPA(A) + 1/ |K[) + 0

< 6(qu + 1)\/Adv81‘<"£?PA(A) +1/|K| + 6.
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Lemma 4.3. There exists an adversary D against the IND-CPA security of
probabilistic PKE' such that Time(D) ~ Time(B)+0(q%) and Adv%(NE%&;SCA(B) <

6(qir + 1)y/4haviyhy PA(D) + 2(gm + 12/ [M] + 1/ [K].

The proof of Lemma 4.3. Define games G3c — Ggc as in Fig. 8.

~ Let 21 = (pk,sk,c*, kg), where (pk,sk) < Gen', ki <K, mg, m7 s M,
b+<s{0,1} and ¢* < Enc(pk,m7). Sample G <5 2y. Let G’ be an oracle such
that G'(m7,c*) = kg, and G'(x) = G(z) for z # (mj,c*). Let Al9)(21) (O €
G, G') be an oracle algorithm that first samples k} <s K, b s {0, 1}, then runs
BIO)DECAPS (o kg) to obtain o (simulating DECAPS as in games G and G1),
finally returns b =?b. Thus, we have Pr[GE = 1] = Pr[l + A‘Gl>(z1)] and
Pr[GF = 1] = Pr[l + A‘G>(z1)].

GAMES G3¢c — Gec

1: (pk,sk) < Gen',G <sQpu,1 =0, (3,b) <= ([gu — 1] x {0,1}) U {(¢x,0)}
2: kg, k sk, b+s{0,1},my, mi <s M, c* « Enc(pk, mi)

3: (m,c) « E‘G>’|G/>’DEC’\PS(pk7c*, kS) //Gse

41 (m', &) = BIGDIG)DECS (o * ey 1Gue — Goc

5: return (mj,c*) =?(m’,c")//Gsc — Gac

6: return (mj_z,c*) =2(m’,c)//Gsc

7: if (m§,¢") = (m/,¢') then b’ =0 else then o' =1//Gsc

8: return b’ =?b//Gsc

DECAPS (sk,c # ¢*) //Gsc — Gec  Gi(m,c)

1: if more than 1 query return 1L 1: if [ > (i +b) A (m,¢) = (Mit1, Ciy1)

2: return £ //Gac — Gec /| (miy1,cip1) is the measurement outcome
3: m' := Dec (sk,¢) /| on B’s (i + 1)-th query input register
4: if m =1 do m =% 2: return k
5: else do m =m' 3: else return G(m,c)
6: return K := G(m,¢c) 4: l=1+1
G'(m,c)
1: if (m,c) = (mj,c") //Gsc — Gac
if (m,c) = (my_5,¢") //Gso

2
3: if (m,c) = (mg, ) //Gsc
4: return ky//Gsc — Gec
5: return G(m,c)//Gsc

6: return Gi(m,c)//Gsc — Gec

Fig. 8: Games Gsc-Gec for the proof of Lemma 4.3
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Lemma 2.1 states that there exists an oracle algorithm B‘GMG/)(zl) such
that | Pr[1 <« Al9(21)] — Pr[1 « Al9)(21)] < 2\/Pr[(mg,c*) — BIGHIE) (21)].
Define game G3¢ as in Fig. 8, where B is the same as B except that B simulates

B’s DECAPS query using a given DECAPS oracle (implemented as in Gg and G1).
Thus, it is obvious that Pr[(m;,c*) « BIGVIE) (21)] < Pr[GE, = 1]. Thus, we

have
AdviR-COA(B) < 24/Pr(GEL = 1]

In game G4¢, DECAPS is modified to output a random @ = k for the single
query ¢, and the random oracle H is correspondingly reprogrammed conditioned
on (4,b), where (4,b) <= ([gg — 1] x {0,1}) U {(¢a,0)}. Then, using Lemma 3.1
in the same way as in Lemma 4.1, we have

Pr(GE, = 1] < 8(qu + 1)2(Pr[GE, = 1] + 1/ |K]).

Game G5¢ is identical to game G4¢ except that G'(mg, c*) = k§ is replaced
by G'(m}_;,¢*) = ki, and correspondingly (m]_;,c*) =?(m’,c) is returned
instead of (m7,cx) =7(m’,c’).

Note that game G4¢ conditioned on b = 1 has the same output distribution
as game Gy conditioned on b = 0. Thus, we have Pr[GfC =1:b=0 =
Pr[GfC =1:b=1]= Pr[GfG = 1]/2. Analogously, we have Pr[G?C =1:b=
1] = Pr[GE. = 1]/2. Note that m?_; is independent of pk, c*, kf and G. Thus,
according to Lemma 2.3, we have

* —
1-b’

PriGE, = 1:0=1] < (qu + 1)*/|M].
Define game Gg¢ as in Fig. 8. Thus, Pr[GfC = 1]
=1/2Pr[(m§,c*) = (m', ) : b= 0] + 1/2Pr[(m§, c*) # (m',¢) : b= 1]
=1/2Pr[(mf,c*) = (m', ) : b=0]+1/2 — 1/2Pr[(m{,c*) = (m', ') : b= 1]
=1/2+1/2P1[GE. = 1:5=0]—1/2P1[GE. = 1:b=1]
—1/2+1/4(Pr[GE = 1] - Pr[GE. = 1))

Now, we can construct an IND-CPA adversary D(pk) against PKE', where
(pk, sk) <= Gen'. D samples mg, mj < M, receives challenge ciphertext c* <
Enc(pk,m7) (b+s{0,1}), samples k¢, k,i,b as in game Gec, picks a 2gy-wise
independent function H, runs B‘G@"G/)’DECAPS(pk,c*,kJS) (the simulations of

t G',DECAPS are the same as in game Ggc) to obtain (m’,c’), finally out-
puts 0 if (mf,c*) = (m/, '), and returns 1 otherwise. Thus, apparently,

Pr[GE, = 1] — 1 /2’ — AdvIXDCPA (D)

Putting everything together, we have

Aav RSO (B) < 2/8(gr + 1)2(4haviil (D) + 2gu + 12/ M|+ 1/ [K])

< 6(qn + 1)y/48avBD; OPA(D) + 2(g + 12/ [ M] + 1/ |K].
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Theorem 4.3 (Ty — Try). For any adversary B' against the IND-1-CCA
security of KEMy = Ty [PKE', H|, issuing qg queries to the random oracle H,
there exists an IND-1-CCA adversary B against KEMry = Try[PKE', H) that
makes q + 1 queries to H such that Time(B') ~ Time(B) and

IND-1-CCA IND-1-CCA
Advicgag, (B') < Adviggai gy (B) + €cons

where €con 18 an advantage bound of an algorithm searching a collision of the
random oracle H with qm queries. In particular, €.on = ql%[/ || in the ROM,
and €con = q3/ |K| in the QROM [42, Corollary 2.

Proof. Let B'H-PECASTY (pl c* | k) be an adversary against the IND-1-CCA secu-
rity of Ty [PKE', H]. Construct an adversary Bf-PECAPSTry (pk, c*| k)) that runs
B/H Decars’ (pk,c*, ki), and returns B"’s return. The oracle DECAPS' is simulated
by querying DECAPST,,. In detail, DECAPS'(¢) returns L if DECAPST,, (¢) =
H (%, ¢). For other cases, DECAPS'(¢) just returns DECAPS gy (). Note that when
DECAPST, (¢) = L, DECAPS'(¢) returns L with probability 1. When DECAPST,, (¢)
# 1, Pr[DECAPSRE(C) = H(%,¢)] < €con since x ¢ M. Thus DEcaps’(¢)
returns DECAPSy (¢) with probability at least (1 — econ). That is, for any ¢,
DECAPST,, (¢) = DECAPS'(¢) with probability at least 1 — econ. Thus, we have
AdvigiRiCA (B') < Advigi O A (B) + econ.

Remark 2. The proof of Theorem 4.3 requires x ¢ M. Theorems 4.1 and 4.2
for KEMgy works for both x € M and x ¢ M. Thus, combing Theorem-
s 4.1, 4.2, 4.3, we can directly obtain the (Q)ROM security proofs of KEMy =
Ty [PKE', H] with the same tightness as KEM gy = Try [PKE', H].

5 Tightness of the Reductions

In this section, we will show that for KEM = Try[PKE', H], a O(q)-ROM-loss
(and ¢*-loss) is unavoidable in general.

Theorem 5.1. Let PKE' = (Gen/, Enc’, Dec’) be a PKE with malleability prop-
erty. Let M = {0,1}" be the message space of PKE'. Then, there exists a
ROM (QROM, resp.) adversary B against the IND-1-CCA security of KEM =
Tru[PKE', H] such that the advantage AdviNRCCA(B) is about (L/e) g ((a+
1)2/| M|, resp.), where q is the number of queries to H such that l/m <
sin(g.55) and ¢ < [K[ (K is the key space).

Proof. Let (pk,sk) < Gen', m* <M, ¢* < Enc(pk,m*), ki = H(m*,c*),
ki <K, and b<s{0,1}. Since PKE’ satisfies the malleability property, there

9 In Theorem 4.3, the return value  for invalid ciphertext in decapsulation of KEM gy
is required not in message space (i.e., x ¢ M).
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exists an algorithm B that on input (pk, ¢*) outputs (f, ¢’) such that (1) f(m*) =
Dec(sk,c') # L; (2)f(m) # Dec(sk, ') for any m € M and m # m.
Define the function g7, : M — {0,1} as

_J1 H(f(m),c)=k
gfk (m) = {0 Otherwise

First, we consider the ROM case. Let B#:DECA™S (pk c* |*) be a ROM adver-
sary as follows.

1. Run B to obtain (f,c);

2. Query the DECAPS oracle with ¢/ and obtain k';

3. Randomly pick my,...,m, from M, and compute g, (m;) for each i €
{1,..., ¢} by querying H; ’

4. Tf there exists an m; such that 95,1@/ (m;) =1, return 1 — (H(m;, c*) =?k;),
else return 1.

Note that g/f ,,(m*) = 1 with probability 1, and g/l ,(/n) = 1 with negligible
probability 1/[K| for 7 # m*. We also note that Pr[m* € {m,...,m,}] = &4
Thus, the ROM advantage of B is at least (1 —1/|K|)9™" 2 (1/e)+ since
q < [K].

Next, we consider the QROM case. Let BIH)PEeAPS (p ¢ k) be a QROM
adversary as follows.

1. Run B to obtain (f,c);

2. Query the DECAPS oracle with ¢/ and obtain k';

3. Use Grover’s algorithm for ¢ steps to try to find m*. In details, apply
Grover iteration ¢ time on initial state HGate®"|0") and make a stan-
dard measurement to derive m, where Grover iteration is composed of o-
racle query O, that turns |m) into (—l)ggvk’(m)|m>, and diffusion operator
U = HGate®"(2|0")(0"| — I,,) HGate®";

4. Return 1—(H (m, c*) =7k;), where m is the outcome obtained using Grover’s
algorithm in step 3.

Note that ggk, (m*) = 1 with probability 1, and gg’k,(ﬁl) = 1 with negligible
probability 1/ |K| for m # m*. Let po = Prlgl ,,(m) = 1:m € M] > 1/|M|.
By ¢ Grover iterations (requiring ¢ quantum queries to H), the probability p;
of finding m* is sin?((2¢ + 1)0), where sin?(4) = po.

When 1/4/|M| < sin(g5), we have (2¢ + 1)6 < /3. Thus, we have

2q -0

sin((2¢ + 1)8) > sin(0) + 5 > (¢ +1)sin(9).

Therefore, we have p; = sin?((2¢ + 1)§) > (q‘j\j‘)z. Note that when m* is

obtained, one can derive b* with probability 1 by querying H (/m, ¢*). Thus, the

QROM advantage of B is at least (q‘ﬁf. O
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Remark 3. Most IND-CPA-secure PKEs has malleability property, e.g., ElGa-
mal, FrodoKEM.PKE [28], Kyber.PKE [8], etc. Moreover, malleability property
is inherent for a homomorphic PKE. Let PKE = (Gen, Enc, Dec) be homo-
morphic in addition. That is, Enc(pk, m1 + ma) = Enc(pk,m1) + Enc(pk, ms2).
Then, we can construct algorithm B(pk,c*) (c¢* + Enc(pk,m*)) that randomly
picks m € M, computes ¢’ = ¢* + Enc(pk,m), and defines f(z) = 2 + m. Note
that f(m*) = Dec(sk,c’) and f(m) # Dec(sk,c’) for m # m(We assume the
PKE has perfect correctness for simplicity). Thus, the homomorphic property of
a PKE implies the malleability property in this paper.

Remark 4. For a A-bit IND-CPA-secure malleable public-key encryption PKE'
with message space M = 2* we require that any PPT adversary breaks the
security of PKE' with advantage at most 2% For example, such a PKE’ can be
constructed based on the LWE assumption by a suitable parameter selection [34].
Theorem 5.1 shows that a ROM (QROM, resp.) adversary against the IND-1-
CCA security of KEM = Try[PKE', H| can achieve advantage at least (1/e)5%

2
((q;l) , resp.), where ¢ is the number of adversary’s queries to H. That is, a

O(1/q) (O(1/4?), resp.) loss is unavoidable in the ROM (QROM, resp.) for Try.

Remark 5. We remark that the output of decapsulation for an invalid ciphertext
¢ is irrelevant to the attack given in Theorem 5.1. Thus, the aforementioned
tightness results can also be applied to T. We also remark that such a tightness
result can also be extended to the IND-1-CCA KEM construction Toy given
in [21], where there is tag tag = H'(m*, ¢fj) in the ciphertext (¢§ < Enc(pk, m*)),
and the key is computed by K = H(m*). The idea is that the adversary against
KEM can first search m* such that tag = H'(m*, ¢§) by querying H', and then
query H with m*, thus break the key indistinguishability. Following the same
analysis in Theorem 5.1, one can easily derive the same tightness result for T .

6 Relations among Notions of CCA Security for KEM

In this section, we will compare the relative strengths of notions of IND-1-CCA
security and IND-CCA security in ROM and QROM. In detail, we works out
the relations among four notions. For each pair of notions A, B € { IND-1-CCA
ROM, IND-1-CCA QROM, IND-CCA ROM, IND-CCA QROM }, we show one
of the following:

— A = B: A proof that if a KEM meets the notion of security A then it also
meets the notion of security B.

— A % B: There is a KEM construction that provably meets the notion of
security A but does not meet the notion of security B.

First, according to the security definitions, one can trivially derive the re-
lations IND-CCA QROM = IND-1-CCA QROM = IND-1-CCA ROM, and
IND-CCA QROM = IND-CCA ROM = IND-1-CCA ROM. Next, we show the

other nontrivial relations.
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Theorem 6.1. If the LWE assumption (Definition B.1) holds, then we have
IND-1-CCA ROM= IND-1-CCA QROM, IND-CCA ROM=IND-1-CCA QROM
and IND-CCA ROM #IND-CCA QROM.

Proof. First, if the LWE assumption holds, we can have a KEM=(Gen, Encaps,
Decaps) that satisfies the IND-CCA ROM security. For example, FrodoKEM [28]
is such a KEM whose IND-CCA ROM security can be reduced to the LWE
assumption. Let PoQRO=(Setup, Prove, Verify) (Definition C.1) be a proof
of quantum access to random oracle H, whose existence is based on the LWE
assumption, see Lemma C.1. Here, H is independent of the KEM.

Construct a new KEM'=(Gen’, Encaps’, Decaps’) as in Fig. 9. Note that any
efficient ROM adversary cannot find a ¢y such that Verify™ (sks,co) = 1 (oth-
erwise the soundness of the PoQRO is broken). Thus, for an efficient ROM ad-
versary, querying oracle Decaps’ is equivalent to querying oracle Decaps. Thus,
KEM' also meets the IND-CCA ROM security.

Gen' Encaps’ (pk) Decaps’(sk, c)

1: (pki,ski) < Gen 1: parse pk = (pki,pk2) 1: parse sk = (ski,sks)

2: (pka,skz) + Setup 2: (K,c1) <s Encaps(pk1) 2: parse c = (c1,c2)

3: pk = (pk1,pkz) 3: ¢c=(c1, 1) 3: if Vem'fyH(skz,cz) =1
4: sk = (ski,skz) 4: return (K,c) 4: return sk

5: return (pk,sk) 5: return Decaps(ski,c1)

Fig. 9: Separation instance KEM' for Theorem 6.1.

Meanwhile, a QROM adversary can find a ¢y such that Verify (ska, co) = 1.
Thus, by querying oracle Decaps’ (only one time), a QROM adversary can obtain
sk1, hence break the IND-CCA security of KEM'. Therefore, KEM’ does not
meet the IND-1-CCA QROM security (and also IND-CCA QROM security).
Since KEM meets the IND-CCA ROM security, KEM is also IND-1-CCA-secure
in the ROM. Hence, we have IND-1-CCA ROM=IND-1-CCA QROM, IND-
CCA ROM=IND-1-CCA QROM and IND-CCA ROM=IND-CCA QROM. O

Theorem 6.2. If the LWE assumption holds, then we have IND-1-CCA ROM
+#IND-CCA ROM, IND-1-CCA QROM=IND-CCA QROM, and IND-1-CCA
QROM=IND-CCA ROM.

Proof. Let (Gen, Enc, Dec) be the key-generation, encryption and decryption al-
gorithms of FrodoPKE [28], whose IND-CPA security can be reduced to the LWE
assumption. Then, according to Theorems 4.1 and 4.2, KEM=Tgy [FrodoPKE, H]
is IND-1-CCA secure in both ROM and QROM. Note that such a KEM is essen-
tially a FO-KEM without re-encryption. Qin et al. [33] had shown such a KEM
is vulnerable to key-mismatch attacks that can recover the secret key with only
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polynomial queries to the decapsulation oracle. That is, KEM=Tgy [FrodoPKE, H]|
is not IND-CCA-secure in ROM (and QROM). Hence, we have IND-1-CCA
ROM=IND-CCA ROM, IND-1-CCA QROM= IND-CCA QROM, and IND-1-
CCA QROM =%IND-CCA ROM. O

Acknowledgements. We thank anonymous reviewers for their insightful com-
ments and suggestions. Haodong Jiang was supported by the National Key R&D
Program of China (No. 2021YFB3100100), and the National Natural Science
Foundation of China (Nos. 62002385). Zhi Ma was supported by the National
Natural Science Foundation of China (No. 61972413).

A Supporting Material: Cryptographic Primitives

Definition A.1 (Public-key encryption). A public-key encryption (PKE)
scheme PKE consists of a triple of polynomial time (in the security parameter
\) algorithms and a finite message space M. (1) Gen(1) — (pk, sk): the key
generation algorithm, is a probabilistic algorithm which on input 1* outputs a
public/secret key-pair (pk,sk). Usually, for brevity, we will omit the input of
Gen. (2) Enc(pk,m) — c: the encryption algorithm Enc, on input pk and a
message m € M, outputs a ciphertext ¢ < Enc(pk,m). (3) Dec(sk,c) — m: the
decryption algorithm Dec, is a deterministic algorithm which on input sk and a
ciphertext ¢ outputs a message m := Dec(sk,c) or a rejection symbol L¢ M.

Definition A.2 (Correctness [17]). A PKE is d-correct sz[m% Pr[Dec(sk, c)
me

# m : ¢ < Enc(pk,m)]] < §, where the expectation is taken over (pk, sk) < Gen.
We say a PKE is perfectly correct if § = 0.

Note that this definition works for a deterministic or randomized PKE, but for
a deterministic PKE'® the term max Pr[Dec(sk,c) # m : ¢ = Enc(pk,m)] is
me

either 0 or 1 for each keypair (pk, sk).

Definition A.3 (Injectivity of DPKE [6]). A deterministic PKE (DPKE)
is e-injective if Pr[Enc(pk, *) is not injective : (pk, sk) < Gen| < e.

Remark 6. we observe that if DPKE is d-correct, then DPKE is injective with
probability > 1 — §. That is, for DPKE, d-correctness implies d-injectivity.

Definition A.4 (OW-CPA-secure PKE). Let PKE = (Gen, Enc, Dec) be a
public-key encryption scheme with message space M. Define OW — CPA game
of PKFE as in Fig. 10. Define the OW — CPA advantage function of an adversary
A against PKE as AdvON:CPA (A) = PrlOW-CPA#ky = 1].

10 A PKE is determinstic if Fnc is deterministic
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Game OW-CPA Game IND-CPA

1: (pk,sk) < Gen,m" E M 1: (pk,sk) + Gen,b+«+s{0,1}

2: ¢* « Enc(pk,m”),m' «+ A(pk,c*) 2: (mo,m1)«A(pk)

3: return m’ =?m* 3: ¢« Enc(pk,mp),b < A(pk,c")
4:

return b’ =7b

Fig.10: Game OW-CPA and game IND-CPA for PKE.

Definition A.5 (IND-CPA-secure PKE). Let PKE = (Gen, Enc, Dec) be a
PKE scheme. Define IND — CPA game of PKFE as in Fig. 10, where mgy and mq

have the same length. Define the IND — CPA advantage function of an adversary
A against PKE as AdviNR;CPA(A) := | Pr[IND-CPADyy = 1] — 1/2].

Malleability. In this paper, we say a PKE = (Gen, Enc, Dec) has a malleability
property if for any (pk, sk) generated by Gen, any m € M, and ¢ < Enc(pk, m),
there exists an algorithm B that on input (pk,c) outputs (f,c’) such that (1)
f(m) = Dec(sk,c) (Dec(sk,c’) # L) (2) f(m) # Dec(sk,c’) for any m € M
and m # m.

Definition A.6 (Key encapsulation). A key encapsulation mechanism KEM
consists of three algorithms. (1) Gen(1*) — (pk, sk): the key generation algo-
rithm Gen outputs a key pair (pk,sk). Usually, for brevity, we will omit the
input of Gen. (2) Encaps(pk) — (K, c): the encapsulation algorithm Encaps,
on input pk, outputs a tuple (K, c), where K € K and ciphertext c is said to be
an encapsulation of the key K. (3) Decaps(sk,c) — K : the deterministic decap-
sulation algorithm Decaps, on input sk and an encapsulation c, outputs either
a key K := Decaps(sk,c) € IC or a rejection symbol L¢ K.

Definition A.7 (IND-CCA-secure KEM). We define the IND — CCA game
as in Fig. 11 and the advantage function of an adversary A against KEM as
AdvINRCCA(A) = |Pr[IND-CCAZgy = 1] — 1/2].

Game IND-CCA DEcaAPS(sk, c)

1: (pk,sk) «+ Gen,b & {0,1} 1: if c=c'return L

2: (Kg,c") < Encaps(pk), K{ & i 2: elsereturn
3: b APPNS(pk, ¢ KY) 3: K := Decaps(sk, c)

4: return b’ =7b

Fig. 11: IND-CCA game for KEM.

B Supporting Material: Learning with Error (LWE)

Definition B.1. Let n,m,q be positive integers, and let x be a distribution
over Z. The (decision) LWE problem is to distinguish between the distributions
(A, As +e(modq)) and (A,u), where A« Zy*™, s <sZy, e + X", u<sZy".
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In this paper, we refer the LWE assumption to that no quantum polynomial-time
algorithm can solve the LWE problem with more than a negligible advantage.

C Supporting Material: Proof of Quantum access to
Random Oracle (PoQRO)

Definition C.1 ([40]). A (non-interactive) proof of quantum access to a ran-
dom oracle (PoQRO) consists of the following three algorithms. (1) Setup(1*):
This is a classical algorithm that takes the security parameter 1* as input and
outputs a public key pk and a secret key sk. (2) Prove® (pk): This is a quantum
algorithm that takes a public key pk as input and given quantum access to a ran-
dom oracle H, and outputs a proof ©'*. (8) Verify™ (sk,=): This is a classical
algorithm that takes a secret key sk and a proof m as input and given classical
access to a random oracle H, and outputs 1 indicating acceptance or 0 indicating
rejection. PoQRO is required to satisfy the following properties.

Correctness. We have Pr[Verify(sk,n) = 0 : (pk,sk) + Setep(1}),7 +
Provel™ (pk)] < negl(\).

Soundness. For any quantum polynomial-time adversary A that is given a
classical oracle access to H, we have Pr[Verify™ (sk,m) = 1 : Setep(1*), 7 +

A (pk)] < negl(X).

Lemma C.1 ([40, Theorem 3.3]). If the LWE assumption holds, then there
exists a PoQRO.
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