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Abstract. Ciphertext-policy attribute-based encryption (CP-ABE) has
attracted much interest from the practical community to enforce ac-
cess control in distributed settings such as the Internet of Things (IoT).
In such settings, encryption devices are often constrained, having small
memories and little computational power, and the associated networks
are lossy. To optimize both the ciphertext sizes and the encryption speed
is therefore paramount. In addition, the master public key needs to be
small enough to fit in the encryption device’s memory. At the same time,
the scheme needs to be expressive enough to support common access con-
trol models. Currently, however, the state of the art incurs undesirable
efficiency trade-offs. Existing schemes often have linear ciphertexts, and
consequently, the ciphertexts may be too large and encryption may be
too slow. In contrast, schemes with small ciphertexts have extremely
large master public keys, and are generally computationally inefficient.

In this work, we propose TinyABE: a novel CP-ABE scheme that is ex-
pressive and can be configured to be efficient enough for settings with
embedded devices and low-quality networks. In particular, we demon-
strate that our scheme can be configured such that the ciphertexts are
small, encryption is fast and the master public key is small enough to
fit in memory. From a theoretical standpoint, the new scheme and its
security proof are non-trivial generalizations of the expressive scheme
with constant-size ciphertexts by Agrawal and Chase (TCC’16, Euro-
crypt’l7) and its proof to the unbounded setting. By using techniques
of Rouselakis and Waters (CCS’13), we remove the restrictions that the
Agrawal-Chase scheme imposes on the keys and ciphertexts, making it
thus more flexible. In this way, TinyABE is especially suitable for IoT.

Keywords: attribute-based encryption - ciphertext-policy attribute-based
encryption - short ciphertexts - efficient encryption
1 Introduction

Attribute-based encryption (ABE) is an advanced type of public-key encryp-
tion in which the key pairs are associated with attributes rather than individu-
als [6]. In ciphertext-policy ABE (CP-ABE), messages are encrypted under an
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access policy [I6]. Subsequently, the ciphertexts can be decrypted by a single
secret key that is associated with a set of attributes that satisfies the policy.
In contrast, in key-policy ABE (KP-ABE), ciphertexts are associated with sets
of attributes and secret keys with access policies [30]. CP-ABE has proven to
be a valuable primitive in the enforcement of fine-grained access control on a
cryptographic level [T6J35/47]. It allows the encrypting device to determine who
gets access to the plaintext, without requiring an online trusted third party to
act as an intermediary [52]. Instead, it requires a trusted entity to issue secret
keys to eligible users, which can be used to access the data for which those are
authorized. In this way, the device can directly and securely share its data via
any (potentially untrusted) network. Recently, the European Telecommunica-
tions Standards Institute (ETSI) has published two specifications regarding the
high-level requirements for ABE [26], and how ABE can increase data security
and privacy [27]. In these specifications, ETSI focuses on several use cases, one
of which considers data access control in the Internet of Things (IoT), in par-
ticular. An important requirement that ETSI imposes on ABE is that an IoT
device should be able to encrypt, but not necessarily decrypt. To this end, the
public keys and ciphertexts should be small, and encryption should be efficient.
ETSI also requires the scheme to support expressive policies [26]. Such policies
include Boolean formulas, consisting of AND and OR gates, over attributes; and
the attributes may be strings or numerical values. The policies may also be large,
because they could specify that a decryption key should be generated within a
certain time interval, whose description may require several attributes.

According to RFC857€E|, IoT devices and networks are characterized by small
memory, low computational power, and high packet loss rates. Unfortunately,
many ABE schemes—including those considered by ETSI [26]—have cipher-
texts sizes and encryption costs that grow linearly in the number of attributes
[2/6]. As a result, these schemes are not suitable for IoT applications [28]. First,
encryption may simply consume too much time, requiring almost one second
per attribute [48]. Second, even for small policies, the ciphertexts may be so
large that they have to be fragmented across more than one data packet during
transmission. This results in an increased probability that at least one of the
packets is dropped, and subsequently increases the expected time that it takes
for the message to successfully arrive at the receiver [42]. Third, the ciphertext
may not fit in memory. The computation of one ciphertext would therefore need
to be split into parts, and the partial ciphertexts need to be streamed out of the
device, like in [34]. This may further complicate issues with packet loss.

To mitigate issues with the size, ABE schemes with sufficiently short cipher-
texts can be deployed. Several schemes with constant-size ciphertexts have been
proposed [25/32122IT2ITTIT]. However, many of these schemes have restricted poli-
cies [2532122], supporting only AND-gates or threshold functions, and therefore
have a limited expressivity. Others are bounded [I2IIT/I], supporting only limited
sizes for the sets or policies associated with the ciphertexts. More importantly,
the efficiency of these bounded schemes depends heavily on the bounds. Hence,

3 https:/ /tools.ietf.org/html/rfc8576
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choosing these bounds to be sufficiently high for some given practical setting is
not a suitable option either.

In this work, we mitigate these limitations by proposing a scheme with a
trade-off feature. Upon setup, the system parameters can be chosen such that
the desired efficiency trade-off between the sizes of the keys and the ciphertexts,
as well as the computational costs of the algorithms can be attained. In partic-
ular, one can optimize encryption so that it can be performed on IoT devices.
Furthermore, one can configure the ciphertexts to be small enough for a specific
setting, i.e., to fit in memory of IoT devices or in one Ethernet packet for some
given number of attributes. One can also configure the master public key to be
small enough to fit in memory. This makes TinyABE especially suitable for IoT.

1.1 Owur contributions

Our main contribution is TinyABE, a new CP-ABE scheme that simultaneously
can satisfy several desirable properties:
— Expressivity: The scheme supports monotone span programs (MSPs), which
includes Boolean formulas consisting of both AND and OR gates;
— Large-universeness: Any string can be used as attribute;
— Unboundedness: No bounds are posed on the parameters, including the
attribute sets associated with the keys and the policy lengths;
— Configurable: The system parameters can be chosen such that the scheme

attains the required efficiency, for example
e Short ciphertexts: The scheme can be configured such that the cipher-

texts are sufficiently small for scenarios involving low-quality networks;
e Efficient encryption: The scheme can be configured such that encryp-
tion is fast, even on resource-constrained devices.

We achieve this by making the expressive CP-ABE scheme with constant-size
ciphertexts by Agrawal and Chase (AC16) [I] unbounded. As a result, our scheme
is parametrized, and can be configured to provide the desired efficiency trade-
off. Special cases of our scheme include AC16, and the CP-ABE scheme with
constant-size ciphertexts by Attrapadung (Att19) [9). TinyABE can thus be
viewed as a generalization of AC16 to the unbounded setting. We also provide
two secondary contributions:

— Security proof: We generalize Agrawal and Chase’s [3] proof for AC16 [I] to
the unbounded setting using Rouselakis and Waters’ [45] techniques;

— Performance analysis: We analyze the efficiency of our scheme with a focus
on practice. In particular, we obtain the most efficient encryption algorithm
compared to other expressive and unbounded schemes;

2 High-level overview and details about TinyABE

Our construction. TinyABE is a generalization of the Agrawal-Chase scheme
(AC16) [1I3] to the unbounded setting, using the partitioning techniques by At-
trapadung et al. (AHM+16) [I0], and by using the proof techniques by Rouse-
lakis and Waters (RW13) [45]. By generalizing AC16, we can make it more
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efficient. Although AC16 supports expressive policies and attains constant-size
ciphertexts, it is bounded in parameters N; and N5, where N7 and N» denote
the upper bounds on the number of rows and columns of the access structure,
respectively. Importantly, the scheme’s efficiency depends on these parameters.
Whereas the ciphertext sizes are constant, the master public key grows by a
factor N1 No, and the secret keys grow by a factor N?Ny. As a result, the master
public key is already so large for Ny = Ny = 32, i.e., 103 kilobytes (KB), that it
does not fit in memory of many embedded devices. By making AC16 unbounded,
the efficiency depends differently on these factors. We make the AC16 scheme
unbounded by using a similar approach as AHM+16. Roughly, we partition the
sets of rows and columns in smaller subsets of maximum sizes 77 and 7ns, re-
spectively, and apply the AC16 scheme to the partitions. The master public key
and secret keys then also grow in factors f1fs and A3, respectively, but 7y
and 712 can be much smaller to attain small ciphertexts. Although our cipher-
texts are not constant-size, they shrink by a factor O(min(7y,72)) compared to
schemes with linear-size ciphertexts, such as RW13. Thus, even for small choices
of n1 and no, our ciphertexts are much smaller than RW13 ciphertexts. Whereas
RW13 ciphertexts might only fit in memory or in one Ethernet packet for a max-
imum policy length of 33 or 3, respectively, TinyABE can support larger policy
lengths. For example, in the same settings, it supports maximum policy lengths
of 298 (for n; = ny = 3), and 100 (for 7, = Ay = 13), respectively, while the
associated master public keys are only 2.3, and 19 KB, respectively.

Security proof: the AC17 framework. We formulate our scheme and proofs
in the AC17 [3] framework, which considers a commonly-used abstraction of
pairing-based encryption schemes: pair encoding schemes (PES) [§]. Essentially,
a PES condenses a scheme to “what happens in the exponent”. The AC17 frame-
work simplifies security analysis, whilst achieving strong security guarantees, by
reducing the effort of proving security to performing simple linear algebra [51].
In part, we use this framework, because we generalize AC16, and its only proofs
in the full-security setting are given in this framework [3[9]. In contrast, other
expressive CP-ABE schemes with constant-size ciphertexts [TTJI3] have larger
keys than AC16 and are therefore less efficient. Furthermore, because we prove
security in the AC17 framework, our scheme can be transformed into a scheme
supporting negations in the policies [9l5], additionally allowing for the support
of revocation systems [37].

Improving the partitioning approach. We improve on the partitioning ap-
proach used for the KP-ABE scheme of Attrapadung et al. (AHM+16) [10],
which is unbounded, supports expressive policies, and can be configured to have
small ciphertexts. Specifically, AHM+16 generalizes the first expressive KP-ABE
scheme with constant-size ciphertexts of Attrapadung, Libert and de Panafieu
(ALP11) [I2] to the unbounded setting. Concretely, their approach consists of
the partitioning of the attribute set (to be used during encryption) into subsets
of maximum size ny, where nj is the bound on the attribute set inherited from
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ALP11. Before our work, a CP-ABE scheme attaining similar characteristics
remained an open problem. In fact, the first expressive CP-ABE schemes with
constant-size ciphertexts [I1JI] were proposed four years after the introduction of
ALP11. Presumably, the reason for this delay is the difficulty in simultaneously
achieving these properties in the ciphertext-policy setting. On the one hand,
the entire access policy—which is two-dimensional—needs to be embedded in
one ciphertext component. On the other hand, the decrypting user—who has an
attribute set satisfying the policy—may not have keys for all attributes used in
the access policy. These difficulties also translate to the unbounded setting: to
make AC16 unbounded, we need to partition in two dimensions instead of one.
In addition, we want to embed the entire policy in one ciphertext component,
like AC16. This is unlike AHM+16, which embeds each partitioned subset in a
separate ciphertext component, and thus still requires a linear number of op-
erations during encryption. In contrast, the costs of computing our ciphertext
component embedding the policy are essentially upper-bounded by a constant.

Performance analysis. We show that TinyABE offers advantages over other
schemes by analyzing the storage and computational costs. In this analysis, we
take into account the limitations of constrained devices and low-quality net-
works. To this end, we select two configurations of TinyABE, which we compare
with RW13 and AC16. Our first configuration provides sufficiently small pub-
lic keys and ciphertexts for IoT devices, whilst attaining an efficient encryption
algorithm. For example, in Section we estimate the encryption costs on
some IoT devices. For policies of length 100, encryption with RW13 takes over
a minute, while encryption with our scheme takes only 7.6 seconds. Moreover,
while the master public key of AC16 is almost a megabyte in size, our master
public key is only 2.25 kilobytes, and thus fits easily in memory of constrained
devices. Our second configuration ensures that, for policy lengths of up to 100
attributes, the ciphertexts fit in one Ethernet packet, which has a maximum
transmission unit of 1500 bytes. In contrast, RW13 ciphertexts are too large.

Expressive, large-universe, unbounded and efficient. TinyABE is simul-
taneously expressive and unrestricted while it is configurable. Therefore, it can
be configured to be efficient enough for practical applications involving IoT de-
vices and networks. Our scheme supports large universes, so it can efficiently
support any strings as attributes, and does not require that, in the setup, public
keys are generated for each attribute. The scheme is also unboundedEl, which
implicitly ensures that it attains a better efficiency, even for large policies, com-
pared to bounded schemes. In contrast, the efficiency of bounded schemes with
constant-size ciphertexts [19] depends heavily on the choice of these bounds.
Finally, because our scheme supports monotone span programs, it can enforce
any fine-grained policies on encrypted data. Practitioners therefore do not need
to restrict themselves to less expressive solutions in IoT settings anymore [36128].

4 Note that our scheme is also unbounded in that it satisfies the “multi-use” property,
meaning that attributes may occur any number of times in the access policies.
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Expressive and efficient CP-ABE scheme for IoT. Several schemes have
been introduced over the years. Some can attain sufficiently short ciphertexts for
some specific practical context. In particular, we consider schemes that can be
configured to be small enough to fit e.g., in memory of constrained devices or in
Ethernet packets, even for large policies. As Table [La] shows, all of the CP-ABE
schemes of this kind incur a trade-off: either they are not expressive, or they
impose bounds (and by extension, they are inefficient). In contrast, TinyABE is
the first CP-ABE scheme to overcome these limitations. Furthermore, compared
to expressive schemes with ciphertext sizes that grow at least in the size of the
policy or set (see Table7 TinyABE can be configured to have a more efficient
encryption. As such, it is feasible to implement ABE on IoT devices (see Section
, which are mainly assumed to be required to encrypt and not decrypt.

3 Preliminaries

3.1 Notation

If an element is chosen uniformly at random from a finite set S, then we denote
this as © €g S. For integers a < b, we denote [a,b] = {a,a + 1,...,b — 1,b},
[b] = [1,b] and [b] = [0, b]. We use boldfaced variables A and v for matrices and
vectors, respectively. We denote a : A to substitute variable a by a matrix or

vector A. We define 1;{}”2 S Zngdz as the matrix with 1 in the i-th row and

. .. —d
j-th column, and 0 everywhere else, and similarly 1?1 and 1;” as the row and
column vectors with 1 in the ¢-th entry and 0 everywhere else.

3.2 Access structures

Definition 1 ((Monotone) access structures [I5]). Let {a1,...,a,} be a
set of attributes. An access structure is a collection A of non-empty subsets of
{a1,...,an}. The sets in A are called the authorized sets, and the sets that are
not in A are called the unauthorized sets. An access structure A C 21a1,-an} 4o
monotone if for all B,C holds: if B € A and B C C, then also C' € A.

We represent access policies A by linear secret sharing scheme (LSSS) ma-
trices, which support monotone span programs [I5/31]. In particular, Boolean
formulas can be efficiently converted into LSSS matrices [38].

Definition 2 (Access structures represented by LSSS matrices [31]).
An access structure can be represented as a pair A = (A,p) such that A €
Zyr*"2 is an LSSS matriz, where n1,m2 € N, and p is a function that maps the
rows of A to attributes in the universe. For some vector v .= (8,v2,...,Un,) €R
Zy?, the i-th secret generated by matriz A is A; = A;vT, where A; denotes
the i-th row of A. In particular, if S satisfies A, then there exist a set of rows
Y = {i € [nm] | p(i) € S} and coefficients ¢; € Z, for all i € T such that
YierciAi = (1,0,...,0), and thus, ), . ciX; = s holds. If S does not satisfy A,
there erists w = (1, w2, ..., wn,) € Zy? such that A;wT =0 for all i € T [15].
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Table 1: Comparison of ABE schemes with short and linear ciphertexts, respec-
tively. For each scheme, we list whether they are CP, the expressivity (expr.),
whether they are large-universe (LU), and whether they support unbounded
(unb) policies or sets. For the schemes with short ciphertexts, we also give the
asymptotic complexity of the storage costs of their master public keys (MPK),
secret keys (SK) and ciphertexts (CT). We consider a scheme to have short
ciphertexts if their asymptotic sizes are smaller than linear in the number of
attributes, i.e., O(|S]) or O(|A|). Note that we have only listed schemes that are
structurally different, i.e., that have a different PES. For instance, the KP-ABE

scheme in [45] has the same PES as the KP-ABE scheme in [39].

ng

Unb. Sizes
Scheme |CP Expr. LU IA] |S] MPK SK CT
EMN+09 25]] v AND X v V o(u) o(1) 00)
HLR10 [32] | vv Threshold X v V o(|U)) o(|ul) O(1)
CZF1122) | v AND X v V o(ju)) o(u) 0(1)
ALP11 [12] | X (N)MSP v v X O(Nk) O(Nk|A]) o(1)
CCL+13 2I]| X Threshold X v v o(u)) o(|u||A]) 0(1)
Takl4 [49] | X NMSP v X X O(Ny) O(Ni|Al) o)
AHY15[II] | v (N)MSP v X X  O((NeN1)2)) O((NkN1)*A?%) 0(1)
AHMA+16 [I0)] X MSP v v V O(nk) O(ni|A)) o(gl)
ACI6[1J3] | v MSP v X X O(N1(N2+ Ni)) O(S|N?(N2 + Ni)) o(1)
Att19 [9] v NMSP v X V O(N1N2)) O(|S|NEN2) o(1)
AT20 [13] | v (N)MSP v X v O((N2+ NeA)?)  O((N2+ NeA)*) 0(1)
LL20b 0] | X MSP v v X O(Ny) O(Ni|Al) 0(1)
TinyABE | v MSP v v Vv O(fi(hs +nx)) mﬁmﬂmwﬂ)mmm%%@

(a) ABE with short ciphertexts.

Scheme

CP LU

Unb.

|ALIS]

GPSWO06 [30]
BSWO07 [16]
Wat11-I [53]
Wat11-1V [53]
LW11 [39]
RW13 [45]
FAME [2]
ABGW17 [g]
TKN20 [50]
TinyABE

SN N N SN NN

CUCUNC A X A%

AN N N N NN

SNEN

AN N N NENENEN

(b) ABE with linear-sized keys and ciphertexts that support MSPs.

Notes: U/ = universe; A = access policy; S = set of attributes;
(N)MSP = (non-)monotone span program, ni,ns = number of rows, columns of A;
Ni, N2, N;; = maximum bounds on ni,na, |S|;
A1, Ra, i, = maximum partition sizes of ni, na, |S|
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3.3 Ciphertext-policy ABE

Definition 3 (Ciphertext-policy ABE [16]). A ciphertext-policy ABE (CP-
ABE) scheme consists of four algorithms:

— Setup(A) = (MPK, MSK): The setup takes as input a security parameter \.
It outputs the master public-secret key pair (MPK, MSK).

— KeyGen(MSK,S) — SKs: The key generation takes as input a set of at-
tributes S and the master secret key MSK. It outputs a secret key SKg.

— Encrypt(MPK, A, M) — CTy: The encryption takes as input a message M,
a policy A and the master public key MPK. It outputs a ciphertext CTy.

— Decrypt(SKs,CTy) — M’: The decryption takes as input the ciphertext
CTa with access policy A, and a secret key SKs with attribute set S. It
succeeds and outputs a message M’ if S satisfies A. Otherwise, it fails.

The scheme is correct if successful decryption of a ciphertext always yields the
original message.

Large-universe and unbounded ABE. A scheme supports large universes if
it does not impose bounds on the universe, which consists of all attributes that
can be used in the scheme. We call the scheme unbounded, if it supports large
universes and additionally does not impose bounds on the sets S and policies A,
or on the number of times |[p~!(att)| that one attribute att occurs in a policy.

3.4 Security model

Definition 4 (Full IND-CPA-security for CP-ABE [16]). We define the
game between challenger and attacker as follows:

— Setup phase: The challenger runs the Setup algorithm and sends the master
public key MPK to the attacker.

— First query phase: The attacker queries secret keys for the sets of at-
tributes S1, ..., Sn, -

— Challenge phase: The attacker specifies two equal-length messages My and
M, and an access structure A* such that none of the sets S; satisfies it, and
sends these to the challenger. The challenger flips a coin, i.e., 8 €g {0,1},
encrypts Mg under A*, and sends the resulting ciphertext to the attacker.

— Second query phase: The attacker queries secret keys for the sets of at-
tributes Sp,41,-..,Sn, With the restriction that none of the sets S; satisfy
access structure A*.

— Decision phase: The attacker outputs a quess 3’ for 3.

The advantage of the attacker is defined as |Pr[3’ = ] — 3|. A CP-ABE
scheme is fully secure if all polynomial-time attackers have at most a negligible
advantage in this security game.
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3.5 Pairings (or bilinear maps)

We define a pairing to be an efficiently computable map e on three groups G, H
and G of prime order p, so that e: G x H — G, with generators g € G,h € H
is such that for all a,b € Z,, it holds that e(g®, h®) = e(g, h)?® (bilinearity), and
for g% # 1g, h® # 1y, it holds that e(g?, h®) # 1g,., where 1g/ denotes the unique
identity element of the associated group G’ (non-degeneracy).

3.6 Pair encoding schemes

Definition 5 (Pair encoding schemes (PES) [3]). A pair encoding scheme
for a predicate family Py;: X, x V.. — {0,1}, indexed by k = (p,par), where
par specifies some parameters, is given by four deterministic polynomial-time
algorithms as described below.

— Param(par) — n: On input par, the algorithm outputs n € N that specifies
the number of common variables, which are denoted as b = (b1, ...,by,).

— EncKey(y,p) — (m1,ma, k(r,#,b)): On input p € N and y € Y, this algo-
rithm outputs a vector of polynomials k = (k1, ..., km,) defined over non-lone
variables v = (r1,...,7m,) and lone variables ¥ = (1, ..., Pm,). Specifically,
the polynomial k; is expressed as

k; = 0,0 + Z 51‘,]‘7’}' + Z 5i,j,krjbk7

j€[ma] j€[mal].ke[n]

for all i € [mg], where §;,06; 5,0 .1 € ZLp.

— EncCt(z,p) — (w1, ws,c(s,8,b)): On input p € N and z € X, this algo-
rithm outputs a vector of polynomials ¢ = (c1, ..., Cw,) defined over non-lone
variables s = (S, S2, ..., Sw, ) and lone variables § = (81, ..., $u, ). Specifically,
the polynomial c; is expressed as

ci= > migdi+ > MijkSib,

J€[we] j€wi],k€ln]

for alli € [ws], where n; 5, jx € ZLyp.
— Pair(z,y,p) = (E,E): On input p, =, and y, this algorithm outputs two
matrices E and E of sizes (w1 + 1) X m3 and ws X my, respectively.

A PES is correct for every k = (p,par), v € X, and y € Y, such that
Py(z,y) =1, it holds that sEKT + cErT = as.

Definition 6 (Symbolic property [3]). A pair encoding scheme I' = (Param,
EncKey, EncCt, Pair) for a predicate family P,: X X V.. — {0,1} satisfies the
(d1, do)-selective symbolic property for positive integers di and dg if there exist
deterministic polynomial-time algorithms EncB, EncS, and EncR such that for
all k = (p,par), x € X, and y € Y., with Py(z,y) =0, we have that

— EncB(z) = By, ...,B, € Zgl ><d27.
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d A A d .

— EncR(z,y) = r1, ..., T, € Z54, 0,11, ., Ty € 252
d ~ ~ d .
— EncS(z) — 80, -+; Sw, € Z52,81, .., 8u, € Zy';

such that (sg,a) # 0, and if we substitute

éi’ : §T/ Sibj : BjS;»r

i a:a TE @ T kaj : I‘kBj,

fori € [wi],i € [wal,j € [n],k € [m1], k" € [m2] in all the polynomials of k and
¢ (output by EncKey and EncCt, respectively), they evaluate to 0.

Similarly, a pair encoding scheme satisfies the (d1,ds)-co-selective symbolic
security property if there exist EncB, EncR, EncS that satisfy the above properties
but where EncB and EncR only take y as input, and EncS takes z andy as input.

A scheme satisfies the (dy,ds)-symbolic property if it satisfies the (d},db)-
selective and (dY, d}))-co-selective properties for dj,d} < dy and dfy,dy < ds.

Agrawal and Chase [3] prove that any PES satisfying the (dj,d3)-symbolic
property can be transformed in a fully secure ABE scheme.

4 Our construction: TinyABE

We present our construction. To this end, in Section we give a step-by-step
description on how these layering techniques can be applied, by first carefully re-
viewing the scheme. Roughly, we use the techniques of Attrapadung et al. [I0J9]
to remove the bounds on the attribute sets used in the key generation. Then, we
apply the layering techniques to the ciphertext policy, by using the partitioning
approach of Attrapadung et al. (AHM+16) [10]. However, unlike in AHM+16
[10], we need to partition in two “directions” due to the two-dimensional na-
ture of access policies. In particular, for each policy, we split the set of rows
in subsets of maximum size 71, and the set of columns in subsets of maximum
size ny. Then, for each subset, we use a fresh “randomizer”. These randomizers
are appropriately applied to the ciphertext component of AC16 that embeds
the policy. To this end, we identify which parts of this ciphertext component
correspond to the rows and which to the columns:

C// _ H gSA]‘,kijc H gSP(j)ib;,j’

j€[ni],k€nz] i€[ng),j€[n1]

columns TrOwWS

where g¥* and gb;,f denote public keys, and s is a random integer during encryp-
tion under access structure A = (A, p) with A € Zyr*"2. For example, for each
partitioned subset S; of [n1], we use a fresh randomizer s; to compute partial
ciphertext [], clljes; 9
partition the rows and columns, respectively, in sets of maximum size 77 and 7.
Furthermore, we define the mappings 7y and 75 to map each row and column,
respectively, that are in the same partition to a unique set of public keys.

N/ .
str()"ii In the scheme, we use mappings 71 and 75 to
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4.1 Removing the bounds from AC16

We show how to make AC16 [I] unbounded, by analyzing the scheme and show-
ing, in steps, how the bounds can be removed by introducing more randomness.

The AC16 scheme. We briefly review the AC16 scheme [I]. Specifically, the
secret keys SK and ciphertexts CT are of the form

T ribi p—v r:b.
SK = ({K1j =9", Ko jk = g7 " Ky jjok = g7,

. Ty Z'efm;n,b;,‘ L, — T.J'b/:‘ i’ N
Ky jare =g " el K00 = 97 Y g el
ke[no],atteS

CT = (C =M -e(g,9)**,C" = g°,

" = H gsAj,kbj,k H gsp(j)ib£7j>
nl]ake[

J€l nz2] i€[nk].j€ni]

where ¢%* and gb;‘j denote public keys, v1 = « is the master-key, 7;,vi, €r Zyp
are randomly chosen integers during the key generation for set S with |S| < ng,
and s is a randomly chosen integer during encryption for access structure A =
(A, p) with A € Z;“XW such that n; < Ny and ng < Ny and p: [n1] — Z,,
where N1, Ny € N denote bounds on the policy size. Furthermore, x,4+ denotes
the unique representation of an attribute att (represented as a string) in Z,,
which can be generated with a collision-resistant hash function #: {0,1}* — Z,.

Intuitively, decryption using a key SK for set S of a ciphertext CT with ac-
cess policy A works by “singling out” each row j € " = {j' € [n1] | p(j') €
S}, ie., e(g7g)r"s(z’°€“’2] Agbiit P iy D)) from o7 (and K ;). From this,
e(g,g)zke[ﬁ‘ﬂ AjkY can be retrieved by using C’, Ky j and Ky j ;). More con-
cretely, this can be done because the secret keys are constructed in a specific
way. That is, for each 7,5’ € [f1], it embeds the product 7;b; i, but only in
the case that j = j’, it also embeds the secret vy, (where vy = ). Similarly, for
j =j', only the secrets r; ). xéttb;j are given for those attributes att that are
in the set S. For j # j’, we can reconstruct r; ), x;ﬁbg,j’ for any attribute att.
To decrypt, we have to retrieve e(g, g)**, for which we would need to pair Ks j 1
with C’ to obtain e(g, g)"#%*5~vk% Then, the question is how we can cancel out
e(g, g)"i%+%, Roughly, we want to “single out” the j-th row of the access policy in
the ciphertext component C”. Then, we pair K ; = ¢g" with C”, and cancel out
all resulting components e(g,g)r"s(AJ’”ka‘"’“+p(j/)1b2d") for j # j' by using K3 ; j i
and K5 ; ;i and pairing them with C’. Note that we just argued that we can
reconstruct these components (regardless of the fact that, possibly, p(j') ¢ S).

This leaves us with components e(g,g)”s(z’“g["'?] Agiby bt 2y PU)'B:5) Then,

we can only cancel [[,c(,, e(g,g)rfs”(j)ib'/m if p(j) € S (by pairing Ky j ate with

rjsAj,kbj

C"), which subsequently yields er[’flz] e(g,9) +. By combining this with
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e(g, g)ri%#$73 we can obtain e(g,g)**. For these last steps, we use the fol-
lowing LSSS property (Definition . If S satisfies A, then there exist ; € Z,
for all j € T = {j € [n1] | p(j) € S} such that } . .ye;A; = (1,0,...,0) for
rows A; of matrix A. Thus, computing er[m](e(g,g)’“]‘ba‘.ks—”kS)EjAj~k yields
I er kepngg e(g, g)ricidirbirse(g g)~*. We finally obtain e(g,g)** by raising
er[%] e(g, g)"is4i+bik to the power €; for each j € 1.

Removing the bound on set S. First, we remove the bound nj; on set S,
which is simpler than removing the bounds on the access policy. In fact, this has
already been done by Attrapadung [9], so we only briefly review his version of the
scheme. Note that this method also resembles the method used in the AHM+16
scheme [I0]. The general idea is that the set S is partitioned in arbitrary sets
of maximum size n;. For each partition, we use the randomness provided by r;

and the public keys to embed the partition like in the original scheme. However,
181

nk—‘ partitions, we need m fresh sets of randomness

because we have m = [

{r;j}jern,) for each partition. Hence, the keys look like this:
SK — {Kl,j,l _ grj‘lyKQ,j,k-,l — grjﬁlbjykivkaKS,j,j’,k,l _ grg,zbj/,k,

_ Tj tt)Z' I; b, _ b,
Ky jat =g @ il Tt Ky 1= g0 b e i) it ke€lan),

i€[ng],l€[m],atteS

where ¢: S — [m] maps the attributes of S into partitions. To ensure that the
partitions are small enough, we place a restriction on ¢, i.e., [¢7(I)] < ny for
all I € [m]. Note here that the key component Ky ; ¢t only uses the randomizer
r;; corresponding to the partition in which x,¢ is mapped with ¢. Furthermore,
decryption is similar as in the AC16 scheme, though a little more care should be
taken into picking the correct randomizer r; ;.

Removing the bound from policy A. It is considerably more difficult to
remove the bounds on the access policy A. Again, we need to introduce fresh
randomness for each partition. However, we need to partition in two directions:
the rows and the columns. Hence, we partition the access policy A = (A, p)

by splitting the rows in mj = |2 | partitions of maximum size 7, and the
1 1 )
columns in mj = Z; partitions of maximum size n,. In addition, we define the

associated mappings 73: [ng] — [mj] for B € {1,2} that output the indices of
the partitions in which the rows (for 8 = 1) and columns (for 5 = 2) are mapped.
For each partition lg € [m’B], we introduce a randomizer sg,. In addition, we
need to ensure that each row j € [n;] in one partition uses a unique set of public

parameters {g%"*, gl Vel kelns) (With j” € [R1]). Similarly, we need to ensure
that each column k € [ny] in one partition uses a unique set {b; '} c[n,] (With
k' € [hg]). We thus define the corresponding mappings 75: [ng] — [fig] such that

7 is injective on the subdomain Tﬁ_l(lﬂ) for each lg € [mj).
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Then, we consider how we can apply any randomness in the ciphertext with-
out causing incorrectness or insecurity. To this end, we analyze the AC16 cipher-
text component C”, which is

H gSAj.kbj,k . H gSP(j)’ib;,j .

J€[n],k€[n2] i€lngl,j€n1]

"
C C//,’

For both parts C{ and CF’,’ , we analyze with which randomness the randomness
s needs to be replaced. As shown, the part associated with the access policy,
i.e., O, is necessary to retrieve the secret e(g, g)*47¥% such that eventually
e(g,9)*® can be retrieved by computing HjET,ke[nz] e(g, g)i43+vk Note that,
here, it is important that s is associated with & = 1 to ensure correctness of the
scheme. However, for £ > 1, we can use a different randomness. In short, for
the C's part, we use the randomness associated with the mj column partitions,
which yields the transformation:

CX . H 982,72@)143',@%1(j),+2(k)7
j€lni],k€n2]

where we require that s, ;,(1) = s to ensure correctness.

As shown, the part of C” associated with the attribute mapping p, i.e.,
C’F’)’ , ensures that the message is, albeit indirectly, sufficiently blinded. That is,
in the “singling out” of row j, we could only obtain [], e(g, g)™#*43*%* (now:
[1, e(g, g) o) 52.m200 Aikbr1() 721 ) if we could cancel out e(g, 9)"7*°@)";  This
only worked if p(j) € S. In this case, using a fresh set {b;,j}z‘em for each row j
ensures that there is sufficient randomness for the entire partition. As such, it is
straightforward that the C;)’ part needs to be randomized for each partition of
11 rows, like in the removal of the bound on S. For the row partitions, we had
introduced the random integers s1 ;, for each partition iy € [m}], and substituting
s for these yields:

C) = H 981»71(1)P(j)ib;w+1(J).

i€[ng].j€lni]

Finally, we point out that the randomizers s;;, and sp;, are only used in
combination with the public keys b;,j and b, respectively. In our proofs, it
becomes clear that we can therefore set so;, = s1,, for all lo € [m}].

4.2 The scheme

We give our scheme in the selective-security setting. A fully secure variant can
be obtained by applying the AC17 [3] transformation to our PES (Section [4.3]).

Definition 7 (TinyABE). TinyABE is defined as follows.
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— Setup(A): On input the security parameter A, the algorithm generates three
groups G,H, G of prime order p with generators g € G and h € H, and
chooses a pairing e: G x H — Gp. It sets the universe of attributes U = Zp,
and chooses iy € N and ny € N as the mazximum number of rows and
columns that fit into one partition, respectively. It also chooses n € N,
which is the maximum partition size of the keys. It then generates random
@, bk, b ; €Er Zp for all i € [ngl,j € [fu],k € [R2]. It outputs MSK =
(o, {bj»k’bg’j}iem,je[ﬁl],ke[ﬁz]) as the master secret key and publishes the
domain parameters (p, G, H, Gr, 7, 7ia, ng) and the master public key as

MPK = (g’ h,A= e(gv ) {BJ k= 9 Ior B, bi’j }iem7]‘e[ﬁ1]7ke[ﬁ2])'

— KeyGen(MSK, S): On input a set of attributes S, the algorithm computes
S|

Nk

m = [ , defines a partition mapping v: S — [m] such that [o=1(1)| < ng
for each 1 € [m], and generates random integers rj;, vy €r Zy, for each

J €[l k € [2,72],1 € Im], setting v1 = a and computes the secret key as
SKs = ({K1 1 = h'#t, Ko jjq = W00k =0 Ky g o gy = Rttt e,

Tiu(att) 2icln xittb{,‘ L — RTaabi
h el TS Ks g = R }J] €lfnl.i#i" kel )-

i1€[ng],l€[m],atteS
— Encrypt(MPK, A, M): Message M € Gr is encrypted under A = (A, p) with

nz
no |’

K4,j,att =

A € Z3v*"2 and p: [ni] — U by computing m = M—i] and mfy, = [
and defining partition mappings for each B € [2]: T3: [ng] — [m’ﬁ] such
that |TB_1(Z5)| < g for each lg € [mj]. For 12, we require that 72(1) = 1.
Define 73: [ng] — [ng] such that 75 is injective on the subset Tgl(lg) for
each lg € [mjp]. Then, generate random integers s, sy €g Zp for each I' €
[2, max(mf, m})], and specifically set sy = s, and compute the ciphertext as

CTy = (C=M-A°{C), = ¢° }i,cfmy]
;. Sro (k) Ajk / sry ()P}
= II Bhae I Bag)mor?).
j€[n1],k€n2] i€[nk],j€[ni]

— Decrypt(SKs, CTy): Suppose that S satisfies A, let T = {j € [n1] | p(j) €
S}. Then, {e; € Zp}jer ewist with Y, re;A; = (1,0, ...,0) (Deﬁmtzon@)
Then, the plaintext M is retrieved by computing C'-Cy ~C’3 ~C’4~C’5/C1, where

7 57 _ E A Jk
=[] e@ K ruipin) Co= T eCratns K350 sy

JET JEY,kE[n2]
_ EJ‘A,v/,k
Cs = II (Crah)s K32, (7.1 (57),72(k) 0 (05)))

JEY, 3 €[ni\{j} k€[n2]

Cy= H 6(CT1<J>’KZf+1(j>,p(j>)’
JEY

_ KEir)’
= ]I (O K3 Ghita (5 toa)))-
el e, /el )\ (i}
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The scheme is correct (see Appendix .

4.3 The associated pair encoding scheme

To prove security, we define the pair encoding of TinyABE, for which we use the
. . A P .
variables Ny, Mg, ng,S, t,p, T1, T, T1, T2, N1, N2, As, M, MY, m5 from Deﬁnltlon

Definition 8 (PES for TinyABE).

— Param(par) — 71 (72 + ng). Let b = ({b;, b;,j}iem,je[m],ke[ﬁg])‘
— EncK(S) — k(r,#,b), where

k(r,#,b) = ({ka,j,k,0 = 7510k — Uk, k3,550 k0 = 751057 ks

ks jatt = T'j,u(att) Z x?;ttbé,j, ks.i g0 = Tj,lbi,j’}iem’j’jfe[ﬁl]’j?gj")a
i€lne] k€ [ns],l€[m],atteS
and r = ({71} jemi)1e[m]) are non-lone variables and & = ({vr}rejz,n,)) are
lone variables.
— EncC((A, p)) — c(s,8,b) = (), where

= ) smwAimbnpam T D sneeU) g

j€[n1],k€[n2] i€lngl,j€na)
and we have non-lone variables s = ({s }1e[max(m},my)])-

Theorem 1. The PES for TinyABE in Definition[§ satisfies the symbolic prop-
erty (Definition [6]).

5 Security proof

We prove security of TinyABE (Definition [§)) by proving symbolic security of
our PES. This yields a fully secure scheme with the generic transformation in
the AC17 [3] framework. In particular, we prove the selective and co-selective
security properties (Definition @ in Sections and respectively. Before
that, we show in Section how we combine the AC17 [] symbolic proofs of
AC16 [I], and the selective security proofs of RW13 [45].

5.1 “Unbounding” the AC17 proof of AC16

We elevate the AC17 [4] proof of the AC16 [I] (see Appendix [B|for a summary)
to the unbounded setting by applying the techniques of Rouselakis and Waters
[45]. (Note that, although we explain our methodology for the selective property,
it is similar for the co-selective property.) Roughly speaking, with their layering
techniques, we embed all row attributes that are mapped to the same public-key
components b; ; and b; . for j € [f1] in these public-key components. Then, we
use the individual randomness techniques of Rouselakis and Waters shared by
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all row attributes in the same row partition to ensure that only the attribute
layer associated with the partition is singled out in the challenge phase. We do
something similar for the column partitions.

More specifically, for the challenge ciphertext polynomials to evaluate to O
(as needed for the symbolic property (Definition [6)), we require the following
substitutions. The public key b; ; “embeds” all rows j' € [n;] that are mapped to
row j € [fy] with 7;. For each of these rows (and their corresponding attribute),
the individual randomness associated with its partition—to which it is mapped
with 71—is used. Similarly, the substituted public key b; ; “embeds” all columns
that are mapped to column k € [fg], which are randomized with the individual
randomness for each corresponding partition. In this way, during the “challenge
phase”, the layers associated with the ciphertext partitions I; € [m]] and Iy €
[m4] (for the rows and columns, respectively) can be singled out for each public-
key variable b; ;. and b;)j. This works, because each public-key component only
uses each partition randomness at most once (due to the restriction that 74 is
injective on each subdomain Tgl(lﬁ) with lg € [mj]).

For the “key query phase”, the AC17 proof is adapted as follows. We embed
another individual randomness, for each row j € [ng] that is mapped to row
J € [1], in the public-key variables b;m and we embed another individual ran-
domness associated with the i-th coefficient. In particular, we embed the same
polynomial as in the AC17 proof, but instead we embed one for each row 5’ that
is mapped to j with 77. That is, we define an ng-degree polynomial that yields
0 if p(4’) is plugged in. We embed the polynomials for which the roots are the
attributes in the partition—Ilike in the AC17 proof—for each row attribute. This
ensures that the substituted encoding associated with K4 ; .¢¢ evaluates to 0.

5.2 The selective property

Our PES satisfies the selective security property. Let x1,; = {j’ € [n1] | T1(j’) =
71(7)} and x2, = {K' € [na] | Ta(k') = T2(k)} for all j € [A],k € [Az]. Let
Y as before and set 1 = [n1] \ 7. Because S does not satisfy A, there exists
w = (L,wg,...,wn,) € Zy? such that AjwT = 0 for all j € T (Definition .
Let Gji(2as) = Zie[nk](acgtt — p(j)" )1‘(121;,‘37 (j for all j € [n1],k € [na]. Let
¥, = {att € S | (att) = [} be the I-th partition of S for all | € [m]. Then, for
each I € [m], we define Gi(zatt) = [lapp ey, (Tatt — Tate) = Sk izl We
make the following substitutions:

/ . . dy xd dyxd
bo; Yo A (WG5S~ 2 PR
J'€x1,5,k'€[n2] i’ €[ny]
/ . . dy xd
bij DD VRS b7 A
j'€xa,j k' €[na]
dy xd . gd2 . Fd2
= D Wbmey s T v —we | Y Ty

k'€xz2,k k' Exa,k
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Z dy Z Ui 1 dy
/r',l : U}k/ 1 VAN 71 i1 gl Jal
J (4,K") Gi(p(5")) (#,3"k")

k'€[ns] i’E[’l’Lk]J/EXLjﬂ?

for all i € [ng],j € [f1],k € [he],l € [m],I' € [max(m],m})], where the row
indices (4, k) and (i, 7, k) are mapped injectively in the interval [(ng + 2)nins].
We have d; = (n; + 2)ning and do = max(mfj, mj). It follows quickly that the
polynomials evaluate to 0 (see Appendix .

5.3 The co-selective property

For the co-selective property, we generalize the co-selective proof by Agrawal
and Chase [4]. In this proof, the coefficients of the polynomials Gj(za) are
embedded in the variables b; ;. We make the following substitutions:

r. d1xd . di xd . 7da
Vig o Do wal e bkt D LGN G vkt ok,
le[m] le[m]

. 14d . —d2 AjWT =—da2
LFAA 1j71l’ Svot Z wkl?h(k) o Z Gi(p(h) 1(177°1(j)7l)
kery Y1) jeTTH(I)NT,1€[m)]

for all i € [ng],j € [f],k € [fe],l € [m],l' € [max(m], mb)], where the row
indices (j,1) are mapped injectively in the interval [d], and the column indices
(1,4,0) and (2,k) in the interval [ds], where di = fym and dy = fiym + fig. It
follows quickly that the polynomials go to 0 (see Appendix .

6 Performance analysis

We analyze the performance of TinyABE for two configurations relevant to IoT
settings. To illustrate the efficiency trade-offs and the advantages of TinyABE
more clearly, we compare the efficiency of the two configurations with two
large-universe CP-ABE schemes: one with linear-size ciphertexts and one with
constant-size ciphertexts. In particular, we compare RW13 [45], which is an un-
bounded CP-ABE scheme with linear-size ciphertexts, and the version of AC16
[1] with unbounded attribute sets and constant-size ciphertexts: Att19 [9]. To
effectively compare the efficiency of all relevant schemes, we run benchmarks
for various group operations in RELIC [7], and extrapolate the computational
costs of the schemes by counting the number of operations required by the algo-
rithms. In particular, we use the pairing-friendly elliptic-curve group BLS12-381
[T4/T8] for our analysis. For this curve, Scott has recently performed measure-
ments on several IoT devices [48], which we will use in our analysis in Section|[6.3]
RELIC [7] supports efficient constant-time implementations for “regular” expo-
nentiations and two special types of exponentiation: fixed-base and multi-base
exponentiation. In a fixed-base exponentiation, the base g to be exponentiated
in ¢g” is fixed after setup, and as such, a precomputation table can be made to
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speed up the computation [20]. In a multi-base exponentiation, the product of
multiple exponentiations, e.g., g7* ... g%, is computed [41]. We have run these
benchmarks on a 1.6 GHz Intel i5-8250U processo (see Appendix [E]).

We compare the schemes as follows. For a fair comparison, we place all of
them in the selective-security and prime-order setting. We then convert the
schemes to the asymmetric setting using the same optimization approaches [43].
For each scheme, we optimize the encryption efﬁciencyﬂ e.g., by placing each
ciphertext component in G. (In Appendix@ we give a full description of RW13.
Att19 is a special case of TinyABE, where n; and 7o are the upper bounds on
the access policies used during encryption.) Afterwards, we convert the results
to match the most efficient variant in the full-security setting by applying the
generic transformation in the AC17 [3] framework, which incurs roughly twice
the costs. To obtain the most efficient implementation of encryption and de-
cryption, we assume that the access policies used during encryption are Boolean
formulas. Any Boolean formula can be converted to an LSSS matrix with matrix
entries A; 5 in {—1,0, 1}, and coefficients ¢; in {0,1} [38].

6.1 Computational costs of TinyABE

We list the computational costs of the key generation, encryption and decryption
algorithms by listing the number of group operations required by these (see
Appendix [F| for further details on our analysis):

— Key generation: 7y (m + nyfiam + |S| + ng (1 — 1)m) fixed-base exponen-
tiations in H;

— Encryption: one exponentiation in G, m fixed-base exponentiations in G,
one (ng min(fq,|7|))-multi-base exponentiation in G, the minimum of the
following two costs:

e one (N179)-multi-base exponentiation in G;

e one mj-multi-base exponentiation in G and nynge multiplications in G;
and the minimum of the following two costs:

e one nq-multi-base-exponentiation in G;

e one m)-multi-base exponentiation and n; multiplications in G.
(Note that the ciphertext component C’ can be computed in multiple ways,
which we show in more detail in Appendix [F.2] Specifically, the costs are
upper bounded by a constant.)

— Decryption: one (m} + 1)-multi-pairing operation, and |¥|fin2 + ngng
exponentiations and (|| — 2)ngny + 2|7| multiplications in H.

To convert these costs to the full-security setting (using the most efficient trans-
formation in [3]), we multiply the costs in G and H by a factor 2.

® Our code is available as a Jupyter notebook at |github.com/mtcvenema/tinyabel
5 In Appendix we explain how a more balanced encryption-decryption efficiency
can be attained.
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Ciphertext sizes

I I I I
15 - -
—+— TinyABE(1 3 3)

—— TinyABE(1,13,13)

RW13
—v— Att19
o 10 mesmrsr T - - = Ethernet MTU = -
v - -- Max RAM
Key sizes (in KB) c |
Scheme Size of the set
1 10 100
TinyABE(1 34 | 7.39  73.89 738.87
TinyABE(1 13,13)| 450.71 4507.09 45.1-10° ! ‘ ‘ ‘ ‘ ‘
RW13 0.76 4.17 38.27 0 20 40 60 80 100
Att19 191.3-10% 1.9 -10° 19.1 -10° Length of the policy
(a) Secret keys (b) Ciphertexts

Fig. 1: The key and ciphertext sizes of TinyABE,,, 4, 4,), RW13 and Att19.

Two configurations of TinyABE. To investigate the feasibility of TinyABE
in IoT settings, we analyze the efficiency of TinyABE for two configurations, i.e.,

1. where encryption is optimal: (ng, 71, 72) = (1,3, 3);
2. where ciphertexts are small: (ng, 21, 72) = (1,13, 13).

In particular, for the latter configuration, the ciphertexts are small enough such
that they fit in one Ethernet packet for policy sizes |A| < 100. In Appendix
we give further details on how the parameters can be chosen.

6.2 Comparison with RW13 and AC16/Att19

We compare the efficiency of TinyABE with RW13, a scheme with linear-size
ciphertexts and Att19, the variant of AC16 with constant-size ciphertexts that is
unbounded in sets S. In particular, we focus on the ciphertext size and encryption
efficiency, as ultimately, we want to optimize the scheme for low-quality networks
and resource-constrained encryption devices. For all schemes, we require that
they can support any |A[, |S| < 100, thus we set the upper bounds N, Ny of
Att19 on the number of rows and columns to N7 = Ny = 100. Because the key
sizes and the key generation costs are linear and the differences between the
schemes are large, we put those results in tables, and the rest in graphs.

Storage costs. As Figure [I] shows, our secret keys are generally much larger
than RW13. Nevertheless, our ciphertexts are much smaller. Our scheme’s con-
figurations never exceed the maximum RAM size, and TinyABE( 13 13) never
exceeds the maximum transmission unit (MTU), which we show to be beneficial
in Section Compared to Att19, our keys are much smaller, while our cipher-
texts are marginally larger. Importantly, our master public key is, at most, 19.13
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Key generation costs (in ms)
Scheme Size of the set
1 10 100
TinyABE(1 3 3 20.3 202.8 2103
TinyABE(1,13,13) 1.2 -10% 12.4 -10® 123.7 -10% (~ 2 minutes)
RW13 2.1 11.4 105.1
Att19 525.3 -10% (> 8 minutes) 5.3 -10° (> 1 hour) 52.5 -10° (> 14 hours)

(a) Key generation

Encrypti sts

| | nc‘l)p on C‘Oh S Decryption costs
120 — B | | | |
—— TinyABE(lyg,g)

" —+— TinyABE (3 3,3)
100 - % TinyABE(1,13,13)

—— TinyABE1,13,13)

RW13 2,000 - RW13
0 - —v— Att19 | —v— Att19
0
1,500 — |
i z ,500
; 60 — B E
E £ 1,000 - -
ST - H
00— 500 -
0- - 0- Lasad =
I | | | | I | | | | | |
0 20 40 60 80 100 0 20 40 60 80 100
Length of the policy Number of matching attributes
(b) Encryption (c) Decryption

Fig. 2: The computational costs (in milliseconds (ms)) of key generation, encryp-
tion and decryption with TinyABE(,,, 4, 7,), RW13 and Att19.

KB, in contrast to the 957 KB of Att19. In Section[6.3] we show that our scheme
can thus be used in resource-constrained devices while Att19 cannot.

Computational costs. Similarly, Figure [2| shows that our key generation and
decryption costs are higher than RW13, but our encryption is much more effi-
cient. We show in Section [6.3] that this gain in encryption efficiency can make
a difference between deployment or not, as it reduces the encryption timings
on resource-constrained devices from minutes to mere seconds. (Also note that
our key generation can be extended to an online/offline variant (see Appendix
(G)). This allows the authority that generates keys to prepare many keys in ad-
vance (e.g., 0.7-44 MB per 100 attributes for (ng, 71, 72) € {(1,3,3),(1,13,13)}),
which mitigates any potential issues caused by the large costs.) Moreover, all of
our configurations outperform Att19, notably reducing the key generation costs
to more feasible timings. While Att19 takes at least eight minutes to compute a
key, our scheme never requires more than two minutes, even for large sets.

Comparison with other linear-sized schemes. The main reason why we
compare our scheme with RW13 is because it is closely related to our scheme,
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Fig.3: The probability that a partial ciphertext needs to be retransmitted for
various packet loss rates.

and because it has linear-size ciphertexts and it is unbounded. In addition, to
illustrate the advantages of TinyABE in IoT settings, we want to compare mainly
its encryption (and the public key and ciphertext sizes) with a linear-sized scheme
such as RW13. Because encryption with other popular large-universe schemes
[16J216] is roughly as efficient as RW13 (see Appendix , we expect that
TinyABE compares similarly as favorably to those schemes as to RW13.

6.3 Advantages in low-quality networks and constrained devices

We showcase some practical advantages of TinyABE in IoT settings.

Packet loss in low-quality networks. One of the main features of TinyABE
is that the ciphertexts can be configured to be small, which is beneficial in
low-quality networks. In general, large ciphertexts may increase the risk that
at least one of the packets is dropped during transmission, in which case the
dropped packets need to be retransmitted [42], delaying the message’s time of
arrival. This may be problematic for resource-constrained devices, such as IoT
devices, because their communication channels are often characterized by high
packet loss rates (see RFC857(ﬂ). Packet sizes on the physical layer are even
more limited, increasing the probability that packets are lost. Furthermore, these
devices typically have much less memory at their disposal, meaning that they
may not be able to store the entire ciphertext. As a result, these devices need to
stream out partial ciphertexts, and either retain the partial ciphertext until the
intended receiver confirms that it has arrived, or risk having to recompute it. To
mitigate these issues, the size of the ciphertexts that are transmitted from the

7 https://tools.ietf.org/html/rfc8576
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device should be minimized. TinyABE achieves this. In fact, even for n; = 3,
which optimizes the encryption efficiency, the probability that ciphertexts need
to be retransmitted is significantly lower than for RW13.

Through an example, we briefly illustrate that the increase in size of the
ciphertext may increase the probability that one of the packets drops. For this
example, we use a similar approach as in [42]. We consider the maximum trans-
mission unit (MTU) of an Ethernet connection, i.e., 1500 bytes, and consider
varying packet loss rates between 1% and 20%, with steps of 1%. In general,
if we consider the shortest round-trip time, then the expected additional time
incurred by re-transmitting a packet is 6.193 ms. In comparison, we can encrypt
a message under a policy of length 20 with our least efficient configuration of
our scheme in that time (Figure , so this additional overhead is relevant in
practice. To illustrate the effect of packet loss on the efficiency of the scheme, we
analyze the probability that at least a part of the ciphertext is dropped in Fig-
ure 3} As the figures show, TinyABE never exceeds 50%, even for large policies
and high packet loss rates. In contrast, for small policies, RW13 exceeds 50% at
high rates (i.e., > 20%) and for large policies at small rates (i.e., > 3.5%). For
large policies and high rates, it is almost certain that a partial RW13 cipher-
text drops. Therefore, our scheme clearly provides an advantage in low-quality
networks compared to schemes with linear-size ciphertexts such as RW13.

Resource-constrained devices: memory. In contrast to other expressive
schemes such as RW13 and Att19, the ciphertexts and master public key of
TinyABE easily fit in memory, even of resource-constrained devices. In RFC722@7
three classes of constrained devices are listed: with < 10, ~ 10 and 50 KB of
RAM, and with < 100, ~ 100 and 250 KB of flash memory (ROM), respectively.
In practice, the master public key can be stored in flash memory, such that only
the components that are needed during encryption are loaded in RAM. While
the RW13 public key (of 0.89 KB) fits easily in flash memory, our public keys are
fairly large, e.g., 2.25-19.13 KB for (ng, n1,72) € {(1,3,3),(1,13,13)}. Although
it leaves slightly less space for the code and other applications than RW13 would,
it easily fits in devices with at least 100 KB of flash memory. This is not the
case for the Att19 scheme, as the master public key of 957 KB is much larger
than 100 KB for maximum policy length 30 or higher.

Additionally, while the ciphertexts of our scheme as well as the RW13 scheme
would easily fit in 50 KB of RAM (even for large policies), it would be more
problematic for devices with only 10 KB of RAM to fit RW13 ciphertexts. In
fact, a ciphertext with policy length 33 already pushes the limit of 10 KB, and
leaves no space for anything else, such as payload, additional overhead incurred
by the computation, or optimization through precomputation. As such, trade-offs
need to be made, e.g., by limiting the size of the access policy or by streaming out
partially computed ciphertexts. However, because IoT devices often have a lossy
communication channel, this increases the risk of recomputation of ciphertext
components, increasing the encryption costs. Alternatively, the device can retain

8 lhttps://tools.ietf.org/html /rfc7228
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Fig.4: Conservative estimates of the encryption costs on two IoT devices.

the partial ciphertexts, until the receiver has confirmed that the ciphertexts
have arrived, which however also increases the encryption time. In contrast,
TinyABE’s ciphertexts easily fit in 10 KB of memory, even for large policies. For
711 = 3 and policy length ny = 100, the size of the ciphertext is 3.84 KB. For
n1 = 13, the size of the ciphertext is 1.41 KB, which leaves an ample 8.59 KB of
memory for e.g., the payload and optimization through precomputation. In this
way, we may be able to gain some significant speedup [29]. Furthermore, because
the ciphertext fits entirely in memory, the device can retain it, until it has been
notified by the intended receiver that the ciphertext has arrived successfully. It
therefore does not require the device to recompute any partial ciphertexts either,
which may be the case for RW13.

Resource-constrained devices: speed. Asshown, for some parameter choices,
our scheme provides fast encryption, even for large inputs. For instance, for
(nk,n1) = (1,3), our encryption algorithm is several factors faster than RW13,
which may be desirable for resource-constrained devices. Recently, Scott [4§]
tested the performance of some operations on the BLS12-381 curve on IoT de-
vices. These results show that the devices with the slowest and fastest timings
would approximately require 1.175 and 0.075 seconds, respectively, per exponen-
tiation in G. In Figure [d] we estimate the encryption costs for the two fastest
devices measured in [48]. For the fastest device, our most efficient configuration
requires only 7.6 seconds to encrypt with a policy of length 100, while RW13
requires one minute and 15 seconds.

7 Future work

Our work paves the way for further improvements in the design and implementa-
tion of ABE in IoT settings. While we have theoretically analyzed the feasibility
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of implementing our schemes in practical settings such as low-quality networks
and embedded devices, it would be useful to empirically test them. Notably, our
conservative estimates for the IoT devices in Section [6.3] are based on the bench-
marks in [48]. By implementing the scheme—possibly using optimizations (e.g.,
through precomputation [29]) that have not been used in [48] or using curves
with more efficient arithmetic in G [24]—it may perform even better than our
estimates suggest. Furthermore, our scheme supports monotone span programs
only. It can be transformed into a scheme that also supports non-monotone span
programs by applying transformations by Attrapadung [9] and Ambrona [5].
Finally, because our scheme is proven secure in the AC17 [3] framework, its se-
curity relies on a g-type assumption [I7J19]. Even though existing attacks [23]
have not been shown to break the specific g-type assumptions used in AC17, from
a theoretical point of view, it might be preferable to rely on non-parametrized
assumptions [40JT3].

8 Conclusion

We proposed a new configurable unbounded large-universe CP-ABE scheme,
mainly designed for settings with embedded devices or low-quality networks. We
have proven the scheme secure in the AC17 framework, yielding efficient con-
structions that are provably fully secure. TinyABE can be configured such that
encryption is very efficient, outperforming state-of-the-art CP-ABE schemes by
several factors for large policies. Additionally, the ciphertexts are much shorter
than those of schemes with linear-size ciphertexts, and are therefore more likely
to fit in the constrained memories of embedded devices. Due to this shortness,
ciphertexts are also much less likely to drop during transmission. While the ci-
phertexts are longer than those of schemes with constant-size ciphertexts, our
public and secret keys are much shorter, and the computational costs are much
lower. For these reasons, TinyABE is more practical for embedded devices and
low-quality networks.
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A Correctness of TinyABE

TinyABE (i.e., the scheme in Definition @ is correct, i.e.,
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o e () iiai S A b o
— e(g’ h)ZJET,J’E[nl],kE[nz] EJT71(J)yL(P(J))S i’ k95 k., 6(97 h) os
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B The selective AC17 proof of AC16

We briefly review the selective AC17 [] proof of the AC16 scheme [I]. We define
for each j € [f1] the ng-degree polynomial

~ . di xd
Gj(l'att) = Z (xlatt - P(] 1 Zl;(ki 1 ZC 1,7 atta

i€[ny],kE€[R2]

where the coefﬁcients €5 = = 2icma]kelne] L) 1?21;% , for all j € [ny], and

i = 2okelna] (”k) , for i € [ng], for which G;(p(j)) = 0. Then, the “public
keys” are substituted as follows:

. dy xd / dy xd
bi o 100 > Aj 1

k‘E 7’L2
. d di xd
bhg b= D Aiw | D0 1S G
kG HQ] ’Le[nk]

for all i € [ng],j € [M], k € [fz].

In the “key query phase”, i.e., EncR, we divide the set of rows [f;] in T =
{j €lm] | pl) € S}and T = [A1] \ T. Because S does not satisfy A, there
exists w = (1, wa, ..., wy,) € Zy* such that A;wT = 0 for all j € 7. Then, the
randomness r; contains w and, if j € 7, the “re-programming” of the polynomial
éj to the ng-degree polynomial G(zatt) = [y cs(Tatt — Tate) = SR T
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which has roots in the set S, divided by G(p(j)) (which is not equal to 0 because
p(j) € S). This is done by substituting

dy
d Wird s gy . N
i 2okrelia) WK (1(5,1«) — 2 irei] G(p(m) if p(j) € r
Zk'e[ﬁz] w’“'lt(i;,k') otherwise

Intuitively, this ensures that r;b;1 — a (where « is substituted by w;chiz) evalu-
ates to 0 due to the part of r; that embeds 3/ ¢, wir 1?;7k,), and r; Ziem b i Thet
goes to 0, either because AijTf2 = 0 (in the case that j7 € 7") or because
A;wTT} is canceled by the other part.

In the “challenge phase”, i.e., EncS, we substitute s = ng, so the encoding
associated with C” of the AC16 ciphertext goes to 0, because sA; b, can-

cels out the part in s Ziem b; ;p(j)" associated with 1‘(? :)dﬁ, which then yields

2 kelnn) Aj,kiibéj(p(j)) = 0, due to the definition of ;.

C More details on the security proof

We show that the polynomials in the selective and co-selective property proofs
in Section [Blindeed evaluate to O.
C.1 The selective property

The polynomials k3 j k1, k3 j.j7 k.1, Ka,j,ate and ks ; j i/, and ¢ in Sectioneval—
uate to 0. For ks ;s k1 and ks ; j 71, this follows trivially. Then,

7d2 7d2
Kokt =riibik —vk=— Y wilpgn+we > T2 =0,

k'exa k k' €x2,k

and

. ) /
ka,jatt = Tju(att) E : Tobi
Ze[’nk]

= Tj,.(att) Z Aj/,k’ Gj/,k’(xatt) + Z 1?;’:/%?7_1(]-/)
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Gb(att) (Tare) — GL(att)(p(j/)) > —do
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J'€x1,5.k'€na)
=d
= E Aj/7k/w;€/ (—1 + 1) 17'12(J/) = 0,

J'€xu, .k €[nz]
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and ¢’ = ¢1 + co, where

= D SnmAikba()am
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cancels out
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C.2 The co-selective property

If we substitute the values in the key and ciphertext polynomials in Section
we observe that they evaluate to 0. This follows trivially for k3 ; i/ x; and
ks.i .1, and for the others we have:

k2, j ki =rjibjk — vk

d dq xd =da —ds —ds
=15, > 105% 0 —Tew =Tek — Lo =0,

)

le[m]

and
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and we split ¢ = ¢; + ¢o into two parts again:
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_ . d f— s d
= > Aol = Y AWILE
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which is canceled out by
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D RW13 in the asymmetric setting

We give the definition of the RW13 [45] scheme. In particular, we distribute the
key and ciphertext components such that the encryption and decryption algo-
rithms are optimized (possibly at the cost of the key generation efficiency). The
general approach is fairly simple: we try to put as many ciphertext components
in G as possible.

Definition 9 (The RW13 scheme [45]). The RW13 ciphertext-policy attribute-
based encryption scheme with optimized encryption (as well as most balanced
encryption/decryption) is defined as follows.

— Setup(A): On input the security parameter A, the algorithm generates three
groups G,H, G of prime order p with generators g € G,h € H, and chooses
a pairing e: GXH — Grp. It also defines the universe of attributesU = Z,,. It
then generates random o, b, by, b1,b" €r Z,,. It outputs MSK = (a, b, bg, b1,0’)
as the master secret key and publishes the master public key as

MPK = (g7h7A = e(g7h)a7B :gbaBO :gbOaBl :gblaB, = gb/)'

— KeyGen(MSK, S): On input a set of attributes S, the algorithm generates
random integers v, 7.t €r Lp for each att € S, lets o € Z, denote the
representation of att in Z, and computes the secret key as

SKs = (K =h*""" K' = 1",

_ prate(b1@ass+bo)+7b’ _ }Ta
{Kiate = h" wbracetbo)brb" e = BT Y e s).

— Encrypt(M,MPK, A): Message M € Gr is encrypted under access policy
A= (A, p) with A € Zyr*"? and p: [n1] = U by generating random integers
8,81, s Spy s U2, ooey Uny €R Ly and by computing the ciphertext as

CTy=(C=M-A*C =g° {C,; = BY(B)%,
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Table 2: The performance of various algorithms on the BLS12-381 elliptic curve,
expressed in the number of 103 cycles.
l Algorithm lIn G l In H lIn GT‘

Exponentiation 344 | 696 | 1163
Fixed-base exponentiation| 183 | 416 -
Multi-base exponentiation [344+|696+

(n + 1 bases) 101n|602n
Hash 101 | 602 -

l Pairing operation
Single 2159
Product of n + 1|2159 + 633n

Cyj = (Bf(J)BO) O35 = 9% Yienm))s

such that \; denotes the j-th entry of A - (s,va,...,0p,)7.

— Decrypt(SKs, CTa): Suppose that S satisfies A, and suppose T = {j €
(1,n1] | p(j) € S}, such that {e; € Zy}jer exist with ) ,crc;A; = (1,0,...,0)
(Definition [g) Then, the plaintext M s retrieved by computing

C/|e(C K) e Hofj‘j,K' H(e(c;g,KQ,p(j))/e(cgj‘j,KLP@))

JET JET

E Benchmarks in RELIC

Our benchmarks are summarized in Table Pl

F More details on the performance analysis

F.1 Optimizing encryption versus decryption

The chosen “optimization approach” affects the distribution of the key and ci-
phertext components over G and H. Generally, operations in G are much more
efficient than in H. Thus, if we want to optimize the encryption costs, we place
as many ciphertext components in G as possible. Consequently, the key compo-
nents that are paired with these ciphertext components are all in H. Not only
does this affect the key generation efficiency, but it also affects the decryption
efficiency, and most obviously in the computation of Cs, which can be computed
most efficiently as

p(i")

€j
IT ¢ II II ESinomomeeo Gy
netm] | icin,  \serii
jlers ()
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which costs at most m/ pairing operations, nyn, exponentiations and (|| —
2)ngny multiplications in the group in which the associated key components
live. If these key components live in H (like in Definition , a large part of the
decryption costs are several times as expensive as when these components had
lived in G. On the other hand, if we put Cj, in H, this would impact only one
exponentiation per n; attributes during encryption. Similarly, computing C5 in
the decryption algorithm requires at most |2’|7;ne multiplications in the group
in which Cjs lives, which blows up quadratically for large access policies.

F.2 Optimizing the order of computations

The order in which the computations of the algorithms are executed influences
the efficiency. We can reduce the number of pairing operations required to de-
crypt by analyzing the pairing operations that share an argument [44]. Similarly,
we can change the order of exponentiations, which is most notable in the cipher-
text component C’. We can compute C’ in two ways. Depending on the choices
of ni1, M9, ng and the number of ciphertext partitions, either way may be more
efficient. First, we split C’ in two parts:

’_ Sra(k)Ajk ’ sr(yP(H)°
¢ = H Bﬁfj)@(k) H (Bv:,ﬁ(j)) P

jE€[n1],k€[n2] i€lngl,j€n1]

(S5 c}
Then, C] can be computed as

Sl2

I1 II Biithaw |

la€[mb] \je[ni],kery ' (I2)

which costs m/, exponentiations, and at most njns multiplications, or as

Zj'e%fl(j),k’e%gl(k) Sro (k) A4t k!
II B )
JE€[R1] k€]
which costs 711712 exponentiations.
Further, the computation of C) requires ny min(f,n;) exponentiations for
the ¢ > 0 part, and for the ¢ = 0 part, we either compute

Siq

H (B(/J’j)zj’e%*l(j)s-rl(j/) or H H B(/],'fl(j) ,

J€[na] Lie[mi] \jer; (1)

which costs either 71 exponentiations, or m) exponentiations and at most n;
multiplications.

Interestingly, this analysis shows that the cost of computing C’ can be upper-
bounded in parameters that are fixed after the setup. That is, the computation
of C' requires at most 71 (n; + 1 4 7i2) exponentiations, regardless of the size
of the access policy. This is the main reason why our encryption is so efficient
when these parameters are small.
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Fig.5: The sizes of the keys and ciphertexts for various choices of parame-
ters i = Mo, of the variants with optimized encryption (OE) and balanced
encryption-decryption (BD) efficiency.

F.3 Selecting suitable parameters

To select suitable parameters, we analyze the computational costs of our scheme
for various parameter choices.

Storage efficiency. We analyze the sizes of the master public keys, secret keys
and ciphertexts for various choices of 7y in our scheme. This illustrates the
increase of the key sizes versus the decrease in the ciphertext size. As Figure
shows, the sizes of the keys grow quadratically. In contrast, the effect on the
ciphertext sizes of our scheme is very limited for large 71: even for small choices
of 11, the ciphertext sizes are sufficiently small to e.g., fit in RAM of constrained
devices or in one or two Ethernet packets during transmission.
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Fig. 6: The computational costs of key generation, encryption and decryption for
various choices of parameters 11 = ns.

Computational efficiency. Similarly, the computational efficiency of our
scheme depends heavily on the choice of n;. To illustrate this, we analyze the
computational costs of the key generation, encryption and decryption algorithms
for various choices of 7y in our scheme. As Figure [f] shows, the computational
costs of encryption and decryption are more or less optimal for n; € [3,10].
Furthermore, for larger choices of ni, the key generation costs are extremely
high. For n; > 30, the key generation algorithm takes at least ten seconds per
ten attributes. Interestingly, the encryption costs of our scheme are optimal for
fiy &= 3 (due to the upper bound on the computational costs of C’). In addition,
the computational costs are still quite low for 7; &~ 13, while the ciphertexts fit
into one Ethernet packet for up to 100 attributes.
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The parameter sets. Based on our analysis, we select two sets of parameters
(ng,n1,Mg) for our comparison with RW13, for which

1. encryption is the most efficient: (ng, 71, 72) = (1,3, 3);
2. ciphertexts are small, and encryption is efficient: (ny, 71, 72) = (1,13, 13).

On the key generation costs. In general, encryption is the most efficient
when nji = 1. This comes however at a cost: the key generation is then the least
efficient. To illustrate the effect of picking nj higher, we also analyze the costs for
variable ng, and (71, 72) = (13,13) in Appendix As Figures |8 and |§| show,
the key sizes and key generation efficiency are the most optimal when |S| = ny.
However, the effect is rather minimal: the sizes and computational costs are
roughly halved. In turn, the sizes of the master public keys increase, as well as
the computational costs of encryption and decryption. It is more effective to use
an online/offline variant of the algorithm [33], which allows the key generation
authority to precompute large batches of key material (Appendix .

F.4 On the efficiency of CP-ABE with linear-size ciphertexts

As mentioned in Section RW13 is the large-universe CP-ABE scheme with
the most efficient algorithm. If we compare FAME [2] and the selective variants
of BSWO07 [16] and ABGW17 [6] transformed to the full security setting [3], then
we observe that they incur the following encryption costs:

— BSWOT: 1 exponentiation in G, 2n; regular exponentiations and 2 fixed-
base exponentiations in G, 2n; hashes in G, and 2n; fixed-base exponentia-
tions in HI;

— FAME: 2 exponentiations in G, 3 exponentiations in H, at least 3n1 (2+n2)
hashes in G and 3n; two-base exponentiations in G;

— ABGW17: 1 exponentiation in G, 4n; two-base exponentiations in G and
2n, fixed-base exponentiations in G.

Note that the ABGW17 costs are the same as the RW13 costs. The costs of
the schemes are depicted in Figure [7] It shows that BSWO07 is only marginally
faster than RW13, and in particular, that our scheme outperforms all linear-sized
schemes for both configurations.

F.5 On the effect of n; on the efficiency

In Figures [§ and [9 the storage and computational costs of our scheme are
depicted for various choices of nj. This illustrates the decreased costs of key
generation for higher choices of ny, versus the increased costs of encryption and
decryption.
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Fig. 7: The encryption costs of various CP-ABE schemes.

Online/offline key generation
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The biggest performance bottleneck of our scheme is the inefficiency of the key
generation algorithm. To mitigate this issue, we can split the key generation in
an online and offline phase, such as the HW14 [33] scheme does with the RW13
[45] scheme. In this way, the key generation authority can precompute many
preliminary secret keys so that during an access request, it requires very little
computational power. After the user has received her keys, she can compute
the secret keys as in the original construction (Definition , and thus perform
decryption as she usually would.

— Offline key generation: This algorithm generates an “intermediate secret
key” for one partition by generating random integers 7;, 0, €r Z, for each
J €[], k € [2,72] and random integers z; €g Z,, for all i € [ny], by setting

01 = «, and by computing the intermediate secret key as

SK=({Ki,;=9",Ka =g "% Kz, =g* K|

st
»J»?

L, — oTibig LN . N
Ksjiggr = 977" 155 0k 20 Vil i €] o7 €lin] i3 keln))-

WE2Y

=9 )

— Online key generation: On input a set of attributes S, this algorithm

computes m = Pn%l—‘, defining ¢: & — [m] such that |¢71(i)| < ny for each

1 € [m], and selecting m intermediate secret keys

T > -/
SKi = ({ K151, K2 j,k,05 K350 k0 K iv 1 K505, 0
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Fig. 8: The sizes of the keys and ciphertexts for various choices of ny.

73,05 Vbl 20 1Y sl i € md g’ €lin) g ki)

Then, it also injectively maps all the attributes in the same partition I € [m]
to the “intermediate attributes” [nj] by defining a mapping v: S — [ng]
such that ~ is injective on subdomain ¢=*(l) for each [ € [m], and it chooses
random vy, €g Z,, for each k € [2,ny], and then computes

2 _ 4 /
K jate = T'j,u(att) Z xattbi,j — Zy(att),c(att)

i€ng)
K71 = Or1 — vg,

N 2
K4,j,att - K4,j,’y(att),L(att)
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Fig.9: The computational costs of key generation, encryption and decryption for
various choices of ny.

for all j € [n1],k € [2,n2],1 € [m],att € S. It returns the secret key as
SKs = (K1t Kajunts Kaggr oty Kagae Ko,

Ko jate: K7kt }icl s /el i’
ke[na],le[m],atteS

— Final step key generation: After receiving the intermediate secret key
SKs, the user can compute her secret key by first computing

- K - Ko
Ko ki =Ko jki-g """, Ky jatt = Kajate - g~ o0,
and then retrieving the secret key as in Definition [7] as
SKs = ({K1j1, Ko jikt, K350 ket Kajat,

K5vivjvj’J}ie[nkl,j,j'e[m],jaéj’,ke[ﬁzue[mJ,ames)~
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— Correctness: The final step of the key generation indeed yields the secret
keys as defined in Definition [7}

KZ,j,kl K2,J ki g Kiwi _ gTJ b=k ,g@k,z—vk _ gm‘,lbj,k—vk
Ko ;
Ky jare = Ky jags - g0
i ’
— grj,L(att)Z’y(att>,L(att) ,grjw(att) (Zie[nk] Iattbi,j_z’y(att)Tl,(att)>

— grjwt(att) Z'LEW mittb;,j .

— Security: This online/offline key generation yields a secure scheme. That
is, if we can break the scheme with the online/offline key generation, then
we can also break the scheme with a regular key generation. Suppose SKs =

({Kl,g s K2,] ks KS,] 7'k, K4,j atts K5 ,8,7,5" l}ze [nk],d,d" €ln],i#7 )
ke[no],le[m],atteS

is a secret key given in the security game of the regular scheme. Then we
can generate a secret key in the security game of the online /offline extension
of the scheme by computing K(S]att;K?kl €Rr Z, for each j € [nl] k e
[2,n2],1 € [m],att € S and setting Kgd ki=Koiki-g ~K7xt and K47]7dtt =
Ky jatt g —Ksj.at Note that Kg Jatt and K7 k,1 are correctly distributed due
to the randomness of z;;; and ¥y ;. The secret key returned to the attacker
that can break the online/offline extension of the scheme is

SKs = ({K1j,0: Kot K550 ot Kagaves Ksij 1,

Ko, amKﬂk’l}ze 1.4.3" [m],#j’,)’
ke[nz], €[m],atteS
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