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Abstract Various matrix relations widely appeared in data-intensive computa-
tions, as a result their efficient zero-knowledge proofs/arguments are naturally
required in large-scale private computing applications. In the first part of this
paper, we concretely establish efficient zero-knowledge arguments for linear
matrix relation AU = B and bilinear relation UTQV =Y over the residue ring
Z, with logarithmic message complexity. We take a direct, matrix-oriented (ra-
ther than vector-oriented in usual) approach to such establishments on basis of
the elegant commitment scheme over finite ring recently established by Attema
et al[16]. The constructed commit-and-proof protocols are public-coin and in
c.r.s paradigm (c.r.s used only as the public-key of the commitment scheme),
suitable for any size matrices and significantly outperform the protocols con-
structed in usual approach with smaller-sized c.r.s.(e.g., decreased by a factor of
d for linear and by n’d for bilinear relation where d is the extension degree of
Galois ring and n is the order of the witness square), fewer rounds (decreased
by a fraction > logd/2logn for linear and > 1/2 for bilinear relation) and lower
message complexity (e.g., number of ring elements decreased by a fraction >
logd/logn for linear and >1/6 for bilinear relation) for large-size squares. The
on-line computational complexities are almost the same in both approaches. In
the second part, on basis of the simulation-sound tag-based trapdoor commit-
ment scheme we establish a general compiler to transform any public coin
proof/argument protocol into the one which is concurrently non-malleable with
unchanged number of rounds, properly increased message and computational
complexity. Such enhanced protocols, e.g., the versions compiled from those
constructed in the first part of this work, can run in parallel while keeping all
their security properties, particularly resisting man-in-the-middle attacks.

Keywords: Zero-Knowledge, Linear Matrix Equation, Bilinear Matrix Equation, > -
Protocol, Concurrent Non-malleability, Galois Ring.

1 Introduction

1.1  Basic Problems and Related Works

Efficient zero-knowledge proofs for various relations are crucial techniques to support
multiparty private computing tasks[1,2], secure distributed ledger systems[3,4,5] and
many other cryptographic applications. In data-intensive private computation, lots of
data relations appear in the form of high dimensional vector or large-size matrix equa-
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tions[3,4] and efficient zero-knowledge proof/argument protocols (ZKP/ZKA) with
low message complexity are highly valuable to support these applications in compli-
cated network environment.

Recently, some innovative techniques have been developed in [6,7] to construct
highly efficient ZKAs for linear vector relation a'u=b and inner product relation u'v
= w over finite field. The constructed ZKAs have message complexity of only
O(logn) where n is the dimension of witness space, significantly improving previous
works in performance. This approach was further developed in [8] to construct ZKA
for vectors’ quadratic relation u’Au+b'u=c over finite field with logarithmic message
complexity and lots of other improvements in performance. This approach was also
applied to constructing ZKAs with logarithmic message complexity for bilinear rela-
tions on groups with pairing structure[9,10] and partial-knowledge proofs[11].

The critical idea initiated in [6,7] for compressing the argument is on basis of an
observation that the normally constructed commit-and-proof arguments (for relations
discussed there) have some intrinsic recursive structure. With the aid of homomor-
phism of the commitment scheme and smart witness space decomposition, such re-
cursive structure can be used to expand the original arguments to multiple rounds. In
such expansion the total message complexity is highly compressed while the number
of rounds only increases as slowly as the logarithm of the dimension of witness space.
Such idea was generalized in [12] within the widely used Z-protocol framework and a
very general theory for linear and nonlinear relations was henceforth established.

After succeeding in developing efficient ZKAs for linear vector relations over fi-
nite field, it is natural to establish efficient ZKAs for nonlinear relations over finite
field and other arithmetic systems, e.g., finite rings Z,, or integer ring Z.

In the first direction, bilinear relation is the simplest non-linear relation which ef-
ficient ZKA construction was partially solved, e.g., [6-8] has established the protocols
with logarithmic message complexity in some special cases. More specifically, the
protocols constructed in [6,7] are only for inner-product relation, and the protocols in
[8] are only for quadratic relation with 1-rank coefficient matrix. So far with the au-
thor’s knowledge there is no direct work on bilinear relation u'Qv = y with general Q
or with witnesses not only u and v but also Q and y. These relations naturally appear
in contemporary cryptographic applications. For non-linear relations, so far the most
common and effective approach is linearization[12]. In this approach, any relation
over the finite field can be equivalently transformed into a (maybe very high dimen-
sional) linear relation through secrete sharing techniques. On the other hand, as indi-
cated in [9], the compilation from nonlinear to linear relation comes at the price of
losing conceptual simplicity and modularity in protocol design. Therefore, developing
direct approach for specific non-linear relation is still useful in cryptography theory
and applications. [9-11] are heuristic examples in this direction.

In the second direction, recently a ZKA with polynomial-logarithmic message
complexity was constructed in [13] for a linear relation over the integer ring Z. [16]
established a family of general and elegant commitment schemes for vectors over
Galois ring, and the ZKA with logarithmic message complexity is constructed by
generalizing techniques in [12] for linear relations over the ring. The ZKA for any
nonlinear relation over Galois ring can be also constructed via the linearization ap-



proach and related techniques developed in multiparty private computation over the
ring. However, a straightforward generalization of ZKA construction from the finite
field to finite ring does not sufficiently make use of all flexibilities provided by this
scheme. There are new and interesting problems for applying this new commitment
scheme in ZKA-construction, even for linear relations.

Contributions  Our contributions in this paper have two parts. In the first part (Sec.
3 and 4) we concretely establish efficient commit-and-proof zero-knowledge argu-
ment (ZKA) protocols for linear matrix relation AU = B and bilinear relation UTQV =
Y over the residue ring Z,, with logarithmic message complexity. In private compu-
ting applications various data relations can be represented by or reduced to some ma-
trix relation, e.g., the (private) isomorphic relation between two lattices or graphs;
multiplicative, inverse or similarity relations between two private matrices, etc. In
addition, Z,, is one of the most widely used arithmetic systems in practice. One of the
main challenges in constructing ZKA protocols for relations over a ring is how to
ensure sufficient number of challenges to fulfill the necessary soundness require-
ments. This is elegantly achieved in [16] by committing over the extended ring S,
which elements are polynomials of some finite degree d over Z,. As a direct result, a
Z-vector is regarded as a special S-vector and the ZKA protocol for a relation over
Z., is simply constructed as a ZKA protocol for a relation over S, by generalizing
techniques (e.g., amortization, compression, etc.) from Galois fields to Galois rings.
However, in private computing applications, what is actually needed is to prove rela-
tions over, e.g., Zy, rather than over its extension S, so when establishing the ZKA
protocol for a matrix relation this vector-oriented approach (dealing with a matrix just
as a collection of vectors) is not as efficient as desired.

We take a matrix-oriented approach on basis of an observation that a n-
dimensional vector over the Galois ring S can be effectively related with a Z,,-matrix
in various ways. For example, by re-arranging a large-size, n-by-td Z,,-matrix U to be
a nt-by-d matrix U”, it can be equivalently regarded as a nt-dimensional S-vector u” so
its commitment can be always valued in G i.e., its commitment size can be inde-
pendent of its total size and only determined by the targeted knowledge-error in ZKA.
Furthermore, how to transform the original relation for matrices over Z, into an
equivalent relation for the correspondent vectors over S while keeping the commit-
ment size fixed (e.g., d) or as slowly-increasing as possible is crucial to make use of
these observations. This is simple in linear case but technically involved in non-linear
case. Details are elaborated in sec. 3 and 4.

Our matrix-oriented approach to ZKA for matrix relations is able to deal with
Z,-matrix in any size. The constructed protocols have almost the same on-line com-
putational complexity as those constructed in vector-oriented approach. It begins to
outperform the vector-oriented approach when number of columns > log(humber of
rows) with smaller c.r.s, shorter commitments, fewer rounds and lower message com-
plexity. For example, for linear relation with the witness of n-by-n Z,,-matrix, number
of rounds can be reduced from 4logn to 4logn—2logd and message complexity can be
reduced from 4dlogn to 4dlogn—-2dlogd(for number of group elements) and from
6dlogn to 6dlogn—3dlogd(for number of ring elements). In addition, the number of
group elements in c.r.s can be reduced by a factor of d (see tab. 1 & 2 in sec.3). For



bilinear matrix relation, the matrix-oriented approach also outperforms the general
linearization approach in almost all aspects, e.g., the number of rounds can be reduced
by > 1/2; size of c.r.s. reduced by > n?d times; total number of ring elements in mes-
sages reduced by > 1/6 and total number of group elements asymptotically the same
but decreased by 4dlogd (n is the number of rows in the witness square, see tab. 3 & 4
in sec.4). Such advantages are not only helpful for interactive but also for non-
interactive argument constructions. This is a result of making use of specific structural
features of the commitment scheme and matrix equations. The same approach can
also deal with more complicated matrix relations such as eigenvalue relation Ua = Aa,
AUB' = C, U'QV + AUB™ + CVD' = R(with witnesses U and V) with similar per-
formance advantages.

All constructed protocols in this paper are public-coin and in c.r.s paradigm,
where the c.r.s is only used as the commitment scheme’s public key.

In the second part (Sec.5), on basis of the general and formal public-coin proto-
col structure, we establish a general compiler to transform any such proof/argument
protocol into the protocol which is concurrently non-malleable with unchanged num-
ber of rounds, properly increased message and computational complexity (by nearly
constant times). The innovative approach developed in [20-22] for 3-round protocols
is generalized to multi-round public-coin protocols via some recent analysis and re-
sults in [13]. The basic tool is the simulation-sound trap-door commitment scheme
introduced in [20-22]. Such enhanced protocols, e.g., all the enhanced versions of
protocols in sec. 3 and 4, can run in parallel environment while keeping all its security
properties, particularly resisting man-in-the-middle attacks.

Some Notes on Terminologies In second part of our work, we simply inherit the
terminology non-malleability from [22] but it is strictly weaker than the “non-
malleability” in [20-21] which is actually equivalent to universal composability. In
addition, “tag-based” and “simulation soundness” for the trapdoor commitment
scheme are terminologies inherited from [20] which are similar (but not exactly the
same) as the properties proposed in [22] in different names.

2 Preliminaries

Notations and Conventions A usually represents the security parameter, poly(4)
represents a polynomial in A. A function g(4) is called asymptotically negligible or
simply negligible if lim,_,,, poly(1)e(4) = 0.

P.P.T. means Probabilistic Polynomial Time.

R
u«<J means a random variable u is sampled on a set J under uniform distribution.
Two random variable ensembles {X;} and {Y,} are called statistically indistin-
guishable if the differences of their distribution is negligible:
2y IP[X; =u] = P[Y) = u]| <))

{X;} and {Y,} are called computationally indistinguishable if for any P.P.T. algo-
rithm A the following inequality holds where the function g() is negligible.



IPIA(X;)=1] — P[A(Y,)=1]| < &(2)

2.1 Zero-knowledge Proofs/Arguments

A binary relation R is NP-class if there exists a polynomial-time algorithm A to de-
cide whether (x,w) is in R. Lg= { X: there exists (x,w) € R}.

In an interactive proof system (P,V) where P and V are P.P.T prover and verifier,
o represents the common reference string(c.r.s.), x represents the public information
for P and V, w represents the private information only for P, i.e., the witness,
<P(w);V>,(x) represents the output of V valued in {0,1} after the interaction with P
on input x and c.r.s. o, Tr<P,V>.(x) the trace during the interaction between P and V.
These notations have the same meaning for any interactive algorithms A and B.

Definition 1 (Zero-knowledge Proof) For a relation R and some given function (%),
an interactive proof system (P,V) is defined as a zero-knowledge proof of knowledge
for R, ZKPoK hereafter, if it has all the following properties:

(1) Complete For any (x,w)eR there holds P[<P(w);V>,(x) = 1] = 1.

(2) Knowledge-sound with knowledge-error k(2) There exists a polynomial q(.)
and an algorithm Ext (called extractor) with expected polynomial time complexity,
such that for any (maybe dishonest) prover P* which can be rewound by Ext there
holds

P[w —Ext" (c,x, Tr<P",V>,(x)): (x,w)eR] = (u(x) - k(x]))/q(|x])

where p(x) = P[<P";V>,(x)=1] > k(jx]).

(3) Zero-knowledge There existsa P.P.T. algorithm S, called simulator, such that for
any (maybe dishonest) verifier V', the output of S(o,x) and Tr<P,V">,(x) are statisti-
cally indistinguishable for any xeLg,

For knowledge soundness, there is an equivalent definition ([18] sec. 4.7) that on
input of x and Tr<P",V>,(x) with <P",V/>,(x)=1 and Ext can rewind P, Ext outputs a
witness w': (x,w’)€R with the expected time at most q(|x|)/((X)-i(|X])).

If knowledge soundness only holds for P.P.T. prover P", the proof system is
called knowledge argument, notated by ZKAoK hereafter.

Definition 2 (3-Protocol and generalized Y -Protocol) An interactive proof system
(P,V) for relation R is called a Y -protocol, if it has 3 rounds with the first message
from P to V and the second message just being a random coin from V to P independ-
ent of the session context.

An interactive proof system (P,V) for relation R is called a generalized ) -
protocol, if it has 2k+1 rounds with the first message from P to V and any messages
from V to P just being random coins independent of each other and session context.

A generalized Y -protocol for relation R is called special honest verifier zero-
knowledge (SHVZK) if there exists a P.P.T. algorithm S such that for any verifier V",
the real trace Tr<P,V">4(x) and the output of S on input (c,X;es,...,e) have the same
distribution for any xeLg and independent random coins ey, ..., 6.



Definition 3 ((uy,..., p)-special soundness and session-tree for a generalized Y -
Protocol) A (uy,..., uy)-session-tree, denoted by T.(x), for the proof system of rela-
tion R with c.r.s. o is a tree in which:

(1) Each node is associated with a message instance from P to V in the interaction
between P and V with public information x, in particular the root is with the first
message in the interaction.

(2) Each edge is a random coin from V to P.

(3) At level-i (the root being at level-1) each node o has y; edges and the random
coin instances €y, ..., €y, associated with these edges are distinct. The down-
stream node of each edge is associated with the message instance of P in response
to the random coin.

Each integer y; is called the soundness factor of the i-th round.

Obviously, each path from the root to a leaf in the tree T,(x) is a complete session
instance, i.e., a trace. The number of paths in a tree T(X) is p... w. If the verifier V
outputs 1 on all these paths, the tree T,(x) is called accepting.

A generalized Y -protocol is called (u,..., py)-special sound, if there exists a
P.P.T. algorithm (extractor) which with overwhelming probability outputs a witness
w2 (x,w)eR on input of &, x and the accepting tree T(x).

Recently [13] proved a fundamental fact that (ug,..., py)-soundness implies
knowledge soundness, a general fact without imposing any restrictions on the chal-
lenge set where the random coins are sampled.

2.2  Commitment Scheme

Definition 4 (Commitment Scheme) A Commitment scheme CS = (CGen, Cmt,
Cvf) is composed of three P.P.T. algorithms with the following properties:
(1) Complete For any message x there holds

P[pk<—CGen(1); (c,d)«—Cmt(pk,x): Cvf(pk,c,x,d)=1]=1
(2) Binding There exists a negligible function (1) s.t. for any P.P.T. algorithm A:
P[pk—CGen(A);(c,x1,%2,d1,d2)«—A(pk):Cvi(pk,c,x1,d )= INCVE(pk,c.x2,da )= 1 Ax 7, ]<&(4)

(3) Hiding For any pk generated by CGen and any messages x), x, in the same size,
the variables c¢;: (c1,d))«—Cmt(pk,x|) and ¢, : (¢3,d>)«—Cmt(pk,x,) has the same distri-
bution.

2.3 Basic Facts about Galois Ring

Formally, a Galois ring is a finite ring with multiplicative unit 1 such that all of its
zero divisors (including 0) forms a principal ideal (p1) for some prime number p.

One of the most important examples for Galois ring is the residue ring Z,, where
m = p*and p is a prime number. Another important example is Z,[X]/(f(X)) where Z,,
is as before and f(X) is a monic irreducible polynomial of degree d over Z,,. This ring
is the extended ring of Z,, of degree d, notated as GR(m,d) hereafter.



The most important facts about Galois ring useful in this paper are stated here.
All details and proofs can be seen, e.g., in Chapter 14 of [17], particularly its theorem
14.1, 14.6, 14.8 and lemma 14.20 and 14.29.

Fact 1 Let S be a Galois ring of characteristic p°(i.e., p’1 = 0 and N1 # 0 for any
integer N # 0 mod p°) and cardinality p where p is a prime, s and d are positive inte-
gers. Then S is isomorphic to the ring GR(m,d) = Z,[X]/(f(X)) for m = p* and any
irreducible polynomial f(X) of degree d over Z,.

Fact 2 In Galois ring GR(m,d) = Z,,[X]/(f(X)) with m = p*:
(1) There isan element & of order p°-1 such that f(¢) = 0 and f(X) is the
unigue monic polynomial of degree <d over Z,, with & as its root .
(2) XxP"7'-1=0mod f(X) and X" -1 # 0 mod f(X) for 0<N<p’-1.
(3) GR(M,d) = Z,[¢] = {avtaid+ ax+...+ a1 ™™ ag, au, az,...,84.1 iN Z }
(4) Let Egrma) = {€:1=0,1,2,..., p°-2} then any u in GR(m,d) has a unique p-adic
representation as
U=Ag+ AP +AppP+ ..+ Agyp™

with each A; in Egrm,gU{0}. Furthermore, u is invertible in GR(m,d) iff A¢#0.
(4) Ecrmg is called the exceptional set of Galois ring G(m,d). Egrmg) is @ cyclic
multiplicative group of order p’-1 and is isomorphic to the multiplicative sub-
group of finite field F 4. &-¢lisin Egrma for any i#j, ie., &- &'is always in-
vertible in GR(m,d).
(5) f(X)hasroots & &P, &P° ..., &% 'in GR(m,d).

Fact 3 Let S be GR(m,d) and | < p‘-1, then any non-identically zero polynomial
@(X)eS[X] of degree < | cannot have more than | roots in the exceptional set Es.

Fact 4 Let S be GR(m,d) with m = p®, S be S/(p) and h be a monic polynomial in
S[X]. If there are pairwise coprime monic polynomials g,..., g, in S [X] such that h
=9;... g mod (p), then there exist pairwise coprime monic polynomials g, ..., g in
S[X] such that f = g;...g, and g; = g, mod (p) for each i.

Although the commitment schemes established in [16] is not limited to ring Z,
or its extensions with special m, in this paper we only consider Z,, and its extensions
GR(m,d) with m = p* where p = 2 or any odd prime, the most important Galois ring
family in applications.

2.4 Vector Commitments over Galois Ring

Attema T., et al in [16] established a family of general and elegant commitment
schemes for vectors over any finite ring. Let S be GR(m,d) = Z,,[X]/(f(X)) and u be a
n-dimensional S-vector, i.e.,

uy (X)
u= esn (2.1)
Uy (X)



where each component u,(X) €S is a polynomial uy(k)+ua(k)X+uz(K)X? +. ..+ ug(k)X*™.
Let R be the set on which to select the random element for hiding, then the commit-
ment to u is an element in product group G® where G is the commitment-friendly
group, e.g., G = Zy~ (for m odd) or J(N) (for m even) with some strong RSA module
N (detailed discussions on G are in sec.3.2[16]). The commitment to u is computed
by:
cmt, (uy (1), ..., uy (n); 1)
Cmt(olu; r) = ' € G% S"xR' -G (2.2)
cmt, (ug (1), ..., ug(n);ry)
where cmt,(w; r): Z, XR—G is a basic commitment scheme for any n-dimensional
Zy-vector w. A general method is provided to construct the basic scheme cmt,(.; .) in
[16] to ensure the properties of unconditional completeness, perfect hiding and com-
putational binding. Specifically, given the commitment key ¢ = [G, g, m] with g =
(91,..., Gn) being group elements’, for w = [wi,...,w,] € Z7 with m odd then:

cmt,(w; r) = r"glw] =r™ gt ... g™ where reR (2.3)
For m even:
cmtg(w; 1) = r"(-1)°g[w] = r™(=1)2 g}t ... gn™ where (b, r) €{0,1}xR  (2.4)
Note that we denote g‘l’"1 . gnas glw], g¢ ... g¢ as g[e] to simplify the expressions.
Besides security properties, homomorphism is also crucial for these commit-
ment scheme’s applications. It is straightforward to show that (2.3) and (2.4) have the

usual homomaorphism properties required for a commitment. Furthermore, scheme
Cmt(o|.;.): S"xR?— G" has a algebraic property useful in protocol construction.

Lemma 1 Let e be in Galois ring S=GR(m,d)=Z,[X]/(f(X)) and M€ Z&*¢ be its
associated matrix, i.e., for any

U = UpHUpX+UsX2 +.. + ugX®les
there holds
eu =YL, (T9, M, (i, )u)X~* mod f(X) (2.5)
Also let

G
Cmt(o|u; r) = I ' ‘ €esd
Ca

and u be the S-vector in (2.1), then

! Each g; is the m-th power of some element in G, as a result the commitment to any message

is always in G™(except for a random factor -1 in case of even m) [16].



{H?zl CjMe(lJ) ]I
Cmt(oleu; s) =| |

4 M (d,j)J
e, o

where s can be efficiently computed from u, r, e and is uniformly distributed if r or e
are uniformly distributed. Equality (2.6) is denoted as Cmt(cleu;s) = Cmt(o]|u; s)°.

(2.6)

Proof For each k =1,..., n let
U=, (k)X
so by (2.5) one has eu,= X, (X294 M, (i, Hu; (k)X mod (X), hence
[, M, (i,])uj(l))Xi_lll
' |

|
| .
|24, (B M, (i, )y ()X 1]
(X9 M, (L, Dy (1), ... ..., ;?:1Me(d,j)uj(1)]| 1
: X
- _ |

S Mo (LD (n), e, Xy M (d, Dy () Lx e

eu

'MD~-%®]%@D"-%%D p X
=| : : : =W mod f(X)
- wmlaa - m@ol| ||

where the Z,-matrix W = UMY = [uy,...,us]MT = [wy,...,wg] with column vectors w;:
Wi =29 M, (k,Huy k=1,...,d

By commitment scheme cmt,’s homomorphism property, the k-th component of
Cmt(oleu) is (for simplicity we omit all random numbers’ expressions):

Cmt(oleu) = cmto(Wi) = cmt(X2, M, (k, Huy) = [19-, emt, (u;)Me®))

i.e, Cmt(oleu)=[I%, Cmt (a|u)73(k'j)

which proves (2.6).

Remark 1 This result was basically established in [16] and lemma 2.1 presents it in a
more explicit formulism (2.6). Furthermore, when the commitment (2.2) to a S-vector

uin (2.1) is equivalently regarded as a commitment to a Z,,-matrix

u () - ue(1)
U= : . :

: lez,’;fd
u;(n) - ug(n)

2 For simplicity, here and in the following arguments we always omit the long expressions for
random objects which can be easily derived from basic formulas in sec.3.1 in [16].
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and denoted by Cmt(c|U), then (2.6) implies
Cmt(s|UMY) = Cmt(c|U)° 2.7

This view of equalizing S-vectors and Z,,-matrices is useful in the following work.

2.5  Probabilistic Equivalence Reduction

Two relations R(a;u) and S(B;v) (where o, B are public information while u, v are
witnesses) are called probabilistically equivalent with each other if there exists negli-
gible functions (1) and &,(2) such that

PLR(0;u) [ S(B;v)] 2 1- &1(4) and P[S(B;v) | R(asu)] = 1- &x(4)

This equivalence is denoted by R(a;u)LS(B;v). Usually one of g/(1) or &(4) is 0, i.e.,
the reduction is deterministic in one direction but probabilistic in the other.

Let the reduction from R to S is deterministic, i.e., P[S(B;v)| R(a;u)]=1, while on
the other direction it is probabilistic: P[R(a;u) | S(B;v,)] > 1- €1(4) where p is a random
variable. If there exists a PP.T. algorithm A which can compute the witness u# of R
from at most m witnesses v,;,..., V,, of S with overwhelming probability, we say this

reduction has soundness factor m and denote this fact by R <P/—m>S.

Some detailed analysis and useful examples of probabilistic reduction in zero-
knowledge proofs for relations in Galois fields can be seen in [12]. Fact 3 in sec. 2.3
is the foundation to generalize these techniques from Galois fields to Galois rings.

3 Efficient ZKA Protocol for Matrix Relation AU =B

Consider the matrix equation AU = B in residue ring Z,, where matrices UeZ*",
AezX™ and B eZL*". Both n and h are sufficiently large and h = td for some integer t.
The extension degree of Galois ring S over Z, is d and determined by p® logn < the
target knowledge error. Matrix U is the witness while A and B are public.

3.1 Basics

To present the main idea explicitly, let’s consider the case t =1 at first, i.e., AU =B in
residue ring Z,, where matrices U eZ*4, Aezl*™ and B €zZ.X¢. There is no perfor-
mance advantage in this case in comparison with the standard, vector-oriented ap-
proach. The objective of this section is to present the main ideas and techniques in our
matrix-oriented approach.

In order to construct an efficient proof protocol with commitment to Z,-matrix
U, the first step is to find some relation over S which is equivalent to the original
linear matrix relation over Z,,.

For S = Z,[X]/(f(X)) = GR(m,d) with degree-d irreducible monic polynomial f(X)
and matrix A eZX", define a S-linear operator:

La: S"— S La(u)i =32, ay ue (X) mod f(X), i=1,..., | (3.1)



11

where u(X)eS is the k-th component of vector u in S".
For the Z,-matrices

U=

u (1) - ua(l)l [bl(l) = ba(1)
: - : . B=| : - :

i) -~ ba(D)

l (3.2)

wm o ug()
andeachi=1,...,1,k=1,...,n, let:
bi(X) = X9, by () X771 = by (i) + by (DX + -+ + by ()X 4?
U(X) = uy (k) + u, (KX + -+ ug (k)X !

Regard U and B as vectors with components uc(X)’s and b;(X)’s in S, the corre-
sponding S-vectors are:

uy (X) b, (X)
u=| ° |es* b= ° |eSs (3.3)
Uy (X) by(X)
This correspondence is very useful and can be transformed by:
[ 17 [ 17
[ X | [ X |
u=U|X2 |,b=B|X2 i (3.4)
lxti'—lj lxd—lj

Then for the S-vector u corresponding to Z,-matrix U in (3.2) one has, for each i:
La(u)i = Xoy @i e (X) = Xy (BR=1 aue wj (K))X7 ™" mod f(X)
As a result, it’s easy to show the fact that:
La(u) =bover S
if and only if YX7_, ayu; (k) = by(i) for all i, j, i.e., AU = B over Z, (3.5)

Based on the fact (3.5), the problem of constructing a ZKA protocol for a linear
matrix relation over Z, can be transformed into a problem of constructing a ZKA
protocol for a linear relation over Galois ring S. For this purpose, we define a formal
linear relation over S.

Let Galois ring S = GR(m,d), let ¢ be the public key of the S-vector commitment
scheme and be used as c.r.s. of the proof protocol. The commitment is valued in prod-

uct group G® where G is commitment-friendly. The linear relation SLR on space S" is
defined as(all variables in the frame stand for witnesses):

SLR(o| U, b, A; |r, u)): (3.6)
U= Cmt(olu; r) A La(u) = b

where L, is defined in (3.1) with AeZL:™, beS' ; witnesses u is a n-dimensional S-
vector, ris a d-dimensional random vector with components in set R.
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In the above formulation, the commitment to S-vector u
cmt, (u (1), ..., u;(n); 1y
ul(l) ud(l)l I “ I cr( 1( ) 1( ) 1)

U:Cmt(clu;r):Cmt(cl[
u(n) - ug(n)

emt, (ug (L), .., ug (n); 7)

can be reasonably regarded as the commitment to Z,-matrix U, so also notated as
Cmt(o]U; r). All these basics are summarized in theorem 1 which is the starting point
to construct ZKA protocol for linear matrix relation in Z,, .

Theorem 1 The linear matrix relation over Z,,:
MLR(oU, B, A; . U)):

U= Cmt(c|U;#) A AU=B 3.7
with UeZ*d(witness), AeZL™, BeZLlX® is equivalent to the linear relation over
Galois ring S = GR(m,d) = Z,,[X)/(f(X)):

SLR(o]| V, b, Ls r, u ]):
= Cmt(c|u;r) A La(u) = b 3.8)
where ueS"(witness), L, is the linear operator defined in (3.1), b=X%_; b; ()X/~*
and V = U. These two relations’ witnesses have the simple correspondence
U=u
where = means that n-dimensional S-vectors u is equivalently regarded as a n-by-d
matrix in Z, (see (3.2)~(3.4).

3.2  Compressed Protocol with Logarithmic Message Complexity

S-linear relation SLR in (3.8) is the starting point to construct the efficient proof pro-
tocol for linear Z,,-matrix relation MLR in (3.7). However, La(u) = b in (3.8) is actu-
ally a system of | linear equations in S. For the sake of efficiency, this equation sys-
tem can be further reduced to just one linear equation via standard probabilistic
equivalence reduction techniques.

Define a polynomial ¢(T) as

p(T) = Zios (La(); — b)) T € S[T] 3.9)

Let p be randomly sampled from the exceptional set Esin ring S. If there exists a
ueS" such that La(u) = b, i.e., La(u); = bifor eachi=1,..., |, then

i (Law); — b)) p™t = 9(p) =0

On the other hand, if ¢(p) = 0 for ¢ defined in (3.9) and p in Es, then p is a zero of
o(T) in Es. Since ¢(T) has at most I-1 zeroes in Eg, for S = GR(m,d), m = p* and | < p°
one has the conclusion that ¢(T) = 0 with probability > 1 — Ip. Since ¢(T) = 0 implies
La(u) = b, we have got the following result:



13

Theorem 2 Linear relation SLR(c|V, b, La; in (3.8) is probabilistically equiva-
lent to the linear relation (3.10) with soundness factor I

sI-R(a] V, b, L3 [r, u)):
V'=Cmt(c|u;r) A lp,, (1) = b, (3.10)
where b,=Y!_, bjp""* € Sand the S-linear functional l,,, is defined as
lap(W) = 25:1 Dho1 Qi Wy pt:S"—S

The efficient protocol for linear Z,,-matrix relation (3.7) can now be constructed
equivalently for the simple S-linear relation (3.10), via compressed techniques
[6,7,12]. In fact, [16] has presented such a protocol framework with O(logn) message
complexity and provided detailed analysis about its completeness, zero-knowledge
and knowledge soundness properties so we don’t repeat it here.

3.3 Vector-oriented Approach and Comparisons

According to the basic result in [16], for n = 2 the compressed protocol for matrix
relation AU = B in Z, is 2k+1 round, complete, (2,3,...,3)-special sound henceforth
knowledge sound with knowledge error < kp™ and total message complexity O(dk).

A standard, vector-oriented approach to constructing the efficient protocol for
AU = B is the amortization method. Let U = [uy,...,uq] and B= [by,...,by] where col-
umns u; € Z2, by € Z},, then AU = B is a system of d linear equations Au; = b;. For
any randomness p in Eg, it is equivalently reduced to a single vector equation:

Au,=b,whereu, =YY% u;pi"t € S™, b,= XL b, pi~t €S

and furthermore, by left-multiplying the row-vector (1, 8, 6%..., 8% for an independ-
ent randomness 6 in Es on both sides, the above equality is equivalent to a scalar
equation in S:

a(d)'u, = by, (3.11)

where a@®)" = (1, 6, %..., A and b,,s= (1, 6, 6%..., 8 ™)b,. In this way the linear
matrix relation AU = B in Z, is (probabilistically) equivalent to the relation (3.11)
with witness u,. If all Zy-vectors u;’s have been individually committed to, then the
commitment to u, can be computed by (see (2.6)):

1

Cmt(olu,) = [1%, Cmt(o|u,)P" (3.12)

Here we can see one of the main differences between our (matrix-oriented) ap-
proach and the standard (vector-oriented) one: if a private computing task is vector-
oriented and each Z,-vector has to be committed individually, then the standard ap-
proach works well and needs totally d G-elements for commitments® and some addi-
tional computations like (3.12); however, if all Z,-vectors can be committed in a

% By (2.2), the commitment toa u in S" is formally comprised of d elements in G, however, for
u in Z,"all components are 1 in G except for the first component, so actually only 1 nontriv-
ial G-element is needed for a commitment to u. See also sec.3 in [16].
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batch or the computation is naturally matrix-oriented instead of just dealing with “a
collection of vectors”, then our approach works well. The total number of G-elements
needed for commitments to U is also d.

It’s easy to see that in this case these two approaches also have the same message
complexity and the same on-line computational complexity. In summary, there are no
significant differences in performance for t =1.

However, in case of t > 1 the standard approach either (by regarding matrix U
simply as a collection of td n-dimensional Z,-vectors and committing to these vectors
individually) needs totally td G-elements for commitments and n G-elements in c.r.s.,
or (by regarding U as a ntd-dimensional Z,-vector) needs 1 G-elements for commit-
ments and ntd G-elements in c.r.s. On the other hand, by carefully making use of the
commitment scheme, the matrix-oriented approach can implement the protocol with
proper number of G-elements in both commitments and c.r.s while improving the
performance.

3.4  Matrix-oriented Construction

Consider t = 2, i.e., the equation AU = B with Aezk™, Znx2d 35U = [U,,U,] with
each U; eznxd; 71x2d 3B = [B,,B,] with each B; 2% and:

u; (1) - ud(l)l vi(1) - vd(l)l
U, = : : , U,= : :

u(n) - ug(n) vi(n) - ve(n)

In this case we take g of 2n elements in G for committing to U, i.e., let 6 =[G, g,
m] with g = (0y,..., O2n) (see (2.3) or (2.4)). Since the equation A[U;,U;] = [B1,B,] is
equivalent to AU; = B;, i=1,2, i.e.,

[g g”gﬂ: [g;] ie, AU =B (3.13)

where A'eZ2>2n and U” eZ27<? are the matrices on the left side and B is the matrix
on the right side. If committing to U” (which is actually our definition of “the com-
mitment to matrix U”) then with public key ¢ we have 1 commitment in G® with its j-
th component as (ujand v; are the j-th column in U, and U,):

Cmt(o|U"); = emt([u;", v NEG, j=1,...,d (3.14)

Now the ZKA protocol construction in sec.3.1 and 3.2 can be applied to equation
(3.13) which (by theorem 1 and 2) corresponding linear relation is on S*" with com-
mitments (3.14). More generally, for any t > 1: Z*t¢ 3U=[U;,...,U] and AU = B we
can apply the efficient ZKA protocol construction to the equivalent linear relation

A .. 0][U; B, ) U,
A | -, U=|.
o .. AllU; B, U,
with nt group elements in c.r.s. o and the commitments
Ccmt(o|U"); = emto([u™",..., y®NeG, j=1,...,d (3.16)

ezmxd (3.15)
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where each u;® is the j-th column Z,-vector in Uy. The corresponding S-linear rela-
tion of (3.15) is on space S™.

Table 1 summaries the performance comparisons for different approaches (on
basis of sec.4.4 in [16]). Note that when UeZ™**¢ is regarded as a ntd-dimensional
vector then ntd G-elements are needed in c.r.s. while when regarded as a collection of
td n-dimensional vectors then n G-elements needed in c.r.s. Table 2 provides the spe-
cial case for square U: td = n.

Table 1. Performance of different approaches to constructing ZKA for linear matrix relation

Vector-oriented (e.g., [12][16]) Matrix-oriented (ours)
Both with targeted knowledge error < plognand UeZ?<t¢

number of G-elements

. Ontd or @n nt
incr.s.
number of G-elements @®: 1 q
for commitment. @: td
2 + 2logt + 2logd — 1

number of rounds g 2I23:+ 2Ic?ggd o 0g 2logn + 2logt — 1

®: (2log(ntd)-3)d G-element

1+2log(ntd) S-elements (2log(nt)-3)d G-element.
. log(ntd) — 1 Es-element

message complexity @: (2logn-3)d G-element 1+2log(nt) S-elements

1+2logn S-elements log(nt) - 1 Es-element

logn — 1 Es-element

Table 2. Performance of different approaches to constructing ZKA for linear matrix relation(square witness)

Vector-oriented (e.g., [12][16])  Matrix-oriented (ours)
Both with targeted knowledge error < plogn and UeZ<"

number of G-elements in c.r.s. D n%or @n n?d
number of G-elements ®: 1 d
for commitment. @: n
number of rounds g g:gg: :ll 4logn — 2logd — 1
®: (4logn — 3)d G-element (4logn—2logd-3)d
1+4logn S-elements G-element;
message complexity 2logn — 1 Es-element 1+4logn—2logd
@: (2logn-3)d G-element S-elements;
1+2logn S-elements 2logn —logd — 1
logn — 1 Es-element Es-element

Note that in the second sub-case in vector-oriented approach (regarding matrix U as a
collection of td n-dimensional Z,-vectors so that each column is committed individu-
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ally) there may be too many (totally td) commitments needed, so this sub-approach
becomes inefficient when td > logn. In particular, for square U (td = n) the matrix-
oriented approach is greatly superior to the vector-oriented one. For example, the
number of rounds is reduced from 4logn to 4logn—2logd and message complexity is
reduced from 4dlogn to 4dlogn—2dlogd(for number of group elements) and from
6dlogn to 6dlogn—3dlogd(for number of ring elements). In addition, the number of
group elements in c.r.s is reduced by a factor of d (see tab. 1 & 2).

Some ZKA constructions for more complicated linear matrix relations over Zm,
are presented in Appendix C. All these relations can be equivalently reduced to the
form of (3.8).

4 Efficient ZKA Protocol for Matrix Relation UTQV = Y

Consider the matrix bilinear equation
u'Qv=Y (4.1)

in residue ring Z,, where matrices U, V€ Zxt@ Q € Z*™ and diagonal, Y€ Z54*t4,
The extension degree of Galois ring S over Z, is d and is determined by p logn < the
targeted knowledge error. Furthermore matrices U and V are private (witnesses) while
Qand Y are public.

For simplicity, Q is assumed to be diagonal in sec. 4.1. Non-diagonal case will
be treated in sec. 4.2.

4.1 Basics

Consider t = 1 at first. If in this case the bilinear equation (4.1) is regarded as a collec-
tion of vector bilinear equations A;’fj:l uiTQv,: Yij where u; and v; are column vectors

of U and V and apply the standard amortization techniques, then this relation can be
probabilistically equivalently reduced to a bilinear relation over the ring S:

upTQVJZ ?,j=1 Y ptteiTt (4.2)

R
where the independent randomness p, ¢ < Es are sampled by the verifier:
u, =N upt, =N, v, 571 (4.3)
The commitments are (see (2.6) and (2.7)):
U, =TT, Cmt(olu)? Vo=, Cmt(olv)® " i=l,.d  (44)

Totally 2d elements in G are needed for commitment(see the footnote 4 ).

Now consider the case t =2 where Z2*2¢ 3U = [Uy,U,], V = [V1,V.], each U;and
Vi EZ;‘,LLXd.

Note that (4.1) in this case is formulated as :

UI Y11 YIZ]
V1,V,] =
[U'{] Q[ 1 2] Y21 Y22
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where Yj;’s are d- by—d blocks in Y. This equation is just A7;_, Ui'QV; = Y;; and for

any randomness p & Es sampled by the verifier, it is equivalent to the following ma-
trix bilinear relation with probability > 1- 3p™®:

(UrtpUn) Q(Vitp™V2) = YurtpYurtp?Y 1249 22 = Y,
Also this can be reformulated in a 2n-by-2n matrix form with witness matrices in Z:
Q PZQ] Vi
pQ p*QllV2
Let U", Ve Z2™dand Q, € $2™<2" be the matrices on left side of (4.5), i.e.,
[ul 1(1) ul,d(l)]

[U)", U] ] =Y, € sixd (4.5)

N
|u1 1(71) ul,d(n)l _[Q p?Q
U= [ ] |u2 1(1) uz,d(l) I Q= pQ p3Q

lu2,1 n) uz,d‘(n)J

By applying the methods presented in the first paragraph of this section, i.e.,
(4.3)~(4.4), relation (4.5) can be reduced to a bilinear relation (4.2) over thering S. In
order to achieve this goal, we take 2n elements g in G for committing U" and V', i.e.,
set 6 =[G, g, m] with g = (y,..., Gzn) and compute the commitments to U", V" (which
are actually our definition of “the commitments to matrix U and V") just as done in
(3.16). These commitments have totally 2d G-elements and the dimension of the cor-
responding S-vectors under commitment is 2n. For example:

. cmts(ug,1 (1), U1 (),up 1 (1), Uz ()
Cmt(c|U") = : : : in G
cmts(Ugq(1), -, upa(m),up q(1), . Uy a(n))
In general, for any t>1 where Z*¥t@ 3U = [Uy,...,U], V = [V4,...,V{] with each
Ui, V; ezxd py the above method relation (4.1) can be probabilistic-equivalently
reduced to the form like:
uTQ, Vv =Y, (4.6)
where U", V'€ Z*dand Q,"€ St " as:

Uy, (1), Uy, (1)]
PN [ Q@ »Q pt-q
o l{l ) ul_l:(n) ) U1,d:(n) Q*=H pQ pt*1Q p(t—l)t+1Q|
U, ut,l:(l) ut,d:(l) Ilpt_le pZts—lQ ptzilQ Jl
—ut,l(n) ut,d(n)-
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By applying the methods presented in (4.3)~(4.4), relation (4.6) can be reduced
to a bilinear relation (4.2) over the ring S. In order for this, we take tn elements g in G
for committing U” and V', i.e., set 6 = [G, g, m] with g = (91,..., g) and compute the
commitments to U", V" as done in the above. The dimension of the corresponding S-
vectors under commitment is tn, which commitments have totally 2d G-elements.

In order to construct the efficient protocol for bilinear relation (4.2), Q’s diago-
nality is important (see sec. 4.4). However, Q,” in (4.6) (which will be inherited in the
bilinear relation over S) is no longer diagonal even Q is diagonal. This can be handled
in the following way on basis of a helpful observation that Q, eS™>*™ is actually a
tensor product as:

Q, =AP)®Q 4.7

where:

Ap) = [p(®), P, F"p(1).... /Vp(t)] € EE

and the column vector p(t)" =[1, p, p°...., p*] € EL.

Recall that Es is the exceptional set in Galois ring S = GR(m,d) with m = p°
which is actually (with 0 added in it) isomorphic to Galois field Fs'. With overwhelm-
ing probability, there are efficiently computable non-singular matrices @),
¥ ,eEE* and a diagonal matrix D, such that:

A(p)=®,'D,¥, (4.8)

Indeed, for i,j=1,...,t note that Aij(p) = pi~1*U=Dt=JL _ pits,, 6llpl(j_1)t
where 3y is the Kronecker symbol and p = p, pi = p', so D,=diag(1,0,...0) and ®,, ¥,
are Vandermonde matrices with determinants det®, = [, <y<.(p* — p"), det¥, =
[li<p<v<e(P** — p¥*). Obviously @, or ¥, is singular only if the randomness p is a
root of the equation p“= 1 or p"= 1 for some k: 1<k<t-1. Since t = poly()) but |Es| =
p’~2" so this occurs with probability negligible in security parameter A. As a result,
the diagonalization (4.8) holds with overwhelming probability. Combining (4.7), (4.8)
and the well-known identity (AB)®(CD) = (AQC)(BXD), one obtains the diago-
nalization for Q,":

Q, = (®,81,)"(D,RQ)(¥,&1I,) (4.9)

In summary, the large matrix Qp* can be efficiently diagonalized and the compu-
tational complexity of its diagonalization only depends on diagonalizing a special and
relatively small-size matrix A(p), which can be pre-calculated by the verifier.

For notational simplicity, reformulate (4.9) as follows with diagonal Dq eEF**™:

Q, =®'Dy¥
Set new witness matrices U and V over S such that U= ®U" and V= ¥V’ then by
simple calculations one has:
UTQ, V' = U'DoV

Hence the bilinear relation (4.6) U7Q,"V" =Y, with witness Z,-matrices U and V" is
probabilistically equivalent to the diagonal bilinear relation UTDQV: Y, with witness
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S-matrices U and V: U'DoV = Y,. Left-multiply this equation by vector [1, o, ’,...,
"] and right-multiply it by column vector [1, 6, &,..., #']" for any independent
randomness w and & sampled by the verifier in the exceptional set Es, one reduces it
furthermore to a bilinear relation with nf-dimensional S-vector witness u(w) and v(6):

w(@) Dv(0) =%, Y, (i, D'~/ (4.10)

where u(w)" =[1, o, &°,..., 10" and ()" =[1, 6, &’,..., 6"'IV". The overall re-
duction from relation (4.1) to relation (4.10) is of equivalence with overwhelming
probability (> 1- O(np™)).

The remaining problem is how to efficiently calculate the commitments to S-
vectors u(w) and v(6) from those to Z,,-matrices U" and V". Let U = [u,..., uy], V=
[V1,..., Ug] with columns i, ,€EZ", note that

uw)=Y4, o, v@) =34, 071y, (4.11)

so for any public-key T the commitments to S-vectors u(w) and v(6) are:

i-1

Cmt(tju(e)) = [1%, Cme(tw)@™, Cmt@v(d) = [1%, Cmt(t[7)? " (4.12)

In order to present how to calculate, e.g., Cmt(t[it,) from the commitment to U,
we prove the following fact.

Lemma 2 Let S™ 3 w with each component w; = %.¢_, w, ())X*"*and W (i) in
Z,,[X] (recall that the ring S = GR(m,d) = Z,,[X]/(fX)), EEEF*™ be any matrix over
Es, M;; €Z&*4 is the multiplicative matrix associated with the matrix element E,; (see
lemma 2.1 in sec.2.4), then

(/)The I-th component (an element in group G) of the commitment to w = Ew is:

Cmt(o|w),== [T}, I, emt, ([My; (LK), ..o, My ; (LE)DWED, 1=1,...,.d (4.13)
(i) For w eZ2t one furthermore has:
Cmt(c|w)= Cmt(c|w) 4.14)
where the public-key 6 =[G, g,..., Gns» ] has:
g, = emts([My(1,1),..., M, (1,1)]) (4.15)
Proof (i) S""5w = Ew has its i-th component as:
Wi= Z}'=t1 Eijw, = ?:1(2?21 Zﬁ=1 M;; GRW, NX, =1, nt
hence the /-th component of the commitment to w is:
Cmt(o|w),= cmt,(the nt-dimensional coefficient-vector of monomial X' in w)
= emto([X7L, Yo My (k) Wi (7)., - Yiec1 Mye ; (LK) Wi (7))
=T, 1o emt, ([My; (LK), ..o, My j (L E)DWED, 1=1,....d

(ii) For weZ1t, the 1-st (I = 1) component in its commitment carries complete infor-
mation of the committed vector (other d-1components are randomness or simply 1 in
G) and the value of cmt,(.) is always in G"(up to a random factor -1 in case of even m)
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[16], so by separating the factor related with w, in (4.13), appropriately re-arrange
some factors to keep the equality and reduce all other factors to the random factor
(always in a form of 7" in the commitment scheme), (4.13) becomes:

Cmt(olw),=r"[TH, emt, ([My;(1,1), ..., My, ; (1,170 (4.16)

As a result, we have Cmt(c|w)= Cmt(c|w) where the public-key ¢ = [G, g1,..., Ine»
m] with g; = cmto([M,(1,1),..., M, (1,1)]). This proves the lemma.

Applying this lemma to column vectors of U,V and U", V", the commitments to
the original Z,-matrices U and V with public-key o is just the commitments to S-
matrices U and V with public-key 67, G, respectively(each key dependent on the ran-
domness sampled by the verifier), which can be efficiently computed by both prover
and verifier (by (4.15) where matrix M substituted with @ and ¥ respectively).

In summary, the matrix bilinear relation (4.1) over Z, with witness matrices in
any size can be probabilistic-equivalently reduced to a bilinear vector relation (4.10)
over S = GR(m,d) which coefficient matrix is diagonal. This reduction is summarized
more accurately in next theorem, which is the starting point to constructing ZKA
protocol for bilinear matrix relation in Z,,

Theorem 3  For Galois ring S = GR(m,d) with m = p* and p being prime, let the bilinear
matrix relation in Z,, (variables in the frame are witnesses) be:

MBLR(| U1, Y, Q; [r..U.V)):
Uy =Cmt(c|U";¢) A ¥} =Cmt(c|V'3) AUTQV =Y 4.17)

with c.r.s. o being a public key of the S-vector commitment scheme, witness matrices
Znxtd 3y = [Uy,...,Ul, V = [V4,...,V{] with each U;, V; ez, Q eZ " diagonal,
Yeztdxtd and:

_u1,1'(1); ul,d.(l)- _'71,1.(1): V1,d.(1)_

_[Us ul,li(n) ul,d. m) L vl,l'(n) vl,d.(n)
U=l = | o lvel =] . | @4.18)

U, ut,l'(l) ut,d.(l) V; vt,l.(l) vt,d.(]-)

-ut,l'(n) ut,d. )] L vt,l'(n) vt,d.(n)-

then MBLR is probabilistic-equivalent with soundness factor 2d+t* to the bilinear
relation in Galois ring S:

SBLR(61'62|U29 I/2:v J/p(wﬁ): DQ; 9s9u(a))7v(H) ):
U, = Cmt(o, |u(w); r) A V2= Cmt(c,|v(0); s) A u(a))TDQv(H) =y w,0) (4.19)
where p, w, 6 are sampled randomly and independently in Es by the verifier, u(w),
v(0)eS" (witnesses) and Y,(®,0) are specified in relation (4.10), Do = D,,®Q is diago-
nal and specified in (4.9), 5,and &, specified in (4.15), U, V,€G® are computed from
Uy, V,€G° by the component wise formula: 1=1, ..., d
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_ 1d ML)
G 3 U2y| - Hi,j=1 Ul,l

MO L)
GaV, = Efj:qu( )

where M(eli,j) stands for the (i)-element in the multiplicative matrix M, associated
with e in S.

Proof  The probabilistic-equivalent reduction from relation MLBR to SLBR has been
elaborated in the above. The computational relation between the witnesses u(w), v(6)
of relation SLBR and witnesses U, V of MLBR is completely implied by specifica-
tions for (4.6), (4.9) and (4.10) from which it’s easy to derive the soundness factor of
this reduction is 24+#. Finally the above formulas to compute U,, V, from U,, V; is
the result of combining the formulas of (2.6), (4.12), (4.14) and (4.15) .

4.2 Non-diagonal Matrix Q

In many applications, a non-diagonal coefficient matrix in bilinear form is usually
symmetric, i.e., Q"= Q. If Q’s elements are regarded as numbers in rational field Q,
there exists (according to the general theory of quadratic forms over any field[24]) a
matrix WE Q™™ non-singular in Q which can be efficiently computed such that

W'QW = diagonal matrix D

Rescaling this equality by some integer, matrices W and D, can be both integral.
If the above equality holds in Z,, i.e., there exist matrix W and diagonal matrix Dq
such that g.c.d.(m, detW) = land:

W'QW = Dymod m (4.20)

set new witness matrices U and Vsuch that U = WU and V = WV then by simple
calculations via the explicit commitment expressions in sec. 2.4 one obtains:

U'Qv = U"D,V 4.21)

Let Z*td 35U = [U,,...,U,], U = [U,...., U,] with cach U;, U; eZ%*¢, then U; = WU,
and by notations in (4.18) one has:

i) = TPy Wy iy (k) i= 1,6, 1=1,...,d, j=1,...,n

For crs. 6 =[G, g, m] with g = {g;: i = 1,....t; j=1,...,n} in G, the /-th component of
the commitment to U is (see (3.16) and here g[x] stands for g%):

Cmt(o|Usr), =™ 1}, H?:l gij [ua (Ml =n" i1 19 [Xk=1 Wik 15 (k)]
=" [1io, [Tica (I71 935 [Wj ]
=1 [lioy iy Gk [ ()] = Cmt(3(Tsr),
ie., Cmt(c|U;r) = Cmt(3|U;r) and Cmt(c|V;s) = Cmt(5|V;s) (4.22)

where G =17y g, ", i = L.t k=1,....0 and & =[G, G m].
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As a result, in this case the bilinear matrix relation MBLR(c|U,V,Y,Q; )
with c.r.s. o and symmetric Q€ Z*™ is equivalent to a bilinear relation MBLR(G |U,
V, Y, Dg; ) with c.r.s. & and diagonal matrix Dq. Both prover and verifier
can compute W and G from public information and these calculations can be done at
initialization phase or off-line for the verifier, not degrading the verifier’s online per-
formance. Moreover, this equivalent transformation preserves the witness space di-
mension so the message complexity of the proof protocol is unchanged.

Another method to deal with non-diagonal Q is by Smith Normal Form. For any
(asymmetric) Q and regarding it as a matrix over Z, there exist matrices W,M €
GL,,(Z) which can be efficiently computed such that:

W'QM = diagonal matrix Dq
If this equality also holds over Z,,, i.e., W,M € GL,,(Z,,) such that
W'QM = Dgmod m (4.23)

we can similarly set new witness matrices U and Vsuch that U = WU and V = MV
then by the same calculations one obtains (4.21) and:

Cmt(c|U;r) = Cmt(5]U;r), Cmt(c|V;s) = Cmt(¥|V;s) (4.24)

where g = [0y g, B =TTy g0,%, 0 = Loty k=10 & = [G, @, m] and T =
[G, h, m]. In this case the bilinear matrix relation MBLR(c|U,V,Y,Q; ) with
c.r.s. gand arbitrary Q€ ZJX*" is equivalent to a bilinear relation MBLR(G, T|U,V, Y,
Do; ) with c.r.s. G, T and diagonal matrix Dg. Applying the methods in sec.4.1
to relation MBLR(G, T|U,V, Y, Dg; ), the matrix bilinear relation can be re-
duced to (4.19) since in this reduction the commitments to U and V are processed
independently.

4.3 Y -Protocol

On basis of the efficient equivalence between the bilinear matrix relation (4.17) over
Zyand the bilinear relation (4.19) over S, now we construct the efficient ZKA proto-
col for the latter. The relation is reformulated here with simplified notations:

SBLR(0,1(U, Vy,Q; [rs.u.2):
U= Cmt(olu;r) A V=Cmt(t|v;s) A u'Qv=1y (4.25)

where Q is a n-by-n diagonal matrix, y is an element in S; witnesses u and v are n-
dimensional S-vectors, r and s are d-dimensional random vectors with components in
set R. Note that in the following protocol, actually Q can be any diagonal matrix over
S, unnecessarily limited to Z,.

|Protocol Z-ZKA/SBLR|

R R
P—V: Psamples py, pr< Rd, X1, X, <S" at random;
P computes:
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m=u'Qx+x,'Qv, = x,"Qx;, K, = Cmt(c] x1, p1), K> = Cmt(c}xz, p2).
P sends message [K, K>, 771, 2] to V.

P—V: V samples e iES from the exceptional set at random and sends e to P.
P—V: P computes z; = eu+x,, 7, = ev+tx,.
P computes randomness £, f, from u, v, r, s, e, x|, x*
P sends message [z1, 22, f1, 2] to V.
V: V verifies
K U° = Cmt(olz;; B1) A K> V= Cmt(t|z; fo) A 21 Qzo=npten+e’y  (4.26)

Theorem 4. The protocol Y -ZKA/SBLR is unconditionally complete, special honest
verifier zero-knowledge (SHVZK) and computationally 3-special-sound.

Proof In Appendix A.

4.4  Compressed Protocol with Logarithmic Message Complexity

In protocol Y -ZKAJ/SBLR, the prover P convinces the verifier the following relation

SBLR(c.,t|K UF, Ky V~, nateni+e®y, Q; [Bi. B. 21, 22) .27

by the last message [z1,22,81,6.]. Similar as the approach in [6][7], a dimension-
reduction transformation in the witness space is introduced to establish a recursive
proof of (4.27). Since [z1,22,f1,52] perfectly hides the original witnesses, this proof is
unnecessarily zero-knowledge.

In order to simplify the formulism, the following protocol NoZKA/SBLR is spec-
ified for relation (4.25) instead of (4.27), but notational correspondence is trivial. In
case of n = 2“ where n is dimension of the witness vector space, when the third mes-
sage in protocol >-ZKA/SBLR is substituted with the following  protocol
NoZKA/SBLR and recursively expanded with n<n/2 up to n = 1, a ZKA protocol
with 2k+1 rounds and O(k) message complexity for relation SBLR is obtained.

For reading convenience, relation SBLR is reformulated here with random num-
bers r, s removed to simplify the formulism (they are not really needed for hiding
since here the proof is unnecessarily zero-knowledge).

SBLR(6,t|U,V..Q; lu, v):
U= Cmt(olu) A V= Cmt(»)A\ u'Qv=1y (4.28)

Notations for the compressed protocol:

Dimension of the witness vectors u and v: n = 2",

crsoc=][G, g m], =[G, h, m] where the group elements g = (9y,..., Gn), h =
(hy,..., hyare divided into two parts :

O =91+ On2)s OR = (Grvzets---» Gn)s AL = (Nas.o ., Pog2), MR = (Moo, D).
n-dimensional vectors are decomposed into a direct-sum of n/2-dimensional parts:

* " For notational simplification we always omit the long expressions to compute the randomness S; and S,

which can be easily derived from the formulas in sec. 2 and 3 in [16].
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u=utuy, v=rv+w (4.29)
The n-by-n diagonal matrix Q is decomposed into submatrices as:
Q. O ]
= 4.30
=% o (430)

where Q and Qg are n/2-by-n/2 diagonal.

|Protocol NoZKA/SBLR|

P—V: P performs the computations in group G*:
A,=Cmt(olug+0), 4,=Cmt(t|vg+0), B;=Cmt(c|0+u), B,=Cmt(z|0+vy) (4.31)
P performs the computations in Galois ring S:
Ci=ux"Quvi+u, " Qy vy, CZZMRTQRVL+MLTQRVR, Di=ug"Quvg, DzzuLTQRVL(4~32)

P sends message [A4;,4,,B1,8,,C1,Cy,D1,D;] to V.

R
P«—V: V samples ¢ «Eg at random and sends to P.

V computes:
U,=A°"U°BS, V,=Ag 'VeBs’ (4.33)
Q.=¢’Q,+¢’Qr and r, = Cie*+ G+ Dy + Dy (4.34)

If n = 1(in this case the message received from P is [u,, v.]) then V verifies
U, = Cmt(o| u, +e?u,) A V, = Cmt(tv, +e2v,)° A u,Q.v. = y+7. (4.35)
otherwise 7 is substituted with n/2, U substituted with U,, V with V,,

o with 6.= [G, g, m], Twith .= [G, hy, m] respectively.

P: On receiving the challenge e (in Eg) from V, P performs:
computing c,= [G, g1, m], T.= [G, hy, m] and substituting 6 with o, T with T,;

-1 -1 -2 2
u, = eute ug, v.=evite vg, Q.=e " Qrte’Qpg;

if n = 1 then P sends [ue, V] to V, otherwise P decomposes Ue, Ve and Q. ac-
cording to (4.29) and (4.30), performs computations according to (4.33) and
(4.34), sends message to V and then substitutes n with n/2.

Theorem 5 The protocol NoZKA/SBLR is 2k-1 round, unconditionally complete and
computationally (5, 5,..., 5)-special-sound.

Proof In Appendix A.

Remark 2 On basis of a general theorem proved in [13] that (u,..., p)-spacial
soundness implies knowledge soundness, the above constructed protocol is ZKAoK.

® Actually U, = Cmt(ce|us) and Ve = Cmt(te|ve) Which can be verified by the explicit expres-
sions of the commitment in sec.2.4 and straightforward calculations.
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45  Performance and Comparisons against Linearization Approach

There are 2n witnesses in S in the relation SBLR (4.25). For n=2% the whole protocol
is 2k+1 round, unconditionally complete and (3,5,5,...,5)-special sound (on basis of
the commitment scheme’s binding property) where:

The first message (P—V and also the first one in protocol Y -ZKA/SBLR) is
composed of 2d elements in group G and 2 elements in Galois ring S.

For the 2" 4™ 6™ ... 2kth messages (P«—V), each one is composed of just 1 el-
ement in Galois ring’s exceptional set Eg.

For the 3", 5™, 7% ..., 2k-1th messages (P—V and all are messages of protocol
NoZKA/SBLR), each one is composed of 4d elements in G and 4 elements in S.

The 2k+1th (P—V and also the last message) is composed of 2 elements in S.

Totally, the whole protocol needs 4dk G-elements, 5k S-elements in its commu-
nication where k = logyn.

Currently there are no other works on matrix bilinear relation over Galois ring
comparable, so we make a comparison between the above results and the general
linearization approach, which compiles any non-linear arithmetic relation (circuit)
into a linear one via secret-sharing techniques (which works originally over Galois
fields and can be directly generalized to Galois ring, see. Sec. 6 in [12]). In the fol-
lowing tables, the performance results are derived from the results of linearization
approach [12] and those of linear relation over Galois ring (sec.4 in [13]), while the
performance results about our approach is from the above analysis with (including the
costs in reduction) 3 S-elements and 1 message added, and » (dimension of S-vectors
in (4.25)) substituted with nz (dimension of S-vectors in (4.19)).

Table 3. Performance of ZKA for matrix bilinear relation in different approaches
Linearization (e.g., [12][16]) Matrix-oriented (ours)
Both with targeted knowledge error < p“lognand U, VeZmxt4

number of G-elements

. an%t%d? + 3 nt
inc.r.s.
number of G-elements
. d 2d
for commitment.
number of rounds 2log(n®+(1+2n?)t2d*+4)+7 2+2log(nt)

2dlog(n®+(1+2n?)t°d*+4) G-element 4dlog(nt) G-element.

message complexity 3log(n*+(1+2n9)Pd*+4)-1 S-elements  3*5l0g(nt) S-elements

In summary, by specifically making use of structural features of the commitment
scheme and matrix equations, the matrix-oriented approach outperforms the general
one for bilinear matrix relation in all aspects, e.g., for large-size n-by-n square wit-
nesses the size of c.r.s. is reduced by > n’d times; the number of rounds is reduced
by > 1/2+logd/2logn; total number of ring elements in messages reduced by >
1/6+5logd/12logn; total umber of group elements asymptotically the same but de-
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creased by a number of 4dlogd (see tab. 4). These improvements for bilinear relation
are even better than those for the linear relation.

Table 4. Performance of ZKA for matrix bilinear relation in different approaches(square witness)
Linearization (e.g., [12][16]) Matrix-oriented (ours)
Both with targeted knowledge error < p“lognand U, VeZx™

number of G-elements
inc.r.s.

number of G-elements
for commitment.

an*+3 n?/d

d 2d

2log(n®+(1+2n%)n%+4)+7

number of rounds 2+4logn —2logd

> 8logn
2dlog(n®+(1+2n%n+4) > 8dlogn 8dlogn -4dlogd
message complexity , G-ezleTent G-element
3log(n“+(1+2n“)n“+4)-1 > 12logn 3+10logn—5logd
S-elements S-elements

As an example, the ZKA protocol for bilinear matrix relation is used in private
2D spectrum reconstruction where U and V are (private) transformation squares. In
this application n = 512, p =2, s = 64 (so m = 2%*), G = I'(N) = {a in Zy: the Jacobi
symbol (a/N)=1} (see sec.3.3[16] for details on this commitment-friendly group) with
N=PQ where large primes P and Q are selected such that (P-1)(Q-1)/4 is odd. For
knowledge-error £ = 2°°~ 10"° and the matched d = 64 (¢ = p“logn), the number of
rounds is reduced by ~ 85%; total number of ring elements reduced by =~ 44%; total
umber of group elements is decreased by 1536 (33%).

5 Concurrently Non-malleable Enhancement

In various private computing applications, zero-knowledge proof protocols need to be com-
posed in complicated running environment. However, the protocols established in sec.3 and 4
can only ensure security in sequential composition. The concurrent non-malleable ZKA proto-
col[22] has such a property that, even a dishonest prover playing man-in-the-middle role by
concurrently interacting with multiple honest provers, it still cannot efficiently generate a new
statement and convince the verifier without knowing its witness. Such property enhances zero-
knowledge proof protocol’s security in concurrent environment. [20-22] developed a general
approach to compile any Y -protocol into a non-malleable one. In this section, we extend this
method to compile any 2k+1-round argument protocol into a non-malleable one with the same
number of rounds and properly increased message and computational complexity.

5.1 Basic Tools

One of the crucial tools needed is the tag-based simulation-sound trapdoor commit-
ment scheme. This is a trapdoor commitment scheme with input (x,t) where X is
plaintext and t is a tag variable(usually some identity). Intuitively, its security ensures
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that an adversary cannot efficiently destroy the binding property even after collecting
arbitrary number of commitments and related plaintexts, so its security is stronger
than ordinary commitment schemes.

Definition 5(Tag-based Commitment Scheme[20]) CS = (CGen,Cmt,Cvf) is called
a Tag-based Commitment Scheme if CGen, Cmt, Cvf are all P.P.T algorithms and
have the following properties:

(1) Complete For any (x,t) there holds

P[pk—CGen(2); (v,d)<—Cmt(pk,x,t): Cvi(pk,yx,t,d)=1]=1
(2) Binding There exists a negligible function &(2) s.t. for any P.P.T algorithm A:
Plpk—CGen(2); (,t.x1,%2,d1,d>r)—A(pk):
Cvi(pk,yx1,t,d1)=1 A Cvi(pk,y,x),t,dr)=1 A x17x;] < &(A)

(3) Hiding For any pk generated by CGen, any xj, x, in the same bit-size and any
tag ¢, the output ¢, : (c1,d))«—Cmt(pk,x,,t) and ¢, : (¢3,dp)—Cmt(pk,x,,t) are computa-
tionally indistinguishable.

In the following definition, the algorithm TCGen outputs public and private key-
pair, i.e., (pk,sk)<—CGen(4). The symbol TCGen,, notates such a algorithm the same
as TCGen but only outputs pk.

Definition 6 (Tag-based Trapdoor Commitment Scheme[20]) TC = (TCGen,
TCmt, TCvf, TCFakeCmt, TCFakeDmt) is a tag-based trapdoor commitment scheme,
if all the five algorithms are PP.T with (TCGen,,, TCmt, TCvf) satisfying properties
(1)~(3) in definition 5. In addition, for any (x,f) the two outputs

(pk,x,t,y*,cf ):
(pk,sk)—TCGen(1); (v",0)—TCFakeCmt(pk,sk,t); d «—TCFakeDmt(d,y"x,7);

and (pk.x,t,y,d):
(pk,sk)<—TCGen(1); (v,d)—TCmt(pk,x,t);
are computationally indistinguishable.

Definition 7 (Simulation Soundness of Tag-based Trapdoor Commitment
Scheme[20]) The scheme in definition 6 is called simulation sound if there exists a
negligible function &(4) such that for any P.P.T. algorithm A:

Adv3s (1) = P[(pk,sk)y—TCGen(L); (v,£,x1,X2,d1,ds)—A°" O (pk):
TCVi(pk,y,x1,t,d =1 A TCVEpk,y o t,do)=1 A x170 A t & Q] < &(A)

where the oracle O(.|sk) with the private key sk works in the following way:

(1) Initialize Q to be empty.

(2)For each query [“commit”, ]:
O( . | sk) computes (y",0) = TCFakeCmt(pk,sk,t); Store (v*,1,0); Q = QU{r};
Output y".

(3) For each query [“decommit”, y", x]:
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IF some ()", d) exists in current storage
THEN

d =TCFakeDmt(5,y*,x,t); output d;
END

For efficient constructions of simulation sound trapdoor commitment(SSTC
hereafter) scheme, see[20-22].

Another tool required for constructing the compiler is the strongly unforgeable
one-time signature scheme, which constructions can be seen in , e.g., [19][23].

5.2  Concurrently Non-malleable ZKA protocol

For a given interactive algorithm M, let M| be a set of multiple instances of M running
in any concurrent way. receives two classes of input instructions:

Instruction [START, id, x,w]: start a new instance of M, assign identifier id and
input (o, X, W) to it, where ¢ is the c.r.s.

Instruction [MSG, id, m]: send message m to the instance M(id) and return the
output of this instance.

Given three interactive algorithms S, A=(A1,A,) and B, let <S, Aj|A;, B)> de-
note the interactions of A; with S and A, with B where (A;,A,) are coordinated, any
information obtained by A; can be used by A, to generate the message sent to B and
vice versa.

In any interaction, a trace is defined as a sequence of messages Tr = [+mg-
my+ms-my...] where + and — represent the opposite message transmission directions.
Two traces Try and Tr; are called matched if they have the same message terms but in
opposite directions, e.g., Try = [+mg-my+mg-my...J and Tr, = [-my+my-m3+my...].

Definition 8 (Concurrent Non-Malleability of Zero Knowledge Proof
/Argument[22]) (D,P,V,(S,,S;)) is called a concurrently non-malleable zero
knowledge argument protocol for a relation R if all algorithms D, P, V, Sy, S, are
P.P.T. and have the following properties:
(1) Completeness For 6<—D(Z) and (x, w) € R there holds P[<P(w); V>,(x)=1] = 1.
(2) Witness Extraction For P.P.T algorithm P’=(P,",P,") consider the game Exp® (1):
(6,7) < Si(4);
T b") —<S"(@), P P, Vg
Q<—’s traces during the interactions;
IFb=1Arc o Tr" is unmatched with any 7r
THEN output 1;
ELSE output 0;
(Tr is the trace between interactions of Pl* and ; b" is the output of V on
trace Tr'; unmatched means Tr" cannot be a copy of any trace appeared in
the interactions between P, and .)
On each input (x,w), decides whether R(x,w)=1: if true then it starts an in-
stance S,(t,0,X) otherwise does nothing. Let

n(P'|) = P[Exp" (A) = 1]
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There exists an expected polynomial time algorithm Ext, a positive valued func-
tion « and a negligible function & such that, if m(P|A) > k(1) then Ext with rewind
access to P can compute a w" such that (x",w’)€R with probability > m(P|1)-k(1)-€(4)
where x is the output of P in Exp’ .

(3) Zero-knowledge For any P.P.T. algorithm V" there has the computational indis-
tinguishability

* C kk *
Tr<[P], V'>4(x) & Tr<S ™ (1)), V'>4(x)

where o on the left side is generated by D: 6«<—D(1) and o on the right side is generat-
ed by S: (6,1)«S,(1). On each input (x,w), " decides whether R(x,w)=1: if true then
it starts an instance S,(z,0,x) otherwise does nothing. Note that S, always has the input
x€L but not w.

5.3  Concurrently Non-Malleable ZKA Protocol’s Construction

Let R(o|x,w) be the relation with c.r.s. o, public input x and witness w; ZKAoK/R be
the public-coin argument protocol for R with logarithmic message complexity and
2k+1 rounds; A, A;, Bi and y be polynomial-time algorithms in the protocol.

|Protocol ZKAOK/R|
P—V: P computes (x,&,) = A(c,x,w) and sends x; to V;
//The 1% session
P«V: V samples e, at random and sends it to P;
V computes (by,12) = Bi(0,x1,€1);
P—V: P computes (x,,&,) = 4,(§;,e;) and sends x, to V;
//2™ session
P«V: V samples e, at random and sends it to P;
V computes (b3,13) = B2(Ma,X%2,€2);
P—V: P computes (x3,&3) = 42(&2,¢2) and sends x3 to V;

// i-th session
P«V: V samples ¢; at random and sends it to P;
V computes (b;1,Mi+1) = Bi(Mi,x1€:);
P—V: P computes (x;+1,E+1) = 4i(&,,¢;) and sends x;+; to V;
//The last session
P«V: V samples ¢; at random and sends it to P;
V computes (byi1,Me+1) = Br(MeXi-€r);
P—V: P computes x;; = A(Eex) and sends x4 to V;
V. V verifies W(0,b5+1,X441,X) = 1.

Let SSTC = (TCGen, TCmt, TCvf, TCFakeCmt, TCFakeDmt) be the simulation-
sound tag-based trapdoor commitment scheme defined in sec. 5.1; SG = (KG,Sgn,Vf)
be the strongly unforgeable one-time signature scheme with key generator KG, sign-
ing algorithm Sgn and verification algorithm V£, H be a collision-resistant hash func-
tion. With these basic cryptographic schemes, a new argument protocol for relation R



30

is compiled from protocol ZKAoK/R with new c.r.s. ¢° = [0, pk] where o is the origi-
nal protocol’s c.r.s. and pk is the public key of scheme SSTC.

Protocol CNM-ZKAoK/R|
P—V: Pcomputes: (s vk, s sk)=KG(L);
(xlv E.sl) :A(Ga X, W)a
(O, d))<TCmt(pk, x,, H(s_vk|[1));

//Here x; in the original protocol is committed to with H(s_vk||1) used as a tag.

P sends message [s_Vvk, y1]to V;
//1%" session
P—V: V samples ¢; at random and sends it to P;
P—V: P computes (x,, &) = A41(&1, €1); (0, do)<—TCmt(pk, x,, H(s_vkl||2));

P sends y,to V;
//2™ session
P<—V: V samples e, at random and sends it to P;
P—V: P computes (x3, &) = 42(&, €2); (v3,d3)—TCmt(pk, x5, H(s_vk||3));

P sends y;to V;
//i-th session
P«<—V: V samples ¢; at random and sends it to P;
P—V: P computes (xX;+1, &i+1) = 4i(&, €); Wis1, din))—TCmt(pk, x:+1, H(s_vk||i+1));

P sends yi+ 1 to V;
//the last session
P«—V: V samples ¢; at random and sends it to P;
P—V: P computes Xi+1 = Ak(&k, ek); = (xl, d],. vey Xk dk, .xk+]);

U=y, e,..., Vi, €r); s=Sgn(s_sk, s _vk|ulz);

//operator “||” means joining the string

P sends [z,5] to V;
V: Onreceiving the last message z from P, V computes:

(b27n2) = Bl(crxlsel); (bi+lsni+l) = Bi(nirxisei)s 1229 . sk’
then verifies W(0,b5+1,X141,X) = 1 A VI(s_vk, s vk||(vi,er,---» Yi-en)lz, s) =1
N, TCVRpk, i, x;, H(s_vk||i),d;) =1

Remark 3 As long as each y, and d; is in constant-size, total message size %<, (|y;| +
|x;] + 1d;])+O(1) of the new protocol will be only constant times that of the original
protocol. Relative to the original protocol, the prover adds the workload to compute
commitments in each round, while the verifier delays all intermediate computations to
the last round with some additional verification computation. With efficient implemen-
tation of SSTC scheme, the total computational workload in new protocol is approxi-
mately constant times the original.
About the new protocol’s properties, we have the following conclusions.

Lemma 3 If ZKAoK/R has SHVZK property, then CNM-ZKAOK/R is zero-
knowledge in the sense of definition 8(3).
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Proof In Appendix B.

Lemma 4 Suppose the protocol ZKAoK/R is (Wi,..., W)-special sound, then there
exists an extractor Ext for protocol CNM-ZKAoK/R as specified in def.8. Let the
event EXT be “Ext outputs a w’ s.t. (x",w)eR for an accepting statement x”, |E| be
the cardinality of the space for the verifier to sample challenges, then:

PLEXT] > n(P"}2) - Ty /] - AdvFE(A) T, s + poly(DAdvyg (1)
(Advss specified in def. 7, m(P’|2) in def. 8) and Ext’s running time is poly(4).
Proof In Appendix B.

Remark 4 For Galois ring GR(m,d) with m = p*, we have |E| = p. For non-malleable
enhanced protocols over GR(m,d) with z = O(1) and k = O(logn), if ku/|E| ~ 2™ then d
should take the value > (A+logku)/logp.

In summary, one obtains the general result:

Theorem 6 If ZKAoK/R is an argument protocol for relation R with special sound-
ness and SHVZK property (in terms of def. 2 and 3), then CNM-ZKAoK/R is a concur-
rently non-malleable zero knowledge argument protocol for R in terms of def. 10.
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APPENDIX A. Proofs of Theorem 4 and 5

Theorem 4. The protocol ¥-ZKA/SBLR” is unconditionally complete, special honest
verifier zero-knowledge (SHVZK) and computationally 3-special-sound.

Proof If P has all the witnesses r, s, u, v then:
21'Qz = (eu+x))'Q(ev+x2) = X, "Quyte(x, " Qu+u"Quy ) +e’u' Qv = yyten +e’y

Other two equalities in (4.26) can be easily confirmed by the homomorphic property
of the commitment scheme, so the completeness is proved.

The protocol’s SHVZK property can be proved by constructing the following
simulator which on input of (o,e) performs the computation:

R R R
samples 7,<S; 1, «S%and 71, 2 <S" at random;
Ki= U™ Cmi(olzi, f1), K=V Cmi(tlz, B), 7= 21" Qarem—€’y.
output(K, Ks, 11, 12, €, 21, 22, B, B).

It’s straightforward to verify that the trace output by the simulator has the same
distribution as the real trace in the interactions between the honest prover and the
verifier, so the SHVZK property holds.

To prove the 3-special soundness, consider three accepting traces Tr;=[K), K>, 71,
M2, €, %1, %2, Bi1, Piz] with distinct challenges ey, e, e; sampled from Eg,

For Tr; F Tr,, there exist u; and u, in S which can be efficiently computed as so-
lutions to the equations:

mt =0, eyunteyn=1 (A1)

From the equations K;U°= Cmt(olz1, f1) i=1,2 in (4.26), one can get

U =T (K Ut =TT, Cmt(o]ziy, Bi)Hi = Cmt(olu’, r) (A2)

where u'=Y% uz,
In the same way we also have
V=Cmt(v", s") wherev'=Y2, u; z;, (A.3)
Now we claim that there exist x;, x, which are independent of 7 satisfying:
= eiu*+x1, n= e,—v*+x2, i=1,2 (A.4)

Indeed, let z;; = e’ + &, i=1,2 then by
W= 2 =Y (e + &) = u'NE 1y e tuéitiné = utu(G-6)

and 1470 one gets & = & and denote this by x;. In a similar way one can confirm the
existence of x;, satisfying (A.4).

Substituting z;; and z;, in (4.26)’s equations 71 Q2 :772+e,~771+e,~2y i =1,2 with the
expressions in (A.4), after simple algebraic calculations one gets



34

nrx1"Qx, + (71— Qv —u " Qx)ei + (-1 Qv e =0 i=1,2 (A5)

which shows that e; and e, are roots of the degree-2 polynomial #7,-x; Qx> +(17,—
x1'Qv —u TQx,) T+ (v —u "Qv")T°. This result is obtained from traces Tr; and Tr, with
the resulted “witnesses”

s, u,v, X, x (A.6)
When the same analysis is applied to traces Tr, and Tr;, another group of “witnesses”
r’, s’, u’, v’, X ’, xzy (A7)
can be obtained which also satisfy equations (A. 2)~(A.3), i.e.,
Cmt(olu”, ¥')= U= Cmt(clu, ), Cmt(z|v", s ) = V= Cmt(z]v, 5)
Under the binding property of the commitment scheme, these equalities imply
u = u’, v =y
Note that equalities in (A.4) hold at i = 2 for both “witnesses” in (A.6) and (A.7),
which implies
X1= X1, Xo=Xo

Equation (A.5) with coefficients y, u, v, X;, X, also hold for e, and es. As a result,
the coefficients in (A.5) are independent of i = 1,2,3, which means the degree-2 poly-
nomial 7,-X, QXo+(71—X 'QV —U T Qx,) T+(y—u" Qv )T has at least three distinct roots
€1, €, €3 in the exceptional set Es, so it must be identically zero. In particular, y =
uTQV’. This proves that u”, v" are correctly extracted witnesses.

Theorem 5 The protocol NoZKA/SBLR is 2k-1 round, unconditionally complete and
computationally (5, 5,..., 5)-special-sound.

Proof Completeness can be confirmed by straightforward algebraic calculations. In
order to prove (5, 5,..., 5)-special-soundness, we construct an extractor which outputs
the witness u, v and all variables [A;,A>,B1,B,,C1,C,,D1,D,] from 5 accepting traces
with e # e/ in Es, i=1,2,3,4,5:

Tri = [[A19A29B19B29C19C29D19D2]9 €i, [uei; vei]]
where each trace satisfies
Uei = Cmt(0| uei‘i"eizuei) A Vei = Cmt(T| vei‘i'eizvei) A ue,-TQe,-ve,- :y'H”g,- (AS)

If this claim can be proved for each recursive step, the whole protocol is (5,...,5)-
special sound.

Consider three traces Tr;: i=1,2,3 at first. For these traces u, 1, 3 can be effi-
ciently calculated as solution to the equations:

Zl'3=1 ei_l W= 07 Z?:l e W= 19 Z?:l ei3 Hi= 0 (A9)

For notational simplicity, all variables with subscript e; will be subscripted only
by i, e.g., U, is simply notated as U;. Combining the verification equation U;= Cmt(c|
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u,;+e’u,;), i=1,2,3 in (A.8) with (4.33) and (A.9) one can get:

U=TIa(AS U By =TI, U =TTy Cmt(o] u, e )™

Using the commitment scheme’s explicit expressions in sec. 2.4, one obtains:
U= Cmt(o|[u. +ux']) where uy "=Y3_, u; w;, ug =3, e? pu; (A.10)
Similarly, one can also obtains:

V= Cmt(t|[v, +vg']) where v, = X3, p; v;, v =X, e? wiv; (A.11)

Also vi,v,v3 and y1,75,73 can be efficiently calculated as solutions to the follow-
ing equations:

Yiieitvi=1, Eiev=0, X elv=0 (A.12)
Yiaetvi=0, Tieyi=0, 2 el yi=1 (A.13)

Combining U; = Cmt(o| u,;+e?u,;), i=1,2,3 in (A.8) with (4.33), (A.12), there

derives:
el e eP.y. v; 3 L 2 .

A =Tl U B )i =TI, U =TT, Cmt(o] weitelue)"
ie, A;=Cmt(o|[w. +wg']) where w. =Y3 v, u;, wi' =X5, e? vu, (A.14)

In a similar way, one can also get:

B, = Cmt(o|[ 'w.+ wg]) where ‘wi= Y3, v, w;, we=2i, €2yl (A.15)

A, = Cmt(ol[qr +4r']) where qu”= X8, vi v, g =X e v,

B = Cmt(o|[ g+ qr]) where "qu= 230, vi v, qr=2i=; €2 viv;

-2 3 .

By the equality U;=A;" U B;'in (4.33) and U;= Cmt(o][u,+e?w;]) in (A.8) for

i=1,2,3, we get:
kP 3 .
A U® BT= Cot(o|[u+efuy])

Put 4, U, B;’s expressions (A.14), (A.10), (A.15) into the above expression, the

obtained equality implies
u;= e,-uL* + e,-'le* + el-3 *wL , € 2u,—= e uR* + e,—'le* + e,—3 *wR i=1,2,3 (A.16)
due to the commitment’s binding property. After eliminating u; one has
wr + (g —wi e + (wreug el = wie’ =0 (A.17)

Equation (A.17) is satisfied by u', ug’, w.', ‘wg which can be efficiently calcu-
lated from Tr;, Tr,, Tr; with challenges e; in Eg: i=1,2,3. When the derivation is ap-
plied to Tr;, Try, Trs, one can also calculate uy«, ug=, +wp, »wg which satisfy the same
equations with e;in Eg: i=3,4,5. These two groups of calculated results all satisfy

Cmt(olu, +ug") = U= Cmt(c|ur+ug-)
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Cmt(o|w +wr") = 4, = Cmt(o|wp+wr+)
Cmt(o| wi+ wr) = By = Cmt(c|«wy ++wp)
Due to binding property of the commitment scheme, these equalities imply:
U= U, uR = Ugs, WIS WL, WR = sWR (A.18)

As a result, (A.17) holds for more than 4 challenges ¢;, i.e., degree-3 polynomial wg +
(uR*—wL*)T + (*wR—uL*)T2 ““w.T® in T has more than 4 distinct zeros eiz (ei2 + ejz,
i=1,2,3,4,5) in Eg, which implies all its coefficients are zero:

* * * ok kK
WR :O,MR:WL, WR = UL , WL:() (A19)

Combining (A.19) with (A.14) and (A.15) one obtains

A, = Cmt(clug +0), B;=Cmt(c]0+u.") (A.20)
Combining (A.19) with (A.16) and (A.18) one obtains
w=cu +eluy i=1,...,5 (A.21)

In a similar way one can also obtain
A, =Cmt(tjvg +0), B=Cmt(z|0+v.") (A22)
vi=ev +e'vy i=1,...,5 (A.23)

Combining the equation u,'Q.v.=y + r, in (A.8) with equalities (A.21), (A.23)
and Q, = ¢?Q; +¢’Qg in (4.34), one has (for each i = 1,...,5):

y+r=u'Qu; = (euy e ug) (€7 Qute’Qr)(ew. e vy)
= ug Quv Hur "Qprvr + (iR Quv Huy Quvr e’
+ (ur "Qrv L TQryr e ur 'Quvr'et Fuy Qrye’ (A.24)
Put 7;’s expression (4.34) into (A.24) and after simple calculations, one gets:
u. " Quv Fur TQrvr —y H(ur " Quye tu Qv —Ch)e;”
+ (ur "Qrv L Qg —Co)e Hur T Quvr —Dy)e; (. Qv -Dr)e =0 (A.25)
i.e., the degree-4 polynomial in T
ug "Quvr =Dy + (ur TQuvy +u. Qv -C)T "'(”J_*TQJ_VJ_*‘WR*TQR"R**y)T2
+ (”R*TQRVL*"‘”L*TQRVR**Cz)T3 + (uL*TQRvL**DZ)Tt
has 5 distinct zeros e in Eg: i = 1,...,5, which implies all its coefficients are zero:
Ci=ux " Qv+ uL*TQLvR*, Co=ur Qv + . "Qryr
D= ”R*TQLVR*, D,= uL*TQRvL*, Yy = ”L*TQLVL*+”R*TQRVR*: ”*TQV* (A.26)
where w'=u Fug’, v =v g (A.27)

These results show that u”, v" satisfy the bilinear equation y = u"Qv" and the two
commitments. The above arguments also provides an efficient knowledge extractor
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which computes the witness (u,v) and all related variables in consistency with the
protocol’s specification from 5 accepting traces{Tr;: e;” # ejz, =1,2,3,4,5}. Since this
fact is true for each recursive step, the whole protocol is (5,...,5)-special-sound.

APPENDIX B. Proofs of lemma 3 and 4

Lemma 3 If ZKAoK/R has SHVZK property, then CNM-ZKAOK/R is zero-
knowledge in the sense of definition 8(3).

Proof Let S” be zero-knowledge simulator of ZKAOK/R, the simulator S = (S,S,)
for CNM-ZKAOK/R is constructed in the following:
Si(4):
Generate the c.r.s. o for ZKAoK/R;
Compute (pk, sk) = TCGen(1); ¢ = [0, pk];
Output(c ", sk)
/ISSTC’s private key sk will be used as the trapdoor t
Sa(z, 67, x):
Compute (s_vk, s_sk) = KG(L);
For each 1<i<k:
Compute #;,= H(s_vk||i); (Y;, 0;)=TCFakeCmt(pk, sk, t;); (B.1)
Send message [s_vk, ¥;]to V';
For the i-th challenge e; from V', 1<i<k-1, response V' with Yii:
For the k-th challenge e, from V", compute:
(Xl,. . ...,Xk, Xk+1) = SO(G, Xy €loenny ek);
D,;=TCFakeDmt(d;, Y;, X, t;); 1<i<k-1 (B.2)
ZZ = (X1, Dy,..., Xi, Dy Xi1);
U* =M, er,..., 1y ek)Q* .
s =Sgn(s_sk,s vk|U||Z");
Then Send [Z, s'] to V.

According to the above construction, the P—V" trace simulated by S is TR =
[s vk, Y,..., Vi, (X1, D1,.. .. X4 Dy Xit1), s*]. Now we claim that TR is computationally
indistinguishable with the real PV trace tr = [s VY1, .. i(X1,d1,- - Xk diXis1), S]-

Obviously in TR and tr both s vk’s are in the same distribution, furthermore the
tags t;= H(s_vk||7) in TR and tr are in the same distribution.

Due to (B.1), (B.2) and SSTC’s trapdoor property(definition 8), for each 1<i<k
there is the following computational indistinguishability:

c -
()(is ti: Yi: Dl) < ()(,, ti: )717 dl)
where (¥, d,) = TCmt(pk, X;, t,) (B.3)
c _
hence TR & tr (B.4)
where tr=[s vk, Vy,...%0Xd1,. .., Xudy, Xi1),5], 5= Sgn(s_sk, s vk|U||Z), U and
Z are the expressions resulted from replacing ¥; with 3,, D; with d, in U"’s and Z"’s

expressions(see (B.2)).
For simulator S° there holds:



38

c
(X1 e eesXy Xii1) © (X150 00Xy Xir1) (B.5)

where (xi,.....,X4, X+1) 1S the real message sequence output from P. In CNM-ZKAoK/R
each x; has the commitment:

(i, d)) = TCmt(pk, x;, H(s_vk||i)) (B.6)
So (B.3)~(B.6) implies:

TR & tr (B.7)
where tr = [s vk, y1, ..., Vi(X1, d1,..., Xio i, Xis1),8], = Sgn(s_sk, s vk||U||Z), U and Z
are the expressions resulted from replacing y, with y,, X; with x;, d, with d; in the ex-
pressions of U and Z. Obviously, tr and the real trace are in the same distribution.

Lemma 4 Suppose the protocol ZKAoK/R is (Wi,..., W)-special sound, then there
exists an extractor Ext for protocol CNM-ZKAo0K/R as specified in def.8. Let the
event EXT be “Ext outputs a w™ s.t. (x ,w )eR for an accepting statement x ”, |E| be
the cardinality of the space for the verifier to sample challenges, then:

PIEXT] > n(Pi) - Ty /| - Adv2 () TTE ps + poly(DAdveg ()
(Adv7¢ specified in def. 7, m(P"|2) in def. 8) and Ext’s running time is poly(4).

Proof Let P'=(P,",P,") be a P.P.T. algorithm which convinces the verifier with a
statement x" in the game Exp®" in definition 8, i.e:

" Teb) =<8’ (@), Py P, V>,
with o™ =1 Arreq Tr* is unmatched with any Tr.

where TI'* = [S_Vk*, yl*,..., yk*, (Xl*, dl*,..., xk*, dk*, xkﬂ*), S*], S= (S],Sz) be the simu-
lator constructed in lemma 3’s proof. For presentational simplicity, let x4y = ... = g =
4, otherwise for 1 = max y; the following argument is still valid.

We construct a P.P.T. extractor Ext which calls P* and interacts with it both in
the role of prover (via its component algorithm Ext::P) and the role of verifier (via the
component algorithm Ext:V). Since Ext can rewind P*(mainly P," in the following) to
any state, for presentational simplicity we take an equivalent view in concurrent envi-
ronment that Ext can fork P* instance at any state. The forked instance inherits its
parent state and proceeds as specified in the protocol from that state on.

Ext executes the interactions with P” in the follow way:

In the role of prover, Ext::P calls the simulator S to interact with P,". Note that
S, calls SSTC’s key-generator TCGen to generate and output the public/secret key
pair (pk, sk) so Ext can obtain this key pair from S.

In the role of verifier, each time right before Ext::V sends the first challenge ¢,
to P, Ext forks it into u P, -instances and sends randomly independent and pairwise
distinct challenges eV i=1,.., 1 to each P, -instance.

Every time right before Ext::V sends the second challenge e, to some P,'-
instance, Ext forks it into x P, -instances, sends independent and pairwise distinct
challenges el(z),. . eu(z) to each instance.

Every instance inherits its parent’s state and proceeds after receiving its chal-
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lenge. Such operations proceed until all rounds are finished in protocol CNM-
ZKAoK/R.

Let T(x") be a tree constructed as stated in definition 3 for the above interactions,
with [s_vk’, y,"] as its root. According to the above operation, T(x") is a session tree
and each path vy in the tree is a trace Tr<P, ,V>(x").

Since the verifier generates k challenges in CNM-ZKAo0K/R, i.e., each path in
T(x") has k edges along it, so in the tree:

Total number of edges N = gt +.. +u* <y

Total number of nodes M = 1+u+u*+.. .+ < i (B.8)

Total number of paths K = total number of leaves = u*

Define a event as:

Tree T(x) is accepting, i.e., b (y) = 1 for every path v in the tree.

Consider two subevents P[SuccAT’(x")] and P[SuceA~T(x")].

In the event of , Succ occurs and all session variables x; associated
with nodes yi(y) (yi(y) stands for a node on path vy and at level i) in the accepting tree
T(x") are in consistency with each other, i.e., x;(y) = x;(8) for any path y and p bifurcat-
ing at node y;(y) (so yi(y) = y{B) = yi, i=1), so after replacing each node y; with x; one
can obtain an accepting session tree of protocol ZKAoK/R., denoted as T°(x").

Since ZKAoK/R is (y, ..., p)-special sound, its P.P.T. extractor Ext’ can be
called by Ext to output a w' s.t. (x ,w )€R. In particular:
P[Succ AT’(x")] < P[Ext outputs a w" s.t. (x,w )€R] (B.9)

and note that the event on the right side is just m

For arguments on the complimentary event [SuccA~T’(x"), i.e., no session tree
for protocol ZKAOoK/R can be successfully derived from T(x") in the abovementioned
way, we consider two further subcases.

Case I: s_vk" does not appear in any message output from S,

We construct a PP.T. algorithm A on basis of P*to destroy SSTC’s simulation
soundness in this case. A has SSTC’s public key pk as one of its input, has access to
oracle-O(.|sk) and controls interactions of S (in role of prover) and V with P similarly
as Ext does. During the interactions, whenever S, needs to generate the message Y; or
D; in the protocol(see (B.1) and (B.2)), A queries its oracle-O(.|sk) with [“commit”, #]
or [“decommit”, ¥;, X;] and returns the oracle’s response to S,.

In the event of SuccA~T°(x"), there exist at least two paths y* and B in T(x")
which bifurcate at some node yi(y") = y;,(B") = y; (i>1) with the associated session vari-
ables unequal: x,(y") #x;(8"). On the other hand, b(y") = b(8") =1 so

TCvipk, yi', x:(7°), ti, diy))) = 1 A TCVEpk, yi', xi(B), ti, di(B)) = 1

where ;= H(s_vk'||i) is independent with any path.

In case I s vk does not appear in any message output from S, and H is colli-
sion-resistant, no # can be in the set of tags once received by oracle-O(.|sk). As a re-
sult, the algorithm A generates a output destroying scheme SSTC’s simulation sound-
ness with the probability

1= P[Suce A~T°(x") ACase I] < M Advis (1) < fd'Advis (1) (B.10)
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Case II: s vk does appear in some message output from S,

On basis of P, we construct a P.P.T. algorithm B to destroy strong unforgeabil-
ilty of the one-time signature scheme SG in this case. B has the signature verification
key s vk" as one of its input and has access to the signing oracle-OSgn(. |s_sk’) at
most one-time.

Let T be total number of message sequences output from S, during interactions
with P, B selects a me{1,2,...,T} uniformly, inserts s vk~ into the m-th message se-
quence during the interactions between S, and P,", and generates the signature of this
trace required by CNM-ZKAo0K/R via accessing oracle-OSgn(.|s_sk").

If the m-th sequence Tr,, is the one where s vk~ appeared, then B makes P* suc-
ceed in generating an accepting trace Tr #Tr,,. The fact that Tr” contains a signature s~
satisfying Vf(s vk',Tr ,s")=1 implies B’s success in destroying SG’s one-time un-
forgeability. Obviously:

pu = P[Succ A~T°(x") ACase I1] < TAdvey (1) (B.11)

Since Case I and II are complementary, from (B.10) and (B.11) one obtains
P[Succ A~T°(x")] = pi + pu< u*AdvSs(A)+ TAdve: M (2) (B.12)
Combining (B.9) and (B.12) one has:
P[Succ] = P[SuccAT’(x")] + P[SuccA~T’(x")]
< P[EXT] + £*Adv$s (A)+ TAdvae P (2) (B.13)

On the other hand, one can apply an analysis similar as that in sec.3 in [13](see
lemma 5 there) to obtain a lower-bound of P[Succ] as®:

P[Succ] > n(P*|1) — ku/|E| (B.14)
So P[EXT] > n(P"|2) — k/|E| — 1*AdvES (A)+ TAdvas (1) (B.15)

Note that 1, T = poly(L), £ = O(1) and k= O(logn) so the third and fourth terms in
(B.15) are both negligible in A. According to Ext’s construction, its running time is
w'poly(n) = O(poly(n)) = O(poly(L)). This completes the proof.

APPENDIX C. More about ZKA for Matrix Linear Relations
C.1 ZKA for Eigenvalue Relation: Au =3u

Consider the eigenvalue relation over residue ring Z,, for matrix Ae ZX*™, vector
ue Z7 and eigenvalue A in Z,: Au = Au where A is the witness (otherwise the prob-
lem is trivial), uand A are public. n = td is a power of 2 and d is the extension degree

® Event Succ implies that Ext successfully outputs a witness of x™ which probability’s lower

bound established in lemma 5 in [13] is e—x, where ¢ is the success probability of a dis-
honest prover P” to cheat the verifier. By definitions and notations in this paper, ¢ is
just m(P"|2) (see def.8 in sec.5). Furthermore the expression of M in our notations
here is k=1 [ ,(1 — )/|E|. Since « < uk/|E| so P[Succ] > n(P"|2) — ku/|E].
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of Galois ring S = GR(m,d) = Z,[X]/(f(X)) which value is determined by the target
knowledge-error.

A,
Let A=] : [with each A;eZ%*™, the equation Au = Au is equivalent to
A,
_ Ui +(i-1)d
AiU:ku(')Ek[ : l,i:l,...,t (C.1)
Uiq

For randomness p in Es the relation (C.1) is equivalent with probability > 1- t/p°

to the relation:
LA p AT pi u® = Ay,
u
ie., Ay ALl P =0, (C.2)
pt_lu

This is a collection of d linear relations over S. Let A" and u,” be the matrix and vec-
tor on left side of (C.2), left-multiplying this equality by [1,d, 6,..., 6°*] furthermore
equivalently reduces it to the following relation with probability > 1— t/p":

[1,0,0%..., 0% AY, =A[1,6, &,..., " u, =\, 5
ie., a U, =Mi,; (C.3)

where 8, =[1,0, &°,..., 0" A€ 5", u,"€ S and M, in S. Let 6 =[G, g, m] be the
public-key for the commitment scheme with nt G-elements in g and used as the c.r.s,
A is the commitment to matrix A:

G'3A=Cmt(o][As, ..., A])

cmtyz(4,(1,1),...,A;(1,n), ..., A (1,1), ..., A (1,n))
= : (C.9)
cmty(A,(d, 1), ...,A,(d,n), ...,A.(d, 1), ..., A.(d,n))

then (C.3) is a linear relation over S with witness a; '€ S which commitment can be
computed from the commitment to matrix A by(see (2.7)~(2.7)):

Cmt(o| a; ) = ATs (C.5)
where I'; € Z2*d s the coefficient matrix of polynomials 1, d, &%..., 6*%in S:
1 1
S l=r;| ¥ |modi(x) (C.6)
6t—1 Xt—l

In summary, if the eigenvalue relation over Z,, is defined as:

SEVR(al4, u, 73 A, 7)): (C.7)
A=Cmt(c|A; Y) N Au=hu
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where A€ ZIX" ue Z1L, AeZ,, and Cmt(c|A) is specified by (C.4), then for independ-
ent randomness p, J in Esit is probabilistic-equivalent to the linear relation (C.3) over
Galois ring S with witness a; €S™ which commitment is computed by (C.5) from A
and the reduction soundness factor is t+d (= n/d+d). The compressed ZKA protocol
constructed for (C.3) has 4logn—2logd-1 rounds, (4logn-2logd-3)d G-elements and
totally 6logn—3logd S-elements in its messages, reducing the costs of vector-oriented
approach by the amounts similar as indicated in table 2.

C.2 ZKA for Linear Matrix Relation: AUB" = C

Consider the linear relation over residue ring Z,, for matrix A,B,C,U € Z}x*™ where U
is the witness, n = td is a power of 2 and d is the extension degree of Galois ring S =
GR(m,d) which value is determined by the target knowledge-error. Let

U= [Ul,...,Ut], C= [Cl,...,Ct] with each U, G EZ#lx‘i

U, ¢
: : l EZTrrlltxd
Ce

Both U™ and C” can be regarded as the matrices with row-index (kl) and column-
index h for k=1,...,n, I=1,....t, h=1,....d:

*

U =

*

yCE

U

U i = Ugg-nans C = Cig-yash

By reformulating the indices, the component-wise form of the equation AUBT =
C can be represented as:

Ci, G-y = 2ie=1 Li=1 2=1 Ak Bi—a+qa-Da+h Uk a-na+n
i=1,...,nj=1,..tg=1,...d
ie, € =Q(AB)U (C.8)
where € € Z%d has entries Cijq = Cig-1a+qand Q(A,B) eZn**nt has entries:
Q(AB)ijg in= AiBngrg, t-ngen I k=10 j1=1,..t (C.9)

In summary, the relation AUB™ = C with witness U € Z™ is equivalent to the
relation (C.8) with witness U'€ Z*¢ The ZKA protocol for the former can be
equivalently constructed for the latter with the method presented in sec.3.1~3.2, with
performance indicated in the second column in tab.2.

C.3 ZKA for Linear Matrix Relation: AU+ UBT=C

Consider the linear relation over residue ring Z,, for matrix A,B,C,U € Z*™ where U
is the witness, n = td is a power of 2 and d is the extension degree of Galois ring S =
GR(m,d) which value is determined by the target knowledge-error.

Let U” and C” be specified as in C.2, obviously in the same way as that in C.2
AU + UB" = C is equivalent to the equation

€= (QAl,) + Q(I1,B)U" (C.10)
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where Q(A,B) is specified in (C.9) for any given matrix A and B. The ZKA protocol
for AU + UBT = C can be equivalently constructed for(C.10) with the method pre-
sented in sec.3.1~3.2. The performance is indicated in the second column in tab.2.

C.4 Some Special Cases

Matrix-oriented approach can have some additional advantages in some special cases.
Consider two linear matrix relations AU = B and CV = D where A, CeZX™ and B,
Dez®*@, Of course they can be proved independently by running the proof protocols
over GR(m,d) established in sec.3.1-3.2., each with knowledge-error =~ p“logn. How-
ever, under some conditions there is more efficient way to prove AU=B A CV=D by
running a single protocol instance with significantly lower knowledge-error = p*“logn
over the ring GR(m,2d).

Let MeZL<! be a non-singular matrix such that C = MA. In this case the above
two linear matrix equations are equal to just one equation:

AW =Y where W = [U, V] 22?4, Y= [B, M'D] eZ}x?4 (C.11)
If the ring S=GR(m,2d) instead of GR(m,d) is used to generate the commitment to W:

w (1) o ug (D), v (1), .. ve(1)
CmteW) =| : . s
uym) o ug(),vi(m), .. va(n)

The relation (C.11) can be proved via the compressed ZKA protocol with knowledge
error ~ p®logn (approximately squaring the knowledge-error over the ring GR(m,d))
and message complexity ~ 2dlogn (same as the total message complexity of inde-
pendent running two proofs over GR(m,d)).

In particular, if | = d and there exists a matrix MeZ4*¢ associated with some
element e in the exceptional set E of GR(m,d) = Z,[X]/(g(X)) such that C = MA, then
the above method is feasible since in this case M is always non-singular (in fact M™
is the matrix associated with e™).

Now we present a more explicit formulism about the condition C = MA where
M is associated with some element e(X) in E. Note that C = MA in Z, if and only if
in GR(m,d):

YL CyXTt = B (o My )X = e(X) X9, a;;X 7 mod g(X). j=1,...,d
ie., (1,X X% XIHCT = e(X)(1,X,X2,.... X*H)AT mod g(X) (C.12)

Let (1,X,X%... X" HCT=(cy(X)....,ca(X)) and (1,X,X2,.... X" HAT=(a;(X),...,aq(X)), the
above condition is just the existence of some e(X) in E such that

Ci(X) = e(X)a;(X) mod g(X) for j=1,...,d (C.13)
For m = p®, let G(X) = ¢;(X) mod p, @;j(X) = aj(X) mod p. Since GR(m,d)/(p) is
isomorphic to EU{0} and also isomorphic to Galois field F,,« (Fact 2 in sec.2.3), Tj(X)

and a;(X) are polynomials over the field F,. If (C.13) holds in GR(m,d) then obviously
it also holds in Galois field F ,q, i.e., as polynomials over F:
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§(X) = e(X)a(X) for all j=1,...d (C.14)

On the other hand, it can be proved by Hensel’s lemma (fact 4 in sec.2.3) that (C.14)
implies (C.13) and e(X) can be efficiently computed for properly large d.

In summary, in order to check the condition that there exists a matrix MeZ2x@
associated with some e in the exceptional set E of ring GR(m,d) such that C = MA, it
is sufficient to check (C.12) modulo p.

More generally, in case that there exist AeZ.™ and non-singular matrices
Mezixt  k=1,...,q such that A, = M}A for each k, then k linear matrix equations

Al AUy =By
can be equivalently proved for just one linear equation
AW =Y where W = [Uy,...,Ug] €29, Y= [M;"By,..., My 'Bg] €Z %
over the ring GR(m,qd) with the commitment to W:

emty (U (1), -, upg(1), o, ug 1 (1), o uga(1)
Cmt(c|W) = : . :
cmt, (U (), -, up (M), o ug 1 (M), ug (M)

The proof has knowledge error ~ p®logn (approximately g-th power of the
knowledge-error over the ring GR(m,d)) and message complexity ~ gqdlogn (same as
the total message complexity of running q independent proofs over GR(m,d)). The
number of G-elements for commitment is dq.

APPENDIX D: Generalized Compression via Dimension-Reduction Chain

In this section we introduce a class of mapping-sequence acting on witness space
which maps high dimensional space into lower dimensional subspaces while reversi-
ble on basis of multi-images. This notion is an abstraction of constructing efficient
ZKA protocols in current approach.

D.1 Dimension-Reduction Chain in Witness Space

Let {W,} be a family of witness spaces where A is the security parameter, {J;} be a
family of Abel groups, {3} be a family of common reference strings (c.r.s.), {E;} be
a family of random variables. For notation simplification, parameter A is usually
omitted.

F: Y XW—WxX] is a function which output can be efficiently computed from its
input. For X €], w €W and o €3, define the pre-image relation R, with o as the c.r.s.
as:

F(o,w)=(w.X) (D.1)
And let F; be the function F(o,.): W—WxXxJ with ¢ fixed.

Definition D.1 (Dimension-reduction chain) Let y >1 be a real number, p and m be
positive integers. A finite sequence of 4-tuples IT, ,[W] = {[W;,Q,¥;,®]: i=1, 2,....m}
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in linear space W is called a dimension-reduction chain (DRC) with reduction factor
v, soundness factor p for relation family {R. r}, if there hold the following properties:

(1) {W;} is a decreasing sequence for subspaces, i.e., W=W,;>W,>... > W,, and
dimW >y dimW;>ydimW,>... > ydimW,,.
(2)  For each i, the associated input/output algorithms for function ¥;:
S XEXW;XJ—>W.XJ, function ®: Y XE—) and function Q;: EXW;,—W,,, are all of
polynomial time complexity.

For any e€E, let Q; . represent the function Q,(e,.):W,— W, ¥;s . represent the
function Wy(o,e,.): W;xJ— W, XJ and fog represent function composition.
(3) For any c€) ,e€E and each [ there always hold:

Fd)(c,e) o Qi,e: lI"i,cs,e OFG (DZ)
ie., Fo,e)(Qi(e;w)) =W, (Fs(w)) for any win W;

Equivalently, figure 1 is commutative.
(4) Ther exists a P.P.T algorithm Ext such that for any i and (w, X)eW;xJ, if there are
(epw)) EEXW,yy:j=1,..., u satisfying

Fo@gepm) =%ige,w.X) j=1,...1 (D-3)
then Ext(c, i, X,{e;,w;: j=1,..., u}) outputs a weW, satisfying
Flow’)=(w", X) (D.4)
with probability > 1 - €(4) where &(1) is a negligible function in 4.
Fo
Wi > WixJ
Qe Wice

Fig.1 Commutative diagram of dimension-reduction chain

According to property (1) the chain IT,,[W]’s length m always has the inequality
log,(dimW/dimW,,) < m < log,dimW.

For a dimension-reduction chain IT, ,[W], property (3) implies relation R,g’s
invariance under the mappings [€;,¥;] along the chain, i.e., if Ry is true in space W;
then R¢((,,e),p¢(6 o is true in its subspace W,.1. This property ensures completeness in
ZKA protocol’s construction. Property (4) implies the reversibility of mappings

[©, Y], i.e., as long as there are sufficient number of e and the associated relation

instances Ro(0,6) oo ar€ tTUE in subspace Wi.4, then a relation R,¢’s instance is
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true in super-space W; and its witness can be efficiently computed from the witness-
es of Rg(ge) This property ensures special-soundness for constructing ZKA

protocol.

'Fo(oe)

D.2 General Compressive Protocol’s Construction

In proof protocol’s construction, we can assign the operations specified by ;.. (on the
left side of Fig.1) to the verifier, the operations specified by ¥; ;. (on the right side) to
the prover and use challenges e’s to relate the operations on both sides. In this view,
the fact that dimension-reduction chain’s properties (3) and (4) hold for every neigh-
bor subspace pair W;/Wi,., implies that the proof can be recursively constructed along
the subspace chain from W(=W,;) to the terminal subspace W,. Since m =
log,(dimW/dimW,,), if the message is almost constant-size in each recursion, then the
total message complexity is O(log(dimW).
Let my(.) be the projection to the set J. With this notation, for the function
W;: YXEXW,;xJ- Wi xJ: io,e,w” XO)— (™ xD)

we have X0 = mpi(o,e,w® XD) (D.5)

In order to make the above ideas practical, the chain IT,,[W] must have some
additional properties specified in the following.

Definition D.2 In a dimension-reduction chain, function ¥; is called separable if
there exist efficiently computable functions ®;, A; and I'; such that

nJTi(Gsesw(i)rX(i)) = ®i(cses X(i)sAi) (D6)
Ai = Fi(csesw(i)) (D7)

Usually X" and X are some derived commitments or parameters necessary
for recursive computations in protocol. Separable ¥; makes it feasible for the verifier
to compute XV from X via two parts of information: one part is [c,e,X"] which is
public so can be directly obtained, the other part is A; which depends on witness w"
so can be only obtained through the results computed by the prover via I'(c,e,w”) and
then sent to the verifier.

One of the effective approach to constructing the compressed protocol from the
original Y -protocol for relation R, g (D.1) is to recursively expand its last message.
Since the first message in Y -protocol hides the witness perfectly, the expanded proto-
col is unnecessarily zero-knowledge. Based on the dimension-reduction chain’s prop-
erties including separability (D.6) and (D.7), the basic module for proving relation
Rsr in space W is constructed in the following. The whole proof protocol can be ob-
tained by combining the first two rounds in the original Y -protocol and all the module
instances here along the subspace chain.

[The i-th session module of non-zero knowledge proof protocol for relation Ry g |I<i<m
P—V: V’s current input is X €J, 0¥ €Y and A, 1< <i
(where XY= X is the commitment specified in Ry F, X and ¢"’s were
computed by V and A;’s were received from P in last sessions)
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IFitl=m

THEN(A,, = w'™ is the last message received by V)
V verifies F(a™ .w™) = (w'™, X™)

ELSE

V samples eiE and send e to P;
V computes X'V = 0,(c%,e, X A); 6= d(6"e); i = i+1;
ENDIF
P—V: P’s current input is X €], 6 €Y1 w? €W, 1<j <i (where wl=wis
The initial witness in R r).
P receives e from V;
P computes 6/ = ®(6"”,¢) and w" =Q(e,w");
IF i+1 = m (the last session)
THEN P sends w™to V;
ELSE
P computes A= Ti(c" e, w™D);
P sends A;+1to V;
i=itl;
ENDIF

Let NoZKA/R, ¢[I1,,,[W]] be the protocol constructed by combining all the module
instances along the subspace chain, then we have:

Theorem D.1 If all the messages are in constant-size (independent of dimensions of
witness spaces), then NoZKA/R; g[I1, ,[W]] is of O(log,dimW) message complexity,
completeness and (..., W,)-special soundness.

Remark Combining the (y,..., pm)-special soundness and the results proved in [13],
we have the conclusion that the whole proof protocol constructed via dimension-
reduction chain, for instance all those in this paper, are ZKA protocols.

D.3 An Example

The concept of dimension-reduction chain covers all current compressed protocols’
constructions, among which the case of linear relation’s protocol is the simplest ex-
ample. Here we present the construction in sec.4 as a relatively more complicated
example, where;

W, is the vector space of witness w = (r,s,u,v) over the ring S.

J,= G"G® where G is a commitment-friendly group.

E,;= Eg, the exceptional set in ring S.

c =[G, g, m].

Given diagonal matrix Q and witness w = (r,s,u,v), function F(o,w) is defined as:

F(o, w) = (w, Cmt(c)|u; r), Cmt(c,|v; 5))

For X = (U,V) €J;, R, is the relation specified in (4.25).
For 6 =[G, g, m] and g =(gy,..., g,), the function @ is defined as

(0,e) = [G, g, m]
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where g, is specified in (4.28).
For w = (r,s,u,v)€W,, u=u, +ug, v=v +vg, the function Q; is defined as

Qi(e,w) = u+v,

where u, = euy+e ' ug, v, = evi+e vy
For w = (r,s,u,v) eW; and X=(U, V) €], the function ¥, is defined as :

Y.(c,e,w,X) = (Qie,w),U,,V.,)

where U, =A¢"'U¢ BE, V, =A% V¢ B (ie., (4.33)). All the coefficients 4,, 4>,
By, B, are computed according to (4.31-4.32).

According to these formulas, m;¥,(c,e,w,X)=(U.,,V,) as the component of output
of ¥,(o,e,w,X) only depends on public information and the coefficients 4, 4,, ..., Dy,
D,. These coefficients are completely determined by witness w and algorithms (4.31-
4.32) defines I'(o,e,w") in definition D.2. As a result, function ¥, is separable.

In this dimension-reduction chain, each subspace has 1/2-dimension of its up-
stream neighbor, so the reduction factor y = 2.

Property (3) for this chain, i.e., Foee(Qi(e,w)) = W¥is.(Fs(w)), can be verified
straightforwardly which is just the homomorphic property of the commitment scheme.
Property (4) is essentially proved in Theorem 5, i.e., the efficient algorithm Ext speci-
fied in definition 5 exists and the related soundness factor u <5.

This example also shows that the dimension-reduction chain is not unique, e.g.,
there exists the chain with reduction factor y=4 or any y=2%(<m). Protocol’s construc-
tion needs reasonable balance in selecting the appropriate chain. The higher the value
of v is, the fewer the number of rounds in the proof protocol while the higher the ex-
tractor’s complexity and the value of soundness factors will be.



