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Abstract

The recent advent of cloud computing and IoT has made it imperative
to store huge amount of data in the cloud servers. Enormous amount
of data is also stored in the servers of big organizations. In organiza-
tions, it is not desirable for every member to have equal privileges to
access the stored data. Threshold secret sharing schemes are widely used
for implementing such access control mechanisms. The access privileges
of the members also vary from one data packet to another. While im-
plementing such dynamic access structures using threshold secret sharing
schemes, the key management becomes too complex to be implemented in
real time. Furthermore, the storage of the users’ access privileges requires
exponential space (O(2")) and its implementation requires exponential
time. In this paper, the algorithms proposed to tackle the problems of
priority based access control and authentication require a space complex-
ity of O(n?) and a time complexity of O(n), where n is the number of
users. In the practical scenario, such space can easily be provided on the
servers and the algorithms can run smoothly in real time.

Keywords: Generlized Access Control, Access Structures, Generalized Se-
cret Sharing

1 Introduction

The threshold secret sharing schemes proposed in [1] and [2] are now being
widely used. For the past ten years it is also being used to combat side channel
attacks and authentication challenges alongside hardware primitives [3, 4]. Un-
fortunately, with the advent of cloud computing, IoT and big data many desired
secret sharing schemes cannot be implemented by threshold implementations.
Many works on generalized secret sharing schemes exist in the literature but
most of these are infeasible in the practical scenario due to the enormous num-
ber of shares required to be generated for these schemes. As proposed in [5],
monotone access structures can be implemented but in the worst case, each of
the n users has to hold on the order of 2" shares.

For a given secret sharing scheme or access control scheme, the access struc-
ture «y is defined as the sets of members allowed to gain access to the secret.
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is said to be monotone if
aey,aC = Bey

[6, 7, 8] proves that there exists no threshold secret sharing schemes which
for arbitrary monotone functions. It has been proved that a fully generalized
secret sharing scheme for any arbitrary v does not exist without 2" space and
time complexity. In [9, 10, 11, 12], multi-level and compartmented secret sharing
schemes are implemented which are more general than threshold secret sharing
schemes. Secret sharing schemes have also been generated from lattices [13, 14,
15]. Each of these schemes are suitable for specific applications but none of
them is fully generalized such that any arbitrary + can be implemented.

In this paper, we propose two algorithms. The first one successfully imple-
ments access control for arbitrary monotone access structures while the second
one implements access control for any arbitrary access structure. The second
algorithm consumes more space than the first but both of them consume storage
space in the order of n? in the worst case, where n is the number of participants.
The time taken by both the algorithms is in the order of poly(n) in the worst
case. The difference between access control schemes and secret sharing schemes
is that the access control scheme is a decision making algorithm which grants
access only to the sets present in . Whereas in a secret sharing scheme, the
secret can be directly computed from the shares of the qualified sets of partic-
ipants. Since it is proven that practical secret sharing schemes for arbitrary
does not exist [16, 17, 18], we can implement the same functionality using access
control algorithms. The secret can be safely stored in the main server and it
will only be revealed to a qualified subset of participants. To check if the subset
of participants belongs to 7, we can use the access control algorithms.

For example, there are seven participants namely A, B,C, D, E, F,G. The
qualified sets to gain access are (A, B,C), (B,C,D), (D, E), (D, F) and (F,G).
Therefore,

Y= {(A,B,C),(B,C,D),(D,E),(D,F),(F,G)}

Only these sets are allowed to gain access. All other possible sets are denied ac-
cess. If v is a monotone access structure, then all the supersets of the qualifiable
sets present in v will also be able to gain access.

2 Generalized Secret Sharing Schemes

In this section, we define the basic threshold secret sharing scheme, discuss the
methods to implement generalized secret sharing using threshold implementa-
tion and explain the challenges faced in doing so.

2.1 Threshold Secret Sharing Scheme

The (k,n) threshold secret sharing scheme states that the secret .S is divided
into n shares and each of the n participants receive one share each.



e The secret S can be reconstructed if at least k participants come together
and use their shares.

e The secret S cannot be reconstructed if less than k participants come
together and combine their shares.

Many threshold schemes have been stated in [Sham]|, [Blakeley], [Asmuth-
Bloom]|, [Kothari]. A simple model is discussed over here for the purpose of
introduction. A polynomial

y(x) = ap_12" P Fap_orF 2 dap 32+t asx® + a1z + 5, a; € R

is constructed where S is the secret. The shares of the secret given to each
user are the points (x,y) which lie on the aforementioned polynomial curve
in the real plane. To reconstruct the secret from the shares, the coefficients
of the polynomial have to be calculated. At least k& such shares are required
to do this. Hence, this is an efficient implementation of the (k,n) threshold
secret sharing scheme. Algorithms of polynomial evaluation and interpolation
mentioned in [Sham citl] and [Sham cit2] show that this computation can be
done in O(nlog?n) complexity.

2.2 Generalized Secret Sharing using Threshold Imple-
mentation

It has been shown in [Benaloh| that generalized secret sharing cannot be imple-
mented using threshold secret sharing schemes. Here, we mention a couple of
algorithms which use threshold implementations to implement generalized secret
sharing schemes. This is followed by the problems which may be encountered
with threshold implementations if the number of participants increases.

2.2.1 Proof of security

If a qualified set of participants contribute their correct keys, they can easily
reconstruct the polynomial and obtain S. Otherwise, the incorrect shares com-
bine to give the equation of an incorrect curve, thus revealing an error value as
the secret. This is an extrapolation of the (¢,n) threshold secret sharing scheme
proposed by Shamir.

2.2.2 Challenges

e In case of large access structures, there is a high probability that a single
participant is involved in many qualified sets. This implies that he will
hold many shares. Even if the participants belonging to a qualified set
come together but one of the participants contribute an incorrect share,
they will be denied access. Hence, share management becomes inconve-
nient and very difficult in the practical scenario.

e This algorithm is inefficient in the worst case scenario. Considering that
there are minimum two members in a qualified set,



Algorithm 1 Using a unique polynomial for every set in Access Structure
1. Let there be m qualified sets of participants in the access structure and let
k; denote the number of participants in the i*” set of the access structure.

2. Every qualified set is assigned a unique polynomial in the following way:
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3. The polynomial of every qualified set represents a curve in the two dimen-
sional space. Every participant is given multiple pairs of (y, x), where each pair
represents a point lying on each curve in which the paticipant is a legal member.
Note: It should be taken care that the points of intersections of the curves should
not be distributed as shares.

4. When a set of participants come together, they contribute the share corre-
sponding to that group and reconstruct the polynomial to obtain S.

Algorithm 2 Using a single big polynomial

1. Let there be m qualified sets of participants in the access structure and let u;
denote the number of qualified sets in which the i*" user is a legitimate member.
2. Each qualified set of the access structure is assigned a characteristic prime
number. Let the prime for set ¢ be denoted by p;.

3. The share given to user ¢ is denoted by

Si =P1 X P2 X .. X Py,

n() = (5)+ )+ + ()
n(y)=2"-n-1

This shows that the space required in the worst case is of the order 27,
which is highly undesirable.

3 Conclusion

We propose two algorithms. The first one successfully implements access control
for arbitrary monotone access structures while the second one implements access
control for any arbitrary access structure. The second algorithm consumes more
space than the first but both of them consume storage space in the order of n?
in the worst case, where n is the number of participants. The time taken by
both the algorithms is in the order of poly(n) in the worst case. The difference



between access control schemes and secret sharing schemes is that the access
control scheme is a decision making algorithm which grants access only to the
sets present in . Whereas in a secret sharing scheme, the secret can be directly
computed from the shares of the qualified sets of participants. Since it is proven
that practical secret sharing schemes for arbitrary 7 does not exist, we can
implement the same functionality using access control algorithms. The secret
can be safely stored in the main server and it will only be revealed to a qualified
subset of participants. To check if the subset of participants belongs to ~y, we
can use the access control algorithms.
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