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Abstract

The proof of work mechanism by which many blockchain-based protocols achieve con-
sensus may be undermined by the use of quantum computing in mining — even when all
cryptographic primitives are replaced with post-quantum secure alternatives. First, we offer
an impossibility result: we prove that quantum (Grover) speedups in solving a large, natu-
ral class of proof-of-work puzzles cause an inevitable incentive incompatibility in mining, by
distorting the reward structure of mining in proof-of-work-based protocols such as Bitcoin.
We refer to such distortion as the Superlinearity Problem. Our impossibility result suggests
that for robust post-quantum proof-of-work-based consensus, we may need to look beyond
standard cryptographic models. We thus propose a proof-of-work design in a random-beacon
model, which is tailored to bypass the earlier impossibility. We conclude with a discussion
of open problems, and of the challenges of integrating our new proof-of-work scheme into
decentralised consensus protocols under realistic conditions.

1 Introduction

Blockchain-based technologies have gained remarkable traction since the proposal of the Bitcoin
protocol in 2009 [Nak09]. Today, blockchains and cryptocurrencies are familiar topics in main-
stream media and among government regulators (e.g., [GYB22, Kle22, Cou, BMW22]), and the
top two cryptocurrencies’ collective market cap is around 500 billion U.S. dollars [Coi22].

At the same time, progress in quantum computing has been rapidly advancing. Recent
experiments have shown that quantum computers can perform certain (contrived) tasks faster
than the largest classical supercomputers available [AAB*19]. Much has been written on the po-
tential impact of quantum computing on blockchain-based technologies [ABL ™18, Bol20, FF20],
primarily focused on the fact that existing blockchains tend to rely on pre-quantum cryptography
(primarily signature schemes) that is breakable using sufficiently powerful quantum computers
[LaM21].

Certainly, today’s blockchains would become insecure if a sufficiently powerful quantum
computer were developed. This will not happen overnight: quantum computers that can break
today’s pre-quantum cryptography are widely believed to be more than a decade away [MP21].
Moreover, this is an aspect of a much broader phenomenon, relevant not only to blockchains
but to all of the essential Internet infrastructure that relies on pre-quantum cryptography, in-
cluding protocols such as HT'TPS and SSL that are used for viewing most websites, and to
secure online banking and shopping. As such, secure and efficient post-quantum alternatives to
such pre-quantum cryptography are already well studied, and implementation and standard-
ization processes are well underway [Nat22]. These processes are designed to ensure that by
the time that quantum computers become viable, any infrastructure that relies on pre-quantum
cryptography will have replaced it with secure, standardized post-quantum alternatives.



However, quantum computing poses another lesser studied but potentially more impactful
threat to many existing blockchain technologies. The proof of work mechanism by which many
blockchain-based protocols achieve the crucial property of consensus may be undermined by
protocol participants’ (miners’) use of quantum computers. In a nutshell, a proof of work is
a moderately hard computational puzzle, which many protocol participants (miners) attempt
until someone “wins” by finding a solution to the latest puzzle for a given blockchain. The
“winning” miner then appends some information (a block) to the blockchain.

Proofs of work rely on cryptographic hash functions, which are believed to already be post-
quantum secure, so they would remain moderately hard (as intended) for quantum computers.
However, the relative power of different miners in a blockchain network would change impactfully
if some or all of them had quantum computers. This causes two key problems.

L. Quantum Advantage Problem (Nearer Future). Efficient quantum computers would speed up
quantum miners’ production of proofs of work compared to classical miners,! likely discouraging
those without quantum computers from participating in mining. However, this would not be
problematic if and when quantum computers become widely available.

II. Quantum Superlinearity Problem (Farther Future). Because the quantum speedup is quadratic,
more computationally powerful quantum miners would gain a disproportionate speedup, elim-
inating the incentive for less powerful quantum miners — as well as those who lack quantum
computers entirely — to participate at all. The result could be a destablising concentration of
network control among just the most computationally powerful miners in proof-of-work-based
blockchains, weakening the networks’ security and consensus properties, as well as undermining
the vision of fairness and distributed governance that motivate many blockchain-based systems
today. As a concrete example, the famous “51% attack” on Bitcoin — thus named because it
requires control of 51% of network hash power — would become possible through control of just
over a quarter of hash power, under certain conditions.?

The Quantum Superlinearity Problem has a natural classical variant, which we call the
Classical Superlinearity Problem: namely, similar problems arise when more powerful classical
miners have a disproportionate advantage over less powerful classical miners. Bitcoin and other
major blockchains that use proofs of work are designed to yield mining advantage proportionate
to miners’ hash power. Even so, significant (and much critiqued) concentration of power has
already occurred in existing proof-of-work-based blockchains due to economies of scale, special-
ized mining hardware, geographic disparities, and other factors [BCEM15, BMC™15, GBET18,
Shi21, LBS22], due to which some larger miners’ advantage is disproportionate in terms of eco-
nomic investment even if it is proportionate in terms of their hash power. Our results suggest
that the impact of quantum superlinearity could be an order of magnitude worse than the
classical counterparts, as discussed in more detail below.

We write simply Superlinearity Problem when referring to both the Quantum and Classical
Superlinearity Problems.

These problems raise a natural question, which is the focus of this paper:
Can we design a proof of work that avoids the Quantum Advantage and Quantum

Superlinearity Problems, and thus preserve the incentive structure that currently
supports proof-of-work-based systems such as Bitcoin?

We answer this question in the negative for a large and natural class of proofs of work
encompassing all prior constructions to our knowledge, as summarized in the informal theorem

! Classical means computing without quantum computers.

2Classical network takeover attacks are also possible with the collusion of much less than half of mining power
[ES18]. The Quantum Superlinearity Problem worsens those attacks too: basically, an attack that requires a
certain fraction of classical mining power may require a much smaller fraction of quantum mining power.



below. Then, we highlight several potential directions for positive results outside the scope of
our impossibility, and provide a partial positive result: a new proof-of-work construction that
provably avoids the Quantum Advantage and Quantum Superlinearity problems, in a random
beacon model.

Theorem (Informal). For a large, natural class of proofs of work (which includes the Hashcash
[Bac02] and Equihash [BK17] methods that underlie Bitcoin and most proof-of-work blockchains
today):

e the Quantum Superlinearity Problem is inherent (i.e., unavoidable), and

e the Quantum Advantage Problem is not solvable without exacerbating the Classical Su-
perlinearity Problem.

Interpreting this impossibility in light of prior theoretical and empirical analyses of central-
ization in Bitcoin, it appears that the impact from widespread quantum computing could be an
order of magnitude worse than the effects of superlinearity already present in the classical set-
ting. Gencer et al. estimated recently that more than 50% of Bitcoin mining power is controlled
by eight miners, and 90% is controlled by sixteen miners [GBE'18] — already a concerning
centralization trend. However, Arnosti and Weinberg’s theoretical model of the impact of su-
perlinear rewards [AW22], together with our results, indicates that the equilibrium number of
miners in the post-quantum setting may be just two for the large class of proof-of-work protocols
this paper considers.

Our impossibility results suggest that to design a proof of work that avoids the Quantum
Advantage and Quantum Superlinearity Problems, we may need to look beyond standard cryp-
tographic models. We analyze our impossibility theorem in detail to highlight seven potential
research directions towards post-quantum blockchains that do not suffer from the Quantum
Advantage and Quantum Superlinearity Problems. Then, focusing on one of these seven di-
rections, we propose a proof-of-work design in a random-beacon model, tailored to bypass the
above impossibilities. Finally, we prove the security of our proof-of-work construction, and dis-
cuss the significant challenges that seem to remain to integrate a proof of work like ours into a
realistic blockchain protocol.

Proof-of-work alternatives. Given that the Quantum Advantage and Superlinearity Prob-
lems are inherent to a large class of proofs of work, it is also natural to consider whether
alternatives to proofs of work could resolve these problems. That is: can we develop alternative
consensus mechanisms not involving proofs of work, that preserve the incentive structure that
currently supports proof-of-work-based systems such as Bitcoin, even in the presence of quantum
computers?

This paper’s main focus is to examine what is possible and impossible within the proof-of-
work approach. As such, we make just a few remarks on proof-of-work alternatives, and leave
this question open as an important direction for future work. Despite significant environmental
and efficiency concerns about proof-of-work-based consensus (e.g., [Vral7, Bli18, KO19, Whi22,
Osb22]), it remains the dominant consensus model in blockchains today. The main competing
approach of proof of stake [KN12, Nxt14] has not yet gained traction competitive with Bitcoin’s
original proof-of-work model. However, this may be changing, with the very recent shift (in early
2022) of the second-biggest cryptocurrency, Ethereum, to a proof-of-stake model [Eth, Cas22].
Yet other alternatives to proof of work exist as well, with much less adoption than proof of
stake (e.g., [SSP13, Pro17, PKF'18, Piel9a, CP19, Wag]).



Existing efficient implementations of proofs of stake rely on pre-quantum cryptography much
more advanced? than the cryptography typically used in proof-of-work blockchains. While post-
quantum alternatives to these advanced cryptographic tools exist in theory, current standalone
constructions would entail impractical computational overhead (e.g., in the order of 1000—
10000x for certain operations [BDET22]). An key research direction to make proof-of-stake
blockchains practical for post-quantum use is to improve this overhead.

Prior work on the Quantum Advantage Problem. Past research has considered the
extent to which the Quantum Advantage Problem is an issue and how it can be mitigated. Ag-
garwal et al. [ABL 18] conclude that the Hashcash proof of work used by Bitcoin is “relatively
resistant to substantial speedup by quantum computers in the next 10 years”. This is because,
even given optimistic estimates about the near-term development of quantum computers, clas-
sical ASIC mining will continue to outperform quantum mining despite the quadratic speedup
offered by Grover search. Nonetheless, in the medium term it remains possible that quantum
computers will comprise a significant portion of mining power. Aggarwal et al. suggest a poten-
tial mitigation using an alternative proof of work called Momentum, which is based on finding
collisions in a hash function. This is a more “quantum-resistant” proof of work, in the sense that
there is a classical algorithm for finding collisions in a random function {0,1}" — {0,1}" in
time T = O(2"/?), whereas any quantum algorithm requires at least Q(2"/3) = Q(T?/3) queries,
giving a somewhat smaller speedup than for the Hashcash proof of work.

However, this proposal has a significant drawback. The best algorithms for finding collisions
[QD89] have the property that the probability of finding a collision increases quadratically in
the running time of the algorithm. As a result, the Momentum proof of work suffers from the
Superlinearity Problem in both the quantum and the classical settings.

Behnia et al. [BPOY21] proposes an alternative to Momentum based on the fact that the best
known classical and quantum algorithms for the problem of finding a short vector in a lattice
(in certain parameter regimes) have similar time complexities: 1.22" and 1.20", respectively.
Unlike for preimage and collision finding, the success probability of the “sieving” algorithms
achieving these complexities has not been analysed as a function of running time. Nonetheless,
it is easily seen that this function is at least quadratic.

Cojocaru et al. [CGK™20] give a formal asymptotic analysis of the security of the “Bitcoin
backbone” protocol against quantum adversaries. They conclude that the protocol remains
secure so long as malicious quantum parties control a very small fraction of the total computing
power. We note that this fraction actually becomes smaller as the puzzle becomes more difficult,
suggesting that an increase in classical computational power may help quantum attackers.

Prior work on the Superlinearity Problem. We are not aware of any prior work that
considers the Quantum Superlinearity Problem. However, prior work has considered why super-
linearity in general is a problem in blockchain protocols. Chen, Papadimitriou, and Roughgar-
den [CPR19] conduct a game-theoretic analysis of allocation rules in proof-of-work blockchains.
An allocation rule is proportional if each miner (in expectation) receives reward proportional to
their contribution relative to total network power. They show that the proportional allocation
rule is the unique rule which satisfies both sybil- and collusion-resistance.

Nerem and Gaur [NG21] give another analysis of the impact of quantum mining on Bitcoin,
examining the threshold at which quantum mining asympotically outperforms classical mining.
Their analysis considers a simple Markov model of a single quantum miner () competing with
classical miners, and shows that when ) holds a very small fraction of total network power,

3E.g., verifiable random functions and verifiable delay functions.



Q@ only has a linear speedup over classical mining. They note that this analysis arises from
an approximation that holds only if () is weak compared to the network; that is, a quantum
computer with a constant fraction of network power can still get superlinear rewards.

1.1 Technical overview

Next, we briefly summarise the techniques underlying our results.

Impossibility result. First, recall the Hashcash proof of work, and why it is subject to superlinear
quantum attack. A Hashcash challenge consists of a hash function A: {0,1}* — {0,1}* and a
target set S C {0,1}*. A proof 7 is some z such that h(z) € S. If h is pseudorandom, then by
evaluating h at ¢ random points, we find such an z with probability roughly ¢|S|/2*. Moreover,
no classical algorithm does better than this. But there is a quantum algorithm (Grover search)
that makes ¢ calls to h and finds such an  with probability Q(t2|S]/2*).

In general, a proof-of-work scheme may not have this form; indeed, the alternative construc-
tions described above are quite different. Our key observation is that the Grover attack applies
to all proportional proofs of work; i.e., where the probability of producing a valid proof scales
linearly with the amount of work.

More precisely, let Work(c, t;7) denote the “honest” proof of work algorithm, for challenge
¢ with time bound ¢ using randomness r, and let Verify(c, 7) be the verification algorithm. By
proportionality, Pr,[Verify(c, Work(c,t;7))] = O(t).* To construct a quantum attack, we define
a function f.(r) = Verify(c, Work(c, to; 7)), where tq is the smallest time such that Work outputs
a proof with positive probability p. Then by running ¢ iterations of Grover search on f. we
obtain with probability Q(¢2) a string » such that Work(c, t;7) is a valid proof of work.

New proof-of-work construction. We present a proof-of-work construction in the random beacon
model which avoids both the Quantum Advantage and Superlinearity Problems. Similarly to
Hashcash, we compute h(x) for many random x. We store each pair (z, h(z)) in a data structure
sorted by h(x). When the beacon value 3 € {0,...,2* — 1} arrives, we search through the data
structure for x such that |8 — h(z)| is minimized, and publish x as the proof. The verification
algorithm accepts if |3 — h(x)| is below some specified difficulty threshold.

Intuitively, this circumvents the impossibility because proofs cannot be verified until after
the beacon value arrives. We show this formally in Theorem 4.7 by modelling h as a quantum-
accessible random oracle, using Zhandry’s compressed oracle technique. In other words, we
show that the honest classical mining algorithm is asymptotically optimal for both classical and
quantum miners.

1.2 Summary of contributions

1. We identify and initiate the study of the Quantum Superlinearity Problem.

2. Impossibility. We prove an impossibility, namely, that the Superlinearity Problem is
inherent in a large class of proofs of work, encompassing all existing definitions and con-
structions to our knowledge (Section 2).

3. Possibilities. We analyse our impossibility theorem to systematically highlight new proof-
of-work approaches and other alternatives that may avoid the Superlinearity Problem, as
open directions for future work (Section 3).

4This is not strictly true: the left hand side is bounded by 1 whereas ¢ grows without bound. A refined
definition of proportionality (Theorem 2.4) handles this issue.



4. Construction. We offer a new proof-of-work construction in a random-beacon model
that provably avoids the Superlinearity Problem, and discuss remaining challenges of
integrating it into a consensus protocol (Section 4).

2 The Quantum Superlinearity Problem is inherent

In this section, we show that the Superlinearity Problem is inherent in a broad class of proofs of
work. Section 2.1 introduces the necessary definitions, and Section 2.2 presents the impossibility
theorem and proof.

2.1 A broad definition of proofs of work

Our aim in this context is not to propose a canonical definition of proof of work that is somehow
better than the scattered existing definitions in the literature, but rather, to be as as inclusive
as possible — since the broader the definition, the stronger the impossibility.

Relation to existing proof-of-work definitions. Our definition generalizes many existing
definitions of proofs of work from the literature, including Dwork and Naor’s seminal “pricing
functions” [DN92]|, Chen et al.’s “client puzzles” [CMSWO09], Miller et al.’s “scratch-off puz-
zles” [MKKS15], Garay et al.’s “signatures of work” [GKP20], and Ball et al’s proofs of work
[BRSV18].

Our definition is also compatible with Jakobsson and Juels’ proofs of work [JJ99], which
additionally discusses interactive proofs of work. Our definition is incomparable with Stebila
et al.’s “client puzzles” [SKRT11], which have a non-public verification algorithm. Section 3
provides further discussion of these and other model variants not captured by our definition.

Finally, our definition captures all proof-of-work constructions for blockchains of which we
are aware, including Hashcash [Bac02] and Equihash [BK17].

Definition 2.1. A proof of work is parametrized by a proof space I = {1y} en and a challenge
space C = {Cy}aen, and consists of a triple of algorithms POW = (Gen, Work, Verify) with the
following syntax. Gen and Work may be randomized; Verify is deterministic. Gen and Verify
must be efficient (i.e., polynomial time).

e Gen(1%,7) takes as input a security parameter A (in unary) and difficulty parameter v €
[0, 1] and outputs a challenge ¢ € Cy.

e Work(c,t) takes as input a challenge ¢ € Cy and time parameter t € N, and outputs a proof
of work 7 € M. The time complexity of Work is ¢ - W, (), where W, is a polynomial.

e Verify(c,m) takes as input a challenge ¢ € Cy and a candidate proof of work = € Iy and
outputs b € {0,1}.

Remark 1. We can omit A and ~ from the input to Work, Verify since we can assume that ¢
includes them both without loss of generality. We sometimes write Work(c,¢;r) to explicitly
denote the randomness r of the Work algorithm.

Remark 2. W, (\) may be thought to represent the minimum time required to produce a valid
proof for difficulty parameter « with positive probability.

Next, we define the reward function of a proof of work (Definition 2.2), which relates the
likelihood of obtaining a valid proof to (honest) work done.



Definition 2.2. A proof of work POW has reward function p if the probability of generating
a valid proof by running Work with time parameter ¢t with respect to difficulty parameter - is
negligibly close to p(7,t) with overwhelming probability. That is, for any A\,t € N, v € [0, 1],
there exists a negligible function € such that

7 < Work(c, t;r)
b < Verify(c, )

Pr[bzl

T

| -otn]zem] <em.

Pr [
c<Gen(1* )

The bound (1) states (in the contrapositive) that with all but negligible probability over
challenges, the probability of obtaining a valid proof in time ¢ is very close to p(v,t), where v
is the difficulty parameter.

Next, we define smoothness and proportionality of reward functions. Informally, a reward
function is smooth if no matter how hard the difficulty is set (y — 0), there is a positive
probability of obtaining a valid proof after one time-step of computation.® A reward function is
proportional if for all small enough ~ (i.e., for all hard enough difficulty settings), the probability
of obtaining a valid proof scales approximately linearly with computation, up to a positive upper
bound.® Note that proportionality implies smoothness.

Definition 2.3. For «, 5 € (0, 1], we say a reward function p is (a, 8)-smooth if for any v € [0, /],
p(7,1) = a- .

Definition 2.4. We say a reward function p is proportional if there exist a, § € (0, 1] such that
for any v € [0, 5], a - min(~vt,1) < p(v,t) < ~t.

Remark 3. Hashcash-like “progress-free” [BK17] proofs of work have p(vy,t) =1 — (1 — )% a
proportional reward structure according to our definition.

Finally, we define the hardness of a proof of work. Informally, POW is classically (resp.,
quantumly) (pc, p')-hard if any classical (resp. quantum) algorithm running in time pc com-
putes a valid proof of work with probability p’. Definitions 2.5-2.7 state these properties for-
mally.

Definition 2.5 (Classical hardness). A proof of work POW is classically (e, p')-hard if for
any classical two-part adversary A = (Aj,.As) such that A; runs in polynomial time and A
runs in time at most uc(t), for any ¢t € N, and v € [0, 1], there is a negligible function € such

that
A -/41(1)\7 t? ’7)

c <+ Gen(1*,9)
T Az(z, ¢)
b + Verify(c, )

<p(v:t) +e(N) - (2)

Definition 2.6 (Quantum hardness). A proof of work POW is quantumly (uc, p')-hard if for
any quantum adversary A = (Aj,.A3) such that A4; runs in polynomial time and As runs in
time at most pg(t), for any ¢t,n € N and v € [0, 1], there is a negligible function € such that (5)
holds.

Definition 2.7 (Hardness). A proof of work POW is (uc, pg, p')-hard if it is classically (uc, p')-
hard and quantumly (ug, p)-hard.

®This rules out deterministic proofs of work (whose reward functions are 0-1).
5The upper bound is necessary since probabilities are upper-bounded by 1.



2.2 Impossibility result

Our impossibility result relates reward functions to achievable quantum speedup. Any proof of
work with a smooth reward function must allow quantum adversaries a probability of obtaining
a valid proof that is quadratic in work done (Theorem 2.8). It follows that any proof of work
with a proportional reward function must admit a quadratic quantum speedup (Corollary 2.9).

Theorem 2.8. If a proof of work with an («, B)-smooth reward function is quantum (pqQ,p')-
hard then there exists k € [0,1] such that for all v € [0,5] and all sufficiently large t € N,

p(v:t) > k- min(ug(t)’ay, 1).

Proof. Let POW = (Gen, Work, Verify) be a proof of work with reward structure p. A quantum
attack on POW proceeds as follows. Consider the algorithm f.(r) = Verify(c, Work(c, 1;7)). A
single invocation of f. runs in time poly(A). By Eq. (1), Pr,[f.(r) = 1] > p(v,1) — negl(\);
denote this probability by pg.

We use Grover search to find r such that f.(r) = 1, stopping at time pg(t). This algorithm
makes pg(t)/poly(X) queries to the f.-oracle. Denote the probability that this algorithm finds
a winning choice of r by p(\,7,t). By the standard analysis of Grover search, we have that
p(A\,7,t) > k(A) - min(ug(t)?po, 1) for some k(A): N — [0,1] and all sufficiently large ¢.

Suppose that POW is (ug, p’)-hard; then there exists Ag such that for all A > )¢ and all
7,t it holds that p(\,~,t) < p/(v,t). Hence in particular for all sufficiently large ¢ it holds that
p'(v,t) > K(Xo) - min(ug(t)®po, 1). Noting that pg > p(v,1)/2 for large enough A yields the
theorem. O

Corollary 2.9. If a proof of work with proportional reward function p is quantum (ug, p)-hard
then ug = O(V/1).

Proof. Let POW be a proof of work with proportional reward function p that is quantum (ug, p)-
hard. Let a, 3 be as in Theorem 2.4. By Theorem 2.8, there exist x € [0, 1],y € N such that
for all v € [0, 8] and t > to, vt > p(7,t) > r-min(ug(t)? - a-v,1). Setting v = 1/ug(t)? we see
that there exists t{ such that for all t > t), t > r - ug(t)>. O

The results in this section are already broad enough to encompass all prior proof-of-work
constructions of which we are aware. Yet an even broader impossibility result can be shown
using essentially the same techniques: namely, covering a larger class of proofs of work in
which: (1) the scheme may depend on an additional setup function, (2) Gen and Work may take
arbitrary auxiliary input, and (3) all algorithms have access to an arbitrary quantum-accessible
oracle.” We present the narrower impossibility here for simplicity of exposition; we offer formal
definitions and a theorem for the broader impossibility in Appendix A.

3 Towards Bypassing the Superlinearity Problem

In this section, we analyze the scope of our impossibility to identify potential paths forward.
Informally restated, Theorem 2.8 tells us that the Superlinearity Problem is inherent in any
proof of work that has all of the following properties:

1. the prover takes some input,

2. then performs classical computational work for a time ¢

A quantum-accessible oracle permits queries in superposition. Formally, for a classical oracle f, we allow
access to the unitary mapping |z,y) — |z, f(z) ® y).



3. to output a proof 7 of polynomial size,
4. which verifies successfully with a probability (over Work) increasing in ¢,

5. using a verification algorithm that is deterministic, runs in polynomial time, and takes
(only) ¢ and 7 as input.

6. in the standard model or a quantum-accessible-oracle-based model.

Towards bypassing the Superlinearity Problem, then, we consider how proofs of work could
be designed not to satisfy any of the properties listed above — since such proof-of-work schemes
would fall outside the scope of Theorem 2.8.

Let us consider each of the listed properties in turn. Property 1 — namely, that the prover
takes some input — admits no meaningful modification.

Property 2 is arguably inherent to the concept of a proof of (classical computational) work;
as such, it highlights the possibilities of avoiding the Superlinearity Problem by turning to
proofs of resources other than classical computational work. One option is to consider proofs
of quantum computational work; this would preclude classical mining, of course, but might
be acceptable in scenarios where efficient quantum computers are sufficiently widely available.
More broadly, as also noted in Section 1, proof-of-work alternatives are an already thriving
research area for which our results offer novel additional motivation.

Property 3 states that there is a proof string of polynomial size, raising the possibilities
of having an interactive proof or having a proof string of superpolynomial size. Interactive
proofs are not suitable for existing blockchain-based consensus systems, and would often in-
cur prohibitive communication overhead; that said, interactive proofs of work could still be
an interesting direction for future work.® Superpolynomial size, however, is unacceptable for
efficiency.

Property 4 states the chance of obtaining a valid proof increases with work, a condition that
seems inherent to the notion of a proof of work in the blockchain context. That is, for incentive-
compatible mining in blockchain systems, the probability of obtaining a valid proof must increase
with work. Property 4 raises the possibility of a proof of work where the probability of obtaining
a valid proof still increases with work, but does not depend only on the random coins of Work.
(For example, it might also depend on a miner’s private information or on the randomness of
an oracle.)

Property 5 seems arguably necessary in the blockchain context as existing blockchain net-
works rely crucially on verification being efficiently publicly computable and agreed on by every-
one. Still, alternative models where Verify is not publicly computable (say, because it is keyed)
may be worth exploring.”

Property 6 means that oracle-based cryptographic models such as the random oracle model
and the common reference string (CRS) model will not take us outside the scope of Theorem 2.8’s
impossibility. However, other common non-standard cryptographic models could — such as a
timed random beacon model or assuming a sybil-free public-key infrastructure (PKI) — as could
oracle-based models that are not quantum-accessible. The latter would include, for example,
oracles implemented under certain trusted hardware models, or oracles implemented by third
parties (or networks of parties).

In summary, we have highlighted the following preliminary avenues for exploration towards
designing a proof of work that falls outside the scope of our impossibility result (and thus may
not suffer from the Superlinearity Problem).

8 Jakobsson and Juels proposed a definition that includes interactive protocols [JJ99].
9Stebila et al. proposed a definition where verification is keyed [SKR™11].



Proofs of quantum work

Proof-of-work alternatives

Interactive proofs of work

Probability of obtaining a valid proof does not depend only on Work
Proofs of work with non-public verification

Non-standard non-oracle-based cryptographic models (e.g., beacon; PKI)

Q@ = =209 a0 w

Oracle-based cryptographic models that are not quantum-accessible

In Section 4, we elaborate a preliminary proposal based on F.

4 A new proof of work in a random beacon model

We provide a proof-of-work construction in a timed random beacon model that provably avoids
the Superlinearity Problem. Our protocol relies on the existence of a “beacon” that outputs
a random string at regular time intervals. We prove our protocol’s security in the quantum
random oracle model (QROM). Then, in Sections 4.1 and 4.2, we highlight the significant
challenges that seem inherent in integrating our proof of work into a realistic blockchain.

Model We define variants in the random beacon model of proof of work (Definition 4.1)!9,
reward structure (Definition 4.2)', and (p, 1)-hardness (Definition 4.3)'2.

Definition 4.1 (Proof of work with beacon). A proof of work is parametrized by a proof space
M and a challenge space C, and consists of a triple of algorithms POW = (Gen, Work, Verify) with
the following syntax. All the algorithms may be randomized. Gen and Verify must be efficient;
Work need not be.

e Gen(1%, ) takes as input a security parameter A (in unary) and public parameters y € [0, 1]
and outputs a challenge ¢ € C.

e Work(c,t) takes as input a challenge ¢ € C and time parameter t € N, runs for time at
most ¢ - W, () for some polynomial W, and outputs a private state D € {0, 1}*.

e Choose”(j3) takes as input a state D (as an oracle) and an auxiliary input g € {0, 1}PoY()
and outputs a proof of work 7 € 1.

e Verify(c,m, B) takes as input a challenge ¢ € C, a candidate proof of work = € 1, beacon
input 8 € {0,1}P°Y™) and outputs b € {0,1}.

e Beacon(1%) takes as input security parameter A (in unary) and outputs a beacon value
B € {0,1}Pev.

Definition 4.2 (Reward function with beacon). A proof of work and allocation algorithm POW
has reward function p if for any ¢t € N and v € [0, 1], there is a negligible function ¢ such that

D « Work(c, t)
. B+ Beacon(1") _
c<—GePn{1>‘,7) Pr| b=1 : 7 Choose? () p(v, ) >e(N)| <e(N) . (3)
b + Verify(c, m, f)

108ee Definition 2.1 for standard-model definition.
11Gee Definition 2.2 for standard-model definition.
12Gee Definition 2.7 for standard-model definition
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Definition 4.3 (Hardness with beacon). A proof of work with beacon POW is classically
(uc2, pes, p')-hard if for any classical three-part adversary A = (A1, A2, A3) such that A4,
runs in polynomial time, Ay runs in time at most pc2(t) - W(A) and A3 runs in time at most
pc,z(t) - W(A), and « € [0, 1], there is a negligible function ¢ such that

21— Al(]')\u ’Y)
c <+ Gen(11,9)
B 29+ As(z1,¢) ,
Pr|{b=1 : 3 « Beacon(1) <p(7,t)+e(N) . (4)
T+ A3 (¢, B)

b < Verify(c, m, B)

We define quantum (uq,2, ¢q,3, p')-hardness analogously.

Next we give our construction of a proof of work in the random beacon model, and then
prove that it satisfies Theorems 4.2 and 4.3.

Construction 4.4. Challenge space C = {0,1}* x N; proof space M = {0, 1}?\.

A

e Gen(1*,v) samples uniform a < {0,1}*, computes 7 = v-2*~1 and outputs ¢ = (1*, 7, a).

Work(c, t) repeats the following ¢ times: choose a random nonce r € {0,1}*, compute
y = hq(r), and store (r,y) in a table D sorted by y (interpreted as an integer). It then
outputs D.

Choose® (3) outputs m = arg min(, ,yep [y — B| (interpreting y, 8 as integers.

Verify(c, (r,y), B) accepts if y = ho(r) and |y — 5] < 7.

Beacon(1%) outputs uniformly random 3 € {0, 1}*.

Lemma 4.5. When h is pseudorandom and runs in time tp(\), Theorem 4.4 is a proof of work
with reward structure p(7y,t) = 1 — (1 — ), which achieves proportional representation.

Proof. We show that replacing h, with a random function h yields reward structure p. For a
random h, the probability that for a random r and any ( that |h(r)—fg| < 7 is v. The probability
that at least one proof succeeds out of ¢ is then 1 — (1 —~)!, since these are independent events.

We now show that p achieves proportional representation. For the upper bound, observe
that for all ~,t, p(v,t) < vt. For the lower bound, suppose first that v > 1/t; then (1 —7)! <
(1—1/t)! < 1/e. Now suppose instead that v¢ < 1; then 1 — (1 —~)" >yt — L(yt)? > 4¢t/2. O

QROM preliminaries. We introduce the technical background for our security proof in the
quantum random oracle model (QROM) [BDF*11]. We omit standard quantum information
definitions (e.g., states, unitaries) (see [NC16, §1.2]).

Let A be an algorithm that makes ¢ quantum queries to an oracle h: X — {0, 1}’\ and
outputs a pair (z,y) € X x {0,1}*. Then there exist unitary transformations Uy, ..., U; and a
quantum state [1g) such that for any h,z,y,

Pr[(%l/) — Ah} = |z, y| U OpUs 10, - - - U1 O, [0 ||

where Oy, is the unitary with action Oy, |z,y) = |z,y @ h(z)) for all z,y and @ is the bitwise
XOR.

Compressed oracle technique. We make use of Zhandry’s compressed oracle technique [Zhal9].
Let X — {0,1}* be the set of partial functions from X to {0,1}*. For D: X — {0,1}*, let
supp(D) be the set of z € X for which D(x) is defined. Let D be a quantum register supported
on states |D) for D: X — {0,1}*. The key lemma of the compressed oracle technique follows.
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Lemma 4.6 ([Zhal9]). There exists a unitary O such that for all R C X x {0,1}*, letting
Hp = ZD,EI(x,y)ER,D(x):y |D><D|D; AO =U,0---U,0:

; R h+ (X — {0,1}* B
o { A(xh@)i y ' o <::y§ %ivz < |[TRAC o) [ Lp||* + O27) .
Moreover, let pgp = max, Pry[(z,y) € R]. Then ||[IIg, O]|| = O(\/pr).

Theorem 4.7. In the (quantum) random oracle model, Theorem 4.4 is (p, puc, pg)-hard for
e, pes = O(t), pga = O(t), ugs = O(V1).

Proof. The classical hardness proof is straightforward, and so we omit it.

Let A = (Aq,. A2, A3) be quantum oracle algorithms making at most t1, t2, t3 queries respec-
tively. Let R(a, 8) = {((a,2),y) : [y — B| < 7}; note that for all a, 8, pr(a,s) = Pr = 27/2*.
By Theorem 4.6 the probability that A produces a valid proof of work is at most

§ = Ea 6 MR(a,8)AS (¢, B)AD () AT [to) [ L) I + O27%) .
Let S(a) = {((a,),%) : 2,y € {0,1}*} and IT = I — TI. Then

T R(a,5)AS (a, B)AS () AT o) |L) |
<M g(a,5)AS (v, BT R(a,5)AS () AT [t0) | L) || +
T R(a,5)AS () Tg(0) A [t0) |L) || + [Tsa)AS [¥0) |-L) |

by the triangle inequality. Now we bound each term in turn. For all o, 5,

T R(a,5)AS (c, B) T R(a,5)AF (@) AT [¥0) |-L) |
< HHR(a,B)Ag(av B)HR(Q,,B) H
< ||AS (o, B) I R(a ) TRl + t3 - | R, O] = O(ts\/Pr),

where the final equality follows by Lemma 4.6 and because II R(aﬂ)l:[ R(a,8) = 0.
For the second term, observe that for any o and any state |¢) in the image of I — II5(a), the

support of D in A (a) |¢) is contained in the set
S ={D: |supp(D)N{aljz:z € {0,1}*}] < ts} .

Hence if we measure D, we obtain D € S with probability 1. For all such D, Prg[3z, D(afjz) =
B] < ts - pr. Hence for all a,

EslTR(a,5)AS () Tg(a) AT o) [ L) || < t2 - pr -

A similar argument shows that Eoé||l'IS(O[)A§9 [v0) | L) ||2 = O(t1/2*). Then

§ = O((ty + ts + 712)/2) = O((t2 + t2) - 2%) +negl()) .
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4.1 Challenges of protocol integration

Given our new proof-of-work construction, one might hope to “plug it in” to a Bitcoin-like
protocol and thus resolve the Quantum Superlinearity Problem. Unfortunately, integrating
our proof of work into a decentralised consensus protocol seems to present non-trivial further
challenges. Next, we briefly elaborate on these, guided by sketches of simple but natural failed
attempts.

Why not, for instance, rely on the beacon to keep time (say, one block per beacon output)
and have miners publish proofs of work after each beacon value? A fundamental issue with
this approach is takeover attacks: a malicious miner could create an alternate history on a
fork or an entire alternate chain knowing the beacon values after the fact, and obtain a chain
indistinguishable from — or of higher quality than — the honestly derived chain for any network
participant who is newly joining or joining after an offline period. This problem seems difficult
to mitigate when network participants are not almost always online.

Inspired by this observation, we might propose a variant protocol that requires miners to
publish commitments to their candidate proofs in each time-step, and only considers valid those
proofs that miners can prove were committed “on-chain”. To achieve this, individual miners
must be able to decommit their own proofs (in a publicly verifiable way). This constraint
appears to preclude the natural approach of committing to all miners’ commitments with a
single Merkle root. But then, storing commitment information on-chain that scales with the
total number of miners would incur an impractical bandwidth cost.

When the validity of a proof of work is effectively dependent on when it was computed, and
participants are not always online, it is arguably inherent that a consensus protocol dependent on
such a proof of work must record some timing information. The problem we have highlighted lies
in recording timing information even for unsuccessful attempts at block mining, which creates
impractical bandwidth demands. We would be interested to see future work exploring new
approaches to integrating timing-dependent proofs of work into blockchains.

4.2 Challenges of beacon implementation

Other challenges of using our proof-of-work construction to avoid the Superlinearity Problem
in practice arise from the fact that it relies on a random beacon.

For our application, the beacon must be post-quantum secure. Unfortunately, current plau-
sible approaches to implementing a random beacon are pre-quantum: for example, one common
approach is to use verifiable delay functions [BBBF18], efficient known constructions of which
are pre-quantum [Piel9b, Wes20]. Post-quantum secure variants exist but are less efficient
and less well understood [Kho20]. Furthermore, many VDF-based beacon applications require
basically that nobody can compute the beacon value before a given time (e.g., lotteries). A
consensus protocol built on a proof-of-work like ours likely requires the stronger guarantee that
everyone learns the value at roughly the same time. While this problem could be mitigated by
having honest parties who learn the beacon value verifiably broadcast it, complications arise in
the presence of network delays or powerful adversaries that can withhold the beacon.

5 Conclusion

We have identified the Quantum Superlinearity Problem in post-quantum proof-of-work blockchains
and proven that it is inherent in a large class of proofs of work encompassing existing approaches.
By analyzing our impossibility result, we have suggested a range of approaches or alternatives
to proofs of work that may have the potential to avoid the Superlinearity Problem. We have
explored one such approach in more detail, proposing a new proof-of-work construction in a
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random-beacon model that provably avoids the Superlinearity Problem; and we provide discus-
sion of the significant challenges that seem to remain in integrating our new proof of work into
a realistic consensus protocol.

Finally, we have highlighted several open problems and directions for future research to
improve our understanding of post-quantum blockchains in light of the Superlinearity Problem,
as follows.

1. Explore new models of proofs of work that avoid the Superlinearity Problem (including,
but not limited to, the directions A—G noted in Section 3).

2. Explore how such new proofs of work (including, but not limited to, our construction
in Section 4) can be integrated into decentralised consensus protocols that avoid the
Superlinearity Problem.

3. Explore post-quantum implementations of a public random beacon.
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A Generalized impossibility result

Definition A.1. An auziliary-input proof of work with optional setup is parametrized by a proof
space 1N = {My}en, a challenge space C = {Cy}aen, and an efficiently samplable auxiliary distri-
bution, X = {X) },en and consists of a quadruple of algorithms POW = (Setup, Gen, Work, Verify)
with the following syntax. Setup, Gen, and Work may be randomized; Verify is deterministic.
Setup, Gen, and Verify must be efficient.

e Setup(1*, ag) takes as input a security parameter A and auxiliary input ag € {0, 1}PVR),
and outputs parameters pp.

e Gen(pp,~,a1) takes as input the parameters pp, difficulty parameter v € [0, 1], and auxil-
iary input a; € {0,1}P°YN and outputs challenge ¢ € Cy."3

e Work(c,t,a2) takes as input a challenge ¢ € Cy, time parameter t € N, and auxiliary input
ag € {0,1}P°YXN and outputs a proof of work 7 € y. The time complexity of Work is
t- W, (), where W, is a polynomial.

e Verify(c, ) takes as input a challenge ¢ € Cy and a candidate proof of work 7 € Iy, and
outputs b € {0,1}.

Definition A.2 (Reward function with auxiliary input and setup). An auxiliary-input proof of
work with optional setup, POW, has reward function p if the probability of generating a valid
proof by running Work with time parameter ¢ with respect to difficulty parameter v is negligibly
close to p(,t) with overwhelming probability. That is, for any A\, ¢t € N, v € [0, 1], there exists
a negligible function € such that

Pr

T

[b:l ~m+ Work(e, t,as; )

b+ Verify(c, ) ] - p(%t)’ > €(A)} <e(N) .

Pr
(ao,(l1,a2)(—X
pp<Setup(1*,a0)
c+Gen(pp,7,a1)

As before, informally, POW is classically (uc, p')-hard if any classical algorithm running in
time p1c computes a valid proof of work with probability p’, and POW is quantumly (pq, p')-hard
if the analogous statement holds for quantum algorithms.

Definition A.3 (Classical hardness with auxiliary input and setup). An auxiliary-input proof
of work with optional setup, POW, is classically (uc,p')-hard if for any classical two-part
adversary A = (Aj,.Az) such that A; runs in polynomial time and A runs in time at most
pc(t), for any t € N, v € {0,1}*, and ag, a1, as € {0, 1}P°YN | there is a negligible function &
such that

pp < Setup(1*, ag)

Z 4= Al(pp’ ta Vs a2)

Prb=1 : ¢+ Gen(1*, v,a;) <p(v,t)+e(N) . (5)
< Aa(z,¢)
b < Verify(c, m)

Definition A.4 (Quantum hardness with auxiliary input and setup). An auxiliary-input proof
of work with optional setup, POW, is quantumly (uc,p’)-hard if for any quantum adversary
A = (A1, A2) such that A; runs in polynomial time and A runs in time at most pg(t), for
any € N, v € {0,1}*, and ag, a1, as € {0,1}P°YN there is a negligible function ¢ such that (5)
holds.

13Without loss of generality, ¢ may be considered to contain pp.
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Definition A.5 (Hardness with auxiliary input and setup). An auxiliary-input proof of work
with optional setup, POW, is (uc, g, p')-hard if it is classically (pc, p’)-hard and quantumly
(1. o )-hard.

Theorem A.6. If an auxiliary-input proof of work with optional setup with reward structure p
is quantum (pQ, p')-hard then there exists k € [0, 1] such that for ally € [0, 1] and all sufficiently
large t € N, p/(v,t) > k- min(ug(t)?p(v,1),1).
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