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Abstract. A hash-and-sign signature based on a preimage-sampleable
function (Gentry et al., STOC 2008) is secure in the quantum random
oracle model if the preimage-sampleable function is collision-resistant
(Boneh et al., ASTACRYPT 2011) or one-way (Zhandry, CRYPTO 2012).
However, trapdoor functions in code-based and multivariate-quadratic-
based signatures are not preimage-sampleable functions; for example,
underlying trapdoor functions of the Courtois-Finiasz-Sendrier, Unbal-
anced Oil and Vinegar (UOV), and Hidden Field Equations (HFE) sig-
natures are not surjections. Thus, such signature schemes adopt proba-
bilistic hash-and-sign with retry. While Sakumoto et al. in PQCRYPTO
2011 showed the security of this paradigm in the classical random oracle
model, their proof contains an error. Also, there is currently no known
security proof for the probabilistic hash-and-sign with retry in the quan-
tum random oracle model. We correct the proof in the random oracle
model and give the first security proof in the quantum random oracle
model for the probabilistic hash-and-sign with retry, assuming that the
underlying trapdoor function is non-invertible, that is, it is hard to find
a preimage of a given random value in the range. Our reduction from the
non-invertibility assumption is tighter than the existing ones that apply
only to signature schemes based on preimage-sampleable functions. We
apply the security proof to code-based and multivariate-quadratic-based
signatures. Additionally, we extend the proof into the multi-key setting
and propose a generic method that provides security reduction without
any security loss in the number of keys.

keywords: Post-quantum cryptography, digital signature, hash-and-sign,
quantum random oracle model, preimage sampleable function.

1 Introduction

Hash-and-Sign Signature in the Random Oracle Model (ROM): A digital signa-
ture is an essential and versatile primitive since it supports non-repudiation and
authentication; if a document is signed, the signer indeed signed it and cannot
repudiate the signature. The standard security notion of the digital signature

* Part of the work done while at NTT Corporation.
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is existential unforgeability against chosen-message attack (EUF-CMA) [31].
Roughly speaking, a signature scheme is said to be EUF-CM A-secure if no ef-
ficient adversary can forge a signature even if the adversary can access a signing
oracle, which captures non-repudiation and authentication. Hash-and-sign [5, 6]
is a widely adopted paradigm for constructing practical signatures, along with
Fiat-Shamir [28], in the ROM [5]. This paper focuses on hash-and-sign.

A hash-and-sign signature scheme is realized by a hard-to-invert function
F: X — ), its trapdoor |: Y — X, and a hash function H: {0,1}* — ) modeled
as a random oracle. To sign on a message m, a signer first computes y = H(r, m),
where r is a random string, computes z = I(y), and outputs o = (r,z) as
a signature. A verifier verifies the signature ¢ with the verification key F by
checking if H(r,m) = F(x) or not. We refer to this construction as probabilistic
hash-and-sign; if r is an empty string, then deterministic hash-and-sign. The
security properties of the trapdoor function are outlined as follows.

Non-invertibility (INV): It is hard to find a preimage of a challenge y that is
uniformly chosen [34].

One-wayness (OW): It is hard to find a preimage of a challenge y = F(x) for =
chosen from some distribution on X [5].

Collision-resistance (CR): It is hard to find a collision pair of F.

A prime example is a deterministic hash-and-sign using a trapdoor permutation
such as RSA, which is EUF-CMA-secure in the ROM, assuming the OW of the
trapdoor permutation [5]. Gentry, Peikert, and Vaikuntanathan proposed deter-
ministic/probabilistic hash-and-sign based on a preimage-sampleable function
(PSF) [30], which is a trapdoor function with additional conditions, e.g., surjec-
tion. Gentry et al. showed a tight reduction from the CR assumption of PSF to
the strong EUF-CMA (SEUF-CMA) security of the deterministic/probabilis-
tic hash-and-sign, and they constructed a collision-resistant PSF from lattices.
Unfortunately, it is hard to build PSFs in code-based and multivariate-quadratic-
based (MQ-based) cryptography; for example, F is not a surjection. In this case,
the trapdoor | fails to invert y whose preimage does not exist. For such trapdoor
functions, we employ the probabilistic hash-and-sign with retry, where a signer
takes randomness r until r allows inversion of y = H(r, m). The Courtois-Finiasz-
Sendrier (CFS) signature [19] in code-based cryptography and the Unbalanced
Oil and Vinegar (UOV) [39] and Hidden Field Equations (HFE) signatures [19]
in MQ-based cryptography use this paradigm. Sakumoto et al. [53] gave a secu-
rity proof of the probabilistic hash-and-sign with retry in the ROM. However,
their proof has a flaw in the simulation of the random oracle, which is pointed
out by Chatterjee et al. [18].

Hash-and-Sign Signature in Quantum Random Oracle Model (QROM): Large-
scale quantum computers will be able to break widely deployed public-key cryp-
tography such as RSA and ECDSA because of Shor’s algorithm [56]. Con-
sequently, there has been a growing interest in post-quantum cryptography
(PQC). Recently NIST selected PQC candidates of public-key encryption/key-
encapsulation mechanism (KEM) and digital signature for standardization [18].
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Table 1: Summary of the security proofs for hash-and-sign in the QROM. DHaS,
PHaS, and PHaSwR denote deterministic hash-and-sign, probabilistic hash-and-
sign, and probabilistic hash-and-sign with retry. ¢ denotes the adversary’s advan-
tage in the game of the underlying assumption. ¢ denotes the number of queries
to the signing and random oracles.

Name DHaS PHaS PHaSwR Assumption Security Bound

[14] v v - CR Olewr)
[61] v v - OW/INV  O(¢*/Eou/inv)

ext. of [39] v v OW/INV O(q" €owinv)
[17] - v - EUF-NMA O(€nma)
Ours - v N INV O(q2€inv)

Furthermore, NIST initiated an additional call for PQC digital signatures [17]. In
the context of PQC, it is essential for signature schemes to provide EUF-CMA
security in the QROM [14] since it models real-world quantum adversaries hav-
ing offline access to the hash function. Unfortunately, schemes that are secure
in the ROM are not always secure in the QROM, as demonstrated by separation
results, including a signature scheme, by Yamakawa and Zhandry [60].

Table 1 summarizes studies on the EUF-CMA security of hash-and-sign sig-
natures in the QROM. Boneh et al. [14] showed a tight reduction from the CR
assumption of PSF using the history-free reduction. Zhandry [61] gave a reduc-
tion from the OW/INV assumptions®, using a technique called semi-constant
distribution®. Unfortunately, the semi-constant distribution technique incurs a
square-root loss in the success probability. Yamakawa and Zhandry [59] gave the
lifting theorem that shows that any search-type game is hard in the QROM if
the game is hard in the ROM. They used the lifting theorem to show that an
EUF-NMA-secure signature in the ROM is EUF-NM A-secure in the QROM,
where NMA stands for No-Message Attack. By extending the results of [59],
we obtain a reduction from the OW/INV assumptions of PSF. Chailloux and
Debris-Alazard [17] gave a security proof of the probabilistic hash-and-sign based
on non-PSF trapdoor functions. Also, Grilo, Hovelmanns, Hiilsing, and Ma-
jenz [32] gave a reduction from the EUF-RMA security of a signature scheme for
fixed-length messages, where RMA stands for Random-Message Attack®. How-
ever, there is no known reduction to the EUF-RMA security of the underlying
signature from the OW /INV assumptions of trapdoor functions. Regarding the
probabilistic hash-and-sign with retry, there is no valid proof even in the ROM.

3 For PSF, tight reductions exist both from OW to INV and from INV to OW.

4 Zhandry [61] proved the EUF-CMA security by assuming that the trapdoor per-
mutation is one-way. The security proof applies to a case where the PSF is either
one-way or non-invertible.

5 A signer chooses r, computes m’ = H(r,m), and signs on m’ by using a signing
algorithm of the signature scheme for fixed-length messages, and outputs (r, o).
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Naturally, there is no proof in the QROM, which has an impact on the security
evaluation of code-based and MQ-based signatures. Our central question is:

Q1. Is there an EUF-CMA security proof for the probabilistic hash-and-sign
with retry? How tight is the security proof?

Provable Security in Multi-key Setting: The EUF-CMA security is sometimes
insufficient to ensure the security of the digital signature in the real world since
exploiting one of many users may be sufficient for a real-world adversary to
intrude into a system. We must consider the EUF-CMA security in the multi-
key setting, the M-EUF-CMA security in short. The adversary, given multiple
verification keys, tries to forge a valid signature for one of the verification keys.
If the adversary can gain an advantage by targeting multiple keys (multi-key
attack), the M-EUF-CMA security degrades with the number of keys (or users).
NIST mentioned resistance to multi-key attacks as a “desirable property” in
their call for proposals [16] of the PQC standardization project. We can ensure
resistance against multi-key attacks if there is no security loss in the number of
keys. Thus, our additional question is:

Q2. Is there an M-EUF-CMA security proof for hash-and-sign without any
security loss in the number of keys?

The technique of including an entire verification key as part of the input
for the hash function is known as key prefixing, which enables one to separate
the domain of the hash function for each verification key. Schnorr signature
adopts key prefixing to show a tight reduction in the multi-key setting [44].
Similarly, Duman et al. [25] proposed a technique called prefiz hashing for the
Fujisaki-Okamoto transform of KEM. Prefix hashing is a technique in which the
hash function includes only a small unpredictable portion of a verification key,
resulting in a smaller increase in execution time compared to the key prefixing.

1.1 Contributions

Security Proof of Probabilistic Hash-and-Sign with Retry in the QROM: We affir-
matively answer Q1. We correct the existing proof of [53] in the ROM and estab-
lish a security proof in the QROM (main theorem) based on the corrected ROM
proof. Additionally, the main theorem applies to the probabilistic hash-and-sign
without retry. Furthermore, we show that a signature scheme is SEUF-CMA-
secure if the underlying trapdoor function is an injection. Our reduction is tighter
than the existing ones that apply to the probabilistic hash-and-sign without retry
only [61, 17, 59]. Fig. 1 shows a diagram of the reduction. The main theorem
comprises two reductions; EUF-NMA = EUF-CMA and INV = EUF-NMA,
where X = Y inidicates a reduction from X to Y. The main theorem has a se-
curity bound (2¢qr + 1)26inv, where gqro is a bound on the number of random
oracle queries and €, is an advantage of breaking the INV.
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INV EUF-NMA » EUF-CMA

[6, 30, 53] EUF-NMA
(ROM)

CR

Fig.1: A diagram illustrating reductions of hash-and-sign in the QROM. Red ar-
rows represent our results, while solid, double, and dotted arrows represent tight
reductions, reductions with linear or quadratic loss, and non-tight reductions.

Proof Idea: We provide a technical overview of the main theorem. To prove
EUF-NMA = EUF-CMA, we assume that the following two values are statis-
tically or computationally indistinguishable:

— x obtained after retrying y until y becomes invertible by the trapdoor I.
— x obtained by a simulator that does not use the trapdoor I.

The proof by Sakumoto et al. [53] simulates the signing oracle by programming
H such that H(r,m) outputs F(x) for (r,z) chosen without using I. Since we do
not assume that F(z) is uniform, the output of H may become biased. Therefore,
their proof is flawed, and the following two additional steps are required.

First, we adapively reprogram the random function. Given a message m, the
signing oracle repeatedly reprograms H such that H(r, m) = y holds for randomly
chosen (r,y) € R x ), and this reprogramming continues until the trapdoor | can
provide a preimage z € X of y (F(x) = y). In the ROM, this reprogramming is
feasible as long as r chosen in the signing oracle has not been queried in advance.
In the QROM, we employ the tight adaptive reprogramming technique [32].

Next, we cancel the reprogramming during retries, specifically, reprogram-
ming for (r,y) such that I(y) fails to invert, to make the simulation feasible
based on the aforementioned assumption. We utilize the fact that r is chosen
independently of the queried m in the signing oracle, which allows us to choose
r used for reprogramming during retries at the beginning of the game. We de-
fine a set of such prechosen r as S. Then, we puncture H on S [1], that is, a
modification of H such that the adversary cannot make a query for H on S. In
the ROM, this punctuation is feasible as long as the adversary does not make
queries for H on S. In the QROM, we utilize the semi-classical One-way to Hid-
ing lemma [1]. As a result, we can cancel the reprogramming, as the adversary
cannot distinguish whether H is reprogrammed during retries or not. After the
cancelation, the EUF-NMA adversary can simulate the signing oracle.

Regarding INV = EUF-NMA, the INV adversary gives his challenge y to
the EUF-NMA adversary and outputs z* that is included in the final output
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(m*,r*, 2*) of the EUF-NMA adversary. In the ROM, the INV adversary ran-
domly selects one query to H and returns his challenge y as in [53]. In the QROM,
we use the measure-and-reprogram technique developed by Don et al. [23], in-
curring a security loss of (2¢q0 + 1)%. As far as we know, this usage is new in
the context of the probabilistic hash-and-sign.

Applications: Applying the main theorem, we enhance the EUF-CMA security
of Wave [2] and give the first proof for the SEUF-CMA security of the mod-
ified CFS signature [20] as well as the EUF-CMA security of Rainbow [22],
GeMSS [16], MAYO [10], QR-UOV [29], and PROV [26] in the QROM. To the
best of our knowledge, the main theorem encompasses all existing hash-and-
sign signatures such that reductions of INV = (s)EUF-CMA are known in the
ROM. NIST has recently announced additional candidates for post-quantum sig-
natures. NIST has the intention of standardizing schemes that are not based on
structured lattices [47]. The main theorem has wide application in code-based
and MQ-based cryptography, promising candidates for this call. The additional
candidates include Wave, MAYO, QR-UOV, and PROV. Notably, QR-UOV and
PROV have utilized the main theorem in their specifications [29, 20].

Security Proof in Multi-Key Setting: We introduce a generic method for estab-
lishing a reduction from the property of trapdoor functions in the single-instance
setting to the security of the hash-and-sign with prefix hashing in the multi-key
setting. The core idea behind this generic method is to apply pairs of randomly
generated transformations {L;,R;}; to a single verification key F’. Here, F’ be-
longs to another trapdoor function, assumed to be non-invertible. This process
effectively simulates multiple verification keys through {L; o F' o R;};. Assuming
the indistinguishability between {L;oF’oR;}; and real verification keys {F;};, we
show a reduction of INV = M-EUF-CMA with a security bound (2¢qro—+1)€iny
and a tight reduction of CR = M-sEUF-CMA. Since there is no security loss
in the number of keys, we can affirmatively answer Q2. Furthermore, we apply
the generic method to some hash-and-sign signatures. In these applications, we
introduce some computational problems that can computationally ensure the
indistinguishability between {L; o F o R;}; and {F;};. However, establishing the
hardness of these computational problems remains an open problem as they have
not been extensively studied.

Concurrent Work: Liu, Jiang, and Zhao [11] show the EUF-CMA security of
the deterministic/probabilistic hash-and-sign based on trapdoor permutations
in the QROM by using the measure-and-reprogram technique by Don et al. [23].
Their security bound is (2(gqgro + Gsign + 1) + 1)?€iny, Where gsign is a bound on the
number of signing queries. They also give an analysis for (H)IBE in the QROM.
Our work has two advantages over their work on hash-and-sign. First, our work
has wider applications since it has generality in its application to probabilis-
tic hash-and-sign with/without retry, in contrast to the restriction of [11] to
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the deterministic/probabilistic hash-and-sign® and allows the usage of non-PSF
trapdoor functions, generalization of trapdoor permutations. Second, the main
theorem has the bound (2¢q + 1)2€jny, which does not include Gsign-

Two papers [21, 3] recently pointed out a subtle flaw in the security proofs
of Fiat-Shamir with aborts [12] in the QROM [37, 32]. The flaw stems from the
bias introduced by the simulation with abort, which we treat in EUF-NMA =
EUF-CMA carefully. We note that the games in the corrected proof in [3] are
defined in the same spirit as our proof of EUF-NMA = EUF-CMA while the
proof techniques and the details are different. Leveraging its structural resem-
blance to the probabilistic hash-and-sign with retry, we present an alternative
security proof for the Fiat-Shamir with aborts by employing the same techniques
used in the main theorem of this paper.

Organization: Section 2 gives notations, definitions, and so on. Section 3 reviews
the existing security proofs in the (Q)ROM. Section 4 presents the main theorem
and discusses applications. In Section 5, we describe the generic method applied
in the multi-key setting. Appendix A demonstrates a flaw in the security proof
of concurrent work [11]. Appendix B presents security proofs of hash-and-sign
signatures reviewed in Appendix C. Appendices D and E show missing proofs
for the theorem in the multi-key setting. Appendix F shows applications of the
generic method in the multi-key setting. Appendix G provides a security proof
for the Fiat-Shamir with aborts, employing the same techniques as the main
theorem.

2 Preliminaries

2.1 Notations and Terminology

For n € N, we let [n] := {1,...,n}. We write any symbol for sets in calligraphic
font. For a finite set X, |X| is the cardinality of X and U(X') is the uniform
distribution over X. By = +—g X and x < Dy, we denote the sampling of an
element from U(X) and Dy (distribution on X). We denote a set of functions
having a domain X and a range )) by Y.

We write any symbol for functions in sans-serif font and adversaries in cal-
ligraphic font. Let F be a function, and 4 be an adversary. We denote by
y « F™(z) and y < AM(z) (resp., y « FM(2) and y < AM () probabilistic
computations of F and A on input = with a classical (resp., quantum) oracle
access to a function H. If F and A are deterministic, we write y := F"(z) and
y = A"(z). For a random function H, we denote by H* %" a function such
that H* " (z) = H(z) for  # 2* and H* 7Y (2*) = y*. The notation G* =y
denotes an event in which a game G played by A returns y.

We denote 1 if the Boglean statement is true T and 0 if the statement is false
L. A binary operation a = b outputs T if a = b and outputs L otherwise.

5 Although the deterministic hash-and-sign is not in our scope, it can be transformed
into the probabilistic one with a small tweak.
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GAME: EUF-CMA Sign(m;) GAME: EUF-NMA

1Q:=0 1 o, +Sig.Sign(sk, m;) | 1 (vk, sk) + Sig.KeyGen(1*)

2 (vk, sk) « Sig.KeyGen(1*) 2 Q = QU {m;} 2 (m*,0") < Ayma(vk)

3 (m*,o*) « ASE (vk) 3 return o; 3 return Sig.Verify(vk, m™,o™)
4 if m* € Q then

5 return 0

6 return Sig.Verify(vk, m*, o)

Fig.2: EUF-CMA and EUF-NMA games

2.2 Digital Signature and Trapdoor Function

Definition 1 (Digital Signature). A digital signature scheme Sig consists of
three algorithms:

Sig.KeyGen(1*): This algorithm takes the security parameter 1* as input and
outputs a verification key vk and a signing key sk.

Sig.Sign(sk, m): This algorithm takes a signing key sk and a message m as input
and outputs a signature o.

Sig.Vrfy(vk, m, o): This algorithm takes a verification key vk, a message m, and
a signature o as input, and outputs T (acceptance) or L (rejection).

We say Sig is correct if, for all (vk,sk) + Sig.KeyGen(1*) and for all m € M,
Pr[Sig.Vrfy(vk, m, Sig.Sign(sk,m)) = L] is negligible.

Definition 2 (Security of Signature). Let Sig be a signature scheme. Us-
ing games given in Fig. 2, we define advantage functions of adversaries playing
EUF-CMA (Existential UnForgeability against Chosen-Message Attack) and
EUF-NMA (No-Message Attack) games against Sig as AdvgigF’Cl\'IA(Acma) =
Pr[EUF-CMA4m = 1] and Advgy "™ (Auma) = Pr[EUF-NMA“Am=1], re-
spectively. Also, we define an advantage function for an SEUF-CMA (strong
EUF-CMA) game as AdeIiEgUF’CMA(Acma) = Pr[sEUF-CMAA«m = 1], where the
SEUF-CMA game is identical to the EUF-CMA game except that Line /J of
the game is changed as “ if (m*,0*) € Q then” and Line 2 of the signing
oracle is changed as “Q := QU {(m;,0;)}” We say Sig is EUF-CMA -secure,
SEUF-CMA -secure, or EUF-NM A -secure if its corresponding advantage is neg-
ligible for any efficient adversary in the security parameter.

Definition 3 (Trapdoor Function). A trapdoor function T consists of three
algorithms:

Gen(1*): This algorithm takes the security parameter 1* as input and outputs
a function F with a trapdoor | of F.

F(x): This algorithm takes x € X and deterministically outputs F(x) € ).

I(y): This algorithm takes y€) and outputs x € X, s.t., F(x)=y, or outputs L.
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GAME: INV GAME: OW GaME: CR
1 (F,1) + Gen(1?) 1 (F,1) + Gen(1*) 1 (F,1) + Gen(1?)
2 Y <+g 2 £+ Dy 2 (z7],z3) < B (F)
3 z* « Bin(F,y) 3 y:=F(x) w7 «
’ ¥ 3 return F(z]) = F(z})
4 return F(z™) ;y 4T e B°W(F’y)7
5 return F(z*) =y

Fig.3: INV (non-INVertibility), OW (One-Wayness), and CR (Collision-
Resistance) games

Definition 4 (Security of Trapdoor Function). Let T be a trapdoor func-
tion. Using games given in ['ig. 3, we define advantage functions of adversaries
playing the INV (non-IN Vertibility) ", OW (One-Wayness), and CR. (Collision-
Resistance) games against T as Advy (Biny) = Pr[INVB~=1], AdvEY (Bow) =
Pr[OWP~=1], and AdVER(B,,) = Pr [CRBe=-1], respectively. We say T is
non-invertible, one-way, or collision-resistant if its corresponding advantage is
negligible in the security parameter for any efficient adversary.

2.3 Preimage-Sampleable Function

In the ROM, hash-and-sign is EUF-CMA-secure when instantiated with a
preimage-sampleable function (PSF) [30]. We first define its weakened version.

Definition 5 (Weak Preimage-Sampleable Function (WPSF)). A WPSF
T is a trapdoor function that is equipped with an additional function SampDom(F),
which takes as input F € Y and outputs some x € X.

We then review PSF:

Definition 6 (Preimage-Sampleable Function (PSF) [30]). A WPSFT
is said to be a PSF if it satisfies three conditions for any (F,1) < Gen(1}):

Condition 1: F(x) is uniform over Y for x < SampDom(F).

Condition 2: x + |(y) follows a distribution of x < SampDom(F) given
F(z)=y.

Condition 3: |(y) outputs x satisfying F(x) =y for any y € Y.

If T is collision-resistant PSF, it satisfies the above conditions plus the following:

Condition 4: For anyy € ), the conditional min-entropy of x <— SampDom(F)
given F(x) =y is at least w(log(N)).

In the proof of EUF-CMA security, a trapdoor function may not be a PSF,
but it must be a WPSF that satisfies a relaxed version of Condition 2 that
ensures indistinguishability between 2 <— SampDom(F) and = < I(y). To define
this relaxed condition, we introduce a game shown in Fig. 4.

" In general, non-invertibility of trapdoor functions is called one-wayness [30, 53, 17].
We make a distinction between them depending on the way to choose challenges
(INV follows [34] and OW follows [5]).
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GAME: PS, Sample () Sample, ()
1 (F,1) + Gen(1*) 1 repeat 1 x; < SampDom(F)
2 b* «— rDSampleb(F) 2 Yi < g Yy 2 return z;
P 3z <+ 1(yi)
3 return b g
4 until x; # L
5 return x;

Fig.4: PS (Preimage Sampling) game

GAME: M-EUF-CMA Sign(j, m4)

1 Q = 1] 1 o; < Sig.Sign(sk;, m;)
2 for j € [‘Ikey} do N 2 Q:=9U{(j,ms)}

3 (vkj, skj) < Sigl.KeyGen(l ) 3 return o;

4 (j5,m",0%) « Ag\%:"‘ {’Ukj}JE[they])
5
6
7

if (7, m”™) € Q then
return 0
return Sig.Verify(vk -, m*, ™)

Fig. 5: M-EUF-CMA (Multi-key EUF-CMA) game

Definition 7 (Preimage Sampling (PS) Game). Let T be a WPSF. Using
a game defined in Fig. 4, we define an advantage function of an adversary playing
the PS game against T as Advi®(Dys) = |Pr[PS%)"5:>1] - Pr[PS?PS:>1] ‘ We
say T is preimage-simulatable if its advantage is negligible for any efficient
adversary.

2.4 Security Games in Multi-key /Multi-instance Settings

Definition 8 (Security of Signature in Multi-key Setting [38]). Let Sig
be a signature scheme. Using a game given in Fig. 5, we define advantage func-
tions of adversaries playing the M-EUF-CMA and M-sEUF-CMA (Multi-
key EUF-CMA /SEUF-CMA ) games against Sig as Advg'}[éEUF'Ch'IA(Acmam) =
Pr[M-EUF-CMA“A=s = 1] and Advgig™™"" M4 Acman) = Pr[M-sEUF-CMAAm = 1],
where the M-SEUF-CMA game is identical to the M-EUF-CMA game ezcept
that Line 5 of the game is changed as “if (j*,m*,0*) € Q then” and Line 2
of the signing oracle is changed as “Q = Q U {(j,m;,0;)}” We say Sig is
M-EUF-CMA -secure or M-SEUF-CM A -secure if its corresponding advantage
is megligible for any efficient adversary in the security parameter.

Definition 9 (INV, CR, and PS in Multi-instance Setting). Let T be a
trapdoor function or WPSF. Using games given in Fig. 6, we define advantage
functions of adversaries playing the M-INV, M-CR, and M-PS (Multi-instance
non-invertibility, collision resistance, and preimage sampling) games against T
as Advy™™V (Bipn) = Pr[M-INVE» = 1], Advy R (Bem) = Pr[M-CRP = 1],
and Advl\r"[’PS (Dpsm) = |Pr [I\/I—PS%)‘”” = 1] — Pr [M—PS?‘“M = 1] |, respectively. We
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GAME: M-INV GAME: M-CR
1 for j € [ginst] do 1 for j € [ginst] dO
2 (F;l5) +5 Gen(1*) 2 (F;l ) <5 Gen(1*);
3 yicsY 8 (7%, 1,73) & Ban{F ;}jelan)
a (J5,2") « Binv"‘(;{(Fjvyj)}jE[qmst]) 4 return Fj.(z7) < Fj-(x3)
5 return F.(z*) = y;-
GAME: M-PS, Sample, (5) Sample; (5)
1 for j € [ginst] dO 1 repeat 1 ; +SampDom(F ;)
2 (Fjl5) 5 Gen(1%) 2 Y s 32 ) 2 return z;

* Sample;, 3 T — | Yi
3 0"« Dn "({F,}icla ¢ A

ps™ ({Fj}s€lanm) 4 until z; # L

4 return b

5 return z;

Fig.6: M-INV, M-CR, and M-PS (Multi-instance INV, CR, and PS) games

HaS[T, H].KeyGen(1™) HaS[T, H].Sign(l, m) HaS[T, H].Vrfy(F, m, (r, z))
1 (F,1) + Gen(1Y) 1 repeat 1 return F(z) < H(r, m)
2 return (F,I) 2 resgR

3z« I(H(r,m))

4 until z # L

5 return (r,z)

Fig. 7: Algorithms of the probabilistic hash-and-sign with retry

say T is multi-instance non-invertible, multi-instance collision-resistant, or multi-
instance preimage-simulatable if its corresponding advantage is negligible in the
security parameter for any efficient adversary.

2.5 Hash-and-Sign Paradigm

Fig. 7 shows algorithms of the probabilistic hash-and-sign with retry, and HaS[T, H|
is a signature scheme using a trapdoor function T and a hash function H.
If HaS[T, H].Sign outputs a signature without retry, HaS[T, H] instantiates the
probabilistic hash-and-sign. If r is empty, HaS[T, H] instantiates the determinis-
tic hash-and-sign.

2.6 Quantum Random Oracle Model (QROM)

In the ROM, a hash function H: R x M — Y is modeled as a random function
H g YR*M_ The random function is under the control of the challenger, and
the adversary makes queries to the random oracle (random oracle queries) to
compute the hash values. In the ROM, the challenger can choose y <—g ) and
program H = H""™=Y for queried (r,m) on-the-fly instead of choosing H <
YRXM at the beginning (lazy sampling technique).

In the QROM, the adversary makes queries to H in a superposition of many
different values, e.g., E(T,m) Q. |7, m) |y). The challenger computes H and gives
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GAME: AR, Repro(m;)
RXM 1L o T
1 Ho —g ;)/ 1 7 < DR
2 H; :==Hop 2 Y <5V
3 b* «— D\Hb),Repro() 3 H1 — ng“m,,)»—)yi
ar o
4 return b* 4 return 7;

Fig.8: AR (Adaptive Reprogramming) game

a superposition of the results to the adversary, >, ) arm [r,m) [y ® H(r, m)).
Due to the nature of superposition queries in the QROM, traditional proof tech-
niques like lazy sampling used in the ROM cannot be directly applied in the
QROM. However, some works enable one to adaptively reprogram H in the se-
curity game [58, 35, 23, 32]. Among the works, we use the tight adaptive repro-
gramming technique [32] and the measure-and-reprogram technique [23]. Also,
we use the semi-classical O2H technique [1].

2.7 Proof Techniques in QROM

We introduce three techniques employed in proving the main theorem.

Tight Adaptive Reprogramming Technique [32]: Fig. 8 shows a game called AR
(Adaptive Reprogramming) game, in which the adversary D,, attempts to dis-
tinguish Hy (no reprogramming) from H; (reprogrammed by Repro). For i-th
reprogramming query, the challenger reprograms Hy for r; < Dg and y; <5 Y,
and gives r; to Dy,. Let € be a bound on the maximum probability of r < Dg,
that is, maxycg Pr[r =7 : r < Dg] < e. A distinguishing advantage of the AR
game is defined by AdVﬁR(Dar) = !Pr[ARO = l] —Pr [ARlpa“:> 1] |

Lemma 1 (Tight Adaptive Reprogramming Technique [32, Proposi-
tion 2]). For any quantum AR adversary Dy, issuing at most grep classical
reprogramming queries and (qro (quantum) random oracle queries to Hy, the
distinguishing advantage of the AR game is bounded by

3
AdVﬁR(Dar) < iqﬁ-‘P\/ dqro€-

Especially, if Dg is the uniform distribution U(R), then € is equal to %

Measure-and-Reprogram Technique [23]: Let A be a quantum adversary playing
a search-type game making ¢qro quantum queries to H g YRXM A two-stage
algorithm S comprises S; and So, and it operates with black-box access to A as
follows:

1. Choose (%,b) < ([gqro] X {0,1}) U {(gqro +1,0)}.
2. Run A with H until i-th query.
3. Measure i-th query and output (r,m) as the output of S;.
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. Given a random 6, reprogram H' = H(»m)—?,
. If i = gqr0 + 1, then go to Step 8.
. Answer i-th query with H (if b =0) or H' (if b = 1).
. Run A with H’ until the end.
. Output A’s output z (possibly quantum) as the output of S,.

0~ O U

Then, the following lemma holds for S and A:

Lemma 2 (Measure-and-Reprogram Technique [23, Theorem 2]). For
any quantum adversary A issuing at most qqro (quantum) random oracle queries
to H <—g YR*M there erists a two-stage algorithm S given uniformly chosen 6
such that for any (#,1m) € R x M and any predicate V,

Pr|(r,m) = (7,1) AV(r,m,0,2) : (r,m) < S0,z « 55‘(9)}

Z (2(,IC]I’<)1—"_1)2 Pr |:(7’, m) - (f7m) /\V(T7m7 H(T7 m),Z) : (T,m,z) — A‘H> ():| .

Semi-classical O2H Technique [1]: We define punctured oracle following [12].

Definition 10 (Punctured Oracle [12, Definition 1]). Let S C R x M
be a set. Let fs: R x M — {0,1} be a predicate that returns 1 if and only if
(r,m) € S. Punctured oracle H\S (H punctured by S) of H € Y®*M runs
as follows: on input (r,m), computes whether (r,m) € S in an auzilliary qubit
|fs(r,m)), measures |fs(r,m)), runs H(r,m), and returns the result. Let FIND
be an event that any of measurements of |fs(r,m)) returns 1.

The answer from the oracle H\S depends on the measurement results. Let us con-

sider a query }-,. .,y Qrm |1, m) [y). H\S computes 3=, ) avpm [1,m) |y) [fs(r,m))
and measures the third register. If the result is 0, then the query is transformed to

2 (rmygs @rm [Tym) [y) |0) and H\S returns }-,. 1o rm |r,m) |y & H(r,m))

to the adversary. If the results is 1 (and thus, FIND = T holds), H\S returns

2 (rmyes @rm |rm) [y @ H(r,m)) to the adversary. Thus, if FIND = L, then

the adversary cannot obtain any information on H(r,m) for (r,m) € S. Hence,

we have the following:

Lemma 3 (Indistinguishability of Punctured Oracles [1, Lemma 1]).
Let Hy,Hi: Rx M —= Y and S CR x M, and z be a bitstring. (S, Hy, Hy, and
z are taken from arbitrary joint distribution satisfying Ho(r,m) = Hy(r,m) for
any (r,m) € S.) For any quantum adversary A and any event E,

Pr [E AFIND = L : b+ A‘HO\S>(Z)} = Pr [E AFIND = L : b« AHNS) (z)} .

The following lemma provides a bound on the advantage gap between the original
game and a game with a punctured oracle by considering the probability of
FIND =T.
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Lemma 4 (Semi-classical O2H Technique [1, Theorem 1]). Let H: R x
M—=Yand § C R x M, and z be a bitstring. (S, H, and z are taken from
arbitrary joint distribution.) For any quantum adversary A issuing at most qqro
(quantum) random oracle queries to H,

Pr[1 “ A‘H>(z)] —Pr [1 « AM\S) () AFIND = J_} ‘

< /(o + 1) Pr[FIND = T : b« AMS)(2)].

Furthermore, the following provides a bound on Pr[FIND = T : b + AM\S)(2)].

Lemma 5 (Search in Semi-classical Oracle [1, Theorem 2 and Corol-
lary 1]). Let A be a quantum adversary issuing at most qqro (quantum) random
oracle queries to H. Let B (2) be an algorithm that runs as follows: Picks
i <3 [dqro), TUNS AN (2) until just before i-th query, measures a query input
register in the computational basis, and outputs the measurement outcome as
(rym). Then,

Pr [FIND =T:b+ AMS (z)} < 4qqro Pr {(n m) €S :(r,m) B|H>(z)} .

In particular, if for each (r,m) € S, Pr[(r,m) € S] < € (conditioned on z, on
other oracles A has access to, and on other outputs of H), then

Pr [FIND =T:b+ A'H\S>(z)} < Aggroe.

3 Existing Security Proofs

We review the existing security proofs, including our own, and summarize them
in Table 2.

Security Proof in the ROM [0, 30, 53]: Let Tp¢ be a PSF. A reduction of
INV = EUF-CMA of HaS[T, H] in the ROM is given by the lazy sampling
and programming. The INV adversary Bj,, given a challenge (F,y), simulates
the EUF-CMA game played by an adversary Acma as follows: For a random
oracle query (r,m), Bin, returns F(x) for  <— SampDom(F) and stores (r,m, x)
in a database D. If (r,m,x) € D with some z, then B, gives F(x) to Acma.
For a signing query m, Bi,, chooses (r,z) by r <—g R and x < SampDom(F). If
(rym,*) &€ D, Bjn returns (r,x) and stores (r,m, z) in D; otherwise B;,, returns
stored (r, z). From Condition 1 of PSF (F(z) is uniform), Biny can use F(x) as an
output of the random function. Also from Conditions 2 and 3, B;,, can simulate
an honestly generated signature x; < [(H(r;,m;)) by z; <~ SampDom(F). To win
the INV game, By, gives his query y to Acma in one of (gsign + ¢ro + 1) queries
to H. If Acna outputs a valid signature (m*,r*, 2*) and H(r*,m*) = y holds,
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Table 2: Summary of the existing and our security proofs. In “Conditions of
PSF”, v indicates this condition of PSF (see Definition 6) is necessary, and
v''/v? indicate that Condition 2 is relaxed as “A bound § on average of
OF, is negligible” and “e,s = Adv%svpsf (Dps) is negligible”. In “Target scheme”,
d/p/pr stand for the deterministic hash-and-sign, probabilistic hash-and-sign,
and probabilistic hash-and-sign with retry.

Security Conditions Target
proof Security Bound Assumption of PSF  scheme
12 3 4

(1] T ety o CR v v v dp

[ } 2\/((]5ign + %(ngn + Aqro + 1)4) 6ow/inv OW/INV \/ \/ \/ - d/p

ext. of [59] 4Gsign(daro + 1) (2daro + 1) €ow finv OW/INV v v v - d/p

[41] (2(garo + gsign + 1) + 1) €on/iny OW/INV v v v - d/p

3 .
[17] % (Enma + %Qq%o\/g"_ Gsign (5 + T;g?)) EUF-NMA - viv — p
2 r0+12€inv+6s+§;in\/@
ours 02 N INV. V2 pfpr
+2(quo + 2) \/%
ours ps T 2sig [R] EUF-NMA —v2— —  p/pr

+2(gqro + 2)4/ 7(15@?7;?5@"

owrs  (2qro + 1)*on/iny + SGsgny/ TR OW/INV v v v = p

Binv can win the INV game by outputting z*. Since H(r*,m*) = y holds with
we have Advﬁgsl?}cpgffﬁ (Acmac) < (gsign + gro + 1)AdVIle;/(Bim,), where
8

Acmac is an adversary who makes only classical queries

Sakumoto et al. [53] extended the above proof to the probabilistic hash-and-
sign with retry assuming non-PSF trapdoor functions. For a random oracle query
(rym), Biny returns y <—g Y and saves (r,m,y) in the database D’. For a signing
query m;, Bin, takes r; <—g R and x; + SampDom(F). If (r;,x,%) € D', Biny
aborts the game; otherwise, Bi,, stores (r;, m;, F(x;)) in D' and outputs (r;, x;).
There is an issue in the programming F(z) instead of y <—g ). Since we do not
assume Condition 1 of PSF, F(x) is not necessarily uniform. Therefore, the
output of H becomes biased, and their security proof is flawed.

8 AdVIrI:;S\:(BinV) = AdV%}Z(BOW) holds (D is defined as SampDom(F) in the OW game
(see Fig. 3)) since the OW adversary can simulate the INV game by giving a uniform
y = F(z) to the INV adversary, and vice versa.
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Security Proof by Semi-constant Distribution [01]: Zhandry showed the reduc-
tion from the OW assumption of trapdoor permutation in the QROM using a
technique called semi-constant distribution, which leads to a reduction from the
INV assumption of PSF. B;,, simulates the EUF-CMA game by generating sig-
natures without the trapdoor as the above security proof in the ROM. Instead of
adaptively programming H, B, replaces H as H' = F(DetSampDom(F, H(r, m))),
where DetSampDom is a deterministic function of SampDom and H g WRXM
is a random function to output randomness for DetSampDom [14]. From Con-
dition 1, H’ is indistinguishable from H.

The INV adversary Bi,, programs H’ that outputs y with probability e (semi-
constant distribution). In the signing oracle, if H'(r;, m;) outputs y, Bi,, aborts
this game. A bound on the statistical distance between the random function
and the programmed one with the semi-constant distribution is %(qsign + Gqro +
1)%€? [61, Corollary 4.3]. When Acm, wins the EUF-CMA game, B, can win
the INV game with probability (1 — €)% & € — gsigne®. Minimizing the bound
1AdvITNY (qsign + %(qsign + qqro + 1)4) e gives [61, Theorem 5.3

_CM 8
AdVEESl?TiIf\,Iﬁ] (Acma) S 2\/<Qsign + = 3 (QSlgn + dqro + ) ) Adv INV(BinV).

Application of Lifting Theorem [50]: Yamakawa and Zhandry gave the lifting
theorem for search-type games. As an application of the lifting theorem, they

showed AdvggF’Nl\'IA(Anma) < (2qqro + 1)2AdvggF’Nl\lA(Anmac), where Apmac is
an EUF-NMA adversary making classical queries to H [59, Corollary 4.10].

For a hash-and-sign signature HaS[T e, H], they showed AdVEESF[-}(;If\:Iﬁ} (Acma) <

4qs,gnAdVEESFTN1f\[,$] (Anma) [99, Theorem 4.11]. Extending the results of [59] using
the security proof in the ROM, we have a bound:

Adv EESFTC>I|'|A] (Acma) < 4QS|gn (qclro + 1)(2qclro + 1) AdVINV(Bi”V)'

Reduction from EUF-NMA for WPSF [17]: The security proofs mentioned
above hold only if the underlying trapdoor function is PSF. To relax the condi-
tions on trapdoor functions, Chailloux and Debris-Alazard gave EUF-NMA =
EUF-CMA for the probabilistic hash-and-sign”. The authors assumed a WPSF
with Condition 3 and a weaker version of Condition 2, that is, there is a
bound ¢ on the average of statistical distance dr ) = A(SampDom(F),(U())))
over all (F, 1) «— Gen(1*). Let Tpsf be a WPSF. The EUF-NMA adversary Anma
replaces the random function H by H’, which outputs H(r,m) with probability
% and F(DetSampDom(F,w)) with probability % A bound on the advantage of

9 The authors of [17] defined a problem called claw with random function problem;
however, its definition is identical to EUF-NMA game for hash-and-sign.
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distinguishing H from H’ is fqgr/ozx/g. The authors gave [17, Theorem 2]

] 8r 3 ;
AV (Aone) < 3 (AR (ome) + oV B i (54 222
(1)

Reduction from Collision-resistance [1/]: Boneh et al. [14] gave a reduction from
the CR of a PSF T, to the SEUF-CMA security of HaS[T e, H]. The CR adver-
sary Be given F simulates the SEUF-CMA game for Acm,. For a random func-
tion H «<—g WR*M_ B replaces H as H'(r,m) = F(DetSampDom(F,H(r,m))),
where H and H’ are indistinguishable from Condition 1. Also, B, simulates
the signing oracle using Conditions 2 and 3. If Ay, wins, then F(z*) =
H'(r*,m*) = F(2') holds for ' = DetSampDom(F,H(r*,m*)). When z* # ',
Bo can obtain a collision pair (z*,z’). Since x* # 2z’ holds with probability
1 —27«09e(V) (see Condition 4),

. | 1
AdVﬂE;sJ[FT—pgl}ri? (-Acma) = mAdvgg(Bcr)~ (2>
Concurrent Work [/1]: Liu, Jiang, and Zhao [11] showed OW = EUF-CMA for
the deterministic/probabilistic hash-and-sign based on trapdoor permutations
in the QROM. Their reduction can be extended to INV = EUF-CMA for the
deterministic/probabilistic hash-and-sign based on PSFs. As in [18, 14, 61], the
random function H is replaced as H' = F(DetSampDom(F, H(mn))) to answer the
signing queries without using the trapdoor. From Condition 1, this modification
does not incur any security loss. Then, their reduction uses the measure-and-
reprogram technique [23, Theorem 2] (see Lemma 2 in Section 2.7) as in our
security proof. Their reduction has a security bound that includes gsign in the
multiplicative loss:'°

ARSI (Aams) < (2ago + tsgn + 1)+ 1*ADE] (A). (3)

4 New Security Proof

The main theorem is as follows:

Theorem 1 (INV = EUF-CMA (Main Theorem)). For any quantum
EUF-CMA adversary Acma of HaS[Twpst, H] issuing at most gsign classical queries
to the signing oracle and gqro (quantum) random oracle queries to H <—g YRXM
there exist an INV adversary Biny of Tupst and a PS adversary Dps of Twpst
issuing gsign sampling queries such that

AdviRE b (Ama) < (2o + 1)?AAVEY, (Biny) + AdVES (Dpe)

3, qgign qqro 1 qlsign Gsign
+oGsign | — 51— + 2 +2) | ———, 4
2q5 gn |R| (qurO ) |R| ( )

10 Tn the latest version of [41], a term gsign has been removed from Eq. (3); however, we
have identified a flaw in the proof (see Appendix A).
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where gsgn s a bound on the total number of queries to H in all the signing
queries, and the running times of Biny and Dps are about that of Acma.
If Acma makes only classical random oracle queries ¢, times, then

AdVEES%I%?sﬁ"] (Acma) < ((Jro + 1)Advlrl\vt::f(8i”") + Adv%s”’s‘ (DpS)

’ q/sign + Gro + 1

q/. — Gsi
sign sign
+ Gsign ‘R| + (Qro + 1) Slen__‘slen .

R

Proof. In the beginning, we show that we can set qgign as qlsign = %CIsign for
some constant ¢ > 1, where p = Pr[z # L :y<+g Y,z < I(y)]. In glign trials,
at least gsign signatures are generated if the number of successful trials (where
[(H(r,m)) outputs a preimage) is gsign Or more. Let S be a random variable for
the number of successful trials. E(S) = pglign = Gsign holds. From the Chernoff

bound, we have Pr[S < (1 — )E(S)] < e 27E(S) Substituting = %,
the LHS becomes Pr[S < gsign — 1] that is a probability that we cannot generate
Gsign Signatures with gggn trials. Since we set glign = ﬁqSign, the exponent of the

RHS becomes —% > —%qsign and the bound on Pr[S < gsgn — 1]
becomes negligible for gsign = w(log(A)).
In the upcoming proof, we will explain the proofs in parallel for both the

ROM and QROM. For the figures, we will use notations assuming the QROM.

EUF-NMA = EUF-CMA: Figs. 9 and 10 show the games and simulations
described below. Without loss of generality, we assume that A.,, makes a query
(r*,m*) (the final ouput) to H. Then, the total number of queries to H is ¢y, + 1
(classical) or gqro + 1 (quantum).

GAME Gy (EUF-CMA game): This is the original EUF-CMA game and
Pr[Gglm = 1] = Advijg7om ) (Acma) holds.

GAME G, (adaptive reprogramming of H): The signing oracle Sign" uniformly
chooses y; and reprograms H := H(m)=vi until I(y;) does not output L
(see Lines 3 to 5 in Sign" for G;). Considering the number of retries, H is
reprogrammed for at most gggn times.

ROM: When the signing oracle has not chosen the same r; in Line 2 of
Sign" more than twice, and the chosen r; has not been queried to H in ad-
vance, there is no difference in the advantages between Gy and G;. Therefore,

|Plr[G54c'“a = 1] —Pr [Gf‘“ma = 1] | < Glign 7(";*"";5‘“’4_1 holds.

QROM: The AR adversary D,, can simulate Go/Gy (the top row of Fig. 10).
If D, plays ARy, D, simulates Gg; otherwise it simulates G;. From Lemma 1,

we have |Pr [G64°’"a:>1] — Pr[Gf‘“maz>l]| < AdVﬁR(Da,) < %q;igm / %.

GAME Gg (pre-choosing r for unsuccessful trials): In the beginning, the chal-
lenger chooses r <—g R for qéign — Gsign times and keeps them in a sequence
S (elements of S are ordered and may be duplicated.). In the signing oracle,
r; = Sletr] is used for reprogramming if 1(y;) outputs L for y; <3 ) (see
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Ok W N K

<N

GAME: Go—Gl

Q:=0
H g nyM
(F,1) + Gen(1*)
(m*, r* %) « AZEIW(F)
if m* € Q then

return 0

return F(z™) < H(r*, m™)

Sign"(m;) for Go

1 repeat

2 T g R

3 x; « I(H(ri,my;))
4 until z; # L

5 Q:=0U{m;}

6

return (r;,z;)

Sign"'(m;) for G,

1

2
3
4
5
6
7
8

repeat

Ty g R

Yi s YV

z; < 1(y:)

H = H(mm) =y
until z; # L
Q = Q U {mz}

return (r;,x;)

© W0 N0 o A~ N K

GAME: Go

Q=10
H g nyM
ctr :=0
S:=10
for ] S [q/sign - (]sign} do
T g R
S =8SuU{r}
(F,1) < Gen(1?)
(m*, r*,a%) « AZE I (F)

SignH (m7) fOr Go

1 repeat

2 Yi+s )Y

a if x; = L then
5 ctr :=ctr + 1
6 r; == Slctr]

7 else

8 ri <g R

9 H := H(rom) =y
10 until z; # L

10 if m* € Q then
11 return 0 11 Q:=Q9U{m;}
? 12 return (r;,xz;)
12 return F(z™) =H(r",m™)
GAME: G3-Gs Sign" (m,;) for G Sign"(m;) for G4
1 Q=10 1 repeat 1 repeat
2 H g YRXM 2 yi<s Y 2y sV
3 FIND := L 3 €T — I(yi) 3 T |(yi)
4 ctr:=0 a4 if z; = 1 then 4 until z; # L
5 S:=10 5 ctr :=ctr + 1 5 1 <g R
6 for ] S [q/sign - QSign] do 6 i = S[CtT] 6 H:= H(7‘,,’m,,)>—>y,
7 r<+gR 7  else 7 Q= QU {m;}
8 S =8SU {T} 8 T g R 8 return (Ti7xi)
o " ={(r,m):7r€8S,meM} o H:i= Himid—v
10 (F,1) « Gen(1*) 10 until z; # L Sign"'(m;) for Gs
1 (m*, et a) - ASER IS (Fy 1t Q= QU {mi} 1 @;  SampDom(F)
12 if m* € QUFIND = T then 12 return (rj,z;) 27 R
13 return 0 3 H:= H(rim)—=F(z:)
14 return F(z*) = H(r*, m") : Q= QU {m;}

return (r;, x;)

Fig.9: Games for EUF-NMA = EUF-CMA. The modifications from the pre-
vious game are highlighted in red text.

Lines 6 and 9 of Signt for Gy), where S[j] is j-th element of S and ctr is a
counter that increments just before using S|ctr].

ROM and QROM: In Gy, the challenger can choose r; in the beginning since
r; is chosen independently of m; queried by Acma. Also, r; is always uni-
formly chosen whatever I(y;) outputs. Therefore, the challenger can use r;
chosen in the beginning only when I(y) outputs L. Hence, Pr[Gf‘“mail] =

Pr [Gf‘cma = 1] holds.
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DIf) () simulates Go /Gy SigneRePro (41
1 Q=90 1 repeat
2 (F,1) < Gen(1* 2 7 + Repro(m;)
(P et i s @y (Hy(riam.)
3 (m*,r*,z*) + A (F) o
. * cma 4 until x; # L
4 if m™ € Q then o ]
5 Q:=90U{m;}
5 return 0
) 6 return (r;,x;)
6 return F(z™) =Hy(r™, m™)
D™ (F) simulates Gy /Gs Sign™Samples (43.,)
1 0:=0 1 x; < Sample, ()
2H<—$yRXM 2 7, g R
3 FIND := | 3 H:= H(r,,m”»—»F(z,)
4 S:=0 4Q::QU{mi}
5 for j € [qhign — Gsign] do 5 return (r;,z;)
6 r<g R
7 S§=8SuU{r}
8 " ={(r,m):r€ S me M}
o (m*,r*, a*) « ASELIMST) (F)
10 if m* € Q VFIND = T then
11 return 0
12 return F(z™) < H(r*, m™)
Al (F) simulates G Sign™ (m.)
1 9Q:=0 1 x; + SampDom(F)
2 H :=H 2 s R
3 FIND := L 3 H/ = H/(rimi)—=F(z)
a4 8:=10 4 Q= QU {m}
5 for j € [qtign — Gsign] dO 5 return (r;,x;)
6 T g
7 S=8Su{r}
8 S"={(r,m):r€8S,me M}
9 (m*,r*,z") + Afjﬁ;‘“H/\S’>(F)
10 if m* € Q VFIND = T then
11 return 0
12 return F(z™) < H (r*, m*)

Fig. 10: Simulations for EUF-NMA = EUF-CMA

GAME G3 (puncturing H): Let &’ = {(r,m) : r € §,m € M} be a set induced
by S. Instead of H, Acma makes queries to H\S' (H punctured by S&’). Also,
Gs outputs 0 if FIND = T (see the definitions of H\S’ and FIND in Defini-
tion 10).

ROM: Since H\S’ is purely classical, FIND becomes T with at most (g, +

1) % _di; therefore, [Pr[G3™ = 1] — Pr[Ggm =1]| < (go+1) L2 holds.

QROM: We use Lemma 4 to bound |Pr [Gﬁ‘t”"a = 1} — PI“[Gg'Acma = 1] | Suppose
that Pr [Gﬁ‘tc’"a = 1] =Pr {1 — .A?,EQ"H)(F)}. Since Gz uses H\S' and outputs 0

if FIND = T, we have Pr[Gi=1] = Pr[1 « AZ5"¥/(F) AFIND = 1
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GAME: G} SignH(mi) for G4
1 Q=90 1 repeat
2 H g YTXM 2 oy
3 S:=10 3 m; — I(ys)
4 for j € [gkgn] do 4 until z; # L
5 r<gs R 5 17, g R
6 S=8SuU{r} 6 H:= H(rimd—u:
78 ={(r,m):r€8meM} 7 Q= QU {m;}
8 (F,1) « Gen(1?) 8 return (r;, x;)
o (r',m’) « B3EnIW (F)

?
10 return (r',m’) € S’

Fig. 11: A game G/ used in the application of Lemma 5

and Pr[FIND = T : G = 8] = Pr[FIND = T : b  AGE "5/ (F)]. Then,

|Pr[Gs"m = 1] —Pr[Gglm=1]| < \/ (ggro + 2) Pr[FIND=T : Gg*==b], (5)

by Lemma 4. We will show a bound on Eq. (5) after defining Gy.

GAME Gy (reprogramming only for successful trials): The signing oracle repro-

grams H := H("m)=vi only for r7; + R, y; g Y, and x; < |(y;) satisfying
x; # L. Notice that Acma makes queries to the punctured oracle H\S'.

ROM: Since Acma cannot distinguish whether H is reprogrammed for (r,m) €
S if FIND = L, Pr[G3“™=1] = Pr[G3* = 1] holds.

QROM: If the measurements of |fs/(r,m)) are 0 for all queries (FIND = L),
then Acma’s queries never contain any (r,m) € &’ and A¢ma cannot obtain
H(r,m) for (r,m) € &’. Hence, if FIND = 1, then An, cannot distinguish
whether H is reprogrammed at (r,m) € &’ in Gz or not in G4 and we have

Pr[FIND = L : G§* =b| = Pr[FIND = L : Gf“m=b] (6)

(as Lemma 3). Especially, if Gz or G4 outputs 1, then FIND should be L
(Line 12 of G3-Gs). Thus, Pr [G{f‘cmail] = Pr[chmail] holds. Moreover,
Pr[FIND=T : Gg*=b] = Pr[FIND=T : G§**=b] holds from Eq. (6).
Let G} be a game given in Fig. 11 (identical to G4 except that Bema out-
puts (r’,m’) and H is not punctured). Choosing j <—s [gqro + 1], Bema runs
Acma playing G4. Just before A, makes j-th query to H, B.na measures
a query input register of Acma and outputs the measurement outcome as
(r',m’). Since the oracles of G/ reveal no information on S, Bema has no infor-

mation on S; therefore, Pr[GﬁBc”‘aﬁl} <Pr[r' e8] < % holds. Hence,

Pr[FIND =T: Gf‘”‘a=>b] < 4(qqro + 1)% holds from Lemma 5 and an

Qhign— Gsign

upper bound on Eq. (5) is 2(gqro + 2)\/‘7T|

GAME G5 (simulating the signing oracle by SampDom): The signing oracle gen-

erates signatures by r; < R and x; < SampDom(F).
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ROM and QROM: The PS adversary Dps can simulate G4/Gs as in the sec-
ond row of Fig. 10. If Dys plays PSg, the procedures of the original and sim-
ulated G4 are identical. If Dps plays PSi, he simulates Gs. Thus, we have
[Pr[Gi'm = 1] — Pr[Gg =1]| < Advy, (Dps).

We show that the EUF-NMA adversary Anma can simulate Gy as in the bottom
row of Fig. 10. In the simulation, Acm, makes queries to H'\S’, where H’" outputs
whatever H outputs except for {(r;,m;) }ic(gq,,]- Since m* & Q holds if Acma wins,
H'(r*,m*) = H(r*,m*) holds for (m*,r*, z*) that Acma returns. Therefore, Anma
wins his game if Acyn, wins the EUF-CMA game. Hence, A,ma can perfectly
simulate Gs with the same number of queries and almost the same running time
as Acma, and Pr[Gg‘Cm =1] < Advﬁ?ﬁﬁi{% (Anma) holds. We finally stress that
the number of queries Anma made to H is gqro rather than gqro + Gsign since Anma
never queries to its random oracle in the simulation of the signature.
Summing up, we have

Adviis o b (Acma) < AdVig T by (Anma) + AdVED(Dps)

3 / qgign + Qqro + 1 qgign — Gsign
= Qligny | T 4 2(gro + 2) 4 | T 7
+2Cng |R| (qu"' ) |R| ( )

INV = EUF-NMA: We use different techniques for the ROM and the QROM.

ROM: Given a challenge y, the INV adversary Bi,, randomly picks one of queries
to H and reprograms H and H("™=¥ If A, ... wins his game with (m*, r*, z*) and
H(r*,m*) = y holds, Bi,, can win the INV game with z*. Since H(r*,m*) = y

holds with probability ﬁ, Advﬁgs?}igﬁ] (Anma) < (gro + 1)AdVINvf ( Binv)~

QROM: We use Lemma 2. Let S be a two-stage algorithm that consists of S;
and S and runs A,m, in the EUF-NMA game as follows:

Choose (i,6) «s ([dao] X {0,1}) U {(daro + 1,0)}.

Run A,m, with H until i-th query.

Measure i-th query and output (r,m) as the output of S;.
Given a random 6, reprogram H’ = H(m)—0,

If i = gqro + 1, then go to Step 8.

Answer i-th query with H (if b= 0) or H’' (it b = 1).

Run A,m, with H” until the end.

Output Anma’s output (m*,r*,z*) as the output of S,.

O NSO WD

The INV adversary B;,, runs S. Since y is uniform in the INV game, Bj,, can
set the input for Sy as 6 :=y. When the predicate is F(z) = H(r m), we have

Pr [(r, m) = (F,m)AF(z)=y: (r,m) + Sf‘""‘a(), (m,r,x) + Sf"’“a(y)}
1

ZW Pr{(?",m) = (7,m) AF(x) = H(r,m) : (m,r,z) « A" (F )] 7
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for any (#,m) € R X M from Lemma 2. By summing over all (#,71) € R x M,

Pr|F(z) =y : (r,m) < S (), (m, 7, 2) = S5 (y)
1

> Gy Pr[F@) = Hoam) s (o) = ARG 9

Notice that the probability in the RHS of Eq. (8) is the EUF-NMA advan-
tage. Also, AdVITliZf(Binv) > Pr{F(x) =y:(r,m) Sft"ma(), (m,r,z) SéAnma (y)}
holds since Bi,, runs S. Hence, we have

AdVEEsEE_Tmﬁ] (Anma) < (2qqro + 1)2AdVINV (Biny)- 9)

Twpsf
From Egs. (7) and (9), we have Eq. (4). O

Theorem 1 has the following two advantages:

Advantage 1 (Wide applications): Our reduction gives security proofs for code-
based and MQ-based hash-and-sign signatures. Relaxation of Condition 2 is
necessary for such applications. The existing security proofs replace the random
function H with H' all at once, requiring statistical indistinguishability between
H and H’. On the other hand, our proof adaptively reprograms H in each signing
query. This approach enables us to provide the security proof under a weaker
assumption compared to the one required by PSF, namely, a trapdoor function is
WPSF and preimage-simulatable. When considering the PS advantage, the use
of computational indistinguishability leads to further relaxation of requirements
for the trapdoor function.

Advantage 2 (Tighter proof): Our reduction is tighter than the existing ones [61,

]. While we cannot guarantee the optimality of our reduction, we can infer
from several observations that a multiplicative loss of (2¢qo + 1)? appears to be
unavoidable in the generic (black-box) reduction. The reduction incurs a loss of
the number of queries to H, even in the ROM (see Section 3). Second, the security
loss of a generic reduction from ROM to QROM using the lifting theorem [59]
is at least (2gqro + 1)2. Third, in the Fiat-Shamir paradigm, a generic reduction
from arbitrary ID schemes incurs the same security loss (see Remark 4).

We give some remarks on Theorem 1.

Remark 1. If HaS[T,psf, H] adopts the probabilistic hash-and-sign, then gggn =
Gsign holds and the last term of Eq. (4) becomes 0.

Remark 2. We have a tight reduction in EUF-NMA = EUF-CMA with the
security bound of Eq. (7). Comparing this bound with the one presented in [17]
(refer to Eq. (1) in Section 3), we observe that our requirement for T is
weaker, and there are no square-root terms associated with Condition 2.
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Remark 3. When the underlying trapdoor function is PSF (or trapdoor permu-
tation), we have:

-CM 3 ign T Qqro + 1
AdVII:I:ESPETij\’IF/?] (-Acma) < (2q(]ro + 1)2Adv¥\;\f/(6inv) =+ §QSign“ Isig I,}gj 2 .

As HaS|[T e, H].Sign produces a signature without retry (Condition 3), gign =
gsign holds. In the PS game, the outputs of | and SampDom(F) are equivalent
due to Condition 2, resulting in Adv%?sf (Dps) = 0. This bound is tighter than
existing ones for HaS[T e, H] (see Table 2).

Remark 4. Grilo et al. showed a tight reduction of EUF-NMA = EUF-CMA
in the Fiat-Shamir paradigm, assuming that the underlying ID scheme is honest
verifier zero-knowledge (HVZK) [32, Theorem 3]. Also, Don et al. gave a generic
reduction in the Fiat-Shamir transform of arbitrary ID schemes with a security
loss (2gqro + 1)? [24, Theorem 8]. The above reductions use the tight adaptive
reprogramming technique and the measure-and-reprogram technique.

4.1 Extension to sEUF-CMA Security
If F is injective, HaS[Typsf, H] is SEUF-CMA secure.

Corollary 1 (INV = sEUF-CMA). Suppose that F of Tt is an injection.
For any quantum SEUF-CMA adversary Acma of HaS[Twpst, H] issuing at most
Gsign classical queries to the signing oracle and qqro (quantum) random oracle
queries to H g YR*M  there exist an INV adversary Bin, of Twpst and a PS
adversary Dps of Tuwpst 155UINg gsign sampling queries such that

AdviEer oM (Acma) < (24qr0 + 1)?AdVT, Y (Biny) + AdvT, (Dps)

3 / q/sign + qqro +1 qgign — Gsign
+ 5 Gsign — + 2(q ro + 2) T E—— (10)
g e R . R]

where qgign is a bound on the total number of queries to H in all the signing
queries, and the running times of Biny and Dps are about that of Acma-

Proof. The SEUF-CMA game outputs 0 if (m*,r*,2*) € Q'. Due to the injec-
tion of F, if (m*,r*) = (my,r;), it implies * = x;. Therefore, we can rephrase
the condition for outputting 0 as follows: the game outputs 0 if (m*,r*) € Q',
where Q' = {(m;,7:) }ic[qy,,]- With this reinterpretation, we demonstrate that
the same bound as Eq. (7) holds for EUF-NMA = sEUF-CMA.

In Corollary 1, we can use the same games as defined in Theorem 1, and
the bound on |Pr [G(;‘“‘”él] — Pr[GgACm"’:xlﬂ remains unchanged. In the sim-
ulation of Gj (see the bottom row of Fig. 10), Acma uses H'\S’ reprogrammed
on {(7i,M:) }ie[qy instead of the original H. By (m*,r*) ¢ Q', H'(r*,m*) =
H(r*,m*) holds and A,m, can win his game if F(z*) = H'(r*, m*). Therefore,
Pr[GEf‘“’“él] < AdVEESF['TTi\:ﬁ” (Anma) holds. Hence, Eq. (7) holds. m|
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4.2 Applications of New Security Proof

By applying Theorem 1, we can establish security proofs for Wave [2], the orig-

inal/modified UOV signatures [39, 53], the modified HFE signature [53], and
MAYO [10]. Additionally, by utilizing Corollary 1, we can provide a security
proof for the modified CFS signature [20]. Essentially, it is sufficient to directly

apply Theorem 1 or Corollary 1; however, we need to derive bounds on the PS
advantage, denoted by eps. We briefly explain ideas behind bounding eps (see the
complete proofs in Appendix B).

Modified CFS signature: An invertible subset of Y, that is, V' = {y : I(y) # L},
is a set of decodable syndromes of a Goppa code and the domain X" of F is a set
of corresponding errors. Given the relationship between X and ), there exists
a one-to-one correspondence between x € X and y € ), and consequently,
F is an injection (Corollary 1 is applied). Therefore, a preimage generated
after retries is uniform over X', and thus, SampDom(F), that is, z <—g X, can
perfectly simulate the preimage. Hence, e, = 0 holds.

Wave: Wave adopts the probabilistic hash-and-sign (Eq. (7) is applied.) and
its trapdoor function is average trapdoor PSF (ATPSF) [17] that is a special
case of WPSF satisfying:

1. There is a bound § on the average of 5, over all (F,l) < Gen(1}),
where dr | = A(SampDom(F), [(U()))) is a statistical distance between
SampDom(F) and I(y) for y <— YV (relaxed Condition 2).

2. I(y) outputs z satisfying F(x) = y for any y € Y (Condition 3).

Applying the union bound over gsgn signing queries, we have €ps < gsign0.

Original UOV signature: Since there is no known statistical bound on eps, we
must assume the computational hardness of the PS game.

Modified UOV/HFE signatures: Since a preimage generated after retries follows
a uniform distribution as shown in [53],  <— SampDom(F), that is, z <—g X,
can perfectly simulate the preimage; therefore, we have €,s = 0.

MAYO: MAYO adopts the probabilistic hash-and-sign (Eq. (7) is applied.) and
its trapdoor | iteratively retries a part of x called vinegar variables until a
specific condition is met. If | consistently outputs x without needing to retry
the vinegar variables, then SampDom(F) (z <—¢ X) can perfectly simulate the
preimage, and eps = 0 holds. Let 7 be a bound on the probability of | retrying
the vinegar variables. MAYO’s parameter sets ensure that 1 — gsgn7 > %
holds, where the expected gsign aligns with the security levels [10].

QR-UOV [29], PROV [206], and GeMSS [16] are provable secure since they follow
the modified UOV /HFE signatures. If Rainbow [22] makes the same modification
as the modified UOV signature, the scheme can be provably secure.

4.3 Extenstion to Security Proof of Fiat-Shamir with Aborts

The Fiat-Shamir with aborts paradigm [12] shares a similar structure with the
probabilistic hash-and-sign with retry. Concurrent works by Devevey et al. [21]
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and Barbosa et al. [3] demonstrate reductions of EUF-NMA = EUF-CMA
for the Fiat-Shamir with aborts. Devevey et al. rely on the strong HVZK as-
sumption [21, Definition 6], which allows for statistical simulation of protocol
outputs even in cases of failure. Their proof uses the tight adaptive reprogram-
ming technique to alter the signing oracle such that the EUF-NMA adversary
can simulate using the statistical HVZK. In contrast, Barbosa et al. assume a
weaker assumption called accepting HVZK assumption, which assumes that pro-
tocol outputs can be statistically simulated if the protocol does not fail [3, Defi-
nition 1]. This assumption closely aligns with the idea that a trapdoor function is
statistically preimage-simulatable (see Definition 7). Essentially, their approach
aligns with ours, involving the adaptive reprogramming followed by canceling
the reprogramming during retries.

Given the structural similarity to the probabilistic hash-and-sign with retry,
it is natural to explore the possibility of establishing a security proof for the
Fiat-Shamir with aborts using the same techniques as presented in Theorem 1.
In Appendix G, we present an alternative tight reduction of EUF-NMA =
EUF-CMA for the Fiat-Shamir with aborts. The security bound, assuming the
accepting HVZK, is almost identical to that of Barbosa et al. [3, Theorem 2].

5 Security Proof of Hash-and-Sign with Prefix Hashing
in Multi-key Setting

In prefix hashing, the hash function H includes a small unpredictable portion of
the verification key. Let H: U x R x M — ) be a hash function and HaSP"[T, H, E]
be a signature scheme adopting the probabilistic hash-and-sign with retry and
prefix hashing, where E: Y* — U is a deterministic function to extract a small
unpredictable part of F into a key ID u € Y. We assume that E(F) is uniform
over U for (F,1) + Gen(1*)!!. For a message m, HaSP"[T,H, E].Sign repeats
r ¢ R and z < I(H(E(F),r,m)) until z # L holds, and outputs (r,z). For
a verification key F, a message m, and a signature (r,z), HaSP"[T,H, E].Vrfy
verifies by F(z) < H(E(F),r,m).

We show that M-INV = M-EUF-CMA and M-CR = M-sEUF-CMA
hold without any security loss in the number of keys guey (see Lemma 8 in Ap-
pendix D and Lemma 9 in Appendix E). We note that there exist trivial reduc-
tions: Advi™™V (Binyn) < Gkey AV (Biny) and Advy™ R (Bem) < qrey AdvE® (Ber).
To address this issue, we propose a generic method to show reductions from INV
or CR by assuming the hardness of the computational problem on keys’ distri-
butions.

Let {F;};e[qe.,) be verification keys generated by Gen of a trapdoor fucntion
T. Given a verification key F’: X’ — )’ generated by Gen’ of another trapdoor
function T’ we simulate {F;};c(g.,) by {LjoF 0R;}jc(qq,]> Where Lj: V' — Y and
Rj: & — X'. Let D, and Dgr be some distributions of L; and R;. We note that

11 If unpredictable parts do not exist or are computationally expensive to include in
H, a fixed nonce can be used instead (the nonce is put in the verification key).
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GAME: ST, NewKey, () NewKey; ()

1 (F/,1") « Gen’(1) 1 (Fj,1;) < Gen(1%) 1L <D

2 b* + DY) 2 return F; 2 Rj < Dr ,

3 return b* 3 F;:=Lj0F oR;
4 return F;

Fig.12: ST (Sandwich Transformation) game

the domains and ranges of F’ and F ;'s may differ. We define a new game to give
a bound on the distinguishing advantage of {F;};c(q., and {L;j o F" o R;}jcig.1-

Definition 11 (ST (Sandwich Transformation) Game). Let T and T’ be
trapdoor functions. Using a game given in Fig. 12, we define an advantage func-
tion of an adversary Dg playing the ST game against T and T’ as AdV%TT/ (Dst) =

[Pr[STP*=1] — Pr[STT*=1]|.

We have the following reductions assuming some conditions on L; and R;
(see the proofs in Appendices D and E.).

Lemma 6 (INV + ST = M-EUF-CMA). Let T’ be a trapdoor function
with F': X' — Y. Suppose that L;j: Y — Y and R;: X — X' are used to simulate
F; bylLjo F'oR; in the ST game, where L; is a bijection.

For any quantum M-EUF-CMA adversary Acman of HaSP"[Tupst, H, E] with
Qrey keys and issuing at most gsign classical queries to the signing oracle and
daro (quantum) random oracle queries to H g YUXRXM there exist an INV
adversary Biny of T', an M-PS adversary Dpsm of Twpsf With quey instances and
issuing gsign sampling queries, and an ST adversary Ds of (Twpst, T') issuing
Qrey Mew key queries such that

Advisgn o g (Acman) < (20gr0 + 1)*AdvEY (Biny) + AdVELES (Dpen)

psf

3 Sign + gqro + 1
+ Adv—sl:vl:psf,T’(DSt) + iqlsign %

2
qgign — Gsign + Qiey

+2(quo+2) |R| |Z/[| 5 (11>

where qgign is a bound on the total number of queries to H in all the signing
queries and the running times of Biny, Dpsm, and Dg are about that of Acmam.

Lemma 7 (CR + ST = M-sEUF-CMA). Let T’ be a trapdoor function
with F': X' — Y. Suppose that Li: Y = YandR;: X — X' are used to simulate
F; bylLjo F'o R; in the ST game, where L; and R; are injections.

For any quantum M-SEUF-CMA adversary Acman of HaSPM [T st, H, E] with
Qrey keys and issuing at most qsign classical queries to the signing oracle and qqro
(quantum) random oracle queries to H <—g YUXRXM “there exist a CR adversary
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Be of T and an ST adversary Ds of (Tpst, T') issuing quey new key queries such
that

2
e
(AQVER(Bar) + AdVEL, 1/(Dy)) + 2

| | 1
M-sEUF-CMA
AdVHagph[Tps(,H,E] (Acmam) < Ul

— 1—9-w(log(}))
where the running times of Be, and D are about that of Acmam.

In Appendix F, we apply the generic method to some frameworks of hash-
and-sign signatures in lattice-based, code-based, and MQ-based cryptography.
To bound the ST advantage, we introduce multi-instance variants of established
computational problems in code-based and MQ-based cryptography, that is, per-
mutation/linear equivalence [51] and morphism of polynomials [50].

Open problems: There are two open problems for the generic method. First,
the computational problems used for bounding the ST advantage have not been
studied deeply; therefore, future studies are necessary to guarantee the hardness
of the problems. Second, we currently fail to use the generic method to show the
M-EUF-CMA security under adaptive corruptions of signing keys. Solving this
issue is the second open problem.
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trapdoor permutation and H € M. In the security proof, the random function
H is replaced by H = F(H(m)), where H <—g X, and the signing oracle returns
H (m). The security proof relies on the measure-and-reprogram technique [32] and
involves a two-stage algorithm S composed of S; and Sy, which interacts with
Acma in the modified EUF-CMA game. The algorithm S behaves as follows:

Choose (i,b) <3 ([q] x {0,1}) U{(¢+ 1,0)}.

Run Acma with H until 4-th query.

Measure i-th query and output m as the output of S;.
Given a random 6, reprogram H = H™—*,

If i = ¢ + 1, then go to Step 8.

Answer i-th query with H (if b = 0) or H’ (if b= 1).
Run Ay, with H’ until the end.

Output Acma’s output (m*, z*) as the output of Ss.

® N oot W =

The authors argue that the following inequality holds from Lemma 2.

Priz=60:m«+ Sf‘“ma(), (m,x) + Sfcma (0)}
> 1
T (2¢+1)?

Pr[x: H(m) : (m,z) « A0, (12)

In the original version published on October 22, 2022, the index 4 is chosen from
all the queries to H (¢ = gqro + ¢sign), While in the latest version, it is chosen
only from queries to H outside the signing oracle (¢ = gqro). The latter implies
that, within the signing oracle, query inputs for H are not measured and H is
not reprogrammed.

If we carefully examine the proof of the measure-and-reprogram technique [32,
Theorem 2], we find issues with the latest version’s approach. In the proof, the
measure-and-reprogram technique relies on the assumption that when applying
1 — |m)Ym| (where 1 is the identity operator) onto the query input register at
the i-th query, the quantum states in the following two cases are identical:

— Answers the i-th query by H and responds to subsequent queries by H’.
— Answers the i-th query by H and responds to subsequent queries by H’.

If ¢ indicates the index of queries to H outside the signing oracle, either H (in the
first case) or H' (in the second case) is queried in the signing oracle between the
i-th and (i 4 1)-th queries. Due to this difference in the signing oracle’s behavior,
the quantum states are not necessarily identical. The authors claim that queries
to H within the signing oracle can be disregarded based on the observation that
when Acma does not output 0, it implies that the observed m has not been
queried for the signing oracle. However, they need to clearly demonstrate how
this fact affects the above assumption and Eq. (12).
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B Security Proofs of Hash-and-sign Signatures by
Theorem 1 and Corollary 1

This section shows the applications of Theorem 1 and Corollary 1 to some code-
based and MQ-based hash-and-sign signatures.

B.1 Code-based Cryptography

Application to the Modified CSF Signature: Dallot [20] proposed a modification
to the CFS signature, that is, the adaption of the probabilistic hash-and-sign
with retry. For the details of the (modified) CFS signature, see Appendix C.1.
Let Tets = (Gengss, Fefs, lets) be the underlying trapdoor function of the modified
CFS signature and X, <; = {x € F§ : 0 < hw(z) < t} be a domain of Fes,
where hw(z) denotes a Hamming weight of x. Feis = UHoP (Fegs @ Xp<t —
Fgfk) consists of a parity-check matrix of an (n, k)-binary Goppa code Hy €
FY9%™ an invertible matrix U € FS" ™% "and a permutation matrix
P € F3*". Since we assume that the (n, k)-binary Goppa code can decode up to
t errors, one-to-one correspondence exists between X, <; and Yge. = {y € ngk :
y(U~1)T is decodable}. Therefore, Fegs @ X, <¢ — Fgfﬁis an injection. Using the
fact, Morozov et al. gave a reduction of INV = sEUF-CMA in the ROM [15,
Theorem 3.1]. We show that the modified CFS signature is SEUF-CMA-secure
in the QROM, assuming that T is non-invertible.

Proposition 1 (INV = sEUF-CMA (Modified CFS Signature)). For
any quantum SEUF-CMA adversary Acma of HaS[Tcs, H] issuing at most gsign
classical queries to the signing oracle and qqro (quantum) random oracle queries
to H <—g YR*M there exists an INV adversary Biny of Tegs such that

-CM 3 [ QLign + Qqro + 1
EUF-CMA INV sign ro
AdViIaS[chs,H] (Aema) < (2q<1r0 + 1)2AdVTCfS (Binv) + iqlsign %

Qtign — Gsign
+ 2(quo + 2) Ta
where gsgn s a bound on the total number of queries to H in all the signing
queries and the running time of Biny is about that of Acma-

Proof. When we define SampDom(Fess) as © g X<t Tefs becomes WPSF.
Since Ff is an injection, we can apply Corollary 1 to the modified CFS signature.
In the PS game, we show that SampDom(F.s) in Sample; can perfectly simulate
x; output by Sampley. From the one-to-one correspondence between &), <; and
Viec, © < lets(y) for y <—g Vae follows U(X, <¢). Also, Sample, outputs z; after
retrying y; <—g Fgfk until legs(y;) # L holds; therefore y; is uniformly chosen
from Yg4e.. Hence, the distribution of x; output by Sample, is equivalent to that
of x; + SampDom(F) and, thus, Adv-chSfs (Dps) = 0 holds. O
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Application to Wave: Wave is a practical and unbroken hash-and-sign signa-
ture [2]. See Appendix C.2 for the details. Wave adopts the probabilistic hash-
and-sign (without retry) and Wave’s trapdoor function Tyave = (GeNwave, Fwaves lwave)
is ATPSF [17] (see Section 4.2). We show that Wave is EUF-CM A-secure using
one of the conditions of ATPSF.

Proposition 2 (INV = EUF-CMA (Wave)). For any quantum EUF-CMA
adversary Acma of HaS[Tyave, H] issuing at most gsign classical queries to the
signing oracle and gqro (quantum) random oracle queries to H <—g YRXM  there
exists an INV adversary Binv of Twave Such that

_CM 3 | Qsign + qqr +1
AdVEESITT(\,iig%H] (Acma) S (Qquo + 1)2AdV¥jxe (Binv)+Qsign6+§QSign 2 |,Rj - )

where the running time of Biny is about that of Acma-

Proof. Since Tyave is ATPSF [17] that is a special case of WPSF, we can apply
Theorem 1 to Wave. From the first condition of ATPSF, there is a bound 4 on the
expectation of g | = A(SampDom(Fuyave); lwave(U(D))); therefore, Adv%sme(Dps) <

Gsignd holds from the union bound. a

Compared with the existing reduction using Eq. (1) [17], the factor of ¢ is
not a square root in our reduction. Also, its security can be proved on the basis
of hardness assumption of the syndrome decoding since there is a tight reduction
from the syndrome decoding to the INV of Tyaye [17, Proposition 8].

B.2 Multivariate-quadratic-based Cryptography

Many schemes based on the UOV [39] and HFE [19] signatures have been pro-
posed. Sakumoto et al. proposed modifications of the schemes adopting the prob-
abilistic hash-and-sign with retry. We prove that the original/modified UOV sig-
natures and the modified HFE signature are EUF-CM A-secure in the QROM
if their trapdoor functions are non-invertible. Also, we prove the EUF-CMA
security of MAYO [10].

Application to the Original UOV Signature: We briefly review the Original UOV
scheme. For the details, see Appendix C.3. Let Tyoy = (GeNyoy, Fuov, luov) be a
trapdoor function used in the original UOV signature. Fyoy = P oS (Fyov: Fy —
Fg) consists of a multivariate quadratic map P : Fy — Fg and an invertible affine
map S: Fy — Fy. Variables in P are called vinegar variables 2* € Fy and oil
variables z° € Fy, where n = v+o. By design of P, P(z?,-) becomes a set of linear
functions on oil variables z° by fixing z". oy chooses z? <—g FZ and obtains z°
after retrying zV until {2° : P(2%,2°) = H(r,m)} # 0 holds (or P(z",2°) has
full-rank). See Fig. 13 for the signing algorithm and |oy.

We show the EUF-CMA security of the original UOV signature in the
QROM if it adopts the probabilistic hash-and-sign.
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HaS[Tyov, H].Sign(luov, m) luov (¥)

1 7+gR 1 repeat

2 = < lyoy(H(r,m)) 2 z2¥ g Fy

3 return (r,z) 3 until {2°: P(z",2°
4 2% g {2°:P(2", 2
5

6

o —
Il
<
Q@
RN
=

x = ST (2Y]2°)
return

Fig. 13: Signature generation algorithm of the original UOV signature

Proposition 3 (INV = EUF-CMA (Original UOV Signature)). For
any quantum EUF-CMA adversary Acma of HaS[Tyov, H] issuing at most gsign
classical queries to the signing oracle and qqro (quantum) random oracle queries
to H < YR*M there exist an INV adversary Biny of Tuov and a PS adversary
Dps of Tuov 85Uing Gsign sampling queries such that

AV (Acms) < (2o + 1AV (Bio) + AdVES, (D)

3 [ Gsign + Qqro + 1
+§QSign e |RTO P

where the running times of Biny and Dps are about that of Acma-

Proof. Defining SampDom(Fyoy) as = <—g Fy, Tuoy becomes WPSF; therefore, we
can apply Theorem 1. O

If Tyov is preimage-simulatable (Adv-liiv(Dps) is negligible), the original UOV
signature is provable secure. However, we must consider the computational in-
distinguishability of x < luo(y) for y < F7 (b = 0) and = < F} (b = 1) in
the PS game since the former x is not uniform. Note that we can apply Propo-
sition 3 to the UOV signature scheme recently submitted to the NIST PQC
standardization [11]'2.

Application to the Modified UOV Signature: Sakumoto et al. [53] proposed the
modified UOV signature to solve the problem of the original one, that is, the
non-uniformity of x < l,o(y). For the details, see Appendix C.3. Let Ty =
(Genmuov; Fmuov, Imuov) be a trapdoor function used in the modified UOV signa-
ture (Genmuoy = Genyoy and Fpuoy = Fuov) and Fig. 14 depicts HaS[T muov, H].Sign
and lyyov- The modified UOV signature retries r instead of z¥ and |yyov is divided
into two functions; I}, o, and 12,0, Ik,0, chooses z¥ <—¢ FJ and 12, finds 2° after
retrying r until {z° : P(z?, 2°) = H(r,m)} # 0 holds. Considering the difference
in the signing procedure, we show the EUF-CMA security of the modified UOV
signature in the QROM.

12 The UOV signature scheme [11] retries the vinegar variable z” until P(z", -) becomes
full rank. As a consequence of retrying z”, z¥ is not uniform.
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HaS[Tmuov, H]-Sign(lmL'OW m) |r1r|uov() Ir2nuov(21)7 y)

1 2% 1L 0 1 2% g Fy 1 if {2°: P(2¥,2°) = y} = 0 then
2 repeat 2 return z? 2 return L

3 r+gR 3 2% 5 {2 : P(z",2°) =y}
4z + 12, (2", H(r,m)) 4 x:=S5"1(z"]2°)

5 until z # L 5 return x

6

return (r,z)

Fig. 14: Signature generation algorithm of the modified UOV signature

Proposition 4 (INV = EUF-CMA (Modified UOV Signature)). For
any quantum EUF-CMA adversary Acma of HaS[Tmuov, H] issuing at most gsign
classical queries to the signing oracle and qqro (quantum) random oracle queries
to H «—g YR*M  there exists an INV adversary Biny of Tmuov such that

-CM 3 [ Qign + +1
AdVEESF[‘T(;iI\fH] (Acma) S (2quo + 1)2AdVI|'1\nI1X,V (Binv) + §qéign Usign |737r0

Sign — si
+ 2<quo + 2) 45|gn|R‘ san )
where qgign is a bound on the total number of queries to H in all the signing
queries and the running time of By, is about that of Acma-

Proof. Defining SampDom(Fuoy) as @ <—g Fy, Tryuoy becomes WPSE. Consider-
ing the signing procedure of the modified UOV signature, we modify the signing
oracles of Go-Gy in the proof of Theorem 1 and Sample,, of the PS game by adding
2V « 1L .0 in the beginning and replacing z; < 1(y;) with x; < 12, ., (2", ¥;).
Then, D,s playing the modified PS game can simulate G4 (b = 0) and G5 (b = 1).
Hence, we can apply Theorem 1 to the modified UOV signature. In Sample,
of the PS game, z; + 12,.,(2",y) for z° < 1. ,.,() after retrying y follows
U(Fy) form [53, Theorem 1] (we show the proof sketch in Appendix C.3); there-
fore, z; < SampDom(Fyu0v) in Sample; is indistinguishable form x; output by
Sample,. Hence, Adv$§u0V (Dps) = 0 holds. O

We can apply Proposition 4 to QR-UOV [29] and PROV [26] without mod-
ification. For Rainbow [22], it requires the same modification as the modified
UOV signature.

Application to the Modified HFE Signature: The modified HFE signature pro-
posed by Sakumoto et al. [53] is designed for the same purpose as the modified
UOV signature. For the details, see Appendix C.4. Let Thfe = (Genmhfe; Fmnfes Imhfe)
be a trapdoor function used in the modified HFE scheme. We show that the
modified HFE signature is EUF-CMA secure.

Proposition 5 (INV = EUF-CMA (Modified HFE Signature)). For
any quantum EUF-CMA adversary Acma of HaS[Tmne, H] issuing at most gsign
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classical queries to the signing oracle and qqro (quantum) random oracle queries
to H < YRXM there exists an INV adversary Biny of Trnfe such that

_CM 3 [ Qlign + Qqro + 1
EUF-CMA INV sign ro
AdVHaS[TmhmH} (Acma) S (2quo + ]~)2AAdVTmhfe (Binv) + iq;ign %

q/sign — Gsign
+ 2(quo + 2) Ta

where gegn s a bound on the total number of queries to H in all the signing
queries and the running time of Biny s about that of Acma-

Proof. Since Fypfe has a domain Fy, we can define SampDom(Fpnte) as @ g Fy.
Then, Tmhfe becomes WPSF and we can apply Theorem 1 to the modified HFE
scheme. The authors of [53] showed that z < lnhfe(y) after retrying y is uniformly
distributed over Fj; (we show the proof sketch in Appendix C.4). Therefore, in
the PS game, z; + SampDom(Fyhte) in Sample; is indistingushable from x;
output by Sampley, and thus, Adv-liihfe (Dps) = 0 holds. O

We can apply Proposition 5 to GeMSS [16].

Application to MAYO: MAYO, proposed by Beullens [10], is a signature scheme
that adopts the probabilistic hash-and-sign and its trapdoor function is based on
UOV. For the details, see Appendix C.5. Let Tmayo = (Ge€Nmayo; Fmayo, Imayo) be a
trapdoor function used in MAYO. lnay finds a preimage z = z¥ 4 2° of y for a
multivariate quadratic map P* : IF’;” — F7'. Once 2V is uniformly chosen from
(Fr=°x{0°})F C Fi", where 0° denotes a vector of o 0s, P*(2¥+1°) = y becomes
a linear system of equations for z°. Inay outputs a preimage after retrying x”
until P*(2¥ 4+ 2°) has full rank. If Iyay outputs = without needing to retry =",
x is uniformly distributed over ]F’;” Let 7 be a bound on the probability that
P*(z¥ + x°) does not have full rank for a random z¥. MAYO is EUF-CMA-
secure in the ROM [10, Theorem 1] assuming that gsgn™ < % Under the same
assumption, we show the EUF-CMA security of MAYO in the QROM.

Proposition 6 (INV=EUF-CMA (MAYO)). For any quantum EUF-CMA
adversary Acma 0f HaS[Tmayo, H] issuing at most gsign classical queries to the sign-
ing oracle and qqro (quantum) random oracle queries to H <—g YRXM there exists
an INV adversary Biny of Tmayo such that

oy 2qqgro + 1)? 3 ign + dqro + 1
AGEEOA (4 ) < Bloe T gy gy By Gt e ¥
v 1 — gsignT 2 IR|

where the running time of Biny is about that of Acma-

Proof. We apply Theorem 1 with defining an intermediate game G7. G] is iden-

tical to G; except that G} aborts and outputs 0 whenever lmay, retries zv.
The probability that Gj does not abort while gsgn signing queries is at least
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1 — gsignT. Therefore, Pr [Gf‘“"‘a:>1] < L Pr[G'lAcma:>1} holds. We define

1—qsignT
SampDom(Fmayo) as = < ]F’;” The adversary of Gs perfectly simulates the
signing oracle in the case that G} does not abort by using his oracle since
T 4 lmayo(y) follows U(FE™). Therefore, the view of the adversary is iden-
tical in the simulated one with the case that G} does not abort, and thus
P1r[G’1A°'“a = 1] < Pr[Gf‘c"‘a = 1] holds. Since the EUF-NMA adversary can sim-
ulate Gs, PI“[G5A”""‘$1] < Advﬁgsﬁﬁz{fm (Anma) holds, which yields the claimed
bound. ad

C Review of Hash-and-sign Signatures

C.1 Modified CFS Signature [20)]

The modified CFS signature adopts the probabilistic hash-and-sign with retry.
Let Tets = (Genss, Fefs, lets) be a trapdoor function used in the modified CFS
signature. We assume that an (n,k)-binary Goppa code can decode up to t
errors. Gengs generates a parity-check matrix Hy € ]Fé”fk)xn of the (n, k)-binary
Goppa code, an invertible matrix U € an_k)x("_k), and a permutation matrix
P € F2" and outputs H = UHyP € FO"™™*" as F and (U, Hy, P) as less.
On input z € X, <; = {x € F§ : 0 < hw(z) < t}, the function F.s computes
a syndrome y = zHT € ]F;’_k. On input y € F;‘k, the trapdoor I composed
of (U, Hy, P) computes an error vector as follows: It decodes y(U~!)T using
Hy to obtain z’, and outputs an error vector z = z/(P~1)T; if y(U~1)T is not
decodable, it outputs L. Since the (n, k)-binary Goppa code can decode up to
t errors, which is our assumption, there is a one-to-one correspondence between
X<t and Vgee = {y € ]Fg_k :y(U™HT is decodable}. Therefore, Fes is injective

Vaeel _ | Xn, <4l
deel — e
[F37"] [F3 "

and lg(y) outputs a preimage for y <—g Fy~* with probability

Xn
1, ‘an’fktl‘ ~ % holds and we can take gggn = ct!gsign for some
2

constant ¢ > 1 in Proposition 1.

We show that a preimage x output by HaS[Ts, H].Sign follows U(X, <¢).
Initially, © < les(y) for y =g Ve follows U(X, <;) from the one-to-one cor-
respondence between X, <; and Yge.. Subsequently, HaS[Ts, H].Sign outputs =
after retrying y <—g Fg_k until l(y) # L holds; therefore the chosen y follows
U(Ydec)- Hence, x output by HaS[T s, H].Sign follows U(X,, <¢).

As shown in |

C.2 Wave [2]

Wave adopts the probabilistic hash-and-sign. Let Tyave = (GeNwave, Fwave, lwave)
be a trapdoor function used in Wave and H € an_k) *™ be a parity-check matrix
for an (n, k)-code over F,. X,; = {z € Fy : hw(x) = t} denotes a set of
vectors @ € Fj whose Hamming weight is exactly ¢, where ¢ is chosen such
that Fuave: Xpe — IE‘ZIL”“ is a surjection. Geny,we outputs a parity-check matrix

H ¢ ]Fénfk)xn for an (n, k)-code over F, as Fyave and parity-check matrices of
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generalized (U,U + V)-codes as lyave. On input & € X, , the function Fyaye
computes a syndrome y = zH” € Fg’k. On input y € F’;’k, the trapdoor lyave
outputs an element of &), ;. Since a description of lyaye is out of the scope of this
paper, we omit the description.

Twave satisfies the conditions of ATPSF [17, Definition 2] and we can take a
statistical bound on the distinguishing advantage of honestly generated signa-
tures and simulated ones.

C.3 Original/Modified UOV Signature [39, 53]

Let Tyov = (Genuow Fuovs Iuov) (YeSp-, Trmuov = (Genmuow Fruovs Imuov)) be a trap-
door function used in the original (resp., modified) UOV signature. Note that
Genyoy = Genpyoy and Fuoy = Fruov. Genyoy generates an invertible affine map
S: Fy — Fy and a multivariate quadratic map P : Fj — Fy defined as P =

(p1,P2; - - -+ Do), Where

)= D ) abyme,

i€lv+o] jE[v]

and outputs PoS as F o, and (P,S) as lye,. Variables in P are called vinegar vari-
ables 2V = (z1,22,...,%,) € Fy and oil variables 2° = (241, 212, - - Zvt0) €
Fg, where n = v + 0. On input y € Fy, luoy chooses 2% «g Fy and out-
puts = S71(2Y||z°) by solving a linear equation system P(z?,:) = y. There
is possibly no solution. In the original UOV signature, |, retries z” until
{z° : P(2",2°) = y} # 0 holds or P(z?,-) has full rank [11] (see Fig. 13). Since
T < luov(y) for y <—g Fy is not uniformly distributed, we must assume the com-
putational indistinguishability of @ < luey(y) for y < Fg and z <—g Fy for the
provable security.

The modified UOV signature adopts the probabilistic hash-and-sign with
retry and does not retake the vinegar variables z¥. The signing procedure of
the modified UOV signature (see Fig. 14) is different from the other signature
schemes adopting the probabilistic hash-and-sign with retry. HaS[T oy, H] using
It woy and 12,0, generates a signature as follows: I}, chooses vinegar variables
z¥ uniformly at random. Fixing z¥, P becomes a set of linear functions on oil
variables z°. 12, finds a preimage of PoS by solving a linear equation system and

muov
taking the inverse of S. If there is no solution, 12, outputs L and HaS[T myov, H]
retries r and executes |2,,., again without retrying z°. Sakumoto et al. showed
that preimages generated by HaS[T muov, H].Sign are uniformly distributed over
. For completeness, we give the proof sketch.

In the beginning, 2¥ is uniformly chosen, that is, z¥ follows U(IE‘Z). By fixing
z¥, P(2Y,-) becomes a set of linear functions containing o x o matrix whose rank
is determined by choice of z¥ if solutions exist. When the rank is i, P(z",-)
becomes a ¢° *-to-1 mapping for each element in the range Fg. There are only
q" possible outputs of H satisfying {2° : P(2%,2°) = H(r,m)} # 0. When H is a
random function, one of the ¢’ outputs is uniformly chosen after some retries.
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Once the output is fixed, one of ¢°~% solutions is uniformly chosen. In this way,
2° follows U(FY) and thus z = S™!(2"]|2°) follows U(F}').

In Proposition 4, we cannot take q'sign as in the other schemes since the
probability that lmuov(2”,y) outputs L varies depending on z¥. We set giign =
GretryGsign, Where gretry is @ bound on the number of queries to H in each signing
query. Let X; be a random variable for the number of queries to H in i-th queries
and X = > % X,;. We have

o
PriX; > gretry] = ij(l — IO ey
j=1

where p; is a probability that P(z",-) has rank j for 2V «g Fp. It is known
that a random o x o matrix over F, has rank o —a for a € {0,1,...,0} with a
probability [7]:

1 [T (1—q") HZ:a—i—l(l - qfk)' (13)

q* (=g F) [The (1 —g7F)

When we assume that P(zY,:) becomes a random o x o matrix for any zv,
p; follows Eq. (13). Since X > glign implies 3¢, X; > Gretry, Pr[X > glign] <
Gsign PT[X; > gretry] holds. To determine an appropriate value for ggign = GretryGsign
in the security bound, we need to take gretry such that gsign Pr[X; > gretry] is neg-
ligible for the security parameter.

C.4 Modified HFE Signature [53]

The modified HFE signature adopts the probabilistic hash-and-sign with retry.
Let Trhfe = (GeNmhfe, Fmhfes Imhfe) be a trapdoor function used in the modified
HFE signature and ¢: K — [y be a standard linear isomorphism ¢(ag + a1 +
coot ap_12"Y) = (ag, a1, ..., an—1), where K = Fy[z]/g(z) for an irreducible
polynomial g(x) of degree n. Genppse generates invertible affine maps (S,S’) over

Fy and a central map P: K — K defined as

P(X) = > RS Cn D SR>
(i.5) €l x ] ien]
st ¢t Tl T i<d st ¢t l<d

where a; ;, 8; € K, and outputs S'opoPopd™10S as Fune and (P, S,S’) as Imhfe-
On input y € Fy™™, lnnfe computes a preimage = € Fy as in Fig. 15.

As in the modified UOV signature, the authors of [53] showed that preimages
generated by HaS[Tmpse, H].Sign are uniformly distributed over Fy. We give the
proof sketch.

When H is a random function, each z € Fy is chosen with probability q%-

With probability wﬁ/):'z}', Imhfe chooses 2’ out of |{z’ : P(z') = z}| elements,
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Imhfe (¥)
1 y/ s F;’In
z=¢" (S ylly)

2

3 1 <4g

4 if 1 <i < |{z’ : P(2’) = z}| then
5 return L

6 2/ «g {2/ :P(z) ==z}

7 x =S (p(2))

8 return z

Fig. 15: Trapdoor of the modified HFE signature

where N is set as d in general. Therefore, for any = € Fy, HaS[Tmhfe, H|.Sign
outputs x with probability

1 {7 :P(E) =2z} 1 1

qm N Hz' :P(2) =2} q¢'N’

Hence, preimages output by HaS[Tmhfe, H].Sign are uniformly distributed over

[Fy;. Also, lmnfe does not output L with probability ZmeF; qnlN = %, and we can

take gtign = cN¢sign for some constant ¢ > 1 in Proposition 5.

C.5 MAYO [10]

MAYO adopts the probabilistic hash-and-sign. Let Tmayo = (G€Nmayo; Fmayo, Imayo)
be a trapdoor function used in MAYO. Genpayo generates a multivariate quadratic
map P: Fy — Fi* with a subspace O C Fy of dimension o called oil space such
that P(x) = 0 for any = € O, and outputs P as Fyayo and a basis of O as Inayo .
Let P(z) = (p1(®), ..., pm()), where p;(z): Fj — F, is a multivariate quadratic
polynomial. The polar form of p(x) is defined as

P (z,y) = plx+y) —p(x) - py),

which is bilinear. We define the polar form of multivariate quadratic map P(z)
to be P'(z,y) = (p1(z,y), ., P (2, 9))-

Let T = {(i,7) € [k] x [k] : < j} and {Ej;}(,jyez be a set of invertible
matrices such that E = {F;;} is nonsingular. We set {Ej;}(; jjez as a system
parameter. On input * = (x1,...,2%) € F’;", Fmayo computes y = P*(z) =
Yicm EiiP(zi) + X jyer Bi P (zi, 25). In MAYO, P*: Fkm — F7" is conjec-
tured to be non-invertible. Therefore, the INV game of Tyayo is defined as:
given (P, {Ei;}q ez, ¥), find 2* = (27,...,27) satisfying Zz‘e[k] E; P(z}) +
> jyer Ei P (@7, 25) [10, Definition 2]. On input y € F, Imayo computes x as
in Fig. 16. Let z, £° and x" be vectors over IF’;". Imayo finds a preimage z = z¥+x°
of y for P*. In the beginning, 2" is uniformly chosen from (F} =% x {0°D)F ¢ F’;",

13 The notation of UOV in MAYO follows [9] which is a generalization of the traditional
description of Appendix C.3.
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Imayo (y)

1 P (@1, @) = Zie[k] B iP(x:) + Z(i,j)€1 E; P (2, 2;)
2 repeat

3 ¥ g (Fy7° X 0°)k

4 until P* (2" + z°) has full rank

5 2% « {z°: P"(z” 4+ 2°) = y}

6 x =x" +2°

7 return

Fig. 16: Trapdoor of MAYO

where 0° denotes a vector of o Os. Fixing z¥, P*(z" 4+ 2°) = y becomes a linear
system of equations for z° € OF. If P*(x + 2°) has full rank, Imayo outputs
z¥ + 2° by solving P*(zV + 2°) = y. Otherwise, |mayo retries V. The probability
that P*(z¥ + 2°) does not have full rank is bounded by 7 = W%{fﬂ% [10,
Lemma 1].

A preimage & < Imayo(y) is uniform over IFZ” if Imayo does not retry =¥ in the
signature generation [10, Lemma 2]. Since this property is necessary for applying
Theorem 1, we show the proof sketch.

First, 2 is uniformly chosen from (F'~° x {0°})¥ if I sy does not retry .
Next, z° is uniformly chosen from OF since P*(z¥ + z°) has full rank. Hence,
the output = z¥ 4 z° follows U(FF™) since (F7~° x {0°}) + O = F holds.

C.6 GPYV Framework [30]

Signature schemes based on the GPV framework adopt the deterministic or prob-
abilistic hash-and-sign. Let Tgpy = (Gengpy, Fgpv, lgpyv) be a trapdoor function used
in the GPV framework. Gengp, outputs a full-rank matrix A € Zg*™ generating
a g-ary lattice A as Fgp, and a matrix B generating Aé‘ that is orthogonal to
A modulo g as lgp,. The function Fgp, computes y = zAT for a short vector
x € {x € Z™ : ||z|| < sv/m}, where s is a Gaussian parameter. The trapdoor
lgpy outputs a short vector = for y € Fy using B. Tgp, is a collision-resistant PSF
(see Definition 6) whose security is based on the hardness of the short integer
solution (SIS) problem [30, Theorem 4.9].

D Proof of Lemma 6

First, we extend Theorem 1 to prove the following lemma:

Lemma 8 (M-INV = M-EUF-CMA). For any quantum M-EUF-CMA
adversary Aemam of HaSP" [Twpsf, H, E] with quey keys and issuing at most gsign
classical queries to the signing oracle and qqro (quantum) random oracle queries
to H g YUXRXM there exist an M-INV Bipym of Tupst With qeey instances and
an M-PS adversary Dpsm of Twpst With qrey nstances and issuing gsign sampling
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GAME: M-EUF-NMA

1 for j € [gkey] do

2 (vkj,sk;) + Sig.KeyGen(1*)

3 (j5,m",07) « -Anma"‘({vkj}jE[QKey])
4 return Sig.Verify(vk;-, m™,o™)

Fig. 17: M-EUF-NMA (Multi-key EUF-NMA) game

queries such that
Advﬁggp‘ﬂﬁ-wfg?,iE] (Acmar) < (2dgro + 1) AVYNV (B + AdVAEPS (D)

3 Lion + Qaro + 1
+ 7q/sign Zsign Wgci 2

2
qgign — Gsign + qkey

+ 2(qqro + 2) |R| |u| )

; (14)

where qsign is a bound on the total number of queries to H in all the signing
queries and the running times of Binym and Dpsm are about that of Acmam.

Proof. We prove two reductions; M-EUF-NMA = M-EUF-CMA and M-INV =
M-EUF-CMA, where M-EUF-NMA stands for multi-key EUF-NMA. We
define an advantage function of the M-EUF-NMA game given in Fig. 17 as
Advg}zEUF'NMA (Anman) = Pr[M-EUF-NMA“m = 1]. Without loss of generality,
we assume that adversaries make random oracle queries while fixing key ID u to
be one of the gy, verification keys.

M-EUF-NMA = M-EUF-CMA:

GAME Gy (M-EUF-CMA game): This is the original M-EUF-CMA game and
Pr[Gplm = 1] = Advhﬁ,&?ﬁrwfjf“,‘} £) (Acmar) holds.

GAME G; (adaptive reprogramming and puncturing of H): In the same manner
as G4 of Theorem 1, the challenger chooses r <—g R for glign — Gsign times and
keeps them in a sequence S, punctures H by &' = {u € U,r € §,m €
M3}, and outputs 0 if FIND = T. Also, the signing oracle reprograms H =
HEF;):rimi)=vi after repeating r; <— R and y; < Y until 1;(y;) does not
output L. In Theorem 1, we can derive the bounds on the advantage gaps
of Gy/Gi, G1/Ge, and G3/G4 by analyzing the number of queries to H, the
number of times H is reprogrammed, and the number of punctured points of
H. Since these numbers are the same in both the single-key and multi-key
settings, we have

IPr[Gfn = 1] — Pr[Gfen 1] |

3 lqgi + qqro +1 Qhign — Gsign
<2 /i gn qro 2(qar 2 g g )
= 2Qs gn |R| + (QQ o + ) |R|

GAME Go (simulating the signing oracle by SampDom): The signing oracle
reprograms H := HEF).remi)—=F;@) for r; « R and z; < SampDom(F ),
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and outputs (r;, z;). Since the M-PS adversary can simulate Gy /G, we have
|Pr[Gi'm = 1] — Pr[Gs™" = 1]| < Adv}""5(Dpen).

psf

Since the M-EUF-NMA adversary Apmam can simulate Gy by SampDom,
Pr([Gs'r" =1] < Adviisg o i ) (Anman) holds.

As above, we have

M-EUF-CMA M-EUF-NMA M-PS
AdVHaSPh[TWpsf,H,E] (Acmam) S AdVHaSPh[TWpsf,H,E] (.Anmam) + AdVTwpsf (Dpsm)

3, q/sign + qqro + 1 qgign — Gsign
SQsigny| — ——1—— 2 2)y | —————=—. (15
+ 2ngn |R| + (qclro + ) "R| ( )

M-INV = M-EUF-NMA:

GAME G3 (M-EUF-NMA game): This is the original M-EUF-NMA game and
Pr[GE™ 1] = AdvYSEENMA (A0 holds.

GAME G4 (abort with the collision on key IDs): When a collision on the key
IDs is detected, G, aborts and outputs 0. From the collision probability of

uniformly chosen key IDs, ‘Pr[Gé“"’“a"‘ = 1] — Pr [Gf"m"” = 1] | < TE{T

We use Lemma 2 to show a reduction from the M-INV assumption of Tpsf.
The M-INV adversary Binm given {(F;, yj)}je[qkey] runs a two-stage algorithm S
that runs A,mam playing G4. In the second stage, the input 6 of Sy is chosen from
{¥j}j€lqe,- A two-stage algorithm S composed of S; and Sy operates as follows:

Choose (1,) s ([dare] X {0,1}) U {(dgro + 1,0)}.
Run Apma with H until i-th query.

Measure i-th query and output (u,r,m) as the output of Sj.
Given a random 6, reprogram H' = H(wrm)—0

If i = gqro + 1, then go to Step 8.

Answer i-th query with H (if b= 0) or H’" (if b = 1).

Run Apma» with H' until the end.

Output Anmam’s output (5%, m*,r*, z*) as the output of Ss.

O N O W=

Since there is no collision on key IDs, B;,,» can understand the target key of the
observed random oracle query. If u = E(F;), Binym sets § = y;, reprograms H as

H = H®"m)=y5 and uses F,(z) z H(u,r,m) as the predicate. From Lemma 2,
we have the following for any j € [gke,]:

Prli =5 AFs (@) =y 5 (E(F)mm) =S80, G o)« S5 (3)]

1 LA .
ZWPr[j =JjAF;(z)=H (E(Fj)m m) (g, m,r, x)eAL':,?am ({Fj}je[qkey])}

By summing over all j € [Gkey], we have Adv%ilf\w(&nvm) > m Pr [Gf“’"am =1].

We obtain Eq. (14) by combining the two reductions. O
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Then, we extend the proof of M-INV = M-EUF-NMA in Lemma 8 by
introducing a new game Gs. In Gs, the verification keys {F;} cq,,] are replaced
with {L;j oF'oR;}, where F': X’ — ) is generated by Gen’ of the trapdoor func-
tion T”. The ST adversary Dg; can simulate G4/Gs by setting the verification keys
based on the outcomes of querying NewKey,. When Dg plays STy, we simulate
Gy; otherwise, we simulate Gs. This leads to |Pr [Gf"mam = 1] — Pr[Gg“"ma“ = 1} ’ <
Advi!  1/(Dg).

To apply Lemma 2, we assume that the INV adversary Bj,, against T’ em-
ploys a two-stage algorithm S within Gs. As with Lemma 8, B;,, possesses knowl-
edge of the target key for the observed query. When the observed value targets
the j-th verification key, Bin, sets L;(y) as the input to Sy. Because L; is bijec-
tive, L;(y) for y <—g ) follows a uniform distribution. When Aymam submits z
for F;, Biny returns R;(z). If L;(F(R;(z))) = L;(y) holds, since L; is a bijection,
we conclude that F(R;(z)) = y. In summary, Bin, can win the INV game by
submitting R;(z), yielding Adviy" (Biny) > m Pr[Gg'™" =1]. Therefore,
we have:

2

- - /] . q
Adv e TN 6 (Acman) < (20ar0 + 1)2AdVEY (Biny) + AdviL | 1/(Det) + Ilk/lT

(16)
By combining Eq. (15) and Eq. (16), we arrive at Eq. (11). O

E Proof of Lemma 7

First, we show a reduction of M-CR = M-SEUF-CMA extending the single-key
version of [14, Theorem 2].

Lemma 9 (M-CR = M-EUF-CMA). For any quantum M-SEUF-CMA
adversary Acmam of HaSPh [Tosts H, E] with grey keys and issuing at most gsign
classical queries to the signing oracle and qqro (quantum) random oracle queries
to H g YUXRXM there exist an M-CR Begm of Tpst with quey instances such
that

Ticey
|’

1-5 -CM 1 -
Advhla;][@rtivac]MA (Acma T _ 9—w(log(N)) Advl\l—lpstR (Bcrm ) +

) S T etoso (17)

where the running times of Bem and D are about that of Acmam.

Proof. We define a sequence of games as follows:

GAME Gy (M-SEUF-CMA game): This is the original M-sEUF-CMA game
and Pr[Ggr" = 1] = Advyimir i £] (Acmar) holds.

GAME G; (abort with collision on key IDs): When a collision of the key IDs is de-
tected, G; aborts and outputs 0. We have |Pr [G(f‘"’"a” = 1] —Pr [Gf‘"’"a” = 1] | <

2
qkey
Uy -
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GAME Gy (replacing H with H’): This game replaces H with H’ satisfying
H' (E (F,) ,r,m) = F (DetSampDom (F;, A (E (F;) ,r,m)) ).

where DetSampDom is a deterministic function of SampDom and H: U xR x
M — W is another random function to output randomness for DetSampDom.
Since E(F;) # E(F;/) for any j, j* € [qkey], we can uniquely identify F; based
on E(F;). Therefore, it is feasible to program H’. From Condition 1 of PSF,
F () is uniform for 2 <~ SampDom(F ;). Therefore, H and H’ follow the same

distribution and Pr[Gf‘"ma” = 1} =Pr [Gg nma™ —, 1} holds.
The M-CR adversary Bcm can simulate G;. From Conditions 2 and 3, the
M-CR adversary B.m can simulate the signing oracle. When responding to the
i-th signing query m; for the j-th verification key F;, Bem returns (1, z;), where
r; <g R and z; := DetSampDom (F]—, H (E (Fj) ,ri,mi)). If the M-sEUF-CMA
adversary Acmam wins the game by submitting (j*,m*, r*,2*), F ;. (2*) = F ;< (2/)
holds, where 2’ = DetSampDom(F ;., H(E(F;-),7*,m"))). From Condition 4,
z* # 2’ holds with probability 1 — 2-«°8(N) "and we thus have Eq. (17). O

Then, we show a reduction of CR = M-CR. We define a sequence of games
as follows:

GAME Gg (M-CR game): This is the original M-CR game and Pr [Gg"m =1] =
Advy " (Be) holds.

GAME G; (replacing verification keys): We replace F; with LjoF’oR;. Since the
ST adversary can simulate Gg/G1, we have ‘Pr[Gg“m = 1] — Pr [G{S"“ = 1} ’ <
AdviT 1/(Dg).

psfs

The CR adversary B, simulates G; as follows: Given F', Be gives {L; o F' o
Rj}j€(giey] t0 Berm. When Bem submits (j*, 27, 23), Ber outputs (R« (27), Ry« (23)).
Suppose that L;«(F(R;-(27))) = Lj=(F(Rj-(23))) holds. Since L;- and Rj« are
injective, F(R;+ (7)) = F(R;«(23)) holds and x] # x5 implies R;- (z7) # Rj«(x3).
Therefore, B, can win the CR game and can perfectly simulate G4. Therefore,

we have
M-
Advy T (Ban) < AdvT (Ber) + Advil 1/(Dst). (18)

Combining Eq. (18) with Eq. (17), we obtain the security bound of Lemma 7. O

F Applications of Generic Method in Multi-key Setting

In this section, we explore the applications of the generic method presented
in Lemma 7 for lattice-based cryptography and Lemma 6 for code-based and
MQ-based cryptography. Rather than focusing on specific schemes such as FAL-
CON [52], our paper applies the generic method to frameworks of the schemes,
such as the GPV framework [30]. We leave the applicability to the specific
schemes for future works.
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Lattice-based Cryptography: We apply the generic method to the GPV frame-
work (see Appendix C.6) [30]. For Lemma 7, we design simulation of verification
keys by {L;AR;}jc(q.,) Where L; is an n x n invertible matrix over F, and R;
is an m x m signed permutation matrix. In the GPV framework, the domain of
the trapdoor function is a set of short vectors {z € Z™ : |z| < sy/m}, where s
is a Gaussian parameter. Accordingly, we define R; as an orthogonal matrix to
ensure ||z| = ||xR]T||, and any integer orthogonal matrices are signed permuta-
tion matrices, characterized by non-zero entries £1. Then, the ST advantage is
bounded by an advantage of the following problem.

Definition 12 (Multi-instance Signed Permutation Equivalence).
Given matrices {Gj}jciqe) (Gj € Fy*™), do there exist a matriz G € Fy*™,
n x n invertible matrices {L;};elq.,) over Fy, and m x m signed permutation
matrices {R;}jc(q., over Fy such that G; = L;GR;?

This problem is a variant of the well-studied problem called code equivalence
in code-based cryptography [51]. The code equivalence is defined as: Given a
pair of matrices (G, G’), do there exist an invertible matrix L and an isometric
matrix R such that G’ = LGR? There are variations of this problem in terms
of R. When R is a permutation matrix (resp., generalized permutation matrix),
this problem is called permutation equivalence (resp., linear equivalence)[55].

In lattice-based cryptography, there is a closely related problem called lat-
tice isomorphism, that is, given a pair of lattice bases (B, B’), do there exist a
unimodular matrix L and an orthogonal matrix R such that B’ = LBR? The
conditions on L and R are required to keep the geometry of lattices; however, it
is not necessary for our purpose.

Any variants of the code equivalence listed above are in the complexity class
coAM and not conjectured to be NP-hard [51]. Also, there are some algorithms
for the permutation equivalence and linear equivalence. In the general case,
Leon’s algorithm solves the problems by enumerating all the codewords with
Hamming weight w for some w [40], and Beullens [8] recently improved this al-
gorithm. The complexity of this approach grows exponentially with w, and we
cannot solve the problems with low w [4]. There is a special case where we can
easily solve the permutation equivalence with the Support Splitting Algorithm
(SSA) proposed by Sendrier [54]. The SSA runs in O(m? + m2¢" In(m)), where
h is a dimension of the hull space of a code, that is, the intersection between the
code and its dual code [1]. Therefore, the SSA can efficiently solve the permu-
tation equivalence if the dimension of the hull space is low. Note that the SSA
does not apply to the case with an empty hull.

Code-based Cryptography: We apply the generic method to a trapdoor function
using a parity-check matrix H € Fp*™ as in the modified CFS signature and
Wave (see Appendices C.1 and C.2). For Lemma 6, we simulate verification keys
by {LjHR;} je[q.,]> Where L is an m x m invertible matrix over F, and R; is an
nxn generalized permutation matrix over ;. In the modified CFS signature and
Wave, the domain of the trapdoor function is a set of vectors whose Hamming
weight is either a constant or bounded by a constant. To ensure this, we define
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R; as a generalized permutation matrix that preserves the Hamming weights of
vectors. Then, the ST advantage is bounded by an advantage of the following
problem.

Definition 13 (Multi-instance Linear Equivalence).  Given matrices
{Gj}iclge (Gj € FyX™), do there exist a matriz G € Fy*™, n X n invert-
ible matrices {L;}je[q.,) over By, and m x m generalized permutation matrices
{R;}jclqe,) over By such that G; = L;GR;?

As mentioned in the previous paragraph, some algorithms exist for the (single-
instance) linear equivalence.

Multivariate-quadratic-based Cryptography: We assume a trapdoor function of
the original /modified UOV signature or the modified HFE signature. Let F : ]F;‘/ —
Fy" and F;: Fy — Fi* be a multivariate quadratic map (n’ > n). For Lemma 6,
we simulate verification keys by {L; o F o Rj}je[qkey]7 where L; is an invertible
affine map over Fy, and R; is an affine map over ;. Then, the ST advantage is
bounded by an advantage of the following game.

Definition 14 (Multi-instance Decision Morphism of Polynomials).
Given multivariate quadratic maps {F;}jc(q.], do there exist a multivariate
quadratic map F and affine maps {L;}je(q.,] @nd {R;j}jclq.,) over By such that
Fj = Lj o F 0] R] ?

The (single-instance) decision morphism of polynomials, that is, given a pair of
multivariate quadratic maps (F,F’), do there exist affine maps L and R such
that F' = Lo F o R?, is proven NP-complete [50]. If L and R are invertible affine
maps, this problem is called decision isomorphism of polynomials that is in the
complexity class coAM and not conjectured to be NP-hard [50]. For signature
schemes with some structures in their verification key, only invertible R may
preserve the structures, e.g., only block-anti-circulant matrices can maintain a
structure of BAC-UOV [57]; therefore, we need to use invertible R as in the
decision isomorphism of polynomials for such signature schemes.

A search version of the isomorphism of polynomials has been well-studied.
Bouillaguet, Fouque, and Véber [15] studied and surveyed the algorithms for
the isomorphism of polynomials. Their algorithms run in O(¢") - poly(n,q),
O(¢**/3) - poly(n, q), or O(q™/?) - poly(n, q) assuming that n = m. The Grobner-
based algorithm proposed by Faugere and Perret [27] can efficiently solve random
instances of an inhomogeneous version of the problem. We also note that if L
and R are very structured, then the problems become easier (see, e.g., [36]).

G Security Proof of Fiat-Shamir with Aborts

We define a 3-round public-coin identification scheme with aborts.

Definition 15 (3-round Public-coin Identification Scheme with Aborts).
A 3-round public-coin identification scheme with aborts, denoted as |D, consists
of four algorithms:
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GAME: A-HVZK,, Sample () Sample, ()
1 (pk, sk) « Gen (1) 1 repeat 1 (wi, ¢, 2i) + Sim(pk)
2 b* DZSI:mpleb(pk) 2 (ws, st;) < Py1(sk) 2 return (w;, ¢;, 2;)
3 return b* 3 ¢ C
4 Zi PQ(SI{J,’LUi,Ci,Sti)
5 until z; # L
6 return (w;,c;, z;)

Fig. 18: Accepting HVZK Game

FSwWAIID, H].KeyGen(1*) FSwA[ID, H].Sign(sk, m) FSwA[ID, H].V(pk, m, (w, 2))

1 (pk, sk) < Gen(1)
2 return (pk, sk)

1 repeat 1 ¢ := H(w, m)

2 (w,st) «+ Pi(sk) 2 return V(pk,w,c, z)
3 c¢:= H(w,m)

4z <+ Pa(sk,w,c,st)

5 until z # L

6 return (w, z)

Fig. 19: Algorithms of the Fiat-Shamir with aborts

Gen(1*): This algorithm takes the security parameter 1 as input and outputs
a public key pk and a secret key sk.

P (sk): This algorithm takes a secret key sk as input and outputs a commitment
w € W and a state st.

Pa(sk,w,c, st): This algorithm takes a secret key sk, a commitment w € W, a
randomly chosen challenge ¢ <—g C, and a state st as input and outputs a
response z € Z or outputs L.

V(pk,w, e, z): This algorithm takes a public key pk, a commitment w € W, a
challenge ¢ € C, and a response z € Z (a transcript) as inputs and outputs
T (acceptance) or L (rejection).

Let Sim denote a simulator for ID, which takes a public key pk as its input
and yields a transcript in the form of (w,c¢,z) as its output. To establish the
indistinguishability between a transcript generated honestly and one generated
through simulation, we introduce an accepting HVZK game.

Definition 16 (Accepting HVZK (A-HVZK) Game [3, Definition 1]).

Let ID be a 3-round public-coin identification scheme with aborts. Using a game
defined in Fig. 18, we define an advantage function of an adversary playing
the A-HVZK game against 1D as Adviy™ ¥ (Dy) = |Pr[A-HVZKE*=1] —
Pr[/—\-HVZKlDZk:> 1] | We say ID is accepting HVZK if its advantage is negligible
for any efficient adversary.

We can construct a signature scheme, denoted as FSwA[ID, H], from ID as
depicted in Fig. 19. The security reduction for this scheme can be provided using
the same techniques as presented in Theorem 1.

Theorem 2 (EUF-NMA = EUF-CMA). For any quantum EUF-CMA
adversary Acma of FSWA[ID, H] issuing at most gsign classical queries to the signing
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oracle and Gqro (quantum) random oracle queries to H <—g CWXM  there exist
an EUF-NMA adversary Anma of FSWA[ID, H] issuing qqro (quantum) random
oracle queries to H and an A-HVZK adversary Dy of ID issuing gsign sampling
queries such that

AdV}IQZSU\A&[CIIID\fﬁ] (Acma) < AdVEg\AE:A_%\IIIID\%ﬁ] (Anma) + AdVIAD_HVZK (D)

3 /
+§q/sign \/(qgign + qqro + 1) €+ 4(quo + 2) (q/sign - QSign) €, (19)

where geign s a bound on the total number of queries to H in all the signing
queries, maxgew Priw = : (w, st) <= P1(sk)] < € holds except with negligible
probability, and the running times of Anma and Dy are about that of Acma-

Proof. As in Theorem 1, we can set q’sign = %qsign for some constant ¢ > 1, where
p=Pr[z# L: (w,st) < Pi(sk),c g C,z <+ Pa(sk,w,c,st)]. To show Eq. (19),
we use a sequence of games defined in Fig. 20.

GAME Gy (EUF-CMA game): This is the original EUF-CMA game and
Pr[Gg™=1] = Adviguafi 1] (Acma) holds.

GAME G; (adaptive reprogramming of H): The signing oracle Sign" adap-
tively reprograms H. This reprogramming occurs as H := H(@imi—ei where
(wy, st;) < P1(sk) and ¢; < C, and this process repeats until Po(sk, w;, ¢;, st;)
no longer outputs L. The AR adversary D,, can simulate the games Gy and
G;. When D,, playes ARy, it simulates Gg; othereise, it simulates G;. Accord-
ing to Lemma 1, the difference between Pr[G()““" =>1] and Pr [Gf‘c’“a = 1] can
be bounded as follows:

|Pr[Gglm=1] — Pr[Gi“m=1]| < Adviy"(Dar) < gqéagn \/ (Glign + daro + 1)e.

GAME G, (pre-generating transcripts): At the start, the challenger pre-generates
Gsign accepting transcripts for ID along with non-accepting ones. An accepting
transcript is stored as (wj,¢;, 2;), and non-accepting transcripts (excluding
responses) are stored in ;. During the i-th signing query, the signing ora-
cle reprograms H as H®W™m)=¢ for (w,c) € S; as well as for (w;,c;). This
pre-generation of transcripts is feasible since they are chosen independently
of queried messages m; from Acma in Gp, ensuring that Pr [Gf‘“"“:ﬂ] =
Pr[Gfe = 1].

GAME Gz (puncturing H): Let S = {w : (w,*) € |J,;Si} and &' = {(w,m) :
w e S,m € M}. We define a punctured oracle H\S’ and an event FIND
as in Definition 10. In Gz, Acma makes queries to H\S’, and Gz outputs

0 if FIND = T. Assume that Pr[Gs=1] = Pr[1 AZL™(F)]. Since
G; differs from Gg in two aspects: the use of H\S’ and the output of 0

when FIND = T, Pr[Ggm=1] = Pr[1 e AZL ™M (F) AFIND = 1] and
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GAME: Gg-G; Sign"(m;) for G Sign"(m,) for G,
19:=0 1 repeat 1 repeat
2 H 3 CWXM 2 (wi, St,’) —s Pl(sk) 2 (T,U,‘,7 Sti) s Pl(Sk)
3 (pk, sk) < Gen(1%) 8 ¢ = H(wi, m;) 3 cits
a (Wt 2) o AT (pry & EE Pk e st)az e Palok, w er, ohi)
5 if m*™ € Q then 5un.tllzl-;éJ_ 5 Hi=HTemT
6 return 0 6 Q:= QU {m} 6 until z; # |
7 ¢* = H(w*, m") 7 return (w;, z;) 7 Q:=0QU{m;}
8 return V(pk,w™*,c*,z") 8 return (w;, 2;)
GAME: Go GAME: G3-Gy4 Sign”(m,-) for G,-Gs
1 Q=10 1 Q=10 1 for (w,c) € S; do
2 H —g CWXM 2 H g CWXM 2 H:= H(“MWI,)»—}C
3 (pk, sk) < Gen(1*) 3 (pk, sk) < Gen(1*) 3 H:= Hwimi)—e
a for i € [gsign] do a8=0 4 Q:=QU{m;}
5 Si=10 5 for i € [gsign] do 5 return (w;, 2;)
6 repeat 6 S;:=
7 (w, st) « Py(sk) 7  repeat Sign'(m;) for G4
8 c+C 8 (w, st) + P1(sk) T p(wom) e
9 z < Pa(sk,w,c, st) 9 c+C 1 H '.:H ) )
10 if z = L then 10 z + Pa(sk,w,c, st) 2 Q= QU {m;}
11 S;=S;U{(w,c)} 11 ifz= 1 then 8 return (wi, zi)
12 else 12 S =S U{(w,c)}
13 (wi,ciy2i)=(w,c,z) 13 S =SuU{w}
14  until z # L 14 else
15 (m*, w*, z*) <—A§rif:’|H>(pk) 15 (wi, ciy 2i) = (w, ¢, 2)
16 if m* € Q then 16 until z # L
17 return 0 17 8’ = {(w,m):w € S,me M}
18 ¢* = H(w",m") 18 FIND = L
19 return V(pk,w™,c”, z") 10 (m*,w*, z%) — ASEINS) (pr)
20 if m* € QVFIND = T then
21 return O
22 ¢® = H(w*, m*)
23 return V(pk,w™,c*, z")
GAME: Gg GAME: Gg Sign''(m;) for G5-Gg
1 Q= 0 1 Q= 0 1 H:= H(wm’mz‘)’—’cz
2 Hg CWVXM 2 Hg CWM 2 Q:=0QU {m;}
3 (pk, sk) < Gen(1*) 3 (pk, sk) < Gen(1*) 3 return (w;, z;)
a for i € [gsign] do 4 for i € [gsign] do
5 repeat 5  (ws, ¢, z) < Sim(pk)
o (wst) « Pilsk) 6 (m*, w,z%) « ASEIW (pk)
7 ceC 7 if m* € Q then
8 z < Pa(sk,w,c, st) s return 0
9 until z # L 9 ¢* = H(w*,m")
10 (wi,ciy2i)=(w,c,z2) 10 return V(pk,w™*,c*,z")
11 (m*,w*,z*) « ASENIN (pl)
12 if m* € Q then
13 return 0
12 ¢ = H(w*,m")
15 return V(pk,w™,c*,2")

Fig. 20: Games for EUF-NMA = EUF-CMA for Fiat-Shamir with aborts. The
modifications from the previous game are highlighted in red text.
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Pr[FIND = T : G~ =b] = Pr[FIND = T : b+ SV (F)] hold. Ap-
plying Lemma 4,

|Pr[Gslm=1] — Pr[Gi m=1]| < \/ (¢aro +2) Pr[FIND = T : Gz = b].
(20)

We will show a bound on Eq. (20) after defining Gy.

GAME G4 (reprogramming only for successful trials): The signing oracle repro-
grams H = H(wimi)=¢ only for accepting transcripts. It’s important to note
that Acma makes queries to the punctured oracle H\S’. If FIND = 1, then
Acma cannot obtain H(w, m) for (w,m) € §’. Therefore, if FIND = L, A,
cannot distinguish whether H is reprogrammed at (w, m) € 8" in Gz or not in
G4. From Lemma 3, we have

Pr[FIND = L : G§** =b] = Pr[FIND = L : G{** =] . (21)

Especially, if G3 or G4 outputs 1, then FIND must be L. Therefore, we con-
clude that Pr[Gg = 1] = Pr[Gf“=1]. Also, Pr[FIND=T : Gg*™=b] =
Pr[FIND=T : Gf“maéb] holds from Eq. (21).

We show a bound on Eq. (20). Let G} be a modified G4 played by Bcma-
Bcma outputs (w’,m’) and wins the game if (w’,m’) € S’. Choosing j <3
[9qro + 1], Bema runs Acm, playing Gy. Just before Acma makes j-th query to
H, B.ma measures a query input register of A, and outputs the measure-
ment outcome as (w’,m’). The oracles of G reveal no information on S and
S'. If we assume that maxygey Prjw = : (w, st) < P1(sk)] < e holds, then
P1r[G§1cha = 1] < Prjw’ € 8] < (qgtign — Gsign )€ holds. From Lemma 5, we have

Pr[FIND = T : G =b] < 4(gqro + 1)(qlign — Gsign)€-
Hence, an upper bound on Eq. (20) is 2(gqro + 2)+/ (Gign — Gsign )€-

GAME G5 (Canceling the punctuation on H): The challenger no longer punctures
H, and we remove the unused S;, S, and S’ from the game. By applying
Lemma 4, we obtain the same bound as Eq. (20):

[Pr[Grls = 1] — Pr[Gs = 1] | < 2(guro + 21/ (ghign — dsign)e.

GAME Gg (simulating the signing oracle by Sim): The challenger generates
(wi, €, 2;) < Sim(pk) for i € [gsign]. The A-HVZK adversary D, can simulate
G5 and Gg. If D, plays A-HVZK, the procedures of the original and simulated
G5 are identical. If D, plays A-HVZK,, he obviously simulates Gg. Therefore,
we have:

|Pr[Gglm=1] — Pr[Ggm = 1]| < Advip"V"(Dps).

Since Gg can be simulated without using sk, the EUF-NMA adversary A,ma can
simulate Gg. Summing up, we have Eq. (19) for EUF-NMA = EUF-CMA. O

Notice that Theorem 2 does not yield a worse bound than [3, Theorem 2],
except for a factor of 2 in the last term of Eq. (19).



	Probabilistic Hash-and-Sign with Retry  in the Quantum Random Oracle Model 

